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o CETEBbIE U U(HOOPMALINOHHBLIE TEXHONTOIMK o

4 A.A. [1BopHUKOB A

MNNAT®OPMA TYMAHHbIX BbIYUCITIEHUA HA OCHOBE BECMPOBOOHbIX
CEHCOPHbIX CETEN

PaccmatpumBatoTcs 6ecrnpoBogHblE CEHCOPHBIE CETU B KAYeCTBE NIaTdopmMbl 4151 NapagurMbl TYMaHHbIX
BbIYMCIIEHNIA, OMUCLIBAIOLLEN BbIYUCANTENBHBIA NPOLECC, BbIMOMHALWNNCA HA HOBOM CTPYKTYPHOM
cnoe, pacnosioKeHHOM Mexay 00radHbIMU BbIYUCIEHUSIMU U KOHEYHBIM 00opyadoBaHueM. [poBoanTtca
aHanms npobnem, BO3HMKALLMX MPU UCMOSTb30BaHMM GECNPOBOAHbBIX CEHCOPHLIX CETEN ANS TYMaHHbIX
BbIYMCIEHN, MpeanaraTcsl HanpaBneHnsa NccrnegoBaHui Mo UX PELLEHMIO.

Knroveebie cnoea: mymaHHble cemu, obnayHble cemu, 6ecrnpoeoOHble CEeHCOPHbIe cemu,
myMaHHbIe 8bl4yucsieHusi, oby1a4yHble eblYucIiIeHUs1, uHmepHem eeuwet, Web eewyu, HamenbHble
CEeHCOpHble cemu, ce-meeble cmoku, PLC ceHcopHbie cemu, WiFi, Bluetooth, IEEE 802.15.4,
ZigBee, ZWave, TinyOS, MANTIS, ContikiOS, NanoRK, TinyDB D

CBSA3M C POCTOM KOnMyecTBa KOMMYHMKALMOHHOrO o6opyaoBaHUSA, Bce Gonbluen UHTerpauum

ObITOBbIX MPUGOPOB B MIHTEPHET, a Takke pas3BuTnem 6ecnpoBOAHbIX 4ATYMKOB U UCMONTHUTENbHbIX

YCTPOWCTB KOHTPONMpPOBaTb paboTy BbIYMCINTENBHBLIX CUCTEM, UCMOSb3YIOLLMX BblLLENpUBEAEHHbIE
peLLeHns, CTaHOBUTCA BCE TpyaHee. MI3BECTHO, YTO KONMMYECTBO CETEBbIX YCTPOWCTB YABAMBAETCH YyTb
bonee 4yem 3a kaxapble 5 net [1] — yxe k 2015 rogy oxmnaaeTcsa okono 25 MUNIMOHOB CETEBbLIX YCTPOMCTB [1].
O6cnyxunBaTb TaKoe KONMYECTBO CETEBLIX YCTPONCTB, MUCMOSb3ysi 06MayHble BblYUCNEHNS, COXHO. [1na Toro
4YTOObl MHTErPUPOBaTbL BbILLENEPEYNCIIEHHbIE PELUEHNS B apXMTEKTYPY COBPEMEHHbIX BbIYUCIUTENBHbIX
ceten B 2012 rogy [2] 661110 peLleHo BBECTM HOBbIE OnpeaeneHns — « TYMaHHble BbIYUCIIEHNS» U « TYMaHHas
ceTb» (ONA KpaTKOCTM UCMONb3YETCHA CMOBO «TYMaH»).

TyMaHHble BbIMUCIEHUSA — BbIYUCNNTENbHBINA NPOLECC, BbIMOMHALWMINCA Ha 060pya0BaHUN, UMEOLEM
HenocpeaCTBEHHbIN KOHTAKT C (hM3NYECKO Cpeaon 1 JOCTyn K cepBepam 0bnayHbIX BbIYMCIIEHUNA.

C TOYKM 3peHVs apXUTEKTYPbl BbIYUCINTENbHbBIX CETEN, TyYMaHHble BbIYMCIIEHNA — 3TO CMOW, pac-
MOSIOXEHHbIN MexXay 00nayHbIMU BbIYUCIIEHUSMU U (PU3NYECKON MUPOM — MCTOYHMKOM MHGOpPMaunn u
OOBEKTOM yrnpaBneHus.

Bnepeble cnoBocoyeTaHne «fog computing» (aHr. «TyMaHHbIE BbIMMCNEHNNAY ) NoaBMoch B ctatbe CIS-
CO (CWA) [2]. OaHHas cTaTba NCNONb3yeTCsl B KAYECTBE OTNPABHOIO NMyHKTa 4151 3TOM paboThl.

TyMaHHble BblMUCIIEHUSA BbIMOMNHAKTCA Ha 060pydOBaHWM, UMEKLWEM HEernoCPeACTBEHHYIO CBA3b C
PU3NYECKUM MUPOM — 3TO CETEBbIE AATUYNKK, CETEBbIE aKTyaTopbl (CETEBbIE UCMNONHUTENbHbIE YCTPONCTBA),
ceTeBble MalUMHbI C HABOPOM OATYMKOB M aKkTyaTopoB, creuuanusnpoBaHHoOe ceTeBoe obopygoBaHue.
[o cerogHswHero aHsa nogobHoe obopygoBaHMe NpUCyTCTBOBaNo B HEBOMbLUMX KONMYeCcTBax, YacTo He
obrnagano ceteBbiMU (PYHKUMSIMU, @ €r0 BbIYUCIIUTENbHBIE CMOCOBHOCTM ObifM HACTOMNBbKO Marbl, YTO He
Opanuck B pacyéT. CerogHs, korga BblYUCANTENbHbIE MOLLHOCTU JaXe HEBOMNbLUMX MPOLIECCOPOB C MarsbiM
3HepronoTpebneHnem cranu CywecTBeHHbl (corfacHo gaHHbIM koHcopunyma EEMBC, CLUA), ceteBble
YHKLMM eCTb B BONbLUMHCTBE U3 HUX, @ KONTMYECTBO 3K3EMMIAPOB YCTPOWUCTB MCHUCIAETCS B MUNNMapaax
[1]. OenctBys B paMmkax pacnpenenéHHoOn CUCTEMbI JaXe CPaBHUTENbHO HEBOMbLLOW CETU, NX CyMMapHas
BblYMCNNTEMNBHAS MOLLHOCTb MOXET ObiTb 4OCTAaTOMHO O60MbLION AMs BbINOMHEHUA MOMe3HbIX (OYHKLMIA
(Hanpumep, obpaboTkm cobpaHHon nHdopmauun). Opyron CTOPOHON TYMaHHbIX CETEN ABMASETCS TO, YTO
MX y3nbl MOTYT MOTPEONATb ANEKTPOIHEPIMIO OT aBTOHOMHbBIX MCTOYHWUKOB MUTAHMS Manon MOLLHOCTY,
JocTaToyHOM Ansi HopMarnbHon paboThl yana. Takum obpasom, ecnm 6onbLuas YacTb y3roB TYMaHHOW CETU
NUTaeTcsl OT aBTOHOMHbIX UCTOYHUKOB NUTaAHUSA (BO3MOXHO, YTO He BCE BpeMSs), TYMaHHble BblYUCIEHNS
npuobpeTaroT xapaktep 3HEProaddPEKTUBHLIX BbIYUCNEHWIA.

3a nocneagHve ABa roga TeHAeHUMs MHTerpaumum obopyaoBaHns ¢ gatdmkamm B ceTb VIHTEpHET TOnbKo
ycununacs, NosiBUNMCL HOBble cTaHAapThl (B T.4., Bluetooth Low Energy [3]) u TexHu4eckue pelieHus (B T.4.
ManomoLlHble 6ecnpoBogHblie mogynu [4] [5]), ynpowatowime cosgaHne obopyaoBaHusa ansa céopa gaHHbIX
C MHTerpaumnemn B cetb VIHTEpHET.

BbecnpoBodHbleE CEHCOPHbIE CETU — TEXHOMNOrMnsA, nosiBusBllasacs okono 13-18 net Hasag [6], koTopas
No3BOSsieT pa3BopadmBaTh KpynHoMacLluTabHble ceTn 6e3 KeCTKOM apXMTEKTYpbl HA OCHOBE MarOMOLLHbIX

N
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® CETEBbIE U UHOOPMALINOHHbLIE TEXHOJTIOIMK o

Y3rOB 3a CY4ET MEXAHU3MOB peTpaHcnAumm cooblieHnn B ceTu. MNMocne nosiBneHns TexHonornm paspabor-
YMKN BbIYUCTIUTENBHBIX CUCTEM M CETEW MOMYyYnUIn BO3MOXHOCTb CO3[aBaTtb rmbkMe no CBOEW CTPyKType
ceTn, rage Mornu pabotaTb OAHOBPEMEHHO Kak y3bl C BHELUHUM, Tak U1 aBTOHOMHbIM NuTaHmeM. OgHom 13
HOBbIX TEHOEHLNI ABNSAETCA MCMONb30BaHWE pacnpeaenéHHbIX BbIMUCIEHNN Ha 6ECNPOBOAHbBIX CEHCOPHbIX
ceTax. Pa3Butve MMKPOKOHTPOMNNEPOB CO CBepxManbiM 3HepronoTpebneHnem u aHeprocbeperaroLmx
paguoctaHgaptoB (B T.M., Bluetooth Low Energy [3]) npvBeno K ckayky B pacnpOoCTpaHeHWn AaHHOW
TEXHOMNOrMM 3a MocnegHue HecKonbko nert. becnpoBoAHbleE CEHCOpHble CETUM XOPOLIO MOAXOAAT ANS
paboTbl B paMmkax napagurmbl TYMaHHbIX BbIYUCIIEHNUIA UCXOAA N3 CBOMX OCOBEHHOCTEN, U HA CErOQHALLHNIA
AEeHb SBMAIOTCA €AMHCTBEHHOM noaxoddwen nnatopMon Ans TyMaHHbIX BblducrieHun. O Tom, 41O
6ecnpoBoOAHbIE CEHCOPHbIE CETU MOryT CTaTb OCHOBOW TYMaHHbIX BbIYUCIIEHWA TakkKe YNOMUHAETCs B
ctatbe CISCO (CLUA) [2]. 3a nocnegHue HECKOMbKO NeT 6ecnpoBOaHbLIE CEHCOPHbIE CETU MOSTY4YMIN CBOE
pa3suTne B pamkax VIHTepHeTta Beluen [7] n Web-seLein [8].

HayyHass HoBM3Ha paboTbl COCTOMT B TOM, YTO paHee 6ecrnpoBOAHbIE CEHCOPHble CETM He pac-
cMaTpuBanucb Kak nnargopma And TyMaHHbIX BbluvMcneHui. MoaBeaeHne TyMaHHbIX BbIMUCIEHUI Mopg,
GecnpoBoAHbIE CEHCOPHbIE CETU MO3BOMUT UCMOMNb30BaTh CYLLECTBYOLME MaTeMaTnyeckue Moaenu ans
ONMCcaHNsi TYMaHHbIX CETEMN.

Mapagurma TyMaHHbIX BbIYUCIIEHUN

BnepBblie napagurma TyMaHHbIX Bbl4MCNeHUn Obina onpegeneHa B 2012 rogy B ctaTbe COTPYAHMKOB
komnaHun CISCO (CLUA) «Fog computing and its role in the internet of things» [2]. N3 cTaTbn MOXHO
onpegenuTb napagurmy cnegyrowem obpasomM: TyMaHHble BblYUCNEHUS — 3TO NnatgopmMa C BbICOKAM
YPOBHEM BUPTyanusauuu, NpegocTaBnsaowas BolYUCIIUTENbHbBIE YCAYTW, YCNYTY XpaHeHNs Hopmaumu,
a TaKkKe CEeTeBble YCMyrn Mexay OKOHEYHbIMW YCTPOMCTBAMU WU LeHTpamu OOradHbIX BbIMUCIEHUA, He
00s3aTenbHO pacnonoXXeHHbIMU Ha KparlHUX YPOBHSIX CETEBOW CTPYKTYPbI.

O6nayHble BbIMMCIIEHUS BLINOMHAKTCA abCTpakTHO OT (PM3MYECKOro mMupa M B3aUMOAEWCTBYIOT C
HMM KOCBEHHO, Yepes3 ypoBeHb abCTpakumm, B PONM KOTOPOro paHblue BbICTynanu OTAeNbHble Crheun-
anu3nMpoOBaHHblE CeTeBble YCTPOWCTBA, NpefHas3Ha4yeHHble AOMs B3aMMOLEWCTBUMS OOnayvHbIX CeTen C
pasHbIMKU CTaHgapTamMu U NPOTOKONIAaMM OKOHEYHbIX YCTPONCTB. Korga KonnyecTBo pasfnnyHbIX CTaH4apToB
N NPOTOKONOB ObIfI0 HEBENWKO, TO PAa3HOPOLHOCTL BbILLEYKAa3aHHOro XapakTepa He BbidbiBana 60nbLumx
npobnem, HO cerogHs, Korga KonmyecTBO PasHOPOAHbIX SMIEMEHTOB 3HAYMTENbHO BO3POCHO, abCcTpakumns
Mexay 0brnadHbIMn CETAMM Y OKOHEYHbBIMW YCTPOMCTBaAMU, B3aMMOLENCTBYOLLMMN C (PUUYECKUM MUPOM,
cTana ManoTexHONMOrMYHon u Hernbkon (puc. 1). Mo aTon NpuynHe BO3HMKIA HEOBXOANUMOCTL B CO34aHUN
YHMBEpPCANbHOro U CTaHAAPTU3MPOBAHHOIO CIiosi abCTpaKLUMK, KOTOPbIM LOIKHbI CTaTb TYMaHHbIE CETU.

S

PuUsn4ecknin mmp

Puc. 1. Cxema B3ammogencteunsa obnayHon cetn ¢ omsmyeckum Mmpom 6e3 ncrnornb3oBaHMs TYMaHHbIX
BbIYMCIIEHNN
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o CETEBbIE U U(HOOPMALINOHHBLIE TEXHONTOIMK o

Ha pucyHke 1 npeacTtaeneHa cxema B3anMogencTamsa obnadHom cetu («obnakay Ha pucyHKe), OKOHEYHbIX
YCTPONCTB C HECKOSNBKMMW MNONYNSPHbIMWU Ha CEroaHALWHWIA AeHb cTaHaapTamu (ZigBee, Bluetooth, ZWave,
WiFi) n dpmsmyeckoro mmpa. [ina pabotbl ¢ 06n1akoM OKOHEYHbIM YCTpOMCcTBaM cTaHaapToB ZigBee, Blue-
tooth 1 ZWave Heobxoanmbl ceTeBble MOCTbI, KOTOPbIE, B 3aBUCMMOCTM OT CBOEW peanu3aLmmn, UCNOomnb3yoT
pasnuyHble NPOTOKOMbl B3ammogenctsns ¢ obnakom. OKoHeuHble ycTpowcTtBa ctaHgapta WiFi moryT
CBA3bIBATLCA C 06NAKOM HanpsaAMylo, HO TakKe MCMONb3YT NPOTOKOMblI B3aMOAENCTBUS, XapaKTepHbIe,
Kak npaBumo, TOMbKO ANA KOHKPETHOW Moaenu ycTponcTtea. Takmm obpasom, aons gobaeneHnss HOBOro
CTaHgapTa B BbIYMCAUTENbHYO CETb HEOBX0ANMO BHOCUTL MoandmKauumn B 06nako (B AaHHOM crnyyae, Ans
no6aBneHnst HOBbIX NPOTOKOMNOB B3aMMOLENCTBUS C MOCTOM UM OKOHEYHBIM YCTPOMNCTBOM), YTO SABMSETCH
Tpyaoémkon 3agadveii. C Opyro CTOPOHbI, OKOHEYHbLIE YCTPOWCTBA HE MOryT B3auMOLENCTBOBATbL APYr C
APYroM HanpsMyto, a TOnbKO Yyepes 0b6nako 1n3-3a pasnmynin B NPOTOKONax B3anMogencTBus.

Ha pucyHke 2 npegcTtaBrneHa cxema B3aMMOOENCTBUS OOnadHom ceTu («obraka» Ha PUCYHKE) U
OKOHEYHbIX YCTPONCTB C (PU3NYECKMM MUPOM NPU NCMOMb30BaHUM TYMAHHOWN CETU («TymMaHa» Ha pUCYHKe).

—_—
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PUsnYeCcKnin Mup

Puc. 2. Cxema B3anmogenctaus obnavyHom cetn ¢ omsamyeckum MUPOM Mpu UCNONb30BaHUU TYMaHHbIX
BbIYUCNEHUN

B atom cnyyae obnako He B3aMMOAEWCTBYET C CETEBbIMW MOCTaMW UIIN OKOHEYHbIMWU YCTPOMCTBAMM
Hanpsimyto. Bcto paboTy C OKOHEYHbIMW YCTPOMCTBAMW M BCMOMOrateflbHbIMU CETEBbIMU 3fieMeHTaMm
GepéT Ha cebst TymaHHasa ceTb. OKOHeYHble YCTPOWCTBA B TYMaHHOWM CceTu nNpeacTaBneHbl B BUae ocoboro
abcTpakTHOro obbekta — «kannm». Kanna obnagaet agpecom, HEKOTOPOM BbIYUCIINTENbHOW MOLLHOCTBIO
(BNomnHe BEPOATHO, YTO [AOBOSMIBHO Maromn), MOXeT MMeTb (yHKUMM [atynka (obnagatb Habopom
napameTpoB) U (UNKN) UCMONHUTENBHOIO ycTponcTBa (obnagate Habopom aencteun). Ons gobaBneHus
HOBOIO OKOHEYHOr0 yCTPOWCTBA B JAHHOM Cryyae He TpebyeTcs BHOCUTb M3MEeHEHMIN B 06nako, a yCTponcTBa
MOryT B3aMMOLENCTBOBAaTb APYr C APYroM Yepe3 TyMaH, He 3aTparvmeas obnako.

MpoaHanuanpyem xapakTepucTUKM TyMaHHbIX BbIYMCIEHUI U3 CTaTbu cneumanuctoB komnadum CISCO
(CLUA) [2].

CHavana npoBeféM aHanu3 xapakTepUCTUK TYMaHHbIX BbIYUCIIEHWUIA, KOTOPbIE HE BbI3bIBAlOT Npobnem
ansa 6ecnpoBOAHbLIX CEHCOPHbIX CETEMN.

TyMaHHble BblYMCNEHMS BbINOMHSATCA Ha y3nax, 3aHUMaLLNX KpanHee MosoXKeHne B CEeTU.

Y3a5ibl, BbINOSTHAKOLLME TYMaHHbIE BbIYUCIIEHNS, OCBEAOMIIEHBI O CBOEM reorpadmyeckom NnosioKeHUMN.
TymaHHasa ceTb OpMeHTUpoBaHa Ha paboTy € KpynHOMacLTabHbIMY CEHCOPHBLIMU CETAMM.
TyMaHHble CeTU reTeporeHHsi.

B TyMaHHbIX ceTax npyopuTeTHO 6ecnpoBOgHOE B3anMOAEeNCTBME.

TymaHHbIe CETU MOTYT B3aMMOLENCTBOBATb C APYTMMU TUNamMmm CeTEN.

TymaHHble ceTu CNOoCOOHbLI 0ObEANHATLCS.

Noorwh-~
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® CETEBbIE U UHOOPMALINOHHbLIE TEXHOJTIOIMK o

lMpoBenéM aHanmM3 xapakTepUCTUK TYMaHHbIX BbIMMCIEHUIW, KOTOPblE BbI3bIBAIOT 3aTpygHEHWUs Ans
6ecnpoBOAHbIX CEHCOPHbIX CETEN.

1. CeTb, B KOTOPOMN BbIMOMHAIOTCA TyMaHHble BblYMCneHus, obecneunBaeT marnble 3afepXKu npu
nepenave faHHbIX.

PaguoctaHgapTbl, KOTOpble MCMOMb3yOTCA B 6€CNpOBOAHBIX CEHCOPHbIX CETHAX, Yalle BCero SABnsaTCs
ManoMoLLHbIMU U 3HeprocbeperaLwmmMm, B CBA3N C YeM 3adepXKu B CETU MOryT OblTb CPpaBHUTENbHO
Benukn (nopsgka 500 mc). McknodeHnem aBnsitoTca pagvoctanHgaptel cemenctsa |IEEE 802.11 (WiFi),
KOTOpble YacTo UCMONb3YHTCS B 6ECNPOBOAHBIX CEHCOPHbIX ceTaX. B aTux paguno-ctaHgapTax 3agepku
CYyLLECTBEHHO MeHbLLE, N0 CPaBHEHMIO C APYrMMU paguocTtaHgaptamu. TeM He MeHee, aHepronoTpebneHne
AaHHOro CeMelncTBa CTaHOapToOB Bbille, 4YeM 3HepronoTpebrneHne Apyrux CemencTB CTaHOapToB
pagvonepenayn. BosHukaeT 3agava Beibopa Mexay ABYMs napaMeTpaMu: BpeMeHeM aBTOHOMHOW paboThl
Y3r0B Y BPEMEHHbIMU 3afepXXKkaMu Npu nepefade AaHHbIX B CETU.

MonHoCTLIO pelwnTb 3Ty 3agadvy MOXHO Byaer TonbKo Toraa, Korga NosiBATCA HOBble pagvocTaHgapThbl
6ecnpoBOAHbIX CEHCOPHbIX CETeNn, KOTOPbIN CTaHYT coBMeLLaTb Manoe 3HepronotpebrieHne n BbICOKYHO
CKOpPOCTb nepefayn AaHHbIX. VIHOW CTOpoHOM npobrembl SBRSETCA TO, YTO 3aJepXKu npu nepepade
AaHHbIX B y3nax ¢ MarbiM 3HepronotpebrneHnemM 4acTo Bbi3bIBAOTCA BPEMEHHbIMU 3aTpaTaMu nepexoaa
npoueccopa y3na u3 aHeprocbeperarLLero pexmma B pabounin pexxvim, No3ToOMy COKpaLLLEHUIO 3adepXKeK Npu
nepegade faHHbIX B 6eCnpoBOAHbBIX CEHCOPHbIX CETAX Takke ByaeT cnocobCcTBOBaTL COBEPLLUEHCTBOBaHNE
MUKPOMPOLLECCOPOB, KOTOPbIE UCMNOMb3YTCA AN NOCTPOEHMS y3noB 6eCrnpoBOAHbLIX CEHCOPHbIX CETEN.

TymaHHasi cemb 2eo2paghuyecku pacrnpedesieHa

Kaxxagbin y3en ©ecnpoBOOgHOM CEHCOPHOW ceTn obopyaoBaH ManoMOLLHBIM MPUEMONEPEAATUNKOM,
MOLLHOCTM KOTOPOro AOCTaTOMHO, YTOObI NnepeaaTh AaHHble, kKak npasuno, Ha 100 meTpos [9] Ha OTKpbITOM
MECTHOCTU, TEM He MeHee, 3a CYET (PYHKUMM peTpaHChsuMm AaHHbiX 6ecnpoBOAHbIE CEHCOPHbIE CETU
MOryT NOKpbIBaTb TEPPUTOPUN B COTHU U Gonee KnnomeTpoB. CyLlecTBEHHbIM (PakToOpoM OrpaHUYeHust
reorpacomyeckon pacnpesenéHHOCTU SABMASETCA YBENUYEHWE 3a4epXXKM C KaxOoW peTpaHcraumen um
HeonTUMarnbHOe 3anofiHEHWE NPOCTPaHCTBA y3raMu.

MepBasa npobrnema MoXxeT ObiTb pelleHa Npu MOMOLWLM KadeCTBEHHOIO W3MEHEHUSI XapaKTEPUCTUK
npuémonepenaTymkoB (Hanpumep, yBenuyeHMEeM MNOoSocChbl MPOMYCKaHUS KaHama wuniv MOLLHOCTU npu-
émonepeparymka), nnbo BBeAEHMEM B CETb CneLmanm3npoBaHHbIX OOBEKTOB — CTOKOB AaHHbIX (puc. 3), €
nocreayoLlen nepegaden JaHHbIX N0 KaHany CBA3M ¢ HauMeHbLlen 3agepxkon. OT konmuyecTa NogoOHbIX
YCTPONCTB, UX XapakTePUCTUK N UX PacCrOfoXeHNa 3aBUCUT TO, HACKOMNbKO ahdeKTUBHO AaHHbIA cnocob
Oynet paboTaTb.
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Puc. 3. MNMpumep cxembl 6ecnpoBOLHON CEHCOPHOW CETU C ABYMS CTOKaMM AaHHbIX
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Ha pucyHke 3 npeactaBneHa cxema 6ecnpoBOAHON CEHCOPHOW CETU C ABYMS CTOKaMu AaHHbIX. CTOKM
AaHHbIX A n B cBsizaHbl gpyr ¢ ApyroMm npy noMmowm BbiCTporo KaHana nepegayvv AaHHbix. KpaHue yanbl
6ecnpoBOHON CEHCOPHOWM CETU UCNOMb3YKT CTOKM AaHHbIX A n B ana obecneveHmsa GbicTporo obmeHa
AaHHbIMKU Mexay cobon. Takke C MOMOLb BBEAEHMSI OMHAMWUYECKOW CMEHbl CTOKOB OAHHbIX MOXHO
yBENUYUTbL BpeMS aBTOHOMHOM paboTbl 6ecnpoBogHon ceHcopHom ceTtn [10].

Btopasa 3agava pelsaetca C NOMOLUbIO NPUMEHEHUS CneumanbHbIX anropuTMOB, ONTUMUIUPYIOLLMX
3anonHeHue npocTpaHcTBa y3namu. o 6onbLuen 4acTu, 3TO POEBbIE anropUTMbl, UMUTUPYIOLLME NOBEAEHWE
pasnuyHbIX XMBOTHbIX — OC [11], MypaBbéB ¥ Ap. NogobHble Noaxoabl Takke NOMOralT ONTUMarbHO
pPacnonoXuTb CTOKM JAHHbIX, O KOTOPbIX FOBOPUIIOCH BbILLE.

Mo aTomy NyHKTY B 6€CNpOBOAHbBIX CEHCOPHBIX CETAX €CTb NPOBeMbl, KOTOpPble HEOBXOANMO PELLUTD.

TymaHHasi cemb adanmupoeaHa 0nsi pabomabi ¢ 60/1bWUM KOJTUYECMEOM y3J108

B coBpemMeHHbIXx 6ecnpoBOAHbIX CEHCOPHbIX CETAX MaKCUMMaribHOE KONMYeCTBO Y3MOB BapbupyeTcs B
3aBUCMMOCTM OT MPOTOKONOB BEPXHETO YPOBHS, HO B 00WEeM cnyyae — 910 He meHee 100 y3roB B ceTu.
OTaenbHble NPOTOKOMbI BEPXHErO YPOBHA NO3BONSAOT 4OCTUYb CyLLEeCTBEHHO BOomMbLUEero KonmyecTsa y3rnos
(Hanpumep, cTek ulP, WBeuus, [12], rae MakcMmarbHOE KONMYECTBO Y3JIOB TEOPETUYECKN MOXET ObiTb
paBHbIM MakcMmarnbHOMy KonudecTBy y3noB B TCP/IP ceTu), HO rmaBHbIM OrpaHnyMBaroLnM hakTopom
B TaKMX Cny4vasix SBnsieTca nponyckHas cnocobHoCTb ceTn. becnpoBogHble CEHCOPHbIE CeTu ¢ 6oMbLIMM
KONMMYeCTBOM Y3M0B TPyAHblI B yNpaBfieHUn, NO3TOMY HEoBXoAMMO MPUMEHEHUe crneumanmampoBaHHbIX
NPOTOKOOB.

Taknum obpasom, 6ecnpoBoAHbIE CEHCOPHbIE CETU NOAAEPXKMBAKOT H6OMbLUOE KONMMYECTBO Y3I10B TOSMbKO
npv NPUMEHEHNN cneumanm3mpoBaHHbIX MPOTOKOSIOB.

TymaHHbIe ebl4uc/ieHUsI OpuUeHmMuUpoe8aHbl Ha MO6USIbHbLIX a2eHmoe
BecnpoBoaHble CEHCOPHbIE CETU NMOOAXOAAT MO 3TOMY MYHKTY TOMbKO MPU UCMOMNb30BaHUM NOAXOAALLNX
CETEBbIX NPOTOKOIOB.

TymaHHbIe eblvucieHUs1 HaueslieHbl Ha pabomy e pexxume peasibHo20 8pPeMeHU

Mopoepxka paboTbl B pexmme peanbHOro BPEMEHU SABMSAETCA BaXKHbIM, HO He obsa3aTenbHbIM ac-
nekTom 6ecnpoBOAHbBIX CEHCOPHbIX ceTen. logdep)ka peanbHOro BPEMEHU Yalle BCEro HyXHa Ha
y3nax, cobupatwolmx gaHHble C BbICOKOW 4acTOTOM BbIOOPKKM, NMOO Ha y3nax, KOTopblM HeOoBXOaMmo
HesamennuTernbHO oTpearnpoBaTb Ha kakoe-nmbo BHellHee cobbiTue. Ha yanax, paboTalwmux B pexmme
peanbHOro BpeMeH HeoBX0ANMMO NMPUMEHSATL Creuuann3npoBaHHOE NporpaMmHoe obecneyeHune.

TymaHHbIe eblvucieHus1 e3aumodeticmeayrom ¢ ob61akom

Ha cerogHsiWHWA OeHb Onst B3aMMoAencTBus OecrnpoBOOHOM CEHCOPHOM CeTu M obraka WUCnosnb-
3YI0TCSH y3KocneumanmsanpoBaHHble 3aKpbITble MPOTOKOMbl. ATO OCIOXHSET NPUMEHEHUE CYLLECTBYHOLLMX
pa3paboToK, N BONbLUYIO YaCcTb PeLIEeHNn NPUXOAUTCS BOCNPOM3BOAUTL 3aHOBO. CyllecTByeT npoekT Tiny-
DB [13], KoTOpbI NO3BOMSET McnonNb3oBaTb SQL-3anpockbl ANg B3aMMOL4ENCTBUS, B YaCTHOCTMK, obnaka u
BGecnpoBogHoW ceHcopHou ceTu. MNMpoekT pa3BmBaeTcs B paMmkax npoekta TinyOS (CLUA) n yxxe no3sonsaet
BbINOSHATL HE OYeHb CrnoxHble SQL-3anpockl (rMaBHbIM 06pa3om 3anpockl BblGOpkM). MpoekT sBngaeTca
XOpOLUer OCHOBOW 41151 KOHCTPYMpPOBaHMsA 6onee CNoXHbIX MEXaHU3MOB pacrnpenenéHHbIX BblYUCIIEHNIA Ha
y3nax 6ecnpoBOAHbIX CEHCOPHbIX CETEN, @ TaKKe MEXaHN3MOB MCKYCCTBEHHOMO MHTENMEKTA.

Ha gaHHbIi MOMEHT 6ecnpoBOAHbIE CEHCOPHbIE CETU HE 0 KOHLA NoaXoadAT rno 3TOMY MyHKTY.

BbiBoAabl

MapagnrmMa TyMaHHbIX BbIMUCIIEHU HA CErogHSAWHUM OEeHb 3aHUMAET MNPOYHbIE MO3uMuUnK, N €€ BCE
yallle BUOAT, Kak YacTb CETEBOM MHppacTpyKTypbl OyayLiero. N3 TpeboBaHmin K TYMaHHbIM BbIYUCIEHUSIM,
npegcTaBneHHblx coTpyaHukamu komnaHum CISCO (CLUA) [2], moxHO choenaTb BbIBOA, YTO B KadecTBe
OCHOBbI 4151 TYMaHHbIX BbIMUCIIEHNIA MOTYT MOCIYXNTb GECNPOBOAHBIE CEHCOPHbIE CETU. TEM HE MEHEE, NO
pesynbrataM uccnegoBaHusi, NPOBEAEHHOMO B pamMKax AaHHOW paboTbl, YCTaHOBIEHO, YTO GecnpoBOAHbIE
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CEHCOpPHble CETU MOXHO MCMOMb30BaTb B Ka4YeCTBE OCHOBbI Af11 TYMaHHbIX BbIMUCIIEHUN TOMbKO MNpwU
yCTpaHeHUn HangeHHbIX B Npouecce NccrneaoBaHns HeJOCTaTKOB.

Ona agantaumm TexHonormm 6ecnpoBOAHbIX CEHCOPHbLIX CETEN A8 TYMaHHbIX BblYUCNEHNA HEO6X0AMMO
pewnTb cnegylowme 3agadn:

1. YMeHbWNTb 3a4epXKKM B CETAX NpY COXpaHeHMn HeBOoMnbLIOro aHepronoTpebneHnsa 3a CHET Bbinycka
HOBbIX PagnoOCTaH4aPTOB M MPUMEHEHNSA CETEBbLIX CTOKOB.

2. YBenuunTb NnoLwiagdb MOKPbITUS CETU 3a CYET CO3[4aHUSA HOBbIX U MoAMdUKaLUN CyLLECTBYHOLLNX
NPOTOKOIOB MapLLpyTM3auun 1 BBEAEHUS HOBbIX anropMTMOB ONTMMAanbHOMO pa3meLLeHNs y3noB.

3. O6ecneuntb paboTy GONbLLUIOrO KONMMYECTBA Y3I0B B CETM 3a CYET UCMONb30BaHUS MOOXOASLLMX
NPOTOKOJIOB.

4. 0ObecneunTb NOAOEPXKKY MOOUNBHOCTU Y3MNOB B CETU 3@ CHET NPUMEHEHMUS NOAXOASLLNX NPOTOKOSIOB.

5. O6Gecneuntb paboTy Y3NOB B PEXMME pearibHOr0 BPEMEHM 3a CYET NPUMEHEHUS] MOOXOASLMX
onepauyMoHHbIX CUCTEM M MHbIX MPOrpaMMHbIX CPEACTB.

6. CospgaTb eguHbI CTaHOapT B3aMMOAENCTBUSA OeCnpoBOOHbLIX CEHCOPHbIX CEeTen M 0bnayvHbIX
BbIYNCNEHUN.

Mocne peleHus NnpuBEAEHHBIX BbiLLE 3aaa4 6eCcnpoBOAHbIE CEHCOPHbIE CETU MOTYT ObITb MCMOMb30BaHbI
B KayecTBe nnatdopMbl 4S5 TYMaHHbIX BbIYUCIIEHUI, @ Mogenn 6ecnpoBOAHbIX CEHCOPHBLIX CETEN MOXHO
OyaeT ncnonb3oBaTbh B KAYECTBE OCHOBbI 4S9 MOLENEN TYMaHHbIX CETEN.
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" A.A. Dvornikov )
FOG COMPUTING PLATFORM BASED ON WIRELESS SENSOR NETWORKS

Wireless sensor networks are offered as a platform for fog computing. This paradigm describes a com-
putation process that executes on a new structural layer situated between cloud computing and end
devices. A problems’ analysis provided that arise in case of using wireless sensor network for fog com-
puting, offered researching way for problems salvation.

Keywords: Fog networks, cloud networks, wireless sensor networks, fog computing, cloud
com-puting, internet of things, web things, body area sensor networks, network drains, PLC
sensor net-works, WiFi, Bluetooth, IEEE 802.15.4, ZigBee, ZWave, TinyOS, MANTIS, ContikiOS,
KNano RK, TinyDB D
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