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Abstract. The use of synthetic data to train neural networks is becoming
increasingly popular. Neural network classification of social network user pro-
files involves collecting large amounts of personal data, which is associated with
high costs and the risk of leaks of confidential information. In this article we
suggest using synthetic data to train the neural network classifier of social roles
of users in online social networks that actively publish various kinds of materials
(posts, reposts, comments) in social networks during the most active phase of
the political protests, which can reduce the cost of data acquisition and maintain
confidentiality of personal user data. Here is an example of dataset creation
based on the algorithm that takes into account the ranges of neural network input
parameters’ values obtained from the analysis of real data and expert knowledge
about correlations between values of different parameters for different user roles.
Training and testing of the neural network has been carried out in several
packages. Neural network classifier validation was done by comparing classi-
fication results of the synthetic neural network model with real data from several
user samples. The validation results showed the adequacy of the synthetic neural
network model to the real data. The effectiveness of dataset synthesis in cases
where it is difficult or impossible to obtain the real data has been shown.

Keywords: Synthetic data - Dataset synthesis - Dataset creation - Social
network - User roles - Neural networks - Classification

1 Introduction

The development of modern artificial intelligence technology is impossible to imagine
without the use of synthetic data. As the name implies, this is data that is created
artificially rather than from real events. They are often created by algorithms and are
used for a wide range of activities. According to [1, 2], synthetic data is cheap to
produce and can be useful for developing artificial intelligence models, deep learning
and software testing. Data privacy provided by synthetic data is one of the most
important advantages of synthetic data. User data often includes personal information
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and personal health information, and synthetic data allows companies to build software
without disclosing user data to developers or software tools.

Most machine learning models require a lot of data to be more accurate. Synthetic
data can be used to increase the size of training data for machine learning models.

Synthetic data generation creates labelled data instances that are ready to be used in
training. This reduces the need for labour-intensive labelling efforts.

Over the last few years, generative models based on deep learning have gained
increasing interest and offer some surprising improvements in this area [3]. Relying on
huge amounts of data, well-designed network architectures and intelligent learning
techniques, deep generative models have demonstrated an incredible ability to produce
very realistic pieces of content of various types, such as images, texts and sounds.

Although synthetic data first began to be used in the 1990s, the abundance of
computing power and storage space in the 2010s led to the wider use of synthetic data.

There is now a whole industry for the production of synthetic data. Basic use cases
and software tools for synthetic data production are presented in [4]. It seems that some
of these scenarios can be applied to the actual task of creating a neural network
classifier for online social network users.

Online social networks are now a significant factor in people’s daily lives and can
serve both to communicate between users and to influence users to achieve marketing
goals or to propagandize, agitate and mobilize people for certain protests and other
illegal actions. To counteract such negative influences, social media has been exten-
sively studied in academic circles [5-10], including in-depth analysis to identify
structural and informational evidence of purposeful influence on the network. One
element of this analysis is to identify the roles that users play in various social phe-
nomena in online social networks. Various methods have been used to identify users’
roles. Recently, neural networks have been increasingly used to classify users into
roles. Qualitative classification requires a dataset corresponding to the subject area
being modelled and an optimal neural network model. However, professionals often
face the problem of lack of quality datasets for training, validation and testing of neural
networks.

This paper presents an example of creating and using an artificially synthesised
dataset to train, test and validate a neural network classifier for the roles of online social
network users who actively publish various types of content (posts, reposts, comments)
on social networks during the most active phase of political protest actions.

2 Materials

Social roles manifest themselves in different forms of user activity online. Various data
can be used to categorise users into classes, including: number and type of publications,
user behaviour patterns, etc. The aggregate of such data is interpreted as a conditional
user profile. Neural network classification techniques can be used to classify such
profiles into groups with similar parameter values.

In particular, [11] proposes a hybrid neural network to classify text in order to
detect users’ intentions. In [12], the use of deep neural networks to classify the



414 A. N. Rabchevskiy and L. N. Yasnitskiy

sentiments of Twitter users is presented. Judging by the dates of these publications,
classification of sets using neural networks is becoming increasingly popular.

In order to perform neural network classification of user roles, it is necessary to
have high-quality training and validation sets. To solve this problem, the authors of
[13] developed a special dataset of 1000 user profiles to be used to train a neural
network identifying the social roles of Twitter users. Creating a dataset based on 740
thousand messages is presented in [14], while work [15] used a dataset consisting of
more than 1.2 million text messages extracted from an online higher education com-
munity in Australia. To train their neural network, the authors [16] created a dataset
based on content analysis of 350 million messages on Twitter. The authors of [17, 18]
used ready-made datasets to analyze online social networks. The use of off-the-shelf
datasets is convenient, but can be associated with both difficulty in obtaining them and
incomplete correspondence of the off-the-shelf dataset to the subject area for which it is
to be applied. In addition, neural networks trained on some networks may be unsuitable
for other networks.

Because the distribution of roles among users in social networks is extremely
heterogeneous, a high-quality dataset requires collecting data on several hundred
thousand users, which is very expensive and implies a possible risk of leakage of
sensitive data. Using an artificially synthesised dataset solves the problem of preserving
user privacy and significantly reduces costs.

3 Method

The synthetic dataset was created based on a random data generation algorithm that
takes into account the ranges of input parameter values of the neural network derived
from the analysis of real social network users’ data and expert knowledge about the
correlation between the values of different neural network input parameters for different
user roles.

3.1 Description of User Roles

Before creating a classifier of user roles in social media, the term ‘social role’ needs to
be defined. The paper [19] suggests standardising the use of the term ‘social role’ in
online communities as a set of social, psychological, structural and behavioural attri-
butes, and proposes strategies for defining the social roles of users in some online
communities. However, the authors do not propose a strict classification of users’ social
roles, as the set and definition of social roles depends on both the type of social
community and the context in which user roles are considered.

In creating the expert neural network, we used the following classes of social media
users:

1. A poster is an idea generator, a content creator, often an opinion leader, and with a
lot of connections can unite many users around him or her.

2. Reposter - a distributor of ideas, rarely creates content, mostly reposts ready-made
publications, aims to spread other people’s publications as much as possible.
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3. Commentator - does not create content, does not repost, but leaves lots of com-
ments, participates in discussions and debates. Often he/she creates superfluous
comments to increase the popularity of the topic of discussion.

4. Universal - a member who actively publishes posts, reposts and comments without
a clear predominance of any one type of material.

5. Passive participant - a user who is not very active in the network in terms of creating
content, reposts or comments, but regularly visits various pages of the social net-
work. He or she is a recipient of all the information created by the Posters,
Reposters and Commenters.

3.2 Neural Network Input and Output Parameters
The following parameters were used as input data to classify users:

X1 - Age of the account

X2 - Number of friends

X3 - Number of posts published

X4 - Number of published reposts
X5 - Number of published comments.

The outputs of the neural network model were:

D1 - takes the value 1 if the user is a Poster and O if not.

D2 - takes on a value of 1 if the user is a Reporter and O if not.
D3 - takes a value of 1 if user is a Commentator and O if not.

D4 - takes value 1 if user is a Universal and O if not.

D5 - takes value 1 if the user is a Passive Participant and O if not.

3.3 Dataset Synthesis

The main task in generating the dataset was to determine the ranges of each of the input
parameters for each role and to introduce certain patterns into the dataset. The values
needed to generate the dataset were the ranges obtained from the analysis of material
published by users of the Vkontakte social network regarding a fake news blast about
the existence of the so-called “Putin’s Palace” (see Table 1).

In order for the neural network to learn well and to classify the input sets quali-
tatively, it was necessary to provide enough examples for each role. In our case, 400
examples were generated for each role.

3.4 Set Synthesis Algorithms for Each Role

For the synthesis of the sets for each role, the value ranges and expert parameter ratios
corresponding to the subject area presented in Table 1 were used. The generation of the
set was done using Microsoft Excel 2016. To generate the set, a random function was
used to select a value from the range of values of the specified package. Let us denote
this function as
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Table 1. Value ranges for each role derived from the analysis of Vkontakte users’ postings
regarding the so-called “Putin’s Palace”s.

Parameter Poster Reposter Commentator | Universal Passive
X1 - Age of account |311-4382 | 0-4881 0-4183 545-4553 | 86-5170
(days)
X2 - Number of 0-32368259 | 0-31586803 | 0-28990781 | 0-34031059 | 0-36014728
friends
X3 - Number of posts | 2-94 0-94 0-6 0-17 0-1
X4 - Number of 0-7 2-160 1-3 1-19 0-1
reposts
X5 - Number of 0-7 048 2-48 0-11 0-1
comments
R(Xmin;Xmux) (1)

Passive participants are defined as those who do not have a high activity rating, the
ratio between the different types of material does not matter, as long as the values are
within the maximum and minimum values. Table 2 shows the formulas used to gen-
erate the set for the Passive Participant role. The step of decreasing age of the account is
denoted by A.

Table 2. Formulas for generating a set for the Passive Participant role

N | X1 X2 X3 X4 X5

l X l max szax X3ITIHX X4I‘HHX XS max

2 leax'A R(szin; szax) R(X3min; X3max) R(X4min; X4max) R(Xsmin; Xsmax)
3 P(lmax'2A R(szin; szax) R(X3min; X3max) R(X4min; X4max) R(Xsmin; Xsmax)
N lein X2min X3min X4min Xsmin

A poster is an active member whose main activity is creating posts. Let

pi - the number of posts published by user i,
r; - the number of reposts published by user i,
k; - the number of comments posted by user i,

then the total number of submissions by this user m; can be expressed as

m; =p;+ri+k, (2)
According to experts, a Poster is a user who mainly creates content, often reposts and
occasionally comments on other users’ posts. Thus, a Poster is a user, whose posts
constitute at least 60% of all the materials published by the Poster, whose number of
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reposts does not exceed 37% and whose number of comments does not exceed 3%.
That is, the Poster must meet the following conditions:

pi > om, 1y < g, ki < ymy, (3)

where o = 0.6, f = 0.37, y = 0.03. In this case the values of r; and k; can be expressed
as

r; < Op; and k; < gp;, where 6 = E and £ = Z. 4)
o o

Using these relations and the values for a given role from Table 1, we present a set of
formulas for generating the role Poster (see Table 3).

Table 3. Formulas for generating a set for the Poster role

n | X1 X2 X3 X4 X5

1 Xl | X2ima X3 R(0; § X3) | R(0; & X3)
2 leaX'A R(szin; szux) R(X3min; X3max) R(O’ o X3) R(O’ & X3)
3 leax'ZA R(XZmin; szax) R(X3min; X3max) R(O’ 9 X3) R(O, & X3)
N lein szin X3min X4min Xsmin

According to experts, a Reposter is a user who mainly reposts content created by
other users, often creates content themselves and occasionally comments on other
users’ posts. Thus, a Reposter is a user whose number of reposts is at least 60% of all
the materials they have published, whose number of posts is no more than 37% and
whose number of comments is no more than 3%. In other words, a user has to meet the
following conditions:

ri > omy, pi < Pmy, ki <ymy, (5)

where « = 0.6, f = 0.37, y = 0.03. In this case the values of p; and k; can be expressed
as
_p _Y
pi < or;and k; < er;, where 0 == and ¢ = - (6)
o o
The set of formulas for generating the Reposter role is shown in Table 4.

A commenter is a user who mainly comments on other users’ posts, does not often
repost and rarely creates content himself. Thus, a Commentator is a user who has at
least 60% of their comments, no more than 10% of their posts and no more than 30% of
their reposts. That is, the user must meet the following conditions:
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Table 4. Formulas for generating a set for the Reposter role

n | X1 X2 X3 X4 X5

1 X x| X2 R(0; 6 X4) | Xdmax R(0; & X4)
2 | XlmaxA | RX2min; X2max) | R(0; 6 X4) | R(X4min; X4max) | R(0; & X4)
3 leax'ZA R(szin; szax) R(O, o X4) R(X4min; X4max) R(O’ & X4)
N lein szin X3min X4min Xsmin

pi < Ok; and r; < ek;, where 0 :g and ¢ = o

ki > omy, p; < pmy, r; <ym;,

b

The set of formulas for generating the Commentator role is shown in Table 5.

A Universal is a user who does not meet conditions (3, 5, 7). In fact, a Universal is
an active user who is not a Poster, Reporter or Commentator. Using this representation
and the graphical values for this role from Table 1, we present a set of formulas for

Table 5. Formulas for generating a set for the Commentator role

n | X1 X2 X3 X4 X5

1 X e | X2ma R(0; § X5) R(0: & X5) | X5,max

2 )(1max_A R(szin; szax) R(O’ 0 XS) R(O, & XS) R(Xsmin; Xsmax)
3 | Xlmax2A | RX2min; X2max) | R(0; 6 X5) | R(0; & X5) | R(XSmin; XSmax)
N lein szin X3min X4min Xsmin

generating the set of Universal role (see Table 6).

Table 6. Formulas for generating a set for the Universal role

n | X1 X2 X3 X4 X5

1 leax szax X3max X4max XSmaX

2 leax'A R(szin; szax) R(X3 min> X3max) R(X4min; X4max) R(Xsmin; X5 max)
3 )(lmalx'2A R(szin; szax) R(X3min; Xsmax) R(X4min; X4max) R(Xsmin; Xsmax)
N lein szin X3min X4'min Xsmin
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The example sets for each role derived from the results of the algorithm have been
combined, mixed and split into two parts:

— Teaching - 1700 examples,
— Test - 300 examples.

The prepared dataset was used for training and testing the neural network model on
Neurosimulator 5.0 platform Nsim5sc [20] (access www.LbAi.ru). As a result of
numerous iterations, the best result was obtained by a perceptron neural network with
five input neurons, one hidden layer with seven neurons and five output neurons. The
hyperbolic tangent was used as the activation functions of all neurons. The formula was
used to estimate the error in the neural simulator:

- S
E= |max(d,) — min(d,)| 100%, ©)

where N is the number of sample elements, d,, is the declared role of the n-th user, and
y, 1s its role evaluated by the neural network. The testing error of the neural network
model of user role classification is presented in Table 7.

Table 7. Test result of a neural network model of a user role classifier based on the NsimS5sc
Neural Simulator

No | Role name Error %
Y1 | Poster 10,3%
Y2 | Reposter 10,2%
Y3 | Commentator 2,9%
Y4 | Universal 16,5%
Y5 | Passive member | 6,3%

In addition, a neural network model based on a synthetic dataset was trained and
tested in other neural network packages (TensorFlow, Apple Create ML, Orange Data
Mining) and in all cases the neural network with the same hyperparameters showed the
best result.

The validation of the neural network model, based on the artificially synthesised
dataset, was carried out by classifying real users and then analyzing the identified user
roles. The validation was carried out on a sample of users actively posting different
types of material (posts, reposts, comments) on social media during the most active
phase (10-15 days) of protest political actions related to the fake news blast about the
existence of the so-called “Putin’s Palace”. In addition, a validation was carried out on
a sample related to protest actions around the 2020 presidential elections in Belarus.
The results of the validation showed full coincidence of the classification results with
the proposed algorithm and the results of analytical research of the data of real social
network users, performed by expert-analysts.
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4 Conclusion

The synthetic dataset generation algorithm used parameter value ranges derived from
real data analysis and expert knowledge of the relationships between different
parameter values for different roles. Using synthetic data to create a neural network
classifier of user roles significantly reduced the cost of creating a dataset from real data
and eliminated the risk of leakage of confidential data of social network users. At the
same time, the neural network model showed low error rate and adequacy to real data
of the target area.

Synthetic data for training and testing the neural network model has been registered
as a computer database [21] and is available for use by completing the web request
form on the website [22].

The use of synthetic datasets is a universal method and can be recommended for
use when it is impossible or difficult to obtain real data for a dataset or when data
confidentiality is required. In addition, it can be suggested to use this method to
increase the number of examples in datasets when the number of real examples is not
enough for quality training of a neural network.
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