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Abstract  The paper investigated the problem of using IoT 
data transmission technologies in the absence or 
underdeveloped network infrastructure. As a result of a study 
of the technologies used in the IoT for data transmission, the 
LoRaWAN data transmission network was selected. A model of 
the functioning of IoT devices of a sensor network and a method 
for increasing the efficiency of data transmission using machine 
learning methods on terminal data collection devices to reduce 
the amount of transmitted data and increase the energy 
efficiency of systems are proposed. The proposed method was 
evaluated. The proposed method of using machine learning 
methods significantly increases the lifetime of terminal devices 
with certain strategies for collecting and processing data. The 
method allows to increase the maximum number of 
simultaneously connected devices, by reducing the use of the 
radio channel, since only processed information is sent. 
Processing data on edge devices using machine learning methods 
increases the autonomy of the IoT system, thereby increasing its 
reliability and providing increased data protection. With the 
development of computing systems, the use of machine learning 
on terminal devices will become more widespread. 

Keywords machine learning; Internet of Things; fog 
computing; IoAT. 

I. INTRODUCTION

The construction of traditional monitoring systems within 
the framework of the Internet of Things (IoT) concept 
presupposes the existence of an existing network 
infrastructure that serves to integrate various sensors and 
sensors into a global information system. This study is 
devoted to the problem of the effective use of IoT technologies 
(in particular, the Internet of Remote Things, IoRT) in the 
absence or underdevelopment of the network infrastructure 
due to various factors - the complexity of network 
deployment, geographical remoteness of areas, etc., to expand 
the use of IoT technologies. 

The deployment of IoT devices in the absence or 
underdeveloped network infrastructure continues to be 
hampered by economic and technical problems [1]. Using 
mobile network infrastructure is still very expensive (e.g. 
GSM / GPRS, 3G / 4G / LTE) and is definitely energy- 
intensive for IoT devices that need to run on battery power for 
months. Also, the construction of mobile networks requires 
large economic investments. 

Sometimes the only way to collect telemetry [2] from 
remote areas is satellite communications. The limitations of 
the satellite channel motivate data processing near sensors and 
sensors in order to send only key information to the server [3-
5]. There are also many other scenarios, described earlier in 
this paper, when it is beneficial to perform computations on
endpoints. However, edge computing has its own significant 
drawbacks, therefore, there is a need to study ways to improve 
the efficiency of edge computing. This can be expressed in an 
increase in the maximum number of simultaneously 
connected devices, in a decrease in communication costs, as 
well as in the development of new, more efficient calculation 
methods. 

Today, efficiency is usually taken as the ratio of the 
amount of information received or transmitted to energy costs. 
However, it is important to consider the value of the 
information transmitted, which depends on the needs of the 
user. Thus, IoRT systems must meet the requirements of 
increased reliability and safety, high autonomy, and increased 
energy efficiency of the system. The paper proposes a new 
method for increasing the efficiency of using IoT systems in 
the conditions of Antarctica and the Arctic region, 
characterized by the fact that machine learning methods are 
used on the terminal devices for collecting data to analyze the 
collected data, which can reduce the traffic of the radio 
channel and increase the autonomy of the device by 
processing data on the terminal itself. 

II. LITERATURE REVIEW

According to the IoT Reference Model [6], data up to 
Layer 4 moves across the network at a speed and organization 
determined by the devices that generate the data. Level 1 
devices in this model do not include computational 
capabilities, however, level 3 was allocated for data 
preprocessing tasks. Data processing at the 3rd level can be 
classified as vague computing [7]. Thus, the model includes 
an evolving concept of moving a processing application or 
point of providing general functionality closer to the source 
of action, where there is interaction with the physical world. 
Foggy computing reduces the amount of data that needs to be 
moved during processing and can also reduce the response 
time of the system to events. This will help "digest" the huge 
amounts of information generated by the increasing number 
of IoT devices from year to year. However, data processing 
can also take place on the terminal devices themselves. This 
can greatly affect the efficiency of the last mile channel. In a 
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poorly developed network infrastructure, this is an extremely 
important factor. It should be noted that the IoT Reference 
Model provided by the IoTWF [6] builds on existing 
networks, but there are a number of devices that do not use IP 
protocols. This will require the development of energy 
efficient communication gateways and proprietary controllers 
to perform communication functions. 

 Placing data, virtual servers, storage and applications in 
the cloud provides a huge number of business benefits. 
However, the growing demands on the cloud to provide 
services in real-time applications of IoT systems are forcing 
the transition to fog and edge computing. Edge and fog 
computing models complement, not replace, cloud 
computing. Both design models ensure that time-sensitive 
data can be processed locally, either at the edge device or in a 
foggy node, without having to send it back to the cloud. Any 
remaining relevant data can be sent to the cloud for further 
analysis and storage. In the absence or underdevelopment of 
the network infrastructure, edge computing will allow 
systems to be independent of the connection to the global 
network, as well as reduce the use of radio channels by 
reducing the transmitted data. 

At the present stage, various data reduction schemes have 
been proposed to save energy in IoT applications. In [8], the 
author proposed an approach to data reduction based on 
adaptive sampling. This approach works by examining the 
level of discrepancy between collected data over a period of 
time, and by dynamically adjusting the frequency of data 
collection. Adaptive sampling approaches work well in 
applications in which the collected time series are weakly 
variable. In the case of rapidly changing data, this approach 
has problems. 

In [3,4,5,8], the authors propose a method for encoding 
and packaging data in heterogeneous LoRa-Iridium networks 
(GDEP), which can improve the efficiency of data 
transmission and reduce the cost of transferring a message 
from the end IoT device to the server. It is based on a 
combination of data format conversion at heterogeneous 
network connection points and message packaging. GDEP 
has reduced the number of short packet data (SBD) containers 
in use and the total size of the transmitted data by almost five 
times. 

In [9], the authors proposed a data processing mechanism 
based on double prediction. The proposed mechanism is 
based on the construction of a model that describes the 
perceived phenomenon. An advantage of prediction 
approaches is that the boundary model predicts the 
measurement value without requiring any radio 
communication, unless the prediction error exceeds a 
predetermined threshold. However, such prediction 
mechanisms suffer when it comes to devices such as a high 
frequency motion sensor, where the data collection rate is 
very high and the data can fluctuate a lot. A variety of 
aggregation and compression approaches have also been 
proposed that take advantage of temporal correlation in the 
collected data [10,11]. 

However, the aforementioned data compression 
techniques have their drawbacks. So, some of the listed 
methods give a low compression ratio for non-stationary data 
coming from several sensors. Edge nodes have limited 
processing capabilities compared to cloud servers, however, 
the computing systems in the MCU increase their processing 

speed every year. This makes it possible to deploy simple 
neural networks on terminal devices, which opens up 
additional opportunities to reduce the amount of transmitted 
data. In [12], the authors showed that various lightweight 
libraries and algorithms can be deployed at border nodes and 
allow real-time data analysis.

Machine learning methods can be broadly classified into 
two types: case-based learning or, in other words, inductive 
learning, and deductive learning. When teaching by 
precedents, there is a search for general patterns through the 
analysis of empirical data, when in deductive learning the 
knowledge of experts is formalized with subsequent transfer 
to the knowledge base. As a result, deductive learning is 
closer to the realm of expert systems. As such, use case 
learning is often referred to as machine learning. The most 
common and simplest method of machine learning is 
supervised learning. Here the use case is considered as a pair 
"object, response". The description of the object should come 
to the input of the developed algorithm, and the output will be 
a ready-made answer. In this way, the functional dependence 
of responses on descriptions of objects should be revealed. To 
assess the quality of the algorithm, the average response error 
is calculated for all sample objects. Among the main tasks for 
which supervised learning is used are: 

 The task of classification is to obtain a 
categorical answer based on a set of features. 
The number of allowed answers is organic. 

 Regression task is a forecast based on a sample 
of objects with different characteristics. The 
output should be a number, for example, the 
expected income of the store for the next month 
or the quality of the wine when blindly tested. 

 The task of forecasting (forecasting) arose when 
trying to predict the values of time series after a 
certain period. In contrast to the regression, in 
which the forecast is carried out according to the 
features, here the forecast is made in time. 

Thus, the use of machine methods for processing data on 
IoT terminal devices can increase reliability, increase 
autonomy, ease of deployment, and increase the energy 
efficiency of the system. The lack of the need to constantly 
transfer data to the cloud platform will also improve privacy, 
in other words, it will provide more reliable protection of data 
from interception. 

III. EXPERIMENT 
Most IoT systems work according to scheme: data is 

collected by sensor, then a controller processes it, and as a 
result, some information is sent over a wireless channel. This 
process repeats over time, and this duty cycle is fundamental 
in assessing energy consumption: the shorter the duty cycle 
(implemented by reducing active time or increasing idle time), 
the lower the average power. Based on this, the energy 
required to operate a wireless sensor device consists of three 
components: 

 The energy spent by the microcontroller to read 
or collect data from sensors - EACQ 

 The energy spent by the microcontroller to 
process / analyze the received data - EPRC 
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 Energy consumed by the Comms module for data 
transmission or other networking - ENET 

As a consumer of energy, control tasks are allocated, for 
example, by a real-time operating system (RTOS). These tasks 
are referred to as ESYS. 

General formula for estimating EDEV power 
consumption. 

EDEV = EACQ + EPRC + ENET + ESYS (1) 

The energy consumed when transferring data from the end 
device to the cloud platform through the gateway and the IoT 
hub is equal to: 

ETOTAL = EDEV + EGATEWAY + EIoTHUB (2), 

EGATEWAY is the energy consumed by the gateway for 
data transmission, 

EIoTHUB is the energy spent by the IoT hub for data 
transmission. 

The model is based on an atomic partition of each element 
from equation (2). The instantaneous power consumption is 
integrated over the duration of the corresponding task, and 
then the characteristic time scale or repetition period is 
averaged. 

When estimating the cost of ENET communication for an 
endpoint, the simplest point-to-point communication model 
does not consider the effects of interference. The sub- layer 
(MAC) in the link layer is ideal. Thus, in addition to the costs 
of transmission and reception, additional energy consumption 
due to collisions and downtime for information collection is 
not considered. In this case, you can estimate the power 
consumption of each device independently. Since it is 
assumed that any transmission attempt will reach the 
destination, the model should not account for interference 
caused by other devices. 

With these simplifications, the average power of the 
communication module depends on the energy expended in 
transmitting the EMSG radio message and the time between 
successive messages T(i). The summation index i is the same 
for all messages for the average NMSG period [13]. 

   (3) 

The energy expended in transmitting an EMSG message 
is a highly technology-dependent parameter. This contribution 
is determined by two main factors: radio signal strength and 
transmission time. RF signal strength is usually maximized to 
increase the range, but it is legally limited. For example, for 
frequencies 868.7-869.2 MHz (ISM range) - no more than 25 
mW. In contrast, the transmission time is a parameter 
determined by modulation. There is a difficult balance and 
trade-off between transmission speed (and therefore 
consumption), range, reliability, and immunity to interference. 

Figure 1 shows a typical sequence of tasks and their power 
consumption for classic IoT devices. For each cycle there are 
three main steps: reading a set of data from sensors or sensors, 
performing process, or analyzing the received data, 
transferring prepared data, updating information on the server, 
or triggering a response when an anomaly is detected. Thus, 
networking is the most energy intensive. The amount of data 

required for transmission or reception radically affects the 
final power consumption of an IoT device. 

 
Fig.1. Typical power consumption profile in IoT devices 

A typical IoT monitoring device consists of three main 
parts: a measuring device that records changes in the 
environment, a computing system that processes information 
received from sensors or sensors, and a device that 
implements a response, whether it be light indication or 
sending data through a communication module. As part of the 
task of evaluating the proposed method for improving the 
efficiency of data transmission in IoT monitoring systems 
using machine learning technologies, we estimate the total 
power consumption of the calculator and the communication 
module in various scenarios. Common scenarios for which 
machine learning technologies are applied include anomaly 
detection and classification problems. 

The experimental stand uses the STM32F401RE 
microcontroller and is responsible for processing information 
in the IoT terminal device. RYLR896 radio module from the 
REYAX company was used as one of the communication 
modules. This module is developed based on the Lora modem 
from Semtech. RYLR896 features long-range, high-energy 
efficiency, and satisfactory noise immunity. The SX1276 chip 
used in the radio module uses the AES128 algorithm to 
encrypt data. The advantages of the RYLR896 module include 
ease of control, which consists in using the AT command set. 
The operating temperature range of SX1276 lies in the range 
from -40 C to 85 C, which simplifies its use in Arctic.  

The RYWB116 Wi-Fi module also from REYAX was 
chosen as an alternative communication module. The module 
provides a comprehensive multi-protocol wireless solution. 
Supports 802.11 b / g / n standards as well as Bluetooth 5.  

The BMI160 is a low-power inertial measuring device 
with high accuracy in measuring acceleration and angular 
velocity. The accelerometer is designed for mobile 
applications such as augmented reality or indoor navigation 
that require highly accurate real-time data. Low current 
consumption allows BMI160 to operate in battery-powered 
devices. 

For software development, a hardware and software 

based on 32-bit MCUs of the ARM Cortex-M family. The 
firmware itself is implemented based on the free operating 
system of the same name for IoT devices - . 
This operating system is open source and includes everything 
you need to develop smart IoT systems: data protection 
functions, many drivers for sensors, actuators, and I/O 
interfaces. 
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To evaluate the scenarios "anomaly detection" and 
"classification", a static library for machine learning tasks, 
developed by the "Cartesiam" company, was chosen. The 
library is written in "C" and can be provided as a precompiled 
file that provides the building blocks for implementing smart 
solutions. Among the outstanding advantages of this library is 
its ability to independently analyze the behavior of sensors. 
The user does not need to have additional skills in math, 
machine learning, or data science to deploy the solution. 

When building a smart device, the development of 
learning and detection strategies is entirely dependent on the 
specifics and constraints of the project. For the basic project, 
which consists in detecting anomalies in the engine operation. 

The first step is to initialize the model, then there is 
training or, in other words, the creation of a knowledge base. 
The model will memorize typical vibration sensor readings 
during "normal" engine operation. After that, the device will 
already be ready for use. The model will be able to detect 
abnormal behavior of the engine, for example, this way you 
can track the blockage of air flow in the ventilation system. It 
is also possible to periodically run additional training cycles 
to expand existing knowledge, for example, to remember the 
operation of the engine at its elevated temperature, which is 
still within normal limits. 

There are many strategies for transferring data. To monitor 
the condition of the ventilation system electric motor, it will 
be enough to send a daily report, including the average number 
of anomalies per hour, as well as the date, time, and equipment 
ID. Since there is no need to send hundreds of bytes of data 
containing the readings of the accelerometer (vibration 
sensor), energy efficient LoRaWAN technology can be used 
as a communication system. 

The BMI160 accelerometer must receive data at a high 
rate to correctly train the engine tracking model. The sampling 
rate should allow for an accurate description or 
"reconstruction" of the signal; the sampling rate must be high 
enough to accommodate rapid signal changes. So, in one 
second, the STM32F401 MCU receives 2 KB of data from the 
BMI160. Figure 2 shows the data received from the 
accelerometer along one of the axes for normal engine 
operation and reflected spectrum of the incoming signal. 

The placement of the vibration sensor and the test device 
itself are shown in Figure 3. The 18W fan has a high 
performance. An attempt to partially block the ventilation duct 
immediately influenced the nature of the vibrations coming 
from the engine. Closing the air line is considered one of the 
potential anomalies, which is the goal of this scenario. The 
modified signal from BMI160 with the corresponding 
spectrum is shown in Figure 4. Using the NanoEdge AI Studio 
software, you can evaluate virtually all machine learning 
models used to detect anomalies and available on the network 
for correct operation with test data. This way, you can get the 
best possible model for a given project given the sample 
signals provided as input. The result of the work of the 
selected model is shown in Figure 5. Normal signals are blue 
dots and abnormal signals with red dots. The X-axis displays 
the number of the signal evaluated, and the Y-axis shows the 
estimate of the similarity with the original signal used in 
training, in percent. The threshold (the border of decision 
making between the two classes, "nominal" and 
"anomalous"), is set at 90% and shown by the gray dashed 
line. 

The chosen model occupies 5.2 KB of RAM and 6.2 KB 
of flash memory. Since the STM32f401 has 512KB of flash 
memory, 96KB of SRAM, this library can be deployed 
without problems.  

IV. MACHINE LEARNING SCENARIOS 
INVESTIGATION 

The purpose of machine learning scenarios evaluation is to 
test a method to improve the efficiency of the application of 
IoT technologies. When deploying machine learning models 
on an endpoint device, it becomes possible to improve energy 
efficiency, reliability, and reduce decision-making time in 
case of abnormal device operation. During testing, the exit of 
the ventilation system electric motor from the normal 
operation mode is determined (absence of abnormal 
vibrations, stable revolutions, etc.). The model is set to detect 
abnormal engine operation, for example, when the air line is 
closed, the engine stops, etc. 

For testing, a 2000mAh battery is used as a power source. 
The LoRaWAN radio module has the following settings: 
Channel width 125 kHz; Spreading factor (SF) is 7; ISM radio 
band - 868.0 MHz. In case of abnormal behavior, the 
corresponding signal can be sent immediately to the cloud 
platform. Under normal behavior, the engine status report is 
sent once a day (scenario # 2). 

We considered two scenarios for collecting engine 
parameters in real time and sending them to a cloud platform 
for engine condition analysis (scenario #1). Analysis and 
accumulation of data on the state of the engine on the terminal 
device itself and sending a report once a day (scenario No. 2). 
Result - power comparison consumption of the endpoints for 
both scenarios. 

A. Scenario #1 
Accelerometer data collection is ongoing. According to 

the received data, once a second the model makes a decision 
and immediately sends the result to the cloud. Since data 
processing takes place at the terminal itself, the amount of data 
to be transferred does not exceed 8 bytes per cycle. This makes 
it possible to use the energy-efficient LoRaWAN radio 
module. If you plan to carry out processing on a cloud 
platform, then in order to transfer kilobytes of data from the 
accelerometer, you will have to use a Wi-Fi module. 

The experiment showed that the use of machine learning 
libraries significantly (by 62%) increases the energy 
consumption of the computing system of the device - the 
microcontroller. However, energy costs for network 
interaction are significantly reduced (by 72%). The total 
operating time of the device from a 2000mAH battery is 
almost the same 65.51 hours (without using ML) and 56.5 
hours (using ML). 

Thus, the application of machine learning methods on a 
terminal device may be less beneficial when it is required to 
constantly monitor the state of a device in real time, however, 
when it is necessary to make a decision in real time, the use of 
the proposed method is preferable. Transferring data to the 
cloud platform and waiting for a response with a solution can 
take some time. Also, performing calculations on the terminal 
device itself, increases the autonomy, increases the reliability 
of the system. The results of the Scenario #1 in Table 1. 
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Fig.2. Signal from accelerometer BMI160

 
Fig.3. Experimental stand 

 
Fig.4. Signal from accelerometer BMI160 

 

 
Fig.5. Model operation
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B. Scenario #2 

Accelerometer data collection occurs 10 times per hour, 
and not constantly, as in real time. Based on the data obtained, 
the model makes a decision, after which the result is written 
to the flash memory. So at the end of each day, a failure report 
will be generated and sent. Alternatively, the previous data 
collection method will be used, when the Wi-Fi module was 
used to transfer raw data from the BMI160 accelerometer, but 
at a lower frequency - once every 6 minutes (10 times per 
hour). 

In scenario # 2, the experiment showed that the use of the 
proposed method and data collection strategy drastically 
reduces the energy consumption for network interaction (by 
98%). At the same time, the energy consumption of the 
computing system of a device with an expanded machine 
learning model still exceeds the same energy consumption in 
a system that does not use the model. The total operating time 
of the device from a 2000mAH battery without using the 
model was 204 days and 650.5 days with use. 

Thus, the average total current consumption for a machine 
learning endpoint is three times lower. In the absence of the 
need to continuously monitor the status of the device in real 
time, the method of machine learning can significantly extend 
the life of the terminal device. The results of the Scenario #2 
in Table 2. 

TABLE I. SCENARIO #1 RESULTS 
 SCENARIO #1 RESULTS 

Wi-Fi LoRaWAN 
Data volume 2 Kbyte 8 bytes 

The current consumption of the 
radio module when sending data 

270 mA 43 mA 

Average current consumption of 
the radio module per cycle 

8.422 mA 2.281 mA 

 Normal ML library 

Average current consumption 
per cycle for MCU 

16 mA 26 mA 

Average total current 
consumption of the MCU 
together with the 
communication module 

 
24.422 mA 

 
28.281 mA 

Working time 65.51 hours 56.575 hours 

 
TABLE II. SCENARIO #2 RESULTS 

 SCENARIO #2 RESULTS 
Wi-Fi LoRaWAN 

Data volume 2 Kbyte 30 bytes 

The current consumption of the 
radio module when sending data 

270 mA 43 mA 

Average current consumption of 
the radio module per cycle 

0.268 mA 0.00053898 mA 

 Normal ML library 

Average current consumption 
per cycle for MCU 

0.05873 mA 0.10194 mA 

Average total current 
consumption of the MCU 
together with the 
communication module 

0.32673 mA 0.10247898 mA 

Working time 204.04 days 650.5 days 

 

CONCLUSION 
The paper investigated the problem of using IoT data 

transmission technologies in the absence or underdeveloped 
network infrastructure. As a result of a study of the 
technologies used in the IoT for data transmission, the 
LoRaWAN data transmission network was selected. A model 
of the functioning of IoT devices of a sensor network and a 
method for increasing the efficiency of data transmission 
using machine learning methods on terminal data collection 
devices to reduce the amount of transmitted data and increase 
the energy efficiency of systems are proposed. The proposed 
method was evaluated. 

The proposed method of using machine learning methods 
significantly increases the lifetime of terminal devices with 
certain strategies for collecting and processing data. The 
method allows you to increase the maximum number of 
simultaneously connected devices, by reducing the use of the 
radio channel, since only processed information is sent. 
Processing data on edge devices using machine learning 
methods increases the autonomy of the IoT system, thereby 
increasing its reliability and providing increased data 
protection. With the development of computing systems, the 
use of machine learning on terminal devices will become more 
widespread. 
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