
ISBN: 978-1-7281-9898-9

2020 IEEE East-West Design & Test 
Symposium (EWDTS)

Proceedings 

Varna, Bulgaria, September 4 – 7, 2020 



Proceedings of 2020 IEEE East-West Design & Test Symposium 
(EWDTS)  

Copyright © 2020 by the Institute of Electrical and Electronic Engineers, Inc 
All Rights Reserved. 

Copyright and Reprint Permission: Abstracting is permitted with credit to the source. Libraries 
are permitted to photocopy beyond the limit of U.S. copyright law for private use of patrons 
those articles in this volume that carry a code at the bottom of the first page, provided the per-
copy fee indicated in the code is paid through Copyright Clearance Center, 222 Rosewood 
Drive, Danvers, MA 01923. For reprint or republication permission, email to IEEE Copyrights 
Manager at pubs-permissions@ieee.org. All rights reserved. Copyright ©2020 by IEEE. 

Other copying, reprint, or reproduction requests should be addressed to IEEE Copyrights 
Manager, IEEE Service Center, 445 Hoes Lane, P.O. Box 1331, Piscataway, NJ 08855-1331.  

IEEE Catalog Numbers: 
XPLORE COMPLIANT: CFP20DTW-ART 
ISBN: 978-1-7281-9899-6 

USB: CFP20DTW-USB 
ISBN: 978-1-7281-9898-9 

Additional copies of this publication are available from: 
Curran Associates, Inc 
57 Morehouse Lane 
Red Hook, NY 12571 USA 
Phone: (845) 758-0400 
Fax: (845) 758-2633 
E-mail: curran@proceedings.com

II IEEE EWDTS 2020, September 4-7



TTTC IN GENERAL

PURPOSE: The Test Technology Technical Council is a volunteer professional organization 
sponsored by the IEEE Computer Society and in-cooperation with IEEE CEDA and IEEE 
Philadelphia Section. The goals of TTTC are to contribute to members’ professional development and 
advancement and to help them solve engineering problems in electronic test, and help advance the 
state-of-the art. In particular, TTTC aims at facilitating the knowledge flow in an integrated manner, 
to ensure overall quality in terms of technical excellence, fairness, openness, and equal 
opportunities. 

MEMBERSHIP: Membership is open to individuals interested in test at a professional level. 

DUES: There are NO dues for TTTC membership and no parent-organization membership 
requirements. 

BENEFITS: The TTTC members benefit from personal association with other test professionals. 
They may have the opportunity to be involved on a wide range of committees. They receive 

TTTC ACTIVITIES 

TECHNICAL MEETINGS: To spread technical knowledge and advance the state-of-the art, TTTC 
sponsors many well-known conferences and symposia and holds numerous regional and topical 
workshops worldwide. 

STANDARDS: TTTC initiates, nurtures and encourages new test standards. TTTC-initiated 
Working Groups have produced numerous IEEE standards, including the 1149 series used 
throughout the industry. 

TECHNICAL ACTIVITIES: TTTC sponsors a number of Technical Activity Committees (TACs) 
that address emerging test technology topics and guide a wide range of activities.  

TUTORIALS and EDUCATION: TTTC sponsors a comprehensive Test Technology Educational 
Program (TTEP). This program provides opportunities for design and test professionals to update 
and expand their knowledge base in test technology, and to earn official accreditation from IEEE 

TTTC CONTACT

TTTC On-Line: The TTTC Web Site at http://tab.computer.org/tttc offers samples of the TTTC 
Newsletter, information about technical activities, conferences, workshops and standards, and links to 
the Web pages of a number of TTTC-sponsored technical meetings. 

Becoming a Member: Becoming a TTTC member is extremely simple. You may either contact by 
phone or e-mail the TTTC office, or fill out and submit a TTTC application form, or visit the 
membership section of the TTTC web site. 

TTTC OFFICE: 1 Marsh Elder Lane, Savannah, GA 31411, USA 
Phone: +1-540-937-5066  Fax: +1-540-937-7848  E-mail:tttc@computer.org 

IEEE 

TTTC: Test Technology Technical Council 

IEEE EWDTS 2020, September 4-7 III



IEEE EAST-WEST DESIGN & TEST SYMPOSIUM 2020 
COMMITTEES 

General Chairs 
V. Hahanov
Y. Zorian – USA

General Vice-Chairs 
R. Ubar – Estonia
P. Prinetto – Italy

Program Chair 
S. Shoukourian –
Armenia
A. Ivanov – Canada

Program Vice-Chairs 
Z. Navabi – Iran
M. Renovell – France

Finance Chairs 
E. Litvinova

Publicity Chairs 
S. Mosin – Russia
G. Markosyan –
Armenia

Public Relation Chair 
V. Djigan – Russia

Steering Committee 
V. Hahanov
R. Ubar – Estonia
Y. Zorian – USA

Organizing Committee 
Z. Davitadze – Georgia
S. Chumachenko
E. Litvinova
A. Mishchenko

Program Committee 
J. Abraham – USA
V. H. Abdullayev -
Azerbaijan
M. Adamski – Poland
A. S. Mohamed –
Egypt
A. Barkalov - Poland
R. Bazylevych
A. Chaterjee - USA
D. Devadze - Georgia
V. Djigan – Russia
A. Drozd
D. Efanov - Russia
E. Evdokimov
E. Gramatova -
Slovakia
G. Harutyunyan -
Armenia
A. Ivannikov – Russia
I. Kabin - Germany
M. Karavay - Russia
V. Kharchenko
M. Khalvashi - Georgia

K. Kuchukjan -
Armenia
V. Kureichik - Russia
W. Kuzmicz - Poland
A. Matrosova - Russia
V. Melikyan - Armenia
S. Mosin - Russia
O. Novak - Czech
Republic
A. Orailoglu - USA
Z. Peng - Sweden
A. Petrenko
N. Prokopenko -
Russia
J. Raik - Estonia
A. Romankevich
R. Seinauskas -
Lithuania
S. Sharshunov -
Russia
A. Singh - USA
J. Skobtsov
Z. Stamenkovic –
Germany
V. Tverdokhlebov -
Russia
V. Vardanian - Armenia
V. Yarmolik - Belarus

IV IEEE EWDTS 2020, September 4-7



18th IEEE EAST-WEST DESIGN & TEST SYMPOSIUM (EWDTS 2020) 
Varna, Bulgaria, September 4-7, 2020 

The main target of the IEEE East-West Design & Test Symposium (EWDTS) is to exchange 
experiences between scientists and technologies from Eastern and Western Europe, as well as 
North America and other parts of the world, in the field of design, design automation and test of 
electronic circuits and systems. The symposium is typically held in countries around East 
Europe, the Black Sea, the Balkans and Central Asia region. We cordially invite you to 
participate and submit your contributions to EWDTS 2020 which covers (but is not limited to) the 
following topics. 

• Analog, Mixed-Signal and RF Test
• ATPG and High-Level TPG
• Automotive Reliability & Test
• Built-In Self Test
• Debug and Diagnosis
• Defect/Fault Tolerance and Reliability
• Design Verification and Validation
• EDA Tools for Design and Test
• Embedded Software
• Failure Analysis & Fault Modeling
• Functional Safely
• High-level Synthesis

• High-Performance Networks and Systems
on a Chip 

• Internet of Things Design & Test
• Low-power Design
• Memory and Processor Test
• Modeling & Fault Simulation
• Network-on-Chip Design & Test
• Flexible and Printed Electronics
• Applied Electronics

Automotive/Mechatronics 
• Algorithms
• Object-Oriented System Specification and

Design 
• On-Line Testing

• Power Issues in Design & Test
• Real Time Embedded Systems

• Reliability of Digital Systems
• Scan-Based Techniques
• Self-Repair and Reconfigurable

Architectures 
• Signal and Information Processing in

Radio and Communication 
Engineering 

• System Level Modeling, Simulation &
Test Generation 

• System-in-Package and 3D Design &
Test 

• Using UML for Embedded System
Specification 

• Optical signals in communication and
Information Processing 

• CAD and EDA Tools, Methods and
Algorithms 

• Hardware Security and Design for
Security 

• Logic, Schematic and System Synthesis
• Place and Route
• Thermal and Electrostatic Analysis of

SoCs 
• Wireless and RFID Systems Synthesis
• Sensors and Transducers
• Medical Electronics
• Design of Integrated Passive
Components

The Symposium will take place in Varna – is the largest city in northeastern Bulgaria, located along 
the Black Sea coast and Varna Lake. Varna is the administrative center of the municipality and the 
region, an attractive international educational center. The city has a rich cultural and historical 
heritage. 

Because of the COVID-19 pandemic the IEEE EWDTS 2020 will be held online. 

IEEE EWDTS 2020, September 4-7 V



CONTENTS 

A Review of Particle Detectors for Space-Borne Self-Adaptive Fault-Tolerant Systems 
Marko Andjelkovic, Junchao Chen, Aleksandar Simevski, Zoran Stamenkovic,  
Milos Krstic, Rolf Kraemer          1 

SEkey: A Distributed Hardware-based Key Management System 
Matteo FORNERO, Nicol`o MAUNERO, Paolo PRINETTO, Antonio VARRIALE         9 

Hardware-based Capture-The-Flag Challenges
Paolo PRINETTO, Gianluca ROASCIO, Antonio VARRIALE       16 

Analysis of Software-Implemented Fault Tolerance: Case Study on Smart Lock 
Jakub Lojda, Richard Panek, Jakub Podivinsky, Ondrej Cekan,  
Martin Krcma, Zdenek Kotasek        24 

An Indoor Smart Lamp For Environments Illuminated Day Time 
Ayşe Nur Cihan, Gül Nihal Güğül         29 

An Accuracy Improvement of the Neuromorphic Functional Models by Using the 
Parallel ANN Architecture 
Sergey Mosin       34 

Classification of Errors in Ternary Code Vectors from the Standpoint of Their Use in the 
Synthesis of Self-Checking Digital Systems 
Dmitry Efanov        40 

Similarity–Difference Analysis and Matrix Fault Diagnosis of SoC-components 
Vladimir Hahanov, Mikhail Karavay, Vladislav Sergienko, Svetlana Chumachenko, 
Eugenia Litvinova, Hanna Khakhanova, Tariq Hama Salih        47 

FPGA Implementation of a Low Latency and High SFDR Direct Digital Synthesizer for 
Resource-Efficient Quantum-Enhanced Communication 
N. Fajar R. Annafianto, I.A. Burenkov, H.F. Ugurdag, and S.V. Polyakov       52 

Features of JFET Computer Models in Microcurrent Mode on Exposure to Low Temperatures 
and Neutron Fluence 
Oleg Dvornikov, Valentin Dziatlau, Vladimir Tchekhovski, Nikolay Prokopenko,  
Anna V. Bugakova       59 

Synthesis of Approximate Combinational Circuits based on Logic Regression Approach 
Alexander Stempkovsky, Dmitry Telpukhov, Roman Solovyev       64 

The Noise Immunity of CMOS Elements During their Switching and Exposure 
to an Ionizing Particle  
Yuri V. Katunin, Vladimir Ya. Stenin        69 

Noise Reduction in Reset Domain Crossings Verification Using Formal Verification 
Mohamed Fawzy, Ahmed Elgohary, Hala Ibrahim       73 

VI IEEE EWDTS 2020, September 4-7



Typical Signal Correction Structures Based on Duplication with the Integrated Control Circuit 
Valery Sapozhnikov, Vladimir Sapozhnikov, Dmitry Efanov        78 

Kuramoto Model for Oscillators with Fractional Frequencies Ratios in Circuit Analysis 
Application 
Mark M. Gourary, Sergey G. Rusakov       88 

Ternary Sum Codes
Dmitry Efanov        92 

Quarry Areas Segmentation on Satellite Images by Convolutional Neural Networks 
Roman Larionov, Vladimir Pavlov, Vladimir Khryashchev, Alexander Ganin     100 

Antenna Arrays Calibration Using Recursive Least Squares Adaptive Filtering 
Algorithms Based on Inverse QR Decomposition 
Victor Djigan, Vladislav Kurganov      105 

Efficient FPGA Implementation of Field Oriented Control for 3-Phase Machine Drives 
Burak Tufekci, Bugra Onal, Hamza Dere, and H. Fatih Ugurdag      110 

Co-Embedding Additional Security Data and Obfuscating Low-Level 
FPGA Program Code 
Kostiantyn Zashcholkin, Oleksandr Drozd, Ruslan Shaporin,  
Olena Ivanova, Myroslav Drozd     115 

Exploiting EEG Signals for Eye Motion Tracking
R. Kovtun, S. Radchenko, A. Netreba, O. Sudakov, R. Natarov,
Z. Dyka, I. Kabin and P. Langendörfer     120 

Metal Fillers as Potential Low Cost Countermeasure against  
Optical Fault Injection Attacks 
Dmytro Petryk, Zoya Dyka, Jens Katzer and Peter Langendörfer     125 

Hyper Neural Network as the Diffeomorphic Domain for Short Code Soft Decision 
Beyound Belief Propagation Decoding Problem 
Usatyuk Vasiliy, Egorov Sergey     131 

Fast RLS algorithms in Combined Adaptive Array and Fractionally-Spaced 
Feed-Forward/Feed-Backward Equalizer 
Victor Djigan     137 

Quantum Deterministic Computing
Wajeb Gharibi, Vladimir Hahanov, Ka Lok Man, Svetlana Chumachenko, 
Eugenia Litvinova, Ivan Hahanov      143 

Improving the Monitoring Systems Algorithmic Support for Railway 
Automation Equipment’s Based on Dynamic Questionnaires 
Dmitrii V. Efanov, Valerii V. Khóroshev      149 

IEEE EWDTS 2020, September 4-7 VII



Optimizing Components of Multi-Module Systems Based on don’t Care Input Sequences 
Ekaterina Shirokova, Larisa Evtushenko, Andrey Laputenko, Nina Yevtushenko     159 

Sampling Theorem in Time Domain for Infinite Duration Signal: 
Analytical Expression and Geometric Illustration 
Gamlet S. Khanyan     164 

Structure of the Transfer Function Numerator Coefficients as One of the Factors 
of the Structural Precision of IIR Digital Filters 
Vladislav Lesnikov, Tatiana Naumovich, Alexander Chastikov     173 

Set-membership Sparsity-Aware Proportionate Normalized Least Mean Square 
Algorithms for Active Noise Control 
Felix Albu      181 

Modelling Error Pulses in a CMOS Triple Majority Gate while Exposed 
to an Ionizing Particle  
Yuri V. Katunin, Vladimir Ya. Stenin      185 

Filtration of Diagnostic Data for Retrospective Analysis in Health Monitoring Systems 
of Engineering Structures 
Dmitry V. Efanov, German Osadchy, Valeriy Myachin, Marina Zueva     189 

Measurement and Compact Modeling of Noise Characteristics in Complementary 
Junction Field-Effect Transistors 
Alexandr M. Pilipenko, Fedor A. Tsvetkov, Nikolay N. Prokopenko      197 

Hardware Implementation of Timed Logical Control FSM 
Maryna Mіrosсhnyk, Elvira Kulak, Alexander Shkil, Inna Filippenko, Dariia Rakhlis, 
Mykyta Malakhov      202 

Modification of VGG Neural Network Architecture for Unimodal  
and Multimodal Biometrics 
Stefanidi Anton, Topnikov Artem, Priorov Andrey, Kosterin Igor     208 

Development of ICT Models in Area of Safety Education 
Oleksandr Drozd, Kostiantyn Zashcholkin, Oleksandr Martynyuk, 
Julia Drozd, Yulian Sulima      212 

Big Data Critical Computing Based on the Similarity-Difference Metric 
Abdullayev Vugar Hacimahmud, Lyudmila Shapa, Vladimir Hahanov, 
Alexander Mishchenko, Olga Shevchenko, Svetlana Chumachenko,  
Eugenia Litvinova     218 

Generaled Installation of Fuzzy Linear Automaton 
Dmitriy V. Speranskiy      224 

Reception of DPSK-QAM Combined Modulation in Fast Fading Channels 
by Searching over DPSK Hypotheses 
Alexander B. Sergienko      230 

VIII IEEE EWDTS 2020, September 4-7



An IoT based Real-time Data-centric Monitoring System for Vaccine Cold Chain 
Raisa Tahseen Hasanat, Arifur Rahman, Nafees Mansoor, Nabeel Mohammed, 
Mohammad Shahriar Rahman, Mirza Rasheduzzaman      236 

RFID-Based Navigation of Subway Trains
Alexander M. Kostrominov, Oleg N. Tyulyandin, Alexander B. Nikitin, 
Michael N. Vasilenko, Alexander T. Osminin     241 

Model and Means of Timed Automata-based Real-time Adaptive Transit Signal Control 
Mykhailo Lytvynenko, Olexandr Shkil, Inna Filippenko, Leonid Rebezyuk     247 

Geometry-Based Rolling-Stock Identification System Insensitive to Speed Variations 
Valery A. Zasov, Maxim V. Romkin      251 

Markov Model of Quantized Speech Signal
Prozorov D.E., Metelyov A.P.      257 

Investigation of a Broadband Five-Stub 3 dB Coupler Using Microstrip Cells 
Denis A. Letavin, Ilya A. Terebov      261 

Appraisal of the Effective Number of Bits of the ADC for Sensors 
with Account for Dynamic Errors 
Leonty Samoilov, Darya Denisenko, Nikolay Prokopenko      264 

Coupled Piecewise Constant Memristor based Reactance-less Oscillators 
Vladimir V. Rakitin, Sergey G. Rusakov      269 

Unidirectional Emission of Active Eccentric Microring Cavities 
Anna I. Repina, Alina O. Oktyabrskaya, Evgenii M. Karchevskii     274 

Implementing a Virtual Network on the SDN Data Plane 
Igor Burdonov, Nina Yevtushenko, Alexandr Kossachev     279 

Determining the Direction of True Meridian by Micromechanical Gyro 
Vladimir Bogolyubov, Lyalya Bakhtieva      284

Using Generative Adversarial Networks for Relevance Evaluation  
of Search Engine Results 
Dmitry N. Galanin, Nail R. Bukharaev, Alexander M. Gusenkov, Alina R. Sittikova     288 

Modeling of Smart Clothing Packet and its Porosity 
Marina V. Byrdina, Mikhail F. Mitsik, Svetlana V. Kurenova, Anastasiya A. Movchun     295 

Minimax Modifications of Linear Discriminant Analysis for Classification 
with Rare Classes 
Kseniya Bratanova, Iskander Kareev, Rustem Salimov     300 

Smart Fabric Thermal Conductivity Modeling
Mikhail F. Mitsik, Svetlana V. Kurenova, Marina V. Byrdina, Dmitry B. Kelekhsaev     305 

IEEE EWDTS 2020, September 4-7 IX



Developing a Multiple Testing Procedure in the D-Posterior Approach 
using the R Software Environment 
Sergei Simushkin, Elena Fedotova      310 

Relationship Between Base Frequency of the Koch-Type Wire Dipole 
and Various Dimensions 
Ilya Pershin, Dmitrii Tumakov      314 

Miniature Broadband Power Divider in Modern Maritime Communications 
Luu Quang Hung      320 

Solving Problem of Electromagnetic Wave Diffraction by a Metal Plate Using CUDA 
Dinara Giniyatova, Dmitrii Tumakov, Angelina Markina  324 

Convolution Neural Network Learning Features for Handwritten Digit Recognition 
Zufar Kayumov, Dmitrii Tumakov      330 

Designing a Single-Band Monopole Six-Tooth-Shaped Antenna with Preset Matching 
Angelina Markina, Dmitrii Tumakov      335 

Hybrid implementation of Twofish, AES, ElGamal and RSA cryptosystems
Elza Jintcharadze, Maksim Iavich      341 

The Integrated Approach to Automation and Digitalization of the Transport 
Processes in the Industrial Enterprises 
Alexey G. Lekarev, Maxim G. Ammosov, Dmitry V. Efanov, German V. Osadchy, 
Natalia A. Goncharova      346 

A Recommender Subsystem Construction for Calculating the Probability of a Violation 
by a Locomotive Driver Using Machine-Learning Algorithms 
Valentina Sidorenko, Maksim Kulagin     351 

Method for Assessing Probabilistic Reliability Estimation and Safety  
of Railway Automation Systems Redundant Structures 
Dmitry S. Markov, Michael N. Vasilenko, Oleg A. Nasedkin, Alexey G. Kotenko, 
Alexander D. Manakov, Vladimir L. Belozerov      356 

Bio-inspired Approach to Microwave Circuit Design 
Vladislav Ivanovich Danilchenko, Yevgenia Vladimirovna Danilchenko, 
Viktor Mikhailovich Kureichik      362 

Automatic Identification of Appendiceal Orifice on Colonoscopy Images  
Using Deep Neural Network 
Anton Lebedev, Vladimir Khryashchev, Evgeniya Kazina, Anastasia Zhuravleva, 
Sergey Kashin, Dmitry Zavyalov      367 

Automatic Control System for Dedusting of Gas-Cleaning Plant Filtering Element 
Anton Zyma, Leonid Rebezyuk     372 

X IEEE EWDTS 2020, September 4-7



Iterative Methods for Multi-Valued Logical Equation System Solving 
while Digital System Simulating 
Alexander Ivannikov      377 

DRAM Structure with Prioritized Memory Bank Using Multi-VT Bit Cells Architecture
Narek Mamikonyan     383 

IR Drop Estimation and Optimization on DRAM Memory Using Machine Learning Algorithms
Narek Mamikonyan, Nazeli Melikyan, Ruben Musayelyan      386 

Bit Depth Impact Analysis of the Gaussian Process Quantization Errors 
Aleksey S. Gvozdarev, Yury A. Bryukhanov     389 

Algorithm of Generalized Solution an Optimal Control Problems  
for First-Order Differential Equations with Riemann-Hilbert Boundary Conditions
David Devadze, Vakhtang Beridze      394 

Optimization Calculation of Thermoelement Linear Dimensions f 
or Microthermoelectric Generator  
Vera Loboda, Roman Buslaev      399 

Hardware Obfuscation Techniques on FPGA-Based Systems 
Valeriy Gorbachov, Abdulrahman Kataeba Batiaa,  
Olha Ponomarenko, Oksana Kotkova     403 

Weighted Total Least Squares for Frequency Estimation of Real Sinusoids 
Based on Augmented System 
Dmitriy V Ivanov, Alexander I. Zhdanov      408 

Detection of Motor Imagery (MI) Event in Electroencephalogram (EEG) Signals Using Artificial 
Intelligence Technique 
Muhammad Yeamim Hossain, A. B. M. S. U. Doulah    413 

SOI Instrumentation Amplifier for High-Temperature Applications 
Evgenii V. Balashov, Nikita V. Ivanov, Alexander S. Korotkov     419

Bit-Stream Power Function Online Computer
A.S. Shkil, L.V. Larchenko, B.D. Larchenko     423 

Reinforcement Learning for Anti-Ransomware Testing 
Alexander Adamov, Anders Carlsson     429 

Phase Shifter Designs Based on Miniature Couplers 
Ilya A. Terebov, Denis A. Letavin      432 

Monitoring and Control System of Three-Phase Electrical Loads on Railway Trains  
Sergei A. Kalabanov, Rashid A. Ishmuratov, Rinat I. Shagiev, Michael V. Onischuk     435 

IEEE EWDTS 2020, September 4-7 XI



The Study of Dynamic Parameters of Corporate Graphic Stations Using Methods of Adaptive 
Regression Multi-Parameter Modeling 
Alexey Andreev, Yury Nefedyev, Natalya Demina     439 

Cryptographic Algorithm Implementation for Data Encryption in DBMS MS SQL Server 
Olga A. Safaryan, Elena V. Pinevich, Evgenia V. Roshchina, Andrey G. Lobodenko, 
Larissa V. Cherckesova, Boris A. Akishin      444 

Increasing Self-Timed Circuit Soft Error Tolerance
Igor Sokolov, Yury Stepchenkov, Yury Diachenko, Yury Rogdestvenski, 
Denis Diachenko      450 

Ultragraph Model for ECE Component Partitioning
Elmar Kuliev, Dmitry Zaporozhets, Daria Zaruba      455 

The Method of Increasing of CMRR for CJFET Dual Differential Input Stages  
for the Tasks of Processing Sensor Signals Under Conditions  
of Cryogenic Temperatures and Penetrating Radiation 
Nikolay Prokopenko, Alexey Zhuk, Ilya Pakhomov, Petr Budyakov, Alexey Titov     460 

Software Development of Electronic Digital Signature Generation  
at Institution Electronic Document Circulation 
Nikita I. Chesnokov, Olga A. Safaryan, Denis A. Korochentsev,  
Vladislav E. Chumakov, Larissa V. Cherckesova, Irina A. Pilipenko  465 

Evaluating Length of a Shortest Adaptive Homing Sequence for Weakly Initialized FSMs
Nina Yevtushenko, Evgenii Vinarskii     470

Deriving Distinguishing Sequences for Input/Output Automata 
Igor Burdonov, Nina Yevtushenko, Alexander Kossachev     475 

On the Issue of Using Digital Radio Communications of the DMR Standard  
to Control the Train Traffic on Russian Railways 
Alexander Nikitin, Alexander Manakov, Igor Kushpil, Alexander Kostrominov, 
Alexander Osminin     480 

Thermoregulation of Smart Clothing Based on Peltier Elements 
Mikhail F. Mitsik, Marina V. Byrdina      486 

Model of Hybrid Timetables for High Speed Urban Tramway Movement 
Aleksei Gorbachev     491 

Using Additive Robust Modeling and Fault Simulation for Laser Ranging Measurements 
Alexey Andreev, Yury Nefedyev     498 

Integrated-Optics Quantum Processor Based on Entangled Photons in Coupled Cavities 
Farid Ablayev, Alexander Vasiliev, Sergey Andrianov, Sergey Moiseev      503 

Intellectual Functional Diagnosis of Large Objects Using Sensor Networks 
Gennady Krivoulya, Vladyslav Shcherbak      511 

AUTHORS INDEX     512 

XII IEEE EWDTS 2020, September 4-7



A Review of Particle Detectors for Space-Borne  
Self-Adaptive Fault-Tolerant Systems  

Marko Andjelkovic1), Junchao Chen1), Aleksandar Simevski1), Zoran Stamenkovic1), Milos Krstic1), 2), Rolf Kraemer1), 3) 
1) IHP – Leibniz-Institut für innovative Mikroelektronik, Frankfurt Oder, Germany

2) University of Potsdam, Potsdam, Germany
3) Brandenburg University of Technology, Cottbus, Germany

{andjelkovic, chen, simevski, stamenko, krstic, kraemer}@ihp-microelectronics.com

Abstract—The soft error rate (SER) of integrated circuits (ICs) 
operating in space environment may vary by several orders of 
magnitude due to the variable intensity of radiation exposure. To 
ensure the radiation hardness without compromising the system 
performance, it is necessary to implement the dynamic hardening 
mechanisms, which can be activated under the critical radiation 
exposure. Such operating scenario requires the real-time detection 
of energetic particles responsible for the soft errors. Although 
numerous particle detection solutions have been reported, very 
few works address the on-chip particle detectors suited for the self-
adaptive fault-tolerant microprocessor systems for space missions. 
This work reviews the state-of-the-art particle detectors, with 
emphasis on two solutions for the self-adaptive systems: particle 
detector based on embedded SRAM and particle detector based 
on pulse-stretching inverters. 

Keywords—Soft errors, particle detectors, self-adaptive fault 
tolerance 

I. INTRODUCTION 

The soft errors represent one of the most critical sources of 
failures in integrated circuits (ICs) employed in space missions. 
They are manifested as bit flips in storage elements (flip-flops, 
latches, and SRAM cells), also known as Single Event Upsets 
(SEUs). These events occur when an energetic particle hits a 
storage element and deposits sufficient charge to alter the stored 
logic value. Alternatively, the particle-induced voltage glitch in 
combinational logic, known as Single Event Transient (SET), 
can cause a soft error if it propagates through the logic path and 
is captured by a storage element. 

As a result of Solar Particle Events (SPEs), the Soft Error 
Rate (SER) of an IC, i.e. the number of soft errors induced in a 
given time interval, can increase by several orders of magnitude 
[1]. Along with the SER variation due to radiation exposure in 
space, the downscaling of CMOS technologies has led to the 
exponential increase of the system SER [2]. This is primarily the 
result of dramatic increase in the number of on-chip elements 
with every new technology generation. Although the memory 
and sequential elements are dominant contributors to the overall 
SER because they occupy the largest area of a complex IC, the 
impact of combinational logic has increased significantly with 
the operating frequencies in the GHz range and the decrease of 
supply voltage and logic depth [3]. Therefore, the design of ICs 
for space applications requires special measures to mitigate the 
soft errors, i.e. to minimize the overall SER. 

Besides the need for radiation hardness, the low energy con-
sumption is also an essential design requirement for the space-
borne electronics, because the energy resources in space are very 
limited. However, the reliability requirements are usually in 
conflict with the energy consumption constraints. For example, 
the reduction of the supply voltage decreases the energy con-
sumption, but increases the system SER. Moreover, the fault 
tolerance is traditionally based on the hardware redundancy, 
which increases the energy consumption. Thus, the trade-off 
between fault tolerance and energy consumption is a major goal 
in the design process. A cost-effective approach to accomplish 
this is through the self-adaptive functionality - by adapting the 
operating modes of the system to the application and environ-
mental conditions [4 – 7]. 

A typical example of a self-adaptive system is a multi- or 
many-core processor. The multiprocessing platforms have been 
introduced to overcome the processing limitations caused by the 
saturation of clock frequency with the technology scaling. In the 
past few years, the multi- and many-core systems have gained 
increased interest for space missions due to the increasing 
demand for the on-board real-time data processing [4]. By 
coupling the processing cores into various configurations, the 
trade-off between performance, energy consumption and fault 
tolerance can be maintained dynamically, thus extending the 
lifetime of the system. Depending of the radiation intensity in 
space and the application requirements, the fault tolerance 
mechanisms such as supply voltage and frequency scaling, 
Double Modular Redundancy (DMR) and Triple Modular 
Redundancy (TMR) can be implemented [4, 5]. 

It is necessary to monitor the radiation level during run-time 
to allow for dynamic configuration of the fault tolerance mecha-
nisms. This is performed with the specially designed particle 
detectors, which operate on the principle of detecting the 
induced SETs or SEUs. Various types of semiconductor-based 
particle detectors for space applications exist and can be grouped 
into five main classes: (i) current detectors [8 – 15], (ii) acoustic 
wave detectors [16, 17], (iii) diode-based detectors [18 – 22], 
(iv) SRAM-based detectors [23 – 30], and (v) 3D NAND flash
detectors [31 – 33]. Each type of particle detector has advantages 
as well as disadvantages, which are discussed in more detail in
the following Sections.

The particle detectors for self-adaptive fault-tolerant systems 
must satisfy several requirements. First, the detectors should be 
sensitive to a wide range of particle energies and provide the 
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information on the particle flux, since the system SER increases 
linearly with the flux [34]. It is also important to monitor the 
variation of particle’s Linear Energy Transfer (LET), because 
higher LET may result in multiple SEUs and longer SETs, and 
consequently in higher SER. The detectors should have fast 
response (low latency) and be robust to false alarms generated 
by other noise sources. Furthermore, the detectors should be 
integrated in the target chip to enable the in-situ monitoring of 
radiation exposure, and the readout electronics should introduce 
as low area and power overhead as possible. 

However, none of the reported particle detectors [8 – 33] can 
satisfy all aforementioned requirements. Hence, there is a strong 
need for alternative solutions that can provide low-cost but 
accurate on-chip particle detection. Motivated by these goals, 
we have proposed two particle detection solutions: (i) a particle 
detector based on embedded SRAM [35] and (ii) a particle 
detector based on custom-sized pulse-stretching inverter chains 
[36, 37]. The preliminary evaluation has confirmed that both 
proposed solutions offer promising advantages over the state-of-
the-art particle detectors in terms of the requirements for the 
self-adaptive fault-tolerant systems. 

The rest of the paper is organized as follows. In Section II, 
the state-of-the-art particle detectors are briefly described. A 
concept of particle detection with embedded SRAM is presented 
in Section III, and in Section IV the particle detection with the 
pulse-stretching inverters is discussed. The comparison of the 
proposed solutions with the existing ones, in terms of the main 
performance metrics, is given in Section V. In Section VI, an 
example of a self-adaptive fault-tolerant multiprocessing system 
with particle detector is presented. The main directions for future 
work are outlined in Section VII. 

II. STATE-OF-THE-ART PARTICLE DETECTORS

A. Current Detectors

As energetic particles induce the current pulses in the target
semiconductor device, the use of current sensors is a common 
approach for detecting these events. A simple design of a 
current sensor for detection of energetic particles was proposed 
in [8]. This sensor was connected to the power supply rail of 
SRAM. However, it was not suitable for detection of particle 
strikes in combinational logic because of the difficulty to 
differentiate the signal induced by a particle from the normal 
signal. An improved current sensor, known as the Bulk Built-in 
Current Sensor (BBICS), was proposed in [9, 10]. Instead of 
connecting to supply rail, BBICSs are connected to the bulk 
terminal of respective transistors. Separate BBICSs are needed 
for PMOS and NMOS transistors. When the bulk current 
exceeds the threshold level, the sensor generates a flag signal. 
The simplest structure of BBICS is composed of three 
transistors, as illustrated in Figure 1, but more sophisticated 
versions are more precise and reliable [11 – 13].  

The major advantage of BBICSs is that they can provide the 
information on the faulty location, since they are connected 
directly to the target circuit. This enables to activate the error 
correction mechanisms only within the affected sub-circuit. It 
is not necessary to connect a sensor to each transistor, but one 
sensor can be utilized to monitor tens or thousands of transistors 
[12, 13]. This can be used as a guideline in planning the number 
and spatial distribution of BBICS on a chip, in order to achieve 
high detection efficiency with optimal number of sensors. 

Figure 1: A simple BBICS design [10] 

Nevertheless, the application of BBICS is associated with 
certain limitations. The key disadvantage of reported BBICS 
implementations is that only the particle strikes in the target 
circuit can be detected, but the information on the particle flux 
cannot be obtained directly. As the BBICSs are distributed 
across the chip, it is necessary to implement additional logic for 
collecting the data from all sensors and calculating the error rate 
from which the particle flux can be determined. However, there 
are no reports on any such implementations. In addition, the 
laser experiments performed on one version of the current 
detector [14] have revealed that BBICS sensitivity deteriorates 
with the increasing number of monitored transistors. A possible 
improvement by using the triple-well CMOS has been proposed 
[15], but this is not applicable to technologies with one or two 
wells. Moreover, as the BBICSs are connected to the target 
logic, they may be prone to other noise sources (e.g. substrate 
noise), which could lead to the triggering of false alarms. 

B. Acoustic Wave Detectors

The monitoring of soft errors with acoustic wave detectors
has been proposed in [16, 17]. Namely, a particle strike can 
generate the intense shock (acoustic) wave, which propagates 
through the substrate of the target circuit. For detecting such 
waves, a cantilever-like structure as depicted in Figure 2 can be 
used [17]. It acts as a capacitor and the particle strikes can be 
detected by measuring the capacitance change of the gap in 
cantilever. For this purpose, the mixed-signal processing logic 
is needed.  

Figure 2: Cross-section of cantilever structure [17] 

The solution proposed in [17] can be fabricated in CMOS 
technology, allowing easy integration into standard ICs. A 
single cantilever structure occupies the area of around 1 µm2, 
which is roughly the area of an SRAM cell in 45 nm CMOS 
technology [17]. In order to achieve a sufficiently large sensing 
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area, a mesh implementation of multiple detectors is required. 
Proper dimensioning of the acoustic wave detector and choice 
of the appropriate number of detectors for the target chip is 
essential for achieving high sensitivity to particle strikes. 
Detailed guidelines for choosing the detector dimensions and 
for calibrating the detector are given in [17]. 

Like the BBICS, the acoustic wave detectors enable to 
detect the exact location of soft errors. This is achieved based 
on the relative time difference of arrival of acoustic wave for 
different detectors, using the algorithm given in [17]. However, 
the main drawback of the acoustic wave detectors is that their 
functionality has not been verified in practice yet. As these 
detectors need to be distributed across the chip, like the BBICS, 
they can provide the local detection of particle strikes, but for 
measuring the particle flux and LET is necessary to employ 
more complex processing circuitry. 

C. Diode Detectors

The p-n junction (diode-based) detectors are one of the most
widely used types of particle detectors. They are available in 
various implementations such as strip detectors, active pixel 
detectors and scintillator-coupled photodiodes [18 – 22]. In all 
implementations, the detectors are operated in reverse bias to 
achieve the minimum leakage current and maximum depletion 
layer width, thus ensuring the high detection efficiency. Radia-
tion can induce either continuous or pulsed current in the 
detector, depending on the radiation intensity. Measuring the 
induced current enables to acquire the complete information on 
the radiation exposure and determine with high accuracy the 
induced charge, particle LET, flux, and energy spectra. 

However, the use of diode-based detectors for triggering the 
dynamic fault tolerance mechanisms in a target IC may be too 
costly because different technologies have to be combined. The 
diodes are usually not manufactured in the same technology as 
the target system, which makes it challenging to integrate them 
on the same chip. Moreover, the need for mixed-signal 
processing increases the overall cost and complexity of the 
system. A typical structure of processing logic for a single 
diode is composed of a preamplifier, a pulse shaper, an analog-
to-digital converter and a processor, as illustrated in Figure 3. 
As the practical implementations may be composed of hundreds 
or thousands of diodes on the same substrate, the hardware and 
power overhead due to the processing logic may be too high. 

Figure 3: A processing channel for diode-based detector 

D. SRAM Detectors

The use of commercial or custom-designed SRAMs as
particle detectors, implemented as stand-alone ICs, has proven 
to be a very useful solution for soft error monitoring in various 
terrestrial and space applications [23 – 30]. The operation 

principle is based on counting the number of particle-induced 
SEUs in SRAM cells. When a particle hits a sensitive transistor 
within the cell, and deposits the energy exceeding the critical 
charge, the respective logic state will be changed from 0 to 1 or 
vice-versa. In general, the sensitivity is proportional to the size 
of SRAM (number of SRAM cells). The most common 
implementations employ the six-transistor (6T) SRAM cells as 
illustrated in Figure 4. Based on the detected number of SEUs 
and the cross-section of SRAM obtained experimentally, the 
particle flux can be calculated. The SEUs are detected and 
corrected using some of the well-known Error Detection and 
Correction (EDAC) mechanisms and memory scrubbing. The 
response time of the SRAM-based detector is determined by the 
scrubbing rate, which is on the other hand defined by the clock 
frequency of the system. 

Figure 4: 6T SRAM cell 

The main advantage of SRAM detectors is simple operating 
principle, no need for analog processing and possibility of 
manufacturing in the same technology as the standard ICs. 
However, this approach has several limitations. In the stand-
alone implementations [23 – 30], the area overhead due to the 
EDAC logic may be too large. From functional point of view, 
the EDAC techniques suffer from the limitation in the number 
of detectable and correctable errors, which may lead to the error 
accumulation because of multiple upsets. Moreover, due to 
scrubbing the response of SRAM detectors may be slower 
compared to other solutions. 

While most reported SRAM-based solutions have been used 
only for flux measurement, it is also possible to measure LET 
with custom-designed SRAM detectors. A solution presented 
in [29, 30] uses the custom-designed SRAM detector which 
generates SET pulses in response to particle strikes, and the 
analog processing logic is used to amplify the pulses and then 
measure their amplitude. Based on measured pulse amplitude, 
the energy and LET of incident particles can be determined. In 
this case, all cells are connected in parallel, so that a particle 
strike induces a pulse, which can propagate to the output. The 
solution is designed as a standalone spectrometer and as such is 
not suitable for the on-chip integration. 

E. 3D NAND Flash Detectors

Recently, the use of 3D NAND flash memory with floating
gate transistors as a heavy-ion detector has been proposed [31]. 
Although the detectors based on floating gate transistors have 
been used for total dose measurement [32, 33], the work [31] is 
the first to verify the applicability of this concept for detection 
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of energetic particles. The operating principle relies on measu-
rement of the threshold voltage shift of floating gate transistors 
due to the charge deposited by the incident particles. This 
allows to not only measure the error rate, but also the particle 
LET. In addition, due to the 3D structure of memory, the angle 
of incidence can be estimated. Furthermore, the 3D structure 
allows to differentiate between the errors induced by incident 
particles and the errors due to electrical noise, as well as to 
differentiate between single and multiple upsets. 

Although the 3D NAND flash with floating gate transistors 
is a promising solution with substantial benefits over other 
detectors such as SRAM, the main limitation currently is 
difficulty in integrating it in the target chip. Due to the 3D 
structure and floating gate technology, this approach may be too 
complex for integration into a conventional planar CMOS IC 
designed with standard design tools. In addition, the processing 
electronics may be complex and costly because it is necessary to 
measure precisely the change of the threshold voltage of floating 
gate transistors, which requires the use of analog processing 
circuitry and analog-to-digital converters. 

III. EMBEDDED SRAM AS A PARTICLE DETECTOR 

As alternative to the conventional stand-alone SRAM-based 
particle detectors described in previous Section, we have pro-
posed the use of embedded SRAM as a particle detector [35]. 
The idea is to employ the standard on-chip SRAM memory as 
a particle detector in parallel to its normal data storage function. 
The detection principle is the same as for the stand-alone 
SRAM detectors discussed in previous Section, i.e. the SEUs 
detected in SRAM cells are counted and, from this information, 
the particle flux can be determined. A similar approach, based 
on Block Random Access Memory (BRAM) in FPGA was 
introduced in [1]. However, in contrast to all previous solutions, 
the proposed embedded SRAM monitor incurs significantly 
less area overhead because the available on-chip resources are 
utilized for particle detection. An important feature of the 
proposed solution is the capability to detect the permanent 
faults in SRAM cells. This is essential for maintaining the 
accurate SEU measurements in long-term missions, where the 
permanent errors occur due to the gradual device wear-out.  

Figure 5 shows the block diagram of the embedded SRAM 
with the support for particle detection. It consists of a Synch-
ronous SRAM (SSRAM) with five 512k × 8-bit asynchronous 
SRAM blocks, a Control Unit, a Scrubbing module and an 
EDAC module. Four memory blocks are used for data storage 
and particle detection, while one block is allocated for storing 
the 7-bit EDAC syndrome computed on each 32-bit word 
written in the other four memory blocks. Thus, the user sees 
effectively a 16-Mbit memory device. The memory blocks are 
based on the 6T SRAM cell shown in Figure 4. Each read, write 
or scrubbing cycle uses the EDAC module and involves the 
access to 32 bits selected by a 19-bit address. As the sequential 
logic in the Control Unit, EDAC and Scrubbing modules is 
inherently sensitive to SEUs, the Triple Modular Redundancy 
is applied to all flip-flops.  

The functions of EDAC and Scrubbing modules is to protect 
the memory cells against SEUs and detect the single and double 
bit errors as well as permanent faults in each memory word. The 
built-in EDAC module performs the Single-Error Correction 
and Double-Error Detection (SEC-DED) with (39, 32) HSIAO 

code. The HSIAO code was chosen because it provides fast 
coding/decoding with low hardware overhead. The three 8-bit 
Error Counters are integrated in the Control Unit to count the 
single and double bit errors and permanent faults. Any error that 
cannot be corrected by EDAC is considered as a permanent 
error. A detailed description of the algorithm for detection of 
single, double and permanent faults can be found in [35]. The 
number of detected faults is stored in the Register File to avoid 
duplicate counting of the double and permanent faults.  

The primary role of the Scrubbing module is to avoid 
accumulation of radiation-induced soft errors. The scrubbing 
module periodically reads the memory locations when the chip 
is in the idle state. When the error is detected, the EDAC proce-
dure is activated. The scrubbing is entirely autonomous and 
transparent for the user, which means that the user can access 
the SSRAM even if the scrubbing procedure is in progress. The 
scrubbing rate (response time) can be configured by the user, 
but it is limited by the operating frequency. 

The proposed SRAM monitor has been designed in IHP’s 
130 nm bulk CMOS technology with the nominal supply 
voltage of 1.2 V. The recommended operating frequency for 
this design is 50 MHz. For this frequency, the minimum scrub-
bing rate is 42 ms. With respect to the total area of the design, 
the introduced area overhead is less than 1%, while the power 
overhead is even less, below 0.1 %. The elements contributing 
to the area and power overhead are the Error Counters and the 
Register File, while all other hardware resources are employed 
in any rad-hard SRAM. A detailed discussion of the synthesis 
results can be found in [33]. 

  

Figure 5: Embedded SRAM as a particle detector  

However, the main issue with the on-chip SRAM used as a 
particle detector is the limited sensitive area. In general, the 
SRAM should be as large as possible to obtain sufficiently large 
sensitive area and thus ensure the high probability of particle 
detection. Previous studies have shown that the SRAM with the 
capacity of several Gbit is needed for sufficient sensitivity, but 
these solutions are based on standalone SRAMs. When the 
data-storage SRAM within the target chip is used as a particle 
detector, its sensitive area will be constrained by the application 
requirements. The size of the on-chip SRAM is usually limited 
to tens or hundreds of Mbits. To acquire statistically relevant 
number of SEUs with a smaller on-chip SRAM, it is necessary 
to employ longer detection intervals. 
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IV. PULSE-STRETCHING INVERTER CHAIN AS A PARTICLE 

DETECTOR 

The application of custom-sized pulse-stretching inverter 
chains as particle detectors has been proposed in our previous 
work [36 – 38]. The idea is to measure the SET count rate and 
SET pulse width variations. Thereby, the particle flux can be 
determined in terms of the SET count rate, while the LET 
variations can be determined in terms of the SET pulse width 
variations. It is important to note that this solution cannot 
measure the exact SET pulse width, but only to sort the detected 
SET widths into several distinct ranges. This is because the 
digital processing, as a simple and low-cost alternative to the 
analog processing in diode detectors, has been chosen in this 
case. Nevertheless, the information on the SET count rate and 
SET pulse width variation is sufficient for the target self-
adaptive fault-tolerant systems. 

A basic sensing element consists of two inverters connected 
in series, and this configuration is denoted as a Pulse-Stretching 
Cell (PSC). By setting the fixed logic level at the input of PSC, 
two transistors will always be in on state while the other two 
will be in off state. The off-state transistors are sensitive to 
particle strikes while the on-state transistors act as restoring 
elements (provide the current to compensate the particle-
induced charge). The PSCs have skewed sizing, i.e. in one 
inverter, the PMOS transistor has larger channel width than 
NMOS transistor, while in the other inverter the NMOS 
transistor has larger channel width than the PMOS transistor. 
To achieve sufficiently large sensing area of a PSC and thus 
increase the probability of particle strikes, the off-state transis-
tors should have as large channel width as possible. On the 
other hand, to decrease the restoring current and thus increase 
the sensitivity, the on-state transistors should have small 
channel width and large channel length. Furthermore, the 
skewed sizing ensures that the SET pulse induced in the PSC is 
stretched as it propagates through the chain. Therefore, even the 
low energy particles can results in observable SETs. A detailed 
description of the transistor sizing for the PSC can be found in 
[36 – 38].  

Using a single PSC is generally not sufficient because the 
two sensitive transistors still have quite small sensing area. The 
sensing area can be increasing by connecting an appropriate 
number of PSCs in series or in parallel. In serial configuration, 
two detector versions are possible: (i) a long chain of PSC or 
(ii) a number of shorter PSC chains connected by an OR tree. 
In parallel configuration, the number of PSC that can be 
connected in parallel is limited due to the loading effects, i.e. a 
large number of PSCs in parallel reduces the sensitivity. Thus, 
a number of arrays made of PSCs connected in parallel have to 
be employed, as illustrated in Figure 6. The serial configuration 
is suitable only for measuring the SET count rate because the 
SET pulse width changes very little over a wide range of LET. 
On the other hand, the parallel configuration enables to capture 
both SET count rate and SET pulse width variation. 

Both configurations have been evaluated with SPICE simu-
lations, using the bias-dependent current model to simulate SET 
effects. The analysis was performed for IHP’s 130 nm CMOS 
technology. It was shown that with large off-state transistors 
and small on-state transistors, the threshold LET is below 0.2 
MeVcm2mg-1. This is lower than the threshold LET of standard 
logic cells and the LET of common particles encountered in 

space. For the parallel configuration depicted in Figure 6, the 
SET pulse width changes by approximately 550 ps in the LET 
range from 1 to 100 MeVcm2mg-1, whereby the maximum SET 
width is in the order of several ns. On the other hand, in the 
serial configuration the output SET pulse width is directly 
proportional to the number of cascaded PSCs and can be from 
hundreds of ps to hundreds of ns. Therefore, the pulse-
stretching detector is expected to have faster response than the 
SRAM-based detectors. Moreover, the pulse-stretching dete-
ctor is immune to error accumulation because of the transient 
nature of SET effects.  

 
Figure 6: Particle detector based on arrays of PSCs connected in 

parallel  

Figure 7 illustrates the general architecture of the processing 
logic for the particle detector composed of parallel arrays of 
PSCs illustrated in Figure 6. The outputs of all pulse-stretching 
arrays are connected to a standard OR-tree to obtain a single 
output, which is then interfaced to the processing logic. An SET 
induced in any array will propagate to the output of the OR-tree 
and then further through the SET filters and respective SET 
counters. The SET filters allow the propagation of SET pulses 
within predefined pulse width ranges. Thus, the corresponding 
counters store the number of detected SETs with the predefined 
pulse widths. The control unit reads the current state of all 
counters, stores the acquired results in register file, and resets 
periodically the counters. The standard hardening measures can 
be applied to the processing logic. 

 

Figure 7: Readout circuit for pulse-stretching particle detector based 
on parallel PSC arrays 
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V. COMPARISON OF PARTICLE DETECTORS 

Based on the published results, a comparative analysis of 
the discussed particle detectors in terms of six performance 
metrics is presented in Table 1. The advantages and dis-
advantages of each detector type should be carefully considered 
in selecting the appropriate detector for a particular application. 
For the space applications where the self-adaptive dynamic 
fault tolerance is required, it is important to integrate the 
particle detector in a single chip with the target system. This 
enables to sense directly the radiation to which the target system 
is exposed. In that context, the two detectors proposed in our 
previous work offer essential advantages over the state-of-the-
art solutions. 

The main advantage of embedded SRAM-based detector 
over all other solutions is that it serves as a standard data storage 

memory in a target system. This results in negligible area and 
power overheads since the existing on-chip resources are used 
for particle detection. As a result, the cost of implementation is 
lower compared to other solutions. In addition, the possibility 
of detecting the permanent errors is important advantage over 
all other detectors, as none of the existing solutions supports 
this functionality. 

 On the other hand, the particle detector based on the pulse- 
stretching inverter chains offers the possibility to measure the 
LET variation, which is possible also with diode and 3D NAND 
flash detectors. However, compared to these detectors, the 
pulse-stretching detector employs simple digital processing 
logic, which minimized both the area and power overheads and 
thus the overall cost. Moreover, the immunity to multiple errors 
is an advantage over the conventional SRAM detectors.                              

 
Table 1: Comparison of particle detectors 

Type of detector 
Probability 

of false 
alarms 

Complexity 
of readout 

logic 

Hardware/ 
power 

overhead 

Sensitivity 
to multiple 

errors 

Ability to 
monitor LET 

variation 

Additional 
functions 

Built-in current detector Moderate Low Medium No No No 

Acoustic wave detector Moderate Moderate Medium No No No 

Diode detector Low High High No Yes No 

Stand-alone SRAM detector Low Low High Yes No No 

3D NAND flash detector Low High High No Yes No 

Embedded SRAM detector Low Low Low Yes No 
Data storage and 

detection of 
permanent errors 

Pulse-stretching detector Low Low Medium No Yes No 

 

VI. APPLICATION SCENARIO: SELF-ADAPTIVE QUAD-CORE 

PROCESSING SYSTEM 

To illustrate the operation of a self-adaptive fault-tolerant 
multiprocessing system with a built-in particle monitor, we 
have chosen a quad-core platform as an example.  

 
Figure 8: General architecture of a self-adaptive quad-core 

processing platform 

The block diagram of the self-adaptive fault-tolerant quad-
core system is illustrated in Figure 8. The basis of the system is 
the Waterbear framework controller, which enables to select 
the three main operating modes [4]:  

• High performance mode: the multiprocessor operates as 
a common multiprocessor, i.e. each core executes its own 
task. This mode is selected according to the application 
requirements. 

• Destress (or low power) mode: a single core is operating 
while the others are clocked- or powered-off to reduce 
aging and save energy. The anti-aging technique known as 
Youngest-First Round-Robin (YFRR) core gating [39] is 
employed to de-stress the operating core by transferring the 
workload to a resting core. This is done periodically and 
with the help of special aging monitors embedded in each 
core [40]. 

• Fault tolerance mode: the processing cores are coupled 
into various fault-tolerant configurations such that they are 
executing each instruction simultaneously. The voting is 
performed in each cycle by a voter unit which initiates the 
actions (e.g. interrupt request or reset) when the mismatch 
between the core outputs is detected [4]. 
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During operation under radiation exposure in space, the 
particle monitor generates the information on the SET or SEU 
count rate and LET (if the chosen detectors supports the LET 
measurement). The SER calculator processes the information 
from the particle detector to determine the real-time SER 
variation of the multi-core system. The SER calculator can be 
extended with a hardware accelerator module for prediction of 
SPEs, at least one hour in advance, based on the supervised 
machine learning, as detailed in [41, 42]. This functionality 
allows for the early detection of the increasing radiation level 
(which results in increased SER) and timely activation of the 
respective fault-tolerant mechanisms. 

Based on the measured or predicted SER, various fault-
tolerant solutions can be applied at the core level to achieve the 
radiation hardness, such as: 

• Supply voltage and frequency scaling: By increasing the 
supply voltage and decreasing the operating frequency, the 
SER is reduced at the cost of increased energy consum-
ption and reduced processing speed. This approach can 
provide limited improvement in SER, which could be 
valuable at low and medium level radiation levels. In this 
case, either all cores are engaged in parallel processing or 
some of them may be switched off. 

• Double modular redundancy (DMR): In this mode, the 
four cores can be divided into two pairs of DMR cores, 
such that the system is essentially operating as a dual-core 
system with enhanced fault tolerance. This approach is 
useful under medium radiation exposure, but the drawback 
is the reduced processing speed. 

• Triple modular redundancy (TMR): In this mode, three 
cores are coupled into a TMR configuration while the 
fourth core is powered off. Thus, the system operates as a 
single core with the highest level of protection under high 
radiation levels. The main drawback of this approach is the 
reduced processing speed because all cores perform the 
same task. 

The concept illustrated in Figure 8 is flexible and can be 
adopted to a larger number of cores with minor modifications 
of original design. To accommodate the particle detector and 
SER calculator, the original framework controller design 
requires the addition of an interface for processing the data from 
the added modules. If the platform is applied to a many-core 
system, the DMR and TMR configurations can be implemented 
on multiple groups of processing cores. For example, in an 
assumed 8-core system would be possible to have two TMR 
blocks operating as a dual-core processor, thus achieving the 
high level of fault tolerance and at the same time providing 
enhanced performance. This concept has been verified on an 8-
core 32-bit chip demonstrator designed and manufactured in 
IHP’s 130 nm bulk CMOS technology [5]. 

The main benefit of the multi-core approach in terms of 
fault tolerance is that the inherent hardware redundancy is used 
as a basis for achieving the fault tolerance. The processing cores 
are considered as redundant only in the fault tolerance mode 
while in the high performance mode they are employed for 
multiprocessing. As a result, the area overhead is minimal and 
is related only to the additional logic that is needed for selecting 
the fault tolerance modes. 

VII. CONCLUSION AND FUTURE WORK 

In this work, the comparative analysis of several solutions 
for detection of energetic particles responsible for soft errors in 
integrated circuits is presented. The comparison was performed 
based on the requirements for the online particle detection in 
the self-adaptive fault-tolerant systems for space applications. 
Beside the five state-of-the-art semiconductor particle detectors 
(diode-based, SRAM-based, bulk built-in current, acoustic 
wave and 3D NAND flash detectors), we have introduced the 
two detector concepts which have resulted from our ongoing 
research – the embedded SRAM-based detector and the pulse- 
stretching detector. The comparative analysis has shown that 
the two proposed solutions have remarkable advantages over 
the existing particle detectors regarding the self-adaptive fault 
tolerance applications. 

Future work will be directed towards experimental valida-
tion of the two proposed particle detectors. To this end, it is 
necessary to conduct the irradiation campaign with the detector 
prototypes, in order to calibrate their response and determine 
the optimal design specifications. 
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Abstract—Cryptography plays a key role in all the aspects
of today cybersecurity and any cryptographic approach relies
on cryptographic keys, i.e., series of bits that determine how a
plain text is encrypted and decrypted, according to an agreed
algorithm. The secrecy and security of an encryption key are
thus crucial and fundamental: if the cryptographic key is com-
promised and known, everyone can decrypt a text encrypted ac-
cording to the strongest encryption algorithm. As a consequence,
several Key Management Systems (KMS) have been developed
to easily support the management of cryptographic keys, whose
number is constantly increasing, due to the amount of devices
and communications that take place today, even in very restricted
contexts. SEkey is a key management system developed targeting
a distributed environment, where it is possible to identify a single
central manager that acts as a Key Distribution Center (KDC)
and many users that locally store and manage their own keys.
Users, to a certain extent, can also work ‘offline’ without being
always in direct communication with the central manager. SEkey
is built leveraging the functionalities and physical properties of
the SEcubeTM Hardware Security Module (HSM). All the key
values and critical information are stored inside the SEcubeTM

and never leave the device in clear, and all the cryptographic
operations are performed by the SEcubeTM itself. The guidelines
provided by NIST where followed during the whole development
process, guaranteeing all the most important security features
and principles.

I. INTRODUCTION

The increase in the number of connected devices, that has
been taking place for several years now, is posing several
security challenges by considerably enlarging the cyber attack
surface. The quantity and quality of data exchanged every
second among people and various devices is increasing at an
exponential rate, making it mandatory to secure them.

Cybersecurity is a term that includes several concepts, but
the fil rouge that connects them all is cryptography. As defined
by NIST [4], cryptography is the discipline that embodies
the principles, means and methods for the transformation of
data in order to hide their semantic content, prevent their
unauthorized use ore avoid their undetected modification. This
data transformation process takes place through mathematical
operations, more or less complex, that combine together the
input data, usually referred to as cleartext, and the crypto-
graphic key to obtain the modified data as output, what is
usually referred to as ciphertext.

The cryptographic key is a parameter used in conjunction
with a cryptographic algorithm that determines its spectrum
of operation [7]. Drawing a parallel with everyday life, the
role of a cryptographic key is similar to the key of a lock.
Locking is like data encryption while unlocking is like data
decryption and, just as in the case of a lock, also in cryptog-
raphy protecting the key is of paramount importance: even in
presence of the best encryption algorithm, if the cryptographic
key is compromised and everyone knows it, then everyone can
access the encrypted data.

Nowadays the amount of keys and the requirements for their
security make it practically impossible to manage them by
hand; for this reason the so-called Key Management Systems
(KMS) were born, applications that aim to automate and
simplify the management of cryptographic keys in highly
complex contexts.

In this paper we present SEkey, a mixed hardware-software
Key Management System, leveraging on the SEcubeTM1 Hard-
ware Security Module (HSM). SEkey is designed and devel-
oped having in mind a distributed ecosystem where each entity
gets its own SEcubeTM device. Each SEcubeTM is in charge of
securely storing all the encryption keys and of providing all the
security primitives for securely managing keys and performing
cryptographic operations. This allows to never expose the
actual key value outside of the device when performing crypto
operations. In addition, during the key distribution process,
keys are over-ciphered with a unique key shared only by
the administrator and the user that receive the update. Inside
SEkey, two roles are available: the security administrator and
the user. The former is in charge of distributing keys and
synchronising all the SEcubesTM, while the user passively uses
its device for security purposes, everything related to the key
management being automatically handled by the SEcubeTM

device.
The paper is structured as follows: the next section intro-

duces a brief overview on the SEcubeTM project and device.
In the second section a brief analysis of the SOA on different
types of KMS is proposed and the most important guidelines
from the NIST for KMS development are reported. Then the
implementation details and the most relevant features of SEkey

1https://www.secube.eu/
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are presented, concluding with possible improvements and
future works.

II. THE SECUBETM OPEN SECURITY PLATFORM

The SEcubeTM Open Security Platform [18] leverages on
the functionalities of the SEcubeTM SoC to provide a security-
oriented open software and hardware platform. The SEcubeTM

SoC, developed by the Blu5 Group Company, includes three
main cores:

• A STM32F4 microcontroller unit, equipped with an ARM
Cortex-M4 processor.

• A reconfigurable hardware device (FPGA).
• An EAL 5+ certified Smart Card.

A 3D packaging of the three components and a set of custom
technological solutions improve the resiliency to side-channel
attacks [5] and to attempts to exfiltrate data from the device.

The SEcubeTM platform is equipped with set of high-
level APIs that abstract complex concepts of cybersecurity
and cryptography [19], designed to ease the development
of high security applications. Among the others, the open
source libraries [8] include SEfile [9] and SElink [8], aimed at
protecting data at rest and data in motion, respectively [20].
In particular, SElink provides a set of API that can be used
to securely handle communications channels via end-to-end
encryption, whereas SEfile provides a set of API for handling
files in a secure way, allowing secure implementations of the
most common system calls of the Posix Portable Operating
System Interface and WIN32. These APIs are a simplified
version of these system calls, not exposing all the functionali-
ties provided by them, but managing internally all the security
operations required to handle encrypted files.

III. BACKGROUND

A. Key Management Systems Overview

Key Management Systems can be clustered according to
different categories, including the way they are provided to
the customers, the organization of the Key Distribution Center,
and their key storage facilities.

According to the way a KMS is provided to the customers,
four categories are mostly used: software, virtual, appliance,
and service [6].

A software KMS is purely software-based and either imple-
ments its own protocol or is compliant with standard ones.
The software runs on an Operating System (OS) that is
hosting the KMS (typically, a server built by the customers
to accommodate the KMS software).

A virtual KMS is a pre-installed virtual machine that runs
the KMS software in a virtualised environment. The hardware
where the VM runs is not shipped with the MKS and is under
control and responsibility of the customers.

An appliance KMS is an integrated hardware-software so-
lution. In this case both hardware and software are provided
to the customer and they can be, for example, a server
with certified hardware and software or a KMS running or
leveraging on a hardware security module.

Type Pros Cons

Software

Wide compatibility HW and OS provided by cus-
tomer

Runs on pre-existing hardware Hardware may not be certified
Runs on common OS OS may not be certified
Easy to fix and update Usually weaker

Virtual

Wide compatibility HW provided by customer
Runs on pre-existing hardware Hardware may not be certified
Easy to run multiple installa-
tions

Usually weaker

OS provided with the KMS Virtualization overhead
Easy to fix and update

Appliance

HW and SW provided with the
KMS

Lower flexibility

Turnkey installation Difficult to fix or update
All-in-one solution HW limitations
Usually more secure Usually more expensive

Service

No installation required Keys stored in the cloud
Easy to use No physical control
No local resources required
Flexible in terms of usage and
payments

TABLE I
PROS AND CONS OF DIFFERENT KINDS OF KMS [6]

A service KMS is a cloud-based solution that can be used
by the customers without the need of a specific hardware
or infrastructure. This approach is also known as KMS-as-
a-service and it is one of the most used solutions due to its
flexibility and its migration capabilities.

Table I summarises pros and cons of each solution.
When categorised according to their Key Distribution Center

(KDC), i.e., the entity responsible for distributing keys, key
management systems are usually clustered as distributed,
centralized and decentralized [14]. A centralized KMS is built
around a single central entity that is in charge of managing
the keys and distributing them to all the users. In a distributed
KMS there is no single master entity and each user of the
KMS manages her/his own keys and uses contributory key
agreement protocols [2] to cooperate and contribute, with all
other members of the group, to the creation of a shared key. In
a decentralized KMS users are split into several smaller sub-
groups, each managed by an appointed manager who can, in
turn, refer or not to a manager of the entire KMS.

With respect to the adopted key storage solution, KMS’s
are usually defined as centralised or distributed [10]. In the
former case all the keys are stored by the master entity of the
KMS that is in charge of providing secure storage for all of
them, whereas in the latter one each user is in charge of storing
her/his own keys in a secure way and should be provided with
all the tools necessary to fulfil this requirement. An example of
distributed KMS can be the Apple Secure Enclave Processor
(SEP) [13] an isolated component from the main processor that
provides secure storage for critical information, finger print,
cryptographic keys, etc. but also cryptographic primitives for
the main system.

B. NIST Recommendation

US NIST plays a key role in providing guidelines and
recommendation for Key Management and KMS development
[3], today widely and extensively adopted by the implementers
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Fig. 1. Key State and Transactions

of KMS’s worldwide. In the sequel we briefly recall some
of the most significant issues pointed out in the NIST’s
documents.

Key life cycle: at any given point in time, a key is
characterised by a specific state [3] that determines how the
key can be used. Figure 1 shows the different states and the
permitted transitions among states.

• Pre-activation: when a key is created it enters this state
and it cannot be used until “activated”.

• Active: in order to be used, a key must be in this state.
• Suspended: when in this state, the key cannot be used,

but it can be activated again.
• Deactivated: the key can be used only to decrypt, but no

longer to encrypt. When a key is replaced by a newer
one, it is still needed for decrypting data encrypted by it.

• Compromised: this is a warning state. It means that the
key is, or may be, compromised due to, for example, a
data breach; the key can still be used for both encryption
and decryption but with particular care. A compromised
key cannot be reactivated.

• Destroyed: when in this state, the key is completely
removed from the system.

Cryptoperiod is the time span during which a specific key
can be used. This quantity is extremely important and it is
strictly related to the security of a cryptographic key, the more
a key is used, the more frequently it must be updated in order
to lower the chance for it to be compromised.

Physical and logical access protection this is of paramount
importance for the KMS. Access to keys must be protected
physically and logically to avoid any disclosure of critical
information, unwanted modifications, unauthorised usage or
access. For the physical protection, NIST suggests the adop-
tion of custom hardware solutions, such as hardware security

modules. Logical protection measures include encryption, au-
thentication, integrity checks, access control, and accountabil-
ity.

Physical and logical separation of roles for the actors
within the KMS. Access to physical assets, such as, key
servers, backup servers, etc. must be limited and monitored.
Similarly, from a logical perspective the adoption of different
privilege levels can be used to limit the access to critical
features of the KMS:

• Separation of Duties: no user in the system should
have enough privileges to be able to misuse the system.
Critical functionalities are split among different members
to prevent a single user from having enough information
or privileges to maliciously damage the whole system.

• Least Privilege: each member or actor of the system is
given the least amount of access privileges that allows
she/he to perform her/his jobs.

All the above guidelines and principles have been strictly
followed and adopted during the design and implementation
of the SEkey KMS.

IV. SEKEY

In this section we introduce the basic features of SEkey,
a KMS that leverages on the features and functionalities
provided by the SEcubeTM hardware security module. In
particular we shall focus on (i) SEkey general architecture,
(ii) the concept of User Groups, (iii) the different roles within
the KMS, (iv) how the SEcubeTM is profitably employed, (v)
the internal structure of SEkey, (vi) the cryptographic keys
distribution mechanism, and (vii) the key management feature.

A. SEkey General Architecture

As shown in Figure 2, SEkey manages and distributes
cryptographic keys shared among users who are clustered
in groups [20], each one being characterised by a custom
security policy. The KMS is controlled by an administrator
who interacts with the users by means of APIs performing
a wide range of actions, such as creating and distributing
cryptographic keys, creating and managing users and groups,
etc.
A peculiar aspect of SEkey is that each user is forced to
make use of a dedicated SEcubeTM device, thus implementing
a distributed architecture wherein the cryptographic keys are
automatically delivered to the users, who securely store them
inside their SEcubeTM devices. Therefore, the users make use
of the KMS together with their SEcubeTM devices in order to
secure the data they need to exchange or store.

B. User Groups

At the core of SEkey there is the notion of group [20], which
is the fundamental component used to control the users and
the access to the cryptographic keys. Each group consists of an
arbitrary number of users and cryptographic keys. Every user
of SEkey belongs to a specific set of groups; similarly, each
cryptographic key of the KMS is owned by a specific group. A
user may belong to several groups, therefore the intersection
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Fig. 2. SEkey General Architecture

of multiple groups may not be empty. On the other hand,
the ownership of cryptographic keys is fixed; a key is always
owned exclusively by a single group, without any possibility
of changing the owner. Notice that the ownership of a key is
always referred to a group, never to a single user.
The users gain access only to the cryptographic keys owned
by the groups to which they belong; therefore, group members
can encrypt shared information using the group cryptographic
keys. Two users can share encrypted information only if both
belong to at least one group, meaning that they both have ac-
cess to (at least) one common encryption key. Moreover, each
group is associated with a set of security policies, detailing
specific rules to be followed when managing the security of
that specific group. These include, among the others, details
about the criptographic algorithms to be adopted, the resource
(software, hardware, smart card) to be used for cyphering, the
default cryptoperiod of the keys, the schedule of their updating,
and so on.

This hierarchy is based on a simple concept: the smaller
the group, the higher its security [20]. This idea arises from
the assumption that a smaller group involves a reduced num-
ber of individuals, therefore the security risks are inherently
mitigated because the surface available for a cyber attack is
greatly reduced and the sensitive information is shared among
a smaller number of people.

C. Roles of the Involved Actors

Actors operating in the SEkey KMS acts either as ad-
ministrator or as user. Each role is fixed, meaning that the
administrator is not a user and the users cannot act as the
administrator.
The administrator plays a key role, being the only one having
the privilege to modify the configuration of the KMS (i.e.,
create, distribute, destroy cryptographic keys) and to set up and
update groups and users, defining their security perimeters and
policies. The SEcubeTM device of the administrator contains

all the informations managed by the KMS, including all the
cryptographic keys; this mainly allows the system to recover
from faults that may occurs on the user side. Following the
“need-to-know” principle, the administrator shares with the
users only the minimum necessary set of information: for
example, a user ignores the existence of other people outside
of his groups.

Users play a passive role, they can use the KMS but are
not allowed to perform any change, neither in the system
configuration nor in the involved keys. A user can, in fact,
access its own set of cryptographic keys, only; moreover, each
key can be used to perform cryptographic operations towards
specific recipients only. A user is unable to perform operations
which have not been authorized by the administrator (e.g.,
communicating with users with whom he has got no group in
common).

D. SEkey Internal Structure

SEkey, in addition to cryptographic keys, requires to prop-
erly manage additional information and metadata which are
essential to the system management. To effectively and ef-
ficiently tackle this issue, each user of SEkey is given a
private instance of the SEcubeTM device, which is used to
store these critical information items in different locations.
In particular, keys are stored in the internal memory of the
SEcubeTM devices in order to guarantee the highest level of
physical protection, whereas the metadata are stored into its
MicroSD card. The main reason for this separation is that the
size of the internal flash memory of the SEcubeTM device is
limited to 2 MB, thus it has been reserved to the cryptographic
keys.

All the cryptographic primitives are executed by the
SEcubeTM itself, the user (and administrator as well) only gets
the output of those operations, such as encrypted or decrypted
data, computed signatures and so on. Moreover, the firmware
of the device exposes neither any function to read the content
of the internal memory nor the key values in clear, granting
a good level of isolation from the main system. In a way
similar to the concept of tokenisations [11] [12], used in digital
payments, where credit card numbers are not sent directly,
but instead a mathematically unrelated identifier is shared.
Only when the payment has to be processed the unique ID is
substituted with the corresponding credit card number; outside
of the HSM each key is referred through its own Unique ID. It
is, hence, impossible to retrieve actual key values because no
trace of them can be found anywhere else except the internal
memory of the SEcubeTM devices.

Since the metadata about keys, users, and groups are stored
into a MicroSD card, a different strategy is required to grant
a suitable level of security and protection. This alternative
strategy relies on SEfile (see Section II): a library of the
SEcubeTM Open Source SDK that allows to encrypt files and to
work with them while keeping everything constantly encrypted
on disk. SEfile works together with the open source SQLite2

2https://www.sqlite.org/index.html
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database engine in order to implement a library called ‘Secure
Database’. In this library, specific for the SEcubeTM device,
the SQLite database engine has been tweaked to work on a
constantly encrypted database while granting confidentiality,
integrity and authentication of the DB files thanks to the
cryptographic primitives provided by the SEcubeTM device.

In addition, SEcubeTM is protected by a pair of PIN codes
that must be used to access the functionalities provided by the
device. Each PIN code is unique to a given SEcubeTM and it
is associated with a specific privilege level, admin and user.
The PIN codes of each SEcubeTM are set during the physical
initialization of the device, which takes place before the HSM
being physically handed to the user or to the administrator.
The PIN codes of the SEcubeTM devices are not related to the
actual role of the actors of the KMS. Their only purpose is
to stop unauthorised people from accessing the functionalities
of the device or limiting the features exposed by the firmware
of the SEcubeTM to boost the overall security of the system.
Following the Least Privilege paradigm (see Section III-B),
only the minimum amount of information required by each
involved actor to perform its operations, is disclosed [15]. For
example, each user is provided only with the PIN that grants
access to the user privilege level of his SEcubeTM device while
the PIN for the admin level is kept secret inside the SEcubeTM

of the administrator.

E. System Update and Cryptographic Key Distribution

Fig. 3. Update Distribution

Having a distributed architecture where the SEcubeTM de-
vices of the users store locally every information that is
required for the correct functioning of the KMS, a dedicated
secure protocol to share and distribute the data (i.e. groups up-
date, the cryptographic keys and so on) from the administrator
to the users is required.

The distribution of the data is always initiated by the
administrator, who automatically pushes the data to the users;
then the users process these data and store them inside their
SEcubeTM devices.

This mechanism requires a very simple underlying in-
frastructure (Figure 3) that relies on update files generated
specifically for each user of the system. The update files are
encrypted with a key that is known only to the administrator

and to the recipient; thus, a secure end-to-end channel is
implemented between the host computers of the involved
parties. Whenever a new update file is generated by the
administrator of SEkey, it is written to a non-volatile memory
support that must be accessible also to the users. This non-
volatile memory could be anything ranging from a shared disk
in a LAN to a cloud service, the only requirement being that
all parties involved in the KMS must be able to access to it.
SEkey is configured to automatically generate the update files
from the administrator side, and to automatically process them
from the user side. The update files contain every data that a
given user is entitled to store into her/his personal SEcubeTM.
When SEkey needs to share a cryptographic key from the
SEcubeTM of the administrator to the SEcubeTM of a user, that
key must be exported from the HSM of the administrator and
written to the update file of the user. The encrypted channel
implemented by the update file is not sufficient to protect the
key because its value would still be visible to the administrator
(the plaintext content of the update file is initially built in
the host computer of the administrator, then it is encrypted
by the SEcubeTM and finally written to the update file). In
order to solve this problem, SEkey implements an additional
encrypted end-to-end channel, created inside the update file.
This channel is built directly between the SEcubeTM devices
of the involved parties (administrator and user), it allows to
export a key from the SEcubeTM of the administrator only if
that key is already wrapped with another key (which is unique
for each user). In this way, the key is already exported outside
of the SEcubeTM in an encrypted format, guaranteeing that
even the administrator cannot see its real value. When the
SEcubeTM of a user receives a wrapped key, it removes the
wrapping and stores the key inside its flash memory, never
exposing the real value of the key outside of the HSM.
From a physical point of view, the generation of the cryp-
tographic keys managed by the KMS is always performed
inside the SEcubeTM of the administrator using a True Random
Number Generator embedded in the SEcubeTM MCU [16],
guaranteeing that each key is random and secure.

F. Key Management Features

The ultimate goal of a KMS is to manage the life cycle of
the cryptographic keys. In this sense, each key is characterised
by several properties, the most important being the cryptope-
riod and the state (see Section III-B).

The cryptoperiod states how long a key can be used to
encrypt data. It can be set, by default, to the value specified by
the security policy of the groups that owns the key. However,
it could be set to a smaller value when needed; values higher
than the default one are not allowed.

The state, instead, determines the current condition of the
key. For example, a key can be used to apply cryptographic
protection (encrypt data) only if it is in the active state; on the
other hand, it can be used to decrypt data also if it is not active.
Some states, such as destroyed and compromised, always
prevent SEkey from using a key due to security reasons.
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Depending on its cryptoperiod and on its state, a key may
be eligible for usage. SEkey automatically manages a portion
of the life cycle of each cryptographic key, for example it
deactivates the keys whose cryptoperiod is expired and it has
built-in protection mechanisms to prevent the usage of keys
depending on their current state.

When an application needs to perform an encryption op-
eration, it can simply call an API of the KMS that returns
the unique identifier of the most secure key to be used,
then that identifier is passed to the encryption APIs of the
SEcubeTM. The most secure key to be used in a given situation
is determined by the list of the recipients of the data to be
encrypted. Here comes into play the concept of group (see
Section IV-B) so if a user needs to encrypt a message that
must be sent to another user, SEkey will automatically search
a usable key belonging to the smallest group in common
between all the parties involved in the communication, because
a smaller group is considered to be safer. The same holds if
a user wants to encrypt data for private usage, for example
before storing them on a cloud server. In that case the user
will specify himself as the only recipient, so SEkey will search
for a usable key belonging to a group where that user is the
only member.

In addition to the keys managed by the KMS, additional
cryptographic keys are required to properly manage the sys-
tem. These keys are not under the direct control of the KMS
or the administrator, but are generated automatically by the
system. are not visible to the user, and are used to encrypt
data locally to each SEcubeTM. For example, every SEcubeTM

generates a unique key that is used to encrypt the metadata
database of SEkey.

V. CONCLUSIONS

In this paper, SEkey was presented, a key management
system that leverages the peculiar features and functionalities
of the SEcubeTM hardware security module to provide all what
is required to securely manage cryptographic keys.

During the design of SEkey, all the most important security
dictates provided in the NIST guidelines were followed. Each
key is associated with a cryptoperiod and a state. Seven
different states are used to determine the type of operations
that a key can perform. Moreover, following the ‘Least Privi-
lege’ principle two actors with different privileges have been
identified in the KMS, the administrator and the user: the
former having the full privilege to perform any modification to
the KMS data while the latter can just use the KMS passively
without any authority to make changes.

The SEkey KMS is based on a distributed structure and its
users are organised according to a particular hierarchy that pro-
vides multiple groups, each characterised by specific security
policies. Users can communicate and share information with
each other by means of symmetric cryptographic keys shared
within the group. Each actor in the KMS has its own SEcubeTM

HSM and all the cryptographic keys and critical items are
stored securely in the internal device flash memory. Moreover,
all the cryptographic primitives are provided by the SEcubeTM

itself, hence keys never leave the device when performing
crypto operations and are never exposed in clear. The keys
that are distributed by the administrator are over-encrypted
with a unique key shared only between the administrator and
the user who must receive them. To limit the use of the device
internal memory, all the metadata handled by the KMS are
saved, on a MicroSD card connected to the SEcubeTM, in
an always encrypted database, thus guaranteeing the integrity,
confidentiality and authenticity of these data. Since the internal
memory of SEcubeTM is limited to 2MB available, the adopted
approach allows storing inside a single flash memory sector
(128KB) up to 4096 different keys (assuming a key size of
256 bits).

As far as future improvements there are the following
aspects are going to be tackled in the near future:

• Management of session keys: keys that can be generated,
used and dismissed within a group when there is the need
of instantiating a communication channel. In this way
it is possible to better separate keys that can be used
to cryptographically secure data at rest (e.g., files) and
data in motion (e.g., calls). Groups can internally manage
the creation of these type of keys, using for example a
contributory key agreement protocol, without querying
the central manager.

• Improvement in the internal flash memory management of
the device: since flash memories have a limited amount of
write operations that can be performed, having to replace
every now and then keys inside it can quickly wear out
memory.

• Implementation of a PUF inside the device: this can be
used either as a strong private cryptographic key, used
for example for the metadata database encryption, or as
a unique key shared by the administrator and each user
used for the encryption of SEkey update messages.

• Addressing the problem of non-repudiation in group en-
cryption. Methodologies exists involving either asymmet-
ric encryption, such as Ring Signature [21] or Threshold
Signature [1], or symmetric encryption such as the use
of trusted third party top provide a One Time Password
to be used in the signing process [17].
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Abstract—In a world where cybersecurity is becoming increas-
ingly important and where the lack of workforce is estimated in
terms of millions of people, gamification is getting a more and
more significant role in leading to excellent results in terms of
both training and recruitment.

Within cybersecurity gamification, the so-called Capture-The-
Flag (CTF) challenges are definitely the corner stones, as proved
by the high number of events, competitions, and training courses
that rely on them. In these events, the participants are confronted
directly with games and riddles related to practical problems of
hacking, cyber-attack, and cyber-defense.

Although hardware security and hardware-based security
already play a key role in the cybersecurity arena, in the
worldwide panorama of CTF events hardware-based challenges
are unfortunately still very marginal.

In the present paper, we focus on hardware-based challenges,
providing first a formal definition and then proposing, for the
first time, a comprehensive taxonomy. We eventually share expe-
riences gathered in preparing and delivering several hardware-
based challenges in significant events and training courses that
involved hundreds of attendees.

Index Terms—cybersecurity, education, gamification, capture-
the-flag, challenges, hardware, hardware security.

I. INTRODUCTION

In recent times, the world is experiencing a digital revolution
that leaves no aspect of our life uncovered. Our job, the
management and purchase of good and services, and even the
organisation of our free time inevitably rely on constantly-
connected digital devices. As a consequence, the issue of data
security can no longer be ignored and it must be addressed
at every level, from the awareness rising of any citizen, up to
the massive investments by public and private sectors in order
to increase the number of available experts in cybersecurity.
Today, we see a very strong push towards hiring Research
and Development specialists in cybersecurity, in a plenty of
fields and domains. The number of projected unfilled jobs
worldwide in cybersecurity has recently been estimated in
3.5 M by 2021 [18]. Such a huge number definitely requires
a significant push by institutional education centers such as
schools and universities. Nevertheless, even if the number of
dedicated academic courses, BS and MS curricula is growing,
they still lack a practical imprint, on which the attackers are
instead very well prepared [27]. Without a significant effort in
this direction, presenting cybersecurity from theory-oriented
point of view is likely to appear as boring and therefore not
attractive to many students.

An important different paradigm in cybersecurity teaching is
the one heavily exploiting gamification [30] [35]: students are
asked to directly face security problems by solving riddles and
challenges related to the breakdown or the decryption of soft-
ware, communication systems or devices, or by implementing
countermeasures to prevent attacks by opposing teams. Within
cybersecurity gamification, the so-called Capture-The-Flag
(CTF) challenges are definitely the corner stones, as proved
by the high number of events, competitions, and training
courses that rely on them. In these events, the participants are
confronted directly with games and riddles related to practical
problems of hacking, cyber-attack, and cyber-defense. CTF
challenges are the basis of the so-called Capture-The-Flag
(CTF) competitions, where the aim is in fact to extract from the
challenge a unique string, the flag, which certifies the success.

The results of the CTF in terms of education and creation
of new practical knowledge have been recognised by various
studies [29] [43] [39], also in relation to their adoption in the
context of university courses on computer security [34]. CTF
competitions are therefore a valid approach to try to fill the
workforce gap, mainly thanks to their attractive power among
new generations and to their ability to make participants
develop their adversarial thinking, which has proved to be
essential in defending infrastructures from malicious cyber-
attacks [42].

On the basis of these considerations, the Italian CINI
Cybersecurity National Laboratory1 has been developing the
CyberChallenge.IT2 program since 2017. CyberChallenge.IT
is, in fact, the main Italian initiative aiming at identifying,
attracting, recruiting, and placing the next generation of IT
security professionals, thus seeking to reduce the lack of IT
workforce at the national level. Its target are young talents
(aged 16-23) and the 2020 edition has involved more than
4,400 of the best students who live and study in Italy. To
create and grow such a community of young cyber-defenders,
the program offers training opportunities to stimulate interest
in STEM disciplines and, in particular, in information and
computer security. Participants also have the opportunity to
get in direct contact with IT companies working in the field,
which actively contribute to their orientation and professional
training. The program combines traditional training activities

1https://cybersecnatlab.it/
2https://www.cyberchallenge.it/
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with a gamification-oriented approach which requires the
participation in on-line competitions where different scenarios
of networks and real work environments are simulated. The
model is unique on the international scene; in fact, not only it
exploits gaming as an instrument for attracting young people,
but it also offers a multidisciplinary training.

The training process ends with two final competitions,
organized at the training node level and at the national level,
respectively. The former is a Jeopardy style CTF (see Section
II) run concurrently by all the attendees of all the training
nodes. The latter, which is in fact the Italian CTF champi-
onship in Cybersecurity, is an Attack-Defense style CTF (see
Section II), attended by teams of 6 members each, one per
training node, and planned each year in a specific location.
In 2020, both the competitions have been organized remotely,
due to Covid-19 restrictions. Both the competitions exploit
infrastructures in terms of servers and software applications,
completely developed in-house and managed by the Cyberse-
curity National Laboratory. Similarly, all the challenges used
in both the Jeopardy and the Attack-Defense competitions are
brand new and developed in-house. Since the 2020 edition,
students experience hardware security techniques and then
hardware-based challenges during the final competition.

CTFs usually focus on “mainstream” aspects of cybersecu-
rity, such as challenges based on web exploits in which, for
example, it is possible to exploit SQL injection [16] or Cross-
Site Scripting (XSS) [15] to retrieve the flag, or a step-based
challenge where the interaction with a command line is offered
by a vulnerable system that hides the flag, for example, in the
home folder of some user whose login needs to be cracked,
or in some software to be attacked through code injection
[17]. This prevalence is caused by the fact that these issues
are very popular, and related problems with possible defense
techniques have been studied more in depth and for a longer
time. However, it is to be pointed out that all layers of an IT
system can be subject to threats, from the highest application
layers down to the hardware level. Hardware components
are subject to intrinsic vulnerabilities and are exposed to
particular attacks [45], which can determine an even more
marked danger. In fact, hardware is not patchable as a piece
of software, and if present, the vulnerability remains until
the component is active. Furthermore, hardware is the root of
systems: if hardware is compromised, all upper layers could
be compromised as well, even if protected against web or
software attacks [26]. The theme should not be underestimated
or downgraded to a niche theme, inaccessible to most: it
should instead be included in the ecosystem of cybersecurity
education and training, included CTF competitions as well.

The present paper focuses on hardware-based challenges,
providing first a formal definition and then proposing, for the
first time, a comprehensive taxonomy. Some examples of real
challenges are then presented, each classified according to the
proposed taxonomy. We eventually share experiences gathered
in preparing and delivering several hardware-based challenges
in different environments. The sequel of the paper is organized
as follows. Section II provides a general background on CTF

competitions; Section III details hardware-based challenges
and proposes a new taxonomy, as well as an overview of
the hardware-based challenges proposed in some famous CTF
competitions around the world; Section IV reports some ex-
amples of hardware-based challenges implemented this year
during the CyberChallenge.IT event; Section V concludes the
paper.

II. BACKGROUND ON CTF COMPETITIONS

A Capture-The-Flag challenge is a game in which the goal
is breaching into one or more vulnerable IT assets (websites,
files, databases, network devices, hardware devices, and so
on) to guess or get a flag [32]. The flag is a unique string,
decided by the organizers and formatted in a competition-
specific manner, which certifies the success in the challenge.
Individuals or teams participating to CTF competitions get
points for each correct flag submitted to the competition
organisers, and the winner is usually the individual or team
owning the highest number of points at the end of a given
predefined time slot.

Three main different CTF challenge types exits, based on
execution modalities and involved actors:

• Jeopardy: Participants are asked to face a vulnerable
system which hides the flag. The flag can be “captured”
by exploiting the vulnerabilities that have been artificially
inserted into the system by the competition organizers.
Participants may be grouped in teams, but there is no
interaction among the teams. The only opponent is the
challenge itself.

• Attack/Defense: Participants are grouped in teams and
each team is given an instance of a system injected with
several vulnerabilities. All the instances get the same
vulnerabilities and are connected to a same network. The
competition includes two phases: for a first period of time
(e.g., one hour), each team can access its instance, only,
and, during this slot, the team should identify and fix the
vulnerabilities on its own instance. In this way they can
prevent other teams from capturing their flag exploiting
these vulnerabilities during the next phase. In a second
phase, connection is opened and each team is free to
access the instances of the opponent teams and capturing
their flags if the vulnerabilities present in their instances
have not been properly patched during the first phase.
Points are awarded based on three factors: (i) the number
of flags captured on the instances of other teams (attack
points), (ii) the number of flags stolen by other teams
from your instance (defense points), (iii) the percentage
of time the services remain up and work properly (SLA
points). With respect to Jeopardy-style, these challenges
allow participants to gain experience on both offensive
and defensive skills.

• King of the Hill: It is a slight variant of Attack/Defense
CTF, in which participants are usually grouped in teams,
and the goal is taking and holding control of a machine or
a network. The challenge last for a given period of time,
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and at the end, the team that held the system longest is
the winner.

CTFs are usually clustered according to the topics they deal
with, as:

• Binary: This category includes all those challenges that
require the exploitation of a vulnerable software applica-
tion. The name stems from the abstraction level exploited
during the attack, i.e., the machine binary code, often
resorting to disassembly and debugging tools. This class
can be further split into:

– Reversing: The challenges are based on the back-
wards reconstruction of the behavior of the appli-
cation, in order to allow, for instance, a particular
interaction to retrieve the flag. Beyond the knowledge
of programming languages, a good familiarity with
static code analysis tools such as decompilers and
disassemblers is often required.

– Pwn: These are the challenges that most closely
resemble hackers’ activities in the collective imagi-
nation, e.g., breaking a remote vulnerable service on
a server. The exploit can be carried out by injecting
binary instructions into the application’s memory
through a breach opened by a vulnerability, or by
hijacking the execution towards blocks of hidden
code or spread bytes that were not originally intended
to be executed in that order. For these challenges, the
vulnerable binaries can be presented either as white-
box if source files are made available, or black-box
if no file is attached.

• Web: This category includes all the challenges dealing
with vulnerable web services, susceptible to attacks based
on command or code injections, which allow to retrieve
information that is originally not accessible, including the
flag. Examples include challenges based on web login
crack, malicious SQL query injections, tampering with
cookies, etc.

• Crypto: The challenges consist in breaking an encryption
scheme to decipher a message that directly or indirectly
contains the flag. The encryption scheme can be either
a classic one but implemented in a vulnerable way, or
a brand new one to be reversed. These are usually the
longest challenges in terms of time, because they may
require an automatic breaking phase due, for example,
to the execution of an ad hoc script written by partici-
pants. Mathematical knowledge of combinatorics, prime
numbers, modular arithmetic are usually very helpful.

• Forensics: This category of challenges takes its name
from the fact that the techniques used to capture the flag
mimic the typical forensic approaches adopted by law
enforcement and investigation agencies. They very often
exploit steganography, including, for instance, malformed
files, packet captures, .jpg or .png files modified to hide
texts or executable pieces of code. By digging into these
files with scripts and tools, participants can extract data
(that are often encrypted) to recover the flag.

• Networking: In these challenges actions typical of the
network domain (such as: breaking firewalls, deceiving
access policies, attempting spoofing attacks and poisoning
of network protocols, or reconstructing a message from
individual packets) must be exploited to capture the flag.

• Miscellaneous: The challenges typically span several non-
technical topics and their resolution usually requires just
basic logic and/or reasoning efforts, thus to make them
beginner-friendly.

• Hardware: These challenges will be extensively discussed
in the next Section.

III. HARDWARE CTF

A. A Look Around

As already mentioned, in the context of the CTF com-
petitions organized around the world, the topic of hardware
security today still plays a very marginal role, when not
present at all. This is mainly due to the relative novelty of the
topic, which has begun to spread only in recent years. Hence
follows a low amount of specific skills, compared with the
much greater amount of experts in the fields of cryptography,
reversing, software security, among the organizers of the
competitions as well. Therefore, a state-of-the-art of the topic
limits to an overview of the few events that worldwide include
hardware-related challenges.

The Hardwear.io platform [23], which includes hardware
security researchers from all over the world and organizes
courses, conferences and webinars on the topic, hosts a
hardware-oriented CTF competition since 2017. The pro-
posed challenges typically cover various themes, such as
RFID, Bluetooth, automotive components, side-channel anal-
ysis, (de)soldering and radio. Proper sets of physical tools
needed for the challenges and a guidance on how to use them
are usually provided to the participants.

Riscure [25], an important security evaluation laboratory
specialized in embedded systems and IoT security, organized
RHme (Riscure Hack me) from 2015 to 2018: a CTF event
mainly oriented to safety in the automotive environment and
based on the use of Arduino™ products [10] for the implemen-
tation of the challenges [3] [4] [8]. The LiveOverflow channel
maintains a collection of videos regarding the challenges of
the event and their solutions [5]. Although very innovative
and well implemented, many of these challenges are based
on attacks on cryptographic protocols (e.g., a length-extension
attacks to a SHA implementation) or communication protocols
(e.g., UART), which do not require any specific knowledge of
the hardware domain. In these challenges, the physical boards
just play the role of a mere support for the execution of the
challenge, in a manner no different from that of PCs, servers,
virtual machines, switches and all the other devices used in
challenges of any type. As we shall point out in the sequel
of paper, we do not consider the above challenges as “true”
hardware-based CTF challenges.

The Hack@DAC [21] hardware security contest has been
held within the Design Automation Conference (DAC) [19]
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since 2017. It is a competition focused on the topic of mi-
croarchitectural and side-channel flaws in chips [33] [41] [36].
Participating teams (students and industrial teams as well)
are given a design of a vulnerable chip to be studied before
the competition. The aim is to identify the greatest number
of security problems. The winners of this first phase then
participate in the CTF competition held live at the conference:
here, the teams are assigned a new design of a vulnerable SoC,
and must take advantage of their previous experience to find
as many vulnerabilities as possible in a given time slot. At the
end, the winner is the team that has submitted, in the format
of flags, the greatest number of problems in the design.

Some general CTF events tried to incorporate hardware-
based challenges into their programs. Chujowy CTF [11]
introduced challenges aimed at finding vulnerabilities within
the Verilog code of an automotive processor based on RISC-V
[13] [12]. The Google Capture The Flag event [20] introduced
some hardware-oriented challenges as well. In the 2017 edi-
tion, a challenge which consisted in cracking a slot machine,
required to physically connect to the pins of the Arduino™
board which controlled the machine in order to extract the
flag [6]. Other challenges that required to reverse HDL code
or schematic hardware components were included in the 2018,
2019, and 2020 editions [7] [9] [14].

B. Definition and Taxonomy

The purpose of this subsection is twofold: we first provide a
definition of hardware-based CTF challenge and then propose
a brand-new taxonomy of hardware-based challenges. At the
authors’ best knowledge, both the definition and the dimen-
sions of the taxonomy are introduced here for the first time and
they both stem from the experiences authors collected while
preparing and delivering several hardware-based challenges
in significant competitions, talent scouting programs, training
activities, and BS and MS level courses that globally involved
hundreds of attendees.

A hardware-based CTF challenge is a challenge in which
the challenger must exploit her/his knowledge about digital
hardware (including methodologies and technologies related
to design, validation, verification, testing, maintenance, etc., at
all the abstraction levels), in order to capture a flag consisting
in identifying, remediating, or exploiting vulnerabilities [45]
artificially introduced either in the design or in the actual
implementation of the hardware structure of a digital system.

The above definition has some relevant practical implica-
tions, among which we would like to point out the following
ones:

1) The fact that a challenge simply “rely” on a hardware
device does not imply that the challenge is a hardware-
based CTF challenge. At the ultimate end, each program
runs on hardware, so “running on a hardware device”
cannot be a sufficient condition;

2) In a true hardware-based CTF challenge, capturing the
flag must require a significant knowledge about digital
hardware and cannot be successfully solved exploiting
just other lateral knowledge;

3) In a true hardware-based CTF challenge, the flag could
not be captured by just exploiting some vulnerabilities
artificially introduced either in the software applications
that runs on the hardware device, or in the communica-
tion or security protocols that are adopted by that device;

4) A true hardware-based CTF challenge can be imple-
mented and proposed in real competitions without re-
sorting to any “physical” hardware device, since it can
rely on some particular features or aspects of the design
of the device, which can be provided to participant via
description files or proper EDA environments and tools.

Starting from the above definition, let’s now propose a new
taxonomy for hardware-based CTF challenges. It relies on
five orthogonal dimensions: (i) the challenge purpose, (ii) its
difficulty, (iii) its execution mode, (iv) its topic, and (v) the
hardware device description. Let’s analyse each dimension in
details:

1) Challenge Purpose: challenges have to be planned
differently according to their ultimate purpose, distin-
guishing among:

• Training: in this case the challenge should be
organized in such a way to smoothly drive the
students through the different learning steps, usually
characterised by an increasing complexity;

• Competition in Jeopardy style: (see Section II):
these challenges are usually more complex and
hard-to-solve versions of the challenges used for
training, where additional tricks are intentionally
inserted according to the difficulty level of the
competition;

• Competition in Attack/Defense style: (see Section
II): these are definitely the most complex hardware-
based challenges, since they pose a lot of severe and
hard constraints, including, among the others, the
fact that any team must get a copy of the instance
and that, during the second phase of the competition,
each instance can be concurrently accessed by all
the teams and by the game server. This practically
means that, when a physical hardware device is in-
volved, each instance must be equipped by a custom
(software) wrapper in order to properly queue, man-
age, and serve all the incoming concurrent requests.

2) Challenge Difficulty: each challenge should be char-
acterized by a proper ranking of its difficulty. To our
best knowledge, unfortunately no consolidated official
ranking schemes exist today. Consequently, it is usually
up to the challenge’s authors to provide a reasonable
ranking, based on their experiences in training and
gaming. We usually adopt a 5-value ranking, 1 being
the easiest and 5 the hardest.

3) Challenge Execution Mode: it mainly deals with the
tools provided to the attendees to solve the challenge.
Three possibilities are usually exploited:

• By-hand: Participants are given a design represen-
tation of a digital hardware (usually HDL code
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or schematics), and the challenge can be solved
manually just carefully analyzing the provided de-
sign description, without the need to resort to any
specific tool. This kind of challenges are definitely
the easiest and cheapest to implement and they just
require expertise and knowledge in hardware design
and test to be solved.

• EDA-tool-based: To solve the challenge, the partic-
ipants have to resort to the facilities offered by a
specific EDA platform (typically simulators and/or
automated synthesis tools), made (fully or partially)
available during the competition. Participants can
exploit the provided tool to access a “model” of the
hardware device, in which the vulnerabilities have
been inserted. Note that, in this case, an instance of
the selected platform must be made available to each
participant and, in some cases, custom “wrappers”
have to be designed in order to prevent participants
from using the whole set of capabilities offered by
the platform, since they could exploit some of these
facilities to find a fastest and trivial ways to capture
the flag.

• Hardware-device-based: In this case each partici-
pant must face a real hardware device (typically
a small system, a PCB, or a development kit)
that somewhere and somehow stores the flag to be
captured. In some cases, an FPGA-based implemen-
tation/emulation of the target hardware device can
be profitably exploited. Note that this case poses
some severe issues in term of scalability, since
during the competition each participant (or team
of participants) must be given a different instance
of the hardware device, regardless the competition
type. Practically, it can be effectively adopted in the
training phases and in teaching courses, where the
hardware resources can be effectively shared in time
among the attendees.

It is worth mentioning that, from a conceptual point
of view, a fourth alternative, completely based on
a pure software emulation of the hardware device
could theoretically be adopted. In our experience,
such a solution is mostly ineffective, due to practical
difficulties in completely emulating via software, at
the same time: (i) the expected hardware behavior, (ii)
the set of vulnerabilities to be inserted, and (iii) their
possible remediations.

4) Challenge Topic: several topics can be covered, includ-
ing, among the others, the following ones:

• Hardware Trojans: Participants are provided with
a digital hardware into which a hardware trojan
[46] has been artificially inserted. The identifica-
tion and/or the exploitation of the trojan lead the
participants to capture the flag.

• Unprotected test infrastructures: In these chal-

lenges, the flag can be obtained by a clever exploita-
tion of a test infrastructure available in the hardware
device. These can range from the IEEE standard
1500 - Standard for Embedded Core Test [1] to the
1149.1-2013 - IEEE Standard for Test Access Port
and Boundary-Scan Architecture [2] and to simple
scan chains [28], all left accessible.

• Undocumented functions and features: In additions
to the hardware descriptions or implementations,
participants are provided with a related documen-
tation in which some peculiar features are delib-
erately omitted. These may include, for instance,
machine instructions, components or undocumented
side effects of the joint use of multiple documented
components [31]. The flag can be captured only by
exploiting (one of) these hidden features.

• Design bugs and flaws: The hardware that par-
ticipants have to deal with includes some design
bugs or flaws [45] that introduce a vulnerability,
through which the flag can be reached. Examples
include, among the others, incorrectly-implemented
machine instructions, internal race condition for
which sensitive information can be released, etc.

• Side-channel Attacks: Participants are given a hard-
ware device vulnerable by side-channel attacks [40],
such as timing or power attacks [38] [37]. Partici-
pants must be equipped with a set of tools that allow
them to perform the attack and capture the flag.

• Weak implementations of hardware-based security
modules: The hardware delivered to the participants
belongs to one of the families of modules used
for security (e.g., hardware ciphers, random number
generators, authenticators, etc.), but that has been
designed and implemented introducing some weak-
ness or vulnerabilities that can be exploited to get
to the flag.

5) Hardware Device Description: when a description of
the hardware design has to be provided, two orthog-
onal additional dimensions have to be considered, the
Abstraction Level and the Representation Domain:

• Abstraction Level: it identifies the level of de-
tails provided in the system description: it typically
ranges from System to Register-Transfer (RT) to
Logic level. Very seldom lowest abstraction levels
are used.

• Representation Domain: the provided descriptions
can belong to the Behavioral or Structural domain.
In the former case, the behavior of the target hard-
ware system is provided in terms of properties (both
functional and non-functional ones), which define
what the system does and the circumstance under
which it operates; in the latter case the structure,
(i.e., the topology) of the target system is provided
in terms of a set of functional building blocks,
properly interconnected.
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In conclusion, it is worth pointing out that hardware-based
challenges involving invasive attacks [45] are usually not
implemented, since they require the availability of advanced
(and often expensive) tools and equipment that, in turns,
require a very high degree of expertise to be properly and
safely used and exploited.

IV. OUR EXPERIENCE

In this Section, we briefly introduce some hardware-based
challenges that we prepared and delivered in different en-
vironments, including, among the others: (i) the training of
TeamItaly (the Italian Team of cyber-defender that got the
silver medal at the last European Championship in Bucharest,
on November 2019), (ii) significant competitions, (iii) CTF
training courses that involved hundreds of attendees with
different backgrounds, and (iv) University courses in Cyberse-
curity. In particular, we shall focus on 4 different challenges.
Readers interested in additional technical details are kindly
invited to directly contact the paper’s authors.

A. TIGER21X

• Challenge Purpose: Training
• Challenge Difficulty: 5/5 (hard)
• Challenge Execution Mode: By-hand
• Challenge Topic: Undocumented functions and features
• Hardware Device Description: RT-level structural.
Challenge Description: participants are faced with a simple

custom processor, implemented as a reduced variant of the
RISC DLX ISA [44]. In particular, they are provided with (i)
RT-level structural description of the device, (ii) VHDL behav-
ioral description of its control unit and (iii) device technical
documentation. The processor implements an undocumented
machine-level instruction, and namely an indirect jump, i.e., a
jump instruction whose destination address is stored into one
of the user-accessible general-purpose register. The flag to be
captured is the label of the undocumented machine instruction.

In order to successfully solve the challenge, participants
have first to find the proper mapping between documented
machine instructions and their actual implementation, by re-
versing the control bits that the execution of each instruction
activates in the data path. Of course, opcodes present in the
control unit VHDL code have been labeled with non-speaking
names not to make trivial the mapping. The additional undoc-
umented instruction was properly hidden among the others,
and to identify it participants must understand the meaning
of each control signal issued by the control unit and to note
the strange behavior of the processor when the undocumented
machine instruction is executed.

B. AUTH 98X276YC

• Challenge Purpose: Jeopardy Competition
• Challenge Difficulty: 4/5 (medium-hard)
• Challenge Execution Mode: By-hand
• Challenge Topic: Hardware Trojan
• Hardware Device Description: Logic-level structural.

Challenge Description: participants are faced with a hard-
ware device implementing an access enabler which grants
access when a user-provided key matches the one previously
stored inside the device, by asserting a PASS FAIL output
signal. The device includes a hardware trojan which, when
activated, serially outputs the content of the stored key. Partic-
ipants are given a file containing the behavioral specifications
of the circuit and its netlist, i.e., a structural description at the
logic abstraction level. The flag to be captured is the sequence
of values to be assigned to input signals to get the key stored
inside the device. The solution can be reached first by noticing
that the internal registers are implemented in such a way that
they could behave as shift registers, and then identifying the
trojan activations sequence; this requires a detailed analysis of
the provided netlist.

C. BROK 11491

• Challenge Purpose: Jeopardy Competition
• Challenge Difficulty: 3/5 (medium)
• Challenge Execution Mode: EDA-tool-based
• Challenge Topic: Unprotected test infrastructures
• Hardware Device Description: RT-level structural.
Challenge Description: participants are asked to capture a

flag consisting in the value stored into the Device Identification
Register of a simple hardware device designed to be compliant
with the IEEE 1149.1 standard. To get it, they are given: (i)
the device data sheet, which includes all the details about
the TAP implementation, (ii) the RT-level structural VHDL
description of the device, (iii) the possibility of using a
simulator, properly wrapped in order to allow the users just to
force the device’s primary inputs, to read its primary outputs,
and to run simulation campaigns.

A variation of the challenge can be proposed, in which
the simulator is replaced by an actual implementation of the
hardware device, typically resorting to a FPGA. In this case,
an additional environment that allows participants to interact
with the device must be provided.

D. CrashCube

• Challenge Purpose: Jeopardy Competition
• Challenge Difficulty: 3/5 (medium)
• Challenge Execution Mode: EDA-tool-based
• Challenge Topic: Weak implementations of hardware-

based security modules
• Hardware Device Description: The physical device is

provided, along with System-level documentation.
Challenge Description: participants are asked to investigate

how extracting sensible data and keys from the secure flash
embedded in the USB cryptographic token emulated by the
SEcube™ development kit [24]. The secrets can be extracted
exploiting either a hardware (semi-permanent) vulnerability of
the chip, based on the IEEE 1149.1 standard, or a firmware
vulnerability based on a mismanagement of the internal flash
segments. To extract the secrets, they are given: (i) device
data sheet, including the JTAG semi-permanent and permanent
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states’ description, (ii) partial info on the serial communication
protocol, (iii) JTAG programmer and flash programming tool.

A variation of the challenge can be proposed, in which
the SEcube™ exposes its internal bus between the embedded
application secure processor and the embedded smart card.
In this case, participants may benefit from extra information
retrieved through a probe on the exposed bus, as it happened
in many real cases where the CPU and the smart card are sep-
arate devices mounted on a PCB (e.g., Ledger cryptocurrency
hardware wallet [22]).

V. CONCLUSIONS

In this paper, leveraging the experiences we gathered form
different training opportunities and official competitions, we
defined the concept of hardware-based CTF challenge, i.e.,
a challenge based on hardware-related security issues. In
addition, for the first time, we proposed a taxonomy and
presented some challenges we adopted in different situations.

Although hardware security is getting increasing interest
within the cybersecurity community, its role in international
competition is still marginal. In Italy, the 2020 edition of
the CyberChallenge.IT3 program for the first time included
a complete week devoted to hardware security and in the
final national competition, in Jeopardy style, attended by 400+
participants, we proposed a set of three hardware-based CTF
challenges.

A plenty of work still needs to be done, especially in the
direction of defining some shared and agreed metadata for the
challenges, on their classifications, and on their sharing. Addi-
tional issues concern identifying and experiencing some viable
solutions for properly and effectively including hardware-
based CTF challenges within different training environments,
including, among the other, from the one hand, professional
hybrid Cyber Ranges and, from the other, university BS and
MS courses.

Authors are interested and available to share experiences on
the various issues outlined in the present paper.
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Abstract—In our research, we focus on Fault-Tolerant system
design and testing. Recently, we also studied Fault Tolerance
against random and deliberate faults of electronic smart locks.
In our last research, we tested Software-Implemented Fault
Tolerance in the controller of a smart electronic lock. We found
out that the most sensitive part is the Instruction Memory, but
also that our hardening proved to have only negligible effects
on the resulting fault tolerance. In this paper, we extend our
experiments and provide further analysis of potential pitfalls
when hardening using SIFT. We found out that added hardness
may improve resilience to faults. But also, the resilience may
be instantly worsened by other factors, such as increased bus
traffic. In our research we found out, that our hardening did not
improve the resiliency to faults most likely due to the increased
bus traffic. This means that it is always important to consider
the complete system and also the parts of the system that are
easily overlooked.

Keywords—Electronic Lock, Stepper Motor, Fault Tolerance
Analysis, Fault Injection, FPGA, IMEM, DMEM, LUT.

I. INTRODUCTION

Recently, the so-called Smart Devices [1] gained their pop-
ularity. These include the so-called Smart Electronic Lock [2].
It acts as an ordinary door lock, except it can be unlocked by
unordinary means, such as by a gesture on a smartphone [3].
It is obvious that a smart lock is a critical device which must
satisfy certain reliability standards.

Reliability in electronic devices can be achieved in two
different ways: 1) Fault Avoidance (FA) [4], which selects
from reliable components to build the system. 2) Fault Tol-
erance (FT) [5], on the contrary, changes the structure of the
system, so a component failure is not observable on the system
behavior. From the FT, the so-called Software-Implemented
Fault Tolerance (SIFT) [6] is derived, which changes SW code
structure to increase its reliability.

Our research focuses on FT design and evaluation. It is
important to intensively test FT systems to ensure their quality.
For this purpose, the so-called Fault Injection can be used,
which intentionally introduces faults into the system. During
this, the system is observed and its behavior is evaluated. We
hardened and evaluated an electronic lock controller in our
previous paper [7]. For the purpose of evaluation, its processor
was implemented in Field Programmable Gate Array (FPGA),
which offered us the possibility to inject faults at run time.

Fault injections into the Instruction Memory (IMEM), Data
Memory (DMEM) and the CPU logic itself were evaluated.
The results indicated, that the most sensitive is the IMEM.
Our tests were held on three different programs, out of which
two contained SIFT. The data showed, however, that our SIFT
methods did not prove to be beneficial. In opposite, our SIFT
made the systems more vulnerable. And this paper focuses
on the analysis and explanation of such behavior, as we
believe that identifying and avoiding such anomaly is useful
in the following research. In this paper, we add a new set
of experiments and analyze three additional aspects that are
related to the mentioned anomaly. These include: 1) compiler
program code optimization; 2) accuracy of DMEM occupied
bytes detection; and 3) increase of CPU internal bus transfer
rate, which could possibly explain the anomaly.

Security and safety of smart electronic locks are studied
in the literature. For example authors of [8] present survey
on various identification systems that are usually used in
smart locks. Another paper [9] presents a detailed analysis
of the security of a specific commercially available smart
lock. New SIFT methods can also be found in the literature.
Authors of [10] introduce and evaluate a method utilizing
unused resources to implement SIFT on the Itanium 2 CPU,
which is the Explicitly Parallel Instruction Computing (EPIC)
processor. Another paper [11] presents an analytic method to
evaluate reliability of multi-computer SIFT systems.

This paper is organized as follows. Electronic locks struc-
ture with discussion about their reliability is presented in
Section II. Evaluation platform for monitoring faults impacts in
electro-mechanical systems is presented in Section III. Experi-
mental evaluation of faults injected into SW controller program
(stored in IMEM) and run-time data (stored in DMEM),
alongside with injection into HW logic in LUTs, is presented
in Section IV. Section V presents the analysis of our results
and concludes the paper.

II. ELECTRONIC LOCKS

Smart electronic lock is a relatively complex device that
uses the latest technologies of nowadays. It typically consists
of three parts (modules) [12]: 1) Control Module; 2) Motor
Module; and 3) I/O Module. The management of the entire
lock is provided by the Control Module which performs a
number of computational extensive operations, therefore, it is
typically realized by a processor. The mechanical part of the
lock consists of the Motor Module, which can be realized by978-1-7281-9899-6/20/$31.00 c©2020 IEEE
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various drives that manipulate the lock. In our research, we
focus on a stepper motor, which is very often used in smart
locks as the motor [13]. The stepper motor has its rotation
divided into several equal steps, allowing precise control of
the position of the rotation by means of input pulses. The I/O
Module is used for a communication and performs mainly the
communication with interfaces such as Wi-Fi or Bluetooth.

In our research, we focus on the change of the processor
data. This can be a program change – another instruction
sequence is executed, or a data change – other values are
used. The injection of faults into the processor may result
in unexpected and unwanted behavior of the smart lock and
consequently property damage. The fault can be induced natu-
rally from environment via charged particle or through attacker
which intends to change the data in memory by electromag-
netic interference or by specific material that secretes these
particles. The fault can also occur when attacker mechanically
damages the smart lock, its circuit board or another component.

When data are corrupted, the lock can be unlocked if
incorrect authentication is performed or can stay in the lock
state when unlocking with the correct credentials. It may also
happen that the lock is not really locked when the lock is
requested. Anyone will have access to a permanently unlocked
door. However, there may also be a failure that occurs only in
a certain situation, i.e. only in a certain state of the lock. Such
a fault is very difficult to be detected and it is not entirely clear
when and what behavior will occur in the fault. Therefore, in
this research, we focus on the impact of these faults in the
smart lock on the processor.

III. EVALUATION PLATFORM

In our previous work we introduced a platform for fault
tolerance evaluation [14]. This platform is based on functional
verification principles combined with faults injection into an
FPGA. Functional verification is based on the simulation of
a verified system and monitoring its outputs and comparing
it to a reference data after feeding predefined inputs to the
system. We used this principle for our purposes, however we
implement the verified system into an FPGA which allows us
to easily inject faults to the system and evaluate their effects.

The platform capabilities were demonstrated on an example
of a robot searching for its way through a maze. It was an
FPGA controlled simulated system aimed to experimentally
evaluate the platform, however the platform was designed to
be scalable and able to evaluate any system controlled by an
FPGA. It offers a convenient way to evaluate faults effect on
the controller and the stepper motor of an electronic lock. The
experimental results of this work are based on our platform.

To successfully use the platform, we have been forced to
modify application specific components of the platform. It is
necessary for the controller to be implemented in an FPGA. It
is vital to establish a proper communication line between the
control unit operating in the FPGA and the software simulating
the stepper motor running on the different computing platform.
For these purposes we use MATLAB and the Simulink [15]
software, specifically the Simscape [16] library. In this case,
the communication is realized via Ethernet. During the evalu-
ation, the platform monitors the faults effect not only on the
controller but also on the mechanical part of the system - the

stepper motor. To be able to do this, the platform utilizes a
simulation with autonomous analysis of the motor behavior. It
is also vital to choose a proper injection strategy as it has a
significant impact on results quality.

IV. EXPERIMENTS AND RESULTS

To test faults in the CPU and its memories during their
operation, we use implementation of the MSP430 CPU for the
FPGA, called the NEO430 [17]. The three original programs
from our previous research [7] were extended with one new
program, to isolate the effects of our SIFT methods. Further,
we changed the naming of our previous programs, as these
might be confusing in the context of our new analysis. Actual
SIFT modifications made to the original code are shown in the
Activity Diagram in Figure 1.

set angle

is angle > 0 ?
Y

angle
reached

Y

N

step
delay?

N

N

Y

write pin

vote step

load simple/triplicated
step data

one step clockwise

one step
counterclockwise

I

main loop

triplicated

II

II

N

Figure 1: UML Activity diagram of the program with two
modifications: ”I”) writes signals to output pins during the
delay; ”II”) triples stored data and adds voting.

The program variants include: 1) Original Variant (i.e.
Variant O) – the unmodified control program; 2) Variant I
– it propagates signals to the output pins during the delay
function execution; 3) newly added Variant II – the motor
excitation data are stored in three copies in the IMEM and
are voted before their usage; 4) Variant I+II – combines
both the modifications I and II. For the implementation, we
use the Xilinx Virtex 5 FPGA and synthesize the logic using
the Integrated Synthesis Environment (ISE) 14.7. Again, we
examined two injection strategies: 1) the single; and 2) the
multiple fault injection.

A. Single Fault Injection Experiments

During the single fault experiment, one bit flip fault is
injected before the CPU clock signal is enabled. For single
experiments, injections into utilized bytes of IMEM and the
CPU were examined independently. CPU injection is approxi-
mated through a bit flip in the occupied Look-up Tables (LUTs)
of the CPU FPGA implementation. The faults were selected
uniformly-at-random and 6,000 runs were performed for the
CPU, while 2,000 runs for the IMEM. The results are shown
in Table I. The first part of Table I classifies failures into Stuck
– the motor stopped too early; Timeout – the motor did not
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stop during the predefined interval of 220 s; and Mismatch –
wrong data were observed on the output pins. The right part
of Table I classifies the cases that achieved the correct angle
although the electronic showed errors on its outputs. Although
injection into the IMEM shows only slightly better results for
the hardened programs I, II and I+II, the CPU injection shows
the opposite trend. As can be observed, the hardening was
apparently worsened by an unpredicted phenomenon.

TABLE I: The results of single injection experiments with
failures classification; ”O”, ”I” and ”I+II” published in [7],
extended with ”II”.

Electronic Failure Mechanic OK
(Out of Electronic Failed Runs)

Total
[%]

Stuck
[%]

Timeout
[%]

Mis-
match
[%]

Total
[%]

Stuck
[%]

Timeout
[%]

Mis-
match
[%]

CPU ”O” 5.3 4.5 0.4 0.4 7.3 3.2 0.0 4.4
IMEM ”O” 36.7 15.6 14.0 7.0 20.3 1.4 1.0 18.0

CPU ”I” 5.9 5.1 0.5 0.3 8.4 3.9 0.7 3.9
IMEM ”I” 35.2 15.5 14.4 5.4 21.2 4.8 3.7 12.6

CPU ”II” 6.1 5.6 0.4 0.2 8.4 6.5 0.3 1.6
IMEM ”II” 34.6 16.0 11.9 6.7 24.2 3.0 2.6 18.5

CPU ”I+II” 6.2 5.5 0.5 0.2 10.4 5.1 0.3 2.4
IMEM ”I+II” 34.0 17.3 9.6 7.1 25.0 3.8 1.6 19.6

It is important to evaluate the mechanics behavior, too. In
Figure 2, the final number of motor rotations for experiment
runs in which the electronic failed is shown in a box plot chart.
The desired 12.4 rotations is highlighted by the blue line.
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Figure 2: Box plot chart with final rotation for single injection;
”O”, ”I” and ”I+II” published in [7], extended with ”II”.

As can be observed, in most cases, the CPU injection
caused that the motor did not start to rotate at all. For the
IMEM injection, the hardened programs have the maximum
angle slightly closer to the required value of 12.4 rotations.

B. Multiple Fault Injection Experiments

We made equivalent experiment with the multiple injection
strategy. At the beginning of each run, the processor was
started. After first 10 s, one bit flip was injected every 5 s. A run
was active until the motor stopped on the required angle (usual
duration of 80 s) or a timeout of 220 s was achieved. The faults
were selected uniformly-at-random and 6,000 runs were held
for the CPU target; 2,000 runs for the IMEM and 500 runs for
the DMEM. These experiments also include injection into the
DMEM, which is not meaningful for single injection strategy,
as the DMEM contents is built during run time. The occupied

DMEM was detected based on circa 1,000 DMEM read backs,
before the injection experiments were started. Through the
analysis of the read backs, we obtained the memory utilization
map. Data are presented in Table II. The meaning of the
columns is equivalent to the single experiments.

TABLE II: The results of multiple injection experiments with
failures classification; ”O”, ”I” and ”I+II” published in [7],
extended with ”II”

Electronic Failure Mechanic OK
(Out of Electronic Failed Runs)

Total
[%]

Stuck
[%]

Time-
out
[%]

Mis-
match
[%]

Total
[%]

Stuck
[%]

Time-
out
[%]

Mis-
match
[%]

CPU ”O” 71.3 14.4 24.9 32.1 16.0 2.0 1.5 12.5
IMEM ”O” 99.1 41.1 27.1 30.9 19.7 1.8 0.2 17.7
DMEM ”O” 91.8 9.0 15.4 67.4 13.1 0.0 0.0 13.1

CPU ”I” 70.1 13.6 30.1 27.0 16.3 2.2 3.2 10.9
IMEM ”I” 98.4 31.8 31.4 35.3 31.7 4.4 0.2 27.1
DMEM ”I” 92.8 11.6 15.6 65.6 13.8 0.0 0.0 13.8

CPU ”II” 68.7 16.0 40.3 12.4 14.8 3.4 3.9 7.6
IMEM ”II” 99.0 53.9 16.4 28.8 43.4 3.4 0.0 18.3
DMEM ”II” 99.2 60.6 2.6 36.0 6.9 0.0 0.0 6.9

CPU ”I+II” 89.0 19.6 23.4 46.0 12.1 1.9 1.0 9.2
IMEM ”I+II” 99.7 40.1 22.5 37.1 27.3 3.9 0.2 23.3
DMEM ”I+II” 95.4 34.2 3.0 58.2 17.2 0.0 0.0 17.2

As can be seen, generally the highest sensitivity has the
IMEM. This is because it is often read, a change in its content
alters the program behavior and the IMEM is never written
to. This is why a fault in the IMEM has no possibility to
eventually rewrite (i.e. repair) during the program run time.
Also, as can be observed, we believe the higher DMEM
occupancy worsens the results of the experiments with DMEM.
We also believe that the higher utilization of the internal CPU
bus for the ”I+II” program causes the deviation of the CPU
”I+II”, which has significantly worse results.

We also monitored mechanic part for the multiple injec-
tions. The final number of rotations for runs in which the
electronic failed can be seen in box plot chart in Figure 3.
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Figure 3: Box plot chart with final rotation for multiple
injection; ”O”, ”I”, ”I+II” published in [7], extended with ”II”.

As can be observed, the rotation for ”I” compared to ”O” is
very similar for the CPU and DMEM targets; for the IMEM,
the ”I” is better. The ”II” is worse for all injection targets.
However, the ”I+II” has the median closer to the expected
rotation for the CPU and DMEM (i.e. better than the ”O”);
for the IMEM, the rotation is very similar to the ”O”.
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V. ANALYSIS AND CONCLUSIONS

Although the experimental results are interesting for as-
sessment of faults impact on particular injection targets, the
hardening itself did not bring significant improvements. From
our point of view, it is very interesting to analyze this anomaly
and publish the design error which caused this anomaly. In the
following text, three hypothetical reasons are examined.

A. Compile-time Code Optimization

At first, we ensured our SIFT modifications remained in
place after the code was compiled, although the lowest possible
optimization level was selected. By using the Ghidra tool [18],
we decompiled our binary programs for the NEO430. Code
snippets of modifications ”I” and ”II” can be seen in Figure 4.
As can be seen, the hardening remains in the binary program.

void cpu_delay_pin(...) {
  ...
  while (soft--) gpio_port_set(new_port);
  while (hard--) {
    for (i=0; i<0xFFFF; i++)
      gpio_port_set(new_port);
  }
}

void cpu_delay_pin(...) {
  ...
  while (sStack8 = param_2, sStack6 != 0) {
    gpio_port_set(param_3);
    sStack6 = sStack6 + -1;
  }
  while (sVar2 = sStack8 + -1, sStack8 != 0){
    sVar1 = 0;
    while (sStack8 = sVar2, sVar1 != -1) {
      gpio_port_set(param_3);
      sVar1 = sVar1 + 1;
    }
  }
  ...
}

void step1(){
  ...
  cpu_delay_pin(0xc00b, CPU_DELAY,
    (step1a() & step1b()) | (step1b() &
    step1c()) | (step1a() & step1c()));
  ...
}

void step1(){
  ...
  uVar1 = step1a();
  uVar2 = step1b();
  uVar3 = step1b();
  uVar4 = step1c();
  uVar5 = step1a();
  uVar6 = step1c();
  cpu_delay_pin(0x9e79, 1, uVar4 &
    uVar3 | uVar1 & uVar2 | uVar6 &
    uVar5);
  ...
}

Compiler Decompiler Compiler Decompiler

Code Modification I (Data are
Continually Propagated during

the Dealy Operation)

Code Modification II (Data are
Stored Three Times in the IMEM)

Figure 4: Original vs. decompiled program code snippets for
both of the modifications.

B. Accuracy of our DMEM Occupancy Detection

For our research, we developed the detector of DMEM
address occupancy. This significantly accelerates the evalu-
ation, as the average DMEM occupancy for our programs
is 1.9%. However, if a dynamic memory allocation is in
place, the occupied addresses may be fragmented all over the
address space. And for such cases, our detection method is
not suitable. To evaluate the suitability of this method, we
created heat maps of memory bytes occupancy. It is obvious
that a high temperature on a small number of cells indicates a
better suitability. On the contrary, a low temperature on a high
number of memory addresses indicates the occupied cells are
scattered. The heat maps can be seen in Figure 5.

It is obvious that the method is suitable for our programs,
as the heat maps indicate occupancy of a few cells with a high
probability of them being occupied.

C. CPU Internal Bus Traffic

The NEO430 is a 16-bit processor. It uses the internal
host bus to communicate with its numerous components.
Considerable amount of space is occupied by bus controllers

Figure 5: Heat maps of DMEM occupancy for each of the four
programs.

of the components. It is, therefore, hypothetically possible
that the added SIFT increased the transmission rate on the
internal bus. This potentially enlarges the space for fault
manifestation. For each program, we measured the number
of read and write transactions. As the NEO430 distinguishes
between both the bytes in a 16-bit write transaction, these were
monitored independently (i.e. as the Byte 0 and Byte 1). We
also monitored the amount of data transferred. The results are
shown in Table III.

TABLE III: Bus traffic for each of the four program versions

Program Original Version I Version II Version I+II

Tr
an

sa
ct

io
ns Read 1556.6 × 106 1892.4 × 106 1529.5 × 106 1894.7 × 106

Write
Byte 0

29 143 287.1 × 106 29 768 287.1 × 106

Write
Byte 1

29 143 287.1 × 106 31 876 287.1 × 106

D
at

a Read 2968.9MiB 3609.5MiB 2917.3MiB 3613.9MiB
Written 0.055MiB 547.6MiB 0.058MiB 547.6MiB

As can be observed, the high number of read transactions
is caused by reading program instructions from the IMEM.
Furthermore, the repeated propagation of results to the output
pins (i.e. the modification ”I”) significantly increased the write
transactions number for corresponding programs. These results
indicate that, at least for the CPU experiments, the added
hardness was partially cancelled by making the program more
vulnerable due to increased bus traffic.

To conclude this paper, we found out that added hardness
may improve resilience to faults. But also, the resilience may
be instantly worsened by other factors, such as increased bus
traffic. In our research we found out, that our hardening did
not improve the resiliency to faults due to the increased bus
traffic. This means that it is always important to consider also
the parts of the system that are easily overlooked. And it is
necessary to search for other critical points for the FT.
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Abstract— Lighting energy consumption constitutes % 9-25 

of final consumption in buildings. In addition, lights are kept 
open during daytime in some buildings such as public 
institutions and schools. 

The main purpose of this study is to design a remotely 
controlled smart lamp that measures the illumination of the 
environment and adjusts illumination level of lamp according to 
demand in order to decrease the electricity consumption due to 
lighting during daytime. Also, in this study energy savings that 
can be achieved with the usage of this lamp in a school building 
in analyzed. Many studies are conducted to develop smart 
lamps, however to the authors best knowledge a remotely 
controlled autonomous smart lamp by Wi-Fi module and a 
software developed in C# interface, to update required 
minimum illumination level of the room is not found in 
literature. By using the developed software minimum 
illumination levels of the rooms of a whole building can be 
managed remotely which is useful in cases such as changing the 
purpose or color of the rooms or changing minimum level 
seasonally. 

System consists of Arduino, BH1750 light sensor, strap 
LEDs, transistors and Wi-Fi module. Daylight illumination level 
is measured with BH1750. Smart lamp changes its illumination 
level by taking the difference of measured illumination data 
from minimum illumination level data, if the measured 
illumination level is lower than minimum level. In order to 
analyze the energy saving that could be achieved, illumination 
level of the indoor and outdoor environment of Faculty of 
Technology of Selcuk University is measured at 30 minutes’ 
intervals for one day. Energy saving to be obtained in case of 
using developed smart lamp is calculated as 1747 kWh/year only 
for daytimes. 

Keywords—smart lamp, lighting software, remote control, 
energy saving 

I. INTRODUCTION 

Energy consumption for lighting in US is 25% in 
commercial buildings, 12% in residential buildings [1] 
according to US DOE 2009 data, whereas 9% in residential 
buildings in Turkey according to a study conducted in 265 
residential buildings in Ankara, Turkey [2]. U.S. Energy 
Information Administration Residential Energy Consumption 
Survey shows that lighting in residential buildings reduced to 
10% by 2015 in US [3] mainly due to LED lamps. However, 
energy consumed for lighting in buildings is still high enough 
to investigate reduction methods and develop more efficient 
lamps.  

The correct amount of illumination in indoor spaces 
increases vision, protects eye health, affects working 
performance and is important in terms of mental health [4]. 
For this reason, correct amount of illumination is very 

significant especially in school buildings. Many calculation 
techniques are used to calculate the minimum required 
illumination for indoor environments. Design and simulation 
softwares for lighting are available to facilitate the use of these 
techniques. The most common commercial lighting design 
tools are DIALux and Relux. DIALux is one of the world's 
leading programs developed to plan, calculate and visualize 
the amount of light and is available free [5]. Relux is another 
free lighting account tool developed in Germany. Calculation 
is made by considering the number of luminaires to be used, 
indoor illumination level value, the color of the environment 
and three-dimensional objects [6]. Many studies are 
conducted by using these commercial software ( [7], [8]). 

Besides the commercial software, there are also studies 
conducted to develop software and determine the required 
lighting power in the literature. In the PhD thesis completed at 
Istanbul Technical University Energy Institute, a calculation 
method has been developed in order to determine the lighting 
energy saving potential and a tool (bep/ETA) has been 
developed by using MS Excel to use the developed method 
[9]. In a study conducted at Usak University, a software that 
performs indoor lighting analysis was designed by using the 
C # programming language. This software has been developed 
as an educational software to be used in schools where lighting 
education is provided [10]. At present, a wide range of day 
lighting simulation software’s are available in the industry 
such as ECOTECT, Energy Plus and Radiance [11].  

A dynamic lighting design software is developed in scope 
of E.U. funded research project, concerning ways of designing 
dynamic luminous environments in outdoor environments. 
D.L.D. software is capable of controlling lighting installations 
of urban public spaces [12]. Also softwares are developed not 
just for buildings but also for smart cities. Intelligent Street 
Lighting Software is developed for lighting control in smart 
cities in Spain to control public lighting [13]. There are also 
some tools for smart cities such as Lites (has temperature 
sensors, ambient light, power, motion detection), CityLight 
(has remote management of lighting, fault detection and 
planning lighting patterns manually) and Tvilight (regulates 
the lighting based on presence sensors and maintains 
minimum illumination in inactive hours) [13]. Design of a 
smart indoor lighting is developed in NBN Sinhgad School of 
Engineering by using motion and light sensor based on fuzzy 
logic controller. In auto-mode, lights are switched on with 
motion and controls light intensity depending on available 
natural light [14]. Another study introduced design method of 
PWM control and detection system for the power intensity of 
white LED based on a microcomputer [15]. A smart LED 
lighting system is developed that combines the LED lighting 
technology with infrared sensing technology, photoelectric 
detection technology and intelligent control technology. The 
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system controls intelligently the illumination of the lamp for 
daily lighting needs and played an important role in saving 
energy [16]. A smart lamp is developed with a motion sensor 
in a study conducted in North-Eastern Federal University 
based on the Arduino and controls using a smartphone [17].  

There are studies conducted to develop smart lamps, 
however to the authors best knowledge a smart lamp with a 
software developed in C# interface in order to update required 
minimum illumination intensity is not found in literature. By 
using the developed software, the necessary minimum 
illumination levels of the rooms of a whole building can be 
managed remotely and results is significant energy saving 
during daytime in cases such as changing the purpose or color 
of the rooms or changing it seasonally. 

In the proposed study, a software is developed that 
calculates the required minimum illumination intensity in a 
room by taking into account the size of the environment, 
reflection coefficients, lamp type, power, pollution factor and 
also indoor colors. In addition to developed software, a lamp 
is designed that receives data from software by Wi-Fi module. 
Then lamp measures the illumination in the relevant room. By 
subtracting the measured data from required minimum data, 
lamp determines the instant required illumination level and 
adjusts power of the lamp according to instant required 
illumination during daytime if the illumination level inside the 
room is lower than minimum necessary illumination level.  

In addition to developed software and lamp, illumination 
level of the outdoor and interior environment are measured in 
classrooms facing the east and west directions for one day for 
30 minutes’ interval in Faculty of Technology of Selcuk 
University to calculate the rate of indoor illumination to 
outdoor illumination. Finally, the energy saving to be obtained 
in case using the developed lamp in this building is calculated 
for one year by using annual hourly illumination data.  

II. METHODOLOGY 

In this study a software is developed in order to calculate 
the required minimum illumination level in the room. Then 
calculated value is sent to smart lamp by Wi-Fi module. Smart 
lamp measures the illumination of the room by using BH1750 
sensor and subtracts the measured value from the value sent 
by software. Finally, smart lamp turns on the required number 
of LEDs in order to fulfill he illumination demand in the room. 

In this section firstly developed software is described. 
Then smart lamp is explained in detail. Finally, the calculation 
method of the energy saving in case of using developed lamp 
in a school building is given. 

A. Development of Lighting Software 

Light intensity is the measure of the light flux emitted from 
the light source. Level of illumination is the sum of the 
luminous flux per unit surface and indicates the level of light 
that the light source gives in every direction. Unit of 
illumination level is lux [4].  

The software in this study is developed in order to 
calculate the minimum illumination level required in a room. 
At the development stage of the software in C#, the values in 
Table 1 and Table 2, and the equations (1) to (4) are used. 
Tables were created using the SQL database. Flow chart of 
lighting software is given in Fig. 1. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1. Flow chart of lighting software 

Firstly, room factor (k) is calculated by (1), to calculate the 
required minimum illumination in a dark environment, [18]. 

 = ××( )  (1) 

In this equation; 
k : Room factor 
a : Short edge length of the room, meters 
b : Long edge length of the room, meters 
H : Height between lamp and work surface, meters 

Table for reflection coefficients of colors are generated in 
SQL database [18]. Efficiency value (η) depends on physical 
properties of the room such as color and room factor [18]. 
Room efficiency (η) is determined by matching the row of 
related room factor (k) with the column of related reflection 
coefficient in Table 1. 

TABLE I.  ROOM EFFICIENCIES BY ROOM FACTOR [18] 

 Reflection coefficients 
Ceil 0,8 0,5 0,3 
Wall 0,5 0,3 0,5 0,3 0,1 0,3 
Floor 0,3 0,1 0,3 0,1 0,3 0,1 0,3 0,1 0,3 0,1 

k Room efficiency, ŋ 
0,6 0,2 0,2 0,1 0,1 0,2 0,1 0,1 0,1 0,1 0,1 
0,8 0,3 0,2 0,2 0,2 0,2 0,2 0,2 0,1 0,1 0,1 

1,00 0,3 0,3 0,2 0,2 0,2 0,2 0,2 0,2 0,2 0,2 
1,25 0,4 0,3 0,3 0,3 0,3 0,3 0,2 0,2 0,2 0,2 
1,50 0,4 0,4 0,3 0,3 0,3 0,4 0,3 0,3 0,2 0,2 
2,00 0,5 0,4 0,4 0,4 0,4 0,3 0,3 0,3 0,3 0,3 
2,50 0,5 0,4 0,5 0,4 0,4 0,4 0,4 0,3 0,3 0,3 
3,00 0,5 0,5 0,5 0,4 0,4 0,4 0,4 0,4 0,3 0,3 
4,00 0,6 0,5 0,5 0,5 0,5 0,4 0,4 0,4 0,4 0,3 
5,00 0,6 0,5 0,6 0,5 0,5 0,4 0,5 0,4 0,4 0,4 

Minimum illumination level required in the rooms 
depends on the purpose of the room and 300 for classrooms 
[18]. In order to calculate the luminous flux (2) is used [18]. 

Start 

Enter size of the roomCalculate room factor (k) 

Enter color and select type of the roomCalculate 
room efficiency (η) 

Calculate lighting flux (ΦT, lumen) 

Enter lamp typeCalculate number of lamps 

Send min. illumination level to smart lamp 

Save the room 

Calculate illumination level to be achieved in room 
(lux)
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 Φ = × × ×ŋ  (2) 

In this equation; 
ΦT : Luminous flux required for lighting, lumen 
d : Pollution Factor 
E : Minimum illumination level of selected room type 
η : Room lighting efficiency 

Number of lamps to be used is calculated by (3) [18]. 

 Z =  (3) 

In this equation; 
Z : Total number of lamps 
ϕ  : Luminous flux value of one lamp to be used, lumen 

After determining the lamp type and number of lamps, the 
illumination level to be achieved is calculated with (4) [18]. 

 E = × ×ŋ× ×  (4) 

In this equation; 
Es  : Illumination level, lux 
d : Pollution factor 

Illumination level to be achieved in the room is sent to 
smart lamp by wi-fi. This value is a constant value. The main 
purpose of this software is to change this value whenever the 
user wants. User can change the value according to seasons or 
purpose of the room. Also pollution factor of the lamps can be 
updated once a year by the user. 

B. Development of Smart Lamp 

In this section developed smart lamp is described in detail. 
System structure of smart lamp is given in Fig. 2. Lamp is 
controlled by Arduino. Wi-Fi module is used in Arduino to get 
data from software. Lamp is composed of a strap led.  

 

 

 

 

 
Fig. 2. System structure 

BH1750 light intensity sensor is used to measure 
illumination value in lux. Minimum required light intensity 
data is sent from software to the lamp. Instead of using strap 
LEDs in this lamp for meters, the strap led is divided into parts 
because it is a prototype and each part is considered as 1 meter. 
If 2 pieces of LEDs are on, it means 2 meters of LEDs are on. 
The lighting product obtained by arranging 72 new generation 
light 5630 chip LEDs on 1-meter. Calculated data in software 
is sent to the Arduino via Wi-Fi with the “send data” button. 

Eight transistors are used for switching LEDs. A transistor 
is connected for each strap led part. LEDs are powered by 12V 
and Arduino is powered by 5V. It has switched to control 12V 
led with 5V light signal. Circuit diagram of smart lamp is 
given in Fig. 3. 

 
Fig. 3. Circuit diagram of the developed smart lamp 

C. Calculation method of the energy to be saved  

Faculty of Technology of Selcuk University is shown in 
Fig. 4 and Fig. 5. 

 
Fig. 4. Faculty of Technology, Selcuk University 

 
Fig. 5. Classroom area in each floor 

  Electricity that could be saved in case of using the 
developed smart lamp in classrooms of Faculty of Technology 
of Selcuk University is calculated. There are classrooms in 4 
floors as seen in Fig. 4. and classrooms in each floor is nearly 
550 m2, of which’s 275 m2 is faced to east and 275 is faced 
west as seen in Fig. 5. Firstly, illumination level in the desk 
level in middle of classrooms faced to west and east is 
measured and the illumination level in outdoor is measured in 
30 minutes’ intervals from 9:00 am to 17:00 pm during one 
day. This data gives us the illumination percentage that 
penetrates into the classroom and assumed to be constant 
during one year. Hourly global illumination level for one year 
of Konya, Turkey is obtained from “Climate.OneBuilding” 
[19]. By using the illumination percentage, the illumination 
level inside the classrooms is calculated annually during 

Arduino  

Data from 
software 

Data from 
BH1750 light 

sensor 

Drive 
smart 
lamp 
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daytime. This value gives the value that could be measured by 
BH1750 sensor. Finally subtracting the BH1750 value from 
minimum illumination level, the power of the smart lamp is 
calculated by using (5) hourly. 

 P = E × Ac / ηe  (5) 

In this equation; 
P : Power of lamp, Watt 
E : Calculated illumination 
Ac : Area of all rooms faced to east or west, m2 
ηe : Luminous efficacy, Lumen/watt 
Luminous efficacy of LED lamps is assumed to be 90 

lm/W [20]. 

III. RESULTS  

In this section screen shots of developed software are 
given. Then developed lamp is shown with features. Finally, 
the energy to be saved in case of using developed lamp in a 
school building is calculated. 

A. Lighting Software 

Minimum required luminous flux of a room is calculated 
and result is sent to the smart lamp by using developed 
software. In order to calculate required light intensity firstly a 
name is given to the room. Then user enters width, length, 
height and armature height as given in Fig. 6. In next stage 
color of wall, basement and ceiling that effects efficiency as a 
reflection factor are provided by user as seen in Fig. 7. Upon 
the selection of the colors to be used, the lighting efficiency is 
determined by software. Then room and lamp type and 
wattage of lamp planned to be used are provided. Finally 
required minimum illumination is calculated by software and 
calculated data is sent to smart lamp as seen in Fig. 8. 

 

Fig. 6. Calculation of room factor k 

 

Fig. 7. Colos of interior 

 

Fig. 8. Results form 

Data is sent to smart lamp with Wi-Fi feature of computer. 
Also project is saved in computer and user can update room 
properties whenever necessary. Purpose of room may change 
or color of room can be updated. 

B. Smart lamp 

Arduino is used in order to control lamp and Wi-Fi module 
is used to send the data to the C # interface. BH1750 light 
intensity sensor is used to measure the lux value of the 
environment. Developed smart lamp is a prototype, so strap 
led is divided into parts and each part is considered as 1 meter. 
Eight transistors were used for switching. A transistor is 
connected for each strap led part. LEDs are powered by 12V 
and Arduino is powered by 5V. It has switched to control 12V 
led with 5V light signal. Smart lamp is shown in variable 
lighting level cases in Fig. 9. 

  
Fig. 9. Smart lamp in various indoor illumination levels 

C. Energy to be saved in case of using developed lamp 

Amount of energy that could be saved in case of using 
smart lamp in classrooms of Faculty of Technology of Selcuk 
University is calculated. There are classrooms in 4 floors of 
Faculty with floor area nearly 550 m2, of which’s 275 m2 
(23m×12m) faced to east and rest is faced west in each floor. 

Minimum illumination level for classrooms is 300 lux 
[18]. Illumination level of Konya, Turkey is obtained hourly 
for one year for outdoor environment [19]. Then, illumination 
level in middle of classrooms at desk level faced to west and 
east is measured and the illumination level in outdoor is 
measured in 30 minutes’ intervals from 9:00 am to 17:00 pm 
during one day. Illumination share in indoor for east and west 
side is calculated by measurement data and are given in Table 
2. This data is also obtained by software and sent to smart 
lamp.  
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TABLE II.  ILLUMINATION LEVEL MEASURED IN 30 MINUTES’ 
INTERVALS FROM 9:00 AM TO 17:00 PM 

Time 
Out 
door 

Illumination 
level in class 

faced to 
East 

East 
light in 
indoor, 
% 

Illumination 
level in class 

faced to 
West 

West 
light in 
indoor, 
% 

09:30 20137 1402 7 181 0,9 
10:00 22096 1904 8,6 164 0,7 
10:30 25659 2967 11,6 126 0,5 
11:00 33684 2110 6,3 157 0,5 
11:30 32301 2296 7,1 77 0,2 
12:00 14404 772 5,4 75 0,5 
12:30 42820 2021 4,7 72 0,2 
13:00 44395 1154 2,6 185 0,4 
13:30 31553 853 2,7 116 0,4 
14:00 27659 534 1,9 129 0,5 
14:30 3735 787 21,1 103 2,8 
15:00 2066 510 24,7 182 8,8 
15:30 2156 515 23,9 170 7,9 
16:00 1357 490 36,1 330 24,3 
16:30 1722 330 19,2 281 16,3 
17:00 2455 272 11,1 190 7,7 

By using the illumination share values given in Table 2 
and annual weather data, the illumination level inside the 
classrooms is calculated for one year during daytime 
separately for east and west sides. This value gives the value 
that could be measured by BH1750 sensor. Finally subtracting 
the BH1750 value from minimum illumination level, the lux 
value of the smart lamp is calculated by using equation (5) in 
cases of illumination level inside the classroom is lower than 
300 lux. If the illumination level is higher than 300 lux, smart 
lamps are closed, although sometimes they are open in real 
life. Electricity consumption of all classrooms with smart 
LED lamp and standard LED lamp is given in Fig. 10. 

 
Fig. 10. Electricity consumption of all classrooms with smart and standard 

LED lamp 

As it is seen from Figure 13 electricity consumption for 
lighting is calculated for non-holiday days. Results showed 
that 1747 kWh/year electricity could be saved in case of using 
smart lamp in the classrooms of Faculty of Technology of 
Selcuk University. 

IV. CONCLUSION 

In this study a remotely controlled smart lamp is 
developed in order to decrease lighting electricity 
consumption during daytime. Smart lamp measures the 
illumination level of the environment with sensor and adjusts 
illumination level of lamp. System consists of Arduino, 
BH1750 light sensor, strap LEDs, transistors and Wi-Fi 
module. Daylight illumination level in indoor is measured 
with BH1750. Smart lamp adjusts illumination level by taking 
the difference of measured illumination data from minimum 
illumination level data, if the measured illumination level is 
lower than minimum level. Energy saving that would be 

achieved by using developed lamp is analyzed in Faculty of 
Technology of Selcuk University. Annual lighting electricity 
consumption of the building is calculated with smart lamp and 
standard LED lamp and found as 1747 kWh/year only for 
daytimes.  
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Abstract—Enhancement of the up-to-date computing sys-
tems in performance and memory capacity stimulates 
development of new mathematical models and methods 
for numerical simulation. Machine learning methods are 
widely used nowadays in the electronic design automation. 
New mathematical entities are focused onto increasing the 
design quality and reducing a time cost. A method of con-
structing the neuromorphic functional models (NFM) for 
analog components and functional blocks is proposed. An 
approach to improvement of the NFM accuracy by parti-
tioning the domain of definition for output characteristics 
according to the threshold coefficient and using the paral-
lel artificial neural network (ANN) architecture is offered. 
The automated synthesis route of the NFM is represented. 
The results of experimental study for semiconductor diode 
and the voltage rectifier circuit are demonstrated. The 
accuracy increasing of the synthesized NFM and circuit 
simulation results shown high efficiency of the proposed 
method. 

Keywords—machine learning, neuromorphic functional 
models, analog components and functional blocks, design 
automation  

I. INTRODUCTION 

The integrated technologies development directly af-
fected a significant increase in the functionality of mod-
ern microprocessors and computing systems in general. 
The increase in CPU/GPU performance and memory 
capacity allows solving the complex computational 
problems in an acceptable time with high accuracy. One 
of the sources of highly loaded computing problems is 
design automation in various sectors of the economy and 
in microelectronics in particular. The development of 
CAD tools for microelectronics allows us to design new 
microprocessor devices. Thus, we can state that the de-
velopments of CAD tools and computer systems are 
interrelated processes influencing each other. 

Mathematical models and mathematical methods are 
the two main entities of mathematical support in the 
state-of-the art CAD tools. The growth of the functional 
possibilities of computing systems stimulates the further 
development of new mathematical models and methods 

that take into account the peculiarities of the computing 
systems architecture, including the strategy of parallel 
processing [1]. Particular attention is now paid to math-
ematical models of components and functional blocks 
that take into account the features of integrated technol-
ogy and ensure the required design quality [2–6], as well 
as design methods and technologies [7–10] that provide 
the reliability and high quality of the developed devices 
within the framework of up-to-date design methodolo-
gies like Design-for-Testability (DFT) [11–14], Design-
for-Manufacturing (DFM) [15], etc. 

The development of integrated technologies has in-
fluenced the emergence of new architectures and con-
cepts for their development like Application-Specific 
Integrated Circuits (ASIC), System-on-a-Chip (SoC), 
Network-on-a-Chip (NoC), embedded-systems, etc. At 
the same time, the main technical and economic criteria 
for designing became a reduction in development time 
and time to market, as well as a costs reduction. 

The methods of artificial intelligence (AI) and ma-
chine learning (ML) have been actively used recently in 
the electronic design automation at the level of accelera-
tion of computations in the hardware [16] and software 
at solving systems of equations [17–18], reliability as-
sessment [19–21], evolutionary optimization [22], build-
ing models of devices and systems [23–24], etc. 

A method for constructing the functional models of 
the components and functional blocks of analog and 
mixed-signal circuits for the circuit level design, based 
on the use of artificial neural networks, is proposed. An 
approach to increase the accuracy of the mathematical 
model by pre-processing the initial data and using the 
parallel architecture of the ANN is also offered. 

The paper is organized as the following. Section II 
describes the mathematical statement of the problem on 
constructing a neuromorphic functional model (NFM). 
The automated synthesis route of the NFM is proposed 
in Section III. The experimental results are presented in 
Section IV, while the next section contains the conclu-
sion and future work outlines. 
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II. MATHEMATICAL STATEMENT OF THE PROBLEM ON 

CONSTRUCTING A NEUROMORPHIC FUNCTIONAL MODEL  

Artificial neural networks (ANNs) are actively used 
in solving the problems of clusterization, classification 
and regression. In the first case, unsupervised training 
methods are used, and in the second and third cases, the 
supervised training methods are applied. 

The ability of ANN to approximate functional de-
pendencies underlies the construction of neuromorphic 
functional models (NFMs) of analog components and 
functional blocks. Models of analog components and 
functional blocks used in circuit design are based on 
Ohm and Kirchhoff laws and reflect the relationship 
between the current flowing through the component and 
the applied voltage, taking into account many external 
and internal parameters 

 ( )out inf=Y X  (1) 

where inX  is a vector of the input values, outY  is an 
associative vector of the output values. 

The current flowing through the component  
( outI ∈ Y ) is considered at the NFM as the output char-
acteristic for the one-terminal components (Fig. 1), and 
the applied voltage to the component is the input char-
acteristic ( inV ∈ X ). 

      

V I

 
a)                                                         b) 

Fig 1. One-terminal component: schematic (a), NFM (b) 

The input and output currents ( ,out in outI I ∈ Y ) are 
considered at the NFM as the output characteristics for 
the two-terminal components (Fig. 2), and the input 
current ( in inI ∈ X ), the input voltage ( in inV ∈ X ) and 

the output voltage ( out inV ∈ X ) are considered as the 
input characteristics. 

  

Iin;Vin

...Vout
Iout;Iin

 
a)                                                        b) 

Fig. 2. Two-terminal component: schematic (a), NFM (b) 

In the general case, with an increase in the range of 
variation of the input values, a significant increase in the 
values of the output characteristic is observed. The do-
main of definition of the output characteristic may in-

clude values that are several orders of magnitude differ-
ent from each other, in the range of values of the input 
characteristic 

 :  f →X Y , (2) 

 ( )maxmaxy = Y , ( )minminy = Y ,  

max miny y . 

A significant dispersion in the values of the output 
characteristic affects the decrease in the accuracy of the 
approximation f (2) using an ANN. Improving the accu-
racy of approximation and the quality of ANN training 
is achieved by pre-processing the source data, which is 
represented by an array of tuples in the following form 

 ( ) ( ) ( ) ( ){ }1 1,..., , ,...,
x y

n n n n
n N Nm x x y y= =M , (3) 

 i inx ∈ X , k outy ∈ Y , 1.. xi N= , 1.. yk N= ,  

where Nx is the number of the input parameters of the 
model, Ny is the number of the output parameters of the 
model, Ns is the number of discrete values of the func-
tional dependence (1) in Nx-dimensional space of 
changes input values ix  

( ) ( ) ( )n n n
i i iS x E≤ ≤ , 1.. xi N∀ = ,  

( ) ( )( )minn n
i iS x= , ( ) ( )( )maxn n

i iE x= . 

Normalization, for example, linear transformation to 
a unit scale, usually acts as the raw data preprocessing 

 ( )
( ) ( )

( ) ( )
,

, ,

n n
n k k min

k n n
k max k min

y y
y

y y

−
=

−
 , (4) 

 ( ) ( )( ), minn n
k min ky y= , ( ) ( )( ), maxn n

k max ky y= ,  

 1.. yk N= , 1..n = M   

In the case of ( ) ( )
, ,
n n

k min k maxy y , for ( ) ( )
,

n n
j k miny y∀ ≈  

there is a loss of a significant part of the number at the 
ANN training. 

A logarithmic transformation of the range of defini-
tion with the base P can be used also as a preprocessing 

 ( ): logL log Pf=Y Y Y . (5) 
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Further, an exponential (power) restoration of the 
original is carried out during the post-processing 

 ( )^:O exp L Lf P=Y Y Y . (6) 

In this case, minor ANN training errors lead to sig-
nificant errors in restoring the original numerical value 
of the output characteristic due to the exponential nature 
of the dependence. 

As an alternative, the partitioning the domain of def-
inition (2) into subdomain with the same order of signif-
icance of the elements included in them and carrying out 
independent ANNs training for each formed subdomain 
are proposed for training the neuromorphic functional 
model to ensure the approximation accuracy 

 1 2 k G= … …M M M M M     , (7) 

{ }1 2, , , , ,
kk k k kl kpm m m m= … …M , 

( ) ( ) ( ) ( )
1 1,..., , ,...,

x y

kl kl kl kl
kl N Nm x x y y= , 

( )

( )

1

k

k
j

Lo Hikp
j

y

y
θ ≤ ≤ θ , 1.. , 1.. yk G j N∀ = = ,  

( )

( )

1

1

k
j

Hi Q
j

y

y
θ <  or 

( )

( )

1

1

k
j

Lo Q
j

y

y
θ > , 1.. , 1..k G Q G∀ = ∀ = , 

, 1.. yk Q j N≠ = , , 1 /Hi Lo Hiθ = θ θ = θ , 

where θ is the threshold partitioning coefficient, kp  is 
the cardinality of k-th subdomain. 

The resulting approximator is represented by the 
parallel ANN architecture, combining the G ANNs for 
all subdomains (7). The parallel ANN architecture is 
presented in Figure 3. 

III. THE AUTOMATED SYNTHESIS ROUTE OF THE NFM 

The design flow of an automated synthesis of the 
NFM can be described by the following sequence of 
steps (Fig. 4). 

1. Generating the initial data, which can be per-
formed by two ways, firstly, based on the results of 
modeling the analytical dependence of the current on the 
voltage (model-based) or, secondly, based on the results 
of measuring the characteristics during physical testing 
of a component (data-driven). An array of tuples is used 
for structuring and representation of the raw data ac-
cording to (3). 

 
Fig. 3. The parallel ANN architecture 

2. Partitioning the raw data according to specified 
threshold coefficient θ. The complete dataset is split on 
several subsets (7) by the criterion of difference the 
values of the output characteristics no more than in θ 
times inside one subdomain. 

3. Selecting the ANNi architecture (i = 1..G) is fo-
cused on determining the number of layers, the number 
of neurons in each layer and the type of activation func-
tion. A two-layer perceptron is used as a base of the 
NFM. The number of input parameters of the model 
determines the number of neurons in the input layer Nx. 
The number of model output parameters determines the 
number of neurons in the output layer Ny. The number 
of neurons of the hidden layer (N) of the two-layer per-
ceptron is estimated taking into account the cardinality 
of i-th training subset, as well as dimensions of the in-
put (X) and output (Y) sequences.  

4. Generating the training ( trn
iM ) and the testing  

( tst
iM ) subsets by a uniform sampling from the subset 

of raw data Мi 

trn
i i∈M M , tst

i i∈M M , trn tst
i i∩ = ∅M M , 

trn trn
i ik = M , tst tst

i ik = M , trn tst
i ik k< , 

where trn
ik  is the number of elements in the i-th train-

ing subset, tst
ik  is the number of elements in the i-th 

testing subset. 

5. Training of the ANNi is executed using the corre-

sponding subset trn
iM . The training process is stopped 

when either the training error is became less or equal to 
the threshold value, or when the number of executed it-
erations exceed the maximum available value. The quality 

of the ANNi training is tested using the subset tst
iM .  
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Fig. 4. The route of automated synthesis of the NFM 

A cycle of the parametric synthesis is initiated if the 
required quality of the ANNi training has not been 
achieved. In this case the ANNi architecture selected on 
the step 3 is re-trained with random re-assigning the 
initial conditions.  

A cycle of the structural synthesis is initiated if the 
required quality of the ANNi training cannot be achieved 
during the limited number of parametric synthesis at-
tempts ( max p ). This cycle dealt with a return to the 

step 3 and making modifications in the ANNi architec-
ture like a changing the number of neurons in the hidden 
layer, increasing the number of intermediate layers, etc.  

The process is stopped with generation of the corre-
sponding notification if after maxs  attempts the struc-
tural synthesis could not provide required quality of the 
ANNi training. 

Steps 3-5 are executed independently for each ANNi 

but in the parallel way for all G subdomains simultane-

ously. The parallel execution of these steps ensures the 
effective use of the up-to-date computing systems with 
reducing the time cost on the model synthesis. 

6. The successfully trained G ANNs have represent-
ed the complete model, which is stored in the library for 
the further application during describing and simulating 
the electronic circuits. 

IV. EXPERIMENTAL RESULTS 

A. Construction of the Neuromorphic Functional Model 

The synthesis of a neuromorphic functional model is 
demonstrated using the semiconductor diode D1N4934 
as a case study. The raw data has been generated during 
simulation of the diode structural model in the Cadence 
CAD tools. The Volt-Ampere Characteristic (VAC) 
represents the initial data for the NFM synthesis. The 
VAC reflects the dependence of the current flowing 
through the diode on the applied voltage from the range 
–6 V up to +6 V with step 0.01 V and the corresponding 
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current is changed from –1.573e–07 A to 1.239e+02 A. 
In result the raw data M consists of 12 001 tuples 

,n n nm V I= , where nV  is the effective applied voltage 

to the diode and nI  is the corresponding current flowing 
through the diode. 

The partition of the initial data is performed for two 
values of the threshold partitioning coefficients θ = 5 
and θ = 10. The number of subdomains is equal to 15 in 
the first case and 11 in the second case.  

A two-layer perceptron with one neuron on the in-
put, one neuron on the output and N neurons in the hid-
den layer was used for implementation of the NFM as a 
basic architecture for each subdomain dataset. The 
number of neurons in the hidden layer is estimated tak-
ing into account actual number of samples in the corre-
sponding subdomain. 

The comparative results of the approximation quali-
ty for the trained neuromorphic functional models are 
represented in Table I. The approximation quality is 
estimated for the NFM synthesized on the set of initial 
data without partitioning (G = 1) and for both cases of 
partitioning (G = 15 and G = 11). 

TABLE I. COMPARATIVE RESULTS OF THE APPROXIMATION QUALITY 

Threshold  
partitioning 

coefficient (θ) 

Number of  
Subdomains (G) 

The average 
approximation 

value 

Root mean 
square error 

1 1 0.1391e+01 1.5076e+04 
5 15 0.5890e–03 5.6016e+03 
10 11 0.5830e–03 5.3245e+03 

 
The tool of mathematical and engineering calculation 

MATLAB and the computing system with processor 
Intel®Core™ i7-4770 CPU @3.4GHz and RAM 8GB 
were used for training the NFM. Obtained results 
demonstrate an essential increasing the quality of approx-
imation after use of the proposed approach, the trained 
NFMs based on the partitioning and parallel architecture 
provide improvement of the average approximation val-
ue in more 2 361 times and RMSE in about 2.96 times. 

B. Numerical Simulation of the Circuit with Using the 
Neuromorphic Functional Model 

The NFM trained without partitioning of the initial 
data and the NFM trained at partitioning with θ = 10 
were used for description and numerical simulation of 
the two-wave bridge rectifier as a testbench (Fig. 5).  

The results of the numerical simulation of the circuit’s 
mathematical model based on the NFMs (NFMΘ = 1 with-
out partitioning and NFMΘ = 10 at partitioning with 
threshold coefficient 10) were compared with the results 
of simulating the corresponding rectifier’s circuit in the 
Cadence CAD tools (Table II). 

The numerical simulation of the two-wave bridge 
rectifier using the NFM for the diodes D1–D4 was exe-

cuted for two types of the circuit analysis. The first type 
is DC-analysis or analysis in the static mode with chang-
ing the input voltage Vin in the range –6V up to +6V 
with step 0.1V. The second type is the transient analysis 
or analysis in the time domain with changes of the input 
voltage Vin according to sine-wave low with amplitude 
220V and frequency 5 kHz during three periods. 

 

 
R1 = 5k 
 
Vin DC 0 sin(0 220 5k) 

Fig. 5. The voltage two-wave bridge rectifier 

TABLE II. THE CIRCUIT SIMULATION ERRORS 

Error 
DC Tran

NFMΘ=1 NFMΘ=10 NFMΘ=1 NFMΘ=10 

Max_Rel, % 0.199e+01 0.426e+00 0.11e+00 0.231e–01 
Avg_Rel, % 0.199e+01 0.249e–01 0.94e+00 0.110e–01 
Max_Abs, V 0.267e–01 0.104e–03 0.499e+00 0.498e+00 
Avg_Abs, V 0.175e–01 0.357e–04 0.125e+00 0.362e–01 

RMSE, V 0.149e–01 0.350e–04 0.153e+00 0.101e–00 
 
The combined graphs of the simulating results for the 

two-wave bridge rectifier based on the NFMΘ = 10 in the 
static mode and in the time domain are presented in Fig-
ure 6. 

V. CONCLUSION 

The proposed approach to synthesis of the neuromor-
phic functional models based on the partitioning the do-
main of definition on subdomains and training the paral-
lel ANN architecture has demonstrated high efficiency. 
The synthesized NFM provide increasing the accuracy of 
approximating the functional dependence of output char-
acteristics on the input characteristics. The proposed ap-
proach ensures decreasing the relative and absolute errors 
of the circuit simulation in the static mode and the time 
domain for the considered example in 1.51 up to 490 
times. Once trained ANN as the NFM for analog compo-
nents or functional blocks is stored in the library and can 
be regularly used for a circuit description and simulation. 

The proposed route of automated synthesis of the 
NFM is realized in the MATLAB software and can be 
used for analog circuit design in the framework of design 
flow. The synthesized NFM can be implemented in the 
hardware realizing artificial neural networks. 
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a)

b) 

Fig. 6. Combined graphs of output voltage for the two-wave bridge 
rectifier with application of the partitioned neuromorphic (NFM) and 
structural (SFM) functional models: in the static mode (a), in the time 
domain (b) 
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Abstract—The author of the article analyzes the errors that 

occur in ternary code vectors from the standpoint of their use 
in the synthesis of self-checking digital systems. The article 
discusses the issues of identifying the typical types of errors 
that occur in binary and ternary code vectors. Classifications of 
errors are formed, and also definitions of the main types of 
errors are given and their key features are noted. It is shown 
that errors in ternary code vectors are much more diverse than 
errors in binary code vectors, which is due to the number sys-
tem and the number of signals used to represent numbers. The 
article presents the main classes of redundant codes focused on 
error detection. The author gives an example of ternary redun-
dant codes belonging to certain classes. The article highlights 
the prospects for their application in the construction of ter-
nary self-checking digital devices, as well as technical means of 
their diagnostics. 

Keywords—digital systems; binary code vectors; ternary code 
vectors; errors in code vectors; classification of errors in code 
vectors; codes with error detection; undetectable error. 

I. INTRODUCTION 

Despite the widespread use of binary logic as the basis of 
digital technology, engineers and scientists around the world 
have a lively interest in ternary logic and ternary technology 
[1 − 4]. There have been attempts to implement devices op-
erating in ternary logic, both based on traditional binary log-
ic devices and using ternary logic elements [5 − 9]. The use 
of ternary logic in the development of quantum computers is 
also discussed, and the use of cutrites instead of qubits can 
significantly reduce the number of quantum gates [10]. An 
important issue is the study of methods for constructing de-
vices and automation systems endowed with the property of 
fault detection, which is associated with the use of error-
tolerant ternary codes [11]. 

In the development of self-checking binary devices of 
automation and computer technology, error-tolerant coding 
methods are widely used [12, 13]. Coding is used at various 
levels of discrete device and system architecture. For exam-
ple, when synthesizing devices at the level of models of fi-
nite automata, states are often encoded with a certain redun-
dant code, which allows detecting faults in the operation of 
devices, as well as parrying their manifestations and ensur-
ing the regular operation of devices [14]. In addition, redun-
dant coding is used in the synthesis of diagnostic tools [15], 
as well as in data transfer between nodes of automation sys-
tems [16]. Similar principles can be applied in the develop-

ment of self-checking digital devices operating in ternary 
logic.  

The choice of a code with certain characteristics for de-
tecting errors of various types and multiplicities is funda-
mental in the process of developing self-checking automa-
tion devices based on error-tolerant codes [17]. From this 
point of view, errors in binary code vectors are usually clas-
sified into monotonous (unidirectional), symmetrical and 
asymmetrical, and there are also special classes of redundant 
codes that have the ability to detect any errors of a certain 
type and any errors of a certain type up to their specific mul-
tiplicity [18, 19].  

This article reveals the features of error classification in 
ternary code vectors in comparison with the features of error 
classification in binary code vectors. Special types of errors 
are identified, and classes of ternary redundant codes are 
introduced, the use of which makes it possible to synthesize 
self-checking digital devices that function in ternary logic.  

II. ERRORS IN BINARY AND TERNARY VECTORS AND THEIR 

CLASSIFICATION 

A. Errors in binary code vectors 
 

Let's consider the features of errors that occur in binary 
and ternary code vectors.  

Let's draw an analogy between a code vector and a de-
vice with a certain number of outputs: each output will cor-
respond to a certain bit of the code vector, and the value of 
this bit will be formed by calculating the output function. 
The correct code vector is formed as a result of the regular 
operation of the device. The occurrence of a fault in the 
structure of the device leads to the detection of an error at its 
output under certain conditions (if the error observability 
conditions are met). The error can be transmitted to one or 
several outputs, as well as in different ways: either change 
its appearance, or save it. For example, if there are inver-
sions on the way to the device's output from the place where 
the fault occurred, the error will change its type when 
transmitting to the output. Thus, an error at the output of any 
element of the digital device structure can lead to an error in 
the code vector, and these errors can be different in the 
composition of the distorted values. For example, a device 
that operates in binary logic, and does not have inverters, 
will have the property of transmitting the type of error on 
each line to its outputs. This feature of the device is related 
to the fact that the functions it implements will be monoto-
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nous, and any distortion on the circuit line will only lead to 
monotonous manifestations of errors. In other words, the 
property of monotonicity of functions is directly related to 
the property of monotonicity of the error that occurs in the 
code vector. The class of monotonous functions is one of the 
five main classes of the Boolean functions [20]: the class T0 
is the zero-preserving functions; the class T1 is the one-
preserving functions; class M is the monotonous functions; 
class L is the linear functions; class S is the self-dual func-
tions. 

In general, the basic classes of the Boolean functions are 
widely used in the development of technical diagnosis 
methods. For example, the linear parity function is widely 
used in the control of calculations [21 − 23], codes with de-
tection of any monotonous errors are used in the concurrent 
error-detection (CED) systems of logic circuits [24], as well 
as control for the belonging of functions to the class of self-
dual [25]. The type of errors at the outputs of diagnostic 
objects has the key importance in the organization of diag-
nostic support. Often, as noted above, an analogy is drawn 
between the outputs of automation devices and code vectors, 
and the error at the outputs of the devices is compared with 
the error in the code vector [26]. 

Definition 1. An error in a code vector is a set of distor-
tions of its bits.  

Let the number of bits of the code vector generated at the 
outputs of a certain diagnostic object be m. Then the error in 
the code vector can be associated with a distortion from 1 to 
m bits.  

Definition 2. The number of bits that are distorted when 
an error occurs is called the d multiplicity of the error.  

Errors (ERR) in code vectors can be single (one-time) 
(SIN) and multiple (MULT).  

The total number of errors in binary code vectors is de-
termined by the doubled number of transitions of each of 2m 
code vectors to each: 
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where the m2 cofactor determines the total number of 

binary code vectors, the d1 cofactor characterizes the num-

ber of distortion variants of d bits, and the d
mC cofactor is the 

number of distortions of multiplicity d out of m bits. 

For example, for a variant with m=3, formula (2) gives 
the following result: 
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In two-valued logic, each bit of a code vector can contain 
two types of distortion: 0→1 or 1→0. The type of error that 
occurs is determined by the set of distortions of the various 
bits. 

Definition 3. An error is called monotonous (unidirec-
tional) if the binary code vector contains only distortions of 
the type 0→1 or only of the type 1→0, when an error oc-
curs. 

Definition 4. An error is called non-monotonous (multi-
directional) if there are various types of distortions in the 
binary code vector when an error occurs. 

Single (SIN), monotonous (MON) and non-monotonous 
(NMON) errors form the full set of errors in binary code 
vectors. Non-monotonous errors are usually divided into two 
unequal classes of symmetrical (SYM) and asymmetrical 
(ASYM) errors.  

Definition 5. An error is called symmetrical if it occurs 
in a binary code vector with the same number of distortions 
of type 0→1 and type 1→0.  

Definition 6. An error is called asymmetrical if it occurs 
in a binary code vector with the different number of distor-
tions of type 0→1 and type 1→0.  

The Fig. 1 gives the examples of various types of errors 
in binary code vectors, and Fig. 2 gives their full classifica-
tion. It should be noted that the monotonous error can have a 
multiplicity of d≥2, the symmetrical error always has an 
even value of multiplicity, and the asymmetric error has a 
d≥3 value of multiplicity.  

< 0 0 1 >

< 0 1 1 >

a)

< 0 0 1 >

< 1 1 1 >

b)

< 0 0 1 >

< 0 1 0 >

c)

< 0 0 1 >

< 1 1 0 >

d)

 
Fig. 1. The examples of various types of errors in the binary vectors:                    
а) single (SIN); b) monotonous (MON); c) symmetrical (SYM);                      
d) asymmetrical (ASYM). 

The Table 1 for example gives an error characteristic 
for binary code vectors with a length m=3, where the num-
ber of errors of various types and different multiplicities is 
indicated. In addition, the last column of the table shows the 
relative indicator τ, which shows how much the number of 
errors of a particular type takes up from the total number of 
errors in code vectors. The number of monotonous and 
symmetrical errors is approximately the same, while the 
number of asymmetrical errors is approximately two times 
smaller. The error distributions by types and multiplicities 
and the values of indicators τ differ for different lengths of 
code vectors.  
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Fig. 2. The classification of errors in binary vectors.  

TABLE I.  THE DISTRIBUTION OF ERRORS BY TYPES                
AND MULTIPLICITIES IN BINARY CODE VECTORS                   

WITH THE LENGTH M=3 

Error type  
Error multiplicity 

Total τ, % 
1 2 3 

SIN 24 − − 24 42.857 

MON − 12 2 14 25 

SYM − 12 0 12 21.429 

ASYM − − 6 6 10.714 

Total 24 24 8 56 100 

 
B. Errors in ternary code vectors 

 
Now focus on the ternary logic code vectors.  

The mathematics of ternary logic uses a large number of 
values (let's denote them as 0, 1, and 2). Accordingly, the 
number of basic classes of ternary logic functions is greater 
than of binary logic: there are 18 basic classes of ternary 
logic functions [20]. The classes of monotonous functions 
have a special significance among them. The M1 class in-
cludes monotonous functions for which the order 0 < 1 < 2 
is used when comparing arguments. The M2 class includes 
monotonous functions for which the order 1 < 2 < 0 is used 
when comparing arguments. The M3 class includes monoto-
nous functions for which the order 2 < 0 < 1 is used when 
comparing arguments.  

Based on the classification of errors in binary code vec-
tors, we classify errors in ternary code vectors, putting in it 
the features of combinations of distortions of 0→1, 1→0, 
0→2, 2→0, 1→2, 2→1 types. 

The total number of errors in ternary code vectors is de-
termined by the doubled number of transitions of each of 3m 
code vectors to each:  
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For example, three-bit binary code vectors are distorted 

by ( ) 70226271332 332
33 3 =⋅=−== CN TER  variants. This 

number is 12.54 times greater than the number of errors in 
binary vectors. As the code vector length increases, the dif-
ference between the number of errors in ternary and binary 
vectors increases rapidly (Table 2). In the limit for m→∞  
the difference is determined by the following value: 
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TABLE II.  THE RELATION BETWEEN THE NUMBERS OF 
ERRORS IN BINARY AND TERNARY CODE VECTORS 

m 
BIN
mN  

TER
mN  BIN

m

TER
m

m N
N

=δ  

2 12 72 6 

3 56 702 12.54 

4 240 6480 27 

5 992 58806 59.28 

6 4032 530712 131.63 

7 16256 4780782 294.09 

8 65280 43040160 659.32 

9 261632 387400806 1480.71 

10 1047552 3486725352 3328.45 

… … … … 

20 1.09951⋅1012 1.21577⋅1019 11057343 

… … … … 

50 1.26765⋅1030 5.15378⋅1047 4.066⋅1017 

… … … … 

100 1.60694⋅1060 2.65614⋅1095 1.653⋅1035 

 
The number of undetectable errors in ternary code vec-

tors can also be determined as the sum of all errors with 
each multiplicity { }md ,...,2,1∈ : 
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where the 
m3 cofactor determines the total number of 

ternary code vectors, the d2 cofactor characterizes the num-
ber of variants of distortions of d bits (in contrast to binary 
bits, each ternary bit can be distorted by two variants), the 

d
mC cofactor is the number of distortions of multiplicity d of 

m bits. 

For an example with m=3, formula (5) gives the follow-
ing result: 
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We also note that formula (5) can be generalized for 
code vectors of q-valued logic: 
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In addition to the above, errors in ternary code vectors 
are much more diverse than errors in binary code vectors.  

Like errors in binary vectors, errors in ternary vectors are 
divided into single (SIN) and multiple (MULT). Multiple 
errors are divided into two classes: monotonous (MON) and 
non-monotonous errors (NMON).  

Definition 7. An error in the ternary code vector is mo-
notonous if, when it occurs, the priority of the values de-
fined in each of the classes of monotonous functions M1, M2 
and M3 is preserved.  

Monotonous errors are divided into unidirectional (UNI) 
and bidirectional (BIDI).  

Definition 8. A monotonous error in a ternary code vec-
tor is unidirectional if, when it occurs, all distortions occur 
only in the values 0, or only in the values 1, or only in the 
values 2.  

It should be noted that monotonous unidirectional errors 
can be divided into two classes: double-side (DS) and triple-
side (TS) errors.  

Definition 9. A monotonous unidirectional error in a ter-
nary code vector is called a double-side error if the same bit 
values are distorted when it occurs.  

Definition 10. A monotonous unidirectional error in a 
ternary code vector is called a triple-side error if the differ-
ent bit values are distorted when it occurs.  

Definition 11. A monotonous error in a ternary code 
vector is bidirectional if, when it occurs, the priority of val-
ues defined in each of the classes of monotonous functions 
M1, M2 and M3 is preserved, and distortions of all value vari-
ants into all value variants are achievable.  

Definition 12. An error in the ternary code vector is non-
monotonous if any kind of distortion is possible when it oc-
curs.  

Non-monotonous errors are divided into compositional 
(COMP) and asymmetric (ASYM) errors.  

Definition 13. A non-monotonous error in a ternary code 
vector is compositional if the number 0, 1, and 2 is pre-
served when it occurs.  

The compositional error in the ternary code vector is an 
analogue of the symmetrical error in the binary code vector.  

Definition 14. A non-monotonous error in the ternary 
code vector is asymmetrical if, when it occurs, the numbers 
0, 1, and 2 are not saved.  

The examples of various types of errors in ternary code 
vectors are shown in the Fig. 3. And errors classification is 
shown in the Fig 4. 

< 0 2 1 >

< 0 1 1 >

a)

< 2 0 2 >

< 1 0 1 >

b)

< 2 1 1 >

< 0 1 0 >

c)

< 1 0 2 >

< 0 0 1 >

d)

< 0 2 1 >

< 2 1 0 >

e)

< 2 1 0 >

< 1 2 1 >

f)

 
Fig. 4. The examples of various types of errors in ternary code vectors:                 
a) single (SIN); b) unidirectional double-side (UNI DS); c) unidirectional 
triple-side (UNI TS); d) bidirectional (BIDI);  e) compositional (COMP);            
f) asymmetrical (ASYM). 

The Table 3 gives an error characteristic for ternary code 
vectors with the length m=3, where the number of errors of 
various types and different multiplicities is also indicated, 
and the indicator τ is calculated. A significant share of errors 
(54.701%) is occupied by various monotonous errors, while 
compositional errors account for 9.402%, and asymmetrical 
errors account for 12.82%. The distribution of errors by 
types for ternary code vectors differs significantly from the 
distribution of errors by types for binary code vectors. As 
the m value increases, the error distributions by type and 
multiplicity change.  

TABLE III.  THE DISTRIBUTION OF ERRORS BY TYPE                    
AND MULTIPLICITY IN TERNARY CODE VECTORS                  

WITH THE LENGTH M=3  

Type of error 
Error multiplicity 

Total  τ, % 
1 2 3 

SIN 162 − − 162 23.077 

UNI DS − 51 24 75 10.684 

UNI TS − 54 0 54 7.692 

BIDI − 165 90 255 36.325 

COMP − 36 30 66 9.402 

ASYM − − 90 90 12.82 

Total  162 306 234 702 100 
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Fig. 3. The classification of errors in ternary vectors. 

III. THE CODES WITH CERTAIN TYPES ERROR DETECTION  

The redundant codes focused on detecting specific types 
of errors in code vectors can be used to solve the problems 
of the synthesis of automation devices with fault detection in 
both binary and ternary techniques. 

The Fig. 5 presents a classification of binary redundancy 
codes oriented to error detection and used in the construc-
tion of discrete systems. The special classes of any unidirec-
tional asymmetrical error detection codes (UAED-codes) 
and any unidirectional error detection codes (UED-codes) 
are stand out among the set of binary redundant codes. In 
addition, it is necessary to note such codes that detect any 
unidirectional errors up to a certain  multiplicity of  dυ (dυ-
UED-codes), and codes that detect any unidirectional and 
asymmetric errors up to certain multiplicities of dυ and dα 
(dυ,dα-UAED-codes). There are also narrower classes of 
codes with the any symmetrical error detection (SED-codes) 
and codes with the any symmetrical error detection up to a 
certain multiplicity of dσ (dσ-SED-codes), and codes with the 
any asymmetrical error detection (AED-codes), and codes 
with the any asymmetrical error detection up to a certain 
multiplicity of dσ (dα-AED-codes). 

The above classification is due to the implementation 
features of automation devices with the checkable struc-
tures. For example, UAED-codes are effectively used for 
monitoring of automation devices, the outputs of which 
form monotonously and asymmetrically independent groups 
(MAI- groups). The UED-codes are effectively used for 
monitoring of automation devices, the outputs of which 
form a monotonously independent group (MI-groups). There 
are methods for converting the structures of automation de-
vices into devices with structures whose outputs form MAI- 
and MI- groups [18]. The codes of the dυ-UED and dυ,dα-
UAED type are used for monitoring automation devices in 
several  MAI- and MI- groups. 

The ternary redundant codes can also be classified in the 
same way. In this case, analogues of binary redundant codes 
with certain properties can be constructed (Fig. 6). Thus, in 
the set of ternary redundant codes, we can note codes with 
any monotonous and asymmetrical error detection. Let's 
denote them as MAED-codes (the difference in notation is 
due to the broader concept of "monotonicity" in ternary log-

ic and the allocation of both unidirectional and bidirectional 
monotonous errors). In addition to MAED-codes, it is possi-
ble to note the codes with any monotonous error detection 
(MED-codes). Such codes can be effectively used in the 
control of ternary logic devices, the outputs of which form 
MI- and MAI-groups. To control devices for several groups 
of monotonously and asymmetrically independent outputs, 
codes with the monotonous and asymmetrical error detec-
tion up to certain multiplicities dμ and dα (dμ,dα-MAED-
codes / dμ-MED-codes) can be used. It is also possible to 
note the ternary codes with any compositional error detec-
tion (CED-codes) and the codes with any compositional 
error detection up to a certain multiplicity of dκ (dκ-СED-
codes), and also the codes with any asymmetrical error de-
tection (AED-codes) and the codes with any asymmetrical 
error detection up to a certain multiplicity of dα (dα-AED-
codes). In addition, it should be noted that it is possible to 
construct the codes focused on detecting only one of the 
subclasses of monotonous errors: UED-codes (dυ-UED-
codes) – the codes with any unidirectional monotonous error 
detection (unidirectional monotonous error detection up to a 
certain multiplicity of dυ), BED-codes (dβ-BED-codes) – the 
codes with any bidirectional monotonous error detection 
(bidirectional monotonous error detection up to a certain 
multiplicity dβ). 

 
Fig. 5. The classification of binary redundancy codes. 

The ternary codes that have the properties of certain 
type’s error detection can be constructed by analogy with 
binary redundant codes.  

A MAED-code is a ternary code composed of code 
words having the same number of bits equal to 1 and 2. This 
code is called a constant-composition code [27, 28]. An ana-
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log of this code in the binary logic is the constant-weight 
code [29]. Here is an example of a compositional code 
(C(r1,r2)-code, where r1 and r2 are the number of bits equal 
to 1 and the number of bits equal to 2) with the number of 
bits m=4. For example, C(1,2)-code form the code vectors 
from the set {0122, 1022, 0212, 1202, 0221, 1220, 2012, 
2102, 2021, 2120, 2201, 2210}. 

AED/
dμ-MED

MED/
dα-AED

dμ,dα-
MAED

MAED

Ternary 
codes

CED,
dκ-CED

UED/
dυ-UED

BED/
dβ-BED

 
Fig. 6. The classification of ternary redundant codes.  

The example of a MAED-code is a ternary sum code, 
which is constructed according to the following rules. In the 
data vector, we determine the number of bits equal to 1 and 
the number of bits equal to 2 (the numbers r1 and r2 are cal-
culated). The numbers r1 and r2 are represented in ternary 
form and are written respectively in k1 high and k2 low order 
bits of check vectors with the length 21 kkk += . The 
number of bits equal to 1 and the number of bits equal to 2 
in the data vector with the length m can be equal from 0 to 
m. It follows that ( ) 1log321 +== mkk  and

( ) 1log2 3 += mk . The Table 4 provides the calculations 
of the total number of check bits in ternary sum codes with 
the different lengths of the data vector. Here is an example 
of determining the values of the check vector bits for the 
data vector <011120222> of the ternary sum code: r1=3, 
r2=4, [r1]3=010, [r2]3=011. The check vector will have the 
following bits <010011>.  

The sum ternary code, constructed according to the 
above rules, will have the same check vector for each data 
vector with the same composition 1 and 2. Thus, the ternary 
sum code will be analogous to the classical binary Berger 
code in its features [30]. 

Note that all MAED-codes will have only compositional 
errors in the class of undetectable errors, while other types 
of errors will be detected by them. If this property indicates 
a significant share of undetectable errors of their total num-
ber in binary logic [31], then their share will be smaller in 
ternary logic (because there are significantly more monoto-
nous errors in ternary vectors than in binary ones).  

dμ-MED-codes are sum codes, for which the numbers r1 

and r2 are calculated in the
( ) { }11log21 33,...,3,3 −+∈ mM  

modulus residue ring (these are analogs of sum binary mod-
ular codes [32]). One of these codes is the code for which 
the numbers r1 and r2 are calculated in the M=9 modulus 
residue ring. The number of check bits in such ternary mod-
ular codes will always be equal to k=4. We obtain the check 
vector for the data vector <011120222> of the ternary sum 

code in the M=9 modulus residue ring: r1(mod9)=3, 
r2(mod9)=4, [r1]3=10, [r2]3=11. The check vector has the 
following bits <1011>. The considered code will detect any 
monotonous error in the data vectors of the multiplicity 
dμ<9. This explains the prospects for applying of these 
codes. 

TABLE IV.  THE NUMBER OF CHECK BITS                                  
IN THE TERNARY SUM CODES  

m k 

4 4 

5 4 

6 4 

7 4 

8 4 

9 6 

10 6 

… … 

20 6 

… … 

50 8 

… … 

100 10 

 
Another dμ-MED-codes are codes obtained by combining 

the codewords of codes with a constant composition of val-
ues: 

( ) ( )
 ( )

,,,,
mod2,

2121

21


μ

μ
dmrr

rrCdrrC
=

=       .21 mrr ≤+  (7) 

For example, let m=8 and dμ=4, then 

 ( ) ( ) .04mod44mod28, 21 ===rr  Thus, to construct a 

dμ-MED-code with the indicated parameters, it is necessary 
to take all code vectors belonging to C(r1,r2)- codes, for 

which { }2,1,0, 21 ∈rr . Moreover, 821 ≤+ rr . The indicated 

values correspond to codes with a constant composition of 
values C(0,0), C(0,4), C(0,8), C(4,0), C(8,0), C(4,4). 

The ternary code constructed according to the rules pre-
sented above will be analogous to the Borden binary code 
[33]. 

IV. CONCLUSION  

The classifications of errors in binary and ternary code 
vectors presented in the article make it possible to identify 
the main classes of binary and ternary redundant codes ori-
ented to detect errors of certain types and multiplicities.  

In turn, this makes it possible to reasonably choose one 
or another coding method in the self-checking digital devic-
es developing and in choosing the methods for implement-
ing their diagnostic support. 

 Compared to errors in binary code vectors, errors in ter-
nary code vectors are much more diverse. The primary type 
of errors are monotonous errors, which are also divided into 
several classes according to the type of signal distortion 
(unidirectional and bidirectional monotonous errors). 

The article also provides the examples of ternary codes 
related to the introduced classes of MAED- и dμ-MED-
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codes. These codes are analogues of binary sum codes (Ber-
ger codes and modular sum codes).  

The use of these codes is perspectival in the synthesis of 
checkable digital devices of ternary logic, as well as tech-
nical means of their diagnostics. 
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Abstract— Universal metric of data search in cyberspace is 
proposed; it is based on the use of similarity – difference 
parameters and matrix structure in binary form. Method for 
analyzing matrix data structures using the similarity–difference 
metric for fault detection in digital systems is described. The 
difference diagnostic method is characterized by the execution of 
three logical operations on the binary states of the matrix vector-
rows and is focused on single and multiple faults in digital systems 
and software applications. The qubit-difference method for fault 
detection is characterized by the use of vector parallel logical 
operations to form a diagnosis of a multivalued technical state, 
according to the principle of "divide and unite, eliminating 
contradictions." The advantage of the qubit-vector representation 
of data in matrix cells is shown, which makes it possible to perform 
logical operations in parallel in three automatic cycles in order to 
obtain the required result. Method for detecting single and 
multiple faults in digital software and hardware systems is 
described, focused on the hardware implementation of parallel 
logical register operations, which provide a significant increase in 
performance compared to existing analogues. Method and 
hardware implementation of a sequencer for determining 
similarity–difference–inclusion is proposed, which is 
characterized by obtaining a more accurate structured assessment 
of the interaction of two objects.  

Keywords— single and multiple faults, fault diagnosis, 
similarity–difference metric, qubit vectors, matrix data structures, 
digital systems-on-chips  

I. STATE OF THE ART  
The hardware and software of a computer at each stage of its 

development constitute a harmonious alliance. This means that 
new software systems must correspond to new chips, as well as 
improved silicon chips and structures must be developed for new 
algorithms and technologies. It's no secret that the world's 
leading company Apple uses a strategy of dying old hardware 
by forcibly not supporting it with new software systems. The 

situation is similar to new hardware and old applications. The 
growing computational power of new chips provides scientists 
with the opportunity to design improved models, methods and 
algorithms for solving current market and scientific problems. 
Every programming specialist who wants to be in demand 
should have an idea of the breakthroughs of a new generation of 
chips, computers, networks, data centers and cloud services. The 
best solutions in the field of computing, analysis and data 
retrieval indicate the existence of a stable trend towards the 
intellectualization of hardware by implementing hardware 
solutions in artificial intelligence and machine learning 
algorithms, which create tools for high-performance computing 
required today in the cyber-physical space for analyzing large 
data. It is well known that all models, methods, algorithms and 
applications related to artificial intelligence tend in their 
development from the probabilistic characteristics of processes 
to the determinism of finite state machines originally 
incorporated in modern computing. It is known that the ideal 
description of any process or phenomenon has always been, is 
and will be a strictly deterministic truth table of n variables, as a 
certain limit of knowledge about the object of research. 
Therefore, the ways of solving urgent problems of recognizing 
patterns, images, states will be formed in opposite directions: 1) 
From probabilistic ignorance of the process to its automaton 
determinism through the training time. 2) From computer 
determinism, as the core of some knowledge, to multi-parameter 
detailing of the analyzed process or phenomenon. The second 
way involves the development of an effective similarity-
difference metric, data structures and algorithms for the analysis 
and training of initially deterministic systems [1-11]. The goal 
is to significantly reduce the computational complexity of data 
retrieval and fault diagnosis algorithms by developing an 
efficient matrix data infrastructure for technological hardware-
focused parallel fault analysis using the similarity-difference 
metric. Objectives are the following: 1) Development of 
theoretical foundations of data retrieval based on metric 
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estimation of the interaction of vectors encoding technical 
(diagnostic) states of a process or phenomenon. 2) Development 
of a matrix model for describing the infrastructure of processes 
or phenomena identification (diagnosis). 3) Development of 
efficient computational algorithms (difference, qubit and 
equivalence) for data (fault) detection by evaluating the 
similarity–difference between the rows–columns of the matrix. 
4) Coding algorithms and testing them based on the given 
matrices for diagnosing digital systems. The essence of the 
research is the creation of computing for accurate data retrieval 
based on the analysis of regular matrix structures used to create 
methods and algorithms for parallel partitioning and combining 
of row and column vectors according to the similarity–
difference metric. 

II. UNITY OF SIMILARITY–DIFFERENCE OF OBJECTS OR 
COMPONENTS 

The metric of similarity–difference between objects, 
processes or phenomena [7], represented by the equation 
S⨁D=a∪b=U=1, is the basis for solving the most common 
problems in the technological market related to measurements 
in cyber-physical space and the Internet. Such scientific and 
practical problems (Fig. 1) are the following ones: 1) 
Recognition of images and patterns. 2) Machine learning. 3) 
Decision-making. 4) Management of processes and objects. 5) 
Big data analytics. 6) Digitalization of processes and 
phenomena. 7) Testing and diagnosis of systems [8-10]. 8) 
Creation and use of regular databases. 

 
Fig. 1. Scientific and practical problems which can be solved using the 
similarity-difference metric 

The model of relations between processes and/or phenomena 
is optimally represented in the form of a binary  matrix M=[M%&], 
which in the general case forms a Cartesian product of two sets, 
for example, a set of tests by a set of functionalities: <T×F>. 
Similarity is the ratio of the number of identical components of 
a process or phenomenon to their total number in the metric of 
the specified essential parameters. The difference is the ratio of 
the number of different components of a process or phenomenon 
to their total number in the metric of specified essential 
parameters. Similarity and difference are mutually 
complementary assessments of the relationship between 
processes and phenomena. To determine a scalar estimate of the 
similarity between all pairs of components, it is necessary to 
generate a quadratic matrix of their similarity (T×T or F×F) 
from the matrix M by using a formula that determines the 
similarity ratio of the two components: 

M%) = S(M%,M)) =
Σ&012 3M%& ∧ M)&5
Σ&012 3M%& ∨ M)&5

; 

𝐷(M%,M)) = 1– S(M%,M)). 
 

III. CUBIT-DIFFERENCE FAULT DETECTION METHOD 
A qubit is defined here as a binary vector of dimension k, 

simultaneously identifying a finite number of states, as a 
superposition of their unitary codes. A logical function qubit is 
a vector that forms k=2=	output states, where n is the number of 
variables [11,12]. A fault qubit is a vector that forms k faulty 
state codes of an individual line, component or system that is 
characterized by the ability to superimpose due to the unitarity 
of their codes. Test results parameter R=(R1, R@, … , R%, … , RB) 
defined in the alphabet {0,1} and equal to the length of the test 
p (where T=(T1, T@, … , T%, … , TB)) is a vector-qubit of the values 
of the fault function, which is formed in the process of 
performing a diagnostic experiment. Therefore, any row of the 
fault matrix M=(M1,M@,… ,M%, … ,MB) functionally dependent 
on the vector R: M% = f(𝑅 = {0,1}) in the process of matrix 
analysis. It should be noted that the matrix row M% and the test 
row T%  hereinafter are equivalent notions. A qubit-difference 
method for detecting multiple faults DJ	is proposed; it is based 
on calculating the set-theoretic difference of two matrix row 
vectors corresponding to the union of unit and zero responses of 
the observed outputs on the input fault test: 

DJ = ∪
∀LM01

M% \ ∪
∀LM0O

M% = ∨
∀LM01

M% ∧ ∨
∀LP0O

MQRRRRRRRRRR. 
The alphabet for describing stuck-at faults of a digital circuit 

[11–16] has the following form: A= {0,1,X={0,1},∅}, where the 
symbol codes (qubits) constitute the set: K(A)={10,01,11,00}. 
Data structures are represented by a matrix of faults on the 
Cartesian product of a set of test patterns and a set of 
equipotential lines of the object under diagnosis, where each cell 
is a two-bit code – qubit: the first bit identifies the stuck-at zero 
being detected, and the second one identifies the stuck-at one. 
Superposition of faults (two 1s on one cell-line) makes it 
possible to significantly minimize data structures for storing 
information in order to subsequently detecting faults when 
performing a diagnostic experiment online. To test the qubit 
method for fault detection, a logical circuit is proposed below in 
Fig. 2, which has 6 and-not elements, 11 lines, 5 inputs and two 
outputs. 

 
Fig. 2. Logical circuit for the verification of the qubit method 

The synthesis of a test for a digital circuit is performed by 
activating one-dimensional paths, the number of which in this 
example is five. The following table contains a complete test for 
detecting single stuck-at faults, which are the negated to fault-
free states of activation lines, where empty coordinates 
correspond to the empty set. In addition, the result of the 
diagnostic experiment for the output response vector R= 
10100100 is shown: 
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M=<T,F> 1 2 3 4 5 6 7 8 9 10 11 R 
T1= 1 

    
0 

  
 1 1 1 

T2= 0 
    

1 
  

 0 1 0 
T3= 

 
1 

    
0 

 
1 1 0 1 

T4= 
 
0 

    
1 

 
0 1 1 0 

T5= 
  

1 
   

0 
 

1 0 0 0 
T6= 

  
0 

   
1 

 
0 0 1 1 

T7= 
   

1 
   

0  1 0 0 
T8= 

   
0 

   
1  0 0 0 

T9     1    0 0 1 1 
T10     0    1 0 0 0 

FJ1 = ∨
∀LM01

T% 1 1 0  1 0 X  X X X  

FO = ∨
∀LM0O

T% 0 0 1 X 0 1 X X X X X  

DJ=F1 ∧ FORRR 1 1 0  1 0       

Further, we propose a table obtained by unitary coding of 
fault symbols [11]. It contains a complete test for detecting 
single stuck-at faults. The table of faults shows technological 
matrix data structures, and also the execution of a diagnostic 
experiment based on uniting a set of faults-rows and qubits in 
cells, which form incorrect states of outputs on test patterns {T1-
R10; T5-R11; T6-(R10, R11); T8-R11}. The result of 
performing a diagnostic experiment for the output response 
vector R= 10100100 is also shown: 

M=<T,F> F1 F2 F3 F4 F5 F6 F7 F8 F9 F10 F11 R10 R11 
T1 01 10 01 00 10 00 10 00 10 10 01 1 0 
T2 10 00 10 00 01 10 00 00 10 01 10 0 0 
T3 00 01 01 00 00 01 10 01 01 10 10 0 0 
T4 10 00 01 00 10 00 01 00 10 01 01 0 0 
T5 00 10 00 01 00 01 00 10 00 10 01 0 1 
T6 01 10 00 00 10 00 00 01 10 01 10 1 1 
T7 01 00 00 10 00 00 01 00 10 01 01 0 0 
T8 00 10 10 01 01 10 00 00 00 01 10 0 1 

FJ1 = ∨
∀LM01

T% 01 10 11 01 11 11 10 11 10 11 11 1 1 

FO
= ∨

∀LM0O
T% 

11 01 11 10 11 11 11 01 11 11 11 0 0 

DJ = F1 ∧
FORRR 

00 10 00 01 00 00 00 10 00 00 00 
 

DJ= . 0 . 1 . . . 0 . . .  
 

Here, parallel execution of the disjunction operation for rows 
T1, T5, T6, T8 forms a vector FJ1 , which collects all possible 
faults detected on test patterns. A vector FO obtained by parallel 
disjunction operation over rows T2, T3, T4, T7 combines all the 
impossible, undetectable faults on test patterns. Subtracting all 
impossible faults (undetectable on the test vectors) from all 
possible ones gives the desired result in the form of three stuck-
at-faults coded in the table as F2 =10; F4=01; F8=10. Thus, the 
parallel execution of two register Or-operations based on the 
results of the diagnostic experiment made it possible to 
determine three possible faults, each of which can be  in the 
logical circuit: DJ = {2O, 41, 8O}. A more stringent condition is 

the existence of a single stuck-at-fault in the logic circuit, which 
is more likely during the operation of a digital product. The use 
of such a condition leads to a fault detection procedure based on 
the following expression: 

DW = ∩
∀LM01

M% \ ∪
∀LM0O

M% = ∧
∀LM01

M% ∧ ∨
∀LP0O

MQRRRRRRRRRR. 

The application of this formula significantly clarifies the 
diagnostic result in the direction of decreasing the power of 
possible faults: DW = {2O}  through obtaining a logical 
contradiction of fault codes based on the use of the And-
operation in the columns 4 and 8 in the table below: 

M=<T,F> F1 F2 F3 F4 F5 F6 F7 F8 F9 F10 F11 R10 R11 
T1 01 10 01 00 10 00 10 00 10 10 01 1 0 
T2 10 00 10 00 01 10 00 00 10 01 10 0 0 
T3 00 01 01 00 00 01 10 01 01 10 10 0 0 
T4 10 00 01 00 10 00 01 00 10 01 01 0 0 
T5 00 10 00 01 00 01 00 10 00 10 01 0 1 
T6 01 10 00 00 10 00 00 01 10 01 10 1 1 
T7 01 00 00 10 00 00 01 00 10 01 01 0 0 
T8 00 10 10 01 01 10 00 00 00 01 10 0 1 

𝐹Z1= ∧
∀LM01

T% 00 10 00 00 00 00 00 00 00 00 00 1 1 

FO = ∨
∀LM0O

T% 11 01 11 10 11 11 11 01 11 11 11 0 0 

DW=F1 ∧ FORRR 00 10 00 00 00 00 00 00 00 00 00 
 

DW= . 0 . . . . . . . . .  

The intersection of the states-rows according to the 
conditions of the circuit response to the test determines their 
similarity, which creates a strict condition for the existence of a 
single fault in the object. 

IV. SEQUENCER OF HARDWARE COMPUTATION OF SIMILARITY–
DIFFERENCE–INCLUSION OF OBJECTS  

The goal is to determine the qualitative and quantitative 
metric interaction between processes and phenomena by using 
parallel register logical operations. Objectives are the following: 
1) Synthesis of a logical structure for calculating the metric 
interaction between processes and phenomena specified in 
binary code. 2) Encoding data structures and algorithms using 
one of the hardware description languages. 3) Analysis and 
testing of the resulting sequencer structure on a representative 
sample of test input vectors. The absolute scores of difference 
and similarity do not make much sense when calculating 
interactions between sets. More informative are the normalized 
estimates of similarity–differences, reduced to the denominator 
in the form of the sum of the essential coordinates of two 
vectors, excluding only the values of 𝑋	and	Y that are zero in the 
same coordinates. The denominator for obtaining normalized 
estimates is obtained by summing all (unit) coordinates after 
performing the disjunction operation N=Σ`01= (𝑋` ∨ Y`) . The 
numerator can be Hamming distance, which forms an absolute 
estimate of the difference between binary vectors. But further 
included is a modification associated with dividing the similarity 
or difference by the number of unit coordinates obtained after 
the logical addition of the binary vectors 𝑋 ∨ Y. This addition 
makes the normalized difference (similarity) score more 
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significant by decreasing the denominator. Thus, there are two 
normalized estimates: 

D==a
b
= cdef

g (hd⊕jd)
cdef
g (hd∨jd)	

; S==k
b
= cdef

g (hd∧jd)
cdef
g (hd∨jd)	

. 

The procedure for calculating the reduced estimates of 
similarity – difference is reduced to performing three vector 
parallel operations (⊕,∧,∨) with the subsequent counting of 
units in the resulting vectors. Qualitative analysis for making a 
decision to include a key data in the equivalence class is based 
on estimates of the maximum similarity or minimum difference 
between two objects-rows. The digital logic diagram for 
calculating the similarity – difference is shown in Fig. 3. There 
are 4 layers of data transformation: 1) Formation of input data 
about objects. 2) Synthesis of a common metric for measuring 
objects. 3) Unitary coding of objects in the synthesized metric 
of parameters. 4) Input of vectors corresponding to objects to the 
SD-automaton. 5) Calculating – forming four outputs-values 
defining the relationship between objects. The block diagram of 
a device implemented as SD-automaton (Similarity–Difference) 
was created in Verilog hardware description language for 
determining the similarity-difference between two objects. 

 
Fig. 3. Block diagram of SD automaton 

The device counts the number of matching non-zero bits 
(similar), different bits (different), significant coordinates 
(valuableBits), and also the degree of inclusion of X and Y 
(inclusionRelationX and inclusionRelationY, respectively). 
Coordinates are considered significant if at least one of the input 
vectors contains a unit in a bit at the given coordinate. For a more 
accurate calculation of the similarity/difference, the purely zero 
coordinates of the same name X and Y are removed – only non-
zero ones are taken into account. Counting the number of 
matching non-zero bits performs in two stages. At the first stage, 
the "&" operation is performed. After that, the resulting vector 
of matching non-zero bits is loaded to a counter, where the 
number of ones in this vector is counted. Depending on the 
specification of the project, this operation can be performed both 
directly in this module and on the processor unit, and if not 
required, it may not be performed at all, since values are often 
stored in integers. The same goes for the membership metric. 
The developed module is parameterizable and can be used for 
any size of input vectors. Below, in the table, there is a listing of 
verified software module for calculating the similarity – 
difference of two metrically parameterized objects. Verification 
of the SD-module software was carried out with several dozen 
test objects, which were transformed to binary vectors for their 

subsequent parallel processing on a synthesized digital 
automaton. As an example, a table is presented below, and also 
the calculated similarity – difference – inclusion graphs for ten 
pairs of objects, Fig. 4. 

Master, 
bit 

45 89 36 56 77 21 22 18 12 77 

Slave, bit 47 72 31 65 78 37 45 11 21 67 
           

Similarity 0,9 0,8 0,6 0,7 1,0 0,5 0,6 0,0 0,8 0,3 
Differenc

e 
0,1 0,2 0,4 0,3 0,0 0,5 0,4 1,0 0,2 0,7 

M⊆S 1 0 0 0 1 0 1 0 0 0 
S⊆M 0 0 1 0 1 0 0 0 1 0 

 

 
Fig. 4. Verification of similarity–differences–inclusion sequencer 

It can be seen from the graph that the symmetry of the 
similarity – difference relations is not always supported 
(confirmed) by the graphs of the inclusion relation, which 
actually make the relations between objects almost always 
asymmetrical. The top two rows of the table show the number 
of essential parameters for identifying objects. In this case, their 
different number is reduced to a common metric by combining 
particular metrics, after which four output values of the 
similarity–difference automaton is calculated. The last four rows 
by their estimates form the structure of the interaction of two 
vectors-objects. The estimates take into account not only the 
similarity-difference, but also the inclusion relation, which is not 
obvious from the values of the similarity of objects. The 
hardware sequencer for searching for similarity–difference 
allows identifying the structure of relations between objects. 
Thus, the scientific novelty of the proposed implementation of 
the method for defining similarity–difference–inclusion lies in 
obtaining a structured assessment of the interaction of two 
objects, which makes it possible to more accurately determine 
the ways of transforming one object into another, and also to 
select more significant objects of a pair when making a decision. 

V. CONCLUSION 
1) Methods for the analysis of matrix data structures by the 

similarity – difference metric for detecting faults in digital 
systems have been developed. Methods for the analysis can be 
used to search for data in arbitrary matrix structures, including 
those specified by real numbers. 

2) The method for the analysis of matrix data structures is 
presented, which use a binary vector of matrix differentiation 
(output response vector), and also algorithm for finding the 
required data by analyzing rows and/or columns. The diagnostic 
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method is characterized by the execution of three logical 
operations on the binary states of the vector rows of the matrix 
and is focused on detecting single and multiple faults in digital 
systems and software applications. The second, The qubit-
difference method for detecting faults is characterized by the use 
of only three vector parallel logical operations to form a 
diagnosis of a multivalued technical state, according to the 
principle of "divide and unite, eliminating contradictions."  

3) The method for determining the similarity-difference in 
the multivalued metric of object transformation is formalized, 
aimed at creating a specialized processor for parallel solving 
problems of synthesis and analysis of new processes and 
phenomena through the use of logical operations, which makes 
it possible to create an optimal strategy for transforming one 
object into another. 

4) A method and hardware implementation of a sequencer 
for defining similarity-difference-inclusion is proposed, which 
is characterized by obtaining a structured assessment of the 
interaction of two objects, which makes it possible to more 
accurately determine the ways of transforming one object into 
another, and also to select more significant objects of a pair 
when making a decision. 

5) The limitations of the proposed data retrieval methods are 
related to the need to perform the procedure for synthesizing 
matrix data structures, which has a quadratic computational 
complexity. The implementation of data retrieval and 
diagnostics methods is implemented in the educational process. 
Further research will be focused on creating a software and 
hardware product that implements parallel data retrieval 
procedures in a metric matrix space based on a given vector of 
input conditions. 
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Abstract—A Direct Digital Synthesizer (DDS) generates a 
sinusoidal signal, which is a significant component of many 
communication systems using modulation schemes. A CORDIC 
algorithm offers minimum memory requirement compared to 
look-up-based methods and low latency for this module. The 
latency depends on the number of iterations, which is 
determined by the number of angles in the rotation set. 
However, it is necessary to maintain high spectral purity to 
optimize the overall system performance. To optimize the 
opportunity of quantum measurement, low latency and high 
spectral purity sine wave generator is essential. The proposed 
design’s implementation generates output with 64% latency 
reduction compared to that of the conventional CORDIC design 
and 72.2 dB SFDR value.  

Keywords—FPGA, CORDIC, DDS, SFDR, pipeline, latency. 

I. INTRODUCTION 

In most modulation schemes for a digital 
telecommunication system, a fast and efficient sinusoidal 
signal generator is needed. Here we report on an FPGA 
implementation of a versatile Coordinate Rotation Digital 
Computer (CORDIC) based Direct Digital Synthesizer 
(DDS). Most commercial lightwave communication systems 
use standard modulation protocols, such as Phase-Shift 
Keying (PSK) and Frequency-Shift Keying (FSK), whose 
implementation is supported by specialized dedicated 
hardware. There is a need for significant improvement in 
energy and bandwidth efficiency. Therefore, to gain further 
improvement a new class of communication systems, namely 
quantum-measurement enhanced optical communication 
systems are being actively pursued. In those systems, a 
classical receiver is replaced with a quantum receiver, while 
the transmitter remains the same. Recognizing that properties 
of quantum measurement are in general different from that of 
classical measurement, more complex modulation schemes 
than PSK and FSK turns out to be more beneficial [1]. Digital 
synthesis of these signals requires versatile DDS whose 
development is reported here. By design, a DDS generates 
signals with a nearly arbitrary combination of phase and 
frequency modulations. Many other applications such as 
software-defined radio, wireless satellite transceiver, HDTV 
transmission, radar communication, etc. can take advantage of 
this low latency and re-configurable sine wave generation [2]. 
Hence, with high spectral purity and low latency, the DDS 
accommodates the energy-efficient and rapid response 
properties of quantum measurement instruments to optimize 
the utilization of the offered capability to surpass that of 
classical measurement and to maximize the modulation 
capabilities.  

Many strategies and techniques have been developed to 
enhance the hardware area and speed efficiency of CORDIC 

algorithm implementation. CORDIC was initially introduced 
by Volder in 1959 to calculate trigonometric functions in 
digital hardware devices [2]. Later, a modified version of a 
CORDIC algorithm was proposed by S. Walther with the 
ability to calculate circular, hyperbolic, and linear rotation 
systems [4]. The motivation to use this algorithm in digital 
platforms has gained popularity since then. Refinements on 
the efficiency of implementation have resulted in reduced 
latency and hardware area usage.  

In the next section, we provide background information on 
several CORDIC techniques that are adopted in this work. In 
section III, we explain the implementation of the proposed 
method. In section IV, we summarize and compare the results. 
Finally, we conclude with an evaluation and discuss the 
prospective developments. 

II. BACKGROUND 

The demand for higher-throughput communication has 
always existed and provides the environment for developing 
new applications. Enhancing the performance of a DDS 
enables such throughput increases. Many communication 
systems use a modulation scheme that generates sinusoidal 
signal output. One popular approach is to use a DDS hardware 
module that takes the Frequency Tuning Word (FTW) or 
Frequency Control Word (FCW) as input and passes the 
amplitude of the sinusoidal signal to the output. Figure 1 
shows the general block diagram of a DDS which consists of 
a phase accumulator, a signal processor, Digital-to-Analog 
Converter (DAC) and a low pass filter. The phase accumulator 
defines the frequency of the sinusoidal signal as the increment 
of the output phase that is dictated by the input FCW, hence 
the smaller the input the lower the resulting signal’s frequency 
and vice versa. The low pass filter removes aliasing of the 
signal of the signal processor’s output that contains some 
noise due to the techniques being employed. Here, we focus 
on the signal processor that takes phase as the input and 
generates sinusoidal amplitude. 

 
Fig. 1. General block diagram of DDS 

CORDIC provides an efficient hardware implementation 
in terms of area utilization, power consumption, and latency. 
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There are three popular approaches to the realization of DDS: 
Look-Up Tables (LUTs), Polynomial Function, (namely 
Tylor series expansion), and a CORDIC algorithm [5]. The 
LUTs occupy memory, namely, Read-Only Memory (ROM), 
to store the amplitude of the sinusoidal signal. LUTs are 
computationally fast, but they require a considerable amount 
of memory even when compression techniques are used [6]. 
The memory occupancy is mainly based on the width of FCW 
input and the width of the output. Indeed, to get higher spectral 
purity, the quantization error is minimized by increasing the 
LUT memory widths of the output amplitude to yield higher 
precision. For these reasons, memory size grows significantly 
with the greater spectral purity requirement. In turn, more 
memory results in higher power consumption, slower 
operation, and lower stability [7]. The Taylor series expansion 
has a complicated implementation that uses several 
multipliers/dividers. In addition, to get higher spectral purity, 
higher-order terms should be computed which also means 
longer latency [5]. A CORDIC algorithm calculates sinusoidal 
amplitude by a set of rotations. The rotational angles in the set 
are processed in series and the accumulation of the angles 
approximates the desired angle that corresponds to the 
necessary output. The number of angles in the set determines 
the number of iterations, hence the latency. Thus, the correct 
selection of an angle set is essential. The rotational operation 
is carried out by adders, logic shifters, and optionally a small 
amount of memory that makes implementation and integration 
easier and simpler [3]. For these reasons, CORDIC advances 
in resource utilization and power consumption. 

Spurious Free Dynamic Range (SFDR) defines the 
spectral purity of the produced signal. The spectral purity of a 
signal is significant for the overall performance of the system. 
Since there exists more than one frequency component in a 
signal, it is necessary to keep the desired frequency’s 
dominance over the spurious components. SFDR implies the 
ratio of the power of the desired signal and the power of the 
strongest spurious signal. Thus, the higher SFDR the smoother 
the output obtained, which is preferred and pursued in this 
work. 

 
Fig. 2. Rotation mode of CORDIC in DDS with two angular steps 

In general, CORDIC has two functional modes: a vector 
mode and a rotation mode. Our DDS algorithm is based on 
rotation mode. In rotation mode, the initial vector experiences 
several rotations in cartesian coordinates based on the angle 
set and reaches the desired vector position that corresponds 
to the destination phase. Figure 2 shows the rotation mode 
with two phases in the set. In the vector mode, the destination 
angle is estimated by using a set of pre-specified vectors as 
the reversal of the rotation mode, where it uses the vectors to 
approximate the target angle [5]. However, CORDIC also 
comes with some drawbacks. First, it needs scale factor 
compensation due to numerical operations in the algorithm. 
Usually, the result is achieved by dividing the scale factor 

with the output of the series of rotation. To eliminate this 
requirement, the initial vector is arranged such that it has 
already been regulated (pre-divided) with the scale factor 
prior to the calculations. Secondly, accuracy restriction: the 
number of rotations and the selection of the angles set impacts 
how close the final angle is to the desired angle [8]. A smaller 
angle set is beneficial. The following sections describe 
components in each stage of the hardware architecture and 
the mathematical operations that they employ. 

A. Conventional CORDIC 

The first CORDIC algorithm was proposed by removing 
the burdensome cosine and sine functions multiplications with 
logic shift operations. Equation (1) computes a rotation of the 
initial vector (x, y) to the vector (x’, y’) with the angular 
distance of θ.  

  
′′ = −        (1) 

                                      =	∑                                 (2) 
 

             
′′ = ∏ 1 − tan	tan	 1     (3) 

 
The angle set of  converges to θ with a combination of 
clockwise and/or counterclockwise rotations, see equation (2). 

 Substituting (2) into (1) and taking  out of the 
matrix, we obtain equation (3), where  corresponds to the 
direction of rotation at the respective stage i, given as ={−1, 1} = ( ), -1 is for counterclockwise direction and 
1 is for clockwise direction. b is the angle set size and the 
number of iterations.   is the remaining phase at iteration i. 
Our goal is to establish a recurrent formula for rotations that 
can be conveniently calculated on an FPGA.  

      = 	arctan	(2 )	                         (4) 
 

        ∏ =                             (5) 
 

          
′′ = 1 − ∗ 2∗ 2 1                (6) 

 
        = 	 −	∑                           (7) 

 
K in the equation (5) is the overall scale factor that can be 
pre-calculated for the initial vector (x, y). Substituting 
equation (4) and (5) into equation (3), we obtain equation (6). 
The division by 2  can be replaced by an arithmetic shift 
operator. Thus, iterations are written as: 
 

       = 1 − ∗ 2∗ 2 1              (8) 

 
The block diagram in Figure 3 shows three stages (i-1), (i), 
and (i+1) of a conventional CORDIC as the realization of 
equation (8). The multiplexers have +/- tags that determine 
the additions or extractions of variables based on the sign of 

. Note that intersections of lines show the crossing of paths 
with no connection between them, this is valid for all 
diagrams. 

Equation (4) implies an angle in the angle set for the 
iteration i. For the sake of simplicity, by selecting 7 iterations 
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( = [0, 6]), we obtain the following angle set: {45, 26.565, 
14.036, 7.125, 3.576, 1.789, 0.895}. Note that the 
conventional CORDIC has 15 iterations. To ensure that  is 
approximately 0 at the end for any destination angle , the 
number of iterations (b in equation (3)) is specified as 15, 
hence i ranges from 0 to 14. This number is also the accuracy 
limit of the digital system which uses variables with a bit 
width of 16 bits, because shifting more than 15 bits results in 
0 in such a variable, that variable has no impact on the 
algorithm, the operations add redundant latency and produce 
no modification on the final output. However, the range of 
convergence, that specifies the absolute value of the angle , 
is 99.882. One uses a domain folding technique with 2 blocks 
that cover [-90, 90) and [90, 270). This way any  can be 
reached by locating an appropriate initial vector. 

 

 
Fig. 3. Block diagram of Conv DDS 

B. Scaling Free CORDIC 

As the name implies, Scaling Free CORDIC pursues an 
algorithm to avoid multiplication by scale factor prior to the 
final output for fast performance. Scaling-free CORDIC 
recognizes one direction of rotation and a halting state, 
meaning ∈ {0, 1}. It rotates counterclockwise only when  
is greater than the angle at stage i or stays at the current 
position otherwise. Thus,  is always a positive number. This 
makes the attainable maximum frequency higher as we will 
see in the result section. The sine and cosine terms can be 
simplified when any of them is considerably small.  

                                 ≤ ≤ − 1         (9) 

 

                               = 21 − 2 ( )	                   (10) 

 
The approximation in equation (10) is accurate if the 

requirement in equation (9) is met [4], where w is the bit 
width. By substituting (10) and (2) into (1) we obtain: 

 

         
′′ = ∏ 1 − 2 ( ) −22 1 − 2 ( )    (11) 

 
Then, the recursive formula is given by: 
 

            = 1 − 2 ( ) −22 1 − 2 ( )      (12) 

 
Note that (12) has no scale factor unlike in (6). Figure 4 
depicts the block diagram of the Scaling Free CORDIC 
algorithm at stage i. 

The low range of convergence uses a domain folding 
technique to squeeze the blocks into several extra regions. 
Due to the condition in (9), and with bit width (w in equation 
(9)) of 16, where j is i+1, the approximation in (10) only holds 
for i between 3 to 14, but after 8th iteration, the logic shifter 
of (2i+1) results in more than 17 bits shift. Thus, iterations 8 
through 14 have no effect. Similar to the previous argument, 
that variable has no further effect on the algorithm, the 
operations add more latency and produce no modification on 
the output. Therefore, iterations 9 through 14 are omitted, to 
reduce latency and redundant area usage. Hence i goes 
between 3 to 8. The range of convergence becomes [0,22.5). 
The low range of convergence requires extensive use of a 
domain folding technique. To obtain convergence, 16 
domains folding is employed and requires multiplication by 
a bothersome factor of 1/√2. Thus, each domain’s distance is 
20 degrees which is within the range of convergence.   

     

 
Fig. 4. Block diagram of Scaling-Free CORDIC 

 The argument reduction technique improves the latency of 
the method. Particularly, one may jump over several stages by 
predicting the output at the end of the skipped stages [4]. 
Typically, more than one computational path is possible, 
particularly at the early stages. This is because the initial 
angles are larger than that of the last stages. These 
computational paths can be pre-computed, and the results can 
be assigned using multiplexers, probable combinations of 
output in the earlier stages are still few and can be estimated 
by using multiplexers. Hence the first 3 stages are skipped and 
the output at the end of the 3rd stage is obtained. However, the 
argument reduction technique requires a variadic scale factor, 
therefore scale factor multiplication is not avoided completely 
[4]. Nonetheless, this technique reduces a significant amount 
of latency (from 12 to 9 iterations as we see in the result 
section for state-machine based design). The consequence of 
not reaching the desired angle due to the insufficiency of the 
range of convergence is to repeat iteration for the rest of the 
angular gap. The angular gap means the remaining angle to 
the desired angle that the range of convergence couldn’t cover. 
Thus, double and even triple latency may occur. Domain 
folding and the argument reduction techniques are critical in 
this regard. 

The angle set is {36.87/16.26/0, 7.125/0, 1.789, 0.895, 
S*0.112} where S is an integer in a range from 0 to 8 [9]. The 
range of convergence is (-57.57, 57.57). Thus, to cover the 
entire space, quadrant domain folding is being adopted. 
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Domain folding occurs at the first stage. The computation of 
each phase assumes different strategies.  

Friend angles: Any group of angles that have identical 
magnitude is considered friend angles [9]. For instance, in 
Cartesian coordinate R = 4 + 3i with the phase of 36.869 and 
R = 5 with the phase of 0 are friend angle because they have 
the same magnitude of 5. Thus, all angles in Figure 2 are 
friend angles since they all have the same magnitude of 1. 
The identical magnitude is essential for the consistency of the 
system because different magnitudes impose divergence in 
power gains and result in different scale factors that make the 
system even more complicated. 

Redundant CORDIC: Conventional rotator moves a 
vector in either direction: clockwise or counterclockwise. 
However, rotation with a large angular gap may require the 
next angles to cover up the unnecessarily extensive jump in a 
reverse direction. In those cases, holding the position instead 
of rotating is advantageous. Thus, the direction of rotation 
choices is = {−1, 0, 1} . However, adding one more 
“direction”, that is 0 or no angular movement, yet regulated 
with appropriate power gain to attain consistency with the 
other directions, reduces the maximum frequency of the 
design.  

Nanorotator: Rotation by a sufficiently small angle can be 
approximated further. Given = + , a rotation is 
sufficiently small if S<<A, therefore = arctan	( / ) ≈/ . The other rotators are the same as previously explained 
for CORDIC algorithms.  

III. IMPLEMENTATION 

To ensure a successful implementation, we have chosen 
the workflow depicted in Figure 5. We implemented the 
algorithm as a MATLAB script and simulated the code, taking 
advantage of functions that ultimately are not feasible in the 
hardware platform, such as floating-point, exponentiation, and 
numerous other operators. This reduces design effort and 
completion time. Then, we verify the result and evaluate the 
performance in the software domain, which gives us an insight 
into the possible performance in the hardware domain.  We 
write the register transfer level (RTL) implementation of the 
design on Xilinx ISE using Verilog HDL. Then, we designed 
the testbench to simulate the RTL implementation and 
confirm its functionality. Since all variables in the hardware 
are in integer, we map the hardware simulation results to that 
of MATLAB simulation for consistency. The hardware 
platform we utilized is the Xilinx Virtex-6 ML605 FPGA. As 
a next step, we verify the FPGA’s functionality using an 
Integrated Logic Analyzer (ILA). We store and extract the 
output values from the ILA signal analyzer, compare the 
results with that of RTL simulation, and assess the data for 
evaluation as shown in Figure 10. 

 

 
Fig. 5. Workflow 

Here, we describe the stages of our implementation: 

Stage 1: The domains folding technique, using 8 domains, 
retains resource efficiency for the system. Additionally, a 
higher maximum frequency is achieved using one-directional 
rotations. Folding the coordinate space into several domains 
leads to a smaller convergence range, but when the number of 
domains reaches or exceeds 16, complicated operations such 
as multiplication by 1/√2  are required. Thus, we use 8 
domains to ensure simplicity. The assignment of the initial 
vector can be done by trivial swapping between imaginary and 
real parts and negation as we see in Table 1. The angular range 
of each domain is 45 which is within the convergence range 
of the angle set in the counterclockwise direction: it enables 
one-directional rotation for the next stage. 

Table 1. Eight domain folding coordinate assignment 

Domain X Y 
0-45 X Y 

45-90 Y X 

90-135 -Y X 

135-180 -X Y 

180-225 -X -Y 

225-270 -Y -X 

270-315 Y -X 

315-360 X -Y 

  
Stage 2: The first rotation yields 3 phase options with 

angles {36.87, 16.26, 0}. All rotation coefficients have the 
same magnitudes that imply the same power gain/scale 
factor. We use coefficients, with an angular magnitude of 
1.5625. Hence, R = 1.25 + 0.9375i for phase of 36.869 
degrees, R = 1.5 + 0.4375i for phase of 16.26 degrees, and R 
= 1.5625 for phase of 0 degrees. Equation (12) is modified to 
optimize the hardware implementation for the above three 
angles such as: 

 

             	 = 1	 + 	2 −1 +	21	 − 	2 1	 + 	2              (13) 

 

               = 2 + 	1 −2 +	22 	−	2 2 + 	1          (14) 

 

                       = 2 	+ 	1	 + 	22 	+ 	1	 + 	2                (15) 

 
Equations (13), (14), and (15) can be implemented with just 
logic shifter and adder. 
 Resource sharing eliminates redundancy in resource 
usage. In Figure 6, we use 6 logic shifters as some operators 
share the same logic shifter’s output. The switching rules for 
the multiplexers are shown as numbers {0, 1, 2}, where {0, 1, 
2} encodes the jump angle {36.87, 16.26, 0}, respectively. 
The architecture of stage 2 is somewhat complex, which may 
impact the maximum frequency of the hardware 
implementation. Thus, having a one-directional rotation 
approach shortens the longest path of the architecture, and in 
our case, we have 3 rotational options instead of 5 in the 
regular mode, which shrinks the area usage and improves the 
speed of this segment. 
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Fig. 6. Stage 2 block diagram 

Stage 3: In this stage, we adopt redundant CORDIC to 
eliminate several rotations and guarantee convergence 
provided by remaining angles in the set. The coefficients of 
this rotator have an angular magnitude of 1.0078125: R = 1 + 
0.125i for a phase of 7.125 degrees, and R = 1.0078125 for a 
phase of 0 degrees. Equation (12) turns into: 

         	 = 1	 − ∗ 2∗ 2 1                (16) 

 

                              = 1	 +	21	 + 	2                      (17) 

 
Hardware implementation of equations (16) and (17) requires 
just 2 logic shifters per coordinate. The direction  in (16) can 
be {-1, 1}. The rotation by 0 degrees (described by equation 
(17)) is equivalent to a no-rotation choice. Such redundancy is 
tolerable because we end up with three jumping options 
similar to that of the previous stage. No degradation in the 
maximum frequency of the design results from this 
architecture in that regard. The coefficients in stages 2 and 3 
ensure consistency of scale factor as the friend angle’s 
condition is fulfilled.  

 The block diagram for this stage in Figure 7 shows 4 
multiplexers where two of them have the tag numbers. 0 
indicates the halting condition for no rotation of the current 
vector. Note that the appropriate power gain is imposed. 1 
indicates either clockwise or counterclockwise rotation set by 
the sign of active phase z. 

 

 
Fig. 7. Stage 3 block diagram 

Stage 4: Entering this stage, the residual angle gap’s range 
is 3.58, which is within the range of convergence of the 
remaining angle in the set. Hence, this stage requires no 
redundant CORDIC rotation: = {−1, 1}. In this stage, we 

adopt conventional CORDIC architecture at the 5th iteration. 
The coefficient is R = 1 + 0.03125i for a phase of 1.789 
degrees, and the hardware compatible computation is given by 
equation (18):  

         	 = 1	 − ∗ 2∗ 2 1                (18) 

 
The hardware implementation requires two shifters, Figure 8. 
For this stage i = 3 and j = 5. 

Stage 5: We reuse conventional CORDIC architecture 
similar to the previous stage but with R = 1 + 0.015625 for a 
phase of 0.895 degrees. The hardware compatible 
computation is also given by equation (18), but here i = 4 and 
j = 6. The block diagram is identical to that of stage 4, which 
is Figure 8.  

 
Fig. 8. Stage 4 and 5 block diagrams 

Stage 6 (last stage): We are left with a residual angle gap, 
whose range is 0.875. For this reason, the rotator takes 
advantage of a nanorotator approximation with a non-
constant, adaptive scaling coefficient: R = 1+ (S * 
0.001953125i) for variadic phase, where S ∈	 [0,8]. 
Considering the allowed values of S, the range of convergence 
is (-0.895, 0.895). The hardware compatible version of the 
coefficient is given in equation (19) and its architecture is 
shown in Figure 9. The stage 6 implementation requires extra 
logic: a scale decoder and an attenuation block.  

 

 
Fig. 9. Stage 6’s block diagram 

 

               	 = 1	 − ∗ 2 ∗∗ 2 ∗ 1          (19) 

  
The scale decoder block determines the magnitude of the 

adaptive coefficient of S using the remaining phase, to make 
the residual of Z as close to 0 as possible. 9 combinations of S 
are obtained, see Table 2. 
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Table 2. Remaining angle range for S 

Range S Range S 
(0, 0.0988] 0 (0. 4998, 0.5987] 5 

(0. 0988, 0.1977] 1 (0. 5987, 0.6976] 6 
(0. 1977, 0.2966] 2 (0. 6976, 0.7965] 7 
(0. 2966, 0.3955] 3 (0.7965, 0.895] 8 
(0. 3955, 0.4998] 4   

 
The attenuation block in Figure 9, depicted as a triangular 

block with “S” tag, multiplies the adaptive scale S to the 
shifted coordinate variables X and Y as defined in equation 
19. Here, we use a regular multiplier.  

The FPGA implementation integrates all these stages in 
series to complete the design. Given the combination of 
coefficients of all stages, the cumulative scale factor is K = 
1.5757. Hence, we modify the initial vector in stage 1 by pre-
dividing the values by this scale factor, which eliminates the 
other extra multipliers/dividers. 

IV. RESULTS 

We evaluate the design’s performance by measuring the 
latency, resource usage, logic operator utilization, SFDR, and 
maximum frequency. These parameters provide trade-off 
considerations for a target application with specific 
requirements. For the sake of comparison, we provide values 
for three different CORDIC-based DDS implementations with 
and without a pipeline in the architecture. These are 
conventional CORDIC, modified Scaling Free CORDIC [3], 
and our proposed design. 

Table 3 shows resource utilization based on the number of 
LUTs, FF, and RAM for a given target device. Here, the LUTs 
are the slice logic which is not necessarily using memory. We 
use ROM as memory: here its usage is measured in bits. In the 
table, CORDIC represents the conventional CORDIC (it 
stores 15 phases for the angle set and assumes 16 bits of 
variable’s width). SF-CORDIC stands for modified Scaling 
Free CORDIC algorithm. The “P” next to the algorithm’s 
name indicates the pipelined version. The initiation interval of 
every pipelined algorithm is 1, meaning the module can take 
input every clock cycle with no extra delay. 

Table 3. Resource utilization 

Algorithm LUT FF ROM 
CORDIC 764 84 240 

CORDIC P 2506 840  

SF-CORDIC 479 98 96 

SF-CORDIC P 835 340  

Proposed 400 140  

Proposed P 498 206  

 
Table 4 presents the utilization of logic operators. Mult, 

Add, Comp, Mux, and Shift stand for the multiplier, adder, 
comparator, multiplexer, and logic shifter. All these logic 
operators run with variables of 16 bits. The logic shifter 
accepts the variadic length of shift argument.  

Table 4. Logic operator usage 

Algorithm Mult Add  Register Comp Mux Shift 
CORDIC 1 7 5 4 21 2 

CORDIC P 1 100 65 19 60  

SF-CORDIC  10 6 14 58 4 
SF-CORDIC 

P 
 28 63 19 49  

Proposed 2 16 31 20 42  

Proposed P 2 24 68 22 32  

 
In Table 5, the values of SFDR are specified in dB. We 

compute the SFDR by fetching the results obtained from ILA 
signal analyzer in the MATLAB platform. Iteration in Table 5 
indicates the number of rotations, this number is equal to the 
number of phases in the set. Latency is specified in the number 
of clock cycles. It represents the overall delay due to iterations 
and additional strategies such as domain folding and argument 
reduction techniques.  

Table 6 lists the maximum frequency in MHz if 
implemented of a Xilinx Virtex-6 FPGA. The first column 
shows the maximum frequency for State-Machine (SM) based 
DDS and the second one lists that of the pipelined version. 

Table 5. SFDR, iteration and overall latency 

Algorithm SFDR iteration Latency 

CORDIC 92.7394 15 17 

SF-CORDIC 56.8218 6 9 

Proposed 72.2068 5 6 
 

Table 6. Maximum Frequency 

Algorithm Max frequency Max Frequency P 

CORDIC 180 240 

SF-CORDIC 226 354 

Proposed 211 251 
 

 
 
Fig. 10. ILA analyzer 

In terms of resource utilization proposed design is better 
than the other designs both in pipelined and SM versions. 
Conventional CORDIC occupies the largest memory usage 
due to numerous angles in the set. Although it uses no memory 
for the pipelined version, the high number of iterations makes 
the increment of the other resources enormous. Memory is no 
longer needed because every stage is implemented separately 
and is active simultaneously, hence each stage is pre-assigned 
with a constant angle. SM based SF-CORDIC has the lowest 
resource as compared to our design, but its pipeline-based is 
behind the proposed design since it employs more iterations 
than ours. Our SM based design virtually doesn’t need 
iteration because each stage employs a different type of 
rotator, which makes the resource usage close to that of 
pipeline-based design. To no surprise, our design occupies the 
smallest area and provides an energy consumption advantage.  
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SM based conventional CORDIC has the least overall 
logic operators, while the proposed design compares 
positively to the pipelined SF-CORDIC. The pipelined 
version of conventional CORDIC uses significantly more 
logic operators compared to the SM based one because 15 
iterations that run on a set of resources are expanded into 15 
identical sets of resources. The same explanation holds for the 
close figures of logic operator usage in the SM based and 
pipelined version of the proposed design. Here, the synthesize 
tool optimizes the resource allocation by substituting shifter 
by a concatenation operator due to constant bit shifting. 
Consequently, the number of logic shifters may not be the 
same as shown in the block diagrams. 

Low latency is desired to enhance the throughput and 
efficiency of the communication system because delay in the 
system slows down quantum feedback - a bottleneck and great 
challenge for quantum-enhanced communication systems. 
With a latency of just 6 clock cycles, the proposed design is 
superior to the other algorithms. Although the number of 
iterations of SF-CORDIC is very close to that of the proposed 
design, there is an extra delay of 3 clock cycles due to a 
required additional compensation to the rotation. 

The SF-CORDIC has the highest maximum frequency due 
to one-directional rotation. Our design has a moderate 
maximum frequency for its implementation. The conventional 
CORDIC achieves the highest SFDR value due to the high 
number iteration.  

Our design achieves moderate SFDR yet the lowest 
latency, with approximately 20 dB SFDR and 64% latency 
reductions compared to that of the conventional CORDIC 
design. 

V. CONCLUSION 

In conclusion, we report a new memory free low latency 
DDS architecture. Generally, complex value computations 
could be employed to calculate the trigonometric equation, but 
those calculations are computationally difficult and energy 
inefficient. To avoid calculation-related inefficiencies, the 
common approach is to use a LUT with phase being the input 
and amplitude being the output. To generate a desired smooth 
radio-frequency signal small-step quantization is needed, 
requiring a larger LUT. The LUT requirement leads to an 
increase in memory usage and may lead to the reduction of the 
maximum frequency of the FPGA design which would also 
limit modulation capabilities. On the other hand, CORDIC 
technique offers low complexity and memory-free 
trigonometric calculation approach, with the expense of extra 
latencies to complete the computation. We use a pipelined 
approach to shorten latency even more. Thus, in our design, 
the sinusoidal wave amplitude is obtained every cycle, thus 
maximizing our modulation capabilities. To make a quantum 
measurement enhanced transceiver, we choose the modulation 
scheme which includes choosing the number of states M, the 
frequency, and the initial phase detuning between the adjacent 
states and other communication parameters. All M states are 
being prepared in parallel at all times, and the active output 
state is picked according to the encoding and measurement 
protocols. Because M could be quite large (up to 16 in our 
implementation) the low-resource usage DDSs are essential 
for this purpose. In communication links, sensitivity is often 

measured as the probability to receive an erroneous symbol 
with certain energy at the receiver. Classical receivers have a 
sensitivity limit known as the standard quantum limit (SQL). 
This limit arises from the inevitable shot noise on the idealized 
classical receiver scheme - a homodyne measurement 
followed by a perfect detector with no noise of its own and 
with the 100% detection-efficiency. The SQL is accessible 
only through quantum measurement. With the help of the 
described DDS, we have implemented a quantum-
measurement telecommunication testbed and demonstrated 
that the sensitivity of a telecommunication channel is better 
than SQL for many different modulation protocols, including 
quantum-measurement specific modulation protocols, 
described elsewhere [10]. 

A specific target application for this DDS is to build a 
quantum measurement enhanced transceiver. Particularly, we 
intend to use modulation schemes that require a simultaneous 
phase and frequency modulation. Our novel design achieves 
the shortest latencies, maximizes modulation capabilities, and 
uses the minimal footprint compared to other CORDIC-based 
DDSs. 
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Abstract—The current-voltage curves (CVCs) of silicon  
p-JFET and n-JFET, measured in the range of drain currents 
of about 60 dB, are considered. To describe the CVCs of the 
JFET in micromode, that is for the drain currents less than 
1 μA, it is proposed to use the Shichman-Hodges model built 
into Spice-like programs with a set of parameters identified in 
the micromode. The modeling results and measurement data of 
the CVCs in the micromode is shown, as well as the simulation 
results at temperatures up to minus 197°С and on exposure to 
neutron fluence are presented. The adequacy of the p-JFET 
models is set accurate for the design of analog circuits. It was 
difficult to separate the linear area from the saturation area at 
the output CVC in a circuit with a common n-JFET source at 
drain currents less than 1 μA. To solve the problem with this 
CVC, we revealed the greatest discrepancy between 
measurements and modeling. Therefore, it is permissible to use 
the identified parameters of the n-JFET model only for 
evaluative modeling of microcircuits in the micro mode. 

Keywords—current-voltage curves, JFETs, JFET models, 
cryogenic electronics, nuclear hardness, analog sensor interfaces 

I. INTRODUCTION 
The junction gate field-effect transistors (JFETs) are 

often used in electronic equipment to provide low low-
frequency noise. In low-noise analog integrated circuits 
(ICs), JFETs are usually input transistors, and metal-oxide-
semiconductor field-effect transistor (MOSFET) or bipolar 
junction transistors (BJT) are used as the remaining active 
elements [1-11], and input JFETs can be either with a p-type 
channel (p-JFET) or n-type channel (n-JFET). 

In recent years, the interest in the use of the JFETs in 
space equipment has grown significantly, due to their high 
nuclear hardness and the preservation of characteristics at 
low temperatures [12,13], up to the temperature of liquid 
nitrogen. 

Due to their good low-temperature characteristics, the 
JFETs are used in analog sensors in which the input JFET is 
significantly cooled to reduce thermal noise [14,15]. In such 
devices, it is necessary to transmit a signal from the cooled 
input JFET via cable to the equipment that is in normal 

conditions. To exclude self-heating of the cooled unit, it is 
desirable that it contains only the input JFET and a readout 
circuit operating in low power consumption mode. Ensuring 
the required parameters of the readout circuit at low 
temperatures is most easily achieved with the use of 
complementary JFETs – p-JFET and n-JFET with 
approximately the same cut-off voltage [13]. 

It is understood that accelerated design of analog devices 
is possible only when using circuit simulation. However, the 
Shichman-Hodges model used in many Spice-like programs 
does not quite adequately characterize the current-voltage 
curves (CVCs) of the JFET, especially in the micromode and 
during the transition from the linear area of the CVC to 
saturation. In connection with the mentioned information by 
various experts, the work has been done to improve the JFET 
models, including the description of the CVCs at extremely 
low drain currents [16-18]. Some of the created models are 
made in the Verilog-A language for compatibility with 
Spice-like programs [19,20]. Unfortunately, these models do 
not take into account the influence of penetrating radiation 
dose and cryogenic temperatures. 

Earlier, we modernized the Shichman-Hodges model, 
which made it possible, with sufficient accuracy for many 
cases, to simulate the static parameters of analog ICs based 
on complementary JFETs at low temperatures, up to minus 
197ᵒС, and on exposure to neutron fluence up to 1015 n/cm2 
[21]. In addition, we experimentally established that the 
effect of 60Co gamma rays with an absorbed dose of up to 
1 Mrad does not lead to a significant change in the CVC of 
the JFET. 

The purpose and objective of this paper is to 
experimentally study the CVCs of complementary JFETs 
manufactured by JSC "Integral" and to search for technical 
solutions that simulate the CVCs of JFET in a wide range of 
drain currents, at temperatures up to minus 197ᵒС and on 
exposure to neutron fluence. 

The study has been carried out at the expense of the grant from the 
Russian Science Foundation (Project  No. 16-19-00122-P). 
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II. MEASUREMENT TECHNIQUE AND  
RESEARCH SAMPLES  

A study was conducted of test JFETs that were 
manufactured at JSC "Integral" on the "Inch-R/NJFET" and 
"Inch-R/PJFET" processing sequences [13]. Semiconductor 
substrates of the same type, epitaxial layers, interconnects 
and almost identical p- and n-type semiconductor layers with 
depth XJ and sheet resistance RS are used in both processing 
sequences. RS p+ "hidden" layer, conductivity type, XJ and 
RS channel semiconductor area and n-JFET and p-JFET 
gates are differences between "Inch-R/NJFET" and "Inch-
R/PJFET" processing sequences. The impurity concentration 
profile has a nonmonotonic nature in the channel of both 
JFETs. The thickness of the conductive part of the channel in 
the absence of external voltage will be equal to 0.3 μm for p-
JFET, and 3.4 μm for n-JFET, and the average impurity 
concentration has the following characteristics for p-JFET is 
1·1017 cm–3, for n-JFET it is 6.3·1014 cm–3. In topology, the 
ratio of the gate width of the transistor to its W/L length is 
50 μm/6 μm for p-JFET and 260 μm/6 μm for n-JFET.  

JFET measurements were carried out automatically using 
the IPPP-1 instrument [22]. We obtained the characteristics 
of the output current-voltage curve, which is determined by 
the drain current ID dependence on the drain-source voltage 
VDS for several gate-source voltage VGS, as well as the 
transfer current-voltage curve, here the dependence of ID on 
VGS for fixed values of VDS. The obtained results were 
consistent with the Shikhman – Hodges model: 

 in the saturation area for VSD>VTH–VGS,VGS<VTH 
(the signs are given for p-JFET) 

  2
GSTHSDD VVλV1βI  

 in the linear area for 0 <VSD<VTH–VGS, VGS<VTH 

    SDGSTHSDSDD VVV2VλV1βI  

where β is specific transconductance (β~W/L); λ is 
coefficient of the channel length modulation; VTH is cut-off 
voltage (for p-JFET – a positive value). 

III. RESULTS OF MEASUREMENT 
5 samples of n-and p-type JFET were measured, then 

collected in metal-ceramic packages. Processing of the 
measurement results was carried out as follows: 

 the dependences of ID on VGS were constructed for 
all samples at | VDS | = 5 V; 

 a “typical” sample having the CVC closest to the 
average one was visually determined; 

 according to previously developed methods [23], for 
a “typical” sample, the model parameters VTH, β, λ 
(Table I) were identified in the CVC saturation area, 
and dependences ID on VGS, ID/IDMAX on VDS, where 
IDMAX = ID at VGS=const, |VDS|=10 V were 
constructed. 

 
Since during all measurements the JFET sources were 

connected to the no-volt bus, the value and the polarity of 
the voltage supplied to the gate and drain output are 
indicated in the figures. Note that the inverse value of the 
parameter λ, also known as the Earley voltage VA=λ-1, 
allows you to compare the output low-signal resistance of 
bipolar transistors and JFET (see Table 1). 

The data obtained allow us to formulate the conclusions 
about the specificity of the JFET CVCs manufactured by 
JSC "Integral": 

1. From (1) it follows that the dependence of ID on VG at 
VD=const should be a straight line. However, in Fig. 1, Fig. 
2 at low drain currents, approximately less than 1 μA, a 
deviation of the dependence of ID on VG from a straight 
line is observed, i.e. the CVC of the studied transistors at 
low drain currents does not correspond to the Shichman-
Hodges model. 

2. On the relationships of the normalized drain current 
ID/IDMAX on VD, shown in Fig. 3, Fig. 4, curves 1 refer to the 
area of high currents, and curves 2 to the micromode. For 
the p-JFETs, both at high and low currents, a linear area and 
a saturation area exist at the output CVC. For the n-JFETs at 
high currents, a very smooth transition from the linear area 
to the saturation area is observed, and in the micromode on 
the CVC it is difficult to separate the linear area from the 
saturation area. Thus, the application of the Shichman-
Hodges model to describe the CVCs of the n-JFET at low 
currents will give a large error. 

 

 
Fig. 1. The obtained measurement data of the relationship of ID on VG for 
p-JFET at VD=-5 V. 

TABLE I.  THE RESULTS OF THE PARAMETER IDENTIFICATION 
OF THE SHICHMAN-HODGES MODEL 

Type of 
transistor RANGE |ID| λ–1, V |VTH|, V β, µA /V2 

p-JFET  

>10 µA 79.4-91.1 1.753 53.29 
1 µA -
10 µA 49.1-79.4 1.726 53.25 

0.1 µA -
1 µA 45.9-49.1 1.804 21.16 

n-JFET  

>15 µA 21.9-45.5 1.093 420.25 
1 µA -
10 µA 14.5-19.9 1.158 176.89 

0.2 µA -
1 µA 12.1-14.4 1.295 19.36 
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Fig. 2. The obtained measurement data of the relationship of ID on VG for 
n-JFET at VD=5 V. 

 
Fig. 3. The obtained measurement data of the relationship of the 
normalized drain current ID/IDMAX on VD for p-JFET. 

 
Fig. 4. The obtained measurement data of the relationship of the 
normalized drain current ID/IDMAX on VD for n-JFET. 

3. The final conclusion about the applicability of the 
Shichman-Hodges model for describing the JFETs CVCs 
manufactured at JSC "Integral" can be made on the basis of 
the model parameters contained in Table I, namely: 

 for the JFETs, it is advisable to use two sets of model 
parameters: the first one – for the drain current range 
of 0.1 μA-1 μA, the second one – for the drain current 
of more than 10 μA; 

 in the range of drain currents of 1 μA-10 μA, the 
simulating error will be maximum, and the greatest 
discrepancy between the modeling results and 
measurement data should be expected from the output 

CVC of the n-JFET due to the strong dependence  
λ = λ (ID). 

Since the most interesting is the assessment of the 
possibility of using the Shichman-Hodges model to describe 
the operation of the JFET in micromode, we simulated the 
CVCs at low currents using the parameters of Table I for the 
range of 0.1 μA-1 μA and comparison of the obtained 
results with the measurements. The dependences shown in 
Fig. 5 - Fig. 8 allow us to state that sufficient adequacy of 
the Shichman-Hodges model is provided only in a limited 
range of small drain currents. 

 
Fig. 5. The obtained measurement data (points) and modeling (solid line) 
of the relationship of ID on VG for the p-JFET at VD = -5 V. 

 
Fig. 6. The obtained measurement data (points) and modeling (solid line) 
of the relationship of ID on VG for the n-JFET at VD = 5 V. 

 
Fig. 7. The obtained measurement data (points) and modeling (solid line) 
of the relationship of ID on VD for the p-JFET. 
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Fig. 8. The obtained measurement data (points) and modeling (solid line) 
of the relationship of ID on VD for the n-JFET. 

As noted earlier, there are a number of JFET models that 
allow high-precision simulation of the output and transfer 
CVCs in a wide range of drain currents. The application of 
the Shichman-Hodges model requires the use of two sets of 
model parameters, makes it difficult to obtain reliable 
simulation results in a certain transition area of drain 
currents (for the studied transistors at 1 μA-10 μA), and 
therefore the appropriateness of using this model is 
doubtful. 

From our point of view, the main reason for using the 
Shichman-Hodges model is that it makes possible in a 
simple way to take into account the effect of cryogenic 
temperatures up to minus 197°С and the effect of neutron 
fluence on the CVCs [21]. 

 

 
Fig. 9. The сomputer modeling of the relationship of ID on VG for the p-
JFET at VD = -5 V and three temperature values. 

 
Fig. 10. The сomputer modeling of the relationship of ID on VG for the n-
JFET at VD = 5 V and three temperature values. 

 
Fig. 11. The сomputer modeling of the relationship of ID on VG for the p-
JFET at VD = -5 V and different neutron fluences. 

 
Fig. 12. The сomputer modeling of the relationship of ID on VG for the n-
JFET at VD = 5 V and different neutron fluences. 

Taking into account the previously obtained dependences 
of the temperature and radiation changes in the JFET 
parameters [21], the transfer CVC was simulated in 
micromode at different temperatures and neutron fluences 
(1 n/cm2 corresponds to the normal condition before 
irradiation). 

The simulation results shown in Fig. 9-Fig. 12, correspond 
to the basic experimental data for the JFET manufactured by 
JSC "Integral": 

 decrease of | VTH | with decreasing temperature; 

 nonmonotonic change of transconductance from the 
temperature with maximum value of 
transconductance about T out o°С; 

 a qualitative difference in the change in the CVCs of 
the JFET with a different type of channel 
conductivity upon irradiation with neutrons, namely, 
with increasing the neutron fluence |VTH| and |ID| for 
the n-JFET- increase, and for the p-JFET decrease. 

IV. CONCLUSION 
We measured the output and transfer CVCs at drain 

currents from hundreds of nanoamperes to hundreds of 
microamperes for silicon n-JFET and p-JFET by JSC 
"Integral". At drain currents of approximately less than 1 
μA, the deviation of the dependence of ID from VGS from 
the straight line on the transfer CVC for both types of 
JFETs, the absence of a clearly defined linear area and the 
saturation area at the output CVC of n-JFET were 
established. 
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It is concluded that the application of the Shichman-
Hodges model with a set of parameters identified in 
micromode enables us to obtain the sufficient adequacy of 
the CVC simulation in a limited range of low drain currents. 

Despite the inherent drawbacks, the application of the 
Shichman-Hodges makes possible to take into account the 
effect of cryogenic temperatures and neutron fluence on the 
JFET CVCs in micromode. 
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Abstract— Approximate synthesis is a modern trend in 
the field of logic synthesis, which makes it possible to 
obtain much more compact, high-speed and reliable 
solutions due to weakening requirements for the accuracy 
of the implemented functions. For a number of 
applications, small distortions at outputs can be more than 
acceptable, and the improvement of characteristics is a 
powerful argument in favor of this method. We propose a 
new approach to the approximate synthesis of 
combinational logic, which is built upon solving the logic 
regression problem with the use of iterative methods based 
on two-level minimization. In the paper we state the logic 
regression problem and describe its possible applications. 
Solution based on two-level minimization methods is 
presented. We performed experimental research, which 
demonstrates high efficiency of the method. We revealed a 
fundamental drawback of the proposed method, that is, 
complexity of implementing circuits with a large number 
of linearly non-separable elements (XOR, NXOR). The 
ways to overcome this drawback are outlined. 

Keywords—Approximate synthesis, logic regression, 
two-level minimization, ESPRESSO logic minimizer. 

I. INTRODUCTION  

The paper considers the problem of logic regression 
on high dimensional Boolean space. Traditionally, the 
problem was addressed for a wide range of tasks, 
including genetics or identification of predictors in 
medical data [1]. Current research suggests the use of 
this methodology in the context of microelectronics [2]. 
In this area, logic regression can be applied to the 
following tasks: 

    • equivalence check with a compact semantic 
expression output; 

    • functional circuit correction (engineering change 
order – ECO): differences/patch generation; 

    • model validation; 

    • logic synthesis. 

With reference to synthesis problems [3-4], due to 
logic regression methodology, we can turn to the popular 
modern line of research related to the approximate 
synthesis of logic circuits [5]. In this framework, it is 
suggested to use some flexibility resulting from the 
feasibility of certain deviations from nominal output 
values, aimed at reducing area and delay of the circuit, 
as well as increasing fault tolerance [6] and yield 
percentage. Error at the outputs of logic circuits may be 
acceptable for a wide range of applications, including 
audio, video, graphics, and wireless communications, in 
case when failures are non-critical and the probability of 
their occurrence does not exceed the specified 
thresholds. 

II. STATEMENT OF THE PROBLEM AND PREVIOUS 

WORK 

In this work, the task is to restore a logic function and 
build the smallest approximate logic circuit from a 
known subset of its values at certain points. 

The statement of the problem implies that there is a 
certain black box that can produce values at the outputs 
when certain values are fed into inputs. We have to 
restore combinational circuit from input-output pairs 
obtained from the black box (Fig. 1) [7].  

The trivial solution is exhaustive enumeration of all 
possible inputs and constructing a circuit for the obtained 
truth table. Further logic synthesis could be carried out 
using both traditional (DNF, BDD) and new synthesis 
approaches [8]. However, for functions with more than 
30 inputs, this method becomes inapplicable, and the 
development of more complex approaches is required. 

Efficient solution to the problem opens up broad 
prospects for logic circuits synthesis based solely on the 
input vectors and responses of the system. This is 
relevant for a wide range of tasks, starting with 
engineering change order (ECO) and restoring circuits 
from ready-made chips, ending with the automatic 
translation of any high-level description into a logic 
circuit.  
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Fig. 1. Formulation of logic regression problem      

The problem of logic regression was most developed in the 
field of bioinformatics [9][10]. The mentioned papers describe 
an approach related to manipulating logic trees based on the 
simulated annealing algorithm. 

The stated problem can also be solved through the use of 
genetic algorithms [11] and Cartesian genetic programming 
methods [12]. Within the framework of these approaches, 
circuits can be evolved, and the proximity of the circuit to the 
black box function can be used as fitness function. Drawbacks 
of these methods are high computational load and relatively 
slow rate of convergence. As a consequence, they are 
inapplicable for medium and large circuits. 

Solutions gained from another similar area can be applied to 
logic regression problem. This is the task of ECO (Engineering 
Change Order), and in particular, generating patches for 
functional correction of circuits. In [13], an approach was 
proposed for automated patch generation using conflict-based 
greedy method of finding a basis. 

All existing methods have low scalability, and converge 
slowly in the case of large circuits. In this work, we propose a 
completely different approach not related to structural synthesis, 
but based on fast heuristic methods of two-level minimization. 

III. ITERATIVE REGRESSION ALGORITHM BASED ON LOGIC 

SYNTHESIS METHODS  

The paper proposes an iterative approach based on logic 
synthesis for regression of approximate logic circuits. The 
iterative method of logic regression can be implemented on the 
basis of standard two-level minimization, in particular, on the 
basis of the ESPRESSO algorithm [14]. We describe the 
contents of the proposed iterative approach (Figure 2). 

The algorithm starts with generation of random input stimuli 
and corresponding output vectors. Further, we have to 
synthesize some implicant cover based on the output. At this 
step, we can either use existing methods and tools, or develop 
fundamentally new concepts. As a well-known solution, 

heuristic algorithm of two-level minimization ESPRESSO is 
well suited.  

Assume that unknown values are at don’t care state.  The 
program will produce some compact disjunctive normal form 
(DNF) (or conjunctive normal form (CNF)) based on the known 
values of input and output signals, setting don’t cares to 0 or 1. 
Such cover defines some initial solution, the quality of which is 
evaluated at the next step of the algorithm. 

 
Fig. 2. Generalized algorithm for iterative logic regression method based 

on logic synthesis  

Logic Regression 
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We estimate accuracy by the Monte Carlo simulation 
method. Those stimuli that conflict with the newly set states of 
the current cover are written to the list of counter-stimuli. If the 
quantity of correct answers exceeds the specified threshold, the 
algorithm is completed. Otherwise, counter-stimuli are inserted. 
This procedure is defined as shown in Figure 3. A certain 
number of counter-stimuli are added to the list of implicants one 
by one, at the same time conflicting implicants are excluded 
from the list. 

Then minimization algorithm is then launched again, taking 
into account remaining implicants and new counter-stimuli. At 
every iteration step, it forms a new cover that converges towards 
the best solution. This iterative process combines two basic 
assumptions. The first is that at each step minimization 
algorithm tries to find the minimum cover for the available data. 
Thus, the rule of Occam's razor is implemented – of all possible 
solutions, the simplest is chosen. The second basic assumption 
is that incorrect implicants are more often refuted and eliminated 
by counter-stimuli, while correct implicants are preserved from 
iteration to iteration – thus forming the basis for new 
assumptions. 

 
Fig. 3. Insertion of counter-stimuli to the list of implicants  

Consider how the presented algorithm operates for a simple 
example of four-input functions described by Karnaugh maps 
(Figure 4). Let a black box implement a function of four 
variables. The algorithm starts with generation of first four 
initialization stimuli and output vectors. Next, the ESPRESSO 
algorithm works and minimizes the resulting function on the 
assumption that empty cells are don’t cares. The algorithm 
works in the basis of DNF, therefore, it tries to find the smallest 
possible number of biggest areas of '1's. Further, by simulation, 
the algorithm detects a counter-stimulus (mismatch of the 
assumption to the black box) in zero area. Then it makes a new 
assumption – this time, incorrect. After that, it finds a new 
counter-stimulus in zero area and makes a valid hypothesis. At 
the final step, the counter-stimulus forces us to exclude the 

wrong area, thus, the resulting solution is equivalent to the 
reference function. 

Consider the number of stimuli used: 4 initialization stimuli 
and 3 counter-stimuli; it turns out that the algorithm was able to 
restore the correct solution by analyzing less than half of the 
total Boolean space. For large circuits, this proportion is much 
smaller. 

 

 
Fig. 4. Example of logic regression algorithm for function +   

This example also demonstrates that random factor has great 
effect. In fact, a solution could be found as early as at the second 
step of the algorithm, since the ESPRESSO algorithm could 
implement the correct cover with the same probability. 

IV. EXPERIMENTAL RESULTS 

For experimental studies, we used several combinational 
circuits from ISCAS’85 and LGSynth’89 benchmark sets. These 
circuits served as black boxes for the logic regression algorithm. 
The function of each circuit output was restored separately. The 
objective of the study was to show the efficiency of the 
developed algorithm, to see its convergence rate and 
applicability for medium and large circuits. Also, while running 
experiments, bottlenecks of the algorithm depending on the 
internal structure of black boxes were detected. 

Implicant 
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Counter-
Stimuli List

Take Next 
Counter-Stimulus

Exclusion of all 
Conflicting 
Implicants

Adding a Counter-
Stimuli to the 
Implant List
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For all runs of the developed logic regression algorithm, the 
following main options were set: 

• Initialization stimuli number equals 100; 

• The number of stimuli on which the accuracy of the 
obtained solution is checked is 10000; 

• The maximum number of counter-stimuli added at each 
iteration is 100; 

• The maximum number of iterations is = 20; 

• The required accuracy after which the algorithm stops is = 0.99. 

To evaluate the efficiency of the algorithm, we took into 
account both the final accuracy of the solution and the number 
of the used iterations. 

Let us designate the initial (reference) circuit as  and 
denote its output as , where  is the index of the corresponding 
output. As a result of the algorithm, we get a predicted circuit , 
whose outputs are denoted as . The accuracy is calculated 
separately for each output, and reflects the number of matches 
of the output values with the values of the corresponding outputs 
of the reference circuit  on an arbitrary set of input stimuli : = | ↔ || | ,																														 1  

where | | is the number of input stimuli,  is the output 
signature of the -th output of the reference circuit, symbol ↔ 
denotes vector equivalence operator. Symbols |… |  in the 
numerator denote the number of '1's in the vector, and therefore 
the number of matches with the reference.  

The accuracy of the resulting circuit is defined as the 
arithmetic average for all outputs: = ∑ ,																																			 2  

where  is the number of circuit outputs. The final success 
rate of logic regression for output  is calculated by the 
formula: = + + 1 − ∙ −− 1,														 3  

where  is the actual number of iterations,  is the maximum 
number of iterations,  is the required accuracy, and symbols ⌈… ⌉ denote ceiling integer part. Formula (3) means that if the 
output for the required number of iterations does not converge, 
then the coefficient is equal to the achieved accuracy. And if the 
required accuracy is achieved, the number of iterations is also 
taken into account. Thus,  lies within [0, 2], and is equal to 2 
in the case when a complete coincidence with the reference is 
achieved at the first iteration.  The efficiency coefficient for the 
whole circuit is calculated by formula (2) as the accuracy of the 
circuit = . 

Figure 5 shows operation process of the developed logic 
regression algorithm for the circuit alu4. Circuit outputs are 
indicated by individual curves: “o”, “p”, “q”? et. c. 

 
Fig. 5. Operation process of the logic regression algorithm for alu4 

We see that some circuit outputs converge much faster, 
while others have a relatively low convergence rate and still do 
not reach 99% in 20 iterations. This is due to complexity of the 
corresponding functions. The more complex the function, the 
slower the algorithm converges. This complexity can be 
approximately estimated as the number of elements in the input 
cone for the given output. This is true, because all the circuits 
were obtained through the logic synthesis procedure, so all 
redundant elements have been removed. If each output is 
realized by the minimum possible number of elements, then we 
can consider this number as complexity characteristic of its 
function. Figure 6 shows number of elements in input cone for 
each output of alu4. 

Relation between the number of elements in the input cone 
and the efficiency of the proposed algorithm is obvious. Outputs 
“s” и “t” were optimized at the very first iteration, while even 
20 iterations were not enough for “r”, “q” и “u”. 

 
Fig. 6. Number of elements in input cones for outputs of alu4 

To analyze relation between the efficiency coefficient of 
logic regression and the number of elements in input cone, a 
large number of experiments were performed on benchmark 
circuits from  ISCAS’85 and LGSynth’89. 
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Dependency graph of coefficient  on the number of input 
cone elements for different outputs for a set of arbitrary test 
circuits is presented in Figure 7. Pearson's correlation coefficient 
for these data is 0,72.  

 
Fig. 7. Dependency of coefficient  on the number of input cone 

elements  

Dependency graph shown in Figure 7, with all the obvious 
correlation of the considered parameters, has some essential 
features. Some circuits with a small number of elements tend to 
have abnormally low efficiency coefficient. This is manifested 
by rather dense concentration of points in the lower left part of 
the graph. Detailed analysis of the circuits has revealed that this 
is largely because of the deal of XOR and NXOR elements in 
the output cone. In particular, the group of dots in the lower left 
corner of the graph refers to the outputs of the c3540 circuit, 
input cones of which are a tree of 7 XOR’s. 

 

V. PROBLEMS OF THE CURRENT APPROACH AND POSSIBLE 

SOLUTIONS  

The efficiency of the proposed solution is highly limited if 
the circuit has many XOR and NXOR elements. The reason is 
that sum operations modulo two in the class of disjunctive 
normal forms, as well as in the class of conjunctive normal 
forms, cannot be minimized. That is, minimal form of DNF or 
CNF of XOR function of any number of variables coincides with 
canonic DNF or CNF, respectively. In other words, Karnaugh 
map for such functions contains many “checked” areas, and the 
correct re-conversion of such areas using this approach requires 
enumerating all the values inside. 

One possible solution is to use approaches related to three-
level minimization instead of the ESPRESSO algorithm used in 
this work. This will be the basis for further work in this area. 

VI. CONCLUSION 

In this paper we investigated logic regression methods for 
design of approximate combinational circuits. An iterative 
algorithm based on ESPRESSO  two-level minimization was 
proposed. The developed software tools made it possible to 
recover combinational circuits with sufficient accuracy using 
only input/output signals. The studies showed high efficiency of 

the developed methods for circuits of medium size. The weak 
point of this approach was demonstrated, which is the 
complexity of two-level minimization for XOR functions. We 
indicate a possible solution to this problem, which is related to 
the use of three-level minimization methods as the core of 
proposed iterative method. Moreover, the use of three-level 
minimization will not entail restructuring of the entire flow – it 
is enough to replace the ESPRESSO procedure. However, other 
logic minimization algorithms [8] can also be used for this task 
- further research required. 

This work was supported by the Russian Science Foundation 
grant No. 17-19-01645. 

 

REFERENCES 
[1] Ruczinski, I. Logic Regression / I. Ruczinski, C. Kooperberg, M. LeBlanc 

// Journal of Computational and Graphical Statiststics. – 2003. – Vol. 12, 
№3 – P. 475-511. 

[2] Zhang, H. Cost-Aware Patch Generation for Multi-Target Function 
Rectification of Engineering Change Orders / H. Zhang, J.R. Jiang // 
Design Automation Conference (DAC). – 2018. – P. 1-6.  

[3] Gavrilov S., Ivanova G. Simultaneous Logic and Layout Synthesis for 
Fin-fet Based Elements with Regular Layout in Рolysilicon and Diffusion 
// Proceedings of IEEE East-West Design & Test Symposium 
(EWDTS’2015), 2015, P. 264-267. 

[4] Gavrilov S. V., Zheleznikov D. A., Khvatov V. M. Solving the Problems 
of Routing Interconnects with a Resynthesis for Reconfigurable Systems 
on a Chip // Russian Microelectronics, 2018, Vol. 47, No. 7, pp. 516–521. 

[5] Shin, D. Approximate logic synthesis for error tolerant applications / Shin 
D., Gupta S. // Design, Automation & Test in Europe Conference & 
Exhibition (DATE 2010). – 2010. – P. 957-960. 

[6] A. J. Sanchez-Clemente, L. Entrena, R. Hrbacek and L. Sekanina, "Error 
Mitigation Using Approximate Logic Circuits: A Comparison of 
Probabilistic and Evolutionary Approaches," in IEEE Transactions on 
Reliability, vol. 65, no. 4, pp. 1871-1883, Dec. 2016. 

[7] C. Huang, C. R. Wu, T. Lee, C. J. Hsu and K. Khoo, "2019 CAD Contest: 
Logic Regression on High Dimensional Boolean Space," 2019 
IEEE/ACM International Conference on Computer-Aided Design 
(ICCAD), Westminster, CO, USA, 2019, pp. 1-6, doi: 
10.1109/ICCAD45719.2019.8942137. 

[8] Avdeev, N.A., Bibilo, P.N. Logical optimization efficiency in the 
synthesis of combinational circuits. Russ Microelectron 44, 338–354 
(2015). https://doi.org/10.1134/S1063739715050029 

[9] Ruczinski I., Kooperberg C., LeBlanc M. (2003) Logic Regression — 
Methods and Software. In: Denison D.D., Hansen M.H., Holmes C.C., 
Mallick B., Yu B. (eds) Nonlinear Estimation and Classification. Lecture 
Notes in Statistics, vol 171. Springer, New York, NY 

[10] Kooperberg C, Ruczinski I. Identifying interacting SNPs using Monte 
Carlo logic regression. Genet Epidemiol. 2005;28(2):157 ‐ 170. 
doi:10.1002/gepi.20042 

[11] Gavrilov S.V., Telpukhov D.V. Automated Evolutionary Design of Fault-
Tolerant Logic Circuits // Problemy razrabotki perspektivnyh mikro- i 
nanojelektronnyh sistem (MES). 2019. № 1. P. 2-6. 

[12] Miller J.F. (2011) Cartesian Genetic Programming. In: Miller J. (eds) 
Cartesian Genetic Programming. Natural Computing Series. Springer, 
Berlin, Heidelberg 

[13] A. Stempkovskiy, D. Telpukhov and R. Soloviev, "Fast and accurate 
resource-aware functional ECO patch generation tool," 2018 Moscow 
Workshop on Electronic and Networking Technologies (MWENT), 
Moscow, 2018, pp. 1-6, doi: 10.1109/MWENT.2018.8337192. 

[14] BRAYTON, R. K., HACHTEL, G. D., MCMULLEN, C. T., AND 
SANGIOVANNI-VINCENTELLI, A. 1984. Logic Minimization 
Algorithms for VLSI Synthesis. Kluwer Academic Publishers, Hingham, 
MA. 

68 IEEE EWDTS 2020, September 4-7



978-1-7281-9899-6/20/$31.00 ©2020 IEEE 

The Noise Immunity of CMOS Elements During their 
Switching and Exposure to an Ionizing Particle 

 

Yuri V. Katunin  
Department of Analog and Digital Blocks Design 

Scientific Research Institute of System Analysis, Russian Academy of 
Sciences 

Moscow, Russia 
katunin@cs.niisi.ras.ru 

 

Vladimir Ya. Stenin 
Department of Electronics 

National Research Nuclear University MEPhI (Moscow Engineering 
Physics Institute) 
Moscow, Russia 

vystenin@mephi.ru 
 

Abstract—The results of modeling elements AND and OR as 
part of the triple majority gate are presented when switching 
inputs and simultaneously collecting charge from the particle 
track. The simulation performed using 3D TCAD physical models 
of CMOS transistors according to the design rule of 65 nm bulk 
technology with shallow trench isolation of transistor groups for 
tracks with linear energy transfer of 60 MeV∙cm2/mg. It was found 
that the beginning of switching elements AND and OR at the 
inputs practically does not affect the dependence of transient 
processes of the formation of noise pulses at the output of the 
element when collecting the charge from the track. The noise pulse 
shifted in time by a time interval equal to the time offset of the 
track relative to the moment of switching element inputs. 
Collecting the charge from the track leads to switching an element 
in advance of the input signals changing, either, to an additional 
switching delay (from -91 ps to 620 ps). At the same time, the 
duration of the noise pulse remains almost unchanged for the each 
specific track input point into the common area of the transistor 
location regardless of the moment of formation of the track. 

Keywords—charge collection, logical element, noise pulse, 
particle track, simulation, single particle 

I.  INTRODUCTION 
CMOS combinational logic elements are the basis of 

encoders, decoders and majority voting logic circuits. A 
number of analytical papers are devoted to simulation the 
impacts of single ionizing particles using physics-based device 
models, both two-dimensional (2D) and three-dimensional 
(3D). In these works, it was noted [1] that the noise immunity 
of CMOS logic designed using bulk technology would decrease 
to the values of linear energy transfer by a particle on a track 
equal to 2 MeV∙cm2/mg when technology node will shrink to 
100 nm or less. The transition of NMOS transistors to the 
inverse bias mode [2] and increasing the duration of the noise 
pulse (single-event transient) to 300–500 ps at the LET value of 
30 MeV∙cm2/mg also predicted.  

At technology nodes below 100 nm the CMOS logic shows 
the influence of diffusion transfer of charge carriers induced on 
the same track on adjacent circuit nodes. This joint charge 
collection can lead to a reduction in the duration of noise 
pulse [4], known in the literature as “pulse quenching”. 
Modeling of the main characteristics of the majority voter, 
based on AND and OR elements designed using bulk 65-nm 

CMOS technology with shallow trench isolation of transistor 
groups was performed [5] in the our previous work.  

The purpose of this work is 3D TCAD device simulation of 
AND and OR elements as part of a triple majority gate (TMG) 
designed on bulk 65-nm CMOS technology with shallow trench 
isolation of transistors. The purpose is to obtain quantitative 
estimates of the time parameters of noise pulses (single-event 
transients) during the simultaneous processes of elements 
switching and charge collection from the track of a single 
ionizing particle.  

II. TRIPLE MAJORITY GATE ON AND AND OR ELEMENTS 
Fig. 1 presents a scheme of a triple majority gate (TMG) on 

CMOS two-input AND logic elements (D1-D3) and a three-
input OR logic element (D4). The AND (D1) and OR (D4) 
elements on Fig. 1 depicted as electrical schemes, but D2 and 
D3 AND gates as functional conventional signs. The scheme of 
the D1 element includes a NAND gate and an inverter. The 
scheme of the D4 element includes a NNOR gate and a doubled 
inverter.  

The simulation of impacts of single nuclear particles on 
CMOS elements (designed on the bulk 65-nm CMOS 
technology) carried out using 3-D TCAD transistors models of 

Funding: The reported study was funded by the Russian State assignment, 
project 0065-2019-0008 
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Fig. 1 Scheme of the triple majority gate based on AND gates (D1-D3) and 
OR gate (D4). 
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the work [6]. The 3-D device physical TCAD models of AND 
(D1) and OR (D4) elements presented in Fig. 2. The channel 
width of transistors is 400 nm for AND gates and is 800 nm for 
the OR gate. The designs of AND logic gates and the OR gate 
include groups of transistors surrounded by a shallow trench 
isolation with a depth of 400 nm. The shallow trench isolation 
covering the silicon regions of transistors to the depth of 400 nm 
are hidden from this picture.  

AND and OR gates on Fig. 2 consist of two different groups 
of transistors. One group is the group of NMOS transistors Gr1N 
or Gr4N, another group is the group of PMOS transistors Gr1P 
or Gr4P. The inverter of the OR gate D4 designed as the doubled 
inverter (Fig. 1) with transistors pairs (N4.4, N4.5, and P4.4, 
P4.5) located upon opposite sides of the NOR gate in groups 
Gr4N and Gr4P (Fig. 2). The results of simulation obtained by 
using Sentaurus Device at the temperature 25°C and the supply 
voltage of 1.0 V for particle tracks with linear transfer energy 
60 MeV∙cm2/mg. 

III. SWITCHING AND AND OR ELEMENTS AHEAD OF TIME OF 
INPUT SIGNALS CHANGING 

Fig. 3a shows voltages on nodes of the AND element during 
the time charge collection from the track T1N passing through 
NMOS transistors of the group Gr1N. The signals at inputs of 
the triple majority gate switch from A = B = C = 0 to A = B = 1, 
C = 0. Linear energy transfer to the track is LET = 
60 MeV∙cm2/mg, the start of charge collection at tTR =160 ps. In 
the case of track T1N passing through closed NMOS transistors 
of the NAND element the transistors go to the inverse bias 
mode. Charge collection by them from the track leads to 
switching the element (Output AND on Fig. 3a) ahead of time 
of changing of input signals.  

The NMOS transistor of the inverter closes and begins to 
collect the charge from the track T1N, forming after advance 
switching a noise pulse of negative polarity at the AND output 
with an amplitude of 0.7 V (Fig. 3a). It should be noted that 
advance switching of the AND gate leads to advance switching 
of the OR gate (curve “Output OR” in Fig. 3a) before time 
changing the input signals A = B of TMG on 31 ps less. As a 
result we have the negative value of the delay time of the AND 
element tDL = -31 ps. 

In the case of the OR element (Fig. 3b), when the input 
signals of the triple majority gate switched from A = B = 1, C = 0 
to A = B = C = 0, only one closed PMOS transistor P4.3 of the 
node NOR collects a charge from the T4P track passing through 
the group Gr4P (Fig. 2).  

The collected charge is enough to charge the NOR node to 
the voltage of 0.8 V (Fig. 3b) and during this time the inverter 
switches of the output OR to  logical level "0" before changing 
the input signals A = B of the triple majority gate. After 
beginning of a change the input signals A = B (1→0) the NOR 
node starts to charge to the level of 1 V through the open PMOS 
transistors of the NOR group. As a result we have the negative 
value of the delay time of the OR element tDL = -30 ps. The of 
switching times from the logical level "0" to the logical level "1" 
(the example is in Fig. 3a) or from the logical level "1" to the 
logical level "0" (the example is in Fig. 3b) are from 9 ps to 
12 ps. 
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Fig. 2. 3-D device physical TCAD model of the AND (D1) and OR(D4)-
elements of the triple majority gate; directions of tracks T1P, T1N, T4P and 
T4N are at the normal to chip surface; n+ and p+ regions are the parts of the 
guard rings.  
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(b) 

Fig. 3. Voltages on nodes for the case of advanced switching of elements ahead 
of input signals changing, tracks with LET = 60 MeV∙cm2/mg, the formation of 
the track at tTR = 160 ps, switching inputs at tSWT = 200 ps: (a) AND gate, the 
input track point is T1N at the group Gr1N, switching from А = B = C = 0 to А 
= B = 1, C = 0; (b) OR, the input track point is T4P at the group Gr4P, switching 
from А = B = 1, C = 0 to А = B = C = 0.  
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IV. SWITCHING OF ELEMENTS WITH ADDITIONAL DELAY 
The curvers on Fig. 4a for the AND element characterize 

additional switching delays when the charge is collected by the 
PMOS transistors of the NAND group. In the case of the track 
T1P passing through the PMOS transistors of the NAND group 
PMOS transistors initially remain open until the input signals of 
the TMG are switched from “0” to “1”.  

After switching input signals of the TMG from “0” to “1” 
the voltage of 1 V is set on  gates of PMOS transistors P1.1, P1.2 
of the NAND group (scheme of the AND element on Fig. 1). 
The voltage of 1 V is stored on the drains of transistors P1.1, 
P1.2 and the gate of the transistor P1.3 of the inverter (Fig. 4a).  

Then the NAND node begins slowly to discharge by the 
current of the series-connected NMOS transistors of the NAND 
group, and this change is inverted to the output by the inverter 
of the AND element until it and OR output (TMG output) are set 
to 1 V. As a result we have the delay time of the switching of the 
AND element tDL = 286 ps.  

It should be noted that when the AND element switches with 
an additional delay, the OR element of this TMG has the less the 
delay time to switch (the curver “Output OR” on Fig. 4a).  

The curvers on Fig. 4b for the OR element characterize 
additional switching delays when the charge is collected by the 
NMOS transistors of the NOR group. NMOS transistors of the 
NOR group (Fig. 1) are in open state before switching the OR 
element. When collecting the charge from the track T4N, 
NMOS transistors of the NOR group go to inverse bias mode, 
and NMOS transistors of the inverter remain closed, collecting 
the charge of the electrons. This decreases the voltage at the OR 
output (Fig. 4b). Only after the NMOS transistors exit from the 
inverse bias mode, the output of the OR element returns to the 
logical zero level “0”. As a result we have the delay time of the 
switching of the OR element tDL = 566 ps. 

V. SWITCHING DELAYS OF AND AND OR ELEMENTS RELATIVE 
TO MOMENT OF TMG INPUT SIGNALS CHANGING 

Fig. 5 shows switching parameters of AND and OR 
elements as functions on the time of formation of the track of a 
single ionizing particle with LET = 60 MeV∙cm2/mg. The 
curves have notations corresponding to AND or OR gates, to 
the nature of switching is 0→1 or 1→0, the types of track are 
T1N, T1P, T4N, and T4P.  

These parameters form two groups. The first group (Fig. 5a) 
characterized switching of the logical elements of the TMG in 
ahead of the time before the signals at TMG inputs change. 
Advance switching is caused by collecting the charge from the 
track by initially closed transistors of the NAND node (and 
NOR node). Delays for cases of advance switching have 
negative values of the time before the signals at TMG inputs 
change in tSWT = 200 ps (Fig. 5a).  

Advance  switching in time occurs almost identically when 
collecting charge from tracks through NMOS and RMOS 
transistors of AND (OR) elements, as well as when switching 
the inputs of the majority gate from the state "0" to "1" and from 
"1" to "0" (Fig. 5a). The of switching times from the output 
logical level "0" to "1"  or from "1" to "0" are from 9 ps to 12 ps. 

Therefore, the time of advanced switching is practically the 
same for a specific time of the track formation (Fig. 5a). 

The second group (Fig. 5b) characterized switching of the 
logical elements with an additional delay caused by the charge 
collection from the track by the initially open transistors of the 
NAND node (NOR node) that closed after the signals at TMG 
inputs change in tSWT = 200 ps.  

In both cases, when the state changes, at the initial moment 
of charge collection the transistors of the NAND (NOR) node 
go into inverse bias mode. This switches the inverter of the 
AND (OR) element so that the closed transistor of the inverter 
after such a change in the state begins to collect charge from the 
track, forming a noise pulse (voltage drawdown) at the AND 
(OR) output.  

 

 
(a) 

 

(b) 

Fig. 4. Voltages on nodes of elenents forming the TMG for case with an 
additional switching delay when collecting charge from the track with LET = 
60 MeV∙cm2/mg, the formation of the track at tTR = 160 ps, switching inputs at 
tSWT = 200 ps: (а) AND gate, the input track point is T1P at the group Gr1P, 
switching from А = B = C = 0 to А = B = 1, C = 0; (б) OR gate, the input track 
point is T4N at the group Gr4N, switching from А = B = 1, C = 0 to А = B = 
C = 0. 
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The switching delays for cases of advance switching have 
negative values (Fig. 5a) and decrease when the time of track 
occurrence approaches to the moment when the signals at TMG 
inputs change.  

For cases when input signals of TMG change at tSWT = 
200 ps and the track is formed at tTR = 220 ps, the switching 
delay values are determined by own delays of AND (OR) 
elements without charge collection. For tracks with tTR = 260 ps 
and 300 ps, after switching TMG inputs there is no delay, but 
the formation of a noise pulse, in these cases the TMG input 
signals remain unchanged. In general, switching delays can 
range from negative till positive values -91 ps to 620 ps.  

VI. SIMULATION RESULTS 
The main results of the modeling: 
Durations of noise pulses at the outputs of the AND and OR 

elements of the triple majority gate, when switching TMG input 
signals and at the same time collecting the charge from the 
particle track, practically do not depend on the moment of track 
formation for specific input track points and signals at the TMG 
inputs. This is typical for tracks directed to the region of a group 
of transistors with the same conductivity type, located in a 
common silicon area, bounded by a shallow trench isolation for 
a specific input track point.  

Transistors of NAND (NOR) groups, which are in the 
closed state at the specified input signals of AND (OR) 
elements, switch when collecting the charge from the track, 
leading to switching of the TMG in ahead time before changing 
the signals at its inputs. 

The transistors of NAND (NOR) groups, which are open by 
the input signals of AND (OR) elements, do not switch when 
the charge is collected by them from the track. At the same time, 
their charge collection essential delays switching of the TMG 
despite changing its input signals. 

Collecting the charge from the track of a single nuclear 
particle formed after the completed switching of the majority 

gate leads to the formation of a noise pulse at the output of the 
element AND (OR) and at the output of the majority gate. The 
noise pulse durations are maximum for tracks that pass through 
initially open transistors with common areas of their drains in 
the PMOS transistors group of AND element and in the NMOS 
transistors group of OR element. Delays in these cases 
characterized by values of the logical elements with an 
additional delay during switching with a charge collecting. 

VII. CONCLUSION 
The presented features of the elements is useful when 

designing CMOS microprocessor systems for space 
applications. In particular, this is an advance switching of the 
triple majority gate or an additional increase in its switching 
delay, initiated by the charge collection from the track, 
depending on the state of TMG inputs. The switching delay can 
vary from -91 ps to 620 ps depending on the input track points 
to the chip and the input signals of TMG. 
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(a) 

 
(b) 

Fig. 5. Switching characteristics of AND and OR elements depending on the time of formation of the track of a single ionizing particle with LET = 60 MeV∙cm2/mg: 
(a) switching time from collecting charge in advance of the input signals changing; (b) switching after changing inputs with an additional time delay. 
Characteristics have symbols corresponding to the element AND or OR, the type of input switching 0→1 or 1→0 and the type of track T1N, T1P, T4N и T4P. 
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Abstract— Reset architecture of a digital design can be quite 
complex. Typically, SoC designs have multiple sources of reset, 
such as power-on reset, hardware resets, debug resets, software 
resets, and watchdog timer reset. These multiple reset domains 
make the design potentially exposed to metastability issues, so the 
designer must perform the reset domain crossing (RDC) analysis 
and resolve any RDC issues in the early stages of designing. This 
can quite be challenging, because of the effort needed for this 
analysis and how noisy it can be. In this paper, we present some of 
the challenges in the existing methodology for RDC analysis and 
propose a new methodology to reduce RDC results noisiness and 
achieve more accurate results. This leads to faster verification 
closure. The results are concluded by applying the proposed 
methodology on a set of real designs.  

Keywords— Formal Verification, Metastability, RDC, Reset 
Domain, Reset Verification 
 

I. INTRODUCTION 
 With the increased complexity of digital designs, designs 
reset architecture has also become very sophisticated. While 
implementing such complex architecture, designers tend to 
make some mistakes, which can lead to metastability, glitches, 
or other functional failures in the system. Reset domain 
crossing (RDC) refers to a sequential path in the design where 
the source and the destination sequential elements operate on 
different independent resets. Metastability happens when an 
asynchronous reset from one reset domain causes a transition 
too close to the clock edge of a flip-flop in another reset domain 
or without a reset causes a non-deterministic flip-flop value that 
propagates throughout the design resulting in functional 
failures. For example, having a signal traveling between two 
registers, each has a different asynchronous reset domain as 
shown in Figure 1. In this case, the asynchronous reset of the 
transmitter register can change the register output within the 
metastability window of the receiving register. 
 
 Currently, various tools in the market perform RDC 
analysis. In this paper, results are obtained and investigated 
using Questa-RDC. The purpose of the RDC analysis is to 
resolve the issues associated with signals propagating from one 
reset domain to another, which are considered potential sources 
of metastability. Solutions of RDC issues could be 
synchronization, isolation, or by using reset ordering. Reset 

ordering means that the metastability issue can be avoided if the 
destination flop can be held in the reset state before asserting 
the source reset signal. There is no probability for RDC issue if 
both source and destination registers are operating in the reset 
state simultaneously even if they belong to different reset 
domains. Reset ordering constraints are known user constraints 
that list the ordered resets and given to the RDC analysis tools 
to ignore the crossings between the ordered resets. There is a 
different category of reset signals which is the logic dependent 
resets. In this category, both source and destination registers are 
operating in the reset state simultaneously as the reset 
combinational logic of destination register will always assert 
once the reset of the source register is asserted. RDC analysis 
might be challenging because of the following reasons: 
1) Results can be noisy due to not considering dependent 

resets that do not cause metastability issues. 
2) Significant time and effort needed for the detection of such 

dependent resets as the reset assertion logic reaching up to 
source and destination registers can be complex 
combinational logic. 

3) Verification effort needed to verify that these resets are 
completely dependent in all cases. 

4) The manual effort needed to set up the design including 
information of dependent resets to impact RDC analysis. 

Formal verification is the primary term for a group of 
techniques that use static analysis based on mathematical 
transformations to determine the correctness of hardware or 
software behavior in contrast to dynamic verification 
techniques such as simulation. As design sizes have increased 
and accordingly simulation times, verification teams seek for 
ways to decrease the number of test cases needed to exercise 
the system to have an acceptable coverage degree.  

 

Figure 1 Reset domain crossing  
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Formal verification tools use various algorithms to verify 
the design and do not perform any timing checks. These tools 
do not require a stimulus or a testbench, and thus, formal 
verification is performed early in the IC design cycle as soon as 
the RTL code is available. The sooner a bug is found, the easier 
it is to fix. One of the most beneficial incomes of using formal 
verification is it is considered an exhaustive methodology 
that covers all input scenarios and also detects corner-case 
bugs. 

No previous work has addressed the challenge of noise 
reduction of RDC results due to having dependent resets. 
These dependent reset related issues should be detected and 
optimized such that they should not be considered RDC 
violations. On the other hand, the work in [1] addressed the 
verification of RDC results using assertion-based formal 
verification technology.  

The paper is organized as follows. Section II explains 
the proposed methodology of noise reduction of RDC results 
due to reset dependencies. Section III shows applying the 
methodology on different examples of reset domain 
dependencies. Section IV explains the different categories of 
reset dependencies. Section V shows the results of our 
proposed methodology on real case studies. Finally, section 
VI concludes the paper.  

II. PROPOSED METHODOLOGY 
The proposed methodology is shown in Figure 2 going 

through the following steps: 

1. RDC Analysis. This is performed using Questa-RDC to 
extract the list of the reset domain crossings in the design. 

2.  Automated extraction of source and destination reset pairs 
of all crossings. This is done using a script, which parses 
the design and the results of RDC analysis. In Figure 3, 
source reset is extracted as “r0” and destination reset is 
extracted as “r2”. These reset pairs will be parsed and 
passed to another script, which generates the required 
assertions. 

3. Automated assertions generation to check the dependency 
of Tx/Rx Resets. Known assertion statements are 
automatically generated using the extracted reset pairs 
from the previous step.  

4. Automated assumptions generation of user constraints for 
known ordered resets.  These assumptions are to be 
considered during formal verification analysis.  

5. Automated formal setup generation. This step to automate 
the generation of Formal setup files to be used during 
formal verification analysis. 

6. Formal Verification. This is through running formal 
analysis to identify proven and fired assertions. Proven 
assertions mean that the reset pair is completely dependent. 
Accordingly, the related RDC crossing is safe and should 
be filtered out from RDC verification. 

 
Figure 2 Proposed methodology flow 

Firing assertions mean that the reset pair is independent and 
there’s a probability for metastability. Accordingly, RDC 
crossing should still be reported in RDC verification. 

7. Automated constraints generation for the found dependent 
resets. This is done by parsing proven assertions from the 
formal analysis and generating of reset ordering constraints 
for the reset pairs to exclude related crossings between 
such dependent resets in the next RDC analysis.  

8. Rerunning RDC analysis after considering the generated 
constraints from the previous step. Results should be more 
accurate and less noisy after filtering the dependent resets 
crossings. 

III. APPLYING THE PROPOSED METHODOLOGY ON 
DIFFERENT SCENARIOS 

A. RDC Crossing with Tx/Rx Dependent Resets  
 The RDC shown in Figure 3 has dependent Tx/Rx Resets. 
Once Tx reset ”r0” is asserted “active low”, Rx reset “r2” will 
also be asserted “active low”. The generated assertion is shown 
in Figure 4. 

Figure 3 Dependent resets example 
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Figure 4 Assertion used to verify dependent resets 

 
Figure 5 Formal verification results for dependent resets 

 
Figure 6 Simulation results for dependent resets 

 Formal verification proves this assertion as shown in Figure 
5 and the simulation result for the same assertion is shown in 
Figure 6. This means these resets are dependent resets and such 
RDC crossing will not cause metastability issues. Accordingly, 
formal design constraints are generated and applied to the tool 
set up to avoid reporting this false crossing. 

B. RDC Crossing with Tx/Rx Independent Resets 
The RDC in Figure 7 has independent Tx/Rx Resets. Once 

Tx reset “r0” is asserted “active low”, Rx reset “r2” will be de-
asserted “active high”. The generated assertion is shown in 
Figure 8.   

 
Formal verification fires this assertion as in Figure 9, which 

means these resets are independent resets and such RDC 
crossing will cause metastability issues and accordingly should 
be reported as a real RDC violation. The simulation also fires 
with any given stimulus and this is shown in Figure 10. 

C. RDC Crossing with Known ordered Resets 
The RDC in Figure 11 between Tx/Rx resets have different 

signals in their fan-in. Tx reset is a combinational logic of “rst1” 
and “rst2”. Rx reset is a combinational logic of “rst2” and 
“rst3”. Once “rst1” is asserted, both Tx and Rx resets are 
asserted. Metastability happens when “rst2” is not asserted and 
“rst1” is asserted while “rst3” is not asserted. The generated 
assertion for this case is shown in Figure 12. 

 
Formal verification fires this assertion as shown in Figure 13, 

which means these resets are independent resets and such RDC 
crossing will cause metastability issues. The simulation result 
shows an assertion firing as well in Figure 14.  

 
There is a user constraint that “rst1” and “rst3” are ordered 

resets. This means that “rst1” and “rst3” are asserted 
simultaneously.  Our proposed methodology automatically 
generates the assumption shown in Figure 15 based on the given 
user constraint. After applying this assumption, the assertion 

correctly proves to indicate that Tx/Rx resets are dependent 
resets. 
 

 
Figure 7 Independent resets example 

Figure 8 Assertion used to verify independent resets 

 
Figure 9 Formal verification results for independent resets  

 
Figure 10 Simulation example of assertion firing for independent resets 

 
Figure 11 Known dependent resets example 

Figure 12 Assertion used to verify RDC with known dependent resets 

 
Figure 13 Formal verification results for known dependent resets 

property prop_rdc_ordered (tx_rst, rx_rst, clk); 
   @(posedge clk) disable iff (`CONFIG_MODE) 
        tx_rst |-> rx_rst; 
endproperty 
assert property (prop_rdc_ordered (~r0,~r2,clk)); 

property prop_rdc_ordered (tx_rst, rx_rst, clk); 
   @(posedge clk) disable iff (`CONFIG_MODE) 
        tx_rst |-> rx_rst; 
endproperty 
assert property (prop_rdc_ordered (~r0,~r2,clk)); 

property prop_rdc_ordered (tx_rst, rx_rst, clk); 
   @(posedge clk) disable iff (`CONFIG_MODE) 
        tx_rst |-> rx_rst; 
endproperty 
assert property (prop_rdc_ordered (!combo_rst1, !combo_rst2, clk)); 
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Figure 14 Simulation example for assertion firings of known dependent 

resets 

Figure 15 Generated assumption based on user constraints 

 

 

IV. CATEGORIES OF RESET DEPENDENCIES 

A. All the supports of Tx reset are a subset of Rx reset supports  
Figure 3 shows an example of this category, where Tx reset 

is a subset of fan-in of Rx reset. The Dependency of resets is 
depending on the combinational logic and polarity of resets. 

B. Tx reset and Rx reset have some common supports but also 
extra supports 

Figure 11 shows an example of this category, where Tx/Rx 
reset have common supports “rst2” and also extra supports 
“rst1”, “rst3”. The Dependency of resets depends on reset 
ordering constraints of extra supports. 

C. No common signals between Tx/Rx resets 
Figure 16 shows an example of this category, where no 

common signals between Tx and Rx resets. The Dependency of 
resets depends on reset ordering constraints of extra supports. 

D. Rx reset are a subset of Tx reset supports 
Figure 17 shows an example of this category, where Rx reset 

is a subset of fan-in of Tx reset. The Dependency of resets 
depends on the combinational logic and polarity of resets. 

V. CASE STUDIES AND RESULTS 
In this section, we are going to demonstrate how our 

proposed methodology affects the reduction of false RDC 
results in real designs after applying correct design constraints, 
assumptions, and waiving non-real RDC violations.  

 

A. Case Studies. 
i) Design A 

This design has 41 RDCs, thus 41 assertions have been 
generated and tested using Formal Verification. After 
running Formal Verification on these assertions, 14 
assertions are fired (independent resets) and 27 assertions 
are proven (dependent resets).  

Figure 18 shows an example; once Tx reset “rst1” is 
asserted, Rx register will be asserted. Thus we can say that 
Tx and Rx resets are dependent. 

ii) Design B 
This design has 158 RDCs, thus 158 assertions have 

been generated and tested using Formal Verification. 
After running Formal Verification on those assertions, 
147 assertions fire (independent resets) and 11 assertions 
are proven (dependent resets). 

 In Figure 19, Tx reset is OR-ed with another signal to 
create the Rx reset, thus if the Tx register is asserted, the 
reset signal of the Rx register will be asserted as well and 
there will be no chance of metastability.  

In Figure 20, if Tx reset “rst1" asserts the output of 
“r1” register will go high, which will pass from the OR 
gates to assert the Rx register reset signal. Thus, if the Tx 
register is asserted, the reset signal of the Rx register will 
be asserted and there will be no chance of metastability 

Figure 18 Design 1 - RDC 1 (Simplified schematic) 

Figure 19 Design 2 - RDC 1 (Simplified schematic) 

Figure 20 Design 3 - RDC 2 (Simplified schematic) 

 
 
 
 

property assume_rdc_ordered (tx_rst, rx_rst, clk); 
   @(posedge clk) 
        tx_rst = rx_rst; 
endproperty 
assume property (assume_rdc_ordered (!rst1, !rst2, clk)); 

Figure 16 No common Signals between Tx/Rx resets 
 

Figure 17 Rx reset is a subset of Tx reset supports   
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B. Results
Numbers in Table 1 shows the number of RDC violations

before and after running formal verification and differentiating 
between correct and false (noisy) RDC issues, hence, applying 
the correct issues waivers or design constraints required.  

TABLE I 
NUMBERS OF RDC VIOLATIONS BEFORE AND AFTER APPLYING THE PROPOSED 

TECHNIQUE  

Design 
Number 

#total 
rdc_areset/rdc_cdc_areset 
crossings 

#filtered 
rdc_areset/rdc_cdc_areset 
crossings 

Filtration 
percentage 

1 67534 5373 8% 
2 24603 3937 16% 
3 5878 675 11% 
4 21800 126 0.60% 
5 782 60 8% 
6 111 28 25% 
7 41 27 71% 
8 1140 16 1.50% 
9 19 12 6% 
10 158 11 7% 
11 158 11 7% 
12 13 11 85% 
13 9 9 100% 
14 9 9 100% 
15 80283 9 0.10% 
16 188 2 1% 
17 2 2 100% 
18 7 1 14% 

VI. CONCLUSION
The proposed flow showed that we can reduce the number of 

the reset domain crossings by excluding the noisy false 
crossings, which propagate through two dependent reset 
domains, thus reducing the noisiness of the results and the 
needed time for analysis. This is done through the automatic 
generation of design constraints/assumptions and/or reset 
ordering constraints after running formal verification that 
differentiates between the correct and noisy RDC issues.  
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Abstract—The paper describes the research results in the 

field of developing the methods of the synthesis of fault-tolerant 
discrete devices. The authors propose to use the signal correc-
tion structure based on duplication with the integrated control 
circuit in the synthesis of discrete devices. A generalized struc-
ture of signal correction based on duplication and control by 
some diagnostic feature is described. Three typical signal cor-
rection structures based on duplication are introduced. The 
first structure is based on the control of calculations by repeti-
tion codes. The second structure involves the control of calcula-
tions by parity codes. The third structure is based on the con-
trol of calculations by a special code with summation of 
weighted transitions, which was also developed by the authors. 
In the first structure, any errors are detected at the outputs of 
the controlled object. In the second structure, any errors with 
odd multiplicities are detected. In the third structure, any er-
rors are detected, except for errors with the maximum multi-
plicity (which distort all signals). In the experiment with 
MCNC Benchmarks, it is shown that the first structure is com-
parable in implementation complexity to the traditional struc-
ture based on triple modular redundancy. Moreover, the struc-
ture with the control by repetition codes is slightly inferior to it 
in complexity. The second structure is much simpler, but cor-
rection of any errors is not guaranteed. The third structure 
makes it possible to construct simpler fault-tolerant devices, 
while guaranteeing the detection of any errors, with the excep-
tion of errors associated with distortions of all output signals of 
the checking device. Such errors are very rare on the outputs of 
real devices. The second structure can be used for checking 
groups of independent outputs by parity codes in the control 
circuit, which allows detecting any errors in the controlled ob-
ject. The proposed duplication-based signal correction struc-
tures are constructed from standard blocks, which allow them 
to be used widely enough for the synthesis of fault-tolerant 
discrete devices. 

Keywords—fault-tolerant discrete devices; signal correction 
circuit; majoritу signal correction structure; integrated control 
circuit; control of calculations by parity codes; control of calcu-
lations by a code with summation of weighted transitions; 
structural redundancy of the device. 

I. INTRODUCTION 

The methods of faults detection and correction of incor-
rectly calculated values (signals) are widely used in the con-
struction of reliable and safe discrete systems [1 – 4]. These 
methods are often used comprehensively. The structures of 
discrete systems with the properties of faults detection and 

correction of incorrect signals are based on the well-known 
principles of noise-resistant and error-tolerant coding [5, 6]. 
For example, they are provided with self-checking integrat-
ed control circuits for the synthesis of systems with fault 
detection. Block separable and non-separable codes focused 
on the detection of distortions are used to organize this [7]. 
Such codes, for example, include various sum codes [8] and 
constant-weight codes [9]. The codes focused on error cor-
rection in the bits of code words are used in the synthesis of 
systems with correction of calculation results [10, 11]. It is 
known from the coding theory that it is necessary to provide 
a Hamming distance ,12 +≥ cdd   where dc is the multiplici-

ty of the corrected error, to correct errors with a multiplicity 
of d. For example, if dc=1, the Hamming distance should be 
d≥3. A similar principle is used in typical signal correction 
structures. The commonly used structure of the majoritarian 
signal correction is based on triplication of source blocks 
with checking the calculations of the same-name outputs on 
the majority elements [12]. This ensures that the device is 
not sensitive to single fault manifestations. 

The structure of signal correction based on triplication 
with the majority principle of choosing the correct values is 
used in all branches of science and technology. It is used in 
the development of highly reliable control systems for re-
sponsible technological processes both in the industrial and 
transport sectors [13 – 19].  

The structure with the majority principle of choosing the 
correct values, despite its advantages associated with the 
ability to correct the manifestations of errors in calculations, 
has a significant disadvantage. It is associated with the sig-
nificant introduced redundancy: three source blocks instead 
of one, as well as a signal correction circuit are required. In 
addition, often the source block and its copies are provided 
with a self-checking integrated control circuits to identify 
the incorrectly functioning blocks, and the correction circuit 
itself is synthesized in the form of a self-checking device. 

In this paper, the authors highlight the results of research 
on the possibilities of synthesizing the signal correction cir-
cuits with reduced complexity of technical implementation 
in comparison with the traditional structure with triple mod-
ular redundancy. The article proposes new typical signal 
correction structures based on the duplication and the appli-
cation of the integrated control circuits by binary redundant 
codes. 
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II. THE MAJORITY SIGNAL CORRECTION STRUCTURE 

The classical structure of signal correction based on tri-
ple modular redundancy is shown in the Fig. 1. To achieve 
the fault tolerance property regarding to single faults, this 
structure uses the main device F(x) and two copies of it – 
F*(x) и F**(x). All three devices work in parallel and im-
plement the same functions on the same input influences. 
The values of signals from the same-name outputs are com-
pared at the inputs of the majority elements, forming a sig-
nal correction circuit. These elements are insensitive to dis-
tortion at the inputs, as well as to their own faults before the 
output cascade. With this feature of majority elements in 
mind, highly reliable components are often used for their 
implementation. In addition, methods for the synthesis of 
self-checking majority elements are known [20]. Let's name 
a structure with triple modular redundancy the M-structure. 

Triple modular redundancy in the M-structure is neces-
sary to give it the property of insensitivity to the manifesta-
tions of faults in the source device in the form of signal dis-
tortions at its outputs. Its use in practice leads to a signifi-
cant increase in the complexity of the technical implementa-
tion of the final device. In addition, the above structure has a 
drawback associated with the inability to identify an incor-
rectly functioning device. This problem is solved by the 
retrofitting of each unit of the self-checking integrated con-

trol circuits, which, however, leads to the complexity of the 
circuit as a whole. 

It should be noted that equipment diversification is used 
as an additional means of increasing the fault tolerance and 
the ability to fix a wide class of faults (components that per-
form identical functions are implemented according to dif-
ferent principles, or the modes and algorithms of the system 
functioning change, execution time reserves for operations 
are introduced, etc. [3, 21]). 

Several cases may occur when developing a structure 
with the majority principle of correction. The first case is 
when the original device F(x) is given to the developer in 
unchanged form, and its task is to develop a fault-tolerant 
system, while the developer can use exact copies of this de-
vice. The second case is when it is possible to optimize two 
additional copies of the F(x) device during the development 
of a fault-tolerant system. The third case is when it is possi-
ble to optimize the F(x) device itself and its copies. In this 
case, it is obvious that of the three options, the last one will 
provide the least structural redundancy. Thus, for typical 
fault-tolerant structures, it makes sense to introduce the con-
cept of a structure with the minimal redundancy. This is a 
structure that will provide the least technical implementation 
complexity for the selected option of introducing redundan-
cy.
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Fig. 1. M-structure of the signal correction.  
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The research shows that to create a structure with the 
signal correction, the principle of double modular redundan-
cy can be applied with the control of a source device copy 
according to some diagnostic feature. This makes it possible 
to synthesize simpler devices that are insensitive to single 
faults and errors on circuit lines. 

III. THE DUPLICATION BASED SIGNAL CORRECTION CIRCUIT 

WITH THE INTEGRATED CONTROL CIRCUIT  

А. The generalized structure of the signal correction with 
the integrated control circuit 

The duplication based signal correction structure is 
shown in the Fig. 2. This structure uses the original block 
F(x), as well as its copy F*(x). The values at the same-name 
outputs of both blocks are compared at the inputs of the cas-
cade of two-input elements of addition by modulo two. If 
there is a discrepancy in the values at the inputs of the ele-
ment of addition by modulo two, a logical unit signal is gen-
erated at its output. It serves as an ei error signal for each 

{ }mi ,...,2,1∈  of the device's F(x) outputs. To exclude the 
correction for errors at the outputs of the F*(x) block, it is 
provided with a control circuit based on some diagnostic 
feature. The output z of the control circuit is connected to 
the input cascade of the correction circuit. It is formed by 
two-input logical multiplication elements that are set for 
each output of signal comparison elements from blocks F(x) 
и F*(x). The first inputs of the logical multiplication ele-

ments receive signals from the comparison elements, and the 
second inputs receive a z signal from the control circuit of 
the F*(x) block. The value of the latter is inverted to elimi-
nate false signal correction. This is necessary because the 
control circuit fixes the presence of errors exactly in the 
source device copy. The correction of functions calculated 
by the F(x) block occurs at the inputs of the elements of ad-
dition by modulo two of the output cascade of the signal 
correction circuit. 

The control circuit of the F*(x) block can be constructed, 
for example, on the basis of belonging of code vectors to 
separable (m,k)-codes, where m and k are the number of data 
and check bits. In this case, the outputs of the F*(x) block 
are connected to the inputs of the encoder of (m,k)-code 
H(f), which forms the check vector <h′k h′k–1 … h′2 h′1>. A 
similar device H(x), however, operating on the values of 
input influences of the F(x) and F*(x) devices, forms an 
alternative check vector <hk hk–1 … h2 h1>. The vectors <h′k 
h′k–1 … h′2 h′1> and <hk hk–1 … h2 h1> are bitwise compared 
using the cascade of two-inputs adders by modulo two. If 
there is a discrepancy between the values at the inputs, the 
single values of the signals at the outputs of these elements 
are set. The outputs of the elements of addition by modulo 
two are connected to the inputs of the logical multiplication 
elements. The presence of a single value at the output of the 
multiplication element indicates the presence of an error at 
the outputs of the F*(x) block or in its control circuit. 
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Fig. 2. The duplication based signal correction structure with the integrated control circuit. 
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This arrangement of the correction circuit in many cases 
makes it possible to synthesize simpler discrete devices that 
are insensitive to single faults than in the M-structure. It 
should be noted that the variants with optimization of the 
F*(x) block, as well as both F(x) и F*(x) blocks are possible 
in the construction of structure presented in the Fig. 2, just 
like in the M-structure. This makes it possible to obtain a 
duplication structure with signal correction, which has min-
imal redundancy. 

Let's consider three typical variants of the signal correc-
tion structure synthesis based on duplication with the control 
circuit. These variants are obtained through the use of the 
control circuits by the repetition codes [22], by the parity 
codes [23] and by a special code with summation of 
weighted transitions [24]. 

B. The structure of the signal correction with the integrated 
control circuit by the repetition codes 

One way to implement a block diagram with double 
modular redundancy is to control a source device copy 
(F*(x) block) based on the repetition codes (Fig. 3). In this 
case, another source device copy is required (the F**(x) 
block). The presented signal correction circuit is called the 

D-structure. The organization of the control circuit by the 
repetition codes makes it possible to detect any faults in the 
controlled object that appear at its outputs. However, in fact, 
using repetition codes leads to a return to triplication (let's 
compare the Fig. 1 and the Fig. 3). The correction is carried 
out without using of majority elements in the D-structure 
shown in the Fig. 3, in contrast to the M-structure. 

C. The structure of signal correction with the integrated 
control circuit by the parity code  

In practice, it may be effective to use another typical 
structure of the signal correction circuit. It is based on the 
application of the control by the parity code (Fig. 4). The 
outputs of the F*(x) block are checked by convolution by 
modulo two, which implements the function

mfffp ⊕⊕⊕=′ ...21 . The value of this function is fed 

to the first input of the comparison element (addition by 
modulo two). The P(x) block calculates the value of the 
parity function p on the values of the input influences of the 
F(x) and F*(x) blocks. If the latter match, a control signal 
z=0 is generated. If the input values differ, an error signal is 
generated, that deactivates the correction circuit.  
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Fig. 3. D-structure of the signal correction.  
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Fig. 4. P-structure of the signal correction.  

The signal correction structure based on the double 
modular redundancy with the control of the calculation by 
parity is called the P-structure. Its advantage is that the con-
trol circuit is much simpler than if we use the repetition 
codes [2]. Due to this, in a large number of cases, it is possi-
ble to significantly reduce the complexity of the technical 
implementation of the P-structure in comparison with the M-
structure. The disadvantage of the P-structure is the inability 
to detect the manifestations of any malfunctions at the out-
puts of the F*(x) block. The parity control circuit does not 
detect any error with an even multiplicity. This leads to the 
possibility of the false correction of signals at the device 
outputs when errors occur at the outputs of the F*(x) block 
and when the F*(x) block is correct. Nevertheless, there are 
known the methods for the control circuits synthesizing by 
the groups of independent outputs with their control by pari-
ty [25], as well as the methods for the converting of the de-
vice structures into the devices whose outputs form a single 
group of independent outputs [26]. The control by the 
groups of independent outputs and the control of a single 
group of independent outputs for most devices provides less 
redundant circuits than if we use the control by the duplica-
tion method. 

D. The structure of the signal correction                            
with the integrated control circuit by a special code                
with summation of weighted transitions 

Any known code from a variety of the sum codes and 
their modifications can be used as a code for the F*(x) de-
vice checking [8]. The special code with summation of 
weighted transitions stands out among all sum codes accord-
ing to its properties [24]. It has almost double redundancy 
k=m–1 and detects any errors with the exception of errors 
with the multiplicities d=m. At the same time, however, this 

code has simple control functions described by the convolu-
tions by modulo two. 

This code is designed according to the following rules: 

1. The weight coefficients wi,i+1 from a series of in-
creasing powers of 2 are assigned to transitions between the 
bits of the data vector, starting from the lowest bit: [wi,i+1] = 
[wm–1,m, wm–2,m–1, …, w2,3, w1,2] = [2m–1, 2m–2, …, 21, 20]. 

2. The total weight of active transitions is calculated:  


−
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++=

1

1
1,1, ,

m

i
iiii twW     (1) 

where 
11, ++ ⊕= iiii fft  is the function for activating 

the transition between the fi and fi+1 bits.  

3. The resulting number is presented in the binary 
form and is recorded in the bits of the check vector. 

Let's denote the code with summation of weighted transi-
tions as the T(m,k)-code, where m and k are the lengths of 
the data and check bits, respectively. As noted above, the 
T(m,k)-code has the k=m–1 check bit. The values of the 
check bits can be determined by the formulas: 
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   (2) 

To obtain the values of the check bits of the code with 
the summation of weighted transitions, only the addition 
operations by modulo two are used, therefore, the encoder 
structure of this code will be standard and contain the m–1 
element of addition by modulo two. The presence of a 
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standard encoder structure makes it possible to synthesize a 
typical error correction structure (Fig. 5). Let's call this 
structure a T-structure. 

The T(m,k)-code will detect any distortions in the 
checked code vector, with the exception of errors with a 
maximum multiplicity of d=m. This is because the value of 
the total weight of the data vector calculated using the for-
mula (1) will not change only if it is calculated for two vec-
tors with completely opposite bit values. This feature of the 
T(m,k)-code makes it possible to use it very effectively for 
organizing control of combinational logic devices. At the 
same time, only one restriction is imposed on the structures 
of the checked devices: there are no paths from any internal 
logical elements leading immediately to all their outputs (we 
can say that this is a structural restriction). However, the 
condition of the impossibility of simultaneous distortion of 
all m outputs of the device can be checked even if there are 
such elements [27]:  
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where yq is a function that is implemented at the output 
of a logical element Gq that is connected by paths to all out-
puts of the device. 

If the expression on the left side of formula (3) is equal 
to zero, then there is no input set on which errors are trans-
mitted to all outputs of the device. 

E. The classification of the signal correction structures 

The error correction structures presented above, based on 
double modular redundancy with the control of calculation, 
makes it possible to propose new methods for the synthesis 
of fault-tolerant discrete systems (Fig. 6). These structures 
should be taken into account when choosing a method for 
implementing a device or a system that is insensitive to sin-
gle component failures. 

IV. EXPERIMENTAL RESULTS 

In the research of the characteristics of signal correction 
circuits, the authors conducted experiments to evaluate the 
effectiveness of each of the proposed structures. The exper-
iments included two stages. The first stage of the experi-
ments was to assess the complexity of the technical imple-
mentation of  D-, P- and T-structures for a set of control 
combinational circuits from the MCNC Benchmarks data-
base. The second stage of the experiments was to evaluate 
the characteristics of error detection at the outputs of combi-
national circuits from the LGSynth'89 database [28]. 
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Fig. 5. T-structure of the signal correction. 
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Fig. 6. The classification of the signal correction structures. 

At the first stage, the signal correction structures consid-
ered above were constructed for control combinational cir-
cuits. We determine the area occupied by each structure (in 
conventional units), taking into account the use of the library 
of functional elements stdcell2_2.genlib [29]. This made it 
possible to obtain data on the areas of four structures: M-, D-
, P- и T-structures of signal correction. Each of the proposed 
structures based on double modular redundancy was com-
pared with the structure of triple modular redundancy. We 
determined the ratio indicator of the share of the proposed 
correction circuit area to the area of the M-structure: 
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The obtained results are summarized in the Table 1, and 
also complemented by the graphs shown in the Fig. 7. 

After analyzing the data in the Table 1, we obtain the 
following conclusions. For all considered circuits, the D-
structure has a slightly larger implementation area than the 
M-structure. The average value of the indicator δ=102.65%. 
This shows that the D-structure as a whole is comparable in 
complexity to the M-structure. The T-structure using is more 
effective in terms of technical implementation complexity. 
We obtained simpler T-structures than M-structures for 18 of 
25 combinational circuits. The average value of the indicator 
τ=94.614%. But we obtained the values of the indicator 
τ<90% for 9 combinational circuits. Taking into account the 
high features of error detection and correction, the result 
shows a significant advantage of the T-structure over the M-
structure. The P-structure using provides the maximum re-
duction in the complexity of technical implementation in 
comparison with the M-structure among the considered 
structures of correction circuits. For the considered combi-
national circuits, the average value of the indicator 
π=80.612%.  

To evaluate the characteristics of signal detection and 
correction, we conducted the experiments with modeling 
stuck-at faults at the outputs of internal logic elements of 
control combinational circuits. In the course of the experi-
ment, we estimated the number of undetectable errors that 
occur during all single faults are sequentially introduced into 
the circuit structure when all input combinations are applied 
to its inputs. The achieved results are listed in the Table 2. 
The experiments confirm the theoretical research of the au-

thors. A certain number of errors in the P-structure is not 
detected for the majority of circuits (and therefore correction 
is not possible). This is 10.553% of all possible errors on 
average. All errors were detected for the three circuits. Less 
than 10% of all errors are not detected for another seven 
circuits. Any errors are detected and corrected in the T-
structure constructed for 19 of 21 circuits. All errors cannot 
be identified for two circuits whose structures allow distor-
tions with multiplicities d=m. However, the percentage of 
such errors is extremely small and amounted to less than 
1%. 

The results obtained in the course of experimental re-
searches of new signal correction structures indicate the high 
efficiency of the two proposed structures: P- and T-
structures. Their use in practice can provide with simpler 
circuits of the fault-tolerant devices and systems than if we 
use the traditional correction structure according to the ma-
jority principle. 

V. CONCLUSION 

In the synthesis of fault-tolerant discrete devices and sys-
tems, structures based on double modular redundancy can be 
used instead of the traditional correction structure with triple 
modular redundancy (M-structure). In this case, a source 
device copy should be provided with a control circuit for 
some diagnostic feature. In the research of the authors, it is 
proposed to perform the control by the separable repetition 
codes, by the parity codes and by the special sum codes. 
This makes it possible to synthesize typical structures of 
signal correction circuits. 

The analysis of the D-, P- and T-structures of signal cor-
rection circuits proposed by the authors showed the follow-
ing results. Any errors can be corrected in the D-structure, as 
well as in the M-structure. However, the D-structure is 
slightly less complex than the M-structure. In the experi-
ment, for all test examples, the value of the technical im-
plementation complexity indicator was obtained for D-
structures greater than for M-structures. The excess, howev-
er, is insignificant – for many circuits it is no more than 2-
3%. The average value of the share of the area occupied by 
the D-structure from the area occupied by the M-structure 
made up 102.65%. For most test examples, smaller area 
values were obtained for the T-structure than for the M-
structure. The average value of the share of the area occu-
pied by the T-structure from the area occupied by the M-
structure made up 94.614%. At the same time, any error that 
does not cause distortion of all outputs of the source device 
copy is detected and corrected in the T-structure. The indica-
tors of the complexity of the P-structure implementation 
show that this correction structure is the simplest of the pro-
posed ones. The average value of the share of the area occu-
pied by the P-structure from the area occupied by the M-
structure made up 80.612%. The disadvantage of the pre-
sented correction structure is a much lower correction capac-
ity. Any failure with an even multiplicity of the source de-
vice copy is not detected in the P-structure. This does not 
make it possible to correct any errors in the source device. 
However, special circuitry methods can be used for imple-
menting control circuits that increase the detecting and cor-
recting capabilities of the P-structure. 
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TABLE I.  EXPERIMENTAL RESULTS ON ASSESSING THE COMPLEXITY                                                                             
OF TECHNICAL IMPLEMENTATION OF SIGNAL CORRECTION STRUCTURES 

No. F(x) LF(x) LM LD LT LP δ, % τ, % π, % 

1 b2 40952 125032 125592 108760 87624 100.448 86.986 70.081 

2 br1 3608 11848 12120 11192 9048 102.296 94.463 76.367 

3 br2 2952 9880 10152 9152 7608 102.753 92.632 77.004 

4 dc1 976 3824 4064 3800 3120 106.276 99.372 81.59 

5 dekoder 736 3104 3344 3320 2728 107.732 106.959 87.887 

6 dist 6968 21544 21720 19360 17416 100.817 89.863 80.839 

7 gary 10688 33472 33840 34904 25440 101.099 104.278 76.004 

8 in0 10704 33520 33888 34936 25472 101.098 104.224 75.99 

9 in1 40952 125032 125592 108760 87624 100.448 86.986 70.081 

10 inc 2376 8280 8584 8608 6560 103.671 103.961 79.227 

11 intb 22248 67640 67880 72072 96160 100.355 106.552 142.164 

12 m1 3064 10728 11128 9936 8160 103.729 92.617 76.063 

13 m2 10096 32336 32864 26968 23240 101.633 83.399 71.87 

14 m3 13464 42440 42968 34888 30368 101.244 82.205 71.555 

15 m4 18704 58160 58688 48520 41472 100.908 83.425 71.307 

16 max512 9632 29664 29872 25816 22688 100.701 87.028 76.483 

17 max1024 17816 54216 54424 47184 41392 100.384 87.03 76.346 

18 mlp4 7224 22696 22968 22432 17936 101.198 98.837 79.027 

19 newcpla2 1896 6968 7304 6864 5680 104.822 98.507 81.515 

20 newcwp 440 1960 2136 2032 1800 108.98 103.673 91.837 

21 newtpla2 840 3032 3176 2856 2448 104.749 94.195 80.739 

22 p82 2368 8896 9360 9160 7160 105.216 102.968 80.486 

23 root 3496 11128 11304 9624 8832 101.582 86.485 79.367 

24 sqn 2008 6408 6520 6272 5672 101.748 97.878 88.514 

25 tms 6784 22400 22928 20344 16344 102.357 90.821 72.964 

Average 9639.68 30168.32 30496.64 27510.4 24079.68 102.65 94.614 80.612 

 

 
Fig. 7. The graphical representation of indicators of the complexity of the D-, T- and P-structures implementation. 

60

70

80

90

100

110

120

130

140

150

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

T
he

 v
al

ue
 o

f 
th

e 
δ,

 τ
, π

in
di

ca
to

rs
, %

The number of the control combinational circuit

δ τ π

IEEE EWDTS 2020, September 4-7 85



 
 

TABLE II.  EXPERIMENTAL RESULTS ON ASSESSING THE CHARACTERISTICS                                                                        
OF ERROR DETECTION IN THE SIGNAL CORRECTION STRUCTURES 

No. F(x) 
The number  

of inputs/ 
outputs 

The number of undetectable errors 
on the outputs of the F*(x) block 

in typical structures 

The total 
number  
of errors 

on the outputs 

The share of undetectable 
errors from their total number, % 

M- P- T- M- P- T- 

1 z4ml 7 / 4 0 128 0 4168 0 3.071 0 

2 b1 3 / 4 0 2 0 46 0 4.348 0 

3 cmb 16 / 4 0 39462 0 288218 0 13.692 0 

4 cm162a 14 / 5 0 44763 224 317331 0 14.106 0.071 

5 cm163a 16 / 5 0 153920 64 1221312 0 12.603 0.005 

6 alu2 10 / 6 0 12663 0 62838 0 20.152 0 

7 x2 10 / 7 0 2524 0 19708 0 12.807 0 

8 alu4 14 / 8 0 372633 0 1980377 0 18.816 0 

9 cm138a 6 / 8 0 0 0 680 0 0 0 

10 f51m 8 / 8 0 887 0 13264 0 6.687 0 

11 pcle 19 / 9 0 1018583 0 17472087 0 5.83 0 

12 cm42a 4 / 10 0 8 0 278 0 2.878 0 

13 cu 14 / 11 0 61888 0 137984 0 44.852 0 

14 pm1 16 / 13 0 43776 0 757760 0 5.777 0 

15 sct 19 / 15 0 557008 0 16586128 0 3.358 0 

16 decod 5 / 16 0 0 0 224 0 0 0 

17 tcon 17 / 16 0 0 0 4849664 0 0 0 

18 pcler8 27 / 17 0 917294976 0 4331229952 0 21.179 0 

19 ldd 9 / 19 0 4813 0 30182 0 15.947 0 

20 cc 21 / 20 0 3873752 0 35167192 0 11.015 0 

21 ttt2 24 / 21 0 33948368 0 755063504 0 4.496 0 

 

It should be noted that all the structures proposed in this 
paper are typical. Each of the structure components is pre-
sent in any database of functional elements of computer-
aided design tools. The control logic blocks of control cir-
cuits are obtained by optimizing two-cascade circuits: the 
first cascade is the source device itself, the second cascade is 
the encoder of the code used in the correction structure. 

In all considered structures, including the M-structure, 
errors of the correction circuits are not corrected directly. In 
structures based on double modular redundancy, these are 
errors of elements of logical multiplication and addition by 
modulo two. In the structure based on triple modular redun-
dancy, these are errors of the output cascade of the majority 
elements. This problem is solved by using a highly reliable 
elemental base in the implementation of the correction cir-
cuits themselves. 

The usage of structures based on double modular redun-
dancy makes it possible in some cases to synthesize simpler 
fault-tolerant discrete devices and systems with high correct-
ing capacity than structures based on triple modular redun-
dancy. 
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Abstract— The problems of joint application of Kuramoto model 
and circuit simulation algorithms are considered. The method to 
evaluate the model parameters for practical oscillator circuits is 
proposed. The parameters of oscillators are represented by 
harmonics of their periodic steady-state solutions and perturbation 
projection vectors. The parameters of couplings are defined by their 
frequency dependent transfer functions. The developed approach for 
oscillators with close frequencies is extended to the general case 
when the ratios of the oscillators’ natural frequencies are close to 
rational fractions. 

Keywords—coupled oscillators, circuit simulator, phase 
macromodel, fractional frequencies ratios 

I. INTRODUCTION  

The analysis of oscillatory interactions in electronic circuits 
[1, 2] is the important problem in the design of oscillators in 
radiofrequency integrated circuits (RFICs). The aim of the 
analysis is the evaluation of perturbations caused by the 
oscillator's interaction with other IC blocks including mutual 
coupling of oscillators. The application of circuit simulation 
tools is effective for a small number of oscillators but it requires 
too high computational efforts for large networks. 
Implementation of simplified techniques to solve this problem is 
the way of reducing the computational efforts. 

Kuramoto model (KM) [3] is specified by system of 
Ordinary Differential Equation (ODE). This is the most popular 
macromodel in different research applications. The following 
areas of applying KM can be mentioned: biology, medicine, 
chemistry, social sciences, neural networks [4, 5], etc. Each 
system variable of KM represents the phase of the corresponding 
oscillator.  

However, the use of the KM for the analysis of coupled 
electronic oscillators meet the following significant difficulties. 

1. KM is a phenomenological model that is usually applied 
to a qualitative analysis of oscillatory systems. The KM 
parameters are not determined by the characteristics of the 
oscillatory circuit and cannot be obtained by its simulation. 

2. Oscillators’ interactions in most cases are characterized by 
constant coupling strength. To account for the dynamic 
properties some particular approaches were presented [6-8]. 
However, there are no approaches taking into account dynamic 
characteristics when the coupling strengths are set by transfer 
functions of electrical networks. 

3. KM describes an oscillatory system with close values of 
oscillators’ natural frequencies. However, synchronization 
effects can also arise if ratios of natural frequencies are close to 
rational fractions [9]. Such effects can appear in IC due to the 
large number of different types of oscillators on chip. Thus, the 
analysis of parasitic interactions in IC requires applying the 
model that covers the cases of rational ratios of frequencies. 

In this paper we propose approach eliminating pointed above 
shortcomings of KM. The paper is organized as follows. Section 
2 describes equations of known phase macromodels including 
KM. In Section 3 we derive parametrized KM by the application 
of smoothed macromodel equations to the analysis of oscillators 
connected by linear dynamic systems. Section 4 contains the 
development of parametrized KM for oscillators with natural 
frequencies close to rational fractions. 

II. MATHEMATICAL REPRESENTATION OF KNOWN 

OSCILLATOR MODELS 

A. Kuramoto Model 

The following ODE system represents KM general form [3] 
for N coupled oscillators = + ( − ) , = 1. . . ,					(1) 

Here , define fundamental of m-th oscillator and its 
instantaneous phase correspondingly, umn(θmn) are 2π-periodic 
coupling functions, θmn= − . 

The natural extension of KM also considers the external 
periodic force [3] as an additional oscillator , ,  
unidirectionally coupled with internal ones. In such case (1) is 
extended by external coupling functions of the form , ( − ) included in the Right-Hand Side (RHS) of 
m-th equation. The number of equations and the set of its 
variables , . . . ,  are saved because the excitation phases 

 are known. 

In the simplest case when one oscillator is excited by a single 
stimulus the KM equation has the form = + ( − ).																						(2) 

The definitions of coupling functions ( ) in KM do 
not include the characteristics of oscillators and interconnects (1) 
that is essential shortcoming of the model.  

The study was funded by RFBR project no. 19-29-03012.
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B. PPV Micromodel 

An approach to analyze oscillators’ ensemble considering its 
real characteristics is presented by the nonlinear phase 
macromodel [10] that is often called as PPV macromodel. It 
exploits the following characteristics of an excited oscillator:  

- x(t) is the periodic steady state (PSS) solution of the 
ODE system for the free running oscillator,  

- v(t) is the periodic Perturbation Projection Vector (PPV) 
also computed from the ODE system [11],  

- b(t) is the small vector of excitations 

The solution of the excited oscillator ODE is assumed to be 
presented as ( ) = ( + ( )) with the time-varying delay  ( ) is obtained by the nonlinear ODE [10, 11]: ( ) = + ( ) ⋅ ( ), (0) = 0.										(3) 

ODE (3) can be formed for each oscillator of the ensemble 
taking into account that PPV is the oscillator property, and the 
excitation b(t) is defined by the waveform of other oscillator and 
interconnect characteristics. This approach to analyze the 
network of N coupled oscillators was proposed in [12]: ( ) = + ( ) ⋅ ( ) ,			 (0) = 0.		(4) 
Here ( )mn tγ  is the excitation of m-th oscillator produced by the 

waveform + ( )  of n-th oscillator through the mn 
interconnect defined by linear time invariant (LTI) system [12] + = + ( ) ,  = .			(5) 
The variable z in [5] is internal state vector of the LTI system 
with matrices Gmn , Cmn, Fmn, Dmn .These  matrices represent basic 
parameters that characterize the dynamic properties of IC blocks 
when their signals propagate through IC interconnects. The 
behavior of coupled oscillators is determined by joint solving of 
(4, 5).  

As shown in [13] the solution (3) includes high-frequency 
oscillations that slow down the simulation and make it difficult 
to determine the synchronization conditions. These 
shortcomings also persist in the extended system (4), (5). 

C. Smoothed PPV Macromodel 

To eliminate shortcomings of the time-domain PPV 
micromodel (3) its smoothed version was derived in [13] as the 
phase equation the frequency domain. The equation is applied to 
an excited oscillator with natural frequency . The small 
excitation has the form of Fourier series with slowly time-
varying complex amplitudes defined by the vector ( ) ( ) = 	 ( ) ( ).																										(6) 

The oscillator waveform under the excitation is defined by 
the waveform of the unperturbed oscillator with harmonics  
and the slowly time-varying phase shift ( )  ( ) = + ( ) .																	(7) 

Phase ( ) is obtained by solving ODE 1 = ( ), ( ) ,																										(8) 
where ( , ) is 2π-periodic function with respect to φ ( ( ), ) = ( ) (− ).									(9) 

Here  is k-th harmonic of the oscillator’s PPV v(t). 

For pure periodical excitation with frequency + 	Δ and 
time-independent harmonics,  one can obtain the 
synchronization conditions by substituting 	 ⁄ = Δ  and ( ) = ( Δ )  into (8), (9). The obtained algebraic 
equation with respect to the oscillator’s locking phase  is Δ ⁄ = ( , ).																																(10) 

Maximal and minimal values of ( , )  define the 
oscillator locking range Δ  for the given excitation waveform ( , ) ≤ ≤ ( , ).														(11)	

This result was obtained earlier by direct analysis [14]. 

III. DERIVATION OF PARAMETRIZED KURAMOTO MODEL 

In this section, we derive parametrized KM with dynamic 
couplings by the analysis of coupled oscillators using smoothed 
macromodel equations. 

A. Representation of Kuramoto Model through the 
characteristics of free-running oscillators 

Phase equation (8) jointly with (9) define the similar 
oscillator behavior as simple KM in (2) if the excitation is 
produced by the external oscillator waveform defined similarly 
with (7) ( ) = + ( ) .							(12) 

We assume that produced excitation ( ) can be defined 
through its coupling factor with the external waveform (12) ( ) = ( ),																										(13) 

After substituting (12) into (13) and comparing obtained 
terms with (6) one can conclude that  ( ) = Δ + ( ) .											(14) 

Substituting (14) into (9) leads to , = = ( + − ).						(15) 
Relative phases ,  of the oscillators are expressed 

through the corresponding instantaneous phases θ, θ  by = θ − , = θ − 																								(16) 
and the time derivative  ⁄ = θ⁄ − ,																												(17) 
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After applying (16), (17) to replace the variables in (8), (15) 
and performing elementary transformations we obtain the 
equation (2) with the coupling function in the form (Δθ) = 	 ( Δθ) .						(18) 

Thus we obtained the representation of 2π-periodic coupling 
function (Δθ)  by Fourier series (18) with harmonic 
magnitudes =  that are defined by parameters 
of exciting oscillator (the fundamental  and harmonics of 
free-running oscillations ) and parameters of the perturbed 
oscillator (PPV harmonics ). 

This result can be easily expanded on the general form (1) of 
KM by defining coupling functions (Δ ) as Fourier series 
with the representation of the magnitude of k-th harmonic in the 
following view: = 																																		(19) 

Here  is the coupling factor between the output 
waveform of m-th oscillator and the excitation waveform applied 
to n-th oscillator. Parameters , ,  can be evaluated by 
simulating the behavior of the corresponding oscillator in the 
free-running mode. 

B. Kuramoto Model with Dynamic Frequency-Dependent 
Couplings 

The assumption of a constant  in (13) is not always true 
in practice especially in electronic circuits. More frequently the 
excitation is transferred through a linear interconnect with the 
transfer function (TF) in the frequency domain Hmn(ω). TF for  
LTI  system is obtained by solving linear algebraic system and 
for (5) it is defined as ( ) = ( + ) 															(20) 

The waveform of n-th oscillator has the form (12). Taking 
into account (16) it is presented as ( ) = θ ( ) .													(21) 

The expression (21) represents oscillation with slow-varying 
instantaneous frequency = ⁄ = . The 
instantaneous frequency of k-th harmonic in (21) is  . Thus, 
coupling factors between the harmonic of (21) and the 
corresponding excitation term can be evaluated throw TF (20) 
taking into account that ( ) = ( ) . The 
replacement of the constant factor  by the frequency-
dependent TF ( ) leads to the following form of KM. = + , − .															 (22) 

Here coupling function ( , Δ )  is 2π-periodic with 
respect to  and its Fourier magnitudes represent 
generalization of (19): = .																													(23) 

Equation (22) is ODE system unresolved with respect to 
derivatives. Note that in contrast to the inclusion of ODE 
equations (5) into the PPV macromodel using  

obtained by solving (20) does not increase the size of the ODE 
system. 

IV. KURAMOTO MODEL WITH A FRACTIONAL RATIO OF 

OSCILLATORS’ FREQUENCIES   

Equations (22) were derived assuming close values of the 
oscillators’ fundamentals  . Here we analyze oscillators with 
ratios of fundamentals close to the rational fraction defined by 
coprimes ,  ≈ 	 ≈ .																													(24) 

Firstly, we consider the simple case (2), (18) with ⁄ ≈ ⁄ 	.																																			(25) 
To solve the problem, one can take into account that periodic 

oscillation with period T (frequency f=1/T) and Fourier 
harmonics Ai  (i=0,…,I) is also represented as the oscillation with 
any multiple period = 	( = 1⁄ )  and harmonics  
(j=0,…,mI). These harmonics have the values:  

∙ = , = 0		 	 ≠ ∙ .																		(26)  
In other words, the sequence of  is formed by inserting m-1 
zeroes after each value in the sequence of Ai. 

Thus, for two oscillators (25) we can introduce new 
fundamentals and instantaneous phases as = ≈	 = , = , = 	.							(27) 

Then (2) is presented as ⁄ = + ( − ) . 
After replacing variables by (27) we obtain  = + − .																				(28) 

In the expression for Fourier series of Δ  transformed 

by (27) harmonics ,  are replaced by , . Then 

nonzero term can appear if both ,  are nonzero. Due to (26) 
it occurs for indexes = ∙ ∙  for an integer l. Thus (18) can 
be transformed to the expression without superfluous zeros: 

Δ 	= Δ 	.	 
Taking into account that ∙ ∙ Δ = 	 − and 

replacing numeration index l by k we obtain  

Δ = ( − ) = = ( − ).							(29) 
Then KM presented in (28) has the form in source variables: = + ( − ),																						(30) 
where function  is defined by (29). 

To expand the obtained results for excited oscillator onto the 
oscillatory system (1) we firstly introduce generic form of the 
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coupling function as ( , , , ⁄ , , ). Here X is the 
waveform vector of the exciting oscillator, V is the PPV vector 
of the perturbed oscillator, H is the transfer function of the 
interconnect between the oscillators,  is the instantaneous 
frequency of the exciting oscillator,  is the discrepancy 
between instantaneous phases of the oscillators (e.g. in (30) =− ). Similarly with presented above derivation of (29) 
one can obtain from (23) Fourier expansion for the function ( , , , ⁄ , ): 	 ( , , , ⁄ , , ) = = ( ) ( ) .						(31) 

To apply (31) one needs to define rational fractions ⁄  
corresponding to the frequency ratios of each pair of coupled 
oscillators (24). It can be performed if frequency ratios of the 
first oscillator to any i-th oscillator are given close to fractions  ⁄ ≈ 	 ⁄ .																						(32) 

One can obtain from (32) the rational frequency ratios for 
any two oscillators satisfying equalities: 				 = 		 ⁄⁄ ≈ ⁄⁄ = 	 = 	 .							(33) 

To provide ,  be coprime the following operations can 
be performed: = , , = r⁄ , = r⁄ .					(34) 
Here ( , ) denotes the greatest common divisor of , .  

After executing (33), (34) ,  are known and we can 
parametrize the coupling functions applying generic form (31) (	 ⁄ , , ) = = ( , , , 	 ⁄ , , ).						(35) 

The parametrized coupling functions (35) fully determine 
KM ODE system. This system is finally presented as 

= + 	, − . (36) 
Note that equation (36) coincides with (22) in the particular 

case of close frequencies: = = 1 . 

V. CONCLUSIONS 

The paper proposes modifications of the Kuramoto model 
providing its application to problems of the circuit simulation. 

Proposed parametrized Kuramoto model is based on 
harmonics of periodic steady state solution and harmonics of 
perturbation projection vectors that can be obtained by the 
simulation of each oscillator circuit in free-running mode. 

Dynamic couplings defined by frequency-depended transfer 
functions of linear interconnects are included into the model. 
The frequency argument of the transfer function is defined by 
the time derivative of the corresponding phase variable. Such an 
approach does not increase the order of the model’s ODE 
system. 

The problem of analyzing a system of coupled oscillators 
with natural frequency ratios close to rational fractions is 
considered for the first time. The new approach is based on 
bringing the oscillator frequencies to a common value by 
converting the frequency of each oscillation using a multiple 
period.  
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Abstract—The paper describes the research results in the 

field of ternary codes construction focused on the use of check-
able digital devices and systems and their diagnostic support in 
the synthesis tasks. The article provides a method for con-
structing a ternary sum code, which is analogous to the classi-
cal binary Berger code. The article identifies the previously 
unknown properties of error detection by the ternary sum code 
in the case of their occurrence only in the data vectors with the 
faultlessness of check bits. This task is relevant in practical 
applications where the bits of the check and data vectors are 
calculated physically by different devices. In addition, a com-
parison of binary and ternary sum codes is carried out. The 
article shows that the share of undetectable errors with the d 
multiplicity from the total number of errors with this multiplic-
ity in the sum codes is a constant value and does not depend on 
the length of the data vector. This property is inherent in both 
binary and ternary sum codes. 

Keywords—devices and systems operating in ternary logic; 
ternary sum code; Berger code; undetectable error; code proper-
ties. 

I. INTRODUCTION 

In the modern world, the synthesis of digital devices and 
systems uses the binary logic. Nevertheless, all over the 
world, research has been and is being conducted in the field 
of the using and the construction of devices and systems that 
function in ternary logic [1 – 9]. First of all, the advantage of 
the ternary logic is a denser recording of numbers and the 
possibility of using it. The devices functioning in the ternary 
logic were built in the second half of the last century [2]. 
There are also the modern implementations of devices that 
operate on the similar principles [3]. Some researchers note 
that using the ternary logic instead of the binary has ad-
vantages in the quantum computers implementing [10]. 
These examples demonstrate the relevance of research in the 
field of the ternary logic using in the construction of digital 
devices and systems.  

It is widely known that the methods of redundant coding, 
backing up, diversification, etc. of both hardware and soft-
ware are used in the construction of the modern reliable and 
safety devices and automation systems [11 – 14]. All these 
methods are applied at various levels of device and system 
architecture (both at the micro level in using a highly relia-
ble element base, and at the macro level while ensuring the 
reliability of systems functioning during data transfer be-
tween components and control objects). The redundant cod-
ing is also used in the synthesis of checkable digital devices 
and systems and their diagnostic support [15 – 18]. Such 
applications often use the codes that are oriented to the error 
detection rather than correction of this. Firstly, the error-
correcting codes have a little more redundancy than the er-
ror-detecting codes. Secondly, the correction of errors in the 

hardware can lead to their accumulation and subsequent 
critical failure of the system. The constant-weight codes, 
various sum codes and the codes with parity checks of bit 
values are used everywhere [19 – 25]. 

The paper is devoted to the presentation of research re-
sults in the field of construction of ternary codes focused on 
the use of checkable digital devices and systems and their 
diagnostic support in the synthesis tasks, as well as the re-
search of their characteristics. The article describes the ter-
nary sum codes and some of their properties, which should 
be taken into account in the synthesis of reliable and safety 
devices and systems operating in the ternary logic. 

II. THE PRINCIPLES OF THE SUM CODE CONSTRUCTION 

There are a wide variety of the ternary error-tolerant 
codes constructing methods [26 – 30]. There are several 
ways for the code construction. The first way is to create the 
heuristic rules for the check bits obtaining. The second way 
is to identify the primary basic properties of the “future” 
code. Let's construct a ternary code that will detect any er-
rors related to violation of the number of bits equal to 1 and 
2 in the data vectors. Such errors belong to the monotonous 
and asymmetric classes, and the constructed code belongs to 
the MAED-codes class (monotonous & asymmetric error-
detection codes). These codes can be used in the synthesis of 
the checkable structures of the devices operating in the ter-
nary logic, as well as their diagnostic support.  

The ternary code belonging to the class of codes with the 
any monotonous and asymmetric error detection (to the class 
of MAED-codes) is constructed as follows.  

Algorithm 1. The rules for determining the values of bits 
for the check vectors of ternary sum codes:  

1. In the data vector with the length m, it is necessary 
to determine the number of bits equal to 1 and the 
number of bits equal to 2 (these are the numbers r1 
and r2).  

2. The number r1 is represented in the ternary form and 
is fixed in the ( ) 1log 31 += mk upper bits of the 

check vector (the notation  ...  denotes an integer 

above the calculated value). 
3. The number r2 is represented in the ternary form and 

is fixed in the ( ) 1log 32 += mk  lower bits of the 

check vector. 

Because the numbers r1 and r2 are determined by using 
summation operations, we call the code constructed by algo-
rithm 1 a sum code and denote it as Σ(m,k)-code, where 

( ) 1log2 321 +=+= mkkk  is the number of bits in the 

check vectors. The Table 1 shows the values of the number k 
for Σ(m,k)-codes with the different lengths of the data vec-
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tor. The table shows that Σ(m,k)-codes are acceptable to 
construct for the cases m>4 (otherwise, it is possible to use 
the ternary codes with repetition). 

TABLE I.  THE NUMBER OF CHECK BITS IN Σ(M,K)-CODES 

m k 

4 4 

5 4 

6 4 

7 4 

8 4 

9 6 

10 6 

… … 

20 6 

… … 

50 8 

… … 

100 10 

 

We give an example of obtaining a check vector for the 
data vector <01012121222>. The length of the data vector is 
m=11. It follows that the numbers   312log 321 === kk , 

and k=6. The number r1=4 corresponds to the ternary vector 
<011>. The number r2=5 corresponds to the ternary vector 
<012>. Thus, the check vector of the Σ(12,6)- code will have 
the form <011012>. 

III. SOME PROPERTIES OF TERNARY SUM CODES  

Let's consider the features of error detection in data vec-
tors by Σ(m,k)-codes. 

First of all, we note that Σ(m,k)-codes, with the exception 
of codes with data vectors with the length ,13 −= pm  

{ },...4,3,2∈p , do not use all possible combinations of bits in 
the check vectors. The Σ(m,k)-codes with the lengths of data 
vectors ,13 −= pm  { },...4,3,2∈p , are called the perfect 
ternary sum codes.  

Proposition 1. Σ(m,k)-codes detect any monotonous and 
asymmetrical errors in data vectors and do not detect any 
compositional errors.  

The validity of the Proposition 1 follows from the prin-
ciples of the Σ(m,k)-code construction. In fact, in the code 
construction the data vectors are classified into check groups 
corresponding to numbers r1 and r2 (r1-r2 groups), which 
determine all data vectors with the same composition. An 
error will be undetectable if it distorts the data vector be-
longing to one check group into the data vector belonging to 
the same check group. This error does not disturb the com-
position of values and is compositional. It follows that the 
compositional errors cannot be detected by Σ(m,k)-codes. If 
the error transfers the data vector of one check group to the 
data vector of another check group, it will be associated with 
a violation of the composition of values in the data vector. 
This error will be detected and will belong to the type of 
monotonous or asymmetrical errors. 

The table form of the code specification, in which all da-
ta vectors are classified into all possible r1-r2 groups, should 

be used to determine the characteristics of error detection by 
Σ(m,k)-codes. It is possible to determine the features of error 
detection by Σ(m,k)-codes by analyzing such r1-r2 groups. 
For example, Table 2 defines a Σ(4,4)-code.  

The Σ(4,4)-code specification table includes data vectors 
divided into three categories. The first category includes 
only those data vectors for which the bits take only the val-
ues 0 and 1. Such data vectors occupy r1-0 groups. The sec-
ond category of data vectors includes the vectors for which 
the bits take only the values 0 and 2 and occupy 0-r2 groups. 
The third category includes data vectors, the bits in which 
take values 0, 1 and 2. This division of data vectors into 
groups and categories makes it possible to determine the 
main characteristics of error detection by Σ(m,k)-codes. 

Note also that it is possible to separately consider sum 
codes, for which only data vectors are used that belong to 
one of three categories: Σ1(m,k), Σ2(m,k), Σ3(m,k) codes. If, 
for example, we consider Σ1(m,k)-code corresponding to the 
distribution of the data vectors only of the first category, we 
can say that the classical binary sum code (Berger code) is 
constructed [31]. 

Proposition 2. Undetectable errors that occur in data 
vectors that belong to the r1-0 and 0-r2 groups can only have 
an even multiplicity. 

The statement of Proposition 2 is supported by the fol-
lowing considerations. Each r1-r2 group for the cases under 
consideration is defined only by the number r1 (or only by 
the number r2). In order for the error to be undetectable, it 
must transfer the data vectors of a particular check group 
into each other. In this case, the total number of bits equal to 
1 (or equal to 2) must not be violated. This is only possible 
if any distortion 1 (or 2) is compensated by the opposite 
zero-bit distortion. It follows that the error will have only an 
even multiplicity.  

Undetectable errors for the check groups characterizing 
data vectors of the third category can have any multiplicity. 

The Table 2 follows a method for calculating the number 
of errors undetectable by Σ(m,k)-codes: for a given value m, 
it is necessary to determine the total number of the data vec-
tors corresponding to each r1-r2 group. Let's denote this 
number as ,

210 ,, rrrQ  where r0, r1, r2 are the numbers of bits 

equal to 0, 1, and 2, respectively. The Table 3 gives the rep-
resentatives of the check groups of the Σ(4,4)-code. The 
number of data vectors corresponding to each check group 
can be determined by the formula: 

( ) ,
0

21

2

1

1

210 ,,
r

rrm
r

rm
r
mrrr CCCQ +−−=     (1) 

where 1r
mC  is the number of variants of the location of 

bits equal to 1 in the data vector of the length m; 2

1

r
rmC −

 is the 

number of variants of the location of bits equal to 2  in the 
remaining 1rm −  data vectors; ( )

0

21

r
rrmC +−

 is the number of 

variants of the location of bits equal to 0 in the remaining 
( )21 rrm +−  data bits. 

Taking into account that ( ) 021 rrrm =+−  
and 10

0
=r

rC , 

we rewrite formula (1) in the form: 

.2

1

1

210 ,,
r

rm
r
mrrr CCQ −=     (2) 
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TABLE II.  THE DISTRIBUTION OF THE DATA VECTORS INTO CHECK GROUPS OF THE Σ(4,4)-CODE 

Check groups (r1-r2 groups) 

00-00 00-01 00-02 00-10 00-11 01-00 01-01 01-02 01-10 02-00 02-01 02-02 10-00 10-01 11-00 

Data vectors 

0000         0001       0011     0111   1111 

          0010       0101     1011     

          0100       0110     1101     

          1000       1001     1110     

                  1010           

                  1100           

  0002 0022 0222 2222                     

  0020 0202 2022                       

  0200 0220 2202                       

  2000 2002 2220                       

    2020                         

    2200                         

            0012 0122 1222   0112 1122   1112   

            0021 0212 2122   0121 1212   1121   

            0102 0221 2212   0211 1221   1211   

            0120 1022 2221   1012 2112   2111   

            0201 1202     1021 2121       

            0210 1220     1102 2211       

            1002 2012     1120         

            1020 2021     1201         

            1200 2102     1210         

            2001 2120     2011         

            2010 2201     2101         

            2100 2210     2110         

 

TABLE III.  THE REPRESENTATIVES OF THE CHECK GROUPS OF THE Σ(4,4)-CODE 

 r1-r2 group The representatives of the check groups The total number of representatives The formula for calculation 

00-00 0000 1 0
4

0
4 CC  

00-01 0002 4 1
4

0
4 CC  

00-02 0022 6 2
4

0
4CC  

00-10 0222 4 3
4

0
4CC   

00-11 2222 1 4
4

0
4CC  

01-00 0001 4 0
3

1
4CC  

01-01 0012 12 1
3

1
4CC   

01-02 0122 12 2
3

1
4CC  

01-10 1222 4 3
3

1
4CC  

02-00 0011 6 0
2

2
4 CC  

02-01 0112 12 1
2

2
4CC  

02-02 1122 6 2
2

2
4 CC  

10-00 0111 4 0
1

3
4CC  

10-01 1112 4 1
1

3
4CC  

11-00 1111 1 0
0

4
4CC  
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Then the number of undetectable errors in every check 
group will be determined by the value:  

( ).12

1

12

1

1

210 ,, −= −−
r

rm
r
m

r
rm

r
mrrr CCCCN    (3) 

The total number of undetectable errors is equal to the 
sum of all undetectable errors "given" by each check group: 

( ) .1
1

1

2

2

2

1

12

1

1

21

21

210
0 0

,

0,
,,,  

=

=

=

=
−−

=

=








−==

mr

r

mr

r

r
rm

r
m

r
rm

r
m

mrr

rr
rrrkm CCCCNN  (4) 

For example, using formula (4) to calculate the total 
number of errors undetectable by Σ(m,k)-code gives the fol-
lowing result: ,00,0,4 =N  ,121,0,3 =N  ,302,0,2 =N  

,123,0,1 =N  ,04,0,0 =N  ,120,1,3 =N  ,1321,1,2 =N  

,1322,1,1 =N  ,123,1,0 =N  ,300,2,2 =N  ,1321,2,1 =N  

,302,2,0 =N  ,120,3,1 =N  ,121,3,0 =N  .00,4,0 =N  Summing 

up the obtained numbers, we get: .5584,4 =N
 

When the length of the data vector increases by one, the 
number of the check groups (the representatives of the check 
groups) also increases. Moreover, this pattern is captured: in 
the 00-00 group there is always 1 vector, in the 00-r2 – m, 
01-r2 – m, 02-r2 – m–1, 11-r2 – m–2, …, r1-00 groups  there 
is always 1 vector. Based on this, the total number of the 
check groups (and various compositions) is determined by 
the formula: 

( ) ( )
( )

.
2

23

2

1
1

12...211
2 ++

=
+

++=

=+++−+−+++=

mmmm
m

mmmmRm

 
  (5) 

For example, for the considered Σ(4,4)-code 

.15
2

24342

4 =
+⋅+

=R
 

The Table 4 shows the calculated values of the Rm num-
ber for various Σ(m,k)-codes. 

TABLE IV.  THE RM NUMBERS FOR DIFFERENT                               
Σ(M,K)-CODES 

m Rm 

4 15 

5 21 

6 28 

7 36 

8 45 

9 55 

10 66 

… … 

20 231 

… … 

50 1326 

… … 

100 5151 

 

Let's start considering the relative error detection indica-
tors of the Σ(m,k)-codes. 

The total number of errors that can occur in the data vec-
tors of ternary codes is equal to [32]:  

( ).133 −= mm
mN     (6) 

The γm,k  indicator makes it possible to compare the 
number of errors undetectable by codes with the total possi-
ble number of errors: 

%.100,
, ⋅=

m

km
km N

N
γ     (7) 

The value of γm,k  is closer to zero, the greater the number 
of errors detected by the considered code. 

As shown in [32], there is such a ternary separable code 
that has a uniform distribution of data vectors into check 
groups. This code has a very important feature.  

Theorem 1. A ternary code with the m and k parameters 
will have the minimum total number of undetectable errors, 
when the following conditions are met: all 3m data vectors 
are distributed evenly among all 3k check vectors, and the 
total number of undetectable errors in such code will be 
determined by the formula: 

( ).133min
, −= −kmm
kmN     (8) 

Thus, any separable code, including the Σ(m,k)-code, can 
be compared with a code with a uniform distribution of data 
vectors into check groups: 

%.100
min

,

,
, ⋅=

km

km
km N

N
ξ     (9) 

The indicator ξm,k  characterizes the efficiency of the 
check bits using by the ternary separable code: the closer it 
is to one, the more effectively the code detects errors. 

The Table 5 shows the characteristics of Σ(m,k)-codes 
with small values of the data vector lengths calculated using 
the above formulas. The graphs of the dependences of the 
γm,k  and  ξm,k  on m values complement the above calculated 
numbers. 

As the value of m increases, the share of undetectable er-
rors from their total number decreases. The efficiency of the 
check bits using increases when the length of the data vector 
increases to the value ,13 −= pm  { },...4,3,2∈p , corre-
sponding to the value of the length of the data vector of the 
perfect Σ(m,k)-code. Upon reaching the value ,3 pm =  

{ },...4,3,2∈p , there is a sharp decrease in the ξm,k coeffi-
cient, which is explained by an increase in the number of 
check bits by 2 and an extremely large number of unused 
check groups. Then, gradually, as the length of the data vec-
tor increases, the number of data vectors grows, a larger 
number of check groups are filled, and the ξm,k coefficient 
increases. 

Σ(m,k)-codes do not detect less than 10% of errors in da-
ta vectors for any length. Moreover, at m≥8, the share of 
undetectable errors from their total number is less than 5%. 
However, the check bits are used very inefficiently, as 
shown by the graph of the ξm,k value: the values of this coef-
ficient are no more than 25% for codes with any values of 
m. 
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In comparison with the binary sum codes (Σ1(m,k)-
codes), the ternary sum codes have significantly lower val-
ues of the γm,k  and ξm,k  indicators at the same values of m 
(see the Table 6). In this case, Σ1(m,k)- codes detect much 
more errors than Σ(m,k)-codes. The last column of the Table 
6 shows the values of θm, which shows how many times 
more errors are detected by Σ1(m,k)-codes compared to 
Σ(m,k)-codes. This case, obviously, follows from the fact 
that there is much smaller number of errors in the code vec-
tors of binary logic than in the code vectors of ternary logic. 
The data in the Table 6 are supplemented by the graphs of 
changes of the γm,k  and ξm,k values with an increase of m, 
which are shown in Fig. 1 and Fig. 2. 

The above formulas, unfortunately, do not make it possi-
ble to calculate the number of errors undetectable by Σ(m,k)-
codes for every multiplicity. This requires a detailed analy-
sis of the tables defining the codes. The results of this analy-
sis for the Σ(m,k)-codes with small values of the data vector 
lengths are presented in the Table 7. The table shows the 

following three numbers for each m value. The first number 
(it is written in the top line) characterizes the total number of 
undetectable errors with the d multiplicity. The second 
number (it is written in the middle line) is the total number 
of errors of this multiplicity. The third number (it is written 
in the bottom line) is the share of undetectable errors with 
the d multiplicity (the βd, % value). 

Calculations show that Σ(m,k)-codes (as well as their bi-
nary analogues [33]) have an interesting feature. 

Theorem 2. The share of errors with the d multiplicity 
from the total number of errors with this multiplicity that are 
undetectable by ternary sum codes does not depend on the 
length of the data vector and is a constant value. 

Thus, any Σ(m,k)-codes don't detect 16.667 % twofold 
errors, 5.556 % triple errors, and 6.944 % quadruple errors, 
etc. However, it should be noted that the statement of the 
Theorem 2 is a hypothesis, which is confirmed by calcula-
tions, but has not yet been mathematically confirmed. 

TABLE V.  THE INDICATORS OF ERROR-DETECTION BY Σ(M,K)-CODES 

m k Nm.k Nm min
,kmN  γm.k  ξm.k  

4 4 558 6480 0 8.611 0 

5 4 4410 58806 486 7.499 11.02 

6 4 34440 530712 5832 6.489 16.934 

7 4 270648 4780782 56862 5.661 21.01 

8 4 2151198 43040160 524880 4.998 24.399 

9 6 17300154 387400806 511758 4.466 2.958 

10 6 140609016 3486725352 4723920 4.033 3.36 

11 6 1153285848 31380882462 42869574 3.675 3.717 

12 6 9533107584 282429005040 386889048 3.375 4.058 

13 6 79324972272 2541864234006 3485190078 3.121 4.394 

14 6 663830247366 22876787671992 31376276640 2.902 4.727 

15 6 5582710119186 205891117745742 282415187574 2.711 5.059 

 

TABLE VI.  THE CHARACTERISTICS OF ERROR-DETECTION BY Σ(M,K)- AND Σ1(M,K)-CODES  

m 
γm.k  ξm.k  

θm 
Σ(m.k) Σ1(m.k) Σ(m.k) Σ1(m.k) 

4 8.611 48.214 0 29.63 10.333 

5 7.499 45.833 11.02 43.636 20.045 

6 6.489 43.347 16.934 52.093 40.047 

7 5.661 40.972 21.01 58.111 81.915 

8 4.998 38.798 24.399 30.442 170.541 

9 4.466 36.847 2.958 32.992 359.611 

10 4.033 35.113 3.36 35.112 765.294 

11 3.675 33.573 3.717 36.978 1639.625 

12 3.375 32.203 4.058 38.684 3530.702 

13 3.121 30.979 4.394 40.28 7632.973 

14 2.902 29.881 4.727 41.797 16554.281 

15 2.711 28.889 5.059 43.251 35997.802 
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The Table 8 shows for comparison the values of βd indi-
cators for the binary and ternary sum codes (Σ(m,k)- and 
Σ1(m,k)-codes). The ηd value given in the last column shows 
how many times the βd value for the Σ(m,k)-code is smaller 
than the same value for the Σ1(m,k)-code. The binary sum 
codes detect any errors of odd multiplicity, and the ternary 
sum codes do not have this feature. The βd values for ternary 
sum codes are significantly lower than for binary sum codes 
(for example, the binary sum codes do not detect 50 % of 
twofold errors [33], and ternary codes do not detect 16.667 

% errors). This feature of ternary sum codes is related to the 
principles of their construction and a much larger total num-
ber of errors than in code vectors of binary logic. In addi-
tion, it is also possible to note the different nature of the 
change in the dependence of βd on the value of d as it in-
creases. For the Σ1(m,k)-code, this indicator gradually de-
creases with increasing of d (if only even multiplicities are 
considered). For the Σ(m,k)-code, there is also a decrease in 
the value of βd with an increase of d, but it is not monotonic.

 

 
Fig. 1. The dependencies of the γm,k coefficients on the value of m for Σ(m,k)- and Σ1(m,k)-codes. 

 

 
Fig. 2. The dependencies of the ξm,k coefficients on the value of m for Σ(m,k)- and Σ1(m,k)-codes. 
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TABLE VII.  THE CHARACTERISTICS OF ERROR DETECTION BY Σ(M,K)-CODES BY MULTIPLICITY 

m 
d 

1 2 3 4 5 6 

3 

0 54 12 – – – 

162 324 216 – – – 

0 16.667 5.556 – – – 

4 

0 324 144 90 – – 

648 1944 2592 1296 – – 

0 16.667 5.556 6.944 – – 

5 

0 1620 1080 1350 360 – 

2430 9720 19440 19440 7776 – 

0 16.667 5.556 6.944 4.63 – 

6 

0 7290 6480 12150 6480 2040 

8748 43740 116640 174960 139968 46656 

0 16.667 5.556 6.944 4.63 4.372 

  

TABLE VIII.  THE COMPARISON OF Σ(M,K)- AND Σ1(M,K)-CODES BY ΒD INDICATOR 

d Σ(m,k) Σ1(m,k) ηd 

2 16.667 50 3 

3 5.556 0 0 

4 6.944 37.5 5.4 

5 4.63 0 0 

6 4.372 31.25 7.148 

 

IV. CONCLUSION  

The method of the ternary code construction presented in 
the article makes it possible to obtain a code that will have 
the property of any monotonous and asymmetrical error-
detection in data vectors. However, at the same time, this 
code will not detect any errors of the composite type. The 
share of such errors for all Σ(m,k)-codes with m≥8 is less 
than 5% from the total number of errors in data vectors. This 
is not so significant compared to the binary sum codes (Ber-
ger codes). When comparing the ternary sum code with Ber-
ger codes [33], it is possible to note a much higher share of 
the errors detected by the ternary sum code. Due to the noted 
features, the ternary sum codes can be widely used in the 
synthesis of digital devices and systems operating in the 
ternary logic. 

Let's focus on a certain feature of the Σ(m,k)-codes. All 
possible check vectors are used only in special cases – for 
each value of k there is only one perfect sum code, for which

,13 −= pm  { },...4,3,2∈p . All other sum codes use the 
check vectors very inefficiently (see, for example, the Ta-
bles 2 and 5). The presented feature of the Σ(m,k)-codes 
complicates the synthesis of fully self-checking structures of 
their coders. 

The ternary sum codes presented in this paper can be 
quite simply modified. The following method can be used 
for the code construction. The numbers r1 and r2 are calcu-

lated in the ( ) { }11log21 33,...,3,3 −+∈ mM  modulus residue ring. 
The obtained values are recorded in the bits of the ternary 
check vector. For example, one of these codes is the code 
for which the numbers r1 and r2 are calculated in the M=9 
modulus residue ring. The number of check bits in such ter-
nary modular codes will always be equal to k=4. This code 
will use the bits of check vectors more effectively, and also 
this code will detect any monotonous error in the data vec-
tors of the multiplicity dμ<9. For this reason their application 
may also be perspectival. 

In conclusion, we note that the presented method for ter-
nary code construction is one of many. The further research 
can be directed to identification of the features of the various 
modifications of the Σ(m,k)-code, as well as to identification 
of the main characteristics of their detection of errors in data 
vectors. The results of these studies in the future may form 
the basis for the construction of self-checking and checkable 
digital devices and systems operating in ternary logic. 
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Abstract—This article presents results of two deep learning 

algorithms for sand quarries detection on high-resolution aerial 
photos. Planet database of high-resolution aerial images was 
collected. Input images contain blue, green, red and near-infrared 
channels. Before the training process there was implemented the 
equalization of brightness histogram which allows to cope with the 
problem of obscuration of satellite images. To implement 
numerical experiments there were extracted smaller patches. 
Training and test sets were enlarged by three types of data 
augmentation. Convolutional neural networks were pretrained on 
the SpaceNet dataset and tuned on the Planet database. Deep 
learning algorithms were launched on NVIDIA DGX-1 
supercomputer. Special metrics, such as F1, precision, recall and 
Dice coefficient allowed to compare the quality of developed 
models. 

Keywords— quarry areas detection; computer vision; high-
resolution aerial photos; convolutional neural networks; Mask 
R-CNN; U-Net 

I. INTRODUCTION 
The launch of the Landsat-1 satellite in 1972 ushered in an 

era of digital remote sensing data. In the last decade, rapid 
development in space technologies both in satellite sensors and 
in data processing capabilities has been observed. The growing 
number of earth observation satellites produce an expanding 
amount of data, which requires a set of tools to process and 
extract information from. The effectiveness of remote sensing 
data processing depends on the quality of developed algorithms 
[1]. 

Today, large number of algorithms for detecting objects on 
satellite images exists. Classical segmentation algorithms are 
based on either difference or post-classification methods. The 
first use brightness difference of the corresponding pixels or the 
distance between them in a multi-dimensional space of features. 
Post-classification is based on the preliminary classification of 
multispectral images and the definition of pixels that have 
changed the class index (interclass transitions). Each approach 
has a number of limitations and disadvantages. But in the last 
years we observe a machine learning boom in many applied 
tasks including processing of remote sensing data.  

There are many classical algorithms for satellite images 
segmentation, in particular the SVM, k-means and histogram 
methods, etc. [2] But in the second decade of the 21st century, 
the usage of convolutional neural networks (CNNs) has become 

a de facto segmentation method. The work of classical methods 
is based on the use of information about the color of object and 
the difference in brightness of neighboring pixels. In addition, 
CNNs allow taking into account information about the spatial 
position and the surrounding context, and also, unlike the FCN, 
the orientation of the object does not play a role. So CNNs are 
capable to detect ships, planes, buildings, deforestation areas etc. 
in satellite images in real-time.  

This paper presents developed CNNs for the task of quarries 
detection. Tracking the mines boundaries helps to monitor 
resource usage and assess the environmental situation in the 
region. Quarries have the following special features: 

 Quarries can vary greatly not only in size (from 10 ha 
and less to 38 ha and more), but also in their degree of 
flooding and overgrowing: the quarry can be a sandy 
surface, partially flooded territory, etc.  

 Active mining quarries change daily. Accordingly, their 
shape is random. Examples of sand quarry objects are 
shown in Fig. 1. 

 Sand quarries, as a rule, occupy a large area and are 
presented in a single amount in the aerial image. 

 Quarries are not very different from any other sandy 
surfaces or even airfields on aerial image.  Developed 
algorithm should use information about the surrounding 
objects to solve this problem.  

This paper presents CNNs that can be used for sand quarries 
detection on satellite images. The training process, data 
preparation, testing and special metrics for assessing the quality 
of neural network work are described. Our work continues 
research, which was presented in [3]. 

This article consists of six parts. In the first part, a reader gets 
acquainted with the formulation of problem. The introduction 
devotes to CNNs as an approach in machine learning and 
complications of image segmentation. The second part describes 
the collected database of satellite images and its preparation for 
training the neural. The third part refers to proposed deep 
learning algorithms including description of Mask R-CNN and 
U-ResNet34 architectures. The fourth part presents the results 
and analysis of numerical experiments . In the conclusion there 
is summarized the research. And finally, the last sections contain 
the acknowledgement and references. 
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Fig. 1. Examples of sand quarries 

II. DATA PREPARATION 
At present time there are several large high-resolution 

satellite image datasets for training machine learning 
algorithms. For example, Jilin-1 [4], the SkySat-1 [5], Spacenet 
[6] and Inria datasets. But these databases have a limited number 
of manually marked masks. For example, the Inria dataset 
contains only buildings ground-truth masks. Thus, in our 
research, we used Spacenet dataset for pre-training developed 
neural networks, that is, for the better weights initialization. 

The main dataset of quarry images was collected by us from 
RapidEye satellite sensor. 12-bit four-channel (blue, green, red, 
near-infrared) satellite images from the Planet database have a 
spatial resolution of 3 m/pixel. Each of 55 high-resolution aerial 
photos was manually marked by ten different people. Some 
satellite images from the Planet database have noisy pixels, such 
as photographed clouds or glares from building roofs and water.  

Noisy and very bright pixels may shift the general brightness 
histogram of image. This side effect leads to the obscuration of 
full image. It affects the training process of CNNs and as a result 
a deep learning algorithm might work incorrectly. The 
equalization of brightness histogram allows to cope with this 
problem [7]. 

Histogram equalization is a process of image preprocessing 
which redistribute all pixels of image uniformly. Values of 
pixels that do not fall into the certain range of brightness are 
replaced with minimal or maximal threshold values of 
brightness. To align the histogram and increase its range of 
brightness, a linear transformation was performed for each pixel 
of satellite image. image preprocessing by carrying out 
histogram equalization significantly reduces the training time of 
the neural network. Original satellite image, corresponding 
equalized image and ground-truth mask from the Planet 
database is shown in Fig. 2. 

 

 

a)      b)      c) 
Fig. 2. Example of an original image, its equalized copy and expert markup from the Planet database:  

a) original image, b) equalized image, c) true mask 
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Since images obtained from different satellite sensors have 
different bit per pixel, training and testing of neural networks 
was carried out on normalized images from Planet database. 
That is, the input images were divided by 4095 and brought 
into values from the [0, 1]. Satellite images are usually large. 
Its size can easily exceed 16000 × 16000 pixels. So before the 
training of CNN by means of data windowing each 
high-resolution photo and mask of dataset have been sliced on 
parts of 512 × 512 and 1024 × 1024 size with the step of 256 
and 512 respectively. The intersection of patches by half 
allows to cope with problem of artifacts that appear at the 
border pixels of image patches due to the peculiarities of the 
convolution operation. Information about prepared patches of 
different size is presented in Table I, and Table II. 

TABLE I.  PREPARED PATCHES OF 512 × 512 SIZE 

 Training set Test set 
Total 18900 9060 

With objects 1831 652 
Without objects 17069 8408 

 

TABLE II.  PREPARED PATCHES OF 1024 × 1024 SIZE 

 Training set Test set 
Total 12585 1525 

With objects 2359 213 
Without objects 10226 1312 

 

To increase the training set and increase its diversity, there 
were used the following stages of augmentation: 

 Rotations on π/2,  π and 3π/2 and mirroring of 
corresponding patches. This made it possible to 
increasу training and test sets by 8 times; 

 Applying chromatic distortion; 

 Image shifts within 2% of image size, scaling on a 
coefficient from [1; 1,2] and rotations on small angles 
from [-15˚, + 15˚]. 

III. CONVOLUTIONAL NEURAL NETWORKS 
In this section there are described developed CNNs used 

for sand quarries detection on high-resolution aerial photos, 
and some peculiarities of their training. 

First of all, for quarries detection on satellite images there 
was developed the special neural network architecture called 
Mask R-CNN [8]. This deep learning algorithm extends the 
functionality of well-known method for object detection – 
Faster R-CNN. The architecture of Mask R-CNN is shown in 
Fig. 3. Quarries are presented in a single amount in the image. 
Accordingly, it makes no sense to process the entire image, it 
is better to first detect the areas of interest and then segment 
them. That’s why we turned our attention to Mask R-CNN. 

In Mask R-CNN a fully connected neural network (FCN) 
as an additional branch was added to the basic algorithm. FCN 
allows to make a segmentation at the pixel level in areas of 
detected objects (RoI) in parallel with existing outputs of 
Faster R-CNN: classes and bounding boxes. 

Faster R-CNN represents a sequence of two machine 
learning algorithms: a region-proposal network (RPN) and 
Fast R-CNN [9]. RPN makes predictions about possible 
locations of bounding boxes for areas of interest (RoI) on 
satellite images using sliding windows and «anchors» - special 
rectangular frames of various size and different ration of sides 
that surround objects of interest. The presence or absence of 
objects inside each frame is determined due to the value of IoU 
metrics («intersection-over-union»): if the value of IoU is 
more than 0.5 then it is considered that the object fell into the 
frame. As RPN architecture, we used Feature Pyramid 
Network (FPN). The main advantage of this approach is to 
improve the quality of detection, taking into account a wide 
range of possible sizes of objects. Feature maps of lower and 
upper layers of FPN have pros and cons: lower layers have 
high resolution, but low semantic, generalizing ability, 
whereas upper layers have low resolution, but good 
generalizing ability to extract needed unobvious features. Fast 
R-CNN, extracts a set of frames which surround objects of 
interest more exactly and classifies detected objects 
simultaneously. The key components of this deep learning 
algorithm are the spatially pyramidal layer with RoIPool 
operation, which extracts a feature map for each RoI and 
RoIAlign layer, which determines the exact spatial location of 
frames for detected objects on images. 

 

 
Fig. 3. Architecture of Mask R-CNN 
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Also there was developed U-Net-like architecture – 
U-ResNet34 based on models from paper [10]. U-ResNet34 is 
a U-Net neural network, where ResNet34 used as an encoder 
and decoder was copied from the classic U-Net architecture. 

IV. NUMERICAL RESULTS 
The training and testing of Mask R-CNN and U-ResNet34 

were carried out on NVIDIA DGX-1 supercomputer. This 
computing server has 8 GPUs NVIDA Tesla V100 with 16 
GB of memory. The peak computing performance is almost 1 
petaFlops. Thus, the neural networks training did not exceed 
2 days. 

All developed algorithms were implemented using 
Tensorflow framework. We used Adam with learning rate of 
1e-3 to optimize the training process. This algorithm halp to 
avoid early fallings of the loss function to local minima during 
gradient descent training. The value 1e-3 was chosen 
experimentally. At lower values, the loss function changes too 
slowly and the probability of overfitting significantly 
increases. 

To assess the detecting and segmenting ability of an 
algorithm, special metrics from digital image processing are 
often used. In our research there was used IoU coefficient, a 
binary measure of similarity predicted and true masks. Also to 
measure the quality of developed deep learning algorithms 
there were used precision (P), recall (R) and F-score (F1). 
During the training, on the assumption of maximal value of 
F1, for each CNN there was chosen a threshold value to form 
predicted masks with detected sand quarries. If the value of 
possibility for a pixel is higher than the threshold value, it 
belongs to the class of interest. 

The correct choice of the loss function allows taking into 
account all the features objects of interest. In our research 
there was used a sum of binary cross entropy (BCE) and the 
value of Dice loss (DL) based on Sorensen coefficient [11]: 

𝐿𝑜𝑠𝑠 = 𝐵𝐶𝐸(𝑋, 𝑌) + 𝐷𝐿(𝑋, 𝑌), 
 

𝐵𝐶𝐸(𝑋, 𝑌) = − ∑(𝑥𝑙𝑜𝑔(𝑦) + (1 − 𝑥)𝑙𝑜𝑔(1 − 𝑦))

𝑥,𝑦

, 

 

𝐷𝐿 (𝑋, 𝑌) =  1 −
2|𝑋 ∩ 𝑌|

|𝑋| + |𝑌|
 . 

 
Quarries vary in size greatly, from tens to hundreds of 

meters in linear dimensions. Therefore, it is necessary to 
choose the right sizes for anchors to cover small and large 
objects of interest. For Mask R-CNN there were selected two 
sets of anchors: 

 Anchor set 1 (AS 1): 64, 128, 256, 512 and 1024; 

 Anchor set 2 (AS 2): 32, 64, 128, 256 and 512. 

For Mask R-CNN there were used training and test sets of 
patches of 1024 × 1024 size which were enlarged using all 
techniques described earlier. The training and tuning 
processes finish after completing 113 epochs. Test results for 
Mask R-CNN with different sets of anchors on the Planet 
database were presented in Table III. 

Mask R-CNN with the set of larger anchors is shown better 
results: the value of 𝐹1  reached 0,252 in comparison with 
0,142 which was given on the set of smaller anchors. This 
peculiarity can be explained by the fact that sand quarries are 
big enough on satellite images so the deep learning algorithm 
with little bounding boxes are not able to detect whole objects 
of interest. The example of an input image with detected 
objects and corresponding true mask of the Planet database for 
Mask R-CNN is shown in Fig. 4. 

The second model, U-ResNet34, was trained on two sets 
of patches of 512 × 512 size. Sets of fragments were enlarged 
by methods of data augmentation in two ways: 

1. Only flips. 

2. Flips and SSR.  

U-ResNet34 training process with a batch of 16 samples 
ended after 80 epochs. The values of metrics after testing are 
presented in Table IV. 

 
a)        b) 

Fig. 4. Test results for Mask R-CNN: a) input image with detected objects, b) true mask 
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a)     b)      c) 

Fig. 5. Test results for U-ResNet34: a) input image, b) true mask, c) predicted mask 

TABLE III.  TEST RESULTS FOR MASK R-CNN ON THE PLANET 
DATABASE. 

Metrics Mask R-CNN (AS 1) Mask R-CNN (AS 2) 
IoU 0,753 0,757 
F1 0,252 0,142 
P 0,189 0,081 
R 0,380 0,584 

TABLE IV.  TEST RESULTS FOR DEVELOPED MODELS ON THE PLANET 
DATABASE. 

Metrics U-ResNet34 (flips) U-ResNet34 (flips + 
SSR) 

IoU 0,772 0,765 
F1 0,408 0,357 
P 0,375 0,289 
R 0,447 0,465 
 

According to results presented in Table III and Table IV, the 
best value of 𝐹1 for U-ResNet34 reached 0,408 and exceed the 
same metric for Mask R-CNN on 0,156. Thus, U-ResNet34 
works better in the task of quarries detection on high-resolution 
aerial photos. However, the usage of image shifts and rotations 
on small angles do not improve the quality of deep learning 
algorithm: an amount of false positive objects increased vastly. 
Small sandy areas usually acted as false positive objects. The 
example of an input image, true and predicted masks of the 
Planet database for U-ResNet34 is shown in Fig. 5. 

An experiment on processing time of one satellite image was 
also carried out. The input 4-channel image had shape 
of 16384 × 16384. U-ResNet34 showed the best results so we 
chose it for the test. The input image was divided into patches 
size of 512 × 512 pixels, and then the patches were glued 
together. Processing was carried out on one GPU NVIDA Tesla 
V100. The average processing time for one patch was about 19 
ms and the total image was processed in less than 20 seconds.  

V. CONCLUSION 
This article presents numerical experiments for developed 

deep learning algorithms: Mask R-CNN and U-ResNet34. For 
training and testing, the Planet database of satellite images was 
collected and marked manually. Before the training process 
there was implemented the equalization of brightness histogram 

which allows to cope with the problem of obscuration of satellite 
images. To implement numerical experiments there were 
extracted smaller patches. Training and test sets were enlarged 
methods using various methods of data augmentation. The 
developed algorithms were pretrained on the SpaceNet dataset 
and tuned on the Planet database. According to test results U-
ResNet34 works better in the task of sand quarries detection on 
high-resolution aerial photos. Its average values of IoU and 𝐹1 
are equal 0.772 and 0.408 respectively. In further research, we 
will try to process satellite stereo images and calculate the 
volume of detected quarries. It gives more control over the 
extraction of natural resources. 
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Abstract—This paper considers the antenna arrays calibration 
by the using of the Recursive Least Squares (RLS) adaptive 
filtering algorithms. An algorithm, based on the inverse QR 
decomposition, has been selected among the diversity of the RLS 
algorithms. This is caused by its stable operation. Because the 
algorithm contains the computationally heavy square root 
operations, a square root free version of the algorithm is also 
presented. Both versions of the QR RLS algorithms are 
mathematically identical to each other if they operate in float point 
arithmetic. The proposed calibration can be used in the antenna 
arrays with digital beamforming, because the algorithms usage 
requires the access to the array channel signals. The calibration 
requires a known training signal, which can be easily provided not 
only in a laboratory environment, but also in a field operation, if 
an array is used as a directional antenna of the digital 
communication system equipment. In the second case, the 
calibration can be also conducted even in the presence of the 
interference signal sources. Simulation validates the proposed 
calibration algorithm, using linear antenna arrays with 4, 8 and 16 
antennas with a half wavelength distance between the neighbor 
antennas. In this simulation, the array channel noise has been 
varied in 0 … 30 dB range of the Signal-to-Noise Ratio. Two 
interference sources with the –30 dB Signal-to-Interference Ratio 
each have been simulated. These sources were located 
symmetrically relatively the required main lobe direction of the 
array radiation pattern. A training signal has been simulated as a 
random one with no specific autocorrelation properties. The signal 
has been modulated by the Phase Shift Keying (PSK) and the 
Quadrature Amplitude Modulation.  

Keywords—Antenna array, digital beamforming, array 
calibration, Recursive Least Squares (RLS), QR decomposition  

I. INTRODUCTION  

An Antenna Array (AA) is a sort of directional antennas, 
which is often used in the equipment of modern 
telecommunication systems. Today there is a diversity of the AA 
configurations: linear, flat, circular, cylindrical or conformal. 
This configuration depends on the AA application, the 
installation conditions and the required shape of the Radiation 
Pattern (RP) [1].  

Usually, each channel of an AA contains a variable weight, 
that may be a digitally controlled phase shifter and/or an 
attenuator. These weights ensure the required shape of RP over 
the range of the observing angles. The RP shaping is provided 
by the calculation (synthesis) of these weights. The calculation 
is based on using the ideal AA model.  

However, due to the variation of the materials properties, 
active and passive radio frequency (RF) component parameters, 
after the manufacturing the AA might have the characteristics, 
which are far from the expected ones. And this does not allow 
to use the RP shaping correctly.  

To overcome this problem, the AA are usually calibrated 
after the manufacturing and/or during the field operations. The 
calibration assumes the estimation of the deviation of the 
complex-valued channel gains from the ideal ones, specified by 
the AA design, and taking these estimates into the consideration 
(means compensation) during the AA field operation.  

The diversity of the AA calibration methods and algorithms 
can be found in [2]. Some new ones are also presented in [3], 
[4]. Most of the calibration algorithms are developed for the 
using in the traditional scanning AA, which do not provide the 
access to the AA channel signals. 

However, due to the interest to the adaptive AA technology 
[5], which is based on the modern adaptive signal processing [6], 
[7], a new sort of the AA became commercially available. These 
are the AA with Digital Beam Forming (DBF) [8]. The DBF AA 
manufacturing became possible due to the achievements in 
modern microelectronics, that allowed to manufacture a wide 
range of digital integrated circuits, used together with the active 
and the passive RF components in design of the AA blocks and 
their signal processing units. 

The DBF AA provides the Base Band (BB) channel signal 
access that is one of the requirements of signal processing 
algorithms in the most of the adaptive AA. This access also 
provides an additional degree of freedom for the DBF AA 
calibration. This means the following: in the case of the DBF 
AA the calibration can be conducted using the same adaptive 
filtering algorithms as the ones, used for the interference signal 
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cancellation. However, these algorithms are not used to 
minimize the AA response towards the interference sources, but 
to maximize the AA response towards the desired signal source 
locations. 

This paper considers the usage of the Recursive Least 
Squares (RLS) adaptive filtering algorithms, based on the 
inverse QR decomposition, for the calibration of the AA with 
DBF. The paper presents two sorts of the algorithms: with and 
without square root operations.  

The simulation examples validate the proposed solution of 
the calibration problems for the AA with a different number of 
antennas in the interference and interference free conditions and 
in a wide range of the AA channel Signal-to-Noise Ratio (SNR).  

II. CALIBRATIUON PROBLEM AND ITS SOLUTION 

The AA with DBF contains the RF modules, which receive, 
select and amplify all signals accepted by the antennas, and 
contains the Down Converters (DC), which transfer the AA 
channel RF signals to the Base-Band (BB) ones, see Fig. 1. The 
BB signals are sampled at Nyquist rate, weighed by the 
multiplication with complex-valued weights and combined in 
digital domain, producing DBF AA.  

The AA, see Fig. 1, has M  antennas/channels. The 
complex-valued gain of a part of the AA channel form from the 
m -th antenna input to the m -th weight mh  is not the same in 

each channel. This is caused by the channel phase δψm  and 

real-valued gain δ mk  errors, where 1, 2, 3, ...,m M= .  

Continuous time t  signals, received by the AA antennas, 
compose the signal vector  

 [ ] T

1 2( ) ( ), ( ), , ( ), , ( )M m Mt x t x t x t x t=x   ,  (1) 

which after the DC is transformed to the discrete time signal 
vector  

 [ ] T

1 2( ) ( ), ( ), , ( ), , ( )M m Mk x k x k x k x k=x   , (2) 

where k  is the number of the processed signal samples. 
Usually, these samples are coincided with the signal processing 
iterations. 

Through the paper, the lowercase and uppercase characters 
denote the scalar variables and the elements of the vectors and 
matrices. The vectors and the matrices are denoted by the bold 
lowercase and uppercase characters, respectively. The 
superscript T  denotes the transposition of a vector or a matrix, 
the superscript H  denotes the Hermitian transpose, i.e. 
transposition of a vector or a matrix and the complex 
conjugation of its elements, denoted as ∗ . The subscript M
indicates the number of the elements in a vector or the number 
of the elements M M×  in a square matrix. The subscripts of the 
scalar variables denote the numbers of an element in a vector or 
in a matrix. 

The objective of the AA calibration is to find a vector of its 
weights, see Fig. 1,  

 [ ] T

1 2( ) ( ), ( ), , ( ), , ( )M m Mk h k h k h k h k=h   , (3) 

which has to satisfy the following condition: 

  *( )M M Mk ⊗ =h k c . (4) 

In (4)  

 

1 2δψ δψ
1 2

Tδψ δψ

(1 δ ) , (1 δ ) , ,

(1 δ ) , , (1 δ )m M

j j
M

j j
m M

k e k e

k e k e

= + +

+ + 

k 


 (5) 

is the vector of the complex-valued AA channel gains, which 
values are unknown. The symbol ⊗  denotes the operation of 
multiplication of the elements with the same numbers in two 
vectors.  

The vector  

 1 2
Tψ (θ ) ψ (θ ) ψ (θ ) ψ (θ ), , , , ,s s m s M sj j j j

M e e e e =  c    (6) 

Fig. 1. AA calibration based on adaptive signal processing: a generalized architecture  
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is the so-called steering vector. Here, the ψ (θ )m s  are space 
phase lags, which depend on the geometrical configuration of 
the AA, a reference antenna location and m  value [1]. 

In an ideal AA, the weights vector, selected as  

 *( )M Mk =h c , (7) 

ensures the AA main lobe of RP steering towards the θs  
direction. This direction is counted relatively the broadside 
direction (the normal to the AA aperture).  

To calculate the vector ( )M kh , which satisfies the (4) 
condition, it is suggested to use the adaptive filtering algorithms, 
which minimize some function of the errors 

 α( ) ( ) ( )k d k y k= −  (8) 

between the training ( )d k  and the AA output ( )y k  signals. 

The function minimization ensures the maximization of the 
AA response towards the θs  direction. The task has a unique 
solution in the case of the quadratic cost function, independently 
of the Mk  and Mc  vector values.  

If AA receives only one training signal, the AA input signal 
correlation matrix  

 { }H( ) ( ) ( )M M Mk E k k=R x x , (9) 

is a singular [7], where { }E •  denotes the expectation.  

Due to this reason, the solution of the AA calibration task 
by means of the simple linear ( )O M  arithmetic complexity 
gradient search based adaptive filtering algorithms is not 
efficient. The algorithms behavior depends on the correlation 
matrix eigenvalues spread. 

Other adaptive filtering algorithms, which do not suffer of 
the above drawback, are the RLS ones, which in case of the 
usage in architecture, see Fig. 1, have the quadratic arithmetic 
complexity 2( )O M . The algorithms behavior does not depend 
on the correlation matrix eigenvalues spread [6]. 

There is a number of such adaptive filtering algorithms, 
among which the most frequently used are the algorithms, 
based on Matrix Inversion Lemma (MIL), inverse QR 
decomposition and Householder transform [6]. 

The RLS algorithms, based on QR decomposition, are 
characterized by a stable operation, which is an important 
feature for the processing of the correlated signals with the high 
spread of the correlation matrix eigenvalues. Due to the reason, 
these algorithms have been selected for the research, presented 
in this paper.  

The basic version of the algorithm contains the square root 
operations, which require additional computational recourses 
for the function implementation. There is also a mathematically 
identical (in case of float point arithmetic) version of the 
algorithm, which has no square root operations. These both 

RLS algorithms, fitted to the architecture, see Fig. 1, are 
presented below.  

Calibration algorithm, based on inverse QR decomposition 
RLS adaptive filtering algorithm 

H 1(0) , (0) δ , (0)M M M M M M
− −= = =Initialization : x 0 R I h 0  

1, 2, ,k K=For   

[ ] T

1 2( ) ( ), ( ), , ( ), , ( )M m Mk x k x k x k x k=x    

H( ) ( 1) ( )M My k k k= −h x  

α( ) ( ) ( )k d k y k= −   

( 1) (0)
, ( ) 0, 1 , ( ) 1j

M j Mu k j M b k− ∗ = ≤ ≤ =  

1, 2, ,i M=For 
 

0.5 H
,

,1: 1:

( ) ( 1) ( )M i M M
i i i

a k k k− −= λ −R x  

2( ) ( 1)
, ,( ) ( ) ( ) ( )i i

M M M i M ib k b k a k a k− ∗ = +   
1( )

, ,( ) ( ) ( )i
M i M M is k b k a k

− ∗ =    
1( 1) ( )

, ( ) ( ) ( )i i
M i M Mc k b k b k

−−  =    

1, 2, ,j i=For   
H 0.5 H ( 1)
, , , , ,( ) ( ) ( 1) ( ) ( )i

M ij M i M ij M i M jR k c k R k s k u k− − − ∗ − ∗= λ − − 
 

( ) 0.5 H ( 1)
, , , , ,( ) ( ) ( 1) ( ) ( )i i

M j N i M ij M i M ju k s k R k c k u k∗ − − − ∗= λ − +
 

jEnd for  
iEnd for  

1( ) ( )( ) ( ) ( )M M
M M Mk k b k

−
 =  g u

 

( ) ( 1) ( ) ( )M M M Mk k k k∗= − + αh h g
 

kEnd for  

Calibration algorithm, based on square root free inverse 
QR decomposition RLS adaptive filtering algorithm 

H 1(0) , (0) δ , (0)

(0)

M M M M M M

R
M M

− −= = =

=

Initialization : x 0 R I h 0

K I
 

1,2, ,k K=For   

[ ] T

1 2( ) ( ), ( ), , ( ), , ( )M m Mk x k x k x k x k=x    

H( ) ( 1) ( )M My k k k= −h x  

α( ) ( ) ( )k d k y k= −   
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( 1) (0)
, ( ) 0, 1 , ( ) 1j B

M j Bu k j M K k− ∗ = ≤ ≤ =  

1, 2, ,i M=For 
 

H
,

,1: 1:

( ) ( 1) ( )M i M M
i i i

a k k k−= −R x  

( ) ( 1) 1
, , ,( ) ( ) ( 1) ( ) ( )B i B i R

M M M i M i M iK k K k K k a k a k− − ∗= + λ −  
1 * ( )

, , ,( ) ( 1) ( ) / ( )R B i
M i M i M i Ms k K k a k K k−= λ −

 
( 1) ( )

, ( ) ( ) / ( )B i B i
M i M Mc k K k K k−=

 

1, 2, ,j i=For   
H H ( 1)
, , , , ,( ) ( 1) ( ) ( )i

M i j M ij M i M jR k R k a k u k− − − ∗= − −  
( ) H ( 1)

, , , , ,( ) ( ) ( 1) ( ) ( )i i
M j M i M ij M i M ju k s k R k c k u k∗ − − ∗= − +  

jEnd for  
1

, , ,( ) ( 1) ( )R R
M i M i M iK k K k c k−= λ −  

iEnd for  
( )( ) ( )M

M Mk k=g u
 

( ) ( 1) ( ) ( )M M M Mk k k k∗= − + αh h g
 

kEnd for  

The parameter 2δ  of the initial regularization of the 
correlation matrix ( )M kR  is selected as  

 2 20.01 xδ ≥ σ   (10) 

where 2
xσ  is the AA input signal variance. Other details of the 

above algorithms can be found in [6]. An additional 
improvement of any RLS algorithm stable behavior can be 
achieved by using the dynamic regularization. The 
regularization example concerning MIL RLS algorithm is 
shown in [6]. The regularization increases the arithmetic 
complexity of the RLS algorithms about two times. This is the 
cost, paid for the algorithm stability. 

III. ALGORITHM VERIFICATION 

The considered AA algorithm has been verified via the 
simulation of the calibration of the linear AA with the 
omnidirectional antennas, with a half wavelength distance 
between the neighbor antennas and number of antennas of

4M = , 8M =  and 16M = . The AA channel phase errors 
have been simulated as the random ones uniformly distributed 
in the range of δψ π ... πm = − . The AA real-valued channel 

gain errors δ mk  have also been uniformly distributed over the 
range of 0 … –3 dB. These test-cases demonstrate the AA error 
estimation and compensation with the accuracy of about –20 dB 
in terms of norm of the estimated channel gain vector. About 
– 20 dB accuracy is also demonstrated in terms of the norm of 

the calibrated and the required RP difference. The results are 
valid for the array channel SNR=0 … 30 dB and the using of 
any Phase Shift Keying (PSK) or Quadrature Amplitude 
Modulated (QAM) training signals with 2 …. 16 element data 
alphabets.  

The examples of the AA calibration in the terms of the RP 
shapes are shown in Fig. 2. The left pictures in this figure show 
the results of the AA calibration in the absence of the 
interference sources and the right ones show the calibration 
results in the presence of two interference sources, located 
symmetrically relatively the calibrated AA RP main lobe 
direction. The Signal-to-Interference Ratio for each interference 
has been selected as –30 dB. The blue curves of Fig. 2 show the 
initial RP of an ideal AA. The magenta curves show that the 
initial RP are completely destroyed by the channel gain errors. 
The green curves show the required RP and the red ones show 
the RP of the calibrated AA. The vertical red down arrows 
indicate the required RP main lobe directions. The vertical blue 
down arrows indicate the ideal AA RP main lobe initial 
directions and the directions towards the interference sources, if 
the sources are present. The figure demonstrates that the 
calibrated AA RP are close to the required ones. This mean, that 
during the operation, the calibration algorithm estimates the 
weight vector ( )M kh , which satisfies the condition (4). The 
estimation does not depend on the values of the errors in channel 

gains, the initial iθ  and required sθ  RP main lobe directions. 
It also does not depend on the existence or absence of the 
interference sources, because during the calibration the 
interference sources signals are suppressed by means of the 
calibration algorithm at the AA output. 

IV. CONCLUSION 

Thus, in the paper we have demonstrated the ability of the 
adaptive filtering RLS algorithms to calibrate the AA in the wide 
range of the channel SNR and in the presence or absence of the 
interference sources. This means that the calibration does not 
require special conditions like an anechoic chamber. Therefore, 
it can also be conducted in usual laboratories or even during an 
AA field operation. 
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Fig. 2. RP before and afrer AA calibration: a), c) and e) are the cases with no interfernces; b) , d) and f) are are the cases with interfernces 
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Abstract—This paper presents an FPGA implementation of
Field Oriented Control (FOC) method with high switching
frequency for 3-phase machine drives. A common architecture
has been constructed for both BrushLess DC motors (BLDC)
and Permanent Magnet Synchronous Motors (PMSM). For this
purpose, the controller module has been implemented by using
a hardware efficient algorithm, namely, Coordinate Rotation
Digital Computer (CORDIC). The result of this implementation
has been compared with the literature, and we claim that this
paper’s FPGA design has better performance in terms of area
and speed with respect to other FPGA-based FOC designs.

Index Terms—Motor Control, FPGA, FOC, BLDC, PMSM,
CORDIC

I. INTRODUCTION

Developments in semiconductor technology lead to energy-
efficient and high frequencies power switches [1]. Such de-
vices enabled us to come up with high frequency power
system design solutions. High-frequency approach has many
benefits in 3-phase (3-φ) motor drive applications [2]. Among
these benefits can be better motor efficiency, low-cost filtering,
lower torque ripple and faster control response. While higher
frequencies of Pulse Width Modulation (PWM) have these
advantages, they also cause voltage reflection and motor
insulation breakdown issues at the motor terminals. Therefore,
the operating PWM frequency and the type of the motor must
be examined carefully.

Increasing the PWM frequency may not be easy for any
setup. While the operating frequencies of microcontrollers
are sufficient to exceed our device frequencies, it does not
change the fact that microcontrollers can sometimes reboot
and sequential iteration process can often take too long to
measure non-linear operations. On the other hand, algorithm
development on microcontrollers is faster than other semicon-
ductor platforms.

FPGAs are superior to microcontrollers in many areas
in terms of latency, connectivity, and energy consumption.
Latencies of FPGA implementations can be 1 millisecond or
even less, while even with the best CPUs introduce latency of
approximately 50 milliseconds. Furthermore, because FPGAs
do not contain any cache or OS, the delays are deterministic.
Because input and output can be directly connected to FPGAs,

978-1-7281-9899-6/20/$31.00 ©2020 IEEE

this can enable high bandwidth implementations. FPGAs pin
voltages are usually adjustable, they are very good at mini-
mizing energy consumption.

Since both the speed control range of BrushLess DC motor
(BLDC) and Permanent Magnet Synchronous Motor (PMSM)
is large and the energy losses are lower in high-frequency
applications compared to other motor types, PMSM and BLDC
provide an ideal environment for the testing purposes of this
work. Besides, FPGAs in a high speed design can respond
better and FPGAs control mechanism is safer, they may be a
good alternative for testing.

In the literature, Kung et al. proposed an FPGA-based
approach to speed control with FOC [3]. An Sliding Mode
Observer (SMO) design has been implemented in their work
using a sensorless FOC and a phase-locked loop. The speed
information has been generated by the user using the NIOS
II processor and all other topologies have been implemented
in the FPGA. According to the results obtained by the au-
thors, the back-emf graphics in the transition from stop to
acceleration can be smoothed by their own approach. Suneeta
et al. have introduced FPGA-based control of 3-φ BLDC
[4]. It has been shown to be more powerful and safer than
microcontroller-based electric motor control because of the
high design freedoms offered by FPGA-based electric motor
controls. Otherwise, because of faster design development,
microcontroller-based control is more powerful than FPGA-
based controller, and is also cheaper than FPGA-based con-
troller. Hence the choice of controller based on FPGA or mi-
crocontroller based control depends on system requirements.

Babu and Athul have used the PI-controller viewpoint to
execute FOC on asynchronous motor [5]. They have built
their architecture on Xilinx Virtex-5 using the Xilinx System
Generator (XSG) toolbox. Since they’ve used XSG toolbox
when implementing this control system on FPGA, we can’t say
exactly that their architecture is efficient in terms of memory
space and maximum clock speed. On the other hand, it will
not change the fact that they have done great research by
comparing Direct FOC and Indirect FOC approaches. Joakim
Eriksson et al. have researched a rapid prototyping system
for 3-φ electric motor systems [6]. They concluded that a
multi-axis device can be rendered with FOC using FPGA. In
their work, they have verified nominal torque values, nominal
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power values and rated speed values. Besides, the PWM
frequency tests have been analyzed. They have found in the
simulation findings that the lower current fluctuates at large
PWM frequencies. They concluded that as the PWM frequency
rises slowly, the electrical motor currents are beginning to
deform due to the fact that the Metal-Oxide Semiconductor
Field Effect Transistor (MOSFET) may not have enough time
to turn on and off entirely during the switching pulses. These
problems have been quite overcome in Silicon Carbide (SiC)
and Gallium Nitride (GaN ) based power switches [7].

Marufuzzaman et al. have suggested a new dq PI controller
focused on FPGA [8]. They argued that the new dq PI con-
troller is the main element in increasing the overall output of
the system. No matter how correct they are in their paper, there
are a lot of performance criteria beyond that. Akin et al. have
researched indirect control of the FPGA Induction Machine
(IM) [9]. The Vector Control method has been investigated
and claimed that although the DTC method is used regardless
of the motor parameters, efficient feedback with DTC at low
speeds can not be achieved. They therefore thought that the
FOC approach would be more effective than the DTC and
they have prepared FOC using the XSG toolbox on Xilinx
Spartan-3.

In section II, the theory behind FOC has been mentioned.
The hardware implementation and the result of the hardware
implementation has been analyzed and implementation result
has been discussed in section III.

II. FIELD ORIENTED CONTROL METHODOLOGY

FOC is a Variable Frequency Drive (VFD) control method-
ology. In Fig. 1, based on WREF value which is rotational
speed command, θ value which is coming from Encoder (could
be Resolver, Hall, or Sensorless mechanism), and WACT value
that is calculation of speed with respect to given θ value, the
circuit tries to reach WREF value by applying necessary steps.

Fig. 1. FOC Flow Graph

The measurement of the motor’s rotational speed is a
challenge because the running motor has many disturbance
factors. The main idea behind the FOC is to make more
realistic observations by changing the observation frame to
measure motor speed. As a result, our observation has been
getting closer to real values, and driving the motor has become
more stable.

In any 3-φ motor, the sum of 3-φ voltages or currents at
any time should be equal to zero. By using this approach,

transforming voltages or currents between the stationary frame
to rotating frame or (vice versa) can be easily done. The
stationary frame is called α-β frame, on the other hand, the
rotational frame is called d-q frame as Fig. 2.

Fig. 2. α-β and d-q frame

A. Clarke & Inverse Clarke Transformation

Transforming from the 3-φ reference voltages or currents
frame (a,b,c) to two-axis stationary frame (α,β) is called clarke
or α-β transformation.
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Using a + b + c = 0, the equations can be simplified as follows:

α = a (4)

β =
a+ 2b√

3
(5)

Transforming from the two-axis stationary frame (α,β) to 3-
φ voltages or currents frame (a,b,c) is called inverse clarke
transformation.
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We can simplify matrix equation by using Eq. (4) and Eq. (5)
as follows:

a = α (7)

b = −1
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2
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2
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B. Park & Inverse Park Transformation

Transforming from stationary frame (α,β) to rotating refer-
ence frame (d,q) is called park transformation.

d = αcos(θ) + βsin(θ)

q = −αsin(θ) + βcos(θ)
(10)

Transforming from rotating reference (d,q) frame to station-
ary frame (α,β) is called park transformation.

α = dcos(θ)− qsin(θ)
β = dsin(θ) + qcos(θ)

(11)

C. Encoder Interface

There are four different designs to calculate θ and W
values which are encoder, resolver, hall, and sensorless. The
efficiency of calculation may vary according to motor types
(PMSM, BLDC). While working BLDC motor type, the hall
sensors provide better accuracy. On the other hand, while
working PMSM motor type, the encoder sensors ensure better
performance. In this study, we have chosen encoder structure
to find θ and W values. The encoder structure is the quadrature
encoder also known as incremental rotary encoder.

Fig. 3. Encoder Interface

As shown in Fig. 3, the direction of rotation can be easily
determined. If the signal of B lagging to signal of A that means
the direction of rotation is clockwise, otherwise counter-
clockwise. Based on resolution of the encoder, the θ and the
W can also be established.

D. PI Controller

The PI controller minimizes the error value based on input
feedback and reference values. Feedback input stabilizes the
unstable process due to the proportion process of PI. Since PI
includes integration, PI controller output becomes an integral
part of the given input. Implementation of the PI controller
started with anti-windup integration, also referred to as integral
windup. This feature gives the output accuracy of the PI
Controller.

Pn = Kp.E(n)

In = Ki.Ts.E(n) + In−1

Yn = Pn + In

(12)

Fig. 4. PI Controller

E. Space Vector Modulation

Space Vector Modulation (SVM) is a sinusoidal wave
generation technique that reduces Total Harmonic Distortion
(THD) and can be used to increase the output voltage of the
PWM drive. SVM has eight states that six active states, and
two passive states. All of six states are driven by 3-φ two-level
inverter. Thus, the motor has been driven. SVM is a technique
that generates sine waves and feeds PWM. There’s a lot of
way to implement SVM. The min-max method has been used
to perform SVM. Sampled voltages which has minimum value
is called (Vmin) and has maximum value is called (Vmax). In
order to calculate common voltage (Voffset) value as follows:

Voffset = −
Vmax − Vmin

2
(13)

To skip 0-0-0 and 1-1-1 state because of increasing THD,
the phase voltage value can be subtracted from common
voltage value. By subtracting common voltage value to phase
voltage value, it has achieved that to eliminate the third
harmonic value of phase voltage.

Fig. 5. SVM states

In Fig. 5, every state has max voltage value of V dc/
√
3 where

V dc value is supply voltage value of 3-φ two-level inverter.
The theory behind the SVM is that finding V3H which

is third harmonic voltage and then subtracting V3H from
each phase voltage. The third harmonic voltage is formed as
following:

V3H =
max(Va, Vb, Vc) +min(Va, Vb, Vc)

2
(14)
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The calculated third harmonic voltage is subtracted to each
phase voltage, space vector modulated reference voltages is
found.

SVa
= Va − V3H

SVb
= Vb − V3H

SVc
= Vc − V3H

(15)

III. HARDWARE IMPLEMENTATION & RESULTS

Fig. 6. Hardware Block Diagram of FOC

The Analog-to-Digital Converter (ADC) module has been
prepared according to Xilinx ADC (XADC) wizard. XADC
allows us to 12 bit precision, that’s why we scaled up from
12 bit current values to 18 bit current values in this module.
In order to construct this module, basic multiplier and simple
state machine have been used. It has not been shown in the
waveform for the accuracy of the test.

From the equations about clarke & inverse clarke transfor-
mation, low-level python script has been written first. Then,
the result of the python script has been verified with given
output vectors which are created by MATLAB. After that,
Verilog module has been created. In order to be performed
clarke & inverse clarke module, a simple multiplier, adder,
and subtractor (MAS) module have been used.

In order to build encoder interface, the MATLAB simulation
results have been taken first. Because the number of bits has
been chosen as 18 for current precisions, the θ and the W
precisions have been chosen same as current. The encoders
have different resolution number. That’s why, we have chosen
a specific resolution number. According to resolution number,
we have determined angle and speed factor values. The angle
and speed factor values have been used to assign the θ and the
W values by scaling 18-bit value. During the testbench of the
FOC methodology, the encoder values have been determined,
then they applied to the FOC methodology.

In order to implement park & inverse park transforma-
tion equations, the Coordinate Rotation Digital Computer
(CORDIC) approach has been used. Firstly, the test vectors
have been prepared by using MATLAB. Then, the low-level
python script has been written according to the test vectors.
After, the result of the python script has been verified with
given output vectors. Following that, Verilog module has been
created. While performing CORDIC algorithm, calculations
have been made by applying fixed point theorem. Look Up
Table (LUT)s and MAS module have been used instead of
calculating the sine and cosine angle value for each time.
Therefore, we have not only get rid of from the complexity

of the calculation, but also from the area growth. For im-
plementation of the park transformation, the design has been
completed by taking only the reverse of the input angle (θ).
Besides, the entire system has been scheduled to speed up our
computations. The pipelining and resource sharing have been
realized effectively.

For building PI controller module, the low-level python
script has been prepared. Then, the output vectors which be-
long to PI module have been constructed by using MATLAB.
Following that, the accuracy of the python script has been
confirmed by comparing MATLAB vectors and python results.
According to python results, the generic PI controller module
have been generated and realized as Id PI, Iq PI and Speed
PI. In particular, the parameters of PI controller module should
be initialized before running in motor control applications. For
this reason, the PI controller module has been formed by using
simple state machine. The Ki and Kp values have been chosen
as 0.001525 and 0.097656 respectively.

The construction of SVM module, which is not very difficult
theoretically, has been accomplished by the use of a simple
state machine and MAS module.

For all the modules, the low-level python scripts which
are 258 lines have been transformed to Verilog HDL code
as 3258 lines with comment lines. The entire design have
include MAS modules, CORDIC scheduler module, CORDIC
rotate and CORDIC scale modules, clarke and inverse clarke
modules, PI controller module, PI scheduler module, ADC
module, encoder interface module, and SVM module.

The submodules which are clarke, inverse clarke, park,
inverse park, ADC module, encoder interface module, PI
controller and SVM module were put together to construct
testbench of the FOC methodology. As shown in Fig. 1, speed
PI controller is distinct from the clarke and park modules.
That’s why when the testbench is started, calculations of the
speed PI controller can start. Because the PI controller module
has initialization feature to keep a proper value before it
is enabled, the PI controller output is the same as the PI
controller’s initial value. Keeping the PI controller’s output
value as its proper value avoids jerky design operation.

Fig. 7. Testbench Result of FOC Design

The entire design has 19 multiplication, 13 addition and
subtraction, and 4 division. We have designed these operations
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by using just four MAS module and binary shift logic. We
have scheduled these operations by using resource sharing.
Also, we have pipelined the ADC module, clarke module, and
SVM module to reach higher throughput.

Based on the verification results, the ADC module have 5
cycles latency, the clarke and inverse clarke modules have 4
clock cycles latency, the park and inverse park modules have
23 clock cycles latency, the PI controller module has 11 clock
cycles latency and the SVM module has 3 clock cycles latency.
Encoder interface has 3 clock cycles latency but the delay of
encoder interface is independent of system latency because of
it is not dependent of any module.

The total latency of the FOC design is 84 clock cycles and
the initiation interval of this design is one per 72 clock cycles.
If the hardware clock frequency is 100 Mhz which is 10ns in
terms of 1 clock cycle, the throughput value can be calculated
as 1.39 Mbps. Also, maximum combinational path delay is
2.85ns and this delay is compatible with the design because of
the hardware clock is higher than the maximum combinational
path delay.

The comparison with papers that prefer FOC Methodology
to control the 3-φ motor in their design is shown in Table I.

TABLE I
FOC IMPLEMENTATION COMPARISON

FFs LUTs Sw. Freq. Clk Freq. FPGA
Kung 4174 15322 353 kHz 200 MHz Altera Cyclone IV
Babu 5225 5514 N/A 200 MHz Xilinx Virtex 5
Akin 1316 3172 400 kHz 50 MHz Xilinx Spartan 3
Ours 1014 1245 1190 kHz 100 MHz Xilinx Zynq-7020

In particular Xilinx and Altera different FPGA companies.
Therefore, naming of logic units vary depending on which
company you choose. There is a common index study which
compares all FPGA companies in order to make them speak
the same language in terms of Logic Block (LB)s [10]. Based
on the common index, Altera LBs has been transformed
into Xilinx LUTs as shown in Table I. Kung et al. have
implemented their FOC design on Altera Cyclone IV [3].
Besides, they have implemented their design by using NIOS
II processor. Akin [9] and Babu [5] have designed their FOC
by using XSG. All this design approach may have caused the
switching frequency to decrease. Based on Table I results, it
can be said that the paper’s method is superior to the other
methods in terms of resource usage and maximum switching
frequency.

IV. CONCLUSION

There are many advantages of a high-frequency approach in
three-phase motor drive applications. Higher motor efficiency,
low-cost filter, lower torque ripple, and faster control response
can be among these advantages. In this study, we have offered
a structure that is as fast as possible during consuming the
least power. The paper’s submodules (adc, clarke, inverse
clarke, park, inverse park, encoder interface, PI, SVM), and
testbenches that are used to verify those submodules modules

have been written by using Verilog HDL. Besides, the theo-
retical results of those testbench modules have been written
by using Python. On the other hand, this paper’s work has
been compared to the designs that include FOC Methodology
in literature. The result of the comparison is that hardware
implementation of this thesis work is provided superiority
over other structures that are generated by using High-Level
Synthesis (HLS) tools and HDL in terms of area and maximum
switching frequency.

As for future work, this module will be applied to MATLAB
Co-Sim block. Based on Co-Sim results, it can be applied to
FPGA In the Loop (FIL) and it can be observed in terms of
power and time. After then, it can be applied to real-time 3-φ
motor control systems.
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Abstract—The paper is devoted to the issues of equivalent 
transformation of the FPGA program code in order to protect 
the integrity of this code. The paper considers an approach in 
which a digital watermark is covertly embedding into the 
FPGA program code. This digital watermark contains the 
monitoring data needed to implement the code integrity 
monitoring procedure. As a result, the digital watermark is 
hidden in the program code and forms a single whole with the 
program code. The embedded digital watermark does not 
change the characteristics of the device and does not make 
changes to its operation. Due to this approach, the fact of 
performing integrity monitoring in relation to program code is 
not obvious to an external observer. At the same time, 
monitoring data is also hidden and inaccessible. The paper 
proposes a method that improves integrity monitoring by 
jointly perform two processes: embedding secret additional 
data into the FPGA program code and obfuscating this 
program code. Moreover, both of these processes are proposed 
to be performed using one common system of equivalent 
transformations for the elementary units of the FPGA 
program code. Improved integrity monitoring is seen in the 
fact that the probability of detecting a digital watermark in 
FPGA program code is reduced. The paper describes an 
experiment showing the advantage of the proposed method 
over existing methods. The paper also provides 
recommendations on the possibility of using the method in 
areas that are related to the task of monitoring the integrity for 
FPGA program code. 

Keywords—Integrity Monitoring, Integrity Analysis, Digital 
Watermarks, FPGA-Based Systems, LUT-Oriented Architecture, 
Obfuscation, Program Code of FPGA 

I. INTRODUCTION 

FPGA chips are widely used as an element base for 
computer and control systems. FPGAs are program-
controlled devices, that is, the operation of this type of chips 
is determined using program code.  The operation of such 
microcircuits can be changed at any stage of the life cycle of 
the system by making changes to their program code. 

 The structure of FPGA chips [1, 2] is a matrix of 
elementary programmable calculating and specialized units. 
Each of these units is configured to perform a specific 
function using binary (low-level) program code. The matrix 
units are connected to each other and to the external FPGA 
pins using a programmable switching matrix. The specific 

switching option of this matrix is also configured using low-
level program code. 

Unlike microprocessors and microcontrollers, the 
computing process in FPGA chips is concentrated not in 
special large calculating nodes, but is distributed in the space 
of the matrix of FPGA elementary units [3]. Also, a 
distinctive feature of FPGA is the parallel principle of 
organizing the computing process. These features are 
responsible for several of the FPGA advantages have over 
microprocessors and microcontrollers. The main advantage 
of FPGA is the ability to provide significantly higher 
computing performance than microprocessors [4, 5]. 

The features and advantages of FPGA chips determine 
their applications. Chips of this type are usually used in cases 
where it is necessary to simultaneously fulfill two conditions: 
1) it is required to provide high computing performance 
(which microprocessors cannot provide); 2) it is necessary to 
be able to change the operation of the chip at certain stages 
of its life cycle. Traditional areas of FPGA use are 
telecommunications, military and space applications, 
hardware implementation of cryptographic algorithms, 
implementation of complex industrial process control 
systems [6]. 

Low-level FPGA program code is a complex of binary 
data that determines the operation of a device. In these 
conditions, ensuring the integrity of the program code is one 
of the main components of the security for systems built on 
the basis of these chips. FPGA chips are very often used in 
critical applications. They are often used in control systems 
for high-risk objects [7]. Under these conditions, malicious 
violation of the integrity of the FPGA program code can lead 
to negative consequences [8]. Therefore, the creation of 
efficient methods and tools for ensuring the integrity of 
FPGA program code is an important and relevant task. 

II. LITERATURE REVIEW AND GOAL OF THE PAPER 

There are several ways to ensure the integrity of the 
program code. The main ones [9, 10]: organizational 
restrictions and differentiation of access to the program code; 
physical access restriction; cryptographic protection of 
program code; operational monitoring of integrity [11, 12]. 
Integrity monitoring is the most common among these ways. 
This is due to the ability to flexibly combine integrity 
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monitoring with other methods of counteracting interfering 
with the program code. In addition, unlike other ways, 
integrity monitoring is characterized by full coverage of the 
life cycle of a system built on programmable components. 

Most often, the program code integrity monitoring is 
implemented using the procedure of double calculation of the 
hash sum [13]. When preparing the program code for 
monitoring, a hash sum is calculated for the information 
object of the program code. This calculation is performed 
using a predetermined hash function [14]. This hash sum is 
marked as a reference hash sum to integrity monitoring of this 
information object. The reference hash sum is stored in such a 
way that the monitoring system has access to it at any time. 
At the moment of execution of the integrity check procedure, 
the hash sum the program code information object is 
recalculated. The newly calculated hash sum is compared 
with the reference hash sum. If these sums coincide, the 
program code is recognized as integral. Otherwise, it is 
considered that the integrity of the program code is violated. 
Such programming code cannot be used to configure the 
device.  

In the described integrity monitoring scheme, the main 
problem is the storage of and access to the reference hash 
sum. Several approaches are used to store a reference hash 
sum. One of the most common approaches is storing the 
reference hash sum in memory together with the information 
object of the program code [15]. Disadvantages of this 
approach: access to the reference hash sum is open; this 
creates the possibility of falsifying the hash sum or fitting the 
program code to the correct hash sum; the openness of the 
hash sum reveals the fact that integrity monitoring is 
performed. Also known is the approach within which the 
monitoring data are included in the information object of the 
program code [16]. Analysis of the structure of an 
information object makes it possible to identify the presence 
of monitoring data in it. Because of this, this approach has 
most of the disadvantages of the previous approach. In 
addition, there is an approach that is to store a reference hash 
sum in a remote database [17]. In this case, at the time of the 
integrity check, the reference hash sum is requested from this 
database. The disadvantage of this approach is the 
impossibility of excluding massive information leakage from 
such a database. Encrypting the data in this database does not 
completely eliminate the problem and creates the potential for 
falsification of monitoring [18]. 

There is a very effective approach to storing monitoring 
data as a digital watermark [19-21]. The monitoring data is 
embedded in the program code in the form of a digital 
watermark, without changing the size of the program code 
and the operation of the device. After this embedding, the 
digital watermark forms a single whole with the program 
code. It is not possible to select the location of the watermark 
in the program code. Extraction of monitoring data is possible 
only if there is a special key (steganographic key [22]), which 
shows the localization of the digital watermark. Without the 
presence of a stego key, an external observer cannot make a 
decision on the presence or absence of monitoring data in the 
information object. This leads to the fact that integrity 
monitoring is also hidden from an external observer. 

To ensure the specified properties of a digital watermark, 
it is embedded in the FPGA program code using equivalent 
transformations [23, 24]. Equivalent transformations are 
performed in the space of program code of the FPGA 

elementary calculating units – LUT (Look Up Table) units 
[25]. The LUT is a programmable calculating unit that 
typically has 4 to 8 inputs for different FPGA families. This 
unit performs the calculation of one logical function of the 
input variables. The LUT is configured to calculate a specific 
function using a 2n-bit binary program code, where n is the 
number of inputs of the LUT. 

Equivalent transformations consist of elementary actions, 
each of which is performed for a pair of series-connected 
LUTs. Within each elementary action, the program code of 
the first LUT of the pair is bitwise inverted. This inversion is 
compensated for by bit rearrangement of the second LUT unit 
of the pair. The specific type of compensating rearrangement 
depends on which input of the second LUT unit is connected 
to the first LUT unit of the pair. When the weight of the input 
is k, the rearrangement consists in the exchange of places for 
groups of sequentially located 2k-1 bits of the program code. 
In Fig. 1 shows two pairs of LUTs having equivalent program 
codes. The left pair of units has codes code1 and code2, 
respectively. In the right pair of units: unit LUT1 has code 
I(code1) – bitwise inversion of code1; unit LUT2 has code  
P(v, code2) – compensating rearrangement of the bits of the 
binary program code code2, the specific form of which 
depends on the weight v of the input of the LUT2 unit, which 
is connected to the output of the LUT1 unit. 

 
Fig. 1. Inversion and compensating rearrangement in the equivalent 
transformation for program code of LUT unit pair 

As a result of the elementary action of the equivalent 
transformation, one bit of the digital watermark is embedded 
in the program code of the first LUT of the pair. In existing 
works, the only application for equivalent transformations of 
this kind in the task of ensuring integrity monitoring is 
proposed - embedding a digital watermark. However, these 
equivalent transformations have the potential to perform 
additional actions related to code integrity monitoring. We 
consider that such an additional action can be obfuscation of 
the FPGA program code, performed after the embedding of a 
digital watermark into it. The purpose of such obfuscation is 
to complicate steganalysis [26, 27] the information object of 
the program code, which is performed to detect a digital 
watermark in it. 

Based on this, the goal of this paper is to make it difficult 
to detect the digital watermark embedded in the FPGA 
program code by applying the same equivalent 
transformations that are used in the embedding process.   

III. PROPOSED METHOD FOR JOINT EMBEDDING OF DIGITAL 

WATERMARK AND OBFUSCATION OF FPGA PROGRAM CODE   

We propose a method that allows to perform two joint 
actions with the FPGA program code: 1) embed a digital 
watermark (which contains the data necessary for monitoring 
the integrity of the program code) into the program code; 2) 
reversibly obfuscate the resulting program code in order to 
complicate the steganalysis of this code. These actions are 
proposed to be implemented using a unified system of 
equivalent transformations, which in existing works is used 
only for embedding. 
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To describe the proposed method, we use the model of 
equivalent transformations (Fig. 2) of the FPGA LUT units 
program code. The model demonstrates the typical options 
for the links between LUT units in the process of equivalent 
transformations and the interaction between the program 
codes of these units. 
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Fig. 2. Модель эквивалентных преобразований программных кодов 
блоков LUT в процессе внедрения и обфускации 

The basic theoretical principles of the proposed method 
are as follows. 

The first principle of the method: the proposed method 
uses known equivalent transformations [23, 24]. In addition, 
the method, as well as the well-known embedding methods 
[28-30], requires the selection of a set of pairs Pi = <LUTi1, 
LUTi2> of series-connected units from the set of LUT units. 

The second principle of the method: the target place for 
embedding the digital watermark bit is LUTi1 – the first of 
the LUTs in pair of series-connected units. 

The third principle of the method: the embedding of a 
digital watermark bit into the LUTi1 unit leads to an 
irreversible equivalent transformation of the Pi pair program 
code. Irreversibility is due to the fact that the procedure for 
performing the equivalent transformation of the unit program 
code depends on the ratio of the embedding bit and the target 
bit of the program code. 

The fourth principle of the method: obfuscation of the 
program code of a pair Pi is carried out by a reversible 
equivalent transformation: 1) inversion for program code of 
one or more LUTs in the first level, the outputs of which are 
connected to the input of the LUT in the second level 
(Fig. 3); 2) compensating rearrangement for the bits of the 
LUT unit of the second level. Repeated this action leads to 
roll back the state of the unit program code. Due to this, the 
specified transformation is reversible. 

The fifth principle of the method: the stego-key 
containing the embedding parameters and required to 
perform extraction has two types of parameters: parameters 
defining embedding and parameters defining obfuscation. 

The sixth principle of the method: the parameters for the 
equivalent transformation of obfuscation are: 1) the set of the 
second LUTs LUTi2 in pairs Pi, for which the obfuscation 
was performed; This set is specified using a formal rule that 
generates the LUTi2 unit numbers. 2) the weights of the 
inputs of LUTi2 units from this set, which determine the type 
of bit rearrangement for the LUTi2 units. These weights can 
be determined in a fixed, pseudo-random, iterative or 
template way. 

The seventh principle of the method: obfuscation of the 
program code is performed after embedding the bits of the 
monitoring digital watermark into this program code. To 
extract a digital watermark, first deobfuscation is performed, 
and then extraction is performed using known methods. 

The proposed method is a sequence of stages, the 
implementation of which leads to the embedding of a digital 
watermark into the program code, as well as to obfuscation 
of this program code. 

Stage 1. A stego key is formed, consisting of two 
components: 

SKey = <KEmb, Kobf > 

where KEmb is the data required for direct embedding and 
extraction of the digital watermark; Kobf – data required to 
perform obfuscation during the embedding stage and 
deobfuscation during the digital watermark extraction stage. 

Stage 2. Embedding of a digital watermark into the 
FPGA program code is performed using one of the well-
known embedding methods [28-30]. 

Stage 3. The value of the Kobf component of the stego key 
is specified: 

Kobf = <LUTRule, InputsRule> 

where LUTRule is a formal rule that allows to create a list of 
LUTListobf = <l1, l2, …, ln> LUT units, to the program code 
of which obfuscation is applied. It is further considered that 
the LUTListobf list components are the second LUTi2 units in 
the selected pairs of series-connected units (Fig. 2); 
InputsRule is a formal rule that allows to form a list    
WListobf = <Wl1, Wl2, … , Wln>, whose components 
Wli = <wLUTi1, … , wLUTik> specify the set of weights for 
the inputs of the li∈LUTListobf units that are connected to the 
outputs of the invertible LUTi1 units of the pairs Pi. 

The LUTRule specifies the order in which LUTs are 
listed to obtain a set of LUTListobf. This rule can be specified 
in a fixed, pseudo-random iterative, or template way. The 
InputsRule specifies the weights for the inputs of the LUTs 
that participate in inversion compensation. This rule can also 
be described in a fixed, pseudo-random iterative, or template 
way. 

Stage 4. For each l1∈LUTListobf unit, based on the 
corresponding Wli∈WListobf component, a list of 
InvListi = <invLUT1i, …, invLUTsi >of LUT units is formed 
(the program code of these units must be inverted during 
obfuscation). 
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Stage 5. Obfuscation of the program code is performed. 
For this, the following actions are performed for each of the 
LUT units l1∈LUTListobf : a) the program code of each of the 
units invLUTqi∈InvListi is bitwise inverted; b) the bits of the 
program code of each unit l1∈LUTListobf are rearrangement 
in accordance with the rearrangement rules defined for the 
set of weights WListobf. 

At the stage of digital watermark extraction, the stego 
key is considered known to the extraction party. In the case 
of using the proposed embedding method, the process of 
extracting a digital watermark from the FPGA program code 
consists of the following stages. 

Stage 1. It is similar to stage 4 of the embedding process 
and consists in obtaining lists of LUTs, the program code of 
which was inverted during the obfuscation stage. 

Stage 2. Deobfuscation of the program code is 
performed. To do this, stage 5 of the digital watermark 
embedding process is repeated. Repeated obfuscation due to 
reversibility of transformations rolls back the program code 
to the state that the code had before obfuscation. 

Stage 3. The digital watermark is extracted using the 
opposite method to that used in stage 2 of the embedding 
process. 

IV. EXPERIMENTAL ASSESSMENT OF THE PROPOSED METHOD 

The practical effect of using the proposed method is as 
follows. Embedding a digital watermark in the program code 
and obfuscation of this program code are performed using 
the same equivalent transformations. As a result of 
obfuscation, a massive change in the location of the bits of 
the program code of the LUT units is performed. This 
complicates steganalysis, the task of which is to decide on 
the presence or absence of additional hidden data in the 
program code. Also, due to the application of the proposed 
method, there is an additional obstacle to extracting the 
embedded digital watermark without knowing the stego key. 
This obstacle consists in the need to deobfuscate the program 
code before extracting a digital watermark from it. 

An experiment was carried out to compare the proposed 
method with the existing approach. For this, software was 
developed that implements the method. The experiment 
involved eight FPGA projects of various sizes and design 
mission. Project synthesis was performed using CAD Intel 
Quartus [31]. FPGA Intel Cyclone IV [32, 33] were used as 
target chips. 

During the experiment, in each of the experimental 
FPGA projects, a digital watermark was embedded using the 
existing, as well as the proposed method. Further, the 
program code of each of the projects was subjected to 
steganalysis. For this, several available software products 
were used [34-37]. It should be noted that digital 
watermarking and steganography technology for FPGA 
containers is now in its early stages of development. This 
technology has received significant development for 
multimedia containers (digital images, video, digital sound). 
For this reason, only software tools for steganalysis of 
multimedia containers are currently available. During the 
experiment, tools of this kind were adapted and used for the 
task of analyzing FPGA containers. 

As a result of using software for steganalysis, estimates 
for the probability of the presence of embedded secret data in 
the program code were obtained. These estimates are shown 

in averaged form in Fig. 3. The diagram for each FPGA 
project shows an estimate of the probability (P) of presence 
embedded data without obfuscation and with obfuscation. 

 
Fig. 3. Experiment results 

For all eight projects, obfuscation of program code has 
reduced the estimate for the probability of presence 
embedded data. On average, this decrease was 10.32%. The 
resulting decrease in the probability P allows stating the 
effectiveness of the proposed method in terms of making a 
decision on the presence or absence of hidden data in the 
FPGA program code. The presence an additional 
deobfuscation stage characterizes an increase in the 
complexity of extracting a digital watermark without 
knowing the stego key. 

V. CONCLUSIONS AND DIRECTIONS OF THE FURTHER 
RESEARCH 

The paper proposes a method that allows to combine the 
embedding of a digital watermark into the FPGA program 
code and the obfuscation process of this program code. An 
embedded digital watermark is used to store data required to 
monitoring the integrity of the program code. This approach 
makes the monitoring data hidden and does not reveal the 
fact of performing integrity monitoring in relation to the 
program code. The obfuscation of the program code (which 
is part of the method) complicates steganalysis and making a 
decision about the presence or absence of additional 
embedded data in the program code. Also, obfuscation 
further complicates the extraction of a digital watermark 
from the program code without knowing the stego key. 

An experimental study of the proposed method has 
shown its effectiveness in comparison with the known 
approaches. The effectiveness of the proposed method is 
expressed in a decrease in the estimate (made using 
steganalysis) for the probability of the presence additional 
embedded data in the program code. The experiment showed 
a 10.32% decrease in this probability in comparison with the 
known approaches. 

The areas of application of the proposed method are not 
limited to obfuscation performed after the embedding of a 
digital watermark. The method can also be used to reversibly 
hide the initial program code of an FPGA project. Also, the 
method can be applied for multi-level embedding of a digital 
watermark. At the same time, at some levels, embedding can 
be carried out together with obfuscation or replaced by 
obfuscation. 

The experiment performed in this work was based on the 
use of software designed for classical steganalysis. This 
stegoanalysis is more designed to detect additional data in 
multimedia containers. Therefore, one of the important 
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directions for further research of the proposed method is its 
experimental evaluation using steganalysis software, which 
would be adapted for FPGA stego containers.  
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Abstract—Human eye tracking devices can help to investigate 

principles of processing visual information by humans. The 
attention focus movement during the gaze can be used for 
behavioural analysis of humans. In this work we describe our 
experimental system that we designed for synchronous recording 
of electroencephalographic signals, events of external tests and 
gaze direction. As external tests we used virtual cognitive tests. We 
investigated the possibility to exploit electroencephalographic 
signals for eye motion tracking. Our experimental system is a first 
step for the designing an automatic eye tracking system and can 
additionally be used as a laboratory equipment for teaching 
students. 

Keywords—eye tracking, electroencephalographic (EEG) 
signals, exploratory factor analysis, visual behavioural analysis 

I. INTRODUCTION 
Eye tracking and devices to detect the human's gaze 

direction are used to study points of selective concentration i.e. 
spatial and temporal focus of human attention, and for complex 
investigations of human behaviour [1], [2]. Some of these 
sophisticated studies relate to the particularities of the human 
gaze and visual behaviours [3]. Most eye tracking devices are 
used to study the visual system, in training systems, in 
psychology, cognitive linguistics, for evaluation of information 
perception or reading speed, etc. [4]-[6]. Human eye tracking 
technologies are now being combined with statistical methods 
of data processing and machine learning [7], [21] allowing to 
create: 

 advanced driving assistance systems and humanoid 
visual perception in robotics [8], [9]; 

 systems for education and learning based on the 
individual characteristics of students [2], [10], [14]. 

Additionally, eye tracking techniques are used in medicine 
as communication tools for patients with specific 
medical/physiological conditions such as Rett syndrome or 
amyotrophic lateral sclerosis [11], [12]. 

A large number of eye tracking systems based on eye motion 
measurements are available. Some eye-trackers use measured 
mechanical motion of the eye markers (i.e. the eye markers 
offsets) for determining the gaze direction [13]. Other systems 
use optical tracking of cornea movement for that [2], [11], [12], 
[14]-[17]. Optical eye-tracking systems are used different 
tracking algorithms [18]-[20]. They can be combined with tools 
for analysis and classification of medical diagnostic data [21], 
[22]. Eye-tracking systems based on an analysis of electro 

myopotential distribution recorded as electrooculograms are 
discussed in [23]. 

In this research we: 

 demonstrate the relationship between gaze point 
direction and characteristics of electroencephalographic 
(EEG) signals by factor analysis of the EEG data; 

 investigate the possibility to use only EEG signals for 
eye tracking and evaluate it using an optical eye tracking 
system. 

For demonstrating the applicability of EEG signals for 
determining the gaze point direction we: 

 developed a special experimental system that allows to 
measure EEG signals in parallel to optical eye tracking 
as well as behaviour tracking using a virtual cognitive 
test [24]; 

 synchronized the measured data and cognitive test events 
applying our synchronization system based on sound 
events [25]; 

 improved and extended a previously developed method 
[25] for merging data from various sources to study 
human behavioural reactions. 

The experimental system that we designed can not only be 
used with the virtual water maze test that we selected as a 
representative example for our investigations, but with many 
other cognitive tests [24]. We expect that our system can be 
extended and improved in the future so that it can be used for 
investigating the exchange of information between: 

 human(s) and technical system(s); 

 human(s) and training/teaching system(s); 

 human(s) and system(s) for visual behavioural analysis. 

The rest of the paper is structured as follows. In section II we 
describe the experimental system that we developed. In section 
III we discuss the applicability of EEG data for determining the 
gaze point i.e. we analyze EEG data and demonstrate a relation 
between gaze point direction and characteristics of EEG signals. 
We evaluate the results of the proposed approach using a blind 
testing i.e. in our experiments the experimenter does not have 
any knowledge about the gaze direction of the test person. The 
experimenter determines the gaze direction using the proposed 
approach and compares it with the original gaze direction known 
by the test person. The paper finishes with short conclusions. 
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II. DEVELOPED EXPERIMENTAL SYSTEM 
Fig. 1 shows our experimental system schematically. 

 
Fig. 1. Schematic representation of the developed experimental system. 

In our experimental system we used two computers: PC1 and 
PC2. The data synchronisation between the computers is 
maintained by local-area network (LAN). PC1 receives data 
from the Neurocom EEG system and images from Contactless 
Optical Eyes Tracking (COET) developed by us. PC2 is used for 
running of the cognitive test – the virtual Morris maze test 
software [26], i.e. external events are generated in the maze test 
software. The external events are accompanied by specific 
sounds as we had no access to the Maze source code to register 
the events natively. The Maze test software uses files in a 
conventional sound format for playback, so we injected short 
sine wave sound at the beginning of each sound file. We used 
different frequencies for different events. The server-side of our 
custom-built sound decoding software, which also runs at the 
PC2, is able to easily capture sound from the Windows sound 
mixer during the walk through the Maze test, decode it in real 
time, and transmit corresponding events via LAN to the PC1. 
Computers are directly connected to each other, in order to 
minimize network latency. The overall delay between events 
and corresponding EEG signals is around 6 ms.  

PC1 runs the Neurocom software to store EEG signals to the 
database. The client-part of our software receives events from 
the PC2 and writes them to the same database obeying the 
transmission delay.  

For the eye tracking we used the third-party software 
solution ‘EYE Writer’ [12]. We calibrated this software to be 
able to use it with our particular camera. We tested this solution 
to verify the accuracy for the gaze detection. A high level of 
synchronization is achievable due to two additional 
electrocardiographic channels of the Neurocom system: we used 
one of them to write the event data, and the second one to store 

the gaze direction as a combination of two pulses of sine signals 
with different frequencies and durations.  

Generally, the synchronization of the time and spatial 
information about the external events with other measured data 
is very important and a non-trivial data fusion task. The 
described data fusion technique allows to synchronously store 
not only events and gaze direction data with EEG data in one 
database, but also events from additional sources and other 
signals, as we did for the maze test software. The obtained data 
of the human behaviour should be suitable for measurement and 
further simultaneous analysis.  

In general, our system operates as follows: the test person 
with a 19-chanel headset connected to the Neurocom EEG 
system also wears our COET device and looks at the computer 
screen with the Morris maze test and control the test. EEG 
signals with the events of the test and the gaze direction are 
synchronously recorded and stored to the database for the further 
analysis. Fig. 2 shows a test person wearing our experimental 
system. 

 
Fig. 2. Our experimental system on a test person. 

Due to the inconvenience in simultaneously wearing the 
EEG headset and an eye-tracking device, determining the gaze 
direction using only EEG signals is by far more practicable, i.e. 
our approach can significantly decrease the complexity of 
evaluating and interpreting cognitive tests. This is the reason 
why we investigate the possibility to use only the EEG signals 
for determining the gaze point direction. In the rest of this 
section we explain some technical details of the EEG system 
used and the COET device developed. 

A. The COET device 
The COET device uses Contactless Optical Eye Tracking 

principles [12], [16]. The device is capable to detect the direction 
of eye movements and to track it. We used common low-cost 
components – plastic glasses, LEDs, metal frames etc., and a 
high-frequency commercial camera for designing the COET 
device. 
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The camera used is a USB PlayStation EYE camera with 
reasonable price, a sampling rate of 120 frames per second, and 
an eyeglass holder. This camera, like most portable colour USB 
cameras, has an infrared (IR) filter blocking infrared radiation 
needed for correct colour representation during photography. 
We replaced this filter by one fully rejecting visible light but 
transparent for IR spectrum in order to reduce the unwanted 
glare from the cornea during the detection of the eye movement. 

Additionally we constructed the InfraRed Illumination Unit 
(IRIU) that includes 8 LEDs. The uniformity of the lighting 
influences the gaze point determination. We selected the number 
and location of LEDs due to their polar radiation pattern thus the 
IRIU uniformly illuminates the area around the eye cornea. The 
modified camera and the IRIU were mounted on the eyeglasses 
using metal frames. We performed some adjustments of the 
IRIU and camera positions to achieve the best illumination and 
visibility of the cornea. 

B. EEG system 
The EEG headset used in our experiments is a 19-channels 

electroencephalographic system Neurocom. This system is a 
very powerful Windows PC electroencephalographic system, 
designed for a wide range of neurological studies (EEG 
recording, visual and auditory evoked potentials, video EEG, 
neurofeedback etc.) [27]. The Neurocom System operates with 
EEG signals in the range from 1 µV to 12 mV. It has a sampling 
frequency of 500 Hz and an effective noise value of 0.5 µV in 
the frequency band from 0.15 Hz to 100 Hz that covers most of 
the EEG oscillation bands.  

The system acquires a 24 bit digital signal per channel and 
stores 21 data components (19 EEG channels and two additional 
electrocardiographic (ECG) channels) in the local computer 
database. The EEG system communicates with a personal 
computer via USB. The system is capable to perform 
simultaneous common-mode noise reduction to over 120 dB for 
all 21 components of an analogue signal. 

III. FIRST EXPERIMENTS CONFIRMING THE CONCEPT 

A. EEG Dataset preparation 
EEG signals do not contain the direct information about the 

gaze direction. This information is “hidden” in the EEG signals. 
The shape of the measured EEG traces depends not only on the 
brain activity of the test person. The muscular activity of the test 
person can influence the shape significantly. This influence – 
artefacts – is a kind of noise and needs to be filtered or at least 
reduced before any analysis i.e. the measured EEG traces have 
to be prepared for the analysis. This is necessary to notice the 
neural processes information we need for our application. 

During our experiments the test person sat and did not make 
any sudden movements. The main artefacts of muscular activity 
are caused by eyes blinking. Artefacts caused by unstable 
contacts of the EEG headset electrodes can be detected using the 
methods described in [28]. We removed the muscular activity 
artefacts applying the Independent Components Analysis (ICA). 
The ICA decomposition was performed using the approach 
introduced in [21] implemented in EEGLab v.15 software [29]. 
According to this approach the EEG data matrix X is presented 
as product of two matrices A and s. Matrix A contains new 

components that are statistically independent and orthogonal. 
Matrix s is a mixing matrix that contains contributions of EEG 
channels into matrix A. Eyes blinking and other miogram 
artefacts correspond to few independent components with large 
amplitude, low frequencies and large contributions from 
electrodes close to eyes end neck. These components are 
removed from matrix A and then EEG signals are reconstructed. 
Fig. 3 shows a part of the measured EEG traces with artefacts. 
Fig. 4 shows the same part of the EEG traces after being 
processed using ICA i.e. muscular activity artefacts were 
successfully removed. The EEG electrodes were located on the 
scalp of the test person corresponding to the international 10-20 
System of Electrode Placement. All EEG channels are listed on 
the right side in Fig. 3 and Fig. 4. 

 
Fig. 3. Muscular activity artefacts in the measured EEG signal traces. 

 

Fig. 4. Result of pre-processing the traces using PCA: muscular activity 
artefacts are successfully removed. 

B. Electroencephalograms Factor Analysis 
Our analysis of visual activity of a test person exploits the 

assumption that the EEG signals recorded synchronously with 
the gaze point should have common features. The models that 
connect EEG signals' features with gaze direction are unknown. 
In this work we approximated this relation using a linear model. 
EEG signals were processed by exploratory factor analysis to 
determine common components [30]. 

artefacts 
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Factor analysis was performed for electroencephalograms 
corresponding to different positions of the gaze point on the 
screen. Our first step was measuring EEGs for training. For this 
purpose we used a specifically prepared image (Fig. 5), divided 
onto four equal quadrants. We recorded EEG data from three 
male test persons (subjects) about 20 years old. Each subject was 
asked to look at the center of each quadrant during a certain time 
(dots represents the point of gaze). 

 
Fig. 5. Training image: test person looked at a centre of each quadrant in a 
predefined sequence. 

We differentiate four diagonal gaze point directions (further 
also coordinates) only: top left, bottom left, top right and bottom 
right. Gaze point coordinates were determined using the COET 
device and the EYE Writer software. For each diagonal gaze 
point direction we measured 19 channel EEG signals during 
about 1 minute. We represented the 19 parallel measured signals 
as one signal i.e. we placed the signals from each channel 
serially after each other. Thus, we obtained four 19 minutes long 
traces. Each trace, i.e. the set of the feature vectors, corresponds 
to one gaze point direction. These sets of feature vectors for 3 
test persons were analysed with IBM SPSS Statistics v.22 [31]. 
We applied Principal components analysis approach and Kaiser 
criterion. Fig. 6 shows the components’ eigenvalues calculated 
for each test person. 

 
Fig. 6. Latent components eigenvalues for three test persons. 

There are only two factors with eigenvalues higher than 1 
(see Fig. 6). Thus, we concentrated on these two components 
only. The averaged scores of these components for different 
gaze point directions are shown in Fig. 7. 

The data in Fig. 7 confirm our assumption that spatial and 
temporal dependences of EEG signals are associated with 

subjects’ actions and different spots of human attention. The 
directions of gaze points are well defined by main components’ 
eigenvalues. We used this fact for determining the “unknown” 
gaze point direction. 

 
Fig. 7. Averaged scores of two main components for 4 gaze point directions. 

C. Blind test experiments 
To confirm the possibility to determine the gaze point 

direction by EEG data only we performed two experiments. 
Only one test person – Subject 3 – participated in these 
experiments. EEG signals were measured during 1 minute for 
each of two gaze point directions that were chosen by the test 
person himself. The first gaze direction was chosen to be 
identical to one of the indicated training directions (experiment 
1). The second gaze direction was chosen different from the 
indicated training directions (experiment 2). It was expected, 
that values of components scores will be similar to the training 
data in case of identical gaze directions. The values of 
component scores obtained for the both experiments are shown 
in Table I. 

TABLE I.  COMPONENT SCORES CALCULATED FOR THE BLIND TEST 
EXPERIMENTS 

Experiment 
Component scores 

for component 1 for component 2 

1 0.014 0.682 

2 0.475 –0.42 

In experiment 1 the values of component scores are close to 
the component scores for the gaze point direction “bottom 
right”. The test person as well as the eye tracking software 
confirmed the correctness of the obtained result. 

The values of component scores calculated for the 
experiment 2 differ significantly from the data obtained for all 4 
training gaze directions. Corresponding to information from the 
test person the chosen gaze point direction was “bottom” i.e. 
didn't coincide with any of training directions. 

IV. CONCLUSION 
Analysis of human behaviour using virtual cognitive tests is 

a basis for training and teaching systems. Determining the gaze 
point direction is a part of such systems. Synchronizing the 
events of the cognitive tests, gaze point direction of a test person 
and his/her reaction is a non-trivial task. In this work we 
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presented an experimental system that we developed for human 
behaviour analysis. Our experimental system allows to measure 
EEG signals in parallel to optical eye tracking as well as 
behaviour tracking. 

While designing our experimental system we assumed that 
EEG signals can contain information about the gaze point 
direction. Determining the gaze direction using EEG signals 
only is by far more practicable: the complexity of interpreting 
cognitive tests can be significantly decreased using EEG signals 
i.e. without any eye tracking device and software for its 
synchronization with the EEG signals. We performed here only 
first experiments for confirming our assumption i.e. we 
demonstrated the relationship between gaze point direction and 
characteristics of electroencephalographic signals using factor 
analysis of the EEG data.  

Accuracy and precision of determining the gaze point 
direction are important parameters. We will improve the 
experiments described here in our future work: the duration of a 
look at each gaze point for each test person has to be decreased 
whereas the number of gaze points for each test person as well 
as the number of test persons have to be increased significantly. 
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Abstract—Physically accessible devices such as sensor nodes in 
Wireless Sensor Networks or “smart” devices in the Internet of 
Things have to be resistant to a broad spectrum of physical 
attacks, for example to Side Channel Analysis and to Fault 
Injection attacks. In this work we concentrate on the vulnerability 
of ASICs to precise optical Fault Injection attacks. Here we 
propose to use metal fillers as potential low-cost countermeasure 
that may be effective against a broad spectrum of physical attacks. 
In our future work we plan to evaluate different methods of metal 
fillers placement, to select an effective one and to integrate it as 
additional design rules into automated design flows. 

Keywords— optical Fault Injection attack; laser; reliability; 
security, countermeasure. 

I. MOTIVATION 

Wireless sensor networks (WSN) are more and more used in 
automation systems and in the area of critical infrastructure 
protection. One of the requirements for such devices is to keep 
the processed and transmitted data confidential and to ensure 
their integrity.  This can be achieved by applying cryptographic 
algorithms.  

The cryptographic strengths of a cipher algorithm depends 
according to the definition of Kerckhoff only on the used 
cryptographic key that is kept secret [1]. This means a potential 
attacker may know the algorithm itself, the plain text, the 
encrypted text and even the length of the key. In such a situation 
the attacker can test different numbers in order to reveal the key. 
The cryptographic keys have to be sufficiently long so that the 
time for brute forcing is sufficiently long. The situation changes 
dramatically if the attacker knows not only the input and output 
values but also intermediate values or physical parameters such 
as energy consumption and its distribution during the execution 
of the operation. Temperature, electromagnetic emission and 
other physically measureable parameters are a kind of “side 
effects”. If the device is physically accessible the attacker can 
reveal the private/secret key analyzing side effects measured. 
These attacks are side channel analysis (SCA) attacks.  

Another kind of powerful attacks are fault injection (FI) 
attacks. In these attacks faults are induced into an ASIC, e.g. in 
order to get access to internal data. FI attacks can be performed 
by various sources of faults: voltage, temperature, 
electromagnetic radiation, etc. The purpose of FI attacks is to 

inject a fault that switches the device into an erroneous operation 
mode. Exploitation of such an erroneous operation mode and 
monitoring its output may leak the secure data. In this work we 
discuss FI attacks performed with a laser, i.e. we concentrated 
on localized optical FI attacks. Optical FI attacks are feasible 
due to the internal photoelectric effect. This effect is based on 
interaction of silicon with laser light. Details about the internal 
photoelectric effect can be found in [2], [3]. 

Design and implementation of crypto hardware that is 
resilient against fault attacks is an extremely sophisticated task. 
At least, currently, there are no guidelines how to do it. The core 
idea discussed in this paper is to use metal fillers to prevent 
manipulation of devices by laser-based FI attacks. 

The paper is structured as follows. Section II briefly 
describes the IHP technologies. Section III describes the optical 
FI setup used to perform the attacks described here. Section IV 
present a short description of the attacked chips and the obtained 
results. Section V discusses metal fillers as low cost 
countermeasure against physical attacks and compares it with 
existing radiation hardening techniques. Section VI concludes 
this work. 

II. THE IHP CMOS TECHNOLOGIES 

In order to prepare precise laser FI attacks knowledge about 
the internal structure of the chip is necessary. We use the IHP 
CMOS technology [4] as an example for our experiments. The 
IHP 8 inch wafer fab for research and production can 
manufacture chips in a 250 nm and in a 130 nm technology. In 
this section we give some details about these technologies. The 
knowledge of these details can be used not only by attackers for 
attack preparation but also by designers as effective 
countermeasures. 

The thickness of the substrate of the 8 inch wafers is about 
0.7 mm. It is usually thinned to a thickness of about 0.2-0.3 mm 
chips before they are used in devices. Fig. 1 shows a cross-
section of a chip in the IHP 250 nm CMOS technology 
schematically, i.e. wires in different metal layers and their 
interconnectors are zoomed in to illustrate the physical size of 
the chip structure.  

Chips produced in the IHP 250 nm technology consist of 5 
metal layers: 3 thin and 2 thick metal layers. The interconnectors 
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between metal layers are called vias. The bottom metal layer – 
metal layer 1 – is usually reserved for connecting transistors to 
power supply. In other metal layers the connection between 
gates is realized. The wires within a metal layer are (usually) 
parallel to each other while wires in neighboring layers are 
orthogonal to each other. 

 

Chips produced in the IHP 130 nm technology consist of 7 
metal layers: 5 thin and 2 thick metal layers. Due to technology 
requirements both IHP technologies, i.e. the 250 nm and the 
130 nm technology have metal fillers. 

Metal fillers are small metal structures – rectangles – placed 
in different metal layers. Metal fillers are applied as standard 
means to increase the mechanical stiffness of wafers during 
manufacturing process. If the global metal density of the metal 
layer does not meet the technology requirements it is filled with 
metal fillers. They are placed between the wires in each metal 
layer if required. The placement of the metal fillers is a 
mandatory step of the layout process that is performed 
automatically. 

III. SETUP FOR OPTICAL FI ATTACKS AT IHP 

To perform laser based FI attacks we used a setup available 
at the IHP, see Fig. 2. It contains: a 1st generation Riscure Diode 
Laser Station (DLS) [5] placed in a safety box, a stable power 
supply, an oscilloscope and a PC with dedicated FI software.  

The DLS consists of: a laser source, a spot size reducer, a 
microscope camera, a source of light for target illumination, a 
DLS body, an optical system and a high-precision X-Y 
positioning stage [6]. The DLS is equipped with two multi-mode 
laser sources. In 1st generation of the Riscure DLS only one laser 
source can be used simultaneously. According to [5] this DLS 
has following specifications: 

• multi-mode laser sources: 

o red (808 nm), maximum power is 14 W; 

o infrared (1064 nm), maximum power is 20 W; 

o pulse duration in a range of 20 ns – 100 μs; 

o elliptical spot sizes of 60×14 μm2, 15×3.5 μm2, 
6×1.5 μm2 or 3×0.8 μm2; 

 

o filter: 0.1 %, 1 %, 10 %; 

• single-mode laser source [7]: 

o red (808 nm), maximum power is 0.848 W; 

o pulse duration in a range of 2 ns –  Continuous 
Wave (CW); 

o circular spot sizes of 15 μm2, 4 μm2, 1.5 μm2 or 
1 μm2; 

• magnification objectives: 5×, 20×, 50×, 100×; 

• X-Y table with 3 μm accuracy and 0.05 μm [5] step size. 

We applied the red multi-mode laser source in all our 
experiments described here. Thus all attacks have been 
performed through the front-side of the tested chips. Additional 
details about the optical FI setup can be found in [3]. 

IV. EFFECTIVENESS OF PERFORMED FI ATTACKS 

A. Attacks against the IHP CMOS 250 nm technology 

Our first device under attack (DUA) is IHP’s “Libval025” 
chip manufactured in the IHP 250 nm technology with 5 metal 
layers. Originally, the chip was designed to measure signal 
propagation delays through different types of gates: invertors 
(INV), NAND gates, NOR gates and flip-flops (FF). Each 
libval-structure consists of 16 small independent circuits. Each 
circuit is a sequence of a single type of gates, e.g. a sequence of 
AND gates, or invertors only. 

The structural scheme of Libval025 is shown in Fig. 3. 

 

 

 

Fig. 1. Schematical cross-section of a chip on the example of the 
IHP 250 nm CMOS technology. 

 

Fig. 2. Optical fault injection setup available at the IHP. 

 

Fig. 3. Structural scheme of Libval025. 
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Fig. 4 shows Libval025 chips bonded on a PCB.  

 

We attacked all 3 Libval025 chips in our experiments. 

The Libval025 chips described here were designed and 
produced about 20 years ago. We selected this chip for the 
experiments due to the fact that it was produced without metal 
fillers yet. Since Libval025 has no metal fillers the internal 
structure of the chip is clearly visible, e.g. through a microscope 
camera. Fig. 5 shows the surface of a Libval025 chip without 
metal fillers captured using microscope camera with 100× 
magnification objective.  

 

In the Libval025 chips, single gates can be easily localized 
by optical inspection using a microscope camera or even a 
conventional microscope. Hence, optical FI attacks can be 
performed fast and effectively. Due to the parameters of our 
laser equipment and the size of the attacked gates, a single gate 
can be selected and attacked, i.e. we performed a localized FI 
attack. The single selected gate can be, e.g. a flip-flop of a 
register that can contain the secret/private key. 

Results of front-side FI attacks on the Libval025 chips show 
that faults can be injected successfully in all 4 types of gates, i.e. 
FF, NAND, INV and NOR. The faults are repeatable for all 3 
tested chips with a slight deviation of the applied laser beam 
parameters, i.e. intensity and/or pulse duration. Both transient 
and permanent faults were successfully injected. The latter was 
achieved by a significant increase of the laser beam power that 
subsequently led to the damage of the internal structure. A 
detailed description of the experiments done with the Libval025 
chips can be found in [2]. A short summary of the attack results 
is given in TABLE I, see section IV-D. 

B. Attacks against  the IHP CMOS 130 nm technology 

Next we attacked the Libval chip manufactured in the IHP 
130 nm technology. We denote this chip as “Libval013” in the 
rest of this paper. The structure of Libval013 is the same as for 
Libval025, i.e. the chip contains 4 types of gates: INV, NOR, 
NAND and FF. Opposite to Libval025 the attacked Libval013 
has metal fillers. They are placed in different metal layers. Due 
to the metal fillers the internal structure of Libval013 is not 
visible with a microscope camera. Fig. 6 shows the surface of 
Libval013 captured by microscope camera using a 5× 
magnification objective and a part of Libval013 surface zoomed 
in using a 100× magnification objective.  

 

The metal fillers in Libval013 have different sizes in 
different metal layers and can be placed on top of each other. 
The metal fillers in the Top Metal 2 are the biggest but the 
distance between the fillers – the “gap” – in this layer is also the 
biggest one (see Fig. 6–(b)). Thus we expected that in our 
experiments more successful FI will be observed when attacking 
the gates “placed” under the “big gaps” of large metal fillers.  

The results of the front-side optical FI attacks on Libval013 
confirmed our assumption. It was possible to inject faults in all 
type of gates. However the area of the chip that is sensitive to 
laser irradiation is reduced compared to Libval25. The state of 
the gates covered with metal fillers was not influenced in our 
laser experiments. Transient faults were successfully injected 
only in gates that are not covered with metal fillers. No damage 
of the internal structure was observed even if we illuminated the 
fillers with the maximum red laser beam output power over a 
relative long time (100 µs). The overall success rate of FI attacks 
is significantly reduced compared to Libval025.  

C. Attacks against  IHP RRAM structures 

Additionally, we attacked the IHP Resistive Random Access 
Memory (RRAM) chips. The 4 kBit RRAM chips were 
manufactured in the IHP 250 nm technology. A single RRAM 
cell in IHP chips is based on a 1 transistor – 1 resistor (1T-1R) 
architecture. The memory element in the IHP RRAM cell is 
composed of a Metal Insulator Metal (MIM) stack.  Fig. 7 shows 
a Transmission Electron Microscope (TEM) image of an IHP 
RRAM cell based on the 1T-1R architecture.  

The MIM structure is placed on top of Metal 2 and connected 
with Metal 3 through a tungsten via. The MIM structure is of 
interest here since we attacked a standalone RRAM chip, i.e. the 
NMOS transistor cannot be switched by laser irradiation.  

 

 

 

Fig. 4. The 3 bonded Libval025 chips on a PCB (a) and a single 
Libval025 chip zoomed in (b). 

 

Fig. 5. Surface of a Libval025, captured using a 100× 
magnification objective. 

             

(a)               (b) 

Fig. 6. Surface of a Libval013 captured using a 5× magnification 
objective (a) and a part of Libval013 surface zoomed in using a 

100× magnification objective (b). 
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Additional details about IHP RRAM structures, i.e. 
switching behavior, purpose of transistor and MIM structure, 
can be found in [3], [8]. The IHP 4 kbit RRAM chips have metal 
fillers only in two metal layers, i.e. in Top Metal 2 and Top 
Metal 1 [9]. The size of all RRAM cells is the same. Thus, the 
placement of the cells as well as the one of metal fillers is 
periodical and the structure looks very regular. Due to the metal 
fillers the arrangement of the RRAM cells is not visible through 
the microscope camera. Fig. 8 shows the attacked 4 kbit RRAM 
chip, the part of its surface was captured using a 100× 
magnification objective and a cross section image of the chip 
that was made with a Scanning Electron Microscope (SEM). 
The chip was prepared for the SEM-imaging using a Focus Ion 
Beam (FIB) cut in an IHP laboratory.  

The front-side FI attacks on the RRAM chip show that it is 
possible to induce both transient and permanent faults into the 
chip. The latter is however achieved with significantly higher 
laser beam parameters than for Libval025. Analysis of obtained 
data shows that success of optical FI attacks depends on the 
location of metal fillers atop the RRAM cell. The metal fillers in 
the RRAM chip have different thickness but similar width and 
length. They are placed in Top Metal 1 and Top Metal 2, 
sometimes exactly under each other. Hence, areas that are not 
covered by metal fillers in Top Metal 2, can also not be covered 
by metal fillers in Top Metal 2. Thus, leaving “gaps” the laser 
beam can freely go through and illuminate the cell. In our 
experiments the RRAM cells placed under “gaps” were 
successfully influenced with the laser beam. Nevertheless some 
of the RRAM cells that are covered by metal fillers were also 
influenced but the success rate of the FI attacks for these cells is 
significantly lower. A detailed description of the experiments 
done with IHP RRAM chips and results of the FI attacks 
performed can be found in [3]. 

D. Attack results summary  

TABLE I summarizes the results of the front-side optical FI 
attacks for different IHP chips.  

The criterion of success of optical FI attacks was determined 
as follows (N is the percentage of successfully attacked 
gates/cells from all attacked gates/cells): 

• very high: (90 ≤ N ≤ 100) %; 

• high: (50 ≤ N < 90) %; 

 

TABLE I.  SUCCESS OF OPTICAL FI ATTACKS FOR DIFFERENT IHP CHIPS  

 
Device under attack 

Libval025 Libval013 RRAM 

Metal fillers, 
placement 

no fillers 
placed in 
Metal 5 

placed in 
Metal 5  
and Top 
Metal 1, 
and Top 
Metal 2 

”gaps” 
between 

metal 
fillers 

placed in 
Top Metal 1 

and 
Top Metal 2 

Success of FI 
attacks 

very high low very low moderate low 

• moderate: (25 ≤ N < 50) %; 

• low: (10 ≤ N < 25) %; 

• very low: (0 ≤ N < 10) %. 

V. METAL FILLERS AS LOW COST COUNTERMEASURE 

Metal fillers and connecting wires are obstacles for laser 
beam propagation since they absorb/reflect the laser light  
making  harder it for a laser beam to reach the attacked gate. The 
results of our experiments given in TABLE I confirm the fact 
that metal fillers reduce the success of front-side optical FI 
attacks significantly.  

The idea to prevent optical FI attacks as well as localized 
electromagnetic analysis attacks using metal obstacles for a laser 
beam propagation is not new. For example in [12]-[14] it was 
proposed to use the metallization layers for supplying ASICs 
with VDD and GND as a countermeasure for semi-invasive 

 

 

Fig. 7. TEM image of 1T-1R IHP RRAM cell, taken at IHP. 

        
(a) (b) 

 

 

 
(c) 

Fig. 8. Attacked RRAM chip (a); a part of the chip surface, 
captured using 100× magnification objective (b); SEM cross 
section image (FIB cut) of the attacked IHP RRAM chip (c). 
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front-side attacks. Both supply voltages, implemented as metal 
planes, can be placed for example in top metal layers to prevent 
optical access to the transistor level while the device is fully 
functional. Additionally, it may be effective against 
microprobing, too.  

Alternatively, efficient countermeasures can be designed to 
prevent/mitigate radiation influence using redundancy. These 
are hardware Triple Modular Redundancy (TMR) [10], Junction 
Isolated Common Gates (JICG) [11], Dual Interlocked Storage 
Cell (DICE) [12], etc. They have been studied intensely and 
already experimentally proved their fault-tolerance to radiation 
influence [10], [11], [12]. The resistance of the radiation 
hardened gates against manipulation as well their resistance 
against side channel analysis attacks have to be investigated. 
The need of this investigation is discussed in [15]. However 
implementation of such countermeasures usually requires 
hardware redundancy, e.g. triplication in TMR [10], doubling in 
JICG [11], doubling or triplication in DICE cells [12]. Due to 
this fact, such countermeasures require increased area on a 
silicon die compared to non-radiation hardened 
implementations. In order to increase the resistance of the 
redundant elements against laser fault injection the elements 
cannot be placed next to each other. For example, if TMR flip-
flops will be placed close to each other a laser beam with a 
relatively large spot size, e.g. the size of two flip-flops, can 
influence them simultaneously with a high probability. Thus, 
placement of such redundant elements and arrangement of 
connection wires between them have to be considered. This 
usually leads not only to increased area but also to a 
modification of the automated standard design flow. On the 
other hand, since implementing these countermeasures requires 
additional active elements, the device’s power consumption 
increases. Simultaneously, the increasing number of elements 
can cause a degradation of the performance. Thus, designers 
have to find a compromise between device performance, fault 
tolerance and resistance against SCA attacks. 

Currently, metal fillers are a technology requirement of IHP 
that cannot be excluded from design flow. We propose to use the 
metal fillers as a kind of low-cost but effective countermeasure. 
To counter optical FI attacks efficiently, the placement of metal 
fillers has to be carefully evaluated. For example, default 
placement rules for metal fillers in the automatic design flow 
does not guarantee efficient mitigation against optical FI attacks 
since their coverage is not dense enough, i.e. a lot of cells are 
still not covered, e.g. in IHP RRAM chip. Thus, design rules 
with respect to metal fillers placement as well as their size and 
shape have to be reconsidered, i.e. a modification of the 
automated design flow is required. To comply with this task the 
areas that are sensitive to laser irradiation have to be determined 
for each type of gates. After it, the metal fillers can be placed so 
that all sensitive gate areas will be covered. Subsequently this 
“intelligent” placement of metal fillers methodology can be 
automated and implemented in the design flow. 

In comparison to the countermeasures mentioned at the 
beginning of this section the metal fillers have several 
advantages. It is expected (but still has to be proven) that the 
intelligent placement of metal fillers will not cause a big 
overhead in chip area since it does not require doubling or 
triplication of elements, as metal fillers are more or less only 

arranged differently in the respective  metal layers. The other 
advantage is that the metal fillers do not consume any power, i.e. 
the overall power consumption of the device does not increase. 
Thus, applying metal fillers and automatization of their 
intelligent placement can be a highly attractive, practical and 
low-cost countermeasure against optical inspection of chips, 
optical/laser FI attacks and – eventually even – localized 
electromagnetic analysis attacks. So, metal fillers can be a low-
cost effective countermeasure against a broad spectrum of 
attacks. In our future work we plan to consider various methods 
of metal fillers placement in order to find the solution that 
successfully mitigates/prevents most of optical FI attacks. 

In our future work we plan to consider various methods of 
metal fillers placement in order to find the solution that 
successfully mitigates/prevents most of optical FI attacks. 

VI. CONCLUSION 

In this work we discussed the results of our precise localized 
optical fault injection attacks. Our experimental results confirm 
the fact that the metal fillers placed in different metal layers of 
an ASIC can significantly influence the success of front-side 
optical FI attacks. Since the implementation of metal fillers is  
currently a requirement of IHP technology they can be used as a 
low cost countermeasure/mitigation technique if they cover the 
gate areas that are sensitive to optical FI attacks. In our future 
work we plan to investigate the sensitivity of the gates to  laser 
irradiation. Our goal is to design a methodology for “intelligent” 
placement of metal fillers. The methodology has to be 
automated and integrated into the  design flow. 
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Abstract—We proposed topological interpretation of the
Tanner–Forney–Gross–Nachmani’s Hyper Graph soft decoders
based on Sourlas’s Spin Glass reduction and Mezard’s Replica
Symmetry Breaking. Using it, we demonstrated reasons for
uncertainty of the Neural Network loss function landscape and
efficiency of replacing the arctanh neural network activation
function with the Nishimori Temperature arctanh Taylor approx-
imation. We compare the performance of short-length best known
linear binary codes from Brouwer–Grassl codetable, Polar codes
with sequence of frozen bits designed by Gaussian approximation
and 5G eMBB Multi-Edge Type LDPC code with Base Graph 2
protograph on the AWGN-channel. The Sum-Product Flooding
Scheduler decoder 50 iteration, Afterburn Saturated Min-Sum
decoder, Ordered Statistics Decoder, Successive Cancellation
Decoder with List size 32, Hyper Graph Neural Network under
unfolding Belief Propagation decoder with Activation function
Continues Metric Space relaxation according Nishimura temper-
ature are used. The obtained simulation results are compared
with the Finite-Length Polyanskiy theoretical boundary.

Index Terms—Soft decision decoder; Multi-Edge Type LDPC;
5G; Polar Code; SCL; OSD; Afterburn Saturated Min-Sum

I. INTRODUCTION

The development of machine learning has led to the emer-
gence of new soft decision decoding methods, which current
implementation allows decoding short-length codes. The ques-
tion of comparing decoding methods using neural networks
and state-of-the-art classical soft decision decoding methods
arises.

Multi-edge Type (MET) QC-LDPC codes are the best error-
correction code in LDPC codes family with the advantage
of linear complexity soft decision decoding. These properties
have become the reason for its widespread use for ultra high
performance proprietor solution and standards: 5G eMBB [1],
Deep Space Communication [2], TV physical layer standard
ATSC 3.0 [3], fiber optic communication GPON [4], WDM
Long-Haul [5], [6], and measurement matrix for Sub-Nyquist
Sampling(Landau capacity reaching) in Compressed Sensing,
[7]–[9]. Multi-edge Type (MET) approach for LDPC codes is
based on the idea of code-on-the-graph puncturing according
to the special erasure recoverability distribution [10]. Code
based on MET-approach requires more iterations for decoder
convergence but it provides better iterative decoding threshold.
In the LTE standard the Turbo code MET-approach was

used for the improving of error-correcting properties by the
cost of 6% of variable nodes punctured in circular buffers
[11]. Unfortunately at short lengths the suboptimal Belief-
Propagation soft decision decoder of these codes suffers from
trapping set and solitons, [12]–[18]. To solve this problem
using idle resources of the decoder by modifying the scheduler
the afterburn saturated min-sum decoder was proposed [19].

One of the most effective soft decision decoding methods
for linear block codes was proposed by Fossorier as Ordered
Statistics Decoding (OSD) method, [21]–[23]. This method
is also applicable for improving LDPC Belief propagation
decoding method and its approximations, [20]. Moreover Fos-
sorier has shown that for OSD decoder with the order equal to
dmin÷4 under BPSK an AWGN channel achieves practically
optimum Maximum Likelihood Decoding performance for a
linear block code of minimum distance dmin.

Polar codes proposed by Arıkan is used in [1]. They achieve
Shannon capacity of a binary-input discrete memory less
channel using a successive cancellation decoder. The idea of
constructing these codes and their corresponding successive
cancellation decoder along with the concept Massey–Pinsker
boosting the cutoff rate ( [24], [25]), can be considered in the
LDPC code decoder concept as for constructing a sequential
scheduler over normal graphs that break short cycles and
their corresponding trapping sets in order to obtain LDPC
like codes. This idea is the development of the Forney’s
suggestion about Normal-graph cycles clustering proposed at
[26], was independently obtained by Fossorier and Usatyuk
published on the arxiv, [28] and represented to Dr. Arikan
on Channel Coding Workshop, Moscow, Russia 2013, [29],
[30]. The similar idea was published 5 years later by S.
Cammerer, et al. [31]. One of the strongest method for break-
ing short cycles with linear complexity in the case of finite
(non-asymptotic) code lengths is to use a list in successive
cancellation decoding, [32]. Large list size allows similarly to
a OSD decoder to achieve MLD perfomance. It is necessary to
mention, that in this article we consider classical Arikan code’s
with Trifonov Gaussian Approximation frozen bit construction
method, [33]. We do not consider Trifonov Polar Subcodes
which greatly superior classic Arikan codes from code distance
( [34]) and Arikan Polarization-adjusted Convolutional Codes
which equivalent to Trapping set breaking using Zigangirov’s978-1-7281-9899-6/20$31.00 c©2020 IEEE
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Spatially-Couple approach, [35].
The idea of unrolled iterative decoding algorithms was

proposed by Weiberg [36] and was substantially generalized by
Forney, [26], [27]. this approach has found wide application in
Compressed Sensing and in the image denoising approximate
message passing (D-AMP) algorithm and it modification, [8],
[37], [38]. In [39] the similar idea was proposed to optimize
parameters of linear code Min-Sum decoding method based
on neural network optimization, in search of steady solution
of non-linear system proposed by the famous Tanner paper
[40]. The development of the idea of the smoothness of
hyperparameters on a graph and the existence of attractors
that make it possible to obtain an approximate in the vari-
ational sense solution of marginalization’s the exponentially
complex problem (or similar to this problem) using nonlinear
optimization by a neural network led to the emergence of
a wide class of hypergraph methods, [41]–[46]. Since the
acceptable complexity is feasible only in the class of tree-like
codes, topological properties linking the global structure of
the graph and the local structure determine the characteristics
of soft decoding dynamics. The problem of obtaining the
variational approximation turns into a problem of dynamics at
tree-like boundaries of a Margulis-Gromov hyperbolic space,
[47], [48]. Fortunately, the possibility of choosing both a
code and a decoder and its parameters probably allows us to
hope for the solvability of this problem, at least for special
non restriction on parallelism cases (like for Polar code),
possible arising on certain lengths related to topology bundle.
The smoothness of the nonlinear optimization space and the
possibility of choosing the code/decoder make the directions
of the hypergraph soft decision decoders the most promising
area of finite-length capacity research.

Main contributions of the paper are topological formulation
of the decoding problem, allowing to formulate the reason for
the Neural Network loss function landscape uncertainty and
a comparison of error-correction properties of soft-decision
decoding methods under short length MET QC-LDPC based
on 5G Base Graph 2 codes, Polar codes and the best Linear
block codes known on such length.

II. SUM-PRODUCT SOFT DECISION METHOD AND IT’S
CONTINUES SPACE STATISTICAL PHYSICS ANALOG

A parity-check matrix specifying parity check equations of
the code could be represented as a Tanner graph. For example
the corresponding Tanner graph for parity-check matrix

H =

1 0 1 1 1
1 1 0 0 0
0 1 1 1 1


is shown on Figure 1.
A bipartite graph can be generalized to a multi-graph. Multi-

graph corresponding for parity-check matrix:

H2 =

 I1 + I2 + I7 I9 I23 0 0
I12 + I37 I19 0 I32 I11 + I12

0 0 I33 0 0



Fig. 1. Tanner Graph of H parity-check matrix

Fig. 2. Multi-graph of H2 parity-check matrix

is shown on Figure 2, where I-circulant permutation matrix
as at Multi-edge (Protograph) QC-LDPC codes, [10], [49].

Variable nodes vi could be not only in prime field, but in Lie
group, (vi ∈ GLG) or element from different algebra, [50].
Moreover multi-graph could be not bipartite and have multi-
stage, example of such representaion Forney normal graph,
[26]. Such generalization allow to consider non-linear code or
equvivalent to them Tensor Networks, [27].

At the Sum-Product iterative method, known also as mes-
sage passing method (Belief propagation, BP), log-likelihood
ratios messages propagate from variable node (columns) to
constrain node (check nodes, rows) and vice versa. The
leftmost nodes vi, i = 1...n corresponds to a vector of the
input channel log-likelihood ratios (LLR) l ∈ Rn:

lv = log
Pr (cv = 1|yv)

Pr (cv = 0|yv)
,

where v ∈ [n] is an index of variable node and yv is the
channel output for the corresponding bit cv , in which we want
to correct the error.

One complete iteration of the BP method contains two
computational steps. At the first half-iteration of BP method,
when j is odd, a variable node computation is performed, in
which the messages from variable, columns in Tanner graph
are summed up:

xje = xj(c,v) = lv +
∑

e′∈N(v)\{(c,v)}

xj−1e′ , (1)
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where each variable node is indexed by Tanner’s graph edge
e = (c, v) and N(v) = {(c, v)|H(c, v) = 1}, the set of all
checks in which variable node v participates.

For even j half-iteration of BP method, the constrain (check)
node performs the following computations:

xje = xj(c,v) = 2arctanh

 ∏
e′∈N(c)\{(c,v)}

tanh

(
xj−1e′

2

)
(2)

where N(c) = {(c, v)|H(c, v) = 1} is the set of edges in the
Tanner graph in which constrain node (check) c of the parity
check matrix H participates.

The article [41] was suggested dual formulation of BP
method. The dual formulation implies that the tanh activation
is moved to the variable node processing half iteration. In
addition, a set of trainable hyperparameters weights are added.
Hyperparameters we are shared across all half-iterations j of
unfolded computation graph. If j is odd

xje = xj(c,v) = tanh

1

2

lv +
∑

e′∈N(v)\{(c,v)}

we′x
j−1
e′

 ,

(3)
and if j is even:

xje = xj(c,v) = 2arctanh

 ∏
e′∈N(c)\{(c,v)}

xj−1e′

 (4)

The final stage marginalizes messages from the last con-
strain (check) node half iteration using the logistic activation
function σ, and output n bits. The vth bit output at compu-
tation graph layer 2L + 1, in the weighted version, is given
by:

ov = σ

lv +
∑

e′∈N(v)

w̄e′x
2L
e′

 , (5)

where w̄e′ is a second set of learnable hypergraph parameter.
The neural network calculates the variational approximation

to the correlation graph of the nodes of the corresponding
parity-check matrix. Since the learning process requires a gra-
dient, we pass to the corresponding continuous representation
of the correlation tensor (matrix) - the Ising model, [27], [51],
[57]. Consider Edward-Anderson Hamiltonian spin model:

HEA = −
∑

i=1,...,n

∑
a=1,...,m

CijJijσiσj ,

where Cij - connectivity matrix, the element of which
are 1 if two spin interact and 0 otherwise, Jij- is weigh
interaction power between spins , σi- are Ising spins, n-number
of column (variable nodes), m- number of rows (check nodes).
The Jijs give the strength of the two-spin interaction and are
usually taken as independent random variables with a known
probability distribution, where J0 denote mean, 4J2 the
variance of distribution. HECC could be rewrites to infinite-
range model:

Fig. 3. Two iteration unfolding hyper graph neural network structures

HECC = −
∑
p

∑
i1,...,ip=1,...,n

C
(p)
i1,...,ip

Ji1,...,ipσi1 . . . σip ,

where J (p)
0 ,4 J2

(p) mean and variance of Jij .
Let’s ai be n bits of codeword and σi = 2ai − 1 the

spins associated with them. The coded message, that is,
the input to the channel, corresponds to the matrix element
J0
i1,...,ip

= σi1 . . . σip . Decoding and estimation of marginal
corresponding to finding the ground state of Hamiltonian
HEAinf

. The Js from channel equal to the J0 plus noise. Code
parity-check matrix is specified by the connective matrices C.

For one value of p in HECC and coordinate number
zi =

∑
j2,...,jp

Ci,j2,...,jp
= z is independent of i, rate of the

code equal R = p/z. If p→∞ we get random energy model,
if p = 2 we get Sherrington-Kirkpatrick Spin Glasses for
which each spin interact with all other spins. For decreasing
compexity of ground state estimation in Sum-Product we can
assume that each variable node has a tree “neighborhood. Such
model of short range correlation at spin glass model used
in Replica symmetry breaking method (Cavity method), [57].
Since the code which has the ability to correct error contain
cycles, the residual curvature of the resulting universal cover-
ing tree contain curvatures. Such non-compensated curvature
causes additional decoding errors.

Depending from noise power (Temperature) exist two phase:
large temperature paramagneric phase (Symmetric phase, wa-
terfall) when probability of error at any spin depends primarily
on the generation from unfolded computation tree (large com-
ponent in weight spectrum enumerator and linear size pseu-
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docodewords) and low noise glass phase (symmetry breaking)
when error depend from local curvature (code distance and
sublinear size pseudocodewords), [52], [57]. The latter circum-
stance violates the codewords symmetry conditions, allows us
to train this curvature compensation to different signal-to-noise
values only in some variational sense, [40], [53]. Our ability to
not sequential local compensation for curvature is determined
by our tolerance to error. The use of a list, ordered statistics
is inherently equivalent to trying to look into a neighboring
area (closest voronoi regions) due to insufficient compensation
for the curvature of space. In general case continuous and
discrete curvature homotopy not equivalent without correct
metric choice. The soft decoding problem with compensation
of curvature is equivalent to the Topology complex thickening
problem, [59], [60]. In essence, it is an in general ill-posed
inverse problem, with a fundamental uncertainty due to the
impossibility of taking the Poisson/Lie bracket, not the exis-
tence of heteroclinic solutions for sepatrice, [61], [62]. The
correct choice of metric is known as matched metric property,
[63], and depend on a priori knowledge or solution of metric
learning problem, [64]. An important consequence of it is the
phenomenon of loss function landscape uncertainty for the
decoding problem and machine learning in general, [65].

III. HYPER GRAPH NEURAL NETWORK SOFT DECISION
DECODER

In paper [42], it was suggested Hyper Neural Network based
metric learning, further adding learned components into the BP
decoder. Specifically, they replace Eq. 3 (odd half iteration j)
with the following equation:

xje = xj(c,v) = g(lv, x
j−1
N(v,c), θ

j
g), (6)

where xjN(v,c) is a vector of variable node degree length dv−1

that contains the elements of xj that correspond to the indices
N(v)\{(c, v)} of checks, and θjg has the trainable hyper graph
weights of neural network g at half-iteration j.

In order to make g adaptive to the current input messages
reliability at every variable node, we employ a hyper network
scheme and use a network f to determine its weights.

θjg = f(|xj−1|, θf ) (7)

where θf are the learned weights of network f . Note that g is
fixed to all variable nodes at the same column. Scaled value
parameters and offset parameters at unfolded BP computation
graph allow to decorrelate variable nodes, partially compensate
for curvature as it shown at papers [26], [40], [53].

Note that the messages xj−1 are passed to f in absolute
value (Eq. 7). The architecture of both f and g does not
contain bias (offset parameter, [39]) terms and employs the
tanh activations. The network g has p layers, i.e., θg =
(W1, ...,Wp), for some weight matrices Wi. The network f
ends with p linear projections, each corresponding to one of
the computation graph layers of network g.

For large temperature paramagneric phase (Symmetric
phase, waterfall region), symmetry conditions is met, for such
case sufficient to train f , g network under zero-codeword.

Another modification proposed in paper [42] is being done
to the constrain (check) nodes in the Tanner graph. For
constrain (check) nodes half iterations - even values of j,
authors propose to use following equation, instead of Eq. 4.

xje = xj(c,v) = 2

q∑
m=0

1

2m+ 1

 ∏
e′∈N(c)\{(c,v)}

xj−1e′

2m+1

(8)
in which arctanh is replaced with its Taylor approximation.
The approximation is employed as a way to use finite temper-
ature learning for which magnetization density function more
flatter and closer to Nishimori Temperature T = 1, [56]–[58].
The Hyper parameters networks f and g have four layers with
128 neurons, two layer with 16 neurons respectively.

IV. BEST KNOWN LINEAR BLOCK CODES

The optimized linear block codes were taken from Brouwer–
Grassl codetable, [54], [55]. Code with code length n = 32,
information length k = 20 have dmin = 6 and weight enumer-
ator: (0, 1), (6, 860), (8, 7402), (10, 43694), (12, 137497), (14,
259152), (16, 293445), (18, 201348), (20, 82818), (22, 19588),
(24, 2608), (26, 158), (28, 5). Code with code length n = 64,
information length k = 20 have dmin = 19 and weight
enumerator: (0, 1), (19, 1049), (20, 2361), (23, 16643), (24,
28509), (27, 96211), (28,126813), (31, 202055), (32, 208898),
(35, 157953), (36, 126827), (39, 45529), (40, 28591), (43,
4689), (44, 2239), (47, 157), (48, 49), (51, 2).

Code with code length n = 128, information length k = 20
have dmin = 48 and weight enumerator: (0, 1), (48, 16590),
(56, 276048), (64, 583695), (72, 166320), (80, 5922).

Code with code length n = 256, information length k = 20
have dmin = 48 and weight enumerator: (0, 1), (112, 94860),
(120, 198560), (128, 506175), (136, 175200), (144,73780).

OSD decoder was used from support material of Morelos-
Zaragoza’s book [66]. MET QC-LDPC codes were used from
5G eMBB standard Base Graph 2 protograph, except lower
code rate which not supported, for which we extend parity-
check matrix according code distance and EMD spectrum
property, detailed described at paper [67]. Some of the source
codes of the decoding methods given in the article are pub-
lished by the authors in the public domain, [68].

V. SIMULATION RESULTS

We have analyzed the performance of soft decision decoders
under information length k = 20 MET QC-LDPC codes
decoded by 50 iterations of BP decoder (flooding scheduler),
Polar code constructed using Gaussian Approximation frozen
bit sequence and decoded by Successive cancellation list 32
decoder, and the best linear codes with BPSK modulation in
the AWGN channel by computer simulations. We simulate
until 100 block errors are collected. Simulation results are
represented in the Figure 4, Figure 5, Figure 6, Figure 7, codes
length n = 32, 64, 128, 256 respectively. For comparison, also
given finite-length capacity Polyanskiy Bound [69], [70]. From
decoder result we see that BP decoder have more 1 dB gap
on the block error rate 10−2 level and more than 2 dB gap
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Fig. 4. Simulation result for Hypergraph Neural Network, OSD, Successive
cancellation list Polar code, MET QC-LDPC codes under afterburn saturated
min-sum decoders with code length n = 32 and information length k = 20

Fig. 5. Simulation result for Hypergraph Neural Network, OSD, Successive
cancellation list Polar code, MET QC-LDPC codes under afterburn saturated
min-sum decoders with code length n = 64 and information length k = 20

on the block error rate 10−5 level from finite-length capacity.
OSD, Hyper Graph Decoder, Successive Cancellation Decoder
with large List are the closest to Polyanskiy bound decoding
results.

VI. CONCLUSION

Belief propagation decoder even using afterburn decoder
still have gap from 1 to 2 dB gap on the block error rate 10−2

level to the finite-length capacity. The OSD and Hyper-graph
decoder show best error correction performance on small pay
load. Hyper Neural Network MAP decoder require matched
metric property in order to guarantee continuous and discrete
curvature homotopy equivalent.

Fig. 6. Simulation result for OSD, Successive cancellation list Polar code,
MET QC-LDPC codes under afterburn saturated min-sum decoders with code
length n = 128 and information length k = 20

Fig. 7. Simulation result for OSD, Successive cancellation list Polar code,
MET QC-LDPC codes under afterburn saturated min-sum decoders with code
length n = 256 and information length k = 20
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Abstract—This paper considers the usage of the fast Recursive 
Least Squares (RLS) adaptive filtering algorithms for the weights 
calculation in the combined adaptive unit, which consists of an 
antenna array and a channel equalizer. The weights of the 
fractionally-spaced Feed-Forward (FF) filter of the equalizer are 
split and used simultaneously as the antenna array weights. The 
array output signal is combined with that of the Feed-Backward 
(FB) filter of the equalizer. Because the FF filter operates at the 
up-sampled rate and the FB filter of the equalizer operates at the 
symbol rate, the multichannel fast RLS algorithms cannot be used 
in the considered adaptive unit directly. It is proposed to use a 
polyphase representation of the FF filter to solve this problem. In 
this case, the architecture of the adaptive unit is presented as a 
multichannel adaptive filter with unequal number of weights in 
channels. The paper considers the architecture of the adaptive unit 
and the details of its FF part. The mathematical details of the 
multichannel fast RLS algorithm (Fast Kalman, FK), used for the 
adaptive unit weights calculation, are presented. The simulation of 
the array/equalizer demonstrates the ability of the proposed unit 
to steer the main lobe of the antenna array radiation pattern 
towards the desired signal source without a priory search of the 
source angular location and, at the same time, to remove the 
signals of the external interferences and the intersymbol 
interference in the array output signal. The simulation has been 
carried out, using a linear array with 16 omnidirectional antennas. 
It operates in the condition of –30 dB Signal-to-Interference Ratio 
and 10…30 dB Signal-to-Noise Ratio. The array receives the Phase 
Shift Keying (8-PSK) desired signal, passed through a two-rays 
communication channel with about –65 dB gaps in the channel 
amplitude-frequency response.  

Keywords— Recursive Least Squares (RLS) adaptive filtering 
algorithms, Fast Kalman (FK) algorithm, adaptive antenna array, 
equalizer, interference, multipath 

I. INTRODUCTION 

The adaptive signal processing [1] is widely used in the 
design of the modern communication systems. One of the 
adaptive signal processing usage is to remove the signals of the 
external interference sources from the Antenna Array (AA) 
output signal. The arrays, which deal with this task, are called 
adaptive [2]. However, an Adaptive AA (AAA) operates 
efficiently if there is no multipath propagation of the desired 
signal, received by the array. In the multipath conditions, the 
AAA output signal contains an additional noise, caused by the 
intersymbol interference of the desired signal. Because of the 

noise, the performance of the AAA degrades. The intersymbol 
interference is usually removed by the additional Feed-Forward 
(FF), Feed-Backward (FB) or both FF and FB equalizes [3] in 
cascade with AAA.  

The independent operation of the AAA and the adaptive 
equalizer usually provides a limited improvement of the 
communication system performance [4]. It is because of the 
intersymbol interference, that does not allow to achieve a perfect 
suppression of the signals of the external interference sources. 
As a result, the un-suppressed signals of the interferences at the 
AAA output produce an additional noise at the adaptive 
equalizer input that restricts the equalizer performance. 

An advanced solution of the considered problem is presented 
in [5]. The key feature of the solution is the consideration of the 
AAA and the adaptive FF/FB equalizer as an indivisible 
adaptive unit, which weights are calculated by a common 
adaptive filtering algorithm. The unit [5] operates at a symbol 
rate. In this case, any version of the multichannel adaptive 
filtering algorithms [1] can be used for the AA/equalizer weight 
calculation: quadratic or linear (fast) complexity RLS 
algorithms or the algorithms based on the gradient search 
strategies. 

Usually, most of the equalizers operate at a symbol rate, 
because the Symbol-Spaced (SS) equalizers require the smallest 
resources for their implementations. However, the SS sampling 
of the equalizer input signal does not satisfy the Nyquist criteria 
because of the aliasing phenomenon, that adds an additional 
noise to the in-band signal. However, this noise is tolerable if 
the received data symbols and analog-to-digital converter 
samples are synchronized.  

This synchronization is not required in the Fractionally-
Spaced (FS) equalizers [6]. For them, the input signal is sampled 
at a few times (usually it is an integer value) higher rate than the 
symbol rate. Such equalizers demonstrate a better performance 
comparing to the SS ones. The increased implementation 
resources (hardware, software or both) are the costs of this. It is 
because the number of the weights of the FF filter of the 
equalizer is increased linearly with the input signal sampling rate 
growing. 

The using of the AA, FS FF and SS FB equalizers in the 
adaptive unit, similar to [5], is presented in [7]. Such FS units 
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may use almost the same multichannel adaptive filtering RLS 
algorithms with 2O( )N  complexity as those of the SS units. 
Here, N is the total number of the weights of the adaptive unit. 
However, because the FS architecture has an increased 
arithmetic complexity, the usage of the efficient RLS adaptive 
filtering algorithms with quadratic complexity 2O( )N  is 

limited in the case, when N  is a large value.  

The complexity may be decreased, if for the weight 
calculation in the unit (see Fig. 1) the mathematically equivalent 
multichannel fast RLS algorithms with the linear O( )N

complexity are used instead of the quadratic complexity 2O( )N  
RLS algorithms [1]. However, the fast RLS algorithms cannot 
be used in the unit [7] directly.  

The operation of these algorithms is based on the linear 
prediction of the adaptive filter input signal, which samples have 
to follow with the same rate as that of the weight update. To 
overcome the similar problem in equalizers, in [8] it has been 
proposed to use the polyphase representation of the FF filter of 
the FS equalizers.  

The goal of this paper is to show how to use a polyphase 
representation of the FS AA/FF equalizer channel filters in the 
AAA/FF/FB equalizer and how to use the fast versions of the 
multichannel RLS algorithms for the weights calculation of the 
unit.  

The new architecture of the AAA and FS FF/FB equalizer 
and an example of the multichannel fast RLS algorithm, called 
Fast Kalman (FK), are presented in the following section.  
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II. PROPOSED ADAPTIVE ARCHITECTURE AND ALGORITHM FOR 

WEIGHTS CALCULATION 

The proposed architecture of the unit (see Fig. 1) assumes 
the usage of the AA with the Digital Beamforming (DBF) [9]. 
The AA with M antennas/channels may have an arbitrary 
geometric configuration. Each channel has an antenna, which 
receives all incoming signals. It also has a Radio Frequency (RF) 
part, which makes the frequency selection and amplification of 
the signals. Besides, it has a Down-Converter (DC), which 
converts the signals to Base-Band (BB), and it has a Root-Riced 
Cosine (RRC) filter and a decimator, which are the standard 
blocks of any communication modem [10]. In Fig. 1, the 
decimator is denoted as : L↓ . Here, L is the decimation 
parameter of the input signal. In the FS operation, the 
relationship L I<  is established. Here, I  is the interpolation 
parameter of the transmitter’s modem. 

After the frequency selection, amplification, down 
conversion and decimation, the AA input signals ( )mx t  appear 

in the discrete form ( )mx k  for the BB processing. Here, t  is the 

continuous time and k  is the discrete-time sample number. 

The weights of the FS FF filter of the equalizer are split and 
used simultaneously as the weights of the AA. In Fig. 1, the 

vector 
F

( )F
S( )m

N kh  is the vector of the weights in the m -th channel 

of the AA, Sk  is the discrete-time data symbol number, which 
denotes the weights update at a symbol rate.  

In this paper, the lowercase characters denote the scalar 
variables and the elements of the vectors and matrices. The 
vectors and matrices are denoted by the bold lowercase and 
uppercase characters. The superscript T denotes the 

transposition of a vector or a matrix and the superscript H  
denotes the Hermitian transpose, i.e. transposition of a vector 
or a matrix and complex conjugation of its elements, denoted 
as ∗ . The subscript indicates the number of the elements N  in 
a vector or indicates N N×  elements in a square matrix.  

The FB filter output signal B S( )y k  is combined with the 

AA/FF equalizer output signal F ( )Sy k , producing at the 
symbol rate the signal  

 F B( ) ( ) ( )S S Sy k y k y k= +  (1) 

of the combined adaptive unit (see Fig. 1). Here,  
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are the vectors of the signals in the FS FF and SS FB parts of 
the equalizer, S( )d k  is the desired signal (training or from 
Slicer output). 

As it has already been mentioned, the computation of the 
weight vector 
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 (6) 

of the adaptive unit (see Fig. 1), cannot be executed by the fast 
RLS algorithms. To use the algorithms, it is necessary to ensure 
the input signal shift and the weight update at the same symbol 
rate in the FF and FB filters. For that, the FS FF part of the unit 
(see Fig. 1) has to be modified in each m -th channel as it is 

shown in Fig. 2. In this case, the weights of each 
F

F( )
S( )m

N kh  

vector are split among the L  additional channels. If FN  (the 
same for each m -th channel) and L  are odd numbers, then the 

vectors 
F

F
, S( )N l kh  have the same F, FlN N L=  number of 

weights. Otherwise, the values of F,lN  are different. 

As usually the value B F,lN N≠ , then it is required to use the 

fast versions of the multichannel RLS algorithms for the 
adaptive filters with the unequal number of the weights in 

ˆ 1M M L= ⋅ +  channels for the weight calculation in the unit 
(see Fig. 1). The multichannel algorithms [1] can be used for this 
purpose. An example of the computational procedure of such 
algorithm is presented below.  
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Here, 2δ  is the parameter, which sets the initial values of the 

energies of the linear prediction ˆ( ) (0)f m
NE , λ  is the forgetting 

parameter and ˆ( )
1

m
N+S , ˆ( )T

1
m

N +T  are the square permutation 

matrices [4]. The notation like 
1 2:n n•  denotes the numbers of 

the used elements in a vector. Besides, m and l  values in Fig. 1 
and Fig. 2 correspond to the values m̂ m l= ⋅  in the notations in 
the above algorithm. The considered adaptive filtering algorithm 
is easily modified to other sorts of the fast RLS algorithms: Fast 
Transversal Filter (FTF), Fast a Posteriori Sequential Technique 
(FAEST) and stabilized FAEST in the part of the computations 
of a posteriori Kalman gain vector S( )N kg  via a priori Kalman 

gain vector S( )N kt  and a posteriori and a priori error ratio 

φ ( )N Sk [1]. 

III. SIMULATION RESULTS 

The efficiency of the unit (see Fig. 1 and Fig. 2) has been 
demonstrated by means of simulation. A linear AA with 

16M =  antennas and half wavelength antennas spacing has 
been used. The number of weights has been selected as 

( )
F 11mN =  and B 5N = . The weights have been calculated by 

means of the considered multichannel FK adaptive filtering 
algorithm. The oversampling of the input signals has been 
selected as / 2I L = . The 8-PSK (Phase Shift Keying) 
modulated signal has been passed through a two-ray 
communication channel with about –65 dB gaps in the channel 
amplitude-frequency response and has been received by the AA. 
Up to four interferences with –30 dB Signal-to-Interference 
Ratio (SIR) each have been simulated. The AA channel Signal-
to-Noise Ratio (SNR) has been specified in the range of 
10 …30 dB. The main beam of the AA radiation pattern has 

been initially steered towards Initθ 33.8=  direction, where one 
of the interference sources was also located. All interference 

sources were located at Interfθ 10.3= ±   and Interfθ 33.8= ±   
directions.  

Fig. 3a) demonstrates the ability of the considered adaptive 
unit to provide the reorientation of the radiation pattern main 

lobe from the Initθ  to the Dataθ  direction and to suppress the 
external and intersymbol interferences simultaneously. It 

happens because no distortion of the main lobe and deep gaps 
towards the interference sources (~100 dB) are observed in the 
steady-state radiation pattern. Fig. 3b) demonstrates the learning 
curves in terms of the radiation pattern values towards all the 
receiving signals. They show that the transient response in the 
considered case takes less than 500 symbols, which duration was 
specified as the duration of the training sequence. Fig. 3c) and 
3d) demonstrate the quality of the communication channel 
equalization. The ripple of the equalized amplitude-frequency 
response (channel and equalizer in cascade) is less than 0.05 dB 
for SNR=30 dB. The steady-state Normalized Mean Square 
Error at unit (see Fig. 1) output is estimated as 

 dBNMSE SNR 10 lg( )= 30 12 = 42M= − − − − −  dB, (7) 

where the first term corresponds to the AA input SNR and the 
second one is the SNR improvement by means of the AA due to 
the coherent combination of the data signals and the non-
coherent combination of the channel noise signals at the AA 
output. The actual value of the NMSE (see Fig. 3e) is about 
0.9 dB less, as due to the adaptation the relationship

F( )
S 2

( ) 1
F

m
N k =h  is not valid and the coherent and non-coherent 

combinations of the desired signal and noise are not completely 
ensured. Fig. 3f) demonstrates the quality of the architecture 
(see Fig. 1 and Fig. 2) in the terms of data constellation. It is easy 
to see that the channel output signal constellation is concentrated 
close to the data symbols after the equalization.  

IV. CONCLUSION 

Thus, the paper presents a combined adaptive AA/ FS FF/FB 
equalizer for signal receiving in multipath and interference 
conditions. It can be applied in modern wireless communication 
systems equipment, which use the AA with DBF as a directional 
antenna. 
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Fig. 3. Simulation results: a) is the steady-state radiation pattern, b) is transient response (radiation pattern values towards the desired signal and interference 
sources), c) and d) are the steady-state amplitude-frequency responses, e) is the transient response in terms of output errors, f) signal constellations 
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Abstract— A novel deterministic paradigm for creating 
quantum computing via photon transactions with the electrons of 
an atom is described. This paradigm is free of quantum logic. The 
practically focused evolutionary path of quantum computing 
starting with the classical approach is shown: Memory–Address–
Transaction → Electron–Address–Transaction → Electron–
Address– Quantaction (EAQ). Qubit-vector models for describing 
functionalities are proposed that differ from the known truth 
tables in the compactness of description and technological ability 
of the algorithm implementation for synthesis and analysis of 
digital devices and SoC components. For example, we consider a 
memory-driven algorithm for the simulation of digital devices 
based on qubit-vector forms for describing functionalities with a 
significant increase in the performance of computational 
processes. These processes can be utilized for analysis and 
synthesis through parallel execution of logic operations. A set of 
comparative estimates of qubit models and methods for improving 
the efficiency of the algorithms for simulating digital devices is 
presented. 

Keywords— quantum computing, quantum determinism, 
Memory–Address–Transaction, Electron–Address–Quantaction, 
quantum transactions, structure of electrons, qubit vectors, matrix 
data structures, digital systems-on-chips. 

I. A CENTURY'S JOURNEY TO MODERN QUANTUM COMPUTING  
Scientists who create a quantum computer, follow the path 

laid down by Emile Leon Post (1897–1954) exactly 100 years 
ago. Post's main practical postulate is that it is impossible to 
create a computer without a functionally complete basis of 
primitive logical functions, for example, without and–not, or–
not, and-or–not, 1–xor–and [1-2]. This is true, if we proceed 
from the truth tables of primitive elements as the basic building 
blocks for the synthesis of complex circuits. However, this 
axiom is correct until simpler operations-transactions are found, 
which allow describing and/or synthesizing elementary Post 
logic that creates functionally complete and minimal bases of 
logical functions, and also any other combinational structures of 
arbitrary complexity. Such primitives are only two functions-
transactions: read and write, which allow writing-synthesizing 
absolutely any computational process of any complexity. 

Moreover, in fact, we can consider only one operation-
transaction "write-read", since the binary relation embedded in 
them does not exist without each other. 

Otherwise, in order to write somewhere, you need to read 
from somewhere. This means that there is a more technological 
and more primitive alternative to the Post's logic and classical 
quantum computing, where the last one is also still following the 
path of quantum–mechanic–driven synthesis of controlled truth 
tables as basic elements [3,4]. At the same time, scientists 
believe that it is impossible to create a quantum computer 
without such mathematical tables-matrices, which require a 
technologically complex cryogenic mechanism for cooling a 
silicon chip to a level close to absolute zero. 

II. THE DETERMINISTIC PATH TO QUANTUM COMPUTING 
An innovative proposal is to create quantum memory-driven 

computing [5-7] free of quantum operations of superposition 
and entanglement (or, not) based on the use of characteristic 
equation M=Q[M(X)], specifying two write-read transactions 
on an atomic structure of electrons forming the computational 
memory M, Q, X. To eliminate two technologically complex 
operations from quantum computing means to significantly 
simplify the architecture and reduce it to a memory structure on 
electrons for performing transactions between them using 
quanta or photons. A confirmation of the consistency and 
validity of the proposed innovative quantum architecture can be 
found in publications that emphasize the steady trend towards 
the creation of quantum computing based on an atomic memory 
structure with the transfer of information using photons or 
quanta. The proposal under consideration is associated with the 
transition from the usual functional scheme of mathematics 
associated with elementary tables, as well as physics associated 
with super-cold silicon crystals. Instead, an atom with an 
electron is considered, the spin or orbit of which can have two 
states, identified with binary signals {0,1}.  

But this is not the main thing. The electronics market has 
been under the influence of transistor logic-driven technologies 
for an unacceptably long time, which are moving rather slowly 

IEEE EWDTS 2020, September 4-7 143



towards microminiaturization. The situation is even worse with 
education in the field of computer engineering, where alternative 
computing, such as quantum, molecular, subatomic, is 
practically absent. There is no doubt that two types of 
computing: classical and quantum, going towards each other, 
will meet in 5-10 years in the deterministic structure of electrons 
controlled by quanta-photons. The simplest solution of the new 
atom-quantum computer should be based on the primitive 
mechanism of the read-write process, in this case {0,1} in an 
atomic electron to an atomic electron using a separate photon 
influencing on the electron – writing phase 1; and a photon 
emitted by an electron – reading phase 1. Thus, the creation of a 
new atomic elementary quantum computer is reduced to 
structuring a group of atomic electrons with an amount from 1 
to an arbitrary finite number n, on which a single operation is 
performed – the write-read function using absorption or 
emission of a photon [4]. The classical analogue of such a 
computer is implemented in the MAT-structure (Memory-
Address-Transaction) [1], Fig. 1. 

 
 

Fig. 1. Memory–Address–Transaction Computing 

 
Here, the automatic characteristic equation of computing for 

organizing the computational process is free of logic: M! = 
Q![M(X!)], where M is the memory for storing system data and 
the result of the computation process, Q is the memory for 
storing vectors-functions, access to the cells of which is 
provided by concatenating bits of the system memory M, which 
are addressed by memory cells X, creating interconnections 
between the components of a digital system. This logic-free 
structure is quite enough for the implementation and simulation 
of a computational process of arbitrary complexity.  Atomic-
quantum deterministic analogue of MAT-computing is 
considered below. To simplify quantum computing structurally 
and mathematically, excluding unnecessary logic from it, means 
significantly reducing the technological path (time-to-market) to 
obtaining a market product, where the structure and algorithm 
of transactions are determined by the following primitive 
scheme, shown in Fig. 2. 

 
Fig. 2. Quantum transactions on the electron structure  

The advantages of such computing associate with the speed 
of quantum (photons) transactions in the electronic memory 
structure, which is equal to the speed of light. It should be noted 

that an obstacle to conquering the market for memory-driven 
computing is the duration of the access cycle (read-write) to 
memory, which for modern silicon chips is 2 orders of 
magnitude longer than the signal delay for CMOS (FinFET) 
transistor logic. If we transfer to the structure of electrons 
(memory), which have addresses for writing-reading data using 
quanta-photons, the computational process (algorithms) on 
transactions between electrons becomes equal in speed to the 
speed of light. Hence the conclusion – the logic of the transistor 
loses its initial technological attractiveness in terms of 
performance, which becomes significantly lower than 
transactions in the proposed memory of the structure of 
electrons. The following evolution of quantum computing from 
the classical one arises: Memory–Address–Transaction →
	 Electron–Address–Transaction →  Electron–Address–
Quantaction (EAQ). Thus, the EAQ-computing metric is formed 
in the following form: 1) Lack of logic that requires high 
energies in traditional quantum computing. 2) Light speed of 
photon transactions between electrons – memory elements. 3) 
Negligible energy consumption in the implementation of the 
computational process, determined by the absorption and 
emission of photons. 4) Determinism of all computational 
procedures and algorithms, determined by the addressability of 
electrons. 5) Addressability of data structures in the form of the 
order of electrons, which allows for disruptive EAQ-computing. 
This point represents a single problem that needs to be solved to 
turn quantum computing into the main engine of progress and 
expansion of humanity into space. 6) The synthesis of 
computing, thus, turns into a technology for ordering the 
structure of electrons at any point in the Universe. 7) Other 
problems of the proposed quantum EAQ-computing already 
have separate technological solutions focused on photonic 
control of atomic electrons [8-22]. 8) Quantum computing is a 
computational process that uses photonic transactions in the 
atomic structure of electrons for the parallel implementation of 
combinatorial algorithms in software applications [5]. A 
quantum computer without quantum parallel applications is just 
an expensive toy. Therefore, the strategy for creating quantum 
computing is to simultaneously develop quantum hardware and 
quantum software based on parallel combinatorial algorithms. 
The joint development of the two branches of quantum 
computing provides an opportunity for scientists from 
developing countries to actively participate in the design, 
simulation and verification of quantum algorithms and software 
applications on classical computers in order to their subsequent 
implementation in market-accessible quantum computers that 
will appear in the near future. 9) The false and practically unreal 
path of the material expansion of humanity into space is even 
theoretically the most difficult way of delivering human or a 
robot to planets located tens or hundreds of light years away. 
The correct and most realistic way is the quantum control of the 
teleportation process of the human, animal, plant genome for the 
subsequent synthesis of any organism, object or phenomenon on 
the planet with conditions suitable for life. 

Thus, the strategy of creating an electron-address-driven 
quantum computer increases the relevance of the research 
focused on the development of unitary data structures and 
parallel algorithms for increasing the efficiency of solving 
traditional and new problems, primarily those related to 
combinatorics [18-22]. The proposed solutions are published in 
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a number of works [23-24], focused on improving the 
performance of algorithms and methods for designing and 
testing digital systems through vector-qubit data structures. 
Already today we can identify, three commercially viable 
applications for early quantum computing devices: quantum 
modeling, optimization, and combinatorics for the areas of 
health care, artificial intelligence, cyber security of data and 
cloud services, cryptography, transport, chemistry, and weather 
[25]. It is not yet known whether existing (sequential) 
algorithms and applications will be able to increase their 
performance using quantum processors that will soon be 
available to consumers. Therefore, today it is necessary to 
develop new parallel types of algorithms for quantum modeling, 
cryptanalysis, deep machine learning, optimization by using 
classical and quantum processors of companies Google, IBM, 
IonQ, accessible through cloud services. 

In terms of energy consumption [26], the future of 
computing lies in the use of sunlight during the daytime phase 
of the day, sufficient to maintain performance. An argument for 
this thesis is the publication by Euisik Yoon, Sung-Yun Park in 
the IEEE Spectrum 2018 April magazine “Self-Powered Image 
Sensor Could Watch You Forever” [27]. The basic idea is that 
solar cells and image sensors convert light into electricity. If 
both components are placed on a single chip, a self-powered 
camera can operate by using daylight only and capable of 
capturing 15 images per second. A micro-system for video 
recording and energy harvesting, integrated with a micro-
miniature processor and a wireless transceiver, makes it possible 
to place a small, almost invisible, camera anywhere. Integrated 
silicon optical chips can eliminate the problems associated with 
slow-response metal connections between circuit components. 
The optical CMOS process could break communications 
bottleneck [28]. Milos Popovic, professor of electrical and 
computer engineering at Boston University, along with 
colleagues from MIT, UC Berkeley, published in Nature a new 
way of transmitting optical signals on conventional 
microcircuits. The method allows one to speed up the 
communication between microprocessors by an order of 
magnitude, significantly reducing heat transfer and increasing 
the computing performance of laptops and smartphones. The 
technological idea is to add a material (a thin layer of dielectric 
polycrystalline silicon) on top of the existing chip components, 
manufactured by volumetric complementary technology. To 
make the material more suitable for photonics, the researchers 
modified the crystal structure to prevent light from leaking from 
their polysilicon to the substrate. The crystals obtained have all 
the necessary photonic components: waveguides, microcavities, 
vertical lattice junctions, high-speed modulators, avalanche 
photodetectors and transistors, manufactured using 65 nm 
technology. The laser source is outside the chip. Photodetectors 
absorb photons. The motivation for the research is that computer 
manufacturers are increasingly using chips and GPUs to create 
games and artificial intelligence that can contain hundreds of 
cores. At the same time, the copper wires connecting the cores 
are the main bottleneck holding back high performance, which, 
moreover, produce much heat that requires removal to the 
external environment. A metal conductor can transfer data from 
10 to 100 gigabits per second, while optical fiber can transfer 10 
to 20 terabits per second. It should also take into account that at 
the micro-distances between microprocessors, thermal optical 

losses are practically zero, so an opto-silicon system requires 
less energy than a copper-silicon one. The new method could 
lead to the creation of chips with increased processing power for 
hardware implementation of artificial intelligence methods for 
image recognition on the iPhone and in inexpensive LIDAR 
sensors for driver-free cars. Considering that in the next 5 years, 
quantum computers will appear that will require the expansion 
of the sequential paradigm of algorithms into parallel 
architectures, today it is relevant to emulate the technologies of 
parallel synthesis and analysis on classical computers [18, 22, 
29]. Taking into account such motivation, qubit data structures 
and methods of their synthesis-analysis for memory-driven 
computing, focused on parallel execution of operations, are 
presented below (Fig. 3). 

 
Fig. 3. The structure of qubit (quantum) computing 

As a variant of using the qubit-vector model of logical 
elements, a simulator is further proposed that makes it possible 
to simulate fault-free behavior and faults in order to obtain tests 
for detecting faults in digital systems and components. 

Data structures, transformed from a truth table to a qubit 
vector and a unitary coded table, and then to the execution of a 
parallel procedure for fault-free simulating four input sequences 
(1,2,4,6), are shown in Fig. 4. Here, each input sequence, 
represented by a binary-decimal code, is assigned a unitary code, 
which is characterized by the property of superposition in 
arbitrary combinations. This makes it possible to process in 
parallel an arbitrary combination of input sets for a given logical 
element of three variables, presented as an example. 

 
Fig. 4. Data structures and the procedure for parallel qubit simulation  
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In this case, simulation turns into finding the solution by 
means of vector-set superposition of the input word and qubit 
sequences that form the combinational logic of the functionality 
(algorithm) to achieve the goal. To get away from address 
identification of components in data structures as much as 
possible means to get high-speed performance of procedures 
through their parallel execution and unitary coding of set 
elements. Example: if there is no addressing of memory 
elements, which implies sequential access to cells, then non-
addressable memory structures become available for writing-
reading data in parallel mode. Conclusion: the addressability of 
data and commands is the main brake of classical computing 
when creating highly efficient parallel combinatorial algorithms 
comparable to quantum computers. Alternatively, a qubit is a set 
that can contain two equivalent unaddressed elements {0,1}. A 
qubit vector is defined as the set of qubits (binary states) that 
form logical functionality. A compromise solution with respect 
to the addressability of elements is the addressability of the set, 
which makes it possible to perform parallel operations with non-
addressable elements. Groups of non-addressable elements are 
created in the following parallel-focused data structures: register 
and associative memory, logical combinational circuits. 
However, in order to perform parallel operations on the 
mentioned data structures, preprocessing of their readdressing is 
required, which takes quite a lot of time. Thus, the primitive 
logic of the computational process can be reduced to the 
formation of a relation (superposition) between a pair of 
operands-sets {a},{b} on the basis of a common a∪b or one of 
the particular metrics-operands a,b. To do this, it is necessary to 
transform elements from dependently addressed to positionally 
independent or unitary encoded. Likewise, a scientist with a 
greater degree of freedom can associate himself with any subset 
of experts, which makes him more creative compared to a 
specialist using an addressing. Strength or unity in diversity. In 
God We Trust. 

The evolution of computing from sequential to quantum 
through parallel one is shown in Fig. 5. In the limit, quantum 
computing should not have any operations, except for the read–
write transaction, which is already implemented in the classical 
sequential and parallel computing. 

 
Fig. 5. Classification of computing by data structures and algorithms  

The fault-free simulator has a simple and efficient interface 
for graphic representation of logic gates, ports of test pattern 
inputs and simulation outputs, as well as services for error 
correction and data structure storage. It is interesting that the 
elements here are not tied to classical logic, but they operate on 

qubit-vectors, which have a decimal equivalent. The structure of 
an example of the logic circuit is shown in Fig. 6. 

 
Fig. 6. Quantum simulator interface for ISCAS circuit  

Inside the element there is information about the ordinal 
number of the primitive and the type of functionality, 
represented by a decimal number, which is the convolution of 
the qubit coverage vector of the logical element. The simulator 
works in a stepwise mode, when one vector is simulated, 
manually set on the primary inputs of the circuit. There is also 
an automatic exhaustive testing mode for obtaining the truth 
table of the entire digital device with values on all (input, 
internal and output) lines of the circuit. The structural 
organization of qubit data for simulating fault-free behavior of a 
digital logic circuit on test-vector is shown in Fig. 7. Here, the 
qubit vectors representing the elementary functions of the 
combinational circuit are added to the vector of fault-free 
simulation of a digital device. It turns out that the vertical shift 
of the qubit vectors relative to the horizontal simulation vector 
forms the states of the outputs of the digital circuit. The 
mathematics of this shift is defined by the characteristic 
simulation equation M! = Q! [M( X! )], which involves the 
horizontal simulation vector M, the qubit vectors Q, and also 
connection variables X, creating the cell addresses of the qubit 
vectors. 

 
Fig. 7. Qubit data structures for a logic circuit  

To obtain statistical information and verify the Quantum 
Modeling software application, 10 experiments were carried out 
on logic circuits from the ISCAS library, and also on other 
structures listed below: 1) Adder SP. 2) Circuit Schneider. 3) 
Circuit C5. 4) Circuit C17. 5) RFO Circuit. 6) MUX16 Circuit. 
7) DFA Circuit. 8) Hasse processor. 9) DC4-16 Circuit. 10) 
Circuit C432. The comparison was made between the synthesis 
time of the circuit structure (Modeling Time), as well as the 
simulation time. The base case for comparison was the Active 
HDL product, Aldec Inc., where information about the circuit 
model was entered in the VHDL hardware description language. 
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The comparison statistics for Modeling and Simulation Time is 
shown in Fig. 8. 

 

 

Fig. 8. Analysis of Modeling and Simulation Time 

The graph shows the advantages of visual, imaginative 
circuit design of logic circuits of small dimensions compared to 
the description of circuits based on HDL-description. This is 
especially acceptable in the process of student education for the 
design and verification of digital systems and components. 
However, for large industrial projects, it is advisable to use 
hardware description languages. 

III. CONCLUSION 
A deterministic paradigm for creating quantum computing 

by using photonic transactions with the electrons of an atom, 
which excludes the use of quantum logic, is proposed. A 
practically focused evolutionary path of quantum computing 
from the classical one is shown: Memory–Address–Transaction 
→	 Electron–Address–Transaction 	→  Electron–Address–
Quantaction (EAQ). The qubit-vector models for describing 
functionalities are proposed, which differ from the known truth 
tables in the compactness of description and effectiveness in the 
implementation of algorithms for the synthesis and analysis of 
digital devices and SoC-components. Some obvious advantages 
of practically focused quantum computing are shown in the 
publications of scientists working in the fields of parallel 
memory-driven computing and combinatorics of information 
security, testing and diagnosis problems. There is no better way 
to advance innovative theory than the use of an open cyber-
physical space where cloud services covering the interests of the 
general scientific community in time and space are created. 
Within the framework of the above mentioned scientific and 
technological direction, the following tools were created: 1) A 
graphical interface, convenient for manual design of qubit 
models of digital devices and components, which makes it 
possible to correct errors online. Alone with the high speed of 
modern computing, the main factor influencing the time-to-
market is the time of manual input of models of digital systems 
and components. 2) Data structures for qubit description of 
digital devices and components, which are compact and highly 
parallel in their processing. 3) Infrastructure for the design and 
testing of digital devices and components with functions of 
storage, removal and correction of data, which makes it possible 
to simultaneously create digital circuits by several designers. 4) 
Software modules for qubit-driven simulation of digital devices 
and components in the modes of manual and automatic input of 

test sequences, which makes it possible to visually teach 
students the methods of synthesis and analysis. 5) Areas of 
future research are related to the creation of memory-driven fault 
models focused on qubit forms of describing functionalities with 
the subsequent development of a family of memory-driven 
parallel methods of quantum testing, simulation and diagnosis 
of digital systems and components. 

Promising areas of research and options for their solution: 1) 
Any computing, usually, contains two components: memory and 
logic, which have various parameters for speed and cost. 
However, within certain limits, you can create a computer 
without memory or without logic. Which component, memory 
or logic, is technologically the most difficult in quantum 
implementation? Quantum computer without logic is most 
promising for the market in terms of hardware implementation. 
2) Modern computing has a stable voltage–charge at the points 
of silicon space as a memory, and electrons in a subatomic space 
as a transactional carrier. In quantum design, electrons spin or 
orbit are memory, and photons are transactional carrier. To 
create in the future a structure of electrons that will have 
identifier addresses is the disruptive problem under solution. 3) 
The strategy of joint design of hardware and software for 
quantum computing is an urgent task today for technologically 
undeveloped countries, whose scientists can make a significant 
contribution to the development of parallel combinatorial 
algorithms and qubit-driven software applications. 4) A 
quantum computer efficiently and in parallel solves 
combinatorial problems, but in other calculations it does not 
give a significant gain. 5) Everything that a quantum computer 
does can be implemented in parallel on a classical computer with 
no hardware limitations. 6) In 3-5 years, a classical deterministic 
computer will overcome the technological barrier of 3.5 
nanometers. This means that a quantum computer, moving 
towards the classical one from the other side (atom – electron – 
photon), will overcome the barrier of uncertainty and become 
deterministic. 
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Abstract—The paper authors consider the applied ques-

tionnaires theory. The authors proposed a questionnaires clas-
sification into static and dynamic. Static questionnaires are 
characterized by the constancy of their parameters (numbers 
of questions outcomes, questions implementation costs and 
events weights). Dynamic questionnaires are characterized by 
the questions or events changing possibility. The question-
naires classification is given. The main dynamic questionnaires 
for automation control systems wayside objects in railway 
transport are given. The dynamic questionnaires feature for 
railway automation devices are discussed. It is proposed to use 
dynamic questionnaires to improve the algorithmic support of 
monitoring systems for railway automation devices. Diagnostic 
parameters used in monitoring systems are given. Recom-
mended diagnostic parameters sets are noted for monitoring 
procedures with the required completeness and diagnosis 
depth, as well as for solving the reliable forecasting-based 
problem on the obtained statistical data. It is proposed for each 
railway automation devices to consider operating conditions 
and modes and build individual dynamic questionnaires for 
each of the objects in the monitoring system software. An algo-
rithm for adapting dynamic questionnaires in monitoring sys-
tems has been developed. The use of dynamic questionnaires 
makes it possible to improve the algorithmic support of mod-
ern monitoring systems, which, in turn, helps to increase the 
completeness and diagnosis depth and further forecasting reli-
ability. 

Keywords—questionnaire theory; dynamic questionnaires; 
monitoring systems for railway automation devices; technical 
diagnosis; condition monitoring; questionnaires for wayside 
automation objects. 

I.  INTRODUCTION 

The questionnaire Q is a pair of <S, Π>, where 
S = {s1, s2, …, sm} – is the identifiable events set, and 
Π = {π1, π2, …, πn} – is the questions set needed to separate 
events [1 – 4]. Each question in the questionnaire is charac-
terized by three parameters: a(πi) – is the questions set need-
ed to separate events; c(πi) – question cost; p(πi) – event 
weight. Each event in the questionnaire is characterized by a 
weight p(sj). The question weight is the sum of the weights 
identified event in the subsets of its outcomes. The question 
posed on any events set corresponds to the procedure for 
splitting it into a(πi) or fewer subsets. Per the values of a(πi) 
in the questionnaire, a class of homogeneous and heteroge-
neous questionnaires is distinguished. In homogeneous ques-
tionnaires, all questions have the same basis, and in hetero-

geneous – at least one reason is different from the others. In 
practice, homogeneous questionnaires are widely used – 
questionnaires with the basis of all questions a(πi) = 2 
[5 – 7]. Such questionnaires make it possible to separate the 
initial events set into singleton subsets with two-outcome 
procedures. For example, in the technical diagnosis of an 
object, a binary question corresponds to a check with two 
outcomes: “no” (0) and “yes” (1) [8]. Homogeneous ques-
tionnaires with higher base values are less common. Moreo-
ver, when posing a non-binary question on a subset of the 
original events set, fewer subsets of partitions can form than 
the value a(πi). Thus, a homogeneous questionnaire is con-
verted to a heterogeneous one. In homogeneous question-
naires, as well as binary questionnaires, are widespread [9]. 
For example, in [10] an example, heterogeneous question-
naires in constructing optimal conditional algorithms for 
diagnosing technical objects of railway automation is given. 

Each questionnaire is characterized by several parame-
ters: the number of questions used to identify all events, the 
questions maximum number to solve the problem of event 
identification, the route cost and implementation cost. One of 
the main indicators is the implementation cost C(Q). The 
implementation cost is defined as the average time for identi-
fying events on the questionnaire [1]:  

= . 
The main task of the questionnaire’s theory is to build a 

questionnaire with a minimum value of the implementation 
cost. Optimization methods for questionnaires of various 
types are discussed in [1 – 3, 5 – 7, 11, 12]. 

As a rule, in all studies, questionnaires with constant pa-
rameters values a(πi), c(πi), p(πi), p(sj). are considered. Such 
questionnaires are built once for any of the applications. For 
example, in technical diagnostics for a specific diagnostic 
object according to the diagnostic model, all questions with 
all possible answers are received [13]. Further, the construct-
ing process a diagnostic algorithm consists of choosing a 
sequence of questions necessary to solve the identifying a 
diagnostic event problem. We will call such questionnaires 
static since their parameters never change. In real practical 
problems, technical objects have variable structures, the 
weights of events, costs, the weight of issues, and the out-
comes change with time [14]. A questionnaire arises where 
the parameters a(πi), c(πi), p(πi), p(sj) change over time. Over 

978-1-7281-9899-6/20/$31.00 ©2020 

IEEE EWDTS 2020, September 4-7 149



time and in each specific application, the questionnaire may 
contain questions that allow errors in answers and uncertain-
ties [15]. We call the questionnaires, for which at least one of 
the parameters may be changed, dynamic. 

In this paper, the authors present the study’s results in the 
field of dynamic questionnaires application in the construct-
ing algorithms tasks for railway automation devices diagnos-
ing. It is proposed to use dynamic questionnaires in systems 
of automated and automatic monitoring of railway automa-
tion devices parameters.  

II.  QUESTIONNAIRE CLASSIFICATION 

Let us consider the classification of dynamic question-
naires by the example of their use in software for technical 
objects monitoring systems. Such systems include diagnos-
tics objects, a sensor set that allows obtaining discrete and 
analogue diagnostic parameters, data transmission networks, 
as well as hardware and software for storing and processing 
diagnostic data [16]. Thus, the monitoring system allows for 
each diagnostic object to accumulate and analyze diagnostic 
data, which ultimately allows the identification of fault 
events. In this case, it is possible to identify already occur-
ring failure events (from a finite set of them), as well as pre-
dicting their occurrence at the stages of subcritical (pre-
failure) states [17]. For each object of diagnosis, it is possible 
to accumulate a diagnostic data unique set inherent only to it, 
which allows even different objects of the same type to pro-
duce different results of diagnosis and prognosis. 

In the railway automation field example is giving in [18]. 
Among all railway automation objects, the most vulnerable 
from the standpoint of reliability are the wayside technologi-
cal equipment objects – railway track circuits and switch 
point machine [10, 19, 20]. At railway stations, railway track 
circuits and switch point machine are of the same type. Nev-
ertheless, each of the objects of the same type is operated in 
different conditions. For example, there can be a different 
load on objects, a different influence of rolling stock, differ-
ent periods of operation, etc. In modern monitoring systems 
for railway automation devices, these features of similar ob-
jects are not considered in any way [16, 17, 21, 22]. This 
circumstance does not allow a sufficiently effective monitor-
ing procedure. The share of useful information is extremely 
low. The monitoring systems effectiveness can be improved 
by using dynamic questionnaires that are adaptable to the 
monitoring system software. 

In Fig. 1 shows the questionnaires classification based on 
their features. At the first level of classification, the ques-
tionnaires are divided into static QS and dynamic QD. As not-
ed above, static questionnaires are built once and never 
change, and dynamic questionnaires can change parameters 
over time. Dynamic questionnaires can be built for objects of 
the same type with general statistics on the functioning pro-
cess (QT

D questionnaires) and each device individually, indi-
vidual dynamic questionnaires (QI

D questionnaires). The 
latter, in turn, can be divided into two classes, depending on 
what initial diagnostic parameters are used in monitoring 
systems. These can be dynamic questionnaires, which are 
built for devices with diagnostic parameters already entered 
the system (QI0

D type questionnaires), or alternatively ques-
tionnaires for which many diagnostic parameters are expand-
ed (QI1

D type questionnaires). The expansion of many diag-

nostic parameters in some cases is required to increase the 
completeness and depth of diagnosis and further forecasting. 

Consider the constructing principles dynamic question-
naires for the main wayside automation devices on railway 
transport. 

Q

QS QD

QT
D Q1

D

QI0
D QI1

D

 
Fig. 1. Questionnaire classification. 

III. DYNAMIC RAILWAY AUTOMATION 

QUESTIONNAIRES 

A. Diagnostic models of typical railway automation devices 

The main traffic control devices at stations and railroad 
haul are distributed state sensors of the track sections (rail-
way track circuits), devices for automatically transferring 
switchblades to extreme positions (switch point machine), 
and devices for transmitting traffic commands to the driver 
(traffic lights). These objects are indicated on the schematic 
station's plans and stages during the design of the alarm sys-
tem (Fig. 2) [23]. These objects are classified as wayside 
technological equipment of railway automation since they 
are located nearby (and railway track circuits are used to 
transmit current to the rails) to the railway track (“in the 
field”). These objects are the most vulnerable in terms of 
reliability. Their work substantially depends on external con-
ditions. 

Wayside technological equipment is connected to the 
traffic control system installed at the centralization station 
using a cable network deployed in cable trenches in the des-
ignated places of the station. The control system implements 
the interdependence between the switch points and traffic 
lights, allowing to organize the safe movement of trains and 
shunting trains [18]. 

Let us consider the main wayside technological railway 
automation devices. In this case, as an example, let consider 
the audio-frequency railway track circuits [17], the most 
common switch point machine in Russia is SP-6 (SP-6M) 
[10] and the lens entrance traffic light [18]. In Fig. 3 – Fig. 5 
are diagnostic models of these devices. 

Fig. 3 shows in the form of blocks: x1 – track generator; 
x2 – directional track filter; x3 – track transformer of the sup-
ply end; x4 – track jumper of the supply end; x5 – railway 
line; x6 – track jumper of the receiving end; x7 – track trans-
former receiving end; x8 – track receiver; x9 – track relay. 
Some of the equipment is located at the signalling box (SB), 
a part is located near the railway track and is located in rail-
way track box (TB), and also partially combined with the 
railway line (the signal current flows along the rails). 

Switch point machine contains the following components 
(Fig. 4): x1 – block contact; x2 – electric motor; x3 – gear; 
x4 – friction cutch; x5 – autotripper; x6 – control rulers; 
x7 – slide gear; x8 – electric installation. All the switch point 
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Fig. 2. Schematic plan of an arbitrary intermediate station. 

machine equipment is in a castiron case, fixed with a switch 
mounting to the rails. 
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Fig. 3. Diagnostic Model of Audio-frequency railway track circuit. 
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Fig. 4. Diagnostic model of switch point machine. 

The traffic light includes the following objects: x1, x5, x9, 
x13, x17 – signal transformers (in the diagram - one for each 
signal indication, one for two-filament lamps - two); x2, x6, 
x10, x14, x18 – electric installation; x3, x7, x11, x15, x19 – lamp 
holder; x4, x8, x12, x16, x20 – traffic lights (respectively, yellow 
overhead light, green, red, yellow lower light and white 
light). 

In Fig. 2 – Fig. 5, various current circuits are marked 
with colors for various operating modes. The presence of 
such operating modes makes it possible to synthesize dynam-
ic questionnaires for these devices that operate in the moni-
toring system software. 

In modern monitoring systems for audio-frequency track 
circuits, the supply voltage measurements of the track re-
ceiver and the track relay, the output voltage of the track 
generator, as well as the insulation resistance of the cable 
conductors are provided. For the switch point machine, 
measurements of phase currents and interphase voltages, 
power supply voltages of the control circuit, time of switch-
blade transfer to the extreme positions, insulation resistance 
of the cable conductors are implemented. For a traffic light, 
the voltage in the working circuit and the insulation re-
sistance of the cable conductors are measured. All these pa-
rameters in modern monitoring systems are measured not on 
the objects themselves distributed over the station, but on the 
relay cabinets of the control system located at the centraliza-
tion station [16].  
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Fig. 5. Diagnostic model of the entrance traffic light. 

Using the above diagnostic parameters for all objects of 
the same type makes it possible to build dynamic QT

D type 
questionnaires. For such questionnaires, events weights and 
questions costs will use general statistics from all standard 
objects. Currently, in monitoring systems, the fixing devia-
tions process from the norms is implemented upon reaching 
the established boundary values (normals). This is not correct 
since it does not consider the specific features of each diag-
nosis objects and leads to the fixation of many false diagnos-
tic events. According to experts, the share of useful infor-
mation from monitoring systems of railway automation in 
Russia is extremely low and amounts to about 5% of the total 
data. Using the same diagnostic parameters, QI0

D type ques-
tionnaires can be synthesized. For such questionnaires, all 
physical properties of a diagnostic object and all specific 
conditions of its operation will be considered. 

To increase the completeness and diagnosis depth and the 
subsequent forecasting reliability, it is necessary to expand 
the diagnostic features set. For audio-frequency railway track 
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circuits, measurements are also required of the current fre-
quency at the input and output of the track generator, the 
voltages and currents at the inputs of the track receivers and 
track generators, and the resistance of the ballast of the rail-
way prism. For switch point machines, it is necessary to 
measure the temperature and humidity inside the drive cas-
ing, the level and temperature of the oil in the friction clutch, 
the vibration effects on the gate, the mechanical parameters 
of the automatic switch (knife stroke), and also the geometric 
parameters of the moving parts of the switch (first of all, the 
gap between the wrench and frame rail). For a traffic light, it 
is necessary to measure voltages and currents in each of the 
switching circuits of each lamp of the lens kit, measure the 
angle of the mast deviation from the design axes, and also 
the level of vibration effects on the traffic light. Some of 
these parameters are currently technically difficult to meas-
ure automatically, therefore, measurements are made by 
maintenance personnel. To the above diagnostic parameters, 
weather monitoring at the station should be added using a 
weather station. Using the presented diagnostic parameters, 
QI1

D type questionnaires can be synthesized.  

It should be noted that in the future, diagnostic data 
should be obtained directly at each of the wayside automa-
tion objects, and not remotely from post devices. For the 
implementation of direct measurements, it will be necessary 
to install measuring controllers near the objects distributed 
across the stations (in track boxes, couplings, signal case and 
traffic light heads). Also, it is possible to combine control 
and monitoring functions in one design with easily remova-
ble measuring modules. Such distributed train control sys-
tems are the near future of railway transport [24]. 

Below are examples of questionnaires various types for 
the railway automation devices. 

B. Questionnaires for railway track circuits 

In Fig. 6 shows all four types of questionnaires for audio-
frequency railway track circuits. The questions in it are for-
mulated as follows: 

⎯ π1: “Is there a slow voltage drop at the output of the 
track generator, a sharp decline or does not 
change?”;  

⎯ π2: “Is there a ripple voltage between the lower and 
upper limits at the input of the track receiver?”; 

⎯ π3: “Is the voltage at the output of the track genera-
tor increased by 5-10%?”;  

⎯ π4: “Is the voltage at the input of the track receiver 
at a minimum level?”;  

⎯ π5: “Is the input voltage to the track receiver below 
normal?”; 

⎯ π6: “Is the voltage at the output of the track receiver 
below normal?”. 

For example, describe the QS questionnaire for the audio-
frequency railway track circuit. The root question is π6, 
which separate the complete events set into two subsets: 
{s4, s8 – s10} by a single outcome and {s1 – s3, s5 – s7} by an 
outcome “0”. The subset {s4, s8 – s10} is further divided by π4 
into two subsets: {s10} (event identification s10 – is a rail 
breakage) and {s4, s8, s9} (s4 – are short-cut failure in the 
railway track circuits, s8 – is the growth of transient re-
sistances and breaks in cable and conductor bond, s9 – the 
growth of transition resistance and breaks in track boxes and 
impedance bond). The subset {s1 – s3, s5 – s7} is further di-
vided by the question π5 into the subsets {s5 – s7} and 
{s1 – s3}. Then the first subset is broken up by the question 
π3, and the second – π2.  
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Fig. 6. Questionnaires family for audio-frequency railway track circuits diagnostic. 
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This makes it possible to identify the following events: s1 
– is the track generator pre-failure condition, s2 – is the track 
receiver pre-failure condition, s3 – is the pre-failure state of 
the track filter, s5 – is the track generator failure, s6 – is the 
track receiver failure, s7 – is the track filter failure. 

The QT
D and QI0

D questionnaires for the railway automa-
tion device under consideration differ only in the temporal 
characteristics of the implementation of inspections. The 
cardinal difference has a QI1

D type questionnaire. It is im-
plemented by adding new measuring points. The questions 
here are formulated differently, since it is possible to increase 
the completeness of diagnosis, and the number of identifiable 
events expands to nine. On the full events set, the question 
π1 – is asked - “What is the type of failure?”. Which automat-
ically allows the software to separate the entire events set 
into three subsets, depending on. If the answer to question π1 
is the outcome “2” (a failure of the “false clear” type), then a 
events subset {s2, s3, s5, s7} is formed. On this subset, for 
further identification of events, the question π2, is asked, 
formulated as follows: “Is the voltage at the output of the 
track filter normal?” Question π2 identifies events: s2 – third-
party feeding of the track receiver, s3 – low shunt sensitivity, 
s5 – is the track receiver's elements. These events are identi-
fied by a single outcome. By outcome “0”, the event s7 is 
identified. On the events subsets that belong to the “1” and 
“0” outcomes of the root question, the same question 
π3 – “Is the normal voltage at the track generator output?” 
This question allows us to split the subset of the outcome “0” 
of the root question into single-element subsets correspond-
ing to the states s4 (low ballast resistance) and s9 (abnormal 
current frequency at the track generator output, which is a 
precautionary state of the track generator). Question π3 asked 
on a subset of the single outcome of the root question, allows 
us to highlight the event s8 (disconnection between the re-
ceiver and the filter), as well as the subset consisting of 
events s1 (the track generator failure) and s6 (the track gener-
ator supply failure). The last subset is divided by question π4, 
formulated as follows: “Is the generator supply voltage nor-
mal?”. 

From the questionnaire’s analysis shown in fig. 6, it fol-
lows that some of the events in them remain not divided. 
This requires additional checks by the railways operating 
personnel. Automatically, using the monitoring systems 
means, a few events cannot be identified. In this case, how-
ever, the time to localize the fault is reduced. 

Pay attention to the fact that the QS и QT
D questionnaires 

contain numerical data on the question’s costs and the weight 
of the events since they are based on general statistical data 
on the technical object’s operation. Questionnaires of the 
QI0

D и QI1
D types in the examples given do not operate with 

any numerical values, since the prices of questions and the 
weight of events are determined for each object individually, 
taking into account its location relative to the control central-
ization post, physical parameters, and historical operation 
data. 

C. Questionnaires for switch point machine 

Questionnaires for switch point machine are shown in 
Fig. 7. 

The QS questionnaire includes the following questions: 

⎯ π1: “What is the ammeter reading?”; 

⎯ π2: “Is there a failure of the switch autotripper after 
a visual inspection of all parts of the switch, control 
rulers and slide gear?”; 

⎯ π3: “Is a drive failure detected after a mechanical 
check of the control rulers mounting loosening or 
the slide gear, as well as the gearbox?”; 

⎯ π4: “Is the insulation resistance in normal?”; 
⎯ π5: “Is a drive failure detected after a visual inspec-

tion of the cable contact?”; 
⎯ π6: “Is the commutation and motor separately nor-

mal?”. 

From the questions, QS is built based on expert evidence. 
The root question is question π1. It separates the original 
events set into three subsets: {s1 – s7, s9 – s15, s23}, 
{s13 – s22} и {s8}. The “0” outcome of the root question cor-
responds to the answer “The arrow of the ammeter is station-
ary”. To an outcome “1” – the answer “The arrow of the 
ammeter makes a throw, then the current value is < 2А”. 
Outcome “2” – the answer is “First, the ammeter needle 
makes a throw up to 5A, and during the transfer is held at 
2A.” By the outcome “0” of the root question, event s8 is 
identified (friction clutch misregistration has occurred). 
Events on the outcome of “2” of the root question are sepa-
rated by question π2. This question highlights the subsets 
{s2 – s6, s9, s11} and {s1, s7, s10, s12 – s15, s23}. The “1” out-
come of question π2 includes an events subset s2 (the auto-
tripper contact pads breakage), s3 (the autotripper knife pads 
breakage), s4 (the autotripper levers breakage), s5 (the auto-
tripper springs breakage), s6 (the autotripper contact springs 
breakage), s9 (the control rulers breakage), s11 (hit by a for-
eign object that impedes the movement of the slide gear). 
Subsequent identification of events on the resulting subset is 
done by manual checks. The “0” outcome of the question π2 
forms the subset {s1, s7, s10, s12 – s15, s23}, on which the ques-
tion π3. is asked. It separates this subset into {s10, s12, s23} and 
{s1, s7, s13 – s15}. According to the “1” outcome, events s10 
(the control rulers mounting misadjustment), s12 (the slide 
gear mounting misadjustment), s23 (the friction clutch failure) 
are identified. The subset “0” of the outcome is separated by 
the question π4 into the subsets {s1, s7} and {s13 – s15}. The 
”1” outcome of question π4 allows identifying the events s1 
(the autotripper contact pads misadjustment) and s7 (the auto-
tripper contact pads covered with hoarfrost). 

Back to the root question. Its outcome «1» corresponds to 
a subset of {s13 – s22}. It is separated by the question π5 into 
the subsets: {s16} and {s13 – s15, s17 – s22}. The outcome «1» 
of this question allows to identify the event s16 (the cable 
connection failure). As a result of «0», a subset of {s13 – s15, 
s17 – s22}. remains. It is further separated by question π6. The 
question, depending on the answer, detects the following 
events: s13 (hook-up wire breakdown), s14 (insulation fault), 
s15 (the adjusting clip failure), s17 (break in the stator winding 
of the motor), s18  (break in the winding of the motor arma-
ture), s19 (the brush assembly motor failure), s20 (lowering the 
insulation of the electric installation), s21 (defect of the elec-
tric motor manifold), s22 (hook-up wire break-down in the 
electric motor). 

Let us pay attention to the dynamic questionnaires for the 
switch point machine. Note that in Fig. 7, for each type of 
dynamic questionnaire, two questionnaires are given. The 
first (upper) corresponds to the operating mode of the arrow 
switch and, accordingly, the active operating mode of the 
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engine. The second (lower) corresponds to the control mode 
of operation when the electric motor is switched off. 

A typical QT
D dynamic questionnaire is implemented as 

follows. The upper questionnaire differs only in the cost of 
the questions since the use of a monitoring system reduces 
the time for posing questions. An example of a change in the 
check implementation time is π3. For example, in the QS 
questionnaire, the cost of the question is marked as 25 
minutes, and in the QT

D – questionnaire as 10 minutes. The 
reason is that in the QT

D questionnaire, the travel time to the 
location of the drive was deleted since the check π3 is per-
formed after the check π2 which is already done at the switch 
point machine installation site. In the control mode, many 
events are corresponding to the switch electric drive control 
mode: {s1 – s7, s9, s12 – s16}. To troubleshoot in control mode, 
on this set the question π1 is asked: “Did the device failure at 
the signal tower?” Let us clarify the question for a wide 
range of readers – the elements of the control circuit are 
available both directly on the wayside (near the railway 
track) and in the relay-room of the signal tower. The set un-
der consideration is divided into two subsets {s14} and 
{s1 – s7, s9, s12 – s13, s15 – s16}. According to an outcome “1” 
of the issue, the event s14 is identified (the electric insulation 
violation of switch point machine). On the subset {s1 – s7, s9, 
s12 – s13, s15 – s16} the question π2 is asked: “Is a malfunction 
detected after examining all parts of the switch point ma-
chine and control rulers?”. The question separates an events 
subset into two multielement subsets. An outcome “1” subset 
of the question is separated by a new question π3 (“Is a drive 
malfunction detected after a mechanical check of the control 
rulers misadjustment?”), And the outcome “0” subset by a 
new question π4 (“A failure is detected in the device when 
measuring the insulation resistance and currents in the con-
trol circuits electric installation?”). Question π3 identifies the 
following events: s1 (the autotripper contact pads misadjust-
ment), s2 (the autotripper contact pads breakage), s3 (the au-
totripper knife pads breakage), s4 (the autotripper levers 
breakage), s5 (the autotripper springs breakage), s6 (the auto-
tripper contact springs breakage), s7 (the autotripper contact 
pads covered with hoarfrost), s9 (the control rulers breakage), 
s12 (the slide gear mounting misadjustment). The π4 identifies 
events s13 (hook-up wire breakdown) and s15 (the adjusting 
clip failure). 

The QI0
D questionnaire is like the QT

D questionnaire with 
the only exception that the questions costs and the weight of 
the events are formed individually for each device. 

The QI1
D questionnaire is built considering the possibili-

ties of expanding the number of control points at which di-
agnostic parameters are measured automatically. Due to the 
increase in automatically controlled device parameters, new 
questions appear and the wording of existing one’s changes. 
As an example of the reformulation of the question, we give 
the question π3. In QI0

D, the question π3 is formulated as fol-
lows: “Is a drive malfunction detected after a mechanical 
check of the following devices: loosening the control rulers 
or gate, gearbox malfunction?”. In QI1

D, the question π3 is 
formulated as follows: “Are there any extraneous shock-
vibration effects?”. Also added are questions π7 (“Is the cable 
insulation resistance normal?”) and π8 (“Failures detected by 
the current transfer diagram and data from the accelerome-
ter?”). Question π7 is asked on the subset {s13 – s15}. Event 
s13 is identified by an outcome “1” of this question, and 
events s14 and s15 are identified by an outcome “0”. Question 

π8 is asked on the subset {s1, s7, s10, s12 – s15, s23 – s24, 
s26 – s28}. By the outcome of “2” event s10. is identified. 
Events s12 and s27, are identified by an outcome “1” of the 
issue in question, and events s23, s26, s28 by “0”. With the 
increase in control points, a diagnostic events subset ex-
pands, which includes events s24 (moisture), s25 (low oil level 
in the gearbox), s26 (non-smooth stroke of the switchblades), 
s27 (increased/decreased clearance between the switchblade 
and stock rail), s28 (probable contamination of rail shoe). 

By analogy with the above for the operating mode, questions 
for the control mode are also added. Question π5 is formulat-
ed as follows: “Is there a shock-vibration effect on the gate 
during the passage of the train?” Question π6 is formulated as 
follows: “Is the humidity and temperature in the drive nor-
mal?”. 

D. Questionnaires for traffic lights 

For the enters traffic light, the questionnaires shown in 
Fig. 8. 

The QS questionnaire implies the use of question π1, for-
mulated as follows: “Is there a supply voltage in the trans-
former box?” As the root question. This question divides the 
original set of events into three subsets. Subsets of one and 
outcomes “0” are singleton. Question π1 allows us to identify 
events s6 (lower cable insulation) and s7 (lack of power com-
ing from the relay cabinet). The outcome “2” of the root 
question corresponds to the subset {s1 – s5}. On it, for further 
events identification, the question π2: is asked: “Is there a 
standard voltage at the output from the signal transformer?” 
By the outcome “0” of this question, event s1 (signal trans-
former failure) is identified. The subset of the single outcome 
of the question π2 is multielement: {s2 – s5}. For its further 
breakdown, question π3 (“What is the voltage at the lamp 
holder terminals?”) Is used, and then – π4 (“Is the voltage 
restored after cleaning the lamp holder?”). When posing the 
question π3 it is possible to identify the events s5 (lamp fail-
ure) and s2 (open circuit of switching wires). When posing 
the question π4 on a single outcome of the previous question, 
the events s3 (poor contact in the lamp holder) and s4 (switch-
ing damage) are identified. 

The QT
D questionnaire for traffic lights is different from 

QS questionnaire. The initial events set in it is separate by the 
question π1: “What is the type of failure?”. Next, a subset of 
the one outcome of the root question is separate by the ques-
tion π3: “Is there a standard voltage at the output from the 
transformer box?” In this case, events s5 (lamp failure) and s1 
(signal transformer failure) are detected. The subset of the 
outcome “0” of the root question is separate by the question 
π2: “Is the supply voltage coming to the signal transformer?”. 
This question can have three possible answers: outcome “2” 
– “Yes”, outcome “1” – “No”, outcome “0” – “Yes, but low-
ered”. Question π2 Is the supply voltage coming to the signal 
transformer?”. This question can have three possible an-
swers: outcome “2” – “Yes”, outcome “1” – “No”, outcome 
“0” – “Yes, but lowered”. Question s7 (lack of power coming 
from the relay cabinet) and s6 (lower cable insulation re-
sistance). There is also a third outcome (outcome “2”) of the 
π2, question, by which events s2, s3, s4 are identified (their 
interpretation is given above). 

The QI0
D questionnaire is like that described above, for 

which, however, the questions costs and the weight of the 
events are determined individually for each diagnostic ob-
ject. 
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Fig. 7. Questionnaires family for switch point machines diagnostic. 
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Fig. 8. Questionnaires family for traffic lights diagnostic. 

The QI1
D traffic light questionnaire may contain one more 

condition. For example, the addition of an inclinometer sen-
sor allows the identification of an additional event s8 (mast 
deviation). This event is identified by the third outcome of 
the root question π1. It should be noted that in the diagnostic 
model of the traffic light (Fig. 5) there are several separate 
lamp switching circuits. Physically, these circuits are sepa-
rated, but the power comes from a single source. In the given 
in Fig. 8 questionnaires, all the same type of faults for differ-
ent traffic light indications are unified and combined. In oth-
er words, the questionnaire works for those lamps that are 
under load. All faults are identified for work objects in the 
corresponding mode. 

In addition to the noted feature of traffic lights, it should 
also be added that the electric installation failure can be 
deepened to the level of one wire, since a bundle is placed in 
the mast of the traffic light, and separate wires feed various 
lamps in the bundle. In real conditions, the set of traffic light 
failures can be supplemented with such failure as a red light 
lamp failure, a red traffic light supply wire break, a yellow 
traffic light lamp failure, a yellow traffic light wire break, 
etc. This, however, can be considered a program-level moni-
toring system and highlight the failure logically. 

IV. ALGORITHM FOR FORMALIZING THE INITIAL 

QUESTIONS 

Note the following feature of the proposed monitoring 
technology based on dynamic questionnaires. Initially, it is 
required to formalize the initial questions and add them to 
the database of the analytical subsystem of the monitoring 
system. Despite the apparent complexity of this task, it is not 
so difficult. All objects of railway automation can be classi-
fied into types and classes (like how this is done in comput-
er-aided design systems for circuit solutions of railway au-

tomation [25]). The number of types and classes of railway 
automation devices is small. For example, the above three 
main types of wayside devices for railway automation are 
considered – railway track circuits, switch point machine and 
traffic lights. Classes are specific types of these devices – in 
this example, we used the class of audio-frequency railway 
track circuits, electric drives of the SP-6M brand with an AC 
motor and an enter five-signal traffic light. The monitoring 
system requires a description of the initial wording of the 
questions once for a specific type and class of railway auto-
mation devices. The algorithm for posing the initial questions 
is as follows: 

1. Railway automation devices are divided into many 
types  = , , . . . ,   and classes inside them = , , . . . , , ∈ . 

2. For each type and class of devices, a state classifier is 
compiled (specific operational, operational, pre-failure, de-
fective, defective, dangerous states): , = , , , , . . . , , . 

3. Each state is associated with many diagnostic parame-
ters with the permissible limits of their change to accurately 
identify the location of the object in this state. 

4. For each specific automation object from a given type 
and class, the boundary values of the diagnostic parameters 
are set, for example, in automatic mode using self-adaptive 
networks (autoencoders) [26]. 

5. For each specific monitoring object, a valid question 
set is automatically selected according to the current operat-
ing mode, and arrays of question costs and event weights are 
generated. Initially, this is done based on general statistics 
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widely known for each of the devices. During the operation 
of the monitoring system for a specific automation object, 
the values of questions prices and event weights are adjusted 
considering the accumulated historical data about it. 

Each state of any diagnostic object corresponds to a spe-
cific set of diagnostic features , recorded by the monitor-
ing system – the values of the diagnostic parameters in the 
aggregate, including taking into account the results of ma-
chine analysis and previous changes.  

Confirmation 1. For the technical diagnostics system 
and monitoring system to unambiguously interpret the ob-
tained values set of diagnostic signs with any diagnostic ob-
ject state, this set should not be its subset of diagnostic signs 
corresponding to another technical condition:  ∀ : ⊄ , ∈ 1,2, . . . . , , ∈ 1,2, . . . . , \ . (1) 

If condition (1) is not satisfied for at least one pair of 
technical conditions, then in automatic mode the monitoring 
system will not be able to determine the state in which the 
diagnostic object is located. This will require additional 
manual measurements. In dynamic questionnaires, such 
events will appear in one subset of the outcome of the ques-
tion.  

If it is impossible to separate any states, additional meas-
urements are required by a certain algorithm.  

Confirmation 2. The states set = , , . . . ,  is 
separable if  ∀ , ∈ 1,2, . . . ,  ∃ ∈ , ∈ 1,2, . . . , ,   (2) 

where  – effective check. 

An effective check may follow from automatic measure-
ment, or it may be the result of manual testing of a diagnostic 
object by service personnel. In this case, the monitoring sys-
tem will give information messages to the operating person-
nel, facilitating the identification of the fault.  

Thus, the process of formalizing the initial questions is 
implemented once for each type and class of railway automa-
tion devices using the expert method. Further, the monitoring 
system itself forms the admissible sequence of questions for 
each operating mode. The user of the monitoring system sees 
only the result of the search – the specific state of the device 
and the faulty component in case of failure or the recom-
mended sequence of additional checks to localize the fault. 

V. MONITORING SYSTEM ARCHITECTURE 

Currently, monitoring systems in the field of railway 
transport are being built according to an architecture that 
excludes a remote cloud server for processing diagnostic 
information, and all processing consists only in comparing 
isolated measured parameters with a certain predefined 
thresh-old (normal) [16]. A more complex analysis of the 
parameters on the railways is used only “artificially” and has 
not been widely introduced. However, analysis methods, 
including those using artificial intelligence, are quite well 
developed, for example, in [27 – 29].  

In Fig. 9 shows the perspective architecture of a monitor-
ing system. In it, diagnostic data about all diagnostic parame-
ters comes from measuring controllers with a set period for 
polling sensors in a data warehouse (hub). It also stores data 
on the physical characteristics and operating conditions of an 

object. According to a special protocol, a cloud server pro-
cessing large amounts of data is accessed by the store and in 
real-time analyzes diagnostic data. In the case of fixing any 
malfunction (any violation of the regular operation of the 
devices), dynamic questionnaires are generated in the moni-
toring system software, from which, in turn, the recommend-
ed sequence of investigation of the incident (including the 
diagnostic algorithm) is automatically determined. To output 
data to the user, a virtual technological window is used (an 
analogue of a workstation), to which you can connect re-
motely from any mobile and stationary device connected to 
the Internet. Besides, the system can be supplemented by a 
stationary workstation, as well as mobile monitoring applica-
tions. This monitoring system architecture does not require 
the presence of central hubs, as in modern monitoring sys-
tems for railway automation devices [16]. Access to the 
monitoring results is carried out remotely through any 
browser or mobile application, regardless of the user's lo-
cation. 
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Fig. 9. Monitoring system architecture. 

VI. CONCLUSION 

Introduction to the dynamic questionnaires consideration 
allows approaching the process of constructing diagnostic 
algorithms for diagnosing modern systems with complex 
structures and many components much more accurately. 
Considering the work of monitoring systems in software that 
have access to large amounts of statistical data about the ob-
jects of diagnosis and the collected diagnostic data, it be-
comes possible to increase the completeness and depth of 
technical diagnosis. Also, the dynamic questionnaire itself in 
the monitoring system software forms the recommended 
sequence of investigation of the incident. This is the basis of 
decision support systems by technical personnel of operating 
organizations. The use of software tools with integrated dy-
namic questionnaires for automation devices thanks to cloud 
technology allows you to organize easy access to the moni-
toring results through any browsers and mobile applications. 
Access to the monitoring results is carried out using cyber-
protected protocols, user identification and authentication 

IEEE EWDTS 2020, September 4-7 157



procedures according to the ranking of users and their set-
tings. 

The advantages of using dynamic questionnaires are that 
for any technical object it is possible to more accurately 
build a diagnostic algorithm taking into account both physi-
cal parameters and operating conditions, as well as accumu-
lated statistical data on work and data from sensors of meas-
uring controllers. It should be noted the disadvantages of 
using questionnaires for constructing diagnostic algorithms - 
the number of diagnostic events and questions for their iden-
tification significantly affects the speed of optimization of 
the questionnaire. Depending on the operating mode of the 
diagnostic object, the questionnaires may have different 
structures and bypass prices. Therefore, in real applications, 
it is necessary to consider the time limit for constructing the 
questionnaire, as well as, if necessary, apply the methods of 
decomposition or construction close to the optimal question-
naires. 

In conclusion, we also note that the presented results are 
one of the applications of the theory of questionnaires. The 
use of dynamic questionnaires is also possible in other 
branches of science and technology. 
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Abstract— In this paper, we use a window approach when 
optimizing Finite State Machine (FSM) components of a multi 
module system. Given a window with a loop-free binary 
composition of complete deterministic FSMs, we construct a 
partial FSM for the tail component FSM such that any reduced 
form of this partial FSM can replace the tail component 
preserving the composition behaviour. There are a number of 
cases when using a partial network equivalent instead of the 
initial component FSM allows to simplify the corresponding logic 
circuit with respect to the number of gates and path length 
between primary inputs and outputs. 

Keywords— Finite State Machine (FSM), Synchronous 
composition of FSMs, FSM equation component 

I. INTRODUCTION 

The Finite State Machine (FSM) model [1] is widely used 
to describe the behavior of systems that pass from state to state 
when an input is applied while producing output responses. 
Accordingly, FSMs are used in various fields to describe the 
behavior of control systems operating in the "request-response" 
mode and one of FSM based tasks is the system optimization, 
especially a component optimization with respect to various 
parameters. The Internet of Things (IoT) [2] can serve as an 
example, where various components are used that could be 
effectively optimized [2]. 

Optimization of multi-module systems is often iterative. In 
general case, when optimizing a component of an FSM 
composition, one can use the solution of a FSM equation of the 
form A ⦁ X ≈ A ⦁ B [3-5], where X is the component FSM under 
optimization and FSM A describes the joint behavior of other 
components and is often called the context. However, the 
complexity of solving such an equation is very high [4]. On the 
other hand, it is known [4, 5] that it is possible to select a 
“window” that contains a binary composition, and then 
optimize the components of this composition; in this case, the 
complexity of optimization will be significantly lower, 
especially if the window contains a loop-free composition. 

The “window approach” in [5] uses “windows” which are 
more general and this provides additional difficulties when 
optimizing the component FSM. Also, in [5], the optimization 
with respect to the number of gates of the subsequent logic 
circuit is not discussed, while discussing the optimization with 
respect to other criteria such as the number of communication 

lines, fault tolerance with respect to certain faults, etc. In this 
paper, we discuss the optimization with respect to a subsequent 
logical circuit, that is, the optimization that later will be used 
for hardware implementations of FSM networks. 

The work [6] describes the optimization of networks 
consisting of structural machines using internal “don't-care” 
sequences based on solving the feasibility problem for Boolean 
formulas; in our work, we rely on the construction of the 
network equivalent for the tail component according to the 
algorithm presented in [7]. The work [8] also touches the 
optimization topic and the authors consider not only input 
don’t care sequences but also output don’t care sequences for 
which the optimization is much more time-consuming. In [9], 
the optimization based on the solution of FSM equations was 
discussed and it was shown that sometimes it is more efficient 
to solve not one FSM equation but a system of such equations. 

In this paper, we propose a procedure for solving an FSM 
equation for a binary loop-free FSM composition for a 
component for which all output channels are available for 
observation. This procedure is an adaptation of the general 
algorithm for solving FSM equations and generally speaking 
has polynomial complexity with respect to the size of the 
component FSMs. In this case, the general solution to the 
equation called also a network component equivalent, is a 
deterministic partial FSM which can be obtained in various 
ways. The use of a partial network equivalent instead of the 
initial component FSM in some cases makes it possible to 
simplify the corresponding logic circuit with respect to the 
number of gates, paths’ length, etc, and this allows later on to 
optimize hardware FPGA implementations [10]. 

II. PRELIMINARIES 

A. Finite State Machines 

An initialized Finite State Machine (FSM) S [4] or simply 
called an FSM or a machine throughout this paper is a 5-tuple 
(S, I, O, s0, λS), where S is a finite nonempty set of states with 
s0 as the initial state; I and O are input and output alphabets; 
and λS ⊆ S × I × O × S is a transition relation. An initialized 
FSM can be considered as a function that maps sequences over 
one (input) alphabet into (subsets of) sequences over another 
(output) alphabet. If for each pair (s, i) ∈ S × I there exists at 
most one pair (o, s') such that (i, s', o) ∈ λS then FSM S is 
deterministic; otherwise, FSM S is called nondeterministic. In 
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this paper, we consider deterministic FSMs if the converse is 
not explicitly stated. If for each pair (s, i) ∈ S × I there exists at 
least one pair (o, s') such that (s, i, o, s') ∈ λS then FSM S is 
complete. Otherwise, FSM S is called partial. Given a state s of 
a partial FSM, for some input sequences, the behavior of the 
FSM at state s is not defined. The set ΩS(s) is the set of input 
sequences under which the behavior of the FSM S at state s is 
defined. 

States b and s of complete FSMs B and S are equivalent 
[11] if the FSM B at state b and the FSM S at state s produce 
equal (sets of ) output sequences under any input sequence. 
Otherwise, the states b and s are called distinguishable. 
Initialized complete FSMs B and S are equivalent, written 
B ≈ S, if their initial states are equivalent. 

For partial FSMs, the definition of the quasi-equivalence is 
introduced [1, 11]. Given deterministic complete FSM B and 
possibly, partial FSM S, state b of B is quasi-equivalent  to 
state s of a FSM S , written: b ⊒ s, if ΩB(b) ⊇ ΩS(s) and for 
each sequence α ∈ ΩS(s) the following holds: 
outS(s, α) = outB(b, α). The initialized FSM B is quasi-
equivalent to the initialized FSM S (notation: B ⊒ S) if the 
initial state of the FSM B is quasi-equivalent to the initial state 
of the FSM S.  

States si and sj of the deterministic, possibly partial FSM S 
are incompatible or distinguishable if there exists an input 
sequence permissible for si and sj such that the output 
responses to this sequence at states si and sj do not coincide. 
The states si and sj of the FSMS are compatible if they are not 
incompatible [11]. As an example of compatible states, states si 
and sj can be considered where si is quasi-equivalent to sj. 

An initialized deterministic complete reduced FSM B is 
called a reduced form of an initialized deterministic possibly 
partial FSM S if B is quasi-equivalent to S. Differently from 
complete FSMs, a partial FSM can have several reduced forms 
which are not pair wise isomorphic. The reduced form of a 
FSM with a minimal number of states is called a minimal form 
of a FSM S. Again, a partial FSM can have several minimal 
forms which are not pair wise isomorphic. 

B. Synchronous Composition of Finite State Machines 

When designing complex systems, a system under design is 
usually represented as a composition of simpler subsystems 
and thus, composition operators over FSMs were defined in a 
number of publications [see, for example, 4, 12]. In this paper, 
we consider a so-called synchronous composition of initialized 
complete deterministic FSMs where each input is processed 
during one clock cycle. Such the composition is usually used to 
describe the composition of hardware components. 

A synchronous composition of two FSMs (Figure 1) can be 
derived in various ways. In [12], a synchronous composition is 
constructed using the corresponding successor tree, however, 
the authors consider only the composition of Moore machines, 
i.e., the composition of complete deterministic FSMs where an 
output significantly depends only on a current state, that is, 
does not depend on an input [11]. In [4], it is proposed to build 
a synchronous composition using operations over languages of 
FSM components. The language of an FSM component is 
regular and can be represented by a finite automaton [13]. 

In this paper, we consider only loop-free composition and 
thus, use the composition definition based on a successor tree. 

The successor tree describes the joint behavior of FSM 
components when applying external inputs of the set I1 × I2 to 
the composition. The composition FSM is built from the 
successor tree by removing all internal transitions, i.e., each 
transition of the composition FSM is marked with an input 
symbol i ∈ I1 × I2 and an external output symbol o ∈ O1 × O2. 

In this paper, a component FSM is optimized with respect 
to the behavior of other component FSMs. It is known [4] that 
the composition behavior not necessary changes when an FSM 
component is replaced by an FSM nonequivalent to the initial 
one. Usually, for such optimization, the explicit or implicit 
solving of the FSM equations is involved. 

Given complete deterministic FSMs 
A • B = (S, I1 × I2, O1 × O2, s0, λ) and A = (A, I1, O1 × U, a0, λA) 
(Figure 1), the expression A • X ≈ A • B, in which X is a FSM 
over an input alphabet I2 × U and an output alphabet O2, is 
called a synchronous FSM equation.  

 

Fig. 1. The synchronous composition of FSMs 

A FSM B′ with an input alphabet I2 × U and an output 
alphabet O2 is called a solution of the equation A • X ≈ A • B if 
A • B′ ≈ A • B. A solution of the FSM equation A • X ≈ A • B 
corresponds to the FSM, which, when combined with the FSM 
A, determines the behavior that coincides with the behavior of 
the FSM A • B. The solution Largest is called the largest 
solution to the equation A • X ≈ A • B if each solution to the 
equation is a reduction of the FSM Largest and it is known that 
such the largest solution exists [4]. 

III. COMPONENT-ORIENTED OPTIMIZATION OF A SYNCHRONOUS 

FSM COMPOSITION 

We propose an algorithm for solving the FSM equation for 
a binary loop-free FSM composition, when all output channels 
of a component FSM under optimization are available for 
observation. 

A. Optimizing the tail component of a serial binary 
composition 

Consider a serial composition of complete deterministic 
FSMs A and B (Figure 2). To derive an FSM that describes the 
behavior of the component B that affects the composition 
behavior, i.e., a so-called network equivalent of B, we propose 
two procedures. We first derive the so-called 
inverse automaton A* of the component A by leaving only 
outputs at each transition; if necessary, we determinize the 
obtained automaton and intersect this automaton with B [7]. 
The obtained possibly partial machine is the network 
equivalent of B. Input sequences and only those where the 
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behavior of B can change the composition behavior are defined 
for the network equivalent. 

Fig. 2. The serial composition of FSMs A and B 

Proposition 1 [7]. A complete FSM C can replace the 
component B preserving the external composition behavior if 
and only if C is quasi-equivalent to the network equivalent of 
B. 

Consider an example from [10] where A and B are 
component FSMs of a serial composition (Figure 2). Figure 
3(c) shows the inverse automaton A* for the component A. 

 
Fig. 3.  (a) The FSM A; (b) The FSM B, (c) The inverse automaton A* 

After the determinization, the states of the inverse 
automaton can become subsets of states of the initial head 
component FSM and at the next step, the network equivalent of 
B is derived as the product of the inverse automaton and the 
initial tail component FSM. The network equivalent is the 
largest solution to the equation and according to the above 
procedure, the network equivalent can have more states than 
the initial tail component FSM. However, according to our 
experiments, usually the network equivalent has less transitions 
than the initial tail component FSM. 

In order to keep the number of states in a solution equal to 
the number of B states, a part of the network equivalent can be 
derived. For this purpose, a serial composition of two 
component FSMs over all composition actions is constructed 
based of the component successor trees. Given a state b of the 
tail component, a transition at state b under input u is left 
undefined if and only is there is no state (aj, b) in the 
composition such that the output u can be produced at state aj; 
otherwise, the transition of B is left intact; such a machine is 
denoted Comp(B). 

Proposition 2. If a complete FSM C is quasi-equivalent to 
the FSM Comp(B) then C can replace the component B 
preserving the external composition behavior. 

For the component FSMs in Figure 3, the composition 
successor tree and the composed FSM are shown in Figures 
4(b) and 4(c). The network equivalent B′ is the same as the 
machine Comp(B) (Figure 4(a)). 

 

Fig. 4.  (a) The machine B′ (The machine Comp(B)), (b) The successor tree 
(c) The composed FSM 

Consider now how the tail component FSM can be 
optimized in a loop-free binary composition with a more 
complex structure. 

B. Optimizing the tail component of a binary loop-free 
composition 

If the composition is loop-free but the tail component has 
additional input channels then these channels should be taken 
into account when deriving the network equivalent for the tail 
component. Consider various cases of such composition.  

Case 1. Figure 5(a) shows the composition of FSMs A and 
B. The FSM A (Figure 5(b)) has an input alphabet I and an 
output alphabet U while the FSM B has an input alphabet 
I × U.  

 
Fig. 5.  (a) The synchronous composition of A and B; (b) The FSM A; 

(c) The FSM B 
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In this case, the inverse automaton is derived over the 
Cartesian product I × U and then the network equivalent of the 
tail component FSM for the machine Comp(B) is derived as 
described above. 

In Figure 5, I = {i1, i2} and alphabet U = {u1, u2}.The FSM 
B (Figure 5(c)) has input alphabet I × U and an output alphabet 
O = {o1, o2}.  

In Figure 6, there are the automaton A* and the reduced 
form of the network equivalent B′. The network equivalent B′ 
has fewer transitions and less states than the initial FSM B . 

 

Fig. 6.  (a) The automaton A*; (b) The network equivalent B′ 

Case 2. Consider another loop-free composition adding an 
input channel with alphabet V to the component B 
(Figure 7(a)). Extend each transition in the FSM B to the 
alphabet V: at each transition add the symbol "‒", which means 
that there can be any symbol of the alphabet V. 

 
Fig. 7.  (a) The synchronous composition of A and B; (b) The FSM B; 

(c) The network equivalent B′ 

In Figure 7, V = {v1, v2} and the FSM B (Figure 5(c)) 
extension is shown in Figure 7(b). Thus, to obtain the network 
equivalent, it is sufficient to expand each transition of the FSM 
B′ (Figure 6(b)) to the alphabet V. Figure 7(с) shows the 
network equivalent. 

We can also consider a more complex network in the 
window. Consider an example of a network of three FSMs 
(Figure 8). In the network, we can select a “window” with a 
binary loop-free (or even serial) FSM composition of 
components A and B, and for the tail component of a such 
composition it is enough to simply calculate the working area 
of operating: the component B receives inputs of the alphabet V 
from the component A and of the alphabet U from the 
component C; component FSM B responses to this symbols by 

outputs of the alphabet O. Thus, the behavior of component B 
is essential for the external behavior of the network only on 
those input sequences that can appear at the outputs of 
component FSMs C and A. All other input sequences are so 
called don’t care input sequences for the component B where 
this FSM component can have any behavior. 

 
Fig. 8. The network of three FSMs 

IV. IMPLEMENTATION OF SYNCHRONOUS COMPOSITION AS 

FPGA 

Various solutions can be proposed for representing the 
network equivalent as a logic circuit which later on will be 
implemented using the FPGA technology. Given an FSM, in 
order to derive a logic circuit, FSM states, inputs and outputs 
symbols are encoded as Boolean vectors. The network 
equivalent of B can be minimized first and a logic circuit is 
derived for an obtained complete reduced FSM. On the other 
hand, representing the network equivalent as a logic circuit can 
be done without minimization as sometimes optimal logic 
circuits can be obtained for non-minimal FSMs. 

Another approach is to implement not the network 
equivalent of B but the machine Comp(B) and this also can be 
used for optimization of an FSM B logic circuit representation . 

Using a partial network equivalent instead of the initial 
component allows in some cases to simplify the corresponding 
logic circuit with respect to the number of gates and path 
length from external input ports to external output ports. As an 
example, consider a sequential composition of two 
combinational circuits in Figure 9(a) [3]. The head circuit 
consists of two disjunctors, and the tail circuit consists of a 
conjunctor and an inverter. Accordingly, only sets 00 and 11 
can be obtained from the outputs of the head component. At 
the input set 00, the tail component “responds” with output 
symbol 1; the tail component “responds” to the output set 11 
with the output symbol 0. Thus, the tail component can simply 
be replaced by an inverter, the input of which is the output of 
one of the disjunctors (Figure 9(b)). However, when using 
combinational circuits after the optimization, the whole system 
should be checked for not having combinational loops. 

 
Fig. 9. An example of optimizing a serial network of two combinational 

circuits 
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Usually, the more undefined the finite state machines are, 
the simpler the corresponding logic circuits can be obtained. 
Correspondingly, we performed a preliminary estimation for 
the number of undefined transitions in the resulting tail 
component network equivalent. 

Proposition 3. Let complete FSMs A and B be then head 
and tail components of the composition. If each output is 
possible at each state of the FSM A, then the network 
equivalent of B is equivalent to B . 

However, if approximately half of the outputs are defined 
at each state of the head component, then about 30% of 
undefined transitions appear in the network equivalent. 

As a future work, we are going to implement FSM 
components and their network equivalents using FPGA, since 
again according to our preliminary experiments, a large 
number of undefined transitions allows to reduce the maximum 
length of a path from terminal inputs to outputs in the logic 
circuit, i.e., increase the frequency of the hardware 
implementation derived by FPGA technology.  
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Abstract—The work is devoted to the study of sampling theo-

rem for a signal of infinite duration by two complementary meth-

ods – analytical and geometric ones. A comparison is made with 

the results obtained previously for a signal of finite duration.  
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I. INTRODUCTION 

One of the fundamental provisions of information theory is 
the time domain sampling theorem widely known in the 
Whittaker-Kotelnikov-Shannon classical formulation [1] as a 
method for reconstructing from its readings s(tn) obtained with 
sampling rate F the infinite duration signal s(t) determined by 

a spectral function S ( f ) of limited frequency band 0 ≤ f < F, so 
that both spectra of amplitudes A( f ) = 2| S ( f ) | and phases 

Φ ( f ) = arg S ( f ) are restricted by upper cut-off frequency F/2.  

Less well-known are versions of the theorem with a finite 
number of samples N (see, for example, [2], where N is odd) 
and with bandpass filtering where the cut-off frequencies 
Flow= GF/2, Fup = (G+1)F/2 are determined by the frequency 
band index G ≥ 0 (of integer value – to avoid frequency over-
lapping – see, for example, [3]-[4]). These and other numerous 
generalizations of the theorem (non-trigonometric kernel, non-
uniform sampling, cutting errors, noise, etc.) are covered in 
extensive literature presented with sufficient completeness 
(248 sources) in a survey article cited by many authors [5]. 

The author’s research ([6]-[8], etc.) is devoted to bandpass 
filtering with infinite and arbitrary finite sample number N of a 
signal observed in frequency band with an arbitrary real num-
ber index of G. One of the initial results of theorem’s infinite 
version – the formulas for cut-off frequencies (37) – was estab-
lished in [6] proceeding from the idea that for the absence of 
frequency overlay the periodic continuation S ( f + gF ) should 
not intersect with the mirror reflections A (– f ) and Φ (– f ), 
where, as it turned out, g = [G], which was confirmed in [7]-[8] 
by analyzing the transform (42) of the base signal – a fragment 
of harmonic oscillations (1) of duration T =N/F.  

In the present paper, a comprehensive analysis of the infi-
nite version of theorem [1], started in [6], is carried out. 

II. THE SUBJECT OF STUDY. PURPOSE OF THE WORK 

A harmonic signal of infinite duration 

+∞<<∞−ϕ+π= ttfats ),2(cos)(    (1) 

with parameters a ≥ 0, – ∞ < f < + ∞ and –π < ϕ ≤ π is subjected 
at a base time instant t0 to discretization with a frequency F: 
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after which it is restored by the transform 
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the kernel of which contains three parameters – sample rate F, 
band index G, and base time t0. 

The conversion result, s′(t), is marked by a stroke since the 

conditions imposed on the kernel parameters F, G, t0 and on the 

signal ones a, f, ϕ, under which the transform (3) is identical: 

)()( tsts =′ ,      (4) 

are far from obvious, which makes up the content of sampling 
theorem for the infinite duration harmonic signal: signal (1) is 
recovered by its samples (2) via interpolation formula (3). 

As soon as the frequency band boundaries Flow, Fup within 
which (4) takes place are found somehow dependent on pa-
rameters listed above, then, due to linearity of transform (3), 
the time domain sampling theorem will be valid for the signal  

∫ ϕ+π=
up

low

F

F

dfftffats ))(2(cos)()(      (5) 

representing a superposition of harmonic oscillations (1). 

The purpose of this work is to define these boundaries, as 
well as to describe the phenomena that occur both when the 
theorem is true and when it is violated. 
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III. TRANSITION TO DIMENSIONLESS QUANTITIES 

 We pass in (1)-(2) to the current time q = Ft and the signal 
frequency p =2f /F undimensioned over parameter F, as a result 
of which (3) takes the form  

)(
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where qn = Ftn = q0 + n is the sequence of dimensionless time q 
samples with the base value q0 =Ft0. 

Let us introduce instead of frequency p and index G 
a couple of dimensionless parameters associated with them: 

2

1
,

2

1 +−
=η

++
=ξ

pGpG
,     (7) 

which we call canonical variables in the sense (as will be ex-
plained later) that they represent  p and G in an equal form on 
the ( p, G) plane – by analogy with the equal status of general-
ized coordinates and momenta in the Hamilton function of a 
physical system in analytical mechanics (or their operators in 
quantum mechanics). 

The transform (6), considered from now as a function of 

variables (ξ, η), takes the form: 
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IV. CALCULATING THE TRANSFORM 

Representing the product of cosine (signal’s digital realiza-
tion) on each of sines in the numerator of transform (8) kernel 
as the sum of two sines and changing the summation index n 
by –n , we get a four-term expression 
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with basic (mother) function 
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Disclosure of sine in the numerator turns the right-hand 
side (10) into a binomial expression 
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where U(ξ) and V(ξ) are trigonometric series whose sums (for 
non-integer q – q0) are tabulated in the extensive reference 
book on integrals and series [9], item 5.4.3.4: 
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The second function, V (ξ), for the integer and half-integer 

values of variable ξ is equal to zero (when the sign of its frac-

tional part {ξ} is zero and when the fractional part itself is 1/2 
for its sign equal to unity). The same function, for this reason, 
is equal to zero for the remaining integer and half-integer val-
ues of its argument in (9): ξ–1/2, η, η –1/2. 

Consider  V (ξ– j /2) ≠ 0  and  V (η– j /2) ≠ 0,  where  j = 0  
or  1,  as  the  main  case,  and  the  equality  of  these  func-
tions to zero as the special case of a pair of parameters (ξ, η) 
and their prototypes ( p, G ). These two cases can be distin-
guished by whether the expressions sgn{2ξ} and sgn{2η} are 
equal to unity or zero, respectively. In the latter case, the  
variables ξ, η will, for the same values of j, be represented as  

ξ = k + j/2,  η = l +j/2;  k, l =
 0, ±1, ±2, ... . 

A.  The Main Case 

Since  ξ≠k+j/2,  we  have  sgn{ξ} = sgn{2ξ}=1  in  (12),  then 
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Using the formula of sine of sum of two angles we express 
two of the functions (9) in explicit form: 
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We calculate the difference between these functions by the 
formula of difference of sines of two angles using the basic 
properties [ξ + k] = [ξ] +k, {ξ + k} ={ξ}; k = 0, ±1, ±2,...  of 
operations for taking integer and fractional parts of numbers: 
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It turns out that the multiplier j = [{ξ} –1/2] for (q – q0) in 
sub-sine expression of fraction’s numerator in (15) is 0 or -1. 
In fact, this equality, by definition of integer part, is equivalent 
to the inequality j ≤ {ξ} –1/2 < j +1, which, it is easy to verify, 

will be compatible with inequality 0 ≤ {ξ} <1 defining frac-

tional part, in two mutually exclusive cases: 1/2 ≤ {ξ} < 1  (for 

j = 0) and 0 ≤ {ξ} < 1/2 (for j = –1). In the latter case, the term 

[{ξ} +1/2] in sub-cosine expression equals to zero due to the 

inequality 0 ≤ 1/2≤ {ξ} + 1/2 <1, therefore, it can be ignored 
not only for j = –1, but also for j = 0, when, due to equality of 
the whole fraction to zero, the entire right-hand side (15) turns 
out to be zero. Noting that for j = –1 the sines in the numerator 
and the denominator are reduced, the final stage of simplifica-
tion (15) is presented as: 
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In the same way, we calculate the difference between the 
two signal components remaining in (9): 
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The converted signal (9), in final view, is the sum of two 
components (16) and (17): 

)()()( ,, ϕ−+ϕ=′ ξηηξ ssts .        (18) 

B.  The Special Case 

Let  us  first  consider  the  case  sgn{2ξ} = 0  without  im-

posing  any  restrictions  on  η.  Then ξ = k + j/2 for j and k 
specified above. Using formulas (11) - (15), having there 
V (ξ) =V(ξ–1/2) = 0, we get the following expression for the 
first component of signal (18): 
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Using the above properties of integer and fractional part 
operations, we establish that 
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Substituting (20) into (19) and making equivalent trigo-
nometric transformations, we obtain: 
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Now we substitute v and w from (13) and (19) into (21), 
taking into account that j = 2 ( j /2) = 2 (ξ – k) = 2 (ξ–[ξ] ):   

))(][2)((cos
2

)( 0, ϕ+−ξπ−η−ξπ=ϕηξ qqq
a

s .         (22) 

In the same way, we calculate the second component of 
the signal (18) for the integer and half-integer values of η: 
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C.  Combining the Main and Special Cases 

Comparing expressions (22) and (23) with expressions 
(16) and (17) we notice that they differ only in coefficients at 
cosines that are identical for each of the components. As was 
established above, the amplitude of ξ-component sξ,η (ϕ) of 
transformed signal (18) in the main case of (16) is a if 
0 < {ξ} < 1/2, and 0 if 1/2 < {ξ} < 1, while in the special case  

(22), when {ξ} = 0 or {ξ} =1/2, this amplitude is a/2. One can 
combine both cases as follows: 
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It can be seen that if sgn{2ξ} = 0, then the numerator of the 
fraction before the cosine is 1, and the amplitude is a/2; if 

sgn{2ξ} =1, then this numerator is 2 or 0, depending on 

whether the integer [2ξ] is even or odd. If it is even (equal to 

2k), then the definition of integer part 2k ≤ 2ξ < 2k +1 implies 

k < ξ < k +1/2, which means 0 <{ξ} <1/2; if odd, then 

2k +1 ≤ 2ξ < 2k+2 implies 1/2 <{ξ} <1. In the same way, 
changing the sign of sub-cosine expression, we generalize the 
η-component of the signal: 
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D.  Converting the Nodal Points 

This  is  what  we  call  the  current  time  counts  t = tm; 
m = 0, ± 1, ±2,…  taken  in  (3)  at  the  signal  samples.  In this 
case q – q0 = m and formulas (12) are not applicable (the de-
nominator sin πm in the expressions for U and V becomes 
zero). Therefore, we calculate transform (8) by another 
method. Substituting there q0 = q – m, we have: 
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Replacing n – m with the summation index n and applying 
the formula for the difference of sines of two angles we bring 
(26) to a form that does not contain m explicitly: 
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The main problem – division by zero in the kernel of trans-
form (27) – is solved by isolating the summand of series with 
number n = 0, using for this the first remarkable limit 
(sin x)/x→1 when x → 0 (where x = πn /2) and combining the 
sums over positive and negative n: 

∑
∞+

= π

π
−η+ξπ









ϕ+−η−ξπ+

+ϕ++η−ξπ
+

+ϕ+η−ξπ=′

1 2

2
21

n n

n
n

nq

nq
a

qats

/

/sin
)/(cos

)))((cos(

)))((cos(

))(cos()(
. (28) 

The terms of series with even numbers n = 2k are equal to 
zero (due to sin πk = 0 when πk ≠ 0); whereas for odd numbers 
n = 2k +1 formula (28) after summing the cosines in large pa-
rentheses takes the form: 
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(29) 

Note that replacing the summation index k by – k –1 
leaves, due to the parity of cosine and the oddness of sine 
functions, the terms of sum unchanged, while the summation 
itself is performed from k = – ∞ to k = –1, which allows, after 

renaming k back to n, to represent (29), unified for ±n, in the 
following form 
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Further trigonometric transformations (details of which are 
omitted) turn (30) into the binomial expression (18), this time 
with a “mother” component 
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The series in (31) are summed up by formulas (12) where 
q – q0 is formally replaced by 1/2, and ξ – by 2ξ: 

×ϕ+η−ξπ=ϕηξ ))((cos)/()(, qas 2             (32) 

}){sinsin}sgn{}){cos(cos( ξππξ+ξξππξ+× 222221 . 

Again, we consider two cases of the sign of 2ξ fractional 
part in (32) – the main and special ones: 
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Finally, we introduce a fictitious, multiple of 2π, 

term -2π[ξ]m under the cosine, where, as agreed, m = q – q0, 
and thereby reduce formula (33) to formula (22). 

Thus, conversion of the nodal points tm by interpolation 
formula (8), and, therefore, (3), is just a special case of signal 
recovery at all instants of time t. 

V. ANALYSIS OF THE TRANSFORMED SIGNAL 

The converted signal (18) for all the values of time t, ca-
nonical variables ξ, η and signal parameters a, ϕ, f  = pF / 2 

where p = ξ – η from formulas (7), looks like a biharmonic sig-

nal – the sum of ξ- and η- harmonic components (24)-(25): 
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(34) 

The amplitudes of components aξ, aη, depending on the 

parity of integer numbers [2ξ], [2η] and equality to zero or 

unity of the signs of non-negative numbers {2ξ}, {2η}, can 

take one of three values a, a /2, 0 each. In the case [ξ] =-[η] =I, 
when the cosinusoids coincide, both components are shifted in 
frequency by -IF, in phase – by 2πIFt0, thus summing into a 

harmonic signal with amplitude aξ + aη, which may be equal to 
a (then at I = 0 we have the identical transform of signal), a / 2 
(double attenuation of biased (for I ≠ 0) or unbiased (for I = 0) 
signal, 3 a/2 (one-and-a-half-times signal amplification), 2a 

(double gain) and 0 (signal disappearance). These phenomena, 
which also  occur  for  differing-in-frequency  components  
I′ = [ξ], I″ = – [η], I′ ≠ I″, including the aliasing effect, are 
shown in Fig. 1 – each pictured in its own color – with their 
analysis in the following sections A-E of current chapter V. 
The rotation of (ξ, η) plane by 45° clockwise provides, by 

inversing the formulas (7): p = ξ – η, G = ξ
 + η –1, the display 

of transform results on ( p, G )  plane. 

A.  Conditions for the Theorem Validity 

Directly from (34) we can see that condition (4) of signal 
(1) transform (3) identity will be either zeroing out one of the 
harmonic components while maintaining the other with ampli-
tude a or two-fold weakening of both components, without 
frequency and phase offset in each of these cases: 
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The amplitude of ξ-component in the top line of collec-
tions of equalities (35) will be equal to a if (-1) in (34) is 
raised to an even power: [2ξ] = 2k; moreover, {2ξ} ≠ 0 and 

there is no bias, i.e., [ξ] = 0. These conditions are formulated 

as a system of inequalities: 2k ≤ 2ξ< 2k +1, 0 ≤ ξ < 1, 2ξ ≠2k, 

the solution of which is the inequality 0 < ξ <1/2. For the η-
component to be zero, (-1) is raised to an odd power: 
[2η] = 2l –1, while {2η} ≠ 0 regardless of the presence or ab-

sence of bias, this formulated as a system 2l –1≤ 2η < 2l, 

2η ≠2l –1, the solution of which is the inequality l–1/2 < η < l. 

By swapping ξ and η, as well as k and l, we establish that the 
second line (35) is equivalent to similar system of inequalities 
0 < η < l/2, k –1/2 < ξ < k. In the third line (35), the condition of 

the absence of bias [ξ] = [η] = 0 gives the system of inequali-

ties 0 ≤ ξ<1, 0 ≤ η<1, or, 0 ≤ 2ξ< 2, 0 ≤ 2η < 2, whence we have 
[2ξ] = 0 or 1, [2η] = 0 or 1, which, together with the condition 

of equality of both amplitudes a/2: {2ξ} = {2η} = 0 meaning 

2ξ = [2ξ], 2η =
 [2η], defines four isolated points on the (ξ, η) 

plane:  (0, 0), (0, 1/2), (1/2, 0), (1/2, 1/2). 

Thus, the domains of theorem’s validity are described by 
the collection of inequalities and equalities 
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(36) 

where the comma and semicolon mean logical “and” and “or”, 

respectively – with priority ‘∧’ over ‘∨’. 

The upper line in collection (36) defines in Fig. 1 the green 
squares without external borders, the lower one – the specified 
four points of bright green color. The integer variables k and l 
number the squares located along the horizontal and vertical 
axes of the (ξ, η) plane, respectively. The segment of bright 

green color 0 ≤ p <1 at G = 0 (in the form of an arrow including 
the starting point and excluding the final) corresponds to the 
classical formulation of theorem [1], which states, according 
to our notation f = pF/2, that the signal (5), the spectrum of 
which is located in frequency band 0 ≤ f < F/2, is restored from
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its readings obtained with sampling frequency F by the inter-
polation formula (3) with the frequency band index G = 0. It 
can be seen that for other integer values of G the frequency 
bands where the theorem holds are also represented by diago-
nals of green squares parallel to the p axis: GF/2<f < (G+1) F/2 
(hence the name of parameter G – index of the frequency 
band). The frequency range Flow < | f  | < Fup where the theorem 
holds  in   the   general   case   of   real  G as  will  be found later 

(see (44) and section VI.B), is determined by formulas 
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. (37) 

The  range  is  of  maximum  width  for  integer  index  G: 
Fup – Flow=F/2, and degenerates for half-integer: Fup – Flow = 0. 

 
Fig. 1. Geometric representation of the results of conversion of infinite duration harmonic signal by interpolation formula of sampling theorem in time domain 

B. Double and One-and-a-half-times Amplification and 

Double Signal Attenuation 

The converted signal (34) can have the same frequency f 
and phase ϕ as the original (1), but amplitude that differs from 
a – in compliance with the phenomena of theorem violation 
named in the heading of this section: 
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The first line of collection (38) defines the conditions for 
double attenuation: the amplitude of one of the components is 
a / 2 (in absence of frequency and phase offset), and the other 
component is zero (regardless of which offset). The system of 
the following two lines permits the existence of both compo-
nents with amplitudes a and/or a/2, but without frequency and 
phase offset for both components. The equality of the ampli-

tudes aξ and aη to zero or a we analyzed above (in the section 

V.A). The equalities aξ = a/ 2, aη = a/ 2 hold for sgn{2ξ} = 0, 

sgn{2η} = 0 – when ξ, η are integers or half-integers. The 
formulation of these conditions in the language of inequalities, 
their equivalent transformations (the details of which are omit-
ted), lead (38) to the following collection of relationships with 
respect to ξ and η: 
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The first line (39) describes in Fig. 1 two straight vertical 
segments of 1/2 length (with excluded ends) of blue color, 
where one-and-a-half-times signal amplification takes place, 
as well as a sequence of the same type equidistant segments of 
red color (numbered by l = 0, ±1, ±2,…) where double signal 
attenuation occurs. If in the description just made we swap the 
symbols ξ and η, as well as l and k, then, in accordance with
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second line (39) exactly the same segments, only horizontal 
ones, are illustrated in Fig. 1. Finally, the third line describes 
the central square inside which the signal is amplified twice. 

C.  Signal’s Frequency and Phase Offset 

The converted signal is shifted in frequency and phase 
compared to the original under the following conditions: 
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The first and second lines in collection (40) indicate that 
the signal is pure harmonic: it consists of either ξ-component 

([ξ] ≠ 0, aξ ≠ 0, aη= 0), or η-component ([η] ≠ 0, aη ≠ 0, aξ = 0). 
The third line allows for the presence of two components, 
provided that both are offset by the same non-zero frequency 
and phase (aξ ≠ 0, aη ≠ 0, [ξ] = – [η] ≠ 0). The offset can be ac-
companied by the signal amplification and attenuation phe-
nomena described in previous section. 

After writing down the operations of taking integer and 
fractional parts in (40) in the language of inequalities and per-
forming equivalent transformations on them (the details of 
which are omitted), we arrive at a system of inequalities with 
integers k and l independent of each other: 
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The net offset, when amplitude a is preserved (with inequal-
ity ‘<’ in (41) strict for k and l instead of non-strict ‘≤’), is shown 

in Fig. 1 by yellow-brown squares. Attenuation of the shifted 

signal is represented by red-colored sides of these squares. 
Double amplification takes place inside pink squares located 

diagonally along the p axis, and one-and-a-half-times amplifi-
cation occurs on their blue sides, while at the vertices of squares 

– at isolated yellow points – the amplitude is not distorted. 

D.  Imposition of Two Signal Components with Different 

Frequencies 

The conditions aξ ≠ 0 and aη ≠ 0 for [ξ] ≠ – [η] mean that the 
converted signal (34) consists of two differing in their fre-
quency components. Such a splitting of source signal (3), as 
shown in [8], creates the well-known frequencies overlay effect 
at the edges of frequency range [G] F/2< 

f < [G +1] F/2 with a 
non-integer index G  > 0 (a complete description of this phe-
nomenon for all values of G and f is provided by the system of 
relations (45)). The overlay conditions formulated here in the 
language of inequalities look like this:  k ≤ ξ ≤ k +1/2, l ≤ η ≤ l 
+1/2, k ≠ – l where k, l = 0, ±1, ±2,... . The overlay zones in Fig. 
1 are represented by blue squares with the amplitudes of com-
ponents aξ = aη = a inside, aξ  = 2aη = a and aη = 2aξ  = a on hori-

zontal and vertical sides, respectively, aξ  =  aη =  a/2 at vertices. 

E.  Complete Disappearance of the Signal 

This paradoxical phenomenon, first described in the litera-
ture by the author [8], is obvious from formula (34): aξ = aη = 0. 

This double equality is reduced (as shown above for cases of 
amplitude zeroing) to the system of inequalities k –1/2 < ξ < k, 

l –1/2 < η < l where k and l are arbitrary integers independent of 
each other. Each pair (k, l ) defines a white square with ex-
cluded sides and vertices in Fig. 1. 

VI. COMPARISON WITH THE THEOREM FOR A SIGNAL 

OF FINITE DURATION 

From both mathematical and physical points of view, our 
theorem can be considered as a special case of the time do-
main sampling theorem for a finite signal – when its duration 
T tends to infinity while the width F of its spectral function is 
staying constant. In the formulation for a finite number of 
samples N=FT transformed by the formula 
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it was proved in the works of the author [7]-[8]. It should be 
noted that the method developed there for calculating the finite 
sum (42) radically differs from summing up an infinite series 
(3) by ready-made formulas (12). For a finite number of sam-
ples, it is principally impossible to derive an explicit two-term 
analytical formula of type (34), but one can only represent s′(t) 
as an expansion into infinite series of harmonics – replicas of 
the original signal (1), shifted  in frequency and phase, no more 
than two of which have a non-zero amplitude. Conditions for 
the theorem validity, the phenomena of two signals imposition, 
displacement of the monochromatic and disappearance of the 
entire signal are expressed in the form of inequalities, which 
include an indefinite integer parameter I – the order number of 
converted signal’s branch. Only now it became clear that the 
numbers of branches appearing in these inequalities (see (43), 

(45), (46)) are none other than I =I′ = [ξ], I″ = – [η] in sub-
cosine expressions of formula (34). Without the derivation of 
this explicit formula, of course, we could not speak about the 
canonical variables ξ and η, which represent the signal conver-
sion results in the form of a "chessboard" in Fig. 1, the colored 
cells of which show an amazing symmetry and equal status of 
parameters p and G – the current signal frequency and the in-
dex of range where this frequency is located. 

A. Separate Branches of the Converted Signal 

We present the main result of the finite version of theorem:  
an inequality that connects p and G when the I-th branch of 
signal exists in its pure form (without imposing another com-
ponent on it):   
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Assuming I = 0, for N → ∞ we obtain the inequality  

|/}{||/|]/|[||| 212121 −<−+− GGp       (44)  

defining the limits of applicability of our theorem announced 
by formulas (37) and arranged in the first line (36) as a collec-
tion of inequalities describing the green squares numbered by 
integers k and l in Fig. 1. In order to verify both theorem ver-
sions, we will try to deduce the very non-trivial relationship 
(44) from the geometric constructions on Fig. 1. 
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B.  Derivation of Analytical Expression of Theorem Validity 

from a Geometric Illustration 

Consider a green square surrounded by a circle pierced by 

two level lines G = g + γ parallel to its diagonal, where g = [G] 

is the integer part of band index, γ = {G} – its fractional part. 

These lines represent two characteristic cases for γ: γ < 1/2 

(blue color of the inscription) and γ > 1/2 (red). For this se-
lected square, in the first case g =2, in the second – g =1. The 
theorem is valid inside the square on two parallel segments 
plow< p < pup, the boundaries of which plow = 2Flow /F and 

pup=2Fup /F are intersection points of the line G =2 + γ on plane 

( p, G) with lines η  = 1/2, ξ = 3 = k on plane (ξ, η) for the case 

γ <1/2, and the line G =1+γ with lines ξ = 5/2 = k–1/2, η  = 0 for 

the case γ >1/2. In the first case, from the equation η = (G –

 plow +1) /2 = 1/2, given by second formula (7), we find 

plow =
 
G = g + γ = 2 + γ. The upper cut-off frequency pup is de-

termined from the similarity of isosceles right-angled triangles 
with bases pup – plow and 1 (diagonal of the square) and heights 

1/2 – γ and 1/2 (the half of other diagonal). From the equality 

of ratios ( pup –
 
plow) /1 = (1/2 – γ)/(1/2) for lengths of specified 

bases and heights, we find pup = plow+1–2γ = g +1–γ. In the 

second case, the same formula (7) sets equation η = (G – pup 
+1) / 2 = 0, whence we determine the upper cut-off frequency 

pup = G +1= g +1+γ. The lower cut-off frequency is found from 
the similarity of triangles of the above type, but located below 
the diagonal of that square: from the proportion ( pup –

 plow) /1= (γ–1/2) /(1/2) we get plow= pup – (2γ –1) = g +2–γ. Fur-
ther, we notice that a square marked with ‘+’ sign in the upper 
half-plane is symmetrical to the square just used with respect 
to G axis, i.e., the theorem is also valid in frequency 

band -pup < p < -plow with the same g and γ, which allows us to 
write the frequency domain set for both squares in the form of 
inequality plow< | p | < pup. The remaining two squares marked 

with signs '×' and '–' are symmetrical to those just considered 
with respect to the straight dash-dotted line G = –1/2 (the rea-
son for this symmetry lies in the fact that both transforms (3)  
and (42) are invariant when replacing G +1/2 with – G –1/2, 
or, G by – G –1). But then in the range generalized over all 

four squares, instead of G +1/2, for the same γ, everywhere 
should be written | G +1/2 |. In the first case, we proceed from 

the range g + γ < | p| < g +1–γ, in the second – from g +2 –

γ < | p | < g +1+γ. Subtracting g from the first inequality and 
g +1 from the second, we obtain a collection of two systems of 

inequalities describing both cases for γ: γ < | p | – g –
 0 < 1–γ, 

γ  < 1/2; 1 – γ < | p | – g –1 < γ; γ > 1/2. We generalize both sys-

tems using the identities [γ +1/2] = 0, 1/2–| γ –1/2 | = γ valid for 

γ  < 1/2 and the identities [γ +1/2] =1, 1/2 – | γ –1/2| = 1 – γ true 

for γ >1/2: 1/2 –| γ –1/2| < | p | – g – [γ+1/2]  < 1– (1/2 – | γ –1/2|). 
The resulting inequality is reduced, by equivalent transforma-
tions, to inequality || p | – [G +1/2] –1/2| < |{G} –1/2| where it 
remains to enclose the expression in square brackets into 
modular brackets in order to arrive at the inequality (44), to 
which should be added four isolated points ( p = 0, G = –

1/2 ±1/2), ( p = ± 1/2, G = – 1/2) of a bright green color at the 
vertices of central square. Note that the inequality (43) for 
I = 0 does not need such an addition: it is satisfied for all the 
specified four points, though none of them is allowed by the 
computability conditions for transform (42) when N is even. 

C.  Imposition of Branches and Signal Disappearance 

The geometric method shown in the previous section is 
hardly applicable for verification of inequalities obtained in 
[8] by a detailed analysis of relationships describing the condi-
tions of two branches overlay  
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and of complete signal disappearance  
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But the transition to canonical variables (7) when N → ∞, 

taking into account the equalities I′ = [ξ], I″ = – [η], 

2 f /F = p = ξ – η set above, represents the system consisting of 
second and third relationships (45) in an elegant form: 





η+ξ=η+ξ
≤−η+ξ+η−ξ

|][||][][|

2/1|2/1}{||}{}{| .     (47) 

It turns out that the inequality in the first line (47) colors 
the plane (ξ, η) into a "chessboard" with fields 1/2×1/2 – 
black where it is true, and white where it is false. Equality in 
the second line repaints half of these fields in white (where it 
is incompatible with inequality). The final picture is presented 
in Fig. 1 where the role of remaining black fields is played by 
squares of blue color (overlapping zones of two different fre-
quency harmonics) and zones of "autoimposition" – squares of 
pink color (amplitude amplification with frequency and phase 
offset), and the central square (amplification without offset). 

In view of the importance of system (47), the application of 
which is not limited to the sampling theorem, but represents a 

universal technique for geometric illustration of analytical ex-
pressions, we give its proof starting with inequality in the up-
per line. First of all, note that this inequality is periodic in ξ 

and η with period of 1: it does not change when replacing ξ by 

ξ + k and η by η + l where k and l are arbitrary integers. There-
fore,  it  is  sufficient  to  examine  it  in  the  unit  (base)  square 

E (0 ≤ ξ < 1, 0 ≤ η <1) the image of which can then be repeated 

on the (ξ, η) plane an infinite number of times. We consider 
the first half of this square – triangle D with vertices (0,0), (0,1), 
(1,0), which consists of a smaller square С (0 ≤ ξ≤1/2, 0 ≤ η 

≤ 1/2) and two smaller triangles A and B adjacent to it on the 

right and above. The set of points (ξ,η)∈D, as we know from 

analytical geometry, is described by inequality ξ+η ≤1, which 

allows us to write inequality (47) without curly brackets: |ξ–η| + 

|ξ+η –1/2| ≤1/2. By squaring both non-negative parts of it and 

performing   equivalent   transformations,   we   get   inequality  

(ξ – 1/2) ξ + (η – 1/2) η ≤ 0 which is true in C due to the non-
positivity of both its left-hand terms. As for A and B, the sign of 
this left part is not defined in them, but the sign of the submod-
ule expression is defined clearly: ξ + η  – 1/2 > 0. This allows us 

to write our inequality as |ξ–η| + ξ + η  ≤ 1, or ξ ≤ 1/2 in A and 

η ≤1/2 in B, which contradicts the definition domains 1/2 < ξ < 1 

and 1/2 < η < 1 of variables ξ and η in A and B. Thus, inequality 
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(47) is true in C and false in A and B. The second part of the 

base square E is triangle D′ with vertices (1,1), (0,1), (1,0) 
which is symmetric to D with respect to the same diagonal of E, 
so that each point (ξ,η)∈D′ is mirrored at the point (ξ′,η′)∈D 

where ξ′=1–ξ, η′=1–η. Moreover, inequality ξ+η >1 describing 

the domain D′  turns into ξ′+η′<1 for D. In addition, inequality 

(47), in view of {ξ + η}= ξ + η –1= 1– ξ′–η′, takes the form |ξ′–
η′|+|ξ′+η′ – 1/2| ≤ 1/2, i.e., remains invariant in D. This means, 
by virtue of the indicated symmetry, that it is true in the square 

C′ (1/2≤ ξ<1, 1/2 ≤ η <1) and false in the triangles A′  and B′ that 
are mirror-wise opposite to A and B with respect to the diagonal 
of square E, thus making-up the chessboard coloring of plane 

(ξ, η) by means of inequality (47). We now proceed to the 

equality in the second line (47). It is true at all internal points of  
triangle D, on its cathets, at the right angle’s vertex – where 

schematically it looks like |0+0| = |0|, as well as in the vertices of 
acute angles: |0+1| = |1|; on hypotenuse, the equality is false: 
| 0 + 0 | = |1|. Triangle D′  has a different picture: the equality is 
true on the cathets and at the apex of the right angle: |1+ 0| = |1|, 
|1+1| = |2|, and is false at all internal points: | 0 + 0 | = |1|. All the 

above statements retain their logical values under the periodic 

continuation ξ → ξ + k, η → η + l: | 0 + 0 | = | 0 | → |k+ l | = |k+ l |,  
|0 + 0| = |1|→ | k+ l | = |k+ l+1 | and so on. It turns out that equal-
ity (47) covers the plane (ξ, η) with a “tile” of triangular shape 

in two colors – black D and white D′, so it acquires an inde-
pendent value as one more manner of analytical and geometric 

description of two-dimensional periodic structures. As a result, 
black squares with the С′ prototype are excluded from the 

chessboard, as required for illustrating the imposition and auto-
imposition zones according to formula (45) – taking into ac-
count the inclusion into the system (47) of missing blue squares 
vertices (with the ξ = η = 1/2 prototype – in the middle of trian-
gle’s D hypotenuse – where the system is inconsistent) and 

excluding the vertices of the central and pink squares.  

It can be seen from Fig. 1 that the signal disappearance 

zones are arranged in the same “square-nested” order as the fre-
quency overlay zones, but they are shifted with respect to the 

latter by 1/2 for ξ and 1/2 for η. Their analytical description is 

given by the same system (47) where the inequality in the first 
line has a strict sign ‘<’ (to exclude the contours of chessboard 

black fields), and the equality in the second line is replaced by its 

negation: |[ξ]+[η]|≠|[ξ+η]| – in order to invert the colors of black 

and white fields having the prototypes C and C′, respectively. 

D. Conditions for the theorem validity in canonical variables 

Based on the results obtained in the previous sections of 
this chapter, we can formulate, proceeding just from the geo-
metric illustration in Fig. 1, the conditions for the validity of 
our theorem in the notations of canonical variables only: 
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Inequality in the upper system of collection (48), being a 

non-strict negation of inequality in system (47), also paints the 

plane (ξ,η) in chessboard order but inverted in color: black 

fields represent zones of signal monochromaticity (43), white 

fields represent the imposition and auto-imposition zones (45), 
as well as  zones of signal disappearance (46). The second ine-
quality of this system excludes the boundaries (sides and verti-
ces) of all board fields – where the signal amplitude is distorted. 

To separate the zones of theorem validity from those zones 
of monochromaticity where the signal is shifted, an equality is 
used in the same upper system of collection (48), which states 
that there is no bias for either vertically or horizontally ar-
ranged green squares on the plane. 

The lower system in collection (48) describes four isolated 
points of bright green color in Fig. 1. The first double equality 
of this system means that ξ and η are integers and half-
integers, and, thus, indicates the vertices of all the squares of 
plane (ξ, η) without exception. The second double equality 
selects from this discrete set of points the required vertices of 
the central square.  

E. Absence of Half Amplitudes on the Boundary Lines in the 

Finite Version of the Theorem  

Interestingly, when converting a finite duration signal, the 

amplitudes of components aξ and aη turn out to be equal only 
to a and/or 0, but never to a/ 2. This means that double attenua-
tion and one-and-a-half-times amplification do not occur in the 
finite version of theorem. Let us present this remarkable fact 
as a special case of formula (34) for infinite version, assuming 

that aξ and aη are obtained under restrictions on the finite. It 
was established  in [7] that the finite sum (42) can be  expanded 
into the  sum  of  harmonic components not for any real values 
of G and p, but only for rational G = g + l/N; l = 0,1,…, N –1 

and p = (2m + j) / N; m = 0, ±1, ±2, …; j = 0 or 1. In the case of 
odd N = 2M +1; M = 0, 1, 2, … the index G can only be equal to 
0 or -1 (the "classical" frequency range), and j – to zero. Hence, 

2ξ , 2η in the formulas (34) for amplitudes aξ, aη are G ± p +1= 

±2m/(2M +1), and may not be integers providing their frac-
tional parts to be zero (for equality the amplitude to a/2), since 
both represent a fraction, the numerator of which is even, the 
denominator – an odd number. In the case of even N = 2M the 

indicator j is equal to 1– l mod 2 that according to the first for-

mula (7) for G ≥ –1/2 gives 2ξ = g + l/N + (2m +1– l + 2 [l /2] ) /N 

+1 = (2L+1) /(2M ) where L = ( g+1) M + m + [l/2] is an integer 
number. Exactly the same expression is obtained from the sec-

ond formula (7) for 2η, but with integer L= ( g+1) M – m –1+ l– 

[l/2]. The case G < –1/2 is satisfied for 2ξ and 2η for integer 
L= – gM + m – l+[l/2] and integer L= – gM – m –1– [l/2], respec-

tively. Again, 2ξ and 2η are fractions with different parity of 

numerator and denominator, and therefore the amplitudes aξ 

and aη in (34) can only be equal to a or 0. 

F.  The Full Illustration of the Finite Version of the Theorem 

Fig. 2 shows the results of converting the finite duration 
harmonic signal (42) in the form of discrete points on ( p, G ) 
plane, the colors of which reflect all the computable 
phenomena: theorem validity (44), signal frequency and phase 
offset (43), imposition and autoimposition of frequencies (45), 
signal disappearance (46). The picture was obtained by 
numerical modeling of these formulas, and, actually, verifies 
the infinite version of theorem, illustrated in Fig. 1. 
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Fig. 2. Geometric representation of the results of conversion of finite duration harmonic signal by interpolation formula of sampling theorem in time domain 

VII. CONCLUSION 

A time-domain sampling theorem has been formulated and 
proved for a process of infinite duration occurring in a limited 
frequency band with an arbitrary index G. 

The zones of the phenomena of validity and violation of 
the theorem – identical signal transform (the theorem is true), 
frequency overlay, double attenuation, doubling or one-and-a-
half-times amplification with or without the frequency and 

phase offset, disappearance of the signal fill the entire plane of 
parameters ( p,G ), the rotation of the axes of which by 45° 
represents the same results on the plane of canonical variables 
(ξ, η) in a "staggered" order with greater clarity, both their 
analytical expressions and geometric locations. 

A comparison is made of the conversion results of infinite 
and finite duration signals, which showed that both versions of 
the theorem – infinite and finite – are special cases of each 
other.  

The representation of signal dimensionless frequency and 
its variation range index in the form of peer canonical 
variables extends the theoretical significance of sampling 
theorem beyond its scope of applications for radio and 
communication engineering, data compression, interpolation, 
etc., and makes it possible to formulate fundamental physical 
principles in the language of Fourier analysis statements. 
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Abstract— This work was carried out during the 
implementation of a project dedicated to the synthesis of recursive 
digital filters with a finite word length. The approach used in this 
project considers the finite word length already when calculating 
the zeros and poles. The calculated zeros and poles are not 
distorted by structural synthesis. The calculations are based on 
what the zeros and poles of a digital filter with finite length 
coefficients are algebraic numbers of the corresponding degree. 
Structural synthesis involves generating a topological matrix 
describing the structure. The purpose of the generation is to 
provide a given degree of algebraic numbers that are zeros and 
poles. The previously calculated values of zeros and poles are used 
to calculate the exact values of the coefficients of the generated 
structure. It is proposed to characterize various structures with 
structural precision that does not depend on the concrete values of 
the coefficients. This article discusses the issues of generating 
structures considering the structural precision of the transfer 
function numerator. 

Keywords— IIR digital filters, finite word length, number 
theoretic approach, matrix structure description, constituent units of 
structural accuracy 

I. INTRODUCTION 

The use of digital filters with infinite impulse responce (IIR 
DF) has a very long history [1]. However, the problem of correct 
design of IIR DF with stringent requirements of specifications, 
taking into account the finite word length (FWL), remains still 
far from the final solution. The top FPGA companies (Xilinх, 
Intel FPGA) have in their disposal software products such as 
finite impulse response (FIR) compilers. An attempt is known to 
develop and use a layered product for IIR DF by Altera 
Corporation (IIR Compiler). However, it was unsuccessful and 
support for this system was discontinued in 2003 [2]. The reason 
for these failures is that traditional design methods [3] – [5] lack 
the depth of knowledge about recursive digital filtering 
processes.  

The authors of this paper have conducted research that 
allowed them to acquire in-depth knowledge of the number-
theoretic and algebraic nature of IIR DF [6]. The results obtained 
have been incorporated as a basis for the new paradigm to the 
design of IIR FWL filters [7], [8]. 

First, under this approach, the finite word length is taken into 
consideration for the final calculation of zeros and poles even 
before the stage of structural synthesis [9], [10]. This means that 
the structural synthesis step does not distort the previously 
calculated values of the zeros and poles.  

Secondly, structures are generated to ensure the exact 
implementation of the calculated zeros and poles [11], [12]. 

To reduce the number of options for generating structures, 
the proposed approach involves the use of the concept of 
structural precision. This concept allows to compare different 
structures in accuracy without specifying filter parameters. One 
aspect of structural precision is the so-called structure of the 
transfer function coefficients of a particular filter block diagram. 
In [13], the structure of the denominator coefficients of the 
transfer function is considered. This paper explores the structure 
of the transfer function numerator coefficients. 

II. RELATIONSHIP BETWEEN THE TRANSFER FUNCTION AND 

THE MATRIX DESCRIPTION OF DF STRUCTURE 

The digital filtering algorithm is based on multiple cyclic 
repetition of a set of operations describing the calculation of the 
next sample of the output sequence. The set of these operations 
are usually depicted graphically in the form of a block diagram 
of a digital filter.  

An adequate mathematical model of the filter block diagram 
is a weighted directed graph ( ),=G V E , N  vertices of which 

iv ∈ V  ( 1,...,i N= ) correspond to the nodes of the block 

diagram, and the weights ije ∈ E of the edges of which 

correspond to the transmission coefficients ijt  from the node 

with the number j  to the node with the number i  (it is 
assumed that the transmission coefficient is calculated for z -
transforms of the sample sequences calculated at nodes). The 
graph G  is described by an adjacency matrix [14], which will 
be called a topological matrix. 

Fig. 1 shows an example of a block diagram of a third-order 
DF. 

The condition for the physical realizability (computability) 
of a DF with a topological matrix T(z) is the existence of such a 

The reported study was funded by RFBR, project number 18-07-00986 
A. 
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numbering of the nodes that all elements of the topological 
matrix, other than 0 and z-1, must be located below the main 
diagonal [14]. In the block diagrams of such DF, there are no 
loops without delay blocks. 

 

Fig. 1. An example of a DF block diagram (DF order 3n = , number of nodes 

5N = ) 

The topological matrix of the scheme shown in Fig. 1 is as 
follows: 

( )
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The operation of filters with an arbitrary topological matrix 

( )zT  and with arbitrary input and output nodes is described by 

the matrix equation 

where ( )x z  is the z-transform of the input sequence, 

y( ) [ ( )]ijz z=Y  is the matrix of the z-transforms of the 

sequences calculated at the i th nodes of the structure, if the input 
sequence is fed to the j th node, I  is the identity matrix. From 
equation (2) it is easy to obtain an expression for the matrix of 
transfer functions 

 
(3)

where ( )Hij z  is the transfer function of the DF, described by 

the topological matrix ( )zT , and i  and j  are the numbers of 

the output and input nodes, respectively. 

The transfer function of an arbitrary n th order DF is 
described by the expression 
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n i n n i
i i

i i
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Equation (3) makes it possible to establish the relationship 
between the coefficients of the numerator ( ib ) and denominator 

( ia ) of (4) and the coefficients ijt  of the block diagram 

(elements of the topological matrix ( )zT ). 

For the IIR DF shown in Fig. 1, the corresponding relations 
are as follows: 

0 54

1 21 54 32 54 53
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  (5) 

Let us turn attention to the fact that the coefficients of the 
transfer function polynomials are the sum of some products of 
some DF coefficients. 

III. STRUCTURAL PRECISION OF IIR DF 

By the structural precision of the IIR DF we mean some 
characteristic that depends on the structural scheme, which 
describes the accuracy of calculations invariantly to the specific 
filter parameters (numerical values of the filter coefficients). In 
[8] it was shown that structural accuracy is determined by two 
factors - the degree of algebraic numbers, which are zeros and 
poles of the DF, and a factor, which we will call the structure of 
the transfer function coefficients. 

A. Algebraic Number Nature of Zeros and Poles of 
Practicable IIR DF is the First Constituent Unit of 
Structural Precision 

The coefficients of any practically implementable digital 
filter have a finite bit depth, so they are elements of the set of 
rational numbers. From this it follows that the coefficients ib  

and ia  of the numerator and denominator polynomials of the 
transfer function (4) for performable IIR DF do not belong to the 
continuum of real numbers, as it would be without taking into 
consideration the FWL of the filter coefficients. As the sum of 
products of rational numbers, they are also rational numbers. 

At the same time, it is known [15] that the roots of 
polynomials with rational coefficients are elements of a 
countable set of algebraic numbers. Thus, the zeros and poles of 
practically realizable IIR DF are algebraic numbers. Algebraic 
numbers are characterized by a degree (below we will talk about 
the degree of zeros and poles). The degree of an algebraic 
number is the degree of the minimal (canonical) polynomial of 
this number - the only polynomial of the smallest degree with 
the leading coefficient equal to one [15]. 

The maximum degree of an algebraic number that is a root 
of a polynomial of the nth degree with rational coefficients is 
equal to the degree of this polynomial. But in the general case, 
the degree of the root of the polynomial can be less than n [16]. 
In [14], [18] the analysis of the degrees of zeros and poles of 
some classical structures of IIR DF was carried out. The degree 
of zeros and poles of direct forms (I, II, transposed forms) is 
equal to the order of the DF. The degree of the zeros and poles 
of the cascade form of even order is two. The degree of the poles 
of the parallel form of an even order is two, and the degree of 
zeros equal the order of the filter. 

 (2)
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Studies of the properties of a topological matrix [16] show 
that when generating topological matrices, the degree of poles 
can be controlled. The degree of the poles is related to the "fine" 
structure of the topological matrix in the following way. 

In the matrix T(z) it is possible to distinguish square 

submatrices ( ) , ,i i k lz T =  T , with dimension Ni, such that 
1

,1, ii NT z−=  ( 1T , 2T , 3T  and 4T  in Fig. 2). 
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Fig. 2. An example of a "fine" structure of a topological matrix 

Next, we single out the submatrix T0, which includes such 
submatrices Ti so that each submatrix Ti has at least one 
common element with another submatrix of the matrix T0. 

The described operation of forming the submatrix T0 is 
denoted as 

0
1

n

i
i=

=T TΧ .   (6) 

The submatrix Т0 described by (6) defines n poles of the nth 
degree. These poles are independent of elements that are not 
elements of T0. Thus, Fig. 2 describes the IIR DF, which has 
four poles, which are algebraic numbers of the fourth degree. 
Unfortunately, for zeros, such a simple approach to the 
formation of the degree cannot be obtained. So, when generating 
a topological matrix, you can provide the required degree of 
poles and zeros. Let us now show that the degree of the poles is 
one of the factors of structural precision. 

With the same digit capacity of the fractional part of the 
polynomial coefficients, the power of the countable set of 
admissible roots increases rapidly with an increase in the degree 
of algebraic numbers (Fig. 3 and Fig. 4), which means that the 
accuracy of the implementation of the poles increases. 

So, the vector 

z pn n =  algpw ,  (7) 

where zn  and pn  are degrees of zeros and poles, respectively, 

is the first constituent unit of IIR digital filter structural 
precision.  

 
Fig. 3. A subset of algebraic numbers z of the second degree  

(n=2, 1z ≤ , Im 0,z ≥  digit capacity of the fractional part of the minimum 

polynomial coefficients m = 2) 

 
Fig. 4. A subset of algebraic numbers z of the fourth degree  

(n=4, 1z ≤ , Im 0,z ≥  digit capacity of the fractional part of the minimum 

polynomial coefficients m = 2) 

B. Relationship Between the Fractional Part Length  of 
Factors and Products 

Obviously, the operation of multiplication leads to an 
increase in the length of the fractional part of the product 
compared to the digit capacity of the fractional part of the 
factors. Indeed, if si is the digit capacity of the fractional part of 
fi, then the length of the fractional part of the product  

1

p

i
i

P f
=

= ∏    (8) 

is equal to 

1

p

P i
i

m m
=

= .   (9) 

For the above example of a digital filter, the coefficients of 
which are determined by the system of equations (5), assuming 
that the width of the fractional parts of all coefficients are the 
same and equal to m, we can write expressions for the bit depth 
of the fractional parts of the filter coefficients: 
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b

b

b
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a
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a

m m
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m m
m m
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 =
 =

=
 =
 =
 =

   (10) 
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C. Structure of Coefficients of Transfer Function Is the 
Second Constituent Unit of Structural Precision 

The second unit of structural precision is a parameter that we 
call "coefficient structure". It consists of two components. First 
component 

0 0

1
... ...

n nb b b bs s m m
m

   = =   scn  (11) 

is a vector whose elements are the structures of the coefficients 
of the transfer function numerator. 

The second component is defined as follows: 

1 1

1
... ...

n na a a as s m m
m

   = =   scd . (12) 

The nature of these two parts is completely different. The second 
component was studied in [13]. In this work, we investigate scn. 

Taking into account (10), we can write down the following 
relations 

[ ] [ ]1
2 2 1 2 2 1m m m m

m
= =scn .    (13) 

With the same length of the fractional parts of the transfer 
function coefficients, the structure of the coefficients is a vector, 
the elements of which are the maximum number of factors in the 
products that make up the expressions of the coefficients of the 
transfer function through the coefficients of the filter structural 
scheme. 

IV. GENERATION STRUCTURAL DIAGRAMS OF A 

PREDETERMINED STRUCTURE OF THE COEFFICIENTS OF THE 

TRANSFER FUNCTION NUMERATOR  

In this section, for various topological matrices, expressions 
for the structures of the transfer function numerator coefficients 
were obtained when performing symbolic calculations in the 
Maple system. 

Obviously, this way is very inconvenient for the practical use 
of the developed approach to the synthesis of IIR DF with FWL. 
It has established the following aim. If we do not completely 

abandon the use of symbolic calculations, then at least 
significantly reduce their volume. Attempts were made to 
identify patterns in the formation of the structure of coefficients. 

When generating structures, the following sequence of 
actions is assumed.  

First, a submatrix 0T  is generated, which provides a given 
degree of poles, a maximum degree of zeros, and a given 
structure of the coefficients of the transfer function denominator 
[13]. Rows and columns are then added to the submatrix 0T  to 

form a matrix ( )zT  that provides the desired structure of the 

transfer function numerator coefficients. 

The process of analyzing the structures of the coefficients 
corresponding to IIR DF with a topological matrix ( )zT  and 

having different numbers of input and output nodes is 
accompanied by the construction of matrices S , 0S , and iS , 

isomorphic to the matrices ( )zT , 0T  and iT , respectively. 

The process of forming the matrix T is shown in Fig. 5. The 
following symbols are used in this and subsequent figures. 

- The boundaries of the submatrix 0S . 

- The boundaries of the submatrix iS . 

- The boundaries of the matrix S . 

[     ] - ijS = scn is element of the matrix ijS =  S .

i and j are the numbers of the output and input
nodes of the IIR DF. 

 
 

[     ] - Diagonal element of matrix S . 

Above and to the right of the matrix S , the numbers of rows 
and columns are shown taking into account the change in the 
dimension of the matrix S . 

In Fig. 6 - 8 examples of the formation of matrices S for 
different matrices 0S  corresponding to the poles of the second, 
third and fourth degrees are shown 

 
 

 

Fig. 5. The process of forming the matrix S
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Fig. 6. Example of matrices S  of a filter with two poles of the second degree 

 
Fig. 7. Example of matrices S  of a filter with three poles of the third degree 

 
Fig. 8. Example of matrices S  of a filter with four poles of the fourth degree 

In this and subsequent figures the following conventions are 
used. 

 - Cell type A=Q (None of the vector scn  components
are zero).  

  

 - Cell type A=Y (At least one of the components of the
vector scn  is equal to zero)  

  

 - Elements of the submatrix 0S  located above the main
diagonal  

  
  

 - The numerator of the IIR CF transfer function is equal
to a constant that is not equal to zero.  

  

 - The numerator, and hence the IIR DF transfer
function, is zero.  

It is obvious that such input-output pairs are of interest, 
which correspond to structures of coefficients, all of whose 
components are not equal to zero (Fig. 9). These pairs 

correspond to the numerators of the transfer function with n+1 
degrees of freedom. In the figures, these options correspond to 
cells of type A=R. 

 
Fig. 9. Matrix S area of interest 
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Analysis of the structures shows that cells of the type A=Q 
are located in four regions of the matrix S. 

1) Region L. The numbers of the first and last rows of this 
region are equal respectively to the numbers of the first and last 
rows of the submatrix S0. The region columns are located to the 
left of the columns of the submatrix S0. 

2) Region D. The rows of this region are located below the 
rows of region L. The columns of this region are located to the 
left of the columns of the submatrix S0. 

3) Region B. The numbers of the first and last columns of 
this region are equal respectively to the numbers of the first and 
last columns of the submatrix S0. The rows of this region are 
located below the lines of the submatrix S0. 

4) Region R. The cells of this area are elements of the 
submatrix S0 and are located below its main diagonal. 

The analysis of the structures revealed the following 
patterns. 

• All cells of region D are of type A=Q. 

• In the rows of region L with numbers equal to the 
numbers of the last rows of any submatrix Si, all cells 
are of type A=Y. 

• The last row of the submatrix S0 is necessarily the last 
row of any submatrix Si. Therefore, any cell of the last 
row of region L has type A=Y. 

• In the columns of region B with numbers equal to the 
numbers of the first columns of any submatrix Si, all 
cells are of type A=Y. 

• All cells of regions L, B and R, which are not previously 
defined cells of type A=Y, are cells of type A=Q. 

• The first row of the submatrix S0 cannot be the last row 
of any submatrix Si, therefore all cells of the first row of 
the area L are cells of the type A=Q. 

• The last column of the submatrix S0 cannot be the first 
row of any submatrix Si, therefore all cells of the last 
column of the region B are of type A=Q. 

It is very simple, regardless of n and N0, to form the values 
of the components of the vectors scn in the region D (Fig. 10). 

 
Fig. 10. Values of scn in cells of region D 

The values of the scn components in regions L and B are 
closely related to the filling of the cells of region D.  

For any n, the values 
0bs  are calculated as shown in Fig. 11. 

 

Fig. 11. 
0bs values 

Fig. 12 shows the process of calculating the 
nbs  components 

 

Fig. 12. 
nbs  values 

The remaining elements of the scn vector also depend on the 
structure of the submatrix S0.  

To determine the elements 
1nbs

−
 of cells of type A=Q in the 

region L, we define the submatrix 0Ŝ . It is formed in the same 

way as the submatrix 0S , only when it is formed, the submatrix 
S1 is not taken into account (Fig. 13): 

1
2

ˆ
n

i
i=

=S S .   (14) 

Let for the cell located in the first row and in the last column 
of the region D, the equality 

1 0 2
nbs N n u

−
= − + =    (15) 

is true. 

Split region L into two subregions Lb and Lu. The row 
numbers of the Lb subregion are equal to the row numbers of the 

1Ŝ  submatrix. The rows of the subregion Lu are located above 

the rows of the submatrix 1Ŝ . All elements 
1nbs

−
 of cells of type 

A=Q in the last column of the Lb subregion are equal 

1 01 1
nbs u N n

−
= − = − + .  (16) 
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Fig. 13. 
1nbs

−
 values 

All cells of the Lu subregion are of type A=Q. The sub-
region Lu consists of rv rows. The value of rv depends on the 
position of the submatrix S2 in the submatrix S0. For n=2 rv=N0-
N2. In the last column of the subregion Lu, 

1nbs
−

 is described by 

the equality 

1 01 1
nb i is u v N n v

−
= − − = − + − ,  (17) 

where i=1, …, rv, i=1 corresponds the upper row of subregion 
Lu, 

0, if ,

1, if .i

i rv
v

i rv

=
= 

<
   (18) 

The elements sсn of cells of type A=Q in region B are 
calculated according to a similar principle. The submatrix 0Ŝ  is 
defined as follows 

1

1

ˆ
n

n i
i

−

=

=S S .   (19) 

Region B is divided into two subregions Bl and Br. The 
columns of the subregion Br are located to the right of the 
columns of the submatrix ˆ

nS . All elements 
1nbs

−
 of cells of type 

A=Q in the first row of the Bl subregion are equal 

1 01 1
nbs u N n

−
= − = − + .  (20) 

All cells of the Br subregion are of type A=Q. The subregion 
Br consists of rh columns. The value of rh depends on the position 
of the submatrix Sn-1 in the submatrix S0. For n=2 rh=N0-N1. In 
the first row of the subregion Br, 

1nbs
−

 is described by the 

equality 

1 01 1
nb i is u h N n h

−
= − − = − + − ,  (21) 

where i=1, …, rh, i=1 corresponds the last column of subregion 
Br, 

0, if ,

1, if .i

i rh
h

i rh

=
= 

<
   (22) 

Above, the calculation of the components of the scn vectors 
was considered only for the last column of region A and for the 
first row of region B. Fig. 14 and Fig. 15 explain the calculation 
of the remaining vectors of these regions. 

 
Fig. 14. The relationship between the cells of the rows of the region L. 

 
Fig. 15. The relationship between the cells of the columns of the region B. 

Unfortunately, we were unable to obtain general analytical 
expressions for all components of the vectors of the last column 
of region A and the first row of region B. However, it seems that 
from the point of view of obtaining the maximum precision of 
the transfer function coefficients, the DF structure described by 
the topological submatrix of the type shown in Fig. 16 is of 
interest. To the previously calculated submatrix T0, a column (or 
columns) of region A and a row (or rows) of region B are added. 
We select the first and the last as the input and output nodes of 
the DF, respectively. The structure of the coefficients of the 
numerator of the transfer function in this case will be described 
by the cell of the region D, located in the first column and the 
last row of the submatrix S. However, other cells of type A=Q 
may be preferable from the point of view of the rounding noise 
level. 

 
Fig. 16. Proposed topological submatrix structure 

CONCLUSIONS 

This work continues the series of publications in which a 
new paradigm for the synthesis of recursive FWL filters is 
proposed. Using the number-theoretic approach, already at the 
stage of functional synthesis, consideration is given to the finite 
bit depth of the transfer function coefficients. In the next step, a 
matrix description of the structure is generated, providing an 
accurate implementation of the previously calculated zeros and 
poles. To reduce the dimension of the problem, it is proposed to 
consider the so-called structural accuracy of filters, which does 
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not depend on its specific parameters. The structure of the 
transfer function coefficients introduced by us is one of the 
factors of structural accuracy. It turns out that for the numerator 
and denominator of the transfer function, the structure of the 
coefficients is determined in a completely different way. This 
factor was previously investigated for the denominator. In this 
work, heuristically obtained results for the numerator. 
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Abstract—Several set-membership (SM) based proportionate 
normalized least-mean-square (PNLMS) using the modified 
filtered-x (MFx) structures are proposed for active noise control. 
It is shown by simulations that the proposed algorithms that have 
a reduced numerical complexity can obtain better performance 
than MFx-PNLMS for various ANC paths.  

Keywords—active noise control, adaptive algorithms, set-
membership 

I. INTRODUCTION 

Active noise control (ANC) is a technique for removing 
noise from a system by creating an anti-noise using an adaptive 
filter [1]-[3]. The modified filtered-x (MFx) approach [4] has a 
good convergence speed although it has a higher numerical 
complexity than the filtered-x approach. Many MFx-based 
schemes have been proposed (e.g. [5] - [12] and the references 
therein). 

It is known that the system to be identified in ANC 
applications can have a certain degree of sparsity [1], [3]. The 
proportionate algorithms can achieve good performance on 
sparse system identification applications from various areas 
such as echo cancellation, acoustic feedback cancellation for 
hearing aids (e.g. [13]-[18] and the references therein). The 
proportionate algorithms proved better convergence for sparse 
primary or secondary ANC paths ([7]-[9], [11], and [19]). These 
alternatives involving the proportionate normalized least mean 
square algorithm (PNLMS) and the reweighted zero attracting 
(ZA) principle, called reweighted zero attracting PNLMS (RZA-
PNLMS). The lp-norm-constrained proportionate normalized 
least-mean-square (LP-PNLMS) algorithm and its version for 
ANC systems have been proposed too [11], but the choice of 
their parameter is complicate.   

The set-membership (SM) filtering techniques have been 
proposed in order to reduce the numerical complexity and 
improve the estimation performance of the adaptive algorithms 
[19]. The SM filtering technique utilizes a bound on the 
magnitude of the estimation error and split the adaptive filtering 
algorithms into one step of information evaluation and another 
one of parameter update [19]. The reduction of complexity is 
obtained by updating less frequently the filter weights. By 
combining the set-membership and proportionate principles, the 
set-membership PNLMS was introduced [20].  

In [21], the use of the correntropy induced metric (CIM) 
approach has led to numerous CIM-based adaptive algorithms. 
In [20] the correntropy induced metric (CIM) penalized SM-
PNLMS algorithm was proposed and its use for acoustic channel 
estimation was investigated. The cost function of the set-
membership PNLMS (SMPNLMS) included the CIM penalty 
[20]. 

In this paper a novel approach to incorporate the set 
membership principle to several PNLMS algorithms and 
integrate them into a MFx structure is presented by 
investigating the mean-square deviation (MSD) convergence 
curves for various sparseness primary and secondary paths. The 
application of the proposed set-membership based algorithms 
for ANC is novel and has not been investigated yet.       

Section II presents the used ANC system and the update 
equations of three proposed algorithms: the MFx set-
membership PNLMS (MFx-SMPNLMS); the MFx reweighted 
zero attracting set-membership PNLMS (MFx-RZASMPNLMS) 
and the MFx correntropy induced metric set-membership 
PNLMS (MFx-CIMSMPNLMS). In Section III, the 
performance comparison of the proposed algorithms is 
presented. Section IV concludes the paper and suggest directions 
for further study. 

II. THE PROPOSED ALGORITHMS 
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Fig. 1. The proposed set-membership based algorithms approach for ANC. 

A. The MFx-SMPNLMS algorithm 

In the PNLMS algorithm the larger taps converge faster than 
the smaller taps [13]. The MFx-SMPNLMS algorithm update 
equation is the following:  

 

B. The MFx-RZASMPNLMS algorithm 

The MFx reweighted zero attraction Set-Membership 
PNLMS algorithm (MFx-RZASMPNLMS) can be easily 
obtained by using the same gain matrix ( )kG , regularization 

factor and step size as above. The updating function of MFx-

RZASMPNLMS algorithm that incorporate the RZA and 
proportionate principles [7] is: 

 

( )
( ) ( ) ( )

( ) ( ) ( )
( )

ˆ
1 ( ) ( )

sgn ( )
                          - ,

1 ( )

f
SM T

f f PNLMS

RZA
p

e k k k
k k k

k k k

k

e k

μ
δ

ρ

+ = +
+

+

G x
h h

x G x

h

h

 (6) 

where RZAρ is the zero attracting strength parameter,  pe  is  the 

shrinkage magnitude parameter [7] and ( )sgn •  is the signum 

function.  
By comparing (Eq. 1) with (Eq. 6) it can be easily observed 

that the MFx-ZASMPNLMS has 3L more multiplications than 
the MFx-SMPNLMS algorithm (it includes multiplications 
with the inverse of the denominator values and other element-
wise operations from the third term of (Eq. 6)). 

C. The MFx-CIMSMPNLMS algorithm 

If the CIM penalty is integrated with the SMPNLMS 
algorithm the CIMSMPNLMS algorithm is obtained [20]. 
Following the same approach from [20] and combining with 
integrating sparsity algorithms from [7], [8] the update equation 
from (Eq. 7) is obtained for the MFx implementation, called 
Modified Filtered-X Correntropy Induced Metric Set-
Membership PNLMS (MFx-CIMSMPNLMS) algorithm. The 
third term additional term from (Eq. 7) is the CIM zero attractor 
that is influenced by the CIMρ and  the kernel width, σ .  

By comparing (Eq. 1) with (Eq. 7) it can be easily observed 
that the MFx-CIMSMPNLMS has 3L more multiplications than 
the MFx-SMPNLMS algorithm (it includes the element-wise 
operations from the third term of (Eq. 7)) and L exponential 
function computation. Due to this fact, the MFx-
CIMSMPNLMS algorithm is also the most complex among the 
proposed set-membership based algorithms. As will be shown 
in the next section the percentage of weight updates can vary 
between 2% and 53% depending on the sparseness of the 
primary plant. Therefore, for these percentage values, the 
proposed algorithms can have a much lower numerical 
complexity than the MFx-PNLMS algorithm (that has 100% 
updates of the second term in (Eq. 1), (Eq. 6) and Eq. (7). 
Depending on the system sparseness, these computational 
savings on the third term can be higher than the computation of 
the third term of the same corresponding update equations.  

( )
( ) ( ) ( )

( ) ( ) ( )

( )2

23

ˆ
1 ( ) ( )
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                          - ( )exp .

22

f
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k
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δ
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σσ π

+ = +
+

 
 −
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h h

x G x
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   (7) 

III. SIMULATION RESULTS 

     This section compares the results of simulations of the MFx-
PNLMS, MFx-SMPNLMS, MFx-RZASMPNLMS, and MFx-
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CIMSMPNLMS algorithms for an ANC application using the 

  
     It is obvious that the parameter  RZAρ  of the MFx-

RZASMPNLMS algorithm and the parameter  CIMρ  of the 

MFx-CIMSMPNLMS algorithm have to be carefully chosen 
for the best performance and balance the convergence speed 
and steady-state performance for plants with various sparseness 
values. The  RZAρ  and  CIMρ values were selected from five 

equally spaced values between 710− and 510−  and the average 
MSD value for the last 2500 iterations for each secondary 
sparse level was computed. The results for  RZAρ  and   CIMρ  

are shown in Table I and Table II, respectively.  

 
It can be noticed from Fig. 2 that the proposed set-membership 
versions do not obtain good performance in the case of sparse 
plant and sparse and partially sparse secondary paths, the best 
algorithm being the MFx-PNLMS. Only for non-sparse 
secondary path, the MFx-CIMSMPNLMS algorithm performs 
better than the competing algorithms.      In these cases, the 
number of updates is less than 4% if compared with the MFx-
PNLMS algorithm (see Table III). The number of updates 
performed by the set-membership based algorithms in cases 
depicted in Figs. 2-4 is shown in Table III.  
     From Fig. 3 it can be noticed that the MFx-SMPNLMS 
obtains the best performance in the case of partially sparse plant 
and non-sparse and partially sparse secondary paths. 

TABLE I.  AVERAGE MSD VALUE FOR THE MFX-RZASMPNLMS 

ALGORITHM FOR VARIOUS  RZAρ  VALUES 

Primary 
plant 

Average MSD values for the last 2500 iterations 

(best  RZAρ value) 

Sparse 

-49.68 

( 510− ) 

-30.38 

( 510− ) 

-37.97 

( 510− ) 

Partially 
sparse 

-31.47   

( 710− ) 

-15.51 

( 610− ) 

-16.93 

( 75 10−⋅ ) 

Non 
sparse 

-28.78 

( 710− ) 

-10.86 

( 710− ) 

-10.87 

( 710− ) 

TABLE II.  AVERAGE MSD VALUE FOR THE MFX-CIMSMPNLMS 

ALGORITHM FOR VARIOUS  CIMρ  VALUES 

Primary 
plant 

Average MSD values for the last 2500 iterations 

(best  CIMρ value) 

Sparse 

-43.38 

 ( 510− ) 

-24.16  

( 510− ) 

-27.94 

( 65 10−⋅ ) 

Partially 
sparse 

-30.84  

( 75 10−⋅ ) 

-15.00 

( 610− ) 

-15.58 

( 710− ) 

Non 
sparse 

-28.46 

( 710− ) 

-11.06  

( 710− ) 

-9.30 

( 710− ) 

 

 
Fig. 2. The MSD performance of the investigated  algorithms for a sparse plant. 

     In these cases, the number of updates is less than 12% if 
compared with the MFx-PNLMS algorithm (see Table III). For 
the sparse secondary path and partially sparse plant, the MFx-
PNLMS algorithm has a slower initial convergence speed but 
achieves a lower MSD value than competing set-membership 
based algorithms. 

 
Fig. 3. The MSD performance of the investigated  algorithms for a partially 
sparse plant.  
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Fig. 4. The MSD performance of the investigated  algorithms for a non sparse 
plant. 

TABLE III.  PERCENTAGE OF THE UPDATES FOR THE CONSIDERED SET-
MEMBERSHIP ALGORITHMS 

Primary 
plant 

Percentage of updates 

MFx-SMPNLMS MFx-
RZASMPNLMS 

MFx-
CIMSMPNLMS 

Sparse 3.75         3.82 2.97 

Partially 
sparse 

11.36     9.59    10.31 

Non 
sparse 

51.52 50.27 51.93 

    

      In the case of using a non-sparse plant (Fig. 4), the MFx-
RZASMPNLMS and MFx-CIMSMPNLMS have the best 
MSD performance for the sparse secondary path, the MFx-
CIMSMPNLMS has the best performance for the partially 
sparse secondary path and MFx-SMPNLMS is the best for non-
sparse secondary path. However, for this case, the number of 
updates ranges from 50 to 52% (see Table III). Therefore, it can 
be concluded that there is a connection between the sparseness 
of the primary path and the number of updates performed by the 
proposed set-membership based algorithms.The complexity 
reduction is higher for sparse primary plants than for non-sparse 
primary plants. From practical point of view, the partially 
sparse and non-sparse cases are relevant, the sparse cases are 
rather extreme cases for ANC systems. 

IV. CONCLUSIONS 

      This paper has proposed three new set-membership based 
algorithms using the PNLMS algorithm for ANC. The 
simulation results demonstrate that the proposed algorithms can 
provide MSD improvements over the MFx-PNLMS algorithm 
for semi-sparse and non-sparse plants and secondary paths. The 
main advantage of the reduced average numerical complexity 
is emphasized and therefore, the considered set-membership 
based algorithms can represent a good choice for practical ANC 
systems. In the future work the corresponding variable step-size 
versions MFx or filtered-x structures will be investigated.  
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Abstract— Modelling results for noise pulses forming by 
logical elements are presented when collecting charge from the 
single particle tracks with wide range of the linear energy transfer 
of 10–90 MeV∙cm2/mg. This performs using 3D CAD physical 
models of CMOS transistors designed on 65 nm bulk technology 
with shallow trench isolation of transistor groups. The main 
positive thing that happens when collecting the charge at the linear 
energy transfer more 40 MeV∙cm2/mg from the track in the group 
of NMOS transistors belonging to element OR and in the group of 
PMOS transistors belonging to element AND is holding these 
transistors in the mode when all transistors are collecting charges. 
This forms a delay of noise pulses on the outputs of elements and 
decreases its duration. 

Keywords—charge collection, logical element, modelling, 
noise pulse, single particle, track 

I.  INTRODUCTION 
CMOS combinational logic elements are devoted to 

simulation the impacts of single ionizing particles using 
physics-based device models, both two- and three-dimensional. 
It was noted [1] that the noise immunity of CMOS logic 
designed using bulk technology would decrease to the values of 
linear energy transfer by a particle on a track equal to 
2 MeV∙cm2/mg when technology node will shrink to 100 nm or 
less. The increasing the duration of noise (error) pulses to 300–
500 ps at the linear energy transfer (LET) value of 30 
MeV∙cm2/mg also predicted [2].  

At technology nodes below 100 nm the CMOS logic shows 
the influence of diffusion transfer of charge carriers induced on 
the same track on adjacent circuit nodes. This joint charge 
collection can lead to a reduction in the duration of noise pulse 
[3], known in the literature as “pulse quenching”. In [4], we 
present the results of the study of CMOS transistors groups in 
AND and OR elements that are most sensitive to impacts of 
single ionizing particles in a triple majority gate.  

The purpose of this work is to study effects of minimizing 
the noise (error) pulses while a charge collection from a track 
of a single nuclear particle. It may be in cases a charge 
collection by CMOS transistors of NAND and inverter 
elements, as well as NOR and inverter, made in a limited 
volume of silicon, surrounded by shallow trench isolation, for a 

wide range of the linear energy transfer by a particle to the 
track.  

II. TRIPLE MAJORITY GATE ON AND AND OR ELEMENTS 
Fig. 1 presents a diagram of a triple majority gate on three 

logical elements AND (D1-D3) and one element OR (D4). The 
circuit of the element AND on Fig. 2a consists of a NAND 
element and an inverter. The circuit of an element OR on Fig. 2b 
includes of an element NOR and an inverter. 

The simulation of impacts of single nuclear particles on 
CMOS elements (designed on the bulk 65-nm CMOS 
technology) carried out using 3-D TCAD transistors models of 
the work [5]. Layouts of the topology of elements AND and OR 
are given in Fig. 3. The elements AND and OR consist each of 
two groups. Groups of NMOS transistors marked as Gr1N or 
Gr4N, groups of PMOS transistors marked as Gr1P or Gr4P 
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Fig. 1 Diagram of the triple majority gate based on AND (D1-D3) and OR 
elements (D4).  
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Fig. 2. Circuits of the logical elements 2AND (a) and 3OR (b). 
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(Fig. 2, Fig. 3). The transistor widths are 400 nm in the AND 
element and 800 nm are in the OR element.  

Groups of transistors in AND and OR elements surrounded 
by a shallow trench isolation of the 400 nm depth. The silicon 
groups Gr1N and Gr1P have dimensions of 885×400×400 nm3, 
and the Gr4n and Gr4P groups – 1180×800×400 nm3. Asterisk 
markers in Fig. 3 correspond to the input track points of single 
particles with the track direction normal to the crystal surface. 
Asterisks marked in red correspond to tracks that modeled with 
the range of linear energy transfer by particles to a track of 10–
90 MeV∙cm2/mg. The results obtained using the hybrid TCAD-
SPICE modeling, in which gates D1 (AND) and D4 (OR) are 
simulating by the 3D TCAD physical models, and two logic 
gates D2 (AND) are represented by the SPICE models.  

As the result of the study [4], it was found that for tracks 
with LET = 60 MeV∙cm2/mg, noise pulses with the highest 
durations and amplitudes are formed in the group of NMOS 
transistors Gr4N of the OR element and the group of PMOS 
transistors Gr1P of the AND element. The biggest part of a 
charge from the track in these groups collected by transistors 
with a common drain area. In this paper, we study the 
parameters of noise pulses formed in the same groups, but at 
tracks with LET in the range of 10–90 MeV∙cm2/mg. Results 
obtained by Sentaurus Device at the temperature 25°C and the 
supply voltage of 1.0 V for particle tracks with linear transfer 
energy 10–90 MeV∙cm2/mg.  

III. FEATURES OF A CHARGE COLLECTION IN AN ELEMENT OR 
Fig. 4 presents the forming of noise pulses in time at nodes 

of the element OR with input signals of the triple majority gate 
A = B = C = 0. Input track points are in the Gr4N group of 
NMOS transistors. In the case of an OR element with the input 
track point of 4n (Fig. 4a) at LET = 60 MeV∙cm2/mg, after 
switching the inverter during the formation of the track, the 
voltage on the drain of the NMOS transistor of the inverter 
decreases to a minimum VMIN.OR.4n when collecting the charge 
(electrons) from the particle track. This voltage level is fixed 
when it falls within the VMIN.OR.4n = +(0.02–0.7) V at LET ≥ 40 
MeV∙cm2/mg (Fig. 4b). In this case, a “plateau” formed at the 
output OR with a slightly increasing voltage, which creates a 
delay in the formation of a positive polarity noise pulse and 
reduces its duration.  

For the OR element with the input track point of 5n, the 
minimum voltage on its output while collecting electrons does 
not fall below VMIN.OR.5n = +(0.086–0.1) V even if LET ≥ 80 
MeV∙cm2/mg (curves for 5n on Fig. 4b). In this case for the 
input track point of 5n, a “plateau” of a long-term non-
increasing voltage does not form on the output OR, but 
immediately begins to form a positive polarity noise pulse.  

The front of the positive polarity pulse at the output OR for 
the input track points of 4n and 5n is forming by the current of 
the open PMOS transistor of the inverter, charging the capacity 
of the output node OR when the NMOS transistor of the 
inverter is closed. In this case, the maximums of the noise 
pulses are reached at the output OR for the 4n and 5n input track 
points at the voltages at the NOR node in the range (0–0.1) V. 
The example on Fig. 4a demonstrates this fact for the input 
track points of 4n and 5n for LET = 60 MeV∙cm2/mg. 
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Fig. 3. Layouts of the logical elements 2AND (a) and 3OR (b). 
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Fig. 4. Noise pulses at element nodes NOR at signals on the inputs of the 
majority element A = B = C = 0, the input track points in the Gr4N group: (a)  
track with LET = 60 MeV∙cm2/mg, the input points 4n, 5n, 6n; (b) tracks with 
LET = 20–80 MeV∙cm2/mg, the input points 4n, 5n. 
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The PMOS transistor of the inverter continues to charge the 
capacity of the output node OR after the noise pulse at the 
output OR exceeded the level of 0.7 V and the formation of the 
peak of the noise pulse begins. At this time, the voltage between 
its drain and source becomes less than 0.3 V, which translates 
this transistor from a flat to a steep area of the voltage 
characteristic, where the drain current decreases in proportion 
to the decrease in the voltage at the drain. This causes the 
charging capacity of the output node OR to slow down and the 
formation of the peak of the noise pulse to an amplitude value, 
which increases the duration of the interference pulse.  

When the voltage at the NOR node and the input of the 
inverter exceeded 0.3 V the noise pulse reaches 0.7 V after the 
amplitude value, the inverter switched and the drop in the noise 
pulse increases sharply (Fig. 4a). Then the initial stationary 
state is restored at the output OR.  

IV. FEATURES OF A CHARGE COLLECTION IN AN ELEMENT AND 
Fig. 5 presents the forming of noise pulses in time at nodes 

of the element AND with input signals of the triple majority 
gate A = B = 1, C = 0. Input track points are in the Gr1P group 
of PMOS transistors. When the inverter switches after forming 
a track, the closed PMOS transistor of the inverter begins to 
collect the charge (holes). It increases the voltage on the output 
AND forming a positive polarity pulse. The curves for the case 
of the track 4p shows on Fig. 5a. This voltage does not rise 
above VMAX.AND = + 0.74 V at the output AND even at LET = 
90 MeV∙cm2/mg (Fig. 5b). This is not create a “plateau” of 
constant voltage. In this case immediately begins to form a 
noise pulse of the negative polarity. However, there is forming 
a delay of noise pulses at the level of 0.3 V decreasing of their 
duration at this level.  

In the range LET = 10–90 MeV∙cm2/mg the amplitude 
values of the positive polarity pulses (Fig. b) at the output AND 
are reached when the node NAND voltages are in the range 
(0.75–0.85) V (Fig. 5a). In this mode, the PMOS transistor of 
this node is closed. After the noise pulse reaches the amplitude 
value, the inverter switching begins (Fig. 5a, 5b) and the noise 
pulse finishes sharply when the voltage at the input voltage of 
the inverter drops less the level 0.7 V. Then the initial stationary 
state is restored at the output AND.  

V. ANALISIS OF SIMULATION RESULTS 
Fig. 6a shows the results of modeling of the pulse 

parameters of the element OR for the input track points 4n and 
5n of the Gr4N group with inputs of the majority gate A = B = 
C = 0. Fig. 6a shows graphs illustrating the time parameters of 
noise pulses of element OR with input track points 4n and 5n 
depending on the linear energy transfer to the track in the range 
LET = 10–90 MeV∙cm2/mg. These curves include the duration 
of pulses at the node NOR tPULSE.NOR at the level of 0.3 V, the 
duration of noise pulses at the output OR tPULSE.OR at the level 
of 0.7 V and as well as the duration of delays in the rise of noise 
pulses to the level of 0.7 V at the output OR tDEL.PULSE.OR.  

The durations of the pulses on the node NOR at the input 
track points 4n and 5n are linear functions of the linear energy 
transfer. These dependences on Fig. 6a practically do not 
depend on the input points in the group Gr4N of NMOS 
transistors in the entire range LET = 10–90 MeV∙cm2/mg. They 

characterize the total charge collection in the group Gr4N of 
NMOS transistors.  

The time delays of noise pulses tDELPULSE.OR from a track 
impact to the noise pulse level of 0.7 V on the output OR are 
the linear functions of the values LET for the input track point 
4n from 30 MeV∙cm2/mg and for 5n from 50 MeV∙cm2/mg 
(Fig. 6a). Time delays are more above 50–80 ps for the track 
point 4n due to the ”plateau" of the low level voltage in front of 
a noise pulse.  

The duration of the noise pulses at the output OR (TMG 
output) tPULSE.OR virtually repeats the values at the node NOR 
tPULSE.NOR (Fig. 6a) with the input track point 4n from LET = 10 
up to 20 MeV∙cm2/mg. For the input track point 5n this 
repeating is from LET = 10 up to 40 MeV∙cm2/mg. Up to LET 
= 90 MeV∙cm2/mg the duration of the noise pulses at the output 
OR repeated on the level 250 ps for the input track point 4n and 
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Fig. 5. Noise pulses at element nodes AND at signals on the inputs of the 
majority element A = B = 1, C = 0; the input track points in the Gr1P group: 
(a) track with LET = 60 MeV∙cm2/mg, the input points 3p, 4p, 5p; (b) tracks 
with LET = 20–90 MeV∙cm2/mg, the input point 4p. 
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on the level 350 ps for the input track point 5n. The duration of 
the noise pulses at the output OR tPULSE.OR at the level of 0.7 V 
for the input track point 5n is 1.4–1.6 times more (Fig. 6a) in 
the range LET = 30–90 MeV∙cm2/mg of the duration of the 
noise pulses tPULSE.OR for the track point 4n.  

Fig. 6b shows the modeling results of pulse parameters in 
the element AND for the input track point 4p of the Gr1P group, 
when majority gate inputs are A = B = 1; C = 0. These curves 
defined as functions of the linear energy transfer in the range 
from 10 to 90 MeV∙cm2/mg. In the case of the characteristics 
for the element AND, there is an almost linear dependence of 
noise pulse duration on the node NAND tPULSE.NAND at the level 
of 0.3 V as the LET function.  

The duration of the noise pulses at the output AND virtually 
repeats the values at the node NAND (Fig. 6b) for LET = 10–
30 MeV∙cm2/mg to the value of tPULSE.AND = 190 ps at LET = 30 
MeV∙cm2/mg. For LET = 40–90 MeV∙cm2/mg the noise pulse 
durations fixed on the level tPULSE.AND = 140–150 ps due to 
common collecting the charge by all NMOS transistors of the 
Gr1P group. For the element AND, there is an almost linear 
dependence of the delay of the noise pulse rise tDELPULSE.AND to 
the level of 0.3 V as the function of LET in the interval 40–90 
MeV∙cm2/mg. Two curves are virtually symmetrical: this are 
durations of the pulses at the node NAND tPULSE.NAND and delay 
durations of noise pulses on the output AND tDL.PULSE.AND with 
the time distance between them 100–110 ps. 

The main thing that happens when collecting the charge 
from the track in the element OR with the track input points of 
4n and 5n is holding the node NOR with a negative polarity 
voltage on the node, when the NMOS transistors of the node 
NOR are in the inverse mode offset. In this mode, the NMOS 
transistor of the inverter is closed and all NMOS transistors of 
the Gr4N group collect the charge (electrons) and transition it 
to the common bus of the element. This time interval is slightly 
less than the duration of the noise pulse detected at the node 
NOR at the 0.3 V level. At the final part of finding the NMOS 

transistors of the node NOR in the inverse mode offset, the 
noise pulse is formed, but not by increasing the charge 
collection, but by weakening its collection.  

In case of the element AND, the output AND changes as the 
output of the element OR when a charge collects from the track 
with the input track point of 5n without the “plateau” of the low 
level voltage in front of a noise pulse. In both cases of OR and 
AND elements, the noise pulse forms in fact by an inverter, 
which returns the logical elements from a non-stationary state 
to the original stationary state  without collecting a charge.  

VI. CONCLUSION 
The simulation showed the existence of reducing the noise 

pulse duration in logic elements made using CMOS technology 
with shallow trench isolation of transistor groups. The joint 
charge collection by transistors in different logical states 
reduces the noise pulse duration by two to five times due to 
increasing in the delay of its formation. The presented features 
of the elements is useful when designing CMOS 
microprocessor systems for space applications. 
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Fig. 6. The time parameters of noise pulses depending on the linear energy transfer particle to the track: (a) the input points of 4n and 5n in the group of transistors 
Gr4N of the element OR; (b) the input point 4p of the group of transistors Gr1P of the element AND. 

0

100

200

300

400

500

600

700

800

10 20 30 40 50 60 70 80 90

Linear energy transfer LET (MeV∙cm2/mg)

P
a
ra

m
e
te

rs
 o

f 
n

o
is

e
 p

u
ls

e
s
 (

p
s
) tPULSE.NOR (4n)

solid line

tPULSE.OR (4n)

tPULSE.NOR (5n)
dashed line

tDL.PULSE.OR (5n)

tDL.PULSE.OR

(4n)

tPULSE.OR

(5n)

Element OR; A = B = C = 0
Gr4N; track points 4n, 5n 

0

50

100

150

200

250

300

350

10 20 30 40 50 60 70 80 90

P
a
ra

m
e
te

rs
 o

f 
n

o
is

e
 p

u
ls

e
s
 (

p
s
)

LET (MeV∙cm2/mg)

tDL.PULSE.AND

tPULSE.AND

tPULSE.NAND

Element AND; A = B = 1, C = 0
Gr1P; track point 4p 

188 IEEE EWDTS 2020, September 4-7



Filtration of Diagnostic Data for Retrospective 
Analysis in Health Monitoring Systems  

of Engineering Structures 
 

Dmitry V. Efanov, 
D. Sc., Associate Professor, 

First Deputy General Director –  
Chief Engineer of Vega LLC, 

Professor at Peter the Great St. Petersburg Polytechnic University 
St. Petersburg, Russia 
TrES-4b@yandex.ru 

  
German Osadchy,                                                                           

Technical Director of Scientific and Technical Center              
“Integrated Monitoring Systems” LLC,                                                                         

St. Petersburg, Russia                                                                                 
osgerman@mail.ru 

Valeriy Myachin,                                                             
D. Sc., Professor,                                                            

General Director of Scientific and Technical Center              
“Integrated Monitoring Systems” LLC,                                           

St. Petersburg, Russia                                                         
vmyachin@ipr.ru 

Marina Zueva,                                                               
Design engineer of Scientific and Technical Center              

“Integrated Monitoring Systems” LLC,                                          
St. Petersburg, Russia                                                         

marina-seo-media@yandex.ru 

 

Abstract—Authors of this publication being discussed the 
task of diagnostic data filtration received from health monitor-
ing systems of engineering structures. During operational peri-
od of conventional monitoring systems, initial diagnostic ma-
trix contains as usual some of foreseen errors. Existence of 
those errors has various reasons, such as malfunction of data 
transmission form measuring devices, extraordinary data 
spikes, equipment failure, faults accumulated from extraneous 
signals, loss of data etc. Persistence of such kind of errors not 
just interdicts further expert analysis, but it blocks further 
solution regarding diagnostic with afterward forecast. Afore-
said circumstances drastically diminish the effectiveness of 
monitoring technology as well as spoils certainty result. In con-
nection therewith, authors set a challenge concerning algo-
rithms search (either combination of algorithms) to actualize 
initial data filtration operation. Russky Island Bridge in Vladi-
vostok, Russia was designated as a sample of monitoring site, 
where started from 2012 permanent monitoring system was in-
service. The entire data from the abovementioned system 
should be accumulated within temporary storage with after-
ward retrospective analysis. We applied such ways of static 
data filtration like time-series data, machine learning method 
plus implementation of embedded functions of information 
filtration. Be means of static methods completion we achieved 
the result of clear up to 50% of being diagnosed files. As for 
machine learning method it helped us to improve filtration 
function up to 60%. Passing through time-series method we 
made it about 70% of filtration quality. The best ever filtration 
outcome was shown by in Forecast Library via Artificial Pro-
gramming Language (APL R) up to 98% of effectiveness, con-
sequently that was the cause, why we apply this particular 
function for filtration performance of the initial diagnostic data 
nowadays. Filtered information further may be processed by 
machine analysis Artificial Intelligence (AI), which should en-
sure more precise estimation regarding service capability of 
unique structures.  

Keywords—health monitoring systems of engineering struc-
tures; filtration of diagnostic data; retrospective information 
analysis; control of pre-failure condition; service life prediction. 

 

I. INTRODUCTION 

One of our challenging task concerning service and 
maintenance of complex technical structure, being consisted 
of hundreds and thousands interacted components with co-
lossal dimensions, various forms and structures, plus num-
ber of elements, which have different types of loads to en-
sure it working capacity reliability, safety as well as fault 
tolerance on the highest level. Those types of structures are 
existing all over the world within various spheres, such as 
unique historical architecture, stadiums, skyscrapers, bridg-
es, flyovers, motorways, railroads, etc. [1 – 8]. 

For construction sites preservation purposes technical 
maintenance, diagnostics and monitoring of technical status 
quo are being wide spread. [9]. Availability of up-to-date 
sensors of physical magnitudes, precise measuring gadgets 
with computer technologies for data accumulation, storage 
and processing of diagnostic information allows us to ar-
range systems of structured monitoring for sophisticated 
technical sites [10]. Implementation of the above systems 
not only simplifies the service and maintenance of technical 
objects, but it helps us to identify critical conditions of ele-
ments prior to failure status event, consequently, we may 
forecast possibility of trouble, estimate its service resource 
plus create those needed recommendations of proper 
maintenance measures.  

The entire monitoring sets, regardless of relevant 
spheres, have similar structures as well as the same ad-
vantages and disadvantages. Experience of monitoring sys-
tem performance in the sphere of transportation infrastruc-
ture showed us that data processing of received diagnostic 
information via correct interpretation is one of the keystone 
problems.   

It has to be mentioned that modern monitoring systems 
can obtain huge volumes of diagnostic records even per sin-
gle sensor only, let alone a whole kit of sensors. For exam-
ple, if diagnostic features analysis of monitoring site is re-
quired (for instance, oscillation impact), 50 Hz polling rate 
of sensors is essential, which gives 180 thousands measure-
ments per hour (equals 4.32 million measurements a day!).  
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Fig. 1. Monitoring site – Bridge to Russki Island, Russia. 

Total volumes of outcome data for processing may achieve 
tens of gigabytes. Most monitoring systems are building up 
there information in temporary storages, from where they 
extract needed files to data base and the result of it is, as 
usual, trouble with diagnostic data synchronization. Even for 
this puzzle solution, mission of quality analysis of diagnos-
tic info is the mater. Concerning diagnostic data status, we 
have frequently the following troubles: stop of data trans-
mission from measuring device, unusual data spikes, equip-
ment fault, errors with hindrances amassing, loss of data etc. 
Summarizing the above, for diagnostic operation and further 
mission fulfillment reckoning genesis plus forecasting, di-
agnostic information is considered as ‘dirty data’. Subse-
quently the effectiveness of monitoring result is reckoned as 
low one. 

One more of important monitoring task is that of inevi-
tability of data processing compares to threshold limit val-
ues being designated by legitimate norms, rules and regula-
tions, which excludes it quality analysis of the aforesaid 
information. For most assignments solutions concerning 
proper diagnostics of long term data files for tens of years 
are being claimed, which improves radical the results of 
monitoring conclusion. Information storages for long time 
periods must be provided with high reliability measures for 
data safety.   

Consequently, initial data synchronization plus filtration 
of diagnostic info as well as valuable info regeneration in 
the event of lockdowns for afterward quality analysis via AI 
is the essential matter [11 – 17]. 

At the moment our designated mission is the search for 
universal option of raw diagnostic data filtration for struc-
tured systems of sophisticated engineering structures moni-
toring. We shall emphasize that  in the sphere of monitoring 
diagnostics of technical structures the above mission is in 
fact actual one and ‘ready-to-go solutions’, in spite of moni-
toring challengers, are not exist yet.  

II. MONITORING SITE 

Cable Stayed Bridge on Russky Island in Vladivostok, 
Russia was designated as a monitoring site by us. Above-
mentioned structure (see Fig. 1) is reckoned as the longest 
bridge crossing in the whole world [18]. It was completed 
by the end of 2012. The site is located over the Bosporus 
Vostochny and links Nazimova Peninsula with cape Novo-
silskogo on Russki Island with world longest span of cable 
stayed structures of 1,104 meters long. Bridge height is 324 
meters, which is considered as second one in the world. This 
unique structure is being presented on Russian bank paper of 
2 000 rubles. 

For bridge crossing technical status quo supervision dur-
ing service period, structural monitoring system was ar-
ranged including 50 strain gauges with 88 sensors of strain 
with temperature control, 16 thermo sensors, 21 accelerome-
ters, 12 two-coordinates inclinometers, two displacement 
sensors and  six pressure probes. For the above data accu-
mulation, 295 measuring channel were completed. On Fig. 2 
you may see the screen shot out of monitoring performance 
with technological window of recorded info related to fea-
tures per single pylon. 

Data regarding measuring sensors are being stored on the 
Server of Database Management Interbase XE. Diagnostic 
information is being presented via tables, which were regis-
tered with frequency of one measurement per five seconds 
and single measurement per ten minutes. Accumulation of 
diagnostic features is being conducted permanent way via 
block by block sequences of data files, composed of se-
quences of designated period of group of channels readings. 
Permanent flow of data division per segments (either unifi-
cation of instant readings into blocks) allows us to create 
working cycle of data processing, being activated parallel 
data buildup with little pause for algorithm processing. At 
the same time enduring block-by block sequences is the 
matter of total measured matrix ensurance without losses.
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Fig. 2. Screen shot of technological window. 

That dilemma of being received mass of data was in that 
spikes of faults being included into accumulated infor-
mation, which cause can not be identified. Existance of 
those spikes was considered as a hindrance for analysis ful-
fillment.  Other disadvantage is that within acquired mass of 
data there we almoust always have some spots of infor-
mation absence for various reasons of monitoring such as 
electrical power blockout (routine outage, power loss etc.). 
Based on the above the task of filtration of diagnostic in-
formation from fault spikes with wild values is very im-
portant mission. Consequently, acquisition of ‘clean data’ 
(filtered) allows us to fulfull proper analysis of diagnostic 
info.                

III. EXPERIMENTS OF  DIAGNOSTIC DATA FILTRATION 

For the task completion regarding diagnostic data acqui-
sition, which being useful for onward contemplation and 
processing together with AI application, algorithm otherwise 
combination of algorithms concerning array of raw data 
filtration from anomaly spikes ought to be discovered.  For 
this purpose, authors of this article are being researched var-
ious methods of data filtration linked to real-time structured 
monitoring, being received form Russky Island, Vladivostok 
(RF). 

During contemplation reckoning fair reasonable method 
of filtration being targeted diagnostic ‘raw data’, there were 
more than 500 matrixes of diagnostic info. Let us present 
you our experiments description relating data filtration from 
two sensors of diagnostic information, such as M6L2DP- 
strain gauge and RBG4DP – temperature sensor. Total ac-
cumulated by us data are being covered the period of single 
months specifically (March 2019). On Fig. 3 one may see 
‘raw diagnostic data’, where you may notice some anoma-

lies which looks like sharp shift of measured results. Exper-
imental study of those types of diagrams considered impos-
sible as well as AI method implementation.   

 

 
Fig. 3. ‘Raw’ data with anomalies (Python): upper diagram – data from 
M6L2DP-strain gauge, lower diagram – data from RBG4DP-temperature 
sensor. 

Static methods of data filtration such as ‘three sigma’ 
rule and ’99 Percentile’ were initially tested by us [19]. 
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Precise analysis of ‘three sigma’ rule demonstrated us 
some filtration quality improvement (Fig. 4). Hence, it is not 
working so immaculate way and we can observe some lefto-
ver ‘tails’, consequently we can not apply the above method 
to any other mass of diagnostic information files. As for ’99 
Percentile’ approach it worked much better way for present-
ed data, meanwhile it results annihilation of some info per 
extremum data (Fig. 5). For other mass of diagnostic data 
we watched absolutely opposite effects, thus somewhere the 
first method was better, somewhere the second one. But 
commonly we noted that straight implementation of static 
methods may not bring us to proper solution of diagnostic 
data filtration. 

 

 
Fig 4. Filtered data from ‘three sigma method’ (Python): upper diagram – 
data from M6L2DP-strain gauge; lower diagram – data from RBG4DP-
temperature sensor. 

Functioning of static methods may be suitable only for 
data with few anomalies and certain allocation (close to 
normal distribution). For the entire arrays of diagnostic data 
static methods must not present quality end result, accord-
ingly implementation of static methods considered as not 
universal, for the cause there is not a single one, which may 
be effectively applied to the entire matrix of diagnostic info.  

Next, let us take a glance at machine learning methods, 
which quality looks much better than some arrays of static 
methods, but several ones appeared to be worse. Let us re-
view, for instance, realization of one-class vehicle of Sup-
port Vector Machine (SVM) [20] for data from the same 
sensors. 

During filtration of diagnostic data via One-class SVM 
standard characteristics of Python-Scikit-learn 
(sklearn.svm.OneClassSVM) [21] were being used. On 
(Fig. 6) filtration results of diagnostic info per RBG4DP–
temperature sensor are being shown. 

− Important steps for realization of 
sklearn.svm.OneClassSVM, considered the fol-
lowing features: 

− kernel – (linear; poly; radial basic function 
(rbf); sigmoid; self designated); 

− nu – upper bounder per errors percentage and 
lower bounder per percentage of reference vec-
tors (0.5 natively); 

− degree – grade of poly kernel; 

− gamma –factor for kernel function (1/n_features 
natively); 

− coef0 – feature per function of poly either sig-
moid kernel. 

 

 
Fig. 5. Filtered data via  ‘99Percentile’ (Python): upper diagram – data from 
M6L2DP – strain gauge; lower diagram – data from RBG4DP temperature 
sensor. 

 

 
Fig. 6. Filtered data from RBG4DP temperature sensor via One-class SVM 
method (kernel – «rbf», methods from library Scikit-learn, Python): upper 
diagram – during normal features; lower diagram – if gamma=0.1. 
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Implementation of sklearn.svm.OneClassSVM, with des-
ignated characteristics for diagnostics data array resulted the 
fact that some of single-shot anomalies rested unnoticed. 
Such as, similar result was obtained out of M6L2DP-strain 
gauge. Based on the abovementioned some endeavors were 
tested for proper parameters of filter choice to improve the 
procedure of diagnostic ‘raw data’ filtration. For instance, 
we exchanged ‘gamma’ for designated model. Most suitable 
result was achieved by us via parameter gamma = 0.1. 
Augmentation of the above parameter effected vanishing of 
useful diagnostic data. We shall make mention, that 
OneClassSVM approach produced even worse outcome 
compares to ‘three sigma rule’. 

For experimental purposes other methods of machine 
learning was assigned. For instance, IsolationForest [22] 
(one of options per ‘random forest’ [23]). This approach 
considered trees arrangement up to the moment of data ex-
traction. During tree branching arrangement random criteria 
should be chosen as well as random splitting (threshold of 
split). For each measured value designated criterion should 
be defined – arithmetical average of tree leaves depth, where 
it was isolated.   

Important realization features of 
sklearn.ensemble.IsolationForest: 

− n_estimatorsint – number of basic estimation 
per ensemble; 

− max_samplesint – groups quantity, on which 
the split should be conducted; 

− contamination – share of splits per 
max_samplesint –  number of random certain 
data file; 

− max_featuresint – criteria quantity, per which 
the split to be identified (in our case it is the 
single criterion). 

Method ‘IsolationForest’ was implemented with the fol-
lowing features: contamination=0.1 and max.fearures=1.0. 
Filtration outcome with present option compares to ‘One-
class SVM’ method is being shown on Fig. 7. As for ‘Isola-
tionForest’ course, it is being annihilating a lot of useful 
diagnostic information. Amendments to software model 
characteristics did not bring positive results. 

Later we tested ‘time-series data’ methods and the best 
of all were ‘ETS’ and ‘ARIMA’ [24]. 

‘Model ETS’ presented rather good results concerning 
data filtration from RBG4DP sensor Fig. 8 (upper dia-
grams). The idea of the above replica is exponential smooth-
ing option (predictive method), (where value variable in-
cludes the entire previous periods into forecast and via ex-
ponential curve is being loosing self weight as time goes 
on).  This model is completed by means of ‘ETS. () func-
tion’ from library fpp2 in terms of R-language.  

‘ARIMA’ models – considered integrated models of au-
toregression (moving-average model). As for updated 
‘ARIMA’, application of those models should not be con-
ducted straight to designated ‘time series’, but initial differ-
entiation is essential via acquisition of single ‘time series’ as 
a differences result of subsequent values of initial ‘time se-
ries’. Filtration products by means of ‘ARIMA’ options are 
being shown on Fig. 8 (see lower diagrams). 

 

 
Fig. 7. Filtered data from M6L2DP sensor via ‘machine method’ (Python, 
methods from library Scikit-learn): upper diagram – by means of ‘One-class 
SVM’ (kernel – ‘rbf’) if standard features; lower diagram via 
‘IsolationForest’ method. 

Let us clear up that filtration performance via models 
‘ETS’ & ‘ARIMA’. On Fig. 8 you may observe the search 
sequence and anomalies vanishing with present models exe-
cution (upper diagrams match the purge of single data ma-
trix from RBG4DP sensor through the ‘ETS’-model, lower – 
data filtration from M6L2DP-sensor with an aid of ‘ARI-
MA’ method. On the left side you may notice initial dia-
grams with anomalies plus in the middle part are those illus-
trations of highlighted anomalies and on the right side 
‘cleared out’ line charts. It should be pointed out, that in the 
event of ‘ETS model’ application to data of second sensor 
one of spikes remained the same.   

Models for ‘time-series’ were enough successful for the 
task of diagnostic ‘raw data’ filtration. Hence, for the reali-
zation of aforesaid models, automated inspection procedure 
for which one to be suitable per this or that file must be in-
serted. Additionally one more checking operation should be 
added, like the one to analyze the necessity of any spike 
quest per certain file to avoid extra functions engagement, 
which is crucial for the reason that always amasses of valu-
able information extinction from database. For resolution of 
the before mentioned dilemma, we believe, may be tested 
hypothesis reckoning anomaly observation existence, for 
example by means of ‘Irving method’ [25]. Meanwhile, ‘Ir-
ving method’ has several limits, which not allows us to 
cleanse diagnostic data, subsequently it requires to be up-
graded. 

From the aforementioned examples, as well as from 
number of completed experiments with ‘raw data’, it is evi-
dently that universal function per diagnostic information is 
not exist yet (either we could not find it!). Our next step was 
checking procedure of existing libraries for the task of 
anomalies detection by means of R-language and Python. 

From the whole available libraries relating R-language 
and Python, the best was Forecast Library of R-language, 
partially tsoutliers() from the above library (it is the one 

IEEE EWDTS 2020, September 4-7 193



which is being used by us now for spikes annihilation). On 
Fig. 9 you may watch achieved results from present function 
implementation while data filtration from mentioned sensors. 

Form completed by us experiments with various options 
regarding filtration performance we did consider the best one 
from the above is the last one, as well as it gives acceptable 
result reckoning anomalies filtration.  

IV. CONCLUSION  

For quality analysis of diagnostic information completion 
being acquired from monitoring systems of any spheres, pri-
or filtration of initial data routine should be prevailed.  ‘Raw 
info data’ may be composed of behemoth matrix with a lot of 
anomalies being included. Existence of the abovementioned 
deviations seriously aggravates further data processing per-
formance aimed on exact diagnosis determination with sub-
sequent solution of geneses tasks and later forecasting phase.  
Effectiveness resume of monitoring systems with filtration 
function deficiency is considered as a huge amount of piled 
information without any kind of worth analysis execution, 
where data processing operations are being worked out com-
pares to some terminal values (designated limits, norms, etc.) 
without specific estimation of blackouts expansion trends as 
well as characteristics assessment of being controlled site.  
Consequently this way, monitoring systems were being ‘hit 
an iron ceiling’, being just the storage of immense amount of 
data, unfortunately, without essential instruments of safe and 
reliable indices improvement, which are so crucial for so-
phisticated technical structures services.  

Experiments with a lot massive files of initial diagnostic 
extract, which were arranged by authors of present article, 
proved the idea of search option gain of proper filtration 
methods realization. Let us highlight the following results: 

− by means of statistic methods we did handle the 
filtration of  'raw diagnostic data’ within 50% of 
presented cases (more than 500 diagrams of 'raw 
diagnostic data’; 

− via  ‘machine learning’ methods we managed 
successfully completed the purge of 'raw diag-
nostic data’ about of  60% cases; 

− by means of ‘time-series’ we succeed purifica-
tion of 'raw diagnostic data’ is 70% cases; 

− relating filtration from what was available in li-
brary with R-language, it was about a 98% cases 
(as for the rest of instances, there were some 
negligible errors). 

We shall mention, that for this particular task solution, 
one may apply autoencoders-types of artificial neural net-
work used to learn efficient data coding in an unsupervised 
manner via application of backpropagation of error [26]. 
Hence, those methods should be analyzed after all the others, 
for the reason of complicated adjustment per each particular 
case either features choice performance for every sensor 
must be automated. 

 

 

 

Fig. 8. Filtration data stages by means of R-language form  RBG4DP sensor (ETS, upper diagrams) and M6L2DP (ARIMA, lower diagrams): from the left to 
the right there is an initial diagram, graphic with highlighted anomalies, ‘clean diagram’. 
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Fig. 9. Filtered data of inserted function in Forecast Library with R- language: upper diagrams – ‘raw data’ with filtered data from M6L2DP strain gauge; lower 
diagram – ‘raw data’ and filtered data from RBG4DP - temperature sensor.  

Let us once more bring to notice that within present arti-
cle we are considering processing performance of already 
existing diagnostic data (retrospective processing or posterior 
processing), which is typical for systems of big number of 
being poled sensors, therefore bringing us a large volumes of 
information. For processing routine of the above systems in 
real time mode (for example, those type of monitoring sys-
tems are wide spread in transportation branch [27, 28]) other 
approaches ought to be practical. For instance, preliminary 
purification of incoming diagnostic information via previous 
separation of, evidently false measurements, with later resto-
ration of true data, in the event of anomalies availability, 
from some kind of single sensor. Handling this challenge 
requires a special data processing architecture arrangement, 
which allows us not to annihilate useful files prior to entering 
it to storage slot of diagnostic information. 

Monitoring technologies are permanently being improved 
as relating to components elements base of monitoring sys-
tems, as well as regarding processing methods of outcome 
diagnostic information. We believe, filtration of ‘raw diag-
nostic’ files – is the stepping stone reckoning actual ‘clean’ 
data derivation with afterward processing operation with a 
help of AI implementation toward suitable solutions of sig-
nificant challengers of monitoring performances  via the 
formula ‘diagnosis – forecast – remaining life time’.  
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Abstract—The noise of complementary junction field-effect 
transistors (JFETs) was measured in the frequency range from 
1 Hz to 5 kHz for various static modes using the developed and 
verified hardware-software system on the base of National 
Instruments platform. The JFETs were developed by JSC 
"INTEGRAL" (Minsk, Belarus) using silicon BiJFET-technology 
on which the manufacture of more than 20 types of analog 
integrated circuits for various sensors and transducers is based. 
The Features of the complementary JFETs noise characteristics 
in various frequency bands of the measurement range are found. 
Parameter extraction and error estimation are realized for the 
compact SPICE-model of noise in the JFETs. The results of 
JFETs parameter extraction show a good correspondence of the 
measured characteristics to the compact SPICE-model of noise. 
The relative root-mean-square (RMS) error of compact modeling 
does not exceed 8%. 

Keywords—low noise sensors interfaces, SPICE-model, 
junction field-effect transistor, JFET, parameters extraction, 
thermal noise, flicker noise, power spectral density. 

I. INTRODUCTION 

Silicon BiJFET-technology is currently actively developed 
for the manufacture of radiation-hardened integrated circuits 
(ICs). BiJFET-technology allows to realize complementary 
junction field effect transistors (JFETs) on the same chip with 
bipolar transistors [1]. JSC "INTEGRAL" (Minsk, Belarus) has 
mastered the manufacture of more than 20 types of analog ICs 
for various purposes on the base of BiJFET-technology [2]. 

The main application area of ICs with JFETs is the 
processing of signals from sensors of different physical 
quantities and transducers on spacecrafts, artificial satellites 
and robotic systems [3]. JFETs have a minimum level of 
intrinsic noise in comparison with other types of transistors, so 
the use of JFETs in the input stages of ICs allows to realize 
ultra-low-noise operational amplifiers [4]. 

Measurement of noise in JFETs is a rather complex 
engineering problem. Firstly, to identify the SPICE-model 
parameters of noise in JFETs, it is necessary to measure the 
current noise power spectral density (PSD) at very low 
frequencies (from 1 Hz), secondly, the values of JFETs current 

noise PSD can be very small (10−22 A2/Hz or less) [5]. Standard 
spectrum analyzers are not suitable for measuring JFETs noise, 
because they have a lower limit of the frequency span equal to 
9 kHz and sensitivity about 120 dBm, which corresponds to 
PSD W = 10−18 A2/Hz at the resistive load Rs = 24 kΩ [6]. 
Thus, to measure JFETs noise characteristics, it is necessary to 
create specialized highly sensitive hardware-software systems 
[7]. 

The goal of this work is to determine the parameters of the 
compact SPICE-model of noise in complementary JFETs, 
developed by JSC "INTEGRAL" (Minsk, Belarus) on the base 
of BiJFET-technology. To achieve this goal the following 
problems are solved: 

- development of the hardware-software system to measure 
noise characteristics in the complementary JFETs; 

- measurement and analysis of the complementary JFETs 
noise characteristics in the frequency range from 1 Hz to 5 kHz 
for various static modes; 

- parameter extraction and error estimation of the compact 
SPICE-model of noise in the complementary JFETs according 
to measured noise characteristics. 

II. COMPACT SPICE-MODEL OF NOISE IN JFETS 

JFETs noise characteristics in SPICE simulators are 
described using the compact SPICE-model of drain current 
fluctuations (current noise), which has the form of current 
source. PSD of the current noise in SPICE has the form [8]: 

 
8

( ) ,
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W f
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⋅
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where f is the frequency; S is the differential transconductance 
of the transistor at the operating point; ID is the DC component 
of the drain current at the operating point; KF is the coefficient 
which defines flicker noise PSD; AF is the exponent which 
defines the dependence of flicker noise PSD upon the drain 
current; k = 1.38·10 − 23 J·K − 1 is the Boltzmann constant, T is 
the absolute temperature in Kelvin (K). 
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The first part in the equation (1) describes the JFETs 
channel thermal noise PSD: 
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The second part in the equation (1) describes the JFETs 
channel flicker noise (1/f- noise) PSD: 
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The channel thermal noise dominates in the frequency 
range f ≥ 100 Hz and does not depend on the frequency. The 
channel flicker noise dominates in the frequency range 
f < 100 Hz and significantly depends on the frequency. 

It should be noted that the thermal noise PSD of resistance 
R = 1/S has the form: 
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As we can see from equations (2) and (4) the channel 
thermal noise PSD is 1.5 times smaller than the thermal noise 
PSD of the resistance R = 1/S. This property is explained by the 
fact that the channel is nonuniform and is not in the thermal 
equilibrium state in the saturation region. 

III. HARDWARE-SOFTWARE SYSTEM FOR MEASUREMENT 

OF NOISE IN JFETS  

The hardware-software system for measurement of noise in 
JFETs was realized in this work on the base of National 
Instruments (NI) hardware and LabVIEW software. The block-
diagram of setup for measurement of noise in JFETs is shown 
in Fig. 1. 

The measurement setup comprises the following units:  

• LPF1 and LPF2 are the low-pass filters with the cutoff 
frequency no more than 1 Hz for suppressing the noise from 
the DС voltage sources of VGS and VDS, where VGS is the gate-
to-source voltage and VDS is the drain-to-source voltage; 

• DA is the operational amplifier which forms with the 
resistor Rs a current-voltage converter and maintains the VDS 
voltage specified level; 

• Cb is the blocking capacitor;  

• Rs is the low-noise resistor which converts the drain 
current to the LNA input voltage; 

• HPF is the high-pass filter with the cutoff frequency no 
more than 1 Hz for suppressing the DC voltage from the DA 
output; 

• LNA is the low-noise amplifier which provides the 
specified level of voltage at the DAQ input; 

• DAQ is the data acquisition device which provides 
analog-to-digital conversion (ADC) of the LNA output voltage;  

• PC is the personal computer which calculates the current 
noise PSD. 

The data acquisition device was realized on the base of NI 
USB-6251 module, which has the following characteristics [9]: 

• ADC resolution m = 16 bits;  

• maximum sampling frequency fD = 1.25 MHz;  

• input voltage range from  ± 0.1 V to ± 10 V. 

For the correct functioning of the measurement setup the 
following condition must be executed: 

 IDRs+VDS ≤ E0 − 1,5 V, 

where E0 is the supply voltage for DA. 

 
Fig. 1. Block-diagram of setup for measurement of noise in JFETs 
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The experimental noise characteristic of the transistor is 
determined on the base of the LNA output voltage samples 
sequence using LabVIEW software. To obtain the 
experimental noise characteristic the following operations are 
performed: 

1. Fast Fourier transform (FFT) of the LNA output voltage 
samples sequence; 

2. Determination of the current noise PSD using the 
measured root-mean-square (RMS) values of the LNA output 
voltage harmonic components 

 
2

, 2 2
k

ID k
s u

U
W

f R K
=

Δ
, (5) 

where Uk is the RMS value of the LNA output voltage 
harmonic component at f = fk; Δf is the FFT frequency spacing; 
Ku is the LNA gain. 

The LNA output voltage is inputted to the PC via NI USB-
6251 module. Duration of the LNA output voltage realization is 
equal to 1 s, so the FFT frequency spacing is Δf = 1 Hz. The 
sampling frequency is chosen equal to 500 kHz, so one 
realization with duration of 1 s contains 500 000 points. The 
measured values of the PSD WID, k are averaged over the set of 
the input realizations. The number of realizations while 
measuring the noise characteristic in the frequency range from 
1 Hz to 5 kHz was about 1000 for each operating point of the 
transistor. 

IV. PARAMETER EXTRACTION OF COMPACT SPICE-MODEL 

OF NOISE IN JFETS 

The JFETs noise SPICE-model parameters KF and AF are 
determined by the least squares method if the sum of squares of 
the relative errors of the current noise PSD approximation is 
minimal: 
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where N is the number of measured values of the current noise 
PSD; WID, k is the measured values of the current noise PSD; 
WID(fk) is the values of the current noise PSD calculated for 
f = f k using model (1). 

The minimum of the function (6) was determined on the 
base of the Levenberg-Marquardt algorithm with accuracy 
control under variation of initial conditions. The accuracy of 
modeling was estimated using the RMS error of the SPICE-
model: 

 minF

N
σ = , (7) 

where Fmin is the minimum value of the function (6). 

Measurement and modeling of the noise characteristics was 
carried out for the tested complementary JFETs of JSC 
"INTEGRAL" (n-channel JFET – nJFET and p-channel JFET 

– pJFET) at room temperature. Fabrication technology of the 
tested JFETs is described in [10], the measured I-V 
characteristics are presented in [11] and [12]. Dimensions of 
the tested transistors are as follows: 

W = 260 μm, L= 8 μm – for nJFET; 

W = 50 μm, L = 6 μm – for pJFET, 

where W is the channel width; L is the channel length. 

The tested JFETs are intended to be used in ICs of 
operational amplifiers which can operate under simultaneous 
influence of extremely low temperatures and radiation [12]. 

The noise characteristics of the tested JFETs were 
measured at several operating points of the saturation region. 
The drain-to-source voltage for each tested transistor was kept 
constant: VDS = 5 V for nJFET and VDS = − 5 V for pJFET. The 
gate-to-source voltage varied with the step of 0.25 V within the 
following limits: VGS = − 0.75 … 0 V for nJFET and 
VGS = 0 … 0.75 V for pJFET. The values of the JFETs drain 
current and the differential transconductance corresponding to 
the selected values of VDS and VGS are shown in Fig. 2. It 
should be noted that the drain current in the selected voltage 
range varies by a factor of about 8 times for nJFET and about 5 
times for pJFET. 

Fig. 3 presents the results of measurement and modeling of 
the current noise PSD of the tested JFETs in various operating 
points at room temperature T = 27 °C. Similar measurement 
results were obtained for three pairs of complementary JFETs 
of JSC "INTEGRAL". To reduce the influence of external 
noise on the measurement results and to increase the accuracy 
of the measurement setup, accumulators should be used as the 
voltage sources of VGS and VDS, it is recommended to use 
metal-film resistors and high-quality capacitors to build filters, 
the measurement setup should be shielded by placing in a 
grounded metal case. 

As we can see from Fig. 3 the measured current noise PSD 
of the tested JFETs at f > 1 kHz correspond to the thermal 
noise model (2) and have the following values: 

WID, k ≈ (3,5…12)·10 − 24 A2 / Hz – for nJFET; 

WID, k ≈ (1.5…3.5)·10 – 24 A2 / Hz – for pJFET. 

The levels of WID, k at f > 1 kHz almost coincide with the 
thermal noise PSD values of WIDT calculated by the formula (2) 
at the chosen operating points (the relative deviation of the 
measured WID, k values from the calculated WIDT values does 
not exceed 6 %). This fact confirms the reliability of the 
measurement results. In addition, to verify the measurement 
setup, the current noise of the resistor Rs = 24 kΩ was 
determined. The measured value of the current noise PSD for 
the resistor Rs in the frequency range from 10 Hz and higher 
differed from the calculated value of WIR by no more than 5%. 

Fig. 3 shows that the frequency dependences of the 
measured current noise PSD for the tested JFETs are described 
by the following laws: 
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1/f 2 in the frequency range from 1 to 10 Hz and according 
to the SPICE model (1) in the frequency range from 10 Hz and 
higher – for nJFET; 

1/f 1.5 in the frequency range from 1 to 10 Hz, 1/f 0.75 in the 
frequency range from 10 to 100 Гц and according to the SPICE 
model (1) in the frequency range from 100 Hz and higher – for 
pJFET. 

The above-described properties of JFETs are explained by 
their manufacture technology and the mobility of the majority 
charge carriers in the channel. It should be noted that the 
commercial JFETs described in [5] have similar properties. 

The parameter extraction of the SPICE-model of noise in 
JFETs (KF and AF) was carried out by minimizing the function 
(6). To extract the KF and AF parameters, only WID, k values 
which lie in the frequency range where the measured PSD 
corresponds to the SPICE-model, were used: f k = 100 Hz ... 
5 kHz for nJFET and f k = 100 Hz ... 5 kHz for pJFET (see 
Fig. 3). As a result of minimizing the function (6), the 
parameters of the SPICE-model and the RMS errors were 
obtained: 

 KF = 1.12·10 – 16, AF = 1.408, σ = 7.7 % – for nJFET; 

 KF = 2.77·10 – 18, AF = 0.845, σ = 6.5 % – for pJFET. 

V. CONCLUSIONS 

The hardware-software system, which allows to measure 
the intrinsic noise of complementary JFETs in the frequency 
range from 1 Hz to 5 kHz has been developed and verified on 
the base of the National Instruments platform. The hardware-
software system has a large algorithmic flexibility during 
measurements. Recommendations have been formulated to 
reduce the influence of external noise on the measurement 
results and to improve the accuracy of the measurement setup. 

The frequency dependences of the current noise PSD have 
been measured for the tested complementary JFETs of JSC 
"INTEGRAL" (Minsk, Belarus). It has been shown that the 
thermal noise PSD level in complementary JFETs is 
approximately 10 – 24 A2 / Hz which is two orders of magnitude 
lower than the thermal noise of commercial JFETs described in 
[5]. 

 
Fig. 2. Static I-V characteristics and differential S-V characteristics of nJFET (a) and pJFET (b) 

 
Fig. 3. Measured power spectral density of noise in nJFET (a) and pJFET (b) 
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The features of the nJFET and pJFET noise characteristics 
in the frequency bands 1 … 10 Hz, 10 … 100 Hz and 
100 Hz … 5 kHz have been identified. The measured noise 
characteristics of the complementary JFETs over the most part 
of the frequency range 1 Hz ... 5 kHz correspond to the 
compact SPICE-model of current noise in JFETs. The relative 
RMS error of compact modeling does not exceed 8%. 
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Abstract – Methods of hardware implementation of event-
driven timed control FSM were considered in the article. 
Classification of timed control FSM into active and passive by 
the method of processing input signals, and into Moore and 
Mealy models by the method of generating output signals were 
given. Timing parameters are implemented by the counter of 
FSM’ clock cycles. Timed FSM models are presented in the 
VHDL hardware description language in the form of automata 
pattern. Behavioral simulation of proposed models, synthesis and 
implementation in FPGA, as well as simulation after 
implementation using CAD Xilinx ISE 14.7 were performed. 

Keywords − timed finite state machine, Mealy model, Moore 
model, state diagram, hardware description language, automata 
patterns, waveform, CAD, XILINX ISE.  

I. INTRODUCTION 
Among the whole set of control systems, a significant 

part are logical control systems, in which control signals 
take logical zero or one depending on the boundary values 
of physical quantities that determine these parameters. For 
the technical implementation of these systems, the most 
suitable model is a structural finite state machine (FSM), 
and the state diagram is a visual representation of the 
functioning algorithm. A distinctive feature of finite state 
machines in logical control systems is the presence among 
input values not only signals of the control object, but also 
external, to the controlled system, signals (external events), 
which provide the interaction of the logical control system 
with the external environment [1]. 

Most real logic control systems are real-time systems 
and for their implementation it is customary to use the 
model of a timed FSM and for a visual representation – the 
temporal state diagram. During automated synthesis of 
timed FSM using hardware description languages for the 
correct synthesis of the FSM circuit taking into account 
timing parameters, as a rule, automata’ programming 
patterns in HDL are used. For the VHDL language, this is a 
special structure of the VHDL model, in which the transition 
and output functions are allocated to separate processes 
(process), the new state is assigned in a special process 
related to synchronization, and delays are realized by means 
of the counter of the FSM' clock cycles. In addition, during 
processing external events in real-time systems, it is 
necessary to take into account the time period during which 
external events can change the algorithm of the control 
FSM. The aim of this work is to develop a single pattern in 
the VHDL language for describing different types of timed 
control FSM in real-time logical control systems in the style 
of automata-based programming, which are implemented on 
the FPGA hardware platform. 

II. FORMAL STATEMENT OF THE PROBLEM 
Let the generalized model of a structural timed control 

FSM was given as )),(),(()( TtZtXgtY  , 
)),(),(()1( TtZtXftZ  , where X – set of input values, Z 

– set of internal variables, which coding style is determined 
FSM states, and Y – set of output values, t – FSM time, 
which is determined in clock cycles, g – is the outputs 
function of the structural FSM, f – is the transitions function 
of the structural FSM. T = {tc, to, td} – are timing parameters 
of the FSM, namely: timing constraints tc, (input) timeouts 
to, and output delays td. 

Visual formalism of the designed timed FSM 
specification is temporal state diagram and timing diagram 
(waveform). The temporal state diagram defines a list of 
input variables, output variables and FSM states, as well as 
delays and timing constraints, i.e. is a complete 
mathematical model of a timed FSM. Waveform reflects the 
functioning law of the controlled device in FSM’s time. 

During the hardware implementation of the timed 
control FSM the problem of external signals and events 
processing, that appeared at random moments of the time, 
occurs. To solve the task it is necessary to introduce a 
classification of timed FSMs models in accordance with 
input signals (events) processing method and the method of 
output signals generation. For each type of the FSM model, 
it is necessary to develop a pattern of the synthesized subset 
of the VHDL-model for this FSM in the style of automata-
based programming, and confirm the correctness of the 
proposed model by simulation, synthesize and 
implementation based on FPGA with CAD tool XILINX 
ISE. 

III. LITERATURE REVIEW 
Models of finite state machines that are implemented in 

both hardware and software are widely used in real-time 
logical control systems. 

In [1], the role and place of control FSMs in logical 
control systems is defined. The technique of designing 
automatic logical control systems based on real time and 
processing of external events is given. The classification of 
external events and methods of their processing are given. 

A timed FSM, as a way to implement a control 
algorithm in real-time systems, was introduced in [2]. The 
state diagram of the FSM is supplemented by a finite set of 
timers that take real values. The nodes of the diagram are 
called positions, and edges are called transitions. Each timer 
is reset to zero at the time of transition and increases its 
value with each FSM clock cycle. Each transition is 
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associated with a clock constraint, which means that this 
transition can only be carried out if the current timer values 
satisfy this restriction. Each position has a timer constraint 
called an invariant; the system can be in this position only as 
long as its invariant is satisfied. 

The theory of timed FSM was further developed in 
works related to testing real-time hardware systems. In [3], 
timed FSM models (TFSM) that take into account timeouts 
in states and delays of output signals with respect to the 
implementation of state transition are considered. At the 
same time, it is taken into account that if no input signal is 
received during the timeout, then the FSM goes to the next 
state. Methods for constructing tests for the composition of 
TFSM are considered. Considered models were used during 
time parameters testing of client-server banking systems. In 
[4], questions of constructing tests for composition of timed 
FSMs with timed guards and output delays were considered. 
In this paper how a test suite with the guaranteed fault 
coverage can be reduced for a system of interacting TFSMs 
when only some components can be faulty is discussed. 
Given a component TFSM, a corresponding test is derived 
for the composition of TFSMs under the assumption that all 
other components are fault-free. In [5], methods for 
minimizing models of timed FSMs for systems with 
timeouts and timing constraints were proposed. Also special 
cases of using TFSM models only with timeouts or only 
with timing constraints were considered. Minimization 
questions of not only states number, but also timing 
characteristics are considered. In [6], a generalized model of 
a timed FSM with a single clock that includes timed guards, 
timeouts and output delays, is considered. Also was derived 
a procedure to build a minimal form for deterministic 
TFSMs. That reduces the number of states, the number of 
transitions and the timeout values at each state, and it is 
unique up to isomorphism for non-initialized TFSMs. 

In [7], the influence of state coding methods in structural 
models of finite state machines on hardware costs and speed 
was considered. An approach that allows to use FPGA input 
and output buffer triggers as memory elements of a finite 
state machine is proposed. For this purpose, a new 
classification of structural models of finite state machines 
has been proposed. In [8] the new formalization of discrete 
event simulation on the basis of abstract finite state 
machines, which are transition systems with highly 
expressive state, has proposed. An operational (transition 
system) semantics for the two most basic forms of Discrete 
Event Simulation (DES): event-based simulation (without 
objects) and object-event simulation is defined. An event-
based simulation (ES) model is a triple {SV, ET, R}, where 
SV is a set of state variable declarations defining the 
structure of possible system’ states; ET is a set of event type 
definitions; R is a set of event rules expressed in terms of 
SV and ET. The classification of event type on internal and 
external, as well as rules for their processing, was 
introduced. It is shown that a set of event rules correspond 
to FSM transitions function. 

In [9], a new classification system for finite state machine 
models in accordance with the implementation of transitions 
and output signals was introduced. All machines are divided 
into three categories. In first FSM category (regular FSM), 
transitions depend only on input signals, and values of 
output signals depend only on states. In second FSM 
category (timed FSM), transitions depend on the input 

signals and the time of their appearance, and values of the 
output signals depend only on the states. In third FSM 
category (recursive FSM), transitions depend on the input 
signals and the time of their appearance, and values of the 
output signals depend on the current state and previous state 
directly, i.e. for output signals of state ai, the function yi = yi 
+ yj is realized, where aj is the previous state of the FSM.
For these categories of FSMs, different patterns of HDL
models in the VHDL and Verilog languages are presented,
as well as results of their simulation in the ModelSim
system (from Mentor Graphics) and synthesis using Xilinx
ISE.

In computer-aided design of control devices in logical 
control systems on the FPGA technology platform, models 
in hardware description languages are used. Authors of this 
work in [10] proposed an approach to constructing VHDL-
models of timed Moore FSM which take into account the 
influence of external events. 

IV. CLASSIFICATION OF TIMED FSMS 

For the hardware implementation of logical control 
devices, a structural FSM model is used. In structural 
models, the input alphabet X of an abstract FSM is 
converted to a set of input values, the alphabet of states A is 
converted to a set of internal variables Z, and the output 
alphabet Y – to a set of output values. Moreover, all three 
sets are finite. In real-time systems, a structural FSM is 
represented by a model of a timed FSM. 

The state of the structural control FSM in logical control 
systems is characterized by a set of output control signals 
that appear at certain points of time and have certain 
duration. Transitions from state to state are determined by 
the type of input signals and the time of their appearance. 
Based on the method of output signals generation, control 
FSMs are classified into the Moore and Mealy model, and 
based on the method of input signals procession – into 
active and passive. 

The transition from state to state in the timed Moore 
FSM is carried out “instantly”, and output signals in the 
state are formed taking into account delays of their 
appearance. At zero delay output signals appear at the 
moment when the FSM gets into the state and don't change 
during the period when FSM will stay in this state. 

The appearance time of output signals in the timed 
Mealy FSM is determined by the appearance time of input 
signals (taking into account delays). The lifetime of output 
signals of the Mealy FSM is determined by the duration of 
the transition to a new state and at the moment of entering a 
new state, output signals of this state are reset. 

If the FSM simultaneously has output signals, which are 
typical for Moore and Mealy models, then such FSM is 
called combined (C-FSM) [11]. 

An active timed FSM operates depending on the value of 
the input signal at a certain point of the time (not on a 
change of the input signal, i.e., the input event). Changing 
the input signal (input events) does not directly initiate 
changes in the state of the FSM. The FSM polls input 
signals at time instants determined by the algorithm of its 
operation and, thus, implements the transition function. The 
transition time to a new state of the active FSM is fixed 
(determined by various delays during different transitions), 
i.e. static.
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The operation of the passive FSM is determined by the 
input event (the FSM respond not to values of the input 
signal at a certain point of time, but to an event in a certain 
period of time). A change in the input signal (event) directly 
initiates the transition of the FSM to a new state 
(implements the transition function) and determines the 
moment output signal appears (implements the output 
function). From this point of view, a passive FSM can be 
defined as event-driven FSM. The transition time to a new 
state of the passive FSM is not fixed, i.e. dynamic. It 
depends on the time of the input event occurrence, which is, 
essentially, a random event, during the event waiting period. 

Input events can be classified as initiating and 
interrupting (emergency). Initiating events trigger the 
transition of the FSM to a new state and the issuance of 
corresponding output signals. An interrupting event 
interrupts the transition of the Mealy FSM or interrupts the 
delay in the state of the Moore FSM. In other words, an 
interrupt event changes the value of the output signal to its 
“standard” end. But at the same time, some initiating events 
can be considered as input events, for example, turning on 
the power or starting some process in a controlled system. 

If a part of input signals of the structural FSM is 
considering as input actions (which are interrogated), and a 
part of input signals is considered as events, then such FSM 
is usually called mixed. When choosing the type of control 
FSM in logical control systems, both of these parameters 
should be taken into account. 

Any active FSM where there is an interrupting event, in 
fact, is mixed, and in addition, a certain input signal can be 
simultaneously considered as an input action or event, 
which at the same time doesn’t violate the above 
classification. 

V. HDL-MODELS OF TIMED MOORE FSM
If we review FSM according to the classification by 

output signals, then Moore FSMs, as a rule, are considered 
as active or mixed. Such models make up the majority of 
control FSMs in logical control systems, because it is simple 
enough to establish a correspondence between technical 
states of the controlled object and the set of control signals 
in states of the control Moore FSM. Passive Moore FSMs 
are rarely considered. 

The timeout for the active Moore FSM corresponds to 
the delay of staying in a certain technical condition. The 
active Moore FSM reads (polls) the input signal at the time 
of the active edge of the first clock after the timeout toi of 
the current state ends and “instantly” goes to a new state. 
Output signals of the Moore FSM are related to the current 
state of the FSM. For each output signal yj, the delay of its 
appearance (change) from the moment of transition to the 
current state is determined. After the timeout, the output 
signal can be reset to 0 or continued, depending on the 
algorithm features of the Moore FSM operation. To 
implement the Moore FSM model with a single time 
variable in the hardware description language, an additional 
counter count is used [12]. 

The timeout toi is implemented by a multiple transition 
from state to the same state, while the number of transitions 
is determined by the number of FSM clock cycles. The 
value of the counter is compared with (toi-1), since during 
the transition to the state ai, the FSM is staying there for one 

clock cycle, and therefore to make the timeout exactly equal 
to toi clock cycles, (toi-1) clock cycles are necessary as well. 
In the temporal state diagram, state timeouts are indicated 
inside the circles of state symbols and are implemented 
using loops, conditions for which are value checking of the 
FSM clock cycles counter. But these loops on the diagram, 
same as the Clk signal, are not marked. 

Delays of output signals in the current i-th state tdij are 
determined in FSM clock cycles from the moment the FSM 
goes to the corresponding state for each output signal yj and 
are realized by analyzing the counter values, which 
determines the delay of this signal in FSM clock cycles. On 
the temporal state diagram, the output delay is indicated in 
parentheses next to each output signal, and in the VHDL 
code it is implemented by the conditional signal assignment 
statement outside the process. The model of the active 
Moore FSM with to = 1 and td = 0 coincides with the model 
of the traditional microprogram FSM. 

Figure 1 shows a fragment of the temporal state diagram 
of the timed Moore FSM (a), a timing diagram of its 
functioning (b), and a VHDL code of processes for 
synchronization, for assignment of new state and new value 
of the counter (c). 

(a) (b) 
process (Clk, Rst) 
   begin 
     if Rst = '1' then   state <= a1; 

count <= (others => '0' ); 
     elsif rising_edge(Clk) then 

state <= next_state; count <= next_count; 
     end if; 
end process;   
process (state, count) 
   begin 
   next_count <= (others => '0'); 
   case state is 

 when a1 => 
       if count < TO1 - 1 then 

next_state <=a1; 
next_count <= count + 1; 

       elsif x1 = ‘1’ then next_state <= a2; 
       else  next_state <= a3; 
       end if; 
   end case; 
end process; 
y1 <= '1'  when ( state = a1 and count >= td1 ) else '0'; 
y2 <= '1'  when ( state = a2 and count >= td2 ) else '0'; 
y3 <= '1'  when ( state = a3 and count >= td3 ) else '0';

(c) 
Fig.1. Specification and model of the timed Moore FSM 
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VI. HDL-MODELS OF ACTIVE TIMED MEALY FSMS

Let’s consider different variants of timed Mealy FSM 
models, which can be both active and passive models 
depending on the class of tasks being solved. 

An active Mealy FSM reads (polls) the input signal at 
the time of the active edge of the first synchronization pulse 
after FSM goes to the current state. This initiates the 
beginning of the transition to the next state (ai –> aj), the 
duration of which is determined by the timeout toi. Until the 
timeout expires, the FSM stays in the current state. The 
output signal yj at the transition appears with a delay tdij and 
continued until the end of the timeout. After the timeout, the 
output signal yj is reset and the FSM goes into a new state. 
The timeout and the output delay are realized through the 
analysis of the counter count of the FSM clock cycles. 

This model has two features. Firstly, the change in the 
output signal does not depend on the moment of appearance 
of the input signal, but is “tied” to the nearest working edge 
of the clock. This limitation is associated with the 
constructing feature of VHDL models of timed FSM based 
on the analysis of the count signal value. 

Secondly, the active Mealy FSM is essentially mixed, 
because input signals are considered as interrogated input 
events, and in addition to this, interrupting events that 
interrupt the transition and, accordingly, the output signal, 
can be used in such model. 

The model of the active Mealy FSM is quite close to the 
traditional (microprogram) FSM, and for to = 1 and td = 0 it 
coincides with it. 

Figure 2 shows the specification of the active timed 
Mealy FSM in the form of the temporal state diagram (a) 
and timing diagram of its functioning (b), as well as the 
VHDL code of processes for synchronization, for 
assignment of a new state and new value of the counter (c). 

(a) 

 (b) 

-- register input signals and events 
process (Clk, Reset) 
    begin 
       if Reset = '1' then   x1_stored <= '0'; 
       elsif rising_edge(Clk) then 

if state /= next_state then 
  x1_stored <= x1;   -- x1=’0’ 
end if; 

       end if; 
end process; 
combinational logic for next_state and Y 
process (state, x1_stored, count) 
    begin 
      y1 <= '0';    y2 <= '0'; 
      case State is 

  when a1 => 
if x1_stored = '1' then   --transition а1 –> а2 
   if count < TO1 - 1 then next_state <= a1; 
   else next_state <= a2; 
   end if; 
   if count >= Td1 then y1 <= '1'; 

 end if; 
else     -- transition а1 –> а3 
   if count < TO1 - 1 then next_state <= a1; 
   else next_state <= a3; 
   end if; 
   if count >= Td2 then y2 <= '1'; 
   end if; 
end if; 

.  .  . 
      end case; 
end process; 

(c) 
Fig. 2. Specification and model of the active Mealy FSM 

To implement the model of the active timed Mealy FSM 
in hardware description language VHDL, it is proposed to 
allocate for each input signal a trigger signal: signal 
x_stored. Triggers for input signals x_stored remember the 
value of the input signal at the time of the first edge of the 
clock signal when entering the current state. It should be 
noted that during the synthesis of the circuit, each such 
signal will correspond to a synchronous trigger. 

Thus, the process that forms next_state and y, using the 
FSM state (state) and values of triggers x_stored, can 
uniquely determine the current transition. In accordance 
with the current transition, the timeout, generated output 
signals, as well as the corresponding output delays, are 
determined. 

Figure 2 shows the implementation of the transition    
a1–>a3 with the output signal y1 (for X = 0 in the first clock 
cycle Clk) and the value of the trigger x_stored in this case 
will be ‘0’. The value of the trigger x_stored = ‘1’ (for X = 1 
in the first clock cycle Clk) determines the initialization of 
the transition a1 –> a2 and the output of the signal y2. 

VII. HDL-MODELS OF MIXED MEALY FSM
If, in the active control Mealy FSM model in addition to 

polled input signals, interrupt external events are used, then 
this model is usually called mixed. 

It is not possible to represent a timed Mealy FSM with 
interrupting event within the framework of a traditional state 
diagram. Timing parameters, output signals and event 
processing are implemented during transitions between 
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states; and transitions in the state diagram correspond to 
arcs. Interrupt events processing assumes that for transition 
ej must be set the transition em, which is initiated as a 
reaction to the interrupt event. But the traditional state 
diagram does not assume the presence of an arc 
corresponding to the transition em, since arcs of the state 
diagram do not implement branching. 

It is proposed to use a modification of the state diagram 
for a timed Mealy FSM with the interrupting event. The 
state diagram of the timed Mealy FSM – is a bipartite graph 
with nodes of two types. Nodes of the first type correspond 
to FSM states and are represented as circles. Nodes of the 
second type are placed on arcs outgoing from nodes of the 
first type. A node of the second type implements the 
processing of interrupting events and timing parameters 
associated with the corresponding transition, and is 
represented as an ellipse. For the node of the second type, 
the FSM state from which the transition is performed, 
timing constraints, timeout, and output delay for this 
transition are indicated. If for this transition tсij = 0 or Btn = 
⊘ (there is no interrupting event), then nodes of the second 
type can be omitted. If not even one output signal 
corresponds to the transition under consideration, then for a 
given node tdij = ⊘ (Fig. 3). To implement the model of the 
active Mealy timed FSM with the interrupting event Btn, a 
signal-trigger Btn_stored is also introduced for this event. 

The fact of the interrupting event presence in the interval 
of timing constraints is determined by values analysis of 
FSM clock counter (TC0 – 1) <= count < TC1 and is fixed 
by setting the trigger signal Btn_meet_constraints to ‘1’. 
The trigger for interrupting events Btn_stored is set to ‘1’ if 
the first interrupting event occurs that satisfies timing 
constraints within the timeout of this state and is reset to ‘0’ 
during transition between states. 

Thus, the process that forms next_state and Y, using the 
FSM state (state) and values of triggers x_stored and 
Btn_stored, can uniquely determine the current transition. In 
accordance with the current transition, the timeout, 
generated output signals, as well as the corresponding 
output delays are determined. 

Figure 3 shows the specification of the active Mealy 
FSM with interrupting event Btn in the form of the temporal 
state diagram (a) and timing diagram of its functioning (b). 
Figure 3 shows the presence of the interrupting event Btn at 
the transition a1–>a3 in the interval of timing constraints tc 
and the implementation of a new transition  a1–>a2 with 
timeout tob. In this case, the signal y2 has a zero output 
delay. 

 (a) 

 (b) 
 Fig. 3. Specification and model of the active Mealy FSM with the 

interrupting event Btn 

Figure 4 shows the VHDL code of processes for fixing 
an interrupting event, its falling into the interval of the time 
limits, and also the assignment of the new state and value of 
output signals. 

-- register input signals and 
events 
process (Clk, Reset) 
   begin 
      if Reset = '1' then 

    x1_stored <= '0'; 
    Btn_stored <= '0'; 

      elsif rising_edge(Clk) 
    then 

  if state /= next_state 
then       x1_stored <= x1; 
Btn_stored <= '0'; 
  elsif 
Btn_meet_constraints = 
'1'  
    then    Btn_stored <= 
'1'; 
     end if; 
     end if; 
end process; 

-- combination logic for 
Btn_meet_constraints 
process (state, 
x1_stored, Btn, count) 
   begin 
Btn_meet_constraints <= 
'0'; 
    if Btn = '1' then 

   if (state = a1 and 
x1_stored = '1' and count 
>= TC0 - 1 and count < 
TC1) then  
Btn_meet_constraints <= 
'1'; 
     end if; 
 end if; 

end process; 

--combinational logic for 
next_state and Y 
process (state, x1_stored, 
Btn_stored, count) 
begin 
    y1<='0'; y2<= '0'; y5<= '0'; 
case State is 
when a1 => y2 <= '1'; 
   if x1_stored = '1' then 
     if Btn_stored = '1' then 
        if count < TOBtn – 1  
        then 

  next_state <= a1; 
         else  next_state <= a2; 
         end if; 
      else 

 if count < TO1 - 1 then 
   next_state <= a1; 

 else  next_state <= a3; 
        end if; 
        if count >= Td1 then 

    y1 <= '1'; 
        end if; 
     end if; 
    else 

 if count < TO1 - 1 then 
 next_state <= a1; 

        else  next_state <= a5; 
         end if; 
         if count >= Td5 then 

     y5 <= '1'; 
         end if; 
   end if; 
.  .  . 

      end case; 
end process; 

Fig. 4. VHDL-model fragments of the active Mealy FSM with the 
interrupting event Btn  

VIII. EXPERIMENTS AND RESULTS

To confirm the reliability of obtained results, behavioral 
simulation, synthesis and implementation of VHDL models’ 
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fragments for different types of FSMs (fig. 1, 2, 3) using 
CAD tool Xilinx ISE 14.7 were performed. Figure 5 shows 
simulation results after implementation of the timed Moore 
FSM, and figures 6, 7 show simulation results of the active 
Mealy FSM and the active Mealy FSM with the interrupting 
event respectively. The simulation results in the form of 
timing diagrams completely coincided with the 
specification. 

Fig. 5. Simulation waveform of the Moore FSM operation 

Fig. 6. Simulation waveform of the active Mealy FSM operation 

Fig. 7. Simulation waveform of the active Mealy FSM operation with the 
interrupting event Btn 

In addition, proposed VHDL models were implemented 
on FPGA XC3S500E-5fg320. Results of the diagnostic 
experiment confirmed their correctness and efficiency. 

IX. CONCLUSION

Models of timed control FSMs in logical control 
systems, which are implemented in hardware, are 
characterized by a sufficient variety and have a lot of 
classifications. By the method of output signals generation, 
FSMs are divided into Moore and Mealy models [11]. By 
the type and method of input signals procession, FSMs are 
classified into FSMs that polling input signals and event-
driven FSMs; and events, in their turn, are classified as 
external to the controlled system and internal, while external 
events also have many classifications [1, 8]. According to 
states encoding method, FSMs are divided into a number of 
classes for which hardware costs and speed are differ 
significantly [7]. According to the method of timing 
parameters procession for timed FSMs, they are classified 
into FSMs with timeouts, timing constraints, timing delays 
and their combinations [3, 5].  

By the method of implementing transitions and 
obtaining output signals, FSMs are classified on regular, 
timed, and recursive [9]. Such classifications variety of 
control FSMs, which is implemented in hardware, is due to 

the wide scope of their application and the variety of tasks 
to be solved. The method for FSM models classification is 
decisive during construction of HDL-models patterns for 
timed control FSMs. 

In this work, authors proposed the classification of 
FSMs into Moore and Mealy models by the method of 
obtaining output signals, into active and passive models by 
the method of processing input signals, and the 
classification of events into initiating and interrupting events 
by the method of their processing. 

This classification made it possible to build VHDL-
patterns of timed control FSM models for solving various 
problems in logical control systems. Implementation in 
FPGA confirmed that developed patterns belong to the 
synthesized subset of VHDL and compliance of timing 
parameters that are specified by specifications. 

Further research may be related to the development and 
analysis of HDL-models using Verilog and the development 
of HDL patterns for recursive FSMs. 
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Abstract—Identification and authentication systems have 
become an important part of the modern world. Algorithms for 
recognizing a person by face, iris, voice, and fingerprint are used 
in mobile devices, personal data management systems, and 
banking systems. However, any unimodal biometric system has 
some inherent disadvantages. In this paper, we consider unimodal 
and bimodal identification algorithms based on facial and voice 
biometrics. 

Keywords—multimodal biometric, convolution neural networks, 
unimodal biometric, speaker identification, face recognition 

I. INTRODUCTION 

Currently, there are a large number of services and 
applications that use biometric identification methods. Cause 
this technology allows you to accurately authenticate the user 
and protect personal data from unauthorized access. As the rule, 
these are methods of analysis based on a fingerprint, facial 
image, or voice. However, any unimodal system has some 
inherent disadvantages. Biometrics based on a fingerprint is an 
invasive method, which reduces the application areas of this 
technology. Face recognition systems have a strong dependence 
on the level of illumination, camera's angle, and quality of the 
photo recorder, and also they are sensitive to head turns and 
facial expressions. The speaker identification system depends on 
the effects of the information channel and microphone, the 
speaker's physiological characteristics, and the acoustic 
characteristics of the environment [1-4].  

Present study considers the development of a multimodal 
identification method using facial and voice biometrics. This 
approach allows you to create a non-invasive system with a high 
level of protection. Using two biometric parameters reduces the 
probability data falsification [9, 10]. The first part of this work 
consists of the analysis of the unimodal method for person 
identification by using speech signals. In the second part of this 
research, we consider a bimodal algorithm using a combination 
of facial and voice biometrics. This work is a continuation of the 
research [10]. 

The neural network approach has become one of the main 
tools in solving problems of object detection, recognition, and 
segmentation. In particular, methods and algorithms based on 
neural networks show high results in the people recognition task 
with using digital images and speech signals [1-4, 11]. Networks 

are also used in natural language processing, medicine, 
biochemical research, robotics. Currently, it is really difficult to 
overestimate the practical importance and need of neural 
network approaches. This research is also based on the use of 
convolutional neural networks.  

II. DATABASE DESCRIPTION 

The VoxCeleb1 database was used in this experiment. It is a 
modern audiovisual dataset that contains short segments of 
human speech and faces images. These samples extracted from 
YouTube video interviews. The total number of celebrities is 
1251. The dataset is well balanced by gender. The VoxCeleb1 
dataset includes approximately 150000 audio samples. Audio 
signals were collected at various acoustic conditions and using 
different types of recording devices. The VoxCeleb1 database 
also includes a set of face images (Fig. 1). The total number of 
images is over 1200000. Pictures of faces are taken at different 
angles and degrees of illumination. Faces have different head 
tilts, hair and skin color. These celebrities represent people with 
different ethnicities, accents, professions, and ages [1].  

Fig. 1. Examples of face images from the VoxCeleb1 dataset 

The VoxCeleb1 is a well-structured dataset. Additionally, 
the dataset includes face images and audio signals. So 
VoxCeleb1 is a good variant for creating a multimodal system 
by using a person's face and voice. We have reduced the number 
of defined classes from 1251 to 50, because the dataset is quite 
large and requires computing resources. 

III. DATA PREPROCESSING AND DESCRIPTION OF NETWORK 

ARCHITECTURE  

Table 1 shows an analyzed part of the audiovisual database 
VoxCeleb1. The audio signals were in wav format with a 
sampling rate of 16 kHz and a quantization depth of 16 bits. For 
standardization, all speech signals were truncated to a duration 
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of 3 seconds based on random selection of a fragment from the 
original signal. Each speech sample must be longer than 1 
second in the speaker recognition task. We selected a duration 
of 3 seconds according to [1]. 

TABLE 1. THE ANALYZED PART OF THE 

AUDIOVISUAL DATABASE VOXCELEB1 
 Train Valid Test Total 

Images 43243 2382 2447 48072 
Speech 
signals 

5730 271 322 6323 

Raw audio data is a change in the amplitude of vibrations 
over time. It is not an informative form of representation for the 
speech signal, so in this scientific work we used mel-frequency 
cepstral coefficients (MFCCs). MFCCs are well suited for 
representing the speech signal because the mel scale is related to 
the human's hearing specifics and the frequency resolution of the 
ear. MFCCs allow you to achieve high results in automatic 
speech recognition tasks. It is considered good practice to use 
40-80 filters. We applied 80 triangular filters (Fig. 2). As a 
result, each signal was represented by an 80x301 matrix [5]. 

Fig. 2. Bank of 80 triangular mel filters 

The method of synthetic data augmentation was used to 
increase the generalizing ability of trained neural network 
models. Original speech signals were changed by various 
transformations: the addition of additive white Gaussian noise; 
shifting time; changing pitch; time stretch; median-filtering 

harmonic percussive source separation (HPSS); reverb audio 
signal. Additionally, Urban Sound Dataset (UrbanSound8K) 
was used to raise data variability. This dataset contains 8732 
labeled sound excerpts less than 4 seconds long of urban sounds 
from 10 classes: air conditioner, car horn, children playing, dog 
bark, drilling, engine idling, gunshot, jackhammer, siren, and 
street music. Speech signals were randomly mixed with signals 
from set the UrbanSound8K [6-8]. 

A large number of interesting studies based on the analysis 
of the VoxCeleb1 and VoxCeleb2 datasets are currently 
published. High results are obtained using large architectures: 
ResNet18, ResNet34, ResNet50 [1, 2]. They are not suitable for 
our purpose because we are investigating only a small part of the 
VoxCeleb1 dataset, which is less than 5% of the total volume. If 
you apply deep architectures to a small dataset, it is obvious that 
the network will be overfitting and have weak generalization 
ability. Therefore, for our research, we designed more compact 
convolutional neural networks. 

Fig. 3 shows the modification of VGG network architecture 
for speaker identification. We will call this network as CNN-
VGGS. This is a network which was used to create a unimodal 
personality recognition algorithm. The CNN-VGGS gets an mel 
-frequency cepstral coefficients at the input. The convolutional 
neural network is very compact since and contains less than 0.3 
million weight parameters. For comparison, ResNet18 contains 
more than 11 million weights, and ResNet50 contains more than 
25 million weights. 

The CNN-VGGMulti architecture was designed to solve the 
problem of multimodal identification using two biometric 
parameters (Fig. 4). This network has two inputs: one for digital 
facial images with a size of 224x224x3, and the other for 
MFCCs of speech signals. We note a very important fact about 
the formation of new features. Each of the threads in the CNN-
VGGMulti network has a Global Averaging layer (GA-Pool 
layer). Vectors of the same 256-dimension are formed at the 
output of GA-Pool layers. Then these vectors are combined 
using the concatenation layer Concat into a single common 
vector of 512-dimensions. This is done so that because the audio 
and video inputs have the same balanced effect on the final 
classification result. This network is quite compact and contains 
0.95 million weight parameters. 

Fig. 3. The architecture of the convolution neural network CNN-VGGS 
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Fig. 4. The architecture of the convolution neural network CNN-VGGMulti 

IV. RESULTS 

A. Analysis of the Unimodal Algorithm Based on Voice 
Biometrics 

We describe the learning process of the CNN-VGGS neural 
network and the analysis of test results. Adam (Adaptive 
Moment Estimation) was used as a method for optimizing 
weight parameters. During the training the CNN-VGGS, the 
following hyperparameters were set: optimization algorithm’s 
learning rate was 0.001, the butch size was 32, and the number 
of epochs was 100. Fig. 5 shows the network learning process 
using the quality evaluation metric – accuracy (acc).  

Fig. 5. Accuracy analysis in the CNN-VGGS learning process 

The results show that the percent of correct answers on the 
training dataset is 99.84%, but the score on the verification set 
is 60.89%, and on the test set is 51.55%. The result indicates that 
the model is overfitting and it has a low generalizing ability. You 
can also see that the learning curve is reaching a plateau and 
increasing the number of epochs will not improve performance.  

One of the most widespread methods to prevent with 
overfitting is the dropout of layers. It is one of the regularization 
methods. We conducted a number of experiments using this 
approach but did not get any improvements in the performance. 
Another common method for increasing the generalization 
ability model is to increase samples of the training dataset. New 
samples can be searched on the Internet, or synthetically 
generated using various types of speech signal transformations. 
In this research, audio data was changed using different 
transformations that we described earlier in the current article. 
Using the method of synthetic augmentation allowed us to 
slightly improve the score on the test set: 64.95% и 57.76% 
accordingly. However, the model still has a weak generalizing 
ability and it is not able to classify the speaker with high 
precision on new samples. 

These results confirm the fact that the speech signal is an 
extremely difficult representation of information, which very 
depends on the quality characteristics of recording devices, the 
level of noise in the sound channel, and the acoustic properties 
of the environment. Data in the training set has a weak 
correlation with data from the test set. Also, data augmentation 
did not significantly improve performance, because the 
transformations synthesized data that strongly differ in 
properties from the test set. 

We decided to add another biometric feature that well 
characterizes a person for improving accuracy. As a result, a 
recognition method was implemented based on a combined 
analysis of speech signals and face images. 

B. Analysis of the Multimodal Algorithm Based on Voice 
Biometrics 

Since the unimodal method of speaker recognition did not 
show high results on the test set, we decided to develop a 
multimodal algorithm. For this purpose, the CNN-VGGMulti 
architecture was implemented. Fig. 6 shows the process of 
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training a multimodal algorithm based on the CNN-VGGMulti 
convolutional neural network. 

 

Fig. 6. Accuracy analysis in the CNN-VGGMulti learning process 

The neural network includes two branches that have one 
joint output. The branch for speech data analysis is the CNN-
VGGS network. The branch for analyzing face images is also a 
small convolutional neural network. Each of the branches 
generates new 256-features based on the corresponding input 
using the MFCCs or digital face image. Then these features are 
combined into a common vector with dimension 512-features. 
The CNN-VGGMulti inputs are tensors of size 80x301x1 and 
224x224x3. Adam was used as a method for optimizing weight 
parameters, by analogy as in the unimodal algorithm. During the 
training, the following hyperparameters were set: the learning 
rate of the optimization algorithm was 0.001, the butch size was 
8, and the number of epochs was 100.  

The multimodal model demonstrates high performance. The 
score on the training sample is 99.88%, the score on the 
validation and test datasets is 98.11% and 97.19%, respectively. 
We can see that the use of a combined approach based on speech 
and facial biometrics significantly increased the generalizing 
ability of the classifier. The trained model makes a prediction 
based on two independent biometric characteristics at the same 
time. The results of the experiment can be used to design 
commercial systems for person recognition. 

V. CONCLUSION 

The current research was considered the issue of personality 
recognition using the methods of unimodal and bimodal 
biometrics. The modern VoxCeleb1 dataset was used as a source 
of audiovisual information. From the VoxCeleb1 database, 50 
unique classes were extracted for the experiment. The research 
was implemented using only a small part of the Voxceleb1 
dataset – around 5%. It allowed the authors to conduct 
experimental work more dynamically at all steps of the 
experiment. Analysis of speech signals was based on the extract 
of Mel-frequency cepstral coefficients. 

During the study, two network architectures were designed. 
The CNN-VGGS network was used for the unimodal person 
identification based only on speech signals. The research 

showed that the trained model has a weak generalizing ability 
and low accuracy of 51.55% on the test set. Dropout in the fully 
connected layers and synthetic data augmentation were used to 
prevent overfitting. However, this did not significantly increase 
the quality of work. The model was trained on the new 
synthesized data showed an accuracy of 57.76% on the test set. 

The recognition algorithm based on the combined analysis 
of speech signals and digital images was implemented. This 
algorithm used the architecture of the bidirectional CNN-
VGGMulti network. The multimodal model showed high 
accuracy values. The score on the validation and test dataset is 
98.11% and 97.19%, respectively. The results of the research 
show that the multimodal algorithm can be applied in real 
recognition systems. 

In the next stages of study, we plan to conduct an experiment 
using the full VoxCeleb1 dataset. We will use the method of 
combining biometric parameters presented in this paper but with 
application deeper topologies of ResNet18 and ResNet34 
networks to solve the problem of person recognition. 
Additionally, new methods will be presented for combining 
biometric parameters. 
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Abstract—The paper addresses the challenges of developing 
models that are important for increasing the level of IT 
security culture in the field of safety-related applications. 
Models of resource-based approach and peculiarities of their 
integration into natural world in accordance with vector and 
levels of resource development are considered. Safety-related 
systems are analyzed from the position of checkability of 
digital components and accumulation of hidden faults, which 
reduce fault tolerance of circuits in emergency mode. The 
problem of hidden faults was identified as a growth challenge 
with appropriate ways to address it, including virus epidemics 
and Covid-19. Case studies of the development of models 
within the framework of European educational projects aimed 
at improving the level of culture in IT security are shown. 
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I. INTRODUCTION 

The artificial world being created by human is becoming 
increasingly aggressive towards the environment and human 
himself. Therefore, functional safety and culture issues in IT 
security are coming to the forefront and becoming the most 
important. They must be addressed using the highest 
achievements and, above all, in understanding the problems 
themselves through the development of our models, that is, 
our perceptions of evolutionary change.  

Problems must be solved resiliently by eliminating their 
causes, that is, starting with education, raising the level of 
culture in IT security. It is necessary for ourselves to answer 
a number of important questions and to use these answers as 
a basis of education. Why do we want as best but it turns out 
as always? (V. Chernomyrdin). If the degree of 
aggressiveness of the artificially created world increases 
contrary to our aspirations, how great is the objective 
component of our development, and what is our role in it? 
What is the vector of our development? How does 
development happen? What 's good and what 's bad? How 
are our models reflected in the IT security culture? 

To answer these questions, we have to look at the world 
around us from the outside. Whether it is possible? Turns out 
that's all we do. Indeed, we study our world in the details, 

which are its reflection and allow us to draw up about it 
some integral representation of the observer from the outside. 

The rapid development of the computer world creates 
important prerequisites for the successful improvement of 
our models. Therefore, the purpose of this paper is to 
develop ICT models for a better understanding of problems 
related to functional safety and ways to solve them, which 
begin in the educational domain with an increase in the level 
of IT security culture. Section 2 discloses models of a 
resource-based approach to interpreting evolutionary changes 
in the natural and computer world by comparing them. 
Section 3 details these models for critical ICT applications. 
Section 4 demonstrates the practical results achieved in the 
educational domain within the models considered. 

II. MODELS OF THE RESOURCE-BASED APPROACH 

Human life is too short to understand the natural world 
and the designs of its creator. However, we can come 
substantially closer in this understanding by studying the 
computer world, as one that repeats the development of the 
natural world, but in a shorter time frame. Such a view is 
valid, assuming that the objective component of development 
dominates and is a single basis for natural and artificial 
world. This interpretation laid the foundation for a resource-
based approach that explores the integration of the computer 
world into the natural one [1, 2]. 

The problems addressed can be represented by the 
productivity with which the entire volume of operations must 
be performed in the time allocated, the trustworthiness of the 
results obtained, and the resources invested in achieving the 
required productivity and trustworthiness. In this sense, 
resources include everything necessary to solve problems, 
that is, everything: models, methods and means. As has 
already been noted, models are our insights into the world 
around us in its details. The methods ensure development 
and evaluation of resources. Models and methods form the 
information component of resources, and means (materials 
and tools) are their material carriers. Models and methods are 
written on these carriers in their structure and functioning. 
For example, the structure of marmot describes the model of 
future spring which can be fast warm or prolonged cold, and 
winter hibernation of marmot demonstrates the method of 
energy saving successfully used in green technologies [3, 4]. 
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Productivity and trustworthiness should be interpreted 
from the perspective of evolutionary understanding of 
problems as challenges from the natural world, which we 
ourselves provoke, creating in it perturbations not fully 
adequate solution to previous integration problems. In this 
sense, productivity is an assessment of efforts (in time) to 
solve the problem, and trustworthiness as adequacy to the 
natural world is the direction of these efforts. 

Human mission manifests itself in reading models and 
methods from the material carriers of the natural world and 
recording them on the material carriers of the computer 
world in open code. Between reading and recording, we see 
the understanding of information resources, their 
development and verification by creating livelihoods to test 
models and methods with the practice of using them and with 
a view to our motivation for their best development. We 
receive the greatest benefits for the development of the most 
appropriate models and methods that promote the best 
integration into the natural world. 

Integration takes place by structuring resources under the 
peculiarities of the natural world according to the method of 
stick and carrot based on the principles of natural selection 
and obtaining benefits when guessing the vector of 
development. From this position, we do not choose the 
problems that need to be solved and the methods to solve 
them. With the wrong choice, our place will be occupied by 
others, and this substitution process will continue until natural 
selection gives a positive assessment of the choice made. 
Another result is possible: we know examples of dinosaurs 
and mammoths that have not received a positive rating. 
Airships and horse-drawn transport, mechanical calculators 
and amateur photography and much more, which did not pass 
another exam for integration, also went into oblivion. 

The success of medicine and improvement in the culture 
of life significantly lowered the threshold of natural 
selection. Such an artificial buffer between the natural world 
and humans reduces life forces and causes some concern 
among scientists. Natural selection is necessary for the 
survival of the genus, but is realized by the survival (contrary 
to survival) of its individual representatives, whose interests 
in the short term are recognized by us as the highest priority. 
However, the natural world is positioned on the survival side 
of the genus and for this purpose maintains the threshold of 
natural selection by seasonal viral epidemics and 
significantly rarer but also regularly repeated more powerful 
shakes – pandemics. The usefulness of viral training is due to 
the fact that viruses are more likely to mutate and cause to 
mutate other forms of life, i.e. to rise them to a higher level 
of development for permanent improvement in adaptation to 
natural changes. Who 's right, who 's to blame? Everyone is 
right here, and everyone has to do their own thing. The 
natural world will continue to conduct trainings, and we will 
try to pass them successfully, including Covid-19. Thus, the 
natural world is immune from slagging: everything develops 
in a pair of poison – an antidote. In the artificial world, the 
same processes are taking place. From accident to accident 
we become more experienced, and our growing experience – 
knowledge and skills, i.e. models and methods – elevates us 
to a higher level of culture in IT security. 

The vector of development is determined by the natural 
world peculiarities, under which resources are structured. 
The computer world has shown two such features most: 
parallelism and fuzziness. Its whole history is an example of 

the permanent increase in the level of parallelism and 
approximation of solutions. The development of personal 
computers clearly demonstrates the dominated parallelization 
of computing in the processing of approximate data. Their 
hardware-assisted has gone from an optional Intel 287/387 
coprocessor to several floating-point pipelines in the Pentium 
processor and many thousands of such pipelines in the 
graphics processor used for parallel calculations by CUDA 
technology. Benefits for following the development vector 
have been expressed in the remarkable improvement of 
computers in their productivity and memory. In recent 
decades, the clock frequency has increased from KHz to 
MHz, and the amount of memory has increased from MB to 
TB, that is, the main characteristics have simultaneously 
improved millions of times [5, 6].  

It should be noted that mankind has not built special 
plans for such development. It came true naturally. It follows 
that we are led. We are being structured under the 
peculiarities of the natural world first subconsciously, and 
then realize the changes perceived by the subconscious, and 
form our models, within which we develop methods, apply 
them in practice and receive means. This understanding of 
the natural world is an evolutionary process that by definition 
must proceed so slowly that promising resources can adapt.  

The resource-based approach identifies three levels in 
resource development: replication, diversification and self-
sufficiency as a development goal. Replication will always 
dominate in the absence of conflict with the surrounding 
world, that is, in open resource niches: environmental, 
technological, market and others. In these circumstances, 
integration into the natural world is carried out in the simplest 
way by stamping, cloning with increasing productivity, which 
should ensure that fertility exceeds mortality. Examples of such 
survival are demonstrated by vegetative plant propagation 
methods, bacterial and insect reproduction. However, clones 
are doomed to extinction when resource niches are being 
closed. Survival is possible only with the transition to 
diversification by showing features towards increased 
adequacy to the natural world, that is, trustworthiness. Self-
sufficiency is the goal of development of all resources. To 
make sure, it is enough to analyse our actions, in which we 
appear to be a tool for resource development. We strive to 
create smart resources, give them artificial intelligence to 
increase self-sufficiency in management, decision-making, 
communications [7, 8]. We develop the green technologies 
which are aimed at increasing self-sufficiency in energy 
consumption [9, 10]. Cloud technology addresses self-
sufficiency in performance and memory [11, 12]. 

Extending the desire for self-sufficiency to all resources, 
we receive a number of provisions that are important for a 
common and IT culture of security. They relate to the 
possibilities of resilient solution of problems, development of 
risks related to limitations of our models, and overcoming 
traditional contradictions between parameters of solved tasks.  

Problems seek to become independent of the causes. This 
self-sufficiency creates irreversible processes that impede the 
resilient, i.e. elastic solution to the problem achieved by 
eliminating the causes. The solution of self-sufficient 
problems must be given to the natural world, in the hope of 
its elasticity and with excluding resistance to the problem. 
Resistance only increases the problem, and you become its 
cause. The natural world will solve your problem, but 
eliminating you as its cause [13].  
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For example, we often try to shoot down the elevated 
temperature of our body, fighting not with the disease, but 
with the protective reaction of the body. The timely 
elimination of the cause, i.e. when the process is reversible 
and the problem still depends on the cause, allows the 
elimination of the disease and the elevated temperature. 
Resistance to the external manifestation of the disease can 
significantly reduce the chances of recovery.  

Our models are limited by definition. If you represent a 
model as a circle, its perimeter symbolizes the model 's 
limitations. Since our models are becoming larger, the 
perimeter of the circle and these limitations, that is, the risks 
of misunderstanding of the natural world, are growing. 

The parameters of solving any problem also seek self-
sufficiency, i.e. independence. This process takes place in our 
minds, our models as the outlook expands. For example, the 
relationship between distance, time, and speed, known from a 
school course, stops working at speeds close to the speed of 
light. We got used to the idea that for everything it is necessary 
to pay, for example, for increase in productivity and safety by 
complication of the decision and increase in energy 
consumption. In reality, we pay only for misunderstandings of 
this world, for underdeveloped models. These fees are 
penalties aimed at encouraging us to develop models.  

The contradictions between problem parameters go away 
as models evolve. Ups and downs on the roads lead to 
additional costs of gasoline in cars. But the electric vehicle 
on the descents recharge the battery, compensating for the 
losses at the ascents, and thus reduces the dependence of 
energy consumption on the uneven roads. Today, the 
dynamic power component of digital circuits is determined 
by the sum of the number of signal transitions from "0" to 
"1" and from "1" to "0" [14, 15]. But there must be a 
difference, because transition from "1" to "0" must return 
energy. In this case, the dynamic component of power 
consumption will tend to be zero and, for example, circuit 
testing based on signal transition checking will significantly 
reduce its dependence on power consumption. 

How to develop models? A model has a logical structure 
folded from concepts, each of which is a terminal element in 
that structure, i.e. indivisible as an atom. The model develops 
by splitting these atoms into opposite concepts. This 
cleavage occurs in our minds in the process of structuring 
under the realities of the natural world. For example, many 
diagnostic models of the computer world include the concept 
of "fault." But a digital circuit fault can be transient or 
permanent. These two concepts cannot be combined in the 
real world because the transient fault is a short-term and self-
recovering one, but the permanent fault is constantly active. 
The difference in the faults of two opposing concepts raises 
us in consciousness to the level of diversification and the 
model is developed under the slogan of Roman emperors: 
"Divide et impera." 

The natural world does not stamp anything the same, 
everything develops at the level of diversification. The 
exception is our models, which generalize many concepts on 
the basis of conducted analogy and forget about their 
distinguishing features. This process starts with a model of 
exact data. We think using exact data, i.e. integer by nature, 
numbers of elements of sets. Numbering abstracts us from 
the features of numbered entities and drops us to the 
replication level. Therefore, the development of our models 

takes place through diversification of our concepts by 
structuring under the peculiarities of the natural world. We 
praise human for his accuracy and consistency. But he must 
integrate into the world of parallelism and fuzziness.  

As a rule, we get initial data for their processing from 
sensors, that is, we get measurement results, which are 
approximate data. Already it is necessary to reckon with this 
fact, at least in view of development of such directions as the 
Internet of things and everything, the cyber-physical systems, 
the systems of critical application for which bottom level of 
their structures are sensors [16-18]. The natural world 
constantly structures the directions of our development 
according to its peculiarities. 

III. SAFETY-RELATED ICT APPLICATIONS 

We have seen an increase in the number and quality of 
high-risk facilities in energy and transport, space and 
defense. The increased risk is related to the increased 
expectation of accidents and is estimated from the position 
of accident losses and probability of its occurrence [19, 20]. 
The quantitative growth of high-risk facilities increases 
density in location and brings them closer to densely 
populated areas. The qualitative growth of these facilities is 
evident in their complexity and increase in power. All this 
increases risks from the point of view of potential losses 
from possible man-made accidents. No one is going to 
refuse to develop risky infrastructures. Therefore, risk 
containment is possible only by reducing the probability of 
an accident. This mission, aimed at saving the future for all 
mankind, is entirely based on in-formation technologies, 
which are being implemented into computer systems, trans-
forming them into safety-related systems [21, 22]. 

The basis of functional safety is the opposition to 
failures, i.e. the fault tolerance of the system as the ability to 
continue to provide services, to perform its functions even in 
case of failures. But the question arises: "How many failures 
do you need to consider when designing a fault-tolerant 
system?" The aircraft must continue normal flight in case of 
any one failure in the onboard computer. Such a requirement 
seems justified when there is a negligible probability of two 
or more failures occurring during a single flight.  

However, IT security culture requires special attention to 
the correctness of assumptions and, in particular, should 
opposite the substitution of concepts, which occurs when 
their diversification is insufficient. In this example, the 
substitution of concepts is the interpretation of the word 
"occurrence," since it is not the occurrence but the 
manifestation of faults that is important for fault tolerance. 
The three-channel majority system is fault tolerant in case of 
faults in each channel, if only one of them appears as an 
error. The distinction between the meaning of the words 
"occurrence" and "manifestation" leads to the search for 
sources of multiple faults that may arise before the flight, and 
appear already in its process. The source of such faults of the 
system is its insufficient checkability, creating conditions for 
hidden processes and accumulation of hidden faults. In the 
test mode, digital circuits are characterized by testability, 
which is a structural checkability dependent only on the 
structure of the circuit [23, 24]. On-line testing makes the 
circuit checkability dependent also on input data [25, 26].  

Hidden faults are completely harmless in conventional 
computers operating in the same operating mode, and become 
a problem for today's safety-related systems. All such systems 
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rise to the level of diversification, which manifests itself in 
the division of the operating mode into normal and 
emergency ones. For modern systems, this process is 
accompanied by data diversification, which become different 
in these modes at the inputs of digital components due to their 
traditional design at the replication level, i.e. based on matrix 
structures for processing data in parallel codes. Different 
input data lead to diversification of the system in its 
checkability, which becomes different in normal and 
emergency mode and thus creates a problem of hidden faults. 
They can be accumulated in normal mode in the absence of 
their input data and appear in emergency mode in quantity 
exceeding the capabilities of fault-tolerant solutions [27-29]. 

The resource approach identifies the problem of hidden 
faults as a challenge of growth: the system rises to the level of 
diversification, and its components continue to be stamped at 
the level of replication. This interpretation of the problem is a 
significant contribution to the IT security culture, as it allows 
it to consciously address the growth challenge by 
purposefully developing components to the system level [13]. 

At present, this problem is solved using accident 
imitation modes, which have repeatedly led to emergency 
consequences by their unauthorized activation or as a result 
of deliberate blocking of emergency protections at planned 
activation [30, 31]. At the same time, the development of 
components to the system level can be carried out during 
their design by equalizing the checkability of circuits in 
normal and emergency mode, for example, with the 
transition to bit-by-bit pipeline processing [32]. 

The development of viral epidemics and pandemics, 
including Covid-19, is also characterized by insufficient 
checkability when viruses exploit the possibility of hidden 
propagation at the replication level. Therefore, the main 
method of countering epidemics is to limit and close resource 
niches by introducing quarantine. Isolation eliminates the 
virus in two ways: recovery or death. Medical scientists also 
fear a third way when the virus mutates during the epidemic 
and could invent new ways of spreading at the diversification 
level [33]. 

It should also be noted that viral epidemics, much less 
pandemics such as Covid-19, are also identified and 
addressed as a growth challenge. They start with a mutation 
that raises the virus to a level of diversification. In this case, 
protections, including tests and drugs procured by replication 
for a previous version of the virus, become obsolete and need 
to be developed to the level of mutated virus. 

IV. CASE STUDIES 

Models of resource-based approach and the culture of IT 
security began to be developed within the projects including 
TEMPUS SAFEGUARD «National Safeware Engineering 
Network of Centres of Innovative Academia-Industry 
Handshaking» (158886-TEMPUS-1-2009-1-UK-TEMPUS-
JPCR) and TEMPUS GREENCO «Green Computing & 
Communications» (530270-TEMPUS-1-2012-1-UK-
TEMPUS-JPCR), ЕРАЗМУС+ ALIOT «Internet of Things» 
(573818-EPP-1-2016-1-UK-EPPKA2-CBHE-JP) which are 
carried out since 2009 till present with assistance of the 
European educational programs of TEMPUS and 
ERASMUS. The projects focused on the development of 
master's and postgraduate courses on functional safety of 
critical applications, green technologies and the Internet of 
Things. Work with the projects coordinated by the University 

of Newcastle from the European Union and National 
Aerospace University “Kharkiv Aviation Institute” 
(Department of Computer Systems, Networks and 
Cybersecurity) in Ukraine. 

Developed master's courses have been and continue to be 
read at project consortium universities including Odessa 
National Polytechnic University. Laboratory practicums 
delivered as part of the courses introduce students to the 
practical side of resource approach models and IT security 
culture. Laboratory practicums have been developed with 
student participation based on software and hardware models 
of arithmetic units. Software models are developed in a 
Delphi environment on a freely distributed demo-version. 
Hardware models are designed using FPGA technology in 
Quartus CAD. 

The most common subject of research is the iterative 
array multiplier of mantissas. This object is selected for a 
number of reasons. First, the multiplier implements a key 
operation for approximate data that is processed typically in 
floating-point formats where multiplication is used in the 
number representation itself [34, 35]. For this reason, 
multiplication in one form or another is present in all 
operations with mantissas, and the results of these operations 
inherit the properties of the product. Second, the iterative 
array multiplier is widespread and is a bright representative 
of objects traditionally designed at the replication level. So, 
we can use an iterative array multiplier to investigate the 
question: "Designing at the replication level is good or bad?" 

Students study an A-bit iterative array multiplier that 
contains A2 operating elements and performs the operation 
in one clock cycle. In the fastest scheme, the duration of the 
clock cycle is determined by serial connection of the 2(A – 1) 
operational elements. Therefore, each operating element is used 
in the clock cycle only for its small part B = 0.5 / (A – 1). For 
example, for A = 32, each of a thousand of operational 
elements is used by B = 1.6%. What happens to the iterative 
array multiplier with transition to A = 64? The number of 
operational elements is increased by four times, and their 
usability is reduced twice to B = 0.8%. 

The study of the iterative array multiplier continues in a 
laboratory practicum that counts the number of functional and 
parasitic transitions in a single operation. Parasitic transitions 
are caused by the competition of signals propagating along 
paths of different lengths [36]. The number of transitions 
determines the dynamic component of power consumption. 
Parasitic transition is known to increase the total power 
consumption of an 8-bit adder by 30% [37]. The iterative 
array multiplier program model shows that functional 
transitions occur at an average of 30% of circuit points, and 
the number of parasitic transitions exceed the number of 
functional transitions by C = 3.5 times for A = 8. This excess 
increases with the bit size of the iterative array multiplier and 
is C = 4.5 and C = 5.5 for A = 10 and A = 12, respectively. 
Thus, the dynamic component of power consumption is 
mainly determined by parasitic signal transitions, as well as 
the static component is defined by large matrix sizes. 

The next laboratory practicum examines the dual-mode 
checkability of the iterative array multiplier in a safety-
related application by determining the number D of 
potentially dangerous points where a hidden fault may 
appear. Checkability E is defined as an addition to one of 
percentage of these points.  
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Figure 1 shows the main panel of the program model, 
which reveals the structure of the iterative array multiplier 
and highlights the operating elements containing potentially 
dangerous points in yellow, as well as their number. 

 
Fig. 1. Iterative array multiplier checkability study 

The program calculates parameters D and E for eight 
experiments with a different number of normal mode input 
words. In the first experiment, multiplicands take ten values 
(G = 10) and form G2 = 100 normal mode input words. In the 
following experiments, the number of values received by the 
multiplicands is increased with step H = 10 and the number 
of input words is increased as follows: 400, 900, 1600, 2500, 
3600, 4900 and 6400. Experiments show how the number of 
potentially dangerous points increases, and the checkability 
of the circuit reduces with a decrease in the number of input 
words in normal mode. The large number of potentially 
dangerous points and the low checkability of the iterative 
array multiplier characterize it as a carrier of the matrix 
structure.  

The laboratory practicums described introduce students 
to the problems of matrix structures that reflect replication as 
a lower level of resource development. Problems are shown 
in terms of low operational element utilization, irrational 
power consumption, and limited checkability of the matrix 
scheme in safety-related applications.  

The next round of laboratory practicums explores on-line 
testing methods. Traditional methods such as residue 
checking the complete arithmetic operations have been 
developed in the theory of construction of totally self-
checking circuits, which developed within the model of exact 
data. The main requirement for these methods is to detect 
faults from a given set using the first erroneous result [38].  

The approximate result diversifies its bits into most and 
least significant bits [39]. In these bits, faults cause errors 
that are respectively essential and inessential to the 
trustworthiness of the result. Therefore, the trustworthiness 
of on-line testing methods is determined by the probabilities 
of detecting essential errors and skipping inessential ones. 
Experiments show low trustworthiness of traditional methods 
due to more frequent occurrence of inessential errors than 
essential ones.  

Laboratory practicums use Fault Injection Technology 
[40] to evaluate the trustworthiness of on-line testing 
methods under conditions of stuck-at and shorts faults [41]. 
Traditional methods are compared with on-line testing 
methods aimed at processing approximate data [42, 43]. 
Mantissa processing is based on the methods of truncated 
execution of operations [44-46], which almost halve the 
expense of equipment and time without loss in accuracy, by 
following the development vector. 

Increasing the level of circuit parallelism traditionally 
aims to increase productivity in performing calculations. 
The following laboratory practicum shows another, more 
important goal: to follow the development vector on the 
example of an arithmetic shifter of mantissa as a private 
case of an iterative array multiplier. The program model 
allows to investigate the shift at several levels of circuit 
parallelism and with its increase shows a multiple effect of 
improvement of indicators: not only growth of 
productivity / complexity ratio, but also at the same time 
gain in trustworthiness of results and multiple reduction of 
dynamic component of energy consumption.  

Splitting of the concept "fault" on two contrasts: 
transient and permanent one is shown in a laboratory 
practicum which investigates restoration of the erroneous 
results in cases of transient and permanent faults for digital 
delays. Taking into account the single manifestations of 
transient fault and the permanent nature of failure, the 
correct result is obtained at a lower cost than the majority 
system, which does not distinguish between these cases. 

V. CONCLUSIONS 

Education should reflect advanced development models, 
and this is particularly true of IT security culture and safety-
related applications in general. Their and our functional safety, 
which has long become unified, is primarily determined by the 
level of culture in safety and, accordingly, by models and 
methods implemented in safety-related systems. The increased 
risk of critical applications, due in large part to the lack of 
checkability of systems and their components, presents a 
problem of hidden faults. This problem creates distrust of the 
fault tolerant solutions underlying functional safety and pushes 
to use dangerous imitation modes, that recreate emergency 
conditions to detect hidden faults. A study of resource levels 
shows that the problem of hidden faults is a challenge of 
growth, when the system has already reached the level of 
diversification and its components continue to be stamped at 
the level of replication. This understanding of the problem 
allows it to be solved as a challenge of growth by raising 
components to the level of the system. 

The vector of development demonstrated by the computer 
world manifests itself in its structuring under the parallelism 
and fuzziness of the natural world. Models and methods 
develop in our minds by diversifying the concepts used. This 
process takes place naturally following our subconscious, 
which is shaped by the realities of the world around us. 
However, knowledge of the development vector and its support 
in education allows to actively accompany natural processes, 
thus increasing the level of safety culture and consciously 
promoting successful integration into the natural world.  

The natural world permanently teaches us lessons. Their 
study should be supported by education, which is obliged to 
repeat these lessons in lecture courses and laboratory 
practicums, increasing the level of culture in IT security. 
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Abstract— Models, methods and algorithms for cyber-social 
computing are proposed that use the similarity-difference metric 
of unitary coded information for processing big data in order to 
generate adequate actuator signals for controlling cyber-social 
critical systems. A set-theoretic method for data retrieval has 
being developed based on the similarity–difference of the 
frequency parameters of primitive elements, which makes it 
possible to determine the similarity of objects, the strategy of 
transforming one object into another, as well as to identify the 
level of common interests, conflict. The definitions of the 
fundamental concepts in the field of computing are given on the 
basis of metric relations between interacting processes and 
phenomena. A software application is proposed for calculating the 
similarity-differences of objects based on the formation of 
frequency vectors of two sets of primitive data. A high level of 
correlation between the results of the application and the well-
known system for determining plagiarism is shown.   

Keywords— computing, cyber social computing, decision-
making, unitary data codes, similarity–difference, big data analysis, 
plagiarism 

I. MOTIVATION AND DEFINING RESEARCH OBJECTIVES  
A critical system is a set of relations (integrity and unity) 

interconnected in cyber-physical space and time between the 
components to achieve the set goal, the failures of which lead to 
significant economic, political, social, environmental and 
humanitarian (material-energy and space-time) losses. 
Examples of critical systems [1] are technological and technical 
objects in the following fields: energy, transport, industry, 
weapons, cyber-social sphere, banking, Internet, statehood, and 
jurisprudence. Unambiguously, scientists and specialists have 
made the conclusion that about 80 percent of all failures in 
critical systems are associated with a person's inability to control 
any systems or objects, including himself [1, 2]. Human is 
always only a bad performer. Consequently, it is necessary to 
exclude him from the cycle of monitoring and control, at least 

of critical processes and phenomena, by transferring the 
decision-making authority to deterministic and practically error-
free computing: network, cloud, terminal [3, 4]. The winner is 
the one who timely transforms the physical and social space into 
digitized processes and phenomena for accurate monitoring and 
control, (preferably human-free). The most unreliable critical 
system is the authoritarian statehood of an incompetent immoral 
leader, which is capable of sacrificing the lives and well-being 
of millions of citizens, the country's economy and ecology. 
Therefore, personnel management in critical systems of any 
nature remains the most important problem of humanity, solving 
of which is associated with the preservation of a planet suitable 
for human life. Computer engineering is a branch of knowledge 
that involves the theory and practice of design, testing, 
production and operation of secure software and hardware 
scalable computing applications for reliable metric management 
of virtual, physical and social processes and phenomena by 
using intelligent cloud and telecommunication services based on 
digital monitoring of cyber-physical space using personal 
gadgets and built-in smart sensors. Here, computing, as a global 
methodology that can be used in computer engineering too, is a 
strategy for achieving and visualizing a set goal – creating 
products and/or services with given resources, which is 
systematically represented by the processes of monitoring and 
actuation of metric relations in a closed infrastructure of 
management and execution. Computing can be systematically 
represented (Fig. 1) by the process of monitoring (5) and 
actuation (6) metric relations (2) in the infrastructure of 
management (3) and execution (4) to achieve and visualize (8) 
the set goal – products and/or services (1) for given resources 
(7). 

The metric and structural definition of computing through 
eight interrelated components provides a theoretical 
fundamental basis for the formal and actual creation of a digital 
control system for any process in a given area of human or 
natural activity. The types of computing according to the 
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introduced metric cover all fields of human activity: 
cosmological, biological, floristic, physical, virtual, quantum, 
social, state, medical, transport, infrastructural, scientific, 
educational, industrial, sports, recreation, travel, entertainment. 
Naturally, computing is primarily focused on human-free 
monitoring and control of critical objects, processes and 
phenomena. 

 
Fig. 1. Critical HR management system computing  

Citizens' mobility gives rise to interesting alternative 
proposals from existing states, which are increasingly 
competing for the planet's human resources according to the 
following metric: the smartest and cheapest. Here, each person 
also acquires the right to make an alternative choice of the state 
(Fig. 2), which forms the quality of life for an employee 
according to the metric of relations: salary level, language, 
culture, traditions, history, food, infrastructure, transport, 
climate, political stability, social benefits, healthcare, tax 
legislation. It is obvious that financial flows from citizens to 
alternative states are directly proportional to the above-
mentioned metric of relations on the part of the authorities to a 
person. Today, at least two or more states will participate in the 
competition for an employee. The one that offers the best 
conditions for life and creativity wins. The other gradually self-
destructs. 

 
Fig. 2. An alternative to the weak statehood  

Competitive, strictly metric, interactive computing on the 
market for talented workers and statehoods is emerging, where 
every citizen of the planet chooses the state that is most 
favorable for creativity and recreation, and the social system 
chooses the best, creative and healthy performers. The quality of 
a product (service, process or phenomenon) is a set of properties 
that determine its suitability to meet certain needs in accordance 
with its purpose. The quality metric of a critical system is 
determined by the following parameters: reliability, durability, 
maintainability, preservation, testability, controllability, 
observability, diagnosability, serviceability, safety and 
survivability. As for critical situations and failures, at present 

there is comprehensive information in the cyber-physical space 
about any negative process or phenomenon that can be 
prevented by means of intelligent cloud and edge computing of 
monitoring and control, which is the essence of critical system 
computing (Fig. 3). Here, two computers (cloud and terminal) 
serve the critical system using sensors and actuators. Naturally, 
cloud computing is invariant with respect to the time and 
location of a critical object, for example, a car (Synopsys, GMC, 
Tesla). Quality and reliability are ensured here by the standards: 
JTAG IEEE 11.49, SECT IEEE 1500, IJTAG IEEE 1687, ISO 
9001. Boundary scanning technologies of the aforementioned 
standards create additional lines and spare components that 
allow to achieve high levels of quality and reliability through 
online testing and repairing critical systems using built-in BIST 
tools and cloud test services. 

 
Fig. 3. Critical system computing 

Naturally, only a competent operator has the ability to 
interfere with the operation of a critical system through a 
terminal computer. To do this, it is necessary to perform an 
exhaustive monitoring of the competencies of each person by 
using retrieval and special applications, in order to subsequently 
adopt of actuator decisions on the appointment of an employee 
to a functional position, which is the essence of personnel 
computing or HR–Management. To measure the competencies 
of employees, represented by vectors of variables, the 
Levenstein metric is used, which makes it possible to determine 
the similarity-difference between applicants and a reference 
pattern, as well as quasi-optimal routes for transforming one 
metric-model into another. 

II. THE PURPOSE AND OBJECTIVES OF THE RESEARCH 
The goal of the research is to reduce the economic, 

technological and social losses associated with minimizing 
failures in critical systems by increasing the competence of 
employees and the consistent exclusion of human from decision-
making processes based on his replacement by deterministic 
computing mechanisms using digital intelligent control based on 
metric monitoring of cyber-social processes and phenomena. 

The objective function L is minimization of direct D and 
indirect losses S associated with n-failures and repair of R 
critical systems, including the cost of developing and 
maintaining computing structures of metric online decision-
making on digital control of critical processes and phenomena 
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based on exhaustive, accurate monitoring M, using smart 
infrastructure I and qualified employees E meeting the reference 
competencies in education, experience and skills: 

L=𝑚𝑖𝑛𝛴%&'( (𝐷% + 𝑘% × 𝑆% + 𝑅%) ← (𝐴 +𝑀 + 𝐼 + 𝐸) ≤ 𝐺8%(. 

Objectives to be solved in order to achieve the goal: 1) 
Develop a structural model of computing for interactive online 
interaction between human, a critical system and precise digital 
monitoring-control mechanisms. 2) Develop a theory and data 
structures for the frequency-multiple method for determining the 
similarity of two objects. 3) Synthesize a similarity-difference 
algorithm for text fragments. 4) Perform testing and verification 
of the method using examples. 

III. FREQUENCY-MULTIPLE METHOD FOR DETERMINING THE 
SIMILARITY OF TWO OBJECTS 

The technological core for solving practical problems of 
personnel management in critical systems is cyber-physical 
computing, formalized in the structure of Machine Learning and 
SCADA – Supervisory Control And Data Acquisition. Such 
computing requires big data analytics that use primitive set-
theoretic operations, procedures, and parallel algorithms to 
improve productivity in finding quasi-optimal solutions. 
Therefore, further it is proposed to implement the algorithm and 
procedures in the software code to retrieve data according to a 
given pattern by comparison, which makes it possible to take 
adequate management actions in critical systems [4]. In the 
world of retrieval-computing, there is nothing but a similarity-
difference metric [5-8]. Therefore, it is important to have an 
effective specialized processor as the simplest core for the 
parallel and high-performance solving problems of synthesis 
and analysis of new processes and phenomena. Structurally, the 
similarity-difference metric of two processes, phenomena, 
objects, components uses two formulas, operating in binary 
algebra of logic with two parallel operations and, xor to obtain 
the resulting vectors [9]: 

S(a, b) = a> ∧
%&',(

b>; 
D(a, b) = a> ⨁

%&',(
b>. 

But such formulas are not very effective for identifying 
relationships between processes (phenomena), when it is 
necessary and very important to determine common data 
structures in order to understand how individual components 
(vector coordinates) transform into each other during synthesis 
and analysis. Moreover, here the entire synthesis process is 
computationally dependent on technologically advanced data 
structures. The normalized similarity-difference metric uses two 
formulas, which also operate in the algebra of logic by two 
parallel operations but supplemented by the arithmetic of 
calculating unit coordinates obtained as a result of performing 
logical operations. In addition, a common denominator appears 
in the form of a disjunction of the same coordinates of vectors, 
which is an integrator of disparate data structures of the 
considered processes into a common vector of precisely and 
only essential coordinates, relative to which the similarity and 
difference are normalized: 

S(a, b) =
BCDE
F GHC ∧

IDE,J
KCL

BCDE
F GHC ∨

IDE,J
KCL

; 

D(a, b) =
BCDE
F GHC ⨁

IDE,J
KCL

BCDE
F GHC ∨

IDE,J
KCL

. 

For instance, two vectors a= 00111100 and b= 10101010, 
having insignificant zero coordinates of the same name are 
automatically excluded from the normalized estimation through 
taking into account and counting only unit values in the resulting 
vectors:  

S(a, b) = BCDE
F (PP''''PP∧'P'P'P'P&PP'P'PPPP)&Q
BCDE
F (PP''''PP∨'P'P'P'P&'P'''''P)&R

= 0,33; 

D(a, b) = BCDE
F (PP''''PP⨁'P'P'P'P&'PP'P''P)&T
BCDE
F (PP''''PP∨'P'P'P'P&'P'''''P)&R

= 0,66; 

Naturally, there is no need to calculate both estimates using 
these formulas. It is enough to define one of them, and the 
second can be obtained by the complement formula: 

D(a, b) = 1 − S(a, b); 	S(a, b) = 1 − D(a, b). 

Here, the difference between the formed estimate and the 
Hamming distance is the exclusion from the metric and data 
structures of the condition of existence of two zeros on 
coordinates with the same address-indexes, which significantly 
increases the adequacy of the measurement of two processes. As 
for multivalued algebra (set theory), where symbols, letters, 
numbers, words, texts, objects, processes are used instead of the 
alphabet {0,1}, the similarity-difference is usually considered 
within the framework of the Levenstein metric or distance. It 
involves three elementary operations: character replacement, 
insertion and deletion, which transform one word (process, 
phenomenon) into another. Another solution is proposed for 
determining the similarity between words, which is 
characterized by the synthesis of a unified data structure that 
aligns pairs of words of any length to one dimension by 
performing a single operation – inserting a blank (empty) 
character. As a consequence, the computational complexity of 
the algorithm for synthesizing a unified structure of a single 
dimension is reduced to finding positions to insert a finite 
number n = 0,1,2,3, ... blank symbols in order to align the length 
of two words (objects, processes). As an example, the following 
transformation of one word to another by inserting blank 
characters is shown: 

C O N D U C T I O N 
B O N D I A N A  

 

Executing the algorithm for inserting blank characters in 
order to obtain the minimum difference and maximum similarity 
when transforming one word into another gives the following 
result: 

C O N D U C T I O N – 
B O N D – – – I A N A 

The number of blank characters to align two words is four. 
After that, a trivial calculation of the Levenstein distance is 
carried out, which is equal to the number of coordinates having 
different symbols in the metric of word transformation, which 
means D(a, b) = 6, S(a, b) = 5. Thus, any pair of processes or 
phenomena can be reduced to a structural metric of the same 
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length in order to subsequently calculate normalized similarity-
difference scores by the arithmetic addition of the fulfillment of 
logical conditions in the numerator and denominator: 

S(a, b) = BCDE
F (HC &KC)

BCDE
F (HC ∪KC[∅)

; 

D(a, b) = BCDE
F (HC [KC)

BCDE
F (HC ∪KC[∅)

. 

For a given example of the transformable interaction of a 
pair of words, the normalized estimates of similarity–difference 
have the form:  

S(a, b) = R
''
= 0,55. 

D(a, b) = ]
''
= 0,45. 

A more complex construction of normalized similarity–
difference is determined not by equality, but by the belonging of 
one coordinate of a vector–word to another coordinate of the 
second vector, if the coordinates are represented by some sets. 
In this case, the formulas for calculating the estimates will look 
like: 

S(a, b) =
BCDE
F GHC ∩

IDE,J
KCL

BCDE
F GHC ∪

IDE,J
KCL

; D(a, b) =
BCDE
F GHC ∆

IDE,J
KCL

BCDE
F GHC ∪

IDE,J
KCL

. 

Here, set-theoretic operations for the Cantor alphabet will be 
useful, for example, which are defined by the following 
quadratic truth tables: 

 
Elementary tables make it possible to convert set-theoretic 

operations to their norms, the addition of which forms accurate 
estimates of similarity-difference. For example, for the 
following two multivalued vectors a=1XXX10X1, 
b=01X00XX1, the similarity–difference estimates obtained 
from the numerical truth tables have the form: 

S(a, b) =
BCDE
F a'bbb'Pb'∩P'bPPbb'&PcEdc'c

E
dcPc

E
dc'c'e

BCDE
F ('bbb'Pb'∪P'bPPbb'&'c'c'c'c'c'c'c')

= 0,56; 

D(a, b) =
BCDE
F a'bbb'Pb'∆P'bPPbb'&'cEdcPc

E
dc'c

E
dcPcPe

BCDE
F ('bbb'Pb'∪P'bPPbb'&'c'c'c'c'c'c'c')

= 0,44. 

The general structure of determining the similarity–
difference of a pair of vectors in three vector parallel numerical 
operations (∩, ∆,∪) is presented in the following table: 

a 1 X X X 1 0 X 1 
b 0 1 X 0 0 X X 1 
∩ 0 0,5 1 0,5 0 0,5 1 1 
∆ 1 0,5 0 0,5 1 0,5 0 0 
∪ 1 1 1 1 1 1 1 1 

Thus, two similarity estimates are obtained, which are 
mutually complementary to each other up to 1: S(a, b) = 0,56; 
D(a, b) = 0,44 . The coordinates of the following vectors of 
intermediate computations are also mutually complementary to 

1, which is a condition for validating the process of determining 
the similarity-difference: 

∩ 0 0,5 1 0,5 0 0,5 1 1 
∆ 1 0,5 0 0,5 1 0,5 0 0 

The computational complexity of the algorithm for the 
synthesis of structural unified metric for transforming one word 
into another is Q = (m × n)Q.  

IV. FREQUENCY-VECTOR MODEL AND METHOD FOR 
CALCULATING SIMILARITY   

The multivalued structure of a vector pair corresponding to 
a set of primitive words (T> , 	Tk ), can be used to effectively 
determine the similarity of text fragments, and also to calculate 
the level of plagiarism. A simplified diagram of solving this 
problem using three vector logical operations can be presented 
in the form of Fig. 4. 

 
Fig. 4. Diagram for defining similarity of text fragments  

In coordinates, words or any other data can be used in vector-
sets (T>,	Tk) instead of unit values. However, preliminary unitary 
coding of words or sentences greatly facilitates the 
implementation of the algorithm for determining the similarity-
difference. It should be noted that instead of a binary code, the 
coordinates of a vector can be marked by the frequency of words 
or data in the form of real or integer numbers, and also by the 
time or other parameters of the components, which does not 
change the essence of the algorithm for the metric normalized 
estimation of the similarity of text fragments. 

Characteristics of the metric are uniquely determined by 
essential variables for vectors-sets interacting with each other, 
does not have variables that are not essential for interacting sets, 
take into account the frequency of occurrence of each 
component to calculate the similarity-difference, and also they 
are a universal model for determining the similarity-difference 
of any discrete processes and phenomena. 

The frequency-vector model of two interacting subsets to 
determine the similarity-difference is processed according to the 
following formulas: 

S(a, b) =
BCDE
F GHC ∩

IDE,J
KCL

BCDE
F GHC ∪

IDE,J
KCL
≈

BCDE
F GHC m>nIDE,J

KCL

BCDE
F GHC mHoIDE,J

KCL
; 

D(a, b) =
BCDE
F GHC ∆

IDE,J
KCL

BCDE
F GHC ∪

IDE,J
KCL
≈

BCDE
F pHC –

IDE,J
KCp

BCDE
F GHC mHoIDE,J

KCL
. 

Here, the powers of subsets-frequencies of each component 
are used, which significantly increase the adequacy of the 
similarity-difference of texts, processes and phenomena. 

S(a, b) = =
(( = 0,55. 

D(a, b) = B
(( = 0,45. 

A more complex construction of normalized similarity–difference is determined not by equality, but by 
the belonging of one coordinate of a vector–word to another coordinate of the second vector, if the 
coordinates are represented by some sets. In this case, the formulas for calculating the estimates will look 
like: 

S(a, b) =
+,-./ 01, ∩3-.,4 5,6

+,-./ 01, ∪3-.,4 5,6
; D(a, b) =

+,-./ 01, ∆3-.,4 5,6

+,-./ 01, ∪3-.,4 5,6
. 

Here, set-theoretic operations for the Cantor alphabet will be useful, for example, which are 
defined by the following quadratic truth tables: 
 

∩ 0   1 X ∅  ∪ 0   1 X ∅  ∆ 0   1 X ∅ 
0 1 0 0,5 0  0 1 1 1 0,5  0 0 1 0,5 0,5 
1 0 1 0,5 0  1 1 1 1 0,5  1 1 0 0,5 0,5 
X 0,5 0,5 1 0  X 1 1 1 1  X 0,5 0,5 0 1 
∅ 0 0 0 0  ∅ 0,5 0,5 1 0  ∅ 0,5   0,5 1 0 

 
Elementary tables make it possible to convert set-theoretic operations to their norms, the addition of which 
forms accurate estimates of similarity-difference. For example, for the following two multivalued vectors 
a=1XXX10X1, b= 01X00XX1, the similarity–difference estimates obtained from the numerical truth tables 
have the form: 

S(a, b) = +,-./ E(FFF(:F(∩ 01X00XX1=:G.HG(G
.
HG:G

.
HG(G(I

+,-./ ((FFF(:F(∪ 01X00XX1=(G(G(G(G(G(G(G() = 0,56; 

D(a, b) = +,-./ E(FFF(:F(∆ 01X00XX1=(G.HG:G
.
HG(G

.
HG:G:I

+,-./ ((FFF(:F(∪ 01X00XX1=(G(G(G(G(G(G(G() = 0,44. 

The general structure of determining the similarity–difference of a pair of vectors in three vector parallel 
numerical operations (∩, ∆,∪) is presented in the following table: 

a 1 X X X 1 0 X 1 
b 0 1 X 0 0 X X 1 
∩ 0 0,5 1 0,5 0 0,5 1 1 

∆ 1 0,5 0 0,5 1 0,5 0 0 

∪ 1 1 1 1 1 1 1 1 
 
Thus, two similarity estimates are obtained, which are mutually complementary to each other up to 1: 
S(a, b) = 0,56; D(a, b) = 0,44. The coordinates of the following vectors of intermediate computations 
are also mutually complementary to 1, which is a condition for validating the process of determining the 
similarity-difference: 

∩ 0 0,5 1 0,5 0 0,5 1 1 

∆ 1 0,5 0 0,5 1 0,5 0 0 
 
The computational complexity of the algorithm for the synthesis of structural unified metric for 
transforming one word into another is Q = (m × n)L.  
 
4. Frequency-vector model and method for calculating similarity   
 
The multivalued structure of a vector pair corresponding to a set of primitive words (TO,	TP), can 
be used to effectively determine the similarity of text fragments, and also to calculate the level of 
plagiarism. A simplified diagram of solving this problem using three vector logical operations can 
be presented in the form of Fig. 8. IEEE EWDTS 2020, September 4-7 221



Such a modification of the formulas processes not only 
frequency, but also pure binary representation of vectors-sets. 
Three operations are used: selection of the minimum value of 
two coordinates of the same name (a> min%&',(

b>), selection of the 
maximum value of a pair of coordinates (a> max%&',(

b>), calculating 
the absolute value of the difference between two coordinate 
values ta> –

%&',(
b>t . However, arithmetic operations have a 

drawback here: parallel calculations with the coordinates of 
vectors cannot be used. 

The advantages of the proposed similarity metric of 
processes and phenomena: 1) The invariance of the frequency-
multiple representation of the primitives-data in comparison 
with the tuple-focused Levenstein distance makes it possible to 
reduce the computational complexity of the algorithm for 
determining the similarity-difference from exponential to 
quadratic. This advantage allows adequate assessing plagiarism 
of texts in Slavic languages, where it is allowed to change the 
order of words in sentences. 2) The vector, hardware-oriented 
model for unitary coding sets of primitives-words makes it 
possible to calculate the similarity-difference in one automaton 
cycle. 3) The synthesized unique metric also shows the path of 
transforming one text into another, as well as the computational 
complexity of such a transformation, which is defined by 
differences of vectors-sets. 4) The frequency-vector structure is 
a universal model for determining the similarity-difference of 
any discrete processes and phenomena for solving problems of 
transforming one object into another, making decisions, fault 
detection, classifying and clustering data. 5) The route of 
repairing (correction) a faulty product, digital system, software 
application into a fault-free one based on determining the 
differences between two metrics. 6) The route of transformation 
of the destructive genome of the virus into a useful protein based 
on the determination of the differences in two metrics or the 
production of antibodies that neutralize the destructive genomes 
of viruses. 

V. APPLICATION FOR DETERMINING THE SIMILARITY-
DIFFERENCES OF TWO OBJECTS   

The implementation of the similarity-difference software 
module is presented in the C++ code. The input–output interface 
of the software module for calculating the similarity-difference 
between objects (texts, vectors, matrices, structures), where 
files-sources, local and integral estimates of similarity-
differences, and also control buttons are used, is represented in 
Fig. 5. 

The module has been tested on various text files, including 
the following pairs: 1) Works of famous authors. 2) Scientific 
publications of scientists. 3) CVs of experts and newcomers in 
computing. 4) List of Scopus-publications of individual 
scientists and researchers. Table 1 of metric vector-set 
comparison of pairs of text objects and the graph shown in Fig. 6 
represent a stable relationship between the estimates obtained by 
using the software Similarity-module and the software product 
Unicheck for determining the similarity (plagiarism) 
[https://corp.eu.unicheck.com/dashboard/library/browser#1000
71849]. 

 

Fig. 5. Interface of С++ application 

TABLE 1 – METRIC VECTOR-SET COMPARISON OF PAIRS OF TEXT OBJECTS 

 

 
Fig. 6. Correlation between estimates of two software products  

Here there is a correlation between the estimates with a 
maximum deviation of 6 points obtained in various software 
products, which indicates the consistency of the proposed set-
theoretic method for determining similarity-difference of 
processes and phenomena in order to make adequate decisions. 

VI. CONCLUSION 

The structure of cyber-physical computing focused on 
metric personnel management and decision-making based on 
comprehensive data collection and subsequent comparison with 
reference solutions is shown in Fig. 7. 

1) The concepts of architectures, models, methods and 
algorithms of cyber-social computing are proposed, which are 
relevant for processing big data, decision-making and managing 
critical systems. 

2) The tasks and objective function are formulated to 
minimize losses associated with failures and repair of critical 
systems through the development and maintenance of 
computing structures for metric online decision-making on 
digital management of critical processes and phenomena based 
on exhaustive accurate monitoring, use of smart infrastructure 
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and selection qualified employees meeting reference 
competencies in education, experience and skills. 

 
Fig. 7. Management computing structure 

3) A frequency set-theoretic method for data retrieval by 
calculating the similarity-difference of text fragments-objects is 
proposed, which makes it possible to determine the similarity of 
objects, the strategy of transforming one object into another, as 
well as to identify the level of common interests, conflict, 
plagiarism. 

4) C++ code of the frequency set-theoretic method for 
calculating the similarity-difference of various text fragments-
objects is implemented and tested. A comparative analysis of the 
proposed software application and the existing system for 
detecting plagiarism is carried out. The results have a high level 
of correlation for various test examples and low quadratic level 
of computational complexity of the proposed method. 

5) Social similarity and difference. Online bringing together 
people and countries leads to their on-site division and 
disintegration of states. The similarity of lifestyles, cultures and 
territories gives rise to their differences. The opposite is also 
true, the further the structures, cultures and territories, the closer 
they are to each other. In closeness, separation is born, and in 
separation – closeness. Closeness is the cause of many diseases, 
and separation leads to recovery. Similarity and difference 
cannot exist without each other and complement each other: 
S+D=a∪b=1. The further, the closer. The more different the 

pairs of objects, processes, phenomena or subjects, the closer 
they are. A harmonic is the genome of the development of nature 
and society. The phase of absolute similarity gives rise to the 
process of differentiation. The opposite is also true. The 
prosperity phase of statehood is the beginning of the process of 
its degradation and disintegration. 
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Abstract— The article considers the linear automata whose 

fuzziness is embedded in the equations of their functioning. The 
method is proposed for constructing generalized sequences that 
lead them to a certain set of known initial states. The concepts 
of optimality sequences by various criteria are introduced and 
the method of their construction is proposed. This problem is 
very relevant for the diagnosis of digital systems. 

 Keywords— fuzzy linear automaton, generalized installation 
sequence, optimal installation sequences, synthesis method. 

I.  INTRODUCTION 

The deterministic finite automat [1] is a convenient and 
adequate model for many real technical systems, including 
various digital devices (DD). However, in the process of 
model construction, the information about their functioning 
is sometimes approximate (fuzzy). This is explained by the 
fact that such information is sometimes formulated in terms 
of poorly formalizable concepts, for example, "almost equal", 
"close enough", "many", "few", etc. Presentation of such 
information in the traditional mathematical language is diffi-
cult and leads to coarsening of the model. Obviously, appro-
priate tools are required to adequately reflect the fuzziness of 
such information. An important step towards the creation of 
suitable tools was the theory of fuzzy sets, developed by l. 
Zade [2]. The proof of usefulness and effectiveness of the 
concept of fuzziness has been confirmed in numerous appli-
cations in many subject areas, partly reflected, for example, 
in [3].  

The fuzziness in the description of the system models 
may occur both to the algorithms of their functioning and to 
the initial data, as well as to their input and output signals. 
Various types of fuzzy automata (FA) became the subject of 
research soon after the fundamental article by L. Zadeh [2]. 
The monograph by D. Dubois and G. Prada [4] traces the 
evolution and provides a bibliography of publications in this 
direction. Without going into details, we note that the inves-
tigated varieties of FA differed from each other in different 
requirements for the initial state (clear and fuzzy), for the 
functions of transitions and outputs (clear and fuzzy), for the 
functions of belonging of FA reactions at different input sig-
nals, etc.  

The article simulates the possibility of the appearance of 
fuzziness due to the use of a special method for describing 
the algorithms of the system's functioning, and fuzzy automa-
ta (FA) are used as its model. 

A fragment of the theory of experiments with fuzzy au-
tomata, in general case nonlinear, was developed in [5]. The 
proposed article is related to the same subject, but the object 
of research is the fuzzy linear automaton (FLA). Interest to 
linear models is caused by their extensive use both in theory 
(for example, synthesis of special counters, encoders) and in 
practical applications (error detection in codes, message en-

cryption, etc.) [6]. In addition, linear automata have specific 
features that allow them to obtain some results (e.g. condi-
tions of existence of different types of experiments) in a 
much easier and more convenient form for calculation and 
verification than for automata of general type. The above 
factors justify the interest in the theory of experiments with 
fuzzy automata.  

The purpose of this article is to investigate the problem of 
a generalized installation of FLA, which is used, among other 
things, as a model of the DD. The term "installation" is used 
here in one of the generally accepted interpretations - as pre-
paratory measures before the introduction of the equipment 
into the functioning process. For example, before a DD can 
be diagnosed with a test, it must be converted to the specified 
number of known conditions. The FA installation can be 
performed using two types of input sequences - homing 
and/or synchronizing. The use of the homing sequence im-
plies mandatory monitoring of the DD outputs, while the use 
of a synchronizing sequence to observe the output values is 
not required. Further, both types of sequences will be re-
ferred to the common term - installation (IS).   

The method of their synthesis described in the article 
generates as a result (according to the terminology [1,7]) the 
socalled homing sequences, but if FLA there is synchronized 
FA then this will be the construction of a synchronizing se-
quence for FA. 

The solution to the problem of a generalized DD installa-
tion can be useful for some practical applications. 

Let's mention two of them. The first relates to the prob-
lem of technical diagnostics of DD, which, as we know, re-
quires DD testing. However, before testing, the device must 
be set to a known initial state (or to a small number of known 
states), because only then it will be possible to predict the 
behavior of the DD. 

The second is the problem of safe functioning of complex 
systems based on the synchronization of their components 
interaction. For example, for air transport systems (ATS) this 
is related to the distribution of aircraft flow near the airport. 
Sometimes the airport is so heavily loaded that take-off and 
landing on lanes occur every minute and the dispatcher has to 
make quick decisions that ensure flight safety. In particular, 
the dispatcher has to distribute their flow to different eche-
lons, preventing dangerous rapprochement of the boards with 
each other. Such requirement in the ATS is provided by the 
dispatcher by giving a command to the pilot to change the 
echelon. The solution of this problem, based on the applica-
tion of the automatic model, is proposed in [8]. 

The same article gives an example of the solution of a 
specific problem of the above type, reducing it to the con-
struction of the socalled generalized synchronizing sequenc-
es, which were first introduced in [7]. In [8] it is argued that 
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such a distribution of boards by echelons is used for airport 
personnel training.  

II. DESCRIPTION OF THE FLA MODEL 

The model of the fuzzy automaton used below was intro-
duced in [5]. Recall that in [5] the fuzzy finite automaton 
(FA) is called the five of objects. 

( , , , , ),A S X Y δ λ=      (1) 

where 1{ ,..., }nS s s=  - finite set of states, 

1{ , ..., }mX x x=  - finite set of inputs, 1{ , ..., }pY y y=  - finite 

set of outputs, : [0, 1]S X Sδ × × →  - transition function, 
: [0,1]S X Yλ × × →  - output function. The function δ  has 

the following interpretation: FA, which is in the state s, when 
input x is applied, returns to the state s′ , and the value of the 
function of the set of the elements ( , , )s x s′  in the fuzzy sub-

set is equal to some value [0,1].q ∈  

The function δ  introduced above actually generates 
many fuzzy matrices for each input x X∈ : 

( ) [ ( , )], 1 , .x i jT x s s i j nμ= ≤ ≤    (2) 

Here the value ( , ) [0,1]x i js sμ ∈  is an estimation of the 

degree of possibility of transition from state 
i

s  of FA to the 

state 
j

s  when the input x is applied. 

The function of the output : [0,1]S X Yλ × × →  has the 
following interpretation: FA, which is in the state s, when 
input x is applied, initiates the output y, and the value of the 
set of elements ( , , )s x y  to the fuzzy subset S X Y× ×  is 

equal to some value [0,1]q ∈ . 

The function actually generates a set of matrices ( )xΛ  
for each input x X∈ : 

( , ) [0, 1],x i js yν ∈ 1 , 1 .i n j p≤ ≤ ≤ ≤    (3) 

Here, the value ( , ) [0, 1]x i js yν ∈  is an estimation of the 

degree of possibility of FA output 
j

y  at its transition from 

the state 
i

s  when the input x is supplied. 

Before formulation of the definition of FLA, which is the 
object of our study, let us recall what is the "classical" deter-
ministic linear automaton (LA) [6,7]. 

LA is a system with a finite number l of input poles and 
with the finite number m of output poles. It is assumed that 
the input signals take values from the field 
GF(p) = {0, 1, .., p-1}, where p is a prime number. The LA 
state is understood as an ordered set of delay element states 
(let us denote their number in n), which are part of the LA. 
The number n is usually called the LA dimension. 

The LA functioning above the field GF(p) is defined by 
the following transitions and outputs equations: ̅(t + 1) = A ̅(t) + B (t),     (4) 

(t) = C	 ̅(t) + D	 (t).     (5) 

Here t is the moment of discrete time; 

[ ] , [ ] , [ ] , [ ]
ij n n ij n l ij m n ij m l

A a B b C c D d
× × × ×

= = = =  are charac-

teristic matrix. Elements of all these matrices are the ele-
ments of the GF(p) field. 

The input vector ( )u t , the output vector ( )y t  and the 

vector-state ( )s t  are ordered sets of columns of elements of 
the same field: 

 (t) = [ (t), ..., (t)]´, 

 (t) = [ (t), …, ( )]´, ̅(t) = [ ( ), … , ( )]´. 
Now let's move on to the description of the FLA. In prin-

ciple, the uncertainty of FLA functioning can be implement-
ed in different ways. Thus, this fuzziness can be put separate-
ly either in each matrix of equations (4) and (5), or simulta-
neously in several of these matrices. It can be shown that the 
choice of one of the listed fuzzy methods does not fundamen-
tally differ from the other due to the possibility of converging 
one method to another.  Therefore, let us choose the one that 
will simplify the subsequent presentation and calculations.  

Next, let us agree on the fuzziness of FLA functioning to 
model, for example, using only matrix B, considering the 
other matrices constant. Elements of matrix B will be written 
in the form 1 2 ...ij fb b b b= ∨ ∨ ∨ , where ( 1,..., )ib i f=  - 

elements from the field GF(p) above which the FLA is given. 
This recording means that at any machine tact of automata 
time the element can be equal to any of the elements 

i
b . 

Thus, the external form of recording the equations of 
transitions (4) and outputs (5) of FLA does not change. 

III. INSTALLATION PROBLEM 

Let us first recall the concepts of synchronizing (SS) and 
homing sequences (HS) for a deterministic finite automat 
[1,7]. The input sequence p is called a SS, if its supplied 
transfers the automaton to the same final state regardless of 
the state from which it started. This definition assumes that a 
set of 

0
S  possible (acceptable) initial states is known in ad-

vance. Note, that this set may coincide with the whole set S 
of states of the automaton. In [5], we introduced a similar 
concept for FА, which naturally also applies to FLA: the 
input sequence (0), (1) , ..., ( )p u u u k=  is called the general-
ized SS (GSS) for FA (FLA) if  

0 0( , ) | | |.S p Sδ <       (6) 

Here 0( , )S pδ  is a set of all states to which transfers 

FLA from the states of the set 
0

S  when supplied the se-

quence p. An input sequence (0), (1) , ..., ( )p u u u k=  is 
called a generalized HS (GHS) for FA (FLA) if  

1 2 0
, 1 2 0 0

( , ) ( , ) | ( , ) | | | .
s s S

s p s p S p Sλ λ δ
∈

∀ = → <   (7) 

The meaning of using both types of installation sequences 
(IS) is to reduce the power (fuzziness), into which the FA 
(FLA) goes when it is applied. We will further call them as 
Final Installation Sets (FIS). It is clear that the definition of 
GSS and GHS coincides with the definition of SS and HS 
from [1,7] for a deterministic automaton, if 0| ( , ) | 1.S pδ =  

IEEE EWDTS 2020, September 4-7 225



Based on the inequalities (6) and (7), we can talk about 
the different degree of fuzziness of FLA sets 0( , )S pδ . In 
general, it is natural to assume that the higher the installation 
quality imply, the less fuzzy. We will consider 0| ( , ) |S pδ  as 
an indicator of this quality and call the indicator of fuzziness. 
Ideal is the case when 0| ( , ) | 1S pδ = . 

Another criterion by which we can compare IS is their 
length. Obviously, of two IS with the same 0| ( , ) |S pδ , the 
one that is shorter in length is considered the best.  

In [5] it is noted that the transition of FA from a state s to 
a certain state 0( , )s S pδ′∈  when IS is p is possible by dif-
ferent trajectories (paths). Among all such possible trajecto-
ries, let there be a trajectory 

1 2

...
k

t t t
s s s s sγ ′= → → → → → . Let's match it with a 

number ( , )М p γ  that is called the degree of transition along 

the trajectory γ . For expression ( , )М p γ  through the transi-
tions function described in [5], one can use one of the follow-
ing options suggested in a number of publications: 

1 1 1 2 21 ( , ) min[ ( , , ), ( , , ), ..., ( , , )],
k kt t t t t t tM p s p s s p s s p sμ μ μγ δ δ δ ′=  (8) 

1 1 1 2 22 ( , ) max[ ( , , ), ( , , ),..., ( , , )].
k kt t t t t t tM p s p s s p s s p sμ μ μγ δ δ δ ′=  (9) 

Let p there be some IS, and q1, q2 - two different trajecto-
ries of transitions FA at IS supplying. Let 

1 2( , ), ( , ), 1,2i iM p q M p q i =  is the degrees of transitions 
along the trajectories q1, q2. Using the above values, one can 
enter the preference ratio between the trajectories q1 and q2. 

To sum up, it should be noted that in general, IS for fuzzy 
automata can be compared by three different criteria: 

1. by the power of the FIS that generates the general-
ized IS; 

2. by the length of the generalized IS; 
3. by estimating the degree of transitions of trajectories 

(characterized by M1 and M2 values) selected (by 
maximum or minimum) from a set of all trajectories 
corresponding to the comparable IS. 

Below we solve the problems of constructing such IS for 
FLA which are optimal by one or more given criteria. 

IV. SYNTHESIS OF GENERALIZED IS GENERATING OPTIMAL 

POWER FINAL INSTALLATION SETS 

At the beginning we will consider the task of constructing 
IS that minimize the power of the FIS for a given FLA and a 
given set S0 of its initial states. We will call such IS optimal. 

Let's assume that for a given FLA A


 generalized IS ex-
ist, and the set of all such IS we will denote through ( )R A


. 

Let's find all optimal IS. In general, they can be more than 
one. 

Let's (0), (1) ,..., ( )p u u u k=  there be some optimal IS. 

A set of all states (FIS) initiated by IS is a set of vector-
columns of the form 1 2( , ,..., )ns s s ′ , where n is the FLA di-
mension. We start solving the problem of finding the optimal 
IS by constructing a graph, which we call an installation (IG).  

It is further assumed that the reader is familiar with clas-
sical notions and terminology used in [1] when describing the 
successor tree of the finite automaton. 

It should be noted that the rules of constructing the IG are 
in many respects similar to the rules of constructing the suc-
cessor tree for the deterministic automaton in [1].  

The IG consists of vertices placed on successive levels. 
The zero level contains one vertex (node) S0, which consists 

of a set of all allowed initial states of FLA A


. This set is 
further treated as an identifier (name) of the corresponding 
vertex. Different subsets of the S set of FLA states, localized 
in the nodes of the other levels of the IG, are interpreted in 
the same way. If X is the input alphabet of FLA, where 
| |X m= , then each node of level k of the IG (k = 0.1, ...) has 
m outgoing edges, each of which corresponds to one of the 
symbols of the input alphabet of FLA.  

The nodes 1
0 ( )S x  of the first level is a subset of the states 

of FLА, into which it passes from the states of the set S0 
when input symbol x is fed to the automaton. 

The elements of the set S0
1(x) are calculated by formula 

(4). At the same time, matrix B in (4), according to the meth-
od of introducing fuzziness in the functioning of FLF previ-
ously agreed by us, appears to be some set of z pairs of dif-
ferent matrices of dimensional n l× , (same as in matrix B). 
Each of them is one of the possible variants of matrix B ob-
tained from a specific distribution of alternative methods of 
introduce fuzziness. In other words, in calculating the ele-
ments of the set 1

0 ( )S x  in (4), z pairwise pairs of different 
matrices replacing B will be used. 

Let us present all the mentioned possible variants as a set 
of 1 2{ , ,..., }zB B B B= . Let's assume that on every tact of the 
automaton time during the process of feed to the input of the 
sequence there may be any of the matrices 1 2, ,..., zB B B  as 

matrix B. Thus, the set 1
0 ( )S x  will be a union of z subsets of 

the set of FLA states into which it is possible to transitions 
from the states of the set due to the fuzziness in matrix B. 
Similarly, other nodes in the IG (subsets of the FLA state set) 
are constructed and named in the same way.  

Let us describe the differences between the calculation of 
the successors of A-group G in [1] by some input signal for 
the successor tree and the similar procedure for the IG. Re-
call that A-group G is composed of - σ  sets of states in 
which there can be repetitive elements. IG group G is a clas-
sical set (there are no identical elements in it) and its succes-
sor is also a classical set. In other words, in the construction 
of the IG, the set is obviously transformed into a regular set. 

For example, if there is A-group in [1] 
({2, 3, 4, 4, 2},{5, 2, 5})G = , it is converted into a IG into 

two nodes, whose names are subsets {2,3,4} and {5,2}. 

It follows that if in the installation tree of [1] a node of 
zero level (some group G) contains m states, then all its sub-
sequent successors at any subsequent level also contain by m 
states, but this fact has no place in the construction of IG. In 
our example, group ({2, 3, 4, 4, 2},{5, 2, 5})G =  contained 8 
states and its successor in [1] will also contain 8 states. How-
ever, when constructing the IG, two vertices will be obtained, 
the total number of states of which is 5. 
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As well as in [1] when constructing the successor states 
in a IG by some input signal, each subset of g from group G 
is divided into subsets such that two states from g are includ-
ed in the same subset if and only if they produce the same 
outputs per input signal. All such states are enclosed in curly 
brackets. 

It is clear that during the construction of the IG, from 
each node will come the edges marked with all input signals 
of FLA. If the successor node "received" a new name, which 
is absent in the IG that was construct up to this point, it is 
added to the IG, and from the generating node an edge is held 
marked with a corresponding input symbol is drawn into it. If 
a node already exists in the IG, the edge marked with the 
appropriate input symbol is drawn from the originating node 
into the IG. Obviously, the process of constructing a IG for 
an FLA is always finite. 

Let's illustrate the construction of the IG on the example 
of FAL above the field (2)GF , which has a set of acceptable 

initial states 
0

{0,1, 2, 3}S = , and the characteristic matrices 

in equations (4) and (5) have the following form: 

1 1 0 0 1

0 0 0 , 1 ,

1 0 0 0 1

A B

∨   
   = =   
   ∨   

[0 1 0], [1].С D= =  

Because for it 3n = , 1l =  it has 32 8=  states and an in-
put alphabet {0,1}Х = . Let us agree to reduce the notation 
to the states of this automaton to denote by numbers 

0 (000) , 1 (001) , 2 (010) , 3 (011) , 4 (100) ,

5 (101) , 6 (110) , 7 (111) .

′ ′ ′ ′ ′= = = = =

′ ′ ′= = =
 

Since in the given matrix B the elements 11b  and 13b  
have two variants of elements to choose from, then further 
we will consider, for example, the following variants of fuzi-
ness distribution in it: 

1 2 3

0 1 1

{B ,B , B } 1 , 1 , 1 .

0 0 1

B

      
      = =       
            

 

Further, to simplify the presentation, we will agree to 
consider that the values of the variables of the possibility to 
choose any variant of the matrix from the set B are equal 
among themselves. The calculation (0,0)δ  and (0,1)δ , i.e., 
the states, to which FLA passes from the state 0 when input 
signals 0 and 1 are given, will be performed according to 
formula (4): 

[ ]
11

12

13

1 1 0 0

(1) 0 0 0 0 0 ,

1 0 0 0

b

s b

b

     
     = +     
          

[ ]
11

12

13

1 1 0 0

(1) 0 0 0 0 1

1 0 0 0

b

s b

b

     
     = +     
          

 . 

In them, matrix B can be any of the matrices 
, 1,2,3.iB i =  As a result, we get that for any variant iB , 

0 1 1

(0.1) 1 , 1 , 1 {2,6,7}.

0 0 1

δ

      
      = =      
            

 

Other transitions of FLA are calculated in the same way. 

 

 

Further, the calculation (0,0)λ . (0,1)λ , i.e. the outputs 
of FLA from the state 0 when input signals 0 and 1 are sup-
plied, will be performed by formula (5): 

0

(0,0) [01 0] 0 [1] 0,

0

λ
 
 = + ⋅ 
  

 [ ]
0

(0,1) [01 0] 0 1 1.

0

λ
 
 = + ⋅ 
  

 

Since in (5) matrices C and D are constant, the values of 
its outputs ( , )s xλ  for any states s are also constant with the 
any method we have chosen.  

Continuing this process further for the rest of the FLA 
states for all input signals of the FLA under consideration, let 
us build its complete transient/output table below: 

State 
Input 

0 1 
0 {0/0} {2/1,6/1,7/1} 
1 {0/0} {2/1,6/1,7/1} 
2 {4/1} {2/0,6/0,3/0} 
3 {4/1} {6/0,2/0,3/0} 
4 {5/0} {7/1,3/1,2/1} 
5 {5/0} {7/1,3/1,2/1} 

 
Now let's get back to constructing an IG for our FLA ex-

ample. It follows from the table of transitions that from the 
initial vertex {0, 1, 2, 3} the edge marked by the symbol 

0x =  should lead to the node with the name {0, 4}, because 

{ }(0,0) (1,0) (2,0) (3,0) 0, 4δ δ δ δ =   , and the edge 

marked by the input 1x =  - to the node {2, 3, 6, 7}, because 

{ }(0,1) (1,1) (2,1) (3,1) 2,3,6,7δ δ δ δ =   . Continuing 

this process, we will obtain for the considered FLA and the 
given set 

0
S  of its allowable initial states the corresponding 

IG shown in Fig.1. 

From this graph we can see that all its nodes of the 1-st 
and 2-nd levels (more precisely, subsets of FLA states that 
are their names), except for one with the name {2,3,6,7}, 
satisfy the inequality (7). This means that all input sequences 
corresponding to the paths in IG from the initial vertex to 
each of them are IS. In the IG in Fig.1 there are three vertices 
({0.4}, {1,4}, {0,5}) with the fuzziness index 2 and two ver-
tices ({2,6,3},{2,6,7}) with the index 3. Thus, three different 
optimal IS (with index 2) can be constructed for the consid-
ered FLA example: p = 0; p = 0,0; p = 1,0. If we evaluate the 
IS by length, then the first of the given optimum is the best 
by this criterion too. 

Let us make one add-on concerning the peculiarity 
of constructing a IG for an FLA having a synchronizing IS. 
It should be noted that this fact can be easily checked. The 
corresponding necessary and sufficient condition established 

(1, 0) {0}, (1,1) {2, 6, 7}, (2, 0) {4},δ δ δ= = =

(2,1) {2,3, 6}, (3, 0) {4}, (3,1) {2,3, 6}δ δ δ= = =
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in [7] for deterministic automata turns out to be true also for 
FLA due to the assumption made about the mechanism of 
fuzziness in their functioning. It is proved that this condition 
consists in the nilpotence of the main characteristic matrix A 
of the automaton, i.e., in the existence of such a whole k that 

kA  there is a zero matrix. In this case, for FLA, the con-
struction of the IG can be simplified. 

When constructing the IG, in case if FLA has SS, there is 
no need to observe its outputs. It follows that now there is no 
need to divide up the set of successor states into subsets with 
the same outputs. Consequently, the number of nodes in the 
IG can generally decrease in this situation. Thus, if the FLA 
considered in the above example had been SS, then in the in 
Fig. 1 the nodes {2,6,7} and {2,6,3} should be combined into 
one node with the name "2,3,6,7". Thus, for the synchronized 
FLA the installation graph will be more compact. 

V. SYNTHESIS OF IS THAT ARE OPTIMAL IN LENGTH AND 

ESTIMATION FLA TRAJECTORIES 

Let us now consider the task of finding IS with a better 
estimate of the FLA trajectory that goes it, for example, in 
FIS {1,4}. As can be seen from Fig.1, all these trajectories 
are the following simple paths (the simplicity of the path is 
understood as it is customary in the theory of graphs) through 
the IG from the vertex 

0
S  to the node {1,4}: 

1. 1 0{0,1, 2,3} {2, 6, 7} {1, 4};⎯⎯→ ⎯⎯→  

2. 1 0{0,1, 2,3} {2, 6,3} {1, 4};⎯⎯→ ⎯⎯→  

3. 0 1 0{0,1, 2,3} {0, 4} {2,3, 6, 7} {1, 4};⎯⎯→ ⎯⎯→ ⎯⎯→  

4. 
0 0 1

1 0

{0,1, 2,3} {0, 4} {0,5}

{2,3,6,7} {1, 4}.

⎯⎯→ ⎯⎯→ ⎯⎯→

⎯⎯→ ⎯⎯→
 

Using the method described above, we will match each 
trajectory with the numbers i = 1,2,3,4 numbers 1( , )M p i  

and 2 ( , )M p i , where p - the input sequences that generate 
estimates of the degree of transitions along the i-th trajectory.   
To calculate the estimations, it is necessary to know the 
matrices of T(x) type described above for each input x.  

It should only be noted that the elements of these matri-
cesare the numbers from the interval [0, 1], which are expert 
estimations of the degree of transitions from one state of 
FLA to another. These matrices themselves are constructed 

on the basis of the table of transitions of FLA. The choice of 
the best trajectory is made on the basis of estimations ob-
tained for all possible trajectories of FLA corresponding to 
the IS under study. 

It follows from the above that there is a fundamental dif-
ference between the installation problem for a deterministic 
automaton and a similar problem for an FLA. For the FLA 
this problem is in general a multi-criteria one, while for the 
deterministic automaton only one criterion is always used for 
the evaluation of different IS – it is length [1]. 

For solving multi-criteria problems, formalization is nec-
essary, which requires expert evaluations of the criteria 
themselves and identification of relations between them. 
These used criteria are known may be either contradict each 
other, act in one direction or be independent. 

At present, a number of approaches to solving multi-
criteria problems are used. One of them is related to singling 
out the most important criterion and searching for a solution 
to an optimization problem only for this criterion. In this 
case, other criteria of the problem in question play a role of 
additional constraints. The second approach is based on or-
dering the given set of criteria and performing a sequential 
optimization for each of the criteria separately. The third 
approach is based on reducing a given set of criteria to one. 
Typically, this reduction is performed by introducing 
weighting coefficients for each criterion. The weighting rati-
os themselves is expert estimates. Much articles have been 
devoted to the development of the above approaches and 
methodology of searching for solutions to multi-criteria prob-
lems. For example, various aspects of this problem have been 
studied in detail in [9,10]. 

VI. CONCLUSION 

The presented results show that the installation problem 
for FLA, in contrast to the same problem for a deterministic 
automaton, is, on the whole, multi-criteria. The methods pro-
posed in the article make it possible to synthesize the gener-
alized IS which are the best for each of the three criteria sep-
arately. These methods are based on the use of a special 
graph (IG), the method of construction of which is described 
in the article. 

 

Fig. 1. Installation graph for example of  FLA  
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Abstract—A reception method is presented for the modulation
scheme that combines differential phase shift keying (DPSK)
and quadrature amplitude modulation (QAM). QAM symbols
are inserted between DPSK symbols, and the phase offset of
QAM symbols is determined by the preceding DPSK symbol.
Such modulation scheme is suitable for noncoherent reception
and its bit error rate (BER) performance is better than that
of a pure DPSK with the same spectral efficiency. In the
case of fast fading, optimal reception of such modulation
requires complete search over a large signal set that leads
to prohibitive computational cost. The proposed method is a
feasible simplified approximation of the generalized likelihood
ratio test. The search is performed only over DPSK hypotheses
while for QAM symbols hard decisions are used instead of
a complete search. The simulation results showed that the
proposed method reduces error floor in channels with fast
fading by several orders of magnitude. It is also shown that
the optimal DPSK constellation size decreases with Doppler
spread. Potential BER gain decreases with the number of QAM
symbols inserted between DPSK symbols. In the case of one
QAM symbol, BER drop factor can be as high as 5.

Index Terms—differential phase shift keying, quadrature am-
plitude modulation, fading channel, fast fading, channel state
estimation, noncoherent reception

1. Introduction

Standard method for reception of signals that require
coherent detection relies on the channel state information
(CSI) estimation. To get these estimates, pilot signals are
used. They consume power and time-frequency resource,
therefore this overhead should be kept as small as possible.

Different approaches are known for reducing the fraction
of system resources allocated to the transmission of pilot
signals. In [1], [2], blind estimation of CSI from data
symbols was used to increase estimation accuracy while
dedicated pilot symbols were used primarily to resolve
angular ambiguity inherent for blind estimates. The main
drawback of this approach is that it requires sufficiently long
symbol sequences (3. . . 4 times signal constellation size) for
reasonable accuracy of blind CSI estimation. Underlying
assumption in this method is that the channel gain is a

constant, so its use for fading channels is limited to the
case of very slow fading.

To tolerate fast fading, modulation schemes are used
that allow noncoherent reception over a small number of
symbols. The most used linear modulation of this class is
differential phase shift keying (DPSK) where noncoherent
decisions can be made from symbol pairs (see, for example,
[3, Chapter 5]), but with the increase of the DPSK constella-
tion size noise immunity sharply drops. Further development
of this approach led to differential amplitude/phase modu-
lation [4], however, some coding is required for its use, and
jointly demodulated signal fragments can not be very short
(in [4], sequences of 6 symbols are considered).

Another direction is the use of modulated pilots that
allow estimation of the channel gain and at the same time
can be used for data transmission. In [5], a modulated
pilot signal is proposed for orthogonal frequency division
multiplexing (OFDM) systems. This pilot occupies two
frequency-adjacent OFDM cells. One cell is modulated
using phase shift keying (PSK), it allows to estimate the
channel gain magnitude. The second cell is modulated using
amplitude shift keying, it allows to estimate the channel gain
phase. If the channel gains for these two cells are close to
each other, such pair of symbols can be used as a pilot for
reception of the other data symbols. As pilot signal in this
case is not fixed, this approach requires more complex signal
processing than in the case of conventional pilot signals.

In [6], a combination of DPSK and quadrature amplitude
modulation (QAM) was proposed to create a signal set
suitable for noncoherent reception. It was shown that in
additive white Gaussian noise (AWGN) channel this mod-
ulation scheme can provide better combinations of spectral
and power efficiencies than pure DPSK.

In AWGN channel, computationally simple reception
method for this modulation scheme can be based on using
demodulated DPSK symbols as pilots for demodulation of
QAM symbols. In channels with fast fading, where channel
gain notably varies between DPSK symbols, the reception
problem is far more difficult. One possible method of re-
ception will be considered in this paper.

The paper has the following structure. In Section 2, sig-
nal and channel model is described. In Section 3, reception
methods are presented. Simulation results are considered in
Section 4. Finally, conclusions are drawn in Section 5.

978-1-7281-9899-6/20/$31.00 ©2020 IEEE
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... ...DPSKQAM QAM QAM DPSK QAM QAM

NQ symbols

MQ MD MQ MQ MQ MQMD

...

Figure 1. Sequence of DPSK and QAM symbols

2. Signal and Channel Model

The idea of combined DPSK-QAM modulation scheme
can be formulated as follows. There is a sequence of
MD-ary DPSK symbols, and every pair of adjacent DPSK
symbols is separated by NQ MQ-ary QAM symbols (see
Figure 1). To make possible reception of QAM symbols
without additional pilot signals, DPSK symbols are used as
a phase reference, i. e., every DPSK symbol defines the
phase offset for NQ subsequent QAM symbols.

Mathematical description of such signal has the follow-
ing form:

s(t) =

∞∑
k=−∞

NQ∑
m=0

ak,mg(t− (k(NQ + 1) +m)T ), (1)

where k is the number of the block consisting of NQ + 1
symbols, m is the symbol number inside the block, g(t) is
the signal pulse, T is the symbol period, ak,m are modula-
tion symbols having the following form:

ak,m =

{
a(k−1),0 exp

(
j 2π
MD

dk−1

)
, m = 0,

ak,0ck,m, m 6= 0,
(2)

where dk ∈ {0, 1, . . . ,MD − 1} are integer-valued repre-
sentations of DPSK symbols, ck,m ∈ C are complex-valued
QAM symbols from the MQ-ary QAM constellation C. The
average powers of DPSK and QAM symbols are set to unity
as power optimization results presented in [6] showed that
optimum powers are very close to one. Therefore, power
optimization gain is very low, and this optimization will not
be considered here.

This scheme can be treated as a transmission of over-
lapping blocks with the length of NQ + 2 symbol intervals
(Figure 2). These blocks are signals from a signal set
suitable for noncoherent reception. This signal set consists
of M = MDM

NQ

Q signals and thus conveys mD +NQmQ

data bits, where mD = log2MD and mQ = log2MQ

are the numbers of bits in the DPSK and QAM symbols,
respectively. The structure of the signals from this signal set
is shown in Figure 3, it can be described as follows:

• one real-valued pilot symbol equal to one;
• NQ QAM symbols with unit average power;
• one PSK symbol with magnitude equal to one.

Spectral efficiency (SE) of this modulation scheme is

SE =
mD +NQmQ

NQ + 1
bits per symbol. (3)

Channel model with flat fading and AWGN is adopted.
The fading is considered fast enough that we cannot ignore

... ...DPSKQAM QAM QAM DPSK QAM QAM DPSK... ...

Figure 2. Overlapped signal blocks

Pilot QAM QAM PSK

NQ symbols

MQ MQ MD

...

Figure 3. Signal set structure

channel gain changes inside signal blocks, but at the same
time slow enough to ignore multiplicative distortions of
signal pulses.

Received samples after the matched filter (ideal time
synchronization is assumed) have the form

xk,m = hk,m ak,m + nk,m, (4)

where hk,m is the channel gain for the m-th symbol of the
k-th block, and nk,m are the samples of complex-valued
AWGN with average power Pn.

Because of block overlapping, DPSK symbols will be
treated as belonging to two blocks simultaneously:

xk,0 = x(k−1),(NQ+1), hk,0 = h(k−1),(NQ+1),

ak,0 = a(k−1),(NQ+1), nk,0 = n(k−1),(NQ+1).
(5)

Rayleigh channel model is assumed, so that hk,m are
sample realizations of correlated zero-mean unit-variance
complex-valued Gaussian random variables. Correlation be-
tween these variables is described by Jakes model [7]:

hk1,m1
h∗k2,m2

= r(∆m) = J0 (2πfDT∆m) , (6)

where

∆m = m1 −m2 + (k1 − k2)(NQ + 1). (7)

Here J0(·) is Bessel function of the first kind of order
zero, and fD is Doppler spread. Overline denotes ensemble
averaging, and ∗ denotes complex conjugation.

Since the average power of all symbols is equal to one,
and channel gains have unit variance, signal-to-noise ratio
(SNR) per bit is

Eb
N0

=
1

SE · Pn
. (8)

3. Reception Methods

3.1. Methods for AWGN

In the case of slow fading, reception method presented
in [6] can be used. In this method, DPSK is demodulated,
and obtained hard decisions are used to estimate a constant
channel gain for QAM symbols. Mathematical description
of the method has the following form:

IEEE EWDTS 2020, September 4-7 231



1) DPSK demodulation:

d̂k =

[
MD

2π
arg
(
xk,(NQ+1)x

∗
k,0

)]
. (9)

Here [ ] denotes rounding to the nearest integer.
2) Hard decision d̂k gives a pair of pilot symbols:

p0 = 1, p1 = exp

(
j

2π

MD
d̂k

)
. (10)

3) To estimate CSI for QAM symbols, several ap-
proaches can be used. In all considered cases the
estimate is obtained as a linear combination of the
following form:

ĥk,m = xk,0 p
∗
0 w0,m + x(k+1),0 p

∗
1 w1,m. (11)

The weighting factors w0,m, w1,m depend on par-
ticular estimation method. The following methods
are considered:

a) Maximum likelihood (ML) estimation of
a constant channel gain (this formula was
used in [6] for AWGN channel):

w0,m = w1,m =
1

2
∀m = 1, . . . , NQ. (12)

b) Linear interpolation:

w0,m = 1− m

NQ + 1
, (13)

w1,m =
m

NQ + 1
. (14)

c) Optimal Wiener filter (this method requires
the knowledge of the channel gain correla-
tion properties (6), (7)):

w0,m =
r(m)− r(NQ + 1−m)r(NQ + 1)

1− (r(NQ + 1))2
, (15)

w1,m =
r(NQ + 1−m)− r(m)r(NQ + 1)

1− (r(NQ + 1))2
. (16)

Here, high SNR is assumed, so the influ-
ence of noise is ignored.

4) QAM symbols are demodulated with account for
CSI obtained at the previous step:

âk,m = arg min
C∈C

(
|xk,m − ĥk,mC|

)
. (17)

It should be noted that DPSK demodulation in the case
of fast fading produces an error floor [8]. These errors that
do not cease even at high SNR would lead to large errors
in CSI estimation for QAM symbols and therefore an error
floor would also appear for QAM demodulation.

3.2. GLRT Reception

According to the generalized likelihood ratio test
(GLRT) detector description in [4], it computes the joint
ML estimate of the channel and the transmitted signal. In
the case of AWGN channel, the decision formula is simple
but it may require an exhaustive search over signal set.
In the case of fast fading, where estimated channel gain
is not constant, GLRT reception procedure becomes highly
complicated. To implement it, for every possible symbol
sequence of Figure 3 the following calculations should be
done:

1) CSI estimation. As it is based on a complete hy-
pothesized symbol sequence, it should be essen-
tially some sort of smoothing. To get an optimal
estimate, channel model is needed.

2) Squared Euclidean distance calculation between re-
ceived sequence of samples and hypothesized sym-
bol sequence multiplied by CSI estimates.

After calculating the distances for all M = MDM
NQ

Q
possible symbol sequences, the sequence that gives the
minimum distance is selected as a final decision.

The necessity of exhaustive search through the com-
plete signal set makes this method unfeasible for almost
all combinations of MD, MQ, and NQ. Therefore, some
simplifications are required to make this approach suitable
for practical use. One such modification is presented below.

3.3. Proposed Method

The main idea of the proposed reception method is that
the search and CSI estimation are performed only over
possible DPSK symbols, while for QAM symbols hard de-
cisions are used. Such approach is computationally feasible
and at the same time it involves all symbols of the block
into the process of selecting DPSK hypothesis. Therefore,
it can be treated as a simplified approximation of GLRT.
Computational cost of this method is MNQ

Q times lower than
that of GLRT.

Mathematical description of the method has the follow-
ing form. We consider all MD DPSK hypotheses sequen-
tially, and for every integer number d = 0, 1, . . . , MD − 1
perform the following steps:

1) From the hypothesis d, a pair of pilot symbols is
formed similar to (10):

p0 = 1, p1 = exp

(
j

2π

MD
d

)
. (18)

2) These pilot symbols are used to estimate the CSI for
both DPSK and QAM symbols. As the channel gain
between DPSK samples is not constant, various
interpolation techniques can be used here, such
as (12), (13) and (14), or (15) and (16). In the
simulations, Wiener filtering (15), (16) was used.
As a result of this step, we obtain CSI estimations
ĥk,m, m = 0, 1, . . . , NQ + 1.
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3) QAM symbols are demodulated with account for
obtained CSI according to (17).

4) Squared Euclidean distance between received sam-
ples and hard decisions for both DPSK and QAM
symbols is calculated:

u2d =

NQ∑
m=1

|xk,m − ĥk,mâk,m|2

+ |xk,0 − ĥk,0|2+ |xk,(NQ+1) − ĥk,(NQ+1)p1|2. (19)

In this formula, two last terms correspond to the
DPSK samples.

After calculating u2d for all MD DPSK hypotheses, the
result that provides the minimum u2d is selected:

d̂k = arg min
d
u2d, (20)

and demodulation results corresponding to the selected hy-
pothesis are stored.

To illustrate this idea, an example will be considered
with the following signal parameters: MD = 4, MQ = 16,
NQ = 16, Eb/N0 = 20 dB, fDT = 10−2.

All NQ+2 = 18 samples of one signal block are shown
in Figure 4. Two DPSK samples are marked by the green
rectangles. It is seen that the angle between these samples is
close to 135◦, hence two DPSK hypotheses (90◦ and 180◦

phase shift) are almost equiprobable.
Figure 5 illustrates the steps presented above, for the

first DPSK hypothesis d = 0. Red dots show NQ 16QAM
constellations rotated and scaled by the CSI estimations
ĥk,m. Red circles mark the selected QAM points âk,m, and
blue lines show the distances |xk,m − ĥk,mâk,m|.

Figures 6–8 are similar to Fig. 5, they correspond to the
three remaining DPSK hypotheses (d = 1, 2, 3).

Calculations of u2d in this example produce the results
presented in Table 1. It is seen that the best result is obtained
when d = 2 (DPSK rotation by 180◦). It should be noted that
the ordinary DPSK demodulation in this example would give
d̂k = 3 (DPSK rotation by −90◦). This fact shows that the
proposed reception method allows to exploit the information
about the QAM signal constellation without the exhaustive
search over all possible symbol combinations.

4. Simulation Results

The first simulation was performed to compare different
reception methods. The resultant dependencies of bit error
rate (BER) on the average SNR per bit are shown in Figure 9
for the following signal parameters: MD = 8, MQ = 16,
NQ = 4. Two values of Doppler spread were simulated:
fDT = 10−2 and 5 · 10−3. Plot legend indicates Doppler
spread values and the reception methods:

• Wiener: reception algorithm for AWGN, optimal
filtering with the weights defined by (15) and (16);

• DPSK search: proposed method (18)–(20).

Reception algorithm for AWGN was also simulated with
linear interpolation (13), (14) and estimation of a constant
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Figure 4. Example: received samples of one signal block

TABLE 1. VALUES OF ud FOR PRESENTED EXAMPLE

d 0 1 2 3
u2
d 0.2724 0.3405 0.05491 0.09636

gain (12), but the influence of CSI estimation method on the
BER results proved to be negligible. Therefore, the results
are shown only for Wiener filtering.

The curves show that, as expected, reception method
intended for AWGN channel produces an error floor that
increases with Doppler spread. The proposed reception al-
gorithm, due to inclusion of QAM symbols into the process
of DPSK demodulation, makes the error floor several orders
of magnitude lower though does not remove it completely.

The purpose of the second simulation was to compare
the influence of Doppler spread on BER for signals with
different combinations of parameters that provide the same
SE. The proposed reception method was used.

Figure 10 shows the dependence of BER on Doppler
spread at Eb/N0 = 20 dB for several combinations of MD

and MQ with NQ = 1 and SE = 4 bits per symbol.
The curves are labeled as “DxQy”, where x = MD and

y = MQ. When MD = 1, it means the absence of DPSK
modulation, i. e., the use of the ordinary pilot symbols.

It is seen that lower MD generally improves tolerance
to high fD values, but for slowly changing channels (lower
fD values) DPSK-modulated pilots can provide lower BER.

For every fD value, an optimal MD can be found.
Below, appropriate approximate ranges of fDT are listed
for various MD:

• MD = 1 (unmodulated pilots): fDT > 4 · 10−2;
• MD = 2: fDT = (2 . . . 4) · 10−2;
• MD = 4: fDT = (1 . . . 2) · 10−2;
• MD = 8: fDT < 10−2;
• MD = 16: not optimal ∀fDT .
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Figure 5. Results of CSI estimation and QAM demodulation for the DPSK
hypothesis d = 0
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Figure 6. Results of CSI estimation and QAM demodulation for the DPSK
hypothesis d = 1

Figure 10 also shows that for low values of fD, com-
bination MD = 8, MQ = 32 is optimal. It coincides with
optimization results presented in [6] for AWGN channel.

In the Figures 11 and 12, similar results are shown
for NQ = 2 and NQ = 4, respectively. In these cases,
some values of MD do not allow to obtain SE = 4, so
the most close values were used. The curves are labeled as
“Dx(Qy)NQ”, where x = MD and y = MQ.

The general behavior of the curves is the same as in
Figure 10 (lower MD allows to tolerate higher fD), but po-
tential BER decrease due to the use of higher MD drops with
NQ: BER reduction factor is about 5 for NQ = 1, about 2
for NQ = 2 and about 1.64 for NQ = 4. Consequently, the
maximum gain from the use of the proposed scheme can be
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Figure 7. Results of CSI estimation and QAM demodulation for the DPSK
hypothesis d = 2
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Figure 8. Results of CSI estimation and QAM demodulation for the DPSK
hypothesis d = 3

achieved for small values of NQ.

5. Conclusion

The proposed reception method has allowable compu-
tational cost and significantly (several orders of magnitude)
reduces error floor in channels with fast fading. With this re-
ception method, it is possible to improve power efficiency of
the transmission by using DPSK-modulated pilot symbols.
Optimal DPSK constellation size decreases with Doppler
spread. The achievable BER decrease due to the use of
DPSK-modulated pilot symbols drops with the number of
inserted QAM symbols NQ. In the case of NQ = 1, BER
can be reduced by the factor of 5.

Possible directions of future research:
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Figure 9. BER vs. average SNR per bit, MD = 8, MQ = 16, NQ = 4
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• analytical estimation of the BER performance of the
proposed method;

• modification of proposed reception method to calcu-
late soft decisions for this modulation scheme;

• extension of this approach to multicarrier and spa-
tially multiplexed systems.
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Abstract—Vaccination is the assured way of gaining 
immunization against many life-threatening diseases. However, 
the vaccine outreaches in developing and undeveloped countries 
are very limited due to lack of proper management of the cold 
chain system. This paper presents a real-time data–centric cold 
chain monitoring system for the continuous monitoring of the 
vaccine distribution and transportation process. The proposed 
system provides the unique feature of creating and managing 
individual trips for vaccine transportation process along with the 
regular supervision of temperature and humidity of the carrier. 
Moreover, the hardware and software components for the system 
also track the location of the carrier. This proposed system can be 
particularly highly effective in increasing vaccine coverage in the 
remote regions. This is because the proposed system enables the 
remote monitoring of the entire process and ensure transparency 
in the distribution process.  

Keywords— IoT, Monitoring System, Vaccine Cold Chain. 

I. INTRODUCTION  

Immunization by vaccines is widely acknowledged for 
controlling and eliminating a large number of infectious diseases 
and is also one of the most cost-effective public health 
interventions. According to UNICEF, vaccines are saving 2-3 
million lives every year. However, vaccine outreach is still very 
limited in the developing and undeveloped countries. In 2018 
alone, 13.5 million children did not receive routine 
immunization and 1.5 million lives are lost every year from 
diseases that can be prevented by vaccines [1].  

Even though different factors are responsible for this low 
outreach of vaccines,  breach of the vaccine cold chain is the 
biggest contributing factor [2]. Vaccines are extremely sensitive 
to temperatures. The World Health Organization has fixed the 
temperature range for vaccine storage and transportation as 2-
8°C and vaccines completely lose potency if they are exposed to 
temperatures beyond this range even for short durations. This is 

why maintaining the cold chain system from the point of 
manufacture till the point of administration is very important. 
However, various physical, geographical and socio-economic 
factors in the developing countries hamper the smooth 
management of the vaccine cold-chain system resulting in the 
loss of almost 50% vaccines annually [3].  WHO has a number 
of standardized devices and guidelines for monitoring the cold 
chain; but in the undeveloped countries, about 31% of these 
devices were non-functional and several of the units were too 
old for use [4]. Most of the people in the undeveloped and 
developing countries are not sufficiently trained for using these 
devices and often times there is no transparency and no routine 
monitoring in the cold chain system. This leads to the wastage 
of almost 39.54% vaccines at the session sites. Moreover, while 
transporting, the vaccines are mostly carried in cold boxes using 
ice packs and cold water packs. The vaccines often freeze below 
the necessary temperature range rendering them useless and 
even harmful. Again, because of the lack of accountability, 
vaccines even get lost or stolen during the journey to the health 
centers. All these contribute to the loss of almost 30% vaccines 
during transportation [5].  

Considering these existing problems in maintaining the cold 
chain, this paper introduces a real-time, data-centric vaccine 
cold chain monitoring system, which monitors the temperature 
and location of the vaccine carriers and sends necessary 
notifications and text messages to the healthcare supervisors 
accordingly. The corresponding hardware designs for the system 
have been previously developed which consists of a 
thermoelectric based vaccine carrier, a monitoring module 
containing the necessary temperature and humidity sensors and 
a communication unit which is responsible for providing the 
location information as well as for sending text notifications and 
sharing data on the web server [6]. This system ensures that 
transparency is maintained and that the vaccines are monitored 
routinely throughout the transfer process. Unlike traditional 
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systems, the entire monitoring process is carried out 
automatically, hence there is no space for human errors or 
negligence. The different design aspects and features of the 
system are described in details in this paper. 

This paper is organized as follows. The background study 
and the limitations and strengths of the existing systems are 
mentioned in section II. The different features of the proposed 
system is presented in section III. Section IV contains the 
implementation framework of the system and the conclusion and 
future scopes are highlighted in section V.  

II. BACKGROUND STUDY 

Over the years, numerous researches have been carried out 
to develop web and mobile based applications which can assist 
in increasing vaccine coverage and monitoring the cold chain. 
Among the various works done, most of the mobile applications 
that have been developed are largely responsible to collect data 
about vaccine coverage in the hard to reach areas of developing 
countries and are concerned with monitoring the routine 
administration of vaccines [7, 8, 9]. However, as previous 
discussions indicate, the proper coverage of vaccines in these 
remote regions can only be ensured when the cold chain of the 
vaccine supply system performs properly. So even though these 
applications can successfully determine the rate of vaccine 
outreach, they do not work to increase this coverage rate. 

Moreover, there exists a few web based systems as [10, 11] 
which allows to monitor the cold chain performance by 
reporting the refrigeration status of the various vaccine 
refrigerators, cold rooms and boxes. However, these systems are 
only suitable for use in vaccine cold rooms and vaccine 
refrigerators at the session sites. These are not adapted for use 
during the transportation period of the vaccines where the cold 
chain breach is most common. In [12] a cold chain monitoring 
system is devised based on FonAstra which a sensing system 
that uses cellular network to send temperature and location data 
via text messages. This data is then stored in a database which is 
accessible through a web browser. A similar work has also been 
done in [13] where the system sends the data through WI-FI 
transmitters to the monitoring authorities who can check this 
data through Sensor cloud. It does not send any separate SMS 
notification. Both of these systems are only online based 
applications and these also have a basic limitation that these do 
not include the function of allocating separate IDs to the large 
number of vaccine carriers that are often sent out together on 
different trips and also cannot identify from which carrier or 
which vaccine delivery trip the definite data is being sent from. 
So these in practice can only be used for individual carriers or 
single trips at a time. The system discussed in [14] is a slightly 
improved version of the two previous systems. This monitoring 
system, sends the temperature and location data to the supervisor 
as SMS and also sends to a cloud based web service. The cloud 
application receives acknowledgements from the supervisor’s 
mobile phone and marks the vaccine carriers as safe or unsafe 
accordingly. Unlike the previous systems, this monitoring 
system can identify individual boxes by separate IDs but do not 
have the ability to differentiate between the various delivery 
trips being made at the same time.  

This system thus have been designed considering the 
limitations of the existing works. Unlike the previous works, the 

monitoring system is based on both a web server and a mobile 
application. The mobile application has a user friendly interface 
which allows easy access to the health care workers. Moreover, 
this work has a number of distinctive features which were absent 
in the previous works; most important of these being: 
assignment of individual ID numbers to all the vaccine carriers 
and creating and tracking every individual trip that is made to 
the remote health centers.  

III. PROPOSED MODEL 

A general idea about how the monitoring system functions 
is depicted in the block diagram in Fig. 1.   

 
Fig. 1. Monitoring system block diagram 

A. Trip details and vaccine carrier information 

The first feature that sets this system apart from the previous 
works is that at the beginning of any vaccine transportation trip, 
a new trip is created through the web server of the system which 
can be accessed by the healthcare supervisor. This contains all 
the necessary details about an individual trip, including the 
current status of a trip, the trip route, the details about the type 
and amount of vaccines being carried and details about the 
healthcare workers on the trip. The entire trip can also be tracked 
by the healthcare supervisors or admin while it is active. While 
tracking an individual trip, the admins can access information 
about the current location of the carrier, the current temperature 
and humidity readings of the vaccine carrier chamber as well as 
the general information about the healthcare worker and the 
vaccines being carried. However, while tracking there is no 
provision for selecting the best route for the vaccine transfer, 
rather, the carrier will follow the route pre-defines before the 
journey. Algorithm 1 describes the process of searching and 
tracking an active trip.  

Algorithm 1: Algorithm for searching and tracking a trip 
1: start 
2: tripData = getTripInformationFromRoute(); 
3: trip = getTripDetailsById(tripData.id); 
4: if trip == null then 
5:     trip = makeTrip(tripData); 
6:     trip.locationList=tripData.locationList 
7:     trip.userList=tripData.userList 
8: end 
9: allLocation = trip.getAllLocation(); 
10: allUser =trip.getAllUserList(); 
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11: isAllLocationVisited = true; 
12: for every location in a allLocation 
13:      if notlocation.isVisited() then 
14:         isAllLocationVisited = false; 
15:      end 
16: endfor 
17: if isAllLocationVisited then 
18:     trip.isCompleteTrip = true; 
19: else 
20:    trip.isCompleteTrip = false; 
21: end 
22: end 

 

Also, each of the vaccine carrier in the trips are assigned a 
unique ID which allows them to keep track of all the carriers 
individually as well. 

B. Continuous monitoring  

The vaccine carriers used in the system are equipped with a 
temperature and humidity sensor that continuously monitors the 
temperature and humidity of the carrier chamber and the 
monitored data is sent to a microcontroller unit which records 
the temperatures and sends the data at a regular interval to the 
communication unit. Moreover, an LDR is placed in the carrier 
that helps to determine if the vaccine carrier has been opened 
anytime during the journey. If the carrier is opened, the LDR 
value crosses a threshold level which causes the communication 
unit to send urgent notifications regarding opening of the carrier. 
This ensures that no vaccine can be stolen or removed from the 
carrier during the transportation process. 

C. Location Tracking 

In this system, the communication unit consisting of the 
GSM-GPS-GPRS module is responsible for providing the 
location information of the vaccine carrier along with 
determining the date and time of the trip being made. The 
module determines the GSM location of the carrier and this 
enables the supervisor to locate the position of any vaccine 
carrier at any given time to ensure that the pre-defined route for 
vaccine transportation is being followed. 

D. Regular and Urgent Notifications 

In the proposed system, at definite regular intervals, 
notifications about each individual box are sent to the supervisor 
as well as to the health care individual assigned to the particular 
trip. These notifications contains the carrier temperature, 
humidity and location information along with the time stamp. 
Apart from the regular notifications, some urgent notifications 
are also sent out whenever the carrier temperatures fall beyond 
the range of 2-8°C or if the carrier has been opened during the 
trip. Both the regular and urgent notifications are sent to the 
users via SMS as well as through the mobile application, 
because these carriers are designed to be used even at the most 
remote areas. Due to the lack of proper infrastructure, it is 
possible that at any point of the transportation process, internet 
connections might not be available or might be weak which can 
cause a delay in receiving notifications from the mobile 
application. However, basic mobile networks are mostly 

available in all areas and SMS notifications are more likely to be 
received.  

IV. FRAMEWORK IMPLEMENTATION 

A. Architectural Design 

The architectural design of the proposed system is based on 
a three-tier approach where the first tier is the client tier or 
presentation tier, the second tier is the middle tier followed by 
the database tier. This three tier architecture allows to integrating 
the different users and their functionalities on one platform. This 
enables the proposed system to provide more flexibility to its 
applications.  

 
1)  The Client Tier: The first tier in the architecture is the 

client tier which allows the users to interact with the platform. 
In this case, the web browser and the smart phone’s touch 
screen and display interface act as the client tier which is 
utilized by all users connected to the system. The graphical user 
interfaces of the application operates in this tier and it allows 
the users to perform the different functions like creating an 
account, logging in, tracking a current trip and so on. This 
proposed system provides a very simple and user friendly GUI, 
which will allow the healthcare workers with minimum training 
and education to easily operate the application. Fig. 2 and Fig. 
3 presents the mobile and web based interfaces of the proposed 
monitoring system respectively.  

 
Fig. 2. Mobile user interface 
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Fig. 3. Monitoring system homepage 

2) The Middle Tier: In this system, the middle tier consists 
of the core logic of the application. As mentioned before, the 
client tier assembles and diplays data from the user, while the 
database performs the storage and retrieval of data. Most of the 
remaining functions are performed by the middle tier where it 
determines the content and structure of the data to be displayed 
to the users and processes the user input. This middle tier acts a 
merger between the other two tiers. The inputs generated by the 
users are formed into queries and interpreted by the data base 
as read or write functions. In this proposed system, the web 
server is a core component of the middle tier.  

 
3) The Database Tier: The final tier of the architectural 

design is the database tier which is responsible for the storage 
and retrieval of all data from the system. The database of the 
proposed system is designed based on the entity relationship 
diagram during the system design phase and it consists of seven 
database tables. 

 

B. Role of the Users 

The proposed system comprises of two types of users: the 
healthcare supervisors who are responsible for creating the trips 
and monitoring the entire transportation process of the vaccines 
and the healthcare workers who are assigned for individual trips 
to transport the vaccines to the centers.  All the users are required 
to be registered in the platform to use it. Next based on the type 
of the user, they are directed to the respective dashboards where 
they can perform their individual functions as depicted in Fig. 4. 

1) Healthcare Supervisors/ Admin: The first role of the 
supervisors or admins is to create an account and log into the 
account using their emails. Supervisors are allowed to login 
both to the web and mobile applications. Next the user can 
access a number of features on the system as depicted in Fig. 4. 
This includes creating, updating, viewing or deleting trips and 
vaccine information and tracking the locations and access 
details about all ongoing trips. During an ongoing trip, the 
supervisors also receive routine notifications through the 
mobile app about the temperature conditions of the carrier and 
whether the carrier has been opened or not and can take actions 
accordingly.  

 

 

 
Fig. 4. Use case diagram 

2) Healthcare Workers: Similar to the supervisors, the first 
role of the workers assigned to the trips is to create and log in 
to their respective accounts. The workers have access only to 
the mobile applications and they can view the details about their 
current trips only. They receive regular notifications about the 
temperature conditions and can view the location and route 
information of their current trips.  

 
3) Physical Design: After completing the system analysis 

and understanding the role of each user, the logical designs of 
the systems are created. Each process in the system was 
modeled using Data Flow Diagrams (DFD) and to get better 
understanding of the flow of data through the system Entity 
Relationship Diagrams (ERD) were constructed. Moreover, 
sequence diagrams were utilized to determine the roles and 
functions of each user. The main concerns of this design level 
was thus to determine the work flow of the entire system and 
how the outputs will be presented.  

 

C. Data Flow of the Application 

1) Sign in and Sign up: Irrespective of the type, all the users 
must go through the process of signing up and logging in. The 
process of creating an account and logging in is very simple. 
For creating an account, the user is required to click on the 
Register button. This will prompt the user to create an account 
by providing the necessary information and click submit. This 
sends the details of the user to the database. Once the sign up 
process is successful, the users can login to their accounts by 
entering the necessary credentials. After logging in the different 
features can be accessed based on the type of the user.  

2) 4.3.2 Creating and Searching for a Trip: One of the 
features of the system is the ability to create individual trips 
before a specific vaccination transfer process is started. For this 
purpose the user who is admin or supervisor is required to 
access the feature by clicking on the “create new trip” button 
on the dashboard. This provides a form requesting different 
information regarding the trip and the vaccines being carried. 
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      Similar to creating a trip, only an admin can search for both 
current and previously completed trips by using the search 
option on the dashboard. The trip name entered by the user is 
matched against the database to retrieve and present the details 
of that particular trip. The dashboard of the admin also by 
default contains a list of ongoing trips and the details of a trip 
can be viewed simply by clicking on the list item. Similar 
processes are also to be followed by the healthcare workers, the 
only difference being that they are allowed to view only the trip 
that they are currently assigned in.  

3) Adding New Vaccine types: For adding details about new 
vaccines to the database, a similar process is followed as 
creating a trip. The admin accesses a form by clicking on the 
“create new vaccine” button and by providing the necessary 
information in a form, the details of the vaccine are saved in the 
database. The unique vaccine ID assigned to each vaccine 
created in this process is utilized later in creating a trip. 

V. CONCLUSION AND FUTURE WORKS

An app based monitoring system for vaccine cold chain is 
proposed in this system. The proposed system ensures that the 
vaccine cold chain is monitored continuously during the entire 
transportation process to health centers and as the system is 
completely automated, it ensures transparency and efficiency in 
the whole process. The system can be extremely beneficial when 
utilized to track and monitor the vaccine transfer processes in 
the remote areas in developing and undeveloped countries where 
the vaccine outreach is minimum due to lack of proper 
management of the cold chain systems. Even though there are 
no visible drawbacks of the system, there are still some future 
scopes in improving the overall efficiency of the application by 
making it as user friendly as possible to be easily usable by the 
untrained field workers and add features as necessary.  
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Abstract—Most tasks related to automatic control of sub-
way trains require availability of accurate train coordinates. 
Odometry is the simplest method of positioning, but it tends to 
accumulate errors. We suggest using radio frequency (UHF-
RFID) positioning in addition to odometry, which will allow to 
nullify the errors and calibrate the odometer sensors for more 
accurate positioning of subway trains. Active readers and an-
tennas shall be installed on head cars, and passive RFID tags 
storing their coordinates shall be put on tunnel walls. This pa-
per addresses the topical issue of reliability of RFID tag scan-
ning by equipment of various generations depending on train 
speed, radio visibility zone and programmed time of tags scan-
ning. A method to evaluate the accuracy of precision RFID-
based positioning of subway trains is proposed. Basing on train 
speed and parameters of reader to-tag communication, it be-
comes possible to give sufficiently accurate evaluation of a 
reader antenna position relatively to the RFID tag location at 
the first scanning. The obtained results are universally valid 
and can be used both on surface rail transport, and in other 
related fields. 

Keywords—RFID, navigation, positioning, accuracy, relia-
bility, subway trains. 

I. INTRODUCTION 

The accurate positioning (navigation) of subway trains 
becomes more critical when implementing automatic train 
control. Accurate positioning is required not only for target 
braking at stations with platform screen doors, but also for 
continuous determining current coordinates of a train as the 
base of proper performance of the entire automatic train con-
trol system [1, 2]. 

The main navigation tool in subways is odometry (it uses 
wheel sensors to show travel distance). Current train position 
on a line is tracked against a certain point (dead reckoning), 
for instance, departure from a stub track or the first station 
[3]. However, such method of positioning has multiple dis-
advantages: it is highly dependent on accuracy of sensor cal-
ibration, difference of the distance traveled by a wheel pair in 
curves and spinning of wheels while accelerating and slow-
ing down. There exist mathematical methods to improve the 
accuracy of positioning which involve the use of wheel sen-
sors [4, 5], but they do not allow to eliminate the errors com-
pletely. Refined odometry readings require additional tools. 

Positioning of subway trains can use Radio Frequency 
Identification. Such technology is implemented in St. Peters-

burg Metro, where some lines have been equipped with au-
tomatic train control system that uses the UHF RFID tech-
nology [6–10]. In such is case, automatic train control com-
mands are recorded in memory of the floor-level RFID tags 
put on tunnel walls. Coordinates of the tunnel tags are stored 
in their memory, too. Communication between trains and 
tags goes through a radio channel using readers installed in 
head cars of the trains. 

The navigational constituent of such system is particular-
ly important. Such system can be used to calibrate wheel 
sensors and nullify the accumulated errors. In [11], such so-
lution is implemented for calibration and resetting the accu-
mulated errors on public transport systems which use satellite 
and inertial navigation, but subway lacks access to satellite 
navigation. 

Such approach has become worldwide [11–15]. The most 
similar solution is considered in [12], where passive tags are 
put on tunnel walls and readers are installed on head cars. 
The practice has primary focus on wide range of speeds, in-
cluding 100 km/h. The authors propose using signal phase 
difference estimate received from a tag group (at least three 
in a group; total number depends on the speed) to locate 
trains. This method implies over-calculation, not every reader 
has the function of phase difference estimate. The authors 
have paid no attention to collision issues in conditions of 
multiple-tag scanning and cases when tags are missed due to 
high speeds. 

From the author’s point of view, RFID tag positioning of 
trains is more promising and simple in subways at the mo-
ment of first scanning of a tag by known session setup pa-
rameters of tag-reader communication. However, as seen 
from the experience of using a RFID-based positioning sys-
tem in St. Petersburg Metro at relatively low speeds (less 
than 80 km/h) RFID tags are randomly missed. Thus, the 
need to study the issue of their improved detection became 
relevant. 

Thus, navigation of trains on a line can involve wheel 
sensor readings of its traveled distance (or an equivalent de-
vice) completed by high-precision readings of a RFID-
system. 

Analytical review has shown poor coverage of the topic 
of reliability of RFID tag scanning at high speeds. Therefore, 
the first section covers features of readers of various genera-
tion and estimates reliability of tag reading at their high-
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speed radio visibility zone. The second section studies accu-
racy of RFID-based positioning of trains. 

II. METHODS OF RELIABILITY ESTIMATION OF RFID TAG 

SCANNING BY SUBWAY TRAINS 

A. Review of Various Reader Generations and Their Op-
eration Principles 

Due to limited choice of solutions at the market, readers 
with process intervals in tag scanning were chosen for devel-
opment of a non-contact track linking system in St. Peters-
burg Metro based on RFID technology. 

Readers of this type require an external control signal to 
start which includes tag scanning time, and scanning time is 
selected within a limited range. After a start signal is re-
ceived, the reader “searches” for a tag until one of the two 
possible options occur: Either a tag is successfully read, or no 
successful scanning until the scanning time expiration. At 
any result, further search is stopped and the results are trans-
mitted to the car controller. Further scanning requires restart-
ing the reader. Between the restart and the previous time ex-
piration, there exist a certain interval. As the operating prac-
tices have shown this is the tag-reader communication algo-
rithm, which features missing tag cases at allowed speeds, 
which reduced reliability of RFID-based positioning system 
operation. 

Our study of this problem has led us to the conclusion 
that one of the ways to improve reliability of tag scanning is 
to shift to advanced readers with continuous scanning. Such 
readers require no external control signals to restart tag scan-
ning: once a start signal is received, the reader scans non-stop 
until it receives a forced stop signal; tag detected does not 
stop scanning.  

Procedure of train positioning against track coordinates in 
continuous scanning readers is design to be as follows: 

1. A reader emits a continuous scanning signal, which 
is a cyclic sequence of requests to tags and wait for their re-
sponses. Each cycle lasts no longer than several milliseconds. 

2. Each tag has a specific radio visibility zone, which 
depends on various parameters: strength of the signal emitted 
by the reader; attenuation in a reader-antenna path; antenna 
gain; parameters of the tag itself [16]. When the reader an-
tenna appears within the radio visibility zone of a tag, reader-
tag data communication becomes available. It is worth high-
lighting that the width of tag radio visibility zone is a random 
value normally distributed with average random of 2.3 m and 
root-mean-square deviation of 0.02 m, whereas radio visibil-
ity zone of the tag is symmetric to its location. 

3. When receiving a request from the reader within its 
radio visibility zone, a tag responds within several millisec-
onds as per Gen2 protocol [7]. After having detected a tag, 
the reader initiates read out of the service data, including 
details on the tag location coordinates. Since the time spent 
on service data scanning from the tag does not equal to zero, 
when the reader antenna approaches the tag visibility zone at 
a specific speed, the latter will be scanned at a point further 
than its visibility zone acquisition one. It is apparent that the 
higher is the speed the further will be such point. 

4. After having scanned the service data, the reader 
transmits the results to RFID-based positioning system car 
controller for further processing, after which the train is as-

signed a new coordinate. The time spent on processing and 
data exchange between the reader and the car controller is no 
longer than several milliseconds. 

Introduce the term “tag scan time” and settle that it means 
a time interval from the moment when reader antenna enters 
tag visibility zone until the moment the car controller re-
ceives service data from the antenna. 

According to bench tests, tag scan time is a random nor-
mally distributed value with average random of 45 ms and 
root-mean-square deviation of 5 ms. 

Based on the above positioning algorithm for carriers of 
various generation readers against track coordinates, let us 
consider how accuracy and reliability of positioning is de-
pendent from the speed, tag visibility zone variation and scan 
time. The solution search will involve mathematical model-
ing. 

B. Methods to Estimate Reliability of RFID Tag Scanning 
by Subway Trains and Results of Scanning Procedure 
Modeling 

Consider readers with external starting signal. Introduce a 
range of conventional notations and simplifications: 

l – tag visibility zone width, m (within the regarded task 
taken as determined value equal to 2.3 m); 

v – train speed when passing the tag visibility zone, m/s; 

tdel – delay in reader control, s (random value); 

tread – duration of first powering up of tag and traffic, s 
(within the regarded task taken as determined value equal to 
0.045 s); 

treread – duration of tag repowering and radio traffic, s 
(random value); 

tscan – set scanning time, s. 

Accept that delay in control over reader and the time of 
tag rereading are distributed with densities fdel(t) and freread(t), 
respectively. 

With regard to the specified conditions, find possible re-
sults of passing tag visibility zone. 

1. Tag will be read. 

2. Tag reading will fail. Time for powering up of tag and 
traffic will exceed the time required to pass the tag visibility 
zone, i.e. tread > l / v. 

However, it is known that track tag visibility zone width 
is 2.3 m and the total time of powering up and scanning is 
0.045 s. It follows that the tag will be missed at train speed of 
over 190 km/h due to the reason being considered, but such 
value cannot be obtained in Saint Petersburg subway. Thus, 
the specified result can be excluded. 

3. Tag reading will fail: Train will come into the tag visi-
bility zone with the controller disabled (due to search time-
out during time t ∈ [0, tdel − (l / v − tread)] and reaching the 
visibility zone), and after scanning restart will lack time to 
perform the scanning – no longer will be within the tag visi-
bility zone. 

4. Tag reading will fail. The reader will be disabled dur-
ing tag powering up or radio traffic, i.e. at time interval [0, 
tread]; and after the scanning field is recovered will lack time 
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to scan the tag before the train leaves the radio visibility 
zone. 

Results 1, 3 and 4 will be assigned letters A, C1 и C2, re-
spectively. It is apparent that the given results are incompati-
ble and at the same time they create a complete group of 
events, i.e. P(A + C1 + C2) = 1. So, total possibility of miss-
ing a tag while passing its visibility zone can be calculated 
as: 

 ( ̅)( , , ) = ( ) + ( ) (1) 

where P(Ā) = 1 – P(A). 

Probability of result C1 is conventionality and can be 
found using the formula: ( )( , , ) = ( ) + −  (2) 

where Fdis(t) – probability of the reader leaving the scanning 
mode at time t; identical to uniform distribution function at 
the interval [0, tscan]. 

Similarly, probability of result C2 can be found: ( )( , , ) = ( ) ( ∗ )( ) 	  (3) 

where fdis(t) – probability density function of disabling of the 
reader scanning field; identical to continuous uniform proba-
bility density function at the interval [0, tscan]. 

* – convolution. 

With consideration to (2) and (3) in the account, rewrite 
(1): 

( ̅)( , , ) = ( ) + − +	
+ ( ) ( ∗ )( ) 	  (4) 

During continuous scanning tag scanning can fail in only 
one case, when the tag scanning time exceeds the time during 
which the train stays within the tag visibility zone. At speed 
of under 150 km/h and at scanning time of under 50 ms such 
event is impossible. Probability of reading tends to 1. (As-
sumption: No hardware failures are considered.) 

C. Comparison of Readers as of Reliability of RFID Tag 
Scanning 

Fig. 1 shows the results of mathematical model calcula-
tions for readers with external starting signal. 

The acquired values are in line with observations at sec-
tions of subway line 4, according to which probability of 
missing tags subject to scanning times equal to one second at 
speeds over 60 km/h is 1.2 · 10–4 (the result obtained from 
processing RFID-based positioning equipment logs). 

If scanning time is increased to reach the maximum value 
of 65 seconds, the probability of missing tags at speed limits 
of St. Petersburg Metro is still significant P > 1.2 · 10–4. 

 

 

Fig. 1. Probability of missing tags depending on scanning time at various speeds. 

 

IEEE EWDTS 2020, September 4-7 243



D. Conclusions 

1. Readers with external control of scanning feature lim-
ited reliability of RFID tag scanning. 

2. Readers with continuous scanning feature very high re-
liability of RFID tag scanning (probability of tag scanning 
at speeds of max. 100 km/h tends to 1). 

3. For accurate positioning at relatively high speeds it is 
reasonable to use continuous scanning readers. 

III. METHODS OF POSITIONING ACCURACY ESTIMATION 

FOR SUBWAY TRAINS WITH RFID TECHNOLOGY  

A. Estimation Method for Train Positioning Accuracy with 
RFID Technology 

Introduce the initial conditions: 

1. Take tag location coordinates as known with zero error 
(these location coordinates are stored in the tag memory). 

2. Regard a train as a mass point in the center of a RFID 
antenna. 

3. Take the train speed as constant within a tag visibility 
zone and agree that its vector is directed to the track coordi-
nate growth. 

Introduce the notations: 

l – tag visibility zone width, m (random value normally 
distributed with average random of 2.3 m and root-mean-
square deviation of 0.02 m); 

v – train speed when passing the tag visibility zone, m/s; 

tread – tag scan time, s (random value normally distributed 
with average random of 0.045 s and root-mean-square devia-
tion of 0.005 s); 

xt – tag coordinate stored in its memory, m; 

xread – coordinate of the train at first tag scanning, m. 

In such case, subject to the introduced values and nota-
tions, actual coordinate of the train at the moment of its posi-
tioning by tag can be calculated as function of speed. 

 ( ) = − +   (5) 

where xt – l/2 ― the coordinate indicates tag visibility 
zone coverage, l/2 features symmetric character of its visibil-
ity zone. 

Coordinate of the train at the tag scanning moment corre-
sponds the accumulative of coordinates indicating tag visibil-
ity zone coverage and the distance traveled by the train dur-
ing tag scanning time in relation to the coordinate indicating 
tag visibility zone coverage. 

Define the deference between the train coordinate at the 
tag scanning moment of and the coordinates stored in the tag: 

 ∆ ( ) = − ( ) = − +   (6) 

It is apparent that value ∆x(v) is random as it represents 
a result of summing up other two random values: l/2 – half-
zone of tag visibility and tread v, which is distance traveled 
by the train during tag scanning time. Where ∆x(v) 

is normally distributed as the sum of the two normally dis-
tributed random values shows normal distribution as well. 
To define parameters of the obtained distribution let 
us address the probability theory. 

We know that multiplication of a random value x by 
a constant a will lead to mathematical expectation of the ob-
tained random value a x is found as: 

 [ 	 ] = 	 [ ]  (7) 

Subject to expression (6) and definition of dispersion, 
we can get dispersion for random value a x: 

 [ 	 ] = [( 	 − [ 	 ]) ] = [( 	 − 	 [ ]) ] =[ ( − [ ]) ] = [ ( − [ ]) ] = [( −[ ]) ] = [ ] = σ   (8) 

Thus, according to expressions (6), (7), and (8), distribu-
tion parameters for random value ∆x(v) can be calculated 
as follows: 

 ∆ ( ) = − + 	  (9) 

where µl – average random of the tag visibility zone width, 

µtread – average random of the tag scanning time, 

 ∆ ( ) = +   (10) 

where  – random dispersion of tag scanning time, 

– random dispersion of tag visibility zone width. 

Let us consider the obtained results in more detail. 

B. Evaluating Ultimate Accuracy of Train Positioning un-
der Various Conditions  

Through the above reviewed expressions, we have found 
family of densities ∆x(v), which is difference between tag 
scanning coordinate and the coordinate stored in the tag 
memory according to the train speed within the tag visibility 
zone. Fig. 2 gives the results. 

Mathematical expectation ( )should be regarded as a 
bias in scanning which can be easily corrected at the point 
of train positioning. As seen from Fig. 2, the bias value re-
duces when the train speed grows, however, dispersion 
of distribution increases. Spread of values, characterized 
by dispersion ( ),  against mathematical expectation de-
fines the accuracy of RFID-based positioning of subway 
trains relative to track coordinates. Fig. 3 graphically repre-
sents dependence of train positioning bias and root-mean 
deviation of positioning error based on the speed at the speci-
fied parameters of initial distribution.  

As seen from Fig. 3, positioning error at speeds close 
to zero stays within several centimeters. Such speeds are 
found within the head car stop at subway stations, where 
increased accuracy of stops is required subject to target brak-
ing. In case of cut-and-cover stations, positioning errors 
of several tens of centimeters are quite acceptable. For sta-
tions with platform screen doors, requirements are more 
strict and methods of increased accuracy of positioning 
should be developed. 
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Fig. 2. Family of densities for random value ∆x according to the train speed within the tag visibility zone. 

 

 

Fig. 3. Speed-dependence of ∆x. Thick solid line designates the mathematical expectation of random value ∆x. Fine lines designate upper and bottom 
boundaries ±3σ of taken estimates of ∆x at a specified train speed. 

 

At in-section speed of about 50 km/h, positioning error 
stays within ±20 cm. Such accuracy is sufficient for both 
automatic train operation, and high-speed diagnostics 
of linear objects. 

C. Conclusions 

1. Combination of a wheel odometer (installed on all ve-
hicles) with RFID-equipment allows for highly accurate so-
lution of the navigational task of train positioning as a neces-
sary platform for any automatic train control system for 
trains. 

2. The highest navigational accuracy is required at the 
stop zone at platform screen door stations, where slowdown 
speeds are low. Here, RFID-based positioning is capable of 
ensuring train positioning error of below ±10 cm, which is 
sufficient for target braking of trains at stations with platform 
screen doors. 

IV. CONCLUSION  

Fields of RFID application are growing wider. A very 
promising one appears to be RFID-based positioning. Which 
inevitably raises questions related to specific operating con-
ditions of RFID tools. The use of RFID-based positioning for 
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solving railway transport tasks (automatic train control, link-
ing high-speed diagnostic tool to tracks) has made research 
of improved reliability of RFID tag to ready communication 
topical, as well as research of improved accuracy of (train) 
reader antenna positioning against RFID tag locations. 

Thus, this paper addresses an important issue 
of reliability of RFID tag scanning at various train speeds. 
The research results have shown that readers with external 
start signal feature low reliability of RFID tag scanning 
at relatively low speeds (tags can be missed) and require re-
placing for advanced continuous scanning readers in the 
fields requiring high reliability of tag scanning. 

Continuous scanning readers allow for high accuracy 
of train positioning against RFID tag location. Expected ac-
curacy of low-speed (below 10 km/h) positioning for the 
readers and tags reviewed in this paper is at least ±10 cm. 
Such accuracy is sufficient for target braking at stations with 
platform screen doors, which require the highest accuracy. 

The result of the study are analysis methods that feature 
scientific novelty and allow for highly accurate solution 
of the navigational task of train positioning as a necessary 
platform for any automatic train control system for trains. 

In particular, the results of the study can be used 
on railway transport and any other wheeled vehicles, which 
require high reliability and accuracy of positioning and inde-
pendence from satellite navigation systems. Further author’s 
research has it as the aim. 
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Abstract — Mass transit systems are present in cities 
worldwide. To provide satisfactory level of surface public 
transportation quality and to prevent unnecessary injurious 
time competitions between high-capacity transit vehicles and 
private cars, transit signal priority techniques were considered 
to introduce in traffic light controller. Transit networks 
configurations were analyzed, and appropriate methods of 
transit vehicles motion management were introduced in the 
developed model of adaptive real-time transit signal control 
system. 

Keywords — transit signal priority, adaptive control model, 
timed automata, radio communication protocol, real-time control 
system 

I. INTRODUCTION

Nowadays roads are becoming increasingly congested,
counterintuitively construction of new ones does not solve a 
problem but creates an offer thus demand growth. In result it 
turns out a vicious circle where traffic jams do not disappear, 
and situation even becomes worse. Unfortunately, public 
transportation efficiency is gravely affected by situation 
caused by this vicious circle. In the same traffic jam may be 
blocked a car carrying in average 1.2 -1.7 persons and a tram 
or a bus whose capacity is at least 10 times more and may 
extend to several hundred passengers. Car drivers do not see 
any reason why they should move from their own car to 
public transportation services and furthermore such public 
transport conditions force new people to choose a private car 
to commute thus aggravating traffic. 

Or another situation: on intersection, tram must wait for 
the permissive traffic signal phase. Supposing that it 
transports 80 passengers and delayed for half-minute while 
conflicting direction traffic flow does not exceed 30 
vehicles/min, so one vehicle every 2 seconds, person delay 
for tram is 40 minutes which is equivalent for car with two 
passengers to be delayed for 20 minutes at the intersection! 
While for other vehicles person delay is around 8 seconds 
considering that in optimal applications just around 10 
seconds is enough for tram to traverse a regular intersection 
if it was detected in advance, so no time lost during 
acceleration. 

Finally, it is common when bus or tram does not have 
enough time to pass the intersection if it is in traffic jam on 
shared lane before the traffic signal. After permissive phase 

enabled, transit vehicle must wait to proceed after prior 
vehicles and may catch a prohibitive phase of traffic light 
when transit vehicle reaches it. In result, vehicle loses 
approximately a half of signal cycle duration. 

Described cases could relatively easily be improved 
using dedicated public transportation lanes (i.e. space 
priority) alongside with various active transit signal priority 
(TSP) methods to control transit and traffic flows whose 
objective is to reduce delays of public transportation vehicles 
with ideally the less possible impact on other vehicles traffic 
(i.e. time priority). Active method [1] of TSP providing 
utilizes interaction between transit vehicle and infrastructure, 
contrarily to passive method [2] relying on statistical data 
only about transit route or network in general (e.g. schedule, 
dwell time etc.). Active priority methods range from the 
simplest ones where only check-in vehicle detector is 
necessary to more complicated with GPS or AVL (automatic 
vehicle location) systems being involved. 

Currently, the problem of providing transit space priority 
is mostly solved but it remains the problem of providing 
transit priority on signalized intersections by timely traffic 
light switching. Alternative solutions can not provide 
interaction with distinctive Ukrainian transit signals (Fig. 1) 
without expensive traffic light devices replacement or 
adaptation of existing control approaches. So, the goal and 
objective of this research is the development of an adaptive 
transit signal control model as well as model-based real-time 
control system implementation to improve surface transit 
circulation performance. Scientific novelty is a timed 
automata-based model of an adaptive real-time transit signal 
control to minimize person delay on signalized intersections. 

At present, in the city of Odesa, Ukraine a TSP system is 
operated [3] where a countdown timer is called at detection 
of any vehicle, after timer elapsed, vehicle is provided with 
permissive phase. However, such system does not provide 
transit vehicle route identification which is important on 
intersections with several directions-to-go and for deep 
priority request analysis. 

II. ADAPTIVE REAL-TIME TRANSIT SIGNAL CONTROL MODEL 

A. Model scope
The model is developed considering that based on this

model real-time system will control Ukrainian standardized 
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T-shaped transit signal (Fig. 1) presently being used for tram 
circulation control only. 

 
Fig. 1. T-shaped transit signal with permissive straightforward phase 
enabled 

The model considers a separate transit signal only and its 
reaction on approaching public transportation vehicles of 
specific routes. Since control signals for mass transit and 
other traffic members are often different, so it is mandatory 
to use different types of traffic lights to avoid any confusion. 

B. Transit signal operational modes 
Here are presented possible states of T-shaped transit 

signal used in tram systems across Ukraine and how they 
are split in operational modes of transit signal inside the 
model (Fig. 2) so approaching of vehicle of specific 
direction route will unambiguously define the state of the 
model after transition. 

 

 
Fig. 2. Possible transit signal states and operational modes definition 

Since it is not reasonable to allow movement in any 
direction by detection of vehicle that is supposed to happen 
in u (universal) mode, so it is set to be generally time-driven. 
Unlike universal mode, in other modes transitions into every 
state which is in fact transit signal phase are called by 
approaching vehicle. 

C. Means of providing a priority 
The model implements mainly transit “phase insertion” 

approach of TSP and optionally “green extension” (Fig. 3) 
also, which is particularly useful in universal mode of transit 
signal operation or in other modes in case of very busy 
locations with many frequent transit lines to serve. Approach 
of “green extension” prevents the last of two following 
vehicles to be delayed at the intersection if they need to 
proceed in the direction already allowed by permissive phase 
enabled by previous vehicle. Still in some cases it might 
cause an unwanted vehicle bunching but it is unsolvable 
issue without reliable schedule information. In universal 
mode it is less problematic since basic signal phases are 
time-driven, here “green extension” just allow to vehicle to 
pass an intersection even if it arrives at the end of 
prearranged permissive phase, it will be provided with some 

additional seconds to prevent waiting for the next traffic light 
cycle. 

 
Fig. 3. Operation of TSP in “green extension” mode [1] 

Adaptive real-time transit signal control model is 
developed using timed automata approach [4]. Timed 
automata are an extension of finite state automata with a 
finite number (but arbitrary) clocks in continuous time. The 
state diagram of control timed automata is given on Fig. 4.  

 

 
Fig. 4. Timed automaton state diagram of adaptive control model 

All states except 0 and 1 are temporal meaning that 
process will not leave such state until time Ti is elapsed. 
States inside hyper state HS1 are time-driven only and do not 
react on external conditions until outer timer is elapsed. 
Transition conditions details will be described further in the 
paper. 

III. CONTROL SYSTEM CAPABILITIES 
The system developmental prototype based on described 

model would allow to optimize mass transit vehicles 
circulation according to certain criteria (reduction of delays 
at intersections as well as the amount of fleet required to 
serve public transportation network lines, increase the 
regularity of circulation) using data from such vehicles 
obtained in real time. It consists of two main parts: vehicle 
model (Fig. 5(1-2)) and transit signal control system model 
(Fig. 5(3-5)). They both are equipped with radio modules 
allowing them to communicate with each other. Technology 
of radiocommunication used in the system is Bluetooth. Due 
to the nature of vehicle to infrastructure communication 
implemented in this system, master device is the vehicle 
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model and slave is the transit signal controller. However, 
communication performs in duplex mode. 

 

 
Fig. 5. Wiring diagram of the system components: (1) Vehicular 
intelligent transportation system model; (2) Vehicular radio module; (3) 
Signal controller’s radio module; (4) Indication block; (5) Transit signal 
controller model; (6) Service indicator and sensor 

A. Servicing discipline  
The system is real-time with firm requirements [5] so 

request as detection of radio signal from transit vehicle 
should be processed within a few minutes, otherwise system 
will operate improperly with certain likelihood. However, in 
very busy parts of transit network the real-time system is 
supposed to operate with hard requirements so signal 
handling from transit vehicle must be accomplished within a 
few seconds before arrival of following vehicle or system 
will definitely fall.  

Actually, processing of wireless signal from vehicle does 
not necessarily mean that this vehicle will be immediately 
allowed to pass the intersection by enabling permissive 
transit signal phase for it. Handling of this signal just 
supposes adding related transit line to waiting FIFO queue. 
Every item in this queue is served as soon as possible 
according to internal state of the control model. The waiting 
queue never overflow meaning that system always remains 
in the stationary mode. This is achieved by reserving enough 
space for storing information about waiting transit as well as 
by physical limitations (Fig. 6) of short-range radio 
communication used in the system [6]. 

 
Fig. 6. Communication range estimation [7] according to equipment 
parameters and operating conditions 

B. Line information and its representation  
Vehicular signal carries information about line number, 

origin, destination terminuses and vehicle’s numerical ID. 
This basic info is sufficient to provide clear identification of 
the detected vehicle and which route it is following. For 
example, using such identification the system will not react 
on vehicles of opposite direction as well as it will be able to 
distinguish two consecutive vehicles even of the same route. 
This info, except ID, is supposed to be entered in the system 
by tram/bus driver before the departure from depot. During 
the ride entered information will be transmitted in form of 
messages. 

Here is explained how info about line is stored inside 
vehicular and transit signal parts respectively: 
{{NNN<<PPP>>DDD^^Dv-...Dv-##VEHNUM} and 
NNN<<PPP>>DDD^^Dv-..Dv-#\n where NNN is line 
number (2 bytes), PPP and DDD are provenance and 
destination codes (2 bytes), Dv is a deviation code (1 byte), 
there may be a list of deviations. Finally, VEHNUM 
represents vehicle registration number within public 
transportation facility (4 bytes). This component is not 
known during the transit signal controller setup, but such 
field allows to prevent controller from constant analysis of 
the signal from one vehicle. 

As mentioned previously, system allows to treat 
differently routes with same terminuses but different 
intermediate stops. Such cases are called deviations. They 
may occur both in regular network operation and in case of 
accidents that change network configuration and vehicles 
have to follow corrected routes. Deviations handling 
concerns only transit signals where routes are branching. In 
other locations it is sufficient to provide expected direction-
to-go for this line regardless if it is deviation route or regular 
one. 

IV. SYSTEM OPERATION ALGORITHM  
The algorithm of the adaptive real-time transit signal 

control system operation provides the following procedures. 

A. Setup part 
Operation of the system starts with setup definition which 

at the current stage is performed via USB-interface by 
changing configuration parameters (Fig. 7) in firmware 
source code. Configurable are time parameters (durations) of 
phases, activation of phase extensions and their directions, 
mode of signal operation, deviations handling. Also, the 
system needs to be provided with expected transit lines and 
their directions-to-go. These lines are split into three sets 
(left, straight and right) and in case of deviations handling 
enabled both regular and deviation route directions must be 
specified. 
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confirm the system serviceability in its idle state, CA output 
represents reverse communication from signal to vehicle to 
make sure intersection clearance by the vehicle being 
currently served.  

B. Vehicle serviving procedure 
After configuring the system and providing information 

about expected transit routes, transit signal prototype is 
ready to serve approaching vehicles. After pressing start 
button, depending on whether the system is set to u 
(universal) mode, after idle state 0 (Fig. 4) timed 
automaton either goes to temporal state 14 or to standby 
state 1. Further transition from it will trigger only on signal 
appearing from vehicle of any of the intended routes. 
Expression ∨xi means, that transition will trigger only in 
case of the vehicle detection of route xi from the direction 
set X. It works like elementwise OR operation.  

Hyper-state HS1 implements blinking of the bottom 
transit signal indicator, informing the vehicle’s driver that 
the priority phase will be provided soon. Then, in 
accordance with the direction-to-go of the route and the 
operational mode of the system, the transit “phase 
insertion” is performed by triggering transition to state 4, 
6, 7, 9, 10 or 12. After elapsing the time allotted for 
vehicle servicing procedure, the system returns to timeout 
state 13, or in case of phase extension enabled, and, if 
there is a signal from the next vehicle, also gives it 
permission to traverse the intersection. Phase extension in 
a certain direction can occur only if the previous phase 
already permitted movement in this direction. 

C. Clearance acknowledgement considerations 
At the transition from permissive phase top vehicle of 

the waiting queue is not just popped out but before the 
leaving of current state the model performs so-called 
“clearance acknowledgement”. This means that the system 
makes sure that recently served vehicle has well crossed 
the intersection and its signal no longer detected by the 
system. Otherwise it might cause huge problems since if 
for some reasons vehicle was blocked at the intersection 
and did not leave it, the following vehicle will encounter 
the same problem. And finally, from the models’s point of 
view there is no waiting public transport vehicles, while in 
reality there are two blocked vehicles which cannot 
proceed even after resolving problems that were caused the 
delay because the system is not supposed to give the 
permission to pass an intersection. 

Since there is no direct way to check that the vehicle to 
infrastructure connection is broken and just such check 
would have insufficient reliability, to overcome this issue 
the request-response technique was utilized. The idea is to 
check the presence of current vehicle by sending a special 
message and comparing the conditionally received 
message’s data with initial one. If it does not match or 
there is more than one vehicle in the queue, so previous 
vehicle is considered to clear an intersection since because 
of the nature of Bluetooth communication only one link 
between master and particular slave can be established at 
the given moment of time.  

Important to note that check-in detector (Fig. 8(1)) 
must be installed a few hundred meters ahead [8] of 
dynamically controlled traffic light and check-out detector 
(Fig. 8(2)) should be installed near the transit signal. 

  
 a)  b)  
Fig. 8. TSP detectors location near intersection for tram (a) and bus (b): 
(1) check-in detector; (2) check-out detector with clearance 
acknowledgement option 

But at the current stage they are combined for simplicity 
of system testing and modeling. 

V. CONCLUSION 
In this manner, developed adaptive control system allows 

real-time transit signal switching respectively with transit 
vehicle approaching. This minimizes vehicle downtime thus 
reduces current vehicle energy consumption and improves 
general transit service regularity. Advantages of the system 
in comparison with analogues are downtime reduction to a 
minimum and transit route identification capability. It is 
planned to perform an experimental study to determine the 
optimal delay of transit signal switching time as well as to 
integrate this system with existing cloud traffic control 
system [9]. 
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Abstract—This paper proposes a geometry-based rolling-
stock identification system that reliably identifies types of 
railroad vehicles when the train is traveling at a varying speed. 
A feature of the proposed system is that it adjusts the 
measured distance from the axle of the last wheelset of a 
railroad vehicle to the axle of the first wheelset of the next 
railroad vehicle depending on the magnitude and sign of 
acceleration. This compensates for measurement errors that 
occur when the train is traveling at a varying speed. This paper 
also describes the identification system’s algorithm and 
proposes potential applications for the system. 

Keywords—railroad transport, train, rolling stock, 
identification system, geometry, nonuniform movement, 
measurement adjustment, operation algorithm 

I.  INTRODUCTION 

The efficiency and safety of rolling-stock operation 
largely depend on how complete and accurate information 
on the travel of locomotives and railcars is. Contemporary 
identification systems operate on various physical principles 
[1].  

The widespread method of axle counters [2] and the 
method of track circuits [3,4] do not allow determining the 
types of rolling stock, therefore, they have limited 
functionality for solving identification problems. 

Rolling-stock movement is monitored with identification 
systems based on the principle of scanning information from 
train-mounted sensors or tags. 

Examples include optical character recognition (OCR) 
systems such as COMBAT [5], ARSCIS [6], which identify 
car registration numbers; radio-frequency identification 
(RFID) systems [7] such as Palma (Russia) [8], Amtech (the 
USA), and Dynicom (Europe) [9], based on the radio-
frequency scanning of on-board encoders; and systems 
based on satellite navigation systems such as GPS [10] and 
GLONASS (KLUB-U). 

A feature of systems currently in use is having to outfit 
vehicles with identification sensors or tags. This makes 
identification less reliable when the climatic or weather 
conditions are harsh, car numbers are soiled, or on-board 
sensors are damaged during loading, unloading, shunting, 
and suchlike operations. 

Since they are complicated and costly, scanners for 
rolling-stock identification systems are not used except at 
major junction stations. 

Reference [11] propose a system for identifying rolling-
stock types by measuring and monitoring an aggregate of 
their design parameters, such as the number of axles, 
distances between the axles, overall coupler-to-coupler 
length, and other linear dimensions. These structural and 
chiefly geometric parameters are naturally inherent in all 
types of railroad vehicles and do not require outfitting 
railroad vehicles with specialized equipment. 

Rolling-stock monitoring systems (RSMSs) [12] widely 
operated by railroad stations across Russia can be used for 
geometric measurements and identification. RSMS 
equipment can detect overheated axle boxes, wheelsets with 
defects and sticking brakes, and overloaded cars while the 
train is moving [12]. 

RSMSs have almost all the necessary tools to determine 
the geometric parameters used as input data in the 
geometry-based identification algorithm [11]. 

This algorithm can be implemented as software based on 
modules that complement the RSMS software, expanding its 
functionality to solve the problem of identifying rolling 
stock. 

The geometry-based identification system [11] is by far 
simpler and cheaper to operate, but it identifies only the 
types and subtypes of locomotives and freight and passenger 
cars. Therefore, it is advisable to use this system to 
supplement the OCR [5,6] and RF [7,8,9] ones operated at 
major junction stations. With a geometry-based 
identification system in place, RSMS-equipped intermediate 
stations can provide total, end-to-end monitoring of rolling-
stock movement. 

This makes the operational management of rolling stock 
more efficient and allows you to control the train schemes in 
the process of movement for compliance with applicable 
regulations. 

A major cause affecting the reliability and accuracy of 
geometry-based identification in known system [11] is the 
significant error that occurs in parameter measurements 
when the train is moving at a varying speed (accelerating or 
slowing down). One example of measured parameters is the 
overall coupler-to-coupler length. If determined incorrectly, 
this length may lead to errors or uncertainty in identifying 
the type of railroad vehicle. 

Therefore, developing a geometry-based identification 
system that is not affected by speed variations is a relevant 
problem. This paper concerns itself with solving it.  
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This paper proposes a geometry-based rolling-stock 
identification system that reliably identifies types of railroad 
vehicles when the train is traveling at a varying speed. 

II. SELECTING AND JUSTIFYING GEOMETRIC PARAMETERS 

FOR ROLLING-STOCK IDENTIFICATION 

To identify types of rolling stock, we propose applying a 
set of geometric parameters—the inter-axle distances shown 

in Fig. 1, which fall into three classes, vM ( ) , ( )tM , and 
( )goM : 

1. ( )v v
km M∈ , the inter-axle distance between the last 

wheelset of the first bogie and the first wheelset of the 
second bogie 

 

Fig. 1. Inter-axle distances and their relative positions 

2. ( )ti t
km M∈ , the distance(s) between the bogie axles. 

For a four-axle (i = 4), a three-axle (i = 3), and a two-axle (i 
= 2) bogie, these distances are, respectively: 

,4332214 −−− ++= kkk
t
k mmmm  

,32213 −− += kk
t
k mmm  

,212 −= k
t
k mm  

where 1 2 2 3 3 4, ,and k k km m m− − −  are the distances between the 

axles of the first and second, the second and third, and the 
third and fourth wheelsets in the bogie. 

3. ( )go go
km M∈  is the overall coupler-to-coupler length 

of the vehicle, and it is calculated from 

,go k ti v ti kl
k k k k k km m m m m m= + + + +   

where andk kl
k km m  are the distances from the coupler axes 

to the axles of the outermost wheelsets at the vehicle’s ends. 

Thus, we propose identifying types of railroad vehicles, 

ke , by determining the following group of geometric 

parameters (inter-axle distances) [11]: 

{ }.,, v
k

ti
k

go
kk mmme =

 

Our system analysis of engineering and reference 
literature and our modeling and field experiments confirmed 
the validity of the proposed approach and the possibility of 
unambiguously identifying various railroad vehicles.  

We propose identifying railroad vehicles at three 
hierarchical levels: by type, by subtype, and by model. 

According to their type, railroad vehicles are classified 
into locomotives and cars. Subtypes of locomotives include 
electric locomotives and diesel locomotives; subtypes of 
cars, passenger and freight cars. Electric and diesel 
locomotives are further classified by model (e.g., the 2ES5K 
mainline electric locomotive), and so are passenger and 
freight cars. Freight car models, for example, include 
covered cars, gondola cars, flatcars, hopper cars, tanks, 
dump cars, and transporters. 

A major factor affecting the reliability of geometry-
based identification is the variation in the inter-axle 
distances used to describe the types of railroad vehicles. 

The inter-axle distances used to identify the types of 
railroad vehicles are classifiable into two groups.  

The first group includes inter-axle distances determined 
by the design and manufacturing process of the railroad 
vehicle. These values are almost constant (with a spread not 
exceeding 10 mm) and do not depend on whether the train is 

moving or stationary. An example is the distance ti
km  

between the bogie axles. 

The second group includes inter-axle distances that 
depend on the magnitude of acceleration when the vehicle is 
moving. An example is the overall coupler-to-coupler length 

go
km . The overall length includes the distances andk kl

k km m  

formed by the mounted parts on vehicles with automatic 
couplers, containing elastic components to dampen shock 
loads from traction and braking forces. 

The coupler dampers (spring, friction, or rubber–metal 
ones) cause the inter-axle distance to change: during 
braking, it decreases; during acceleration, it increases. 
During braking and acceleration (traction), the distance 
varies for different types of cars between 75 and 110 mm 
[13]. 

The overall length go
km  is an attribute used to identify 

the type of railroad vehicle, and its stationary-state value can 
be found in the specifications for the vehicle. If determined 
incorrectly when the train is moving at a varying speed 
(accelerating or slowing down), this distance may lead to 
errors or uncertainty in identifying the type of railroad 
vehicle.  

mk
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To make identification more reliable and accurate under 
varying speed conditions, we propose adjusting the 

measured overall coupler-to-coupler length go
km . 

 The adjustment is based on the measured magnitude and 
sign of acceleration for the train and takes place 
automatically [13]. 

The signal-separation methods described in [14,15] are 
used to calculate inter-axle distances with the distorting 
effects of interference and uneven movement eliminated. 
This makes rolling-stock identification reliable and accurate 
when the train is moving at a nonuniform speed. 

III. ALGORITHM FOR THE ROLLING-STOCK  
IDENTIFICATION SYSTEM 

The inter-axle distance { }, ,go ti v
k k k ke m m m=  is 

determined by measuring the vehicle’s speed and the time 
the wheelsets take to cover track segments equal to the inter-
axle distance. Fig. 2 (a–d) explains the principle of these 
measurements. 

 
Fig. 2. Determining the inter-axle distance  

For measurements, inductive sensors [6] S1 and S2 are 
used that register wheelset (WS) travel. The sensors are 
spaced one meter apart, which is less than the smallest inter-
axle distance of railroad vehicles in use. The instantaneous 
speed is determined by measuring the time taken by 
wheelset WS1 to cover the distance between sensors S1 and 
S2 (Fig. 2-a and Fig. 2-b).  

Then the time taken by wheelsets WS1 and WS2 to pass 
sensor S1 (Fig. 2-c and Fig. 2-d) is measured, and the inter-

axle distance 1 2
km −  is calculated. The other inter-axle 

distances are determined similarly. 

 These measurements and calculations take place after 
the identification system is turned on by a signal from the 
proximity sensor that registers the entry of a locomotive into 
the monitoring zone. 

Once the inter-axle distance is determined between the 

first and second ( 1 2
km − ) and the second and third ( 2 3

km − ) 
axles of the bogie, its model and specifications are 

identified. The specifications are the railroad vehicle’s 
number of axles and type (locomotive or car). 

Next, with the train in motion, the inter-axle distance 
v
km  is determined from the last wheelset of the first bogie to 

the first wheelset of the second bogie. This distance and the 
bogies’ inter-axle distances allow the subtype of railroad 
vehicle to be identified. 

If the vehicle is a locomotive, its subtype (diesel or 
electric) and commercial model are identified, with the 

overall coupler-to-coupler length go
km included in the 

model’s specifications. If the vehicle is a car, the system 
identifies whether it is a passenger or freight one. 

Determining the model of a car requires finding its 

overall coupler-to-coupler length go
km . To determine the 

length go
km , sensors S1 and S2 measure the distance m

qm  

between the axle of the last wheelset of the preceding 
vehicle and the axle of the first wheelset of the next vehicle 
(Fig. 1).  

The first vehicle in a moving train is the locomotive; its 
type and model are identified in the manner described 
above. From the specifications for the locomotive model, its 
overall dimensions are known, including the length of its 

mounted component kl
k lm − . Then the length k

km  of the 
mounted component on the vehicle following the 
locomotive (the second locomotive unit, the second 
locomotive, or a car) can be determined as follows (Fig. 1): 

.k m kl
k q k lm m m −= +

 

The lengths of mounted components at the vehicle’s 

ends are equal: k kl
k km m= . From this it follows that the 

overall coupler-to-coupler length go
km  is given by 

2 .go k ti v ti
k k k k km m m m m= + + +  

 Thus, after determining the overall length and the length 
of mounted components for the vehicle, one can determine 
those for the next vehicle, and so on. This allows freight and 
passenger car models to be identified accurately. 

Because of the coupler dampers, the distance changes 
between the axle of the last wheelset of the preceding 
vehicle and the axle of the first wheelset of the next vehicle 
when the train is braking or accelerating. In these cases, the 

measured inter-axle distance m
qm  is not equal to any 

reference value in specifications for the various types of 
railroad vehicles. This affects identification accuracy, 
resulting in errors and uncertainty. 

To improve the reliability of identification under varying 
speed conditions, we propose adjusting the measured 

distance m
qm  from the axle of the last wheelset of a railroad 

vehicle to the axle of the first wheelset of the next railroad 
vehicle depending on the magnitude and sign of 
acceleration.  
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This compensates for the errors that occur in calculating 

the vehicle’s overall coupler-to-coupler length go
km  when 

the train is moving at a nonuniform speed [13]. 

Implementing the adjustment algorithm involves saving 
to the system memory all possible values of the inter-axle 

distance m
qm  sourced from specifications for the railroad 

fleet. Acceleration is measured by calculating the difference 
in speed between two adjacent wheelsets. The acceleration 
so obtained is then compared with the threshold value. An 
acceleration exceeding the threshold has an effect on the 

variation of the inter-axle distance m
qm . 

The principle for adjusting inter-axle distances is shown 

in Fig. 3, where ( 1) ( 1)
m m m
q i qi q im m m+ −> >  are the reference 

values of the inter-axle distances for various coupled 

vehicles, and the values 1i+Δ , iΔ , and 1i−Δ  indicate the 
ranges in which those distances vary when the train is 
accelerating or braking.  

If the measured acceleration is less than the threshold, a 
signal is generated indicating the absence of acceleration—
that is, the uniform movement of the train. This condition is 
marked by point A in Fig. 3. 

In this case, the inter-axle distance is not adjusted, and 
an associated value is retrieved from the system memory 
whose difference from the measured value is minimal in 

modulus: m
qm . 

 

Fig. 3. The principle for adjusting the inter-axle distance m
qm  under 

various acceleration conditions 

If the measured acceleration is greater than the 
threshold, two signals are generated: one indicates a positive 
acceleration (the train gaining speed); the other, a negative 
acceleration (the train slowing down). These signals retrieve 
from the system memory two values for the inter-axle 

distance that have a minimum difference from the measured 

value m
qim , both with the plus sign (distance ( 1)

m
q im + ) and 

with the minus sign (distance ( 1)
m
q im − ). 

The magnitude of the inter-axle distance during 

acceleration increases above the reference value m
qim . 

Indeed, with a positive acceleration, the coupler dampers are 
stretched. This condition is marked by point B in Fig. 3. In 

this case, the smaller of the inter-axle distances m
qim  and 

( 1)
m
q im +  from the memory (i.e., the distance m

qim ) is taken as 

the adjusted inter-axle distance. 

When the train is braking, the inter-axle distance 

diminishes compared with the reference value m
qim  because 

with a negative acceleration, the coupler dampers are 
compressed.  

This condition is marked by point C in Fig. 3. In this 

case, the greater of the inter-axle distances m
qim  and ( 1)

m
q im −  

from the memory (i.e., the distance m
qim ) is taken as the 

adjusted inter-axle distance. 

Then the above steps are completed to calculate the 

overall coupler-to-coupler length go
km , and the vehicle’s 

model is identified. 

Once each vehicle passes sensors S1 and S2, an entry is 
generated in a dedicated file entitled Train Formation to list 
the identification results. The entry includes the type, 
subtype, model, and serial number of the railroad vehicle. 
The serial number serves as the entry’s ID. 

When the last car passes the monitoring zone, the Train 
Formation file is completed, and it is assigned an identifier 
containing its name and the date and time the file was 
created. The train’s last car is identified from comparing the 

inter-axle distances m
qm  between the cars with a given 

threshold value. If the value m
qm  exceeds the threshold, the 

identified car is not followed by another, meaning the car is 
the train’s last. 

Table 1 outlines the above sequence of steps as a 
generalized algorithm.  

Geometry-based identification systems are mounted at 
the boundaries of railroad stations in locations equipped 
with RSMS devices. For that reason, Train Formation files 
are generated both when the train arrives at and when it 
departs from the station. These files are sent to 
transportation control centers, making it possible to monitor 
train integrity when the train is traveling between stations as 
well as changes to train formations during loading, 
unloading, shunting, and other operations at stations.  

A feature of the proposed algorithm is that it presents the 
solution to a complex multidimensional identification 
problem as sequential solutions to smaller identification 
problems. Identification consists in determining the type, 
subtype, and model of the railroad vehicle (in that order). 
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This feature reduces the performance requirements for the 
system’s computer. 

TABLE I.  GEOMETRY-BASED IDENTIFICATION ALGORITHM  

Item 
no. 

Step 

1 Check for a signal from the train proximity sensor. 
Signal present: the system turns on and moves to step 2. 
No signal: the system remains in standby mode 

2 Identify the type of railroad vehicle (locomotive or car). 
Locomotive: proceed to step 3. Car: proceed to step 4 

3 Identify the subtype of locomotive (electric or diesel). 
Identify the mass-produced model of the electric or 
diesel locomotive. Proceed to step 7 

4 Identify the subtype of car (passenger or freight). 
Proceed to step 5 

5 Determine the car’s overall coupler-to-coupler length. 
Adjust the length according to the magnitude and sign 
of acceleration. Proceed to step 6 

6 Identify the car model. Proceed to step 7 
7 Save the identification results to the Train Formation 

file. Proceed to step 8 
8 Check whether the vehicle is the train’s last. If so, 

proceed to step 9; otherwise, return to step 2 
9 Complete the Train Formation file, send it to the 

transportation control center, and return to step 1 
 

Each of the train’s vehicles is identified right after the 
last one passes the monitoring zone. Once the last car passes 
the monitoring zone, the Train Formation file is completed 
and is ready to be processed at a transportation control 
center. 

IV. MODELING RESULTS 

Two models were used in modeling the geometry-based 
identification system: Identification and Train Formation. 

The Identification model operated the algorithm 
presented in Table 1. 

The Train Formation model was used to create a variety 
of train formations. This model used a database for a variety 
of railroad vehicles. The database contained the necessary 
geometric parameters for each vehicle extracted from 
associated technical documentation. The database also 

included all possible values of the inter-axle distance m
qm  

for various railroad vehicles. Those values were sourced 
from technical documentation for a train fleet. 

Thus, by specifying models and serial numbers of 
railroad vehicles, it is possible to form input data for 
modeling the identification process. The train speed and its 
changes are set by a clocking unit that determines the output 
speed of geometric parameters for the Identification model. 

The operation of the identification system was simulated 
in two modes: step mode and motion mode.  

In step mode, modeling takes place in free time 
according to clock cycles, each of which sets the beginning 
of an algorithm step listed in Table 1. Clocking is done 
manually by the operator. 

Once each vehicle is identified, an output form is 
generated with the identification results (see an example in 
Fig. 4). 

Comparing the identification results for individual 
vehicles with the input data set by the Train Formation 
model confirms the reliability of the proposed algorithm.  

The algorithm proved reliable under conditions causing 
error in measuring inter-axle distances. During the modeling 
process, this error varied randomly in a range of 50±  mm.  

When simulating in motion mode, the Train Formation 
model generates a flow of geometric parameters for railroad 
vehicles consistent with the given train formation. These 
parameters enter the Identification model at a certain rate. 

 

 

 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 4. An example of modeled vehicle identification in step mode. 

The flow rate of geometric parameters corresponds to a 
specific train speed, varying in a range of 10–90 km/h. This 
range allows speed change patterns to be set (uniform 
movement, acceleration, or braking). 

Once the last car passes by, the Identification model 
generates a Train Formation file in the form of Fig. 5. 

Comparing the generated and initial Train Formation 
files in the models confirms the reliability of the proposed 
algorithm in a time scale close to real time.  

 
Type of bogie 18-100 
Type of vehicle  four-axle car 
Subtype of vehicle  freight 
Model   hopper 
Purpose   grain transportation 

Identification 

Geometry 

Results 

Save to Train Formation file 

Distance from coupler axis  
to first wheelset, mk (mm) 1,185 

Distance from last wheelset  
to coupler axis, mk1 (mm) 1,185 

Distance between first  
and second wheelsets in bogie, m1-2 (mm) 1,850 

Distance between second  
and third wheelsets in bogie, m2-3 (mm) — 

Distance between third  
and fourth wheelsets in bogie, m3-4 (mm) — 

Distance between wheelsets of different 
bogies, mv (mm) 8,650 

Outermost-wheelset distance, mg (mm) 
12,350 

Coupler-to-coupler distance, mgo (mm) 
14,720 

Measurement error (±) (mm) 10 
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Railroad vehicles 

Item 
no. Type Subtype Model 

Number 
of axles 

Purpose 

1 Locomotive Electric 2ES5К  4 Mainline  

2 Locomotive Electric 2ES5К  4 Mainline 

3 Car Freight Hopper 4 Grain 

4 Car Freight Flatcar 4 Multipurpose 

. 

. 
. 
. 

. 

. 
. 
.

. 

. 
. 
.

56 Car Freight Tank 8 Oil products 

57 Car Freight Tank 4 Oil products 

 

Fig. 5. Example of a Train Formation file generated in motion mode. 

V. CONCLUSION 

Paper proposed a geometry-based rolling-stock 
identification system that reliably identifies types of railroad 
vehicles when the train is traveling at a nonuniform speed. 
To make identification more reliable and accurate under 
varying speed conditions, we propose adjusting the 
measured overall coupler-to-coupler length. 

 The adjustment is based on the measured magnitude and 
sign of acceleration for the train and takes place 
automatically. 

The paper described the system’s algorithm, which 
compensates for measurement errors that occur when the 
train’s speed changes.  

Equipment based on the proposed system should be 
installed at intermediate stations between major junction 
stations. This makes the operational management of rolling 
stock more efficient and allows you to control the train 
schemes in the process of movement for compliance with 
applicable regulations. 

Our computer-aided modeling results confirmed the 
efficiency of the solutions proposed. 
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Abstract—Currently, automatic speech recognition systems are 
widely used. When developing such systems, significant attention 
is paid to choice of parameterization method of speech signals. The 
paper presents options for representing fragments of speech 
signals by simple and high-order Markov chains. Special cases of 
the implementation of these models are also presented. The results 
show that when using the methods of Markov parameterization in 
problems of automatic recognition of speech commands, it is 
advisable to use models of high order Markov chains. The 
considered models of speech signals can significantly reduce the 
requirements on the computing resources of automatic speech 
recognition systems. 

Keywords—speech recognition, Markov chain, parameterization 
method, speech signals, transition probability matrix. 

I. INTRODUCTION

Significant attention is paid to the choice of the 
parameterization method of speech signals in the development 
of systems for automatic recognition of speech commands. A 
large number of parametrization models and methods of speech 
signals have been developed that provide high quality systems 
for automatic recognition of speech commands, among which 
the most common methods are based on the calculation of 
cepstral coefficients and linear speech prediction coefficients. 
[1-4]. 

However, it cannot be said that the parameterization problem 
is completely solved. The performance of automatic speech 
recognition systems is still far from the “performance” of the 
human auditory system. For example, in the problem of numbers 
recognition, when the dictionary is small and a significant part 
of the resources is spent on acoustic modeling, the performance 
of automatic speech recognition systems is much lower than the 
performance of a human [2]. This is partly due to the large 
number of hidden and explicit state variables of modern systems 
for automatic recognition of speech commands. Thus, the task 
of developing models and methods of parameterization of 
speech signals, allowing to find a compromise between 
performance, resource requirements and quality of work of 
systems for automatic recognition of speech commands is 
actual. 

The first works devoted to Markov models of speech signals 
appeared in the 1970s. So, in the monograph [5], a detailed 
analysis of Markov models of delta-modulated speech signals 

was performed. Further studies showed some disadvantages of 
linear delta modulation, therefore more efficient coding methods 
and presentation formats of speech signals were developed [6]. 
Nevertheless, a small number of publications devoted to the 
study of Markov parameterization methods for speech signals 
and such advantages of Markov models as a relatively small 
number of model parameters and the linear computational 
complexity of parameter calculation algorithms continue to 
arouse interest in these methods. 

In this paper, Markov models of quantized speech signals are 
considered. 

II. FORMULATION OF THE PROBLEM

Let a fragment of a speech signal be represented by an array 
of discrete samples 

{ }(1) (2) ( )... Ls s s=s , (1) 

where ( )ks  – k-th binary sample of the form 

( )
1

( ) ( ) 1

0

2
N

k b k N b

b

s s
−

− −

=

= ⋅ , 1,k L= , ( ) 0,1b ks = . (2) 

L – fragment length. 
Fragment (1) can be considered as a superposition of bit 

sequences b s  

( )
1

1

0

2
N

b N b

b

−
− −

=

= ⋅s s . (3)

where { }⋅  – scalar multiplication operation, bs  – binary

sequence formed by the b-th bit of binary samples of a fragment 
of a speech signal. 

A series of experiments [5,7,8] shows that for speech signals 
the assumption is valid that the correlation between the samples 

( )ns  and ( )n ks −  of the speech signal decreases substantially with 
an increase of the interval k  between the samples. Therefore, it 
is possible to indicate an interval beyond which correlation 
relationships practically do not exist. Given this assumption, the 
mathematical apparatus of simple or complex Markov chains 
can be used to describe and analyze short fragments of speech 
signals [9, 10]. 

It is required to develop a model and method of 
parameterization of speech signals fragments (1). 
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III. HIGH ORDER MARKOV CHAIN 

Consider a high order (connected with m) Markov chain with 
2Nl =  states and transition probabilities of the form (4)  

 ( )( ) ( 1) ( 2) ( ) ( 1)| s s ...s s ,...k k k k m k m
n i j r qP s − − − − − =  

 ( )( ) ( 1) ( 2) ( )| ...sk k k k m
n i j rP s s s− − −= , (4) 

where , , , , 1,i j r q n l= , 1,k L= . 

We pass from the high order Markov chain to the simple one, 

forming a vector ( )( 1) ( 1) ( 2) ( )
1 2 ...k k k k m

ns s s s− − − −=


 of length m [11]. 

Then 

 ( )( ) ( 1) ( )
| ...

k k k m
P s s s

− −
=

  
 

 ( )( ) ( 1) ( 1) ( 1) ( 2) ( ), ,..., | , ,...,k k k m k k k m
n i v i j rP s s s s s s− − + − − −= , (5) 

where , , , , 1,i j n r v l= . 

The number of states of the simple Markov chain 
transformed in this way is ml . 

With known conditional probabilities (4), we can determine 
the transition probabilities 

 ( )( ) ( 1)
|

k k
P s s

−
=

 
 

 
{ } { }( )

( )

( ) ( 1) ( 1) ( )

( 1) ( )

,..., , ,...,

,...,

k k m k k m
n v i r

k k m
i r

P s s s s

P s s

− + − −

− −
= =  

 
( )

( ) ( )
( ) ( 1) ( )

( ) ( 1) ( )

( 1) ( )

,...,
| ,...,

,...,

k k k m
n i r k k k m

n i rk k m
i r

P s s s
P s s s

P s s

− −

− −

− −
= = , (6) 

where , , , , 1,i j n r v l= . 

For example, for a Markov chain of connection 2m =  

vector states 
( )k

s


 take values from the set 

{ } { } { } { }{ }1 1 1 2 2 1 2 2, , , , , , ,s s s s s s s s  and the transition probability 

matrix has the form: 

 

1 1 1 2 2 1 2 2

1 1 111 112

1 2 121 122

2 1 211 212

2 2 221 222

0 0

.0 0

0 0

0 0

s s s s s s s s

s s

s s

s s

s s

π π

π π

π π

π π

 
 
 
 Π =
 
 
 
 

 (7) 

where ( ) ( ) ( ) ( )( )1 1 2, | ,k k k k
ijn n i i jP s s s sπ − − −= , , , 1, 2i j n = . 

Zero elements of the transition probability matrix correspond 
to the probabilities of impossible events. 

In a similar way, we can obtain transition probability 
matrices for the general case ( 2m > , 2l > ). For matrix 
elements of the form (7), modified normalization conditions 
must be observed 

 ...
1

1
l

rv in
n

π
=

= ,  , 1,i j l= , (8) 

and coherence 

 ... ... ...
1

l

v in rv i rv in
r

p p π
=

= ,  ,..., , 1,v i n l= , (9) 

where ( )( ) ( 1) ( 1)
... , ,...,k k k m

v in n i vp P s s s− − +=  – unconditional 

probability of a combination of m states { }...v i ns s s . 

The difference equations are valid for the simple vector 
Markov chain introduced in this way. 

 ( ) ( ) ( )1 0k k k−= Π = Πp p p , (10) 

where ( )kp  – vector of unconditional probabilities of all 

possible combinations of m states at the k -th step. 
Consider the methods of Markov parameterization of speech 

signals fragments using the described model in order of 
increasing complexity. 

IV. PARAMETRIZATION BY A SIMPLE MARKOV CHAIN 

In the general case, the method of parametrization of a 
speech signal fragment by a simple Markov chain contains the 
following steps sequence. 

1. The bit sequences i s  ( 1,i N= ) are combined into disjoint 

arrays 
T11, ,..., bb Nb b + −+  s s s  of size bN L× .  

Sequences of meta states ( )kb S  are considered as simple 

Markov chains b S , 0, / 1bb N N= −  with the number of states 

equal to 2 bN . 

 

( )

( )

( )

( )

( )

( )

1 2

1 21 1 1

, ,...,

b b b

Lb b b

Lb N b N b N

s s s

s s s+ − + − + −

      
      

=      
      
      

    (11)  

 ( ) ( ) ( ){ }1 2, ,..., Lb b b bS S S= = S  

2. Each vector b S  is divided into p  intersecting segments 

1 ,...,b b
pS S  with overlap coefficient h. 

3. The elements b
q ijπ  of the transition probability matrices 

b
q Π  of a simple Markov chain are estimated for each q-th 

segment of the vector b S . 

 
( )

( ) ( )
( ) ( 1)

( ) ( 1)
ˆ ,

ˆ |
ˆ

b k b k
q j q ib b k b k

q ij q j q ib
q i

P s s
P s s

P s
π

−

−= = , (12) 

where 0, / 1bb N N= − , 1,q p= , 1,k L= , , 1, 2 bNi j = ; 

( )( ) ( 1)ˆ ,b k b k
q j q iP s s −  – relative frequency of combinations 

{ }( ) ( 1),b k b k
q j q is s −  in the q-th segment of the vector b S ; ( )ˆ b

q iP s  – 

258 IEEE EWDTS 2020, September 4-7



relative frequency of the i-th state of the Markov chain in the q-
th segment of the vector b S . 

4. The resulting transition probability matrices b
q Π  are 

combined into a signal parameters matrix. 

 

0 0 0
1 2

/ 1 / 1 / 1
1 2 2

...

... ... ... ...

...b b b

p

N N N N N N− − −

 Π Π Π
 

=  
 Π Π Π 

M . (13) 

The diagram of possible transitions of a simple Markov 
chain bS  for 2bN =  is shown in Fig. 1. 

Example. 2m = , 4N = , 2bN = . 

1. Binary bit sequences 0 3,...,s s  are combined in sequences 
bS  (Fig. 2) such that 

 
( )

( )

( )

( )

( )

( )

1 20 0 0
0

1 21 1 1
, ,...,

L

L

s s s

s s s

       
= =                  

S  (14) 

 ( ) ( ) ( ){ }1 20 0 0, ,..., L= S S S , 

 
 

 
( )

( )

( )

( )

( )

( )

1 22 2 2
1

1 23 3 3
, ,...,

L

L

s s s

s s s

       
= =                  

S  

 ( ) ( ) ( ){ }1 21 1 1, ,..., L= S S S . 

The number of meta states ( )kbS  of such sequences is 

2 4bN = . 

 
Fig. 1. The transition diagram of the Markov chain bS  
 

 

Fig. 2 Plots of transitions of the multi-valued Markov chain for 2m =  and 2bN = . 

 
Assuming that the sequences bS  are high order Markov 

chains of connectedness 2m =  and the number of states is four  

 1
1
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b
b
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s
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b
b
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s
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, 2
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1

b
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b

s
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=  
 

, 2
4

2

b
b

b

s
S

s

 
=  
 

, (15) 

we transform them into simple Markov chains with the number 

of states equal to 2 16bmN = , forming vectors 

 ( )( ) ( ) ( 1),b k b k b kS S S −=


 (16) 

and vector sequences b S


 (14). 
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2. Sequences bS


 are divided into p intersecting segments 

with overlap coefficient h: 1 1
1 ,..., pS S
 

 и 2 2
1 ,..., pS S
 

. 

3. For each q-th segment of the sequence b S


 elements b
q ijnπ  

of transition probability matrices b
q Π  are estimated  
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( )

( ) ( 1)

( ) ( 1) ( 2)

( 1)

,
| ,

b k b k
q qb b k b k b k

q ijn q n q j q ib k
q

P S S
P S S S

P S
π

−

− −

−
= = =

 

  

 
( )

( )

( ) ( 1) ( 2)

( 1) ( 2)

ˆ , ,

ˆ ,

b k b k b k
q n q j q i

b k b k
q j q i

P S S S

P S S

− −

− −
= , (17) 

where 0,1b = , 1,q p= , 1,k L= , , , 1, 4i j n = . 

4. Nonzero elements b
q ijnπ  of the transition probability matrix 

b
q Π  are combined into a signal parameter matrix M . 

 

V. EXPERIMENT 

The speech signal models considered in the paper are used 
to evaluate the effectiveness of Markov parameterization 
methods in solving the problem of speaker-dependent 
recognition of speech commands. As an alternative method of 
speech signals parameterization, the method of parameterization 
with cepstral coefficients is used (MFCC). 

For the experiment, the author’s collection of 150 speech 
commands with a sampling frequency of 8 kHz was formed. 

The experiment consisted of the following steps: 

1) estimation of the average parameterization time of one 
fragment of a speech signal;  

2) probability estimation of correct recognition of commands 
as a result of performing 1000 experiments for each model 
(Table 1). 

The experimental results are presented in table 1. The 
following abbreviations are introduced to indicate the model 
used for parameterization: common model name - dtmc 
(Discrete Time Markov Chain), the next two digits indicate the 
order of the Markov chain - m  and the number of grouped bit 
sequences - bN . The numbers of the most significant bits used 
for parameterization are indicated in parentheses. 

The experiment showed that a compromise between the 
recognition efficiency of speech commands and the 
computational complexity of the parameterization algorithm is 
achieved by using (to estimate the parameters of the 
approximating Markov chain) from one to four high bits of a 
linearly quantized speech signal.  

The results indicate a significant (16-19 times) reduction in 
time spent on parameterization of fragments of speech signals 
with a concomitant decrease in the probability of commands 

recognition by 5-8% relative to the classical method of 
parameterization with cepstral coefficients.  

TABLE I.  PROBABILITY OF RECOGNITION AND TIME OF 
PARAMETRIZATION 

 Parameterization 
method 

Relative 
parameterization 

time for one 
fragment 

Recognition 
probability,% 

Si
m

pl
e 

ch
ai

n 

dtmc11(0) 0,052 76,3 
dtmc11(0,1) 0,055 83,5 
dtmc11(0,1,2) 0,058 84,2 
dtmc11(0,1,2,3) 0,062 84,7 
dtmc12(0,1) 0,051 85,3 
dtmc12(0,1,2,3) 0,055 89,7 

H
ig

h 
or

de
r 

ch
ai

n dtmc21(0) 0,052 83,4 
dtmc21(0,1) 0,055 92,4 
dtmc21(0,1,2) 0,059 94,8 
dtmc21(0,1,2,3) 0,062 95,8 
dtmc22(0,1) 0,052 85,6 
dtmc21(0,1,2,3) 0,055 93,9 

 MFCC 1 99,7 

 

VI. CONCLUSION 

The paper summarizes the options for representing 
fragments of speech signals by simple and high order Markov 
chains. Particular cases of the implementation of these models 
for the parameterization of speech signals by Markov chains 
with 1m =  and 2m =  are presented. 

It is shown that when using the methods of Markov 
parameterization in problems of automatic speaker-dependent 
recognition of speech commands, it is advisable to use models 
of high order Markov chains. The considered models of speech 
signals can significantly reduce the requirements on the 
computing resources of automatic speech recognition systems. 
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Abstract—Diagram-forming circuits contain passive 
microwave devices, such as phase shifters, directional couplers. 
Various requirements are imposed on such devices, for example, 
low cost, low weight and size, etc. The layout of a broadband 3 
dB coupler functioning at a frequency of 1 GHz is studied. The 
coupler miniaturization was realized by exchanging the quarter-
wave segments with microstrip cells having comparable 
characteristics with smaller dimensions. Such a replacement, 
allowed reducing the space of the coupler by more than 3 times, 
relative to the standard design. 

Keywords—filter, coupler, miniaturization, device. 

I. INTRODUCTION  
Depending on the conditions of use of microwave devices, 

certain parameters are gaining importance: dimensions, 
permissible operating temperatures, bandwidth, etc. In this 
work, a compact directional coupler is considered. A coupler 
is a device used to divide or sum power. The dimensions of 
such devices are linearly related to the operating frequency, 
the lower it is, the greater the area they occupy on a microwave 
substrate. This is especially noticeable when the device is 
operating in the decimeter range of frequencies. In this regard, 
it is worthwhile to find an approach that allows not only to 
decrease the sizes of the scheme, but also to maintain its 
operability at the level of the usual design. Today, in the IEEE 
database, you can find a large number of works devoted to the 
miniaturization of various microwave devices. Compact 
couplers with different implementations are described in [1] - 
[14]. In [1] the author proposes a design of a compact divider, 
assembled on lumped elements installed in place of 
transmission lines. In [2,3], a mathematical approach to the 
construction of such structures is shown using an example of 
a circular directional coupler. Work [4] demonstrated the 
possibility of using a slit between two transmission lines 
located on different substrate layers to miniaturize a 
directional coupler. In [5,8], P-circuits are used in which the 
extreme capacities are combined with the capacities of 
neighboring circuits. Work [6] describes the design of a 
compact ring coupler with an original way to optimize the 
dimensions of the device. The work [7] shows a design 
implemented on T-circuits, which can be simply 
manufactured using standard methods for manufacturing 
printed circuit boards. In [9], bends of transmission lines and 
vias installed between them are used. In [10], artificial 
transmission lines of original design are used to miniaturize 
the power divider. In [11], the authors use low-pass filters to 
miniaturize a circular directional coupler. Each method allows 
to achieve different miniaturization efficiency. In our case, 
microstrip cells will be used, which have comparable 
characteristics at the central frequency and its surroundings 
with the characteristics of planar segments. 

II. DESIGN COMPACT COUPLER 
The target of this work is to obtain a compact directional 

coupler with a wide bandwidth and well-realized dimensions. 

To achieve this goal, the following tasks are solved: designing 
a standard coupler to obtain its dimensions and characteristics, 
with which a comparison will be made later; calculation and 
synthesis of microstrip cells with comparable characteristics 
with replaceable segments; modeling a compact coupler and 
comparing the resulting characteristics with the characteristics 
of a conventional coupler model; making a model of the 
device under development and measuring its characteristics. 

To obtain a wide frequency band, additional stubs are 
installed to the usual branch-line coupler. However, the 
number of connected loops is limited in that their wave 
impedance increases and it becomes difficult to put them into 
practice. The five-stub 3 dB coupler has in its design loops 
with a wave impedance of 100 Ohms (Fig. 1). This coupler 
provides an equal separation of power separation the outputs 
with a phase difference of 90 degrees. For this reason, the 
device is symmetrical, then this principle of operation will be 
performed when microwave power is applied to any of the 
coupler inputs. Initially, according to the scheme shown in 
Fig. 1 in the Cadence AWR DE 14 program, the coupler 
topology on standard microstrip segments and FR4 substrate 
was assembled. The obtained model of the coupler with an 
frequency of 1 GHz is shown in Fig. 2, and its characteristics 
after calculation are shown in Fig. 3, 4. The area of the coupler 
is 2757 mm2. 

 
Fig. 1. The sheme of the coupler 

 
Fig. 2. AWR standard branch layout 

Figure 2 shows that a conventional coupler has an area 
inside the figures described by quarter-wave segments, which 
is not used in any way. The simple bending of the λ/4 
segments does not essential decrease the scope of the device; 
therefore, it is necessary to replace standard segments with 
compact structures, while it is necessary to avoid a significant 
modification in the characteristics of the device. 

22.5

30.5

90.4
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Fig. 3. Frequency dependence of S-parameters for a standard coupler 

obtained in AWR 

 
Fig. 4. Graph showing the change in the phase difference between the 
output signals of the splitter received by AWR 

The standard coupler works atin the frequency band (by 
isolation level -15 dB) 1000 - 2580 MHz. In the same 
frequency band, a phase difference of 90 degrees is made 
between the output signals. At the same time, the shoulder 
balance of +0.5 dB is preserved only in the frequency band 
1400-2200 MHz. After the design of the coupler was obtained, 
a miniaturization of the device was performed, namely, 
replacing the quarter-wave segments with an analog in the 
form of microstrip cells, pre-calculated and optimized for the 
required requirements. To grow the miniaturization 
efficiency, the internal space of the coupler, the wide elements 
of the cells were located in the internal area of the coupler. 
The layout of such a coupler is shown in Fig. 5. The size of 
the device with this arrangement turned out to be equal to 833 
mm2, which is more than 3 times less than the usual 
implementation of the branch (69.8%). The graph of S-
parameters and phase versus frequencies are obtained after 
numerical analysis in the AWR program (Fig. 6,7). 

 

Fig. 5. AWR compact coupler layout 

 

Fig. 6. Frequency-dependent S-parameters for a compact coupler obtained 
in AWR 

 

Fig. 7. A graph of the phase difference between the output signals of the 
compact coupler obtained by AWR 

The compact coupler works in the frequency band 
(estimated by isolation level -15 dB) 1000 - 2420 MHz. In this 
case, a phase difference of 90 degrees is performed in a 
smaller frequency band. In this case, the shoulder balance of 
+0.5 dB is preserved only in the frequency band 1450-2180 
MHz.  

III. PROTOTYPE MEASUREMENTS 
To verify the correctness of the calculations, a coupler 

model was made using photolithography; its photograph is 
shown in Fig. 8. To measure the S-parameters, the 
Rode&Shwarz ZVA24 vector network analyzer was used. 
The removed experimental dependences are shown in 
Figs 9.10. 

 
Fig. 8. The layout of the compact coupler 
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Fig. 8. Frequency-dependent measured S-parameters for a compact coupler 

 
Fig. 9. Graph showing the change in the phase difference between the 

output signals of the splitter received by AWR 
 

The layout works in the frequency band (estimated by 
isolation level -15 dB) 1000 - 2380 MHz. In this case, the 
phase difference of 90+3 degrees is performed in the band 
1050 - 2325 MHz. The imbalance between gear ratios has 
increased. Deterioration of characteristics in comparison with 
the calculated data can be caused by manufacturing errors and 
the presence of connectors that were not taken into account in 
the simulation. For a simpler comparison, the main 
characteristics of the devices are presented in Table 1. 

TABLE I.  COMPARISON OF STANDARD AND MINIATURE COUPLERS 

Parameters Standard Compact 

bandwidth, MHz 1580 1380 

Relative bandwidth, % 88.3 81.6 
area, mm2 3786 833 

Relative area, % 100 30.2 

Central frequency, MHz 1790 1690 

The phase outputs, ͦ 90 89.5 

IV. CONCLUSION 
An implementation option for a compact broadband 

coupler has been obtained. Miniaturization was conceded out 
based on the use of cells, whose characteristics are comparable 
to the characteristics of microstrip segments, but at the same 
time take up less space on the substrate. The simulation was 

performed in the Cadence AWR DE 14 program, and the 
model was made using photolithography. The proposed 
coupler has a simply implemented topology, and its area is 
more than 3 times smaller than the area of a conventional 
coupler configured on the same frequency. Negative factors of 
miniaturization are an increase in losses in the passband, 
growth in the imbalance between transmission coefficients, 
and a decrease in the bandwidth. 
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Abstract— The static maximum relative error of the ADC 
for sensors is determined by the value of its least significant bit. 
During the input signal conversion in the ADC the information 
delay causes the dynamic error, which is added to the static 
error and actually reduces the effective number of bits. This 
decrease can be estimated by the effective number of bits, 
which illustrates the qualitative and quantitative assessment of 
the additional error. The article demonstrates that the effective 
bits rate is defined by the delay period of information in the 
ADC, as well as the sampling rate of the input signal. This, in 
turn, requires setting the spectrographic density (SD) for the 
converted signal, as well as an algorithm for selecting the 
sampling rate. It is recommended that the delay time of the 
ADC includes the delay in the analog storage and amplitude 
multiplexer, which are located at the ADC input and are 
directly involved in the conversion process. The article draws 
attention to the fact that the real sampling rate of analog 
signals, chosen from the point of view of the straight task of 
errors distribution in the automatic control system, 
significantly exceeds the sampling rate according to the 
sampling theorem. This requires the correction of the obtained 
results using the sampling theorem, in the direction of reduction 
of effective number of bits. 

Keywords—automatic control system, dynamic error, 
information delay, flash ADC, pipelined ADC, serial ADC, 
sensors, signal spectrum 

I. INTRODUCTION 

In the control and monitor systems (CMS), the ADC for 
sensors is one of the main units that determine the error and 
system performance. 

By the structure, the ADCs can be divided into the flash, 
serial and parallel-serial (pipelined) ones.  

Static maximum reduced error of the q  – bit ADC ( 

s tγ ) is equal to the least significant bit: 

1
.

2s t q
γ =                                 (1) 

The dynamic error of the ADC ( dynγ ) arises due to the 

delay in information at its output, which leads to the effect 

similar to the occurrence of the error from the input anti-
aliasing filters [1,2]. 

If we add the dynamic error to error (1) due to the delay, 

then we can obtain the total error ( totγ ) of the ADC in the 

following form 

                            
1

2to t d y nq
γ γ= + .                   (2) 

This error corresponds to the ADC with the effective 
number of bits. 

         
2

1
log

1
2

ef

dynq

q
γ

  
  

=   
  +
   

.       (3) 

In (3), the sign    means that the nearest smaller 

integer number is taken. 

Effective number of bits efq  is an integrated (qualitative 

and quantitative) indicator of the information conversion 
process in the CMS. 

II. RESEARCH OBJECTIVE 

The main objective and novelty of this article is to obtain 
the dependence of the effective number of bits on the 
parameters of the analog-to-digital conversion process for 
sensors. 

At the functional level, the ADC unit has two control 
sequences (synchronization series) of pulses: select pulses 
(conversion start pulses) (Usel) and read pulses (output 
pulses) of the digital code of the converted signal sampling 
(Usam) [2-16]. The time diagrams of these pulses are 
presented in Figure 1. 

This Figure 1 has the symbols: 

prt – conversion time of the selected sampling into the 

digital code; 

cyct  – period of select pulse feeding. The research is carried out at the expense of the Grant of the Russian
Science Foundation (project № 18-79-10109). 
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Fig. 1. Timing diagrams of the clock pulses analog-to-digital converter. 

For the flash and serial ADCs, the following condition is 
always met 

                                  cyc prt t≥ .       (4) 

For the pipelined ADCs, the situation is possible when 

                                cyc p rt t≤ .               (5) 

The value of the maximum relative dynamic error of the 
ADC for sensors can be represented as [17-23]: 

          
1

0 ,dyn max prА М tγ −= ⋅   (6)
 

where: maxМ  – for the transformed waveform, the 

maximum value of the 1st derivative is; 

prt – information delay period in the analog-to-digital 

сonverter; 

0А  –  amplitude of the converted signal. 

Below, we consider the issues of substantiating the 

choice of parameters maxМ , p rt  and the sampling 

frequency  ( 1
d

cyc

f
t

= ) when finding dynγ and efq . 

III. INFORMATION DELAY TIME DURING THE ANALOG-TO-
DIGITAL CONVERSION 

In general, prt is the value indicated in the technical 

documentation for the ADC. But in this issue there may be 
special situations associated with additional units directly 
involved in the analog-to-digital conversion process (Fig. 2). 

In Fig. 2, the following notation is accepted: 
Min – data input module of the CMS; 
AS – analog storage; 
AM – amplitude multiplexer that selects the desired 

conversion channel. 

At the AM input the AS unit excludes the second-order 
dynamic error [3] and fixes the input voltage, which is 
stored in the electric field of its capacitor. At its output the 
AS maintains a constant voltage at the point of sampling 
throughout the analog-to-digital conversion. 

Most Mins allow installing the ASs at the inputs in the 

form of additional elements. The AS operation features are 
related to the protection of the holding capacitor from 
leakage currents that occur in the aggressive environment, 
as well as during the unit aging, exposure to humidity and 
low temperatures. 

 

 
Fig. 2. Functional circuit of the ADC input chain. 

If Min is implemented in the technologies of large-scale 
integrated circuits (LSI) or systems on a chip (SoC), then 
the ASs are located on the chip. Despite the large areas 
occupied by the holding capacitors of the AS, this method of 
eliminating the second-order dynamic error is used in 
practice of the CMS creating [3,24,25]. 

In the future, it is assumed that the value of  prt  

considers the delay for the converted signals in AS, AM. 

IV. DETERMINING THE MAX AMOUNT OF THE 1ST 

DERIVATIVES FROM THE CONVERTED SIGNAL  

In solving this problem, there can be two initial 
situations determined by the type of SD characteristics of 
the signal converted in the ADC for sensors: 

− the SD characteristics is finite (the signal has a finite 
spectrum); 

− the SD characteristics is infinite (the signal has an 
extended spectrum). 

The signal with the finite spectrum is characterized by 
the cutoff frequency ( sω ) at the level of 0.707 0А⋅ . The 

maximum 1st derivative of the signal with the finite 
spectrum ( f

m a xМ ) is determined by the Bernstein 

inequality [1,3,16]: 

                  
0

f
m a x sМ А ω≤ ⋅ .                       (7) 

To justify the amount of the maximum 1st derivative of 
that signal for that extended spectrum, it is suggested to 
employ the following technique: to describe the signal and 
obtain the necessary characteristics, draw an analogy of the 
converted signal with the signal that is received at the output  
of the Butterworth low-pass filter [16]. 

An analytical record of the envelope of the SD of the 
signal with a certain length spectrum, which is obtained at 
the output of the frequency response of the Butterworth 
filter, can be represented as:    
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0 2 2

A( ) A
k
s

k k
s

ω
ω

ω ω
=

+
,                  (8) 

where k – order of the filter. 
The choice of k of the max identity of the spectrum of 

the original signal with the spectrum of the signal that is 
obtained at the yield filter is considered in [3].  

As shown in [3,16], the maximum 1st-order derivative of 
the signal with the extended spectrum ( ex t

m a xМ ) on the filter 

yield is defined as:  
 

0
ext
m ax s sМ К А ω≤ ⋅ ⋅ ,                    (9) 

where    

                   ( 1)21
( 1) kk

sК k
k

−= − .               (10)  

For a signal at k=1 in compliance with (10): 

1sК = .               (11) 

Further, the article considers the signals with the finite 
spectrum and with the extended spectrum, the SD of which 
is identical to the SD of the signal at the output of the first-
order Butterworth filter. The maximum derivative for these 
signals is assigned by the Bernstein inequality (7). 

V. TIME SAMPLING FREQUENCY SELECTION 1
d cycf t −=   

The processes of time sampling and subsequent 
reconstruction of signals in the CMS are accompanied by 
the occurrence of errors. We can define the main errors that 
determine the choice of df : 

− spectral foldover error ( folγ ); 

− reconstruction error of method ( recγ ); 

− instrumental errors of sampling and information 
recovery units. 

There is also a well-known sampling theorem [26-31], 
according to which the sampling frequency of the signal 
with the finite spectrum is equal to twice cutoff frequency 
[32-40]: 

                  s
df

ω
π

≥ .                                  (12) 

The selection condition of df  (12) is boundary and does 

not take into account the real sampling processes, which are 
determined by the characteristics of the CMS units. Most 
often, the choice of the frequency according to (12) is used 
to obtain margin evaluations of df , which are always less 

(sometimes by several orders of magnitude) than the real 
sampling frequencies. 

In practice, df  of the input signal of the ADC for 

sensors is determined by the errors folγ  and recγ , which are 

specified when solving the straight error distribution task of 
the CMS errors. Fig. 3 shows the algorithm proposed in [3] 
o select the sampling rate of analog signals in terms of the 
actual work conditions of the question and answer CMS  
blocks. 

 
Fig. 3. Algorithm for choosing analog signals in the sample rate in the 
CMS. 

In this Fig. 3: 

sumγ – combined error on the sampling and information 

recovery; 

difγ  – the difference between combined error and 

spectral foldover error; 
fol

df – sampling frequency in terms of folγ ; 

rec
df – sampling rate in terms of recγ . 

As can be seen from the algorithm shown in Fig. 3, the 
sampling frequency is obtained as a result of multiple 

calculations of fol
df  and

rec
df in the repetitive procedure of 

the reallocation of errors folγ , recγ  between each other when 

their sum is constant. 

Then, condition (10) is used to determine df , which will 

give a result more than real during the calculation of 
efq . 

When specifying a specific CMS and calculating the real 
value of df  using the iterative algorithm (Fig. 3), it is 

necessary to correct the value of efq . It should also be noted, 

that the proposed estimation algorithm is quite simple and 
its complexity is low. Due to the lack of other algorithms, 
complexity comparisons were not carried out. 

VI.  CALCULATION OF THE EFFECTIVE NUMBER OF BITS OF THE 

ADC
efq  

It was demonstrated above that the dynamic error for the 
ADC is defined by the formula (6). Then, taking into 
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account (10), (11), (12), we obtain the max amount for the 
dynamic error of the ADC in the CMS: 

                              
.p r

dyn
cyc

t

t
γ π=

                     (13) 

Substituting the obtained value in (5), we find the total 
error of the ADC in the following form 

1
.

2
pr

tot q
cyc

t

t
γ π= +                (14) 

This error corresponds to the ADC with the effective 
number of bits. 

            
2

1
log .

1
2

ef
pr

q
cyc

q
t

t
π

  
  
  =   

+  
   

   (15) 

Table 1 shows the calculated values of efq  for three 

ADCs with a number of bits of 14, 10 and 6. It should be 
noted, that on this topic, the study is fundamental and the 
only one at the present time, in this regard, a comparison of 
the results with anything can not be presented. 

TABLE I.    CALCULATED VALUE OF efq  

p r

cy c

t

t
 

510−

 

410−

 

310−

 

210−

 

110−

 

010−

 

110+

 

14efq at q =  13 11 8 4 1 1 1 

10efq at q =  9 9 7 4 1 1 1 

6efq at q =  5 5 5 4 1 1 1 

 
Fig. 4 shows the graphs plotted in accordance with the 

data from Table 1. 
 

 
Fig. 4. Plots of changes in the 

efq  of bits of the ADC depending on the 

delay time when obtaining the digital readout.  

In this Figure, the heavy line corresponds to efq at q = 

14, the dash line at q = 10 and the thin line at q = 6. 

VII. CONCLUSION 

The effective number of bits of the ADC for sensors 
depends on the information time delay in it (conversion 
time), the spectral characteristics of the converted signal and 
the sampling frequency. The sampling frequency of the 
signal, calculated with account for the real parameters of the 
sampling process, significantly exceeds the frequency 
calculated by the sampling theorem. This requires the 
correction of the obtained results using the sampling 

theorem, in the direction of reduction of efq . 
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Abstract— New type of memristor-based reactance-less 
oscillators circuit is considered – memristor piecewise constant 
oscillators. The phase plane methodology was applied for 
analysis of coupled memristor-based reactance-less piecewise 
constant oscillators (PWC MBO) under external excitation. The 
capabilities of PWC MBO are discussed. The results of oscillator 
simulation confirm these capabilities. 
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I. INTRODUCTION  

Artificial neurons (AN) are widely used as the main 
elements in promising neuromorphic systems [1]. Several 
generations of AN models have changed for period of their 
development. In particular, the modern oscillatory artificial 
neurons provide quite complex responses to external signals. 
In fact, they are generators of binary pulse sequences with 
complex modulation system that depends on both the intensity 
and polarity of the incoming signals, as well as on the previous 
time events. Various electronic devices can be used for their 
implementation [2]. 

Recently AN models based on piecewise constant (PWC) 
oscillators have appeared [3-5]. They are developed on the 
base of standard electronic components including amplifiers, 
logic gates, resistors, capacitors. The transient processes occur 
in these circuits under constant excitation, for example the 
charge or discharge of the capacitor at constant current. 

Thus piecewise constant (PWC) oscillators are the 
oscillators with mathematical models which are systems of 
ordinary differential equations (ODE) with piecewise constant 
coefficients. The piecewise linear functions of time are the 
solutions of such ODE systems. Correspondingly the signals 
generated by AN in this case are piecewise linear functions of 
time. 

The features of such circuits simplify the analysis. At the 
same time, such circuits preserve the diversity of their 
behavior. They also provide the properties of more complex 
models of AN including excitation, inhibition, pulse 
generation and pulse trains generation. The analysis of the 
piecewise constant PWC oscillators and AN based on these 
oscillators is given in a number of works [6-8]. 

As a rule, PWC oscillators are based on linear integrators 
controlled by nonlinear elements with binary outputs, such as 
comparators and hysteresis comparators. The simplest PWC 
oscillator can contain only one integrator. But its capabilities 

to modulate pulse sequences are limited in this case. 
Therefore, at least two integrators in PWC oscillators are used 
to construct AN circuit. These two integrators specify the 
variables in PWC oscillator model. The linear superposition 
of these variables is input signal for nonlinear control 
elements. Such connected PWC oscillators can be considered 
as coupled dynamical system. The complex behavior of this 
system requires the complicate analysis and synthesis but 
provides a variety of PWC oscillator functionalities.  

This paper is devoted to application of memristor devices 
as integrating elements of the artificial neural circuits. The 
properties of memristors [9] open up new possibilities of 
constructing the memristor generators and artificial neurons 
on their base [10].  

The inertial property of memristors provides the 
elimination of reactive elements (inductors and capacitors) in 
generator circuits. As a result, reactance less memristor based 
oscillators can be constructed [11-13] with the characteristics 
desired for AN generation. This type of oscillators can operate 
in the frequency range from kHz to MHz with power 
consumption varying in the range from nanowatt to 
microwatt. 

The nonlinearity of the memristor characteristics due to 
the change in its resistance when current flows through device 
limits the development of PWC memristor based oscillators 
(PWC MBO). However, if only the current sign via the 
memristor is changed, then this restriction is removed. To 
control the generation process it is enough to send the input 
signal not to the memristor, but to the nonlinear element. This 
circuit property can be implemented in memristor piecewise 
constant generators. 

The purpose of this paper is to consider the behavior of 
such memristor piecewise constant generators and their 
opportunities for application in AN.  

The simplest PWC MBO contains a single memristor. The 
connection of two such generators provides new capabilities 
of pulse train modulation that is required for AN oscillator 
circuit development.  

The rest of the paper is organized as follows. Section 2 
presents the basic principles of PWC MBO constructing. 
PWC MBO circuit and its functionalities are discussed in 
section 3. In section 4 the analysis of two coupled PWC MBO 
is performed. Some simulation results of coupled PWC MBO 
are presented in section 5. 
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II. THE PRINCIPLES OF CONSTRUCTION OF PIECEWISE 

CONSTANT MEMRISTOR BASED OSCILLATORS 

To provide the occurrence of relaxation oscillations in 
considered circuit type the connection of a memristor with a 
nonlinear active element must meet to certain requirements 
[13]. In particular, the two-threshold comparator (TTC) [12] 
meets these requirements. In memristor based generator 
(MBO) the current flow changes the resistance value of the 
memristor. The corresponding change in the voltage on the 
memristor causes TTC switching that provides a periodic 
change in the direction of the current. 

The TTC output signal can be used to transmit binary 
signals (“0” and “1”) within the network of connected MBO. 
Usually the input signal in MBO changes the current through 
the memristor and controls the rate of the memristor state 
change. This process can be considered as integration of input 
signal. When control signals are received the time change in 
the voltage on the memristor has nonlinear character. Thus, 
MBO with traditional control is not be piecewise constant 
generator.  

The main idea to eliminate the time nonlinearity is to 
control MBO not by the input current amplitude but by its 
transmission time. To achieve this goal, it is suggested to send 
the input signal not directly to the memristor device but to the 
TTC circuit. In this case the control by TTC is reduced to 
change in its threshold voltages. 

Increasing the maximal threshold voltage and decreasing 
the minimal threshold voltage leads to increasing the possible 
range of memristor voltage variation. Respectively decreasing 
the maximal threshold voltage and increasing the minimal 
threshold voltage leads to reducing the possible range of 
memristor voltage variation. Accordingly, the possible range 
of changes in the resistance of the memristor will also change. 
After completion input signal activity the state of MBO may 
also change. This depends on time relations between 
oscillations in MBO and time duration of signal at MBO input. 

It is important that all these changes occur under constant 
value of the current through the memristor. By such a way 
MBO becomes the piecewise constant generator (PWC 
MBO). 

Interconnection of the piecewise constant generators 
(PWC MBO). 

The system of connected PWC MBO can be considered. 
In particular, the circuit involving transmitting PWC MBO 
and receiving PWC MBO can be discussed. 

The binary output of PWC MBO can control the 
thresholds of other such generators in various ways. For 
example, high output level (“’1”) of the transmitting PWC 
MBO increases one or both TTC thresholds of the receiving 
PWC MBO while a low level (“0”) causes the opposite effect. 

Below we will limit ourselves by consideration of the 
following algorithm of PWC MBO interconnect behavior: 

- the direct output high level (“1”) at output of transmitting 
PWC MBO causes reducing the difference between the TTC 
thresholds values and it causes an increase in the difference 
between the threshold values in inverted version;  

- the output low level (“0”) of the transmitting PWC MBO 
does not impact on the TDC threshold of the receiving PWC 
MBO;  

- change in thresholds is small enough so that the 
generation of the receiving PWC MBO is preserved. 

III.  MEMRISTOR PIECEWISE CONSTANT GENERATOR 

The following PWC MBO circuit is proposed for further 
consideration (Fig.1). 

The sheme of piecewise constant memristor based 
oscillator with controlled threshold parameters (PWC MBO) 
consists of memristor М and a two-threshold comparator 
(TTC ). The comparator output is connected to the memristor 
М using the current source IM. The TTC is formed by two 
comparators whose outputs are combined by a logical NAND 
circuit. The output binary signal  (“0” and “1”) is 
converted into currents -I or +I using current generator  . 
These currents provide the reversible change in the resistance 
of the memristor. The voltage from the memristor  and the 
input signal  are received at TTC inputs. Moreover the 
voltage  and  set the initial minimal and maximal 
threshold voltages, respectively. Note that for >    
PWC MBO output state is set to logical “0”. 

 
Fig. 1. Schematics of memristor based piecewise constant oscillator (PWC 
MBO). The current input  (dotted line) demonstrates the traditional 
method of MBO control. 

Two variables specify the state of PWC MBO circuit: the 
resistance value of the memristor ( )  and TTC output 
voltage . The differential equation ⁄ = − ∙  
takes place when connecting memristor anode to the current 
generator IM (Fig. 1). Here coefficient γ determines the 
switching speed of the memristor device. The value of γ is 
constant in the framework of the drift-diffusion memristor 
model [9].  

Below we will go to dimensionless variables. In this case 
we get I=1, γ=1, and as a result the simple form of differential 
equation: ⁄ = ±1.  

The variation of memristor resistance  is limited by 
minimal  and maximal  values. The range of 
variation R is additionally narrowed due to PWC MBO 
circuitry with the maximal  and minimal  values of TTC 
threshold voltages and also the input signal ( ): < ( + ( )) = + ( )⁄ ≤ ( ), (1a) ( ) ≤ − ( ) = ( − ( )) <⁄ 	.(1b) 

Here = ⁄  is the minimal threshold resistance, =⁄  - the maximal threshold resistance, ( ) = ( )⁄  –
the change in the threshold resistance due to the input signal.  

Thus the process of generation in PWC MBO reduced to 
change ( )  in the range of threshold resistances. The 
additional requirement is introduced to maintain nonzero 
range of memristor resistance changes and prevent going 
beyond the linear range.  
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 | ( )| − , − , 	( − ) 2⁄ 	 	(2	). 
Input PWC MBO does not directly affect the resistance 

change. It impacts on the switching threshold, i.e. it affects the 
switching time points with change the direction of resistance 
variation. Thus, the ability to change the state and output 
signal of PWC MBO depends on the time of arrival of the 
control signal. Note that when the control signal is applied to 
the memristor, the change in the state of the memristor in 
MBO does not depend on the time of arrival of the control 
signal. 

The action of the input signal IN on both types of generator 
(  on PWC MBO or  on MBO) is shown in Fig.2. As we 
can see from the figure the MBO response depends on the 
duration of the input signal, and the PWC MBO response 
depends on the time point of the input signal arrival. The first 
two broad pulses speed up and slow down transient processes 
in MBO but do not impact on PWC MBO, since they operate 
outside of TTC switching intervals. Two subsequent short 
pulses have a weak effect on the MBO, but lead to a change in 
the behavior of the PWC MBO, as they change its switching 
thresholds. 

 
Fig. 2.  Comparison of impact of input signal (solid line) on PWC MBO 
(dashed) and MBO (dotted line). 

PWC MBO can be used as a signal source for another-
receiving PWC MBO.  

Under the positive pulse at input of receiving PWC MBO 
the transmitting PWC MBO locks the phase of the receiving 
one. The difference between the thresholds of the receiving 
PWC MBO is reduced under logical “1” at output of the 
transmitting PWC MBO. If the receiving PWC MBO is 
lagging in phase (its positive output signal is lagging), the 
maximum threshold is lowered, the lag is reduced and the 
phase lag is reduced. If the receiving PWC MBO is ahead of 
the phase (its positive output signal appears earlier) If the 
receiving PWC MBO is ahead of the phase (its positive output 
signal appears earlier), then the minimal threshold will be 
decreased. In this case the transition time to the lower zero 
level will be delayed and the advance will be reduced. 

The transmitting PWC MBO imposes an antiphase state 
on the receiving one under negative input pulse. 

IV. ANALYSIS OF TWO COUPLED MEMRISTOR PIECEWISE 

CONSTANT GENERATORS (PWC MBO)  

Two coupled PWC MBO behave in more complex way. 
Their joint behavior depends significantly on the coupling 
strength factor and the connection direction. 

The system of opposite connected PWC MBO1 and PWC 
MBO2 with binary output signals is shown in Fig.3. The input 

of PWC MBO1 receives an inverted signal (−	 )  and 
analog drive signal . The input of PWC MBO2 receives 
direct signal 	 . The system contains a phase detector ( , )  that performs logical function over the binary 
outputs PWC MBO1 and PWC MBO2. For example, if the 
function is “exclusive OR” then zero output signal =0 corresponds to completely in-phase input signal PWC 
MBO1 and PWC MBO2. 

 
Fig. 3. The system of coupled PWC MBO with the input adder and the 
output phase detector. 

If the PWC MBO generators are the same then the 
modules of the rates of change of their resistances  and  
are also the same. But direction signs of the rates may differ. 
Thus the system state is described by the variables  and  
and direction signs of ⁄  and ⁄ . The behavior of 
such a system can be conveniently considered at the phase 
plane of variables ÷ . Since the derivatives of variables 
take the values ±1, the trajectory of the image point is inclined 
straight lines (then inclined) with angle of  ± π⁄4 relatively the 
coordinate axes (see Fig.4 and Fig. 5.).  

Thus one from the four trajectory defined by the signs of 	⁄  can pass through each point of the phase plane. The 
own boundary corresponds to each of them. The trajectory of 
the image point is mirrored from the boundary after reaching 
boundary. The image point moves along the trajectory in the 
opposite direction when it hits the corner of the rectangle 
formed by the borders. 

Application of phase plane for analysis. 

The phase portrait of the system depends qualitatively on 
the ratio of coupling coefficients 	  and 	 : = −	 ( )⁄ ,                                                        (3) = 	 ( )⁄ . 

a) The case of equal values ( | | = | | = ) is a 
degenerate case. 

Two squares can be distinguished on the phase plane: the 
large one with the side − +  and the small one with 
the side − −  (Fig. 4). 

The performed analysis showed: 

- any rectangle formed by inclined lines, inscribed in a 
small square, is a stable trajectory of movement 
counterclockwise. The diagonals of a small square are also 
stable trajectories; 

- any rectangle with sides larger than 2r√2, formed by 
inclined lines, inscribed in a large square, is a stable clockwise 
movement trajectory; 

- all other inclined lines correspond to unstable trajectories 
that turn into stable ones; 
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The phase portrait in Fig.4 corresponds to the bifurcation 
of the system. The character of its behavior changes 
qualitatively when the values   and  are differ. 

 
Fig. 4. Phase plane of opposite connected PWC MBO for degenerate case. 

b) The case of different values ( ≠ = )  
There are two possible versions: | | = < = , | | = > = .  

In the first case we can select the parallelogram with 
opposite vertices ( + ,  − )  and ( , )  at the 
phase plane (Fig.5). This parallelogram is formed by inclined 
lines with angle (-π⁄4) (dashed lines in Fig.6) and lines that are 
parallel to the abscissa axis. Inclined lines with angle (-π⁄4) 
lying inside this parallelogram are stable trajectories. They 
correspond to antiphase oscillations with the period  = 2	( − − )⁄ 		. 

In the second case the parallelogram with opposite vertices 
( ,  − )  and ( + ,  )  can be selected that is 
formed by inclined lines with angle (π⁄4) and lines paralleling 
to the ordinate axis. The inclined lines with angle (π⁄4) lying 
inside this parallelogram are stable trajectories. They 
correspond to in-phase oscillations with the period  = 2	( − − )⁄ . 

Any other trajectory becomes stable during the certain 
number of cycles. So for the first case the trajectory starting at 
point A after several switches transfers to the stable trajectory 
with a negative slope (Fig.5). 

 
Fig. 5.  Phase plane of opposite connected PWC MBO with strong positive 
coupling (dotted line) and a strong negative coupling (dashed line). 

Techniques to drive the system 

The drive signal can change the phase trajectory of the 
system. Let the case be = . 

An additional external drive signal  leads to shift in the 
range of varying PWC MBO1 threshold voltage. Therefore 
the additional shift in the threshold resistances = ⁄  is 
generated. As a result, in accordance with (1) the following 
restrictions are active for PWC MBO1 and PWC MBO2 
during the action of the  signal: + − ≤ ( ) ≤ + − 																							(4) 		 	⁄ < 0,															 − ≤ ( ) ≤ − 		 		 ⁄ > 0	,							(5) − ≤ ( ) ≤ − 		 		 			 ⁄ < 0,									(6)  ≤ ( ) ≤ 							 		 ⁄ > 0	.								(7)  

The phase portrait of the system with drive signal is 
presented in Fig.6.  

Let the system initially be in a stable state corresponding 
to trajectory ab. The drive signal  corresponds to trajectory 
(gh). The transfer to trajectory (gh) is unavoidable under 
constant drive signal of quite long activity. This is result of 
change of ⁄  sign and reducing the threshold resistance 
(4) to + −  when the point b reaches the border at ( ) = + . As consequence the image point moves 
from b to c, then to d, until it falls on the trajectory (gh).  

The speed of the transition process to steady state depends 
on the difference ∆= − . The width of the stability area 
also depends on it. The return to stationary trajectory after 
external excitation may be long at low values ∆ . The 
proportional dependence of the return time on the amplitude 
of the external signal can be expected due to the piecewise 
linear character of transient waveforms in certain range of its 
amplitude variation.  

The behavior of self-oscillating coupled PWC MBO is 
described by piecewise constant differential equations. In this 
case the complete analytical solution can be obtained. For this 
goal problem of elastic reflection of a point from the sides of 
a rectangle is solved. The problem is solved in version when 
the position of the rectangle sides depends on the sign of the 
speed of point movement. 

In general case it is expedient to solve the considered 
problems using simulators in particular for simulation of long 
time periods and simulation of coupled PWC MBO with 
external signals. 

V. SIMULATION OF BEHAVIOUR OF COUPLED MEMRISTOR 

PIECEWISE CONSTANT GENERATORS (PWC MBO)  

Below some simulation results of the PWC MBO circuits 
versions are presented.  

The dimensionless parameters and variables are used 
below: = 1  , = 0.6  , = 0.2  , = 0.1, V=1, 
I=1, = 1. The dimensionless time is also applied. 

The example of the behavior of the system with phase 
detector NOR and various values of coupling factors ( =0.1, = 0.09		) is shown in Fig. 7. 
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Fig. 6. Example of a phase plane of  system of coupled PWC MBO under 
control.  

Initially the behavior of the system corresponds to stable 
trajectory with antiphase oscillations. At time t=0.9 the 
positive pulse arrives which has the amplitude of 0.05 and 
duration of 0.1. It delays the switching of PWC MBO1. The 
system goes into an excited state and the antiphase is violated 
during four periods of oscillation. This leads to series of five 
output pulses. The  similar behavior occurs if a negative input 
pulse is applied instead of a positive one, for example, at time 
t=0.6. 

The behavior of the system becomes more complex if the 
pulse duration increases. If the pulse duration exceeds the 
transition time to a stable trajectory, the number of output 
pulses is doubled  

The speed of transition to a stable trajectory depends 
significantly on the difference ∆ in the coupling factors. If this 
value is small then the process can be delayed. The time of 
transition to a stable trajectory at fixed values of connections 
depends on the amplitude and time of arrival of the input 
pulse. This can be used to perform the conversion of the 
external excitation value to the duration of the transition 
process. 

The carried out analysis and the simulation results show 
that the system of two identical opposite connected PWC 
MBO with a phase detector has the following properties: 

1) the stable oscillations are antiphase or in-phase in self- 
oscillating mode if the difference in the coupling coefficients 
is positive or negative, respectively; 

2) when the drive signal changes, the transition to a new 
stable state occurs only if the pulse amplitude is sufficient to 
change the threshold value during the pulse activity. It is 
accompanied by violation of oscillation synchronization, 
which leads to the appearance of pulses at the detector output. 
The duration of the transition process and the number of 
pulses at the detector output are inversely proportional to the 
modulus of the difference in the coupling coefficients and 
proportional to the amplitude of the drive signal. 

3) when the duration of the input pulse exceeds the 
transition process the number of output pulses is doubled. 

 
Fig. 7. The computed waveforms in the system of coupled PWC MBO with 
short input signal. 

VI. CONCLUSION  

The principles of operation of new class of memristor 
based piecewise constant oscillators were presented. It was 
shown that the system of two opposite connected memristor 
generators PWC MBO has wide functionality for converting 
analog and analog-digital signals into binary pulse sequences 
and is suitable for creating simple models of generating AN. 
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Abstract— Calculations of spectra, thresholds, and emission 
directivities of laser modes for active eccentric microring 
cavities are based on the lasing eigenvalue problem, which was 
reduced to the system of Muller boundary integral equations, 
and was discretized by the Galerkin method with trigonometric 
basis. In computational experiments, we demonstrate 
unidirectional emission of lasing, which is achievable with some 
assumptions on the position of the air hole in the cavity and its 
radius. In this work we obtain high directivity for unidirectional 
emission with the one pronounced ray in the directional pattern. 

Keywords—microring laser, active microcavity, lasing 
eigenvalue problem 

I. INTRODUCTION  
For more than few decades, optical microdiscs and 

microrings [1,2] are growing their popularity in scientists 
society. Due to their shape (thin and flat) they have interesting 
properties for investigation [3,4]. For this case, the special 
formulation was developed for lasing modes analysis [5]. 
Lasing Eigenvalue Problem (LEP) for the two-dimensional 
formulation is the well-known physical model [6,7,8]. 
Thresholds of lasing and emission frequencies can be 
considered as solutions of LEP for such lasers as in [5,9]. This 
statement was used for calculation of characteristics of lasers 
with active zones of various configurations [10-15]. In [16-
19], it was shown how to use the LEP formulation for 
nanolasers with surface-plasmon modes.  

In [20], the unidirectional lasing emission for eccentric 
microring cavities was demonstrated experimentally. In this 
paper, we investigate LEP for the purpose of modelling the 
unidirectional emission of lasing numerically. With the help 
of LEP we can detect the directivities of lasing and the 
threshold values of the gain and study spectrum properties [9-
15, 21-24, 26-28], also the disclosure of unidirectional 
emission is becoming achievable. In this work we use the 
method proposed in [13] and further developed in [14] to study 
unidirectional emission of lasing for higher azimuthal order 
modes. We investigate the unidirectional emission of lasing 
for several modes of an active eccentric microring cavity, 
which is controlled by position and size of the hole. It is 
important to notice that the unidirectional emission can be 
achieved only for even solutions of LEP. This structure is 
important in the case of the development of active 
microcavities. 

II. LASING EIGENVALUE PROBLEM 
Let us formulate LEP following [10] for an active 

eccentric microring cavity, which geometry is shown at Fig. 1 
(see also [25] for analogous statements for waveguide 
problems). The considered domains Ω!, Ω", and Ω# are 

separated by the boundaries Γ!, Γ" and have the refractive 
indices denoted by 𝜈$, 𝑚 = 1,2,3. In the annular region Ω", 
the refractive index is a complex value 𝜈" = 𝛼" − 𝑖𝛾, where 𝛾 
is the positive parameter of the active domain. In the exterior 
unbounded domain Ω#, the refractive index equals to the same 
value of the interior region, 𝜈! = 𝜈# = 𝛼!. Here, 𝛼!, 𝛼" > 0 
are known real parts of 𝜈$, while  the values of the gain index 
𝛾 > 0 are expected to be found.   

 
Fig. 1: Geometry of an eccentric microring cavity 

 Let us find solutions of LEP as pairs of the positive 
eigenvalues (𝑘, 𝛾). We denote by 𝑢 the eigenfunction 
corresponding to the wavenumber 𝑘 and the threshold gain 𝛾. 
Then the following relations have to be satisfied [9]: 

 Δ𝑢 + 𝑘$" 𝑢 = 0, 𝑥 ∈ Ω$, 𝑚 = 1,2,3,      (1) 
     𝑢% = 𝑢&, 𝜂$

'(!

')"
= 𝜂$&!

'(#

')"
, 𝑥 ∈ Γ$, 𝑚 = 1,2, (2) 

 9𝑖𝑘# −
'
')
:𝑢 = 𝑜 9 !

√)
: , 𝑟 = |𝑥| → ∞.      (3) 

Here, 𝑢 = 𝐻#	(𝐸#), 𝜂$ = 𝜈$
(%")(1), 𝑚 = 1,2,3, in the case 

of H-polarized (E-polarized) mode, as usual, 𝑘$ = 𝑘𝜈$. 

III. NUMERICAL RESULTS 
In our computations, we are looking for the H-polarized 

modes of the eccentric microring cavity with the refractive 
index in the hole and in the environment equal to 𝜈! = 𝜈# =
1. The real part of 𝜈" in the bounded area Ω" is 𝛼" = 2.63. 
We are looking for unidirectional emission of lasing in the 
assumption that the relative radius of the hole equals 0.15. We 
place the air hole in the center, after that we start to shift it to 
the boundary Γ".  

At Fig. 2, we see the dependencies of the gain threshold 
on the emission frequency for the fixed relative distance 
𝑑	between the centers of the circles. The initial values for the 
centered hole (for 𝑑 = 0) are marked by triangles and circles 
for even and odd solutions, respectively. The solutions for 
even and odd modes for fixed distance 𝑑 = 0.590 are marked 
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by stars, which related to the maximum directivity 𝐷 of the 
13th mode. We calculate the directivity 𝐷 following [9]. We 
denote the normalized frequency of lasing by 𝜅 = 𝑘𝑎",	where 
𝑎" is the external  radius of Ω". 

 
Fig. 2: Values of 𝜅 and log!" 𝛾 for 𝑑 = 0.590, the maximum directivity of 

the 𝐻!#,!,% mode equals 𝐷 = 9.073 

 
Fig. 3: Values of 𝜅 and log!" 𝛾 for 𝑑 = 0.445, the maximum directivity of 

the 𝐻!&,!,% mode equals 𝐷 = 8.527  

 
Fig. 4: Values of 𝜅 and log!" 𝛾 for 𝑑 = 0.440, the maximum directivity of 

the 𝐻!',!,% mode equals 𝐷 = 8.094 

 
Fig. 5: Values of 𝜅 and log!" 𝛾 for 𝑑 = 0.485, the maximum directivity of 

the 𝐻!(,!,% mode equals 𝐷 = 11.553 

 
Fig. 6: Values of 𝜅 and log!" 𝛾 for 𝑑 = 0.545, the maximum directivity of 

the 𝐻!),!,% mode equals 𝐷 = 13.512 

The analogous results we can see at Fig. 3 - Fig. 6, where 
solutions for different fixed 𝑑 corresponding to the maxima 
of the directivity	𝐷 for several modes are shown. At Fig. 7 
and Fig. 8, we see the dependencies between the position of 
the hole and the threshold gain, and between the position of 
the hole and the emission frequency, respectively. 

 
Fig. 7: Dependence of log!" 𝛾 on 𝑑 

 
Fig. 8: Dependence of 𝜅 on 𝑑 

 At Fig. 9,13,16,19,22, we see the dependencies of the 
directivity 𝐷 of the first solution for several modes (even and 
odd) on 𝑑. It is needed to notice that the maxima directivity is 
really high, thus, it give us a chance to obtain unidirectional 
emission of lasing. It will be proved by the diagrams of the 
dependence on 𝑑 of the angle 𝛽 of the main beam direction 
with the maximum directivity shown at Fig. 10,14,17,20,23. 
At Fig. 9, we see markers that belongs to the first and the 
second maxima of the directivity. The same notations will be 
used at other diagrams. 
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 As we can see at Fig. 10,14,17,20,23, a probability of 
unidirectional emission exists and is quite high. It can be 
proved by numerical calculations. Let us check this 
assumption and have a look at the diagrams of far field and 
near field for the 13th mode (Fig. 11,12). 

 
Fig. 9: Dependence of the directivity 𝐷 of the even and odd 𝐻!#,! modes on 𝑑 

 
Fig. 10: Dependence of 𝛽 on 𝑑 for the even and odd 𝐻!#,! modes 

 

 
Fig. 11: Diagrams of the fields of the 𝐻(!#,!,+) and 𝐻(!#,!,%) modes for       

𝑑 = 0.465 and 𝑑 = 0.42 

 As we can see at Fig. 11, it is impossible to achieve 
unidirectional emission for odd solution, in this case we will 
consider to obtain it further only for even solutions. Let us 
demonstrate analogous results for other higher azimuthal 

order modes. The results will be shown in comparison of two 
different maxima . 

 
Fig. 12: Diagrams of the fields of the 𝐻(!#,!,%) mode for 𝑑 = 0.59 

 At Fig. 13 we see that the maximum directivity was 
obtained for the point 𝑑 = 0.445. 

 
Fig. 13: Dependence of the directivity 𝐷 of the even and odd 𝐻!&,! modes on 

𝑑 

 
Fig. 14: Dependence of 𝛽 on 𝑑 for the even and odd 𝐻!&,! modes 

At Fig. 15, we can also obtain unidirectional lasing emission 
for even solution of the 14th mode, which corresponds to the 
results shown at Fig. 14. 

 
Fig. 15: Diagrams of the fields of the 𝐻(!&,!,%) mode for 𝑑 = 0.445 
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Fig. 16: Dependence of the directivity 𝐷 of the even and odd 𝐻!',! modes on 𝑑 

 
Fig. 17: Dependence of 𝛽 on 𝑑 for the even and odd 𝐻!',! modes 

 
Fig. 18: Diagrams of the fields of the 𝐻(!',!,%) mode for 𝑑 = 0.44 

 
Fig.19: Dependence of the directivity 𝐷 of the even and odd 𝐻!(,! modes on 𝑑 

Looking at Fig. 16,17, we can find that the highest directivity 
of emission belongs to the first point of maximum. At Fig. 18, 
the near and far fields for the maximum point are shown. 

 
Fig. 20: Dependence of 𝛽 on 𝑑 for the even and odd 𝐻!(,! modes 

 
Fig. 21: Diagrams of the fields of the 𝐻(!(,!,%) mode for 𝑑 = 0.485 

 
Fig. 22: Dependence of the directivity 𝐷 of the even and odd 𝐻!),! modes on 

𝑑 

Fig. 23: Dependence of 𝛽 on 𝑑 for the even and odd 𝐻!),! modes 
Looking at Fig. 11,12,15,18,21,24,25, we see that our 
assumption is confirmed and the maximum directivity 
corresponds to the unidirectional emission of lasing. At Fig. 
22,23, we see the big difference between two maxima, which 
affects on diagrams of the far field (see Fig. 24,25). 
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Fig. 24: Diagrams of the fields of the 𝐻(!),!,%) mode for 𝑑 = 0.39 

 
Fig. 25: Diagrams of the fields of the 𝐻(!),!,%) mode for 𝑑 = 0.545 

IV. CONCLUSION 
Numerical experiments have demonstrated that the 

unidirectional emission is possible with a certain combination 
of the hole size and position. Also it is needed to notice that 
the high directivity corresponds to the low threshold value. In 
previous works [14,27,28], modes of lower azimuthal orders 
𝑚 were investigated, namely, for 𝑚 = 9, 10, 11. The 
directivity values 𝐷 were less than 5.17 and along with one 
beam in the far field diagram there were several more 
pronounced beams. This modes can be called quasi-
unidirectional. In this work for higher-order modes, higher 
directivity of emission was obtained and this modes can be 
called unidirectional, since they have one pronounced ray in 
the directional pattern. 
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Abstract—The paper investigates the implementation of 
virtual networks on the SDN data plane, modeled by a graph of 
physical connections between network nodes. A virtual network is 
defined as a set of ordered host pairs (sender, receiver), and it is 
implemented by a set of host-host paths that uniquely determine 
the switch settings. It is shown that any set of host pairs can be 
implemented on a connected graph without the occurrence of an 
infinite transfer of packets in a loop and without duplicate paths 
when the host receives the same packet several times. However, 
undesired paths may occur when a host receives a packet that is 
not intended for this host. On the other hand, it is shown that in 
some cases, implementation without undesired paths inevitably 
leads to duplication or looping of packets. The question is posed: 
on which graph can any set of host pairs be implemented without 
looping, duplication and undesired paths? A sufficient condition is 
proposed and a hypothesis is put that this condition is also the 
necessary condition.  

Keywords— Software Defined Networking (SDN), data plane, 
Network connectivity topology 

I. INTRODUCTION

Software Defined Networking (SDN) is one of the main 
technologies for network virtualization [1][2][3][4][5]. On the 
data plane, packets are transmitted between hosts through 
intermediate switches. This is modeled by a graph of physical 
connections (links) often referred to as RNCT (Resource 
network connectivity topology), the vertices of which are hosts 
and switches, and the edges correspond to physical connections 
between them. The switches are configured by SDN controller 
(-s), setting up a set of flow rules for each switch. The rule 
determines which neighboring vertices of the graph the packet 
received by the switch is forwarded to, depending on which 
neighbor the packet came from and the parameter vector in the 
packet header [6]. Thus, the configuration of the network 
switches determines the set of paths from host to host, through 
which packets will be forwarded. 

There are tasks of two levels. 1) How to implement a given 
set of host-host paths through appropriate switch settings? 2) 
How to implement a given set of pairs (host, host) through 
appropriate host-host paths in the graph of physical 
connections? 

It is known that when solving the 1st problem there are three 
effects. 1a) Cycles may occur in which packets will be 
transmitted endlessly and, moreover, endlessly cloned. 1b) 
Undesired paths may appear. These problems were investigated 
in [4] [5]. 1c) Duplicate paths may appear, due to which the host 
destination receives the same packet more than once. 

The 2nd task is reduced to the 1st task by choosing a suitable 
set of paths, avoiding the above effects if possible. The 
following questions are then raised. 2a) Is it possible to 
implement a given set of host pairs on a graph, i.e. to choose a 
suitable set of paths without the indicated effects? 2b) Is it 
possible to implement any set of host pairs without such effects 
on a given graph of physical connections? 

As an answer to question 2a), this paper shows that any set 
of host pairs can be implemented on a connected graph without 
cycles and duplication, however, undesired paths may occur, i.e. 
paths connecting unintended host pairs. On the other hand, the 
article demonstrates that in some cases, the implementation of a 
given set of host pairs without undesired paths inevitably leads 
to path duplication or loops. The article establishes a sufficient 
condition for the positive answer to question 2b) and puts the 
hypothesis that this sufficient condition is also the necessary 
condition. 

II. PRELIMINARIES

A physical connection graph (hereinafter simply a graph), 
often referred to as RNCT (Resource network connectivity 
topology), is a connected undirected graph G = {V, E} without 
multiple edges and loops, where V is the set of switches and 
hosts, E  ⊆ V × V is the set of edges modeling physical 
connections between the switches and hosts. Since the edge 
connecting the vertices a and b is undirected and there are no 
multiple edges, it can be denoted by both ab and ba. Since there 
are no loops, there are no edges of the form aa in E. Since there 
are no multiple edges, a path as a sequence of adjacent edges is 
uniquely determined by the sequence of vertices a1…an through 
which it passes. A path starting at vertex a and ending at vertex 
b is called an ab-path. If the path passes along the edge ab from 
a to b, then we say that it passes through the arc ab. If a and b 
are hosts, an ab-path in which all vertices except the first vertex 
a and the last vertex b are switches, is called a complete path. A 
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path is called vertex-simple (edge-simple) if each vertex (arc) 
occurs at most once. The vertices of the graph will be denoted 
by lowercase letters a, b, c,…x, y, z, the paths by bold lowercase 
letters p, q, r,…, and the set of paths by capital letters P, Q, R, 
… 

We will assume that each host x is connected to exactly one 
switch [3]. Therefore, the host is the terminal vertex of the graph, 
i.e. a vertex of degree 1. If the switch a has degree 1 and is 
connected to vertex b, then any complete path passing through a 
has the form ...bab...; removing all bab cycles from it, we get a 
path that does not pass through a. This means that such a switch 
is "superfluous", and it is enough to consider graphs in which 
terminal vertices are only hosts. The sets of hosts and switches 
are denoted by H and S, respectively; H ∪ S = V, H ∩ S = ∅. 

In general case, the rule of the switch b has the form σabc, 
where a and c are neighbors of b, and σ is the vector of packet 
header parameters that can be used in the rules. Such a rule 
means that switch b, having received a packet with vector σ from 
neighbor a, forwards it to neighbor c. It is assumed that the 
switch does not change σ. Thus, for the vector σ complete paths 
of the form a1…an are considered where in the switch ai there is 
a rule σai - 1aiai + 1, i = 2..n – 1. If there are two rules σabc and 
σabc`, where c ≠ c`, then it is said that the packet is cloned, i.e. 
is sent to both neighbors c and c`. 

The given set P of complete paths uniquely determines the 
minimal set of switch rules that induces all paths from P. 
However, this does not mean that only paths of P are induced. 
We say that two paths are merging paths on the arc ab at vertex 
a if they have an intermediate common arc ab with different 
direct predecessor arcs ca and c`a where c ≠ c`, and are 
separating paths after the arc de at the vertex e if they have an 
intermediate common arc de with different direct successor arcs 
eg and eg` where g ≠ g`. 

There is a cycle in the path if a complete xy-path passes 
through an arc twice, i.e. the path has the form paqer(aqer)*aqes, 
where the segment p starts at the host x ≠ a, the segments p and 
r do not end at the same vertex, after these segments the switch 
a follows, the segment aqer passes one or more times, after the 
switch e segments r and s do not start at one vertex, and segment 
s ends at the host y ≠ e. Moving along the path, we see that at the 
vertex a the path merges with itself, then at the vertex e it 
separates with itself, and then this merging and separating 
occurs again. If the path goes through the cycle k times, then it 
will be k + 1 times both separating after merging, and merging 
after separating. Packets will not only endlessly traverse the aqer 
cycle, but also endlessly clone at vertex e, so host y will receive 
an infinite number of clones of the same packet. 

A path that does not merge with itself is an edge-simple path. 
For the absence of cycles, it is necessary that all paths of the set 
P be edge-simple. But that is not sufficient. If two edge-simple 
complete paths from P after merging on the arc ab are separated 
(after this or another arc), i.e. those are xpabqy and x`p`abq`y` 
with different start and end hosts x ≠ x` and y ≠ y`, then new 
paths xpabq`y` and x`p`abqy are also induced. This operation of 
inducing new paths is called the arc closure, and the result of 
the arc closure of all pairs of paths from P is denoted by P↓↑ [4] 
[5]. Obviously, P ⊆ P↓↑. If P ≠ P↓↑, i.e. P is not arc closed, 

then undesired paths occur. In particular, non-edge-simple paths 
and, therefore, cycles may occur. The appearance of cycles in 
the arc closure of the set of complete paths always indicates the 
infinity of this arc closure and, thus, the presence of duplication. 
There are no cycles in a finite arc closed set of complete edge-
simple paths. 

For a set of complete paths P, by H(P) ⊆ H×H we denote the 
set of pairs xy for which there is an xy-path in P. A set of host 
pairs D ⊆ H×H that does not contain pairs of the form xx will be 
called normal. We say that a normal set D (non-strictly) is 
implemented by an arc closed set of complete paths P if 
D ⊆ H(P), D is strictly implemented if D = H(P), D is 
implemented without cycles if P is finite, D is implemented 
without duplication if P contains exactly one xy-path for each 
pair xy ∈ D. 

If the source address is included into the parameter vector σ, 
then the rules for parameter vectors with different source 
addresses work independently. For each source host x in the 
graph, the tree Ix of shortest paths leading from x to all other 
hosts can be selected. For any normal set D of host pairs and any 
host x, a subset Dx is selected, where the first element of the pair 
is host x, and the subtree Ix(D) is selected, in which leaf vertices 
are destination hosts y such that xy ∈ Dx. In the outgoing tree, all 
paths are edge-simple (even vertex-simple, that is, without 
vertex repetition), and there is no merging, thereby there is no 
separating after merging. Therefore, Ix(D) is arc closed and, 
obviously, strictly implements Dx without cycles and 
duplication; moreover, the shortest complete paths are used. 
Thus, in this case there is no problem with the strict 
implementation without loops and duplication of any normal set 
of host pairs. Moreover, the implementation of any such set 
turns out to be a subset of the same set of paths, namely, the 
union of Ix trees over all source hosts x. A similar procedure with 
a similar result is applicable when the destination address is 
included into the parameter vector σ. In this case, the incoming 
Ox tree is built for each destination host x. 

Below we consider the case when the source address and the 
destination address are not included into the parameter vector σ. 
The remaining parameters do not affect packet transmission 
with the given vector σ, so we will omit σ in the designation of 
the rule and write abc instead of σabc. In other words, the switch 
rules (for a given vector σ) determine to which vertex the packet 
should be sent, only depending on the neighbor from which the 
packet was received. In this case, the maximum number of rules 
by which the switch operates depends only on the number of its 
neighbors and does not depend on the number of hosts in the 
network. 

III. NON-STRICT / STRICT IMPLEMENTATION OF VERSUS CYCLES 

AND DUPLICATION 

In this section, we examine the relationship between the 
non-strict and strict implementation of the set of host pairs with 
the presence or absence of cycles and duplication. 

Proposition 1. On a connected graph G, any normal set D 
of host pairs is non-strictly implemented without cycles and 
duplication. 
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Proof. In G, choose an arbitrary spanning tree T. Since a 
host has degree 1 in G, all the hosts are leaves of T. Let P be the 
set of all shortest complete paths in the tree T. Obviously, all 
paths from P are vertex-simple and, therefore, edge-simple; 
moreover, there are no duplicate paths and P is finite and arc 
closed. If we leave only xy-paths in the set P such that xy ∈ D, 
then for the resulting set P(D) we have P(D)↓↑ ⊆ P. Thus, in 
P(D)↓↑ all the paths are also edge-simple, there are no 
duplicate paths and P(D)↓↑ is finite and arc closed. By 
construction, D = H(P(D)) ⊆ H(P(D)↓↑). Therefore, P(D)↓↑ 
non-strictly implements D without cycles and duplication. 

  
For a complete path p, let p° denote the path that is obtained 

from p by using, as far as possible, the following operation to 
delete cycles: the path p = qaras turns into the path p° = qas. 
Note that the result of the operation “°”, generally speaking, is 
ambiguous. For the sake of simplicity, we assume that the 
operation of deleting a cycle is applied only when each vertex of 
the prefix q occurs only once in p and q and r do not contain 
vertex a. In other words, if the vertex a occurs first among the 
vertices that have several occurrences in p, then a cycle is 
removed by deleting ra in p, where r does not contain a. For 
example, for p = xacbcaby, p° = xaby (not xacby) is obtained. 
The procedure ° terminates when each vertex occurs at most 
once in p°. Given a set of complete paths P, P° is the set of paths 
obtained by deleting cycles from all paths P, i.e. 
P° = { p° | p ∈ P }. 

Proposition 2. Let P be the set of complete paths. Then P° 
consists of vertex-simple paths and connects the same pairs of 
hosts that the set P: H(P°) = H(P). If P is arc closed, then the 
arc closure P°↓↑ connects the same pairs of hosts: 
H(P°↓↑) = H(P°), i.e. the arc closure P°↓↑ adds only duplicate 
paths to the set P°. If P is finite and arc closed, then P° is finite 
and arc closed. 

Proof. Obviously, removing all cycles from a path makes 
the path vertex-simple. Therefore, P° consists of vertex-simple 
paths. The operation of deleting one cycle from one path does 
not change H(P). Therefore, the chain of such operations also 
does not change H(P). Therefore, P° connects the same host 
pairs that the set P: H(P°) = H(P). 

Let us prove that if the set P is arc closed, then 
H(P°↓↑) = H(P°). Indeed, let the set P° contain xy-path p and 
x`y`-path q, which are obtained by removing cycles from 
xy-path p` and x`y`-path q`, respectively, which are elements of 
the set P. If the path p and q have a common arc, then this arc 
is also common for the paths p` and q`. Since P is arc closed, it 
also contains an xy`-path and an x`y-path. Thus, after deleting 
the cycles in P° there will also be an xy`-path and an x`y-path. 
Therefore, H(P°↓↑) = H(P`). 

Let P be finite and arc closed. Then, obviously, P° is also 
finite. Let us prove that P° is arc closed. Let P° contain paths 
pabq and p1abq1 with a common arc. These paths are obtained 
by deleting the cycles from the paths r and r1, respectively, 
which are elements of the set P. Since, when deleting the cycles, 
any nonempty sequence between any two occurrences of the 
vertices a and b can be completely deleted only together with 

the removal of the occurrence a and/or b, the paths r and r1 can 
be represented as p`abq` and p`1abq`1, respectively, where 
p = p`°, p1 = p`1°, q = q`°, q1 = q`1°. Since P is arc closed, P 
contains the paths p`abq1` and p`1abq`. And then P° contains 
the paths pabq1 = p`°abq1`° = (p`abq1`)° and 
p1abq = p`1°abq`° = (p`1abq`)°. Therefore, the set P° is arc 
closed. 

  
Note that all conditions on the set P of complete paths in 

Proposition 2 are necessary conditions. If the set P is not arc 
closed, then the arc closure P°↓↑ can connect additional pairs 
of hosts: H(P°↓↑) ⊇ H(P°), i.e. arc closure P°↓↑ can add to the 
set P° not only duplicate paths. If the set P is finite, but not arc 
closed, then the set P° is finite, but not necessary is arc closed. 
In both cases, the set P = { xaby, x`aby` } can serve as an 
example, where x ≠ x` and y ≠ y`: P° = P, 
P°↓↑ = { xaby, x`aby`, xaby`, x`aby }. If the set P is arc closed, 
but infinite, then the set P° not necessary is arc closed. As an 
example the set P = Q↓↑ can be considered where 
Q = { xabcdy, x`cdaby` }, x ≠ x` and y ≠ y`: the set P contains 
the path xabcdaby` that is not edge-simple, P° = Q and 
P°↓↑ = P. 

It follows from Proposition 2 that any set D of host pairs that 
is strictly implemented without cycles can be strictly 
implemented by a set of vertex-simple paths. It is sufficient to 
take the set P° of vertex-simple paths instead of a finite arc 
closed set P of complete paths that strictly implements D. 

Proposition 3. A strict implementation is not always 
possible without duplication: there is a graph on which some 
normal set of host pairs is strictly implemented only with 
duplication. 

Proof. Consider the example in Figure 1. The set D is strictly 
implemented by a finite arc closed set of paths P that contains 
duplicate paths x0a0a1b1b0y0 and x0a0a2b2b0y0. Let us assume that 
the arc closed set of paths P` without duplicate paths strictly 
implements the set D. Since D contains 7 pairs of hosts, P` 
strictly implements D and there are no duplicate paths in P`, P` 
must contain exactly 7 paths. Then, by Proposition 2, we can 
choose the set P` consisting only vertex-simple paths. In order 
to reach host yj from host xi, the path must go either via the arc 
a1b1 or via the arc a2b2. Let mi paths, i = 1, 2, pass via the arc 
aibi, and these paths start at ni hosts and end at ki hosts. Then 
n1 + n2 = 3, k1 + k2 = 3, m1 + m2 = 7. The set P` is arc closed, 
which implies n1k1 = m1, n2k2 = m2. Hence 
n1k1 + (3 - n1)(3 - k1) = 7, which implies 2n1k1 = 3(n1 + k1) - 2. 
In this example, k1 ≤ 3 and n1 ≤ 3 which implies: 3k1 = 2 for 
n1 = 0, k1 = -1 for n1 = 1, k1 = 4 for n1 = 2, 3k1 = 7 for n1 = 3. 
Each of these equations has no solution for non-negative 
integers or contradicts the condition k1 ≤ 3. We came to a 
contradiction, therefore, our assumption is not true, and the 
proposition is proved.  

  
 
Proposition 4. A strict implementation is not always 

possible without cycles: there is a graph on which some normal 
set of host pairs is strictly implemented, but only by an infinite 
arc closed path set. 
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Fig. 1. The set D is strictly implemented only with duplication. 

 
Proof. Consider the example in Figure 2. The set D is strictly 

implemented by arc closure P↓↑ of the set of paths P. But in P 
there are paths x1a1b1c1c2a2b2y2 and x2a2b2d1d2a1b1y1, which in 
P↓↑ induce a non-edge-simple path x1a1b1c1c2a2b2d1d2a1b1y1 
that goes twice via the arc a1b1, and therefore P↓↑ is infinite. 
Let the arc closed set of paths P` strictly implement the set D 
and P` is finite. Then, by Proposition 2, we can choose the set 
P` consisting of vertex-simple paths. 

 

 
Fig. 2. The set D is strictly implemented only with cycles. 

 
1. Let there be x2y1-path p1 passing via the arc c2c1. 

1.1. Let there be a v2v1-path p2 passing via the arc c2c1. Then 
x2y1-path p1 and v2v1-path p2 both pass via the arc c2c1 and, 
therefore, induce an x2v1-path but x2v1 ∉ D. 

1.2. Therefore, any v2v1-path p3 does not pass via the arc c2c1, 
and then it passes via the arcs a2b2 and a1b1. 

1.2.1. Let there be an x1y1-path p4 passing via the arc a1b1. 
Then v2v1-path p3 and x1y1-path p4 both pass via the arc a1b1 and, 
therefore, induce a v2y1-path but v2y1 ∉ D. 

1.2.2. Therefore, any x1y1-path p5 does not pass via the arc 
a1b1, and then it passes via the arc c2c1. 

1.2.2.1. Let there be an x2y2-path p6 passing via the arc a2b2. 
Then v2v1-path p3 and x2y2-path p6 both pass via the arc a2b2 and, 
therefore, induce an x2v1-path but x2v1 ∉ D. 

1.2.2.2. Therefore, any x2y2-path does not pass via the arc 
a2b2. Such a path is unique among vertex-simple paths: 
p7 = x2a2c2c1b1a1d2d1b2y2. Similarly, any x1y1-path does not go 
via the arc a1b1. Such a path is unique among vertex-simple 
paths: p5 = x1a1d2d1b2a2c2c1b1y1. The paths p7 and p5 have a 
common arc a2c2, therefore the path 
x1a1d2d1b2a2c2c1b1a1d2d1b2y2 is induced, which passes twice 
through the arc a1d2, i.e. this path is not edge-simple. 

2. Thus, any x2y1-path does not pass via the arc c2c1. Such a 
path is unique among vertex-simple paths: p8 = x2a2b2d1d2a1b1y1. 
Due to symmetry, it is similarly proved that any x1y2-path does 
not pass via the arc d2d1. Such a path is unique among vertex-
simple paths: p9 = x1a1b1c1c2a2b2y2.  

The paths p8 and p9 have a common arc a1b1, so the path 
p10 = x2a2b2d1d2a1b1c1c2a2b2y2 is induced. This path passes twice 

through the arc a2b2, i.e. this path is not edge-simple. We came 
to a contradiction and, therefore, our assumption is not true, and 
the proposition is proved. 

  

IV. A SUFFICIENT CONDITION FOR THE STRICT IMPLEMENTATION 

OF ANY SET OF HOST PAIRS WITHOUT CYCLES AND 

DUPLICATION 

In this section, we investigate sufficient conditions on a 
graph that allow us to strictly implement any set of host pairs 
without cycles and duplication. If for two paths there is a merge 
on the arc ab and there is a separation after the arc cd, then we 
say that the separation occurs after the merge, if at least one of 
these paths first passes the arc ab and then the arc cd. 
Accordingly, merging occurs after separation, if at least one of 
these paths first passes the arc cd and then the arc ab. Note that 
in the linear order of the vertices of one path, the separation after 
the arc cd can occur after merging on the arc ab, and in the linear 
order of the vertices of the other path, on the contrary, the 
merging on the arc ab can occur after the separation after the arc 
cd, as demonstrated by the example of two paths: xabefcdy and 
ufcdabev, where different letters indicate different vertices. 

Proposition 5. Given a finite set of complete paths, if there 
is no separation after merging, then there are no cycles but the 
converse is not always true.  

Proof. The sufficiency follows from the fact that the arc 
closure can induce new paths only in the case of the separation 
after merging. Also, the cycle is induced by a non-edge-simple 
path, in which there is a separation after the merging, as 
indicated in Section 2. But the presence of the separation after 
merging does not necessarily mean the arc non-closure or the 
presence of cycles, as demonstrated by the following example 
of a finite arc closed set of complete paths without cycles 
P = { xaby, xaby`, x`aby, x`aby` }, where the hosts x, y, x` and 
y` are pairwise different. 

  

Proposition 6. Given an arc closed set P of complete paths, 
the absence of merging after separation is the necessary and 
sufficient condition for the absence of duplication. 

Proof. Let there be two different xy-paths. Since each host is 
connected to exactly one switch, the maximum common prefix 
of these paths and the maximum common postfix of these paths 
each has length at least 1, and the prefix can be represented as 
xpa, and the postfix as bqy. Then, obviously, a is traversed in 
each of the paths earlier than b, and the paths are of the form 
xparbqy and xpar`bqy. Thus, these paths separate at the vertex 
a, and then merge at the vertex b. From this follows the 
sufficiency of the condition. Let us prove the necessity of the 
condition. Let there be a merge after the separation for two 
complete paths: xy-path and x`y`-path, with the xy-path first 
passing through the vertex a at which the paths are separated, 
and then the vertex b where the paths merge. Two cases are 
possible. 

1) Figure 3 (a). The x`y`-path goes through the vertices a and 
b in the same order: ab. Then the paths have the form xpaqbry 
and x`p`aq`br`y`, where the segments xp and x`p` end at the 
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same vertex c, the segments q and q` start and end at different 
vertices, the segments ry and r`y` start at the same vertex d. The 
arc ca is common for these paths; therefore, the path xpaq`br`y` 
is in the arc closure. Compare this path with the path xpaqbry. 
The arc db is common for these paths, so the path xpaq`bry is in 
the arc closure. Since the segments q and q` start and end at 
different vertices, the paths xpaqbry and xpaq`bry are different, 
therefore, these are duplicate paths. 

2) Figure 3 (b). The x`y`-path goes through the vertices a and 
b in the reverse order: ba. Then the paths have the form xpaqbry 
and x`p`bq`ar`y`, where the segments xp and bq` end at the same 
vertex c, the segments q and r`y` start at different vertices, the 
segments q and x`p` end at different vertices, the segments ry 
and q`a start at the same vertex d. The arc bd is common for 
these paths, so the path xpaqbq`ar`y` is in the arc closure. 
Compare this path with the path xpaqbry. The arc ca is common 
for these paths, so the path xpaqbq`aqbry is in the arc closure. 
Compare this path with the xpaqbry path. Since the segment 
q`aqb is not empty, the paths xpaqbry and xpaqbq`aqbry are 
different, therefore, these are duplicate paths. 

  

 
Fig. 3. Merging after separation. 

A graph in which any normal set of host pairs can be strictly 
implemented without cycles is called almost good. A graph in 
which any normal set of host pairs can be strictly implemented 
without cycles and without duplication is called good. 

A graph in which any normal set of host pairs can be strictly 
implemented without cycles is called almost good. A graph in 
which any normal set of host pairs can be strictly implemented 
without cycles and without duplication is called good. 

A finite arc closed set of paths P connecting all pairs of 
different hosts (i.e., H(P) is the largest normal set of host pairs) 
will be called almost perfect if there is no path separation after 
the path merging, and perfect if, in addition, there is no path 
merging after the path separation. A graph will be called almost 
perfect or perfect if it contains, respectively, an almost perfect 
or perfect set of paths. 

A sufficient condition for the strict implementation of any 
normal set of host pairs without cycles and duplication can now 
be formulated as the following proposition. 

Proposition 7. An almost perfect graph is almost good, and 
a perfect graph is good. Moreover, the almost perfect set of paths 
for each normal set of host pairs contains its strict 
implementation without cycles as a subset, and the perfect set of 
paths for each normal set of host pairs contains its strict 
implementation without cycles and without duplication as a 
subset. 

Proof. Since the almost perfect set of paths is finite and there 
is no separation after merging, any subset of it is also finite and 

there is no separation after merging, therefore, by Proposition 5, 
it is arc closed and does not generate cycles. By definition, a 
perfect set is almost perfect, so any subset of it is also finite, arc 
closed and does not generate cycles. Since there are no merging 
after separation in a perfect set of paths, there is no merging after 
any separation in any of its subsets, and, according to 
Proposition 6, it does not generate duplication. Given a normal 
set D of host pairs and an almost perfect (perfect) set P of paths, 
we can choose a subset P(D) such that H(P(D)) = D. The set 
P(D) of paths strictly implements the set D of host pairs without 
cycles and without duplication if the set P is perfect. 

  

V. CONCLUSIONS 

The paper shows that any set of host pairs can be 
implemented on a connected graph using paths connecting the 
hosts of given pairs, without the occurrence of cycles through 
which packets will circulate endlessly and endlessly multiply, 
and without duplicate paths, i.e. different paths connecting the 
same host pairs. However, this may result in extra paths 
connecting additional host pairs that are not in the given set of 
pairs. If the absence of undesired paths is required, then for some 
graphs some sets of host pairs are implemented only with 
duplication or cycles. The requirements on the graph are 
formulated and proved, which are sufficient to implement any 
set of host pairs without cycles (possibly with duplication), and 
without cycles and without duplication. At the same time, the 
very possibility of implementing on a graph any set of host pairs 
without cycles and, especially, without cycles and without 
duplication seems to be a fairly strong requirement. Therefore, 
we can hypothesize that these requirements on the graph are also 
necessary.  Confirmation or refutation of this hypothesis is one 
of the areas for further research. 
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Abstract—The gyrocompassing method based on the 
parametric excitation of micromechanical gyro (MMG) is 
proposed. The incoherent mode of parametric excitation of 
MMG mounted on a horizontal base is considered. A feature of 
this mode is the presence of “strong resonance”, which enhances 
the amplitude of oscillations of the rotor with respect to its 
resonance value, and “weak resonance”, which reduces its 
amplitude of oscillations. The vibrational shape of the rotor is 
not preserved in this mode, and instead of harmonic vibration 
with one spectral component, there is a complex vibration 
(observed as a quasi-harmonic vibration) consisting of two 
spectral components with a slight difference in their frequencies. 
Thus, the rotor vibrations have the shape and frequency of the 
generated oscillations of the beats. This behavior of the 
gyroscope is associated with a change in its damping coefficient. 
Fluctuations of this coefficient with the beat frequency lead to a 
periodic change in the steepness of the phase-frequency 
characteristic of the MMG and, accordingly, to the oscillation of 
the measuring axis of the device regarding its original direction, 
approximately perpendicular to the direction of the true 
meridian. Metrological accuracy of the measurer reached by 
using the amplitude and phase gyrocompassing methods. 

Keywords—gyrocompass, micromechanical gyro, parametric 
excitation 

I. INTRODUCTION  

Micromechanical gyroscopes (MMG) are increasingly 
using in various fields of technology due to their small 
dimensions and lightweight.  An overview of MMG models 
as devices for orientation, stabilization and navigation is given 
in monographs [1-2]. It was noting that, along with the 
undoubted advantages, the MMG has insufficiently high 
measurement accuracy, in connection with which the attention 
of researchers is focusing on the development of methods for 
its improvement. The analysis of publications [3-15] shows 
that when developing devices based on MMG, a promising 
approach is basing on the use of improving their 
characteristics by using non-traditional operating modes.  

One example of such an approach is the development of 
a ground gyrocompass based on MMG [16]. In this work, a 
diagram of the device has proposed, where an MMG with a 
horizontal measuring axis is mounting on a rotating base. In 
this case, the useful signal is modulating by the angular 
velocity of the base, result of which it is possible to separate it 
from the MMG instrumental errors. Unfortunately, the author 
of the work does not give specific numerical estimates for 
improving the accuracy of the device. 

Below, a new approach is proposing for determining the 
direction of the true meridian. The method is basing on the 

parametric excitation of MMG, which, as was shown by the 
authors earlier [17-18], can significantly increase the 
sensitivity of the device to the measured angular velocity, as 
well as expand its functionality. 

An incoherent mode of parametric excitation of MMG 
mounted on a horizontal base is considered. A feature of this 
mode is the presence of “strong resonance”, which increases 
the amplitude of oscillations of the meter rotor with respect 
to its resonance value, as well as “weak resonance”, which 
reduces its amplitude of oscillations. The vibrational shape of 
the rotor is not preserved in this mode, and instead of 
harmonic vibration with one spectral component, there is a 
complex vibration (observed as a quasi-harmonic vibration) 
consisting of two spectral components with a slight difference 
in their frequencies. Thus, the rotor oscillations have the 
shape and frequency of the generated oscillations of the beats. 

This behavior of the gyroscope is associated with a 
change in its damping coefficient. Oscillations of this 
coefficient with the beat frequency lead to a periodic change 
in the steepness of the phase-frequency characteristic of the 
MMG and, accordingly, to the oscillation of the measuring 
axis of the device relative to its original direction, 
approximately orthogonal to the true meridian. 

II. METHOD DESCRIPTION 

The specificity of the MMG operation allows based on the 
use of circuit solutions, without changing the design of the 
mechanical circuit, to increase the sensitivity of the device to 
the measured angular velocity due to its parametric excitation 
[19]. 

The highest sensitivity of the MMG is ensuring with 
conditions of the maximum amplitude of the primary 
oscillations, i.e. under the conditions of the implementation 
of the resonant tuning mode. However, the operation of 
MMG under conditions of a significant range of ambient 
temperatures, reaching 100 ° C or more, leads to a deviation 
of its own parameters and the frequency of the primary 
oscillation excitation generator, as well as to aging of the 
material of the sensitive element, which violates the resonant 
tuning. 

The method under consideration is basing on modulation 
of the static rigidity of the MMG suspension [19]. The 
kinematic scheme of device is showing in Fig. 1.  
Modulation is providing by a slight change in the amplitude 
of the alternating current applied to the additional sensor 
winding of the torque sensor with frequency , at which a 
parametric excitation of MMG is creating. 
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 To obtain a mathematical model of a parametrically 
excited MMG we use the variational principle of 

Ostrogradsky-Hamilton [20]. Differential equations of 
motion for the case of constant angular velocity of rotation of 
the base, taking into account the modulation of static rigidity 
relative to the axis of secondary vibrations after the 
factorization procedure [21] and subsequent linearization 
using the Jacobi matrix, will have the form: α 2a α ω 1 sin ω t φ α  																													 ω sin Ωt,																																	 1  	 ; 		ω 	 ; 		 	 	 	. Coefficients A, B, 

C are the main moments of inertia relative to the axes of the 
coordinate system associated with the rotor. Parameter μα is 
the coefficient of viscous friction. kα is the stiffness of the 
elastic suspension relative to the axis of secondary vibrations. 

  – the projection of the portable angular velocity of the 
base on the measuring axis. Ω is the excitation frequency of 
the primary oscillations; m is the modulation coefficient of 
static stiffness; θ0 is the amplitude of the primary oscillations 
of the gyro rotor; φ0 is the initial phase of the parametric 
excitation created by the torque sensor. 

 Fig. 2 shows the location of axes ОХ and ОY relative to 
the true meridian. It is for the case of its resonance tuning 
(axis OXY) and the change in its position under incoherent 
mode of parametric excitation of MMG (for the case of 

“strong resonance” – the position of the axes OX′Y′ and for 
the case of “weak resonance”– the position of the axes 
OX′′Y′′). 

Note that in the case of a tuned instrument (when the 
position of the OX axis coincides with the direction of the 
West – East line), the projection of the horizontal component 
of the Earth’s rotation ωЗГ on the measuring axis OX is zero. 
With parametric excitation, a periodic change in the 
magnitude and sign of the ωЗГ projection is observing. In the 
case of rotation of the MMG by a certain angle γ, the center 
of oscillation of the measuring axis OX is shifted by an 
amount corresponding to this angle. 

It is possible to provide alignment of the axis of 
secondary oscillations OY with the direction of the true 
meridian N. This is by achieving a rotation of the device 
around the axis of primary oscillations OZ (so that the center 
of oscillation of the measuring axis OX coincides with the 
direction of the West – East line that is when the positive and 
negative values of the amplitude of oscillations of the axis OX 
are equal). 

Along with the amplitude method for determining the 
direction of the true meridian, the phase method may also be 
used. It based on the fact, that with parametric excitation of 
the gyroscope, a periodic change in the damping coefficient α leads to a periodic change in the steepness of the phase-
frequency characteristic of the MMG. In this case, the 
oscillation phase of the gyro rotor also periodically changes 
with the beat frequency relative to the resonance value equal 
to -π / 2. Note that for a high-quality oscillatory system, 
which is MMG parametrically excited, the phase-frequency 
characteristic in the resonance region has a significant slope. 
Even at small values of the modulation index m a change in 
the slope of the averaged phase-frequency characteristic leads 
to symmetrical and significant oscillations of the phase of the 
output signal with respect to the value of -π / 2, which makes 
it possible to increase the accuracy of determining the 
direction of the true meridian in comparison with the 
amplitude method. 

III. THE RESULTS OBTAINED  

The numerical simulation of a parametrically excited 
MMG (the solution of equation (1)) carried out using the 
Maple 9 mathematical package at the value of the beat 
frequency Ω = 0.628 c-1 and at the value of modulation 
parameter m = 0.00338.  

The Fig. 3 shows the time dependences of the amplitude 
α (solid line) and the oscillation phase φ (dotted line) of the 
secondary oscillations of a mounted horizontally 
parametrically excited MMG for various values of the angle 
γ of its rotation around the OZ axis, which coincides with the 
place vertical. 

From the above solutions it follows that, along with 
periodic oscillations, a constant component appears that is 
proportional to the angle γ (blue line), both in the information 
signal α and in the phase value φ (t). Using this constant 

 
Fig. 2. Changing the position of the axes of the MMG  

upon parametric excitation 

 
Fig 1 The kinematic diagram of a micromechanical gyroscope
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component, you can automatically orientate the MMG 
mounted on the gyro platform in the direction of the true 
meridian. 

IV. CONCLUSIONS  

It follows from the graphs in Fig.3 that the modulation of 
the static stiffness of the MMG provides an increase in its 
sensitivity in the steady state (differential gyroscope mode) 
by several tens of times compared to a device in which there 
is no parametric excitation, which significantly increases the 
value of its transfer coefficient. This is due to the fact, that 
modulation of static stiffness significantly reduces the 
amount of viscous friction. This increases the duration of the 
linear part of the increase in the vibration amplitude, which 
corresponds to a significant increase in the time constant of 
the device and, accordingly, to a narrowing of its bandwidth. 

It should be noted, that in the coherent excitation mode, 
an increase in the MMG sensitivity is of decisive importance 
for the magnitude of the phase shift between the periodically 
varying static stiffness of the torsion suspension and the 
external gyroscopic moment created by the transferred 
angular velocity of rotation of the device base.  

An analysis of the results showed that using the 
parametrically excited MMG, we can determine the direction 
of the true meridian. Moreover, this problem can be solved 
both on the base of measuring amplitude fluctuations, and on 
the base of measuring phase oscillations.  

The determination of the position of the meridian by 
amplitude is producing by zero values of the amplitude. 

The determination of the position of the meridian by the 
phase of oscillations is producing by achieving equality of 
phase oscillations relative to the value φ = -π/2 (the red line 
in Fig. 3). It is corresponding to the position of the instrument 
body when the direction of the measuring axis OX coincides 
with the West - East line, and the axis of the secondary 
oscillations OY coincides with the direction of the true 
meridian. 

The novelty of the results and conclusions is as follows: 
• the new method is proposed for determining the direction 
of the true meridian based on the parametric excitation of a 
micromechanical gyroscope; 
• the numerical simulation of a parametrically excited 
MMG was carried out; 
• it was shown that the presented method allows you to 
automatically orientate the MMG installed on the gyro 
platform in the direction of the true meridian, while 
significantly increasing the sensitivity and quality of the 
device. 
• the operation of the device in the parametric excitation 
mode allows the meter to be held in resonance mode over a 
wide range of operating temperatures; 
• the parametric excitation mode expands the functionality 
of the MMG, turning it from a single-component to a two-
component measurer; 
• the proposed method significantly (by 1-2 orders of 
magnitude) increases the accuracy of measurements 
compared to the typical mode of operation of the device, 
which allows the use of MMG as an inertial measurer (for 
example [16]). 

 
 

 
 

 
 

 
 
 

Fig. 3. Changes in the amplitude and phase of secondary oscillations 
of a parametrically excited MMG 
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Abstract—In the article a new approach to the problem of
relevance evaluation of the search engine results, based on
generative adversarial networks (GAN), is proposed. To improve
the quality of search, the generative adversarial networks are
used to distinguish between relevant and irrelevant search results.

We used a simplistic model based on fully automated reference
results selection and multi-layered generator and discriminator
networks with dense layers. The queries needed to generate the
reference results were themselves generated by a GPT-2 like
network using the same text corpus as a source, to make them
potentially relevant to the search space.

The results clearly demonstrate the principal possibility and
feasibility of using the described approach, despite the fact of
used models being simplistic.

Index Terms—generative adversarial networks, machine learn-
ing, information retrieval

I. INTRODUCTION

The problems of information retrieval are currently of
considerable interest, both commercial and academic. Constant
growth of processed and stored information volume causes
acute problems of its structuring and cataloguing. In the Inter-
net the extraction and selection of the necessary data is almost
exclusively by means of information retrieval techniques.

Here the relevance of search engine results is the main
characteristics of its quality hence competitiveness. As a
measure of the importance of search engine results for its
user — a human, the relevance is at some extent a subjective
characteristic. However, it is obvious that it is subject to
evaluation with automated methods and algorithms.

Relatively recently (mid-2010s) in the theory of neural
networks, Ian Goodfellow introduced the concept of generative
adversarial networks (GAN) that make possible to create
objects that are more or less similar to the specified ones. This
concept has found its application for a wide range of tasks
— from image and photo generation to some applications in

game theory. However, in the field of information retrieval, the
approach described above has not yet been widely adopted.

During the last 3 years, about two dozens of papers one way
or the other related to either application of neural networks in
the field of information retrieval ([1]–[14]) or the relevance
evaluation ([15]–[20]) were published. Unfortunately, most of
the papers do not mention GANs at all, using either classical
algorithms or other neural network architecture. The only
paper to truly mention GANs is [13], but its author proposes
the use of GAN only on the generation step, not for actual
relevance evaluation.

To sum up, we assume that the approach proposed in this
paper has some amount of academic novelty and provides
another solution to the problem of evaluating the relevance
of search engine results.

II. TERMS AND DEFINITIONS

A. Neural network theory
We introduce the concept of a generative adversarial net-

work, which was coined in 2014 by Ian Goodfellow in his [21]
paper.

Definition 1: Generative adversarial network (GAN) is a
neural network whose main purpose is to generate objects,
which are similar to the specified samples.
This behavior is implemented using the following architecture:
• the generating network G (the generator) creates (gener-

ates) objects of the specified structure.
• the discriminating network D (the discriminator) matches

the generated objects with a set of reference (ground
truth) values, drawing conclusions about their similarity.
The G network is trained based on the feedback received
from the D network (using the usual back-propagation
techniques).

The GAN networks are classified as unsupervised learning
nets. The pre-labeling of the training set is not required, the
only essential part is the dataset of ground-truth values.978-1-7281-9899-6/20/$31.00 ©2020 IEEE
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Note that the GAN is a concept rather than an architec-
ture, which means that the generative adversarial approach
can be used with any network architecture (like multilayer
perceptrons [22], LSTMs [23], etc.). In the implementation, the
GAN concept is used with feedforward multilayered networks.
The types of networks presented here are perceptron-like fully
connected net and a net which has some drop-out layers.

B. Information retrieval theory

The parameters used below rely heavily on term frequency
and inverse document frequency.

Definition 2: Term frequency indicates the significance of a
particular term within the overall document.
There are multiple ways to define the term frequency [24], but
the most straightforward ones are the raw count

TF(w, d) = Nw(d) (1)

and the normalised count

TF(w, d) =
Nw(d)

N(d)
, (2)

where TF(w, d) is the term frequency of the word w in the
document d, Nw(d) is the number of w’s in d, while N(d) is
the total number of words in d (in other words, it is the length
of document d in words). In the implementation provided
below, both are used. The TF values provided by (1) are used
in the BM25 score calculation, while (2) is used for training
the GAN and subsequent predictions.

Definition 3: The inverse document frequency (IDF) is a
measure of how much information the word provides, i.e., if
it’s common or rare across all documents.
As with TFs, there are multiple ways to define IDF. The
most popular ones are based on logarithmically scaled inverse
fraction of the documents that contain the word. In the
definition of BM25, the IDF is most commonly defined as

IDF(qi) = log
N − n(qi) + 0.5

n(qi) + 0.5
, (3)

where N is the total number of documents in the collection,
and n(qi) is the number of documents containing qi. The main
drawback of (3) is that it is negative for common words (which
occur in more than half of all documents). To fix the issue,
we use an offset:

IDF(qi) = log
N − n(qi) + 0.5

n(qi) + 0.5
− log

0.5

N + 0.5
, (4)

so the IDF of a word which occurs in all documents (so
n(qi) = N ) is exactly zero, while the IDF of a word which
does not occur in all the documents is strictly positive. In the
implementation, the IDFs are calculated using (4).

III. ARCHITECTURE

In this paper, we propose the following system architecture:
• a search query generation module designed for training

the evaluating part. This module is implemented on a
neural network basis, using GPT-2 like architecture (via
textgenrnn Python package);

• a search engine module;
• a module for formalizing results that matches each query-

document pair 〈q, d〉 with a set of numeric parameters
{pi}, representing characteristics of the search query
result. The calculation of these characteristics is based
on classical algorithms without using neural networks;

• a relevance evaluation module that accepts a set of
parameters {pi} as input and outputs the evaluation result.
This part is of the greatest scientific and practical interest.
It is built with generative adversarial neural network
architecture.

We will describe each module in detail separately.

A. Module for generating search queries

To train the relevance estimation module, one needs to
generate a large amount of data (parameter vectors {pi}).
However, it is impractical to use random numbers for it for
the reason that the probability distribution of such data may
be significantly different from that obtained in real search
queries. The task of researching the probability distributions
of the parameters requires significant analysis, and manual
generation of search queries in sufficient quantities to solve
the main problem is virtually impossible. For these reasons,
it is easier to generate the queries themselves using neural
networks.

This sub-task can also be solved using generative adversarial
networks. However, it is more promising to use the GPT-2
network architecture which was proposed in OpenAI [25]. This
model was designed by the authors specifically to solve the
problem of generating the texts, which are search queries in
the context of this paper.

B. Search module

This part of the software system searches for a given query
in the prepared database. In the simplest case (discussed here)
it is just an inverted index. Nevertheless, it is possible to
connect, for example, semantic tools (ontologies, thesauri,
etc.). The module uses classical algorithms in the provided
implementation. However, it is possible to connect neural
networks to optimise search results (by storing query history
determine the potentially most relevant results by analysing
the similarity of queries).

C. Module for formalizing results

It is used for calculating the characteristics of the search
result (the query-document pair) necessary for determining its
relevance by the neural network. Among these characteris-
tics, in particular, are parameters like term frequency in the
document (of words from a query) or a combination thereof
(bigrams, trigrams etc.). From a grammatical point of view
it’s accounting for different word forms, from the view of
semantics it’s necessary to account word synonyms in query
context, etc. The implementation of the described module
also uses only classical algorithms, without connecting neural
networks.
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D. Relevance evaluation module

This part of the software system is of the greatest academic
and practical interest, as mentioned above. In the article, it
is implemented using a generative adversarial network, which
contains:
• the G subnet generates parameter vectors from the search

queries. The parameters are calculated by the formalisa-
tion module. Subnet training is performed using feedback
from the D subnet;

• in turn, the D subnet selects relevant results by comparing
them with a dataset of known relevant queries. The source
of such a dataset can be both fully manual selection
of results and a mixed approach. In the latter, a certain
percentage of standards is generated using classical rele-
vance estimating functions (Okapi BM25 [26], etc.). This
method allows expanding the dataset without increasing
the labor cost of manual processing. However, the ques-
tion concerning the quality of the results obtained requires
further research. (In the implementation provided below,
all queries were evaluated using a modified version of
BM25, and the model nevertheless achieved acceptable
results).

After training, the model can be used for arbitrary queries.
The results obtained can be subjectively evaluated afterwards.

IV. IMPLEMENTATION

A. Texts used for testing

The Gutenberg Dataset [27] is used here as a corpus of texts.
This is a collection of 3036 books written (in English) by 142
authors mainly of the 19th century. The dataset consists of
plain-text files cleaned of any metadata, license information,
and transcribers’ notes, as much as possible. This condition
facilitates the analysis of the texts, since it allows to get rid
of the pre-processing stages.

B. The database

The database was implemented using ClickHouse database
engine developed by Yandex [28]. This database engine pro-
vides fast SELECT queries over the tables with large (mag-
nitude about 109) number of rows, which is essential to the
solution to posed problem. On the other hand, ClickHouse is
not suited for either UPDATE/DELETE queries or “heavy”
JOINs. However, this fact does not contribute heavily to
the implementation since the base is weakly relational by its
nature. So, utilising ClickHouse as the storage is a reasonable
choice.

The texts were preliminarily parsed with Penn Treebank
word tokeniser [29] to parse the words. These were processed
by Porter stemmer [30] afterwards to retrieve word stems,
leaving behind any grammatical forms. A numeric ID was
assigned to each word stem occuring in the text corpus, and
the IDs with the corresponding stems were stored in a table.

The inverted index has the following SQL definition:

CREATE TABLE default.inv_index
(

Fig. 1. The textgenrnn network model structure.

‘word_id‘ Int32,
‘document_id‘ Int32,
‘start_pos‘ Int32,
‘end_pos‘ Int32

)
ENGINE = MergeTree()
PARTITION BY document_id
ORDER BY document_id
SETTINGS index_granularity = 8192

So, the table is partitioned by document ID, to allow faster
SELECT queries related to a single document (which is the
frequent case upon performing the search).

The inverted indexes for bigrams and trigrams use basically
the same structure except multiple word_id columns.

Another feature of ClickHouse which is prominently used
in here is the ability to create materialised views. These are
basically the SQL views with cached result stored on disk.
They are especially useful, e.g., when querying the word
counts per document (reading cached data gives a significant,
sometimes order-of-magnitude, speedup).

C. The query generator

The generator uses the GPT-2 implementation with Keras
using TensorFlow backend with cuDNN [31], available as
a textgenrnn Python package [32]. The default model
structure is shown on Fig. 1.

For the generated queries to be potentially relevant to the
search space, the GPT-2 network needs to be trained on
the same set of texts. To avoid longer training times while
retaining the quality and relation to the domain, a dataset
fraction of 5% (with a total of 152 documents and about 13
million words) was selected for training the recurrent network.

Additionally, to prevent the resulting queries to be too
generic (for example, containing only the “stop words”, like
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articles, prepositions and otherwise commonly used words),
some restrictions to the generator are imposed. Namely, a
query is considered to be “good” if and only if it satisfies
one of the following conditions:

1) at least 1 of the search terms (words) occurs in no more
than 25% of all documents;

2) at least 1
3 of the search terms (rounded to nearest integer)

occur in no more than 40% of all documents;

For the task of training, a total of 242 “good” queries were
selected during the generation and post-filtering steps.

Examples of generated queries include:

• returned earl we had
• trouble to move in oz mode which
• and i don really want you to take
• literature seems to be the loveliest ends
• your distinction it is i cannot as

The query generator was trained as a word-level model
during 2 epochs. It took about 20 minutes real time per epoch
when training the model on a nVIDIA® GeForce™ 2080
SUPER GPU.

D. The parameters

For the purpose of training the GAN and predicting the
relevance of search results, the following parameter set was
used:

1) the IDFs of each search term used in a query;
2) the term frequencies of the search terms normalised in

accordance to document length (i. e. a fraction of the
total number of words).

3) the term frequencies of bigrams and trigrams of the
search terms.

(Note: The IDFs of bigrams and trigrams were not used to
prevent the GAN from potentially devising the formula for
BM25.) All vectors were padded with zeroes to a maximum
length of 8 (based on an assumption that the query length
is limited to 8 search terms). Hence the resulting vectors are
32-dimensional1.

E. Selection of relevant queries

As stated above, a fully automated process for selecting
the pseudo-relevant queries was used. First, the search results
was ranked using the weighted BM25 function for a query

1Strictly speaking, it’s sufficient to have vector length of 29. There are at
most 7 bigrams and 6 trigrams, when the query length is limited to 8 words.

Q = q1q2 . . . qn:

score(D,Q) = w1

n∑
i=1

IDF(qi)×

× f(qi, D) · (k1 + 1)

f(qi, D) + k1 ·
(
1− b+ b · |D|

L̃

)
+w2

n−1∑
i=1

IDF(qiqi+1)×

× f(qiqi+1, D) · (k1 + 1)

f(qiqi+1, D) + k1 ·
(
1− b+ b · |D|−1

L̃−1

)
+w3

n−2∑
i=1

IDF(qiqi+1qi+2)×

× f(qiqi+1qi+2, D) · (k1 + 1)

f(qiqi+1qi+2, D) + k1 ·
(
1− b+ b · |D|−2

L̃−2

)

(5)

where w1, w2, w3 are the weights for single words, bigrams
and trigrams respectively (in the implementation, we used
w1 = 1, w2 = 10 and w3 = 100), f(q1, D), f(q1q2, D)
and f(q1q2q3, D) are term frequencies of a single word q1,
bigram q1q2 and trigram q1q2q3 respectively (analogously for
the IDFs), |D| is the document length of D, and L̃ is the
average document length in the collection (the −1 and −2
addends for bigrams and trigrams respectively were introduced
due to the fact that a document with N words trivially has
N − 1 bigrams and N − 2 trigrams, so all the lengths are one
and two less, respectively).

Second, the top 10 of the search results (ranked using (5))
was selected being treated as “relevant” (actually pseudo-
relevant). In the end of the process, the total of 2158 query
results2 was selected as a ground truth dataset to train the
GAN network. The results included all the TFs of single
words, bigrams and trigrams, as well as the BM25 score (for
reference/visualisation purpose only, the value was never used
in the computations).

F. The GAN network

The network consists of the following subnets:
• the G subnet using random 100-dimensional vectors as

input and 32-dimensional query result vectors as output;
• the D subnet, which accepts 32-dimensional vectors

(both generated by G and the ground-truth ones) and
outputs a scalar which at a glance can be interpreted as
“probability” of a query being pseudo-relevant.

The activation functions mentioned hereafter are:
• the hyperbolic tangent function

f(x) = tanhx; (6)

• the sigmoid function

f(x) =
1

1 + e−x
; (7)

2This number is less than 10 × 242 = 2420 due to the fact that some of
the queries generated less than 10 results in total.
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• the leaky ReLU function [33]

f(x) =

{
x, x > 0,

αx, x < 0.
(8)

The G subnet uses a sequential layer layout, as follows:
• an input layer with a dimension of 100 (for random

input);
• a layer with 256 neurons, using a Leaky ReLU activation

function with α = 0.2;
• a layer with 512 neurons, using a Leaky ReLU activation

function with α = 0.2;
• a layer with 1024 neurons, using a Leaky ReLU activation

function with α = 0.2;
• an output layer with a dimension of 32, using hyperbolic

tangent activation function.
The D subnet also uses a sequential layout, as follows:
• an input layer with a dimension of 32 (to feed the

parameter vectors generated by G);
• a layer with 1024 neurons, using a Leaky ReLU activation

function with α = 0.2;
• a dropout layer with coefficient of 0.3;
• a layer with 512 neurons, using a Leaky ReLU activation

function with α = 0.2;
• a dropout layer with coefficient of 0.3;
• a layer with 256 neurons, using a Leaky ReLU activation

function with α = 0.2;
• a dropout layer with coefficient of 0.3;
• an output layer with a dimension of 1 (a scalar value

denoting the relevance score).
The GAN network was generated using the batch size of

128, with 400 epochs. It took about 3 minutes to train the
model on the same GPU mentioned above.

V. RESULTS

To test the generated model, an additional set of 51 “good”
queries were generated. Then, a classical BM25 ranking was
used, after which a top-10 (pseudo-“relevant”) and bottom-10
(pseudo-“irrelevant”) result sets were separated. At the next
stage, the results were fed through the trained model. Some of
the results are shown in table I (mean values µ and standard
deviations σ of GAN scores for the top-10 and bottom-10
groups).

The results demonstrate the significant difference between
pseudo-relevant and pseudo-irrelevant queries, hence one can
speak about the feasibility of an approach described above.

VI. CONCLUSIONS

Based on the research and the results obtained, it can be
stated that the application of neural network algorithms to
the problem of evaluating the relevance of information search
results is promising. However, there are still issues that require
further research — namely, optimization of the parameters of
the applied neural networks, the organization of the knowledge
base, etc.

TABLE I
QUERY RESULTS

Query Relevance results
Top 10 Bottom 10

that there were no reason on lewis µ = 0.8024 µ = 0.6926
σ = 0.1050 σ = 0.0474

i proposed marriage his visit µ = 0.5127 µ = 0.1933
σ = 0.2786 σ = 0.0694

fanny said she µ = 0.7270 µ = 0.2061
σ = 0.2269 σ = 0.0086

published it i think we found µ = 0.2096 µ = 0.0822
σ = 0.2077 σ = 0.0226

i shall you heart now µ = 0.4713 µ = 0.1577
σ = 0.3046 σ = 0.0095

right i had down her µ = 0.4439 µ = 0.1843
σ = 0.1391 σ = 0.0985

nice declaration she got you i µ = 0.7382 µ = 0.3731
σ = 0.2437 σ = 0.0203

i never moved nearer than it is µ = 0.7801 µ = 0.2660
σ = 0.1304 σ = 0.2241

Nevertheless, the results showed the principal possibility of
using GANs for the posed problem. In that case, the pseudo-
relevant and pseudo-irrelevant query results were clearly sep-
arated by the neural network.

VII. SUGGESTIONS FOR FUTURE RESEARCH

As described above, using generative adversarial networks
for evaluating the relevance of search engine results is a
new technique. Hovewer, the concept was implemented in a
somewhat simplified model, so it may be interesting to expand
the methods with:

1) utilising more elaborate techniques which define the
result of a query and their parameterisation, rather than
just single words, bigrams and trigrams (for example,
using word proximity metrics);

2) using semantic rather than grammatical interpretation of
a query (using semantic networks, ontologies, thsauri,
etc.);

3) building more sophisticated neural network structures
and topologies beyond from the sequential-layered mod-
els (essentially being a multilayer perceptron-like struc-
ture).

4) using manually selected (i.e. truly relevant) query re-
sults as a training dataset, instead of the automatically
generated ones.
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Modeling of Smart Clothing 
Packet and its Porosity 

Abstract—The paper proposes an approach to the 
description of the characteristics of smart clothing, which 
integrates with modern electronic devices and information 
technology. Electronic devices built into clothes help to interact 
with other people, with the environment, quickly find out 
information about your own body, measure physiological 
parameters. It is proposed to model a set of smart clothing as a 
thin flexible inextensible multilayer shell with built-in 
electronic devices. To design a package of “smart clothing”, it 
is necessary to develop “smart fabrics”, the creation of which 
requires new flexible materials for the production of electronic 
circuits on flexible boards, the creation of a topology of 
conductive threads woven into the fabric and connecting 
electronic devices. An approach is proposed for determining 
the porosity of “smart fabric” in terms of its reliability and 
operational safety. A model of a package of "smart clothing" 
based on flexible printed circuit boards, electrically conductive 
structures and "tencel" fabric produced using nanotechnology 
is proposed.  

Keywords—“Smart clothing”, electronic devices, “smart 
fabric”, thin flexible inextensible shell, porosity, shell shaping  

I. INTRODUCTION

Over the past ten years, a concept has emerged for light 
industry products, referred to as “smart clothing”, which in 
practice means the use of electronics built into clothing and 
the creation of new materials [1, 2]. The appearance of such 
technologies is associated both with the development of 
microelectronics itself, and with the need to improve the 
properties of clothing, increase its protective properties, the 
reliability of its operation, comfort, convenience, etc. [3].  

High level of integration of modern mobile devices 
together with rapid development of computer technology 
and related software contributes to the emergence of new 
areas of application of microelectronics. Just like modern 
mobile gadgets have replaced desktop computers in many 
ways, wearable clothing can have a wide range of 
applications and can largely replace current gadgets. 
Wearable electronics can be used in various areas of life: 

communication and communications, fashion [4, 5], 
entertainment, military equipment, medicine, sports, etc.  

The term “Smart Clothing” means expanding the 
capabilities of traditional clothing. This term defines the 
type of woven material into which the threads are woven, 
providing connections between the integrated electronic 
devices. Microelectronic components of clothing are part of 
its fabric, which is outwardly invisible, immune to washing 
and cleaning, and does not interfere with the functionality of 
the clothing when it is used. In clothes not only conductive 
threads are used, but also embedded information input 
devices, antennas, sensors, as well as other components [6].  

The purpose of the work is a description of approaches 
to the design of smart clothing, its versatility and 
multifunctionality, its basic characteristics, capabilities and 
structure, the calculation of one of the main parameters of 
“smart” clothing - porosity.  

Research objectives: 

1) developing the concept of smart clothing as a package
of a multilayer flexible inextensible shell, in which each 
layer solves the problems of reliable operation of built-in 
electronic devices and ensuring the comfort of clothing;  

2) calculation of porosity of smart fabric, as one of the
main heat and wind protective characteristics of clothing. 

The novelty of the research lies in the development of 
new approaches to the mathematical modeling of the 
package of smart clothing as a multilayer flexible 
inextensible shell with the properties of controlling 
electronic devices based on the methods of continuum 
mechanics and mechanics of a deformable solid body.  

II. CONCEPT OF THE CLOTHING WITH INTEGRATED
ELECTRONICS 

From the mathematical modeling point of view, the 
concept of “smart clothes” can be interpreted as a multilayer 
flexible inextensible shell. Flexible inextensible shells are 
multifunctional designs that occupy a minimum of space 
with maximum efficiency of their use. They are used 
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simultaneously to set the shape, ensure strength, heat and 
sound insulation, and the outer layer of the structure is used 
as the external decoration of the interior, and thus design 
tasks are solved. Thin shells withstand significant loads with 
a minimum thickness and allow you to implement a variety 
of architectural forms in the design of structures of various 
types. Flexible shell design is a vital requirement for many 
types of tasks [7, 8].  

One of the important tasks of modern industry is the 
constant concern for reducing the weight of structures while 
maintaining the reliability of its work. In this regard, it is 
necessary to consider theories of second and third order 
approximations, geometric and physical nonlinearity, 
moment theories of a deformable solid body, and also 
refined methods of reducing three-dimensional problems to 
two-dimensional ones. This includes analytical and 
asymptotic methods, as well as the method of successive 
differentiation of the relations of three-dimensional theory. 
Such methods should be developed not only for bodies with 
one small size, but also for bodies with two small sizes. 
When reducing three-dimensional theories to two-
dimensional, it is advisable to use variational methods, 
which are very effective for obtaining internally consistent 
mathematically correct models. 

It is permissible to spread methods of continuum 
mechanics on the mechanical behavior of matter from the 
macro level to the micro level. This approach is effective in 
explaining the behavior of materials. The field of science in 
which the behavior of materials with a microstructure is 
studied using continuous approximation methods is called 
generalized continuum mechanics. The development of 
computers allows us to solve numerically systems of 
equations of large dimension, which partially removes the 
question of the inadequacy of experiment and theory [9]. 

With microelectronic components integration level 
increase, it is possible to obtain electronic modules, data 
input and output data devices, indicators, power supplies, 
etc., which will make it possible to turn clothes into a single 
universal system serving a person. The concept of “smart 
clothing” can be interpreted as an interface between the 
human body and the external environment. In accordance 
with this, such clothing trends are developed that adapt it to 
external conditions. At the same time, the capabilities of 
“smart clothing” can be provided with new properties of the 
materials used. 

Hundreds of different companies, universities and 
research centers of developed countries are currently 
engaged in the development of “smart clothing” concepts. 
Leaders of such developments are Google, Levi’s, Nike, 
Philips Costumer Electronics, Xiaomi, Hatsonic, Textronics 
Inc., Tommy Hilfiger and others. The market for smart 
clothing currently stands at billions of dollars. 

In order to create “smart clothing”, the development of 
“smart fabrics” is required, which implies the creation of 
new flexible materials for the production of electronic 
circuits on flexible boards. For embedding into the fabric 
structure it is necessary: a flexible keyboard, flexible 
displays, flexible sensors. All electronic devices are 
interconnected by a set of conductive threads interwoven in 
the process of fabric formation. The topology of the 
conductive threads woven into the fabric is designed to 
ensure the connection of various electronic components in 

clothes made for this fabric. The material of the conductive 
threads is required not only to provide good electrical 
conductivity, but also must withstand the numerous 
deformations and loads that may occur during the wearing 
of clothes, their washing or cleaning. In this case, the 
material of the conductive threads should ensure reliable 
installation of electronic components. 

The structure of “smart fabric” consists of several layers 
of material that form all the properties it needs. The inner 
layers are usually conductive, and the outer layers serve as 
protection from external conditions. Each fabric layer has its 
own functional purpose: thermal protection, waterproofing, 
noise absorption, vibration protection, etc. 

The force of pressure on a particular point of clothing 
will be registered by an electronic circuit. The parameters of 
pressure and location are interpreted by an electronic device 
built into the clothing (Fig. 1). 

  
Fig. 1 – The layered structure of "smart fabric" 

for electronic circuit management  
 

Thus, the new generation of materials that specialists are 
working on today can reconstruct the traditional idea of 
clothing, its functions, design and manufacturing 
technologies.  

III. POROSITY OF THE “SMART CLOSING”  
An important characteristic of fabric is its porosity. 

Porosity is a property of a solid due to its structure and 
characterized by the presence of voids (pores) in it. 

“Smart fabrics” just like traditional clothing fabrics are 
porous bodies. They contain a significant pore volume and 
to a lesser extent filled with fibrous material, conductive 
filaments and electronic devices. If we take the volume of 
the fabric sample as 1, then the specific porosity of the 
fabric can be calculated by the formula [10]  

  ,1

     (1) 

where   - specific porosity of fabric in fractions from 1;  
  - average fabric density, 3cmg ;   - average density of 

fiber, conductive filaments and electronic devices, 3cmg .  

The porosity of “smart fabrics” varies significantly 
depending on their purpose. The lowest porosity are fabrics 
intended for the design of military equipment, for which 
high demands are placed on the tensile strength and wear of 
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the fabric, the porosity of such fabric varies from 40% to 
55%. Fabrics designed to create “smart clothes” in medicine 
and healthcare have a sufficiently low porosity, which is due 
to the need for increased protection of clothing from 
possible infections, the presence of a large number of 
electronic devices and conductive threads; fabric porosity 
ranges from 50% to 80%. The porosity of household fabrics 
is quite high and varies from 75% to 90%. 

Porosity is one of the basic structural characteristics of 
“smart fabrics”, similar to the way it is for traditional 
fabrics. The porosity of the fabric affects many indicators: 
average fabric density, strength, wear resistance, 
permeability, thermal conductivity, bonding efficiency and 
other indicators. The total porosity of the fabric consists of 
pores of various types: through pores; pores contained in the 
fibers and conductive threads; pores between the fibers and 
electronic devices; recesses on the front and wrong surfaces 
of the fabric. 

The paper proposes a method for calculating fabric 
porosity taking into account the structure of fibers, 
conductive filaments and electronic devices. This method 
generalizes the well-known approach described in [10]. The 
average fabric density is calculated by the formula  

  
h

M S




1000
    (2) 

where: SM  - weight of 1 m2 fabric, g; h  - fabric 
thickness, mm.  

Calculating the specific porosity of the “smart fabric” 
while taking into account all types of porosity can be 
represented as:  

 ,154321 






 E  (3) 

Here 1  - specific volume of through pores; 2  - specific 
pore volume in fibers; 3  - specific pore volume in 
conductive threads; 4  - specific pore volume between 
electronic devices, fibers and conductive filaments; 5  - the 
specific volume of the recesses in the fabric on its front 
surface and inside out; E  - density of electronic devices; 

  - specific volume of fibrous matter.  

Let ВV  specific volume of fibers in a fabric sample of 
fibers of 11  cm size. As known in the sample yarn length 
cumulative bases OL  and weft YL  in centimeters, yarn 

diameters OD  and YD  in centimeters, fabric thickness h  
in centimeters, then it’s possible to calculate the volume ВV , 
occupied by sample, cm2  

 .785,0
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Since the specific volume of fibers ВV  is calculated for 
sample 11  cm, then the specific pore volume in the fibers 
can be found by the formula  

  .2 
  ВV    (5) 

The specific volume of through pores can be calculated 
based on the fraction of surface fabric filling SE   

  .11 SE    (6) 

The specific pore volume in the conductive threads can 
be calculated based on the specific volume of the threads in 
the sample size 111   cm  

  ,
4

2
НН

Н
LDV 

   

where: НD  average diameter of the conductive thread; 
НL  the total length of the conductive filament in the 

sample.  

Then the specific pore volume in the conductive threads 

3  is calculated by the formula  

  .13 НV    (7) 

The specific pore volume between electronic devices, 
fibers and conductive filaments can be calculated by 
knowing the specific volume of electronic devices in a 
sample of size 111   cm  

  ,14 EDV     (8) 

here EDV  specific volume of electronic devices in the 
sample. 

Using formulas (5 - 8) from (3) we find the specific 
volume of the recesses in the fabric on its front surface and 
the inside 

 .1 43215 






 






 E  (9) 

It should be noted that the less through pores the fabric 
has, the more windproof qualities it has.  

IV. MODELING OF SMART CLOTHING PACKAGE 
The design of a multilayer smart clothing package is 

intended to address multifunctional tasks where each of the 
garment layers has the desired function. An economically 
advantageous technology for producing a package is the 
production of multilayer materials by successive layering of 
textile fabrics with different properties and their connection 
into a single whole in a suitable way. This approach makes 
it possible to set the properties of the created layers of 
clothing within a very wide range, to design the surface, 
volumetric, hygienic and thermophysical properties of 
clothing, to regulate its anisotropic properties, etc. The 
multifunctionality of a package of smart clothing is set by 
the properties of each layer, taking into account the relative 
position.  

The resulting air spaces between the layers of clothing 
are additional effective functional elements that allow to 
regulate the processes of heat transfer, as well as mass 
transfer through the package. Separate layers can be 
connected with active fillers, which increases the 
functionality of the package. Also, miniature devices and 
conductive threads are placed in the interlayers in order to 
regulate heat and mass transfer, to determine the medical 
indicators of the body, to provide protection against ionizing 
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radiation, from the penetration of toxic gases, vapors, 
microorganisms, etc. A multilayer clothing package 
containing electrically conductive structures is used as a 
protective and camouflage "smart" material; in heated 
clothing for special jobs; can also be used as lining for the 
application of various nanostructured functional materials 
(Fig. 2). 

 
Fig. 2 – Layers of smart clothing with 

nanostructured materials for special tasks  
 

A significant advantage of multilayer and 
multifunctional bags is determined by the fact that they have 
a relatively small thickness (2-3 mm) and are flexible, which 
makes it possible to maintain high human functionality. At 
the same time, the package has sufficient durability and 
strength, which determines the demand for smart clothes.  

Electrically conductive structures in clothing are 
conductive threads or conductive paint. The conductive 
filaments can be made up of different types of filaments, 
such as silver, stainless steel, or carbon filaments, each with 
its own advantages and disadvantages. More promising for 
the creation of smart clothing are carbon threads, as they 
have high strength and heat resistance, are resistant to 
aggressive chemical environments and have a low density 
relative to metals.  

Conductive paint is made on the basis of graphite 
powder coated onto a textile substrate by coating with a 3D 
printer, which is more cost effective. However, due to the 
crumbling of the contact tracks from the conductive paint 
when washing clothes, it is proposed to additionally lay 
conductive threads to increase the service life of flexible 
printed circuit boards and increase the reliability of signal 
reception and transmission.  

Tencel is a fabric of natural origin, which is made from 
Australian eucalyptus wood, which is nano-processed 
during the production process. Tencel combines the best 
qualities of natural and artificial textile materials by its 
properties. Tencel resembles silk in texture, is as strong as 
viscose, and at the same time it is soft like cotton. Tencel is 
made from eucalyptus, so a number of properties of this tree 
are also attributed to the fabric, for example, bactericidal.  

Tencel has a higher porosity than traditional textile 
materials, for example, it absorbs moisture by 50% better 
than cotton. In addition, due to its ability to "breathe", the 
tencel not only absorbs moisture, but also evaporates it, 
which prevents the creation of a favorable environment for 
the reproduction of bacteria. A person wearing clothes made 
of this fabric feels cool and fresh for a long time. The fabric 
is soft, a little shiny, like silk, but at the same time it is not 
slippery, warm like wool and at the same time lighter than 
cotton. Tencel fabric drapes well, creating soft folds, and 
does not crumble when cutting. Clothes made of this 
material are characterized by high wear resistance, 
respectively, they retain their spectacular appearance for a 
long time. Tencel fabric is characterized by high 
hygroscopicity and absence of static electricity, which is a 
very important factor for smart clothing with a conductive 
network.  

The main advantage of using smart clothing is the 
constant monitoring of human body data, since the flexible 
printed circuit boards built into the package can provide 
constant non-invasive contact with the object under study, 
without interfering with the activities of the person. The 
main components of smart clothing are:  

- sensors that read body parameters and generate low-
intensity electrical signals; 

- devices necessary for signal processing and wireless 
transmission; 

- power supply sources; 

- radio circuits providing the transmission of sensor 
signals to clothing components and a power source.  

Conductive elements of flexible printed circuit boards 
must withstand the stresses to which the fabric is subjected 
to bending, shear and stretching during operation, as well as 
withstand washing the product. The advantage of forming 
conductivity at the tissue level is that it can be easily 
integrated into everyday clothing. The formation of 
conductivity in tissue is implemented using inorganic and 
organic components in microstructured and nanostructured 
forms.  

V. CONCLUSIONS  
“Smart clothing” can improve the quality of life of a 

person as a whole, increase the chances of survival in 
aggressive environments, for people with diseases and 
physiological abnormalities. “Smart clothing” can allow you 
to control the basic indicators of the body: pulse rate, 
respiration, body temperature, body position, etc. “Smart 
clothing” can help control the well-being of people working 
with hazardous substances in a polluted or aggressive 
environment. Thanks to “Smart clothing”, it is possible to 
remotely analyze the parameters of various technical 
objects, as well as provide remote medical consultation, 
diagnosis and treatment. Thanks to the "smart clothing" you 
can track the location and physical condition of the soldiers 
during combat missions, control the level of human fatigue. 
“Smart clothing” will help to create spacesuits, 
exoskeletons, etc., which increase the effectiveness of 
human actions in difficult situations. 

To create “smart clothing”, it is necessary to develop a 
structure of “smart fabric”, which consists of several layers 
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of material and is modeled as a flexible inextensible 
multilayer shell. Important characteristics of high-tech 
fabric are porosity, surface density of the fabric, strength, 
wear resistance, permeability, thermal conductivity, bonding 
efficiency, etc., which can improve the protective 
characteristics of the fabric and its reliability in operation.  

The calculation of the porosity of smart clothing in 
relation to a multilayer package is proposed, which will 
allow describing the thermophysical properties of clothing 
and the comfort of its operation. A description of the 
electrically conductive structures in a package of multilayer 
clothing, either in the form of conductive threads woven into 
textile materials, or in the form of contact tracks applied to 
layers of textile materials, is carried out. It has been 
established that the main factor in the reliable and trouble-
free operation of flexible printed circuit boards 
manufactured on a textile basis is their stable conductivity, 
which ensures the reliable operation of sensors and sensors. 
The process of smart clothing washing might lead to the 
contact tracks from the conductive paint applied by the 
coating method to fall off, it is proposed to make additional 
connections using sewing lines from conductive threads to 
increase the reliability of the flexible printed circuit boards 
and increase the stability of signal transmission.  

Tencel fabric is proposed for usage as a material for 
textile fabrics, which has a higher porosity and strength in 
comparison with other natural materials, which allows 
clothes to evaporate moisture faster, it is characterized by 
high hygroscopicity and the absence of static electricity, 
which is a very important factor for smart clothing with 
conductive network. 
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Abstract—We consider the problem of classification for im-
balanced samples with rare classes. A common problem for
machine learning methods in such setting is that a rare class
would have extremely high classification error compared to
more widespread classes. In general, this problem could be
mitigated with re-sampling or fitting additional weights to control
the classification errors in classes, though those methods are
computationally expensive for large datasets and sometimes fail
to attain appropriate results. It this paper we present cost-
efficient modifications of Linear Discriminant Analysis allowing
to mitigate the problem by minimizing maximal classification
error among the classes. For example, this allows achieving more
robust machinery malfunction detection algorithms where our
expectations on recall would be more consistent among different
malfunction types.

Keywords—classification, imbalanced sample dataset, rare
class, linear discriminant analysis, minimax error

I. INTRODUCTION

A common issue in machine learning models when the
classification problem is considered is low recall to rare
classes — only a small part of samples from rare classes are
recognized by a classificator. Due to the fact that most models
are fitted with respect to error measures with even contribution
of each sample in dataset regardless of their classes, a fitting
algorithm indirectly encourages to reduce the classification
errors for more frequent classes at the expense of heavily
increasing classification errors for rare classes.

For example, consider an extreme situation with two classes
A and B with prior probabilities of 0.99 (for A) and 0.01
(for B). Then, if the model is not good enough to clearly
separate the classes (or the sample size is not big enough),
the conventional algorithms would end up by classifying any
input as class A giving the general classification error of 0.01.
However, the recall for class B would be 0 — the resulting
model wouldn’t be able identify objects of class B at all! Let
us note, that in many cases it would be possible to present a
solution which would classify B much better at the expense
of only minor reduction of recall for class A.

Such behavior is undesirable, in particular, when the rare
classes are actually the target classes. Then we would be
surprised to see the inability of even the most sophisticated
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machine learning methods to detect the target classes even
when a very high general precision is reported as the result of
the training. The problem is intensively researched and many
approaches to reduce such negative effect in specific cases are
proposed (for example, [1]–[6]).

The usual ways to mitigate the problem within machine
learning framework are various forms of control of errors
by cross-validation and bootstrap estimates, up-sampling, data
augmentation techniques. The main disadvantages of such
techniques are computational expensiveness (see [3] as ex-
ample) and loose control of the error rates among classes
(sometimes even small reduction of rare classes errors is
not achieved). Let us observe some methods and results
on the matter. Xie and Qiu [1] conducted analytical and
computational investigation of performance of LDA in the
setting with rare classes showing that LDA is vulnerable to the
imbalanced samples. Shi, Wang, Qi, and Cheng [2] proposed
modification of Logistic Regression classification methods
which evaluates in a special way a Fisher discriminant for the
features to improve the recall of the rare classes. Wankhade,
Jonkhale, and Thool [3] considered powerful but computa-
tionally expensive rare-class-aware classification method based
on the generation of ensembles of k-means classifiers with
boosting and controlling the resulting errors on them. Zhang,
Li, Kotagiri, Wu, and Tari [4] presented k Rare-class Nearest
Neighbour classifier, which based on techniques of dynamic
query neighborhoods and estimation of posterior probabilities
on each of the neighborhoods.

There also families of general-purpose machine-learning
methods for dealing with rare classes: Re-sampling and cost-
sensitive learning. Common re-sampling methods include ran-
dom oversampling and under-sampling, as well as intelligent
re-sampling. The cost-sensitive learning strategy associates
higher weights for incorrectly classifying samples from the
rare classes. Both of those approaches might have no effect
for some datasets and computationally expensive, since in most
cases we need to introduce additional dummy samples and
induce a series of retrainings of the classification algorithms
to fit appropriately the correction weights. There have been
comparative studies on the effectiveness of re-sampling and
cost-sensitive learning for imbalanced classification [5], [6]
showing ambiguous efficiency of the methods. Techniques for
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data augmentation are also used to generate additional samples
for rare classes (see [7] for example) with the same potential
drawbacks as other re-sampling methods.

In this paper we propose a cost-effective simple modifi-
cations of Linear Discriminant Analysis classifier which are
intended to minimize maximal classification error by classes.
Our solution is based on the parametric nature of LDA —
the input vector is supposed to have multivariate normal
distribution. That allows to efficiently control the misclas-
sification errors even with low sample size; however, due
to such assumptions the performance of the method could
drop dramatically whether the real distribution diverges from
normal too far.

II. DEFINITION OF THE LDA MODIFICATIONS

A. Linear Discriminant Analysis

Suppose we observe p-variate random vector X as input
data and Y is a random variable with values from {1, . . . , q}
— the class of the observation. The classification problem
consists in estimating of Y based on the value of X . A
machine learning model could be tuned to specific prob-
lem by fitting its internal parameters to the training dataset
D = {(x1, y1), . . . , (xn, yn)} consisting of n independent
observations, and for which values y1, . . . , yn of realizations
of Y are known.

Linear Discriminant Analysis (LDA in the following) could
be seen as a Bayesian solution to the classification problem in
Bayesian setting where Y is assumed to be an unknown model
parameter with coefficients of prior distribution π1, . . . , πq ,
and X|y ∼ N (µy,Σ) where µy are mean vectors and Σ
is a shared covariance matrix. All the model parameters are
supposed to be unknown and should be estimated based on the
training sample dataset. As usual for Bayesian solutions, LDA
decision rule could be expressed as maximizing the posterior
probability:

ŷ(x) = arg max
y∈{1,...,q}

P(Y = y|X = x), (1)

where the posteriors are calculated with estimates µy = µ̂y ,
Σ = Σ̂. See [8] for more details on LDA. Let us note, that
by the form, LDA is an optimal classifier if the underlying
assumptions on the distributions of X and Y are true.

B. Modifications for Minimizing Maximal Error

In this paper we consider three similar modifications. Es-
sentially, all of them consist in bringing in additional weights
to (1). Then the values of the weights are fitted to minimize
the maximal error:

E(ŷ) = max
k∈{1,...,q}

ek(ŷ), (2)

where ek = P
(
ŷ(X) = Y |Y = k

)
.

Here are the proposed modifications:
• For LDA+ we change decision rule (1) to be:

ŷ∗(x;w) = arg max
y∈{1,...,q}

log P(Y = y|X = x) + wy,

where w = (w1, . . . , wq). Let us note that LDA+ is actu-
ally still LDA with altered prior distribution coefficients.

• For LDA* the rule (1) becomes:

ŷ∗(x;w) = arg max
y∈{1,...,q}

wy log P(Y = y|X = x),

where w = (w1, . . . , wq).
• For LDA+* the rule (1) becomes:

ŷ∗(x;w) = arg max
y∈{1,...,q}

wy log P(Y = y|X = x) + w∗y,

where w = (w1, . . . , wq, w
∗
1 , . . . , w

∗
q ).

For all the modifications the values of weights are fitted as
minimizing (2):

w = arg min
w
E
(
ŷ∗(·;w)

)
= arg min

w
max

k
ek
(
ŷ∗(·;w)

)
.

We solved this minimax problem numerically using general-
purpose optimization algorithms. Let us note, that ek are
expressed through a p-variate integrals over complicated areas.
Thus, direct calculation of ek is a computationally expensive
process. Instead, we estimated the integrals using Monte-Carlo
simulations. Our tests showed that even 100 Monte-Carlo
samples are enough to achieve sufficient precision for p ≤ 10.

As seen from the definition, the proposed modifications
increase the computational complexity only by number of
features p. It is an attractive property of our method compared
to the common ways for improvement of rare classes recalls,
such as sample and class weighting or data augmentation. For
those methods the computational complexity increases both
in p and the sample size n which makes it expensive to be
used in larger datasets. As an example, we considered cross-
validated minimax fitting of Random Forrest and Decision
Tree, where the weights of classes were fitted to minimize
the maximal class classification error based on the cross-
validated error estimate by classes. Let us note, that not only
LDA+, LDA*, and LDA+* fitted up to several times faster,
but also presented better performance in terms of the maximal
classification errors (see Tables IV, VI, VIII, and X) than the
aforementioned cross-validated minimax fitting.

III. RESULTS OF COMPUTATIONAL EXPERIMENTS

All the computational algorithms were coded on Python
programming language and run on the corresponding CPython
platform [13]. For the standard machine learning methods of
Logistic Regression, Decision Tree, Random Forest, K-Nearest
Neighbors, and LDA we used the implementations from the
Python package scikit-learn [14].

A. Simulations with Normal Distribution

As the first part of the numerical evaluation of the perfor-
mance of the presented modifications LDA+, LDA*, LDA+*,
we provide the results of the simulations for X with multivari-
ate normal distribution with p = 5, q = 3. The investigation
consisted of 100 independent experiments. In each experiment
the mean vectors and the covariance matrix were generated
from Gamma distributions with the parameters (2, 2), (2, 3),
(2, 3) for the mean vectors and (2, 2) for the covariance
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matrix. For each experiment the sample of size 1000 was
drawn for 1st class, 100 for 2nd, 10 for 3rd resulting in
highly imbalanced samples. Each of the methods LDA, LDA+,
LDA*, and LDA+* was trained on the training part of the
sample dataset and their maximal error was computed on the
testing parts. The obtained sample maximal errors were then
averaged over the 100 independent experiments. Due to the
fact that LDA is nearly optimal for normally distributed data,
we didn’t consider other machine learning classifiers here.

The results of simulations are presented in Table I. There
maxk ek denotes the maximal classification error. As one
could expect, LDA+, LDA*, LDA+* perform much better in
terms of the maximal error. Another expected result is the best
performance of LDA+ due to the normality of the data. An
example of fitted weights values is contained in Table II.

TABLE I
CLASSIFICATION ERROR ON SIMULATED EXPERIMENTS

Model name maxk ek
LDA 0.426
LDA+ 0.220
LDA* 0.273
LDA+* 0.299

TABLE II
EXAMPLE OF WEIGHTS VALUES FOR MODIFICATIONS OF LDA

Model name weight 1 weight 2 weight 3
LDA+ 0.609 3.147 1.078
LDA* 1.002 1.009 1.003
LDA+* 0.998 1.004 1.003
(w∗ weights) 1.008 1.014 1.007

B. Evaluation on Real-Life Datasets

During this part of the investigation we considered 4
datasets. For each dataset we evaluated performance of several
conventional classifiers using 5-fold cross-validation (4 folds
for a training and 1 for a testing subsets). To compare with
our proposed models LDA+, LDA*, LDA+*, we considered
the following models:
• Logistic Regression without regularization, with L1 reg-

ularization, with L2 regularization.
• Decision Tree and Random Forest.
• K-Nearest Neighbors.
• Ordinary LDA.

See [8] for more details and implementation details on the
listed methods.

In addition to that we considered Decision Tree and Ran-
dom Forest with the minimax fitting by cross-validation. The
minimax fitting by cross-validation consisted in bringing in
weights for classes which were fitted to minimize the maximal
cross-validated error estimate for the classes. The control of
the test error was done by introducing validation fold, so for
those two methods and LDA+ we used 5-fold cross-validation
with 3 folds for the training, 1 fold for the validation, and 1
fold for the testing.

For each comparison we considered 4 types of error metrics:
• maxk ek — maximal classification error (maximal recall).
• E10, E5, E2, where Er = r

√∑p
k=1(ek)r/p — interme-

diate error measures between maximal error and general
error measures. We introduced these metrics to see the
overall efficiency of the methods in more details, to see
effect on the other classes, not only the worst-classifiable.

For each type of error in tables we marked the lowest error
rate by bold font.

1) Glass Type Classification Dataset: This dataset [9] con-
tains several attributes of a glass with type of the glass as
response. For this dataset p = 9, q = 6. The number of
samples among the classes: 70, 76, 17, 13, 9, 29. The results
of the evaluation are presented in Table III. Table IV contains
the analogous evaluation in comparison with Decision Tree
and Random Forrest with minimax fitting by cross-validation
as described in the beginning of this section.

For this dataset our modifications show the least minimax
error compared to the other classifiers. However, the advantage
compared to Random Forest is insignificant, and the error is
greater for more relaxed metrics E5 and E2. To summarize,
Random Forrest seems more preferable choice for this dataset.
Let us also note, that Random Forest and Decision Tree
show by far the best minimax errors compared to standard
classification methods under the consideration. As seen in
Table IV, Random Forest doesn’t benefit from additional
fitting of class weights to minimize maximum error. However,
Decision Tree becomes much more sensitive to the rare classes
allowing it to outperform our modifications of LDA in E2

metric.

TABLE III
CLASSIFICATION ERRORS FOR GLASS TYPE DATASET

Model name maxk ek E10 E5 E2

Logistic Regr. 1.00 0.921 0.875 0.774
Logistic Regr., L1 regul. 1.00 0.846 0.756 0.629
Logistic Regr., L2 regul. 1.00 0.852 0.775 0.654
Decision Tree 0.77 0.663 0.597 0.494
K-Nearest Neighbors 0.90 0.777 0.699 0.580
Random Forest 0.70 0.586 0.506 0.409
LDA 1.00 0.839 0.732 0.595
LDA+ 0.60 0.559 0.534 0.489
LDA* 0.60 0.558 0.535 0.489
LDA+* 0.60 0.541 0.513 0.470

TABLE IV
CLASSIFICATION ERRORS FOR GLASS TYPE DATASET WITH MINIMAX

FITTING BY CROSS-VALIDATION

Model name maxk ek E10 E5 E2

Decision Tree 0.72 0.616 0.563 0.501
Random Forest 0.79 0.705 0.655 0.577
LDA+ 0.70 0.625 0.586 0.533
LDA* 0.68 0.513 0.560 0.594
LDA+* 0.70 0.537 0.588 0.626

2) Online Shopper’s Intention Dataset: In this dataset [10]
we supposed to guess whether a client would buy given
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product based on its attributive description. For this dataset
p = 15, q = 2. The number of samples among the classes:
10422, 1908. The results of the evaluation are presented
in Table V. Table VI contains the analogous evaluation in
comparison with Decision Tree and Random Forrest with
minimax fitting by cross-validation.

We see that our modifications of LDA significantly outper-
form all other methods in terms of the rare classes classifica-
tion errors. Another notable fact is that Decision Tree shows
better recall for the rare classes than Random Forrest.

TABLE V
CLASSIFICATION ERRORS FOR ONLINE SHOPPER’S INTENTION DATASET

Model name maxk ek E10 E5 E2

Logistic Regr. 0.985 0.919 0.858 0.697
Logistic Regr., L1 regul. 0.642 0.599 0.558 0.454
Logistic Regr., L2 regul. 0.645 0.602 0.561 0.456
Decision Tree 0.476 0.444 0.415 0.343
K-Nearest Neighbors 0.712 0.664 0.620 0.504
Random Forest 0.505 0.471 0.440 0.358
LDA 0.649 0.606 0.565 0.459
LDA+ 0.364 0.340 0.317 0.263
LDA* 0.405 0.378 0.353 0.299
LDA+* 0.393 0.366 0.342 0.289

TABLE VI
CLASSIFICATION ERRORS FOR ONLINE SHOPPER’S INTENTION WITH

MINIMAX FITTING BY CROSS-VALIDATION

Model name maxk ek E10 E5 E2

Decision Tree 0.477 0.445 0.415 0.344
Random Forest 0.530 0.495 0.462 0.376
LDA+ 0.400 0.373 0.348 0.287
LDA* 0.383 0.358 0.335 0.295
LDA+* 0.408 0.381 0.356 0.305

3) Red Wine Quality Dataset: In this dataset [11] the
intention is to automatically classify quality of wine based
on severl attributes. For this dataset p = 10, q = 6. The
number of samples among the classes: 681, 638, 199, 53, 18,
10. The results of the evaluation are presented in Table VII.
Table VIII contains the analogous evaluation in comparision
with Decision Tree and Random Forrest with minimax fitting
by cross-validation.

Again, our modifications of LDA are better for all the
metrics under consideration. The additional minimax fitting by
cross-validation make the metrics worse for Decision Tree and
Random Forest. That seems to have happened because of the
reduced sample size due to additional fold in cross-validation.

4) Sloan Digital Sky Survey DR14 Dataset: The dataset
[12] consists of observations of space taken by the SDSS.
Every observation is described by several feature columns and
1 class column which identifies it to be either a star, galaxy
or quasar. For this dataset p = 10, q = 3. The number of
samples among the classes: 4998, 415 (artificial reduction of
sample size was done to increase imbalance), 850. The results
of the evaluation are presented in Table IX. Table X contains
the analogous evaluation in comparison with Decision Tree
and Random Forrest with minimax fitting by cross-validation.

TABLE VII
CLASSIFICATION ERRORS FOR RED WINE QUALITY DATASET

Model name maxk ek E10 E5 E2

Logistic Regr. 1.00 0.960 0.923 0.848
Logistic Regr., L1 regul. 1.00 0.943 0.903 0.820
Logistic Regr., L2 regul. 1.00 0.946 0.906 0.823
Decision Tree 0.90 0.767 0.715 0.672
K-Nearest Neighbors 1.00 0.937 0.895 0.834
Random Forest 1.00 0.848 0.775 0.699
LDA 1.00 0.890 0.829 0.739
LDA+ 0.85 0.723 0.666 0.617
LDA* 0.85 0.729 0.675 0.631
LDA+* 0.80 0.716 0.678 0.643

TABLE VIII
CLASSIFICATION ERRORS FOR RED WINE QUALITY WITH MINIMAX

FITTING BY CROSS-VALIDATION

Model name maxk ek E10 E5 E2

Decision Tree 0.94 0.806 0.751 0.703
Random Forest 1.00 0.852 0.786 0.715
LDA+ 0.80 0.708 0.669 0.634
LDA* 0.75 0.643 0.606 0.583
LDA+* 0.75 0.657 0.626 0.600

For Sloan Digital Sky Survey dataset our modifications dra-
matically outperform the standard machine learning methods.
Additional minimax fitting by cross-validation improve the
results for Decision Tree and Random Forrest, however, not
much enough.

TABLE IX
CLASSIFICATION ERRORS FOR SLOAN DIGITAL SKY SURVEY DR14

DATASET

Model name maxk ek E10 E5 E2

Logistic Regr. 0.999 0.933 0.894 0.790
Logistic Regr., L1 regul. 0.713 0.639 0.573 0.415
Logistic Regr., L2 regul. 0.735 0.658 0.590 0.427
Decision Tree 0.496 0.445 0.399 0.299
K-Nearest Neighbors 0.824 0.774 0.743 0.660
Random Forest 0.598 0.535 0.479 0.352
LDA 0.431 0.386 0.346 0.253
LDA+ 0.080 0.076 0.073 0.068
LDA* 0.069 0.065 0.063 0.059
LDA+* 0.083 0.076 0.073 0.069

TABLE X
CLASSIFICATION ERRORS FOR SLOAN DIGITAL SKY SURVEY DR14

DATASET WITH MINIMAX FITTING BY CROSS-VALIDATION

Model name maxk ek E10 E5 E2

Decision Tree 0.460 0.412 0.370 0.287
Random Forest 0.472 0.423 0.379 0.293
LDA+ 0.086 0.078 0.074 0.071
LDA* 0.073 0.067 0.065 0.063
LDA+* 0.082 0.076 0.073 0.069

IV. CONCLUSION

We considered three modifications of LDA with intend to
get classifier with minimax error over the classes. The numer-
ical experiments on the simulated and the real-life datasets

IEEE EWDTS 2020, September 4-7 303



showed surprisingly high efficiency of the modifications com-
pared to even very powerful method of Random Forest. 
For some datasets (Glass Type Classification, for example) 
we might say that our modifications are better in terms of 
minimizing the maximal error, however become worse in terms 
of even a little more relaxed error measures. For some others 
(Sloan Digital Sky Survey DR14 Dataset, for example) we 
have seen surprisingly high efficiency of the proposed methods 
even in comparison with Random Forest and more relaxed 
error measures.

As with comparison between LDA+, LDA*, LDA+* them-
selves — the experiments haven’t unambiguously shown the 
best of them. They gave similar results, and it is not clear 
which one is the most efficient in general. So far the difference 
in results seems to be insignificant.

In the future investigations on the topic we might try to find 
analytical simplifications on the problem of optimization of the 
weights for minimizing the maximal classification error. That 
would allow to reduce the computational cost even further and, 
maybe, to achieve even greater accuracy of the methods.
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Smart Fabric Thermal Conductivity Modeling 

Abstract—The paper proposes an approach to constructing 
a mathematical model of the smart fabric thermal 
conductivity, which are integrated with modern electronic 
devices, information technologies and new materials. The 
initial and boundary conditions for the heat equation are 
described, which simulate various conditions at the fabric 
boundary, as well as between its layers, and on the basis of 
which a unique solution is found for the heat conduction 
problem. It is shown that the average temperature of the fabric 
can be determined as an integral characteristic over the entire 
surface. The solution to the boundary value problem on the 
temperature distribution is obtained numerically on the basis 
of finite-difference schemes. The results of the experimental 
values of temperatures agree with the calculated values with an 
error of no more than 7%. The paper is the basis for solving 
the problem of thermal conductivity for smart fabric. 

Keywords—heat conduction problem, initial and boundary 
conditions, smart fabric, finite-difference scheme, electronic 
devices, thin flexible inextensible shell.  

I. INTRODUCTION

Currently, clothing is subject to a high level of hygienic, 
technological and aesthetic requirements, which together 
should increase the quality of life. Smart fabrics in the near 
future will be used both for domestic and technical, medical 
and other purposes [1].  

The processes of heat exchange between a person and 
the environment have an important role in human life and 
therefore the heat-protective functions of clothing are of 
particular importance [2]. From numerous studies by various 
authors it follows that thermal comfort has a beneficial 
effect on human health, positively affects labor processes, 
they are more productive and less tiring, rest is also more 
effective. In conditions of thermal comfort, the physiology 
of the body and thermoregulation work with less load, 
which reduces the risk of colds and other diseases [3, 4].  

The clothing industry is often faced with the need to 
choose materials for clothing empirically, not taking into 
account hygiene requirements, climatic conditions, labor 
characteristics and many other factors. The design of smart 
heat-protective clothing in relation to specific climatic 
conditions and production requirements is a large and very 
complex scientific problem that can be solved by creating 

new smart materials and technologies, taking into account 
the physiological data of a person, climatic and industrial 
conditions [5]. It should be noted that at present 
microclimate parameters are determined by norms SanPin 
2.2.4.548 – 96, SP 60.1330.2012.  

The purpose of the paper is to develop general 
approaches to determine the heat-shielding properties and 
thermophysical characteristics of the fabric, methods for 
calculating the thermal conductivity of smart fabric 
depending on its heat-shielding characteristics and 
environmental conditions.  

Research objectives: 

1) describing the heat transfer processes that occur
between the human body, layers of clothing and the external 
environment in relation to smart clothing;  

2) building a mathematical model of the smart fabrics
thermal conductivity based on the heat balance equation of 
the human body;  

3) formulating the initial and boundary conditions for the
heat equation to find the only solution to the problem that 
satisfies real physical processes;  

4) calculating the temperature distribution over the shell
thickness using a model example and comparing the 
calculated temperatures with experimental data. 

The novelty of the research lies in the statement of the 
problem of thermal conductivity for smart fabrics based on 
the heat balance equation and a description of the initial and 
boundary conditions for the heat equation for various layers 
of the smart fabric package.  

II. MATHEMATICAL MODEL OF SMART FABRICS THERMAL
CONDUCTIVITY

Heat transfer between the human body, layers of
clothing and the external environment is complex and 
depends on physiological conditions and processes, climatic 
conditions, as well as external factors. Heat transfer is 
determined by the properties of clothing materials [6, 7]. 
The characteristics of the heat-shielding properties of smart 
fabric depend on the thermal conductivity of its constituent 
fibers, threads and microelectronic devices, their shape, as 
well as on how they fill the volume of fabric. A fabric 
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having a greater porosity has less thermal conductivity, 
since a large fraction of the volume in it is filled with air, 
which conducts less heat than any fabric.  

Factors that influence the thermal resistance of materials, 
fabrics and electronic devices include: thickness of fabric 
elements, density, moisture, fiber types, type and quality of 
fibrous material, fabric structure, bulk weight, breathability, 
etc.  

The heat-shielding properties of clothing are a poorly 
understood area. It is necessary to create a common 
methodology for determining the heat-shielding properties 
and thermophysical characteristics of clothes, the integrated 
use of new materials and devices woven into clothes, which 
allow us to analyze the physiological state of a person and 
quickly display information about basic vital signs. Thermal 
properties of clothing can be considered as the main 
operational indicator.  

One of the defining properties are the thermophysical 
properties of “smart” fabrics, and, in particular, their 
thermal conductivity. To assess the heat-shielding properties 
of fabrics, indicators of the following characteristics are 
used: thermal conductivity, thermal resistance, heat 
capacity, thermal diffusivity. It is known that fabrics mainly 
represent a duaxial weave network, which is a porous 
system with structural characteristics determined by the 
manufacturing method.  

Heat transfer in porous materials occurs using 
conductive heat transfer along the weave network itself, as 
well as convection due to the movement of air (or liquid) 
through the pores of the material. These processes are 
interconnected, since a complex convective and radiant heat 
exchange occurs between the weave network and the air. 
Accordingly, to find the value of the heat flux moving 
through the porous material, the combined thermal 
conductivity coefficient . is used. Coefficient . is 
conditional and determines the thermal conductivity of some 
homogeneous material, such that with the same shape, size 
and temperature at the borders, the same amount of heat 
passes through it as through a given porous material.  

The creation of smart fabrics with desired 
thermophysical properties is one of the main tasks for 
technologists in the future. To solve this problem, it is 
necessary to obtain dependencies that will allow us to 
determine the structural characteristics of fabrics for given 
values of thermophysical parameters. 

Modeling of the thermal conductivity of fabrics is 
determined from the condition of thermal comfort of a 
person, for which a large number of experimental studies [8] 
were conducted. accordingly, traditional methods for 
calculating the thermal conductivity of fabric are modeled 
on the basis of the heat balance equation.  

 ,CREWMS QQQQQQ   (1) 

where SQ  heat storage of the human body,  

MQ  metabolic heat, WQ  thermal equivalent of 
mechanical work, EQ  heat emission by evaporation,  

RQ  radiant heat, CQ  convective heat.  

The terms of equation (1) were obtained experimentally, 
as well as on the basis of well-known theoretical principles 
[8].  

To create an adequate model of thermal conductivity of 
smart fabric, we make the following assumptions. We divide 
the entire surface of the “smart” fabric into elementary 
sections, on each of which the fabric will have constant 
parameters of thermal resistance, thickness, specific heat 
density, thermal diffusivity. This can be achieved by 
dividing the entire surface into zones with a duaxial weave 
network, fabric zones containing conductive threads, and 
zones containing microelectronic devices.  

Then on the surface of the elementary section of the 
partition, we can assume that the temperature on the surface 
of the fabric changes only in the direction perpendicular to 
the surface. Accordingly, instead of the general three-
dimensional heat equation, we obtain a one-dimensional 
equation, which greatly simplifies the statement of the 
problem.  

Under the above assumptions, equation (1) implies the 
one-dimensional unsteady heat equation  

   ,, txQTT
hx

T
xt

Tc O 















   (2) 

where: с  specific heat,   material density,  

T  temperature, t  time,  

x  current coordinate on the surface of the fabric, 
reporting perpendicular to the surface, m,  

  coefficient of thermal conductivity, 
Кsm

J


,  

  heat transfer coefficient between the environment 
and the surface of the fabric, h  material thickness, m, 

OT  environment temperature,  txQ ,  heat sink 
intensity.  

Equation (2) for the classification of partial differential 
equations of the second order are of parabolic type [7]. 

Coefficients ,,с  and   will depend significantly on 
the area under consideration, so the heat equation should be 
solved separately for each area. It should be noted that the 
obtained temperature distribution field must be safe for the 
reliable operation of the gadgets built into the clothes.  

III. INITIAL AND BOUNDARY CONDITIONS FOR THE HEAT 
EQUATION  

The heat equation itself has infinitely many solutions. 
The problem of solving the heat equation is that it is 
necessary to find the only solution that satisfies the given 
initial and boundary conditions, while the solution should 
simulate a real physical process [9]. The initial condition is 
the temperature distribution inside the fabric 
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  0, txTT  ,  (3) 

where the value is usually taken as the reference time of 
the process under study.  

The boundary conditions for the unsteady heat equation 
are the temperature distribution conditions at the boundaries 
of each elementary region. In this case, the boundary and 
initial conditions should simulate the designed 
thermophysical conditions.  

Since smart clothing can be interpreted as a multilayer 
flexible inextensible shell, depending on the thermophysical 
conditions under consideration, boundary conditions of the 
first, second, third, or fourth kind can be set by layers of 
fabric.  

A boundary condition of the first kind sets the 
temperature field on the surface of the fabric, which is a 
known function of time  

    ,,, tMftMT   (4) 

here   zyxMM ,,  point on the surface of the fabric.  

At each elementary site, function (4) takes a constant 
value, however, it changes when moving to another site.  

A boundary condition of the second kind sets the value 
of the heat flux at each point of the elementary section  

    ,,, tMq
n

tMT



  (5) 

where   tMq ,  heat flux at a point M , partial 
derivative of temperature at a point M  calculated in the 
direction of the normal vector to the fabric surface.  

Using a boundary condition of the second kind, one can 
simulate the effect on the temperature of a fabric of radiant 
energy emanating from an external source on the surface of 
an opaque fabric.  

A boundary condition of the third kind sets the 
relationship between the temperature of the fabric on the 
surface and the magnitude of the heat flux through the fabric  

     ,,,
OTtMT

n
tMT




   (6) 

where is the partial derivative of the temperature at the 
point M  is calculated in the direction of the normal vector 
to the fabric surface.  

A boundary condition of the third kind describes the 
transfer of heat by convection from fabric to the 
environment - air having a temperature OT .  

Based on a boundary condition of the third kind, it is 
possible to simulate the radiant heat transfer between two 
layers of fabric with temperatures on the surface 1T  and 2T , 
and accordingly, from 2T  to 1T   

   ,4
1

4
2 TTQrez    (7) 

here: rezQ  the value of the resulting heat flux during 
heat transfer,  

  Stefan - Boltzmann constant.  

Then, the amount of flow during heat transfer to the first 
fabric is 

     ., 4
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1 TT
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   (8) 

In this case, the heat transfer coefficient   is a function 
depending on the temperature of the fabric.  

A boundary condition of the fourth kind defines the 
relationship between the heat flux and the temperature at the 
boundary of two fabric layers in perfect contact  
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  (9) 

where 21,  heat conductivity coefficients of the first 
and second layer in a given elementary section.  

A boundary condition of the fourth kind models the 
amount of heat that is taken from the first layer to its 
boundary, the same amount of heat is transferred to the 
second layer with perfect thermal contact [10].  

If, however, a phase transition occurs at the boundary of 
two layers, then the boundary conditions will change taking 
into account the absorption, or the release of the heat of the 
phase transition  

 
    ,,,
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 (10) 

where 




t

x
U n  velocity of the phase transition at the 

interface between the layers, 1Q  phase transition heat.  

It should be noted that the boundary and initial 
conditions of the problem, in turn, are approximate and, 
accordingly, are approximated when the heat conduction 
problem is formulated. Errors inherent in the formulation of 
tasks should be taken into account when finding an 
approximate solution.  

Thus, if a temperature field is determined on each 
elementary section of the fabric partition, the average 
temperature inside the fabric will be determined as the 
integral average over the entire surface of the fabric 

  ,1

S

ST
T

m

i
ii

sr






    (11) 

where: iT fabric temperature on i  split section;  

iS  area i  split section;  

S  total surface area of the fabric;  

m  number of split sections.  

Similarly to finding the average temperature, for 
example, the average coefficient of thermal conductivity of 
the fabric can be obtained.  

IV. NUMERICAL SOLUTION OF THE HEAT CONDUCTION 
EQUATION AND COMPARISON WITH EXPERIMENTAL DATA  

As an example of solving the problem of the one-
dimensional heat equation (2), we consider a boundary 
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value problem for which, at the first stage, we make the 
following assumptions. We will analyze heat transfer 
through a thin single-layer shell of constant thickness, the 
initial temperature on the surface of the tissue adjacent to 
the body is constant and equal. The person is in a calm state 
and the additional heat production of the human body is not 
taken into account. Under the given conditions, the 
temperature will change only in the directions perpendicular 
to the surface of the fabric - the direction of the OX axis. 
Then, in the directions of the ОУ and ОZ axes, the 
temperature can be considered constant (Fig. 1) 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 1 – Geometry of smart fabric in a one-dimensional problem  

 

We will also assume that the thermophysical 
characteristics of the fabric are not dependent on 
temperature. Then equation (2) is transformed to the form  

  .0,2

2
hxTT

hx
T
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   (12) 

The initial condition of the problem can be written in the 
form  

 .0,,0 hxTTt O    (13) 

The boundary conditions of the problem, which are 
conditions of the first kind, can be represented as  
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tTThx
tTTx
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IN    (14) 

Problem (12-14) will be solved by the finite difference 
method on a uniform grid. We divide the fabric in thickness 

into n intervals by points ....1,0, nk
n
khxk   Determine the 

value of the temperature at the j  node at the time 
pjjtt j ,...,0,     

    ,, jkjk TtxT   

where   time coordinate grid step, j  time step 
number.  

Replacing the differential operators in (12) by their 
finite-difference analogs, we obtain the following system of 
linear algebraic equations 
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This scheme for approximating the solution of problem 
(12-14) can be graphically represented as a four-point 
pattern of an implicit difference scheme  

 

 

 

 

 

 

 

 

 

 

 

 
 

Fig. 2 – Four-point difference scheme template  

 

The initial and boundary conditions (13, 14) imply the 
relations  
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It can be shown that the implicit finite difference scheme 
(15, 16) is stable. For the numerical solution of problem (12, 
14), it is also necessary to set its physical conditions. If the 
fabric is made of tencel, then for it  

 .
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Let us indicate the initial and boundary values of the 
problem  
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The solution of the boundary value problem of thermal 
conductivity for the distribution of tissue temperature over 
thickness was carried out in the Maple environment after 60 
seconds of heating. The temperature calculation results are 
shown in the table 1.  
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TABLE I.  CALCULATION OF FABRIC TEMPERATURES BY 
THICKNESS ACCORDING TO THE DIFFERENCE SCHEME  

Point coordinates 
kx , mm 

0 0,2 0,4 0,6 0,8 

Temperature 
values, oС 

36 28,8 25 22,7 21,3 

Point coordinates 

kx , mm 
1 1,2 1,4 1,6 1,8 

Temperature 
values, oС 

20,8 20,4 20,2 20,1 20 

 

The temperatures of the tissue were also measured along 
the thickness with a mini thermometer Testo 0560 1110. 
The results of measurements of tissue temperature by 
thickness are shown in Table 2, as averaged over five 
independent and equally accurate measurements at each 
point.  

TABLE II.  THICKNESS AVERAGED FABRIC TEMPERATURES  

Point coordinates 

kx , mm 
0 0,5 1 1,5 2 

Temperature 
values, oС 

36 24,9 21,9 21,1 21 

 

A graphic comparison of the results of the numerical 
solution of the problem of heat conduction and temperature 
distribution according to the experiment is shown in the 
figure 3. 

 
  – temperature values according to the difference scheme;  

–     experimental temperature values.  
Fig. 3 – Comparison of the numerical solution with the 

experimental results 
The experimental temperatures turned out to be 

somewhat higher than those calculated using the difference 
scheme; however, the discrepancy between the calculated 
and experimental values does not exceed 7%.  

V. CONCLUSIONS  
The thermal conductivity of smart fabrics depends on a 

large number of factors: the type of material for a given site, 
the thickness and number of layers of the fabric, the nature 
of the fibers, the structural characteristics of the fabrics, 
porosity, temperature, humidity, etc.  

As a result of the mathematical modeling of the thermal 
conductivity of fabrics, general approaches to determining 
the thermal conductivity of “smart” farbrics were described 
on the basis of the heat balance equation, from which, under 
the assumptions of the basic thermal conductivity 
coefficients in the elementary sections of the partition, the 
one-dimensional heat equation is consistent. Initial and 
boundary conditions were formulated for the heat equation, 
which simulate various conditions at the fabric boundary, as 
well as between its layers, and on the basis of which a 
unique based on finite difference schemes. The results of the 
experimental values of temperatures agree with the 
calculated values with an error of no more than 7%. It is 
shown that the average fabric temperature can be 
determined as an integral characteristic over the entire 
surface.  

This paper is the basis for further determination of the 
local and integral characteristics of the thermal conductivity 
of smart fabrics.  
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Abstract—The article provides a method for developing a
statistical criterion that satisfies given restrictions on the average
proportion of wrong decisions, similar to the concept of pFDR in
multiple testing. The statistical criterion uses programming capa-
bilities in the R environment. The advantages of this method are
shown in comparison with the Benjamini-Hochberg procedure.
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I. INTRODUCTION

The multiple testing problem always occurs when it’s
needed to test a large set of identical hypotheses simultane-
ously — e.g., when one would want to compare a large number
of characteristics in a group of normal control subjects and
experimental group. Common procedures designed to control
the type I error can’t be applied in this case since they don’t
guarantee that a total (in one sense or another) error rate will
be small enough. There are different corrections often used
to solve this problem, for example, the Bonferroni correction,
designed to control the family-wise error rate (FWER) [1].
Though this correction is easy to understand and implement
it significantly reduces the power of experiment when we’re
testing more than a few hypotheses.

Sometimes, instead, it’s more reliable to use the Ben-
jamini–Hochberg procedure that allows to set a limit on the
value of FDR — expected proportion of false positives:

FDR = E

(
V

R ∨ 1

)
= E

(
V

R

∣∣∣∣∣ R > 0

)
P(R > 0),

where V — the number of false discoveries (positives),
R — the number of rejected null hypotheses. The Ben-
jamini–Hochberg procedure is a step-up procedure that based
on adjusting the p-value [2].

For all its merits, this procedure suffers from a number
of significant disadvantages. If the actual proportion of true
null hypotheses is close to 100%, the Benjamini–Hochberg

The work was funded according to the development program of Scientific
and Educational Mathematical Center of Volga-region Federal District, project
N 075-02-2020-1478

procedure may lose the guarantee property. In the opposite
case, when this proportion is small, the procedure becomes
too conservative and decreases the power of the experiment
[3]. Moreover, the Benjamini–Hochberg procedure can’t be
used to control the FNR (false negative rate) at all.

As an alternative approach Storey [4] proposed using so-
called pFDR (positive false discovery rate) to solve the mul-
tiple testing problem. The pFDR is defined as follows

pFDR = E

(
V

R

∣∣∣∣∣ R > 0

)
.

In the same article Storey also consider solving the multi-
ple testing problem within the framework of the Bayesian
paradigm. In this case it’s assumed that the control parameter
in each testing is the realization of some random variable. It’s
remarkable that if all hypotheses are independent, then the
concept of the pFDR is identical to the value of the type I d-
risk, which was introduced in [5]. The approach in which the
risk of a statistical procedure is calculated as the conditional
average of losses among experiments that ended up with the
same decision was called d-posterior in [5].

Using methods of the d-posterior approach requires knowl-
edge of the entire structure of the probabilistic model — both
the distribution of the test statistic and the distribution of the
control parameter. If there is no need to build an optimal
statistical procedure, but to use a specific test statistic, for
example p-value, then some approximations of each part of
this model can be proposed. The main issue of this approach
is the need to make some time-consuming calculations. To
solve this issue we used the R software environment.

In this article, the d-posterior approach is applied to the
problem of identifying genes that have different expression
level in the group of patients with cancer compared to their ex-
pression level in the normal control group. All computational
procedures are implemented in R programming language.
Statistical data are taken from the open source [6].

978-1-7281-9899-6/20/$31.00 ©2020 IEEE
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II. STATISTICAL MODEL

Without going into the depth of the d-posterior approach
(see, for example, [7]), we consider the specific problem of
comparing the level of gene expression in two groups. The data
represent the expression level of M = 6033 genes measured
in each of the n = 50 patients in the control group and
k = 52 patients in the experimental group suffering from
cancer. The data are partly shown in the Table I. Each row of
the table represents the expression of a particular gene taken
from normal control subjects (indicated by x) and subjects
with cancer (indicated by y).

TABLE I
THE SAMPLE DATA WITH GENE EXPRESSION LEVELS

x1 x2 x3 . . . y1 y2 y3 . . .
gene 1 -0.93 -0.75 -0.55 . . . -1.09 -0.58 -1.09 . . .
gene 2 -0.84 -0.85 -0.85 . . . -0.83 0.25 -0.83 . . .
gene 3 0.06 0.10 -0.003 . . . 1.23 0.11 4.04 . . .
gene 4 -0.36 2.42 -0.12 . . . 0.79 -0.12 -0.35 . . .
gene 5 -1.12 0.18 0.84 . . . 0.69 0.94 -1.08 . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . .

Let (x1, . . . , xn), (y1, . . . , yk) be the observed values of the
expression level of some (say, i-th) gene in the control group
and in the experimental group (with cancer), respectively.
To compare the expected levels of expression in groups, we
calculate Welch’s statistic

ti =
y − x√

s2x/n+ s2y/k
,

where x, y are sample means, s2x, s
2
y are sample variances of

the control group and the experimental group, respectively.
It is known that if the difference between the expected

expression levels of some gene in two groups is θ, then
even with small sample sizes n, k the distribution of Welch’s
statistic T is well approximated by the normal distribution
with mean c θ and variance 1, where the value of constant c
depends only on the sample sizes n, k. The way to calculate
the p-value depends on the considered hypotheses. If the null
hypothesis H0 : θ ≤ 0 is tested with the alternative H1 : θ > 0
(the disease leads to an increase in the expression level), then
the p-value is calculated as

Π(t) = 1− Φ(t),

where Φ is the cumulative distribution function of the standard
normal distribution, t = ti is the value of Welch’s statistic
obtained by analyzing the i-th gene. It is well known that
when θ = 0 the distribution of the p-value, taking into account
the normal approximation of the distribution of T , can be
approximated by a standard uniform distribution. When θ 6= 0
the following statement can be proved:

Lemma 1:
I. If the statistic T is normally distributed with mean θ and

variance 1, then the cumulative distribution function

Pθ
(
Π(T ) < x

)
= Pθ

(
1− Φ(T ) < x

)
, x ∈ [0, 1],

is concave when θ > 0 (i.e. inside the alternative) and
convex when θ < 0 (inside the null).

II. The cumulative distribution function of the beta distri-
bution with shape parameters (a, b) is concave when
a ≤ 1, b ≥ 1 and convex when a ≥ 1, b ≤ 1.

It was shown that every distribution defined on the interval
[0, 1] can be approximated by the beta distribution [8]. Param-
eters of the beta approximation should be chosen considering
convexity properties of the cumulative distribution function
of the p-value. Let the probability density function of the
beta distribution be equal to Cxa−1(1 − x)b−1, x ∈ [0, 1].
Then for convex distributions it’s relevant to choose parameters
a ≥ 1, b ≤ 1 and for concave distributions — a ≤ 1, b ≥ 1.

In the article, we consider a simplified model when it is
assumed that the difference in gene expression levels takes
only three possible values: θ = 0 — gene expression does not
differ in groups, θ = θ1 < 0 — gene expression decreases
in the experimental group, θ = θ2 > 0 — gene expression
increases in the experimental group.

Thus, the distribution of the p-value can be represented as
a mixture of three components: with the probability π0, the
statistic Π(T ) has a standard uniform distribution (which is
equivalent to the beta distribution with shape parameters a =
b = 1), with the probability π1 the statistic Π(T ) has the
beta distribution with parameters a > 1, b < 1, finally, with
the probability π2 the statistic Π(T ) has the beta distribution
with parameters a < 1, b > 1. So the cumulative distribution
function of the statistic Π(T ) with this representation is as
follows

F (t) = P
(
Π(T ) < t

)
= (1− π1 − π2)B(t ; 1, 1)+

+ π1B(t ; a1, b1) + π2B(t ; a2, b2), (1)

where 0 ≤ π1, π2 ≤ 1, π1 + π2 ≤ 1, a1 > 1, b1 < 1, a2 <
1, b2 > 1, B(t ; a, b) — the cumulative distribution function of
beta distribution with shape parameters a, b.

Similar mixture model but with two components of beta
was already used to approximate p-value’s distribution (see,
for example, [9] and [10]). Since we wanted to study the
case when it’s needed to test a one-sided alternative, we have
chosen the three-component model. In most cases, when p-
values was obtained from a test with one-sided alternative,
its histogram has two peaks — near 0 and 1. So the three-
component mixture model makes it possible to simulate the
peaks as well as the uniform distribution in the middle of the
histogram.

III. PARAMETERS ESTIMATION

The model (1) has six unknown parameters. Since the
analyzed sample is large (more than 6000 observations), the
parameters can be estimated quite accurately. We have applied
the maximum likelihood method for this data. All calculations
were carried out in R software environment. The following is
a detailed description of the algorithm:

1) Welch’s statistics were calculated for each gene:
t1, . . . , tM ;

IEEE EWDTS 2020, September 4-7 311



2) the sample of p-values p(M) = (p1, . . . , pM ) was
obtained as follows

pi = Π(ti) = P (T > ti | θi ≤ 0) = 1− Φ(ti),

where i = 1, . . . ,M .
3) the negative log-likelihood of the model (1) was deter-

mined as follows:

L(π1, π2, a1, b1, a2, b2 | p(M)) =

= −
M∑
i=1

log[π0 + π1b(pi ; a1, b1)+

+ π2b(pi ; a2, b2)],

where π0 = 1 − π1 − π2, b( · ; a, b) — the probability
density function of the beta distribution with shape
parameters a, b > 0.

4) the minimum of the function L was found with function
mle2 from the package bbmle [11]. To keep the con-
vexity properties of the cumulative distribution function
of the p-value we set the following constraints on the
optimization parameters:

a1 > 1, b1 < 1,

a2 < 1, b2 > 1.

We also added obvious constraints on the probabilities

0 ≤ π1, π2 ≤ 1,

π1 + π2 ≤ 1.

To minimize the function with constraints the package
bbmle has the L-BFGS-B algorithm.

As a result of the calculations, the following parameter
estimates were obtained:

π0 = 1− π1 − π2 = 0.9004,

π1 = 0.0497, a1 = 2.9565, b1 = 0.3905,

π2 = 0.0499, a2 = 0.3508, b2 = 2.5053.

(2)

According to the estimates obtained, we can say that it’s a
high chance (90%) for a gene not to be responsible for the
disease. This is a common situation in microarray studies that
only a small proportion of genes is interesting.

Data histogram and fitted density function with parameter
estimates (2) of the model (1) are represented on the Figure 1.
It seems that the provided beta mixture distribution is quite a
good approximation to the sample p-values.

IV. GUARANTEE CRITERION

The null hypothesis is rejected if the p-value is Π(t) < c,
where the constant c must satisfy the condition for the d-
posterior probability of the type I error:

R1(c) = P
(
θ ≤ 0 |Π(T ) < c

)
=

=
π0B(c ; 1, 1) + π1B(c ; a1, b1)

F (c)
≤ β1, (3)

Fig. 1. Histogram of sample data with expression levels of normal control
subjects and cancer patients. Curve is fitted density function from the beta
mixture distribution with parameter estimates (2). It seems that the beta
mixture model is a good approximation to the distribution of real sample
p-values.

i.e. the conditional probability that gene expression doesn’t
actually increase in the experimental group, but we decided
otherwise, is less than the specified level of β1.

Note that in a similar way one can develop a procedure with
a restriction on the d-posterior probability of the type II error:

R0(c) = P
(
θ > 0 |Π(T ) ≥ c

)
=
π2(1− B(c ; a2, b2))

1− F (c)
≤ β0.

In order to increase the power, the constant c should
be chosen so that an equal sign is reached in (3). In R
environment, you can use the uniroot() procedure for this.

The critical constant for the model with the parameters (1)
and the level β1 = 0.10 turned out to be equal to c = 0.00073.
Among the M = 6033 genes, only in 45 cases the p-value
of the Welch’s test was less than this constant. Applying the
Benjamini-Hochberg procedure to the same data also led to
45 discoveries.

In connection with the latter, we note that this situation
rarely occurs. As further studies have shown, the Benjamini-
Hochberg procedure most often reveals fewer discoveries
than the d-posterior procedure. In addition, the Benjamini-
Hochberg procedure does not provide any information about
the probability of the type II error or FNR (false negative rate).

On the contrary, in the framework of the d-posterior ap-
proach, one can solve the equation R0(c) = β0 and build a
procedure with restrictions on the proportion of false negatives.
For example, solving the equation R0(c) = β0 with β0 = 0.01
gives the constant c = 0.3031. Note that the probability of the
type II error is R0(c) ≤ π2. Therefore, if the restrictions on
the d-posterior probability of the type II error are not too strict
(β0 > π2), then we should decide that the expression level of
all genes does not increase with the disease.

V. ACCURACY OF THE FITTED MODEL

Since we estimated the model parameters to construct
statistical inference procedures, it becomes necessary to know
how much influence the chosen estimation method has on the
properties of the decision-making procedure. So we used a

312 IEEE EWDTS 2020, September 4-7



Fig. 2. Scatter plot of V/R obtained from simulation results. It seems that
the proportion of false positives is centered around the given restriction on
the type I d-risk, which represented by the solid line

stochastic simulation to examine the accuracy of our proce-
dure. The following calculations were performed 5000 times:

1) A sample is generated from the multinomial distri-
bution with the support {θ = 0, θ < 0, θ > 0} and the
according probabilities {π0, π1, π2} using the function
sample().

2) For each value in the sample, a p-value is generated
following the corresponding distribution:

a) θ = 0⇒ B(1, 1);
b) θ < 0⇒ B(a1, b1);
c) θ > 0⇒ B(a2, b2).

3) The described d-posterior procedure is carried out with
β1 = 0.1, then the number of false positives V and the
number of rejected null hypotheses R are calculated.

4) For comparison, the Benjamini-Hochberg procedure at
level 0.1 is carried out and the values Vbh and Rbh are
calculated similarly.

The results of simulation are shown in Figure 2. It seems
that the proportion of false positives V/R is centered around
the restriction on the type I d-risk which is equal to 0.1 in our
case.

According to the results of the stochastic simulation, the
estimation of the type I d-risk and FDR are as follows:

R∗
1 =

AV G(V )

AV G(R)
≈ 0.098,

FDR∗ = AV G

(
V

R ∨ 1

)
≈ 0.095,

FDR∗
BH = AV G

(
Vbh

Rbh ∨ 1

)
≈ 0.08873,

where AV G( · ) is the sample mean.
As you can see the proposed d-posterior method actually

keeps the value of the type I d-risk at a given level. Moreover,
in our case, we got the value of FDR at the same level. As
for the Benjamini-Hochberg procedure, we can confirm that
as it was expected the procedure controls the value of FDR
at the lower level. Since the BH procedure actually controls
the FDR at level n0

M β1, where n0 — the number of true null

hypotheses, β1 = 0.1, the estimation of the proportion n0

M is
around 0.88, which is approximately the maximum likelihood
estimation of π0.

VI. CONCLUSION

Thus the use of the beta distribution in multiple testing
problems within the framework of the d-posterior approach
makes it possible to develop statistical criteria with restrictions
on the probability of errors among experiments ending with the
rejection of the null hypothesis, as well as among experiments
ending with the acceptance of the null hypothesis, which was
the main goal of this research.

R programming language procedures that was developed to
fit the beta mixture model to the data showed good result
and allowed us to perform complex numerical experiments to
analyze and confirm the claimed warranty properties of the
proposed criteria.

This paper also provides detailed algorithm to implement
the method in the R software environment and shows that
this method actually allow us control the type I d-risk on the
given level. The novelty of the research is that the proposed
method allows one to correctly perform large-scale statistical
experiments, that is really common in our big data era.

Though the procedure was used in gene expression study,
it can be applied to any multiple testing problem if only
the test hypotheses are identical and independent, the control
parameter can be interpreted as a random variable and the test
statistic can be approximated by the normal distribution, which
is satisfied in most cases. There will be further study about the
applicability of this method in the cases of dependence and
non-normality of the test statistic.

REFERENCES

[1] Hochberg Y., Tamhane A.C. ”Multiple Comparison Procedures”, New
York : Wiley, 1987

[2] Benjamini Y., Hochberg Y. ”Controlling the false discovery rate: a
practical and powerful approach to multiple testing”, Journal of the
Royal statistical society: series B (Methodological), 1995, vol. 57, no.
1, pp. 289-300.

[3] Zaykin D. V., Young S. S., Westfall P. H. ”Using the false discovery
rate approach in the genetic dissection of complex traits: a response to
Weller et al Genetics”, 2000, vol. 154, no. 4, pp. 1917-1918.

[4] Storey J. D. ”The positive false discovery rate: A Bayesian interpretation
and the q-value”, Annals of Statistics, 2003, vol. 31, pp. 2013-2035.

[5] Simushkin S.V. ”Confidence Bounds and Narrowest Reliable Intervals
in D-Posterior Approach”, Lobachevskii Journal of Mathematics, 2018,
vol.39, no.3, pp.388-397.

[6] Stanford University, School of Humanities & Sciences, Statistics,
Bradley Efron personal page, datasets and programs. [Online]. Available:
http:statweb.stanford.edu/ ckirby/brad/LSI/datasets-and-programs/data/

[7] Simushkin D.S., Simushkin S.V., Volodin I.N. ”D-guaranteed discrimi-
nation of statistical hpotheses: review of results and unsolved probems”,
Journal of Math. Sci., 2018, vol. 228, no. 5, pp. 543-565.

[8] Parker R.A., Rothenberg R.B. ”Identifying important results from mul-
tiple statistical tests”, Statistics in Medicine, 1988, vol.7, pp. 1031-1043

[9] Allison D.B., Gadbury G.L., Fernandez J.R., Lee C.K., Prolla T.A.,
Weindruck R. ”A mixture model approach for the analysis of microarray
gene expression data”, Computational Statistics & Data Analysis, 2002,
vol. 39, pp. 1–20.

[10] Yu C., Zelterman D. ”A parametric model to estimate the proportion
from true null using a distribution for p-values”, Computational Statistics
& Data Analysis, 2017, vol. 114, pp. 105–118.

[11] Bolker B. (2020) The bbmle package. [Online]. Available: https://cran.r-
project.org/web/packages/bbmle/bbmle.pdf

IEEE EWDTS 2020, September 4-7 313



Relationship Between Base Frequency of the
Koch-Type Wire Dipole and Various Dimensions

Ilya Pershin
Institute of Computational Mathematics

and Information Technologies
Kazan Federal University

Kazan, Russia
muzclubs@gmail.com

Dmitrii Tumakov
Institute of Computational Mathematics

and Information Technologies
Kazan Federal University

Kazan, Russia
dtumakov@kpfu.ru

Abstract—A dipole wire antenna of the Koch type is consid-
ered. The antenna consists of a wire dipole with symmetrical
arms with respect to the feed point with the geometry similar to
the Koch prefractal. The curves forming the arms differ from
the classical Koch fractal only by the position of the central
vertex. The work’s goal is to establish the dependence of the base
frequency on the dimension of the curve forming the antenna
arm. Various dimensions as characteristics of the curve are con-
sidered. The dimensions are Minkowski dimension, information
dimension, correlation dimension and Higuchi fractal dimension.
The algorithm to calculate the Higuchi dimension for our curves
is adapted. Also, algorithms for calculating the other dimensions
are described. Relationships between the base frequency of the
Koch-type wire dipole and the dimensions are explored. The
correlation analysis for the first three Koch-type prefractals is
carried out. The values of all correlation coefficients between the
base frequency and the considered dimensions are given in the
tables. It is concluded that for the second and third iterations, the
best correlation is a correlation between the base frequency and
the Higuchi dimension. The optimal one-parameter regression
models for the base frequency in the case of the second and
third iterations are constructed. The obtained regression model
for the second iteration approximates the frequency values with
an error of 1.17%. The model for the third iteration approximates
the frequency values with an error of 1.46%.

Index Terms—Koch-type wire dipole, base frequency, curve
dimension, correlation analysis

I. INTRODUCTION

Wire antennas of various types are widely used in modern
telecommunication systems [1]. Nowadays, antennas with a
complex geometry are the most promising devices [2]. In prac-
tice, various forms of broken balanced dipoles are used [3], [4].
However, the most widespread method to minimize antenna
size is fractalization [5]–[11]. At the moment, the most studied
fractal antennas are those built on the basis of the Koch fractal
[12]. First of all, it is the Koch monopole [13], the Koch
dipole [14] and Koch log periodical antenna [15]. In addition,
dipoles of the Koch type are used [16].

For the simplest half-wave dipole, especially in the case of
the base frequency, the interconnections between its various
parameters are well known [17]. The relationship between the

978-1-7281-9899-6/20/$31.00 2020 IEEE

base frequency and the reflector geometry was also investi-
gated by the authors for Koch-type dipoles [16], [18]. Such a
relationship can be used for the designing of antennas [19].

The authors previously used this approach to model a Koch-
type dipole of the first iteration for Wi-Fi applications [20].
Also, regression models for the base frequency are used
for monopole antennas [21]. Such high-precision models can
significantly accelerate the process of designing antennas [22].

The base frequency (wavelength) depends directly on the
length of the wire forming a half-wave dipole. However, this
dependence has dispersion for arms of a complex geometry,
and for Koch-type dipole this effect is also observed.

Therefore, to increase the efficiency of the antenna design
algorithm, it is desirable to have models approximating the
frequency with high accuracy. The purpose of the present work
is to establish the dependencies between the base frequency
and fractal dimensions, as well as to obtain the most accurate
regression model.

II. PROBLEM STATEMENT

Let us consider a symmetrical wire dipole with power
supply located in the middle of the antenna. The dipole has
a geometry of arms similar to the Koch-type prefractal of
the first, second and third iterations [23]. Initiating curves for
the Koch-type fractal differ from the initiating curves of the
classical Koch fractal only by the position of the central vertex.

A Koch-type fractal is not a classical fractal; it received
its name due to its similarity to the Koch fractal [24]. The
first iterations of these fractals differ only in the position of
the central vertices (see Fig. 1). When constructing iterations
of Koch-type fractals, a fractal interpolation algorithm is
used [25], [26]. A description of this algorithm is given in
detail below.

Let

K1 = {(ti, xi, yi) ∈ [0, 1]×R×R |
0 = t0 < t1 < ... < tn = 1}

be some interpolation points for i = 1..n. For the Koch-type
fractal, the number n = 4 is chosen. The values x0 = 0, x1 =
1/3, x3 = 2/3, x4 = 1 and y0 = y1 = y3 = y4 = 0

314 IEEE EWDTS 2020, September 4-7



at arbitrary x2 and y2 > 0 form interpolation points for a
family of Koch-type curves. Also, for antenna applications,
the restriction 0 < x2 < x4 is imposed. Note that in the case
x2 = 1/2, y2 = 1/

√
12, the first iteration of the classical Koch

curve is obtained.

Fig. 1. First iteration. Black solid line is for the Koch-type fractal; green
dashed line is for the classical Koch fractal

For all i, the affine transformation is introduced according
to the following rule: Ai : R

3 → R3,

Ai

ti
xi

yi

 :=

ai 0 0
ci1 Di1 Di2

ci2 Di3 Di4

ti
xi

yi

+

 ei
di1
di2

 . (1)

Here, the matrices Dij have the form:

Di1 = Di4 =

(
0.333 0
0 0.333

)
,

Di2 =

(
0.167 −0.289
0.289 0.167

)
,

Di3 =

(
0.167 0.289
−0.289 0.167

)
. (2)

Next, we require that all i satisfy the following conditions:

Ai

t0
x0

y0

 =

ti−1

xi−1

yi−1

 , Ai

t4
x4

y4

 =

t4
x4

y4

 . (3)

Then, the following is obtained:

ai = ti − ti−1, ei = ti−1, (4)(
ci1
ci2

)
=

(
xi − xi−1

yi − yi−1

)
−

(
Di1 Di2

Di3 Di4

)(
x4 − x0

y4 − y0

)
,(

fi1
fi2

)
=

(
xi−1

yi−1

)
−

(
Di1 Di2

Di3 Di4

)(
x0

y0

)
. (5)

With this definition of the operators Ai, the straight line
segment connecting the points x0 and x4 merges into a
polyline, connecting the interpolation points in a consecutive
manner.

Thus, a set of points for the second and third iterations is
obtained as follows:

K2 =
n∪

i=1

Ai(K1), K3 =
n∪

i=1

Ai(K2). (6)

The graph of the obtained Koch-type prefractals is presented
in Fig. 2.

Fig. 2. First (black solid line), second (green dashed line), and third (red
dotted line) iterations of the Koch-type fractal. Coordinates of the central
vertex: x2 = 0.7, y2 = 0.33

For the antennas formed by the first prefractal iteration, we
will vary the coordinates of the central vertex at the same
interval for x and y changing from 0.25 cm to 7.46 cm with the
step of 1.025 mm. For the antennas with the second iteration:
x varies from 7.5 mm to 6.45 cm with the step of 3 mm; x
varies from 3 cm to 6.5625 cm with the step of 2.0625 mm.
For the third iteration, x changes from 2.625 mm to 5.625 cm
in increments of 2.625 mm; y changes from 2.625 cm to 6.0
cm in increments of 2.625 mm. Thus, we obtain 225 antennas
for the first iteration, 361 for the second iteration and 399 for
the third iteration. Let us also exclude the antennas that have
self-intersections.

By the method of paired correlation analysis we investigate
this family of Koch-type dipoles, establish the dependence of
the base frequency f1 on the dimension of the curve forming
the antenna arms. Let us also consider Minkowski DM ,
information DI , correlation DC and Higuchi DH dimensions.

On the basis of the correlation analysis, we will construct
regression models of the base frequency f1 of the dipole from
the dimensions. All calculations will be performed for the
antenna with wire diameter d = 2 mm.

Minkowski dimension DM , information dimension DI and
correlation dimension DC will be calculated for the curve of
4 pixels width, located on the image with the size of 5000 by
5000 pixels, starting with the grid step of 5 pixels.

III. DIMENSIONS

We define the various dimensions in the section.

A. Minkowski dimension

Firstly, let us consider the Minkowski dimension DM [27].
This dimension shows the degree of self-similarity of the
fractal. We describe the algorithm of the Minkowski dimension
calculation.

Let E be any non-empty limited set at Rn. Then the
Minkowski dimension is defined as

DM = lim
ε→0

lnN(E, ε)

− ln ε
, (7)

where N(E, ε) is the minimum number of sets of diameter
equal to ε that can cover the initial set E.

In practice, the box-counting dimension algorithm is used to
calculate the Minkowski dimension. The box-counting func-
tion of E is a function NB(E, ε) → N∪{0}, where NB(E, ε)
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denotes the minimum number of balls B with a diameter ε that
can cover the original set E:

Dbc =
lnNB(E, ε)

− ln ε
.

The Minkowski dimension value is defined as the tilt angle
tangent of the dependency graph of lnNB(E, ε) on ln(1/ε).
Also note that in the two-dimensional case, when the source
area is a rectangle, it is divided into squares with the size of
the side equal to ε.

B. Information dimension

Let us consider the information dimension DI . This di-
mension shows the growth rate of information entropy and
is determined as follows [28]:

DI = lim
ε→0

S(ε)

ln ε
, (8)

where

S(ε) = −
N(ε)∑
i=1

pi(ε) ln pi(ε).

By pi, we mean the probability of a point hitting the ball
Bi of diameter ε or, in other words,

pi(ε) = lim
N→∞

ni(ε)

N
,

where ni is the number of points in the ball Bi, and N is the
total number of points in the set E.

The information dimension value is defined as the tilt angle
tangent of the dependency graph of S(ε) on ln ε.

C. Correlation dimension

Let us consider the correlation dimension DC . It is defined
as follows [29]:

DC = lim
ε→0

ln I(ε)

ln ε
, (9)

where

I(ε) =

N(ε)∑
i=1

p2i (ε).

The value p2i (ε) represents the probability of two points
hitting the ball Bi with a diameter of ε. Summing up p2i (ε)
for all occupied balls Bi, we obtain the probability that two
arbitrarily chosen points from the set E lie within one ball
with the diameter ε.

The correlation dimension value is defined as the tilt angle
tangent of the dependency graph of ln I(ε) on ln ε.

D. Higuchi dimension

Now let us consider the Higuchi dimension DH [30]. This
dimension is used to analyze time series. Such series are
characterized by a uniform time step ∆t. Let us bring our
curve to ”that kind of appearance”. In order to do this, we
divide the curve into equal lengths of ∆t. For time series
values, let us take the values of the curve y(t) by obtaining a
set of discrete data: y(1), y(2), . . . , y(N).

Let us consider the following sequences at m = 0, . . . , d:

Sm(d) = y(m), y(m+ d), y(m+ 2d),

. . . , y

(
m+

⌊
N −m

d

⌋
d

)
.

Here ⌊x⌋ is an entire part of x. For each sequence Sm(d), we
calculate the length

Lm(d) =
N − 1⌊
N−M

d

⌋
d

⌊N−M
d ⌋∑

i=1

|y(m+ id)− (m+ (i− 1)d)|,

where m and d are integers. Let us average lengths Lm(d)
and obtain

L(d) =
1

d

d∑
m=0

Lm(d).

The Higuchi dimension value is defined as the tilt angle
tangent of the dependency graph of lnL(d) on ln d:

DH =
lnL(d)

ln d
, d ≫ 1. (10)

For the calculations, we choose the interval d from 3 to 40
with the step of 1.

IV. CORRELATION AND REGRESSION ANALYSIS

Let us carry out the correlation analysis for the base
frequency and dimensions of the dipole arm curves in case of
the first three iterations of the Koch curve. Let us consider the
first iteration. To calculate the dimensions (7)–(9), let us divide
the initial area covering the curve of Koch type into squares
with the length of the side ε. Moreover, ε is selected such that
it completely covers the source area without crossing. Values
of DH are calculated by formula (10) with step ∆t = 0.01.
In Table I, we present values of correlation coefficients.

TABLE I
CORRELATION COEFFICIENTS FOR THE FIRST ITERATION

f1 DM DC DI DH

f1 1 -0.953 -0.967 -0.962 -0.835
DM -0.953 1 0.976 0.964 0.890
DC -0.967 0.976 1 0.999 0.921
DI -0.962 0.964 0.999 1 0.926
DH -0.835 0.890 0.921 0.926 1

You may note that the correlation between f1 and DH is
worse than that between other dimensions. Meanwhile, the
other dimensions have approximately the same correlation
(a little more than 0.95) with the base frequency. Next, we
consider the values of the correlation coefficients for the
second iteration of the Koch-type curve (see Table II). In this
case, the curve splitting for the Higuchi dimension is done
with the step ∆t = 0.02.

For the second iteration, the DH to f1 correlation is
the strongest; it exceeds 0.99. Let us build a one-parameter
regression model for the base frequency:

f̂1 = 1086.1− 1068.57DH , (11)
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TABLE II
CORRELATION COEFFICIENTS FOR THE SECOND ITERATION

f1 DM DC DI DH

f1 1 -0.932 -0.974 -0.963 -0.993
DM -0.932 1 0.940 0.902 0.927
DC -0.974 0.940 1 0.994 0.970
DI -0.963 0.902 0.994 1 0.960
DH -0.993 0.927 0.970 0.960 1
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Fig. 3. Ratios of DH to f1 for the second iteration

where f̂1 is measured in MHz. Formula (11) approximates
the base frequency with the relative error δ ≈ 1.17%. The
regression line is shown in Fig. 1.

Now let us study the correlation between the base frequency
and dimensions for the third iteration. Let us calculate DH

with step ∆t = 0.02. Results of calculations of all correlation
dependencies are presented in Table III.

TABLE III
CORRELATION COEFFICIENTS FOR THE THIRD ITERATION

f1 DM DC DI DH

f1 1 -0.950 -0.962 -0.961 -0.980
DM -0.950 1 0.989 0.981 0.943
DC -0.962 0.989 1 0.998 0.959
DI -0.961 0.981 0.998 1 0.959
DH -0.980 0.943 0.959 0.959 1

The results for the Minkowski dimension (7) are shown in
Fig. 4. Also in Fig. 4 the regression curve is shown, which is
defined by the following formula:

f̂1 = −56075.8D2
M + 146468DM − 94790.4. (12)

The formula (12) has the relative error about 4.77%.
The correlation field for the information dimension (8) is

presented in Fig. 5. It is easy to see that the points in this
case are scattered less than those in Fig. 4. The regression
formula

f̂1 = −55824.9D2
I + 160201DI − 114105 (13)

has a smaller error: δ ≈ 3.41%.

● ●

●

●● ●

●●● ●● ●●●

● ●●

●

●

●

● ●

● ●●

●● ●● ●● ●●

●●

●● ●

●

● ●

● ●●

●● ● ●● ● ●

●● ●●

● ●

●

● ●

●● ●

●● ●●● ●

●● ● ●

●●

● ●●

●●●

● ●●● ●●●●

●● ●●

●

●●

●●●

●●● ● ●● ●●●●

● ● ●●

●● ●●

●● ●●●● ●● ●● ●● ●

●●

●●

●●●● ●

● ●● ●● ●

●● ●● ●

●

●● ●●

●● ● ●● ● ●●● ●●● ●

● ●

●

●●● ● ●

● ● ●● ●●●●

●●● ● ●

●●

●●● ●● ●● ●● ●●● ●●● ●●

●● ●

●●● ●● ● ●● ●●● ● ●● ●

●

●●●●

●● ●●●● ●● ●●● ●●

● ●

●● ●●●

● ●●●● ●● ● ● ●●

● ●●

●● ●●●

● ●●● ●● ●● ●● ●

●●●

●● ●● ●

●●●●●●● ●● ●●

●● ●

●● ●●

●● ●● ●● ●● ●●●● ●

● ●

●●●

●● ●●●● ●●●●● ● ●● ●●

●

● ●●● ●●● ●● ●●● ● ● ●● ●●

● ●●● ●●●●● ●● ●●● ●● ●●●

● ●●● ●●● ●

● ● ●●●●

●● ●●●

1.34 1.35 1.36 1.37 1.38 1.39 1.40 1.41
DM

400

500

600

700

800
f1,MHz

Fig. 4. Ratios of DM to f1 for the third iteration
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Fig. 5. Ratios of DI to f1 for the third iteration

Results of calculations for the correlation dimension (9)
are shown in Fig. 6. It can be noted that the points on the
correlation field in Figs. 5 and 6 have a very similar allocation.
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Fig. 6. Ratios of DC to f1 for the third iteration

The quadratic regression formula has the following form:

f̂1 = −60297.1D2
C + 180208DC − 133810. (14)

The formula (14) has the relative error δ ≈ 3.52%. The scatter
of points in the Figs 4–6 can be explained by quantization
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errors [31], [32] and the choice of the thickness of the line of
the curve under study [33].

We also observe that quadratic regression models (12)–(14)
can be replaced with linear models. With this replacement,
there will be only a slight loss in accuracy.

The Higuchi dimension has the best correlation with f1. Let
us build the regression model for the base frequency:

f̂1 = −1765.194D2
H − 697.028DH + 708.73, (15)

where f̂1 is measured in MHz. Formula (15) approximates
the base frequency with the relative error δ ≈ 1.46%. The
correlation field for DH and f1 and the curve (6) are shown
in Fig. 7.
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Fig. 7. Ratios of DH to f1 for the third iteration

V. CONCLUSIONS

Wire Koch-type dipole antennas of the first, second and
third iterations are considered. Correlation analysis for the
base frequency and several dimensions is carried out. It
is established that antennas for all iterations have a strong
correlation between the base frequency and the dimensions.
Regression formulas with a relative error of 1%–1.5% for the
base frequency from the Higuchi dimension DH for the second
and third iterations are obtained.

The obtained regression models can be generalized to the
case of antennas with turned arms in space [34] and used in
fast algorithms for designing Koch-type wire antennas.
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Abstract—The review of existing miniaturization methods is 
carried out. The design of a compact broadband power divider is 
also proposed and its characteristics are calculated. The developed 
coupler can be used in marine communication systems. The 
proposed version of the device is technologically simple to 
manufacture and configure when modeling. At a frequency of 1 
GHz, the device has 70% smaller area and 10% narrower 
frequency band. The review of methods for reducing the device 
area is performed. 

Keywords—compact, artificial line, quarter-wave length, 
coupler. 

I. INTRODUCTION 
Widely used as the basic elements of various microwave –

there are passive devices, such as power dividers, designed to 
divide the signal between output channels in a given ratio. 
Depending on the purpose of the dividers are equal or unequal 
division, output to two or more channels. In microwave circuits, 
it is often necessary to provide power division for branching the 
path or adding power from multiple sources. As a rule, for these 
purposes, passive mutual devices are used, which have a fairly 
simple design, which, due to the principle of reciprocity, can be 
used both as dividers and adders of microwave power. Dividers-
adders are necessary for building balanced mixers and 
amplifiers, frequency channel separators (multiplexers and 
demultiplexers), high-power transmitters, multi-element antenna 
excitation circuits, measuring paths, and so on. Couplers are 
passive devices designed to split a signal into multiple outputs. 
Due to their advantages, the couplers are widely used in various 
radio engineering systems, for example, in communication 
systems and in measuring radio equipment at sea. The main 
approach to designing directional couplers is based on the design 
of individual quarter wave segments, each of which is tuned to 
the operating frequency. Therefore, at a low operating 
frequency, the coupler will have large dimensions, which is not 
always suitable for use in microwave technology. You can find 
work related to reducing the size of devices operating at low 
frequencies. Consider some of them [1] - [15], the basic 
information is shown in Table 1. In [1], bends of lines were used 
for miniaturization; in [2], compact structures were used. The 
work [3,6,7,11] describes the process of reducing the area of the 
device using artificial transmission lines. In [4], symmetric 
schemes are used as a miniaturization tool, and in [5], a 
multilayer substrate is used. In [7], the miniaturization of the 
coupler is based on the coupling between the stubs. In work 

[9,13] the authors propose to use asymmetric structures allowing 
to reduce the dimensions of the coupler. The authors in [10] 
proposed to use high-resistance lines with stubs, which makes it 
possible to obtain good results on miniaturization. In work [12], 
periodic capacitive loads are used to obtain a compact coupler. 
In [14], quasi-lumped elements are used for miniaturization, and 
in [15], fractals are used for the same purposes. Familiarized 
with modern theoretical and practical approaches to device 
design (Table 1). The resolve of this work is to develop and 
manufacture a microstrip directional coupler that meets the 
following requirements: Center frequencies 1 GHz and FR4 
backing material. The wide use of the power divider is due to the 
simplicity of its design and implementation. 

TABLE I.  MINIATURIZATION METHODS EFFICIENCY 

 Miniaturization 
methods 

Relative size, 
% 

Center 
frequency, 

GHz 

 Conventional microstrip 
line 100 - 

[1] Bending line 56 3.25 

[4] Symmetric Equivalent 
Circuits 50 1 

[5] 
Two layer substrate with 
rectangular slots in the 

ground plane 
38 2.45 

[7] Source load coupling 30 2.4 

[8] Artificial line segments 25 0.9 

[9] Asymmetric π structures 24 0.9 

[10] High impedance lines 
and loops 19 0.9 

[12] Periodically capacitive 
load 49 1.8 

[13] Asymmetrical T-shape 
structures 45 2.4 

[10] Equivalent Structures 31 1.8 

[9] Electrodynamic 
structures 30 1.8 

[2] Compact Structure 30.1 1 

[3] Artificial transmission 
line 28.1 1 

[14] Quasi lumped elements 27.5 0.9 

[15] Fractal technique 24.7 2.4 

[6] Artificial transmission 
line 21.2 0.9 
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As you can see from the information in the table, directional 
couplers when applying various miniaturization methods allows 
you to get your result. In this paper, the model of the coupler will 
be described, reduced by replacing quarter wave segments or 
artificial transmission lines, implemented in print. 

II. DESIGN 
In the microwave range, distributed elements are typically 

used to implement directional couplers. The coupler circuit of 
the microwave power divider in the traditional single layer 
design is quite widespread in microwave radio systems. When a 
signal is applied to one of the inputs, the signal passes with equal 
division into two outputs, and the signal does not arrive at the 
remaining output. A conventional coupler consists of two 
parallel quarter wave segments connected by two λ/4 loops, 
spaced apart by a distance of λ/4. By changing the wave 
impedances of the lines, it is possible to obtain various power 
division factors between the outputs of the device. To increase 
the operating bandwidth of the coupler, it is necessary to extend 
parallel lines and add loops connecting these lines through λ/4. 
However, this will be followed by an increase in the total area 
occupied on the microwave substrate. Figure 1 shows the 
topology of a broadband coupler implemented on segments with 
a length of λ/4. The area of such a device with a FR4 substrate is 
3748 mm2. There is a lot of space inside the coupler that is not 
used in any way and can be effectively used for miniaturization.  

 
Fig.1. Standard Broadband Coupler Topology 

 

 
Figure 2. Graph of S-parameters versus standard coupler 

frequency  
 

 
Fig. 3. Graph of the phase  

 
The coupler functions at a central frequency of 1 GHz and 

has a relative band of 40%. The transmission coefficients are 
equal at the center frequency and have a value of 3.3 dB. The 
phase difference corresponds to the theory and is equal to 90 
degrees.  

To decrease the size of the coupler, it is necessary to calculate 
the artificial transmission lines. In our case, they will represent 
the series connected elements of inductance (line with high wave 
impedance) and capacitance (line with low wave impedance). A 
comparison of the dimensions and characteristics of 
conventional segments and artificial lines can be realized in Fig. 
4-6. Quarter wave segments included in a conventional 
directional coupler are easier to bend to a possible length inside 
the device. 

 
Fig. 4. Comparison of the dimensions of conventional 

segments and artificial transmission lines  
  

 
Fig. 5. S-parameters for conventional segments and 

artificial transmission lines 
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Fig. 6. Phase incursion of conventional segments and 

artificial transmission lines 
 

Founded on Fig. 4, it can be realized that the artificial 
transmission lines have a shorter length than ordinary segments, 
which allows reducing the dimensions of the device. According 
to Figures 5 and 6, it can be seen that the artificial lines have 
similar characteristics and that strong changes in the 
characteristics of the coupler should not occur. Figure 7 shows a 
compact directional coupler with a wide passband. Its area 
turned out to be equal to 1172 mm2, which is 68.7% fewer than 
the area of a typical coupler. The calculated characteristics of the 
proposed device are shown in Fig. 8 and 9. 

 
Fig. 7. The topology of a three loop compact coupler  

 

 
Fig. 8. S-parameter versus frequency for a compact 

coupler 
 

 
Fig. 9. The phase difference between output of the coupler 

 
The compact coupler functions at a center frequency of 1 

GHz and has a relative band of 39%. The transmission 
coefficients have a slight discrepancy at the center frequency and 
have values of 3.6 dB and 3.9 dB. The phase difference between 
the output signals is 900. You can see that the compact device 
operates in a narrower frequency band and the loss in the band 
has increased. This is all due to the fact that artificial 
transmission lines are located more densely to each other and 
spurious phenomena occur. In addition, the coincidence of the 
characteristics of conventional and artificial lines does not occur 
in the entire working band of the device. Table 2 shows the data 
for comparing the couplers. 

TABLE II.  COMPARATIVE DATA OF RESPONSORS 

Parameters Standard Compact 

bandwidth, MHz 400 390 

area, mm2 3748 1172 

Relative area, % 100 31.3 

Central frequency, MHz 1000 1000 

The phase outputs,  ͦ 90 92 

III. CONCLUSION 
A compact coupler in marine communication systems having 

a wide frequency band is proposed in the work. At an operating 
frequency of 1 GHz, it has an area of 1172 mm2. As the substrate 
acts FR4. When replacing conventional lines with artificial ones, 
it is possible to decrease the scopes of the device, but it is not 
conceivable to leave the characteristics unchanged. This is due 
to differences in the characteristics of the structures used in 
miniaturization from ordinary lines that are part of the traditional 
coupler. The frequency band was reduced from 400 MHz to 390 
MHz. An additional reduction in size is possible, but for this it 
is necessary to change the geometry of the entire coupler and 
carry out optimization. 
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Abstract—In the present paper the problem of plane electro-
magnetic wave diffraction by a thin metal plate is considered.
A numerical algorithm is developed using method of moments
with NVIDIA CUDA technology implementation. The results of
numerical modeling of a plane wave diffraction by the square thin
metallic plate is shown. Comparative analysis of the performance
for CPU and GPU is carried out. It is shown that the method
of moments implementation by graphical processor provides a
sufficient gain in the performance.

Index Terms—electromagnetic wave, diffraction, integral equa-
tion, method of moments, CUDA technology

I. INTRODUCTION

The problems of diffraction of electromagnetic waves arise
in the study of various kinds of complex electrodynamic sys-
tems. For their analysis, it is necessary to use strict analytical
methods of applied electrodynamics [1]–[3] or approximate
numerical methods [4]–[6]. To date, the following methods
are widely used in specialized software: the moment method
(MoM), the finite element method (FEM) [7], and the finite
difference method in the time domain (FDTD) [8]. All these
methods lead to the need to solve complex systems of linear
algebraic equations, the order of which directly depends on the
desired degree of accuracy of solving the problem. The use of
effective numerical methods and new computer technologies
make it possible to solve similar problems within an acceptable
time. A promising technology, from the point of view of
calculation time, is parallel computing on a graphics processor
(NVIDIA CUDA) [9]–[12]. In the present paper, we consider
a parallel algorithm for solving the diffraction problem by the
method of moments on CUDA.

As is known [13], [14], the problem of diffraction of
electromagnetic waves on a perfectly conducting surface can
be described by the operator equation for the surface current.
The operator can be a linear integral or integro-differential op-
erator, and integration is carried out over the entire diffraction
surface. To solve such equations, the method of moments is
used. Harrington and his monograph ”Field Computation by
Moment Methods” described the method of moments most
fully [15]; the current state of the method of moments in
electrodynamics problems is described in the monographs
by Sadiku [16] and Gibson [14]. In addition, a number of

works are devoted to the mathematical justification of this
method and the convergence of the approximate solution to
the exact one [17]. As already noted above, the separation
of the diffraction surface into small finite regions leads to
the construction and further numerical solution of systems of
linear algebraic equations of a very high order. On the other
hand, this class of tasks lends itself well to parallelization,
and the architecture of the graphic processor (GPU) is well
optimized for parallel data processing.

II. DIFFRACTION PROBLEM STATEMENT

We consider the problem of electromagnetic field diffraction
on an perfectly conducting thin plate of an arbitrary shape
(see, for example, [18]). Let Ω ⊂ R2 be a bounded domain
with a piecewise-smooth boundary Γ consisting of a finite
number of arcs of the class C∞ converging at non-zero angles.
The problem of diffraction of an external electromagnetic field
E0,H0 on a perfectly conducting plate Ω, located in free space
with a wave number k, k2 = ω2ϵµ, consists in the determining
scattered electromagnetic field

E,H ∈ C2(R3 \ Ω)
∩
δ>0

C(R
3

+ \ Γδ)
∩
δ>0

C(R
3

− \ Γδ) (1)

satisfying homogeneous Maxwell equations:

Rot H = −ikE,
Rot E = ikH, x ∈ R3 \ Ω

(2)

boundary conditions for tangent components of the electric
field on the plate surface:

Eτ |Ω = −E0
τ |Ω (3)

conditions of finite energy in any limited amount of space:

E,H ∈ L2
loc(R

3) (4)

and conditions at infinity:

∂

∂r

(
E
H

)
− ik

(
E
H

)
= o(r−1),(

E
H

)
= O(r−1), r : |x| → ∞. (5)
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For the full field, Etot = E0+E, Htot = H0+E. We assume
that all sources of the incident field are outside of the plate Ω
so that for some δ > 0

E0 ∈ C∞(Ωδ), Ωδ = {x : |x − y| < δ, y ∈ Ω} (6)

whence it follows that

E0
τ |Ω ∈ C∞(Ω). (7)

Often, either a plane wave or an electric or magnetic dipole
located outside of Ω is considered as an incident field. In this
case, conditions (6), (7) are satisfied. The field E0,H0 is a
solution to the system of Maxwell equations in free space
without a plate.

One approach to solving problem (1)-(7) is to reduce it to
an integro-differential equation on a plate [13]. This method
is often called the surface current method.

Now let S be the open surface of a perfectly conducting
plate with the unit normal n. By Ei we denote the electric
field defined to be the field due to a source in the absence of
a plate. It induces a surface currents J on S. Since S is an
open surface, we consider J as the sum of the surface currents
on opposite sides of S and, therefore, the normal component J
should vanish on boundaries of S. The scattered electric field
Es can be computed by the formula [14]

Es = −iωA −∇Φ, (8)

where A and Φ are the vector and scalar potentials, respec-
tively. It is known [14] that the potentials are related to the
exciting current through the Green’s function. In free space,
the following formulas are valid

A(r) = µ

∫
S

J(r′)G(r, r′)dS′, (9)

Φ(r) =
1

ε

∫
S

σG(r, r′)dS′, (10)

where Green’s function defined as

G(r, r′) =
e−ik|r−r′|

4π|r − r′|
,

k = ω
√
µε = 2π/λ (λ is a wavelength) and |r − r′| is the

distance between the arbitrarily located observation point r
and the source point r′ on S. The surface charge density σ
is related to the surface divergence of current through the
equation of continuity

∇s · J = −iωσ. (11)

The boundary condition for the electric field in the case of the
perfectly conducting surface is

n × (Ei + Es) = 0, (12)

whence, using (8) we obtain the integro-differential equation
with respect to J

−Ei
tan = (−iωA −∇Φ)tan, r ∈ S. (13)

Together with (9)-(11), equation (13) is the so-called the
electric field integral equation (EFIE). In the literature, the
classic EFIE formulation for perfectly conductive surfaces is
written as

n ×
∫
S

G(r, r′)
[

J(r′) +
1

k2
∇(∇ · J(r′))

]
dS′

=
1

ikη0
n × Ei(r),

and equation (13) is called the equation in terms of mixed
potentials (Mixed Potential Integral Equation). Nevertheless,
hereinafter, we will use the term EFIE, implying equation (13),
taking into account (9)-(11).

III. THE METHOD OF MOMENTS

The method of moments (see [14], [15]) is one of the
most common numerical methods of electrodynamics, used
to calculate surface currents on plane metal or dielectric
structures when emitted in free space. It is used for analysis
and modeling of flat structures that allow the inclusion of
dielectrics. In fact, the method of moments is a way to solve
Maxwell’s equations written in integral form (EFIE, MFIE) in
the frequency domain. The main advantage of the method is
that only the metal elements of the object under consideration
are discretized, and the distribution of the surface current on
the metal acts as an unknown quantity. This distinguishes the
method of moments from other methods of EM modeling,
where in addition to the object itself, some limited space
around is discretized, as, for example, when solving problems
of finding a field in a volume. We describe the main stages of
the method of moments. As mentioned earlier, the method of
moments is a method of solving an operator problem in the
form

Lf = g, (14)

where L is a linear operator, g is a known perturbation
function, f is an unknown function. In our case, L is an
integro-differential operator, f is an unknown current function
J, and g is a known excitation source (incident field Ei) . We
represent the function f as a finite sum of N basis functions
fn with unknown weight coefficients αn:

f ≈
N∑

n=1

αnfn. (15)

Then, due to the linearity of the operator L,

N∑
n=1

αnL(fn) ≈ g, (16)

and the residual R is defined as

R = g −
N∑

n=1

αnL(fn). (17)

The basis functions fn are chosen in such a way as to correctly
model the expected properties of the unknown function f .
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Next, we define the scalar product, or moment between the
basis functions fn(r

′) and the test functions gm(r) as

⟨gm, fn⟩ =
∫
gm

gm(r) ·
∫
fn

fn(r′), m = 1, N, (18)

where the presented integrals can be linear, surface, or volu-
metric depending on the type of basis and test functions. We
require that the scalar product of each test function with the
residual function be zero, then

N∑
n=1

αn⟨gm, L(fn)⟩ = ⟨gm, g⟩, m = 1, N. (19)

The equality (19) is a system of linear algebraic equations for
unknown coefficients αn and in matrix form can be written as
Z a = b, where

Z =


⟨g1, L(f1)⟩ ⟨g1, L(f2)⟩ ... ⟨g1, L(fN )⟩
⟨g2, L(f1)⟩ ⟨g2, L(f2)⟩ ... ⟨g2, L(fN )⟩

... ...
⟨gN , L(f1)⟩ ⟨gN , L(f2)⟩ ... ⟨gN , L(fN )⟩

 ,

b =


⟨g1, g⟩
⟨g2, g⟩
...

⟨gN , g⟩

 , a =


α1

α2

...
αN

 .

Note that in the method of moments the resulting matrix of
the system is completely filled, in contrast, for example, to the
finite element method, where the matrix of the system is, as a
rule, very sparse and symmetrical. Solving (19), we determine
the unknown coefficients αn by which the desired function f
is reconstructed. Thus, f = ⟨f,Z−1b⟩, f = (f1, f2, ..., fN )T .
This completes the procedure of the method of moments.

IV. BASIS AND TEST FUNCTIONS

One of the most popular basis functions used in calculating
the surface current are the so-called RWG functions proposed
in [19]. They are conveniently used to search for an approxi-
mate EFIE solution when the surface of a perfectly conducting
body is divided into elementary triangular patches. We will
use standard terms, such as a face, to denote the surface of
an elementary triangular patch, an edge (boundary edge) to
indicate one of its sides, and a vertex to indicate the vertices
of a triangle.

First of all, we note that each basis RWG function is
associated with one inner edge and vanishes everywhere on
S, except for a pair of triangles adjacent to this edge. Fig. 1
shows two such triangles, T+

n and T−
n , adjacent to the n-th

edge. Points belonging to the triangle T+
n can be described

both in global coordinates by the radius vector r, and in
local coordinates using the radius vector ρ+n defined relative
to the free vertex of the triangle T+

n . A similar remark is
also true for the triangle T−

n with the only difference being
that the vector ρ−n is directed from the point belonging to the
triangle to the free vertex T−

n . The choice of ”positive” and
”negative” triangles is arbitrary, given that for the entire cycle
of calculating the surface current, it will not change.

Fig. 1. Triangle pair and RWG parameters associated with inner edge n.

Basis function associated with the n-th inner edge defined
as:

fn(r) =



ln

2A+
n
ρ+n , r ∈ T+

n ,

ln

2A−
n
ρ−n , r ∈ T−

n ,

0, otherwise,

(20)

where ln is the length of the n-th edge, A+
n and A−

n are the
areas of the triangles T+

n and T−
n , respectively. The properties

of RWG functions are described in detail in [19]. Following
the method of moments, we represent the surface current
everywhere on S in the form of an approximate formula

J ≈
N∑

n=1

αnfn(r), (21)

where N is the number of inner edges.
The next step in the method of moments is the testing proce-

dure or multiplying the original equation by testing functions.
Generally speaking, for the testing procedure, it is permissible
to use any functions. However, their choice for a specific
problem is crucial. One of the most effective methods is
Galerkin’s method, when the same basis functions are chosen
as test functions. This ensures that the boundary conditions are
observed throughout the solution area, and not just at discrete
points. Therefore, we take the same RWG functions as test
functions. We define scalar product as ⟨f, g⟩ =

∫
S
f · g dS

and test the equation (13) by the RWG functions. We obtain

⟨Ei, fm⟩ = iω⟨A, fm⟩+ ⟨∇Φ, fm⟩. (22)

Using methods for calculating the surface integral and the fm
property at the S boundaries, the last term in (22) can be
written as

⟨∇Φ, fm⟩ = −
∫
S

Φ∇s · fmdS. (23)
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Then, using

∇s · fn =



ln

A+
n
, r ∈ T+

n ,

− ln

A−
n
, r ∈ T−

n ,

0, otherwise,

the integral in (23) can be approximated as follows

∫
S

Φ∇s · fmdS = lm

 1

A+
m

∫
T+
m

ΦdS − 1

A−
m

∫
T−
m

ΦdS


∼= lm[Φ(rc+m )− Φ(rc−m )]. (24)

In (24), the average value of Φ for each triangle was replaced
by the value Φ in the center of mass of the triangles. Using
similar arguments, we can approximate the terms in (22)
containing the vector potential and the incident field. We show
this by the example of the term ⟨Ei, fm⟩:

⟨Ei, fm⟩ =
∫
S

Ei · fmdS

=
lm
2

 1

A+
m

∫
T+
m

Ei · ρ+mdS +
1

A−
m

∫
T−
m

Ei · ρ−mdS


∼=

lm
2

(
Ei(rc+m )ρc+m + Ei(rc−m )ρc−m

)
. (25)

Thus, applying the testing procedure for EFIE by RWG
functions, with (23)-(25), we obtain an equation

iωlm

[
A(rc+m )

ρc+m
2

+ A(rc−m )
ρc−m
2

]
+ lm[Φ(rc+m )− Φ(rc−m )]

= lm

[
Ei(rc+m )

ρc+m
2

+ Ei(rc−m )
ρc−m
2

]
(26)

that is valid for each inner edge, m = 1, N .

V. FILLING THE MOMENT MATRIX AND SLAE

After inserting the expansion for the surface current (21)
into equation (26), we obtain a system of linear algebraic
equations (SLAE) of size N × N , which can be represented
as

Z I = V, (27)

where Z = [Zmn] is the N×N matrix, I = [αn] is the column
of unknown coefficients, V = [Vm] is the column of the known
right-hand side. The elements of the matrix Z and the column
V are determined by the following formulas:

Zmn = lm

[
iω

(
A+

mn · ρ
c+
m

2
+A−

mn · ρ
c−
m

2

)
+Φ−

mn − Φ+
mn

]
, (28)

Vm = lm

(
E+
m · ρ

c+
m

2
+ E−

m · ρ
c−
m

2

)
, (29)

where

A
+

mn =
µ

4π

∫
S

fn(r′)
e−ik|r

c+

m −r′|

|rc
+

m − r′|
dS′, (30)

Φ
+

mn = − 1

4πϵiω

∫
S

∇
′

sfn(r
′)
e−ik|r

c+

m −r′|

|rc
+

m − r′|
dS′, (31)

E
+

m = Ei(rc
+

m ). (32)

After defining the elements of the moment matrix Z and the
vector V, we can solve the resulting system (27) with respect
to the vector of unknown coefficients αn by one of the well-
known methods for solving SLAEs.

VI. DIFFRACTION PROBLEM SOLUTION ON GPU

The numerical solution of the problem can be conditionally
divided into three main stages. At the first stage, we build
triangular grid of the plate surface and the array of RWG
elements. At the second stage, we compute the elements of
the moment matrix and derive the final SLAE; at the third
stage, we solve the SLAE and build the required function.
The most time-consuming stage is the filling of the moment
matrix. However, as can be seen from formulas (28)-(31),
each element of the matrix can be calculated independently.
Thus, the task is easy to parallelize. When launching the
main computing core, which is responsible for calculating
the elements of the moment matrix, a two-dimensional grid
of blocks and two-dimensional blocks were used, since the
matrix of the final SLAE is presented in memory as a two-
dimensional data array.

The calculation program is written in the programming
language C++ and CUDA C, provided by NVIDIA, which
implements support for the CUDA API for compiling code
that runs on a GPU. For calculations, we used a personal
computer with the Intel Core i3-5005U processor (2 GHz),
RAM is 4 GB with the graphics accelerator GeForce 920M.
Fig. 2 shows the distribution graphs of the normal component
of the current |Jx| on a square plate along sections parallel
to the Ox and Oy axes with sides equal to 0.15 ∗ λ and λ,
respectively, and with different level of discretization of the
area: 98 and 450 triangles, respectively, which corresponds to
133 and 645 RWG elements, respectively.

The obtained graphs fully correspond to the graphs pre-
sented in [18], [19]. The performance gain when filling out
the matrix of moments with respect to calculations on a single
CPU core is presented in Table I. The implemented program
allows to read any rectangular plates; a square plate was
chosen to compare the results.

Our results are in good agreement with the earlier results
obtained by other authors. Fig. 3 shows the dependence of
acceleration on the ”size” of the original problem, i.e. on the
number of RWG elements. It can be seen that the implementa-
tion of this stage of the method of moments on the GPU gives
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Fig. 2. Distribution of normal component of current on a) 0.15λ square plate,
number of triangular patches is 98, b) λ square plate, number of triangular
patches is 98, c) 0.15λ, square plate, number of triangular patches is 450, d)
λ square plate, number of triangular patches is 450.

TABLE I
TIME REQUIRED FOR COMPUTING ON CPU AND GPU.

Matrix Fill Time (s)Number of RWG elements
CPU GPU

Acceleration

133 0.88 0.61 1.42
280 3.80 0.79 4.81
560 15.19 1.40 10.84

1045 52.83 3.43 15.40
1408 95.63 5.95 16.06
1825 159.84 9.92 16.08

Fig. 3. Dependence of acceleration on the number of RWG elements

higher performance indicators than the implementation of the
same algorithm on the CPU even taking into account the need
to copy data from the CPU to the GPU and vice versa. The
maximum acceleration reaches ≈ 16.

VII. CONCLUSIONS

A parallel algorithm is implemented on CUDA to solve the
diffraction problem on a metal perfectly conducting plate. Nu-
merical calculations are performed for the case of a rectangular
plate. Conclusions are made about the good agreement of the
results of calculations with previous works.

An almost 16-fold the acceleration at the stage of forming
the moment matrix (with copying data from the CPU to the
GPU and vice versa) on a not high-performance video card is
obtained. This value can be increased due to the absence of
copying the moment matrix from device to host in solving a
SLAE on a GPU. Thus, calculations on less-powerful GPUs
built in laptops seem to be an effective tool for hardware
acceleration of the method of moments in solving various
electrodynamic problems.
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Abstract— The classical six-layer neural network is 
considered. This network is used to recognize handwritten digit 
patterns from the MNIST database. The influence of the size of 
mini-batches on the learning speed and pattern recognition 
accuracy is analyzed. The optimal sizes of mini-batch are 
obtained. The relationship between the accuracy of training 
and the accuracy of test samples is considered. The change in 
the values of the radius vector of the scales during training is 
shown. Conclusions are drawn about the influence of the initial 
value of the balance on the recognition accuracy. A more 
accurate formula is obtained for the limits, in which the initial 
values of the weights of the neural network are generated. 

Keywords—convolutional neural network, handwritten digits, 
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I. INTRODUCTION 
Currently, neural networks play one of the main roles in 

our life. Neural networks are widely used in science [1, 2], 
technology [3, 4] and many other areas [5, 6]. One of the 
applications of neural networks is image processing. This 
includes various classification, localization and pattern 
recognition tasks. The most common class among networks 
for these tasks is the class of convolutional neural networks 
[7-11]. Here, thanks to the use of convolutional layers, the 
input data is filtered from unnecessary details. This allows 
further processing only useful information, due to which 
there is an effective recognition of objects. Objects in pattern 
recognition are understood as various objects and 
phenomena, processes and situations, signals, etc. For 
example, convolutional neural networks are used to 
recognize objects and symbols [12]. Also for recognition of 
human actions [13], facial emotions [14, 15], pedestrian 
detection [16]. 

The convolutional neural network is a class of deep 
neural networks that is often used in image analysis. The 
main idea of convolutional neural networks is to use 
alternating convolutional and subsampling layers and a 
multilayer perceptron at the output. 

Keras was chosen as the framework for writing a 
convolutional neural network program in Python. 

In present work, we will consider the recognition of 
handwritten digits from the MNIST database [17] by a 
convolutional neural network. Previously, various authors 
have repeatedly made numerous attempts to achieve 
maximum accuracy of handwritten digit recognition. For 
example, when using a single-level perceptron, the error was 
12%, and for two-layer networks using elastic deformations, 
the error reached 0.7% [18]. However, the best results were 
obtained only when using deep convolutional neural 
networks. For example, a set of 35 six-layer convolutional 
neural networks with preprocessing and wide normalization 

for training showed 0.23% error [19], while using an 
ensemble of five such networks with a significantly 
expanded dataset, the error rate was only 0.21% [20]. 

However, all of these techniques do distortion or image 
processing. Such methods involve an increase in data for 
training, due to which the sample becomes significantly 
larger, and the process of training it takes a very long time. 

The goal of the present work is not to achieve maximum 
performance for the neural network. The task is to identify 
the features of a convolutional neural network with 
“averaged” learning. Therefore, it is obvious that the results 
can be somewhat improved, for example, due to 
preprocessing [21], selection of activation functions [22], and 
other methods. In the present work, we will consider such 
parameters of training a convolutional neural network as the 
number of epochs, the size of the mini-batch, and the 
generation of the initial values of the weights. 

The work analyzes the effect of the size of mini-packages 
on the learning rate and the accuracy of pattern recognition. 
Optimal mini-batch sizes are evaluated. The relationship 
between the training accuracy and the accuracy of test 
samples is considered. 

The change in the values of the radius vector of the scales 
during training is considered. Conclusions are drawn about 
the influence of the initial value of the balance on the 
recognition accuracy. A more accurate formula is obtained 
for the limits in which the initial values of the weights of the 
neural network are generated. 

 

II. CONVOLUTIONAL NEURAL NETWORK ARCHITECTURE 
Let us consider the following convolution network 

architecture (Figure 1), consisting of six layers: 

1) Convolutional layer. 32 cards of signs of dimension 
24x24 (core bypass 5x5). 

2) Subsampling layer. 32 cards of signs of dimension 
12x12. 

3) Convolutional layer. 64 feature cards of dimension 
8x8 (core bypass 5x5). 

4) Subsampling layer. 64 4x4 feature cards. 

5) Fully connected layer. 512 neurons. 

6) Fully connected layer. 10 neurons. 

We will train the network using the method of back 
propagation [23] of errors, using batch gradient descent 
based on the handwritten digits database MNIST. 

 After the second, fourth and fifth layers (see Fig. 1), we 
use the dropout algorithm [24, 25], which is designed to 

330 IEEE EWDTS 2020, September 4-7



reduce network retraining. Dropout with probability p 
completely eliminates the neurons of this layer during the 
iteration. In our case, for the indicated layers, we choose the 
parameter p equal to 0.25, 0.25, and 0.5, respectively.  

 
Fig. 1. The architecture of the convolutional neural network 

In the first five layers, ReLU is used as an activation 
function [26, 27]. In the last layer, we will activate the 
neurons using the softmax function. 

 

III. MINI BATCH SIZE SELECTION 
We will not train the neural network throughout the 

sample at once, but instead in separate portions from the 
general sample or, in other words, mini-batches [28-31]. That 
is, if the training part of the MNIST database contains 60,000 
images, and the size of the minibatch is 100, then the 
principle of the training will be as follows. We select 100 
images, calculate the network error for these selected images, 
and obtain the changes in the current weights using the back 
propagation method. Next, we select the next 100 images, 
and in the same way we obtain the next change in the values 
of the weights. We will do this until we use at all the 
elements from the training set. In this case, it will be 
necessary to complete 600 learning iterations for 100 images. 
When all the elements of the training sample (600 iterations) 
are drawn through the network, we will say that one epoch 
has ended. 

Consider the effect of the size of the mini-batch on the 
accuracy of recognition of digital images. To do this, we 
perform calculations for a different number of images in the 
sample. Figure 2 shows the results of calculations for several 
sizes of mini-batches. You may notice that the accuracy for 
the 16-element mini-batch quickly reaches maximum values 
and begins to deteriorate after 125 epochs. The accuracy for 
the 512 mini-batch in small epochs is low and only after 200 
epochs it begins to reach maximum values. 

 
Fig. 2. Dependence of the accuracy of recognition of images from a test 
sample on the number of epochs with various sizes of mini-batches 

For any mini-batch size from 16 to 1024, you can achieve 
maximum network performance, but this maximum can be 
achieved in a certain range of epochs. For example, for a 
mini-batch of size 16, the optimal range of epochs is from 25 
to 75, and for a mini-batch of size 512, the optimal range 
starts from 250 epochs. Small sizes of mini-batches are 
characterized by sharp jumps in accuracy during the 
transition to the next epoch (the red line has sharp breaks). 

Table I shows the results of computing the training time 
of a convolutional neural network on a CPU and on a GPU, 
depending on the size of mini-batches. 

TABLE I.  CONVOLUTIONAL NEURAL NETWORK TRAINING TIME 

Mini-
batch size 

Training time of one 
epoch (seconds) 

Optimal 
number 

of epochs 

Total training time 
(seconds) 

CPU GPU CPU GPU 
16 158 26 75 11850 1950 

64 134 10 100 13400 1000 

128 128 6 150 17920 900 

512 122 4.7 200 24400 940 
 

Thus, in our opinion, it is best to choose sizes of mini-
batches from 32 to 256 elements. Such a choice ensures that 
in the interval from 75 to 200 epochs, the recognition 
accuracy on the test sample of the MNIST base will be 
maximum from 99.4% to 99.6%. All further considerations 
in this paper will be carried out with a mini-batch size equal 
to 128. 

 

IV. RELATIONSHIP BETWEEN THE ACCURACY OF 
RECOGNITION TEST AND TRAINING SAMPLES 
In the previous paragraph, it was shown that good 

accuracy is achieved in a wide range of epochs. In order to 
identify the number of epochs required for training a neural 
network, we will train a network with different initial 
weights and analyze the obtained accuracy. We will generate 
initial values on the segment [-limit, limit] similar to [32], 
where 

 𝑙𝑖𝑚𝑖𝑡  , 

𝑁  is the number of input units in the vector of weights, 
𝑁  is the number of output units. Thus, weights between 
different layers are generated at different intervals. For 
example, for scales between the input and the first 
convolutional layer (see Fig. 1), the value of limit is equal to 

6/ 25 800 0.085 . The kernel of a convolutional 
layer of dimension five receives 5 * 5 = 25 neurons at the 
input, and at the output 25 we multiply by the number of 
such convolution kernels 32, whence we obtain the value 
800. 

Fig. 3 shows graphs of the dependence of recognition 
accuracy in the training and test samples of MNIST on the 
number of epochs. 
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Fig. 3. Dependence of recognition accuracy on the number of epochs in 
the test (green broken line) and training (red broken line) samples. 500 
epochs 

Fig. 4 shows the results of calculations already for 1500 
epochs. It can be noted that with a large number of epochs, 
the scatter of recognition accuracy values in the test sample 
(green line) decreases, but this does not lead to a decrease in 
recognition error. 

We also note that 100% accuracy in the training set is 
achieved at approximately 150 epochs. In the test sample, the 
accuracy also remains approximately the same. 

 
Fig. 4. The dependence of recognition accuracy on the number of epochs 
in the test (green broken line) and training (red broken line) samples. 1500 
epochs 

In order to identify the relationship between the accuracy 
of the test and training samples, we take 100 different models 
with fewer epochs (50 epochs) and draw a conclusion about 
the relationships between these data. The results are 
presented in Fig. 5.  

It is seen that the maximum accuracy that the neural 
network was able to achieve is 99.54% in the MNIST test 
sample. It can also be concluded from the figure that there is 
no direct relationship between the accuracy of the training 
data set and the accuracy of the test set. In some trained 
neural networks, with small errors in the training set, large 
errors in the test set are observed. 

 

 
Fig. 5. The dependence of the accuracy of the test sample on the training 

 

V. EUCLIDEAN NORM OF THE WEIGHT VECTOR 
Let us consider the Euclidean norm (the radius of the 

vector in the 1663370th space of weights) of the vector of the 
initial values of the weights. We take 10 random models and 
calculate the radius of each vector and the Euclidean distance 
between them (Table II). The radius of all weights is 
approximately 31. 

TABLE II.  INITIAL EUCLIDEAN DISTANCE BETWEEN WEIGHTS OF 10 
DIFFERENT MODELS 

0.0 43.5 43.5 43.5 43.5 43.5 43.5 43.5 43.5 43.4 
43.5 0.0 43.4 43.5 43.5 43.5 43.5 43.5 43.4 43.5 
43.5 43.4 0.0 43.4 43.5 43.5 43.5 43.5 43.5 43.4 
43.5 43.5 43.4 0.0 43.5 43.5 43.4 43.4 43.5 43.5 
43.5 43.5 43.5 43.5 0.0 43.5 43.5 43.5 43.5 43.5 
43.5 43.5 43.5 43.5 43.5 0.0 43.4 43.5 43.5 43.5 
43.5 43.5 43.5 43.4 43.5 43.4 0.0 43.4 43.5 43.4 
43.5 43.5 43.5 43.4 43.5 43.5 43.4 0.0 43.5 43.5 
43.5 43.4 43.5 43.5 43.5 43.5 43.5 43.5 0.0 43.5 
43.4 43.5 43.4 43.5 43.5 43.5 43.4 43.5 43.5 0.0 

 

We also calculate the Euclidean distance between the 
vectors after learning 50 epochs (Table III). They, like the 
values in Table I, are obtained approximately as the same. 
The similarity of the obtained values is easily explained by 
the peculiarity of the generation of numbers. With a large 
dimension of vectors, we obtain pseudorandom sequences. 

TABLE III.  EUCLIDEAN DISTANCE BETWEEN THE SCALES OF 10 
DIFFERENT MODELS AFTER TRAINING 

0.0 48.1 48.1 48.1 48.1 48.2 48.1 48.1 48.1 48.1 
48.1 0.0 48.1 48.1 48.1 48.2 48.2 48.2 48.2 48.2 
48.1 48.1 0.0 48.1 48.1 48.0 48.1 48.0 48.1 48.0 
48.1 48.1 48.1 0.0 48.0 48.1 48.0 48.0 48.1 48.2 
48.1 48.1 48.1 48.0 0.0 48.1 48.2 48.1 48.2 48.0 
48.2 48.2 48.0 48.1 48.1 0.0 48.1 48.1 48.2 48.1 
48.1 48.2 48.1 48.0 48.2 48.1 0.0 48.1 48.1 48.1 
48.1 48.2 48.0 48.0 48.1 48.1 48.1 0.0 48.1 48.2 
48.1 48.2 48.1 48.1 48.2 48.2 48.1 48.1 0.0 48.2 
48.1 48.2 48.0 48.2 48.0 48.1 48.1 48.2 48.2 0.0 

 

It should be noted that the interval of initial values 
selected by formula (1) corresponds to the values generated 
by Keras. Therefore, due to the pseudo-randomness of the 
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generator, we have practically the same radii of the weight 
vector and the same distance between the scales. 

Now let us look at the behavior of the radius at large 
number of epochs. Fig. 6 shows the dependence of the radius 
of the vector on the number of epochs. Obviously, with the 
growth in number of epochs, the radius of the vector 
increases. 

 
Fig. 6. The dependence of the norm (radius) on the number of epochs 

In connection with this fact, a hypothesis arises that an 
increase in the values of the initial weights (hence, the radius 
of the vector) can lead to “better learning” of the neural 
network. 

 

VI. INFLUENCE OF THE ORIGINAL SCALE SET ON NETWORK 
ACCURACY 

Let us change the initial weights obtained by the formula 
(1) by multiplying all the values of the vector of weights by a 
given coefficient. Next, we will train the network for the new 
values obtained. The results for the training sample are 
shown in Fig. 7. 

 
Fig. 7. Network accuracy in the training sample for different initial 
weights 

From the analysis of the graphs in Fig. 7, one can see that 
the built-in option for initializing weights on the Keras 
framework is not optimal. Better training results (faster 
network training) are achieved for initial weights multiplied 
by a factor of 2.2. 

Fig. 8 confirms our assumption. Here, weights that are of 
great importance, give better results. 

 
Fig. 8. The accuracy of the network in the test sample for different initial 
values of the weights 

Thus, the following conclusion can be made. The optimal 
value for the interval [-limit, limit] is 

 𝑙𝑖𝑚𝑖𝑡  . 

If the calculations are made in Keras, then after generating 
the initial values, one needs to multiply them by a factor of 
2.2. 

 

VII. CONCLUSION 
A six-layer convolutional neural network is considered, 

which is used to recognize handwritten digit patterns from 
the MNIST database. The influence of the size of mini-
batches on the learning speed and pattern recognition 
accuracy are analyzed. The optimal sizes of mini-batch are 
obtained. It is concluded that the optimal size of the 
minibatch is in the range from 32 to 256. 

The relationship between the accuracy of the training 
sample and the accuracy of the test sample is analyzed. The 
change in the values of the radius vector of the scales during 
training is shown. 

Conclusions are drawn about the influence of the initial 
value of the balance on the recognition accuracy. A more 
accurate formula is obtained for the limits, in which the 
initial values of the weights of the neural network are 
generated: 

𝑙𝑖𝑚𝑖𝑡
29

𝑁 𝑁
 . 

The results of the work can be used to build a first-level 
network in hierarchical neural networks [33]. 
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Abstract— The design of a symmetrical six-tooth-shaped 
monopole microstrip antenna is considered. The effect of 
rectangular cutouts on the radiator and the length and the width 
of the radiator on the reflection coefficient of the base frequency 
antenna is studied. A nonlinear regression model with good 
accuracy is constructed for this characteristic. An approach to 
design using regression models of a tooth-shaped antenna for the 
desired wireless network parameters is presented. Optimization 
problems are constructed and numerically solved, which allows 
to quickly determine the optimal values of the geometric 
parameters of the tooth-shaped radiator. The application of this 
approach to the design of a six-tooth-shaped single-band 
antenna for Wi-Fi applications is demonstrated. 

Keywords—antenna design, six-tooth-shaped antenna, 
monopole microstrip antenna, single-band Wi-Fi antenna, 
reflection coefficient, regression models. 

I. INTRODUCTION 

Monopole microstrip antennas are widely used in wireless 
systems [1-3]. Such antennas have compact dimensions, light 
weight, simple manufacturing technology and support a wide 
range of frequencies for various applications [4, 5], including 
Wi-Fi applications. 

The antenna reflector is usually a flat metal plate of a 
certain shape, and by changing the geometry of the reflector 
in such antennas, the desired electrodynamic characteristics 
are attained [6, 7]. Rectangular reflectors of various shapes are 
often used such as M-shaped [8], U-shaped [9], lamp-shaped 
radiating patch [10] and many others [11, 12]. 

Engineers often do not know with which form of the 
reflector to begin designing the antenna and how to further 
change its shape in order to obtain an antenna with the optimal 
desired electrodynamic characteristics. Therefore, designing a 
well-matched antenna is a rather lengthy and time-consuming 
process. 

To quickly improve the matching of the microstrip antenna 
at a frequency of 2.45 GHz, the authors of [13] used the 
knowledge-based neural network. To improve the 
electrodynamic characteristics of the antenna, genetic 
algorithms are also used [14, 15] and the defected ground 
structure technique [16] is used. 

To speed up the process of designing microstrip antennas, 
we propose using regression models that describe the 
relationship between the characteristics of the antenna and its 
geometric parameters [17]. First, one must first conduct a 
study over a certain family of antennas, for example, tooth-
shaped antennas [18]. Then a connection between the 
electrodynamic characteristics of the antenna and the reflector 
geometry in the form of mathematical models must be 

established, and optimization problems for these antenna 
characteristics must be formulated. For example, in [19-21] 
single- and double-band symmetric four-tooth-shaped 
microstrip antennas were designed using regression models 
and problems of optimizing the electrodynamic characteristics 
of the antenna were solved. 

In the present work, a change in the values of the reflection 
coefficient with varying the basic geometric parameters of the 
reflector is studied. A nonlinear regression model is 
constructed for the reflection coefficient, depending on the 
width and length of the reflector and the size of six 
symmetrical cutouts. The design process of a single-band 
microstrip antenna at a frequency of 2.44 GHz is presented as 
a solution to optimization problems with respect to the basic 
electrodynamic characteristics of the antenna. During the 
design, two well-matched antennas at a frequency of 2.43 
GHz were obtained. 

II. PROBLEM STATMENT 

The purpose of this article is to design an omnidirectional 
monopole microstrip antenna at a frequency of 2.44 GHz with 
the preset matching for Wi-Fi applications. In this case, the 
antenna should have the largest possible bandwidth at the 
desired frequency. 

Let us consider the antenna design presented in Figure 1. 
Its radiator has the correct symmetric six-tooth-shaped form 
and is described by the parameters , , , , where  
and  are the width and length,  is the depth of 
symmetrical cutouts,  is the length of the ridges calculated 
as the ratio of the length of the radiator to the sum of the 
number of cutouts and the number of teeth on one side of the 
radiator. 

 
Fig. 1. The construction of the symmetrical six-tooth-shaped microstrip 
antenna 
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This shape of the radiator is obtained from a rectangular 
radiator by adding three symmetrical cutouts on its long side. 
The radiator is located on the front side of the substrate and is 
fed from a source with a resistance of 50 Ω through a power 
line with the length  and the width . 

On the reverse side of the substrate, there is a rectangular 
metal plate – ground plane (shaded area in Fig. 1). Ground 
plane has the width equal to the width of the substrate and the 
length  equal to the length of the power line, i.e. = . 
The substrate is uniformly filled with a dielectric with a 
dielectric constant = 4.5 with a material density ρ = 1000 
kg / m3 and a dielectric loss tangent tan δ = 0. The dimensions 
of the substrate are described by the parameters ,  and , 
where  and  are the width and the length of the substrate, 

 is the thickness. The dimensions of the parameters of the 
substrate and the feeding line are presented in Table I. 

TABLE I.  VALUES OF ANTENNA PARAMETERS 

Antenna 
parameters       

Values of 
parameters, mm 

30 75 1 15 1 15 

Let us determine the values of the radiator parameters , 
 and , to which the six-tooth-shaped antenna will be 

tuned for the Wi-Fi resonant frequency (2.44 GHz); which 
will have good matching and a wide bandwidth. 

III. INVESTIGATION OF THE INFLUENCE OF THE LENGTH, 
WIDTH OF THE RADIAOTR AND DEPTH OF CUTOUTS ON THE 

REFLECTION COEFFICIENT 

Let us study the dependence of the reflection coefficient 
 on the width  and the length  of the radiator, as well 

as on the depth of six symmetrical rectangular cutouts . 

To do this, we consider three sizes of the length of the 
radiator = 24, 32.5 and 41 mm; we set the parameter  
from the relation /5. In the FEKO program, we carry out 
numerical experiments, in which we vary the parameter values 
with a step of 0.5 mm 

•  = 0.4…4.9 mm at  = 10 mm. 

• = 0.4…7.4 mm at  = 15 mm. 

• = 0.4…9.9 mm at  = 20 mm. 

• = 0.4…11.9 mm at  = 24 mm. 

It should be noted that the calculation of the 
electrodynamic characteristics of one tooth-shaped microstrip 
antenna in the FEKO takes approximately one hour. The total 
number of calculated tooth-shaped antennas is 207. Thus, the 
time taken to prepare the data for the study is approximately 
230 hours. 

A. The Influence of the Radiator Length and the Depth of 
Cutouts 

Let us consider in Fig. 2 changes in the reflection 
coefficient  when varying the size of the depth of 
symmetrical cutouts on the radiator and three fixed values of 
the length of the radiator with = 10 mm. Here, the blue 
graph with round markers corresponds to a radiator of the 
length = 24 mm, the orange graph with square markers 
corresponds to a radiator of = 32.5 mm, the green graph 
with triangular markers corresponds to a radiator of the length = 41 mm. 

 
Fig. 2. The dependences of the reflection coefficient  on the depth of the 
cutouts  with various radiator length  at the radiator width = 10 mm 

We note that in this figure we observe a similar change in 
the values of the reflection coefficient with increasing depth 
of cutouts, i.e. on all graphs,  decreases and reaches its 
lowest value. For the radiator with = 24 mm and =4.4  mm, the minimum value = −26.67  dB; for the 
radiator with = 32.5  mm and = 3.9  mm, we have = −28.90  dB, with = 32.5  mm and = 2.9  mm; 
the minimum value is = −29.86  dB. With a further 
increase in the depth of cutouts, we see that the values of the 
reflection coefficient increase. Note that at the maximum 
depth of cutouts = 4.9 mm and for radiator lengths 32.5 
mm and 41 mm, the value of the  is slightly larger than that 
with small cutouts = 0.4 mm. 

 Next, we consider in Fig. 3 changes in the reflection 
coefficient  at = 20mm. Here, the behavior of marked 
graphs  differs markedly from the behavior of graphs in 
Fig. 2. The values of the reflection coefficient for different 
radiator lengths do not differ much; they also decrease with 
increasing depth of cutouts and reach a minimum value with 
a maximum depth of cutouts = 9.9 mm. Note that for the 
radiator = 24 mm the minimum value is = −20.79 
dB, for = 32.5  mm we have = −25.82  dB and for = 41 mm the minimum value is = −28.96 dB. 

 

Fig. 3. The dependences of the reflection coefficient  on the depth of the 
cutouts  with various radiator length  at the radiator width = 20 mm 

Consequently, a decrease in the size of symmetrical 
cutouts leads to a decrease in the reflection coefficient, and 
slightly elongated radiators ( / < 2) with a cutout depth 

 close to /2  have the smallest values of the . For / > 2 (elongated radiators), the minimum value of the 
reflection coefficient reaches at a value of  close to a 
complex ratio of the parameters , , . 

336 IEEE EWDTS 2020, September 4-7



B. The Influence of Radiator Width and Depth of Cutouts 

Now we present in Fig. 4 a change in the reflection 
coefficient for a fixed radiator length = 41 mm and its 
different widths. Here, the blue graph with round markers 
corresponds to a radiator width = 10  mm, the orange 
graph with square markers corresponds to a radiator = 15 
mm, the green graph with triangular markers corresponds to a 
radiator = 20  mm, the pink graph with white round 
markers corresponds to a radiator = 24 mm. 

 

Fig. 4. The dependences of the reflection coefficient  on the depth of the 
cutouts  with various radiator width  at the radiator length = 41 mm 

In this case, we see an improvement in antenna matching 
with increasing size of the cutouts . Note that the smaller 
the difference ( − 2 ), the smaller the values of  that 
the radiator with the ratio of length to width / < 2 (not 
very elongated radiators) has. 

Let us compare the results according to the graphs in 
Fig. 2-4 and draw the following conclusions. With a small 
cutout size  from 0.5 to 4.5 mm for radiator with / <2, the reflection coefficient  has closer values for different 

, than for radiator with / > 2. Therefore, in order to 
obtain good agreement for slightly elongated radiator, it is 
better to use a larger cutout size, and for strongly elongated 
radiator, it is better to use average values of . Thus, by 
varying the ratio of length to width and the difference ( −2 ), it is possible to obtain an antenna with well-matching. 

C. Constructing of a regression model 

We use the above conclusions and proceed to the 
construction of a regression model for the reflection 
coefficient at the base frequency. Note that the graphs of 
values  form a parabola in the case of strongly elongated 
radiators ( / > 2) and have the form of a power function 
for the shape of the radiator close to square ( / < 2). It is 
also necessary to take into account the sharp decrease in the 
values of  when the values of  are close to /2 and the 
ratio of the length to width of the radiator. 

We construct the regression model of  for the base 
frequency in the following form: 

̅ ( , , ) = +
+ ( − 2	 ) + −+ , 

(1) 

where  is measured in dB, radiator length , radiator 
width  and depth of cutouts  are measured in mm, and 
the coefficients  ( = 1,6) are assumed to be unknown. 

Using the least squares method, we determine the 
unknown coefficients in (1) and obtain c = 16.5901, c =0.2100 , c = 5486.0326 ,	c = −0.2484 , c = −19.7009 , c = 0.2425. We use the formulas from [22], and the mean 
square error: 

= 1 − ̅  

and relative absolute error [22]: 

= 1 − ̅ ∙ 100%, 
where  are the known values, ̅  are the values calculated 
by the formula (1). Then we obtain that the regression model 
(1) is built with very good accuracy and has errors: ≈ 2.85 
dB, ≈ 10.6%. Therefore, formula (1) can be used to find 
the minimum values  at given constrains on the parameters 
of the radiator. 

IV. DESIGNING A SINGLE-BAND ANTENNA 

We proceed to the design of a six-tooth-shaped single-
band antenna at the frequency of 2.44 GHz and find the values 
of the radiator parameters ,  and .  

A. First Method 

We use the approach presented in our work [21], but in a 
different way: we define the regression model (1) for the 
optimization problem for the reflection coefficient  
without further improving the electrodynamic characteristics 
and minimizing  using the gradient descent method. 

1) Determination of the radiator length at the frequency 
of 2.7 GHz. 

First, we determine the length of the rectangular radiator. 
It was revealed in [19] that the base frequency strongly 
depends on the length of a rectangular and tooth-shaped 
radiator. We calculate  at the frequency of 2.7 GHz, slightly 
offset from 2.44 GHz, since in the next step we adjust the base 
frequency by adding symmetrical cutouts.  

We use the quadratic function (2) obtained in [19] for a 
rectangular radiator at the base frequency: 

 ( ) = 5.18 − 1.1	 + 0.083 . (2) 

We substitute the value = 2.7	GHz in (2) and determine bR 
= 28 mm. 

2) Determination of raditor width and depth of cutouts at 
the frequency of 2.44 GHz 

Next, we add symmetrically two rectangular cutouts on the 
long sides of the rectangular radiator and obtain a symmetrical 
six-tooth-shaped antenna. Let us take the length of the radiator 
a little longer than calculated in step 1, for example, 30 mm, 
since the depth of the cutouts reduces the values of the base 
frequency. We formulate two optimization problems: in the 
first problem, we minimize the objective function (3), 
presented as the sum of the squares of the difference of the 
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required values for the bandwidth and the base frequency with 
weights  and , at the linear constraints (4): 	( ( , , ) − 1)  + 	( ( , , ) − 2.44) → min, (3) 

0.5	mm ≤ ≤ 2 − 0.5	mm,5	mm ≤ 	≤ 3 	mm,( , , ) ≤ −15	dB.  (4) 

In the second problem, we maximize the bandwidth under the 
same restrictions (4):  ( , , ) → max, (5) 

where ( , , )  is the regression model of the base 
frequency constructed in [23], ( , , )  is the 
regression model of the bandwidth constructed in 
[24],	 ( , , ) is regression model (1) for the reflection 
coefficient. In constraints (4), the first condition ensures that 
the cutouts on the sides will not intersect inside the radiator, 
the second condition limits the width of the radiator and 
allows one to obtain an elongated tooth-shaped form; the third 
condition means that the antenna must be well matched and 
have a reflection coefficient of not more than –15 dB. 

In the objective function (3), weights α and β are set to 1 
and 0.8, respectively. In (3) - (5) we substitute the length of 
the radiator 30 mm and numerically find the solution to the 
optimization problems (3) - (4) and (5) - (4) in the Wolfram 
Mathematica package using the built-in Minimize functions 
Minimize[{f, cons},{x, y, …}] and Maximize [{f, cons},{x, y, 
…}], respectively. Thus, we obtain the parameters  and , 
for which the objective functions (3) and (5) achieve optimal 
values, taking into account restrictions (4). 

As a result, we obtain two antennas with a six-tooth-
shaped radiator with parameters: 

• = 7.34 mm and = 0.62 mm, the minimum of 
the objective function (3) is 0.017 GHz. 

• = 7.16 mm and = 0.5 mm from problem (5)-
(4), the maximum of the objective function (5) is 
0.895 GHz. 

The antennas simulation and a numerical calculation are 
performed in the FEKO program. The results of calculating 
the reflection coefficient are presented in Fig. 5.  

 

Fig. 5. The dependence of the reflection coefficient on the frequency. 

The blue line corresponds to the radiator with = 7.34 
mm, = 0.62 mm; the red line corresponds to the radiator 
with = 7.16 mm, = 0.5 mm. 

It can be seen that the electrodynamic characteristics of the 
antennas almost coincide: the first resonance is at the 
frequency of 2.5 GHz and the reflection coefficients are -19.67 
dB and -19.81 dB. This is due to the fact that the dimensions 
of the geometric parameters of the two radiators are close to 
each other. 

B. Second Method 

We now formulate optimization problems in such a way 
that in one step utilizing regression models one can 
immediately find three radiator parameters ,  and . 
The first optimization task has the form:  ( ( , , ) − 1)  + ( ( , , ) − 2.44) →  

(6) 

0.5 mm ≤ ≤ 2 − 0.5	mm,5	mm ≤ 	≤ 2 	mm,10 mm ≤ ≤ 30	mm,( , , ) ≤ −20	dB.
 (7) 

The objective function (6) remains unchanged. In 
constraints (7), the conditions changed for the reflection 
coefficient and the width of the radiator, and the condition for 
limiting the length of the radiator is added. 

The second optimization problem has the form: ( , , ) → , (8) 

0.5 mm ≤ ≤ 2 − 0.5	mm,5	mm ≤ 	≤ 2 	mm,10	mm ≤ 	 ≤ 70	mm( , , ) ≤ −15	dB,2.42 GHz ≤ | ( , , )| ≤ 2.48	GHz.
 (9) 

Here, the objective function (6) also remains unchanged. 
In constraints (9), the condition changed for the width of the 
radiator, and conditions were added to limit the length of the 
radiator as well as to limit the values of the base frequency.  

In the objective function (6), weights α and β are set to 1 
and 0.5, respectively, and numerical solution to the 
optimization problems (6)-(7) and (8)-(9) are obtained in the 
Wolfram Mathematica package. Thus, for each of the task 
accordingly, the following parameters of the radiator are 
obtained: 

• = 5.49  mm, = 30  mm and = 1.20  mm, 
the minimum of the objective function (6) is equal to 
0.093 GHz. 

• = 7.39 mm, = 31.22 mm and = 0.5 mm, 
the maximum of the objective function (8) is equal to 
0.892 GHz. 

A numerical calculation of the electrodynamic 
characteristics of the designed antennas is performed in the 
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FEKO program. The results of the calculations are presented 
in Fig. 6. The blue line corresponds to the radiator with =5.49  mm, = 30  mm and = 1.20  mm; the red line 
shows the radiator with = 7.39 mm, = 31.22 mm and = 0.5 mm. 

 

Fig. 6. The dependence of the reflection coefficient on the frequency. 

According to Fig. 6, the electrodynamic characteristics of 
the antennas almost coincide: the first resonance is at the 
frequency of 2.43 GHz and the reflection coefficients are –
20.14 dB and –20.5 dB. However, the dimensions of the 
geometric parameters of the two radiators are different. The 
coincidence of characteristics can be explained by the fact that 
the difference in the sizes of the same parameters of the 
radiator is compensated by the difference in the values of the 
opposite parameters. 

Fig. 7 presents a radiation pattern at the frequency of 2.43 
GHz for a six-tooth-shaped antenna with radiator parameters = 5.49 mm, = 30 mm and = 1.20 mm. It can be 
seen that the antenna is omnidirectional with a maximum gain 
of 1.75. 

 
Fig. 7. The radiation pattern at 2.43 GHz  

Comparing the two approaches, we can draw the following 
conclusions. The design of six-tooth-shaped antennas, taken 
as a solution to the optimization problem with regression 
models, is very fast. By passing the long sequential selection 
of suitable sizes of several parameters of the radiator, it is 
possible to efficiently quickly build an antenna that has the 
required characteristics. 

V. CONCLUSION 

The work considers a microstrip antenna with a 
symmetrical six-tooth-shaped radiator. The dependence of the 
reflection coefficient of the base frequency on the size of the 

teeth, the length and width of the radiator are studied. The 
changes in the values of the reflection coefficient with varying 
depths of rectangular cutouts and the dimensions of the 
radiator are graphically shown. An expression for the 
reflection coefficient as a function of the geometric 
parameters of the radiator is obtained. 

An approach to design using regression models of a six-
tooth-shaped antenna for the desired electrodynamic 
parameters is presented. As a result of the numerical solution 
of optimization problems, the optimal geometric parameters 
of the radiator are determined, giving a well-matched antenna 
at the frequency of 2.43 GHz. 

It should be noted that the proposed approaches can be 
used to improve the electrodynamic properties of the antenna 
for certain parameters of a wireless communication system, 
including for Wi-Fi applications. 
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Abstract — Nowadays, for achieving information security and 
to provide security against unauthorized access cryptography 
plays an important role.  To ensure high-security level there are 
different types of cryptographic methods.  This paper presents 
implementation and analysis of new hybrid cryptosystems.  Main 
objectives of this paper are to emphasize on better performance, 
maximum speed of an algorithm, checking effectiveness and 
comparison with other algorithms.  In the paper is proposed two 
new hybrid algorithms using combination of both symmetric and 
asymmetric cryptographic algorithm such as Twofish, AES, RSA 
and ElGamal. To analyze results was used JAVA program 
implementation.  The results shows that the proposed hybrid 
algorithm AES+RSA is significantly secure.  However, Twofish + 
RSA hybrid has other advantages like better computation time, 
the size of cipher text, and the memory consumption. 

Keywords— Hybrid encryption; Symmetric cryptography; 
Asymmetric cryptography; Ciphertext; Plaintext; Cryptosystems 
comparison.    

 

I. TWOFISH 

Twofish algorithm is a one of the popular symmetrical 
algorithm. This algorithm belongs to block type algorithm 
family. It has 128 bits block size. Key size of this algorithm is 
variable and changes to 256 bits. Predecessor of Twofish 
algorithm is Blowfish algorithm [11]. The Twofish and 
Blowfish algorithms has quite similar structure.  Twofish 
algorithm’s main feature is that it has complex scheme of 
encryption and S-blocks are pre-calculated, also key-dependent. 
The n-bit keys are divided into two parts: 1. half of keys are used 
as the encryption key; 2. another half of keys are used to modify 
algorithm. In terms of speed Twofish can show better 
performance than AES.  To compare Twofish with AES 
cryptosystem, both algorithms can support different key sizes 
(from 128, 192, and 256 bits), therefore their resistant against 
brute force attack are equal.  

The main difference between AES and Twofish ciphers is 
that for data encrypting AES uses a substitution-permutation 
network. Feistel network is used to perform data encryption by 
Twofish. Apparently Twofish algorithm is more complicated 
compared to other older standards like DES (Data Encryption 
Standard) and 3DES (Triple DES). 

II. AES - ADVANCED ENCRYPTION STANDARD 

 AES is a symmetric, block cipher type algorithm.  AES has 
three blocks each with a block size of 128, 192 and 256 bits [18, 
19]. AES uses different length keys to encrypt and decrypt data. 
For example, AES-128 uses 128 bit length key. For the reason 
of different key length, during encryption AES needs the various 
number of rounds. If AES key sizes are128 bits, 192 bits, and 
256 bits, respectively the number of rounds will be 10, 12, and 
14.  

 On the other hand, while using Twofish algorithm for any 
size of key the number of rounds are not variable. Number of 
rounds for Twofish algorithm is 16.   

 To compete different algorithms we can consider their 
resistance against attacks. Throughout competition security and 
vulnerability against attacks are the most vital factors. 
Implementation and suitability are also one important criteria 
while comparison of cryptography algorithms.   

When it comes to hardware requirements, AES is very 
efficient than Twofish. Although, to encrypt data AES requires 
less memory and fewer cycles. 

III. ELGAMAL  

ElGamal encryption system is a public-key cryptosystem.  
The security of this algorithm depends on the difficulty of 
finding discrete logarithm. Using ElGamal algorithm simple 
data can be encrypted in various ciphertext, this provides an 
additional security layer. But ElGamal algorithm has 
disadvantages: It increases ciphertext size twice than plaintext; 
Also as other asymmetric encryption algorithms ElGamal is 
slower and needs more computation time. 

 Normally, the ElGamal cryptosystem is used as an 
alternative for RSA cryptosystem and used in a hybrid 
cryptosystems. Because of fact, that ElGamal is slow during 
encrypting large amount of data, in hybrid cryptosystems 
ElGamal is used for the key encryption. Symmetric cipher are 
faster so they are used to encrypt plaintext [16, 17]. 

IV. RSA 

RSA is very popular public-key encryption scheme. Among 
all asymmetric algorithms up to now, RSA algorithm is 
considered to be a secure and dependable. The RSA algorithm 
has a various lengths key. The security of RSA depends on 
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speed. RSA has variable length keys which change into 512-
2048 bits  [12]. According to different cryptanalysis, over the 
years RSA is considered as most reliable and secure algorithm 
among others.   

Core component of RSA’s security is how it is implemented 
and used [8]. As larger is key length, more secure is algorithm 
and it is harder to crack it through attack.  

V. COMPARISON AND ANALYSES OF SOME SYMMETRIC AND 

ASYMMETRIC   CIPHERS 

For experimental purposes was created JAVA program 
implementation on AES, Twofish, RSA ciphers and their hybrid 
models like Twofish+RSA and AES+RSA. This Java program 
implementation was used to research those algorithms.  Using 
built Java code is possible to encrypt and decrypt data which is 
stored in the various sized text files. During the performance for 
each algorithm the program outcomes gives the information 
about energy efficiency (in terms of system memory usage) and 
the amount of time (displayed in Nanoseconds). Through 
experiments was used AES cipher, which is capable of handling 
128-bit blocks.  

To make researches on the Twofish algorithm for encryption 
is used Chilkat class Java library. This library for Twofish 
encryption uses variable length of key (128-bit, 192-bit, 256-
bit). Library uses CBC (Cipher-Block Chaining) and ECB 
(Electronic Cookbook) modes. Presented Twofish uses 256-bits 
key length. During research used Twofish block size is 16 bytes, 
consequently encrypted output is always a multiple of 16. 

The obtained program generates 2048 bits key pair for the 
RSA algorithm. This program can encrypt String type data with 
the public key and also decrypt this data with private keys. 

As known, because RSA is a slow algorithm, it is rarely used 
to directly encrypt user data. Generally, RSA is used to encrypt 
shared keys, afterwards those keys are used for symmetric key 
cryptography. The advantage of this process is the speed of 
encryption decryption.  

As for, Twofish algorithm, it is fast and easy to implement 
on different types of CPUs and hardware. Concerning technical 
usage Twofish has low requirements for applications. Twofish 
uses keys which are frequently changed, so it can work with little 
or no RAM and ROM available) [15]. 

Here is presented comparison of those algorithms according 
to their parameters spent during the decryption process. Program 
used during research has ability to work in different Unicode 
systems (For example in utf-8. It can decrypt and encrypt data 
in Georgian alphabet also). Table 1 table presents the results of 
research on a variety of sizes file. 

Research shows, that throughout the encryption plaintext 
size increases proportionally with the time of encryption. 
Comparison results on algorithms AES-128 and Twofish 
regarding encryption time shows: For by encryption time criteria 
the Twofish algorithm is better and needs less time 
comparatively to AES algorithm; When AES needs 
approximately 3.178691038 times more encryption time than 
Twofish. 

TABLE I.  TWOFISH ENCRYPTION DECRYPTION PROCESS 

Plaintext 
size (KB)

Twofish 
Encryption 

Time 
(nanoseconds) 

Twofish 
Decryption 

Time 
(nanoseconds)  

Twofish 
Encrypted 
file size 
(Bytes) 

Used 
memory 

Bytes 

32 1463712 1758853 65440 2241592 

64 4140075 3235260 130848 2224680 

128 5625297 4745870 261696 3271448 

256 10012910 21730722 523392 5626680 

512 20001135 18426348 1046752 10075240 

1024 42106688 44281630 2096928 19001800 

2048 81908320 129439314 4193856 33390848 

4096 183173897 176583136 8387712 67292752 

Also, Twofish and AES algorithms has difference values of 
the encrypted ciphertext size (bytes). Analysis of the obtained 
results makes obvious that Twofish increases encrypted file size 
approximately 6.2674 times more than AES (Fig.1.). 

 
Fig 1. Comparison of AES and Twofish encrypted file sizes  

The result of memory consumption analysis shows that the 
Twofish algorithm consumed 1.8468 times less memory than 
AES. Can be conclude that if Twofish works with small size data 
it needs fewer resources.  

If we compare two public-key cryptosystems like RSA and 
ElGamal, we get the following results: when RSA is using the 
public key, ElGamal is slower than RSA. But ElGamal is faster 
when RSA decryption is using with a private key. Also, 
ElGamal has another advantage over RSA, file ElGamal-
encrypted message is smaller than RSA-encrypted. 
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VI. PROPOSED HYBRID SYSTEMS AND RESULTS OF 

EXPERIMENTAL RESEARCH  
Hybrid encryption is called method which combines 

different numbers of encryption systems. Mostly, hybrid 
encryption merges asymmetric and symmetric encryption 
algorithms. It takes benefits from each used encryption system 
[17]. In general, using hybrid encryption ciphers remains public 
and private keys more protected, because of this hybrid 
algorithms are considered as less vulnerable type of encryption.  

As we know, private-key algorithms are faster than public-
key algorithms. Accordingly, proposed hybrid encryption 
systems security is also achieved with the slow public-key 
cryptosystem, using for key encryption, and fast private-key 
cryptosystem, which is used for plaintext encryption. 

Fig.2. shows the general structural design of AES + RSA 
hybrid cryptosystem.  In the beginning of the encryption 
process, the sender provides the plaintext (Message, which is 
presented in text file). Then, the system generates an AES key. 
This key must be encrypted with the RSA public-key algorithm. 
After this, the plaintext encryption process is done with AES 
cipher. Accordingly, the decryption process is reversed. 

 
Fig 2. RSA + AES - the proposed hybrid system architecture 

 Similar method (see Fig.2) is used for the creation of 
Twofish+RSA hybrid algorithm. At first, the key will be 
encrypted with Twofish, and the message will be encrypted with 
the RSA 2048-bit key. At the end, the decryption process 
follows opposite order of the encryption process.  

 Conducted comparative analysis on AES, ElGamal and 
AES&ElGamal hybrid shows that new AES&ElGamal hybrid 
model needs less time than ElGamal. So, that means it is fast 
during encryption of different size text files. Proposed 
AES&ElGamal hybrid algorithm strength could be considered 
one of the competing with others [17]. 

 From proposed algorithms were compared to detect which 
one was faster during encryption process: AES+RSA or AES. 
We have obtained the following results: that averagely AES 
cryptosystem is 0.9616 times faster, than AES+RSA hybrid 
model. (Fig.3.).  

 Table 2. Shows experimental results on different size files 
during encryption time.  

TABLE II.  ENCRYPTION PROCESS RESULTS OF PROPOSED HYBRID 
MODELS    

Plainte
xt Size 
(KB) 

AES + RSA 
Encryption 

Time 
(Nanoseconds) 

Twofish +RSA 
Encryption Time 
(Nanoseconds) 

AES+ElGamal 
Encryption Time 
(Nanoseconds) 

32 372459621 4544527 22897995 

64 477603056 8938838 26182346 

128 501921935 15617402 32377061 

256 529911194 30601857 47597261 

512 570362261 49784217 68821938 

1024 571026941 113360689 102385356 

2048 588299138 223662075 139274046 

4096 686185029 404410673 247789014 

5120 816835306 544375155 301232405 

6144 824170286 720005854 396602233 

 Proposed algorithms were also compared by memory 
consumption (in bytes). Comparison showed that Twofish+RSA 
hybrid model consumes less memory than others. After 
comparison presented algorithms can be sorted ascending as 
following: Twofish+RSA, AES+ElGamal, and AES+RSA. 

 
Fig 3.  Comparison of AES and AES+RSA hybrid encryption time in 

nanoseconds  

Making comparison between Twofish and Twofish+RSA 
algorithms in terms of encryption time shows that, the new 
hybrid model needs slightly more time (Twofish is 1.1775 times 
faster) than Twofish. (Fig.4.). During decryption process 
Twofish+RSA hybrid model is approximately 1.2772 times 
slower than Twofish. Twofish+RSA is slower because it 
contains public-key algorithm RSA which is slow in encryption. 
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Fig 4.  Comparison of AES and AES+RSA hybrid encryption time in 

nanoseconds 

Taking into account the time and consumption of the 
technical resources, Twofish is the best one else the other 
described ones.  After making comparison of Twofish, AES, 
Twofish&RSA, and AES&RSA hybrid algorithms according to 
the memory consumption results will show following: 
AES&RSA algorithm requires highest technical resources; 
Twofish&RSA is slightly forward than AES. (Fig. 5.) 

 
Fig 5.  Comparison chart of memory usage during encryption process 

 Considering the encryption speed, the Twofish algorithm is 
the fastest among above analyzed systems. Although, Twofish 
+ RSA algorithm during encryption needs less time and is faster, 
than AES+RSA. Among all those algorithms during encryption 
RSA is very slow (Fig.6). During the encryption process, 
AES+RSA needs 5.4932 times more time than Twofish+RSA. 
At the same time, the decryption process shows opposite results, 
and during the decryption process, AES+RSA is 2.35289 times 
faster than Twofish+RSA.  

 
Fig 6.  Comparison of TWOFISH+RSA and AES+RSA hybrid encryption 

time in nanoseconds 

 Proposed hybrid models were compared by encryption time 
(nanoseconds). They can be sorted acceding as following: 
AES+ElGamal, Twofish+RSA, AES+RSA. But while 
encrypting small files Twofish+RSA is faster, but with bigger 
files, AES+ElGamal is better (Fig.7.). During the research, 
AES+RSA gives medium numerical results but keeps a high-
security level. 

 

Fig 7.  Comparison of TWOFISH+RSA and AES+ElGamal hybrid encryption 
time in nanoseconds 

VII. CONCLUSION AND SCOPE OF FUTURE WORK 
The paper presents comparative analyses AES, Twofish, 

RSA, and ElGamal cryptosystems. Based on those algorithms is 
created new hybrid cryptosystems Twofish+RSA, AES+RSA 
and AES+ElGamal. Memory consumption, encrypted file size, 
security level and encryption speed, those criteria were used to 
evaluate above proposed algorithms and hybrid models. After 
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research can be concluded that among the provided new hybrid 
models AES+RSA takes all benefits from used symmetric and 
asymmetric systems so it is significantly secure (Also AES was 
selected as a finalist for the Advanced Encryption Standard 
contest, NIST), but Twofish+RSA hybrid cryptosystem is faster.  

For future work, proposed hybrid models can be analyzed by 
entropy index. With entropy research will be possible to 
evaluate resistance of each algorithm against different types of 
attacks, mostly against ciphertext frequency analysis.  
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Abstract—The paper proposes the architecture of the inte-

grated control system for industrial enterprises, covering the 
transport and production components. The role of technical 
means of monitoring the objects parameters of implementation 
of production and transport processes at the enterprise is not-
ed. The subsystems for monitoring the technical condition and 
functioning parameters of infrastructure facilities and the roll-
ing stock are the central links in the structure. The presence of 
such subsystems makes it possible to synthesize at the central 
post level the models of the functioning of each component of 
an industrial enterprise and to develop recommendations for 
optimizing the industrial production. This paper describes, for 
example, the ways of implementing the subsystem for monitor-
ing the location of the rolling stock in the railway transport 
systems of the industrial enterprises. The use of the structure 
presented in the paper as applied to each particular enterprise 
requires the technical examination and the detailing to particu-
lar participants in the technological processes of the enterprise. 
The presence of an integrated control system makes it possible 
to solve the main problems of the enterprise, associated pri-
marily with the inability to implement (or low speed of imple-
mentation) of the transportation process at peak loads and 
with a low coefficient of machine use at the enterprise. The 
implementation of the integrated control systems is an im-
portant stage in optimizing the activities of industrial enter-
prises. 

Keywords—transport system of industrial enterprises; rail-
way traffic optimization; integrated control system; monitoring 
and forecasting of the traffic, parameters, and the condition.   

I. INTRODUCTION 

The development of science and technology in the first 
quarter of the XXI century makes it possible to solve the 
most complex problems, such as fully automatic control of 
transport units and forecasting changes in the operation. 
Modern aircraft are widely used for automatic piloting [1], 
autopiloted vehicles are being developed and tested [2-4], 
etc. Many transport applications use artificial intelligence 
technologies to analyze the technical condition of infrastruc-
ture objects and the rolling stock in order to predict changes 

in the technical condition and, as a result, assess the residual 
life of the functioning [5 – 8]. Humanity has long learned to 
get digital pictures for a variety of objects, both from every-
day life and from the field of the responsible technological 
processes control. 

The most important stage in the development of engi-
neering and technology is the use of integrated, “end-to-
end” technical solutions for control large, separated indus-
trial and transport enterprises. Most owners of infrastructure 
and the rolling stock do not fully use such systems now. The 
use of automation tools is limited only to the production 
processes of the enterprise. The lack of communication be-
tween the transport processes control systems and the pro-
duction processes control systems of enterprises does not 
make it possible to optimize the operation of the entire com-
plex. First of all, this does not make it possible to increase 
the coefficient of machine use and to provide a non-stop 
transport process at peak loads on the transport system. In 
other words, the owner has a hidden resource for increasing 
the capacity of the traffic and the implementation of pro-
cesses – the use of technical means for monitoring and op-
timizing processes in the enterprise. 

The purpose of this paper is to introduce the reader to the 
architecture of the integrated control system of transport 
systems of industrial enterprises. 

II. THE SCHEME OF INTERACTION                                                  

OF THE ENTERPRISE OBJECTS 

Modern industrial enterprises are equipped with various 
technical means of automation of production and transport 
processes [9]. The choice of methods and technical means of 
automation is determined on the basis of the company's own 
policy and priorities, taking into account the need for the 
best implementation of the main production processes. In 
addition to technical means of industrial automation, many 
industrial enterprises have their own developed transport 
systems, including roads and railways, as well as (in some 
cases), and water transport terminals. 
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An analysis of the specifics of a large number of indus-
trial enterprises showed the following important feature of 
their functioning: almost all enterprises have automated con-
trol systems for transportation that are not directly automati-
cally linked to the control systems of production enterprises. 
In other words, the transport system is being “picked up” by 
the managerial staff of the means of automation of the en-
terprise's production processes. The operation of the main 
means of sales and production is supplemented by the op-
eration of the transport system, and requests from the “pro-
duction workshop” are requests for the operation of its ma-
chines. In some cases, the lack of technical means for moni-
toring the state and operation parameters of transport system 
facilities and optimizing its operation leads to two major 
problems: the inability of implementing (or low speed of 
implementation) of the transportation process at peak loads 
and a low coefficient of machine use at the enterprise. 

The company may have its own, rented, and visiting au-
tomobile vehicles, mostly not equipped with technical 
means for monitoring the condition and the movement. Ex-
ceptions may be objects of special equipment. If the enter-
prise has a railway complex, it usually combines zones of 
automated traffic control with the peripheral centralization 
posts and manual control zones. The first ones are equipped 
with an alarm system and auxiliary remote control of floor 
automation objects (arrows and traffic lights) from the cen-
tralization posts to transmit information to train drivers, and 
the second ones imply the traffic only with the participation 
of technical personnel of the infrastructure complex and 
train drivers. It should be noted that the technical means of 
the transportation process automatization on the railways of 
industrial enterprises correspond to the highest level of safe-
ty integrity (as well as on mainline railways) [10]. It should 
be noted that any technical means of signaling, centraliza-
tion and blocking in industrial enterprises (as well as on 
mainline railways) are point-based solutions for remote con-
trol of floor objects, but not means of automation of opera-
tional planning, control and dispatching of transport pro-
cesses. The roles of the latter ones are performed by special 
technical personnel, who carry out their work on coordinat-
ing the actions of station attendants and train drivers, keep 
records of executed train and freight operations, document 
support of transport processes, etc.  

A huge leap in the field of information and computer 
technologies makes it possible now to talk about complex 
technical solutions for the automation of production and 
transport processes of industrial enterprises. The Fig. 1 
shows a structural diagram of the interaction of subsystems 
of such a complex control system, which is universal and 
covers both the transport complex of any enterprise (both 
road and water transport, and the railway), and the complex 
of technical means for automating the main production pro-
cesses of the enterprise. 

In our opinion, the key disadvantages of modern 
transport systems of any industrial enterprise are the lack of 
developed technical means for monitoring the processes and 
the state of its participants, as well as the lack of means for 
optimizing the enterprise processes, taking into account the 
real situation at the production and transport facilities. 

All equipment of an integrated control system can be 
classified into the equipment of the central posts of the pro-
cess dispatching, the equipment of the infrastructure com-

plex, as well as the equipment of the rolling stock. All 
equipment is in direct control or in information interaction. 
Total automation of all processes is not intended, but it is 
intended to minimize manual labor and reduce the human 
operator to the role of an observer in many components of 
transport systems. To a certain extent, this also applies to the 
operation with the rolling stock, which can be implemented 
with direct control of a person from the board (from the 
driver's cab, from the driver's seat in a car or in a special 
equipment object), using the distance means of the control 
from the panel and, in the longer term, automatic traffic con-
trol by the central control system. It is assumed to minimize 
the impact on the rolling stock. 

The main means of equipment of the rolling stock are 
technical means of the control and tools for monitoring the 
status and processes, as well as movement parameters. The 
technical means of the control supplied by the manufacturer 
of the rolling stock include only the means of the direct in-
fluence on the control aggregates of the transport unit itself. 
To implement an integrated control system of the enterprise, 
it is necessary to equip each traction (self-propelled) unit 
with technical means for monitoring of the infrastructure, its 
own condition, the processes occurring in it, as well as the 
movement parameters. Non-self-propelled units are 
equipped with simpler monitoring tools to control their 
movement by traction units. To implement such monitoring 
systems, specialized sensors for taking physical parameters 
and linking objects to an electronic map of the enterprise are 
installed (if such a map is not prohibited by the conditions 
of the enterprise). The sensors of non-self-propelled units 
are completely autonomous (include high-capacity batteries, 
sources of alternative energy supply, remote recharging, 
etc.) and transmit information through an expandable radio 
channel or mobile and satellite navigation. It is advisable to 
transfer data on non-self-propelled units to the technical 
means of on-board automation of self-propelled units that 
have replenished sources of energy supply, and it is also 
much easier to communicate with the equipment of the cen-
tral posts. The presence of sensors for the status of the roll-
ing stock and control of their location makes it possible to 
construct the models of their movement in the software of 
the central posts, as well as to compare the executed move-
ment with the planned one, by correcting the modes of con-
trol, taking into account the real transport and industrial sit-
uation. 

Stationary monitoring tools are also used to improve the 
positioning accuracy of the rolling stock. It also assumes the 
implementation of the function of monitoring the technical 
condition of infrastructure facilities. It is also necessary to 
monitor the main production processes and transfer data 
about them to optimize transport processes. Stationary 
monitoring tools can be implemented with cable data trans-
mission and cable power, which simplifies their operation. 

The technical solutions with alternative energy sources 
are possible, including the use of “green technologies” [11]. 
The data from the stationary monitoring tools, directly or 
through the equipment of peripheral posts of the control 
centralization, is transferred to the technical means of con-
trolling the production processes of the enterprise, as well as 
to the technical means of dispatching transport processes. 
From there, the data is transmitted to the means of optimiz-
ing the enterprise's processes and, in particular, the transpor-
tation process. 
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Fig. 1. The organizational diagram of the interaction between the components of the control and monitoring systems at industrial enterprises. 
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For each object covered by monitoring sensors, an intel-
lectual analysis of the technical condition, assessment of the 
actual load and the cost of the operation, as well as the pre-
dicted residual life, taking into account the real load, etc. is 
possible. This also applies to infrastructure facilities and the 
rolling stock. 

III. THE APPROACH TO THE AUTOMATION                                     

OF THE MOTION MODELS CONSTRUCTION                                      

IN THE RAILWAY TRANSPORT SYSTEM  

We give an example of the implementation of the level 
of control of the location of non-self-propelled units from 
the field of railway transport [12]. Non-self-propelled units 
(cars) are equipped with autonomous sensors (tags). This tag 
is attached to the car when it hits the enterprise, it makes it 
possible to track the location of the car when it runs inside 
the railway transport system. When a car is sent outside the 
enterprise, the tag is dismantled. A self-propelled unit (lo-
comotive) is also equipped with a tag, functioning from the 
technical means of on-board automation and power supply 
and carrying out a survey of car tags (Fig. 2).  

Car tags are devices that are fixed on the rolling stock by 
simple attachment (for example, on clamps or staples) and 
are completely autonomous. High-power batteries are used 
for their energy supply, and data transfer is based on the 
technology of the Industrial Internet of Things (IIoT)              
[13 – 15]. Car tags always work “under load”, and “wake 
up” when exposed to an active locomotive tag with confir-
mation of the binding of cars or a group of cars, and then 
“fall asleep” again. At the same time, the specifics of the 
enterprise are taken into account in the operation. For exam-
ple, in the mining industry, dump trucks are often connected 
to the so-called car "turntables", including dozens of cars, 
and are rarely uncoupled in the presence of defects. In this 
case, it is possible to reduce the number of car tags and use 
them only for the extreme cars that are located in close prox-
imity to the traction unit. These numbers are manually as-
signed in the technological windows of the automated 
workplaces of freight work to the numbers of the cars in-
cluded in the “turntable” in a strict sequence of their posi-

tions relative to each other. If irregularities are revealed in 
the work with cars, the cargo operator will correct the num-
bers according to the actual situation. 

To determine the location of the rolling stock, the territo-
ry of the enterprise is covered by base stations, which are 
connected to the receiving and transmitting devices of lo-
comotives. To improve the accuracy of the rolling stock 
positioning, it is linked to stationary train traffic control sys-
tems [16]. At the same time, it is linked to existing systems, 
and in new construction, it is possible to retrofit railway 
tracks with sensors for monitoring the position of the rolling 
stock (for example, axis counting sensors, including fully 
autonomous ones) [17]. Data from existing automation sys-
tems is obtained by docking according to a specialized pro-
tocol, which requires the installation of an additional data 
output board in the hardware of microprocessor centraliza-
tions, and when using relay centralizations, it requires the 
installation of controllers for receiving discrete data from 
remote control panels and control devices. Well-known in-
dustrial automation controllers can be used as such control-
lers. An alternative is the modification of existing relay-type 
systems into relay-processor-type systems, where in fact the 
control apparatus and part of the circuit solutions for trans-
mitting commands to the executive level are implemented 
using computer technology. The use of purely microproces-
sor-based centralization seems redundant, because the re-
source of relay systems is much (by an order of magnitude) 
higher. 

The locomotive tag is a component object of the onboard 
control system. When performing a docking operation with 
a particular car or a group of cars, the active tag generates a 
wake-up signal for the car tags, which transmit their identi-
fiers and go into the sleep mode again. The on-board system 
remembers this group of cars (or particular cars), passing 
them to the car and train models, identifying them as a 
group of cars “belonging” to the on-board tag. During the 
uncoupling operation, the locomotive tag generates a wake-
up signal for the cars tags. These operations are recorded in 
the car and train models in the software of an integrated 
control system. 

 
 

The central 
post

Locomotive, car,                 
and train models 

The locomotive tagCar tags
 

Fig. 2. The organizational structure of the control system.  
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The presence of car and locomotive tags makes it possi-
ble to “revive” the cars, train and locomotive models in the 
software of an integrated control system. All this is imple-
mented, including linking to electronic cards. In addition, it 
is possible to automatically maintain a schedule of executed 
traffic without installing separate technical solutions accord-
ing to the type of solutions on the main railways, as well as 
automatic comparison of planned and executed schedules 
with a possible automatic prompt to the dispatcher of correc-
tion options for traffic processes. 

At various enterprises, locomotives can be rented and 
own, therefore, the on-board automation complex should be 
modular and removable and installed in the cabin of a par-
ticular locomotive for the duration of operation. At this time, 
such a module is not remote and is fully identified with the 
locomotive on which it is installed. Modules also include the 
base stations. For stabile operation, a locomotive antenna is 
also used, which provides a high-quality signal with station-
ary equipment and tags. 

Thus, the locomotive tags must be configured to the op-
eration with a specific base station located on it. To check 
the coordinates of uncoupled cars (or whole “turntables”), 
tags must have a connection mode every certain period (for 
example, every 10 minutes). The locomotive base station 
should be able to work both with stationary base stations 
and with local tags located on cars. 

The specified set of solutions makes it possible to link at 
the level of the central post all three models of the rolling 
stock: locomotive, car and train models. Information about it 
is basic for solving other tasks. 

IV. CONCLUSION 

The structural scheme of the integrated control system of 
the industrial enterprise proposed in this article is universal 
and covers both the automation system of the main produc-
tion processes of the enterprise and the transport system 
without the traditional separation of the water, road or rail 
system. The focus of the system is on quickly obtaining the 
objective data about the technical condition, operation pa-
rameters and location of participants and the main techno-
logical process and transportation process. This makes it 
possible to implement a digital picture of the enterprise and 
develop solutions to optimize processes, increasing both 
production efficiency and product transportation efficiency. 

The main components of an integrated control system 
are peripheral tools for monitoring the parameters of func-
tioning and technical condition of the enterprise’s infrastruc-
ture and the rolling stock. Due to their presence in the soft-
ware of technical means of control at the central level, all 
the data necessary for solving the problems of rational pro-
duction and transportation control is generated. 

For the real enterprise, when detailing the proposed 
structure, a technical examination and the formation of a 
conceptual plan for the development of the enterprise are 

required, taking into account existing control systems and 
opportunities to increase the production efficiency. 
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Abstract — This article describes the issues of analysis and 
assessment of the human factor for predicting the violation 
committed by the locomotive driver when driving the electric 
rolling stock. An intelligent system overview for assessing the 
likelihood of a violation by a locomotive driver is given. Such a 
system can generate recommendations depending on previously 
committed violations. One of the tasks is to reduce the risk of 
locomotive safety devices malfunctions, which are part of the 
locomotive electrical equipment. The solution to the problem of 
predicting the occurrence of possible violations is solved using 
tools and machine learning algorithms. A model has been built 
that generates recommendations for the driver based on 
information about previously committed violations and several 
static characteristics of the locomotive driver. 

Keywords — electric rolling stock, machine learning, 
recommender algorithms, neural network, optimization. 

I. INTRODUCTION 

Nowadays, machine learning methods are becoming 
increasingly popular in computer science. They allow solving 
the problems of analyzing, predicting, detecting and 
recognizing. 

Self-driving car systems are actively developing and 
popularizing all over the world. However, in large transport 
companies, transportation is still performed by people. 
Professional drivers are needed to ensure high quality and 
safety of transportation. Many companies train their 
employees on their own and then control their work, for 
example, at the Russian Railways company. 

II. BACKGROUND 

In this study, machine learning methods and algorithms 
were used. The analysis of machine learning methods applied 
to the field of railway transport and the human factor was 
carried out. 

Many scientists are working on solving problems 
associated with diagnosing hardware of locomotives on 
railways. There are solutions for predicting and managing the 
state of the diagnostic object based on the estimated time to 
failure [1]. An overview of forecasting methods is presented 
in [2], the methods are classified depending on the required 
computing resources and the amount of historical data. A 
comparison of different data-driven approaches such as 
principal component analysis (PCA) and partial least squares 
(PLS) is given in [3]. 

Russian Railways is actively using systems based on deep 
learning algorithms. The main tasks of the scientific and 
engineering community are the detection and recognition of 
objects on the railway in images and videos [4, 5, 6].  

There are several examples of using machine learning 
techniques to detect anomalies and find faulty electrical 
equipment. In [7], the authors use methods and approaches to 
regression analysis from the field of digital signal processing 
for troubleshooting and deviations in the operation of 
electrical appliances. In [8], the authors present anomaly 
detection methods based on a combination of nonparametric 
statistical testing and machine learning methods and 
demonstrate the effectiveness of an anomaly detection 
strategy using real operational data of locomotives. 

To solve problems related to the human factor, machine 
learning methods are widely used both on the railways and in 
industry. There is an adaptive management system for the 
railway infrastructure maintenance (URRAN PROJECT) of 
Russian Railways [9, 10, 11], but there is no objective system 
for assessing the locomotive driver performance. The creation 
of a system for the automatic formation of a comprehensive 
assessment of the locomotive driver performance is an urgent 
scientific and technical task at Russian Railways. Analysis of 
human activity by machine learning is also used in medicine 
and banking industry. For example, in medicine, a diagnostic 
system using neural networks is becoming popular, which 
relies on human medical indicators and mathematical 
apparatus [12, 13]. In the banking sector, the problem of credit 
scoring and credit analysis of a bank is investigated and solved 
[14]. 

Detailed analysis and description of the constructing 
model's principles for the formation of various objects ratings 
of research in the field decision theory are presented 
in [15, 16]. 

There is a methodology for assessing and methods for 
reducing human error [17], empirically confirmed. In practice, 
this method is used to quantify the likelihood of error during 
the execution of a production task using weighting factors. 

Methodology for assessing the reliability of railway 
processes [18] for a specific approach to quantifying human 
errors. The main aim of the method is to improve accounting 
for human reliability and provide a simple tool for quantifying 
human error in the railway industry. 
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III. TASK 

The diagram shows the factors affecting the safety of 
operation, the locomotive technical condition, compliance 
with the operating and maintenance rules (Fig. 1). Among 
these factors, the human factor is determining factor 
[19, 20, 21, 22] 

 
Fig. 1. Factors affecting security 

The introduction of an intelligent system for a 
comprehensive assessment of the likelihood of a violation by 
a locomotive driver and the formation of recommendations, 
depending on previously committed violations on the railway, 
allows reducing the influence of the human factor on the 
safety of operation. Currently, there are no such systems on 
Russian railways. This determines the practical significance 
of this study. Methods of expert assessments [17, 18, 23, 24], 
Markov models [25], cognitive models [26] are used to solve 
such problems in the world. Locomotive drivers commit quite 
a few violations affecting both the condition of the rolling 
stock and safety of operation (Fig. 2). About 35% of driver 
violations in 2020 are related to brake control (Fig. 3). 

 
Fig. 2. Distribution of violations committed by the driver for 2020 by 
groups 

 
Fig. 3. Classification of violations committed by drivers by the group 
«The violation of the brake control» 

It should be noted that the group “Violation of the 
procedure for approaching a restrictive signal” includes 
violations that have a very high risk in terms of the possibility 
of locomotive collision or running off the rails (Fig. 4). 
Violations of this group are considered without the locomotive 
driver's error only in 39.6% of cases. 

 

 
Fig. 4. Classification of violations committed by drivers by group 
«Violation of the order of access to the prohibiting signal» 

Research and creation of a unified and objective 
methodology for a comprehensive assessment of the 
likelihood of a locomotive driver's violation and the formation 
of recommendations depending on previously committed 
violations is aimed at improving the safety of operation on 
railway transport. The purpose of this study is to develop 
software (mathematical models, methods and algorithms) to 
determine the likelihood of a driver committing a violation 
and form a list of measures to reduce it. 

IV. APPROACH 

The design process of an intelligent system for a 
comprehensive assessment of the probability of a locomotive 
driver committing a violation and making recommendations, 
depending on previous violations, can be divided into several 
stages (Fig. 5): 

 
Fig. 5. Block diagram of an intelligent system 

Stage 1. Determination and unloading of the list of 
necessary indicators from the automated control system, 
which characterize the work of the foot-plate staff (crew), 
adjustment of data, elaboration. 

Stage 2. Qualitative data processing - the transformation 
of categorical features, scaling and normalization of numerical 
features, search for linear and nonlinear-dependent features. 
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Stage 3. Design of a complex algorithm for calculating the 
committing a violation probability, calculating the reliability 
level, building a rating of foot-plate staff (crew) and 
generating recommendations for each locomotive driver. 

Stage 4. Building a decision function - combining the 
various algorithms results, dividing locomotive drivers into 
reliability groups and automating the formation of a list of 
measures to reduce the risk level. 

In the course of studying the data on violations committed 
by locomotive drivers, it was revealed that the appearance of 
violations entails the appearance of similar ones. Graphical 
illustrations demonstrate this (Figure 6). 

 
a) 

 
b) 

Fig. 6. Correlation between groups of violations on roads (a) and depots (b) 

About 40 types of violations have a correlation coefficient 
of 0.5 to 1. This is approximately 12% of the violations types 
of the total number. Violations from the group "34 - Untimely 
activation of locomotive safety devices before departure" have 
a high correlation (0.6 - 0.7) from the group "2 - Violation of 
the order of approach to the restrictive signal" and 
"3 - Violation of the set speeds". Violations from the group 
"43 - Driver violations during the operation of locomotive 
safety devices" have a high correlation (0.4 - 0.5) with the 
groups "18 - automatic train stop" and "32 - Short-term 
disconnection of the main locomotive safety devices along the 
route". The correlation between violations "09.3 - Lack of 
checking the brake line tightness" and "10.7 - Lack of blowing 
the brake line when accepting the locomotive" is 0.66. 

Proceeding from the fact that the occurrence of violations 
leads to the appearance of similar (Fig. 6) and dependencies 
between the locomotive driver's indicators and the violations 
committed [21], a model is built based on an intelligent 
system. The model building process can be divided into three 
stages. 

1. The first step was to build a rating matrix R, where the 
row is the locomotive driver and the column is the violation 

number. The values are the number of points scored by the 
driver for violations over a certain period. 

2. The second step is the decomposition of the matrix 
ratings into a matrix smaller rank Eq. (1): 

 , (1) 

where U – matrix of locomotive drivers, V – matrix of 
violations displayed the correlation between both drivers and 
violations at the same time (Fig. 7). 

 
Fig. 7. Splitting a matrix into two with a lower rank 

The decomposition is performed using an algorithm ALS 
(Alternating Least Squares). ALS performs an iterative 
optimization process. For each iteration, it tries to approach 
the factorized representation of our source data [27]. 
The optimization problem for this decomposition is to 
minimize the loss function  Eq. (2): 

 	 = || || .	 (2) 

3. At the third stage, the architecture is formed, and the 
neural network is trained to predict the probability of 
committing each of the possible violations. The locomotive 
driver's feature and the results of the decomposition of the 
interaction matrix into U and V matrices are used as attributes 

The figure below (Fig. 8) shows a neural network in which 
the input layer is a feature vector formed from 3 different data 
sets (U, V, and other driver feature). The hidden layers of the 
neural network use the ReLU Eq. (3), activation function and 
the output layer use Softmax Eq. (4). 

 = 0, [ ] 	, (3) 

 = [ ]
∑ [ ]	, (4) 

where  – index of the hidden layer;  – index of the output 
layer, number of layers;  – index of neuron in the layer;  – 
number of neurons in the layer; [ ]  – output activation 
function th neuron 1 layer.  

The neural network hyperparameters used for selecting 
parameters by the gradient descent method are as follows: 

− learning rate – 0.1; 
− number of hidden layers – 3; 
− number of neurons in each layer – [64, 32, 16]; 
− additional feature – 11; 
− epochs steps – 500. 
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Fig. 8. The neural network of the recommendation subsystem based on the 
results of the decomposition of the interaction matrix and static signs of the 
driver 

V. RESULTS 

The neural network was tested on a test sample 
of 5-10 thousand locomotive drivers. Since the accuracy Eq. 
(5) for predicting the violation class is low [27, 28], modified 
metrics were used to assess the quality, namely accuracy of 
getting violations in the top 10 and 20 violations in the 
predicted vector @  Eq. (6): 

 = ∑ [ = ], (5) 

 @ = ∑ [ ∈ ], (6) 

where  – number of examples in the sample;  – fact class; 
 – predicted class by the model for the object ; 

 – set of  the most likely classes predicted for 
the object ;  – hyperparameter that shows whether the 
actual class occurs among the  most likely classes predicted 
by the model. 

The results of the model are presented below (TABLE I. ) 

TABLE I.  RESULTS OF THE MODEL FOR A TEST SAMPLE 

Accuracy Accuracy@top10 Accuracy@top20 Loss 

0,112 0,439 0,617 4,241 

 

After building the model, you can identify several 
violations that were predicted most often (TABLE II. ). 

The quality of the forecast is low because the forecast is 
made for each violation separately. This article refers to a 
multicriteria problem in which the forecast depends not only 
on the locomotive driver. This subsystem has a limitation 
associated with the ability to calculate the vector of 
recommended violations only in the presence of previously 
recorded violations. This limitation is removed with the help 
of other approaches used in the considered intellectual system. 

VI. REFLECTION 

As a result of the study, a model for developing 
recommendations was built depending on the violations 
committed by the locomotive driver. With this approach, the 
problem of "cold start" arises. If the locomotive driver had no 
violations before, then it is quite difficult to predict a possible 
violation in the future, since the main feature is what 
violations were previously committed by the locomotive 
driver. 

TABLE II.  THE MOST FREQUENTLY PREDICTED VIOLATIONS OF 
LOCOMOTIVE DRIVERS 

Violati
on 

code 
Violation name 

Group of 
violations 

Number of 
mentions in the 
predicted vector 

04.14 

«There is no 
overpressure in 

position 1 before 
departure» 

«Violations 
of brake 
control» 

23 892 

47.34 

«violation or 
absence of checking 
the auxiliary crane 

at a speed of 3-5 km 
per h» 

«Other 
violations 

in the work 
of foot-

plate staff 
(crew) » 

22 802 

43.7 

«Violations of the 
technology for 

switching on and 
checking the 

operation of devices 
for measuring 

motion parameters, 
an integrated 

locomotive safety 
device and a 
complex of 

information support 
for an automatic 

brake control 
system» 

«Violations 
of the 
driver 

during the 
operation 

of 
locomotive 

safety 
devices» 

22 225 

17.3 

«Violation or 
absence of checking 

the braking 
equipment when 

changing the 
locomotive crew 

without uncoupling 
the locomotive from 

the train or single 
locomotive» 

«Violation 
of checks 
of brake 

equipment 
during 

acceptance 
and 

delivery of 
a 

locomotive
» 

19 907 

 

The constructed model for the formation of 
recommendations is the basis for the subsystem of 
recommendations, which refers to an intelligent system for a 
comprehensive assessment of the probability of violations by 
the locomotive driver and the formation of recommendations 
depending on previously committed violations. 

In the future, it is planned to carry out the following works, 
based on the results presented in this article: 

− modernization and revision of the decision rule based on 
the developed mode; 

− implementation of the research results in the information 
system of JSC «Russian Railways»; 

− checking results in the information system JSC «Russian 
Railways». 

The use of an intelligent system for a comprehensive 
assessment of the probability of a violation by the locomotive 
driver and making recommendations depending on the 
previous violations will allow predicting possible violations 
that the locomotive driver may commit, and improve the 
reliability of railroads rolling stock safety systems by 
purposefully managing the human factor. The scientific 
novelty of the research consists of creating the intellectual 
system structure, studying of correlation between groups of 
violations, choice of neural network construction methods and 
testing of hypothesis about the applicability of the selected 
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criteria. These tasks were solved for the first time for railway 
transport. 
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Abstract—The article proposes the synthesis features of a 
modelling algorithm. This algorithm is used to probabilistic re-
liability estimation and safety of railway automation and re-
mote-control devices. It is used at the stages of development and 
operational safety proof. To solve the problem, it is proposed to 
use the simulation method. A direct process simulation model 
that reproduces the following processes: failure processes, fail-
ure detection processes in a system component, system recovery 
processes. The article describes the following refined defini-
tions: obscure failure, protective failure, dangerous failure, 
states for the main redundant structures of railway automation 
microprocessor systems. In the article a formulates the princi-
ples and requirements for software tools for building a simula-
tion model. It is proposed to use the GPSS World system as a 
software tool. Considering the peculiarities of GPSS World and 
on the formulated principles basis, a modelling algorithm has 
been designed. The obtained algorithm provides the simplicity 
of the GPSS-model implementation, which makes it possible to 
estimate the rates of obscure, protective, and dangerous failures 
in redundant structures. And similar structures are used to de-
velop the railway automation systems. 

Keywords—railway automation and remote-control sys-
tems, reliability and safety index, simulation model, obscure and 
protective failures, dangerous failures, modelling algorithm. 

I.INTRODUCTION

The task of assessing compliance with the safety require-
ments of railway infrastructure facilities is solved by certifi-
cation or declaration. It is assumed that there is evidence for 
products in the form of "Safety proof of the railway objects" 
[1 - 6]. One of the components of the safety proof process is 
the determination of object probabilistic reliability and safety. 

Besides, 
it is nec-
essary to 

verify their compliance with the regulatory value given in the 
reference documentation or design and technical documenta-
tion for the required type of product. 

Since the dangerous failures rates values are very small, 
tests to determine the object probabilistic reliability and 
safety are practically impossible. The existing methods for 
assessing the object probabilistic reliability and safety are 
based on calculation methods using the mathematical appa-
ratus of the reliability theory. However, analytical models re-
quire rather strict restrictions on the complexity of the struc-
ture of modern microprocessor systems, the probabilistic 
characteristics of failure processes, detection processes and 
restorative function processes of railway automation and re-
mote-control devices and subsystems [7]. Overcoming these 
limitations is achieved using simulation methods. In [8, 9], 
formalization methods of the railway automation simulation 
models functioning as complex queuing systems are pro-
posed. 

This paper proposes the development of simulation in 
terms of the processes occurring in the systems of railway au-
tomation and remote-control [10 - 12]. The knowledge area 
related to the processes of failure and restoration of elements 
and railway automation devices is considered. To solve this 
problem, an approach based on direct simulation modelling 
of failure, detection and recovery processes is used. On this 
basis, a calculated assessment of the railway automation and 
remote-control systems object probabilistic reliability and 
safety with a redundant structure or a combination of states 
of elements that violate the operational or protective state of 
systems is carried out. The object probabilistic indicators of 
reliability and safety list include the following “primary” in-
dicators: collective failure rate λf, protective failures rate λpf, 
dangerous failures rate λh, dangerous failures rate ὡf, ὡpf, ὡh 
of the corresponding failure flow. Applying these indexes, 
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railway automation and remote-control systems index is cal-
culated as recoverable systems: mean time between failures 
(MTBF), operating time between failures (OTBF), probabil-
ity of no-failure operation Pr(t), failure probability Qf(t) for 
protective and dangerous failures, dependability Kg, availa-
bility factor Kog, availability factor Ktu and safety factor Ks. 
Individual devices and functional modules are non-recovera-
ble and are characterized by the following probabilistic indi-
cators of reliability and safety: the probability of no-failure 
operation Pr(t); mean time to failure, failure probability Qf(t) 
also for protective and dangerous failures. 

II.THE MAIN PROVISIONS OF RAILWAY AUTOMATION SYSTEMS 
RELIABILITY AND SAFETY SIMULATION MODELLING 

A. Conceptual construct
Let formulate the key concepts in the subject area under 

consideration. 

Definition 1. Simulation model of the railway automa-
tion system [device]: software analogue like the simulated 
system [device] concerning the purpose of modelling. 

Note: the simulated system can be both real and virtual at 
the stage of development and safety proof. 

Definition 2. Direct simulation model: a simulation pro-
gram where the correspondence of the model virtual objects 
with real or virtual objects of the modelled system [device] is 
explicitly established, considering their interconnections. 

Definition 3. Process simulation model: a simulator that 
reproduces the processes performed by the system [device] 
and the processes occurring in it in model time. 

Definition 4. The railway automation system [device] 
reliability and safety simulation model: this is a direct pro-
cess simulator that reproduces discrete processes of failures, 
element failures detection and the system [device] recovery 
to probabilistic reliability estimation and safety of the simu-
lated system [device]. 

Definition 5. Simulation experiment with a reliability 
and safety simulation model: a single run of the simulation 
model to obtain a point estimate of reliability and safety prob-
abilistic indicators with a given structure, probabilistic values 
and temporal characteristics of failure processes, failures de-
tection, recovery of the system [device] elements operational 
state included in the model. 

Definition 6. Simulation experiments planning: organ-
izing a sequence of simulation experiments that is rational in 
terms of the computer time cost to determine the dependence 
of the probabilistic indicators of reliability and safety on the 
probabilistic and temporal characteristics of failure pro-
cesses, detect failures, restore the operational state of the sys-
tem [device] elements and ensure the required quality of sim-
ulation results. 

Definition 7. A simulation experiments series with a 
simulation model of reliability and safety: a sequence of 
simulation experiments carried out following a given plan to 
obtain a set of point estimates of probabilistic reliability esti-
mation and safety, sufficient to determine the dependence of 
probabilistic reliability estimation and safety on the probabil-
istic-temporal characteristics of failure processes, failure de-
tection, recovery of all system [device] elements working 
state included in the model. 

Definition 8. A simulation session with a simulation 
model of reliability and safety: a set of simulation experi-
ments series performed under strategic and tactical plans for 
the whole set of probabilistic reliability estimation and safety, 
a set of dependencies of probabilistic reliability estimation 
and safety on various factors to ensure the completeness of 
the assessment of the simulated system [device ] by probabil-
istic reliability estimation and safety. 

The use of a reliability and safety direct process simula-
tion model to assess the probabilistic indicators of reliability 
and safety requires clarification of the conceptual apparatus 
for the events and states of redundant structures of railway 
automation microprocessor systems, taking into account the 
means of detecting failures, primarily according to their time 
characteristics. By this, we will introduce several definitions, 
considering the redundant structures of railway automation 
microprocessor-based systems as objects of failure processes 
simulation modelling, failure detection and restoration of an 
operational state. It should be noted that the same elements or 
devices failure can bring the system into different states de-
pending on the time of occurrence. Definitions are introduced 
for the main structures that have found the practical applica-
tion of railway automation microprocessor-based systems, 
namely 
2^2 (2oo2), 2^3 (2oo3), 2^2v2^2 (1oo2D). Diagnostic tools 
and interface devices with control objects are considered re-
liable. In the reliability and safety simulation model, they are 
considered as separate devices or subsystems and, if neces-
sary, are included in the model with their probabilistic-tem-
poral characteristics. 

Definition 9. The railway automation system [device] 
operative state with redundant structure: the railway au-
tomation system [device] state in which the state of all ele-
ments, functional blocks and sub-systems are operational per 
the requirements of technical documentation. 

Note: in the context of this work, scratches on the case do 
not render the railway automation systems out of order. 

Definition 10. The railway automation system [device] 
operable state with a redundant structure: this state in-
cludes an operative state and a faulty state in which the rail-
way automation system [device] with a redundant structure 
performs the required functions under the technical documen-
tation when individual elements, functional blocks, subsys-
tems are inoperative. 

Note: the railway automation system [device] operable 
state with a redundant structure in a faulty state is ensured by 
its reserve capabilities. 

In [7, 8], the conceptual apparatus in the railway automa-
tion reliability and safety field is formulated, which for sim-
ulation experiments must be specified considering the redun-
dant structures of technical means used in practice. 

Definition 11. Protective failure of structure 2oo2: the 
forced transfer of the structure to an inoperative state after a 
failure is detected in one of the information processing chan-
nels. 

Definition 12. The protective state of structure 2oo2: 
inoperative state from the moment a protective failure occurs 
until the system is restored to an operable state. 
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Definition 13. Dangerous failure of the 2oo2 structure: 
an event associated with the occurrence of a failure structure 
in the computational channels in the time interval from its oc-
currence to the detection of the previous failure. 

Definition 14. Obscure failure of structure 2oo3: one of 
the channels failures in the structure. 

Definition 15. The fault state of structure 2oo3: the 
structure operable state from the moment of occurrence of an 
obscure failure until its elimination. 

Definition 16. Protective failure of the 2oo3 structure: 
the forced transfer of the structure to an inoperative state 
when a failure is detected in one of the information pro-
cessing channels after its reconfiguration into the 2oo2 struc-
ture. 

Definition 17. The protective state of structure 2oo3: 
the disabled state of the structure from the moment the pro-
tective failure occurs to the restoration of the upstate of at 
least one of the failed channels. 

Definition 18. Dangerous failure of structure 2oo3: an 
event associated with the occurrence of a failure structure in 
the computational channels in the time interval from its oc-
currence to the detection of the previous failure. 

Definition 19. Obscure failure of structure 1oo2D: fail-
ure of one channel in an active or standby set. 

Definition 20. The fault state of structure 1oo2D: the 
operational state of the system from the moment a masked 
fault occurs until it is rectified. 

Definition 21. Protective failure of structure 1oo2D: the 
forced transfer of the structure to a disabled state when a fail-
ure occurs in a running set during the time from detection to 
the elimination of a failure in a restored set. 

Definition 22. The protective state of structure 1oo2D: 
the disabled state of the system from the moment of the oc-
currence of the protective failure to the restoration of the up-
state of one of the sets of the 1oo2D structure. 

Definition 23. Obscure of structure 1oo2D: a failure oc-
curring in a running or backup system set from the time of 
occurrence to the detection of a previous failure in the same 
set. 

B. Design Principles for a Reliability and Safety
Simulation Model
1. The simulation model for assessing the reliability and

safety indicators of railway automation systems is developed 
as a direct process simulation model of reliability and safety 
by the above definitions. 

2. The railway automation reliability and safety
simulation model is the object of a simulation experiments 
sets, by this, all probabilistic indicators of reliability and 
safety, and first of all the “primary” λf, λpf, λh, ὡf, ὡpf, ὡh are 
evaluated not analytically, but by mathematical statistics 
methods.  

3. Reducing the computer time cost for performing
simulation experiments sets for the statistical assessment of 
probabilistic reliability estimation and safety, taking into 
account the low intensity of railway automation systems 
dangerous failures flows. 

4. According to the technique of the conducting
experiment, it is advisable to use the concept of the failures 
flow parameter, which makes it possible to carry out a 
simulation experiment in the form of one long realization of 
the failures processes, detecting failures and recover railway 
automation (modelling one system for a long time). This 
approach significantly simplifies the procedures of the 
simulation experiment with the set of implementations when 
simulating recoverable and non-recoverable systems in terms 
of operating time to failure (modelling a set of devices over a 
relatively short time interval). For recoverable systems, the 
time between failures can be considered as mean time to 
failure. Simplification of the modelling procedures for one 
long implementation is achieved by the simplicity of solving 
the problem of initial conditions, stopping the modelling 
process, and the absence of the need to organize a restart of 
the model to implement short runs. 

5. The detecting failures main tools of railway automatics
microprocessor-based systems are cyclic diagnostics with a 
period τd, which is negligible compared to the mean time 
between failures. It is impossible to clock the simulation 
model of reliability and safety with the period τd due to the 
prohibitive time of the simulation experiment 
implementation. In contrast to a real system, the model 
“knows” the moments of failure, which allows the model to 
be clocked by the operating time between failures. Then, at 
the failure occurrence moment, time delays τo= τd+τdet and τr 
are sequentially started, where τo is the time of failure 
detection, τdet is the time of performing operations to detect a 
failure by τd, and τr is the recovery time and the procedures 
for switching on the device. Besides, it takes into account the 
operation of functional diagnostics, safe comparison circuits, 
etc. 

6. Information about the simulated railway automation
system for the elements set included in the simulation model 
of reliability and safety and their probabilistic-time 
characteristics are entered into the model in the form of initial 
data. 

7. The simulated railway automation system structure
from the viewpoint of reliability and safety is represented in 
the functions logical form of the states of elements that 
describe the state of the system, for which the probabilistic 
indicators of reliability and safety are assessed. 

C. Requirements for a simulation model of reliability and
safety
The introduced conceptual apparatus (clause A) and de-

velopment principles (1-7) (clause B) make it possible to for-
mulate requirements for a simulation model of reliability and 
safety: 

1. The reliability and safety simulation model should
be implemented as a complex, including the following pro-
grams: the actual simulation model of railway automation re-
liability and safety; an interactive subsystem that implements 
the user interface with the model, including a module for set-
ting up a reliability and safety simulation model for the struc-
ture of a railway automation simulated system [device], a 
module for setting up a simulation model for a parametric de-
scription of failure processes, detecting element failures and 
restoring an operable (serviceable) state of a modelled rail-
way automation systems [devices], a module for setting plans 
for a series of imitation experiments, a module for setting up 

358 IEEE EWDTS 2020, September 4-7



the presentation and output of the results of a series of imita-
tion experiments. 

2. Railway automation elements (devices, modules,
subsystems) should be explicitly represented in the reliability 
and safety simulation model as dynamic objects that generate 
the failures processes, their detection and restoration of an 
operational state.  

3. An element of the modelled system in the reliability
and safety simulation model can be in the following states: 

- the component is operational;
- a component in a state of failure of a certain

type from a set of user-specified failure types, re-
spectively, different failure states of an element, as 
many as specified failure types; 

- state of failure of the component until a failure
is detected; 

- state of failure of the component until the res-
toration of the upstate of the system [device]. 

4. Failures processes, elements failures detection and 
operational state recover of railway automation systems [de-
vices] should be carried out in the simulation model of relia-
bility and safety at the probabilistic-temporal level without 
disclosing detection and recovery technologies in the model. 

5. The core of the reliability and safety simulation 
model should be a module for determining the coincidence of 
the states of elements specified by the user, i.e. those states 
of the modelled system [device] whose intensity 
(probability) is estimated in a series of simulation experi-
ments. Matching should be done under the structure of the 
railway automation system (direct model). 

6. The reliability and safety simulation model should 
not impose restrictions on the structure and probabilistic-
temporal characteristics of failure processes, failure detec-
tion and recovery of devices and systems of railway automa-
tion inherent in analytical reliability models. 

7. Ensuring the independence of failure processes, 
failure detection and recovery for various elements should be 
ensured by their generation using various generators of uni-
formly distributed random numbers on the interval [0,1]. 

8. The adequacy of the reliability and safety simula-
tion model should be confirmed by verification and valida-
tion procedures for all stages of the life cycle, expert assess-
ments, calculations of analytical models using a simplified 
formalized scheme and statistical data on the actual opera-
tion of railway automation (as test examples). 

9. The probabilistic-temporal characteristics of the 
failure of the elements flows should be set in the module for 
setting up the reliability and safety simulation model for the 
parametric description of the modelled system using the fast-
est tabular form of description of random variables. 

10. The times for detecting failures of elements and re-
cover the operational state of the system [device] are set by 
the user and can vary from deterministic values to random 
values generated similarly to the probabilistic-time character-
istics of failure flows.  

11. The reliability and safety simulation model should 
include means of organizing tactical and strategic plans for a 
series of simulation experiments, generating reports of vari-
ous forms per the list of estimated probabilistic indicators of 
reliability and safety. 

12. Completion of simulation experiments should be
carried out to meet the requirements of a given value of the 
confidence interval at a given confidence probability or the 

convergence of the probabilistic characteristics of the rarest 
situations (combinations of states of elements included in the 
modelled system) from the whole set of situations, the prob-
abilistic indicators of reliability and safety of which are eval-
uated in this experiment. 

D. Choosing a software tool for implementing a reliability
and safety simulation model
Under clause C, software tools must meet the following 

requirements: 

- keeping the model time by events;

- practically unlimited number of generators of uniformly
distributed random variables on the interval [0-1]; 

- the random variables generators presence with different
distribution laws, the most common in research on the relia-
bility of technical systems; 

- reproduction of discrete processes;

- conducting parallel discrete processes;

- availability of means for representing elements of sys-
tems (devices); 

- availability of means for determining the state of model
objects and their combinations; 

- availability of computational capabilities used directly
in the simulation process; 

- availability of built-in tools for collecting and storing
simulation results; 

- availability of built-in tools for preliminary processing
of statistical data; 

- the possibility of organizing by control teams of an au-
tomatic mode of performing a series of simulation experi-
ments; 

- the presence of built-in tools for syntactic and logical
control of the program text and the modelling process; 

- the ability to visually control the progress of the model-
ling process; 

- the ability to interact with other software tools to organ-
ize the most comfortable dialogue subsystem in a specific 
subject area. 

Almost all the requirements are met by the GPSS World 
software tools [13], the authors have considerable experience 
with it. The main disadvantage of GPSS World, from devel-
oping a reliability and safety simulation model, is its rather 
weak dialogue capabilities. The comfortable interface “user-
reliability and safety simulation model” development is quite 
simply implemented employing interaction between GPSS 
World and other software tools. 

III.MODELLING ALGORITHM

The modelling algorithm was developed considering the 
subsequent implementation of the reliability and safety sim-
ulation model as a GPSS-model and under the provisions of 
clause 2. The main difference of the proposed algorithm from 
the known reliability simulation models of technical systems 
in the GPSS environment [14] is the use of a simulated sys-
tem of dynamic objects - transactions - to represent devices. 
This allows, in contrast to the use of hardware GPSS objects 
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(single-channel devices, memories, logical keys), to synthe-
size a universal algorithm and a GPSS-program, in which the 
composition and structure of the system under study are set 
at the level of the initial data without changing the text of the 
simulating program. The modelling algorithm of reliability 
and safety simulation model is presented in the form of the 
algorithm logic diagram [15, 16]: 

MA=O0 O1 O2 ↓3O3 O4 q1↑1 O5 q2↑1 O6 O7 K 
↓1O8 O9 O10 q3↑2 O11 ↓2O12 O13 ὡ↑3 

Here is a description of the modelling algorithm: 

Operator O0 – the start of algorithm execution. 

Operator O1 – writing initial data to GPSS World 
memory objects. The initial data for the modelling algorithm 
are:  

- J – number of devices included in the reliability and
safety simulation model; 

- λj - failure rate, OTBFj operating time between failures
of j-th component j=1, 𝐽 ; 

- FN – unit table function of the distribution of a random
variable; 

- τj
о failure detection time, τj

r restoration time of j-th

device; 

- K, M - the number of combinations of device states from
the set J, corresponding to dangerous conditions and protec-
tive conditions of the system, respectively; 

- BVо
k,j, BVз

m,j, k=1, 𝐾, m=1,𝑀 - Boolean functions de-
scribing K dangerous conditions and M protective conditions 
of the system; 

- Xz
h – memory cell index into which the value of the num-

ber of dangerous failures of the system is written, upon reach-
ing which the simulation process is stopped. 

Operator O2 performs transaction Trj generation and as-
signs values OTBFj, τj

о, τj
r, kj, mj to each j-th transaction. Thus, 

a lot of transactions Trj; j=1, 𝐽 are created, representing de-
vices of the system under study with their properties in the 
model. Obviously, in this case, when researching a specific 
system, it is not the modelling algorithm and GPSS program 
that are changed, but the number of processed transactions 
that correspond to the number of devices included in the reli-
ability and safety simulation model.  

Operator O3 delays each transaction Trj for a random 
amount of time between failures of the j-th device, determined 
by the value of OTBFj and the unit distribution function FN. 
It should be noted that this approach is used for one-parame-
ter functions, for example, in the exponential distribution or 
Rayleigh distribution, most common in studies of the relia-
bility of technical systems. For two-parameter distribution 
functions (for example, normal distribution) of time between 
failures, the corresponding unit functions FN is also used, and 
the values of their parameters are specified in the initial data 
(Operator O1). 

A timeout of transaction Trj means that event occurs – the 
failure of the j-th device. Two memory cells are allocated for 
each device. Cell X2*j-1 contains device state from failure till 
completion τj

о, and cell X2*j – from completion τj
о till 

completion τj
r.  

Operator O4 fixes failure X2*j-1:=1. So in memory cells 
X2*j-1, j=1, 𝐽  the current state of the system by the presence or 
absence of failures of its devices is stored. System dangerous 
conditions, e.g. as defined in 13, 18, 23, according to the cur-
rent state of devices are determined by the set K of Boolean 
functions - BVо

k,j(X2*j-1), whose arguments are memory cell 
X2*j-1 indices corresponding to devices whose joint failure 
puts the system in dangerous conditions. 

Logical condition q1 defines the values of those functions 
BVо

k,j(X2*j-1), which may change when the value of the 
memory cell X2*j-1 changes by transaction Trj, q1=1, 
if BVо

k,j(X2*j-1) =1 and q1=0 otherwise. 

Operator O5 when q1=1 captures the current number of 
dangerous conditions Xh:= Xh +1.  

Logical condition q2 compares the current number of 
dangerous conditions Xh with a given Xz

h for stopping the sim-
ulation experiment process. If Xh > Xz

h q2=1, otherwise q2=0. 

Operator O6 when q2=1 calculates the rate of the danger-
ous condition λh= Xh/Tmod, where Tmod the value of the abso-
lute model time at the end of the simulation experiment.   

Operator O7 calculates protective failure rate 
λp= Xp/Tmod. 

Operator K performs the withdrawal of active transac-
tions from simulated reliability and safety model and the 
completion of this simulation experiment. 

Operator O8 when q1=0 or q2=0 delays transaction Trj for 
failure detection time τj

о.  

Operator O9 at the end of τj
о admits the failure as detected 

and X2*j-1:=0, thus, in this implementation, this device is ex-
cluded from the analysis of the system dangerous conditions. 

Operator O10 X2*j:=1 fixes the recover beginning of the 
device. Protective states of the system, for example, as de-
fined in 12, 17, 22, according to the current state of devices 
are determined by a set M of Boolean functions – BVз

m, (X2*j), 
whose arguments are indices of memory cells X2*j corre-
sponding to devices, the joint failure of which puts the system 
in a protective state. 

Logical condition q3 defines the values of those functions 
BVз

m,j(X2*j), which may change when the value of the memory 
cell X2*j changes by transaction Trj, q3=1 if BVз

m,j(X2*j)=1, 
q3=0 otherwise. 

Operator O11 is performed when q3=1 Xз:= Xз + 1 cap-
tures the current number of protective states.  

Operator O12 delays transaction Trj for the restoration 
time of j-th device τj

r.  

Operator O13 at the end of τj
r admits the device as re-

stored X2*j:=0, thus, in this implementation, this device is ex-
cluded from the analysis for the protective state of the system. 

Further, the transaction Trj by the identically false logical 
condition ὡ↑3 transmitted to the operator O3, thereby organ-
izing a cycle. Thus, all J transactions representing J devices 
of the system included in the simulated reliability and safety 
model are “rotated” in the model until the end of the simula-
tion experiment according to condition q2. 

The presented algorithm has been tested on several exam-
ples and has shown its performance. 
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IV.CONCLUSION

The paper shows the relevance of the reliability and safety 
simulation model synthesis with the aim of to assess the prob-
abilistic reliability estimation and safety for proving the rail-
way automation and remote-control modern systems safety at 
the stages of development and certification for safety. The 
following results were obtained: 

- a set of terms and definitions was formulated in the fault
processes simulation modelling field, fault detection and res-
toration of the operable condition of railway automation de-
vices and systems; 

- the reliability and safety simulation model is defined as
a direct process model, which explicitly reproduces the pro-
cesses of failures, their detection and recovery, which re-
moves the limitations inherent in analytical models; 

- the terms and definitions of dangerous and protective
failures and states for the main redundant structures of rail-
way automatics microprocessor-based systems were clari-
fied, taking into account the time of detection and recovery 
of operability; 

- the reliability and safety simulation model synthesis
principles are formulated, the main of which is the represen-
tation of system devices by dynamic objects of the model and 
the provision, on this basis, of the possibility of setting the 
properties of the simulated system at the initial data level 
without changing the text of the simulating program, i.e., the 
universality of the model for a given subject area; 

- a set of requirements for the tool has been determined,
which made it possible to choose a system for modelling dis-
crete processes in continuous time GPSS World for the im-
plementation of a simulation model of reliability and safety; 

- a modelling algorithm has been developed based on the
formulated principles and taking into account the subsequent 
implementation of a reliability and safety simulation model 
in the GPSS World environment, which ensures the univer-
sality of the model and a description of the system structure 
concerning the assessment of probabilistic reliability estima-
tion and safety by a set of Boolean functions. 

Perspectives: 

- synthesis of reliability and safety simulation model
based on the proposed modelling algorithm in the GPSS 
World environment with the development of the means of the 
dialogue subsystem following subparagraph 1 of paragraph 
C; 

- tactical and strategic plans development for conducting
a series of simulation experiments to assess the probabilistic 
reliability estimation and safety of redundant structures; 

- software selection for calculating regression models of
dependences of “primary” and complex probabilistic reliabil-
ity estimation and safety on the parameters of the studied sys-
tem of railway automation; 

- development of verification and validation procedures;
simulation model of reliability and safety; 

- execution of control sets experiments under the devel-
oped plans; 

- verification and validation of the simulation model of
reliability and safety using the results of control experiments; 

- planning and assessment of probabilistic indicators of
reliability and safety by carrying out a series of simulation 
experiments for real microprocessor-based systems of rail-
way automation. 
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Abstract— The article describes a bio-inspired approach to 
the structural and parametric design of microwave circuits 
based on a genetic algorithm (GA), which permits algorithmic 
environment in the field of genetic search for solving NP 
complete problems, in particular, structural-parametric 
synthesis of a microwave amplifier. The article is aimed at 
finding ways of structure-parametric synthesis of microwave 
modules based on a bio-inspired theory. Scientific novelty of the 
research lies in the development of a modified genetic algorithm 
for a bio-inspired automated structural and parametric 
synthesis of microwave modules. The problem statement in the 
paper is as follows: to optimize the synthesis of passive and 
active microwave circuits by using a modified GA. The 
fundamental distinction of a new approach from the known is 
the use of new modified genetic structures in bio-inspired 
automatic structural and parametric synthesis, moreover, a new 
method for calculating a microwave amplifier based on 
modified GA is presented in the work.  Thus, the problem of 
creating methods, algorithms and software for automated 
structural synthesis of microwave modules is currently of 
special actuality. The solution of the problem will improve the 
quality characteristics of the designed devices; reduce the time 
and cost of design and lower the requirements for 
implementation qualifications. 

Keywords— genetic algorithms, graphics and hypergraphs, 
automated calculations, microwave modules, CAD, circuit 
diagram, topology. 

I. INTRODUCTION 
The problems in the performance of the task of structural-

parametric synthesis of passive and active microwave circuits 
based on classical GAs include a large variety of these 
circuits that complicates their systematization and 
development of a universal encoding-decoding algorithm, as 
well as leads to redundant or unrealizable solutions. 
According to the paper [1], the problem of structural 
synthesis of REE refers to  nondeterministic polynomial time 
complete problems [2].  This means that, generally, its 
solution in principle cannot be found in end-time by any 
algorithm. To eliminate the problem, revised versions of the 
GA using prior knowledge about the designed class of 
devices were developed. He following authors made a 
significant contribution into the development of that 
particular direction: L.S. Berstein, G.G. Kazennov, V.P. 
Koryachko. V.M. Kureichik, I.P. Norenkov, L.A. Rastrigin, 
G.G. Ryabov, P.I. Sosnin, A.L. Stempkovskiy, L. Goldberg, 
D. Holland and others.  

When designing, electro migration and all parasitic 
effects affecting the correct functioning of the device should 
be taken into account (the dependence of the electrical 
characteristics of the compounds on the purpose of the layers, 

the resistance of interlayer transfers, cross-coupled 
interference and noise). 

An increase in the number of layers complicates the 
lithography process, and, consequently, the cost of product 
development raises. Reduction in the number of layers means 
an increase in density of the compounds, which, in turn, leads 
to an increase in power dissipation and deterioration of 
technical specifications. Constant reduction of geometric 
dimensions of discrete elements and reduction in the width of 
the conductors lead to a decrease in current density and 
distortion of the transmitted signals. Circuits’ interval 
reduction promotes the effect of subtle physical effects such 
as parasitic capacitance, inductance, and electro migration. 
Reducing interlayer spacing is limited by the capacities of 
production technology, but the smaller it is; the more 
significant is the interlayer capacity. The number of criteria 
and limitations that must be considered when solving the 
problem of microwave circuits design is growing. New 
approaches and algorithms to solve the problem are required. 
A hybrid algorithm allowing verification directly at the 
development stage is needed for that kind of problem [3]. 

II. PROBLEM STATEMENT 
Normally, a complex microwave circuit is represented in 

the form of a certain combination of elements whose 
equivalent parameters are known. Propagation of a single-
mode TEM-wave in transmission lines between individual 
elements is proposed, which makes possible the use of the 
following expressions to calculate the complex amplitudes of 
voltage and current and cross-section x (Fig. 1): 

    
Fig. 1. Cross-section X or calculating the complex amplitudes of voltage 
and current 

𝑈 (𝑥) = 𝑈𝑝0 exp[−𝑦0(𝑥 − 𝑥0)] + 𝑈𝑜𝑝0 −  
                            exp[𝑦0(𝑥 − 𝑥0)],                              (1) 

𝐼 (𝑥) = (𝑈𝑝0 /𝜌) exp[−𝑦0(𝑥 − 𝑥0)]         
                   (𝑈𝑜𝑝0 / 𝜌) exp[𝑦0(𝑥 − 𝑥0)],         (2) 

L
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where 𝑈𝑝0 и 𝑈𝑜𝑝0  - complex amplitudes of the voltage of 
the incident and reflected waves at  𝑥 = 𝑥0 ;  𝜌  – line 
impedance; 𝑦0 = 𝛽0 + 𝑗𝑎0  – propagation constant; 𝛽0  – 
attenuation constant; 𝑎0 = 2𝜋/𝜆𝑑 – phase shift constant;  𝜆𝑑 
– line wave-length. 

When switching on the end of the line of the complex load 
𝑍𝑛  according to (1) and (2), the input resistance in the cross-
section x  

                       𝑍𝑣𝑥 =
𝑈(𝑥)

𝐼(𝑥)
= 𝜌

𝑍𝑛𝑐ℎ𝑦0𝑙+𝜌𝑠ℎ𝑦0𝑙

𝜌𝑐ℎ𝑦0𝑙+𝑍𝑛𝑠ℎ𝑦0𝑙
,               (3) 

where l – line length, 

𝑐ℎ(𝑦0𝑙) = 𝑐ℎ(𝛽0𝑙)𝑐𝑜𝑠(𝑎0𝑙) + 𝑗𝑠ℎ(𝛽0𝑙)𝑠𝑖𝑛(𝑎0𝑙),       (4) 

𝑠ℎ(𝑦0𝑙) = 𝑠ℎ(𝛽0𝑙)𝑐𝑜𝑠(𝑎0𝑙) + 𝑗𝑐ℎ(𝛽0𝑙)𝑠𝑖𝑛(𝑎0𝑙).       (5) 

Neglecting the resistive losses in the line (𝛽0 = 0) we 
write expression (3) in the following form 

       𝑍𝑣𝑥 =  𝜌(𝑍𝑛 + 𝑗𝜌𝑡𝑔𝑎0𝑙)/(𝜌 + 𝑗𝑍𝑛𝑡𝑔𝑎0𝑙) .          (6) 

The properties of a linear two-terminal network are 
described with the use of the reflection coefficient (Fig. 2, a), 

   

 

Fig. 2. Reflection coefficient of a two-terminal network 

                 𝐺 =
𝑈𝑜𝑝 

𝑈𝑝 
=

𝑍−𝜌0

𝑍+𝜌0
= |𝐺|𝑒𝑥𝑝(𝑗𝜑𝑔),               (7) 

where  𝜌0 – standard value of wave impedance. 

To calculate the modulus and phase of the reflection 
coefficient according to (7) (Fig. 2, b), algorithm 1 is used, in 
which VBB is the reflection coefficient G, RMT is the 
module|𝐺|, FS is the phase𝜑𝑔, in degrees. 

Both individual elements of a linear type and the entire 
microwave device made up of such elements are 
characterized by a scattering wave matrix (S-parameters) or 
transmission (T-parameters), connecting the voltage 
amplitudes of the incident and reflected waves in external 
transmission lines. To eliminate the normalization operation, 
it is assumed that all external lines connected to microwave 
devices have a standard value of wave impedance 𝜌0  = 50 
Оhm [3, 4]. For a four-terminal network (Fig. 3) in the S-
parameter system we have 

𝑈10 = 𝑆11𝑈1𝑝 + 𝑆12𝑈1𝑜, 𝑈2𝑝 = 𝑆21𝑈1𝑝 + 𝑆22𝑈2𝑜.       (8) 

In the T-parameter system:  

𝑈1𝑝 = 𝑇11𝑈2𝑝 + 𝑇12𝑈2𝑜 , 𝑈1𝑜 = 𝑇21𝑈1𝑝 + 𝑆22𝑈2𝑜.       (9) 

Algorithm 1 – Calculation of the phase of the reflection 
coefficient 

1 SUBROUTINE VKF (VBB, RMT, RS) 
2 COMPLEX VBB 
3 G=180./3.14159265 
4 RMT=CABS (VBB) 
5 PB=REAL (VBB) 
6 QB=AIMAG (VBB) 
7 IF (PB) 2, 3, 4 
8 FS=G*ATAN (QB/PB) 
9 GO TO 8 
10 IF (QB) 5, 6 
11 FS = -180.+G*ATAN (QB/PB) 
12 GO TO 8 
13 IF (QB) 7, 8, 9 
14 FS = 90. 
15 GO TO 8 
16 FS = -90. 
17 GO TO 8 
18 FS = 0.0 
19 CONTINUE 
20 RETURN 
21 END 

With known T - parameters, S - parameters can be 
calculated according to algorithm 2.  

Algorithm 2 – Calculation of S-parameters 
1 SUBROUTINE PTS (T11, T12, T21, T22, S11, S12, S21, 

S22) 
2 COMPLEX T11, T12, T21, T22, S11, S12, S21, S22 
3 S11=T21/T11 
4 S12=T22-T12*T21/T11 
5 S21=1./T11 
6 S22=-T12/T11 
7 RETURN 
8 END 

We distinguish between two transfer coefficients of a 
four-terminal network by voltage: in relation to the input 
voltage: 

 

Fig. 3. Example of a four-terminal network for calculation 

𝐾𝑔(𝑗𝑤) =
𝑈𝑛

𝑈𝑣𝑥
 and at EMF of signal source 𝐾𝑖(𝑗𝑤) =

𝑈𝑛/𝐸𝑖 (Fig. 3). 

For the first of them, taking into account (8) and the 
expressions for the total voltages at the load at the input of 
the four-terminal network 𝑈𝑣𝑥 = 𝑈1𝑝(1 + 𝐺𝑣𝑥) we get: 

            𝐾𝑔(𝑗𝑤) =
𝑈𝑛

𝑈𝑣𝑥
=

𝑆21(1+𝐺𝑛)

(1−𝑆22𝐺𝑛)(1+𝐺𝑣𝑥)
,                          (10) 

b)a)
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где 𝐺𝑣𝑥 = 𝑆11 + 𝑆12𝑆21𝑆𝑔/(1 − 𝑆22𝐺𝑛)  – reflection 
coefficient at the input of a four-terminal network. From (10) 
the phase-frequency characteristic of the circuit: 

                𝜑𝑔(𝑗𝑤) = 𝑎𝑟𝑐𝑡𝑔 [
𝐼𝑚(𝐾𝑔(𝑗𝑤))

𝑅𝑒(𝐾𝑔(𝑗𝑤))
].                   (11) 

Taking (8), (9) and the ratio 𝑈1 = 𝑍𝑣𝑥𝐸𝑖/(𝑍𝑖 + 𝑍𝑣𝑥); 
𝑍𝑖 = 𝜌0(1 + 𝐺𝑖)/(1 − 𝐺𝑖);  𝑍𝑣𝑥 = 𝜌0(1 + 𝐺𝑣𝑥)/(1 − 𝐺𝑣𝑥) 
into account for repeated transfer constant we have [5]: 

              𝐾𝑖(𝑗𝑤) =
𝑈𝑛

𝐸𝑖
=

𝑆21(1+𝐺𝑛)(1−𝐺𝑖)

2(1−𝑆22𝐺𝑛)(1+𝐺𝑣𝑥)
,                  (12) 

Power factor of a reactive four-terminal network (Fig. 3): 

          𝐾𝑝 =
Р𝑛

𝑃𝑗𝑖(𝑛𝑜𝑚)
=

(1−|𝐺𝑣𝑥|2)(1−|𝐺𝑖|2)

|1−𝐺𝑣𝑥𝐺𝑖|2  ≤ 1.            (13) 

where Р𝑛  – power in load, 𝑃𝑗𝑖(𝑛𝑜𝑚) = 𝐸𝑖
2/8𝑅𝑒(𝑍𝑖)  – 

nominal power of signal source. 

The expressions (10-13) allow calculating of amplitude-
phase frequency characteristics of four-terminal network and 
its attenuation  𝑏3 = 10𝑙𝑔𝐾Р.  

 
Fig. 4. Compounds of two lines with different wave impedance  

For wo most typical microwave four-terminal networks: 
the line length (Fig. 4, a) and the connection of two lines with 
different wave impedances (Fig. 4, b), T-parameters are 
calculated according to algorithm 3, in which the following 
notation is used: FS - phase line angle 𝜃 = 2𝜋𝑙/𝜆д,in radians. 

The main features of the proposed programs for the 
analysis and synthesis of various microwave devices are as 
follows: in all cases, the designed circuit is calculated directly 
considering its distributed structure without any equivalent 
transformations, which increases the accuracy of the final 
result: 

Algorithm 3 – Calculation of T-parameters 
1 SUBROUTINE TL (FS, T11, T12, T21, T22) 
2 COMPLEX T11, T12, T21, T22 
3 B=COS (FS) 
4 C=SIN (FS) 
5 T11=CMPLX (B, C) 
6 T12=CMPLX (0., 0.) 
7 T21=CMPLX (0., 0.) 
8 T22=CMPLX (B, -C)  
9 RETURN 
10 END 

 The required circuit characteristic forms the basis of 
the objective function, low approximation is not 
applicable; 

 There may be limitations of the structural and 
technological characteristics applied individual 
elements of the circuit;  

 It is possible to take all the heterogeneities in the 
microwave circuit into account, including those at the 
junction of individual links; 

 It is allowed to connect various additional elements to 
the device for its articulation with other functional 
units; 

 Frequency-dependent complex resistance may be the 
load; 

 The properties of the synthesized circuit can be 
evaluated according to several criteria. 

All these features are additional advantages of designing 
microwave devices with the use of genetic algorithms. 

III. HYBRID GENETIC ALGORITHM  
This paper presents the results of experiments to 

determine the quality of the solution, the algorithm for 
generating the starting population, and genetic operators. 
Based on the research results, the optimal control parameters 
for a complex of algorithms for the synthesis of passive and 
active microwave circuits were determined. 

For the task of synthesizing passive and active microwave 
circuits using a modified HA, it is necessary to determine the 
following criteria: total length of connections; number of 
vias; total interlayer capacity; the total resistance of the 
conductors, which determines the time delays. It is necessary 
to bring all the criteria to a single form or to normalize them. 
Normalization will ensure that all criteria are equal; they will 
take values in the range from 0 to 1 [7]. 

For normalization, the maximum possible length of the 
connections must be determined. To do this, after creating the 
initial population, the maximum value of the length of all 
connections is determined, and after each iteration, it is 
checked whether a large value was received. 

All other criteria, namely the number of vias, the 
interlayer capacitance and the total resistance of the 
conductors, are normalized by analogy with the previous 
criterion. 

The currently existing methods of multicriteria 
optimization can be conditionally divided into two groups 
[8]. The methods of the first group reduce the multicriteria 
problem to single-criterion optimization. There are different 
types of packages. The most common method of convolution 
of a vector criterion is linear convolution of the form: 

                       Ф(𝑥) = ∑ 𝛼𝑖𝐹𝑖(𝑥),𝑚
𝑖=1 𝛼𝑖 ≥ 0.                   (14) 

This type of convolution is used in the genetic algorithm 
to calculate the objective function. Weighting factors allow 
you to adjust the significance of a particular criterion. For the 
synthesis problem for passive and active microwave circuits, 
the criteria can be ranked as follows: total length of 
connections, number of interlayer junctions, total resistance 

L

a) b)
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of conductors and interlayer capacitance. The sum of all 
weights must be equal to one. 

The designed hybrid genetic algorithm is a parallel 
algorithm based on a genetic algorithm with modified genetic 
operators. The structure of the genetic algorithm is similar to 
simple genetic algorithm excerpt for the use of modified 
genetic operators and consists of the following steps: 

 Initialization, or selection of the initial population of 
chromosomes; 

 Assessment of the chromosome fitness in a population; 

 Testing the stopping conditions of the algorithm; 

 Chromosome selection; 

 Use of genetic operators; 

 Formation of a new population; 

 Selection of the ‘best’ chromosome. 

The structure of hybrid genetic algorithm is depicted in Fig.5.   

 

Fig. 5. Structural scheme of hybrid genetic algorithm   

To evaluate the proposed solution, the algorithm was run 
for the difficulty and augmented dense switching blocks [14-
16]. The values of the criteria for evaluating the algorithm are 
presented in table 1. 

 
 

TABLE I.  VALUES OF THE CRITERIA FOR EVALUATING  

Test name Algorithm Number of 
transitions 

Total length of 
connections, 

μm 
difficulty Weaver 65 323,25 

Montreal 68 315,21 
Proposed 

hybrid GA 
63 283,58 

augmented_dense Weave 50 291,47 
Montreal 45 262,32 
Proposed 

hybrid GA 
43 259,86 

Despite the fact that the experiments were carried out 
under the same unchangeable conditions (operator 
parameters, number of iterations, population size), the time to 
solve the problem obtained with the same number of circuits 
and the number of leads is very far from each other. This is 
due to the varying complexity of the very sketch of the 
topology of passive and active microwave modules [10]. 

After the completion of the algorithm, the best 
determined solution is displayed on the screen in the form of 
a circuit topology of the microwave module. Table 2 shows 
the result of microwave amplifier calculation with the use of 
proposed methods. 

TABLE II.  EXAMPLE OF MICROWAVE AMPLIFIER CALCULATION  

 N=3 K1=-1 K2=-
1 

K3=-
1 

K7=-1 K8=-1 K9=-
1 

  

 VA=5
0.0 

VB=5
0.0 

E=9.8 H=1.0 BK1=
0.5 

BK2=
0.5 

   

 YA=2.
0 

WA=
1.0 

YB=
2.0 

WB=
1.0 

     

 YC DY YT WC DW WT V   
1 12.000 2.0000 14.00 1.200 0.4000 1.6000 37.74   
2 12.000 2.0000 8.000 1.200 0.4000 0.8000 54.26   
3 12.000 2.0000 14.00 1.200 0.4000 2.0000 32.99   
4 20.000 4.0000 16.00 1.000 0.4000 1.4000 40.74   
5 20.000 4.0000 28.00 1.000 0.4000 1.0000 48.71   
6 20.000 4.0000 16.00 1.000 0.4000 1.0000 48.71   
7 12.000 2.0000 8.000 6.000 1.0000 8.0000 11.95   
8 12.000 2.0000 8.000 3.000 1.0000 1.0000 48.71   
9 12.000 2.0000 8.000 1.000 0.4000 1.8000 35.19   
1
0 

20.000 4.0000 28.00 1.000 0.4000 1.8000 35.19   

1
1 

20.000 4.0000 20.00 1.000 0.4000 0.2000 90.53   

1
2 

20.000 4.0000 12.00 1.0000 0.4000 1.0000 48.71
60 

  

 F RA XA RB XB VMA RKC
A 

VM
B 

RK
CB 

1 0.550 10.000 -5.00 2.000 6.000 0.144 1.337 0.51 3.13 
2 0.600 11.000 -6.00 2.500 7.000 0.036 1.074 0.26 1.70 
3 0.650 12.000 -7.00 3.000 8.000 0.076 1.165 0.35 2.10 
 F G1 G2 G3 GKP

H 
GKP GKP

D 
  

1 0.550 0.979 6.000 0.734 5.000 4.310 6.344   
2 0.600 0.999 5.500 0.932 5.000 5.122 7.094   
3 0.650 0.994 5.000 0.874 5.000 4.344 6.378   
 SU=0.02839 TU=0.69129    

For experimental studies, a hybrid genetic algorithm 
program was developed. The program is written in Borland® 
C ++ for operating systems of the Windows 98, NT, 2000, 
XP family. Experiments conducted on an IBM® compatible 
computer with an Intel® Xeon processor E5-2690, 20 MB 
cache, 2.90 GHz Turbo Boost 3.80 GHz (for deploying large 
populations in GA), 8.00 GT / s Intel® QPI Number of cores 
- 8, Number of threads - 16, server RAM 32GB. The program 
is registered in the register of computer programs by a 
certificate [17].  
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In addition to the identifiers indicated earlier and in the 
figures, the following are also used in the program: F – 
current frequency, in Hz; Assessment of the chromosome 
fitness in a population; N≤11 – the number of frequencies 
within the required range; VA, VB – wave impedance of the 
lines connected to the output and input of the amplifier, Ohm; 
BK1, BK2 – weighting factors 𝑉1  and 𝑉2  in the objective 
function; VMA, RKCA – reflection coefficient module and 
SWR from the output side of the amplifier, defined in relation 
to VA; VMB, RKCB –reflection coefficient module and 
SWR from the input side of the amplifier, defined in relation 
to the value VB; G1 and G3 – power transmission factors; G2 
– transistor gain 𝐾Р тр ; GKP – nominal gain of the entire 
amplifier; GKPD =101g GKP – the same gain, in decibels; 
GKPH – required simplifier gain. 

The modified scheme of the genetic algorithm was 
presented and evaluated while calculating the transistor 
amplifier, which proved the efficiency of the scheme for 
solving problems of getting into local wells and premature 
convergence [19]. This calculation model allows effective 
problem solutions on multi-core processors.  

IV. CONCLUSION 
The article presents the bio-inspired approach to 

microwave circuit design based on GA, which makes it 
possible to obtain simultaneously a practically feasible 
circuitry solution providing for the specific features of 
manufacturing technology and initial version of the topology. 
The article also describes software calculations for the given 
approach implementation. The presented calculation example 
of a microwave amplifier confirms its effectiveness. 
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Abstract— The results of testing the recognition algorithm of 
the cecum achievement in colonoscopy video of the colon mucosa 
are presented. The image database was formed from the results of 
colonoscopy procedure together with the doctors of the Yaroslavl 
Regional Oncology Hospital. As the architecture of the 
convolutional neural network, the ResNet50 modification, 
previously trained on the standard ImageNet base, was chosen. As 
a result of applying the machine learning algorithm to the test set 
of endoscopic images, the metric values were  AUC=0.95, F-
score=0.9, when a threshold is h=0.462. The results can be used to 
develop a quality control system for colonoscopy procedures. The 
introduction of such a system in medical practice will partially 
automate the analysis of video data, which will subsequently lead 
to a decrease in the number of subjective medical errors during 
colonoscopy.  

Keywords— Colonoscopy image analysis; convolutional neural 
network; deep learning; computer vision 

I. INTRODUCTION  

Today, computer vision systems in combination with 
artificial intelligence methods are used in different areas of life. 
One of the directions in the development of such systems is the 
use of machine learning algorithms to solve the problems of 
automatic detection and classification of target objects in 
images. Progress in this area and the development of appropriate 
software and hardware technologies for computer vision makes 
it more realistic to create automatic diagnostic systems, as well 
as decision support systems [1, 5, 12]. The introduction of such 
systems in clinical medicine is aimed to increasing the efficiency 
of diagnostics and therapy, reducing the time and cost of 
research, conducting quality control, as well as training and 
improving the medical skills of specialists. 

With the help of deep learning, the tasks of classification, 
segmentation and detection that arise in clinical practice in the 
medical images analysis represented by various visualization 
methods (radiography, computed tomography, MRI) are 
actively being solved [4]. At the moment, it is known about the 

use of deep learning in areas such as detecting breast cancer on 
mammograms, segmentation of liver metastases using 
computed tomography (CT), segmentation of a brain tumor 
using magnetic resonance imaging (MR), classification of 
interstitial lung diseases with using high-resolution chest CT and 
the creation of appropriate tags related to the contents of medical 
images. 

In particular, one of the current research areas is the analysis 
of endoscopic images [4-5]. According to estimates of the World 
Health Organization by the middle of the XXI century diseases 
of the gastrointestinal tract will occupy one of the leading places, 
which is largely due to the ecology and lifestyle of modern man. 
In addition to taking preventive measures, an important role in 
the fight against gastrointestinal diseases is played by their early 
diagnosis, carried out, in particular, by conducting endoscopic 
examination. During endoscopy, an endoscope is inserted into 
the cavity of the human organ, which allows the mucous 
membrane and the internal structure of the digestive tract to be 
displayed on the screen, including using various operating 
modes, such as increasing the studied area of the mucous 
membrane, using a narrow spectrum of light, using various dyes, 
etc. 

Visually on endoscopic images, this pathology has its own 
distinctive features, which allows the doctor to attribute it to a 
benign or malignant formation. However, the specialist’s level 
of training, his physical and emotional state, as well as fatigue 
can have a significant impact on the quality of diagnosis and the 
likelihood of medical errors. 

Endoscopic research is central to the diagnosis of stomach 
cancer and colon cancer, and the use of additional endoscopic 
technologies increases the efficiency of precancerous pathology 
detection and early forms of cancer  
[6]. Today there are a number of studies on systems for 
automatic endoscopic images analysis. 

The article [7] presents a system for detecting gastric cancer 
in the early stages, based on a convolutional neural network. To 
test the network, authors used data collected after 68 endoscopic The reported study was funded by Russian Foundation for Basic 

Research (RFBR), project number 19-37-90153. 
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examinations of the stomach, 62 of which confirmed the 
presence of cancer. The accuracy of this network was 94.1%, 
and the average time for pathology detection was 1 second. 

The system of automatic classification of tumors on the 
stomach walls is described in [8]. It was based on a 
convolutional neural network. The weighted average accuracy 
reached 84.6% for classification into five categories. The 
average area under the curve (AUC) of the model for the 
differentiation of gastric cancer is 0.877, for the differentiation 
of neoplasms – 0.927. 

In [9], the authors proposed a solution for the polyps 
automatic detection on the gastric mucosa using a convolutional 
neural network. According to the results, this development 
operates in real time at a speed of 50 frames per second (FPS) 
and guarantees an average accuracy (mAP) from 88.5% to 
90.4%. 

The above analysis of the literature shows that the use of 
computer vision systems for the endoscopic images analysis 
gives good results today, according to numerous medical 
studies. Thus, the development of such systems is an urgent 
scientific and technical task. 

Despite the absence of a uniform standard for colonoscopy 
in the world it is possible to assess the quality of the procedure 
by observing a number of requirements by a specialist. So, the 
completeness of the examination is evidenced by bringing the 
endoscope to the patient’s cecum, where the colonoscopist 
performs photo fixation of appendiceal orifice [1]. 

Endoscopic analysis is subjective as the specialist needs to 
determine and fix points of interest independently. At the same 
time, due to structural features of the colon (large organ length, 
heterogeneity, gaps, the presence of several anatomical sections, 
folds), colonoscopy is considered a complex procedure even for 
professional endoscopists. These factors increase the risk of 
medical errors [1, 4]. 

A number of studies focus on the use of deep learning in 
colonoscopy. In paper [2] a classification system for video 
frames of a colonoscopy examination is presented, based on a 
convolutional neural network with binarized scales. The Dice 
coefficient for the proposed solution is 71.20%, and the accuracy 
exceeds 90%. The authors of [3] proposed a model based on 
deep learning, capable of differentiating adenomatous and 
hyperplastic colorectal polyps in real time. The detection 
accuracy of polyps was 94%, the sensitivity of identification by 
adenomas was 98%, the specificity was 83%. The convolutional 
neural network developed in [10] also copes with the task of 
detecting and classifying polyps. With its help, the accuracy of 
diagnostics carried out by specialists increases to 85.9%. In [11], 
the authors managed to achieve an accuracy of colon sections 
classification of about 90% through the use of a convolutional 
neural network with deeply trained hierarchical features. 

This article has the following structure. The second part 
describes the base of colon endoscopic images used to train and 
test the developed algorithm. The third part presents a solution 
for appendiceal orifice recognizing on colonoscopy images, 
which was based on the ResNet50 convolutional neural network 
architecture. The fourth part describes the training and testing of 
the algorithm, as well as the numerical values of the test results. 

II. COLONOSCOPY IMAGES DATABASE DESCRIPTION 

In this work a database compiled by specialists of the 
Yaroslavl Regional Oncology Hospital was used. Images were 
received during a colonoscopy by endoscopic photo fixing of 
different parts of the patients colons, including the appendiceal 
orifice. The database was represented by images with 
resolutions of 624x528 pixels and 640x480 pixels, obtained 
from the following endoscopic systems: endoscopic system 
OLYMPUS EXERA II, video gastroscope GIF 160Z; 
endoscopic system OLYMPUS LUCERA SPECTRUM, video 
gastroscope GIF 260Z; endoscopic system OLYMPUS EXERA 
III, video gastroscope GIF HQ290; endoscopic system 
PENTAX Medical EPK-i7010, video gastroscope EG-2990Zi.  

From an algorithmic point of view, the binary classification 
problem was solved, where the first class represented images of 
the colon mucosa, the second class - images with the 
appendiceal orifice (Fig. 1). 

Distinctive features of the appendiceal orifice are the 
following physiological signs: 

- a curved hole forming at least one quarter of a circle or oval 
with bounding folds; 

- a closed hole with two or more surrounding circular or 
almost round folds; 

- wide open hole without adjacent surrounding folds. 

The image database was collected from the results of 
colonoscopy procedure together with the doctors of the 
Yaroslavl Regional Oncology Hospital. At the moment, this 
image database consist of 2671 images. Among them 2294 is a 
negative class (without the appendiceal orifice), 377 positive 
(containing the appendiceal orifice). This base was randomly 
divided in the ratio of 80% to 20% into a training and validation 
set. Thus, the training base consists of 2136 images, of which 
311 are positive and 1825 are negative. The validation set 
consists of 535 images, including 66 positive images and 469 
negative ones. In addition, doctors manually collected a test data 
set of 104 images, of which 57 were positive and 47 were 
negative. This database contains complex cases - images of 
diverticula, which are visually similar to the orifice of the cecum 
of a diverticular type, various types of the orifice of the cecum 
images and images of pathologies. 

III. NEURAL NETWORK ARCHITECTURE  

The convolutional neural network ResNet50 was used for 
classification appendiceal orifice. This neural network was pre-
trained on an ImageNet dataset. The ResNet50 architecture 
showed a high result in modern problems of object detection and 
classification on digital and medical images, at the same time, 
the computational complexity of this architecture allows it to be 
used for processing a video stream in real time, which is 
important for developing a colonoscopy quality control system 
based on of this algorithm. The neural network architecture was 
modified by replacing the output layer with two fully connected 
layers with 1024 neurons. A dropout with a probability of 0.5 in 
fully connected layers was used for the regularization of the 
model during training. The output layer is binary classifier with 
sigmoid as function activation. Table 1 represented a structure 
of the trained neural network. 
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Fig. 1. Examples from the colonoscopy images database: a, b, c - colon mucosa; d, e, f - the appendiceal orifice. 
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TABLE 1. THE ARCHITECTURE OF THE USED RESNET50 NEURAL NETWORK 

Layer name 
Output_ 

size 
Layer/Block Layers Replay 

Conv1 112×112 7 × 7, 64, 𝑠𝑡𝑟𝑖𝑑𝑒 2 1 

MaxPool2D 56×56 3 × 3𝑝𝑜𝑜𝑙, 𝑠𝑡𝑟𝑖𝑑𝑒 2  1 

Conv2_x 56×56 
[1 × 1, 64 3 × 3, 64 1
× 1, 256 ] 

3 

Conv3_x 28×28 
[1 × 1, 128 3 × 3, 128 1
× 1, 512 ] 

4 

Conv4_x 14×14 
[1 × 1, 256 3 × 3, 256 1
× 1, 1024 ] 

6 

Conv5_x 7×7 
[1 × 1, 512 3 × 3, 512 1
× 1, 2048 ] 

3 

Gl_average_pool 1×1 𝑎𝑣𝑒𝑟𝑎𝑔𝑒 𝑝𝑜𝑜𝑙 𝑙𝑎𝑦𝑒𝑟 1 

FC1 1024 𝑓𝑢𝑙𝑙𝑦 𝑐𝑜𝑛𝑛𝑒𝑐𝑡𝑒𝑑 𝑙𝑎𝑦𝑒𝑟 1 

FC2 1024 𝑓𝑢𝑙𝑙𝑦 𝑐𝑜𝑛𝑛𝑒𝑐𝑡𝑒𝑑 𝑙𝑎𝑦𝑒𝑟 1 

Sigm 2 𝑠𝑖𝑔𝑚𝑜𝑖𝑑 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑙𝑎𝑦𝑒𝑟  

 

IV. NEURAL NETWORK TRAINING AND TESTING 

RESULTS 

For training network we used the training dataset contained 
2671 images described in detail in paragraph 2, and we used 
validation dataset for evaluate model at the end of each training 
epoch. During the training we used set of random transforms 
such as the horizontal flip, vertical flip, rotation in range 20 
degrees for data augmentation. 

For layers from the base part of the network, pre-trained on 
the ImageNet dataset weights were used for initial initialization. 
Additional layers was initialized by Xavier initializer. 

Since the classes are not balanced, for better convergence of 
the initial bias of the output layer was set as: 

bias = 𝑙𝑜𝑔  
_

_
 , 

also, for weighting the loss function, were added weight values 
for each class calculated by the formulas below: 

𝑤 _ =
𝑁

2 ∗ 𝑁 _

, 

𝑤 _ =
𝑁

2 ∗ 𝑁 _

 

where 𝑁  – number of total samples, 𝑁 _  – number of 
positive samples, 𝑁 _  – number of negative samples, 
𝑤 _  – weight for the negative class,  𝑤 _  – weight 
for the positive class. 

The neural network has been trained for 90 epochs. The 
Adam (adaptive amount estimation) with a learning rate of 0.001 
and decay of lr=1e-3 was used as the optimizer. The binary 
cross-entropy was used as the loss function. 

The ROC-curve was used to analyze the algorithm. In Fig. 2, 
the ROC-curve for the validation set of endoscopic images is 
presented. The best result on the validation set was AUC = 0.97. 
Additionally, the F1-score metric was used in the evaluation of 
the algorithm. The best value is F1-score = 0.85 in the validation 
dataset, when a threshold is th = 0.608 

Then the trained model was checked on a test set, described 
in detail in paragraph 2. In Fig. 3, the ROC-curve for the test set 
of endoscopic images is presented. In this case, the area under 
the curve is equal to AUC = 0.95. 

The F1-score for the test set was computed for threshold 
which was found on validation set th = 0.608 and equal 0.89. In 
the same time the greatest F1-score value for test set is equal 0.9 
with a threshold th = 0.462. The average analysis time of one 
image is 29 ms, which allows to process up to 40 images per 
second. Performance specs were obtained on an Nvidia GTX 
980Ti GPU, without optimizations or TensorRT acceleration. 
These results indicate that the model has a good generalizing 
ability. The research showed that the trained network had a high 
F1-score value on the test set. These results can be used in the 
development of a colonoscopy quality control system. 

 

 

Fig. 2. The ROC-curve for the validation set of colonoscopy images. 

 

Fig. 3. The ROC-curve for the test set of colonoscopy images. 
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V. CONCLUSION

The classification algorithm is proposed and tested for the 
appendiceal orifice in a caecum area. The convolutional neural 
network based on the ResNet50 architecture was trained and 
testing. 

The following results were obtained on a test dataset in the 
process of the study – AUC=0.95, F-score=0.89, when a 
threshold is th=0.608. This score is a high result for object 
classification task in the endoscopic images. The researchers 
plan to collect a more representative database of colonoscopy 
images collaboratively with specialists from the Yaroslavl 
regional cancer hospital to improve the performance and 
generalizing ability of the trained neural network. 

These results can be used in the development of a quality 
control system for conducting colonoscopy procedure. The 
introduction of such a system in medical practice will partially 
automate the analysis of video data. These will lead to a decrease 
in the number of subjective medical mistakes during 
colonoscopy. 
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Abstract— Filtration of dusty air obtained in the production 
process is today the most important and necessary task for any 
industrial enterprise. To maintain the efficiency of the filter 
elements, they are cleaned with compressed air (dedusting). The 
adaptive choice of the start and end points of time of filter purging 
determines the energy efficiency and productivity of the entire 
cleaning system. With a view to increase them, a multifunctional 
regeneration control device was developed. 

Keywords—filter, gas-cleaning plant, automatic control system, 
microcontroller, differential pressure sensor, adaptative control 

I. INTRODUCTION 

 Along with the transition to environmentally friendly 
energy resources in all industry branches, their optimal and 
efficient use, without losing the quality of the tasks performed, 
today occupies a leading position in the world among the issues 
studied by science [1]. In particular, with the existing and 
widespread method of filtering dust and gas flows using high 
pressure filters, there is a problem of cleaning them with 
inevitable contamination over time. Nowadays, filter dedusting 
control systems perform regeneration at constant time intervals. 
A method for determining these time intervals at the stage of 
pre-design work is proposed in [2]. The main goal of this work 
is to develop a model for adaptive control of the filter dedusting 
of a gas-cleaning plant based on the hydraulic resistance of the 
filter, as well as the development of a control system for the filter 
elements cleaning process, which provides adaptive time 
intervals definition and additional functionality for controlling 
third-party equipment, displaying and setting the values of the 
controlled parameter (including from a mobile device, for 
example, a smartphone or tablet PC), implementing M2M 
(Machine-to-machine) communication via a wireless protocol 
(Bluetooth 5.0, Thread or ZigBee). The combination of 
characteristics and versatility of the developed controller makes 
it possible to expand the scope of its application without 
significant design changes. 

II. FILTRATION PROCESS 

This section briefly describes the common operating phases 
of the gas-cleaning plant filtering element (filter sleeve). 

All work on separating particles from gas is divided into two 
phases (Fig. 1): Filtration of dust-loaded gases and cleaning of 
the filter sleeves. 

A. Filtration of dust-loaded gases 

The dust-containing gas is penetrating from the untreated gas 
chamber (Fig. 2 (2)) through the filter sleeves (Fig. 1 (1)). 

The dust particles settle on the surface of the filter sleeves 
and the cleaned gas escapes in an axial motion through the filter 
sleeves. To prevent the filter sleeves (Fig. 1 (1)) from getting 
pressed together, there is a sleeve cage inside. The diameter of 
the filter sleeve is a little bigger than that of the sleeve cage so 
that the filter sleeve lies in the form of a garland around the 
lengthways rods of the sleeve cage in normal operation. The 
cleaned air escapes at the top end of the filter sleeve and is 
collected in the clean gas chamber (Fig. 2 (3)). From there the 
cleaned air passes to the fan at the filter outlet (Fig. 2(8)). 

 This phase is common to this kind of separator and cannot 
be changed. 

B. Cleaning of the filter sleeves 

In the second phase (Fig. 1b) the filter bags are cleaned 
using a purge air counterblast of 5 bar from the purge air nozzle, 
which is directly built into the purge air tank. The time interval 
of the purge air blast is set on the filter control. The purge air 
blasts are made continuously. Each filter sleeve is individually 
dedusted. 

The filter sleeve (Fig. 1(1)) is inflated abruptly and the layer 
of filter dust that sticks on the outside is broken up and thrown 
off. The dust falls down into the silo or into the outlet cone (total 
separator or aspiration cone). 

There are several different filter dedusting approaches, for 
instance, mechanical cleaning, which assumes that filter bags 

 

(a) (b) 

Fig. 1. Filter sleeve operating phases (1): (a) Filtration of 
dust-loaded gases; (b) Cleaning of the filter sleeve 
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are stressed through shaking during the cleaning operation. 
However, the shown method with periodic reversal of the flow 

direction (reverse flow filter) is a much gentler [3]. The filter 
system here features several separate chambers which are 
cleaned individually. 

So, for example, similar gas cleaning plants are used in feed 
mills, where air, which is polluted at all stages of production 
with fine- or coarse-dispersed dust in aerosol form is filtered. 
As a rule, the filter sleeves of the treatment plant are made of 
polyester. 

At present, the dedusting periods and the intervals between 
them in the treatment plants are constant, i.e. according to time-
relay actuation and are not adaptive. Of interest is an approach 
that provides for cleaning the filter sleeves when a critical 
pressure difference between the chambers of the cleaned and 
untreated (dusty) gas is reached, which allows the control 
system to adaptively define the dedusting time intervals and 
thereby increase the efficiency and reduce the energy 
consumption of the gas cleaning plant. 

III. MATHEMATICAL CONDITIONS FOR ADAPTATION OF 

FILTER DEDUSTING PARAMETERS 

To achieve the maximum efficiency of the filtration process, 
it is necessary to determine the values of the hydraulic resistance 
of the filter element at which the dedusting process starts and 
stops. 

In this case, the first phase of the filtration process will be 
performed when the value of the filter hydraulic resistance 
changes in the range [ΔPmin, ΔPmax]. 

Since a porous filter partition, in the general case, can be 
represented as consisting of two layers [4]: the primary, which 
is a porous partition proper with dust particles deposited on the 
walls of the pore channels and the secondary is a layer of trapped 
particles accumulated on the frontal surface of the filter, the total 
hydraulic resistance can be represented as (1). ∆ ∆ ∆ , (1) 

ΔP1 and ΔP1 here are hydraulic resistance of the primary and 
secondary filter layers, respectively.  

Determining the value of ΔPmin it is necessary to take (2) into 
account. lim∆ →∆ ∑ , (2) 

HΣ denotes total filter element thickness, H1 – thickness of 
the filtering partition primary layer. 

Condition (2) illustrates that ideally, when total hydraulic 
resistance (differential pressure) of the whole filter surface tends 
to the resistance of the primary filter layer, we are losing the 
secondary layer. Thus, total filtration element thickness tends to 
the thickness of the primary layer. 

Consequently, taking into account (2), as well as the data [4], 
we can assume that: ∆ ∆ . (3) 

If condition (3) is met, then, accordingly, the presence of a 
minimum amount of dust in the secondary layer is excluded, 
which will provide a higher filtration quality together with a 
limitation of energy consumption for filter dedusting by 
reducing the second sleeve operating phase duration. Also, when 
calculating, it is necessary to maximize the filtration rate 
included in its composition (4) to ensure the maximum 
performance of the gas-cleaning plant. 

Based on [4]: ∆ , (4) 

B – dust layer resistance coefficient (m/kg),  μ – dynamic gas 
viscosity coefficient (Pa*s), Z – dust content of the gas in front 
of the filter under operating conditions (kg/m3), ω – filtering 
speed (m/s), t – time counted from the start of filter operation 
(s). 

The value of B in (4) is determined empirically only. 

 

Fig. 2. High pressure filter: (1) Purge air nozzle; (2) 
Untreated gas chamber; (3) Clean gas chamber; (4) Filter 
sleeves; (5) Purge air tank; (6) Aspiration inlet; (7) Dust 
discharge gate; (8) Clean gas outlet 
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When calculating the value of the upper limit of the 
differential pressure, it is noteworthy that its value should be as 
high as possible, since this will increase the periods between 
dedusting cycles and reduce energy costs accordingly. In this 
case, the filtering element must provide the required filtering 
rate (5), thereby ensuring the purification of the entire volume 
of gas to be purified. ≥ , (5) 

ωf denotes filtering speed (m/s), ωfn – required filtering rate 
(m/s). 

From the above it is clear that it is impossible to find the 
universal values of ΔPmin and ΔPmax. Their values depend on the 
nature of the filtered gas pollution (type of dust), the porous 
partition material and the required filtration rate. Therefore, the 
differential pressure values for dedusting should be calculated 
for a particular gas-cleaning plant when applying in a specific 
production. 

IV. CONTROL SYSTEM 

This section briefly describes the developed universal high-
pressure filter dedusting control device. 

Based on the above, an adaptive microcontroller control 
system with a relay control law has been developed to solve the 
problem. The block diagram of the system is shown in Fig. 3. 

Among the functional requirements put forward to the 
system that is being developed, the following can be 
distinguished: 

1) Sensors: In order to determine the current value of the 
differential pressure between the chambers of clean and 
untreated gas, it is necessary to use a differential pressure 
sensor.  

2) Inputs and outputs: The control functions of this system 
are implemented through discrete outputs in the amount of 4 
pieces. To support additional functionality in tasks of control 
and monitoring of third-party equipment, it is also necessary to 
provide 4 dry contact inputs, 1 analog input and 1 analog 
output. The voltage at the analog I/O should vary between 0-
10 VDC. For digital inputs and outputs, the voltage can be 
either 0 VDC or 24 VDC. 

3) Interfaces: It is necessary to realize three types of 
interfaces: human-machine (to set the controlled parameters 
and display the required information), wired (to implement the 
possibility of connecting this system to existing communication 
channels at the enterprise) and wireless (used to display 
information and change the values of the controlled parameter 

on the connected smartphone or tablet PC, as well as to enable 
the implementation of a mesh-network of similar devices in the 
enterprise, together with the microcontroller software update 
over the air). 

4) Information displaying: A touch-sensitive color LCD-
display must be used as an indication device. Such a display 
will make possible an intuitive user interface realization and 
ensure the information readability. 

5) Supply voltage: 24 VDC. 
6) Additional requirements: In order to guarantee safe and 

interference-free operation of the device, it is necessary to 
ensure complete galvanic isolation of all its inputs and outputs 
(including power lines) from internal systems (e.g. 
microcontroller, sensor, display). Also, to ensure the high-
quality operation of the filter dedusting system under conditions 
of periodic power outages, it is important to provide the 
microcontroller dedicated periphery with uninterruptible power 
supply for up to several days. The system must guarantee the 
availability of a real time clock with a calendar to save some 
statistics of its own functioning. 

The block diagram (Fig. 4) shows the main elements of the 
developed control system. We will briefly describe them below:  

a) Photocouplers are used to isolate discrete inputs of a 
device and a microcontroller. They also implement galvanic 
isolation and matching of signal levels at the input of the device 
and the microcontroller. 

 

Fig. 3. Automatic control system block diagram 

Fig. 4. Control device block diagram 
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b) Solid-state relays act in the same way as photocouplers 
except that they implement discrete outputs. The use of solid-
state relays is due to the low power of the loads that need to be 
controlled, as well as the greater wear resistance of such relays 
because of the absence of mechanical contact inside of them. 

c) Analog input and output isolation circuits required for 
galvanic isolation and matching of the input and output analog 
signal levels. 

d) RS-485 interface integrated circuit acts as an interface 
converter (from RS-485 to UART), and also implements opto-
isolation of signals. 

e) DAC (Digital to analog converter) is used as a separate 
integrated circuit since the selected microcontroller does not 
have a built-in digital-to-analog converter. 

f) Microcontroller selected from the point of view of the 
maximum coverage of all the device functionality necessary for 
the implementation of its own capabilities. This approach 
reduces costs on the outer periphery. The selected STM32WB 
series IC represents the latest line of microcontrollers from ST 
Microelectronics, the main feature of which is the presence of 
a separate ARM Cortex M0+ core specifically to operate with 
the network protocol. 

g) Display module for displaying information and entering 
the control system reference parameters. 

h) Differential pressure sensor with a pressure measuring 
range from -2 kPa to 2kPa. 

i) 2.4GHz antenna is realized on the PCB according to the 
microcontroller manufacturer requirements. 

So as to meet all additional requirements to the current 
system, the power line was equipped with the supercapacitor, 
which is used to power the RTC (real-time clock) and some 
backup registers of the microcontroller. The registers applied to 
keep statistics and the system’s current state in case of power 
outage. The use of a supercapacitor instead of a battery avoids 
problems with its replacement in the future, which increases the 
reliability of the developed device. 

The appearance of the developed device is shown in the 
fig. 5. 

The algorithm for adaptive control of the gas cleaning plant 
filter dedusting process can be represented as follows: 

1) Check backup register dedusting bit: if 1 then go to step 
7; 

2) Get the actual differential pressure (ΔP) value from the 
sensor; 

3) Send ΔP value to the display module via UART; 
4) Compare the actual ΔP value to the preset boundaries 

ΔPmin and ΔPmax, ΔPmin_alarm and ΔPmax_alarm: here ΔPmin_alarm and 
ΔPmax_alarm are the parameters denoting the minimum and 
maximum hydraulic pressure values, which are used to inform 
the operator about an emergency situation (e.g. filter sleeve is 
torn hence no hydraulic pressure at all); 

5) If ΔP exceeds ΔPmax then go to step 6, otherwise go to 
step  8; 

6) Set a bit to the backup registers with a timestamp: this 
action is done so as to continue an unfinished dedusting 
process, which could be interrupted by the power outage; 

7) While ΔP exceeds ΔPmin and at least one discrete input is 
activated (24VDC on input), set one discrete output to high 
level; 

8) Check for the command or data from the dispalay 
module via UART: when user sets the new ΔP boundaries, new 
date/time or sensor calibration command, the display module 
sends it together with the serial interface; 

9) If new data arrived, overwrite non-volatile memory 
values: ΔP boundaries, date and time are stored in non-volatile 
microcontroller memory (EEPROM); 

10) Go to step 2. 

 

(a) 

 

(b) 

 

(c) 

Fig. 5. Control device photos: (a) Top view; (b) Bottom 
view; (c) Top view with the display module installed
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It should be noted that the algorithm represented above does 
not fully reflect the functioning of the system, because, along 
with the interrupts mechanisms or direct memory access, the 
real-time operating system (FreeRTOS) is used. It introduces 
some multitasking to the whole system, that leads to the 
simplified scalability and better device response. 

V. CONCLUSIONS 

Thus, in the filtration control process (dedusting), the 
system allows to adaptively determine the time intervals 
between regenerations and purge pulses in real time based on 
information about the pressure at the filter inlet and outlet. Pilot 
studies are planned to determine the efficiency of the 

regeneration system in terms of filter throughput and energy 
consumption for the filtration process. 
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Abstract—The article is devoted to the analysis of methods 
for solving systems of multivalued logical equations by iteration 
methods. Iterative methods for solving such systems of 
equations are a mathematical description of the main process of 
functional-logical simulation, which is used at the design stage 
of digital systems to check the correctness of the design. 
Consideration of multivalued (finite-valued) values of logical 
signals at the outputs of blocks and elements of digital systems 
is explained by the fact that in a number of cases, to analyze the 
correctness of time relationships when simulating of digital 
system hardware, several-valued representations of binary 
logical signals are used, as well as those that recently, the 
development of logical elements that implement four or more 
significant logic is underway. Based on the analysis of the 
structure of the system of logical equations used in digital 
equipment simulation, using graph and logical models, an 
analysis of the existence of solutions and their number is carried 
out. Iterative methods of simple and generalized iteration are 
analyzed, the relationship between the number of solutions to a 
system of equations and its graph representation, reflecting a 
given connection scheme of elements of a digital system 
hardware, is shown. For the generalized iteration method, 
variants with different structures of the iteration trace are 
considered, in particular, it is shown that with a certain 
structure of the iteration trace, the generalized iteration turns 
into a simple iteration or Seidel iteration. It is shown that the 
generalized iteration most adequately describes the process of 
simulating the switching of logical signals in digital system 
hardware. The correspondence between various variants of 
functional-logical simulation of digital systems and the used 
method of iterative solution of systems of logical equations is 
shown. 

Keywords—functional-logical simulation of design, digital 
systems, multivalued logical equations, methods of simple and 
generalized iteration 

I. INTRODUCTION 
When designing digital object management systems, 

functional-logical modeling at the level of connecting blocks 
and circuit elements of hardware is necessary to verify the 
correctness of the design. To verify the correct functioning of 
the developing control system, simulation of changes in 
logical signals is carried out both at the output of the entire 
control system and at the nodes of the connection of blocks 
and elements of the hardware of the digital system. Moreover, 
for each change in the input signals, it is necessary to 
determine new logical values of the signals in the nodes of 
the circuit [1-3], that is, to implement a solution of a system 
of multi-valued (having course significant) logical equations. 
The ambiguity of logical variables is due to the presence, in 
addition to states 0 and 1, of a high impedance (disabled) state 
on the lines and buses of digital blocks, the representation of 

signals on the buses as a single multi-valued signal [4, 5], and 
also the representation of the process of switching signal 
values in the form of several significant logical signals, which 
used in modeling to verify time diagrams [6]. In addition, 
digital blocks are currently being developed that use a four-
digit representation of logical signals, as well as logical 
signals of a different significance [7-10]. 

The specific form of the system of equations, as well as 
the fact that models of blocks of digital systems are defined 
not analytically, but in the form of subprograms, determine 
the use of iterative methods for solving equations. The aim of 
this work is to study the system of multivalued (finite-valued) 
logical equations from the point of view of the existence of 
roots and their determination by iterative methods as applied 
to the methods used for functional-logical modeling of digital 
systems at the design stage. 

II. CONDITIONS FOR THE EXISTENCE OF SOLUTIONS AND 
THEIR NUMBER 

Consider the system: 

𝑥! = 𝑓!(𝑥",…,𝑥%, 𝑥%&",…,𝑥%&'),                               (1) 
where 𝑥! , 𝑖 = 1,… , 𝑛 + 𝑙 are logical variables with the set of  
variable values  |𝐙!|; 
𝑥! , 𝑖 = 𝑛 + 1,… , 𝑛 + 𝑙 - input variables; 
𝑓!, i = 1,…,n - logical functions with the set of values |𝐙!|; 
𝐙!- a finite set of values of the i-th variable and function, 
moreover, for each 𝑥! , 𝑖 = 1,… , 𝑛  in system (1) there is only 
one equation. 

Along with system (1), we will consider its representation 
in the form of a directed graph 𝐺(𝐕, 𝐄) , 𝐕 = 𝐕( ∪ 𝐕!% , 
where each vertex 𝑣, 𝑣 ∈ 𝐕 is isomorphic to the variable xi, 
i=1,…,n (the set 𝐕() or the input variable xi, i=n+1,…,n+l 
(the set 𝐕!%). The oriented edge 𝑒!) is directed from 𝑣! to 𝑣), 
if 𝑥!  is the argument of 𝑓! . Fig. 1 illustrates the connection 
diagram of the logic elements of binary logic and the 
corresponding graph. 

For fixed values of the input variables 𝑥%&",…,𝑥%&' system 
(1) has the form: 

𝑥! = ℎ!7𝑥",…,𝑥%8, 𝑖 = 1,… , 𝑛.                             (2) 

If we consider a special case of two-valued logic, then a 
solution (𝑥"( , … , 𝑥%( ) of (2) exists if, for all functions in (2), 
the values ℎ!(𝑥"( , … , 𝑥%( ) are defined, that is, they are either 
zero or one. We formulate the conditions for the existence of 
a solution for (2) in the more general case of the finite-
valuedness of variables. 
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a) 

 
b) 

Fig. 1. Logical element network (a) and its representation as an oriented 
graph (b) 

For a finite-valued logical function ℎ!7𝑥",…,𝑥%8 with a set 
of values 𝐙! = {𝑧", … , 𝑧*!}  we introduce the Boolean 
function: 

𝑒𝑞7ℎ;	𝑥",…,𝑥%, 𝑧8 = ?
1	if	ℎ7𝑥",…,𝑥%8 = 𝑧,
0	if	ℎ7𝑥",…,𝑥%8 ≠ 𝑧.

 

Theorem 1. For the existence of a solution 𝑥" =
𝑥"( , … , 𝑥% = 𝑥%(  of the system of finite-valued logical 
equations (2) it is necessary and sufficient that 

⋂ (⋃ 𝑒𝑞(ℎ!; 	𝑥"(
*!
)+" , … , 𝑥%(%

!+" , 𝑧)!))=1,              (3) 

where {𝑧"! , … , 𝑧)! , … , 𝑧*!
! } is the set 𝐙!  of the values of the 

function ℎ!. 
The number of solutions to system (2) is equal to the 

number of different sets (𝑥"( , … , 𝑥%( ), for which condition (3) 
is satisfied. 

Evidence. For the truth of the i-th term of conjunction (3) 
for 𝑥"( , … , 𝑥%(  it is necessary that 𝑒𝑞(ℎ!; 	𝑥"( , … , 𝑥%( , 𝑥!() =1. 
Moreover, 𝑥!(  can take one of the values of the set 
{𝑧"! , … , 𝑧)! , … , 𝑧*!

! }. If 𝑥!( is equal to one of the values from the 
set {𝑧"! , … , 𝑧)! , … , 𝑧*!

! }, then the disjunction from (3) is true. 

For the truth of the conjunction, it is necessary that all 
members of the conjunction are true, that is, it is necessary 
that 

⋂ (⋃ 𝑒𝑞(ℎ!; 	𝑥"(
*!
)+" , … , 𝑥%(%

!+" , 𝑧)!))=1.                   (4) 

Therefore, condition (3) is necessary for the existence of 
solution (2). 

Suppose that condition (3) holds on some set 𝑥"( , … , 𝑥%( . 
Since the conjunction of logical expressions is true if each of 

them is true, then condition (4) holds for each equation in (2). 
Therefore, there exists 𝑧)! such that 𝑥!(=𝑧)!, that is, one of the 
terms on the left-hand side of equality (4) is 
𝑒𝑞(ℎ!; 𝑥"( , … , 𝑥%( , 𝑥!(), and the latter expression is equal to one. 
Then, for 𝑥" = 𝑥"( , … , 𝑥% = 𝑥%(  the i-th equation (2) turns into 
an identity. The sufficiency of condition (3) is proved. 

Due to the sufficiency of condition (3), the number of 
solutions to system (2) is equal to the number of different sets 
𝑥"( , … , 𝑥%(  for which condition (3) is satisfied. 

The theorem is proved. 

Сorollary to theorem. If the functions ℎ", ℎ,, … , ℎ% in (2) 
can be ordered so that each subsequent function depends only 
on the values of the previous ones, that is, in the form: 

ℎ!" , ℎ!#7𝑥!"8, ℎ!$7𝑥!" , 𝑥!#8, … , ℎ!%(𝑥!" , 𝑥!# , … , 𝑥!%&")    (5) 

then (2) has a unique solution. 

Indeed, by virtue of Theorem 1, for this it is necessary to 
have a unique set 𝑥!"

( , … , 𝑥!%
( , such that 

(⋃ 𝑒𝑞(ℎ!"; 𝑧)
")) ∙ … ∙ (*"

)+" ⋃ 𝑒𝑞(ℎ!'; 𝑥"
( , … , 𝑥!'&"

( , 𝑧)')) ∙ … ∙
*'
)+"

(⋃ 𝑒𝑞(ℎ!%; 𝑥"
( , … , 𝑥%-"( , 𝑧)%))

*%
)+" = 1. 

Due to the fact that the conjunction of an expression is 
equal to one if all expressions are equal to one, the validity of 
the corollary is equivalent to the fact that there is a single set 
𝑥!"
( , … , 𝑥!%

(  such that 

⋃ 𝑒𝑞7ℎ!"; 𝑧)
"8 = 1;*"

)+" … ;⋃ 𝑒𝑞7ℎ!'; 𝑥!"
( , … , 𝑥!'&"

( , 𝑧)'8 =
*'
)+"

1;… ;      ⋃ 𝑒𝑞(ℎ!%;
*%
)+" 𝑥!"

( , … , 𝑥!%&"
( , 𝑧)%) = 1.        (6) 

For fixed values of the input variables, the function ℎ!" is 
a constant. Therefore, there is also a single value 𝑧)" , for 
which ℎ!" = 𝑧)", that is, 𝑒𝑞7ℎ!"; 𝑧)

"8 = 1. 

Let's take 𝑥!"
( =𝑧)". 

Consider the l-th equality from (6). Let the only set 
𝑥!"
( , … , 𝑥!'&"

(   be defined from the previous equalities (from 
the first to the (l-1) -th). The function ℎ!' on this set has some 
definite value, that is, a single value 𝑧)' is defined such that 
𝑒𝑞(ℎ!'; 𝑥!"

( , … , 𝑥!'&"
( , 𝑧)') = 1. Let's take 𝑥'( = 𝑧)'. Continuing 

similar reasoning for the remaining 𝑥!'("
( , … , 𝑥!%

( , we obtain a 
single set 𝑥!"

( , … , 𝑥!%
( . 

The corollary is proved. 

The system of logical equations, which can be ordered in 
the form (5), corresponds to a structured directed graph 
without cycles. In this case, the elements of the logical 
network are rankable, and by successive substitution of 
expressions for 𝑓)  instead of all 𝑥)  in 𝑓!(𝑥", … , 𝑥) , … , 𝑥!-"), 
all logical variables (1) can be expressed through input 
variables: 

𝑥! = 𝑝!(𝑥%&", … , 𝑥%&'), 𝑖 = 1,… , 𝑛, 
where 𝑝!  are everywhere defined multivalued logical 
functions. 

Consider the question of the number of solutions to 
system (2) depending on the structure of the graph 𝐺(𝐕, 𝐄). 
The graph 𝐺((𝐕(, 𝐄() is obtained from the graph 𝐺(𝐕, 𝐄) by 
removing the vertices of the set 𝐕!% and the edges outgoing 
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from them (vertices IX, X, XI, edges IX, I; X, I; XI, III, 
Fig.1b). System (2) can have a number of solutions different 
from one only if the graph 𝐺((𝐕(, 𝐄() has cycles. The acyclic 
part of the graph 𝐺((𝐕(, 𝐄(), representing the connection of 
the cyclic part with the input variables (vertices I, II, edges I, 
II; II, VI; II, VIII; I, IV, Fig.1b), corresponds to variables 
whose values are uniquely determined by the state of the 
input variables. The output acyclic part of the graph 
𝐺((𝐕(, 𝐄() (vertices VII, VIII, edges V, VIII; IV, VII, Fig.1b) 
represents variables whose states are uniquely determined by 
the states of the network inputs (possibly through the states 
of the variables the input acyclic part) and the states of the 
variables of the cyclic part. The states of the variables of the 
output acyclic part are always defined and do not affect the 
solution of system (2). We remove from the graph 𝐺((𝐕(, 𝐄() 
the input and output acyclic parts and obtain the graph 
𝐺(((𝐕((, 𝐄(() (Fig.2a). 

               
                         a)                         b) 

Fig. 2. Cycle part 𝐺!!(𝐕!!, 𝐄!!) of graph  𝐺!(𝐕!, 𝐄!) (a) and vertex set 𝐕𝒄 =
{III, V} dividing onto input and output vertex ones (b)  

Let us find in 𝐺(((𝐕((, 𝐄(() such a set of vertices 𝐕𝒄, that 
after removing the edges outgoing from these vertices, the 
graph does not contain cycles, and ∏ |𝐙/|/∈𝐕)  is minimal. We 
transform each vertex 𝜐, 𝜐 ∈ 𝐕2  into two unconnected 
vertices 𝑣" and 𝑣, in such a way that all the edges entering 
into 𝜐 enter the vertex 𝑣", and all the edges leaving the vertex 
𝜐 are output of the vertex 𝑣,. Then, for given values of the 
input variables, we can express the variables 𝑥2"" , … , 𝑥2*"  
corresponding to the vertices 𝑣"  of the set 𝐕2 , in the form 
𝑥2!" = 𝑞!(𝑥2", , … , 𝑥2*, ), 𝑖 = 1,… , 𝑘 . Since the variables 𝑥2)"  
and 𝑥2),  are identical, the solution to system (2) can be 
replaced by a solution to the system 

𝑥! = 𝑞!(𝑥", … , 𝑥*); 𝑖 = 1,… , 𝑘; {𝑣", … , 𝑣*} = 𝐕2.        (7)                    

The number of solutions to system (7), and hence to 
system (2), cannot exceed ∏ |𝐙/|/∈𝐕) . Thus, it is proved 

Theorem 2. A solution to system (2) is equivalent to a 
solution to system (7), and the number of solutions to system 
(2) does not exceed ∏ |𝐙/|/∈𝐕) . 

Let in the example (Fig. 1) the system of equations has 
the form: 

⎩
⎪
⎪
⎨

⎪
⎪
⎧

𝑥" = 𝑥3 ∙ 𝑥"4
𝑥, = 𝑥"

𝑥5 = 𝑥6 ∙ 𝑥""PPPPPPPPP
𝑥6 = 𝑥" ∙ 𝑥5 ∙ 𝑥7PPPPPPPPPPPPP
𝑥7 = 𝑥6 ∙ 𝑥8PPPPPPPP
𝑥8 = 𝑥, + 𝑥7

𝑥9 = 𝑥6 ∙ 𝑥8 + 𝑥6PPP ∙ 𝑥8PPP
𝑥: = 𝑥,PPP ∙ 𝑥7 + 𝑥, ∙ 𝑥7PPP

, 

and 𝐙" = 𝐙, = 𝐙5 = 𝐙6 = 𝐙7 = 𝐙8 = 𝐙9 = 𝐙: = 𝐙3 =
𝐙"4 = 𝐙"" = {0,1}. 

For 𝑥3=1, 𝑥"4=1, 𝑥""=1  x_9 = 1, x_10 = 1, x_11 = 1, the 
system will have the form: 

⎩
⎪⎪
⎪
⎨

⎪⎪
⎪
⎧

𝑥" = 1
𝑥, = 𝑥"
𝑥5 = 𝑥6

𝑥6 = 𝑥" ∙ 𝑥5 ∙ 𝑥7
𝑥7 = 𝑥6 ∙ 𝑥8
𝑥8 = 𝑥, + 𝑥7

𝑥9 = 𝑥6 ∙ 𝑥8 + 𝑥6 ∙ 𝑥8
𝑥: = 𝑥, ∙ 𝑥7 + 𝑥, ∙ 𝑥7

                        (8) 

After determining 𝑥"=1, 𝑥,=0 and taking into account 
their values in the equations for 𝑥6 , 𝑥8 , 𝑥:  (removing the 
input acyclic part of the graph 𝐺((𝐕(, 𝐄()) we get: 

⎩
⎪
⎨

⎪
⎧ 𝑥5 = 𝑥6

𝑥6 = 𝑥5 ∙ 𝑥7
𝑥7 = 𝑥6 ∙ 𝑥8
𝑥8 = 𝑥7

𝑥9 = 𝑥6 ∙ 𝑥8 + 𝑥6 ∙ 𝑥8
𝑥: = 𝑥7

. 

The values of the variables 𝑥9, 𝑥: are determined by the 
values of  𝑥6, 𝑥7, 𝑥8, that is, the values of the variables of the 
cyclic part, and do not affect the solution of the resulting 
system of equations. In this regard, we will consider the 
solution of the system: 

⎩
⎨

⎧
𝑥5 = 𝑥6

𝑥6 = 𝑥5 ∙ 𝑥7
𝑥7 = 𝑥6 ∙ 𝑥8
𝑥8 = 𝑥7

  , 

which corresponds to the graph 𝐺(((𝐕((, 𝐄(() (Fig.2a). Taking 
𝐕2 = {III, V}, we get 

Q
𝑥5 = 𝑥5 ∙ 𝑥7
𝑥7 = 𝑥7  .  

This system of equations has three solutions: 

R𝑥5 = 0
𝑥7 = 0	;	R

𝑥5 = 0
𝑥7 = 1	;	R

𝑥5 = 1
𝑥7 = 1	. 

Accordingly, system (8) also has three solutions: 

⎩
⎪
⎪
⎨

⎪
⎪
⎧
𝑥" = 1
𝑥, = 0
𝑥5 = 0
𝑥6 = 1
𝑥7 = 0
𝑥8 = 1
𝑥9 = 1
𝑥: = 0

	;	

⎩
⎪
⎪
⎨

⎪
⎪
⎧
𝑥" = 1
𝑥, = 0
𝑥5 = 0
𝑥6 = 1
𝑥7 = 1
𝑥8 = 0
𝑥9 = 0
𝑥: = 1

	;		

⎩
⎪
⎪
⎨

⎪
⎪
⎧
𝑥" = 1
𝑥, = 0
𝑥5 = 1
𝑥6 = 0
𝑥7 = 1
𝑥8 = 0
𝑥9 = 1
𝑥: = 1

	, 

which can be verified by substituting the given values in (8). 

The solution of systems of logical equations can be 
carried out in various ways. However, the specific form of 
equations, as well as the fact that when simulating digital 
systems, block models are set not analytically, but in the form 
of software modules calculating the values of the function  
𝑓", … , 𝑓%  from the given values of the arguments 𝑥", … , 𝑥% , 
cause the use of iterative methods of solving [3]. 
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III. SOLVING A SYSTEM OF EQUATIONS BY SIMPLE ITERATION  
When solving system (2) by the simple iteration method, 

the following formulas are used: 

S
𝑥"
()) = ℎ"(𝑥"

()-"), … , 𝑥%
()-")

⋮
𝑥%
()) = ℎ%(𝑥"

()-"), … , 𝑥%
()-"))

	; j=1,2,…;          (9) 

𝑥"
(4), … , 𝑥%

(4) - initial approximation. 

System (9) is a unary operation π [14] defined on the set 
of states 𝐖 = {(𝑧)"

" , … , 𝑧)%
% )V𝑧)"

" ∈ 𝐙", … , 𝑧)%
% ∈ 𝐙%} . The 

graph 𝐻(𝐖,𝐐) can serve as an iteration model. Operation π 
defines a set of oriented edges 𝐐 in such a way that the graph 
has an edge 𝑞(𝑤* , 𝑤'), if 𝜋(𝑤*) = 𝑤', where 𝑤* and 𝑤' are 
vertex labels. The graph under consideration has exactly one 
edge coming out of each vertex. If r is a solution to system (2), 
then π (r) = r, and the vertex labeled r has a loop. Conversely, 
if a vertex labeled r has a loop, then r is the solution to system 
(2). 

The set of collections of functions ℎ", … , ℎ% in system (2) 
is isomorphic to the set of graphs 𝐻(𝐖,𝐐)  with ∏ |𝐙!|%

!+"  
vertices, each of which is incident to exactly one outgoing 
edge. In this regard, the study of the solution to system (2) can 
be replaced by the study of the properties of graphs of the 
indicated form. 

A graph 𝐻(𝐖,𝐐)  consists of one or more connected 
components. In fig. 3 shows an example of such a graph for 
the case of two-valued logic. 

 
Fig. 3. Graph 𝐻(𝐖,𝐐)  for simple iteration 

Each connected component has a cycle reachable from all 
vertices of the component. If the cycle is a loop, then the 
component contains the solution; if the cycle is not a loop, then 
the connected component does not contain a solution. The 
iteration converges if the initial approximation  belongs to a 
connected component that has a loop. So, when choosing an 
initial approximation of 101 or 110 (Fig. 3), the iteration 
converges to the root 111, and when the initial approximation 
011 is chosen, to the root 100. In the case of the initial 
approximations 000 or 001, the iteration does not converge. 
For the iterations to converge for any initial approximation, it 
is necessary that each connected component of the graph 
𝐻(𝐖,𝐐) has a vertex with a loop. 

Consider the set of operations 𝜋P = {𝜋, 𝜋,, 𝜋5, … } , 
performed on the elements of the set W for one, two, etc. 
iterations. The operation 𝜋,  is a transformation 𝑥! =

ℎ!7ℎ"(𝑥", … , 𝑥%), … , ℎ%(𝑥", … , 𝑥%)8; 	𝑖 = 1,… , 𝑛 . The 
operation 𝜋5 is a transformation 

𝑥! = ℎ!7ℎ"(ℎ"(𝑥", … , 𝑥%), … , ℎ%(𝑥", … , 𝑥%)8, …, 

ℎ%7ℎ"(ℎ"(𝑥", … , 𝑥%), … , ℎ%(𝑥", … , 𝑥%)8;  
	𝑖 = 1,… , 𝑛. 

Thus, the cyclic semigroup 𝔅 =< 𝜋P,∙>  is defined, the 
generating element of which is π. Since the number of logical 
functions of n finite-valued variables is finite, the pair of 
indicators < 𝑙", 𝑙, > of the semigroup 𝔅 is such that 𝑙, > 1, 
that is, 𝜋'# = 𝜋'", where 𝑙" < 𝑙,.  

If each connected component 𝐻)(𝐖) , 𝐐))  of the graph 
𝐻(𝐖,𝐐)  has a vertex with a loop, that is, the iteration 
converges for any initial approximation, then 𝜋' = 𝜋'&" =
𝜋'&, =. ..	 . That is, starting from 𝜋' , all elements of the 
semigroup 𝔅 coincide, where l is the length of the maximal 
chain in the graph 𝐻(𝐖,𝐐), and 𝜋'(𝑤) = 𝑟), where w is any 
vertex belonging to 𝐻)(𝐖) , 𝐐)) , and 𝑟)  is the root of the 
component 𝐻) . If the graph 𝐻(𝐖,𝐐)  has one connected 
component, then 𝜋'(𝑤) = 𝑟  for 𝑤 ∈ 𝐖 , and r is the only 
solution to system (2). Thus proved 

Theorem 3. If in the cyclic semigroup 𝔅 defined by (9) 
𝜋'&" = 𝜋' , then the iteration always converges and the 
mapping 𝜋'  gives a solution depending on the initial 
approximation. If there is only one solution, then 𝜋' = r, where 
r is the solution to (2). The value l is the length of the maximal 
chain without loops in the graph 𝐻(𝐖,𝐐). 

Example. Let a mapping π is given by the system of 
Boolean equations 

R𝑥" = 𝑥"PPP ∙ 𝑥,PPP + 𝑥" ∙ 𝑥,
𝑥, = 𝑥,PPP + 𝑥"PPP ∙ 𝑥,

.                       (10) 

Then 𝜋, = _
𝑥" ∙ 𝑥,

𝑥, + 𝑥" ∙ 𝑥,` ;	𝜋
5 = _01`. So, the solution to 

system (10) is 𝑥" = 0, 𝑥, = 1, the iteration converges for any 
initial approximation, the length of the maximal chain without 
loops in the graph 𝐻(𝐖,𝐐) (Fig. 4) is three. 

 
Fig. 4. Graph 𝐻(𝐖,𝐐) for (10)  
  When solving the system of equations (2) by the simple 
iteration method, it is efficient to use the event-driven 
simulation algorithm. In this case, at each iteration, only those 
variables are recalculated, among whose arguments there are 
those that have changed their value. 

IV. SOLVING A SYSTEM OF EQUATIONS BY THE GENERALIZED 
ITERATION METHOD  

The iterative solution of system (2) in the general case can 
be carried out according to the following algorithm: 

- take the initial approximation of the values of the 
variables for the current values; 
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- for the current values of the variables, calculate the new 
values of the variables with numbers from 𝐉, 𝐉 ⊆ {1,… , n}; 
update their current value; 

- if no solution is obtained, repeat the previous point for a 
new subset of variables. 

The sequence of subsets of numbers of the variables being 
recalculated 𝐉"𝐉,… = d𝑗"", … , 𝑗="

" fd𝑗",, … , 𝑗=#
, f…  will be 

called the trace of iteration. If a part of the trace …𝐉* …𝐉*&' 
contains all elements of the set {1,…, n} and at the last l steps 
of the iteration no variable has changed its value, then a 
solution to system (2) is obtained. 

Generalized iteration with a trace 𝐉𝐉… , where 𝐉 =
{1,… , 𝑛} , is a simple iteration, and with a trace 
𝐉"𝐉,…𝐉%𝐉"𝐉,…𝐉%… , where 𝐉! ={i}, - Seidel iteration. A 
multiplicative semigroup is defined on the set 𝚫 of operations 
realized under a generalized operation. The elements of the 
basic set 𝚫 of the semigroup will be denoted by 𝛿𝐉"𝐉#…, where 
𝐉"𝐉, …=l is the trace of the iteration. The multiplication 
operation is defined by the equality 𝛿'"𝛿'# = 𝛿'"'# . A 
semigroup over 𝚫 has  2% − 1 generators: 

𝛿𝐉 = R
𝑥! ,			𝑖 ∉ 𝐉

𝑔!(𝑥", … , 𝑥%),			𝑖 ∈ 𝐉
		, 

where 𝐉 is the set of nonempty subsets of {1,…, n}. 

On the set of operations 𝛿𝐉, in turn, an additive semigroup 
is defined with the operation  𝛿𝐉" + 𝛿𝐉# = 𝛿𝐉$ , where 𝐉5 =
𝐉" ∪ 𝐉,, and generating elements 

𝛿! = R
𝑔!(𝑥", … , 𝑥%),			𝑗 = 𝑖

𝑥) ,			𝑗 ≠ 𝑖 ; 𝑖 = 1,… , 𝑛.  

Each system of equations (2), when it is solved by the 
generalized iteration method, is isomorphic to a directed graph 
𝑄(𝐖,𝐊)  (fig. 5), in which each vertex w labeled 
(𝑧)"

" , … , 𝑧)!
! , … , 𝑧)%

% )  incident to 2% − 1  outgoing edges, 
labeled by generating elements 𝛿𝐉. The edges labeled 𝛿! can 

 
Fig. 5. Graph 𝑄(W, K) for equations on fig. 3  

be either loops or incoming edges of one of |𝐙!| − 1 | vertices 
labeled _𝑧)"

" , … , 𝑧)!*
! , … , 𝑧)%

% ` , 𝑧)!*
! ≠ 𝑧)!

! , if 

𝛿7𝑧)"
" , … , 𝑧)!

! , … , 𝑧)%
% 8 = _𝑧)"

" , … , 𝑧)!*
! , … , 𝑧)%

% ` .  The remaining 
edges 𝛿𝐉  are incoming edges of the vertices labeled 
(𝑧)"*

" , … , 𝑧)%*
% ) , where  𝑧)!*

! = 𝑧)!
!  if 𝑖 ∉ 𝐉  and 𝑧)!*

! =
𝑔!(𝑧)"

" , … , 𝑧)%
% )  if i∈ 𝐉. If a vertex 𝑧)"

" , … , 𝑧)%
%  is a solution to 

system (2), then all edges outgoing from this vertex with labels 
𝛿! , and hence also with labels 𝛿𝐉, are loops. And vice versa, 

if all edges labelled 𝛿! 	𝑎𝑛𝑑	 outgoing  from a vertex 
7𝑧)"

" , … , 𝑧)%
% 8 are loops, then  7𝑧)"

" , … , 𝑧)%
% 8 is the solution to (2). 

Thus, it is true 

Theorem 4. Generalized iteration with a trace 𝐉"𝐉,…𝐉* 
converges at the initial approximation 𝑥"

(4), … , 𝑥%
(4)  if there 

exists a solution 𝑥" = 𝑧)"
" , …,	 𝑥% = 𝑧)%

%  to system (2) and a 
vertex 7𝑧)"

" , … , 𝑧)%
% 8 in the graph 𝑄(𝐖,𝐊) is reachable from a 

vertex with a label (𝑥"
(4), … , 𝑥%

(4))	along the path 𝛿𝐉"𝛿𝐉# …𝛿𝐉+. 
A necessary condition for the reachability of a solution from a 
vertex with a label (𝑥"

(4), … , 𝑥%
(4)) is that they belong to  one 

connected component. 

Of particular interest is the iteration corresponding to 
synchronous simulation of the ranked circuit. Let a set of 
feedback variables 𝐗2	be selected, and the structural graph by 
dividing each vertex 𝑣, 𝑣 ∈ 𝐕2  into 𝑣"  and 𝑣,  transformed 
into an acyclic one. Let us rank the vertices 𝑣 ∈ 𝐕 , and, 
consequently, the equations of system (1), assigning a rank to 
a  vertex 𝑣 equal to the length of the maximum path from any 
of the input vertices to the vertex 𝑣. Let be 𝐑' −	the set of 
numbers of the equation (vertices 𝑣) with rank l. Consider 
iterating with a trace 𝐑"𝐑,…𝐑'𝐑"𝐑,…𝐑' … . Obviously, 
⋃ 𝐑' = {1,… , 𝑛};	𝐑'" ∩
𝐋
'+" 𝐑'# = ∅	 if 𝑙" ≠ 𝑙, . Thus, each 

equation is calculated exactly once during the operation 𝛿𝐑 =
𝛿𝐑"𝐑#…𝐑'. 𝛿𝐑 is a generator of a cyclic semigroup on the set 
of operations (𝛿𝐑)* , 𝑘 = 1,2, …	. Since the set of values of 
variables from 𝐗2 is ∏ |𝐙!|A!∈𝐗)  then  𝛿𝐑'(𝐗2

(4)) = 𝛿𝐑+(𝐗2
(4)) 

if 𝑙 > 𝑘, and  𝑘 ≤ ∏ |𝐙!|A!∈𝐗) − 1. Thus, it is true 

Theorem 5. If iteration with ranking for a given initial 
approximation gives solution (2), then each equation must be 
recalculated no more than ∏ |𝐙!|A!∈𝐗) − 1	times to obtain a 
solution. 

V.  CHOOSING A METHOD FOR LOGICAL EQUATIONS SOLVING 
IN DIGITAL SYSTEM SIMULATION 

When choosing a method for solving systems of 
multivalued logical equations in order to obtain quasi-
temporal logical diagrams, the following factors must be 
taken into account. 

1. The purpose of the simulation is to test the functions 
performed by the hardware circuit, to interpret 
microprograms or software fragments. In this regard, it is 
important to find the steady-state values of the signals with a 
minimum expenditure of computer time. 

2. The simulation system should use such a method for 
solving equations, the algorithm of which is universal with 
respect to the simulated circuits. Such an algorithm should 
not require human intervention, for example, to select a set of 
feedback loops. 

3. A distinctive feature of digital systems is the 
bidirectionality of buses and lines, which leads to a change in 
the structural graph 𝐺(𝐕, 𝐄) depending on the internal state 
of the system, and, as a consequence, to a change in the ranks 
of components during the simulation process. 

4. When designing digital system hardware, 
developers widely use the fact that the response times of 
blocks are not zero and have finite values. Thus, the use of a 
pipelined register in digital systems based on 
microprogramming makes it possible to combine in time the 
execution of the current micro-instruction and the selection 
of the next micro-instruction from the ROM. In this case, the 
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execution of the micro-command is carried out during the 
delay interval for issuing the next micro-command from the 
ROM relative to the moment of supplying its address. 

When simulating equipment on blocks of a low degree of 
integration, the solution of equations by the Seidel iteration 
method with quasi-disruption of feedback loops and ranking 
of equations is effectively used . Physically this corresponds 
to zero-latency synchronous simulation. This minimizes the 
time spent on calculating the feedback. Indeed, with known 
feedback signals for calculating the values of the circuit 
signals, the ranging iteration is most efficient, since each 
signal in this case is calculated only once. However, the 
automatic selection of feedback loops and the ranking of 
components require additional computer time. In the case of 
using blocks with bidirectional outputs, when the internal 
states of such blocks change, it is necessary to re-calculate the 
ranks of the components. 

The event-driven algorithm of simple iteration is 
somewhat more costly, since even with known feedback 
signals, the value of a number of variables has to be 
recalculated more than once. However, in this case, there is 
no need to perform component ranking; the bidirectional 
nature of block pins also does not lead to additional 
complications. The event-driven algorithm of simple iteration 
is universal with respect to the scheme of the simulated 
hardware. 

In addition, simple iteration assumes equal delays of 
hardware blocks, which corresponds to the intuitive idea of 
developers when drawing up a schematic diagram. 

Based on the above, and also taking into account the 
experience of creating and operating simulating systems at 
the functional-logical level, specified by the block connection 
scheme, which provides quasi-temporal logical diagrams, we 
can conclude about the effectiveness of using the event-based 
algorithm of simple iteration in this case. 

The algorithm for solving systems of logical equations in 
the simulating system has the form. 

1. Take as an initial approximation the values of 
logical variables and the state of the internal registers 
obtained in the previous cycle. 

2. Determine the input signals at the given cycle. 
3. Refer to the mi models, whose inputs are connected 

to the changed signals at the nodes, calculate the new values 
of the internal variables 𝑟! (the state of the internal registers) 
and the output signals of the mi models. If a combination of 
input signals applied to any model in combination with an 
internal state is prohibited, then the model is set to an error 
state; simulation stops. 

4. If the number of changes in the input signal of any 
model exceeds the specified one, then stop the simulation by 
looping, issuing a message about the absence of a solution to 
the system (2). 

5. For all circuit nodes to which the outputs of models 
with changed signals are connected, calculate new logical 
values in the node. If a logical value of the signal is not 
defined for any node, display an error message in block 
merging. 

6. If for any nodes of the circuit the values of the 
logical values of the signals have changed, then go to step 3. 

If all the values have remained unchanged, then the solution 
(2) is found. 

Thus, the filing of prohibited signal combinations on the 
block model is detected at step 3 of the algorithm; the absence 
of steady signals at the outputs of the blocks, that is, the 
absence of a solution to system (2), at step 4 of the algorithm, 
errors in combining blocks - at step 5 of the algorithm. Errors 
in the performance of the functions of hardware, as well as in 
the software and firmware are detected by the developer by 
analyzing the values of logical signals and states of the 
internal registers of blocks at each step of the simulation. 

VI. CONCLUSION 
A theoretical analysis of iterative methods for solving 

finite-valued, in a particular case, binary systems of logical 
equations is carried out. The conditions for the existence and 
determination of the number of solutions are considered. 
Different iterative methods correspond to different 
engineering approaches in functional-logical simulation of 
digital systems design. The conducted research makes it 
possible to determine the correspondence between the 
mathematical results and situations arising in the simulation 
of designs of digital systems. 
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Abstract—Increasing demand for bigger dynamic random-
access memory (DRAM) memory capacitance, rises the power 
consumption of memory. Higher power consumption brings to 
chip heating, memory work uncertainty, IR on the chip, etc. 
Along with this, memory access time is also one of the important 
points in the chip working. For power saving propose, low-
power cells are used like High threshold voltage (VT) standard 
cells. However mentioned cells have high transition time, which 
brings to memory access time increase. 

This paper represents Multi-Vt bit cell memory 
architecture, which is combined with the memory bank 
prioritizing algorithm, which is aimed to solve upper mentioned 
issues. Prioritizing of memory is based on counting each 
memory address access times and assigning unique cost number 
to them. Later this cost value is used to reconfigure memory 
addresses to have appropriate threshold voltage (VT) memory 
cell where the address is commonly used. The memory address 
mapper block is used For controlling memory block addressing.  

Testing results show, that using proposed method power 
consumption reduced by 5% compared with the standard Low 
VT memory bank. However, as control logic is used to switch 
between memory banks, the overall logical cell count is 
increased by 10%. Logic cell count increase brings an additional 
area increase in the design. 

 

Keywords—multi-VT, bit cell, memory bank, low-power, low-
voltage 

I. INTRODUCTION  
Technology scaling and memory capacitance increase 

demands bring additional restrictions and complexity for the 
memory design process [1]. Power consumption reduction 
and memory access time are equally important for memory 
design. DRAMs are commonly used for their small sizes and 
low latency. But DRAMs have high power consumption 
caused by the periodical refresh processes[2]. For particular 
DRAM, the refresh process can be determined in a way, to 
have a golden mine between power consumption and timing 
characteristics[3]. Moreover, standard cell VT can help to 
solve the power consumption issue but it will cost degradation 
of the timing characteristics. Memory bank information at a 
particular address can be accessed at different times in some 
period. If the data is accessed frequently it is good to have 
short access time for that address, but on the other hand, a 
possible scenario is to have another address in the same bank 
which is rarely accessed. It is better to select memory by 
determining which accumulative frequency of total addresses 
access count, but in that case, the memory will have addresses 
that are not passing timing criteria. To meet timing criteria 
best timing performer memory cells must be used for 
frequently accessed addresses. Memories with high frequency 

will have power overconsumption. To solve the upper 
mentioned issues, swapping memory cells for whole memory 
array from one VT to another VT can be used. It will not be 
the best optimal way to use resources. This paper presents 
another method to optimize power consumption by using 
multi-VT DRAMs among additional prioritizing logical 
blocks. The prioritizing logical block is used for address 
mapping for one VT memory bank to another. 

 

II. TYPES OF MEMORIES 
In Very Large Scale Integrated (VLSI) circuit standard cell 

libraries are the most commonly used libraries. They are 
optimized libraries, hence using them can fasten the design 
process. For different purposes, standard cells can be in 
different VTs, hence libraries for them are called the exact 
“VT” library. 

The standard cells with High threshold voltage consume 
low power, but however, they have lower performance. In 
contradiction to high threshold voltage cells, low threshold 
voltage cells consume more power, but they perform better in 
terms of timing. In designs, usually consumed small power is 
more desirable[4]. If cells of low threshold voltage are 
swapped to high threshold voltage cells, in design significant 
reduction of power usage can be achieved while depredating 
timing parameters by a small amount. 

Usually, different threshold voltage cells have the same 
size and footprint, hence swapping them between each other 
in design, can be reached without any issues.  

As experimental results show, using different threshold 
voltage cells in the same design and doing proper 
optimization, one can achieve up to ~2 times leakage power 
reduction, which will bring to area variation with non-
significant value (about 3 %). 

Memory cells can consist of different threshold voltage 
transistors. Some threshold voltage cells are for saving power, 
while others are for improving timing. In memory design, cells 
of the memory block need to be selected based on the 
application and restriction on the chip[5]. Most commonly 
used types for memory cell threshold voltages are: 

• Low-voltage memory cells 

• Low-power memory cells 

Low voltage memory cell is structured by low voltage 
(LVT) standard cells. Transistors of these cells are with thin 
oxide, hence their threshold voltage to the gate is lower [6]. 
This is giving the advantage of shorter switching time, but 
sub-threshold currents are higher, which is bringing 
additional power consumption. 

Low power memory blocks are created using high VT 
standard library cells . Transistors of mentioned cells are with 
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thick oxide, and the voltage applied to gates is higher. These 
are giving the advantage of limiting current and decreasing 
consumed power [7]. However, these cells are slow compared 
with LVT cells.  

 
Memory address prioritizer is a logic unit that counts 

memory address accesses per bank by giving them costs. 
Costs will be later used for selecting correct VT memory cells 
for minimizing power consumption and keeping timing 
criteria in their limits. 

Each memory bank from memory block has its counter. 
The addresses from the same bank that have been accessed are 
increasing counter value. Comparator module recalculates 
priorities of the memory banks after an exact amount of 
accesses. 

Block diagram of the proposed logic unit consists of 4 
main parts “Fig. 1”: 

• Memory address counter 

• Comparator module  

• Prioritizing module 

• Memory address mapper  

• Memory banks 

The memory address counter is a block which is 
responsible for counting memory address usage times. Each 
memory bank with different VT has a separated counter for all 
memory addresses. Any time the maximum count of calls is 
done to the memory bank system, a comparator for different 
memory VT call count is activated by a signal and starts 
comparison for getting most called addresses. After this, the 
sorted cost list for each VT type memory is transferred to the 
prioritizing module. The prioritizing module makes a decision 
for VT bank mapping and refreshes information in the 
swapper module to make proper swapping for rearranging 

memory addresses. Swapper module, using Advanced 
memory swapping algorithm, to change memory information 
from one VT bank to another VT bank. 

III. ADVANCED MEMORY SWAPPING ALGORITHM 
 

Advanced Memory swapping algorithm is for information 
swapping between different memories (VT memories). The 
main components of memory swapper are swap module and 
address serializer “Fig. 2”. 

 

When an advanced memory swapper is getting proper 
command from a prioritizer, it starts the process of memory 
swapping. At first, is it getting addresses of memories from 
different banks and serially transfers one by one addresses to 
the memory swapping module and set addresses for the 
correct bank. 

After getting addresses, the memory swapper module 
sends a read signal to two memory banks. As a result memory 
swapping module is getting information from two addresses. 
Once data is obtained, the memory swapper is sending write 
to enable signal to memory banks with the swapped 
information. This process continues until memory address 
serializer is fully past through all addresses of memory banks. 

As a result of the overall process, all data from one bank 
will be transferred to another bank.   

 

IV. ADVANCED MEMORY SWAPPING ALGORITHM 
For demonstrating the proposed method, 2 types of 

memories (3T 8GB DRAM, 3T 16GB DRAM) with 2 
contradictive VTs (Low-voltage, Low-power) are used. 
Technology for designs is selected to be 32/28 nm flat 
technology with a Typical process, 0.78V Voltage, 125oC 
Temperature. 

Upper mentioned modules are described with Verilog 
HDL and synthesized to gate-level representation. Tests are 
done on two critical cases: 

• All addresses are equally used 

• Half of all addresses are frequently used, others are 
rarely used 

 

 
Fig. 1. Memory address prioritizer block diagram 

 

 

 
Fig. 2. Memory swapping algorithm block diagram 
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• Frequent address use is being changed by the time the 
way, that at each special period of time all addresses 
of one VT memory are most used. A special period of 
time is selected to be aligned with the prioritizer 
update time. 

Based on testing results “Table 1”, the worst case is being 
obtained when the upper described third scenario is used.  

Results are expected, as in the mentioned case, after each 
prioritizer update, address frequencies are being changed in 
the opposite direction of prioritizer decision. 

Also, it is noteworthy, that in the case of the first scenario, 
prioritizer will not be able to take control over the address 
changing process, as all memory addresses are equally used, 
thus there is not any advantage in memory swapping. 

The best performance can be obtained in scenario two, 
where addresses are being distributed based on used address 
frequency. 

 

TABLE I. TESTING RESULTS 

Memory 
Density 

Power 
consumption 

estimation 
(scenario 1) 

Power 
consumption 

estimation 
(scenario 2) 

Power 
consumption 

estimation 
(scenario 3) 

Standard 
Dram 
logic 

Standard 
cell count 

Proposed 
method 

logic 
standard 
cell count 

8 Gb 374 mW 327 mW 442 mW 1147 1273 

16 Gb 619 mW 542 mW 749 mW 1874 2062 

 

V. CONCLUSION 
As memory power usage and timing criteria are tightened, 

memory control mechanisms are being updated time by time.  
In this paper memory, the bank control method is 

described, which is helping to change memory addresses 

dynamically by the time of memory evaluation. Memory 
addresses with higher call count are swapped to faster 
memory banks of low-voltage cells.  

Results show, that with the proposed method and 
inappropriate memory usage condition, power consumption 
is being reduced by 5%. However, as control logic is 
enlarged, the area of overall logic block increases by 10%.  
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Abstract—The IR drop effect on the supply network 
increases very fast with technology scaling. This can lead to an 
integrated circuit (IC) speed reduction and timing issues. For IR 
drop effect reduction, different techniques are used, such as 
decoupling capacitor insertion, wire sizing, etc. 

In DRAM memories also, the IR drop effect plays a 
significant role, as aside from timing issues, in DRAM, IR drop 
can lead to more issues, up to stored-value loose.  

In this paper, an approach to IR drop estimation on DRAM 
memory is used, which is providing data about the possible issue 
on memory banks using a machine learning algorithm and 
provides solutions on IR drop reduction. Testing results show, 
that with using the proposed method, IR drop reduces by 13%, 
but the available routing track count is decreased by 14%. 

Keywords—IR drop, DRAM memory, regression algorithm  

I. INTRODUCTION 
Daily increasing technology rises the demand for having 

reliable power and ground (PG) networks. Scaling 
technology brings a decrease in metal width, which is directly 
connected with metal resistance. High resistance will affect 
on the IR drop, increasing the effect of it on the supply 
network [1].  

Possible fixing solutions of IR drop violations are adding 
more power and ground nets on design. These will ensure a 
bigger intersection are between two metal layers, which 
decreases the current on the exact node and, as a result, 
decreases IR drop [2]. 

On the other hand, dense power and ground network 
blocks available routing tracks, which is affecting to routing 
resources [3]. Hence in dense designs, the trade-off between 
dense power network and free enough routing tracks for 
routing must be kept [4]. For achieving this result, some 
techniques are used, that are mainly applicable for standard 
cell designs.  

For DRAM memories, IR drop can cause issues, which can 
lead to inaccurate work of memory [5]. DRAM memories are 
being refreshed time by time (refresh cycle) and having less 
voltage caused by IR drop, can bring to miss stored 1bit data 
on the memory cell. 

For resolving upper described issues on memories, 
different techniques are used [6].  Among these techniques, 
some [7] are using sizing power and ground network, which 
can affect to routing resources. Others [8] are using the 
special placement methodology, for ensuring a limited IR 
drop on power and ground rails. Aside from the mentioned 
solutions, partitional IR drop fix is decided to be the best 
solution so far. In this technique, initial power and ground 
network is being created, while keeping available routing 

tracks and after that, more power and ground nets are being 
added on IR drop violated places.  

In this paper, another approach to IR drop fixing is shown. 
The main purpose of the demonstrated method is to have 
more routing tracks while keeping the IR drop in limits. As 
memory pins are dense, more routing tracks are needed for 
properly connecting memories, otherwise, a big count of 
detours will bring timing violations on memories. After 
violated area extraction, local power and ground connections 
are added using via-ladder insertion on the memory rails.  For 
proper estimation of violated areas, machine learning 
methods are used. 

After a successful compilation of the proposed method, 
structure “Fig. 1” with via ladders and power and ground 
network is being tested again on IR drop. If IR drops in 
previous violated areas are respective to desired values, the 
process is being finished. Otherwise, if there are still violated 
areas, some more local changes are being done iteratively. 
Iterations of the process can be controlled by hard values, or 
by IR drop desired limits. 

II. VIA-LADDER DEFINITION AND TECHNIQUE  
 

For advanced node low-threshold transistors, variation is 
becoming non-Gaussian, hence it makes estimation of timing 
and power difficult while placing and routing. 

The main issue with timing and power is being seen 
because of metal and interconnect (via) resistance [9], which 
is increasing with technology scaling and narrow metal/via 
usage. As a solution to this, special structures of metal/via 
connection is used, also known as via ladder or via pillar. This 
structure is a layer promotion method, in which frequent 
signal routes are shifted to upper metal layers, to use the 
advantage of high metal layers’ low resistance. With using 

 

 
Fig. 1. IR drop fixing method 
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via pillar, the current is distributed among more metal 
shapes/layers, hence voltage drop on one shape is decreasing 
because of smaller current. 

The via pillar “Fig. 2” is a conventional structure to 
standard redundant vias. It is using closely spaced via pairs 
for each metal layer from the bottom of the pillar to the up. 
All layers are in their preferred directions. The structure is 
forming a lattice configuration, which is passing through 
several layers. 

 

 

Many places and routing tool have emended via ladder 
insertion modules, which is performing via ladder insertion 
after the placement stage. As experiments show, with using 
via ladders, the performance of the design is being improved 
by ~9% in comparison with standard redundant vias. 

 

III. IR DROP ESTIMATION  
 

In the IC design supply network is distributed uniformly 
through metal/via layers. As metal layer resistance is finite, 
the passing current creates a voltage drop on it. This 
phenomenon is called an IR drop. IR drop on rails can lead to 
bouncing on power and ground network, particularly can 
decrease the voltage of power rail and increase the voltage on 
the ground rail. “Fig. 3” 

Based on Ohms law (Equation 1), the unexpected voltage 
drop can accrue when unexpected current is passing through 
high resistance wire. Because of this, the required voltage is 
not reaching to the memory cell. This is leading to issues of 
low performance and stability. 

 

 V = IR () 

Via ladder insertion methodology described in section 1, 
can help to prevent some amount of IR drop by increasing 
metal-via connections, hence decreasing resistance of 
connection node.  

 

IV. IR DROP ESTIMATION AND OPTIMIZATION ON DRAM 
MEMORY 

 
In this paper proposed algorithm is aimed to solve voltage 

drop across DRAM memories. As DRAM memory needs a 
high amount of signal routes, hence for keeping available 
routing tracks, regular sparse PG network is being created. 
After the successful signal routing of memory connections, 
the pre-trained machine learning regression model is 
estimating the possible IR drop on the PG supply network. As 
a result of model estimation, areas with predicted IR drop are 
generated. In the appropriate areas, based on drop value, via 
ladders are added. 
For model training, metal and via sheet resistance and 
memory draw current is used as input information. 

The main disadvantage of the regression model is for each 
metal stack and technology node the model must be retrained 
properly, to meet metal layer resistance for that 
stack/technology. 

Along with this, because of the high count of metal layers 
and a small amount of model training set, the accuracy of 
perdition can variate. 
 

 

V. VIA LADDER INSERTION ON DRAM RAILS 
Using section 2 described IR drop estimation results, the 

proposed method is generating areas, in which most IR drop 
is accrued and generates proper via-ladders to overcome high 
IR drop. Generated Via ladders are intended to be dense 
enough to ensure the required IR drop while keeping already 
existing signal routing.  

Overall, generated via-ladders can be in 3 types “Fig. 4” 
and each of them has its advantages and disadvantages. 

VI. TESTING RESULTS 
The proposed method is tested on 2 types of 3T DRAM 

memories. The process for transistors is selected to be 
typical-typical, the voltage on rails is 0.76V, working 
temperature is 25oC.  

 
Fig. 2. VIA pillar 

 

 
Fig. 3. Power network bounce 

 

 
Fig. 4. 3 different types of VIA ladder 
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Results (Table 1) show, that with using the proposed 
method, the total IR drop has been reduced by 13%. Metal 
total length increased with 14% which is acceptable, as it 
does not affect to pre-routed signal nets. Overall elapsed time 
with using the proposed method, without considering the 
regression model training process, increases by 11%. 

TABLE 1 TESTING RESULTS 

Type CPU runtime Max IR drop Total metal 
length mkr 

Sparse 
power/ground 3812 s 1.5% 183.4 

Proposed method 4265 s 1.3% 209.1 

 

CONCLUSION 
In this paper, another approach to power and ground 

network IR drop estimation and reduction is proposed. The 
method is using a machine learning regression model to 
predict possible IR drop values and adds via ladders on 
violated areas.  

Results show that, with using the proposed method, total 
IR drop value can be decreased by 5%, however, total elapsed 
time for the run is increased. Along with time increase, metal 
shape count is also being increased, but this is not leading to 
any unexpected issues, as via ladder insertion is being done 
with signal route aware method. One more point is that for 
proper work of demonstrated method, the machine learning 
model is used, this adds need to be pre-trained the model for 
each technology/metal stack. 
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Abstract— The research considers the problem of the
statistical description of the analog-to-digital converter’s
output signal power distortion due to nonlinearity of the inner
quantization device characteristics. The quantizer is assumed
to be driven by the input zero mean circular symmetric
Gaussian process. The quantitative and qualitative analysis of
the power suppression depending on the bit depth of the ADC
is performed. The output signal variance is derived for two
number representation forms: direct and complementary (both
with truncation), and two types of ADCs overloading
strategies: saturation and reset. The obtained results are
compared to the idealized quantization device with infinite
characteristic (no overloading case) and classic linear
quantization model with a uniform error distribution.

Keywords— nonlinearity, quantization, power distortion, 
ADC, Gaussian process, bit depth  

I. INTRODUCTION

Nowadays modern trends for ad-hoc communication 
system design, for instance, software-defined radio (SDR) 
[1-2], include a concept of shifting digital devices of the 
receiving circuitry (e.g., analog-digital converters (ADC)) as 
close as possible to the antennas’ output with the consequent 
replacement of analog elements and assemblies with digital 
signal processing units. The practical adoption of such a 
methodology leads to an essential demand of high-
resolution quantization devices (being the core element of 
the ADCs) since the quality of reproduction of an input 
analog signal by its digitized version is generally associated 
with the ADCs’ bit depth.  

However, for various modern communication standards 
(including 5G [3-4]) their number greatly increases, limiting 
the possible applications. This is mainly due to the fact that 
most of those standards adopt the Massive MIMO 
technology [5] as one of the corner-stone elements. Its 
deployment leads to the dramatic increase in ADCs’ number 
since they should be used independently for every receiving 
channel. This causes an almost exponential increase in 
power consumption and cost [6].  

The feasible solutions of that problem include the 
possible reduction of the ADCs’ resolution [7] (up to one 
bit), increasing their number to keep the necessary 
transmission rate or use the combination of high and low 
resolution ADCs [7].  

In both cases, the reduction of the bit depth sufficiently 
changes statistical properties of the output signal (because of 
the greater impact of the quantizer characteristics’ non-
linearity). In this case, the classic linear statistical model [8-
9] is no longer applicable. And since the probabilistic

description of the output signal greatly influences the 
adopted detection or demodulation strategy [10] its analysis 
is of primary importance for the receiver design.  

The objective of the present research is the statistical 
analysis of the quantization effects depending on the 
assumed number representation form and bit depth. The 
quantization devices’ impact is described in terms of the 
output signal power distortion (referenced to the power of 
the Gaussian input process).  

II. SYSTEM MODEL

Let us assume that from the statistical viewpoint the 

input signal ( )tζ  of the ADC’s R-bit quantizer, sampled

with a proper sampling time interval tΔ , can be represented 
as a zero-mean circular symmetric Gaussian process with 

variance 2
xσ , i.e. ( )0,iζ σ Σ  , where [ ]/i t t= Δ  –

is the number of the discrete sample. Since the research 
mainly concentrates upon the power distortion of the output 
signal, henceforth only the first-order statistical description 
is adopted. This broadens the applicability of the derived 
results since they are valid for arbitrary input signal possible 
correlation models.  

As for the relevance of the assumed input signal model, 
it can be interpreted implicitly as the desired signal, as a 
pure noise or as a mixture of signal and noise. 

It should be also noted that for a wide range of ad-hoc 
modulations (for example high-bit QAM, varieties of 
OFDM, etc. in case of communication systems of the 5th 
generation) samples of signals with the complex signal-code 
design under specific conditions can be successfully 
assumed as Gaussian random variates within the framework 
of the probabilistic-statistical approach [11-13]. 

Throughout the paper, we’ll assume that the inside the 
ADC the quantizers’ instantaneous output level is being 
represented in either direct of complementary code [9], with 
truncation for both cases.  

Moreover, it should be noted that the real-life ADCs are 
sensitive to overload. To cope with this problem two 
strategies are adopted: overload with the saturation (typical 
for classic quantizers [14]) or with the reset (typical for Δ-Σ 
quantizers [15]). The two situations are supplemented by the 
idealized quantizer with no overload. 

Hence combining all of the above models, the following 

input-output quantizers’ characteristics ( )Qη ζ=  are

analyzed: 
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A. Direct code representation with overload saturation
(model № 1):

( )
( )

1

, 1

sgn , 1
dir dir

q
qQ

ζ
ζ

η ζ

ζ ζ

  
≤  = =  

 >

   (1) 

where q  stands for the quantization step and is related to 

the ADCs’ bit depth R  as 2 Rq −= , [ ]  is the truncation

operator and ( )sgn   is the classical sign function.

B. Direct code representation with overload reset
(model № 2):

( )
2

, 1

0, 1
dir dir

q
qQ

ζ
ζ

η ζ

ζ

  
≤  = =  

 >

         (2) 

C. Direct code representation with idealized quantizer
(model № 3):

( )
3dir dirQ q

q

ζ
η ζ

 
= =  

 
               (3) 

D. Complementary code representation with overload
saturation (model № 1):

( )
1

1
1, 1 1

1 , 1

1, 1
comp comp

q q q
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Q q q
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η ζ ζ

ζ

  +
− − + ≤ < −  

 
= = − − ≤

− < − +


(4) 

E. Complementary code representation with overload reset
(model № 2):

( )
( ) ( )

2

1
1, 1 1

1 , 1 1
comp comp

q q q
qQ

q q q

ζ
ζ

η ζ

ζ ζ

  +
− − + ≤ < −  = =  
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(5) 

F. Complementary code representation with idealized
quantizer (model № 3):

( )
3

1
1comp compQ q

q

ζ
η ζ

 +
= = − 

 
  (6) 

It should be noted that in practice the adopted model (A 
to F) is chosen based on some existing prior information 

about the input signal. For instance, in case when ( )tζ
represents a jammer (or a clutter) the reset option is 

favourable. On the other hand, when ( )tζ is a desired

signal it reasonable to give preference to saturation. Models 
C and F are mainly used as a benchmark. 

III. DERIVED RESULTS

Assuming that all of the characteristics are step-wise 
function and applying the classical method of 
transformation of random variables [15] the probability 
density function of the quantizers’ output signal η  can be 
derived as a weighted sum of Dirac delta-functions [8] The 
obtained expressions were applied to find the output 

variance { }2
yσ η= , usually related to output process’

power. 

For the adopted models (A to F) { }η  is given by

{ } ( ) ( )

( )( ) ( )

1

2

2 2
2 2

2 1
{ 1;0}

1 2 1 2 1 2

2 2 1 2 ,
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R R
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In all of the above expressions ( )Φ   stands for the

cumulative probability density function of the standard 
normal process. 

One can see that the difference between (7-9) and (10-
12) is mainly due to asymmetry (respective to the vertical
axis) of the quantization characteristic for the
complementary code. Hence the discrepancy between the
variances of the two forms of number representation is
because of different excluding points.

It should be pointed out that the prevailing ADCs’ 
description assumes that the only source of the power 
distortion in a quantizer is the classical quantization noise 

cqnη that is uniformly distributed and depends on the bit

depth only (and not the input signal power), with the 

variance , described as { }2 22 3R
q cqnσ η −= =  for both

adopted cases of number representation. 
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IV. SIMULATION AND ANALYSIS

To demonstrate the applicability of the derived results 
the input-output power relation was analyzed for all of the 
assumed cases (see Fig. 1-2 for models A to C and Fig. 3-4 
for models D to F). In order to comply with the idealized 
one-to-one mapping a bisector is plotted on each figure. The 
black dashed line of Fig. 1-4 indicates the variance for the 
classical quantization noise model (in Fig. 2 and 4 it not 

visible since the adopted plotted region, i.e. 2
qσ is much

smaller , hence it is out of the bounds). 

The performed analysis made it possible to conclude that 
for the case of the direct code with truncation number 
representation the quantizer suppresses the inputs signal 
power. And the less the bit depth, the greater is the 
suppression level.  

It should be noted that the physics behind the effect is 
different for the cases of large and small input signals: the 
small ones almost completely fall into the zero quantization 
step (round the origin) at the same time powerful signals 
(comparing to the unit aperture) put the ADC into overload, 
hence the large deviations of the instantaneous values are 
being either saturated or nullified. Moreover, one can notice 
that the reset strategy exhibits much stronger power 
suppression. 

Fig. 1. Output signal power for the case of direct code representation with 
R=2 

Fig. 2. Output signal power for the case of direct code representation with 
R=6 

Fig. 3. Output signal power for the case of complementary code 
representation with R=2 

Fig. 4. Output signal power for the case of complementary code 
representation with R=6 

It can be seen that (compare Fig. 1 and 2 or Fig. 3 and 4) 
the increase in bit depth helps to better reproduce smaller 
signals but does not improve the situation for large ones. It 
was also noted that starting from R=6 the difference in the 
results is almost negligible, hence it can be assumed as a 
reference for bit depth choice in practical applications.  

Furthermore, for a two-bit quantizer the optimal input 
signal power, which causes minimum power suppression is 
around 0.1 W. This point can be used as a reference dividing 
the signals into small and large since the idealized quantizer 
(without overload and infinite characteristic) before this it 
behaves like all other models (with overload) and after it 
like ideal one-to-one mapping device. 

Contrary to the direct code for complementary number 
representation the small input signals cause the increase in 
the output power. With this exception all other effects, 
mentioned above, hold true.  

In order to perform a quantitative rather than a 
qualitative description, a power distortion coefficient was 

defined as 2 2
y xk σ σ= . 

Fig. 5-8 present k (scaled logarithmically) for all of the 
assumed models with R=2 and R=6.  
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Fig. 5. Power distortion coefficient for the case of direct code 
representation with R=2 

Fig. 6. Power distortion coefficient for the case of complementary code 
representation with R=6 

Fig. 7. Power distortion coefficient for the case of complementary code 
representation with R=2 

It can be observed that the increase of bit depth leads to 
the increase in the range of possible input signal powers that 
case minimal distortion. For example, adopting as an 
admissible level ±3 dB referenced to the minimum 
distortion one can see that the input range is: 

• for direct code (R=2): from 0.15 mW to 0.25 W (for
reset)/ 0.7 W (for saturation);

Fig. 8. Power distortion coefficient for the case of complementary code 
representation with R=6 

• for direct code (R=6): greater than 0.4 W (for
reset)/ 1.2 W (for saturation);

• for complementary code (R=2): from 0.15 mW to
0.25 W (for reset)/ 0.9 W (for saturation);

• for complementary code (R=6): greater than 0.4 W
(for reset)/ 1.3 W (for saturation).

The increase of the input signal (more than the reference 
point) as large as 10 W leads to the output signal power 
suppression up to 21 dB (for both number representation 
codes, saturation and R=2) and 11 dB (for both number 
representation codes, saturation and R=6). 

V. CONCLUSION 

The performed research assumes the problem of the 
statistical description of the ADC’s output signal power 
distortion. The main cause of such an effect is the essential 
nonlinearity of the deployed quantizer. The results of the 
research are obtained under the assumption that the 
quantizer is driven by the input zero mean circular 
symmetric Gaussian process, which in many practical 
situations reflects the statistics of the input signal, being the 
samples of complex signal-code constructs. An analysis of 
the power suppression induced by the ADC was performed 
depending on the bit resolution for several specific practical 
situations: two number representation forms (direct and 
complementary codes with truncation) and two ways of 
overloading resolving (saturation and reset). The results are 
quantitatively compared with the idealized quantization 
device exhibiting no overloading, hence infinite 
characteristic and classic linear quantization model with the 
uniform error distribution. The possible ranges of analyzed 
parameters values, which yield minimum suppression, are 
calculated. On the opposite, parameter values that do not 
allow by no chance to reach the desired signal transition 
quality (which constitutes to the worst case) are determined. 

VI. REFERENCES

[1] J. Bard and V. Kovarik, Software defined radio: The Software
Communications Architecture, Wiley, 2007 

[2] H. Venkataraman and G. Muntean, Cognitive radio and its application 
for next generation cellular and wireless networks. Dordrecht:
Springer, 2012. 

[3] "802.22b-2015 - IEEE Standard for Information Technology--
Telecommunications and information exchange between systems -

392 IEEE EWDTS 2020, September 4-7



Wireless Regional Area Networks (WRAN)--Specific requirements - 
Part 22: Cognitive Wireless RAN Medium Access Control (MAC) 
and Physical Layer (PHY) Specifications:Policies and Procedures for 
Operation in the TV Bands - Amendment 2: Enhancement for 
Broadband Services and Monitoring Applications - IEEE Standard", 
ieeexplore.ieee.org, 2020. [Online]. Available: 
https://ieeexplore.ieee.org/document/7336461 

[4] "5G Radio Access : Capabilities and Technologies", 5g.co.uk, 2020.
[Online]. Available: https://5g.co.uk/white-papers/5g-radio-access-
capabilities-and-technologies.

[5] A. Paulraj, D. Gore and R. Nabar, Introduction to space-time wireless
communications. Cambridge: Cambridge Univ. Press, 2008. 

[6] F. Boccardi, R. Heath, A. Lozano, T. Marzetta and P. Popovski, "Five
disruptive technology directions for 5G", IEEE Communications
Magazine, vol. 52, no. 2, pp. 74-80, 2014. DOI:
10.1109/mcom.2014.6736746 

[7] C. Rodenbeck, M. Martinez, J. Beun, J. Silva-Martinez, A. Karsilayan
and R. Liechty, "When Less Is More … Few Bit ADCs in RF
Systems", IEEE Access, vol. 7, pp. 12035-12046, 2019. DOI:
10.1109/access.2018.2890701 

[8] B. Widrow and I. Kollar, Quantization noise. Cambridge: Cambridge
University Press, 2008. 

[9] Yu.A. Bryukhanov, "A method of analysis of periodic processes in
nonautonomous discrete-time systems with quantization", Journal of
Communications Technology and Electronics, vol. 53, no. 7, pp. 807-
813, 2008. 

[10] J. Proakis and M. Salehi, Digital communications. Boston: McGraw
Hill, 2008

[11] S. Wei, D. Goeckel and P. Kelly, "Convergence of the Complex
Envelope of Bandlimited OFDM Signals", IEEE Transactions on
Information Theory, vol. 56, no. 10, pp. 4893-4904, 2010. DOI:
10.1109/tit.2010.2059550 

[12] H. Yoo, F. Guilloud and R. Pyndiah, "Probability distribution analysis
of M-QAM-modulated OFDM symbol and reconstruction of distorted
data", EURASIP Journal on Advances in Signal Processing, vol.
2011, no. 1, 2011. DOI: 10.1186/1687-6180-2011-135 

[13] Z. Qu, I. Djordjevic and J. Anderson, "Two-Dimensional
Constellation Shaping in Fiber-Optic Communications", Applied
Sciences, vol. 9, no. 9, p. 1889, 2019. DOI: 10.3390/app9091889 

[14] W. Jung, Op Amp applications handbook. Amsterdam: Newnes,
2005. 

[15] S. D. Kulchycki, “Continuous-Time Sigma-Delta ADCs”, National
Semiconductor, 2008. 

IEEE EWDTS 2020, September 4-7 393



XXX-X-XXXX-XXXX-X/XX/$XX.00 ©20XX IEEE 

Algorithm of Generalized  Solution an Optimal 
Control Problems for First-Order Differential 
Equations with Riemann-Hilbert Boundary 

Conditions 

 David Devadze  
Department of Computer Sciences 

Batumi Shota Rustavely State University 
Batumi, Georgia 

david.devadze@gmail.com  
david.devadze@bsu.edu.ge 

   
  
  
  

Vakhtang Beridze  
Department of Computer Sciences 

Batumi Shota Rustavely State University 
Batumi, Georgia 

vakhtangi@yahoo.com  
v.beridze@bsu.edu.ge

Abstract - The present paper is devoted to optimal control 
problems whose behavior is described by first-order differential 
equations on the plane with Riemann-Hilbert Boundary 
conditions. Necessary and sufficient optimality conditions are 
obtained. A numerical algorithm for the solution of an optimal 
control problem for generalized analytic functions is given. 

Keywords — Optimal control problems, Riemann-Hilbert 
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I. INTRODUCTION 
For many optimization problems in elasticity theory, 

mechanics, diffusion processes, the kinetics of chemical 
reactions and so on, the state of a system is described by partial 
differential equations. Therefore, optimal control problems for 
systems with distributed parameters attract much attention. 
[1].  

When dealing with questions of optimization for systems 
with distributed parameters, an important tool is the use of 
existence problems for generalized solution under 
discontinuous right-hand parts of the equation. In the previous 
work [2], a unified scheme is formulated for proving 
necessary conditions of optimality for a wide class of object 
optimization problems with distributed parameters. 

Necessary optimality conditions are established by using 
the approach worked out in [3]-[4] for controlled systems of 
general type.  

The paper is devoted to optimal control problems whose 
behavior is described by linear first-order differential 
equations on the plane with Riemann-Hilbert Boundary 
conditions [5]-[6].  

A numerical algorithm [7]-[8] of the optimal control 
problem solution for generalized analytic functions is given. 

II. NECESSARY AND SUFFICIENT OPTIMALITY CONDITIONS 

Let G be a bounded domain of the plane with boundary 

 , z x iy G,    Z

1 i
2 x y
  

   
  

 is the generalized 

Sobolev derivative [9].  Let U be some bounded subset from 
E . Each function u(z) : G U will be called a control. The 
set U  is called the control domain. We call the function u(z)
an admissible control if pu(z) L (G), p 2  . The set of all 
admissible controls is denoted by  . 

For each fixed u  consider the following boundary 
value problem: 

 z 1 2 3 4w A (z)w A (z)w A (z)u A (z),    z G,       (1) 

 Re[ (z)w(z)] g(z),    z .    (2) 

We will assume, that iA Lp(G),  p 2,  i 1, 4,  

,g c (G),    (z) 1.   

If the task index (1) - (2) n 0,  then in this case, the 
boundary conditions (2) attach the following normalization 
condition     

 j jjIm[ (z ) w(z )] c ,      j 1,2n 1   (3) 

If the index of the boundary value problem n 0 , then 
these normalization conditions are redundant, since in this 
case the task (1) - (2) has the only solution, if the solvability 
conditions are implemented [4]. 

Consider the functional 

 1 2
G

I(u) Re [B (z) w B (z) u]dxdy   (4) 

and system of restrictions   

 k 1k 2k
G

L (u) Re [c (z)w c (z)u]dxdy,      k 1, r,  (5) 

where functions i ikB ,C Lp(G),   p 2,  i 1,2,   

k 1, r , r - arbitrary natural number. 

We pose the following problem: Find function 0u  , in 
which the solution of the Riemann-Hilbert boundary value 
problem (1) - (3) satisfies the restrictions system (5) and gives 
to functional (4) minimal value. 

For problem (1) - (5), the following theorem is proved by 
evaluating the first variations according to the general scheme 
of the Pontryagin maximum principle [5]-[10]. 

Theorem. Let P  cosine of r 1R   and functions 

0 0k, (k 1,r)    are respectively solutions of the following 
equations: 
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 z 1 2 1A (z) A (z) B (z) 0,   z G,
Re[ (z) (z) 0,  z ,  

      


   
 (6) 

 k 1 k 2 k 1k

k

z A (z) A (z) c (z) 0,    z G,

Re[ (z) (z) 0,    z , k 1,2.

        


    

 (7) 

Then for any P  almost on G  the fulfillment of the 
following relation 

 




0 3 0 2 0
r

k 3 0k rk 0
k 1

0 3 0u U
r

k 3 0k rk
k 1

Re[(A (z) (z) B (z))u (z)]

Re[ (A (z) (z) c (z))u (z)]

inf Re[(A (z) (z))u]

Re[ (A (z) (z) c (z)) u]







   

    

   

   





 (8) 

is necessary and sufficient condition for the optimality of 
0 0(u w ) . 

III. A NUMERICAL METHOD FOR SOLVING THE OPTIMAL 
CONTROL PROBLEM FOR GENERALIZED ANALYTIC FUNCTIONS 

Note, that the solution 0 0(u , w ) of the optimal control 
problem (1) - (5) in case of  the condition of general position 
[10],  by the above theorem is possible to find following in 
sequence: solve (6), (7) equations, then from the relation (8) 
determine the optimal 0u  and consequently from (1) - (3) - 
optimal solution 0w . 

Therefore, to construct a numerical method for solving the 
optimal control problem (1) - (5), it is enough to investigate 
the numerical method for solving the following problem: 

 z A(z) F(z) 0,   z G,      (9) 

 Re[ (s) (z(s)) c(s),     (10) 

Where u iv,   z x iy,   G      - simply connected boun-
ded domain, A, F - known complex functions of Lp(G) , 

(s) (s) i (s),       s  - arc length on ,  , , c  - functions 

from C ( ),   0 1,   (s) 1.       

Consider the case, when the index of the problem n 0 . 
As already noted in [5], under additional normalization 
conditions (3) problem (9), (10) has the only solution from 
C (G).  

To find an approximate solution to the problem is more 
convenient with additional conditions which highlight the 
single solution, define integral type functionals [11]: 

 Im[ ]h (s)ds C , 



       0, 2n,     (11) 

where kC  - arbitrary real constants, k 0, 2n,   and functions 

 h s  constitute areal, continuous, periodic system on   
function, which has property, that for any 2  points on  , 

n,   exists linear combination 
2n

0
h (s) 


     (

  - valid 

constants), changing sign in these and only these 2  points. 
Such functions may be, for example,   

2 2 2 21,  cos s ,  sin s ,   ...,  cos ns ,  sin ns ,
D D D D
          

       
       

 

Where D   - curve length  . 

Let’s prove, that the problem (9) - (11) is posed correctly. 
By correctness we mean the unique solvability of the problem 
and the continuous dependence of the solution on the right 
side (9) - (11), defined by inequality. 

 
2n

2
C (G) C (G)Lp(G)

0
c F c(s) c ]






      . (12) 

A similar estimate in the norm of space 2L (G) is received 
in [11] . 

To prove the inequality (12) reduce the problem (9) - (11) 
to an integral equation with a completely continuous 
operator. For this, we introduce the operator 

  G
G

1 (t)d d ,    t i
t z


        
  ,  (13) 

And operator  GS  , which displays pL (G)  in a subset of 
analytical functions, which satisfies the following conditions 
at the border  : 

 
   

 

G G

G G

Re[ (T S )] 0,    z ,

Im[ (T [ ] S )]h (s)ds 0,    0, 2n.



     

      
 (14) 

As mentioned above, these conditions  GS   defined 
ambiguously. 

Define the operators   

 
   G G

A

T [ ] S ,
( ) (A ).

     

    
 (15) 

We introduce the function (z) , which is an analytic 
function z  in area of G  and meets the following conditions 
on : 

 
Re[ (z)] c(s),    s ,

Im[ ]h (s)ds 0,    0,2n.



  

   
 

If we now consider, that zP( ) (z)     [9], it is easy to 
see that the solution to the problem (9) - (11) is the solution 
of the following functional equation: 

 
2n

A
0

(z) ( ) (F) (z) c (z) 



        , (16) 

where     - analytic function system, satisfying on   in 

condition  Re 0,   0,2n  , and conditions 
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k kIm( )h (s)ds 



   , k 0, 2n,   0, 2n,       
Kronecker symbol. 

It is clear, that the problem (9) - (11) and (16) are 
equivalent, so, any solution of the first problem is the solution 
to the second problem and, conversely [2]-[13]. To prove (12) 
is considered tasks (16). Using the well-known properties of 
operators G  and   [10] can show, that they are completely 
continuous operators over the field of real numbers. 
Obviously, the operator  A ( ) A      also completely 

continuous. 

Considering homogeneous tasks that match the tasks (9) - 
(11) and (16) ( F(z) 0,   c(s) 0,  c 0,    0,2n),   we 
can conclude that these problems have only trivial solutions. 
From the complete continuity of the operator А ( )   last 
remark follows the existence and boundedness of the operator 

1
A(I ) (I   current operator). 

Let denote 1
A(I ) M, 

   
p M ,

  
where   and 

p  - are permanent. Considering a priori estimates [2] 

 

22n 2n
2 2
0 0

0 0

22n 2n
2 2
0

0 0

PLp(G),C (G) Lp(G)

C (z) M c ,    M const,

C (z) M c ,    M const,

(F) M F ,

  

 

   

 



  

  

 

 

   (17) 

from (16) we obtain 

p

2n
2

0 pC (G) L (G) C (G)
0

M max(M ,M ,M ) F C C ,
 

 



 
     

 


which meets (12) under 0 pC M max(M ,M ,M ).  Hence, 
the correctness of the problem (9) - (11) is proven. 

All arguments for the correctness of the problem (9) - (11) 
turn out quite plain for the occasion, when G represents a 
circle of unit radius: z 1  и nz .   in this case, the 
equation (16) will look [9].  

 

2n 1

G

2n 1 n

G

n 1
k 2n k

k 0

k 2n k

k 2n k k 2n k
k k

1 A z A(z) d d
t z 1 tz

1 F z F z t z dtd d c(s)
t z t z 2 i t z t

1 c(s)cos(n k)sds(z z )
2

i c(s)sin(n k)sds(z z )
2

(z z ) i (z z )





 






 





 

   
     

   

  
    
     


  




   

 

     



 

 



n 1
n

n
k 0

i z ,




  

  (18) 

k и k  - permanent, t i .    Here 

 
2n 1

G

1 (t) zP( ) d d
t z 1 tz

   
     

   
  

n

n 1
k 2n k

k 0

k 2n k

z t z dt(z) c(s)
2 i t z t

1 c(s) cos(n k)sds(z z )
2

i c(s)sin(n k)sds(z z )
2






 






  

 


   




  

 



 



  

System of function h (s)
 has the form 1, 

cos(s),  sin(s),  cos(ns),  sin(ns).  For those equations is 
obvious, that operator ( )   will completely continuous as 
an operator with a weak singularity, the estimate for the norm 
is obtained immediately from the expression (z)  and, 
hence, evaluation (17) and (12) becomes apparent. 

In case of (m 1)  - connected area G , for solving 
problem (9) - (11) evaluation (12) in the norm of space 

2L (G)  has the form [11] 

 
2n m2 2 2 2

0G G

dxdy C F dxdy c (s)ds C







   


    (19) 

note that in the case of a circle from (18) immediately 
evaluate (19). 

To compose a difference system of equations, we replace 
the problem (9) - (11), with method of least squares, 
equivalent of variation problem. Consider the problem of 
finding the minimum of functional 

2 2
z

G

I( ) A F dxdy [Re( ) c(s)] ds


            (20) 

in class of function C (G),  satisfying conditions (3). We 
will solve the variation problem by the grid method [11]. 
Cover the area G  with grid of isosceles right-angled triangles 
with the cathetus h.  Received mesh area is denoted by hG . 
Let c hG G  and Gh  is minimum triangular cover region 
G.  Many corner points hG  also denoted by hG   

Consider the problem of finding the minimum functional 
(20), under conditions (11) in class of function hˆ :  

 ij 1 ij i 1, j ij
h ij j i

ˆ ˆ ˆ ˆ
ˆ ˆ(x, y) (y y ) (x x )

h h
     

       ,  (21) 

defined and continuous in the field hG  and linear in each 
triangle pq.  in field of Gh.  Here pq  - triangle with 
vertices at points ijˆ(pq),  (p 1,q),  (p,q 1),       - meaning ĥ  
in nodes if grid. A function that minimizes functional (20) in 
class of function  hˆ ,  denote by h ,  and its value in the 
nodes of the grid - through ij.  through h  we also denote 

the vector with components ij ,  h  - grid points of hG ,  
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which are the vertices of the triangles and intersect with 
h h h,  G G / .    

For points of grid h(p,q) G  we have 

h pq pq pq
ˆˆ ˆ( ) u i     and pq pq pqu i .     Arrange the values 

pqû  and pqû  in a certain sequence kŵ (k 1,2,...., N),  where 

N  equal to double the number of points hG .  Will assume, 
that the boundary points h  match the first k  values 

1 2 kˆ ˆ ˆw ,w ,...,w .  Similarly, we build 1 2 k Nw ,w ,...,w ,...w .  
Then the expression of the functional (20) and conditions (11) 
on element hˆ ,   certain formula (21), will take the following 
look: 

N N

h 1 2 N i j j j i i
i, j 1 i 1

ˆ ˆ ˆ ˆ ˆ ˆ ˆI( ) I(w , w ,..., w ) u w w 2 b w d,
 

       (22) 

 
k

j j
j 1

ˆc w c , 




   

0,1,...2n.   (23)
 
 

Where c  - given numbers, ij i ja ,  b ,  d,  c  can be 
calculated from (20). Minimum of functional (22) under 
conditions (23) gives an approximate solution to the problem 
(9) - (11). 

For Lagrange functions (
  - Lagrange multipliers) 

 
1 2 N 1 2 N

2n k

j j
0 j 1

ˆ ˆ ˆ ˆ ˆ ˆ ˆI(w , w ,..., w ) I(w , w ,..., w )

ˆ2 c w c ,  

 

 

 
   

 
 

 (24) 

if we write the minimum condition, we obtain a system of 
equations for determining  h 1 2 Nw ,w ,...,w :   

 
N 2n

ij j i i
j 1 0

a w c b 0, 

 

       i 1,2...,k;  (25) 

 
N

ij j i
i 1

a w b 0,


    i k 1,...,N;   (26) 

 
k

j j
j 1

c w c , 



   n0,2,...,2  . (27) 

Following [11] will show, that system (25) - (27) in 
solvable for any ib ,  c . For this is enough to show, that 

homogeneous system (25) - (27) i(b 0,   j 1, N,   c 0,    

0,2n)    has only zero solution. 

Let 0 0 0
1 2 Nw , w ,...., N - is homogeneous system solution, 

then by multiplying the equations (25) - (26), respectively, on 
0 0 0
1 2 Nw , w ,..., w ,  and after sum them up, we get 

2n k
0 0 0 0
1 2 N j j

0 j 1

0 0 0 2
2 h hZ

G

0 I(w , w ,..., w ) c w

A dxdy [Re( )] ds.

 

 



   

      

 

 
 

From here we get  
0 0

z h hA ,     z G,  

0
hRe[ ] 0,   z .  

Therefore, given (27) and (11), under c 0,   we conclude 
that 0

h 0    in G.  

So, the difference solution h 1 N{w ,...,w }   exists for 
any i xb ,  c  and is determined using the system (25) - (27). 

Let   - is exact solution to the problem (9) - (11). As 
known [9]: 

 
2n 1

0
1

(z) (z) (z)


 



      , (28) 

Where 0  - particular solution to the problem (1) - (2), 

,  1,2n 1,      linearly independent solutions of the 
homogeneous problem (9) - (10), 

  - real constants, which 
are determined from the conditions (3) as solutions to the 
following system of algebraic equations: 

 
0

2n 1

1

Im[ ]h (s)ds

Im[ ]h (s)ds c ,   0,1,..., 2n.





 

 

 

    



 
 (29) 

Let function h  implements a minimum of functionality 
(20) under conditions (11). We prove the convergence of the 
average h  to  . 

Considering (9) - (11), we have 

 

2

h z h
G

2
h

ˆ ˆ ˆI( ) ( ) A( ) dxdy

[R e( ))] ds,

       

  





 (30) 

 hˆIm[ ( )]h (s)ds 0,    0,1,..., 2n.



       (31) 

For a difference solution ĥ  we have h hˆI( ) min I( ),    
where minimum is taken for all h

ˆ ,  which satisfy the 
conditions (31). 

For any ,  0,2n 1     from (20) define a function 
ˆ ,  continuous in the field hG function ,  continuous area 

h,G  flat in every triangle pq  and receiving at the vertices 

of triangles pqz  values pq(z ).  Make in the region  hG  
function: 

 
2n 1

0
1



 



      , 

where 
  - is determined from the following system 

( 0,1,...,2n 1) :   
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2n 1

o
1

Im[ ]h (s)ds Im[ ]h (s)ds c


 

 

      . 

Note that the functions   converge uniformly to the 

function c (G),  when h 0  in a closed area hG .  
Given the definition of a generalized derivative z ,   we 

conclude, that z 2( ) L (G) 0     at h 0.   Then, 

from (30) has, that  I( ) 0   at h 0.  Hence, 

hI( ) 0,    h 0,  due to the fact, that hI( ) I( ).    From 
here according (12) and (31) we get 

2

22
h h hZL (G)

G

2
h h

c ( ) A( ) dxdy

[Re( ( ))] ds c I( )



         




      







 

From here we conclude that an approximate solution h  
converges to a generalized analytic function   in the norm 
of space 2L (G).  

IV. CONCLUSION 
The innovation of the results is following: 

1. Are given necessary and sufficient conditions of 
optimality for linear first-order Differential Equations with 
Riemann-Hilbert Boundary Conditions.  

2. Are constructed numerical algorithms to solve the 
problems of linear optimal control for generalized analytic 
functions. 
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Abstract — The article deals with the optimization calculation 
of thermoelement linear dimensions based on the maximization 
output power criterion of a microthermoelectric generator. The 
calculations have been made by applying ANSYS Workbench 
software and genetic algorithm. The thermoelements linear 
dimensions correlation has been found to remain unchanged 
when changing thermal boundary conditions. The maximal 
power dependence on linear dimensions correlation has shown 
a flat maximum and, the general range change of 
thermoelements linear dimensions range with a maximum 
power deviation of ±3 % can be identified. 

Keywords — thermoelectric generator, MEMS, finite 
element method, simulation, optimization, output power.  

I. INTRODUCTION 

Solid state thermoelectric generators based on the 
Seebeck effect convert thermal energy into electricity. 
Application of microthermoelectric generators (µTEG) to 
provide reliable and continuous energy supply of low 
power devices such as wireless sensor networks, smart 
homes, object monitoring systems and mobile devices 
have generated an increasing interest recently [1-3]. A 
µTEG can be integrated into different surfaces of heat 
sources to transfer energy thus allowing to reduce 
technical maintenance costs and increase the device 
service time compared to a battery. It becomes especially 
critical when a conventional battery is unavailable, or a 
device is placed either in a distant or aggressive 
environment.  

Thin film manufacturing of TEG has been developing 
intensely by employing electrochemical methods [4], 
MEMS [5-7], MBE [8], CVD [9]. A thin film 
thermoelectric generator is a compact device which has a 
short period of thermal response and high specific electric 
power. Silicon application as a base due to its 
compatibility with CMOS and MEMS processes [10-12], 
has become an important factor to choose a µTEG. 

A typical length of a thermoelectric generator 
fabricated by using bulk semiconductor technology ranges 
between 1 mm and 5 mm. The dimension of a thin film 
thermoelectric generator can be reduced to less than 20 
microns [5,6]. When a device is reduced to micron scale, 
the factors influencing the efficiency of thin-film device 
must significantly differ from the bulk thermoelectric unit.  

This research is targeted at the optimization 
calculations of thermoelement linear dimensions, 
including the thermoelement height correlation to the 
width based on the maximization output power criterion 
for a microscale thin-film thermoelectric generator.  

II. RESEARCH OBJECT AND MODEL 
DESIGNING 

A single thermoelectric generator in its micro scale 
design has been chosen as a research object. A μTEG 
consists of two thermoelements (TE) of n and p-type, TE 
commutation contact pads area and a substrate. Figure 1 
shows a geometric 3D model of a single 
microthermoelectric generator. 

 
Fig. 1. 3D model of a single microthermoelectric generator  

In case there is a temperature gradient between the 
thermoelectric generator sides, the output power can be 
calculated as follows [13]: 

𝑃 = 𝑈 ∙ 𝐼 = 𝑁2∙∆𝑇2∙�𝛼𝑝−𝛼𝑛�
2∙𝑅н

(𝑅𝐿+𝑅𝑖𝑛)2 ,            (1) 

where N – thermoelements quantity, ΔT – temperature 
gradient between thermoelectric generator hot and cold 
sides; αn and αp –the Seebeck coefficients of n- and p-
semiconductor materials, respectively; RL – load 
resistivity; Rin – generator internal resistivity.  

The condition of maximum power transfer to the load 
is the values equality of the external load and the internal 
resistivity, that means: 

𝑃𝑚𝑎𝑥 = 𝑁2∙∆𝑇2∙�𝛼𝑝−𝛼𝑛�
2

4∙𝑅𝑖𝑛
                (2) 

The generator internal resistivity is made of the 
resistivities of its constituent parts such as thermal 
elements, contact pads areas and solder: 

 𝑅𝑖𝑛 = ��𝑅𝑛 + 𝑅𝑝� + �𝑅𝑐𝑜𝑛𝑡 +  �𝑅𝑠, (3)
2𝑁

𝑖=1

2𝑁

𝑖=1

𝑁

𝑖=1

 

where Rn and Rp – resistivities of n and p thermoelements; 
Rcont – contact pad resistivity; Rs – solder resistivity. 
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The resistivities of thermoelectric generator constituent 
parts are calculated by means of materials specific 
resistivities and linear dimensions of such parts: 

𝑅𝑛,𝑝 = 𝜌𝑛,𝑝 ∙
𝐻
𝐿2

,                             (4) 

where ρn, ρp – materials specific resistivity of n- and p-
thermal elements, respectively; H – thermoelements 
height; L – square base width of thermoelements. 

𝑅𝑐𝑜𝑛𝑡 = 𝜌𝑐𝑜𝑛𝑡 ∙
ℎ
𝐿2

,                          (5) 

where ρcont – material specific resistivity of the contact 
pad; h – contact pad height; L – square base width of the 
contact pad. 

𝑅𝑠 = 𝜌𝑠 ∙
ℎ1
𝐿2

,                              (6) 

where ρs – specific resistivity of solder material; h1 – 
solder layer height; L – square base width of the solder 
layer. 

Applying formulas (4) – (6) to formula (3), then 
applying formula (3) to formula (2), we see as follows: 

𝑃𝑚𝑎𝑥 = 1
4

𝑁∙∆𝑇2∙�𝛼𝑝−𝛼𝑛�
2

�𝜌𝑝−𝜌𝑛�
𝐻
𝐿2+2𝜌𝑐𝑜𝑛𝑡∙

ℎ
𝐿2+2𝜌𝑠∙

ℎ1
𝐿2

.          (7) 

Thus, according to formula (7), it can be stated that the 
generator internal resistivity and, consequently, the 
maximal output power depend on the linear dimensions of 
thermoelectric generator constituent parts, especially 
thermoelements, due to the significant values difference 
between specific resistivities of semiconductor and metal 
materials. 

The problem solution to define thermal elements linear 
dimensions influences on the output power has been 
carried out based on the finite element method by applying 
ANSYS Workbench software. The simulation 
methodology has been described in detail in research 
articles [14-18]. The important characteristic of this 
simulation has become the application of DesignXplorer to 
solve single and multicriteria parametric optimization 
based on the experiment planning, response surface 
designing, and correlation analysis and probability 
evaluation of output parameters deviation from the 
assigned values.  

III. OPTIMIZATION CALCULATIONS 

Two series of calculations (preliminary and final) by 
employing the multi-objective genetic algorithm (MOGA) 
for different width values of thermal elements (the square 
base side, L) 200, 100 and 20 µm, and the thermal element 
height  (H) ranged within the limits between 10 and 1000 
µm, the contact areas height (h) ranged between 1 and 100 
microns. The solder layer thickness and wafer thickness 
remained constant 3 and 100 µm, respectively, during the 
calculations.  

Bismuth tellurides and antimony of n- and p type 
conductivity have been used as functional materials for 
μTEG thermal elements to provide maximal 
thermoelectric efficiency in the required temperature 
range [19]. The simulation initial data include the 
following physical parameters: the Seebeck coefficient, 

specific electric resistivity and specific thermal 
conductivity. These parameters depend significantly on 
the fabrication technology and have a wide range. So, the 
evaluation parameters results obtained by the least-squares 
method were used as the initial parameters [14]. The 
substrate material and contact pad parameters were 
selected from ANSYS library and the solder parameters 
were taken from [20]. Table 1 shows the material physical 
parameters values of μTEG constituent parts used during 
the simulation in the temperature range of 300-400 K.  

TABLE I.  MATERIALS’ PHYSICAL PARAMETERS OF 
MICROTHERMOELECTRIC GENERATOR PARTS 

T, K  
Zeebeck 

Coefficient, 
μV*K-1 

Specific 
Resistivity,  

µΩ⋅m 

Specific 
Thermal 

Conductivity, 
W/m⋅K 

n-type semiconductor material (Bi2Te3) 
300 -148.24 12.02 1.03 
350 -152.59 13.48 1.11 
400 -156.89 15.05 1.18 

p-type semiconductor material (Sb2Te3) 
300 208.25 13.33 1.07 
350 220.21 16.78 1.06 
400 219.52 19.74 1.13 

Contact Pad (Cu) 
300 3.5 0.017 406 

Solder (Sb/Pb) 
300 - 0.4 48 

Substrate (Si) 
300 - - 148 

 
When simulating the finite elements mesh was 

generated automatically. The mesh is made of cubic 
isoparametric elements SOLID226.  

The temperature boundary conditions were determined 
by the temperature of the lower silicon wafer Th and the 
temperature of the upper silicon wafer Tc. The following 
temperature values: Th=318 K, 343 K, 368 K, 393 K, 
Tc=293 K have been studied. These temperatures 
correspond to difference ΔT=25, 50, 75 and 100 K.  The 
model considered electric and thermal contact resistivities 
on the metal-semiconductor border. It should be noted that 
the parameters have been selected in accordance with [21]. 
The simulation results are the output power values of the 
thermoelectric generator on the external load. The 
simulation has been carried out for three values of the 
external load, i.e. 300, 600, 1000 mOhm. 

The preliminary optimization calculation has been 
made to identify the impact of contact pad layer width (h) 
on the output power. The optimization module was assisted 
for making the design of experiment matrix for the 
following values of the geometric dimensions: L=200, 100, 
20 µm; H=100, 50 µm; h=1÷100 µm. The geometric 
dimensions were identified according to the proposed 
microelectronic technology of microgenerator fabrication 
that is compatible with CMOS and MEMS technologies. 
As a result of the calculations, it has been stated that the 
optimal correlation between the contact pad heights and 
thermoelements for all TE heights to achieve the maximal 
power made up h=0,15H. 

The main optimization calculation has been carried out 
to identify the TE linear dimensions influence the output 
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power taking into account the correlation calculated during 
the preliminary calculation. Therefore, the updated 
simulation matrix for the following TE geometric 
dimensions values: L=200, 100, 20 µm; H=1÷1000 µm has 
been created in the optimization module. The constant 
correlation between the heights of the TE and the contact 
pad h=0.15H has been maintained, and this has become the 
parameter during solving. The main optimization 
calculation results are shown in Figures 2, and Table 2.  

The following conclusions can be made as a result of 
the optimization calculations: 1) The correlation of 
thermoelement height to the width of the square base 
(H/L) when the maximum power is achieved remains 
unchanged when changing the thermal boundary 
conditions. 2) The maximum power value increases 
monotonically when increasing the temperature difference 
ΔT with the constant correlation H/L irrespective of the 
external load resistance value. 3) The maximum power 
value increases monotonically when increasing the 
generator thermoelement's width of square base. 4) The 
ratio H/L remains constant when changing the external 
load and keeping the temperature mode for L=100 и 20 
µm and decreases at L=200 microns proving the idea that 
the internal resistivity of a μTEG with the optimal 
dimensions will be in the range of 300 and 600 mOhm. 
5) The output power dependencies of a μTEG on the TE 
height correlation to its width on the load show a flat 
maximum. The values of H/L are within the range of 
0.2÷0,7; 0.2÷0,7 and 0,5÷2 for L=200,100,20 µm, 
respectively with the deviation ±3% from Pmax value, 
irrespective of the external load resistance value. Thus, the 
general range of thermoelement linear dimensions (H/L) 
change can be identified as follows: 0.5÷0.7. 

CONCLUSION 
The provided results of the optimization calculations 

allow to conclude that such an approach to design a 
microthermoelectric generator with optimal characteristics 
is feasible. Unlike similar research, for example, [21,22], 
this research focuses on including a solder layer between 

the TE and contact pads as well as according for the 
influence of the electric and thermal contact the metal-
semiconductor border, the contact pad height and the 
preliminary optimization calculation. These model peculiar 
features assist in both identifying the TE optimal 
dimensions and internal resistivity value. All the above 
mentioned allow to design microthermoelectric generators 
with the assigned operational conditions (power and 
temperatures) when the load resistivities are known. 
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Abstract—There is a great variety of hardware Trojan 
detection and prevention approaches. However, state of art 
approaches cannot provide a full guarantee that an integrated 
circuit or complex electronic system is free of hardware Trojan. 
We introduced a reference monitor obfuscation approach on the 
base of formal transformations of structural system models. The 
approach ensures development of secure systems, operating in 
the presence of hardware Trojans. The reference monitor 
obfuscation ensures the main key reference monitor properties: 
must be non-bypassable and tamper-proof. This concept can be 
used as a prevention countermeasure against hardware Trojans 
at the following steps of development cycle of integrated circuit 
on the FPGA platform: prevention at design, prevention at 
fabrication, and prevention at post-fabrication. The paper 
demonstrates an implementation of reference monitor 
obfuscation approach by physical modeling on FPGA-based 
systems. 

Keywords—hardware security, structural model, trusted 
computing base, hardware design obfuscation, FPGA platform 

I. INTRODUCTION 

Sometimes, a secure system is considered as an information 
processing system that includes a particular set of security 
features. From our viewpoint the availability of security 
mechanism is only a necessary condition and cannot be 
considered as a criterion for the system security from real 
threats. A more accurate definition of a secure system 
describes a secure system as a system that ensures the security 
of the processed information and maintains its operability 
under the conditions of exposure to it of a certain number of 
threats [1]. Requirements for such systems include access 
control mechanism as a mandatory component; ability to 
formally assess system security. 

Computer architectures are layered. There are two concepts 
of security mechanism implementation: security system is 
placed at any layer; layered kernel-based security architecture. 

Security system at any architectural layer. In this case, 
designers make decision about layer for security mechanism. 
At the same time, they should consider protection of layers 

below. Embedding security mechanisms at various levels has 
several serious disadvantages. 

• Security mechanism of chosen layer relies on reliable 
security mechanism of the layers below. For example. 
Operating system access controls typically rely on 
reliable hardware. Thus, it is possible to attack from the 
lower layer to the upper layer. 

• Rising from hardware through the operating system and 
middleware to application layer, the processes of 
interaction of all layers of a system become more 
complex and secure mechanisms less reliable. 

Layered Kernel-based security architecture. It is natural to 
assume that all security mechanisms should themselves be 
protected from any attacks. Otherwise, it will be difficult to 
talk about the reliability of protection. Therefore, it is logical to 
combine all security mechanisms into so-called Trusted 
Computing Base (TCB). A reliable computing base is an 
abstract concept denoting a set of protective mechanisms of a 
computing system, including software and hardware 
components, responsible for maintaining a security policy [2], 
[3]. The [4] outlines some of the basic features of TCB such as: 
maintaining the confidentiality, integrity and accessibility of 
data on a system, enforcing the system’s security policy, and 
protection against any forms of system infiltration.  

Designers of hardware and hardware-software secure 
systems use TrustZone technology [5]. This technology 
provides a security framework possessing features of TCB and 
enables a system to counter many of the specific threats that it 
will experience. 

A TCB consists of one or more components that together 
are responsible for implementing a unified security policy 
within the system. The ability of the TCB to correctly 
implement a unified security policy depends primarily on the 
mechanisms of the TCB itself, as well as on the correct 
management by the system administration. Thus, TCB 
performs a dual task: it supports the implementation of security 
policies and is the guarantor of the integrity of protection 
mechanisms. The structure of TCB includes such components: 
reference monitor (RM) and security kernel (SK). 
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A RM is an access control concept of an abstract machine 
that mediates all accesses to objects by subjects [6], [7]. A 
TCB is RM plus other security mechanisms. Designers using 
the reference monitor have the ability to include security aspect 
into design process. The RM must be non-bypassable, 
evaluable, always invoked, and tamper-proof. SK is software 
and hardware implementation of RM. Designers using the 
reference monitor have the ability to include security aspect 
into design process. 

In [8] authors consider in detail issues of building a multi-
level (multi-layer) OS security architecture. Designing a secure 
OS is carried out using the concepts of TCB, Reference 
Monitor and Security Kernel. 

It should be noted that in [9] several disadvantages are 
considered related to the practical use of the concept of TCB. 
So, there is no answer to the question of how to include 
components that are responsible for the implementation of a 
unified security policy within the system and how to determine 
the boundaries of the TCB. 

Approaches which can be used as countermeasures against 
HTs are divided into two groups: detection and prevention. 
Detection and prevention approaches are classified in [10]. 
Limitations of countermeasures are following. All 
countermeasures against HTs are designed to defend against 
only a subset of the possible HT attacks that they may 
experience. Defending against all possible attacks is an 
impossible task. The best that can be achieved is design and 
fabrication of secure systems, operating in the presence of HTs. 

A promising set of approaches against HTs is hardware 
obfuscation-based approaches [11]. A detailed classification of 
obfuscation approaches is given in [12]. 

In the paper [13], the authors consider a hardware 
obfuscation approaches for two levels of IC representation: 
layout-level and netlist-level. Logic obfuscation is 
demonstrated in [14]. A promising approach to obfuscate 
complex electronic system is addressed in [15]. This approach 
has a disadvantage: implementation of obfuscation requires 
considerable hardware overhead. 

The main goal of the proposed research is to develop 
design technique that can effectively resist or mitigate security 
threats at untrusted stages of the IC life-cycle. The main 
principle of the proposed technique is design obfuscation 
method on FPGA-based systems. 

II. EASE REFERENCE MONITOR OBFUSCATION TECHNIQUES ON 

FPGA-BASED SYSTEMS 

This section is devoted to the Reference Monitor 
Obfuscation on the base of system model aggregation. A 
system S contains the elements Ci, where i = 0,1,…,6. Let′s 
consider the formal model of a complex system structure [16]. 

Consider a system, which structure is represented in Fig. 1. 
Each system component Сj is represented by sets of input 

m( j)
i 1

X    and output 
r( j)

l 1
Y   contacts, where ji 0,m= , jl 0, r= . 

To simplify, we will denote m = mj, r = rj. A single-valued 
operator [17] 

 ( )(k) ( j)
l iY R X=  (1) 

is proposed to describe a formal structure model of system. 

Where the domain of the operator is the set 
N m( j)

i 1
j 0

X
=

    and the 

codomain of the operator is the set 
N r(k)

l 1
k 0

Y
=

   . 

The operator (1) is represented in a tabular form. The 
Table 1 depicts the operator values for the system under 
consideration  

TABLE I.  THE OPERATOR R OF THE ELEMENTS CONNECTIONS FOR THE 
SYSTEM S 

i 
j 

1 2 3 4 5 

0 1,1 3,1 4,1 5,1 6,2 
1 0,1     
2 1,3 0,2 0,3   
3 1,2 2,1    
4 3,2 2,1 2,2   
5 2,2     
6 5,2 0,4    

 

A row of the Table 1 corresponds to an element of system 
S. A column corresponds to an input contact of element. The 
intersection of row j and column i gives a pair (k, l). Where k is 
the number of element and l is its output contact to which the 
input contact i of element j is connected. 

Description of the approach proposed. System S consists of 
Sµ0 = {С0, С3, С4, С5, С6} and Sµ1 = {С1, С2}. The subsystems 
are indicated by a dashed line in Fig. 1. Let the subsystem Sµ1 
plays a role of RM. Three steps of proposed approach: 
determination of additional fictitious contacts, construction of 
the operators of elements connections R for Sµ0 and Sµ1 and 
RM obfuscation procedure. 

Step 1. Determination of additional fictitious contacts. The 
major idea of this stage is as follows. Each of the subsystems 
(Sµ0 or Sµ1) can be an element: the subsystems Sµ0 is an 
element of a system S1 = {С1, С2, Sµ0}, the subsystems Sµ1 is 
an element of a system S2 = {С0, С3, С4, С5, С6, Sµ1}. 

An access of elements of subsystem Sµ1 to elements of 
subsystem Sµ0 is possible only through its fictitious input X(0)µ1 
and output contacts Y(0)µ1 (Fig. 1). The contacts X(0)µ1 are 
linked to output contacts of elements of Sµ1. The contacts Y(0)µ1 

are linked to input contacts of elements of Sµ1. 

An access of elements of subsystem Sµ0 to elements of 
subsystem Sµ1 is possible only through its fictitious input X(µ1) 
and output contacts Y(µ1) (Fig. 1). The contacts X(µ1) are linked 
to output contacts of elements of Sµ0. The contacts Y(µ1) are 
linked to input contacts of elements of Sµ0. 
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Fig. 1. The structure of system S. 

  

Let consider a procedure of fictitious contacts construction 
for the system under consideration. As declared above, a 

formal description of element Сj is sets: 
m( j)

i 1
X    and 

r( j)
l 1

Y   , 

where ji 0,m= , jl 0,r= . For each Yl
(j), the operators below are 

used to construct fictitious contacts: 

 

 
(μ ) (j)

l μ l

(0 )μ (j)
i μ l

Y =Q (Y ),

X = Q (Y )′
 (2) 

The operators Qµ and Q’µ are represented by a fictitious 
contact numbering table. The numbering table of the fictitious 
contacts of Sµ1 has a form of Table 2. 

TABLE II.  THE NUMBERING TABLE OF OPERATORS Qµ AND Q’µ OF THE 
SUBSYSTEM Sµ1 

Yl
(j) (j,l) 1,1 1,2 2,1 2,2 

Qμ1 Y(μ1) Y1
(μ1) Y2

(μ1) Y3
(μ1)) Y4

(μ1)

Qμ1
’ X(0)μ1 X1

(0)μ1 X2
(0)μ1 X3

(0)μ1 X4
(0)μ1

For each element Xi
(j), the operators below are used to 

construct fictitious contacts: 

 
(μ) (j)
i μ i

(0)μ (j)
l μ i

X =P (X ),

Y =P (X )′
 (3) 

The operators Pµ and P’µ are represented by a fictitious 
contact numbering table. The numbering table for Pµ and P’µ of 
Sµ1 has a form of Table 3. 

TABLE III.  THE NUMBERING TABLE OF OPERATORS Pµ AND P’µ OF THE 
SUBSYSTEM Sµ1 

Xi
(j) (j, i) 1,1 2,2 2,3 

Pμ iμ (Xi
(µ1)) 1 2 3 

P’
μ l0μ (Yl

(0)µ1) 1 2 3 
 

The operators (2) and (3) are some procedures that enable 
numbering fictitious contacts for the subsystem Sµ1. Similar to 
the subsystem Sµ1 the operators (2) and (3) are implemented to 
the subsystem Sµ0 that enable numbering of fictitious contacts 
for the subsystem Sµ0. The result is demonstrated in Fig. 1. 
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Step 2. The operators of elements connections R for Sµ0 and 
Sµ1. Denote the operator R for a case of subsystem Sµ by Rµ. 
The major idea of this step is following.  An operator Rµ 
consider a subsystem Sµ as an element with fictitious contacts 
just like other elements of system S under consideration. The 
procedure of constructing the operator Rµ is defined by the 
expression (4). 

The operator (4), like the operator (1), assigns the output 
contact Yl

(k) to the input contact Xi
(j), taking into consideration, 

that the domain of Rµ consists of three subsets. The 
operator (3) is represented in a tabular form. 

  (4) 

Operator values Rµ1 for the system S1 = {С1, С2, Sµ0} are 
presented in Table 4. 

TABLE IV.  THE OPERATOR Rµ1 FOR THE SUBSYSTEM Sµ1 

i 
j 

l 2 3 4 

0 1,1 1,2 2,1 2,2 

1 0,Y1
(0)µ1    

2 1,3 0,Y2
(0)µ1 0,Y3

(0)µ1  

 

The row of the table header corresponds to the number of 
fictitious input contacts of Sµ0 and number of inputs of С1 and 
С2. The subsystem Sµ0 is represented by the row 0. The 
elements С1 and С2 are represented by rows 1 and 2, 
respectively. The maximum number of inputs among С1, С2 
and Sµ0 determines the number of columns. In the table, Yl

(0)µ 
are output contacts of Sµ0. At the intersection of rows and 
columns there are pairs of numbers (k, l). Where k is the 
number of element, l is the number of its output contact. 

Values of operator Rμ0 for S2 = {С0, С3, С4, С5, С6, Sµ1} are 
given in Table 5. 

TABLE V.  THE OPERATOR Rµ0 FOR THE SUBSYSTEM Sµ0 

i 
j 

1(X1
(μ1)) 2(X2

(μ1)) 3(X3
(μ1)) 4 5 

0 Sµ1,1 3,1 4,1 5,1 6,2 

3 Sµ1,2 1μ1,3    

4 3,2 Sµ1,3 Sµ1,4   

5 Sµ1,4     

6 5,2 0,4    

Sμ1 0,1 0,2 0,3   

 

The row of the table header contains numbers of fictitious 
input contacts of Sμ1 and numbers of inputs of С0, С3, С4, С5, 
and С6. The rows 0,3,4,5 and 6 correspond to the elements С0, 
С3, С4, С5, and С6, respectively. The subsystem Sμ1 is 
represented by the row Sμ1. The maximum number of inputs 
among С0, С3, С4, С5, С6 and Sμ1 determines the number of 
columns. At the intersection of rows and columns there are 
pairs of numbers (k, l). Where k is the number of element, l is 
the number of its output contact. 

Step 3. Let consider RM obfuscation procedure proposed in 
the work. The concept of RM divides a design into different 
subsystems Sµ0 and Sµ1. The untrusted subsystem Sµ0 (a design) 
does not have access to the trusted subsystem Sµ1 (RM). These 
subsystems can be designing and manufacturing by different 
teams. That enables obfuscating RM and minimizing risks of 
Trojans attacks. 

III. PHYSICAL MODELING 

To demonstrate a feasibility of the method described above, 
we conducted physical modeling its steps targeted to RM 
obfuscation. For practical test of design method we used tool 
set Xilinx Spartan-3E Starter Kit. The Spartan 3E Starter 
evaluation board was used as a platform for design. To write a 
VHDL code the free Xilinx Integrated Software Environment 
(ISE) 14.7 was used. To demonstrate a major concept of the 
method structural description style was used. Several 
motivations make structural description usage more preferable: 
structural description based on system structural  model is 
represented in terms of the interconnection of its subsystems 
instead of focusing on components functionality; structural 
description effectively solves the problem of RM obfuscation 
using a structure of design consisting of two subsystems and 
fictitious contacts. 

An implementation of the design method in the VHDL 
environment. The structural VHDL model describes two-level 
decomposition of the design into subsystems Sµ0 and Sµ1. Each 
subsystem is a structural level VHDL module (entity). The 
module includes a declaration of elements Сi and their 
behavioral description. The modules interact by means of 
fictitious contacts, which are connected to ports of modules by 
corresponding signals. As noted above, the subsystem Sµ0 
implements the main functions of the project, and the 
subsystem Sµ1, consisting of the elements C1 and C2 is a RM, 
that controls accesses of elements of Sµ0 to each other. In our 
case, the element C1 controls the accesses of C0 to the element 
C3, and the element C2 controls the accesses of C0 to the 
element C4. Element C0 from the output Yl

(0) sends a request to 
element C3 for reading information. In the initial state, at the 
output Yl

(3), state Z (state of high impedance) is set. Element C1 
determines the right of access of element C0 to element C3 and 
grants or does not grants an access. If there is a right of access, 
element C0, at the input X1

(0), reads information from output 
Yl

(3) of element C3. The access control of element C0 to 
element C4 is carried out be the element C2 in a similar manner. 

It is evident, the subsystems can be designing and 
manufacturing separately with their subsequent integration 
within the framework of a single design. 

( )

( )

( )

j k

j k

( j) ( j) ( j,k)
i i

C S C S

(k) 1 ( j) ( j) ( j,k)
l i i

C S C S

m1 1 (0) (0) (0)
i i i l

R X for X X

Y P X for X X

(Q ) X for X X

μ μ

μ μ

∈ ∈

μ
∈ ∉

− μ μ μ
μ

  ∈  
  = ∈  



 ∈  
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IV. CONCLUSION AND FUTURE WORK 

We introduced the reference monitor obfuscation approach 
on the base of formal transformations of structural models The 
RM obfuscation technique ensures the key property of access 
control mechanism: it must be non-bypassable and tamper-
proof. This technique can be used as a prevention 
countermeasure against HTs at the following steps of a modern 
FPGA-based IC life cycle such as: prevention at design, 
prevention at fabrication, and prevention at post-fabrication. 
RM obfuscation concept allows to develop secure systems, 
operating in the presence of HTs. 

Future investigations are necessary to evaluate the 
resilience of approaches based on RM obfuscation. A 
promising direction of future studies is design technologies, 
based on theoretically proofed guarantees of system security. 
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Abstract— Estimating the frequencies of sinusoids based on the 
weighted total least squares method allows for obtaining more 
accurate estimates compared to the ordinary least squares 
method. The most common algorithm for solving the total least 
squares problem is the algorithm based on the singular value 
decomposition (SVD) of a matrix. This algorithm has a high 
computational complexity. An alternative method for solving the 
total least squares problem is the biased normal systems approach. 
The paper proposes augmented system of linear algebraic 
equations equivalent to a weighted normal biased system of 
equations. and an estimate of the frequencies of sinusoids from 
discrete measurements with based on the proposed augmented 
system. The simulation results show that the frequency estimates 
based on the augmented systems are comparable in accuracy with 
the solution of the total least squares problem based on the 
singular value decomposition of the matrix. 

Keywords—Total least square, resolution, frequency estimation, 
ill condition, real sinusoids. 

I. INTRODUCTION 

The problem considered in the paper is one of the problems 
of spectral analysis [1]. In many applications, especially in the 
field of communications, radar, sonar, geophysics, seismology, 
the signals under consideration can be well described by the sum 
of sinusoids with noise [2]. A large number of papers [1] - [5] 
are devoted to the problem of estimating the frequencies of 
sinusoids from a finite number of discrete noisy measurements 
because of its wide application in science and technology. 

Although there are a large number of frequency estimation 
methods, they can be classified as nonparametric or parametric 
approaches. Nonparametric frequency methods are based on the 
application of the Fourier transform. Nonparametric methods do 
not make any assumptions about the pattern of the observed 
sequence data. The resolution or ability to resolve closely spaced 
frequencies using nonparametric methods is fundamentally 
limited by the length of the available data. Alternatively, a 
parametric approach is used, which assumes that the signal 
satisfies a generative model with a known functional form. The 
parametric approach allows for higher resolution. The following 
parametric estimates of frequency are known: maximum 
likelihood (MP) [6], nonlinear least squares (NLS) [7], total least 

squares (TLS) [8, 9], instrumental variables (IV) [10], Yule-
Walker equations [11], iterative filtering [12] and subspace 
methods such as truncated singular value decomposition, 
MUSIC and ESPRIT [4]. 

In fact, with additive white Gaussian noise, the MP and NLS 
methods are equivalent, and both are statistically efficient, but 
their computational complexity is very high. On the other hand, 
the rest of the above-mentioned parametric methods use linear 
prediction (LP) of sinusoidal signals and provide a suboptimal 
efficiency estimate, but their computational complexity is less.  

The total least squares is used in many methods for 
estimating the frequencies of sinusoids. In [8], an estimate for 
sinusoids is proposed based on total least squares using use 
linear prediction (LP) of sinusoidal signals. Weighted versions 
of the algorithm [8] are discussed in [13, 14]. Also, the method 
of total least squares is used for methods based on the higher 
order Yule-Walker equations [15, 16]. These algorithms do not 
take into account the symmetry of the coefficients of the 
estimated coefficients LP of real sinusoidal signals. 

In [17], a weighted algorithm is proposed for estimating 
coefficients taking into account the symmetry of the coefficients 
of the LP model of real sinusoidal signals. The proposed 
algorithm requires compute the generalized eigenvector at each 
iteration. This is a complex nonlinear computational problem 
[18].  

The fundamental limitation for the resolution of parametric 
methods is the computational stability of the algorithms and the 
unbiasedness of the estimates obtained. This is because at close 
frequencies of the estimated sinusoids the problem becomes ill-
conditioned. It is known that the use of total least squares, allows 
you to increase the resolution in comparison with the ordinary 
least squares.  

The most common algorithm for solving the total least 
squares problem is the algorithm based on the singular value 
decomposition of a matrix. This algorithm has a high 
computational complexity. An alternative method for solving 
the total least squares problem is the biased normal systems 
approach. In [19], it was noted that the solution of the least 
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squares problem in the form of a biased normal system may be 
preferable in some cases. 

One of the effective methods for solving a biased normal 
system is to convert to an augmented equivalent system [20]. An 
augmented system equivalent to a weighted biased system is 
obtained in the paper. On the basis of the proposed augmented 
system, an algorithm for estimating the frequencies of sinusoids 
is implemented. 

II. PROBLEM STATEMENT 

The problem of estimating the frequencies of sinusoids is 
formulated as follows. Discrete measurements with noise are 
given 

 ( ) ( ) ( ) ,y n x n e n= + 0,1, , 1n N= −  (1) 

where 

 ( ) ( )
1

sin ,
L

l l l
l

x n A n
=

= ω + ϕ 1, 2, , Ll =   (2) 

lA , ( )2 0,ω = π ∈ πl lf and [ )0,2lϕ ∈ π  are unknown amplitude, 

frequency, and phase l -th sinusoid. ( )e n  is an additive white 

noise with zero mean unknown variance 2
eσ . The number L  is 

known a priori. 

It is required to estimate the frequencies ˆ lω  from the noisy 

sequences of observations ( ){ }y n . 

III. LINEAR PREDICTION PROPERTY 

Estimating frequencies lω from a noisy signal is a difficult 

task because the frequencies lω  are included in (2) non-linearly. 

The signal ( )x n can be uniquely represented as a linear 

combination 2L of previous values  

( ) ( )
2

1

,
L

i
i

x n a x n i
=

= − −    (3) 

where la  are constant coefficients. Frequencies ( )0,lω ∈ π  are 

related to coefficients la  by the following equation [9]: 

 ( )
2

0

exp 0,
L

i l
i

a j i
=

− ω =    (4) 

0 1a = , 2i L ia a −= , 1j = − . 

From solving the equation 

 
2

0

0,
L

i
i

i

a z
=

=  (5) 

frequencies lω can be estimated as the phase ( )exp lj± ω  of the  

roots of equation (5). Thus, the problem of estimating 
frequencies can be reduced to estimating the coefficients ia  
included in the equation linearly. 

Using the symmetry property of the coefficients, (3) is 
represented as follows 

( ) ( )

( ) ( )( ) ( )
1

1

2

2 ,
L

i L
i

x n x n L

a x n i x n L i a x n L
−

=

− − − =

= − − − + + −
 (6) 

( ) ( ) ( ) ,y n x n e n= +  

Let's define an expression for the prediction error 

( ) ( ) ( )

( ) ( )( ) ( )
1

1

2

2 .
L

i L
i

n e n e n L

a e n i e n L i a e n L
−

=

ξ = + − +

+ − − − + + −
  (7) 

Let us write (6) in matrix form 

,=Y Xa    (8) 

where ( ) ( ) ( ) ( )( )1 2 1 2 0
T

y N y N L y L y= − − − − − − −Y , , ,

( )1, , ,
T

la a=a 

( ) ( ) ( )
( ) ( ) ( )

( ) ( ) ( )

2 2 1

3 2 1 2
.

2 1 1

X

 − + − − − 
 

− + − − − − =  
  − + 




  


T
y N y N L y N L

y N y N L y N L

y L y y L

 

IV. WEIGHTED TOTAL LEAST SQUARES FOR FREQUENCY 

ESTIMATION 

The frequency estimation based on total least squares is 
unbiased, but not effective. Modifications of weighting 
algorithms are used to increase the accuracy of estimates. 
Consider the solution to the weighted total least squares 
problem: 

,WY WXa=    (9) 

where W is positive definite matrix. 

In case the noise ( )e n  is Gaussian distribution. Weighting 

matrix use selection 

( ) 12W ξξ
−

= σ Ε T
e ,  (11) 

allows you to get the maximum likelihood estimates. 

In [17], a frequency estimation is proposed based on finding 
a generalized eigenvector. We get the frequency estimation by 
the weighted total least squares method based on the solution of 
the augmented system. Solving weighted total least square is 
described by minimizing the generalized Rayleigh ratio [21] 
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( ) ( )
min .

1a

Y - Xa W Y - Xa

a Ga+

T

T
  (12) 

where 
( )

22

E WE
G

Ε
=

 T

eσ
, 

( ) ( ) ( )
( ) ( ) ( )

( ) ( ) ( )

2 2 1

3 2 1 2
.

2 1 1

E

 − + − − − 
 

− − − − − − =  
  − − 




  


T
e N e N L e N L

e N e N L e N L

e L e e L

 

In [17], expressions for matrices 1W−  и G  are also 

obtained in explicit form. The matrix 1W− is a banded Toeplitz 
matrix  

1 1 1
0 1 2

1 1 1 1
1 0 1 2

1 1
1 0

0 0

0

0 0

W

− − −

− − − −

− −

 
 
 

=  
 
 
 

 

 
   

  

L

-1 L

W W W

W W W W

W W

, 

where ( ) ( )( )
1

1 2 2
0

1

2 ,
−

−

=

 
= Ε = +  

 
 
L

L i
i

W n n a aξ ξ  

( ) ( )( )
1

1
1 1

1

1 2 ,
−

−
+

=

= Ε + =   
L

i i
i

W n n a aξ ξ , 

( ) ( )( )1
2 2 1− = Ε + = 

LW n n Lξ ξ , 

0 2 1 2 1 2 1

1 2 1 0 2 2 1 2 3 1

2 2 2 1 2 3 2 3 2

1 1 0

,

2

G

− −

− − − − −

− − − − −

−

+ + + 
 + + + 
 + + +=
 
 
 
 





   


L L L L L

L L L L L

L L L L L

L L

G G G G G G G

G G G G G G G

G G G G G G G

G G G G

 

2

,
1

.
N L j

j i i j
i

G W
− −

+
=

=   

 Remark. For banded Toeplitz matrices, there are fast 
algorithms for finding inverse matrices, which can significantly 
reduce the complexity of the [22, 23] algorithm. 

We introduce a new vector of variables 

,a = H a G    (13) 

where G = H HT
G . 

Let us write criterion (12) using the new vector of variables 

( ) ( )
min .

1 Ta

Y - XH a H H Y - XH a

a a+

 

 

T-1 T -1
G W W G

  (14) 

where W H H= T
W W . 

The weighted biased normal system of equations is defined 
as 

( )( ) ( )2 ,
T

XH WXH I a XH WY− =
T-1 -1 -1

G G W Gσ   (15) 

where ( )min H XH ,H Y= -1
W W G Wσ σ  is smallest singular value of 

a matrix ( ).H XH ,H Y-1
W G W  

The system (13) is often ill-conditioned. The condition 
number of a normal biased system is determined from the 
following expression 

( )( ) ( )
( )

2 2
max2

2 2 2
min

.
T H XH

XH WXH I
H XH

−
− =

−

-1
W G W-1 -1

G G W -1
W G W

cond
σ σ

σ
σ σ

 

Ill-conditioning (15) arises for two reasons: because of the 

product ( )T
XH WXH-1 -1

G G  and because of the possible proximity 

of ( )2
min H XH-1

W Gσ and 2
Wσ   

To increase the stability of the solution of the biased normal 
system of equations, the Cholesky decomposition can be 
applied. Cholesky's decomposition has a significant drawback - 
on ill-conditioned matrices, it can lead to an unacceptable error 
in solving the system of equations. 

Performing transformations similar to [20] we get the 
augmented system equivalent to weighted biased normal system 
of equations (15) is defined as 

,Xa Y=    (16) 

or  

( )
.

ˆ

I 0 H XH e H Y

0 I I r 0

0aXH H I 0

           =             


-1 T
W W G W W W

W W W

T-1 T
W G W W W

k k k

jk k

k jk

σ

σ

(17) 

The condition number of the matrix ( )X k  is determined by 

the expression [18]: 
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( )( )

( )
( )

( )
( )

2 2 2
max

2 2 2 2
min

2 2
max

3 22 2 2
max

2 2
min

3 22 2 2
min

1

1

1 3 3
cos arccos

3 2 1
,

1 3 3
cos arccos

3 3 2 1

+ +
= ×

+ +

  −  
   + +   ×

  −  +   + +   

W

W

W

W

W

W

k k
cond X k

k k

k

k k

k

k k

μ σ

μ σ

μ σ

μ σ

μ σπ

μ σ

 (18) 

where max min,μ μ  are the maximum and minimum eigenvalues 

of the matrix ( ) .H XH XH H
T-1 -1 T

W G G W  

 The problem of finding the minimum value of the condition 
number can be considered as the problem of choosing the 
optimal factor: 

( )( )2
0

min
k

cond k
>

X   (19) 

Equation (19) has no analytical solution, but can be solved 
by numerical methods. In practice, the value can be used as an 
estimate 

( )
( ) ( )

max

2 2
min max

2ˆ .
W

H XH

H XH H XH

+
=

+ +

-1
W G W

W -1 -1
G W W G W

k
σ σ

σ σ σ σ
 (20) 

Since the true values of the matrices are unknown, the 
weighted total least squares algorithm can be implemented 
iteratively. 

Algorithm 1. 

Step 1. Find matrices Ŵ  и Ĝ  and the decompositions 
ˆ ˆ ˆW = H HT

W W , ˆ ˆ ˆG = H HT
G G  of the matrices. A new vector of 

variables introduces (13). The initial values of the matrices are

Ŵ I= ,  

1 0 0

0 1 0

0 0 1/ 2

G

 
 
 =
 
 
 




   


. 

Step.2. Find the smallest singular value 

( )min H XH ,H Y= -1
W W G Wσ σ . 

Step 3. Calculate the value of the multiplier 0Wk >  by (20). 

Step 4. Solve the system of equations (17) using one of the 
standard methods, for example, LU decomposition [19]. 

Step 5. Repeat Step1-Step4 until a reliable solution has been 
reached. 

Step 6. Find the parameter estimate ˆâ = H a-1
WTLS G . 

V. NUMERICAL  RESULTS 

In section we present numerical examples which illustrated 
the performance proposed algorithm. The numerical results 
were obtained using Matlab.  

The noise-free signal model is described by the equation: 

( ) ( )
5

1

sin ,
=

= α ω + ϕ l l l
l

s n n   (21) 

where ( )1 1 1 1 1α = , ( )1.35 1.70 2.05 2.4 2.75ω = , 

( )2 3 4 5φ = π π π π π . 

Signal-to-noise ratio for the sum of sinusoids is [25] 

2
1
2

10lg .
2 ξ

 α
 =
 σ 

SNR   (22) 

The frequency estimates obtained using the proposed 
algorithm 1 were compared with the Yule-Walker estimates 
(YW [11]), total least square (TLS [8]), total least square for the 
model with symmetric coefficients (8), (TLS-S), least square 
for the model with symmetric coefficients (8), (LS-S), Cramer-
Rao lower bound (CRLB). 

The algorithms were compared by misalignment of the 
coefficient estimation vector â : 

2

2

ˆ
20 lg .

ω ω

ω

 −
δω =   

 
  (23) 

The results of numerical experiments for different N  are 
presented in Fig. 1-3.The results presented in this section show 
that the proposed algorithm allows one to obtain estimates for 
small samples and high SNR values. 

 

Fig. 1. Misalignment of the coefficient estimation vector â  for 25.=N  
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Fig. 2. Misalignment of the coefficient estimation vector â  for 75.=N  

Fig. 3. Misalignment of the coefficient estimation vector â  for 150.=N  

VI. CONCLUSION 

The paper proposes a method for estimating the frequencies 
of sinusoids with noise based on the solution of a weighted 
biased normal system. The ability to obtain a solution to the total 
least squares problem without finding the right singular vector 

and matrix is ( )1 1 2XH WXH I− − −
T

G G Wσ an undoubted advantage 

of the frequency estimates based on augmented systems, 
compared to solutions based on the singular value 
decomposition of a matrix or a biased normal system, 
respectively. 

REFERENCES 
[1] S.L. Marple., Digital Spectral Analysis with Applications. Englewood 

Cliffs, NJ: Prentice-Hall, 1987. 

[2] P. Stoica, R. Moses, Introduction to Spectral Analysis. Upper Saddle 
River, NJ: Prentice-Hall, 1997. 

[3] P. Stoica P., “List of references on spectral line analysis”, Signal Process. 
vol. 31, no. 3, 1993, pp. 1298–1319. 

[4] S.M. Kay, Modern Spectral Estimation : Theory and Application. 
Englewood Cliffs, NJ: Prentice-Hall, 1988. 

[5] B. G. Quinn and E. J. Hannan, The Estimation and Tracking of Frequency 
Cambridge, U.K.: Cambridge Univ. Press, 2001.  

[6] D.C. Rife and R.R. Boorstyn, “Multiple tone parameter estimation from 
discrete-time observations”, Bell Syst. Tech. J. 1976. pp. 1389–1410. 

[7] P. Stoica and A. Nehorai, “Statistical analysis of two nonlinear least 
squares estimators of sine wave parameters in the colored noise case,” in 
Proc. Int. Conf. Acoust. Speech, Signal Processing, vol. 4, New York, 
1988, pp. 2408–2411. 

[8] M. D. Rahman and K. B. Yu, “Total least squares approach for frequency 
estimation using linear prediction,” IEEE Trans. Acoust. Speech, Signal 
Processing, vol. ASSP-35, no. 5, pp. 1440–1454, Oct. 1987. 

[9] D.V..Ivanov, O.A. Katsyuba, B.K. Grigorovskiy, “Determination of 
frequency in three-phase electric circuits with autocorrelated noise”, 
Russ. Electr. Engin. vol. 88. 2017. pp. 123–126 . 

[10] Y. T. Chan, J. M. M. Lavoie, and J. B. Plant, “A parameter estimation 
approach to estimation of frequencies of sinusoids,” IEEE Trans. Acoust. 
Speech, Signal Process., vol. ASSP-29, no. 2, pp. 214–219, Apr. 1981. 

[11] Y. T. Chan and R. P. Langford, “Spectral estimation via the high-order 
Yule-Walker equations,” IEEE Trans. Acoust. Speech, Signal Processing, 
vol. ASSP-30, no. 5, pp. 689–698, Oct. 1982. 

[12] Li T.H., Kedem B. “Iterative filtering for multiple frequency estimation”, 
IEEE Trans. Signal Processing. vol. 42, no. 5. 1994. pp. 1120–1131. 

[13] Y. Hua and T. K. Sarkar, "On the total least squares linear prediction 
method for frequency estimation," in IEEE Transactions on Acoustics, 
Speech, and Signal Processing, vol. 38, no. 12, pp. 2186-2189, Dec. 1990, 
doi: 10.1109/29.61547. 

[14] S. H. Leung, T. H. Lee and W. H. Lau, "Total Least SquaresLinear 
Prediction for Frequency Estimation with FrequencyWeighting," Proc. 
IEEE, ICASSP,Munich, Germany, vol. 5, pp. 3993-3996, Apr. 1997. 

[15] P. Stoica, T. Söderström, S. Van Huffel, “On SVD-based and TLS-based 
high-order Yule-Walker methods of frequency estimation”,Signal 
Processing, vol. 29, no. 3.1992. pp.309-317. 

[16] P. Stoica, T. Söderström, “Comparative performance study of SVD-based 
and QRD-based high-order Yule-Walker methods for frequency 
estimation”, Circuits Systems and Signal Process, vol. 12. 1993. pp. 105–
117. 

[17] H. So, K.W. Chan, Y. Chan, Y., & K.C. Ho, “Linear prediction approach 
for efficient frequency estimation of multiple real sinusoids: algorithms 
and analyses”. IEEE Transactions on Signal Processing, vol. 53. 2005. 
pp.2290-2305. 

[18] J.H.Wilkinson, The Algebraic Eigenvalue Problem. Oxford University 
Press, Inc. 1988. 

[19] I. Markovsky, S. Van Huffel, “Overview of total least-squares methods” 
Signal Processing. vol.87, no.10. 2007. pp. 2283-2302. 

[20] A.I. Zhdanov, P.A. Shamarov, “Direct projection method in the problem 
of complete least squares”, Autom. Remote Control. 2000. vol.. 61, no. 4. 
2020. pp. 610-620. 

[21] D.V. Ivanov et al, “Identification of exponential trend models with 
fractional white noise” , J. Phys.: Conf. Ser., 2019. 1368 042061. 

[22] W.F. Trench, “Inversion of Toeplitz band matrices”. Mathematics of 
computation, vol. 28 no. 128. 1974, pp. 1089-1095 

[23] G. Ammar, W. Gragg , “Superfast solution of real positive definite 
Toeplitz systems”,b SIAM J. Matrix Anal. Appl. vol. 9. 1988. pp. 61–76. 

[24] G.H Golub ; van Loan C.F. Matrix Computations (3rd ed.), Johns Hopkins 
University Press, 1996. 

[25] P. Stoica , R.L. Moses , T. Soderstrom , J. Li , “Optimal high-order Yule-
Walker estimation of sinusoidal frequencies”, IEEE Transactions on 
Signal Processing. vol. 39, no. 6. 1991. pp.  

 

 

412 IEEE EWDTS 2020, September 4-7



Detection of motor imagery (MI) event in 
Electroencephalogram (EEG) signals using artificial 

intelligence technique 
 

Muhammad Yeamim Hossain A. B. M. S. U. Doulah 

Department of Electronics and Telecommunication Engineering Department of Electrical and Electronic Engineering 
University of Liberal Arts Bangladesh 

Dhaka, Bangladesh 
University of Liberal Arts Bangladesh 

Dhaka, Bangladesh 

yeamim.sumon@gmail.com abul.sayeed@ulab.edu.bd (Corresponding author) 
 

Abstract— With the recent development of technology and 
acquisition devices, the research of detection and classification 
utilizing EEG signals is rapidly increasing. One of the critical 
research in the field of the brain-computer interface includes an 
accurate detection of motor neuron behavior called motor 
imagery (MI) events. Due to the increased number in people with 
inabilities (e.g. paralyzed people, autism, and elderly people), 
accurate detection of MI events can of great help. In this work, a 
method for the detection of the MI events using the 
electroencephalogram (EEG) signal is proposed. Data from 
thirteen random subjects from a publicly available dataset was 
utilized. Firstly, the EEG signals were preprocessed and then a 
combination of time domain and frequency domain features were 
extracted from the signals.  The number of features was reduced 
and selected using a minimum-redundancy-maximum-relevance 
(MRMR) algorithm and forward feature selection. On the subject 
level with leave-one-subject-out cross-validation, MI events were 
recognized with an average F1-score of 68.69% using the Support 
Vector Machine classification model. The best individual 
performance was obtained with an F1-score of 79%.  These 
results suggest that the proposed approach is able to identify MI 
events in the EEG signal and thus the method may potentially be 
integrated into devices that can assist people with inability. 
Further improvement in the performance of the method can be 
done by carrying out testing in a wider population. 

 Keywords—Electroencephalograph (EEG), motor imagery 
(MI), movement, Support Vector Machine (SVM), prediction, 
classification 

I.  INTRODUCTION 

 Advances in electroencephalogram (EEG) signal 
processing and sophisticated computing capabilities have 
potential possibilities to diagnose underlying diseases in 
humans. One of the uses of the EEG signal is to understand 
and diagnose the motor imagery (MI) events, the mental 
processing of imagining movements without incurring any 
actual physical movements [1]. Specifically, the motor 
imagery information can be useful for the paralyzed/elderly 
people who have the inability to perform physical movements 
at their old age and/or during rehabilitation. Therefore, it is 
important to analyze the MI events in EEG signals in order to 
explore potential solutions to assist physically handicapped 
and/or elderly people.  

Recent efforts are focused on analyzing and studying MI 
events signals and trying to understand the signals in-depth in 
order to develop potential systems that can assist treating 
patients or the people who are unable to express themselves 
[2] - [3]. Different groups of patients under different clinical 
conditions are studied using motor imagery EEG signals 
towards solving the underlying issues. Several studies worked 
on MI events to study stroke patients and explored whether the 
motor recovery can be gained through mental practice or not. 
It was observed that the MI events can be helpful to activate 
the brain motor area. But the acute stroke patients may not be 
benefitted from mental practice [2]. Neurofeedback can help 
patients to learn the MI strategy and can increase the MI 
effectiveness to improve the health conditions [4]. The study 
of MI events was also shown to be very useful to learn a new 
sport more efficiently through mental practice in combination 
with physical practice [3]. The work in [3] showed that 
imagery rehearsal can be very effective in the improvement of 
learning a new sport and it was far better than the only 
physical practice or without practice. Notable research works 
observed that the event-related motor imagery EEG signals can 
be suggested to bring improvement in the area of 
rehabilitation. Motor imagery movement can also be helpful to 
assist physically handicapped patients. The MI based 
movement can be implemented instead of physical movement 
to reduce the problems of expressing the needs of such 
individuals. 

With a goal of developing an accurate MI detection system, 
numerous researchers are trying to improve the algorithms to 
get better and efficient recognition. In [5], the authors showed 
the advantages of the improved back propagation (BP) neural 
network over the traditional BP neural network in MI event 
detection by solving the low signal-to-noise ratio and unclean 
filtering issues. The work presented in [6] proposed an 
optimized motor imagery paradigm where significant 
improvement was found in classification accuracy and 
usability. The imagery data of the hand movement of the 
writing pattern of a Chinese character was used as motor 
imagery data. Then the common spatial pattern (CSP) method 
was utilized to extract the features and support vector machine 
(SVM) was used for the classification. The authors in [7] 
proposed a method to detect the motor imagery movement 
using linear discriminant analysis (LDA) classifier. In [8], the 
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work proposed an empirical mode decomposition (EMD) 
based method to detect the mu rhythm during motor imagery 
hand movement. In a recent study [9], the authors used a 
method to detect motor imagery left and right hand movement 
using support vector machine (SVM) classifier where 
independent component analysis (ICA) was used to remove 
noise signals of motor disable person. For control and stroke 
rehabilitation, EEG based strategies are also studied to detect 
MI events. The study of [10] used the filter bank common 
spatial pattern (FBCSP) algorithm to decompose the EEG into 
multiple frequency pass bands and later on the common spatial 
pattern algorithm was used to extract the features for the band 
pass frequency ranges. Despite the existing work on MI events 
detections, the accuracy of the detection is yet to be improved. 
Due to the dynamic nature of the EEG signal and dependency 
of the subject’s compliance, further improvement in the 
method of MI event detection is critical. In the present work, a 
method to predict the MI events from the movement of the 
hand and different fingers is proposed. The work also 
demonstrates how feature selection algorithm can affect the 
recognition accuracy. To improve accuracy, the best feature 
set from the feature selection algorithm is finalized. Finally, 
several key points from the results are discussed in detail.  

II. MATERIALS AND METHODS 

A. Data Acquisition 

 The raw motor imagery EEG data were obtained from 
publicly available “GigaDB” database [11]. The dataset 
contains EEG recordings of both hands MI tasks. The data 
were acquired using 64 channel Ag/AgCl active electrodes at 
the sampling rate of 512 Hz. A total of 13 subjects were 
considered randomly from the dataset for this study. Apart 
from MI EEG data, the database also includes non-MI tasks 
such as eye blinking, eyeball movement, etc. However, only 
the MI event data were considered for the study. A summary 
of the data protocol is presented in Fig. 1.  

 
Fig. 1. Setup for each trial [11] 

A total of 100 trials were taken for MI data. Each trial duration 
was 7s where a black screen appeared for the first 2s, motor 
imagery activity occurred for 3s and a black screen reappeared 
for the next 2s (shown in Fig. 1). Therefore, the total duration 

of 100 trials was 700s. A total of sixty-four electrodes were 
used to form motor imagery data and each electrode consisted 
of imagery data of 700 seconds. The data was organized into 
MI data from left hand movement and right hand movement as 
MI-left and MI-right respectively [11]. In the present work, 
only MI-left was utilized for the development of the 
classification model and validation. 

B. Data Processing and Annotation 

 Firstly, the bad trials were identified by using the band-
passed filter, and later a high-pass filter above 0.5 Hz was used 
to remove drifts from all EEG trials. Next, the data was 
divided into consecutive non-overlapping frames. The raw 
EEG data for 3 electrodes obtained from the MI tasks is 
illustrated in Fig.2. The dynamic nature of EEG signals is 
evident from the electrode data. Next, the data annotation was 
performed to mark the MI events and the period of non-MI 
events and/or idle. The onset of the MI events was first spotted 
and then for a period of 3s was marked as MI events. The rest 
of the data in one trial was assumed as non-MI events. Since 
the annotation was done by human raters, the annotation 
reliability was assessed with the kappa coefficient. A good 
kappa coefficient of 0.80 suggested a reliable annotation.  

 
Fig. 2. Raw EEG data from MI tasks 

C. Feature Extraction and Selection 

 Feature extraction and selection is an important step 
towards analyzing EEG data. A total of seventeen features are 
extracted from each of the non-overlapping epochs for each 
electrode which contains 700s of sensor data. Table I. presents 
the list of features that are used in this study. In order to 
eliminate any possible dimensional inconsistencies, the feature 
vector was normalized in the range of -1 to 1. 
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TABLE I. LIST OF FEATURES 

No. Features No. of 
Electrode 

Total features 

1 Mean Value

2 Median Value

3 Standard Deviation 

4 Mean Absolute
Deviation 

5 Quantile25

6 Quantile75

7 Signal Interquartile 
Range 

8 Sample Skewness 64 17 × 64 = 1088

9 Sample Kurtosis

10 Spectral Entropy 

11 Peak2Peak Value 

12 RMS Value

13 Crest Factor

14 Shape Factor

15 Impulse Factor

16 Margin Factor

17 Signal Energy

To minimize the cost and complexity of models, the feature set 
was reduced using feature selection procedures. Out of 13 
subjects, 3 subjects were utilized for feature selection. To 
select the most important features, the minimum redundancy 
maximum relevant (MRMR) algorithm [12] was applied to 
rank the features sequentially based on mutual information. 
Different numbers of top features were checked (i.e. “k” 
values 10, 20, 30, and 40 where the k is the number of features 
that will be ranked sequentially to check). After ranking the 
features, Forward feature selection (FFS) was applied to find 
out the best sequence of the features from the ranked features. 
Linear discriminant analysis (LDA) was used during the 
forward feature selection process to find out the features in a 
sequence. 

D. Classification

Different machine learning algorithms perform differently,
based on the application of data sets. The Support Vector 
Machine (SVM) is one of the most important tools for 
machine learning and widely implemented in data 
classification. Out of several advantages, good generalization 
and regularization are two major powerful properties that 
outperform other classifiers. Due to these properties, SVM was 
utilized to detect and classify MI events. A linear kernel 
function was computed in this study for its simplicity and less 
complexity. MATLAB classification learner package is used 
to train and test the model. To test the performance of the 
classification model leave one subject out procedure was used 
to find out the performance of each subject where among the 
10 subjects, 9 subjects were used to train the model and 1 

subject was used to test the performance. This procedure was 
followed for all 10 subjects. Therefore, 10 training models 
were generated and the label for the 10 test data was predicted 
respectively. Finally, the predicted label of all 10 subjects was 
found. 

E. Performance Evaluation

To validate the performance of the proposed method for
the detection of the MI events, different performance metrics 
were measured. The parameters were positive (P) that defined 
epoch was MI event, negative (N) that defined epoch was non- 
MI event, true positive (TP) that defines epoch was positive 
and predicted to be positive, true negative (TN) that defines 
epoch was negative and predicted to be negative, false positive 
(FP) that defined observation was positive and predicted to be 
negative, and false negative (FN) that defined epoch was 
negative predicted to be positive [16]. The result was 
calculated by using the parameter from the data where it 
measured accuracy, sensitivity, specificity, precision, recall, 
and F1-score. The equations for the performance metrics were 
as below: 
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III. RESULTS

 For different numbers of ranking features in MRMR, the 
best performance was obtained when the top 10 features where 
ranked by the MRMR algorithm. After the FFS, a total of 8 
features were selected from the feature selection algorithm. 
The classification results for the different numbers of MRMR 
features (i.e. 10, 20, 30, and 40) in terms of the accuracy, 
sensitivity, specificity, precision, and F1-score are reported in 
Tables II -V. The mean values and the standard deviation are 
also given mentioned respectively. 

 It is evident from Table II that the six subjects show 
accuracy above 70% where 5 subjects show their F1-score 
value above 70%. The average accuracy and F1-score scores 
were 68.29% and 68.69% respectively. Table III shows that 
the average accuracy and F1-score scores were 69.01% and 
68.55% respectively. In Table IV, the average accuracy and 
F1-score score were found to be 68.43% and 68.14% 
respectively. Finally, Table V exhibited that the average 
accuracy and F1-score score were found at 66.56% and 
66.72% respectively. 
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TABLE II. PERFORMANCE OF THE SUBJECTS WITH MRMR 
FEATURE VALUE 10 

Sub 
No. 

Acc Sens Specs Prec. F1-score 

1 71.00% 75.33% 67.75% 63.66% 69.01% 
2 56.14% 95.67% 26.50% 49.40% 65.15% 
3 53.29% 83.00% 31.00% 47.43% 60.36% 
4 75.43% 92.00% 63.00% 65.09% 76.24% 
5 82.14% 82.33% 82.00% 77.43% 79.81% 
6 72.57% 81.33% 66.00% 64.21% 71.76% 
7 77.71% 84.67% 72.50% 69.78% 76.51% 
8 70.57% 81.00% 62.75% 61.99% 70.23% 
9 59.43% 50.33% 66.25% 52.80% 51.54% 

10 64.57% 81.33% 52.00% 55.96% 66.30% 
Avg 68.29% 80.70% 58.98% 60.78% 68.69% 
SD 9.10 11.52 16.76 8.90 7.97

TABLE III. PERFORMANCE OF THE SUBJECTS WITH MRMR 
FEATURE VALUE 20 

Sub 
No. 

Acc Sens Specs Prec F1-score 

1 70.71% 74.67% 67.75% 63.46% 68.61% 
2 59.29% 82.33% 42.00% 51.57% 63.41% 
3 53.71% 78.33% 35.25% 47.57% 59.19% 
4 75.86% 94.00% 62.25% 65.13% 76.94% 
5 81.29% 82.33% 80.50% 76.00% 79.04% 
6 72.71% 81.33% 66.25% 64.38% 71.87% 
7 77.57% 84.00% 72.75% 69.81% 76.25% 
8 72.43% 82.33% 65.00% 63.82% 71.91% 
9 60.29% 48.33% 69.25% 54.10% 51.06% 

10 66.29% 80.67% 55.50% 57.62% 67.22% 
Avg 69.01% 78.83% 61.65% 61.35% 68.55% 
SD 8.43 11.19 13.14 8.20 8.27 

TABLE IV. PERFORMANCE OF THE SUBJECTS WITH MRMR 
FEATURE VALUE 30 

Sub 
No. 

Acc Sens Specs Prec F1-score 

1 71.00% 76.67% 66.75% 63.36% 69.38% 
2 57.14% 80.67% 39.50% 50.00% 61.73% 
3 55.14% 86.67% 31.50% 48.69% 62.35% 
4 69.43% 77.33% 63.50% 61.38% 68.44% 
5 80.57% 84.00% 78.00% 74.12% 78.75% 
6 72.29% 86.67% 61.50% 62.80% 72.83% 
7 75.71% 86.33% 67.75% 66.75% 75.29% 
8 73.29% 78.33% 69.50% 65.83% 71.54% 
9 62.14% 44.00% 75.75% 57.64% 49.91% 

10 67.57% 93.67% 48.00% 57.46% 71.23% 
Avg 68.43% 79.43% 60.18% 60.80% 68.14% 
SD 7.69 12.83 14.69 7.30 7.84

TABLE V. PERFORMANCE OF THE SUBJECTS WITH MRMR 
FEATURE VALUE 40 

Sub 
No. 

Acc Sens Specs Prec F1-score 

1 66.14% 78.00% 57.25% 57.78% 66.38% 
2 57.00% 79.33% 40.25% 49.90% 61.26% 
3 53.00% 81.67% 31.50% 47.21% 59.83% 
4 71.14% 77.67% 66.25% 63.32% 69.76% 
5 72.14% 83.00% 64.00% 63.36% 71.86% 
6 72.29% 85.33% 62.50% 63.05% 72.52% 
7 77.43% 84.67% 72.00% 69.40% 76.28% 
8 70.57% 84.67% 60.00% 61.35% 71.15% 
9 60.71% 48.67% 69.75% 54.68% 51.50% 

10 65.14% 81.33% 53.00% 56.48% 66.67% 
Avg 66.56% 78.43% 57.65% 58.65% 66.72% 
SD 7.29 10.26 12.26 6.44 7.00

Fig. 3. Average F1-score score with different no. of MRMR sequence 

It was evident that the best average F1-score of 68.59 was in 
case of taking 10 top features at the MRMR mutual 
information ranking stage. It was also evident from the results 
that the standard deviation of the F1-score tends to decrease as 
the increase of MRMR features. Fig. 3 illustrates a comparison 
in the F1-score with the different number of features in the 
MRMR sequence. 

IV. DISCUSSION

 The aim of the current work was twofold: i) to develop a 
method of the detection of the MI events in EEG signal and ii) 
identify the best set of feature and how the number of feature 
set affect the performance of the model. To the end, the 
investigation led to a method that can detect the MI-events 
almost 70% correctly. Also, the work provided an analysis of 
how the number of features can affect performance.  

 It is to be noted that the signal strength of EEG is very 
low and at some point, it goes below the threshold of noise. 
Therefore, it was extremely difficult to process the signal with 
such dynamic behavior. However, the current method could 

416 IEEE EWDTS 2020, September 4-7



mostly remove the noise and was able to process the signal 
towards the detection of the MI-events.  

 The best results were found to be on an average F1-score 
of around 70% which may be suitable for brain-computer 
interface with limited applications. It was also evident that 
some of the subjects exhibited an F1-score of almost close to 
80% which leads to a positive direction of further improving 
the performance. One of the interesting results from the 
classification model is the narrow standard deviation. It is 
always expected to have a narrow standard deviation in 
accuracy provided that the models don’t get over fitted.  

 Another contribution of the current work was that the 
analysis of the number of features initially selected using 
mutual information. From the performance of the subjects with 
MRMR feature value 10, 20, 30, and 40 it was observed that 
the results are pretty much around the corner. It was evident 
that the best performance was obtained when the MRMR 
algorithm selected the top 10 ranked features. As the number 
of features increased, the performance of the model started to 
fall off. One potential reason could be the quality of the 
extracted features. There could be features those are highly 
correlated to each which in turn contributes to error. The best 
performance was obtained using only 8 features. This small 
number could potentially help to direct real-time analysis. 

 The method presented in the paper considers non-
overlapping epochs of 512 samples. To obtain optimal 
performance, overlapping epochs can be considered in future 
studies. Since MI-events are dynamic, there are possibilities 
that tiny epochs would perform better compared to a big 
window.  

 While the method presents accurate detection of MI-
events, the study was not free from limitations. One of the 
major limitations was that the method was to validate on a 
wider range of populations. The number of subjects can be 
increased to test and validate the model. Future work should 
be done considering more participants with more variety in MI 
events. Different classifier's performance can be explored to 
detect the MI-events. Further analysis can be carried out to 
detect which electrodes affect the performance of the classifier 
the most. This finding may lead to process fewer number of 
electrodes which eventually decrease the computational 
complexity.  

V. CONCLUSION

 In this study, a method for detecting motor imagery (MI) 
events in EEG signals was introduced using machine learning 
algorithm. On an average of ~70% F1-score was found from 
10 subjects trials. The minimum redundancy maximum 
relevant (MRMR) algorithm followed by the forward feature 
selection (FFS) reduced the feature set drastically which helps 
to gain computational time. The initial results could potentially 
be helpful to develop a brain-computer interface that can 
contribute to help people with disabilities such as paralyzed 
people, elderly people, autistic people, etc. Of course, the 

accuracy can be improved further, however, the method 
provides a positive direction toward developing a more 
accurate algorithm. Further works can be done using more 
participants, different domains feature, and different 
classifiers.  
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Abstract— The article presents the results of the development 
and measurements of a specialized integrated circuit of an 
instrumentation amplifier (IA) with indirect negative current 
feedback. The schematic and the measurement results of the main 
characteristics for a silicon-on-insulator metal-oxide-
semiconductor instrumentation amplifier are presented. The 
amplifier is intended for use as a part of a sensor network for 
monitoring the state of high-temperature objects. The 
temperature range of the instrumentation amplifier is up to 
200 °C. Instrumentation amplifier has 11.8 MHz gain bandwidth 
product with a 3.3 V supply voltage. The measured gain is 27.50 
dB and the error in setting the gain was 0.27 dB, the 3 dB 
bandwidth is 500 kHz. 

Keywords— SOI, metal oxide semiconductor, instrumentation 
amplifier, high temperature 

I. INTRODUCTION 

An urgent problem is the development of a high-temperature 
electronic component base for the system of object monitoring 
and controlling. The system usually includes a sensor and an 
interface part for preliminary processing of the signal taken from 
the sensor and its digitization. In the interface part, the 
instrumentation amplifier is most critical component since it 
determines the dynamic range, sensitivity, and interferer 
immunity of the system. Especially important nowadays is the 
monitoring system for high temperature application e.g. for 
engine monitoring system. To ensure the high-temperature 
operating mode of the instrumentation amplifier (up to 200 °C), 
it is good solution to use the silicon-on-insulator (SOI) 
technology [1-4]. 

The article presents the results of the development and 
measurements of a specialized integrated circuit of an 
instrumentation amplifier (IA) with indirect negative current 
feedback. Instrumentation amplifiers are widely used in the 
processing of signals from various sensors to amplify signals 
with high accuracy. In this case, the amplifier is intended for use 
as part of a sensor network for monitoring the state of high-
temperature objects. 

The schematic of the instrumentation amplifier is described 
in the second section after the short introduction. The 

measurement results are presented in the third section. The 
conclusion is made at the end of the article.  

II. SCHEMATIC OF INSTRUMENTATION AMPLIFIER 

A. Architecture of the Instrumention Amplifier 

The most widespread are two main circuitry solutions of an 
instrumentation amplifier. The first one is the instrumentation 
amplifier based on three operational amplifiers. A block diagram 
of the first solution, an instrumentation amplifier based on three 
operational amplifiers, is shown in Figure 1. This circuit is 
traditional for instrumentation amplifiers based on discrete 
components. To eliminate the influence of the operational 
amplifier gain mismatch, the instrumentation amplifier gain is 
completely determined by resistive feedback circuit. The 
instrumentation amplifier consists of two non-inverting 
amplifiers and a differential amplifier. Non-inverting amplifiers 
are based on operational amplifiers A1 and A2 with a feedback 
circuit on resistors R2, R1 and R3, R1, respectively. Non-inverting 
amplifiers provide high input impedance, gain and load capacity 
sufficient to minimize the effect of the finite input impedance of 
a differential amplifier based on an operational amplifier A3 with 
feedback circuits on resistors R4, R5, R6, R7. The differential 
amplifier provides the calculation of the difference between the 
input signals and the gain. If the equality 

R7/R6 = R5/R4 

is fulfilled, the signal from both inputs of the differential 
amplifier is transmitted to the output with the equal. Thus, taking 
into account the gain of the non-inverting amplifiers at the input, 
the gain of the instrumentation amplifier is defined as 

= + + 1 . 
The second solution is an amplifier with indirect current 

feedback [5-11], shown in Figure 3. This architecture is used if 
instrumentation amplifier circuit is integrated on a single chip. 
In this case, the gain is determined not only by the passive 
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feedback loop, but also by the gains of the transconductance 
amplifiers with gains Gm1 and Gm2. The transconductance 
amplifier can be well matched. Thus, at 1 = 2, the gain (AV) 
of the amplifier depends only on the resistive feedback circuit 
and is determined by the following expression 

AV = 1+R2/R1. 

The operation principle of this amplifier is based on the fact 
that initially the input signal Vin is converted into a current I1, 
which in turn is converted by a transimpedance amplifier (TIA) 
with a transresistance into an output voltage Vout relative to the 
reference voltage Vref. The output of the amplifier is connected 
to a feedback circuit in the form of a resistive divider across 
resistors R1 and R2, which converts the output voltage Vout into a 
voltage Vfb. The voltage Vfb is applied to the input of a 
transconductance amplifier with a transfer conductance 2 and 
is converted into a current Ifb, which is subtracted from the 

 
Fig. 1.   Block diagram of an instrumentation amplifier. Fig. 2.   Block diagram of an instrumentation amplifier. 

Fig. 3.   Schematic of an instrumentation amplifier. 
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current I1, closing the feedback loop. This circuit includes the 
minimum number of passive elements that can be off-chip 
implemented to provide the required gain. 

B. Schematic of the Instrumention Amplifier 

A schematic of instrumentation amplifier with the indirect 
current feedback is shown in Figure 3 without external off chip 
feedback loop. The input signal goes to a pair of input 
transistors, that form the first differential amplifier. The first 
amplifier converts the input signal to current form. The cascoded 
current source is used to increase the common mode reject ratio 
of the differential amplifier. The second differential amplifier is 
used to convert feedback signal to current form. The currents 
from the differential amplifiers are summarized at the input of 
transimpedance amplifier that is formed by common gate 
amplifier and push pull amplifier as an output stage. The third 
differential transistor pair is used to compensate offset voltage. 
The phase margin is provided by an RC circuit. 

The integrated circuit is designed and manufactured using 
XT018 silicon-on-insulator technology (HV SOI 0.18 um 
CMOS) with a minimum resolution of 0.18 microns provided by 
X-FAB. The dimensions of the instrumentation amplifier 
crystal, taking into account the ESD protection ring and contact 
pads, were 1.026x0.826 mm (0.85 mm2). A photograph of the 
integrated circuit crystal of the developed amplifier is shown in 
Figure 4. 

III. MEASUREMENT RESULTS 

To carry out the measurements, the instrumentation 
amplifier chip was soldered onto a test printed circuit board, on 
which power filtering circuits and discrete gain setting resistors 
R1 and R2 were placed. An instrumentation amplifier with 
indirect current feedback according to the results of an 
experimental study has the following parameters. The supply 
voltage is 3.3 V. The current consumption in the absence of an 
input signal was less than 1 mA, which corresponds to a power 
consumption in static mode 3.3 mW. The power consumption in 

dynamic mode is up to 9.9 mW, which is explained by the push-
pull circuit of the amplifier's output stage. 

The gain measurements of the instrumentation amplifier 
were carried out at a nominal value of 27.23 dB, which is 
determined by resistors R2 and R1 with a nominal value of 330 
and 15 Ohms respectively. Resistors with a tolerance of 1% from 
the nominal value were used, which leads to a possible error in 
the gain from 25.57 dB to 28.91 dB. The measured gain was 
27.50 dB. Thus, the gain error is determined by the technological 
deviation of discrete resistors. 

The amplifier zero offset Voffset was measured at unity gain 
by measuring the output voltage at zero differential input signal. 
To do this, we set a unity gain with a resisistor R1 of 1.5 MΩ 
with a reference resistance R2 of 15 Ω. The Vin + and Vin- inputs 

 
Fig. 5.   Block diagram of an instrumentation amplifier. 

 
Fig. 6.   Block diagram of an instrumentation amplifier. 

 

 
Fig. 4.   Block diagram of an instrumentation amplifier. 
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are short-circuited and provide a constant common-mode bias 
voltage Vcm of 1.65 V. At supply voltage VDD = 3.3 V and 
reference voltage Vref = 1.65 V, the level of the DC voltage 
component at the output Vout is measured on the output. The DC 
deviation from Vref represents the offset voltages 
Voffset = Vout – Vref. The measured offset voltage at unity gain is 
less than 10 mV. 

To measure the frequency response, the Vin+, Vin- inputs are 
supplied with a differential input signal and a DC in-phase 
component from an Agilent 81150A waveform generator 
operating in differential mode. The results of measurements of 
the frequency response of the instrumentation amplifier in the 
operating frequency band at a nominal gain of 27.50 dB are 
shown in Figure 5, and at room temperature (T = 20 ° C) and at 
elevated temperature (T = 200 ° C). When the operating 
temperature changes from 20 to 200 degrees Celsius, the gain 
changes in the operating frequency band do not exceed 0.4 dB. 
The 3 dB bandwidth was 500 kHz, so the gain area is 11.8 MHz. 
The measurements were made at temperature 200 degrees. A 
slight decrease in gain is observed (no more than 1.2 dB at a 
maximum gain of 27 dB). For unity gain, no deviation of the 
gain from the nominal value was recorded. 

The common-mode signal rejection ratio was measured by 
changing the input common-mode component from 1.65 V to 
2.4 V, i.e. by 750 mV, while the DC component at the amplifier 
output is changed less than 1 mV. Thus, the CMR is greater than 
57 dB. According to the simulation results, the CMRR was 
75 dB. The frequency dependence of the common-mode reject 
ratio (CMRR) is shown in Figure 6. Measurements were made 
with a nominal gain of 27.50 dB. The common-mode reject ratio 
at low frequencies is 32.4 dB and 21.4 dB at 500 kHz. 

To determine the operating range of the input common-mode 
signal of the amplifier at unity gain, the constant common-mode 
voltage at the input was changed from 0 V to a supply voltage 
of 3.3 V. The gain did not change up to the input common-mode 
bias voltage of 2.4 V. When this voltage is exceeded, the 
transistors of the input differential stage of the amplifier go into 
cut-off. Thus, the input common mode range is from 0 V to 
2.4 V. 

The instantaneous values of the output signal voltages are in 
the range from 0.4 to 2.8 V, which gives us an output voltage 
swing of 2.4 V. When the output swing exceeds more than 2.4 
V, the amplifier output signal goes into saturation. 

At maximum gain, the lower limit of the allowable supply 
voltage was determined. The shape and amplitude of the signal 
did not change when the supply voltage dropped to 3 V. Thus, 
this amplifier operates at 3 V or more. 

 

IV. СONCLUSION 

The instrumentation amplifier is developed using indirect 
current feedback architecture using XT018 technology from 
XFAB with a minimum resolution of 0.18 um. The dimensions 

of the chip of the amplifier with indirect current feedback, taking 
into account the electrostatic protection ring and contact pads, 
were 1.026 x 0.826 mm (0.85 mm sq). 

The obtained measurement results confirm the operability of 
the integrated circuit of the SOI MOS instrumentation amplifier 
at temperatures up to 200 degrees Celsius. The parameters of the 
amplifier with indirect current feedback were measured. The 
supply voltage is from 3 V to 3.6 V. The power consumption in 
static mode is no more than 3.3 mW and in dynamic mode up to 
9.9 mW. The gain bandwidth product is more than 6.6 MHz, 
input common-mode signal range from 0 to 2.4 V, maximum 
voltage swing of the output signal is 2.4 V; the coefficient of the 
common-mode signal rejection is not less than 57 dB. 
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Abstract— The article proposes an approach to the bit-
stream power function online computer design based on the 
forming increments method of increasing step functions, 
which provides the principle of sampling a certain part of the 
bits from the input bit stream, which allows input bit stream 
frequency increase that ensures the minimal computation 
time. In this case, the absolute error in calculating the given 
function does not exceed half of the argument's least 
significant bit unit. The device has a streaming method for 
online computations with parallel-sequential conversions over 
the input bit stream in accordance with a given function. The 
hardware implementation of the device is based on the Moore 
finite state machine, which increases the device's reliability. 
The results of modeling a bit-stream power function online 
computer's behavioral model are presented. The device is 
implemented in the FPGA platform, which provides flexibility 
of reconfiguration, reliability and high performance. 

Keywords— functional conversion, bit-stream data, bit-
stream computing, approximation, mathematical model, VHDL, 
verification, finite state machine 

I. INTRODUCTION 

Currently, there is an increase in the complexity of tasks 
for organizing computations in sensor systems, robotics, 
control systems and intelligent measuring systems. One of 
the directions associated with the creation of new basic 
elements for the construction of these systems is the 
development of devices that perform functional 
transformation of information signals represented by bit data 
streams. [1, 2].  

In systems where primary processing of measurement 
information takes place to make decisions about 
measurement results in order to implement control tasks, in 
most cases, smooth changes in control signals are required, 
for example, when acting on the actuators of robots, 
manipulators, and other devices. At the same time, various 
functions can be used to smooth the signals: logarithmic, 
exponential, power, trigonometric [3]. 

Most digital systems work with a positional 
representation of data, such as binary coding. An alternative 
is to represent the data as a bit sequence in a specific time 
interval. This representation is much less compact than 
binary encoding, but complex operations can be performed 
using simple logic [4]. In bit stream coding, data are streams 
of single amplitude pulses. In this case, an informative 
parameter is a fixed value of arbitrary duration pulses for a 
time interval. 

Bit-stream signal forms allow the transmission and 
processing of information by methods characterized by the 
possibility of sequential streams processing at the rate of a 
single bits arrival and high noise immunity due to the non-
positional nature and equivalence of single bits in relation to 

their weight in a digital code [5]. At the same time, the bit-
stream form of signals, while maintaining noise immunity, 
does not provide information redundancy and allows for 
high performance of devices. 

Bit-stream power function online computes are widely 
used in measuring and computing technology, where there is 
a digital functional sweep, which provides for the 
implementation of the streaming method of computations in 
time with the simultaneous parallel-sequential execution of 
transformations on single bits of the data stream in 
accordance with the required function, i.e. sequential 
computation of function values performed for adjacent 
argument values. Each subsequent value of the function is 
calculated based on the previous calculation result. In this 
case, the first calculation is carried out taking into account 
additional information (input of initial conditions) [6]. 

When synthesizing bit-stream power-law computers with 
a fractional exponent, an approach is used in which the 
procedure of calculating the function is carried out in two 

stages, in the first stage, the numerical value of the mx in a 
parallel code is calculated, and in the second, the root of the 

n-th degree. In this case, the intermediate function mx is 
formed by the m-stage inclusion of binary multipliers, the 
output frequency of each one of them increases from stage 
to stage, which limits the frequency of the input bit stream. 

The proposed bit-stream power function online computer 
allows combining the exponentiation and root extraction 
operations in one device. This allows to increase the input 
bit stream frequency due to the generating unit increments 
of the step function method use, which is based on the 
selection of certain bit numbers from the input bit stream 
corresponding to the approximation nodes of the power 
function. On the basis of the obtained bit-stream power 
function computer’s mathematical model, the hardware 
implementation of the device was made. The hardware 
implementation is performed by building a model using the 
hardware description language in a synthesized VHDL 
subset and subsequent synthesis using the Xilinx CAD tools. 
The FPGA platform was chosen as an effective element base 
for the implementation of the device, which provides the 
flexibility of reconfiguration, high speed and technological 
reliability of the device which in the fututre promises the 
possibility of massively parallel computing at relatively 
good power efficiency[7]. 

II. MATHEMATICAL MODEL OF BIT-STREAM POWER 

FUNCTION COMPUTER 

The mathematical model of the bit-stream power 
function computer was obtained on the basis of increasing 
step functions increments forming method [8]. According to 
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the method, the continuous function )x(fy ∗∗ = , limited by 

conditions **** xy,0y,x ≤≥ , 0
dx

dy
*

*
>  and having an 

inverse function )y(x ** ψ= , can be reproduced in the 
output of a bit-stream computer by a step approximating 
function of the following form 

|]|)x(f[y maxδ+= ,   (1) 

where x, y - input and output bit-stream data, respectively, 
|| maxδ – specified boundary value of the continuous 

functions reproduction  absolute error , lying in the range 
1||5.0 max <δ≤ . In (1), square brackets denote the integer 

part of a number 

The process of reproducing function (1) can be reduced 
to sampling a certain part of the bits from the input bit-
stream data x, the numbers of which are determined by the 
inequality 

1)y(x)y( maxymax +δ−Ψ<≤δ−Ψ ,  (2) 

where )y( maxδ−Ψ – is a inverse function of )x(f . 

Inequality (2) is a formula for the general term  yx  in 

the numerical sequence x1, x2, x3, …, of selected bits from 
the input bit-stream x, which form the output bit-stream y 
and correspond to the nodes of approximation of the power 
function. In this case, the values of yx , can be found by 

successive substitution of the y = 1, 2, 3,... in inequality (2), 
calculating its left side and rounding the obtained discrete 
values upward to the nearest integer. 

Bit-stream power function online computer is designed 
to calculate continuous functions of the form 

n

m
** xy = ,   (3) 

where m, n – are positive natural numbers. 

The power step function approximating a continuous (3) 
has the form 

]x[y max
n

m

δ+= .    (4) 

The formation of the power step function (4) at the 
computer output can be carried out by the simultaneous 

formation of function increments mx and ny  in the 
process of entering the bit-stream x at the input of the 
device, continuous comparison of their current values and 
the formation of the output bits y at the moments of their 
equality. 

Provided that nm <  the values of the power function 
samples yx  can be determined based on the expression (2) 

( ) ( ) 1yxy
m

n

m

n

maxymax +δ−<≤δ− . (5) 

When substituting in (5) the values of the minimal 

absolute error 
2

1
5.0max ==δ  after some transformations, 

an inequality was obtained 

( ) 1)1у2(2x1y2 nnm
y

n +−<≤− .  (6) 

The inequality implemented in the device based on (6) 
has the form 

nm
y

n )1у2(x2 −≥
.  (7) 

The bit-stream power function online computer 
mathematical model is a system of inequalities, which is 
obtained on the basis of inequality (7) and written in the 
differences  

 ( )n1
m
1

n 1y2x2 −≥ , 

( ) ( )n
1

n
21

m
1

m
2

n 1y21y2)xx(2 −−−≥Δ+− ,       (8) 

   .   .   .   .   .   .   .   .   .   .   .   .   .   .  

  ( ) ( )n1k
n

k1y
m

1y
m
y

n 1y21y2)xx(2 −−−≥Δ+− −−−
, 

where 
1y−Δ – the difference obtained as a result of 

comparing the increments of the current values of the 

functions mn x2  and n)1y2( −  between two adjacent nodes of 
the approximation of the reproduced step function; integer 
values k1 yyy ≤≤  and ky1 k ≤≤ . 

In the system of inequalities (8)  
1Δ  and 

1y−Δ  is defined 

as 

( )n1
m
1

n
1 1y2x2 −−=Δ ,  (9) 

( ) ( )n1k
n

k2y
m

1y
m
y1y 1y21y2)xx(2 −+−−Δ+−=Δ −−−−

.   (10) 

When a bit yx  of a bit-stream x arrives at the input of 

the device, an output bit ky  will be generated at its output 
when each inequality of system (8) is satisfied. In this case, 
the first bit out 1y1 = corresponds to the selected bit with 
the number x1 of the input bit-stream x and the first 
inequality of system (8) will be satisfied. Similarly, the 
second bit 2y2 =  corresponds to the bit with the number 
x2, at which the second inequality of the system will be 
satisfied, and so on. 

As an example, consider a power function 

]5.0x[y 3

2

+= ,   (11) 

where the specified absolute computation error is 
5.0max =δ . 

Based on (7), the inequality that must be implemented in 
the device has the form 

32
y

3 )1у2(x2 −≥
.                          (12) 

Using formula (12), the bit-stream power function 
computer mathematical model (11) takes the form 

 ( )31
2
1

3 1y2x2 −≥ ,   
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        ( ) ( )31
3
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2
1

2
2

3 1y21y2)xx(2 −−−≥Δ+− , (13) 

   .   .   .   .   .   .   .   .   .   .   .   .   .   . 

 ( ) ( )31k
3

k1y
2

1y
2
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In the system of inequalities (13) 
1Δ  and 

1y−Δ  is 

defined as 

( )31
2
1

3
1 1y2x2 −−=Δ ,   (14) 

( ) ( )31k
3

k2y
2

1y
2
y

3
1y 1y21y2)xx(2 −+−−Δ+−=Δ −−−−

.   (15) 

III. HARDWARE IMPLEMENTATION OF BIT-STREAM 

POWER FUNCTION COMPUTER 

The hardware implementation of bit-stream power 
function online computer is performed using the example of 
function (11).  

TABLE I shows the results of calculating the values of 
function (11) with a given calculation error 5.0max =δ  and 

rounding of the function result for values of the input bit-
stream of  length 10x max = . 

TABLE I. RESULTS OF CALCULATING THE POWER FUNCTION 

 
X Y 

1=x  
1=[1.5]=0.5]+[1=y 3

2
 

2=x  2=[2.09]=0.5]+[2=y 3
2  

3=x  
2=[2.58]=0.5]+[3=y 3

2
 

4=x  
3=[3.02]=0.5]+[4=y 3

2
 

5=x  3=[3.42]=0.5]+[5=y 3
2

 

6=x  
3=[3.8]=0.5]+[6=y 3

2
 

7=x  4=[4.16]=0.5]+[7=y 3
2

 

8=x  
4=[4.5]=0.5]+[8=y 3

2
 

9=x  
4=[4.83]=0.5]+[9=y 3

2
 

10=x  
5=[5.14]=0.5]+[10=y 3

2
 

 

Sample values yx from the input bit-stream are 

determined based on the expression (5) 

( ) 1]5.0y[x
2

3

y +−= .   (16) 

When substituting the values y = 1, 2, 3, 4, 5 in (16), the 
values of the samples yx  were obtained: 1, 2, 4, 7, 10 

respectively.  

The device implements the inequality (12). The 
calculation of the left and right sides of inequality (12) can 
be carried out on the basis of pipeline calculations, which 
imply the calculation of arithmetic series of the 2nd and 3rd 
orders, respectively, by substituting the values y,x  = 1, 2, 
3, ..., 10.  In this case, the issues of device synthesis are 
solved by lowering the order of the arithmetic series 
differences. 

For the 2
y

3 x2  function, the second-order arithmetic 

series is   

 8, 32, 72, 128, 200, 288, 392, 512, 648, 800. 

Arithmetic series of differences of the first and second 
orders are 

 Δ   8, 24, 40, 56, 72, 88, 104, 120, 136, 152 

 2Δ   16, 16 , 16, 16, 16, 16, 16, 16, 16. 

For the function 31)(2y  −  the third-order arithmetic 
series is 

  1, 27, 125, 343, 729, 1331, 2197, 3375, 4913, 6859. 

Arithmetic series of differences of the first, second and 
third orders, respectively, are 

 Δ   26, 98, 218, 386, 602, 866, 1178, 1538, 1946 

 2Δ 72, 120, 168, 216, 264, 312, 360, 408 

 3Δ   48, 48, 48, 48, 48, 48, 48. 

The considered technique is used to construct a pipelined 
architecture of a bit-stream calculator of a power function, 
which contains polynomial modules consisting of the 
following components: adder SUM_1, summing counter 
Count, register RG1, which implement the function 2

y
3 x2  

and adders SUM_1, SUM_2, SUM_3, register RG2, which 

implement the function. 31)(2y  − . In the adder SUM_1, 

the parallel codes of the lattice function 2
y

3 x2  increments 

are compared with the lattice function ( ) 312y −  increments, 
taking into account their difference obtained at the previous 
stage of calculations. The increment of the lattice function 

2
y

3 x2  enters SUM_1 as direct binary code, and the 

increment of the lattice function ( ) 312y − – as additional 
code. 

The components of the device architecture are initialized 
with the initial values of the obtained arithmetic series of the 
second and third orders and their differences, respectively: 
Count = 8, SUM1 = -1, SUM2 = 26,  SUM3 = 72, RG1 = 
16, RG2 = 48. 

TABLE II shows the computational process in the device 
components. The results of evaluating the function (TABLE 
I) and the appearance of the overflow bits y at the output of 
the device are the same.  

 
TABLE II.  COMPUTING PROCESS IN DEVICE COMPONENTS 

X SUM_1 Y Count SUM_2 SUM_3 

1 –1+8=7 1 8+16=24 26+72=98 72+48=120 

 7–26= –19     
2 –19+24 =5 1 24+16=40 98+120=218 120+48=168 
 5–98=-93     

3 –93+40 = –53  40+16=56   
4 –53+56=3 1 56+16=72 218+168=386 168+48=216 
 3–218= -215     

5 –215+72= –143  72+16=88   
6 –143+88= –55  88+16=104   
7 –55+104= 49 1 104+16=120 386+216=602 216+48=264 
 49–386 = –337     

8 -337+120=–217  120+16=136   
9 –217+136= –81  136+16=152   

10 –81 +152 = 71 1 152+16=168 602+264=866 264+48=312 
 71–602= –531     

 
When 10 bits of the bit-stream x are fed to the input of 

the device, 5 bits of the output bit-stream y will appear at its 
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output. Bits with numbers 1, 2, 4, 7, 10 will be selected from 
the input bit-stream and fed to the device output, which is 
confirmed by the calculated values of the yx  samples. 

When performing hardware implementation, a block 
diagram of the designed device was developed. The device 
contains two units: a pulse detector and a bit-stream 
calculator unit (Fig. 1). 

 

 
 

Fig. 1.   Block diagram of the device 

The impulse detector unit is designed to detect the bits of 
the input bit stream x and at the output sets the 
corresponding impulse = 1 signal, which will be received by 
the arithmetic unit of the computer for further processing.  

The block of the bit-stream online calculator contains the 
arithmetic block "Powerfunc", which performs the operation 
of cocking the argument x to a fractional power with a given 
absolute computation error. The arithmetic block issues a 
Ready signal, which means that this block is ready to 
receive the next bit for processing. The result of the block 
operation is the output bit-stream signal y, which is the 
result of calculating the power function. 

Bit-stream power function online computer is 
implemented on the basis of a Moore machine and is 
represented by a composition of operational and control 
units.  A graph-scheme of the algorithm was developed in 
accordance with the mathematical model of the calculator, 
which describes the principle of device operations (Fig. 2).  

 

 

 

Fig. 2. Graph-diagram of the device operation algorithm 

The device works according to the following algorithm. 
When a reset signal is applied (reset = 1), the device 

registers are set to the values: Count = 8, SUM1 = -1, SUM2 
= 26, SUM3 = 72, RG1 = 16, RG2 = 48, count_Y = 0. 

When the next bit arrives at the input of the device, the 
value of the SUM1 register is increased by the value of the 
Count register, and the value of the Count register is 
increased by the value of the RG1 register. 

If the value of the SUM1 register is positive, then the 
output bit is generated at the device output, the value of 
Count_Y is increased by one, the value of the SUM2 
register is subtracted from the value of the SUM1 register, 
the value of the SUM2 register is added to the value of the 
SUM3 register, the value of the SUM3 register is increased 
by the value of the RG2 register. 

Point 3 is repeated as long as the value of the register 
SUM1 is positive. 

The control unit is described by the transition graph, 
which is obtained as a result of the synthesis of the 
algorithm graph-scheme for the Moore machine. The 
transition graph has 3 states: a0, a1, a2 (Fig. 3). 

By the reset = 1 signal, the unit switches to the initial 
state a0 and remains in this state until the impulse signal 
appears from the output of the pulse detector. With the 
arrival of the impulse signal, the unit goes into state a1. 

 

 
 

Fig. 3.    The transition graph of the arithmetic block control unit 

In state a1, if 0SUM1 ≥ , the unit will go into state а2, if 
0SUM1 < , the unit will go into state а0. 

The unit stays in state a2 if 0SUM1 ≥ . If the value of 
the  0SUM1 < , the unit will go to state a0. The unit also 
issues a signal to generate the output bit y of the device. 

The Active-HDL software package was chosen as an 
effective environment for modeling and verification of 
projects on the FPGA platform, which allows automating 
the process of entering a project into a CAD system. The 
hardware model of the device is developed in the VHDL 
language using an automatic description model.  

Fig. 4 shows a fragment of the program code describing 
operational unit work process, which shows the initialization 
of the components Count, SUM1, SUM2, SUM3. This code 
implements serial-parallel computations in the arithmetic 
unit of the device. 
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process (clock_i, reset_i) 
begin 
if (reset_i = '1') then 
counter <= CONV_STD_LOGIC_VECTOR(8,width1); 
sum_1 <= CONV_STD_LOGIC_VECTOR(-1, width2); 
sum_2 <= CONV_STD_LOGIC_VECTOR(26, width2); 
sum_3 <= CONV_STD_LOGIC_VECTOR(72, width1); 
else 

if (falling_edge(clock_i)) then 
if (sum_plus_a_i = '1') then 
sum_1 <= sum_1 + counter; 
counter <= counter + 16; 
else 
if (sum_minus_b_i = '1') then 
count <= count + 1; 
sum_1 <= sum_1 - sum_2; 
sum_2 <= sum_2 + sum_3; 
sum_3 <= sum_3 + 48; 
end if; 
end if; 

end if; 
end if; 
end process; 

 

Fig. 4. Fragment of the program code describing operational 
unit computing process 

Fig. 5 contains a program code fragment, describing the 
control unit operations in accordance with the transition 
graph.  

The Fig. 6 shows a waveform, with the results of 
modeling the behavioral model of a bit-stream power 
function online computer, which shows that the values in the 
register of the SUM1 component coincide with the 
calculated data of the computing process and the appearance 
of the output bits of the device y corresponds to the sample 
numbers yx . The Fig. 7 shows RTL–scheme of synthesized 

device. 

begin 
case (state) is 
 when a_0 => 
 if x_i = '1' then next_state <= a_1; 
 else next_state <= a_0; 
 end if; 
 when a_1 => 
 if sum_less_zero_i = '1' then 
next_state <= a_0; 
 else next_state <= a_2; 
 end if; 
 when a_2 => 
 if sum_less_zero_i = '1' then 
next_state <= a_0; 
 else next_state <= a_2; 
 end if; 
 when others => next_state <= a_0; 
end case; 
 (ready_o, sum_plus_a_o, sum_minus_b_o, y_o) 
<= control; 
with state select 
control <= "1000" when a_0, 
"0100" when a_1, 
"0011" when a_2, 
"0000" when others; 
with state select 
states <= "11" when a_0, 
"10" when a_1, 
"01" when a_2, 
"00" when others;

 

Fig. 5 Device’s control unit operations 

For the synthesis of a bit-stream computer, the Xilinx 
SPARTAN 3E platform of the XC3S100E series was used, 
in which approximately 6% of the resources were involved. 
The maximum frequency is 93.9 MHz. Used 24-bit 
components SUM1, SUM2 and 16-bit components Count, 
SUM3. 

 

 
 

Fig. 6. Results of modeling a behavioral model of a bit-stream power function online computer 

 
 

 
 

Fig. 7.  RTL–scheme of synthesized device 
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IV. SUMMARY 

The article proposes a bit-stream power function online 
computer  with a fractional exponent, in which the 
operations of exponentiation and root extraction are 
combined in one device and are performed in real time when 
bit-stream data arrives at its input. 

The scientific novelty lies in the fact that the process of 
calculating the power function in the device is carried out on 
the basis of the proposed method for generating increments 
of increasing step functions, which provides the principle of 
sampling certain bits from the input bit-stream data, 
determined by the type of function and the calculation error. 
This principle allows to increase the frequency of the input 
bit-stream and provide a minimum computation time. In this 
case, the absolute error in reproducing the power function is 
0.5 units of the least significant bit of the argument. 

On the basis of the proposed method, a mathematical 
model of a bit-stream power function online computer is 
obtained, which is a system of inequalities. As the main 
component of the comparison, it is proposed to use an 
accumulating adder, which compares in parallel codes the 
increments of two simultaneously reproducible power step 
functions, the increments of one of which are fed to the 
adder by means of the bits of the input bit-stream in the 
direct code, and the increments of the other function - by its 
output bits in the complement code. The device has a 
streaming method for online computations with parallel-
sequential conversions over the input bit stream.  

The hardware implementation is performed by building a 
model in the hardware description language in a synthesized 
VHDL subset and subsequent synthesis using the Xilinx 
CAD tools. The arithmetic unit of the bit-stream computer is 
implemented on the basis of Moore's finite state machine 
and is represented by a composition of the operational and 
control units. A VHDL-model of the device based on the 
automatic method of describing the device is developed. The 
results of creating the behavioral model of the device 
coincided with theoretical calculations. The device model is 
implemented in the Xilinx Spartan FPGA.  
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Abstract—In this paper, we are going to verify the possibility 
to create a ransomware simulation that will use an arbitrary 
combination of known tactics and techniques to bypass an anti-
malware defense. 

To verify this hypothesis, we conducted an experiment in 
which an agent was trained with the help of reinforcement 
learning to run the ransomware simulator in a way that can 
bypass anti-ransomware solution and encrypt the target files.  

The novelty  of the proposed method lies in applying 
reinforcement learning to anti-ransomware testing that may 
help to identify weaknesses in the anti-ransomware defense and 
fix them before a real attack happens. 

Keywords—ransomware, machine learning, reinforcement 
learning, artificial intelligence, anti-ransomware testing 

I. INTRODUCTION 
68% of ransomware attacks go unnoticed according to the 

latest report by US cybersecurity provider FireEye [1] that 
draws the cybersecurity experts’ attention to this problem. 

In the previous work, we already analyzed the 
LockerGoga ransomware used in the targeted attack against 
Norsk Hydro in consequence of which the company needed to 
switch to manual operation mode reducing the production 
capacity. The discovered techniques included digital signing 
of ransomware executables and multi process encryption 
when a single worker process was created and responsible for 
encryption only one user’s file. These techniques helped the 
ransomware go undetected. [2] 

The author(s) of Maze ransomware used in the recent 
attack against Canon complained that it is so easy nowadays 
to bypass an antivirus protection because they “place a 
signature on data section in the packer layer” that makes EDR 
(Endpoint Detection and Response) [3] solutions useless when 
it comes to detecting targeted ransomware attacks. Because, 
once repacked, a piece of malware becomes undetectable 
again.  

Another recent ransomware called WastedLocker and 
operated by the Evil Corp gang has shown the power of 
bypassing anti-ransomware modules that typically rely 
detecting anomalous behavior. The ransomware employed 
Alternate Data Streams (ADS) in NTFS to drop the payload 
and memory-mapped files for encrypting user’s data. As a 
result, WasteLocker managed to encrypt data stored on the 
Garmin’s servers. [4] 

II. RANSOMWARE ATTACK SIMULATION 
To be able to test if antiviruses (EDR solutions) can detect 

an unknown ransomware attack, we propose the attack 
simulation. An example of such approach is MITRE 
ATT&CK Evaluation project [5]. The first evaluation of EDR 
solutions was performed based on the discovered attacks by 
APT29 group attributed to Russian Intelligence Service. The 
attack simulation included tactics and techniques of this 
hacking group [6]. 

Similarly, we designed a ransomware simulation tool to 
imitate techniques employed by ransomware. For this 
particular experiment, only three parameters were chosen: 1) 
adding extension to an encrypted file, e.g. ‘.enc’; 2) encoding 
the encrypted data with Base64 that helps to reduce an 
entropy level; 3) the number of files to be encrypted per step. 
The simulator uses AES-256 for encryption and targets 
documents, multimedia files, and archives that are typically 
encrypted by ransomware. The goal of the Ransomware 
Simulator is to encrypt the maximum number of files in the 
minimal number of steps on the target system. 

 
TABLE I 

THE CHOSEN PARAMETERS OF THE RANSOMWARE SIMULATOR 

Parameter Value 0 Value 1 Value 2 Value 3 
Adding the extension no yes     

Base64 encoding no yes     
The number of 

encrypted files per 
action 

1 
  

2 
  

5 
  

10 
  

 

III. RANSOMWARE DEFENSE SIMULATION 
To counteract the Ransomware Simulator, we created 

Ransomware Detector. The detector implements three 
methods to detect the ransomware activity in correspondence 
with the Ransomware Simulator’s parameters: 1) checking if 
the second extension exists; 2) entropy level evaluation; 3) 
detection of anomalous modification time of the files (e.g. 8 
files have been modified within 1 second). 

The detection Threshold was set to 8, which means if the 
Ransomware Detector sees 8 files with one of the following 
anomalies: 1) second extension; 2) high level of entropy that 
indicates that data are encrypted; 3) similar modification time 
then it triggers an alert ‘Ransomware Detected’ and block the 
attack. The Ransomware Simulator failed and the game 
(attack) is over (blocked). 

 

IV. ENVIRONMENT 
The recent targeted ransomware attacks such as Maze, 

WastedLocker, Netwalker, Clop, and others target Windows 
OS. Therefore, we used a Windows 10 virtual machine [7] as 
a simulation environment where we placed the folder with ten 
files that include documents, multimedia files, archives that 
are typically encrypted by ransomware. 

V. REINFORCEMENT LEARNING 
Ransomware Simulator is a tool that requires a set of 

parameters as an input to operate. The problem is how to find 
these parameters that will allow the Ransomware Simulator 
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to bypass the Ransomware Detector. To address this problem, 
we came to the idea of adding Artificial Intelligence (AI) to 
the Ransomware Simulator with the help of Reinforcement 
Learning (RL) that should be well known to the players of the 
Real-Time Strategy (RTS) games, such as StarCraft. 

 

 
 Fig. 1. Reinforcement learning process. 

 
The key advantage of RL is that it does not require 

training data or specific expertise in the domain. It needs only 
a goal to be specified and the Agent finds the optimal way (a 
policy) to achieve that goal using the trial and error method. 

In RL, we have the Agent and Environment. The Agent 
performs actions that affect in some way the Environment 
and receives the new state of the Environment and the 
Reward (a numerical score) that evaluates how good the 
previous action was in terms of leading the Agent to 
maximization of the total reward in the long run. 

In our case the Environment can be a user’s Windows 
OS with antivirus (the Ransomware Detector). The Actions 
performed by the Agent are ransomware attempts to encrypt 
user’s files. After executing an Action, the Agent receives 
information about the new state of the Environment and how 
successful the attempt was. The state of the Environment is 
evaluated based on the number of encrypted files [8]. 

Q-learning algorithm is commonly used to solve RL 
tasks. Q-learning is a reinforcement learning algorithm 
defined over Finite Markov Decision Process (FMDP) which 
does not require creating a model of the Environment. The 
algorithm calculates the quality (Q) of a combination of a 
state (S) and action (A) based on a reward value (R): 

 
𝑄: 𝑆 × 𝐴 → 𝑅   (1) 

 
The Q values are updated based on the reward the Agent 

got and the reward the Agent expects next. 
 

𝑄(𝑠𝑡 , 𝑎𝑡) ≔  𝑄(𝑠𝑡 , 𝑎𝑡) +  
+ 𝛼 ∙ [𝑟𝑡+1 + 𝜆 ∙ 𝑚𝑎𝑥𝑎𝑄(𝑠𝑡 , 𝑎) − 𝑄(𝑠𝑡 , 𝑎𝑡)] (2) 
 
, where 
α – learning rate; 
r – Reward; 
λ – discount – how the future Action value is weighted 

over the one at present; 
𝑚𝑎𝑥𝑎𝑄(𝑠𝑡 , 𝑎)  – the estimated Reward from the next 

Action. 
 
The algorithm requires the definition of the possible 

states, actions, and reward function.  

Set of States. There are 11 states in our model that 
represents the number of encrypted files in the target folder 
from 0 to 10. 

Set of Actions. There are 16 possible actions that are the 
combinations of three Ransomware Simulator’s parameters. 

 
TABLE I I 

THE ACTIONS ENCODING TABLE 
Action 
code 

Extension 
(code) 

Base64 
(code) 

Number of files  
(code)  

0 0 0 0 
1 0 0 1 
2 0 0 2 
3 0 0 3 
4 0 1 0 

5 0 1 1 

6 0 1 2 
7 0 1 3 
8 1 0 0 
9 1 0 1 

10 1 0 2 

11 1 0 3 
12 1 1 0 
13 1 1 1 

14 1 1 2 
15 1 1 3 

 
See Table 1 to translate the codes to the actual values of 

the parameters. 
Learning strategy. The algorithm starts with the 

random (exploration) policy and then slowly reduce the 
probability of random choice for an action from 1 in the 
beginning to 0 at the end of the learning process 
(exploitation). Discount = 0.95. Learning rate = 0.1. 

VI. RESULTS 
After 1000 iterations (595 games have been played), we 

obtained the following results. 
 
 

 
 Fig. 2. Learning progress (Reward vs. Game rate). 
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 Fig. 3. Learning curve (Wins vs. Games rate). 

 

 
 Fig. 4. The number of Wins per 10 games. 

 

 
 

 Fig. 5. Q-table with the optimal policy highlighted. 
 

VII. ANALYSIS OF RESULTS 
 
After 1000 iterations (595 games), the Agent found the 

optimal policy that allowed it to encrypt all the ten files in the 
target folder: 

1. State 0: Action 14 - encrypt 5 files adding the 
extension and apply Base64 encoding to reduce 
entropy. 

2. State 5: Action 1 – encrypt 2 files without adding 
the extension and Base64 encoding. 

3. State 7: Action 0 – encrypt 1 file without adding 
the extension and Base64 encoding. 

4. State 8: Action 0 – encrypt 1 file without adding 
the extension and Base64 encoding. 

5. State 9: Action 2 – encrypt 5 files without adding 
the extension and Base64 encoding.  

At State 9, any Action would lead to win because only one 
file left unencrypted. Moreover, at State 9, we have: 

• 5 (or 7 – two consequent iterations may result in the 
encrypted files having similar modification time 
within 𝛥t) files modified at the same time (within 𝛥t 
= 1 sec), 

• 5 files with the extension, 
• 4 files with high entropy. 

None of these exceeds the detection threshold equal to 8. 
 

VIII. CONCLUSIONS 
 

The obtained results during the experiments show that RL 
can help to discover an attack strategy that can overcome a 
behavior-based anti-ransomware protection. It is worth 
noting, that the experiment was conducted on the 
Ransomware Detector that only represents the limited 
number of detection methods imitating the behavior of a real 
EDR solution. However, the presented results look promising 
and the proposed RL approach for anti-ransomware testing 
can be further applied to the anti-malware products with anti-
ransomware modules available on the market.  
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Abstract—Design solutions for implementing phase shifters 
based on compact directional couplers and compact phase-
shifting cells are considered. Such phase shifters can be used in 
power supply circuits of antenna arrays at low frequencies. The 
implementation of the phase shifter on artificial transmission 
lines has an area on the microwave substrate that is 73.2% less 
than the implementation on conventional transmission lines. A 
phase shifter with compact structures occupies 74.5% less space 
than a conventional design. 

Keywords— coupler, miniaturization, device. 

I. INTRODUCTION  
A phase shifter is a two-port device that implements a 

phase change from input to output to the desired phase shift 
value. The signal at the output of the phase shifter will differ 
not only in the phase shift, but also in the introduced amplitude 
distortions. The implementation of a phase shifter on a printed 
circuit Board can be obtained in many ways. In our case, we 
will consider the construction of a negative type. This design 
consists of a directional coupler to the outputs of which the 
sliding sections are connected. When connecting or 
disconnecting these sections via pin diodes, you can change 
the phase at the output of the phase shifter. It is also worth 
noting that the reflected signal from the sections is added in 
phase at the output, and the input is antiphase summation of 
signals. To obtain different phase shifts, the phase shifters are 
combined as a cascade inclusion. Analog or voltage-
controlled phase shifters are used in many applications. 
However, the main use of such devices is found in schemes 
for the formation of several beams at the antenna array.It is 
quite difficult to distinguish the classification of phase 
shifters, due to the large number of classification parameters 
and device variants. Phase shifters are classified according to 
the type of control, the principle of operation, the method of 
inclusion in the path, as well as the nature of the phase change. 
The area occupied by the phase shifters on the sub-spoon will 
be the larger the lower the frequency. The IEEE has articles 
that describe information about compact coupler designs that 
can be used in reflective phase shifters. The appearance of 
compact couplers is very diverse. Various implementation 
com-Pact couplers are described in [1]-[12]. In [1], the authors 
propose a new design of a compact coupler obtained by 
replacing homogeneous transmission lines with their analog 
in the form of inhomogeneous lines. In work [2], a method of 
miniaturization is presented, which consists in shortening the 
transmission line due to slowing down of the wave by 
discontinuous structures. Work [3] describes a compact 
coupler obtained by using artificial transmission lines. The 
work [4,5] presents a compact circular directional coupler 
operating at two frequencies due to the use of artificial 
transmission lines and additionally installed transmission line 
segments. A directional coupler with high miniaturization 
rates is presented in [6], in which the authors use P-circuits 
with the combination of extreme capacitances. In [7], a 
method of miniaturization is proposed, which consists in using 
quasi-lumped elements and T-shaped circuits. Work [8] 
describes a method of miniaturization based on fractal lines. 

In [9], the area of the coupler is reduced by the usual bends of 
the transmission lines. Work [10] describes the efficiency of 
using two coupled segments instead of a conventional line to 
miniaturize a coupler. In [11], the possibility of reducing the 
area of the device by using low-pass filters was 
demonstrated.Depending on the purpose and frequency range, 
their parameters and phase shifters can differ very much. This 
paper presents two implementation options for compact phase 
shifters that can be used in power supply circuits for antenna 
arrays. 

II. DESIGN SHIFTER 
The target of this work is to develop models of compact 

phase shifters in the Cadence AWR program and then test the 
calculations in practice using high-precision equipment. To 
achieve this goal, the AWR initially modeled the phase shifter 
as standard. The layout of such a phase shifter is illustrated in 
Fig.1. It consists of a standard coupler and two phase-shifting 
sections made on conventional transmission line segments. 

 
Fig. 1. The topology of a conventional phase shifter obtained in AWR 

The calculated graph s-parameters from frequency is 
presented in Fig.2. The area of the device will be measured by 
area, without directional coupler output lines. With this 
calculation, the size of the phase shifter at a frequency of 1 
GHz is equal to 2032 mm2. 

 
Fig. 2. Frequency characteristics of a standard phase shifter 
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Based on the obtained topology of the phase shifter in 
AWR, it can be seen that the device has a large area, and the 
area inside the coupler is not used in any way. Therefore, it is 
proposed to replace the segments with its analog in the form 
of a T-section consisting of LC elements. This section is a 
low-pass filter and when selecting the necessary parameters, 
it can provide equivalent characteristics at the Central 
frequency and its vicinity with the characteristics of the 
segments to be replaced. Initially, all quarter-wave segments 
were replaced with microstrip cells, implemented in the form 
of high-resistance lines and low-resistance sections connected 
to them. The implementation of a phase shifter based on such 
a circuit design is shown in Fig.3. In Fig.4 shows the design 
characteristics of such a phase shifter without connecting the 
phase-shifting sections. The area of the device is 543 mm2. 

 

Fig. 3. Phase shifter based on microstrip cells 

 

Fig. 4. The frequency characteristics of the miniature phase shifter on the 
basis of cell 

Additional reduction of the area is possible by replacing 
the power filter with concentrated chip elements, as well as 
using a short circuit at the ends of the fan-moving cells, which 
will remove the loop for grounding. It can be seen that the 
replacement of quarter-wave segments led to an increase in 
losses at the phase shifter and a deterioration of the alignment, 
which is associated with a denser packing of elements with 
each other, which resulted in parasitic connections. It is also 
worth noting that microstrip cells are low-pass filters, which 
have a transfer coefficient that differs from the transmission 

coefficient of conventional sections. However, the use of 
microstrip cells allowed to reduce the area of the device 3.75 
times.  

The amount of phase change at the output of the phase 
shifter will depend on the electrical length of the connected 
sections. The next implementation option for a miniature 
phase shifter is to replace standard segments with compact 
structures made using microstrip technology. Such structures 
are also implemented on LC elements, and the topology of the 
resulting phase shifter based on them is presented in Fig.5. the 
size of the device is 517 mm2, which is 3.9 times less than the 
standard implementation of the phase rotator. 

 

Fig. 5. Phase shifter based on compact structures 

 

Fig. 6. Frequency characteristics of a miniature phase shifter based on 
structures 

The obtained characteristics show that the use of compact 
structures in comparison with microstrip cells is more 
profitable, since there are fewer parasitic connections between 
elements, it is easier to configure, and there are no gaps 
between neighboring elements in one structure. However, the 
use of microstrip cells allowed to reduce the area of the device 
3.75 times. The amount of phase change at the output of the 
phase shifter will depend on the electrical length of the 
connected sections. 

III. PROTOTYPE MEASUREMENTS 
The developed models of miniature phase shifters were 

manufactured and measured using the rode vector circuit 
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analyzer&Shwarz ZVA24. Figure 7.9 shows a cell-based 
phase shifter layout. The measured characteristics are shown 
in figures 8.10. 

 
Fig. 7. The prototype of a compact coupler 

 

 
Fig. 8. Measured characteristics of a miniature coupler based on microstrip 

cells 
 

 
Fig. 7. The prototype of a compact coupler 

 

 
Fig. 8. Measured characteristics of a miniature coupler based on structures 

 

The obtained characteristics showed good convergence 
with theoretical calculations, which indicates the correctness 
of designing and obtaining characteristics of compact devices 
at the level of conventional design. 

IV. CONCLUSION 
In this work, the phase shifter assembled in the traditional 

AWR program was miniaturized. Two models of miniature 
phase shifters obtained by replacing segments with microstrip 
cells and compact structures are shown and studied. Cells and 
structures play the role of a low-pass filter, and have similar 
characteristics to the transmission line segments in the phase 
shifter's bandwidth. Without taking into account the output 
lines, the area of the phase shifter based on cells was reduced 
by 3.75 times, and based on structures by 3.9 times. Phase 
change in miniature phase shifters is implemented in the same 
way as in a conventional design, by connecting or 
disconnecting the phase-shifting sections through the 
controlled elements. The only difference is that these sections 
are made in the form of a slowing structure. 

ACKNOWLEDGMENT  
The work was supported by Act 211 Government of the 

Russian Federation, contract № 02.A03.21.0006. 

REFERENCES 
[1] F. Hosseini,  M. Khalaj-Amir Hosseini and  M. Yazdani, “Novel 

compact branch-line coupler using non-uniform transmission line,” 
2009 Asia Pacific Microwave Conference. DOI: 
10.1109/APMC.2009.5384390 

[2] Mehdi Nosrati, and Salman Karbasi Valashani,” A Novel Compact 
Branch-Line Coupler using four coupled transmission lines” , progress 
in Microwave and Optical Techmology Letters / Vol. 50, No. 6, June 
2008. 

[3] C.-L. Hsu, J.-T. Kuo, and C.-W. Chang, “Miniaturized dualband hybrid 
couplers with arbitrary power division ratios,” IEEE Trans. Microw. 
Theory Tech., vol. 57, no. 1, pp. 149-156, Jan. 2009. 

[4] Chi-Feng Chen, Sheng-Fa Chang and Bo-Hao Tseng, “Compact 
Microstrip Dual-Band Quadrature Coupler Based on Coupled-
Resonator Technique,” IEEE Microwave and Wireless Components 
Letters. DOI: 10.1109/LMWC.2016.2575006 

[5] K.-S. Chin, K.-M. Lin, Y.-H. Wei, T.-H. Tseng, and Y.-J. Yang, 
“Compact dual-band branch-line and rat-race couplers with stepped-
impedance-stub lines,” IEEE Trans. Microw. Theory Tech., vol. 58, no. 
5, pp. 1213–1221, May 2010. 

[6] Chi-Hsing Wu and Chao-Hsiung Tseng, “A compact branch-line 
coupler using π-equivalent shunt-stub-based artificial transmission 
lines,” 2010 Asia-Pacific Microwave Conference.  

[7] S.-S. Liao and J.-T. Peng, “Compact planar microstrip branchline 
couplers using the quasi-lumped elements approach with 
nonsymmetrical and symmetrical T-shaped structure,” IEEE Trans. 
Microw. Theory Tech., vol. 54, pp. 3508–3514, Sep. 2006. 

[8] H. Ghali, and T. A. Moselhy, “Miniaturized fractal rat-race, branch-
line, and coupled-line hybrids,” IEEE Trans. Microw. Theory Tech., 
vol. 52, pp. 2513–2520, Nov. 2004. 

[9] Ashmi Chakraborty Das, Lakhindar Murmu and Santanu Dwari, “A 
compact branch-line coupler using folded microstrip lines.” 2013 
International Conference on Microwave and Photonics (ICMAP). DOI: 
10.1109/ICMAP.2013.6733485 

[10] V. Velidi, G. Shankar, K. Divyabramham, and S. Sanyal, “Compact 
coupled line quadrature hybrid coupler with enhanced balance 
bandwidth,” Applied Electromagnetics Conference, pp. 1 – 4, 2011. 

[11] Letavin, D.A., Mitelman, Y.E. and Chechetkin, V.A., “A Novel Simple 
Miniaturization Technique for Double Rat-race coupler,” 2019 
Antennas Design and Measurement International Conference, 
ADMInC 2019. DOI: 10.1109/ADMInC47948.2019.8969084. 

 

 

434 IEEE EWDTS 2020, September 4-7



XXX-X-XXXX-XXXX-X/XX/$XX.00 ©20XX IEEE 

Monitoring and Control System of Three-Phase 
Electrical Loads on Railway Trains 

 

Sergei A. Kalabanov  
Department of Radio Physics 

 Institute of Physics 
Kazan Federal University 

420008, 18th Kremlyovskaya Str., 
Kazan, Russian Federation 

kazansergei@mail.ru 

Rashid A. Ishmuratov 
Department of Computer Science, 

 Institute of Digital Technology and Economics 
Kazan State Power Engineering University 

420066, 51st Krasnoselskaya Str. 
Kazan, Russian Federation 

rash-i@mail.ru 

Rinat I. Shagiev 
Department of Radio Physics 

 Institute of Physics 
Kazan Federal University 

420008, 18th Kremlyovskaya Str., 
Kazan, Russian Federation 

r3ntil@gmail.com 

Michael V. Onischuk 
“Dalreftrans” Ltd, 

3d Mytishchinskaya Str., 16 
Moscow, Russian Federation 

MOnischuk@fesco.com 

Abstract—The article describes an automated system for 
remote monitoring and control of the power supply of 
refrigerator containers, which are installed on moving railway 
coupled platforms. Power Line Communication technology is 
implemented for data transferring in the system. The principles 
of construction of the automated system are considered, its 
remote peripheral units and the central control unit are 
described. A structural-functional diagram of the electrical 
control system, the main technical characteristics and features 
of the hardware and software implementation of the developed 
devices are presented. 

Keywords—Electronics, Electrical Loads, Power Line 
Communication, Software, Sensors, Data collection, Railway 
Trains, Refrigerator Container 

I. INTRODUCTION  
The operation of refrigerator containers requires constant 

monitoring of three-phase power supply availability. In the 
case of the power supply phase’s damage, the self-protection 
circuity will not allow restarting the refrigerator again in order 
to avoid possible failures of the expensive equipment. 
Additional failures may appear during the operation of 
refrigerator containers on railway platforms as part of coupled 
wagons. In this case, all containers receive three-phase power 
from one autonomous diesel generator of limited power. The 
generator will inevitably experience overloads at the moment 
of its launch if all refrigerators are in “on”. The 
implementation of automatic control system for power supply 
phase’s failure detection and for remote on/off the 
refrigerators will solve such problems and ensure the 
operation of expensive refrigeration equipment in normal 
mode, which in turn extends their service life. In addition, the 
automated system allows real-time signaling to the operator of 
possible emergency situations or critical operating modes 
(open circuit or contact’s failure). 

The ready-made data collection and control systems 
offered in the modern electronic industry market do not allow 
taking into account all the features and needs of a particular 
production or enterprise, or do not provide the implementation 
of the necessary additional functions [1, 2]. Thus, the 
company [1] specializes in data acquisition and control 
systems using PLC technology. They allow collecting various 
data from refrigerated containers, such as temperature, 

humidity, air flow rate, etc. However, these systems do not 
allow real-time monitoring of the state of the power phases 
and promptly and remotely turn off the power of refrigerated 
containers in the event of a possible loss of phase's power. In 
addition, the collected data is transmitted to the special control 
center. At the same time, in order to use this data, the user 
must, in addition to the purchased equipment, pay for the 
corresponding electronic subscription, which may turn out to 
be economically unprofitable for a potential customer. 

Thus, in the presence of a wide industrial market of ready-
made data acquisition and control systems, the importance for 
the developing of new original systems adapted to a specific 
production and considering all the customer’s wishes remains. 
It is also important to technically support the system, the 
possibility to upgrade it as it operates in real production 
conditions, as well as the attractiveness of the price of the 
finished system for the customer. 

The purpose of this work is to develop the new original 
automated system for monitoring and control of three-phase 
electrical loads on moving railway platforms. In addition to 
collecting data, the system should provide the ability to 
continuously monitor the state of the power phases and 
quickly and remotely turn off the power of refrigerated 
containers in the event of a possible power phase failure. For 
this, it is necessary to solve the following tasks: 

1) to develop the general structure of the information-
measuring and control system (hereinafter, the system) and to 
determine the optimal technology (method) of data 
transmission in the system; 

2) to develop hardware and software parts of remote 
(peripheral) executive and central units of the system; 

3) to develop a remote controller with a special keyboard 
and LED indicators for remote power on/off for each 
refrigerator container on the platform as part of coupled 
wagons; 

4) to develop software for the central unit of the system for 
exchanging data with peripheral units and for providing 
supervisory load control functions. 
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II. CHOICE OF DATA TRANSFER TECHNOLOGY AND A 
GENERAL DESCRIPTION OF THE SYSTEM 

In this work, based on our previous design experience of 
similar data transmission systems [3, 4, 5], the choice was 
made in favor of the PLC technology – the transfer of digital 
data over power supply lines [6, 7]. This technology, 
developed several decades ago, continues to attract the 
attention of many industrial companies [8]. When choosing a 
data transmission technology, we took into account the such 
factors as the spatial distance of the railway platforms from 
the diesel generator and the overall level of electromagnetic 
interference in the power line of the moving railway train were 
taken into account. The validity of our choice was confirmed 
later in the course of the preliminary testing of the developed 
equipment on the railway coupled wagons, as well as the 
experience of actual operation of the train on the railway link 
Moscow-Vladivostok. 

Railway coupled wagons includes up to 20 cargo 
platforms, where 1 or 2 refrigerator containers are installed, 
and one power platform (in the middle of the train), where a 
diesel generator and a separate room for service personnel 
(operators) are installed. 

 
Fig. 1. Structural-functional scheme of the data collection network 

A common three-phase power supply cable 380/220 V 
runs along the all platforms from the autonomous diesel 
generator. For each platform from the backbone cable there 
are branches for power supplying to each refrigerator 
container and the electrical equipment (socket, fuse and 
contactor of 30A for manually turning on/off the power). 

The automated system consists of remote peripheral units 
(PU) designed to be installed on each railway platform, one 
central unit (CU) and an operator’s console (OC) connected to 
CU to control loads in the system (Fig. 1). 

Each PU is installed on the platform near the contactor 
supplying power to the refrigerator container and it is 
connected to the mains. PU has three voltage sensors of each 
phase of the three-phase power supply and a low power relay, 
which controls the power supply of the refrigerator container 
via the contactor. 

The central unit is located in the room of operators. Its 
function is to collect information from remote PUs and 
coordinate the work of the entire system. The function of the 
CU includes also the transfer of data to the operator's console, 
which has a set of special buttons and LED indicators. 

 
Fig. 2. Structural-functional scheme of the remote peripheral unit of the 
system 

This panel is the main tool with which the operator carries 
out operational and complete control and analysis of the work 
of all refrigerator containers in the train. 

Data transmission in the system is carried out through a 
backbone line of 380/220V using PLC technology. For more 
reliable PLC signal transmission through the power cable, a 
special phase-to-phase mixer is additionally connected to the 
individual phases of the power network, which includes two 
0.47 μF capacitors (the nominal value is selected for the best 
frequency transmission conditions of the PLC signal 95-120 
kHz). 

The peripheral unit (PU) was developed on the basis of the 
IT 700 PLC modem of Yitran Communication [9]. The 
modem is based on the 8051 microcontroller with the 
corresponding command system. The structural-functional 
scheme of PU is shown in Fig. 2. The appearance of the PU 
(front and back panel) is shown in Fig. 3 Three voltage sensors 
(for each phase of the power network) are connected to the 
PLC-modem. The signals from the sensors go to the digital 
inputs of the PLC-modem through optical isolators in order to 
galvanically isolate the power mains from the electronic 
circuit of the modem. The PU includes an electromechanical 
relay that gives the power supply to the coil of a three-phase 
contactor. This is how works remote on/off of the power loads 
(refrigerator containers). 

The modem's electronic circuits are connected to the 
power mains via a matching signal transformer. Control and 
data exchange in the information system is carried out 
according to the PLC-modem protocol [9]. In each PU is 
implemented a queue for sending information packets and 
checking for successful packet delivery, which allows to 
increase the reliability of communication between the central 
and peripheral units. 

Initial setup and debugging of the PLC-modem during 
installation and testing of the system is carried out using a 
laptop, which is connected via COM port to the UART 
interface. 

The central unit is implemented on the Atmel SAM3S 
processor [10] in conjunction with a PLC modem, which in 
this case operates as the network coordinator (Fig. 4-5). The 
CU performs data collection and general control of 
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information network. The PLC modem is directly connected 
to the SAM3S processor via the UART port. 

 

 
Fig. 3. Appearance of the remote peripheral unit of the system 

 
Fig. 4. Structural-functional scheme of the central unit (coordinator of the 
data collection network) 

The software of the CU includes several levels - network 
and application levels. At the network level, the real-time 
operating system FreeRTOS [11] was used to ensure 
interaction with a large number of devices (sensors, 
microcircuits and relays). This allowed to realize all necessary 
software processes (information flows) for the data network 
and to organize their interaction. 

 
 

 
Fig. 5. Appearance of the central unit 

At the application level the CPU runs under the control of 
a specially developed program for the SAM3S processor. The 
program performs the initial configuration of the modem 
(coordinator mode, network number, network capacity, etc.), 
as well as complete control of the entire system (reading the 
collected data from remote units, etc.). The tuning of the CU 
and the PLC-modem is carried out using a PC, which is 
connected via COM port to the UART interface. 

A special operator’s console (OC) is connected to the 
central unit to control the loads and to monitor the current state 
of the working equipment of the moving railway train (Fig. 6). 
The mechanical buttons are processed by a specialized 
keyboard processor TCA841 from Texas Instruments. The 
console also provides a signaling function using a set of LED 
indicators and they receive the corresponding information 
signals through the LED drivers STP16CP05TTR from 
STMicroelectronics [12]. 

III. IMPLEMENTATION AND EXPERIENCE OF OPERATING THE 
SYSTEM 

After installation of the system equipment on the railway 
platforms and tuning individual nodes and a data transmission 
network, the automated system is ready for operation. From 
this time, the main tool to control the system is the operator’s 
console. 

The console includes a set of 80 buttons - 2 buttons (“on” 
and “off”) for each of the possible 40 containers. Each pair of 
buttons transmits a command to a remote PU for switching the 
power circuit (see Chapter 2). The console also provides a 
signaling function using a set of 80 LEDs – 2 for each 
container. One LED indicates the switching state of the load 
(on / off), and the other is used to signal a possible emergency 
situation on the container (phase loss or contact failure). 
Emergency warning lights are also duplicated by audible 
alarm (Fig. 4). 
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The monitoring and control system of three-phase 
electrical loads for moving railway coupled wagons passed 
successful tests and was installed for continuous operation on 
4 railway trains. 

 
Fig. 6. Appearance of the operator's console 

The trains belong to the transport company “Dalreftrans” 
Ltd (Moscow branch), which specializes in long-distance 
railway transportation of perishable goods in refrigerator 
containers [13]. Each railway train contains 20 platforms (10 
platforms on each side of the diesel generator) and 1 wagon 
with a diesel generator and a room for service personnel. Each 
platform has 2 refrigerator containers. The system for railway 
train is designed for operation on long railway link (Moscow 
– Vladivostok, Kaliningrad – Vladivostok). 

IV. CONCLUSION 
The monitoring and control system of three-phase 

electrical power loads (refrigerator containers) for moving 
railway coupled wagons was developed and implemented 
based on the technology of digital data transmission over 
power supply lines - Power Line Communication (PLC). The 
hardware and software of the peripheral and central units of 
the system has been developed. The list of functions of the 
system includes not only monitoring and controlling on/off 
remote refrigerator containers, but also operational 
monitoring and alarming of possible emergency conditions of 
each refrigerator container. Thus, the system allows 
displaying in real-time mode the current situation of 
refrigeration equipment on the moving railway coupled 
wagons for rapid response or analysis for the operator. 

The operating experience of the system on the Moscow-
Vladivostok railway link, organized by the transport company 
“Dalreftrans” Ltd, has demonstrated its reliability and 
efficiency in the context of the railway train that is constantly 
moving over long distances. Thanks to the individual power 
management of the refrigerated containers, the system can 
reduce diesel consumption for the generator by up to 30%. In 
addition, deterioration of the generator during start-up is 
prevented, which accordingly extends its service life by about 
two times (rough estimate). 

The developed system can be easily adapted and upgraded 
to solve any other tasks that require collecting data from 
remote sensors and devices to a central point for monitoring 
and control, including the ability to remotely access the 
system via the Internet. Detailed information about the 
designer company of the system is given in [14]. 
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Abstract—Currently, when solving a number of geophysi-
cal and cartographic tasks, one uses corporate graphic sta-
tions (CGS) that have particular software packages and digital
databases. CGS are used due to the presence of licensed software
and authors developments whose installation on several personal
computers is not economically and strategically viable. At the
same time, CGS may represent a limited access server. Obviously,
widening of CGS functions leads to the rise in the number of
users. Correspondingly, the increase in the number of CGS users
leads to the worsening of software resources usage. To optimize
the work, it is necessary to investigate the traffic dynamics (TD)
for CGS. The traffic dynamics analysis may be performed using
robust methods. For this purpose, one constructs mathematical
models of TD for CGS. The aim of this paper is to analyze TD for
CGS using the adaptive regression modeling and to find efficient
prediction parameters for CGS work. To solve this task, we used
adaptive regression multi-parameter (ARMP) modeling. Within
ARMP approach, several multi-parameter iterations for assessing
the data on time series (DTS) of CGS activity are performed.
During the iterations, one finds the most efficient structure DTS,
determines the efficiency of adapting the observed values to
model ones (ε), and assesses the prediction parameters (∆ε). At
harmonic analysis of DTS, 2 main harmonics with periods of 1
day and 6 months were selected. At 1-day period, CGS workload
gradient starts increasing at 8 a.m. and achieves maximum at
noon decreasing by 10 p.m. The study of the main and other
harmonic terms when analyzing DTS will allow increasing the
efficiency of using CGS and developing a progressive system of
TD.

Index Terms—adaptive regression modeling, multiple analysis,
graphic stations for cartography and geophysics

I. INTRODUCTION

Currently, cyber-physical systems (CPS) and technologies
are successfully used while implementing space missions and
creating coordinate and time reference systems. To solve the
problems of space orientation and to apply on-board sight
cameras and goniometers for this purpose, it is necessary to
implement referencing to the visible limb of a celestial body
and determine dynamic parameters from long-term series of
observations containing large data array and also erroneous
measurements. In this process, the use of robust methods for
assessing produced values of the desired parameters plays an
important role. This paper suggests a noise-immune Hubers

method (Huber M estimator method – HMEM) for estimating
parameters. The time series are therefore described by complex
system of conditional equations of desired parameters whose
solution by the classic least squares method cannot eliminate
erroneous observations from the processing. It is more plausi-
ble to estimate long-term observational series using HMEM.
As a result, the values of selenophysical characteristics are
obtained with a high accuracy of their estimation.

Mathematical models of time series in technical applications
(models of technogenic time series – TTS) play an important
role, when solving the tasks of forecasting and increasing
the management efficiency. Currently, for TTS simulation one
uses: methods of describing a system with polynomials and
other regression models; harmonic analysis; method of group
consideration of arguments, etc. Nevertheless, in the modern
approaches to TTS processing, the mathematical apparatus
available in theory for the description of TTS at heterogeneous
non-stationarity is not used, the identification and diagnostic
test of various regularities underlying the structure of the
time series are not performed either. As a result, this leads
to decrease in the accuracy of mathematical description and
forecasting the dynamics of TTS.

Currently, there is no universal software package for TTS
processing that would allow: 1) solving the problems of
determining forecast parameters of the system dynamics; 2)
increasing the accuracy of describing the model; 3) having
a system for time series processing automatization, when
constructing multicomponent models of TS.

In this connection, the use of ARMP approach for TTS ana-
lyzing, proposed by S. Valeev and practically approved in geo-
physical applications [1], is relevant. When using the ARMP
approach, TTS are described by multicomponent (complex)
mathematical models. The application of ARMP approach
allows for a significant increase in the accuracy and efficiency
of data processing. The ARMP approach represents an imple-
mentation of multistep structural and parametric identification.
At each step of its application, the construction and analy-
sis of the corresponding component of TTS are performed,
its approximation and forecasting accuracies are estimated,
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properties of residue are diagnosed, and their adaptation is
performed if necessary. To apply the ARMP approach, a base
of functions – a set of competing mathematical structures – is
required. In the present paper, the analysis of simulating and
forecasting for a number of web traffic time series using the
ARMP approach, during which estimates parameters of the
trend component with the robust Huber method are found, is
conducted.

II. THE HUBER METHOD AS THE ARMP APPROACH

The method based on the maximum likelihood is considered
to be the most efficient. For the first time this method was
proposed by Huber [2]. The estimates of this method he named
M-estimators. The method was developed in a number of
subsequent work [3]. The M-estimators method is relatively
simple in comparison with the other methods. Under certain
conditions (such as absence of wrong measurements, in-
dependent measurements, etc.) the results obtained by this
method and by LSM coincide. The M-estimators are widely
used in data processing that contains gross blunders. In fact,
when using this method, all of the measurements obtained in
the experiment are processed, and at the analysis each of the
measurements has a “weight” value based on the chosen Huber
ψ-function.

Estimation parameters using the least square method pre-
sumes that the measurement error of model is described by
the normal law with predetermined mathematical expectation
E(ε) and by covariance matrix D known with an accuracy up
to the certain positive factor σ2.

D = σ2R, (1)

where R is predetermined positive definite matrix. If E(ε) is
predetermined, then the estimation problem using LSM can be
reduced to the form with E(ε) = 0 [3]. Thus, LSM problem
can be solved assuming that

E(ε) = N [0, σ2R], (2)

N [0, σ2R] is known expression for normal distribution density.
It is well known that the classic least square method formula

has the following form [4]:

∆q′ = SATD−1Z, (3)

where S = (ATD−1A)−1 is matrix with diagonally situated
variance estimations for the vector’s ∆q′ components.

A significant disadvantage of least square method is ex-
cessive sensitivity of estimations to uncontrolled deviation
from the distribution law of the measurement errors [5].
The importance of a deviation from the normal state just as
the abnormal measurement errors was noted by Newcomb
at the end of the last century. As the usual LSM does not
take into account the appearance of emissions possibility,
practically empirical and semi-empirical methods of prelim-
inary information cleaning to eliminate the errors are used.
Technogenic time series are not exceptions in this regard. The
revision of observational material has always been important
during a reduction. However, working with a large number

of information includes both wrong eliminations and wrong
saves.

To remove the influence of the above-mentioned errors, one
can use robust version of variation-weighted LSM in which the
weight matrix P can be found through Hubers ψ-function. The
solution can be found using the following formula [3]:

∆q = (ATPA)−1ATPZ, (4)

where
diag P = ψ(ξ)/ξ, (5)

ψ(ξ) =

{
ξ, |ξ| ≤ b,
b sign(ξ), |ξ| ≥ b,

(6)

ξ = (Zi −Ai∆q0)/M. (7)

In its turn, the median among non-zero value |Zi −
Ai∆q0|/0.6745, M = med{|Zi −Ai∆q0|/0.6745 6= 0}.

∆q0 is preliminary estimate of the ∆q vector, b is setting
parameter. It should be noted that, as an estimation of the
scale, we use the median absolute deviation, which is why for
normal distribution consistency we divided the expression by
0, 6745 [2]. The accuracy estimation of the final result ∆q is
described by the covariance matrix:

Cov = k(ATA)−1, (8)

where

k = (Mn)2
n∑
1

ψ2(ξ)/(n−m)

[
n∑
1

ψ2(ξ)

]2

. (9)

In the expressions (8) and (9) ∆q, the final vector value, was
used as ∆q0.

III. SUBJECT OF RESEARCH: MODELS OF THE SERVER
NODE TRAFFIC DYNAMICS

In the paper, the data on traffic during the period from April
1, 2016 to April 30, 2017 (9476 observations) is investigated.

Fig. 1a shows a dependence of the original traffic series
on time. Fig. 1b presents a curve of the series approximation
combined with the model at the same period; the steps of its
obtaining are described below.

The time series studied is non-stationary. Hölder exponents
h(q) > 0.8 are obtained by multifractal analysis; consequently,
the dynamics of series correlate, and TS has a regular com-
ponent.

According to the curve in Fig. 1a, peaks are visually
observed. We find the parameters estimates of the trend
component using the robust Huber method with correlation
coefficient R = 0.42. The model has the form as follows:

Traffic(t) = 1.498 · 107 + 28645 · t+X1(t), (10)

where Traffic(t) is the observed values of the traffic at
time t; X1(t) are model residues after subtracting the trend
component from the original TS.

Standard deviation (SD) of the model is equal to ε = 89.071
MB, external SD is ε∆ = 38.602 MB.
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To obtain an external standard deviation ε∆ (forecasting
errors), the initial TS is divided into two parts: 90% of the
points are used to construct the model, and 10% – for the
control (receipt ε∆).

The results of spectral analysis indicate the presence of
periodic terms. The method of stepwise regression identified
two statistically significant harmonics.

Harmonic model looks like:

X1(t) = 6.694 · 107 · sin
(

2πt

24
+ 245.51

)
+

+ 3.323 · 107 sin

(
2πt

4738
+ 18.86

)
+X2(t),

(11)

where X2(t) are residues after the subtraction of the harmonic
model from X1(t).

Fig. 1. a) Original TS diagram; b) Approximation of TS combined model
diagram

Approximation accuracy of the model is 76.385 MB, exter-
nal SD ε∆ is 34.923 MB.

Identification of autoregressive-moving averaged (RAMP-
approach) model are implemented by an algorithm that pro-
vides elimination of insignificant terms. A model of RAMP-
approach {1, 0}:

X2(t) = 0.629 ·X2(t− 1) +X3(t), (12)

where X3(t) are the residues of the model after subtraction of
the AR component from X2(t).

SD of the model ε = 59.356 MB, ε∆ = 31.616 MB.
Engle test indicates the presence of conditional het-

eroscedasticity in the residues. Autoregressive conditional het-
eroscedasticity model RAMP-approach {1}:

X3(t) = 0.263 ·X3(t− 1) + ε(t) + e(t), (13)

where ε(t) – the residues of the AR-model representing
RAMP-approach {1}:

ε2(t) = 2.0538 · 1015 + 0.62203 · ε2(t− 1), (14)

e(t) – the residues after the RAMP-approach.
As a result, the series is described by combined model

including the trend, periodic components, RAMP-approach
{1, 0} and RAMP-approach {1}:

Traffic(t) = 1.498 · 107 + 28645 · t+

+ 6.964 · 107 sin

(
2πt

24
+ 254.51

)
,

(15)

where ε(t) is given by (5), e(t) are the residues of the model.
SD of the final combined model ε = 55.385 MB, external

SD ε∆ = 30.063 MB.
The results of the last step residues diagnostics: residues are

normally distributed; there is no autoregression.

IV. DISCUSSIONS AND RESULTS: INTERPRETATION OF THE
MODEL COMPONENTS

During the modeling of web traffic the increasing trend
indicating that the information content increases from the
beginning (September) to the end (May) of a school year is
revealed.

Fig. 2. Diagram of observation and predicted values of traffic to 264 hours

Two harmonics with periods of 24 hours and 6−6.5 months
are identified. Period of 24 hours indicates that the traffic
increases gradually from the beginning of the day and during
the first half of the day, reaching its peak by the middle of the
day, then gradually decreases and by the end of the day takes
its minimum value. 6 − 6.5 months period characterizes the
fact that in the summer holidays, winter holidays, and vacation
the traffic is reduced, the active use of the site resources begins
with the start of the semester, rising to its completion.

The presence of RAMP-approach effects is explained by
variability (volatility) of the user accesses the site resources.

According to the model (15), we made the forecast at 264
hours. A satisfactory prediction interval (time interval at which
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the predicted values correspond to the real data well) was
found to be 48 hours. Fig. 2 shows a diagram of the predicted
(dotted line) and original (solid line) values of TS at 264 hours.

Statistically significant correlation coefficient between the
point estimates of forecast and original data for 264 hours is
equal to 0.501, the range of satisfactory prediction is 0.758.

Comparison with the work of other researchers of the
DPCGS has shown that the proposed models in the application
of ARM-approach allows for a more accurate prediction of the
parameters change.

The results obtained in the paper confirm the promise of
using the so-called adaptive dynamic regressions being devel-
oped at the present time, for describing changes of DPCGS.
Their advantages, compared with the traditional approaches
to the analysis of time series, in particular, to the analysis of
the variability of DPCGS, are: 1) expansion of the concept
of the structure of the mathematical model describing the
dynamics, 2) isolation of time-stable harmonics of oscillations,
3) several times increased accuracy of forecasting the changes
on a certain time interval forward, which may have practical
consequences.

V. CONCLUSION

It should be noted the initial assumptions of the regression
analysis are always observed. However, discovering that the
preconditions are violated is not sufficient. A specific software
package containing particular measures that come into force
under these conditions are required. Thus, for the effective use
ARMP one should the apply a particular software package
to automate the process of taking observations, analyze the
quality of the models produced and analyze the compliance
with the assumptions of regression analysis using the or-
dinary least squares method (LSM), as well as implement
the appropriate procedures to adapt. The purpose of this
study is to improve the performance of the computational
modeling process by automating the search for the optimal
set of regressors, and analyze it. To achieve this goal, it is
necessary to solve a number of problems: 1) Development
of the software package “Interactive Automated System for
Optimal Regressions Modeling” (IASORM) based on connect-
ing library quality analysis model with the compliance status
of assumptions; 2) Implementation of the algorithm scenario
of automatic data processing with the functional connection
of libraries. The software package IASORM is a specialized
system that implements the strategy of regression modeling.
Automated script processing can improve the effectiveness of
the existing methods of the package. Embedded library of
the quality analysis and of the compliance model assumptions
extend functionality for the user and is aimed at identifying
the adequacy of models and observations in order to detect
violations of the basic assumptions of regression analysis.
Proposed scenario increases the computational process speed
compared to interactive computing. IASORS implements the
strategy of statistical (regression) modeling. This software
package can be used to create regression models and predict
dynamic processes.

A model of the dynamics of website server node is con-
structed. The combined model includes the components in the
form of a trend, of two harmonics with periods of 24 hours
and six months, ARMP approach models {1, 0} and ARMP
approach {1}. Decomposition of TS to systematic and random
components allows for a more accurate interpretation of proper
components.

The satisfactory prediction interval, which is 48 hours, is
revealed.

Thus, knowing the forecast for a certain period, the site
administrator will be able to estimate the available resources
potential to address the upcoming workload and take appro-
priate action when it is increasing; for example, to increase
the computational power of the server, to increase the number
of servers, to create a cluster for parallel requests services,
to install additional software that allows you to balance the
workload, to speed up certain types of queries, etc.

The obtained results can be used for studies by regression
estimation of space research data [6]–[8], astrophysics [9] and
positional ground-based observations [10]–[12], as well as in
geophysics [13].

Theoretically, the Huber method of estimators (in case of
1.5 < b) and standard least square estimators are supposed to
coincide in case of selection that obeys the normal distribution
law. It is justified to reject the hypothesis of measurements
equal accuracy. At the same time, it is fair to suggest
the presence of some deviations from normal model of the
measurement errors, in particular, the presence of abnormal
errors. That means there are some abnormal measurements in
the selection used for processing. The processing of traffic
measurements, taken during a large time interval, with robust
statistical procedure is one of the examples of its application
[14]. The antijamming method has broad prospects: digital
images processing; satellite geodetic measurements process-
ing; data obtained by robotic systems processing; analysis of
on-board telemetric data of aircraft (flight control) [15].
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Abstract— the report discusses issues related to the MS SQL 

database administration, as well as the basic methods for 
implementing backup and encryption. It is proposed to create an 
application that backs up databases in the MS SQL Server DBMS 
using the GOST R 34.12 “Kuznechik” (Grasshopper) encryption 
algorithm. Developing the application, which provides the secure 
backups it is necessary to study MS SQL VDI technology and to 
implement this interface in the application to transfer the backup 
stream directly to the application under development.  

Keywords— database management system, structured query 
language, SQL–Server, Virtual Device Interface, database backup, 
encryption methods, cryptographic algorithm 

I. INTRODUCTION  
The backing up databases is important aspect of security in 

enterprises using servers with database management systems. 
There are many ways to implement secure backups. One of this 
way is to create encrypted backup using encryption algorithms. 
DBMS MS SQL Server provides several encryption algorithms 
available to the user, among them are encryption standards such 
as “AES” (Advanced Encryption Standard), “DES” (Data 
Encryption Standard) and “TDES” (Triple Data Encryption 
Standard, 3DES). Russian encryption standard is GOST R 
34.12, the latest edition of which was in 2018. But there is 
revision slightly older than 2015, in its case the cryptographic 
strength (security) and complexity of encryption algorithms 
have already been analyzed, and according to experts' analysis, 
this revision is considered to be very reliable [1], [2]. 

Report research object is backing up databases; research 
subject is database backup methods using encryption in MS 
SQL Server Data Base Managing System. Research purpose is 
studying the possibility of using GOST R 34.12 “Kuznechik” 
(Grasshopper) algorithm instead of the AES algorithm when 
backing up databases in MS SQL Server DBMS; and to evaluate 
the resulting import–substitution crypto algorithm effectiveness. 

Developing the application, which provides secure backups 
it is necessary to get acquainted with MS SQL VDI (Virtual 
Device Interface) technology and implement this interface in the 
application to transfer the backup stream directly to the 
application under development. This algorithm involves using 
of Russian standard in conjunction with MS SQL VDI 
technology, which allows transferring the stream of the created 
backup directly to developed software, which eliminates the 
possibility of leaking a copy of database before it is encrypted. 

II. BASIC PROVISIONS 
Database (DB) is a structured repository with information. 

Databases cannot exist fully by themselves; it is just a set of 
information in its original form. A database management system 
(DBMS) is required in order to manipulate information. By 
database management, it means the possibility of individual or 
collective editing of information, its sorting, full or partial 
copying and moving, as well as the ability to combine several 
databases into one common system. 

The DBMS software tool products were created for 
implementing the previously listed functions. The main 
components of the DBMS are presented in Fig 1. 

 

Fig. 1. DBMS components 
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Database Management System (DBMS) is specialized 
software having main task is to ensure uninterrupted access to 
the database, as well as to the methods of its administration. 

An extremely important aspect of the database smooth 
operation is the DBMS maintenance, which is done by database 
administrators. Database Administrator is a person responsible 
for the database requirements development, its design, 
implementation, effective use and maintenance. 

Most DBMSs have the ability to back up the database. 
Creating the backup copy is necessary to restore the database to 
stable state in case of failures and errors. Backup is carried out 
by the DBMS itself, it can be performed manually by the 
administrator, or it can be scheduled and performed 
automatically in the specified time interval. 

A backup consists of the database and all the log files 
required to bring the database copy to consistent state during the 
backup. It should be noted that regardless of the backup type 
being performed, the backup data must be intact. 

Therefore, before performing the backup, the user should 
check the database stability and perform this backup procedure 
only when the database is in some stable state. 

Microsoft SQL Server is relational database management 
system (RDBMS) developed by Microsoft Corporation. The 
main language used is Transact–SQL. This is relational 
distributed client–server DBMS. The main tool is SQL Server 
Management Studio (SSMS). It is a graphical user interface 
(GUI) and Transact–SQL scripting interface for managing the 
database engine component and databases. 

Microsoft SQL Server has all the necessary tools to maintain 
a stable database. It is important to understand that SQL Server 
is not single monolithic application but is structured as a series 
of components. The components of SQL Server and their 
purpose are shown in the Table 1. The main components are 
Database Engine, SSAS, SSIS and SSRS. 

Transact–SQL (T–SQL) is Modified SQL language. All 
applications interacting with an instance of MS SQL Server, 
regardless of their implementation and user interface, send 
Transact–SQL statements to the server. 

One of the most important aspects is to ensure that data is 
backed up regularly so that if a failure occurs, the database can 
be restored. Despite the fact that the computer industry has been 
aware of the need for reliable backup strategies for decades, 
tragic histories of data loss are still commonplace. 

SQL Server recovery models: SQL server supports 3 types 
of database recovery models. All models store data in event of 
accident, but there are important differences that administrator 
need to know when choosing recovery model for database [1]. 
The recovery models are described in Table 2. Each database 
can have its own recovery model. The model is selected in the 
Database Properties window on the Parameters page. 

Backing up databases and logs backup types SQL Server 
supports several types of backups, that administrator can 
combine to implement the right backup and recovery strategies 
for specific database based on business requirements and 
recovery goals. Description of backup types is given in Table 3. 

The main advantage of encrypting backups in MS SQL Server 
is that the process itself occurs directly when creating a backup. 
Thus, the backup file is saved to disk already in encrypted form. 
In this case, a high speed of creating the encrypted backup is 
ensured, since encryption occurs on the fly, and the system 
integrity is not violated. 

The main disadvantage of MS SQL Server encryption is that 
it is not possible to expand the available arsenal of ciphers. The 
MS SQL Server software product policy does not imply an 
extension of the available cipher suite. The user must choose 
among the available options [3–5]. 

TABLE I. MS SQL COMPONENTS  

As in any field, there are alternatives. If encrypted backups 
are created, all available options are divided into three groups. 
Each of these groups has its own advantages and disadvantages, 
for a complete understanding it is necessary to consider each 
group in more detail. 

Component Description 
Database 
Engine 

The core of the SQL Server platform. Provides high 
performance and scalability of relational databases based 
on the SQL language. It can be used to place data, for 
further processing using transactions online and to create 
data warehouses. SQL Server also includes optimized 
database engine that leverages inmemory technology to 
improve the performance of short transactions. 

Analysis 
Services 

SQL Server Analysis Services (SSAS) – Analysis Services, 
provides OLAP (Online Analytical Processing) and data 
analysis functionality for business intelligence applications. 
They allow the organization to collect data from several 
sources, for example, relational databases, 
and process them in various ways. 

Integration 
Services 

SQL Server Integration Services (SSIS) – Integration 
services, the enterprise–wide tool for extracting, 
transforming, and integrating data from various sources 
and moving them to one or more target data sources. 
Designed to merge data from heterogeneous sources 
and load them into storage, data marts, etc. 

Reporting 
Services 

SQL Server Reporting Services (SSRS) – Reporting 
Services, includes Report Manager and Report Server. 
They are the full–blown server platform for creating, 
managing and distributing reports. Allows administrator 
to use combination of SQL Server and IIS capabilities 
to  process  and  store  reports.  SSRS   can  be  installed 
independently or integrated with Microsoft SharePoint. 

Master Data 
Services 

SQL Server Master Data Services (MDS) – the 
environment for creating business rules that guarantee 
the quality and accuracy of master data. Business rules 
can be used to run business processes that perform 
checks and control data flows in the database. 

Data Quality 
Services 

SQL Server Data Quality Services (DQS) – environment 
for creating a knowledge base metadata repository that 
improves the quality of organization data. Data cleaning 
processes allow administrator to modify or delete 
incomplete and incorrect data, matching processes allow 
administrator to identify and combine duplicate data. 

StreamInsight SQL Server StreamInsight provides the platform for 
creating applications that handle complex events for 
real–time data streams. 

Full–Text 
Search 

Full–text search is Database Engine feature that provides 
the sophisticated semantic search engine for text data. 

Replication The Database Engine includes replication, a set of 
technologies for synchronizing data between servers to 
meet the needs of data distribution 

Power View 
for SharePoint 
Server 

Power View is component of SQL Server Reporting 
Services. Provides interactive data research, visualization 
and presentation. Power View is also available in Excel. 
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TABLE II. DATABASE RECOVERY MODELS 

Recovery 
model Description 

Simple model Designed to restore to the last backup point. The strategy 
for this model should include full and differential backup 
operations. By enabling a simple recovery model, 
administrator cannot back up transaction logs. 
Automatically trimming the log at the checkpoint 
(clearing all inactive transaction records) to minimize 
space. This model is ideal for most system databases. 

Full model Designed to restore the database to the point of failure 
or at a specific point in time. When using this model, 
all operations are logged, including bulk operations and 
bulk data loading. The strategy should include the 
following archives: full, differential and transaction log 
archives (or only full archives and transaction log 
archives), i.e. log backup required. Eliminates data loss 
due to a damaged or missing data file. 

Bulk Logged 
model 

This model reduces the space occupied by the transaction 
log while retaining most of the functionality of the full 
recovery model. Minimal logging of bulk operations and 
bulk downloads is performed without controlling individual 
operations, which can improve the performance of bulk 
copy operations. If the failure occurs before full or 
differential backups are performed, bulk operations and 
bulk downloads will need to be repeated manually. The 
backup strategy for this model should include the same 
archives as for the full model. 

 
The first group should include third–party software tool that 

aims to simplify the administration of MS SQL Server. In this 
case, the application independently sends queries to the MS SQL 
server and configures the task scheduler. 

In turn, the user operates with an intuitive program interface, 
where parameters and settings are provided usually in simplified 
version. Programs such as “Effector saver” and 
“HandyBackup” provide the user with all the necessary tools for 
creating backups, scheduling, and restoring the database. 

For their part, the programs it selves do not have their own set 
of encryption algorithms, but only use what MS SQL Server 
offers, in which case, administrator must first configure 
encryption on the MS SQL server itself. In addition, there is no 
way to expand the list of available algorithms with other 
algorithms. The second group includes whole cluster of 
applications that allow administrator to encrypt an arbitrary data 
set, including the finished backup file of MS SQL Server. 

Programs such as “Files Cipher” and “dsCrypt” have many 
cryptographic algorithms and allow administrator to encrypt an 
arbitrary set of files. 

As the main drawback, it should be noted that for encryption, 
the file must be created already physically, and located in the 
directory accessible to programs. Therefore, such encryption is 
vulnerable. In the case where attacker has access to the memory 
section where the files are stored in the clear, he can grab the file 
before encrypting. In the case of using such programs for 
encrypting backups, main vulnerability will be that backup file in 
unencrypted form will be created previously [6]. 

The third group includes applications that allow 
administrator to encrypt a hard disk partition, thus encrypting, on 
the fly, all data that is written to this disk. Programs such as 
“Truecrypt” and “BestCrypt” have enough large set of crypto 

algorithms, but, like in the case of all the other programs listed 
above, the Russian import–substitution GOST is not included in 
the list of cryptographic algorithms. 

TABLE III. DESCRIPTION OF BACKUP TYPES IN SQL SERVER 

Backup type Description 
Full Full database backup includes all objects, system tables 

and data, as well as fragments of transaction logs 
corresponding to the backup time. A full backup allows 
administrator to fully restore the database at the time 
the backup is completed. 

Differential Differential backups are designed to archive data that 
has changed since the last backup. When backing up, 
only changes are saved, so archiving takes less time and 
can be done more often. Differential copies also include 
fragments of transaction logs needed to restore the 
database after the backup is completed. 

Transaction 
Log 

When a transaction log is backed up, the archive saves 
the changes that have occurred since the last backup of 
the transaction log, and then truncates it, during which 
completed or canceled transactions are erased. Unlike 
full or differential archives, the transaction log archive 
records the log state at the time the backup operation 
started (and not at the time, when it was completed). 

File / File 
Group 

These backups do not allow archiving the entire 
database, but only the specified files and file groups. 
Backups of this type are used when working with large 
databases to save time. Archiving files and filegroups 
has the number of features. At the same time, the 
transaction log must also be archived. Therefore, this 
method does NOT perform archiving if the Truncate Log 
On Checkpoint option is enabled. If database objects 
span multiple files or filegroups, administrator 
must back up ALL of these files or filegroups. 

Partial It contains data from only some filegroups of the 
database, including data from the primary filegroup, all 
filegroups that are read / write, as well as any additional 
specified files that are read–only. Partial backups can 
be useful when administrator need to exclude read–only 
filegroups. A partial backup of read– 
only database contains only the primary filegroup. 

Tail–log 
Backup 

The backup copy of the final log fragment contains all 
the records whose backup has not yet been created (the 
final log fragment, the “tail”), which helps to prevent 
loss of work and keep the chain of logs intact. To 
restore the SQL Server database to the last moment in 
time, administrator must first back up the final fragment 
of its transaction log. The final piece of the log becomes 
the last part of the backup in question in 
terms of restoring the database. 

Copy Only Dedicated backup that is independent of the regular SQL 
Server backup sequence. Typically, creating the backup 
changes the database and affects how subsequent 
backups are restored. However, sometimes administrator 
have to back up a database for special needs when it 
does not affect the overall backup and recovery process. 
For this purpose, backup copies are used only 
for copying (databases or transaction logs). 

 
It should be noted, that backup entry to encrypted volume of 

the hard disk does not imply that the file will be encrypted. It is 
also worth paying attention to the fact that in a case of 
encryption of hard disk volume, the performance will be reduced, 
which may cause additional inconvenience in working. 

Basic methods for implementing database backup, as well as 
its encryption using built–in MS SQL tools, are considered. 
Besides, analysis of alternative solutions and their capabilities for 
creating backups with subsequent encryption was carried out. 
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Nowadays when processor power and memory transfer speed 
are increasing every year,  standards released several years ago 
can become out of date very quickly. 

In the case of cryptographic algorithms, standards are 
designed usually with a margin of power and reliability, thus 
providing stable protection for several decades. However, 
despite the expected margin, often during the operation of the 
developed standards, vulnerabilities are discovered that can 
greatly reduce the expected life of the standard. Example is the 
“DES” standard, the estimated service life of which, according 
to experts, was supposed to last until the middle of XXI century, 
but, in practice, the life was much shorter. “DES” was national 
standard in United States and existed as such to 1980. However, 
in “DES” standard many vulnerabilities to multiple attacks were 
found, and it was replaced by “TDES”. 

The standards popularity should be noted also. As better the 
standard is known, the more software solutions are based on it, 
the more attacks are made on it, thus significantly speeding up 
the search for possible vulnerabilities and shortening the 
standard’s estimated reliability period [7]. 

III. ALGORITHMIC CONSTRUCTION 
The program application under development should be 

atomic for the user. Customer does not need to know about the 
business logic that processes his requests. 

After the user's request, the application should respond with 
the result, regardless of success. In addition, the application must 
be fault tolerant, as there is always the possibility that the user 
will indicate incorrect data, perform actions in the wrong order, 
or the program will crash. 

The application under development will back up the 
database, as well as restore it from backups. In addition, backup 
copies must be encrypted, this is necessary for their safe storage 
on the user's physical disk. 

Algorithm “Kuznechik” (Grasshopper) GOST R 34.12─2015 
was selected as encryption algorithm. It is also necessary to keep 
records of user actions, and the application must have its own 
database for keeping records and storing user data. 

The portable database system MSQLite 3.0 can serve as such 
database. The main problem that administrator will have to face 
at the development stage is that MS SQL only supports its own 
encryption out of the box and does not provide to the third–party 
developers with the opportunity to expand the available set of 
algorithms. At the same time, the Microsoft development 
company has provided an alternative option, in which case 
third–party developers are provided with VDI interface through 
which administrator can redirect the backup stream directly to 
the third–party application. Thus, the created database will be 
redirected to application being developed. The final scheme of 
developed application is demonstrated in the Fig 2. 

Based on the presented diagram it can be seen that the user 
interacts exclusively with the application being developed. Also, 
the user should be granted access to the event log, in which, in 
chronological order, all interactions with databases on MS SQL 
Server will be recorded [8], [9]. 

 
Fig. 2. Architecture diagram of developed application 

One of important functions of the developed software tool is 
backup copy creating. The function that implements the backup 
mechanism must connect to the MS SQL Server in order to 
initialize the VDI interface and for the subsequent transfer of the 
database backup stream. The parameters for receiving must be 
stored in the program settings to automate the process and 
simplify the work with the server. Resulting stream can be 
encrypted with “Kuznechik” (Grasshopper) import–substitution 
algorithm. The user also indicates the path to save the backup in 
the program settings. In addition, all program actions with the 
server must be documented in the event log of the latest program 
activities. Data array encryption method:. Thus, it will be possible 
to restore the chronology. 

public byte[] Encript(byte[] file, byte[] masterKey) masterKey 
= Encoding.Default.GetBytes (LengthTo32Bytes 
(Encoding.Default.GetString(masterKey))); 
KuzKeyGen(masterKey); 

int NumOfBlocks; 
int NumberOfNull; 
byte[] OriginByteArray = file; 
byte[] encypted = new byte[0]; 
if ((file.Length % 16) == 0) 
NumOfBlocks = file.Length / 16; 
Array.Resize(ref encypted, file.Length); 
else NumOfBlocks = (file.Length /16) + 1; 
NumberOfNull = NumOfBlocks*16 – file.Length; 
int StartLength = file.Length; 
Array.Resize(ref OriginByteArray, OriginByteArray.Length + 

NumberOfNull); 
Array.Resize(ref encypted, OriginByteArray.Length); 
if (NumberOfNull ==1 ) OriginByteArray[OriginByteArray. 
Length – 1] = 0 × 80; 
else – 
for (int i = OriginByteArray.Length – 1; i >= 0; i--) 
if (i == OriginByteArray.Length - 1) 
OriginByteArray[OriginByteArray.Length – 1] = 0x81; 
else if (OriginByteArray[i] ! = 0) 
OriginByteArray[i + 1] = 0x01; break; 
for (int i = 0; i < NumOfBlocks; i++) 
byte[] byteBlock = new byte[16]; 
for (int j = 0; j < 16; j++) 
byteBlock[j] = OriginByteArray[i * 16 + j]; 
for(int j = 0; j < 9; j++) 
byteBlock = KuzX(byteBlock, iterK[j]); 
byteBlock = KuzS(byteBlock); 
byteBlock = KuzL(byteBlock); 
byteBlock = KuzX(byteBlock, iterK[9]); 
for (int j = 0; j < 16; j++) 
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encypted[i*16 + j] = byteBlock[j]; 
return encypted; 
 

Creating the backup with next encryption: 
public async void CreateBackUpWithEncryption(string 
fullFileName, string kuzKeyPath) 
await Task.Run(() => 
MainForm.AppendTextRow("Started backup with encryption."); 
var key = KuzKey.ReadKeyFromFile(kuzKeyPath); 
MainForm.AppendTextRow("Key loaded."); 
if (!string.IsNullOrWhiteSpace(key.Error)) 
MainForm.AppendTextRow("No errors were detected in the key."); 
else MainForm.AppendTextRow(key.Error ); 
var keyByteArray = key.GetCipherKey(); 
string commandToCreate = string.Format(@"backup -s {0} -d {1} 
--stdout -u {2} -p {3}", 
DataBaseData.LocalUserSettings.ServerName, 
DataBaseData.LocalUserSettings.DataBaseName, 
DataBaseData.LocalUserSettings.UserName, 
DataBaseData.LocalUserSettings.Password); 
var process = new Process StartInfo = new ProcessStartInfo 
UseShellExecute = false, CreateNoWindow = true, 
RedirectStandardOutput = true, RedirectStandardError = true, 
RedirectStandardInput = true, FileName = @"PackDb.exe", 
Arguments = commandToCreate EnableRaisingEvents = true try 
Ghost2015 cipher = new Ghost2015(); process.Start(); 
MainForm.AppendTextRow("Launch VDI." ); 
using (MemoryStream stream = new 
MemoryStream())MainForm.AppendTextRow("Creating a 
backup."); process.StandardOutput.BaseStream.CopyTo(stream); 
MainForm.AppendTextRow("Transferring a stream to cryptographic 
algorithm.");  
File.WriteAllBytes(fullFileName, cipher.Encript(stream.ToArray(), 
keyByteArray)); MainForm.AppendTextRow("Encryption 
completed." ); process.WaitForExit(); 
MainForm.AppendTextRow("The specified path backup was created."); 
MainForm.AppendTextRow(" ------------------------------- --." ); 
writeEncryptedBackUpInfoToDataBase(fullFileName, kuzKeyPath); 
catch (Exception ex) 
{throw ex;} 

 
In case of errors in user settings, failures while connecting to 

the server, or errors while receiving the backup stream, the 
algorithm is interrupted and notifies the user of malfunction. 

This part of the algorithm should take into account all 
possible exceptions and process them in the correct form in 
order to convey as accurately as possible to the user the nature 
of the error that has occurred [10]. 

The work result must be recorded in the event log before the 
algorithm completion. This is necessary so that the user can view 
the results of the work, as well as, if necessary, find out what 
parameters were backed up. 

The algorithm shown in the Fig. 3 is a backward backup 
algorithm. It should be noted, that regardless of whether the 
backup was encrypted or not, the final steps to restore the 
database occur directly on the MS SQL server. 

The work success, as in the case with the backup algorithm, 
should also be recorded in the event log upon exiting the 
algorithm. The parameters are received from the user at the 

entrance to the algorithm. These parameters include settings for 
connecting to MS SQL Server. In the case of encrypting the 
backup, the key parameters are received. During execution, the 
algorithm may be interrupted by an error; in this case, the 
algorithm is exited, and the user is notified of the error. 

In the case of backups, keeping track of actions is important 
part of the entire process. Since it is necessary to know the result 
of performing actions with the database, so that in case of 
failures, you can determine the nature of the error. To do this, 
the DBMS has a log that records all user actions, as well as 
records of failures with their detailed description. 

 
Fig. 3. Restoring Database from Backup 

In the case of backups, keeping records of activities is an 
important part of the whole process. It is necessary to know the 
result of performing actions with the database in the failure case 
because it would be possible to determine the nature of the error. 

To do this, there is log in the database management system 
(DBMS), in which all user actions are recorded, as well as 
failures are recorded with their detailed description. 

In the software product being developed, the event log is 
collection of tables in an embedded database. The structure of 
these tables is shown in the Fig. 4. 

It should be noted that the database table entry is carried out 
only if successful. Thus, looking at event log, administrator can 
check the operation result. The tables are interconnected by 
encryption key ID. In this case, one–to–many relationships can 
be traced, since many backups can be encrypted with same 
prickle, but backup copy is encrypted with only one specific key. 
The key table stores information about key maker and creation 
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date. Name of creator in this case corresponds to login from MS 
SQL Server, on behalf of which user creates the key. 

 
Fig. 4. Event Log Tables 

The main problem that can be encountered during the 
encrypted backup creation is the transfer of the backup file itself 
to the program being developed. Since MS SQL Server does not 
allow expanding the set of ciphers offered to the user, the 
developed program must encrypt the backup copy after its 
creation. In this case, before transferring the backup file, it will 
be created on the media, and at this point in time, it will be 
available to the intruder [11], [12]. To rid developed software 
product of such vulnerability, it is necessary to use VDI 
interfaces, through which DBMS will transfer the stream of 
created backup directly to developed program tool. 

VDI (Virtual Device Interface) – SQL Server provides an 
API called Virtual Backup Device Interface (VDI), which 
allows third-party software vendors to integrate SQL Server into 
their products to support backup and recovery operations. 
Designed for maximum reliability and performance, these APIs 
also support the full range of SQL Server backup and recovery 
features, including a full range of quick snapshot and backup 
capabilities. 

Thus, creation of backup file on physical medium in 
unencrypted form will be excluded. If transfer of backup stream 
is completed, connection via VDI interface ends automatically. 

IV. CONCLUSION  
This report presented algorithms for creating an encrypted 

backup, as well as restoring a database from an encrypted 
backup. These algorithms involve the use of the Russian 
standard GOST R 34.12 “Kuznechik” (Grasshopper) in the 
conjunction with MS SQL VDI technology, which allows 
administrator to transfer the stream of the backup created 
directly to the developed software tool, which eliminates the 
possibility of database copy leak before the encryption. The 
realized import–substitution software allows administrator to 
protect reliably database backups in MS SQL Server. 

Thus, the investigation aim is achieved. After studying the 
possibility of application of GOST R 34.12 “Kuznechik” 
(Grasshopper) algorithm instead of the “AES” algorithm when 
backing up databases in the MS SQL Server DBMS, the 
following results were obtained. The comparative analysis 
showed that the encryption algorithms "AES" and "Kuznechik" 
are similar in many ways; both are based on the "SP–network" 
(substitution–permutation network is the type of block cipher 
proposed in 1971 by H. Feistel) and support 265–bit key. 
However, at the same time, "AES" algorithm appeared much 

earlier, is also more well–known and popular encryption 
algorithm in the world, and is widely used in software products, 
including Microsoft products. 

This fact is its vulnerability, since the number of attacks on 
the "AES" algorithm is tremendous, and significantly exceeds 
the number of attacks on "Kuznechik"(Grasshopper) algorithm, 
which gives more possibilities, that an attacker will find the 
vulnerability in this cipher. It should be noted also, that the 
"Grasshopper" algorithm is much easier to understand and 
implement, requires fewer computing resources and has more 
operating speed and performance. 

Evaluating the effectiveness of the resulting crypto 
algorithm shows that replacing “AES “with "Kuznechik" 
improves the performance of developed software application. 
The implementation of crypto algorithm was tested and verified 
for compliance with its formal model theoretically, and in the 
laboratory conditions available to authors. 

At the same time, MS SQL Server DBMS is commercial 
product, and getting access to its programming code for the 
research of the functional, when replacing the AES encryption 
algorithm with import–substitution GOST R 34.12 "Kuznechik" 
(Grasshopper) is quite problematic. 

However, theoretical studies show that this replacement 
leads to significantly faster operation speed and performance of 
the developed software application and allows increasing the 
efficiency of the import–substitution algorithm and 
corresponding software by about 20%. 
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Abstract—Indication subcircuit is an essential part of the self-
timed circuits. It provides acknowledgment of the self-timed 
circuit switching completion and ensures correct handshake 
interaction between functional blocks. Besides, indication 
subcircuit complexity is comparable with the indicated self-timed 
circuit's complexity. So short-term soft errors, induced by the 
external and internal causes in both the indication subcircuit and 
the indicated self-timed circuit, are equally dangerous. Indication 
subcircuit soft error tolerance depends, the first, on its immunity 
to soft errors in the indicated self-timed circuit and, the second, on 
its failure protection. The first aspect becomes lower critical due 
to the XOR cell on the first stage of the indication subcircuit. An 
appropriate circuitry basis decreases indication subcircuit 
sensitivity to the possible soft errors induced in it. Static and semi-
static Muller's C-element is a traditional base component used for 
indication purposes. Its dual interlocked implementation 
improves the indication subcircuit failure protection against soft 
errors in its internal nodes, but not sufficiently. The article 
proposes a new C-element's schematic that fully tolerates it 
against the soft errors in all internal nodes. Besides, using C-
elements with in-phase inputs and output in an indication 
pyramid ensures indication subcircuit protection against soft 
errors induced at the output of the C-elements. The proposed 
approach makes an indication subcircuit fully protected against 
all soft errors induced in it. 

Keywords—C-element, DICE-style, dual-rail code, indication, 
self-timed circuit, soft error, spacer, tolerance, working state 

I. INTRODUCTION 
Studies prove that combinational self-timed (ST) circuits 

are naturally immune to short-term soft error upsets and 
transients (SEUT) [1] induced by ionization effects because of 
single nuclear particles and cosmic rays [2, 3]. This feature is 
due to dual-rail signal discipline and appropriate layout 
placement of the cells. An indicator subcircuit, an integral part 
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of the ST circuit, operates with unary phase signals that 
indicate dual-rail information signals. It is also susceptible to 
adverse factors causing soft errors. 

An indication subcircuit of any ST circuit collects all 
partial indication signals into one total output acknowledging 
the entire ST circuit switching to each operation phase. The 
indication subcircuit layout occupies up to a half part of the 
ST circuit die area, and SEUT can appear in the indication 
subcircuit with a probability close to the probability of the 
same event in another part of the ST circuit. 

Therefore, the estimation of the ST circuit's indication 
subcircuit tolerance to SEUTs and the development of 
methods improving this tolerance is an urgent task. The paper 
analyzes critical SEUT in the indication subcircuit of the ST 
circuits implemented in a 65-nm and below CMOS bulk 
process. It proposes circuit-based methods increasing its 
tolerance to SEUTs. 

The scientific novelty of this article consists of two ideas.  

The first idea is to use a four-transistor converter in the 
Dual Interlocked Cell (DICE) C-element instead of a 
conventional two-transistor one. This replacement prevents 
any C-element output changes because of the short-term 
SEUT at its inputs and internal nodes. 

Another idea is to build the ST circuit's indication 
subcircuit using C-elements with two in-phase outputs to 
improve indication subcircuit tolerance to soft errors. 

The results of simulating both the proposed and known 
DICE-like C-elements with inserted soft error sources and a 
soft error hardened indication subcircuit structure are the main 
contribution of this paper. 

II. INDICATION SUBCIRCUIT BASIS 
The dual-rail signal consists of two components coding 

one information bit. It has two working states ("01" and "10") 
and one spacer ("00" for null spacer or "11" for unit spacer). 
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Remain binary state opposite to the spacer ("11" for null 
spacer or "00" for unit spacer) is prohibited.  

Respectively, classical dual-rail signal indication [4] bases 
on detecting any dual-rail signal component transient from the 
spacer to a working value and vice versa and thus simplifies 
the indication implementation. For example, NOR2 cell 
indicates a dual-rail signal with a zero spacer, whereas cell 
NAND2 indicates a dual-rail signal with a unit spacer. Such an 
implementation assumes that the anti-spacer never appears. As 
a result, an indication subcircuit considers the anti-spacer 
caused by a SEUT as a working state. It can lead to disruption 
of the ST circuit operation by corrupting processed data or to 
dead-lock of a handshake between ST circuit parts. Such 
errors are a significant part of the critical failures in ST 
circuits.  

The circuitry method proposed in [1], based on the anti-
spacer indication as the second spacer using XOR or XNOR 
cells, masks the anti-spacer and significantly increases a 
combinational ST circuit tolerance to short-term SEUT. Fig. 1 
shows two XOR implementations suitable for use in ST 
circuits. The circuit in Fig. 1(a) is convenient for 
implementation with a standard cell library. The circuit in Fig. 
1(b) has the least possible complexity. 

            
  (a)                      (b) 

Fig. 1. XOR implementations: a) on standard cells; b) on CMOS transistors 

Analysis shows [1] that the use of XOR as the first stage of 
the indication subcircuits masks soft errors caused by the anti-
spacer in ST combinational circuits and increases their fault 
tolerance. 

The problem of indication subcircuit SEUT tolerance has 
two aspects. The first is indication subcircuit immunity to 
SEUT in the indicated ST circuit, and the second is protection 
against SEUT that appears in the indication subcircuit. SEUT 
in the combinational ST circuit causes any of the following 
three SEUT situation types:  

 dual-rail signal's incorrect working state,  

 dual-rail signal's premature spacer,  

 dual-rail signal's anti-spacer.  

Indication subcircuit cannot recognize the first two events 
as failures because they are valid in the dual-rail signal 
encoding. The XOR and XNOR cells mask the third situation 
considering it to be a dual-rail signal spacer state [1]. 
Therefore, using XOR and XNOR cells as first-level dual-rail 
signal indicators makes indication subcircuit immune to 33% 
of the possible SEUT types in the indicated ST circuit. 

The indication subcircuit circuitry basis determines the 
indication subcircuit tolerance to SEUT, induced directly in it. 
An indicator collecting partial indication signals into a single 
total signal operates by the following Muller's element 
function [4]: 

O+ = I1I2… IN + O(I1 + I2 +…+ IN),  (1) 

where O and O+ are the current and next values of the total 
indication signal respectively; I1, I2, …, IN are partial 
indication signals. Fig. 2 illustrates a typical function (1) static 
implementation on CMOS transistors, while Fig. 3 shows its 
semi-static CMOS implementation. Here, transistors Mn and 
Mp gated by feedback signal ensure keeping C-element’s state 
when the values of the inputs I1, …, IN do not match. 

            
Fig. 2. Static CMOS implementation of the N-input C-element 

           
Fig. 3. Semi-static CMOS implementation of the N-input C-element 

A semi-static C-element case uses the simplest two-
transistor circuit providing C-element's memory feature. For 
the C-element to work correctly, the transistors Mn and Mp 
must be “weak”: their channel width-to-length ratio should be 
less than that of the other transistors in the circuit. Let the 
channel widths of p-transistors (Wp,I) and n-transistors (Wn,I) 
match for all the same type transistors in the C-element input 
part, and their channel lengths (Lp,I, Ln,I) correspond to a 
CMOS process used. Then the memory part transistor sizes 
(WMp, WMn, LMp, LMn) should ensure the fulfillment of the 
relations: 

 
 ≥  푁 퐾 ∙ ,

,
,  ≥  푁 퐾 ∙  ,

,
,       (2) 

 
where Kp and Kn are the coefficients depending on CMOS 
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process parameters. The output inverter transistor sizes are 
arbitrary. The disadvantage of the semi-static C-element 
implementation is a short circuit current through the 
transistors Mn and Mp when C-element switches. This short-
circuit current is proportional to the width-to-length ratio of 
their channels. 

The static C-element CMOS implementation is free of any 
short circuit current at C-element switches. 

In the industrial standard cell libraries for 65nm and 
below CMOS process, the number of transistors connected in 
series in all cell schematics is less than four. Therefore, C-
elements demonstrated in Fig. 2 and 3 cannot have more than 
three inputs (N  3). However, in [5], the multi-input C-
element implementation was proposed, which has only two 
transistors connected in series and ensures minimal hardware 
complexity. Fig. 4 illustrates its CMOS circuit. 

 
Fig. 4. Semi-static CMOS implementation of the multi-input C-element 

For the multi-input C-element function correctly, the 
transistors Mn and Mp should also be "weak." They should 
not lead to a premature switching C-element at early changes 
of IN when at least one of the other inputs remained in 
opposite to IN state. Besides, the size of the transistors of the 
multi-input C-element should provide an acceptable 
"performance to short-circuit current value" ratio in the worst 
case. 

The following transistor size ratios provide the necessary 
workability conditions for the multi-input C-element in typical 
65-nm CMOS process [5]: 

 
 

  (1) 
 
 
 
Here Wp,in, Wn,in, Lp,in, Ln,in are the width and length of p- and 
n-transistors gated by I1, ..., IN1 inputs; Wp,FB, Wn,FB, Lp,FB, 
Ln,FB are the width and length of p- and n-transistors 
providing storing C-element's state at time intervals when its 
inputs do not match; Kp,CM, Kn,CM are coefficients depending 
on process-dependent parameters. 

In all considered implementations, the two-transistor 
circuit drives output load. 

III. C-ELEMENT IMPLEMENTATION IMMUNE TO SEUTS 
C-element is a cell with memory. Therefore, it can 

remember the SEUT induced within it. In [6], authors have 
proposed a DICE-like C-element implementation for 
increasing its SEUT tolerance. Fig. 5 illustrates its circuit for 
the two-input semi-static C-element, while Fig. 6 shows the 
DICE-like static C-element circuit. The DICE-like C-element 
implementation prevents the storing single SEUT in the C-
element and immunes C-element output O to any single 
SEUT at nodes N2 and N3. 

           
Fig. 5. DICE-like C-element CMOS semi-static implementation 

           
Fig. 6. DICE-like C-element CMOS static implementation 

However, all DICE-like C-element implementations 
proposed in [6] do not provide full protection against SEUT 
appearing at node N1. Fig. 7 illustrates the DICE-like semi-
static C-element circuit that eliminates this drawback. It bases 
on four-transistor converters proposed in [7]. These 
converters drive node N2 and output O, replacing pure 
inverters. Fig. 8 shows the analogous improved static C-
element implementation. The same implementation also 
exists for multi-input C-element. 
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Fig. 7. Improved DICE-like CMOS semi-static C-element 

Improved circuits provide immunity of the C-element 
output O to single SEUT at all internal nodes. Simulating C-
element circuits in Spectre (Cadence) proves this fact. For 
this purpose, an ionization current pulse source emulates 
SEUT impacting one circuit node. The current pulse has the 
following parameters: 400-μA amplitude with any polarity, a 
7-ps leading edge, a 200-ps drop, and a 200-ps “plateau” [3]. 

           
Fig. 8. Improved DICE-like CMOS static C-element 

Fig. 9 illustrates responses of the compared C-element 
outputs to a single SEUT at nodes N1. The labels, marking 
curves, reflect the figure's number showing the corresponding 
circuit. Fig. 10 demonstrates similar responses of the 
compared C-element outputs O to a single SEUT at nodes N3.  

 

Fig. 9. DICE-like C-element output response to a single SEUT at N1 node 
during high-level standby 

 

Fig. 10. DICE-like C-element output response to a single SEUT at N3 node 
during low-level standby 

One can see that C-element cases, shown in Fig. 7 and 8, 
with the four-transistor output converter, are entirely immune 
to SEUTs, unlike cases, shown in Fig. 5 and 6, with the two-
transistor output converter. The last ones lose stored state for 
SEUT duration. 

Thus, the implementation of the C-element output cascade 
by the four-transistor circuit guarantees masking SEUT 
induced at any internal node of the improved DICE-like C-
element. However, SEUT can appear directly at output node 
O. To mask such SEUT case, C-element should have separate 
input pairs and two outputs corresponding to them. 

Fig. 11 illustrates DICE-like semi-static C-element with 
the separate input pairs (I1, I2) and (J1, J2), and in-phase 
outputs O1 and O2. This C-element masks SEUT induced 
directly at any C-element output. In proper layout placement 
of the C-element symmetrical parts, a single SEUT affects 
only one C-element output (O1 or O2). Another C-element 
output keeps the correct level and prevents propagating SEUT 
through an indication subcircuit built on this C-element. 

 
Fig. 11. DICE-like C-element with in-phase outputs O1 and O2 

The input pairs Ik and Jk, k = 1, 2, are logically identical. 
They are generated by the in-phase outputs O1 and O2 of the 
previous C-elements in the indication subcircuit. Then a 
SEUT at one input (for example, I1) is masked by its analog's 
(J1) correct value.  

Fig. 12 shows an example of an indication subcircuit built 
on the principles and circuits described above.  
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Fig. 12. SEUT protected indication subcircuit implementation 

It indicates four dual-rail signals and bases on the XNOR 
cells in the first stage and C-elements with in-phase outputs 
(C2-cell, shown in Fig. 11) in the subsequent cascades. 

Besides, proposed DICE-like improved C-elements have 
reduced consumption current (ICC) during SEUT impact. Fig. 
13 proves that current consumption pulse, caused by SEUT, 
in DICE-like C-elements offered in [6], has in several times 
larger amplitude than in the C-elements proposed in this 
paper. 

 
Fig. 13. Consumption current pulse in DICE-like C-elements at SEUT 

 
Thus, indication subcircuit of any ST circuit becomes 

fully protected against single SEUTs due to using proposed 
design principles: 

 XOR or XNOR cells on the first stage of the indication 
subcircuit, 

 DICE-like C-elements with four-transistor output 
converter, 

 in-phase inputs and outputs in each DICE-like C-
element. 

These principles implementation doubles indication 
subcircuit complexity. But it is the penalty for achieving full 
protection against SEUTs. 

IV. CONCLUSION 
The indication subcircuit largely determines ST circuit 

SEUT tolerance. Its complexity and layout area is up to half 
of the entire ST circuit complexity and area. Therefore, a 
SEUT affects an indication subcircuit with a probability close 
to that in the ST circuit rest part. 

XOR or XNOR cells at the first stage of the indication 
subcircuit prevent the processing of the anti-spacer state as a 
working state of the dual-rail information signal. 

The DICE-like C-element circuit improves the indication 
subcircuit immunity to single SEUTs. Using the four-
transistor converter instead of the two-transistor one makes 
the DICE-like C-element entirely immune to single SEUTs at 
its internal and input nodes. 

C-elements with in-phase inputs and outputs provide 
additional protection against single SEUT, which appears in 
C-element outputs. The four-transistor converter, used in the 
proposed DICE-like C-element as output driver, transforms 
in-phase signals into the unary indication signal if needed. 

REFERENCES 
[1] Y.A. Stepchenkov, A.N. Kamenskih, Y.G. Diachenko, Y.V. 

Rogdestvenski, and D.Y. Diachenko, “Fault-Tolerance of Self-Timed 
Circuits,” in Proc.10th Int. Conf. on Dependable Systems, Services, and 
Technologies (DESSERT), Leeds, United Kingdom, 2019, pp. 41–44. 
Available: https://doi.org/10.1109/DESSERT.2019.8770047. 

[2] D. Mavis and P. Eaton, “SEU and SET modeling and mitigation in deep 
submicron technologies,” inProc. IEEE Int. Reliability Physics Symp., 
April 15-19, 2007, Phoenix, Arizona, USA, pp. 293–305. 

[3] D.E. Muller and W.S. Bartky, “A theory of asynchronous circuits,” in 
Proc. Int. Symposium on the Theory of Switching, Harvard University 
Press, April 1959, pp. 204–243. 

[4] Y A. Stepchenkov, Y.G. Diachenko, Y.V. Rogdestvenski, Y.I. 
Shikunov, and D.Y. Diachenko, “Advanced Indication of the Self-
Timed Circuits,” inProc. 2019 IEEE East-West Design & Test Symp. 
(EWDTS), Batumi, Georgia, September 13-16, 2019. pp. 207–212. 

[5] I. A. Danilov, M. S. Gorbunov, A. I. Shnaider, A. O. Balbekov, Y. B. 
Rogatkin, and S. G. Bobkov, “DICE-based Muller C-elements for soft 
error tolerant asynchronous ICs,” inProc. 16th European Conf. on 
Radiation and Its Effects on Components and Systems (RADECS), 
2016, Bremen, Germany, pp.1–4,  Available:  

[6] A. Eaton, “Single event upset immune logic family,” U.S. Patent 
6 756 809, Jan. 29, 2004. 

 
 

 

 

A 

AB 

B 

BB 

C 

CB 

D 

DB 

O 

Fig. 5

Fig. 6

Fig. 7 
Fig. 8 

ISEUT 

454 IEEE EWDTS 2020, September 4-7



978-1-7281-9899-6/20/$31.00 ©2020 IEEE 
 

Ultragraph Model for ECE Component Partitioning 
 

Elmar Kuliev 
Computer-aided design department 

Southern Federal University 
Rostov-on-Don, Russia 
elmar_2005@mail.ru 

Dmitry Zaporozhets 
Computer-aided design department 

Southern Federal University 
Rostov-on-Don, Russia 
elpilasgsm@gmail.com 

Daria Zaruba 
Computer-aided design department 

Southern Federal University 
Rostov-on-Don, Russia 

dvzaruba@sfedu.ru 

 
Abstract — The article considers the modelling of a 

computational device at the design stage. One of the most 
labour-intensive problems is a partitioning problem which 
belongs to the class of NP-hard problems. In other words, there 
is no precise method for its addressing. The authors suggest an 
alternative way to model the device circuits as an ultragraph 
which simulates circuit components taking into account a 
direction of signal transmission. Thus, the suggested approach 
makes it possible to obtain an adequate model in terms of the 
correctness of information and its completeness. As an 
example, an ultragraph model of an amplifier is given both 
graphically and analytically. Thу ultragraph model is firstly 
adopted to ECE components partitioning problem. A problem 
statement is considered on the basis of the ultragraph model. 
A new encoding and decoding mechanism is developed to 
address the partitioning problem by a bioinspired algorithm. 
To confirm its effectiveness, a software is developed. The goal 
of the experiments is a calculation of CPU time and memory 
as well as of the comparison the ultragraph model with graph 
and hypergraph models. It is experimentally proved that the 
ultragraph model can reduce CPU time cost in comparison 
with other mathematical models.  

Keywords—modelling, optimization, graph, ultragraph, 
bacterial foraging optimization. 

I.  INTRODUCTION 

The design of computational devices is considered as one 
of the most labour-intensive stages on manufacture. At this 
stage, a schematic representation of elements in the device is 
interpreted as its geometric form.  

The need for a high-quality elements partitioning is due to 
increasing requirements to the minituarization and speed of 
modern devices. The partitioning problem is to find a relative 
position of elements in the device in a way that all 
requirements have been met. This problem is NP-hard and 
belongs to the combinatorial and logic class of problems [1-
3]. 

To formalize the designed object, a graph theory is useful 
and relevant to obtain the adequate model of the device in 
terms of completeness of information and its correctness.  

II. ULTRAGRAPH AS A MATHEMATICAL MODEL 

A method of presenting a mathematical model plays a 
critical role in the development of computing devices and 
determines an adequacy of the model to the object, time and 

memory complexity, the convenience of the design, and its 
evaluability. 

In this article it is proposed to use an ultragraph as a 
mathematical model for an adequate representation of the 
device.  

The ultragraph is a graph 	 ( , , Г , Г ) where incidence 
predicates Г ( , ) and Г ( , ) meet the following 
condition [4-8]: 

 ∃ ∈ Г + Г > 2 (1) 

Here,  is a set of vertices in the ultragraph ,  is a set of 
edges in the ultragraph . In other words, the ultragraph 
contains at least one edge to which the total number of vertices 
to which it is incident, and which are incident to it is greater 
than two. 

The ultragraph  with a set of vertices ={ , , , , , } and a set of edges = { , , , } 
in Fig. 1. 
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Fig. 1. Hybrid architecture 

To illustrate the modelling process, it is proposed an 
amplifier circuit which is presented in Fig. 2 as an example 
[9,10]. 
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Fig. 2. The amplifier circuit 
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Let = { ,… , 	} be a set of vertices that corresponds 
to components of the amplifier and = { ,… , 	} is a set 
of edges which corresponds to its electrical circuit. The 
compliance between components of the amplifier and vertices 
of the ultragraph  is contained in Table 1. 

TABLE 1. COMPLIANCE BETWEEN AMPLIFIER COMPONENTS AND 

VERTICES OF THE ULTRAGRAPH  

Element of 
the set  

Designation 
in the circuit 

Description 

  source 

  high-pass filter 

  low frequency power amplifier  

  reversing amplifier 

  negative feedback device 

  microphone 

  variable resistor 

  variable resistor 

  ground 

  variable resistor 

 С  capacitor 

  variable resistor 

  reversing amplifier 

  variable resistor 

  variable resistor 

 

The number of circuits in the amplifier needs to be defined 
to generate edges of the ultragraph. The amplifier includes 13 
circuits: 	 { , }, { , , , }, { , }, { , , }, { , }, { , }, { , }, { , }, { , , , }, { , }, { , , , }, { , }, { , }. 

Incidence predicates Г  and Г  take on the value “true” on 
the following cases: Г ( , ) = ( , ), ( , ), ( , ), ( , ),		( , ), ( , ), ( , ), ( , ), ( , ),	( , ), ( , ), ( , ), ( , ).	

 Г ( , ) = ( , ), ( , ), ( , ), ( , ),	( , ), ( , ), ( , ), ( , ), ( , ),	( , ), ( , ), ( , ), ( , ), ( , ),	( , ), ( , ), ( , ), ( , ).	
The ultragraph which corresponds to the amplifier is 

shown in Fig. 3.  
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Fig. 3. The ultragraph which corresponds to the amplifier 

Fig. 4 shows a bipartite graph, consistent with the 
ultragraph.  
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Fig. 4. The bipartate graph 

Incident matrices  and  has the form: 

= 

     

1 0 0 0 0 0 0 0 0 0 0 0 0 

0 1 0 0 0 0 0 0 0 0 0 0 0 

0 0 1 0 0 0 0 0 0 0 0 0 0 

0 0 0 0 0 1 0 0 1 0 0 0 0 

0 0 0 0 0 0 0 0 0 0 0 0 1 

0 0 0 1 0 0 0 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 1 0 0 0 0 

0 0 0 0 1 0 0 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 0 0 0 0 0 

0 0 0 0 0 0 1 0 0 0 0 0 0 

0 0 0 0 0 0 0 1 0 0 0 0 0 

0 0 0 0 0 0 0 0 1 0 0 0 0 

0 0 0 0 0 0 0 0 0 1 0 0 0 

0 0 0 0 0 0 0 0 0 0 0 0 0 

0 0 0 0 0 0 0 0 0 0 0 1 0 

 

= 

 

0 1 0 0 0 0 0 0 0 0 0 0 0 0 0

0 0 1 1 1 0 0 0 0 0 0 0 0 0 0

0 0 0 0 0 1 0 0 0 0 0 0 0 0 0

0 0 0 0 0 0 1 1 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0 1 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 1 0 0 0 0 0

0 0 0 0 0 0 0 0 1 0 0 0 0 0 0

0 0 0 0 0 0 0 0 1 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0 1 0 0 0 0

0 0 0 0 0 0 0 0 0 0 0 1 0 0 0

0 0 0 0 0 0 0 0 1 0 0 0 0 1 1

0 0 0 0 0 0 0 0 1 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0 0 0 0 1 0

 

For illustrative purposes and the convenience of 
evaluations, matrices  and  come down to a generalized 
matrix  under the following formula: 

 = + (−1) ∗ . (2) 

Then, the generalized matrix  has a form 
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= 

 

1 -
1

0 0 0 0 0 0 0 0 0 0 0 0 0

0 1 -
1

-
1

-
1

0 0 0 0 0 0 0 0 0 0

0 0 1 0 0 -
1

0 0 0 0 0 0 0 0 0

0 0 0 0 0 1 -
1

-
1

0 0 0 0 0 0 0

0 0 0 0 0 0 0 1 -
1

0 0 0 0 0 0

0 0 0 1 0 0 0 0 0 -
1

0 0 0 0 0

0 0 0 0 0 0 0 0 -
1

1 0 0 0 0 0

0 0 0 0 0 0 0 0 -
1

0 1 0 0 0 0

0 0 0 1 0 0 1 0 0 0 -
1

1 0 0 0

0 0 0 0 0 0 0 0 0 0 0 -
1

1 0 0

0 0 0 0 0 0 0 0 1 0 0 0 0 1 1

0 0 0 0 0 0 0 0 -
1

0 0 0 0 0 1

0 0 0 0 1 0 0 0 0 0 0 0 0 -
1

0

 

Furthermore, the ultragraph model can accurately and 
adequately assesses the number of interconnections as well as 
contains complete information on the circuit. 

III. PARTITIONING PROBLEM STATEMENT 

In the article, the components partitioning in electronic 
devices is considered in terms of a system approach and in the 
light of the progress in new information and 
telecommunication technologies. The partitioning is a 
grouping of low-level elements to obtain high-level elements 
taking into account the criteria [11, 12]. 

The components partitioning is considered as a 
decomposition of the ultragraph ( , , Г , Г ) into parts = ( , , Г , Г ), ⊆ , ⊆ , ∈ = {1,2, … , }, 
where  is the number of parts to which the ultragraph  is 
split. 

In other words, a set of parts ( ) ={ , , … , , … , } is the ultragraph  partitioning if any 
part is not empty and, for every pair of parts from ( ), the 
intersection of vertex sets is an empty set, but the intersection 
of edge sets is not empty, as well as the union of all parts l is 
equal to the ultragraph . 

Let each subset 	  contains  elements ={ℎ , ℎ , … , ℎ }, where = | |. Then, the ultragraph  
partitioning comes down to the partitioning ∈  meeting 
the following conditions and limits: (∀ ∈ )( ≠ ), ∀ , ∈ 	≠ → ∩ =  ∧∧ ∩ = ∨ ∩ = 

, 
= , = , = 	. 

Here, = | |. 
As an optimization criterion, it is used the number of 

interconnections between subsets  and . In this article, 
optimization criterion is defined as follows: 

 = ∑ ∑ , ( ≠ ). (3) 

Here,  is the number of interconnections between subsets  
and ,  is a total number of interconnections between all 
subsets in the ultragraph  [13-16]. 

The goal of optimization is to minimize the  (  → min). 

It should be noted that the partitioning problem belongs to 
the combinatorial and logic class of problems, i.e., a search for 
optimal solutions is related to a large number of possible 
partitioning. Therefore, the components partitioning with 
predetermined conditions and limits is a mechanism to prepare 
the model for further design stages. 

IV. NEW ENCODING AND DECODING MECHANISM  

Encoding and decoding of alternative solutions is a key 
issue in meeting science and technology challenges. A unified 
approach to data representation for bioinspired partitioning 
algorithm is suggested to speed up encoding and decoding of 
alternative solutions and calculate the objective function (OF). 
Each partition is encoded as a sequence of blocks. The 
alternative solution (a chromosome) is represented as a 
sequence of block numbers, divided into groups [17, 18].  

Suppose, the circuit should be divided into two blocks.  

As we know, a generation of an initial population is 
required to initialize the bioinspired algorithm. In this case, the 
initial population is shown in Fig. 5.  

110191817161514131211 111 112 113 114 115

 
Fig. 5. Encoded initial partition 

The first block contains −	  vertices, the second block - −	 . The bipartite graph illustrates the initial partition 
and objective function calculation as shown in Figure 6.  
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Fig. 6. The initial bipartite graph 

As shown in Fig. 6, the number of interconnections is equal 
to 8 i.e., the OF=8. 

The bioinspired partitioning algorithm provides the 
alternative solution presented in Fig. 7. 
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Fig. 7. Encoded solution after the bioinspired partitioning algorithm 

As a result, the number of interconnections has decreased, 
i.e. OF=6, as shown in Fig. 8. 
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Fig. 8. The bipartite graph after the bioinspired partitioning algorithm 

It should be noted, CPU time cost can be reduced using the 
developed encoding and decoding mechanism. 

V. EXPERIMENTS 

A classical bacterial foraging optimization algorithm [19-
21] focused on the partitioning problem was implemented for 
pilot studies. The algorithm was realized as a C++ application 
which can implement three mathematical models of the 
circuit, namely, ultragraph, hypergraph, and graph models. 
Experiments were carried out to estimate memory and CPU 
time costs due to extraction and processing of information. It 
can be an objective function of calculation and the encoding 
and decoding process. Note that the difference between graph 
and ultragraph models is to use the number of the element with 
a negative sign as a source element. This fact places a limit on 
a maximum size of input data, since the most significant bit 
becomes a sign bit. 

To estimate total memory cost, there is considered memory 
to store edges between vertices and information about whether 
a vertex in a particular block (a set ). 

For the graph model, it is used an adjacency matrix which 
stores data about adjacency of any two vertices but not 
information about edges. The adjacency matrix is represented 
as × , where N is a number of blocks. A redundancy of this 
model is equal to  

 = ∗ ( − 2), (4) 

 In hypergraph and ultragraph models, an edge can be 
incident to two or more vertices. Then, the adjacency matrix is 
represented as × , where  and  is a number of elements 
and edges, correspondingly. The redundancy of these models 
depends on , , and an average number of elements that 
incident to an edge. In this case, there is an opportunity to 
avoid the redundancy due to storage of an edge as a vector 
pointed to a circuit element. 

 = 0. (5) 

 To determine the computational complexity of objective 
function calculation, let assume that a set of vertices  is 
divided into a set of blocks { }, where for any ∈  there 
is a ∈ , | | > 2. 	  is a set as an incidence matrix of 
elements  to blocks . 

For a graph model, the objective function is calculated as 
follows: 

1. Let ∈  (a constant). 

2. To find  to which  belongs to. (| | operations) 

3. To find the vertex  adjacent to the . (| | 
operations) 

4. To find the block  to which the vertex  belongs 
to. (| | operations) 

5. Check whether  and  are equal. If they are not 
equal, then a block interconnection counter is increased of 1. 
(a constant) 

Furthermore, the computational complexity of the 
algorithm can be calculated as follows: 

 ( , ) = (2 + ) ∗  (6) 

The number of blocks  is usually much less than a 
number of elements , and it can be ignored. Then, the 
computational complexity of objective function calculation is 
quadratic and is represented as ( ). 

In terms of hypergraph and ultragraph models, to calculate 
the number of block interconnections, it is determined the 
number of blocks  to which an edge ∈  belongs to. 

In this case, the objective function is calculated as follows: 

1. Let ∈  (a constant). 

2. For each from  is found a block  to which  
belongs to (| | ∗ | | operations) 

3. To calculate the number of unique blocks (constant) 

Since ∈  can belong to several edges simultaneously, 
then | | ∗ | | operations are calculated in the following way: 

 | | ∗ | | ∗ | |, (7) 

where  is an average value of a repetition of the element in 
several edges. 

Therefore, for hypergraph and ultragraph models, the 
computational complexity of the algorithm is 

 ( , , ) = ∗ . (8) 

Here, the number of blocks  can also be ignored, and the 
computational complexity is linear and is represented as ( ). 

Fig. 9 and Table 2 shows a time dependency for graph, 
hypergraph and ultragraph models. For each test circuit, it was 
generated 1000 solutions in randomly way. 

TABLE 2.  CPU TIME DEPENDANCE OF THE SOLUTIONS ON THE NUMBER 
OF ELEMENTS IN THE CIRCUIT 

S. No. Number of elements 
CPU time, s 

Graph model Hypergraph 

1 12 752  0,09   0,04  

2 19 601  0,21   0,07  

3 23 136  0,30   0,08  

4 27 507  0,42   0,09  

5 29 347  0,48   0,10  

6 32 498  0,59   0,11  

7 45 926  1,17   0,15  

8 51 309  1,46   0,17  

9 53 395  1,58   0,18  

10 69 429  2,68   0,23  

11 70 558  2,77   0,24  

12 71 076  2,81   0,24  
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Fig. 9. CPU Time dependency 

VI. CONCLUSION 

The ultragraph model has been applied for the first time to 
address the ECE components partitioning problem. The use of 
the ultragraph model is an alternative way for circuit 
representation which enable to accurately estimate the number 
of connections in the circuit taking into account a signal 
direction. The ultragraph fully meets the requirements for a 
simulated object as well as contributes to the formalization and 
algoritmization the circuit model. The encoding and decoding 
mechanism has been developed to the partitioning problem. 
To carry out computational experiments, it has been used in a 
classical bacterial partitioning algorithm. On the basis of 
conducted theoretical and experimental investigations, the 
following conclusions can be made: 

1. In terms of design problems, graph models have low 
efficiency, since a memory redundancy for a model storage is 
quadratic. The time complexity of the objective function 
calculation is also quadratic and can be represented as ( ). 

2. For hypergraph and ultragraph models, time complexity 
is linear, and memory redundancy is equal to 0. 

3. Unlike the hypergraph model, the ultragraph considers 
a signal direction in a circuit using negative numbers to store 
it. In this case, a maximum number of possible input data is 
reduced twice, since a sign bit is used for a sign store. 
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Abstract—The architecture of the CJFET dual 
differential input stage (DDS) architecture is available for 
converting differential output sensor signals. DDS is 
proposed, in which the circuitry solutions are available. They 
provide the increase of the CMRR, including in severe 
application (low temperatures, radiation). It is shown that 
due to the special construction of the output current adder in 
the considered DDS, the transconductance of the input 
common-mode signal is significantly reduced to the output 
DSS. The versions of practical circuits of CJFET dual 
differential input stages based on current mirrors and 
“folded” cascodes with the increased CMRR and the results 
of their computer simulation at cryogenic temperatures in 
LTspice simulation software on CJFET models are 
presented. The proposed DDSs are recommended to be used 
in the structure of low-noise analog interfaces of sensors of 
various physical quantities applied in medicine, high-energy 
physics, and space instrument engineering. 

Keywords—analog sensor interfaces, cryogenic electronics, 
current mirrors, dual differential input stage, “folded” 
cascodes, input common-mode rejection ratio, junction field-
effect transistors,  penetrating radiation 

I. INTRODUCTION 

The common-mode noise immunity of the classical 
dual differential input stages (DDS) and operational 
amplifiers (OA) based on them has a significant effect on 
the precision of differential (DOA), differential difference 
(DDOA) and instrumentation (IA) amplifiers [1-17]. The 
solution to the problem of increasing the CMRR is even 
more complicated when working with analog interfaces 
that use DDS (OA, DDOA, IA) at low temperatures [17-
20] and exposure to the penetrating radiation [21-26]. 

In this regard, the search for new DDS architectures 
with the increased input common-mode rejection, 
including in severe application, is of current interest. 

The purpose and novelty of the paper is to research the 
limit parameters of the new structure of the CJFET dual 
differential input stage, in which due to the organization of 
special compensating channels in the output current adder, 

the errors from the input common-mode signal are reduced 
and, as a result, the CMRR is increased. Moreover, the use 
of the Si and GaAs [27] JFET active elements enables to 
create analog devices for operation at cryogenic 
temperatures [17-20] and exposure to the neutron flux [21-
26]. 

II. FUNCTIONAL SCHEME OF DDS WITH THE INCREASED 

INPUT COMMON-MODE REJECTION 

The feature of the proposed DDS [28-29] circuit shown 
in Fig. 1, consists in creating (for a common-mode signal) 
of vc=vc1=vc2 parallel channels for transmitting output 
current increments through current-stabilizing one-port 
devices (R1, M3 and R2, M6) to the output DDS Out.1 
with correctly selected current ratios K1, K2, K3 and K4, 
which are provided by the circuitry of adder 1. 

 
Fig. 1.   Functional scheme of DDS with the increased CMRR. 

On the base of the first Kirchhoff’s law, it can be found 
that the output current of adder 1 in the scheme of Fig. 1, The study has been carried out at the expense of the grant from the 

Russian Science Foundation (Project  No. 16-19-00122-P). 
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due to the change in the input common-mode signal 
vc=0.5(vc1+vc2) will be zero, if: 

(2K3-K1)gcm.1 = (K2-2K4)gcm.2,  (1) 

where gcm.1=i1/vc, gcm.2=i2/vc are transconductances of the 
vc to DDS Out.2 and Out.4. 

In the general case, gcm.1gcm.2. Therefore, to reduce the 
influence of the current-stabilizing one-port devices 
consisting of elements R1 and M3, as well as R2 and M6, 
on the transconductance vc to the output node Out.1, it is 
necessary to provide the following current ratios using the 
circuitry of adder 1: 

𝐾 = 0.5𝐾
𝐾 = 0.5𝐾

.    (2) 

In this case, K1 and K3, as well as K4 and K2 may 
change or may not change the phase of the current signal. 
In the first case, adder 1 is implemented on the basis of 
inverting current mirrors for which the current 
transmission coefficient K1=K3=-1. In the second case, the 
subcircuit of adder 1 must contain the noninverting 
current amplifiers (CA) with K1=K3=+1. In practice, such 
CAs are implemented in the basis of the CJFET “folded” 
cascodes [30-32]. 

In the circuit of Fig. 1, the transmission of the 
differential signal vd=vc1-vc2 to the Out.1 through 
coefficients K3 and K4 of adder 1 can be neglected, since 
the equivalent resistance of the current-stabilizing one-port 
devices on elements M3 and R1, as well as M6 and R2, 
significantly exceeds the resistance of the sources of input 
transistors M1-M4. However, for significant amplification 
of the differential signal (vd=vc1-vc2), current ratios K1 and 
K2 in adder 1 must equally change the phase of the input 
current signal, i.e., be either inverting or noninverting: 

signK1=signK2,  (3) 

where signK is a sign function, which describe DDS’s 
output current signal phase change when its transmission 
through adder 1. Provided that signKi=-1, if phase is 
changing and signKi=+1, if phase isn’t changing. 

The last equation is an additional restriction on the 
choice of K1 and K2. 

Similarly, you can impose limitations on the signs of 
current ratios K3, K4 for the corresponding inputs 3, 4 of 
adder 1: 

signK3=signK4.  (4) 

Thus, the synthesis of practical analog circuits with the 
architecture of Fig. 1 is reduced to providing the required 
numerical values of modules K1, K2, K3, K4, as well as 
their signs, which provide the increased CMRR: 

𝐶𝑀𝑅𝑅 =
𝑔

𝑔
,                               (5) 

where gcm  – input common-mode signal transconductance 
DDS to the output Out.1; gd –input differential signal 
transconductance DDS to the output Out.1, besides: 

gcm=gcm.1(K1-2K3) + gcm.2(K2-2K4), (6) 

𝑔 ≈
𝑆 𝑆

𝑆 + 𝑆
𝐾 +

𝑆 𝑆

𝑆 + 𝑆
𝐾 ,                  (7) 

Si - slope of the drain-gate characteristic of the i-th FET.  

After transform of equations (5)–(7) for the case, when 
K1K21, we can obtain: 

𝐶𝑀𝑅𝑅 ≈
𝑔 . (𝐾 − 2𝐾 ) + 𝑔 . (𝐾 − 2𝐾 )

𝑆 + 𝑆
,       (8) 

where 𝑆 ≈ 0.5𝑆 ≈ 0.5𝑆 , 𝑆 ≈ 0.5𝑆 ≈ 0.5𝑆 . 

Thus, the gain on the CMRR, which gives the circuit of 
Fig. 1, in comparison  CMRRc, when К3=0, К4=0: 

𝑁 =
𝐶𝑀𝑅𝑅

𝐶𝑀𝑅𝑅
≈

𝑔 . 𝐾 + 𝑔 . 𝐾

𝑔 . (𝐾 − 2𝐾 ) + 𝑔 . (𝐾 − 2𝐾 )
.  (9) 

If gcm.1gcm.2gcm, K11, K21, then at fulfillment of 
conditions (2) the CMRR in practical schemes Fig.1 
reaches one or two orders:  

                       𝑁 =
2

𝐾 − 2𝐾 + 𝐾 − 2𝐾
≫ 1.           (10) 

 
III. DUAL INPUT STAGE  BASED ON THE “FOLDED” 

CASCODES 
In the DDS of this subclass (Fig. 2), the required 

transfer ratios (K3=K4=0.5), satisfying equation (2), are 
realized by dividing the drain current of transistors M3 and 
M6 by two, as well as using the “folded” cascades on 
transistors M7, M8. 

 
Fig. 2.   The CJFET DDS with the increased CMRR oriented on the 
“folded” cascode. 

The results of computer simulation (Fig.3) of 
common–mode signal transconductances of the circuit of 
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Fig. 2 in the frequency range are shown, that the limiting 
values of CMRR depend on the symmetry of the static 
mode with respect to the gate-drain voltage of the 
transistors of differential pairs M1–M2, M4–M5, as well as 
the non–identity of the static voltages at the drains of the 
composite transistors M3 and M6. 

 
Fig. 3.   The frequency dependence of the transconductance gcm of the 
scheme of Fig. 2 with compensation and without circuit compensation. 
 

In the circuit of Fig. 4, the required values of transfer 
ratios K3=K4=0.5 are ensured due to the use of two–
channel “folded” cascodes on transistors M7, M9 and M8, 
M10. 

 
Fig. 4.   The CJFET DDS based on two–channel “folded” cascodes. 
 

 
Fig. 5.   The frequency dependence of the conductivity transmission gcm 
of the scheme of Fig. 4 with common mode compensation (K3=K4=0.5) 
and without compensation,  when K3=K4=0. 

IV. DUAL INPUT STAGE  BASED ON CURRENT MIRRORS 

If in adder 1 we use current mirrors CM1, CM2 with 
two inputs, through which current transfer A1=K1=K2=-1 
and A2=K3=K4=-0.5 is provided, then the CMRR increase 
is realized in the circuit of Fig. 6. 

 
Fig. 6.   The CJFET DDS based on Current Mirrors CM1, CM2. 

 

 

Fig. 7.   The frequency dependence of the transconductance gcm of the 
scheme of Fig. 6 at К2=-0.5, К4=-0.5 (a) and К2=0, К4=0 (b). 

The specificity of the scheme of Fig.8 is that here 
required transfer ratios K3 and K4 of adder 1 are provided 
by dividing in half the drain currents of transistors M3 and 
M6. 
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Fig. 8.   The CJFET differential stage with the increased CMRR . 

 

 
Fig. 9.   The frequency dependence of the conductivity transmission gcm 
of the input common–mode signal to the DDS output Fig. 8 at t=27oC (a)  
and -197oC (b). 
 

V. CONCLUSION 
A new architecture CJFET for the dual differential 

input stage has been developed. To compensate the errors 
from the input common–mode signal connected with the 
influence of the output resistances of the reference current 
sources a specified channel is provided, which ensures the 
stabilization of the static mode of the DDS transistors. 

The computer simulation results show that the 
considered options for constructing a dual differential input 
stage based on inverted cascodes and current mirrors 
reduce by 2–3 orders of magnitude the error from the input 
common–mode signal, brought to the input of the 
amplifier. 

The considered DDS circuits are recommended for 
encoders with differential output. 
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Abstract— the purpose of this paper is investigation of existing 

approaches to formation of electronic digital signatures, as well as the 
possibility of software developing for electronic signature generation 
at electronic document circulation of institution. The article considers 
and analyzes the existing algorithms for generating and processing 
electronic signatures. Authors propose the model for documented 
information exchanging in institution, including cryptographic module 
and secure key storage, blockchain storage of electronic signatures, 
central web–server and web–interface. Examples of the developed 
software are demonstrated, and recommendations are given for its 
implementation, integration and using in different institutions.  

Keywords— electronic digital signature, electronic document 
circulation, RSA, DSA, ECDSA, GOST RF Standard 34.10–
2018,secure key storage, blockchain storage of electronic signatures 

I. INTRODUCTION  
Information technologies and based on them information 

systems (IS) are widely used, at present, in the all spheres of 
state power authorities’ activities and institutions of various 
forms of ownership. Information circulating in IS can be 
presented both in documented and undocumented forms [1]. 
Documented information is recorded on material carrier, with 
details that allow determining such information, or in the cases 
established by the legislation of RF its material carrier. 

One of important forms of documented information is an 
electronic message —transmitted or received information by 
user of information–and–telecommunications network. 

In accordance with [2], an electronic message signed with an 
electronic digital signature (EDS) or other analogous of 
handwritten signature is recognized as electronic document 
(ED) equivalent to the document signed with handwritten 
signature. Using of ED gives a number of indisputable 

advantages over the classic (paper) scheme of document 
circulation, namely: 

– Significant reduction in time spent on document transfer; 

– Reduce the number of errors in documents, as well as 
simplify the correction of detected errors; 

– Saving on consumables and postal services; 

– Eliminating the need to maintain paper archives that take 
up a lot of space, as well as creating the potential for documents loss. 

One of the first mentions of electronic signature appeared in 
1976 in the work "New Directions in Cryptography", which 
described, based on classical cryptographic systems, the 
possibility of creating fully electronic digital mechanism similar 
to handwritten signature [3]. 

A year later, Ronald Rivest, Adi Shamir and Leonard 
Adleman developed the well–known and still frequently used 
RSA cryptographic algorithm. Their article "A Method for 
Obtaining Digital Signatures and Public–Key Cryptosystems" 
describes this algorithm, as well as the method of its application 
for generating of digital signatures [4]. 

These investigations served as impetus for further theoretical 
and practical development of cryptography in the field of ES. 
After the RSA algorithm, other digital signature schemes were 
developed, such as the DSA, ECDSA, Rabin and Merkle 
algorithms and others [5], [6], and [7]. 

The history of separate development of ES in Russia began 
in 1994, with the development of the first Russian EDS standard 
GOST R 34.10–94 by the main department of communication 
security “Federal Agency for Government Communications and 
Information” (FAGCI) [8]. In the future, the regulations in the 
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field of application of ES were finalized [9, 10], and, at present, 
GOST Standard 34.10–2018 is relevant and actual [11]. 

Currently, there is significant growth of the ES market in 
Russia, which is directly due to increasing in the number of 
issued ES certificates. Over the period from 2006 to 2015, this 
market grew from 1.5 billion rubles to 14.8 billion rubles that is 
almost in 9.9 times [12]. Along with the growing interest in the 
legitimate using of electronic signatures, the incentive interest 
of hackers is also growing. In 2019, it became known about the 
increasing number of cases of fraudulent transactions with EDS 
using. All these enumerated facts indicate that the electronic 
digital signature is promising and relevant, and since it is 
currently undergoing active development and implementation, 
the number of tasks of various kinds associated with it will only 
grow in the near future. 

Scientific novelty of the proposed work – the application of 
blockchain technology for the remote cloud formation and 
verification of electronic digital signature. Blockchain storage is 
necessary for the reliable storage of electronic keys that can be 
obtained includingPKI(Public KeyInfrastructure) technology 
use. Purpose of this work is to create software tool for remote 
(cloud) generation and verification of EDS using blockchain 
technology. The goal achieving involves the next scientific 
tasks: 

– Study of juridical base for electronic signatures 
application; 

– Review and analysis of existing similar software 
products; 

– Development of architecture and algorithms of 
software tool; 

– Practical implementation and testing of developed 
software. 

II. HIGH LEVEL SOFTWARE ARCHITECTURE 
The components of created complex are implemented in 

Python programming language, version 3.5; development 
environment is Microsoft Visual Studio Code. The graphical 
interface of the software tool is implemented as web page, 
programming language is JavaScript; hypertext markup 
language is HTML; and style sheet is CSS. This approach will 
ensure maximum coverage of supported devices, since any 
modern computer and smartphone allow viewing web pages. 

As type of electronic digital signature is used the simple one. 
The advantages of choosing blockchain technology for remote 
cloud generation and verification of electronic digital signatures 
in comparison with the traditional chain of trust of certificates 
with a digital signature are the presence of a blockchain storage, 
which is used for reliable storage of electronic keys, which, in 
turn, can be obtained, including using Public Key Infrastructure 
(PKI) technology. 

An open storage of generated signatures is used as 
component increasing the level of trust to the cloud scheme of 
signature generation. Blockchain technology is implemented to 
provide protection against integrity violations, as well as to 
ensure that the reliable time of its filling, or, in other words, the 
time of signature formation, can be applied. The proposed 
architecture of the developed software complex is presented 
graphically in Fig. 1. 

 
Fig. 1. Architecture of developed software package 

It includes the following parts: 

– Secure cryptographic module that performs 
cryptographic operations with documents, signatures, and 
signature keys; 

– Secure signature key storage that is an integral part of 
the cryptographic module; 

– Blockchain storage – the repository of generated 
signatures; 

– Central web–server; 
– User’s web–interface. 

III. CRYPTOGRAPHIC MODULE AND SECURE KEY STORAGE 
Private keys for signatures are stored securely on the service 

side, "in the cloud". Key security is supported by encryption, 
which encrypts both the entire storage and each key separately. 
Only the owner, who has passed the identification, 
authentication, and authorization procedures, has access to 
particular key. 

Authorized users do not have access to private keys, i.e. even 
key owners initiate the creation of their keys upon registration 
in the system, but do not receive the keys themselves. They can 
control their use by authorization into the system only. 

The document signing procedure is performed "in the cloud" 
also, in the cryptographic module (Fig. 2). To sign the 
document, the user must pass the authorization procedure, after 
which the software tool generates electronic digital signature 
(EDS) that is used to sign the document. 

The generated signature is not only sent to the user, but also 
added to the blockchain signature storage. In addition to the bit 
sequence of the signature itself, certificate of its public key is 
added to the blockchain storage, which contains data about the 
signature owner, as well as its validity period. 

 

Fig. 2. Scheme of the electronic digital signature forming and signing an 
electronic document 
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Both in the electronic signatures themselves and in ES– blocks 
store the information about the time of creation, which allows 
increasing the confidence level to the developed system. For 
verification, in addition to the usual procedure for hash functions 
comparing, the signature uploaded by the user is determined in the 
blockchain storage, and only if it is found, the signature is 
considered as correct and legitimately formed. If the signature 
turns out to be correct according to the usual verification 
procedure, but is not present in signature store, this fact serves as 
automatic signal of possible defamation of system. 

IV. BLOCKCHAIN SIGNATURE STORAGE 
Blockchain, which means "chain of blocks", is structure that 

has all the properties of connected list, as well as a number of 
additional properties. Namely, each block is associated with all 
previous ones by certain regularity, and it is forming by solving of 
certain problem, aimed at compliance with low, and requiring 
certain amount of computing resources to solve it [13, 14]. 

If this regularity is violating in particular block, it and all 
subsequent blocks are considered as invalid, since each bit of 
block information is involved in forming the hash functions of all 
subsequent blocks. This means that changing of any bit in the N–
2 block of chain from N blocks will change the hash functions of 
N–2, N–1, and N blocks. 

The considered architecture of the blockchain storage ensures 
its protection from unauthorized changes and the integrity of the 
electronic digital signature. 

The structure of the blockchain signature storage used in the 
developed software system is shown graphically in the figure 3. 

As Fig. 3 demonstrates, each block can contain unlimited 
number of signatures, but not zero. It also must contain its own 
information, such as its own hash function, the hash function of 
the previous block, the impurity (salt) for the forming of its own 
hash function, the date of formation, and the identifier. 

V. CENTRAL WEB SERVER AND WEB INTERFACE 
All components of the system are developed independently; 

interact with each other through http–requests using the REST 
programming interface. This provides the ability to scale the 
system that is necessary, first of all, for constructing of distributed 
blockchain storage of signatures. 

 
Fig. 3. Structure of the blockchain signature repository 

Central web server provides the interaction of all elements of 
the system. It processes the user's http–requests for registration, 
signing and verification of signatures, and after processing, 
redirects the received data and requests to the cryptographic 
module or the blockchain storage of signatures. 

From the user's point of view, all interaction with the system 
comes down to filling out some form on the web page. To verify 
the signature, it is enough to download the signed file and 
signature; and for signing, in addition to downloading the 
document, the user also need to go through the authorization 
procedure that is, to enter the login and password to "indicate" the 
service the electronic key of the signature and confirm it 
ownership. 

VI. SOFTWARE DEMONSTRATION  
Demonstration of the work of electronic signature generation 

software held for organizing electronic document circulation in 
the institution. 

The software starts using the console command, which in 
general can be represented as follows: 

python main .py -a {rsa, dsa, gost} -k {key}. 

The first argument (-a or --algo) takes one of three possible 
values that correspond to the supported electronic signature 
algorithms (RSA, DSA, GOST 34.10–2018), and the second 
argument (-k or --key) is the encryption key that encrypts the 
signature key store. 

In Fig. 4, the start of software tool is presented graphically, in 
the mode of working with RSA algorithm and the encryption key 
of the block storage of signatures: 

d8f0e535fccad9fd4ee11cfd3cf1138cd9d53e13bebddcd2daf993c
47c014b8e. 

 
Fig. 4. Start of the electronic signature generation software 

This command starts a program that processes the input 
arguments and then generates three subprocesses: the central web 
server process, the cryptographic module process, and the 
blockchain storage of signatures process. It is possible to 
implement software tool in which each of the specified 
subprocesses can be started separately, for example, on the 
physically different computers. 

The software will open automatically the graphical user 
interface in the new browser window. If no users are registered in 
the system, the graphical administrator interface is called at 
address / admin (this situation is shown in the Fig. 5). 
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Fig. 5. Graphical interface of administration panel, creating new user 

When user registering, the administrator enters the user's 
username and password, then clicks the button "Register". After 
successful registration, a corresponding message will appear in 
the text field on the right side of the interface, and the link will 
appear under the login and password entry form to download the 
certificate of the signature verification key of the newly created 
electronic signature key (Fig. 6). 

 
Fig. 6. Registering the new user of the software tool 

Functionally, the administration panel provides for the forced 
formation of new block in the blockchain signature storage (the 
"Create the block" button). 

When viewing the generated electronic signature key in the 
key store, the data in the storage is not readable, which allows 
ensuring their confidentiality even in the case when the key is 
compromised (Fig. 7). 

 
Fig. 7. Encrypted signature key storage 

Web interface of user is represented graphically in Fig. 8. It 
includes text fields for entering of username and password, the 
switch of operating modes, the field for loading of signed data, 
and the ED signature function (the "Sign" button). 

 
Fig. 8. Web user interface 

When the form fills out correctly (specifying the actual login 
and password of the user), after clicking the "Sign" button, the 
message about the successful signing of electronic document and 
link to download the generated signature are displayed, which is 
graphically illustrated in the Fig. 9. 

 
Fig. 9. Successful file signing img.png 

Generated electronic signature is not only sent to user but is 
saved automatically in the blockchain storage also (Fig. 10). 

 
Fig. 10. Contents of the blockchain signature repository 
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To verify the legitimacy of electronic signature, it is necessary 
to verify it. For this purpose, user’s web interface can be 
switched to the mode "Verify the signature". After downloading 
the previously signed document and the downloaded electronic 
signature, the signature check must be running. If it is successful, 
in the right part of interface will display the conclusion about the 
validity or invalidity of the signature, as illustrated in Fig. 11. 

Fig. 11. User’s web interface in EDS verification mode 

VII. CONCLUSION

The principal difference is the application of additional 
security module (reliable blockchain key storage), which 
increases the crypto stability of the system as a whole. 

The software for electronic signature creating implements 
a cloud–based signature storage scheme, and includes an 
additional element–blockchain storage of electronic 
signatures generated by system. It designed to increase the 
confidence level both in the developed software as a whole, 
and in each electronic signature generated using it separately. 

It is quite difficult to compare the developed system with 
its analogues, since the authors are the first to use blockchain 
technology for remote cloud generation and verification of 
electronic signatures, and have not found the similar 
approach in other EDS–systems. In addition, electronic 
digital signature systems are mostly commercial, and it is 
problematic to get access to them for their functional 
research. 

The considered software tool includes: the user interface, 
the central web server, the cryptographic module that 
includes modules for cryptographic operations and secure 
key store for electronic signatures, as well as separate module 
for the blockchain storage of generated electronic signatures. 

All of these elements are designed with scalability and 
extensibility in mind. They can work independently of each 
other. Communication between them occurs via http–requests. As 
part of demonstration of the full cycle of working with  the 
software, main functions implemented by it were shown. The 
developed software can be used at the organization of electronic 
document circulation in any form of ownership that allows the use 
of simple electronic signature. 
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Abstract—— There are many research papers devoted to the 
state identification problem of finite state machines (FSMs) which 
are widely used for analysis of discrete event systems. A homing 
sequence (HS) always exists for a deterministic complete reduced 
FSM but a number of non-deterministic FSMs not necessarily 
have a preset HS; nevertheless, those FSMs can still have an 
adaptive HS. Adaptive sequences exist more often and can be 
shorter than the preset. If each state can be an initial state of a 
complete FSM, i.e., an FSM is non-initialized, then a shortest 
adaptive HS (if it exists) has length that is polynomial with respect 
to the number of FSM states. In this paper, we show that it is not 
the case for weakly initialized FSMs; for such FSMs, the length of 
a shortest adaptive HS can be exponential in the number of FSM 
states / transitions. However, the experimental evaluation shows 
that the non-polynomial upper bound for a shortest adaptive HS 
was never reached for randomly generated weakly initialized two-
input FSMs.  

Keywords—Non-deterministic Finite State Machine (FSM), 
weakly initialized FSM, adaptive homing sequence 

I. INTRODUCTION

Distinguishing, Homing, Synchronizing (DS, HS, SS) 
sequences of Finite State Machines (FSM) are widely used for 
the optimization of test suites for telecommunication protocols 
and other discrete event systems [1-7]. These sequences are 
useful for minimizing a test suite with guaranteed fault coverage 
as well as for reducing monitoring efforts by minimizing sets of 
invariants to be checked [8, 9]. Preset state identification 
sequences are derived in advance, while for adaptive state 
identification sequences the next input essentially depends on 
the outputs produced to the previous inputs. An adaptive input 
sequence is usually represented as a tree or an acyclic initialized 
FSM (a test case [10-12]). For deriving preset DS and HS, an 
appropriate distinguishing or homing tree is constructed while 
when deriving adaptive sequences, a distinguishing or homing 
FSM [13-15] is utilized. A different QBF based approach for 
deriving a preset homing sequence is proposed in [16]. 
According to the performed experiments with randomly 
generated non-deterministic FSMs [17] adaptive distinguishing 
and homing sequences exist more often and are usually shorter 
than the preset.  

A homing sequence allows drawing a conclusion about a 
current state of an FSM under experiment independently of the 

initial state of the machine. For a complete deterministic FSM 
that is reduced, strongly connected and non-initialized, i.e. a 
machine where each state can be an initial state, there always 
exists a preset homing sequence and its length is polynomial in 
the number of FSM states but it is not the case for a non-
deterministic FSM, i.e., a preset HS may not exist for such 
FSMs. Moreover, given a complete non-deterministic FSM, a 
shortest preset homing sequence can have exponential length in 
the number of FSM states [18]. There exist necessary and 
sufficient conditions for checking the existence and deriving 
preset and adaptive homing sequences for complete and partial 
non-initialized non-deterministic FSMs [19, 20, 21]. In 
particular, an adaptive homing sequence exists for a complete 
non-initialized FSM if and only if such a homing sequence exists 
for each pair of different FSM states. This fact implies that the 
existence check as well as the derivation of an adaptive homing 
sequence is in P [13, 19]. For weakly initialized FSMs the above 
condition becomes only sufficient and a number of heuristics is 
proposed for deriving a homing sequence of reasonable length 
[see, for example, 22]. In one of the approaches [12] homing 
subsets of states are enumerated starting from state pairs until 
the set of initial states is obtained or no homing subsets can be 
further derived; this approach becomes rather complicated for 
machines with many states. In [17], homing FSMs are utilized 
for deriving adaptive homing sequences for weakly initialized 
FSMs. However, there is no evaluation of length of a shortest 
adaptive homing sequence when such a sequence exists. 

 In this paper, we prove that length L of a shortest adaptive 
homing sequence for a weakly initialized observable non-
deterministic FSM can be exponential in the number of FSM 
states / transitions, i.e., with respect to the FSM size, and thus, 
the check of the existence of an adaptive homing sequence is at 
least NP-hard. The latter almost immediately implies the same 
result for non-observable non-initialized complete FSMs. In 
fact, we use the same strategy as in [23] for constructing a class 
of observable complete weakly initialized FSMs for which L is 
exponential with respect to the FSM size. 

The rest of the paper has the following structure. The 
preliminaries are in Section II. A class of observable complete 
weakly initialized FSMs for which a shortest adaptive homing 
sequence has exponential length in the number of FSM states / 
transitions is described in Section III and Section IV concludes 
the paper. 
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II. PRELIMINARIES

In this section, we briefly remind the main definitions and 
notations mostly taken from the papers [11, 17].  

A. Finite State Machines
Finite state machines (FSM), or simply machines, are

widely used for analysis and synthesis of discrete event (digital) 
systems. Formally, an FSM S = S, I, O, hS, Sin is a 5-tuple with 
a finite nonempty set S of states and a set Sin  S of initial states, 
finite input and output alphabets I and O, and a transition 
relation hS  S  I  O  S. If Sin = S then FSM S is non-
initialized; if |Sin| = 1 then FSM S is an initialized FSM; if 1< 
|Sin | < | S | then FSM S is weakly initialized. If for some pair (s, 
i)  S  I, there exist at least two different pairs (o, s), (o, s)
 O  S such that (s, i, o, s), (s, i, `o, s)  hS then FSM S is
non-deterministic; otherwise, the FSM is deterministic. A non-
deterministic FSM S is observable if for every two transitions
(s, i, o, s1), (s, i, o, s2)  hS it holds that s1 = s2; otherwise, the
machine is non-observable. FSM S is complete if for every pair
(s, i)  S  I, there exists a transition (s, i, o, s)  hS. A flow
table of a complete nondeterministic observable FSM is shown
in Figure 1 where lines correspond to inputs while columns
correspond to states of the machine. A corresponding unit for
state s and input i has a pair s/o if (s, i, o, s)  hS. The FSM
has seven states, S = {1, 2, …, 7}, two inputs, I = {x1, x2}, and
four outputs, O = {0, 1, 2, 3}. By definition, the FSM is
complete, observable and non-deterministic. For example,
given a state 1 and input x2, there are two transitions in the FSM:
(1, x2, 1, 1) and (1, x2, 2, 6). Given a complete FSM S, io  IO
and s  S, the io-successor of state s has each state s of FSM S
such that (s, i, o, s)  hS. If the io-successor of state s is empty
then we sometimes say that the io-successor of state s does not
exist.

An FSM is a sequential model and correspondingly, we 
extend the behavior relation hS to input and output sequences. 
A sequence i1o1 … ilol  (or i1/o1 … il/ol) of input/output pairs 
labeling successive transitions starting from state s is a trace of 
FSM S at state s. Given a state s and an input sequence i1 … il, 
an output sequence o1 … ol  out(s, i1 … il) if and only if i1o1 
… ilol is a trace at state s. When FSM S is observable, for each 
trace  of the FSM, it holds that the -successor of state s either 
does not exist or is a singleton {s; in the latter case, s is a state 
where  takes the FSM from state s. If FSM S is non-observable 
then several states can be reached from s via  and thus, the -
successor of state s not necessarily is a singleton. If S is a non-
empty subset of states of the FSM, then the union of -
successors over all states of the set S is the -successor of S. 
The FSM is strongly connected if for each two different states 
s and s state s is reachable from s. In this paper, we analyze 
the length of homing sequences for complete and observable 
weakly initialized FSMs. 

Test case definition. An adaptive input sequence when the 
next input depends on an output to the previous input can be 
represented by a proper tree or a special FSM called a test case 
[10-12]. A test case TC(I, O) over input and output alphabets I 
and O is an initialized observable initially connected acyclic 

FSM. Moreover, at each state of the test case either only one 
input is defined with all possible outputs or the state has no 
outgoing transitions. Consider an FSM with the flow table in 
Figure 1 and a test case in Figure 2 in order to illustrate how a 
test case represents an adaptive experiment with a complete 
FSM over alphabets I and O. 

Given a test case TC(I, O), I = {x1, x2}, O = {0, 1, 2, 3}, the 
test case describes an adaptive experiment with a complete FSM 
S1 over alphabets I and O when the set of initial states has two 
states 1 and 3. At the first step, the input x1 defined at the initial 
state {1, 3} of TC(I, O) is applied to the FSM S1 in Figure 1. If 
S1 produces output 3 as the response to the input x1, then it is 
known that the FSM reached state 5 and the experiment is 
terminated. If S1 produces the output 0 as the response to the 
input x1, then the next state of TC(I, O) is the x1o-successor {2, 
4} of the state {1, 3}. The input x1 defined at state {2, 4} is
applied at the next step, etc. Once the test case reaches a
deadlock state, the procedure is over. For simplicity, in Figure
2, we do not show transitions to deadlock states which cannot
appear for the given FSM. Length of a longest trace from the
initial state to a deadlock state of TC(I, O) is the height of the
test case; in other words, the test case height specifies the
maximum length of an input sequence that can be applied to an
FSM under experiment. In our example, the test case height is
seven.

Given a complete weakly initialized FSM S = S, I, O, hS, 
Sin, a test case TC(I, O) is a homing test case (HTC) for S if for 
every trace  from the initial state to a state without outgoing 
transitions, the -successor of the set Sin in S is a singleton or 
the empty set. If there exists an HTC for S then the FSM is 
homing. By direct inspection, one can assure that the test case in 
Figure 2 is an HTC for FSM S1 in Figure 1. A homing test case 
is a synchronizing test case (STC) for S if there exists a state s 
such that for every trace  from the initial state to a state without 
outgoing transitions, the -successor of the set Sin in S is a 
singleton {s} or the empty set. A test case in Figure 2 is not an 
STC for FSM S1. 

St/ 
inputs 

1 2 3 4 5 6 7 

x1 2/0 
5/3 

1/0 4/0 
2/3 

5/0 3/0 6/0 
2/3 

6/0 
2/3 

x2 1/1 
6/2 

5/1 
7/2 

3/1 
6/2 

4/1 
6/2 

5/1 
7/2 

6/2 7/2 

Fig. 1. The flow table of FSM S1 
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Fig 2. HTC T for the FSM S1 

Given a shortest preset homing sequence for a non-
deterministic FSM, it can happen that its length is exponential 
with respect to the number of FSM states / transitions [18]. In 
this paper, we show that this can happen for an adaptive homing 
sequence when an FSM is weakly initialized, i.e., there exists a 
class of complete observable FSMs for which the height of a 
shortest HTC is exponential with respect to the size of a 
nondeterministic FSM under experiment.  

It is known how to derive a shortest homing test case for non-
initialized and weakly initialized FSMs. A non-initialized FSM 
is homing if and only if each pair of different states has an HTC. 
Correspondingly, the existence check and derivation of a 
homing test case for a complete observable non-initialized FSM 
have the polynomial complexity [12, 19]. When an FSM is 
weakly initialized, the above condition becomes only sufficient. 
Another necessary and sufficient conditions are based on 
deriving an appropriate homing FSM [17] but for this approach, 
the complexity of the existence check and derivation of a 
homing test case is not evaluated as well as the height of a 
shortest homing test case. 

In this paper, we show that height of a shortest homing test 
case that is the length of a shortest adaptive homing sequence 
for a weakly initialized complete observable FSM can be 
exponential with respect to the number of states / transitions of 
an FSM under experiment, i.e., with respect to the FSM size. 
Correspondingly, the problem of the existence check of a 
homing test case for a weakly initialized complete FSM is at 
least NP-hard and this is a hint that the problem of the existence 
check of an adaptive synchronizing sequence for a weakly 
initialized FSM is also at least NP-hard. 

III. EVALUATING LENGTH OF A SHORTEST ADAPTIVE HOMING 
SEQUENCE 

In this paper, we are concerned about homing test cases 
(HTC) for complete observable weakly initialized non-
deterministic FSMs in order to investigate whether the height of 
a shortest HTC can be exponential in the number of FSM states 
/ transitions and show that in fact, this is the case. The latter 
allows to conclude that the problem of checking the existence of 
an HTC for a complete observable weakly initialized FSM is at 
least NP-hard. 

In order to derive an appropriate class of FSMs with the 
above property, we use the same approach as in [23] when 
evaluating length of a shortest adaptive distinguishing sequence 
for complete observable non-deterministic FSMs. We show 
that for any integer n, one can construct a two-input FSM S 
such that the size of FSM S is polynomial in n, but the minimal 
height of a homing test case for an appropriate subset of initial 
states of S is exponential in n.  

Let n  2 be an integer such that p1, p2, …, pn are the first n 
different primes considered in increasing order. Furthermore, let 
n = p1 + p2 + … + pn be the sum of the first n primes, and let n 
= p1  p2  …  pn be the product of the first n primes. We show 
that there exists an FSM Sn with n + 2 states such that the 
minimal length of an adaptive homing test case for an 
appropriate subset of initial states equals n + 2. Note that n is 
polynomial in n and n is exponential in n. The state set of the 
FSM Sn is S = {1, 2, …, n, n + 1, n + 2} while the set of initial 
states is {1, 1 + 1, … n-1 + 1}. We consider the set of states 
partitioned into n subsets S1, S2, …, Sn, where Sj = {j  – pj + 1, j 
– pj + 2, …, j}, for 1  j  n. An FSM has two inputs x1 and x2
and the set of outputs is {0, 1, 2, 3}. The transitions under x1

constitute a cycle of length pj for the states in Sj, for 1  j  n,
with the same output 0. Formally, for a state k  Sj, for 1  j 
n, we have the transition (k, x1, 0, K) where K = k + 1 if k < j 
and K = j - pj + 1 if k = j.  For a state k  Sj, for 1  j  n, we
have transitions (k, x2, 1, k) and (k, x2, 2, n + 1) if k < j, the
transitions (j, x2, 1, j+1) and (k, x2, 2, n + 2) if j < n, the
transitions (n, x2, 1, n) and (n, x2, 2, n + 2) and the transitions
(n + 1, x2, 2, n + 1) and (n + 2, x2, 2, n + 2). For output 3,
there also are transitions  (j +1, x1, 3, j+1) for 1  j  n -1,
transition (n +1, x2, 3, 1) and transitions (n + 1, x1, 3, 1) and
(n + 2, x1, 3, 1). We further show that transitions under x2 home
only states of the subset b = {1, 2, …, n}. The flow table of
such an FSM for n = 2 is shown in Figure 1 while in Figure 2,
such flow table is shown for n = 3. The number of states of the
FSM for n = 2 is 2 + 2 = 2 + 3 + 2 = 7 and correspondingly, for
n = 3 the number of states is 3 + 2 = 2 + 3 + 5 + 2 = 12. It can
be noted that FSMs with the flow tables in Figures 1 and 3 are
strongly connected.

S1 S2 S3 11 12 
1 2 3 4 5 6 7 8 9 10 11 12 

x
1

2/0 
5/3 

1/0 4/0 
10/
3 

5/0 3/0 7/0 
2/3 

8/0 9/0 10/
0 

6/0 11/
0 

2/3 

12/
0 

2/3 
x
2

1/1 
11/
2 

5/1 
12/
2 

3/1 
11/
2 

4/1 
11/
2 

10/
1 

12/
2 

6/1 
11/
2 

7/1 
11/
2 

8/1 
11/
2 

9/1 
11/
2 

10/
1 

12/
2 

11/
2 

12/
2 

Fig. 3. The flow table of FSM Sn for n = 3 
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We first establish a simple statement about state subsets of a 
complete observable FSM which have no HTC.  

Proposition 1. 1. Given an FSM and a subset of its states, 
the subset has no HTC if it is not a singleton and for every input 
i there exists an output o such that the io-successor of the subset 
equals this subset. 2. Given an FSM and a subset of its states, the 
subset has no HTC if for every input i there exists an output o 
such that the io-successor of the subset has no HTC.  

Indeed, if 1) holds then for any test case there exists a trace 
from the initial state to a deadlock state that it is not a singleton. 
If 2) holds then the same it valid, since otherwise 2) does not 
hold. 

As a corollary to the above proposition, some statements 
about state subsets of the FSM Sn can be established. 

Proposition 2. 1. Any subset of states of the FSM Sn that has 
states n + 1 and n + 2 has no HTC. 2. Any subset that has two 
different states of some j, j = 1, …, n, has no HTC. 

The statement 1) is a direct corollary to Proposition 1, since 
x10-successor of {n + 1, n + 2} as well as x22-successor of {n 
+ 1, n + 2} equals {n + 1, n + 2}. For proving 2), consider
two different states s and s' of some Sj. When using x1, this pair
of states can only reach another pair of different states of the
same subset Sj. If input x2 is used and one of states is j, the x22-
successor of the pair is {n + 1, n + 2} that has no HTC. If input
x2 is used and none of states is j, the x21-successor of the pair is
{s, s'} and thus, this pair also has no HTC.

Proposition 3. Given a subset {k1, …, kn}, k1  S1, … ,  kn 
 Sn, a shortest (adaptive) homing sequence is (x1)l(x2)n-1 where 
l is a minimal number such that the x10-successor of {k1, …, kn}
equals {1, …, n}.

Proof. We prove the statement into three steps P1, P2 and 
P3 below. 

P1. Consider two states k1 and k2 of different Sj, j = 1, …, n, 
where k1  1 or k2  2. Without loss of generality, let k1  S1 
and k2  S2. If k1  1 and k2  2, then the x21-successor of {k1, 
k2} equals {k1, k2}. If there exists an HTC for this pair where the 
first input is x2 then the test case after x21 is an HTC for {k1, k2}, 
i.e., a shortest adaptive homing sequence cannot be headed with
x2. Consider a pair {k1, 2} where k1  1. By definition, the x22-
successor of {k1, 2} equals {n + 1, n + 2} that cannot be
homed (Proposition 2) and thus, a pair {k1, 2} cannot be homed
by an adaptive sequence headed with x2. The same situation
occurs for the pair {1, k2} if k2  2. Therefore, given two states
k1 and k2 of different Sj, j = 1, …, n, where k1  1 or k2  2, a
shortest adaptive homing sequence for the subset {k1, k2} cannot
be headed with the input x2.

P2. At the next step, we note that by direct inspection, one 
can assure that due to construction, a subset {1, …, n} can be 
homed by (x2)l if and only if l  n – 1. Indeed, the x21-successor 
of {n-1, n} equals {n}, the x21-successor of {n-2, n-1, n} 
equals {n-1, n},…, the x21-successor of {1, …,  n} equals 
{2, …,  n} while the x22-successor of {1, …, n} equals {n 
+ 2}. We also notice that the x13-successor of the set of initial
states is {1, …, n} and thus, output 3 does not affect the height
of a shortest homing test case.

P3. Consider now a subset {k1, …, kn}, k1  S1, … ,  kn  Sn. 
Due to P2, a shortest homing sequence for the subset {k1, …, kn} 
is (x1)lx2 where l > 0. If the (x10)l-successor {k'1, …, k'n}of {k1, 
…, kn} is not equal to {1, …,  n} then again x2 is not a shortest 

homing sequence for {k'1, …, k'n}. Therefore, for a shortest 
adaptive homing sequence, the (x10)l-successor of {k1, …, kn} 
has to be {1, …,  n} and (x1)l(x2)n-1 where l is a minimal 
number such that the x10-successor of {k1, …, kn} equals {1, 
…, n} is a shortest homing sequence for {k1, …, kn}. 

Consider a weakly initialized FSM Sn where the set of initial 
states is a subset {1, 1 + 1, … n-1 + 1}. As a corollary to 
Proposition 3, the following statements hold.  

Proposition 4. The minimum height of an HTC for Sn is n 
– 1 + (n – 1).

Theorem 1. Given n > 1, let p1, p2, …, pn be the first n
different primes considered in increasing order, n = p1 + p2 + 
… + pn and n = p1  p2  …  pn. There exists an FSM Sn with 
n states and two inputs such that the minimum height of an 
HTC is n + n – 2. 

Theorem 2. Given n > 1, there exists a complete observable 
weakly initialized FSM Sn such that the minimum height of an 
HTC is not polynomial in the number of states of the FSM. 

 Note that if p1(x) is polynomial in x and p2(x) is polynomial 
in x then p(x) = p1(p2(x)).  Indeed, if we assume that n is 
polynomial in n, then n is also polynomial in n, since n is 
polynomial in n [24]. Since n is known to be exponential in n, 
the obtained contradiction proves the statement.  

We also notice that if we use algorithms from [17] for 
deriving a homing test case, the number of states of a homing 
FSM Shoming becomes exponential. On the other hand, when 
deriving an HTC with minimum height, until L reaches the value 
n + n – 1, there always exists a complete submachine in the 
homing FSM SL

homing. Once L = n + n – 1, there exists no 
complete submachine in the homing FSM SL

homing and a 
corresponding HTC can be derived based on this homing FSM. 
The flow tables of homing FSMs S5

homing and S6
homing for the 

FSM S1 in Figure 1 are shown in Figures 3 and 4, while a 
homing test case with minimum height derived using the FSM 
S6

homing is shown in Figure 5. Due to Proposition 3, we apply 
input x1 five times in order to reach the subset {2, 5} that can be 
homed by x2. Correspondingly, the height of a shortest homing 
test case becomes 6 = 2 + 2 - 2. 

Therefore, differently from non-initialized machines the 
problem of checking the existence and deriving an adaptive 
homing sequence for complete observable weakly initialized 
FSMs is not in P. 

Fig. 4. The flow table of FSM S5
homing 
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Fig. 5. The flow table of FSM S6
homing 

IV. CONCLUSIONS

The problem of checking the existence and deriving an 
adaptive homing / synchronizing sequence for complete non-
initialized possibly nondeterministic observable FSMs is known 
to be in P. However, it is not the case for weakly initialized 
FSMs. In this paper, we have shown that given n > 1, there exists 
a complete weakly-initialized FSM Sn such that height of a 
shortest HTC is exponential with respect to the number of states 
/ transitions of the FSM and thus, the problem of checking the 
existence and deriving an adaptive homing sequence is at least 
NP-hard. Correspondingly it is very important to determine 
classes of weakly initialized FSMs for which it is not the case. 
As it is illustrated by an FSM in Figure 1, it does not help to have 
a strongly connected FSM. However, it can be the case when the 
number of subsets reachable from the set of initial states is 
polynomial with respect to the number of states / transitions of 
the initial FSM. For example, it happens when the set of initial 
states is not large having three or four initial states, as it can well 
happen for real discrete event systems. We also notice that the 
results of this paper give a hint that the problem of checking the 
existence and deriving an adaptive synchronizing sequence is 
also at least NP-hard. 
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Abstract — Input/Output (I/O) automata are widely used when 
deriving high quality tests for (components of) complex discrete 
systems based on so called distinguishing  sequences. For I/O 
automata, the number of distinguishability relations is much 
bigger than for classical deterministic Finite State Machines 
(FSM). In order to avoid submitting the same test sequence several 
number of times, i.e., avoid the “all weather conditions” 
assumption, the separability relation can be considered. If two 
Input/Output automata are separable then there exists an input 
sequence such that after submitting this sequence and observing 
produced outputs it can be uniquely concluded which automaton 
is under testing. In this paper, we modify the discipline of applying 
input sequences and discuss the derivation of separating sequences 
for automata with mixed states, i.e., states where transitions both 
under inputs and under outputs are defined, as well as with cycles 
labeled by outputs. We also illustrate how an adaptive separating 
sequence can be derived when both automata are input-enabled.  

Keywords—Finite State Machine (FSM), Input/Output (I/O) 
automata, distinguishing sequence 

I. INTRODUCTION

 When checking functional and non-functional requirements 
for complex programmable systems, a so-called mutation testing 
approach is widely used. The system specification is mutated 
using most crucial faults and an input sequence is derived that 
distinguishes the specification and its mutation if such a 
sequence exists, i.e., the distinguishability (separability) notion 
allows to formally define the conformance relation between the 
specification and an implementation under test. Distinguishing 
sequences are thoroughly studied for deterministic complete 
Finite State Machines (FSMs) [1] when at each state for each 
input there is exactly one transition. However, components of 
complex discrete systems can be partial and have the non-
deterministic behavior. Moreover, the requirement to have an 
output directly after each input is too strong, since a system 
under test can response with an output (sequence) only to a 
sequence of inputs. Therefore, Input/Output (I/O) automata [2, 
3] are more appropriate when describing the behavior of
components of complex discrete systems. Nevertheless, the
number of studies of distinguishing sequences for this model is
much less.

For deterministic complete FSMs the distinguishability 
relation means that an implementation is not equivalent to the 

specification FSM that is there exists an input sequence such that 
the specification and implementation FSMs have different 
output responses to this sequence. For transition systems which 
have the nondeterministic behavior and are only partially 
specified, the number of distinguishability relations is much 
bigger. Moreover, in this case, a distinguishing sequence with 
respect to the nonequivalence or non-reduction relations has to 
be applied several times while its length can be exponential with 
respect the number of states of the specification if the 
specification is not observable [4, 5]. In order to avoid 
submitting the same test sequence several number of times the 
separability relation can be considered [6]. If two Input/Output 
automata are separable then there exists an input sequence such 
that after submitting this sequence and observing produced 
outputs it can be uniquely concluded which automaton is under 
experiment. In [7], such sequences are considered for I/O 
automata without mixed states, i.e., states where transitions both 
under inputs and under outputs are defined and there are no 
cycles labeled by outputs. In this paper, we extend the set of 
considered automata modifying the discipline of applying input 
sequences. We also illustrate how an adaptive separating 
sequence can be derived when both automata are input-enabled.  

The rest of the paper is structured as follows. Section 2 
contains the preliminaries. Section 3 illustrates how an 
(adaptive) separating sequence can be derived for a proper class 
of automata when at each state either input actions or output 
actions are specified. Section 4 proposes a method for deriving 
a separating sequence for general I/O automata. 

II. PRELIMINARIES

A finite Input/Output (I/O) automaton or simply an 
automaton throughout this paper is a 4-tuple S = (S, s0, I, O, hS) 
where S is a nonempty finite set of states with the designated 
initial state s0, I  and O are finite input and output alphabets,  I ∩ 
O = ∅, and hS ⊆ S × (I∪O) × S is the transition relation. There 
exists a transition from state s to state s′ under action а if and 
only if a triple (s, а, s′) ∈ hS. A state of the automaton is a mixed 
state if at the state, transitions under both inputs and outputs are 
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defined. The automaton is observable1 if at each state under each 
action there exists at most one transition. The automaton is 
nondeterministic if at some state several output actions are 
specified [5]. In this paper, we consider only observable possibly 
nondeterministic automata if the converse is not directly stated. 
A trace of the automaton is a sequence of actions of I ∪ O that 
is permissible at the initial state. Given a trace σ, σin and σout are 
input and output projections of trace σ.  

Denote Sin a subset of states where transitions under outputs 
are not specified. A trace at the initial state is complete if it is 
terminated at a state of the set Sin. In order to be able to observe 
such traces, a designated quiescence output δ ∉ I ∪ O is 
introduced [2, 3]; in other words, at each state where transitions 
under outputs are not specified a loop labeled by δ is added. The 
obtained automaton is denoted by Sδ and by definition, δ is 
considered as an output. Therefore, a trace σ of S is complete if 
and only if Sδ has a trace σδ, the latter corresponds to the fact 
that after this trace no output of the set O can be produced. 
Traces of S and Sδ are closely related: given a trace of Sδ, after 
deleting δ a trace of the automaton S is obtained, and vice versa, 
given a trace σ of S, if any number of δ are added after any prefix 
of σ that is complete then a trace of Sδ is obtained. 

III. AUTOMATA WITHOUT MIXED STATES AND CYCLES WITH

OUTPUTS 

A. Preset separability

When using “white model” based testing there is a need to
distinguish two automata by an experiment. Two automata 
S and P  are separable then an automaton under experiment can 
be uniquely recognized after applying a separating input 
sequence α and observing a corresponding output sequence. If 
automata S and P have no mixed states and cycles labeled by 
outputs then in [7], a method is proposed how to check if two 
automata are separable and if yes how to derive a separating 
sequence under the following hypothesis about applying input 
sequences [9]. Before applying the first or the next input the 
tester waits an appropriate timeout Тout, i.e., the separating 
experiment with an automaton is organized in the following 
way. The tester waits for the timeout Тout, if a system under test 
produces an output then the timer advances from zero and the 
tester again waits until the timeout Тout expires. If during the 
timeout there is no output produced then the system is assumed 
to produce δ. After this, the tester applies the next input and 
waits again for Тout. Under this assumption, the separability 
problem can be solved for FSMs MS and MP which can be 
constructed for automata S and P.  

The set of MS states is the set Sin ∪ {s0}; the initial state of 
MS is s0. FSM MS is a 5-tuple (Sin, s0, I ∪ {null_in}, O ∪ O2 ∪ 
… ∪ Ons ∪ {δ}, TMS), null_in ∉ I, where ns is maximum length 
of a trace of S that has only outputs. The transition relation TMS 
is the following. For each state s ∈ Sin such that (s, i, s′) ∈ TS, s′ 
∈ Sin, TMS has the transition (s, i, δ, s′), and for each state s ∈ Sin 

such that (s, i, s′) ∈ TS, s′ ∉ Sin, TMS has a transition (s, i, o1 o2. .
. ok, s′′), k ≤ ns, where s′′ ∈ Sin is the o1 o2. . . ok-successor of

1Very often such an automaton is called deterministic [8]. However, 
we use the word «deterministic» for observable automata where at any 
state at most one output is specified.  

state s′. If the initial state of S is not in Sin, then TMS has a 
transition (s0, null_in, o1 o2. . . ok, s), where s ∈ Sin, and s the o1 
o2. . . ok-successor of state s0.  

If the automaton S (P) is observable then the corresponding 
FSM MS (MP) is also observable but can be partial and 
nondeterministic. In [7], it is shown that automata S  are P are 
separable if and only if FSMs MS and MP are separable. For 
checking the FSM separability and deriving a separating 
sequence, a method from [10] can be utilized. Let MS and MP be 
separable with a separating sequence α. If α is headed by an 
input of I, then  α is a separating sequence for automata S and 
P. If α = null_in β where null_in is a so-called empty input then
β is a separating sequence for S and P. If a separating sequence
is applied to an automaton under experiment that is S or P, then
under the above hypothesis for applying input sequences it is
possible to uniquely determine which automaton is under
experiment.

Example 1. For automata S and P  in Figs. 1 and 3 with 
initial states 1 and a, the corresponding FSMs MS and MР are in 
Figs. 2 and 4. These FSMs are not separable and thus, automata 
S and P also are not separable. 

Fig. 1. Automaton S 

Fig. 2. FSM MS 

Fig. 3. Automaton P 
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Fig. 4. FSM MP 

B. Adaptive separability of automata without mixed states 
In the paper [13], it is shown that the length of a separating 

sequence when it exists can exponentially depend on the number 
of states at least of one automaton. In order to reduce such 
length, an adaptive separating experiment with automata can be 
considered where a separating sequence becomes adaptive, i.e., 
the next input significantly depends on the outputs to the 
previous inputs. An adaptive separating sequence can be 
represented by an acyclic automaton without mixed states: at a 
state where outputs are not defined there is at most one input 
while at each intermediate state where outputs are defined there 
is a transition under each output including δ.  

An automaton T = (T, t0, I, O ∪ {δ}, hT) without mixed 
states that has an acyclic transition graph is a test case for 
automata defined over input alphabet I and output alphabet O if 
at each non-deadlock state, either at most a single input or all the 
outputs are defined and each complete trace is tailed by an 
output or δ.  

Automata S and P without mixed states which are defined 
over input alphabet I and output alphabet O are adaptively 
separable if there exists a test case such that each complete trace 
is at most in one of these automata. Automata are adaptively 
nonseparable if for each test case there exists a complete trace 
that is a trace of both automata. 

Since there is one-to-one correspondence between traces of 
automaton Sδ  (Pδ) and FSM MS (MР) [7], automata S and P  are 
adaptively separable if and only if FSMs MS and MР are 
adaptively separable. If at each state of sets of Sin и Pin of 
observable automata S and P the behavior is defined under each 
input then FSMs MS and MР are complete and observable, and 
for checking their adaptive separability the following theorem 
can be used.  

Theorem 1 [11, 12]. Observable complete initialized FSMs 
are adaptively separable if and only if their intersection has no 
complete submachines.  

Example 1 (continuing). The intersection of FSMs MS and 
MР in Figures 2 and 4 is shown in Figure 5. Given a pair of states, 
there is an undefined transition in the intersection if FSMs at 
these states have no common outputs. A test case representing 
an adaptive separating sequence is shown in Figure 6. 

 

Fig. 5. The intersection of MS и MР 

 

Fig. 6. A test case representation of an adaptive separating sequence 

IV. SEPARATING AUTOMATA WITH MIXED STATES 
Consider an automaton that has a state where both inputs and 

outputs are defined. In order to avoid races between inputs and 
outputs at such a state, another input timeout Тin is introduced. 
Until this timeout expires, the automaton expects an input. If 
there is no input before the timeout Тin expires then the 
automaton produces one of the prescribed outputs and moves to 
the next state or produces a quiescence output δ when the 
timeout Тout expires. Thus, by definition, Тout is always bigger 
than Тin. Given the timeout Тin, the timer starts to advance from 
zero after submitting an input or observing an output. When δ is 
produced, an input can be applied at any time instance.  

In order to derive a separating sequence for automata with 
mixed states or with cycles labeled by output actions, we 
propose to transform such an automaton S into an automaton Sω 
without mixed states. For this purpose, we add a special input ω 
into S: the input ω means that we need to wait Тout without 
submitting any input. Correspondingly, at each state s where 
outputs are defined, a transition to state s' is added under new 
input ω. All the transitions under outputs at s and only they are 
moved to state s'. Thus, the number of states in Sω is increased 
by the number of states where there are transitions under 
outputs, i.e., at most twice. An automaton Sω has no mixed states 
neither cycles labeled by output actions. For each state of Sω 

where are no transitions under outputs and ω, a loop labeled by 
ω is added to Sω. At the next step, FSM Mω

S is derived for the 
automaton Sω,δ (Section 3a) with a small exception. If there is a 
loop at state of S'ω,δ labeled by ω и δ, then at this state a loop 
labeled by ω/δ is added to the FSM Mω

S.  
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Example 2. Consider an automaton Q in Figure 7 for which 
an automaton Qω is shown in Figure 8 while the FSM Mω

Q is in 
Figure 9. 

 
Fig. 7. Automaton Q 

 

Fig. 8. Automaton Qω 

 

Fig. 9. FSM Mω
Q 

Automata S and P with mixed states are separable if 
automata S ω and Pω are separable. If automata Sω and Pω are 
separable then a separating sequence for these automata is a 
separating sequence for automata S and P. However, the 
hypothesis for applying input sequences becomes more 
complex. An automaton under experiment waits for an input 
until the input timeout Тin expires and thus, a tester has to apply 
inputs fast enough, and a timer for calculating Тin advances from 
zero after applying a current input or receiving an output 
different from δ. After producing δ under input ω, in general, 
the next input can be applied at any time instance but for having 
unique requirements for applying inputs we assume that the 
output timeout Тout has to be over. When a separating sequence 
has an input ω, this means that no input is applied to an 
automaton under experiment: we just wait for an output to be 
produced during the output timeout Тout and only after an output 
is produced or Тout expires the next input can be applied (in the 
Тin range). 

As an example, consider how a sequence yxωω is applied to 
automaton Q (Fig. 7). An input y is applied and after this, the 
next input x is applied in the Тin range; thus, the automaton 
reaches state 3. After this an output is expected until the timeout 
Тout expires. In our example, the output !1 is produced. We wait 
another timeout Тout and obtain δ as an output. The experiment 
is over, since there are no more inputs in the input sequence. We 
cannot apply an input sequence xy at the initial state of Q since 
after accepting input x the automaton reaches state 2 where a 
transition under y is not defined. By construction of Sω, the 
following statement holds.  

Theorem 2. Given a trace σω of Sωδ, a trace of Sδ is obtained 
after deleting ω from the trace σω, and vice versa, given a trace 
σ of Sδ, if ω is added in front of each output (except δ) and any 
number of ω in front of δ and after δ, then the obtained sequence 
is a trace of Sωδ.  

Automata Sω and Pω have no mixed states and in order to 
check their separability and derive a separating sequence (if the 
automata are separable), FSMs Mω

S and Mω
Р for automata Sω,δ и 

Pω,δ are derived. If FSMs Mω
S and Mω

Р are separable then a 
separating sequence for these FSMs is a separating sequence for 
automata S and P. 

Indeed, if α is a separating sequence for automata S and P 
then α is a separating sequence for FSMs Mω

S и Mω
P. If α is a 

shortest separating sequence for FSMs Mω
S и Mω

P, then α = 
βω…ω and any proper prefix of α is not a separating sequence. 
Therefore, β takes both automata to states where the sets of 
output to ω…ω do not intersect, and thus, having a response to 
ω…ω we can conclude which automaton S or P is under 
experiment. 

Given an automaton S in Figure 1, construct a corresponding 
automaton Sω and derive a corresponding FSM MωQ (Figure 9) 
for the automaton Q in Figure 7. FSMs MωQ и MωS are separated 
by an input sequence ω, since S after waiting for an output 
during Тout does not produce any output while Q can produce 
outputs !0 or !1. 

V. CONCLUSIONS 

In this paper, we have proposed a technique for separating 
Input/Output automata without a nonobservable action and in 
fact, this paper is the extension of [13] where separating 
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sequences are derived for I/O automata without mixed states, 
i.e., states where transitions both under inputs and under outputs
are defined and there are no cycles labeled by outputs. In this
paper, we extend the set of considered automata modifying the
discipline of applying input sequences and the next step is to
extend the obtained results for checking the existence and
derivation of an adaptive separating sequence for Input/Output
automata as well as to study other kinds of state identification
sequences such as homing and synchronizing sequences.
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Abstract — Presented research is dedicated to the 
gradual transition from analogue types of railway radio 
communications to digital radio standards, mainly to the 
DMR standard. It was found that there is a lack of 
theoretical basis for this problem. The article set and solved 
the following tasks: determination of the volume of 
information transfers between trains and railway 
infrastructure, calculation of the information load arising in 
this case in the radio channel, determination of the required 
number of radio channels depending on the intensity of train 
traffic and the frequency of information transmissions. 
Moreover, a formalization of the methodology for calculating 
the radio range of a frequency band of 160 MHz, the 
dependences of the radio range on the level of reliability, 
power of base station, antennas installation heights and types 
of track complexity was carried out. The theoretical models 
and the graphs can be useful in the design and operation of 
railway traffic control systems, the principle of which is 
based on the use of a digital radio channel. 

Keywords — digital mobile radio, DMR, train control 
system, traffic control, railway radio system, information 
volume, information load, radio channel, radio range. 

I. INTRODUCTION

The growing demand for the economic efficiency of 
rail transportation creates the prerequisites for introducing 
more efficient control systems into the transportation 
process, which are based on new principles of interval 
regulation of train traffic using a radio channel and 
satellite positioning. 

The basis of such systems is the idea of constantly 
performing train traction calculation, both by train 
equipment and radio block center (RBC) equipment, 
indicating the coordinate of the track to which each train 
is allowed to move. The initial data for the calculation are: 
information on the length, speed, acceleration, direction of 
movement, current location (coordinate), serviceability 
and integrity of trains. Moreover, these data are 
determined by each train independently [1 – 7]. The 
availability of a reliable digital radio channel between 

trains and wayside infrastructure is a prerequisite for the 
implementation of such systems. 

Today, all over the world, analogue types of railway 
radio communications are gradually being replaced by 
digital ones. The latter have a number of well-known 
advantages: the ability to transfer data, protect 
information, the ability to connect with radio equipment 
via a standard interface, etc. 

In general case, a railway digital radio communication 
network consists of: distributed stationary base radio 
stations (BS), radio modems (as part of train equipment), 
antenna-feeder devices, and a digital data network. Each 
BS monitors all radio modems that are within its radio 
coverage area and maintains constant communication with 
them, Fig. 1. 

Station A

BS BS

Data transmission digital network

Station B

RBC

Fig. 1. The principle of organization of railway digital radio 
communications 

Information from trains is sent to the BS and then to 
RBC, where the current train situation on the control area 
is determined and the coordinate is calculated, to which 
the safe movement of each train is guaranteed. 

On the Russian railways, three frequency ranges have 
been reserved for the organization of digital radio data 
networks between trains and wayside infrastructure: 160 
MHz, 460 MHz, 900 MHz. The GSM-R (900 MHz) and 
TETRA (460 MHz) digital radio standards widely known 
in the railway industry are quite expensive to implement, 
therefore they are provided only on high-speed lines 
(Moscow - St. Petersburg, Moscow - Adler, Moscow - 
Kazan, St. Petersburg - Helsinki). 
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The most flexible and less costly solution is to use the 
DMR radio standard. The DMR standard operates within 
the 12,5 kHz channel separation used worldwide in the 
land mobile radio frequency bands. TDMA technology 
allows getting two logical channels (bursts) from one 
physical channel. One burst consists of two information 
fields (each of 108 bits) and one 48-bit service field,  
Fig. 2. Data transfer, depending on the number of active 
bursts and the selected encoding method, is possible at 
speeds up to 9600 bps [8]. 

 
Fig. 2. Generic burst structure of DMR 

Operating in the 160 MHz band, DMR equipment can 
be used to organize digital radio communications both at 
stations and on blocks. The DMR standard compares 
favorably with the GSM-R and TETRA standards due to 
the low cost of the equipment, its compatibility with 
equipment from various manufacturers and the ability to 
work simultaneously in two modes: analog and digital. 
This allows a flexible transition from analogue to digital 
radio communication systems with minimal costs. 

At the first stage, it is proposed to preserve all types of 
existing analog radio communications, and to superimpose 
a digital DMR channel on them. Subsequently, a complete 
replacement of all analog equipment is expected. It is 
considered that soon the DMR standard will become 
widespread, mainly on trunk, secondary and low-density 
railway lines [9 – 11]. 

Nevertheless, the scientific investigations [1 – 11] 
showed that at present there is no theoretical basis 
necessary for the design and operation of digital radio 
networks of the DMR standard in railway transport. 
According to the authors of this article, the main tasks that 
need to be resolved in the first place are: 

1. Development of a method that will allow 
estimating the volume of information transfers between 
on-board train devices and wayside equipment. 

2. Obtaining a model that allows determining the 
information load created in a digital radio channel, the 
required number of radio channels and the probability of 
blocking data transmission, depending on the intensity of 
train traffic and the frequency of data transfers. 

3. Formalization and adaptation a method for 
calculating the radio range (160 MHz) to the local area 
conditions, depending on the power of the BS, the height 
of the antennas and the operational features of stations and 
blocks, as well as obtaining dependency graphs. 

 
II. DETERMINING THE VOLUME OF 

INFORMATION TRANSFERS 

Two types of data are transmitted through a digital 
radio channel: voice and information. Thus, the task is 
reduced to determining the volume of one voice and 
information transfer. 

In the DMR standard, one time slot (264 bits) is used 
to transmit 60 ms of voice [8]. Thus, 4400 bits are 
required to transmit 1 s of voice. To determine the 
approximate volume of information transfer to and from 
the train, the following approach is proposed. 

Let Х={х0, х1, х2,…, хn} be the set of information 
packets transmitted to the train, where {х0, х1, х2,…, хn} 
are members of this set, with indices denoting the 
numbers of packets from the total number of all 
information packets transmitted to the train. At the same 
time, in the set X there is such a packet хconst (several 
packets) that can be conditionally considered constant, 
since it is present in each information transmission and 
contains the basic information necessary to provide 
continuous train movement. The other packets, such that ∀х0…n ≠ хconst ∈	 Х, are conditionally variable and are 
transmitted as needed. 

Let Y={y0, y1, y2,…, yn} be the set of information 
packets transmitted from the train, where {y0, y1, y2,…, yn} 
are members of this set, with indices denoting the 
numbers of packets from the total number of all 
information packets transmitted from the train. With that, 
in the set Y there is such a packet yconst (several packets), 
which, by analogy with хconst, is considered conditionally 
constant. The other packets, such that ∀y0…n ≠ yconst ∈	Y, 
are conditionally variable and are transmitted as needed. 

Suppose, that in each information transfer to the train 
and back, there is only one conditionally constant and one 
conditionally variable information packet, then, the 
estimate of the volume of information transfer to the 
train  ̅x ̅  and from the train  ̅y ̅  will be determined as: 

0…n const

0…n const

const

const

sup{ |

sup{

}

}|

х х Хx

yy y

x

Yy

= +
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≠ ∈


, (1) 

where, sup х0…n – exact upper bound (packet of the 
greatest volume, bit) of the set Х, ≠ хconst; sup y0…n – exact 
upper bound of the set Y, ≠ yconst. 

 
III. INFORMATION LOAD IN DIGITAL RADIO 

CHANNEL 

In the general case, for trunked radio systems with 
circuit switching (analog), the load in channel E [erlang] 
is determined according to Little's Law [12, 13]: 

E M hλ= , (2) 

where, M – number of trains in the control area; λ – 
intensity of calls from one train in the busy hour; h – 
average time of occupation of the communication channel 
by one train in the busy hour, sec. 

Model (2) as applied to trunking radio systems with 
packet switching (digital) has the form: 

M L
E

C

λ
= , (3) 

here, λ – intensity of receipt of data packets per unit time; 
L – average volume (length) of one packet, bit; C – 
bandwidth capability of the data transfer channel per unit 
time, bit/s. 
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Consider a model of the data transmission channel 
between the BS and the radio modems (RM), Fig. 3. Let 
λ1, λ2,…, λn – intensity incoming data packets with an 
average length l in RM1, RM2,..., RMn from BS per unit 
time; ƛ1, ƛ2,…, ƛn – intensity incoming data packets with 
an average length ł in BS from RM1, RM2,..., RMn per 
unit time. 

BS

RM1 RM2 RMn

λ1

ƛ1
λ2ƛ2

ƛn

λn

 
Fig. 3. Model of the data transmission channel between 

the BS and RM 
 

Note, that l ≡ ̅x ̅ ; ł ≡ ̅y ̅ ; l ≠ ł, see (1), which is correctly 
for the transmission of information data. When 
transmitting voice data, l = ł = 4400 bits, herewith λ1, 
λ2,…, λn and ƛ1, ƛ2,…, ƛn are determined only by the 
duration of the conversation. 

Thus, the total information load E arising in the DMR 
channel between BS and RM1, RM2,..., RMn is defined 
as: 
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To determine the capacity of the data transmission 
system (number of channels m) and the quality of service 
(probability of blocking the transmission P), various 
models are used in the teletraffic theory [14, 15]. The 
most widely used traffic models are Poisson (5) and 
Erlang B (6): 
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They are based on the following assumptions: 
− unlimited number of subscribers; 
− random traffic flow; 
− blocked transmission enters the queue (5); 
− blocked transmission is redirected to other 

channels (6); 
− exponential distribution of transmission hold 

time. 

Given the requirements for the quality of service (P), the 
required number of radio channels (m) is determined by 
model (5) or (6). To simplify the calculations, special 
tables have been compiled [16]. It should be noted that the 

use of a particular model is determined by the features of 
the digital radio network. 
 

IV. FORMALIZATION OF CALCULATION OF 
RADIO RANGE 

To calculate the radio range of 160 MHz band at 
stations and blocks, it is proposed to adapt the method 
developed by VNIIZHT [17, 18]. To calculate, we 
introduce the following parameters: 

r – radio range, km; 
E' – field strength, dB; 
U2 – useful signal level at the input of the receiver 

(radio modem), dB; 
U2 min – level of the minimum allowable useful signal 

at the input of the receiver, dB. Depends on the type of 
traction: with diesel traction U2 min = 4dB, with DC 
electric traction U2 min = 6dB, with AC electric traction U2 

min = 14dB; 
Pbs – signal power at the output of the base station, W; 
α1 (α2) – attenuation in the coaxial cable of the 

transmitting (receiving) antenna, dB/m. Usually accepted: 
α1=α2=0.1dB/m; 

l1 (l2) – length of coaxial cable of transmitting 
(receiving) antenna, m. Usually accepted: l1=h1, l2=h2; 

Вa – signal attenuation coefficient, dB, due to signal 
attenuation in the coaxial cable of the transmitting 
(receiving) antenna, Вa = α1l1 + α2l2; 

h1 (h2) – installation height of the transmitting 
(receiving) antenna, m. Usually h2 is assumed to be 5 m 
(train height); 

G1 (G2) – transmitting (receiving) antenna gains, dB. 
Usually accepted: G1=G2=0dB; 

p – radio reliability, %. It is accepted from 97 - 99% 
for stations and from 93 - 95% for blocks, since at higher 
values, the veracity of the calculation results decreases. 

To take into account local area conditions, equipment 
features, and signal interference phenomena, correction 
factors are introduced: 

Вdif1 – coefficient taking into account the difference of 
Pbs from 12W, dB, Вdif1 = 10lg(Pbs /12); 

Вdif2 – coefficient taking into account the difference of 
Pbs from 1W, dB, Вdif2 = 10lg(Pbs /1); 

Вloc – signal attenuation coefficient by the locomotive 
body, dB. Usually accepted: Вloc = 9dB; 

Вi – signal attenuation due to interference, dB. Depends 
on the required radio reliability p (if р = 97% Вi = -9dB; if 
р = 98% Вi = -11dB; if р = 99% Вi = -14dB), and applies 
only when calculating the station radio range; 

Kcom – track complexity coefficient from 1 to 5. As a 
rule, there is either a track of the second type (median 
terrain, Kcom= 2), with height fluctuations of not more than 
50m, or a track of the third type (light mountain terrain, 
Kcom = 3); 

Kslow – slow fluctuations in field strength due to 
changes in terrain, dB. For track type Kcom = 2: if р = 93%, 
Kslow = 4.8dB; if р = 94%, Kslow = 5dB; if р = 95%, Kslow = 
5.3dB. For track type Kcom = 3: if р = 93%, Kslow = 6dB; if 
р = 94%, Kslow = 6.4dB; if р = 95%, Kslow = 6.7dB; 

αт – coefficient taking into account the peculiarities of 
radio wave propagation, dB, depending on Kcom (if Kcom = 
2, αт = 0dB; if Kcom = 3, αт = -3.4dB); 

M – altitude coefficient, dB, taking into account the 
difference in the product of the installation heights of the 
antennas h1 и h2 from 100m2, М = 20lg(h1h2/100m2); 
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Kloc – field attenuation coefficient of the metal roof of 
the locomotive, dB, depends on the type of locomotive 
and antenna. For example, with diesel traction on Russian 
railways, locomotives of the following types are used: 
М62, 2М62, ТЭМ2, 2ТЭМ116, ТЭМ18ДМ. For them, 
Kloc = 2 dB with a quarter-wave loop vibrator installed; 

g2 – coefficient of transition from signal field strength 
to voltage at the connection point of the receiving antenna 
with the feeder, dB. With a 75Ω feeder, g2 = 10dB; 

Kint – coefficient taking into account the presence of 
interference waves, dB. If р = 93% Kint = 1.8dB; if р = 
94% Kint = 2dB; if р = 95% Kint = 2.2dB; 

Kflu – fluctuations in field strength (daily and seasonal) 
due to changes in refraction in the troposphere, dB. If р = 
93%, Kflu = 2.5dB; if р = 94%, Kflu = 2.8dB; if р = 95%, 
Kflu = 3.1dB; 

Kos – field attenuation coefficient by overhead system, 
dB. For a single-track line, Kos = 1dB; for a double-track 
line, Kos = 2dB; in the absence of an overhead system, Kos 
= 0dB. 

The calculation of the radio range (r) within the station 
is reduced to calculating the value of U2, then, according 
to one of the approximating equations, the calculation r is 
performed [17]:  
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The calculation of the radio range (r) within the blocks 
is reduced to calculating the value of E', then, according to 
one of the approximating equations, the calculation r is 
performed [17]:  
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Calculations of the radio range at stations and blocks 
at diesel traction, various BS power values, radio 
reliability level, antenna installation height and two types 
of track complexity, by models (7), (8), were carried out 
(see Fig. 4, 5, 6), [19].  

h1h2=25m2 h1h2=50m2 

Fig. 4. Dependents graphs of the radio range at the station  
h1h2=25m2 h1h2=100m2 

Fig. 5. Dependents graphs of the radio range at the blocks on the median terrain (Kcom = 2) 
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h1h2=25m2 h1h2=100m2 

Fig. 6. Dependents graphs of the radio range at the blocks on the light mountain terrain (Kcom = 3) 

V. CONCLUSION

The use of digital radio communications in the 
railway transportation process is one of the main 
conditions for the introduction of more efficient train 
control systems. At the same time, the task of 
minimizing capital investments in digital radio 
communication systems, by preserving existing analogue 
communication systems, is becoming especially relevant. 
The research showed a growing demand for DMR radio 
communications, which compares favorably with the 
GSM-R and TETRA standards, as it allows making 
transition from analogue to digital communication 
systems at minimal cost. 

The scientific novelty of the paper consists in the 
formulation and solution of tasks that arise when 
designing train control systems based on a digital radio 
channel, when it is necessary to take into account the 
radio range and the information load created in the radio 
channels. Mathematical models (1-8), as well as 
dependency graphs (Fig. 4, 5, 6) will find their 
application in the design and further operation of such 
systems. 

The obtained graphs show that for the organization of 
station radio communication, one radio modem with a 
power of 5 W is sufficient, with a transmitting antenna 
installation height of 5 m. At the same time, a radio 
range of 4 km is provided with a radio reliability of 99%. 
This is sufficient, since the length of stations is rarely 
more than 2-3 km. If necessary, the range of radio 
communication can be increased. 

For the organization of radio communication on the 
blocks, it is necessary to increase the transmitter power, 
the installation height of the transmitting antenna, or both 
of these parameters simultaneously. It is also necessary 
to take into account the type of terrain and length of the 
blocks. In addition, to improve the reliability of radio 
communication, it is desirable to use radio equipment 
that supports several frequency bands simultaneously, for 
example 160, 330, 450 MHz. 

According to the authors, further promising research 
ways lie in the field of improvement and development of 
on-board train integrity systems, the principle of which is 

based on the use of digital radio communication of the 
DMR standard. 
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Thermoregulation of smart clothing  
based on Peltier elements  

 

 

 

 

 

 

 

 

Abstract—The paper proposes a method of clothing 
creation that provides cooling (or heating) of the body based on 
a system of series-connected Peltier elements. The calculation 
of the power of heat loss for cooling the body as applied to 
smart clothing for the upper body, as well as the calculation of 
the power for cooling produced by the system of series-
connected Peltier elements, is presented. It is shown that this 
design provides the designed cooling of the upper body by 5 K. 
Experimental studies of a system of series-connected Peltier 
elements were carried out and the effect of cooling one side of 
the surface to the required temperature was revealed.. Smart 
fabric is modeled as a flexible, inextensible multilayer shell. 
The dependence of the heat loss on cooling the body from the 
power generated by Peltier elements is nonlinear due to the 
fact that part of the electric current energy is spent on the 
thermal resistance of the electric circuit itself, which 
complicates the application of the proposed approach, but does 
not exclude the possibility of minimizing this effect in the 
future. 

Keywords— smart clothing, Peltier thermoelectric element, 
thin flexible inextensible shell, calculation of heat loss for 
cooling, calculation of thermoelectric element power. 

I. INTRODUCTION  
In recent years, the volume of industrial and household 

equipment that is created with cooling or thermostating 
using Peltier elements has been increasing (Peltie elements, 
Thermoelectric Cooler, TEC). Thermoelectric cooling 
elements, the so-called Peltier elements, are increasingly 
used for cooling various small-sized elements in electronic 
devices, such as microprocessors, CCD arrays and CCDs. 
Also, Peltier elements are used to stabilize the temperature 
of coherent sources of optical radiation in order to avoid 
their drift, and in a number of other applications [1]. Their 
important practical advantages include small dimensions 
and weight, the absence of coolants, the ability to cool the 
device significantly below the ambient temperature.  

However, despite the improvement in the quality of 
developments based on Peltier elements and the production 
of more advanced elements, the issue of modern and reliable 
controllers for controlling Peltier elements in the proposed 
design is still relevant.  

For a person the thermoregulation of the body is one of 
the main conditions for maintaining comfortable condition 
and life support. At the same time, a person can work and 
exist in a fairly narrow temperature range. To protect the 
body from hypothermia from the external environment, one 

of the most effective ways to keep the body warm is 
multilayer clothing. Multi-layer clothing allows keeping 
heat close to the body, on the other hand, air layers allow for 
breathability [1]. The main assistant to the body in this case 
may be layers of natural fabrics, in particular wool.  

However, the temperature of the environment is subject 
to fluctuations, changes in air humidity and weather. A 
person who is out of the house may feel uncomfortable due 
to changing temperature conditions [2, 3]. Under such 
conditions, the body may be subject to both hypothermia 
and overheating.  

One of the ways to maintain a comfortable temperature 
for life can be a system of temperature controllers based on 
Peltier cooling elements woven into a smart fabric [4, 5].  

The purpose of the paper is to develop a way to create 
clothing that provides active thermoregulation of the body in 
the event of adverse environmental influences based on the 
Peltier temperature regulator. 

Research objectives:  

1) describe the principle of operation of Peltier 
temperature controllers as a set of thermocouples - 
semiconductor pairs, one of which is n-type and the other is 
p-type, a description of the operation of the thermocouple;  

2) calculate the power supplied to the input of a system 
of Peltier elements woven into smart clothing, as well as the 
power of a system of Peltier elements providing a decrease 
in temperature on the inner surface of the upper part of 
clothing by 5 K.  

The novelty of the research lies in the design of smart 
clothing with active thermoregulation based on a system of 
series-connected Peltier elements and the calculation of the 
heat loss power for cooling (or heating) the body.  

It should be noted that with a large selection of various 
options for the execution of Peltier elements and assemblies 
based on them, at present there are few ready-made and 
high-quality devices for controlling the power supplied to 
the elements and, as a result, the temperature of the objects 
of cooling or heating themselves. These circumstances are 
associated with the fact that when low-frequency pulse-
width modulation is applied to the Peltier elements, the 
efficiency of the elements is significantly reduced (up to 
30%), and therefore, it is required to switch to the use of 
more advanced and, accordingly, more expensive power 
control schemes.  
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II. DESCRIPTION OF THE PELTIER ELEMENT AND ITS 
CHARACTERISTICS 

The Peltier element is a thermoelectric module 
consisting of a large number of thermocouples that are 
interconnected by switching plates, the plates are arranged 
in the form of rectangles [6, 7]. A thermocouple module is 
placed between a pair of thin ceramic plates (Fig. 1). 

Fig. 1 – Peltier thermoelectric module design 

The number of thermocouples may vary depending on 
the design and count several hundred, which will reduce the 
thickness of the thermoelectric module from a few 
millimeters to fractions of a millimeter. At the same time, 
the module power can reach several tens of watts [8].  

The design of the Peltier element consists of several 
thermocouples [1, 9, 10], i.e. pairs of parallelepipeds built 
on semiconductors, one of which is n-type, and the other is 
p-type and which are interconnected by a metal jumper (fig.
2)

Fig. 2 – Schematic diagram of a thermocouple 

Metal jumpers are contacts for heat transfer, on the other 
side they are insulated with a ceramic plate. Thermocouples 
are connected in such way that a series connection of a large 
number of pairs occurs so that on the upper surface there is 
one set of compounds (n-> p), and on the bottom - the 
opposite (p-> n). Electric current moves sequentially 
through a set of parallelepipeds, while the direction of 
current flow affects which of the surfaces: the top or bottom 
is heated, respectively, the opposite surface is cooled.  

Under the influence of electric current, the Peltier 
element transfers heat from one surface of the 
thermoelectric module to the opposite and a temperature 
difference occurs. The amount of heat generated by the 
Peltier element, as follows from numerous experimental 
studies [10], can be described by the formula:  

,tIPQP    (1) 

where P  the so-called Peltier coefficient, 

I  current flowing through an element, 

t  current flow time.  

As experiments [9] show, the Peltier coefficient 
substantially depends on temperature and a pair of dissimilar 
metals forming a thermocouple. The values of the Peltier 
coefficient at various temperatures and metal pairs are 
shown in table 1.  

TABLE I. PELTIER COEFFICIENT VALUES VERSUS TEMPERATURE FOR 
METAL PAIRS  

Iron-constantan Copper-nickel Lead-Constantan

T, K P, mV T, K P, mV T, K P, mV 

273 13,0 292 8,0 293 8,7 

299 15,0 328 9,0 383 11,8 

403 19,0 478 10,3 508 16,0 

513 26,0 563 8,6 578 18,7 

593 34,0 613 8,0 633 20,6 

833 52,0 718 10,0 713 23,4 

For the Peltier coefficient, which is one of the important 
thermoelectric characteristics of materials, there is a formula 
by which it is determined through the Thomson coefficient:  

,TaP  (2) 

where a  Thomson coefficient, T  absolute 
temperature.  

It should be noted that the Thomson coefficient depends 
on the pair of metals on the basis of which the Peltier 
element is constructed.  

Peltier elements, with regard to clothing, have both 
advantages and disadvantages. The advantages of using 
Peltier elements are the rather convenient and compact sizes 
of the elements for weaving them into the fabric, the 
possibility of their future creation on flexible boards, the 
absence of any moving parts, gases, liquids. When changing 
the direction of current flow through the element, it is 
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possible to change the cooling to heating, i.e. it is possible to 
solve the problem of thermoregulation. The disadvantages 
of modern Peltier elements are the relatively low efficiency 
and high power consumption of electricity. If you use the 
Peltier element for cooling, then heat will need to be 
removed from the hot surface. If this is not done, the cooling 
efficiency will be significantly reduced.  

III. СALCULATION OF THE POWER OF THE COOLING DEVICE OF 
SMART CLOTHES  

We calculate the necessary power to supply the Peltier 
elements located in the human smart clothing. For now, we 
will exclude the need for a significant change in the 
temperature of the surface of the human body; let heating or 
cooling the surface of the body to 5 K be required. 
Assuming that the working surface of the body is a cylinder 
of height mH 5,0  and diameter mD 3,0 , we find that the 
surface area is  

 .15,0 2mDHS    
The overall dimensions of the Peltier element TEC1-

12706 are  30039,004,004,0 m . The working surface of 
one Peltier element is equal to  

 20016,004,004,0 mSP   

Given the technological windows between the Peltier 
elements, we choose the dimensions for placing one element 
equal  206,006,0 m  

 20036,006,006,0 mSr   

Approximately n units must be placed on the work 
surface of the garment  

  .131
0036,0
15,0 units

S
Sn

r


  (3) 

Given the areas for the sleeves, on the chest and back of 
the clothing enough to place 120 units of Peltier.  

Heat loss for cooling the body will be determined by the 
formula 

  ,
h

dTSQ 

   (4) 

where: 
Кm

W,  thermal conductivity of smart fabric,  

 КdT 5  temperature difference on cold and hot 
surfaces of Peltier elements,  

h  thickness of smart fabric, taking into account the 
air gap.  

As experimental studies show, the average thickness of 
the air gap is  

.002,0 mhGap   

The average thickness of smart fabric is  

.001,0 мhSm   

Determine the thickness of the smart fabric, taking into 
account the air gap  

.003,0 мhhh SmGap   

The average thermal conductivity of smart fabric is 

.07,0
Кm

W
Sm 

  

The coefficient of thermal conductivity of the air gap at 
body temperature is determined as tabular  

.027,0
Кm

W
Gap 

  

Thus, the total coefficient of thermal conductivity from 
Peltier elements to the body is  

.04133,0
Кm

W
h

hh GapGapSmSm








  

We find the heat loss for cooling the body according to 
the formula (4)  

.5,32
003,0

5471,004133,0 WQ 


  (5) 

We determine the performance of the Peltier elements. 
Let the operating voltage of 36 V be supplied to the input. 
The rated current for the Peltier element TEC1 12706 is 

AI 41  . Let the resistance to the movement of electric 
current caused by one Peltier element be equal 1R . Ohm's 
law for a chain section  

 .9
1

1 
I
UR  

The resistance of the entire chain of 120 Peltier elements 
will be 120 times greater  

 .1080120 1  RR  

Then the current strength in the entire circuit is also 
determined by Ohm's law  

.
30
1

1080
36 A

R
UI   

The power generated by one Peltier element is equal to  

 .2,1
30
36

1 WIUQ    (6) 

Expression (6) describes the theoretical value of the 
power of the element, in practice it is about 30% of the 
theoretical power  
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.36,03,01 WQQR   

The power of 120 Peltier elements will accordingly be 
equal  

 .2,4312036,0120 WQQ RS   (7) 

Since the heat loss for cooling the body is less than the 
total power of the Peltier elements, i.e.  

,2,435,32 WQWQ S   

then the proposed clothing provides 5 K body cooling, 
i.e. solves the problem.  

The operating voltage can be provided either from a 
household AC network using a step-down transformer, or 
from a DC battery circuit.  

It should be noted that the dependence of the heat loss 
on cooling the body on the power generated by Peltier 
elements is nonlinear due to the fact that part of the electric 
current energy is spent on the thermal resistance of the 
electric circuit itself, which leads to some heating of all 
clothing. In addition, for the work of the proposed clothing 
to cool effectively, the external surfaces of the Peltier 
elements that work for heating must be cooled, for example, 
by an external air stream. Otherwise, the efficiency of the 
structure may noticeably decrease.  

The main disadvantage the Peltier elements, despite the 
progress in the field of semiconductors, is the lower 
efficiency of the elements in comparison, for example, with 
compression cooling which is especially noticeable at high 
cooling capacities. However, in the case of using Peltier 
elements for the thermoregulation of clothing, there is no 
need for large cooling capacities; a temperature drop of      
5-10 ° C in a small volume is quite enough for them. Under 
such conditions, a design based on Peltier elements becomes 
one of the promising solutions for generating cold and heat. 

IV. EXPERIMENTAL STUDIES OF COOLING CLOTHING DEVICE  
The number of thermocouples can be changed over a 

wide range: from units to hundreds, which makes it possible 
to design a thermoelectric modules with a refrigerating 
capacity from tenths to hundreds of watts with an operating 
voltage from tenths to tens of volts.  

It should be noted that the temperature difference 
between the hot and cold sides of the thermoelectric module 
in the problem under consideration may vary from 5 ° C to 
20 ° C. In this case, the greater the temperature difference, 
the less energy per unit time (in the form of heat) is 
transferred by the thermoelement. In the problem under 
consideration, the temperature difference between the hot 
and cold sides of the thermoelement takes on rather small 
values, i.e. significantly less than 70 ° C, which ensures 
efficient heat transfer by the thermoelectric module.  

The experiment was carried out in a laboratory at a 
temperature of 27oС and minimal exposure to air currents. 
During the experiment, measurements of current-voltage 
characteristics and temperatures of colder and hotter 
surfaces of Peltier elements were performed. At the stage of 
the first experiment, three Peltier elements were connected 
in series in a circuit. To minimize heat flux through the table 
and fastening elements, each of the Peltier elements 1 was 

bolted to a thin (0.5 mm) aluminum plate 2 in air, so that the 
desktop 3 only touched the lower edge of the plate (Fig. 3).  

 

 

 

 

 

 

 

 

 

 

 
Fig. 3 – Peltier element circuit testing machine   

 

Since, according to the calculation, 120 Peltier elements 
should be contained in the circuit of the cooling device of 
smart clothes, and so far only three elements are involved in 
the experiment, the voltage applied to the input of the circuit 
of three elements will be 40 times less.  

During the experiment, a voltage was applied to the 
input of the circuit with a step of 0.5 V, and measurements 
of the current strength and temperatures established on the 
cold and hot surfaces of the elements were carried out. The 
temperatures on each of the surfaces of the Peltier elements 
were measured with a Testo 0560 1110 mini-thermometer. 
The measurement results are entered in the table 2.  

TABLE II.  RESULTS  OF MEASUREMENTS OF CURRENT-
VOLTAGE CHARACTERISTICS AND TEMPERATURES ON THE 

CIRCUIT OF PELTIER ELEMENTS  

experiment No. 1 2 3 4 
Cold side temperature, oС 22 20 18 15 
Hot side temperature, oС 31 33 35 37 

Temperature difference, oС 9 13 17 22 
Amperage, A 0,3 0,5 0,7 1 

Voltage, V 0,5 1 1,5 2 
 

It should be noted that on each element the surface 
temperatures of the hotter sides practically did not differ, as 
well as the temperatures of the surfaces of the colder sides, 
respectively, in Table 2, the surface temperatures averaged 
for all three elements are presented. As it is easy to see from 
Table 2, the problem of thermoelectric cooling can be 
realized under experimental conditions already for a voltage 
of 0.5 V, or for a voltage slightly higher.  

Since for smart clothes the initial temperature of the cold 
side is 36oС, then during the experiment the temperature of 
the hot side will increase in comparison with the values 
from Table 2, taking into account the temperature difference 
between the cold and hot sides. In this case, the temperature 
of the cold side should only drop to a temperature that is 
comfortable for humans. Thus, the voltage applied to the 
thermoelectric circuit must be adjustable for the 
convenience of the user.  

1 – Peltier elements; 2 – aluminum plates; 
3 – desktop cover; 4 – connecting wires. 

1 1 1 

2 2 2 

3 

4 4 
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V. CONCLUSIONS  
The problem of active cooling or heating of smart 

clothing is very relevant in the modern world due to changes 
in temperature in the external environment. Overheating of 
the body, or its hypothermia entail a decrease in the working 
capacity and comfort of a person in a hot or cold 
environment. As an active approach to the body's 
thermoregulation, we propose smart clothing designed on 
the basis of the Peltier system of thermoelectric elements. In 
this work, we calculated the power of smart clothing for 
heat loss during cooling of the body, and also calculated the 
necessary power to power Peltier elements located in human 
smart clothing. Performed experimental studies have shown 
the technical possibility of achieving the effect of cooling 
the body using a series circuit of thermoelectric elements to 
the required temperature, if efficient cooling is possible for 
the hot side.  

The undoubted advantages of using thermoelectric 
elements are their silent operation, the absence of moving 
parts and environments, compact dimensions, and the 
possibility of their integration into the clothing of the future. 
A change in the direction of current flow through the system 
of thermoelectric elements entails a change in the mode of 
operation of the system from cooling to heating, and thus 
the task of thermoregulation of the body is solved. 
Regulation of the power supplied to the power of 
thermocouples will regulate the power of heat loss for 
cooling the body. The results will be used to create packages 
of smart clothing in the future.  

Despite numerous experimental studies illustrating the 
Peltier effect, in practice, in the development of cooling 
systems, the Peltier effect has not yet received enough 
attention. This is largely due to the lack of awareness of the 
developers of electronic devices about the main features of 
thermoelectric cooling systems, as a result of which, as a 
rule, an element is selected that is closest in terms of 
nominal power supply parameters to those already used in 
an electronic device.  

At the same time, the maximum efficiency of the devices 
is not guaranteed per unit of electrical energy spent on 
cooling. The present study was undertaken in order to 
optimize the thermoregulation of clothing under conditions 
of limited permissible power consumption and to develop 
related technical solutions to achieve a comfortable state of 
the human body.  

REFERENCES 
[1] H. Julian Goldsmid, Bismuth Telluride and Its Alloys as Materials for 

Thermoelectric Generation, Materials 2014, 7, 2577-2592.  
[2] R. Chein, Y. Chen, “Performances of thermoelectric cooler integrated 

with microchannel heat sinks”, International Journal of Refrigeration 
28 (2005) 828–839.  

[3] S. Riffat, X. ma, Improving the coefficient of performance of 
thermoelectric cooling systems, international journal of energy 
research Int. J. Energy Res. 2004; 28:753–768.  

[4] J. Vian, D. Astrain, “Development of a heat exchanger for the cold 
side of a thermoelectric module”, Applied Thermal Engineering 28 
(2008) 1514–1521.  

[5] Marc H., Thermoelectric Modules: Principles and Research, 
InterPACK july 6-8, 2011, Portland.  

[6] Kaseb S., El-hairy G, Electronics Cooling, Mechanical Power 
Engineering Department, Faculty of Engineering, Cairo University, 
Egypt, 2014.  

[7] Enescu D, Virjoghe EO, A review on thermoelectric cooling 
parameters and performance, Renewable and Sustainable Energy 
Reviews , 2014, 38:903–916.  

[8] D. Zhao, G. Tan, A review of thermoelectric cooling: materials, 
modeling and applications, Applied Thermal Engineering (2014), doi: 
10.1016/ j.applthermaleng. 2014.01.074.  

[9] Andreas Larsson, Torleif A. Tollefsen, Ole Martin Løvvik, Knut E 
Aasmundtveit. Thermoelectric module for high temperature 
application. Conference: 2017 16th IEEE Intersociety Conference on 
Thermal and Thermomechanical Phenomena in Electronic Systems 
(ITherm). DOI: 10.1109/ITHERM.2017.7992557  

[10] Aleksander Skała, Zbigniew Waradzyn. Investigation and 
Determination of Efficiency of the Waste Heat Recovery System 
Using Peltier Modules. Conference: 2018 Conference on 
Electrotechnology: Processes, Models, Control and Computer Science 
(EPMCCS). DOI: 10.1109/EPMCCS.2018.8596493  

 

 

490 IEEE EWDTS 2020, September 4-7

https://www.researchgate.net/profile/Andreas_Larsson9
https://www.researchgate.net/scientific-contributions/2034457254_Torleif_A_Tollefsen
https://www.researchgate.net/profile/Ole_Lovvik
https://www.researchgate.net/profile/Knut_Aasmundtveit
https://www.researchgate.net/deref/http%3A%2F%2Fdx.doi.org%2F10.1109%2FITHERM.2017.7992557
https://www.researchgate.net/profile/Aleksander_Skala
https://www.researchgate.net/profile/Zbigniew_Waradzyn
https://www.researchgate.net/publication/330027290_Investigation_and_Determination_of_Efficiency_of_the_Waste_Heat_Recovery_System_Using_Peltier_Modules
https://www.researchgate.net/deref/http%3A%2F%2Fdx.doi.org%2F10.1109%2FEPMCCS.2018.8596493


Model of Hybrid Timetables for High Speed Urban 
Tramway Movement

Aleksei Gorbachev
Automatics and Remote Control on 

Railways
Emperor Alexander I St. Petersburg 

State Transport University
St. Petersburg, Russia

ag@agpage.ru

Abstract—Research  review  of  urban  traffic  planning 
(including  routes  planning,  distribution  of  vehicles  between 
routes, timetabling and drivers assignment) using periodic and 
aperiodic  timetables  is  given.  Peculiarities  of  timetabling 
process in Russia and former USSR countries are described 
using  the  Public  Transport  Network  and  Event  Transport 
Network  presentation.   The  main  goal  of  the  research  is 
creating of math model for solving the main task of schedules 
theory  for  high  speed  urban  tramways  with  peculiarities  of 
timetables mentioned  of  former  Soviet countries.  Tasks of 
this  research  are  analyzing  of  previous  works  in  this 
field, formalizing of subject area and creating of a math 
model  which  can  be  practically  used,   program 
implementation of the suggested model and analyzing its 
complexity.  The concept of hybrid timetables is proposed. 
These  timetables  are  similar  to  cyclic  timetables  inside  the 
middle of one period of a day and they are similar to non-cyclic 
timetables  inside period borders.  Their usage  helps to  avoid 
most of limitations of non-cyclic schedules and it is convenient 
to use them for high-speed urban transport are defined in the 
article  as  a  new class  of  schedules.   Math  model  of  hybrid 
timetables was suggested by the author. Polynomial complexity 
of  the  model  was  shown  because  it  is  analog  of  non-cyclic 
schedules. Software implementation of hybrid timetables model 
is described. Practical application recommendations of hybrid 
timetables usage are given on example of Automated System 
“Raspisanie Transporta” (AS RT), using example of the new 
high-speed tramway in St.  Petersburg.  Main tasks solved by 
this information system are described. Module structure of AS 
RT  includes  car  distribution  and  trace  planning  modules, 
input-output module,  core calculation  module and  graphical 
user interface module.  Examples of hybrid timetables before 
and after departure intervals aligning are given to show the 
practical usage of the given math model. Interval diagrams by 
hours published for these examples.

Keywords—timetable,  schedule,  urban  transport,  tramway, 
urban transport  timetable,  periodic  timetable,  cyclic  timetable,  non-
cyclic timetable, aperiodic timetable, hybrid timetable

I. INTRODUCTION

Increasing of passenger traffic needs fast and qualitative 
urban  transport  movement  planning. There  are  a  lot  of 
different  mathematical  models,  technologies  to  organize 
work of public transport and different planning tools, created 
especially  for  these  technologies.  For  example,  there  are 
models, invented for planning of railway transport work [1-
4], air traffic [5-6], models for urban underground [7-9] or 
ground  [10-12] transport  and  so  on.  But  there  is  a  few 
number of works devoted to work of public transport in case 

of movement in common traffic with all cars when run times 
depends on periods of a day [12, 15].  More detail overview
of existing works in the field of timetables will be given 
below during the description of planning stages and 
classification of timetables from periodicity point of view. 

Fig. 1. Stages of planning process

Most of technologies and planning tools contain several 
successive stages, which will be described further in Fig 1. 

II. MOVEMENT PLANNING STAGES

A. Routes Planning
Planning of routes and lines means planning of standard

traces. 

Route in  a  path in  a Public Transport  Network  (PTN)
multi-graph. PTN = (CP; P) is a multi-graph, which  consists 
of  finite  number  of  control  points  cpi Є {CP} and  finite 
number of segments, connecting these control points p Є {P}, 
where  pi Є {cpi, cpi+1}  (in Fig 2). Every segment connects 
neighboring control points. So control points are vertexes of 
this multi-graph and connecting segments are axes [14]. 

Usually  route  works  between  two  end  control  points 
which are named end stations. Therefore,  PTN = (CP; P) 
can be presented as PTN = (EndSt; P).

 Only PTN for routes with the one common end station is 
covered by this article.
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Fig. 2. Example of Public Transport Network

B. Distribution of Vehicles Between Routes
Distribution of rolling stock between routes (or frequency 

planning)  is  important  part  of  planning.  Distribution  of 
rolling stock means calculating quantity of vehicles for each 
route.  The frequency of a line shows number of trains are 
worked in a certain time period. Frequencies are important 
for  passengers  because  they influence  on waiting times in 
complex routes when passenger changes the route and waits 
for a vehicle on the new route. It is especially important in 
case  of  minimizing of  total  passengers’  transfer  time as  a 
criterion for optimizing timetables [10,14].

But in this article another criterion of efficiency will be 
used.  Therefore  distribution  of  vehicles  is  interested  only 
from timetabling aspect.

C. Timetabling
Next  stage  is  timetabling.  Timetabling  is  an  important 

stage  of  movement  planning.  Timetable  itself  is  the  main 
document for every transport  company because it  declares 
number of races to be paid from a city budget. So this is the 
main document for transport company and also it is the main 
document for passengers who plan transfers from one place 
to another. This explains relevance of timetabling.

Timetabling contains two steps: generation of timetable’s 
structure  (races,  setting  different  events  such  as  driver 
changes  and  so  on)  and  solving  the  main  task  of  the 
schedule’s theory: to find a feasible timetable [15]. Timetable 
is  called  feasible  in  general  if  it  respects  all  capacity 
restrictions,  lower and upper bounds for  driving, changing 
and other stop limit times. So the main task of schedule’s 
theory is setting arrival and departure times to the timetable 
of the known structure. Only the last problem (solving main 
task of the schedule’s theory) is covered by this article.

Timetables’ source data formalization is given taking into 
account Russian conditions is given in [15]. It is convenient 
to change presentation of data from PTN multigraph to an 
Event  Activity  Network  (EAN).  Events  in  case  of  route 
transport  timetables  are  arrival  times  and  departure  times. 
EAN  is  graph  of  times,  where  each  vertex  means 

independent  time  value  and  each  edge  means  a  logical 
connection between time values (in Fig. 3). 

TI..

TI1 TI2

TI..

TI..

TI...

TI..

TI..

TIn

TI..

Fig. 3. Example of Event Activity Network

Last stages of urban transport planning process are setting 
of drivers to warrants and cars assignment between warrants. 
These stages are important for the transport company but less 
important to passengers. That’s why this data is usually part 
only of internal business processes of the transport company.

D. Drivers assignment
Drivers assignment is the planning of real drivers to work 

on  warrants  of  the  current timetable.  Driver  assignment 
consists of two steps: dividing of warrants into several driver 
change parts (in general) and assigning of real drivers into 
driver  change  parts.  Driver  change  part  is  part  of  driver 
change when one driver continuously works on one vehicle. 
If  conductors  also work on this route,  a conductor  change 
part  is  equal  to those driver  change part,  who works with 
him.

Dividing of warrants into several driver change parts can 
be  done  during  timetabling.  It  depends  on  operational 
technology which is used in the current transport company or 
even  from the  labor  law of the  current  country  and  local 
regulations.  For  example,  in  Russia  and  former  USSR 
countries  it  is  popular  to  do  this  during  timetabling.  It  is 
possible  because  of  stable  labor  law,  almost  equal  to  all 
transport  companies.  This  fact allowed  to  create  several 
driver shift schedules, which are used on practice [15]. That’s 
why it is easy to divide warrants to changes unlike situation 
in  western  countries,  for  example,  in  Germany,  where 
dividing warrants into driver change parts depends on many 
local regulations of the current company [10]. In the last case 
it  is  very  complicated  and  expensive  to  formalize  this 
technology.

Second step is assigning of real drivers into change parts. 
The main idea of this process is distribution of change parts 
between drivers to follow the labor law and to make the total 
work time during the whole month nearer to normative value.

E. Cars Planning
Cars planning is the process of free cars setting into 

warrants. It depends on free rolling stock which is allowed to 
operate on the current line considering maintenance breaks.
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III. PERIODIC TIMETABLES

Periodic  timetable  (cyclic)  are  those  timetables  which 
have fixed period  Period after which timetable repeats and 
which have limitations  [U,V]  which limits lower and upper 
values.  These  timetables  appeared  later  then  aperiodic 
timetables and they are supposed to be better for passengers 
because  they are more  predictable and it  is  easier  to  plan 
travels  for  passengers  especially  in  case  of  complex  trips 
with changing lines.

Math models for periodic timetables first was developed 
in [16] as Periodic Event Schedule Problem (PESP).  PESP 
computational complexity is NP. It was proved in [16]. PESP 
can be solved by different ways which are better or worse for 
conditions of urban [7], railway [13] or air [5] transport.

Periodic timetables became very popular after increasing 
of  computational  powers  and  they  are  used  worldwide, 
especially  in  Europe  when  transport  companies  want  to 
optimize waiting times [7].

But some peculiarities of transport work in Russia (such 
as  different  run  times  during  periods  of  a  day,  fixing  of 
vehicles for drivers and so on) made using such timetables 
inexpedient or even impossible [15].

IV. APERIODIC TIMETABLES

Aperiodic  timetables  are  timetables  which  have  no 
constant periods of repeat.  Arrival and departure times can 
be calculated as independent values. Usually we create vector 
of  independent  values  depending  on  limitations  and 
restrictions. There is less restrictions on time limitations [U, 
V] comparing with periodic timetables.

Aperiodic timetables have polynomial complexity. It was 
first  shown  in  [17]  using  flow  approach. Polynomial 
complexity  [17]  is  one  of  important benefits  of  aperiodic 
timetables  from  a  practical  point  of  their  designing. 
Aperiodic timetables were popular in GDR, USSR and other 
countries during XX century. But changing of intervals and 
stops durations during a day, different events during a change 
(such  as  technical  stops)  make  coordination  of  different 
routes difficult and unobvious for passengers. 

V. MAIN PECULIARITIES OF TIMETABLING TECHNOLOGY 
IN RUSSIA AND OTHER FORMER USSR COUNTRIES

There are some peculiarities of timetabling technology in 
Russia and the other former USSR countries.

A. Different Run Times for Day Periods 
The  first  feature  is  using  different  vehicle  run  times 

during period of day due to traffic jams in big cities. It is so 
because  public  transport  work  is  usually  organized  in  the 
same traffic flow where cars are moving. The following day 
periods  are  usually used:  time before  morning peak  hours 
(from border of day till 7 a.m.), morning peak hours (from 7 
a.m. till 9 a.m.), time before morning and evening peak hours 
(from 9 a.m till 4 p.m.), evening peak hours (from 4 p.m. till 
8 p.m.), time after evening peak hours (from 8 p.m till end of 
a day). The exact borders are given only as an example, in 
practice they differ from one route to another. 

B. Fixing Of Drivers to Vehicles During the Whole Change
The  second  feature  is  the  fact  that  one  driver  and 

conductor usually work only on one vehicle during the whole 

change. It means that vehicles stand idle during driver and 
conductor dinners and other technological stays.

C. Logical Binding of Drivers to Vehicles
The third feature of these timetables is fixed binding of 

driver and conductors to one vehicle during long period (may 
be, for years).  This specialty of former USSR countries is 
due to a large number of old different types of vehicles which 
are used in one transport company and each of them has their 
own traits and problems. This feature is usually called logical 
binding of transport teams on routes and vehicles. Each team 
consists of one driver and one conductor.

D. Optimization criterion
The fourth feature is an optimization criterion, which is 

used to rate the quality of timetables. The most typical one in 
the world is minimizing total passengers’ travel time. It is a 
good criterion, but we need to know correspondence matrices 
and  run  times  according  to  route  traces  to  calculate  total 
travel time. There is no any special equipment on vehicles to 
calculate  passengers.  So  it  is  impossible  to  learn  quickly 
changes in correspondence matrices.

The  main  practically  used  criterion  of  timetable 
optimization in such cases is uniformity of intervals. Usually 
departure intervals are used in this case simply because they 
are more important for passengers. The main hypothesis of 
this criterion choosing is that in general uniform distribution 
of departures (during one period of day) is more preferable 
for passengers than the others.

Aperiodic  timetables  are  the  most  popular  in  Russia 
because  they  allow  to  reduce  bad  effects  of  some 
peculiarities which were mentioned above in section V. For 
example,  flexible intervals’  and stops’ durations can avoid 
big stable intervals which appear in case of using periodic 
timetables. But it is less convenient for passengers, especially 
in case of composite trips.

The main goal of the research is creating of a math model 
for solving the main task of schedules theory for high speed 
urban tramways with peculiarities of former Soviet countries. 

The first task is analyzing of previous works in this field 
was  formalizing  of  timetabling  process  and  previous 
experience which was described in sections I-IV. 

The second task is creating of a math model which can be 
practically  used  for  high  speed  urban  transport  with 
peculiarities mentioned in the section V.

The  third  task  is  program  implementation  of  the 
suggested model and checking it on practice.

VI. HYBRID TIMETABLES

A. New Routes 
It  is  possible  to  use  small  stable  intervals  in  case  of 

technology  with  interchangeable  drivers.  Such  planning 
technology can be applied for routes where all drivers are 
allowed to work on every vehicle during a day where this 
driver was set after distribution of vehicles. In this situation 
one change consists of several  change parts.  During every 
change  part  the  driver  works  only  on  one  vehicle 
continuously.  This is  usually possible only on routes  with 
vehicles  of  one  type  which  have  no  individual  traits  or 
problems.
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B. Definition of Hybrid Timetables 
Hybrid timetables which have stable intervals during one 

period  of  day  are  suggested  in  this  article  to  avoid 
disadvantages  of  periodic  timetables.  For  this  types  of 
timetable  main  intervals  are  fixed  for  each  period  during 
stage of vehicles’ distribution between routes. Let us assume 
that  main  interval  for  period  is  fixed  time  between  two 
nearest departure times from the same control point. Interval 
is constant during one period and changes only near period 
border to provide smooth transition to the main interval of 
the neighboring period.

Unfortunately, in most of cases it is impossible to avoid 
crossings with car traffic at the same level for ground urban 
transport in existing cities. That’s why hybrid timetables use 
different run times for each period of a day.

C. Calculation of Main Intervals for Hybrid Timetables 
Main intervals depends on trace run times, stop durations 

and number of vehicles used in each period of a day. We 
calculate number of vehicles working on current timetable on 
stage of vehicles’ distribution between routes.

TABLE I. MAIN INTERVALS EXAMPLE

Route Run 
Time, 

minutes

End. St.1 
Stop, 

minutes

End. St.2 
Stop, 

minutes

Total 
Race, 

minutes

Interval, 
minutes

Number 
of 

Vehicles
From  start of work till 8 a.m.
8 15,5 2 12 45 9 5
59 21,5 2 9 54 18 3
63 19,5 2 13 54 18 3
64 26,5 2 8 63 9 7

Let us consider a PTN with one common end station and 
a common part of the main trace of each route. For such type 
of  timetables  it  is  possible  to  use  the  following  table  to 
distribute  vehicles  between  routes  and  to  provide  fixed 
interval for the common part.

D. Aligning of Intervals near Period Borders 
We need to change interval near the each period border. It 

is  possible  to  do  discretely  (for  example  to  send  fixed 
number of  vehicles to park) or to do it smoothly step by step.

Aligning  of  intervals  near  period  borders  can  be  done 
using  the  same  mathematical  models  that  are  used  for 
aperiodic timetables. 

In  this  model  it  was  decided  to  do  it  smoothly  by 
providing intervals aligning. So every part of such periodic 
timetable we analyze as as an individual aperiodic timetable 
between bordered with two ends [Start, End].

To  calculate  vector  of  independent  times  [TI]  we can 
generate  standard  grid.  Standard  grid  is  a  vector  with the 
same size  k as  [TI],  in  which  time  values  are  distributed 
inside  [TI0;  TIk]the  most  smooth  way.  So  every  value  in 
[Tin] can be calculated according to the formula:

TIni=Round (TI 0+TI k −
TI 0

k ⋅ i ) (1),

where  Round  –  is  math  round  function  to  the  nearest 
integer  (in  case  of  using  only  discrete  time  values  in  the 
timetable).

Vector [Tin] will be an ideal timetable from the aligning 
point of view, but excluding influence of {U} и {V}.

Optimized values of  [TI] can be calculated using linear 
combination of  [TI] и  [Tin].  s  –  coefficient  in  this  linear 
combination can be calculated the following way:

s=Min(s ,{V i− TIni

TI i− TIni
, TI >TIn i

U i − TIni

TI i− TIni
, TI <TIn i}) (2)

After calculating s values of TI can be updated as a linear 
combination of old vector TI and ideal vector Tin:

[TI ]=s [TI ]+(1− s) [TIn ]      (3)

Using liner  programming for  aligning of  intervals  is  a 
typical thing for the aperiodic timetable model. This feature 
provides  the  polynomial  complexity,  which  was  shown in 
[10].

The best practical value of hybrid timetables is for routes 
with  new  rolling  stock of  one  type  where  changing  of 
vehicles is acceptable by drivers.

Model of  hybrid timetables  has  polynomial complexity 
simply because it uses aperiodic model of aligning intervals.

But it has some limitations to use it in practice: intervals 
during different periods must be as close as possible to avoid 
long smoothing of intervals, transport company need to use 
technology with interchangeable drivers.  

VII. PRACTICAL IMPLEMENTATION OF HYBRID TIMETABLES

A. Automated System “Raspisanie Transporta” 
Creating of  hybrid timetables was implemented in such 

planning tool as Automated System “Raspisanie Transporta” 
(AS RT). AS RT is a computer-aided design (CAD) system 
for building schedules in a graphical or table form for urban 
transport.. AS  RT  can  be  used  independently  or  as  a 
subsystem of City Electrical Transport Enterprise Resource 
Planning  (ERP)  System  developed  by  IMSAT  LTD 
Company which covers all stages of planning process shown 
in Fig. 1.

AS RT has a module structure  and consists  of  several 
modules:  car  distribution  module,  trace  planning  module, 
core module,  input-output  (IO)  library and  graphical  user 
interface (GUI) and form export module.

The main task of  trace  planning module  is  processing 
PTN data and supply them as initial data for scheduling.

The IO library provides serialization of timetable data to 
files or streams to read from hard disk or from database and 
write them to same destinations.

The core module works as a background during creating 
of timetables. It provides objects for different operations with 
timetables  including  elementary  operations,  schedule 
generation, intervals aligning, checks and so on.

Modules  mentioned  above  work  successively  during 
timetable designing.
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The GUI  module works together with core library as a 
front-end. It is implemented via windows forms library and 
can be used both in Windows and Linux operation systems as

 

a desktop application.  This module provides two forms of 
representation of timetables: graphical picture and tables (see 
in Fig. 4).

Form  export  module  provides  export  of  different 
documents (route timetable, driver timetable, control signs) 
to MS Excel format to print them or to send via e-mail.

AS RT supports three regimes for creating timetables.

1. Manual  designing  to  create  different  types  of 
timetables  using  operations  which  provides 
elementary operations. Different types of timetables 
can be created using these functions. 

2. Automated  operations  –  intervals  aligning, 
recalculation of departures and arrivals for each stop 
for new run times. Different math models are used 
to provide aligning of various timetable types and 
other high-level automation functions.

3.  Automatic designing – full generation of the whole 
timetable  structure  of  races  and  times.  This 
function  provides  fully  automatic  generation  of 
some limited types of timetables which are the most 
popular on practice.

Intervals aligning in terms of AS RT means solving of 
main schedule’s theory task (with calculating of limitations 
{U, V}).  Suggested math model is a part of intervals aligning 
for hybrid timetables.

Before timetabling user need to run the special  module 
for calculating of main intervals and distribution of vehicles 
between routes. User need to set the number of periods and 
their borders for each timetable, run time for each period of a 
day  for  the  main  trace,  stop  durations  for  end  stations as 
initial data for work of this module. Than user  can regulate 
main  intervals  for  each  period  of  a  day  to  calculate  the 
required number of vehicles. Results of calculations for four 
new routes  in  St.  Petersburg  for  one  period  of  a  day  are 
presented in table 1.  

After  calculation  of  main  intervals  user  can  start 
designing of the timetable for the each route. 

Warrants  can  be  added  manually  or  initial  version  of 
timetable can be generated automatically.

B. Practical Implementation for Planning Timetables on 
New Tramway Routes in St. Petersburg
Let  us  check  suggested  formulas  in  section  VI  on 

example of existing timetable. 

There is a part of route 59 timetable in table II. Warrant 
(column named “War.”) in tables II and III means part of a 
timetable when one car works. Column named “Arr” means 
arrival time from a depot where every car starts it work. 

Next columns named “St1” and “St2” mean end stations 
for a timetable. The first value of time in an each cell in a 
row for columns named “St1” and “St2” means an arrival 
time when car arrives at the end station 1 (“St1”) or the end 
station 2 (“St2”). The second value of time in an each cell in 
a row for columns named “St1” and “St2” means a departure 
time when car  departures from the end station 1 (“St1”) or 
the end station 2 (“St2”).

Departure intervals on end station1 (columns with name 
“St1”) are presented in Fig. 5.

After aligning we will get Table III which is visualized in 
intervals diagram in Fig. 6. It will show that intervals only at 
7 a.m. was changed. It means that an initial approximation 
was done quit well.

Generating initial approximation and timetable structure 
is beyond this article because it is not covered by the main 
task of schedule’s theory.

Hybrid timetables of this type is possible to use when run 
times differ  from period to period, but intervals are stable 
during one period.

Small  fixed  intervals  are  reasonable  in  planning 
technology  with  interchangeable  drivers.  Technology  of 
work with interchangeable drivers means that drivers are not 
fixed on routes and vehicles during one change. 

Fig. 4. “AS RT”  main window interface
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TABLE II. TIMETABLE PART BEFORE ALIGNING

War. Arr. St1 St2 St1 St2 St1 St2 St1 St2
5901L 0521 0521

0521
0542 
0544 

0605
0629

0650
0650

0712
0727

0749 
0751

0813
0821

0843
0845

5902L 0521 0543
0543

0604 
0606 

0627 
0650 

0712
0712

0734 
0745

0807
0809

0831
0839

0901
0903

5903L 0605 0605
0605

0626 
0628 

0649 
0710 

0733 
0733 

0755 
0803

0825
0827

0849
0857

0919
0921

This is possible if driver is allowed to work on all types 
of vehicles on one route and vehicles do not have individual 
traits and problems. It is so on new routes where only new 
rolling stock is used.

Fig. 5. Intervals diagram for Table II.

AS  RT  was  implemented  in  St.  Petersburg  in  new 
tramway company which was created by city government in 
partnership with the commercial company “LSR” to operate 
four new routes.

TABLE III. TIMETABLE PART AFTER  ALIGNING

War. Arr. St1 St2 St1 St2 St1 St2 St1 St2
5901L 0521 0521

0521
0542 
0544 

0605
0629

0648
0650

0712
0727

0749 
0751

0813
0821

0843
0845

5902L 0521 0543
0543

0604 
0606 

0627 
0650 

0710
0712

0734 
0745

0807
0809

0831
0839

0901
0903

5903L  060
5

0605
0605

0626 
0628 

0649 
0710 

0731
0733 

0755 
0803

0825
0827

0849
0857

0919
0921

 It was built new independent infrastructure for these four 
routes and it bought new rolling stock of one type.

Fig. 6. Intervals diagram for Table III.

Using of new rolling stock made it possible to ensure the 
replacement of vehicles for one driver during a change.

AS RT provides manual and automated designing of the 
timetable’s  initial  version.  Hybrid  timetables  helped  to 
organize synchronization between routes with almost fixed 
waiting times.

VIII.CONCLUSION

The scientific novelty of the article lies in the proposal to 
use hybrid timetables to decrease limitations of the aperiodic 
timetable model, especially for new high-speed urban public 
transport. Suggested model of hybrid timetables can be used 
to avoid problems with operating with almost stable intervals 
for different periods of a day.

The given model has polynomial complexity, so it can be 
used in practice without serious modifications of algorithms. 

Inventing  faster algorithms  for  such  timetables  is  an 
important  trend  of  further  work  in  this  field.  But  already 
implemented software demonstrates practical  application of 
the suggested model.

Hybrid  timetables  have  serious  limitations  comparing 
with existing aperiodic timetable model in the former USSR 
countries.

 Intervals during periods needs to be close to each 
other.

 Technology with fixing drivers is not acceptable for 
such timetables.

 Hybrid  timetables  cannot  provide  fully  fixed 
intervals for passengers.

 Despite given limitations hybrid timetables can provide 
quit easy model of different route synchronization for lines 
with one common part of a trace.

REFERENCES

[1] V.  Cacchiani.,  A.  Caprara,  P.  Toth,  “Non-cyclic  train 
timetabling  and  comparability  graphs,”  Operations  Research 
Letters, Elsevier, 38(3),  2010, pp. 179–184.

[2] F.  Vautard,  “Improvement  of  departure  time  suitability  for 
interregional rail timetables”, PhD thesis, KTH Royal Institue of 
Technology, Sweden, Stockholm, 2020, 37 p.

[3] C-W.  Palmqvist,  “Delays  and  Timetabling  for  Passenger 
Trains”,  PhD thesis,  Lund  University,  Sweden,  Lund:   2019, 
107 p.

[4] S. Herrigel-Wiedersheim, “Algorithmic Decision support for the 
construction  of  periodic  railway  timetables”,  ETH  Zurich, 
Zurich, 2015, pp. 100-120.

[5] X. Geng., M. Hu, “Simulated Annealing Method-Based Flight 
Schedule Optimization in Multiairport Systems”, Mathematical 
Problems  in  Engineering  Volume  2020,  Article  ID  4731918, 
https://doi.org/10.1155/2020/4731918.

[6] L. Lei, D. Zhao, H. Liu, D. Guo, “Flight Schedule Strategy of 
Airport  Group”.  IOP  Conf.  Series:  Materials  Science  and 
Engineering  790  (2020),  UK,  2020, 
doi:10.1088/1757-899X/790/1/012102.

[7] C.  Liebchen,  “Periodic  Timetable  Optimization  in  Public 
Transport”,  PhD thesis,  Technische Universitдt Berlin,  Belrin, 
2006, pp.20-25.

[8] C.  Liebchen, M. Proksch, and F.H. Wagner,  “Performance of 
algorithms for periodic timetable optimization”, Computer-aided 
Systems in Public Transport, volume 600 of Lecture Notes in 
Economics  and  Mathematical  Systems,  Springer.  Berlin 
Heidelberg, 2008, pp. 151–180.

[9] B.  Illes,  R.  Ladanyi,  G.  Sarkozi,  “Periodic  timetable 
optimization in the public road transport services”, University of 

496 IEEE EWDTS 2020, September 4-7



Miskolc, Advances Logistics Systems. Vol. 3(1), 2009, p. 219-
225.

[10] M.E.  Schmidt,  “Integrating  Routing  Decisions  in  Public 
Transport Problems”, Springer Optimization and Its Applicaions 
89, Springer Science + Business Media, New York, 2014, 386 p.

[11] E.  Kochegurova,  E.  Gorokhova,  “Optimizing  Urban  Public 
Transportation with Ant Colony Algorithm”,  8th International 
Conference  on Computational  Collective  Intelligence,  Greece: 
Halkidiki, 2016, - DOI: 10.1007/978-3-319-45243-2_45. 

[12] A.  Gorbachev,  “Review of Urban Transport Timetbales Math 
Models”, Proceedings of Petersburg State Transport University, 
№ 3. 15, PSTU, St. Petersburg, 2018, pp. 366-370.

[13] T.  Lindner  “Train  Schedule  Optimization  in  Public  Rail 
Transport”, PhD thesis,  Technische Universität Braunschweig, 
Braunschweig, 2000.

[14] Schöbel  A.,  Schmidt  M.,  “The  Complexity  of  Integrating 
Routing  Decisions  in  Public  Transportation  Models”  –10th 
Workshop  on  Algorithmic  Approaches  for  Transportation 
Modelling,  Optimization,  and  Systems  (ATMOS  ’10), 
Liverpool, 2010, pp. 156-169.

[15] A. Gorbachev, “Urban Electrical Transport Timetable Synthesis 
Automation”, Proceedings  of  Petersburg  State  Transport 
University, № 4(41), PSTU, St. Petersburg, 2014, pp. 27-32.

[16] P. Serafani, W. Ukovich, “A mathematical Model for Periodic 
Scheduling Problems”, SIAM J. Disc. Math 2 (4),  Society for 
Industrial and Applied Mathematics, USA, 1989, pp. 550-581.

[17] R.T.  Rockafellar  “Network  Flows  and  Monotropic 
Optimization”, Athena Scientific, Belmont, 1998 – 634 p.

IEEE EWDTS 2020, September 4-7 497



Using Additive Robust Modeling and Fault
Simulation for Laser Ranging Measurements

Alexey Andreev
Institute of Physics

Kazan Federal University
Kazan, Russia

alexey-andreev93@mail.ru

Yury Nefedyev
Institute of Physics

Kazan Federal University
Kazan, Russia

star1955@yandex.ru

Abstract—This paper is focusing on the application of the
regression modeling for analyzing highly accurate observations.
In the study, the lunar laser ranging (LLR) measurements
were assessed by robust analysis. Nowadays, statistical methods
are applied in many branches of computer and information
technology (astronomy, geology, ecology, geophysics, etc.). The
use of the regression modeling (RM) allows producing not
only reliable assessments for the parameters desired but also
performing works on predicting the behavior of a system under
consideration. Such investigations are conducted using both
calculation algorithms of regression modeling (ARM) and the
method of least squares (MLS) for assessing the quality of models.
It is worth noting that the single use of the classic regression
modeling method has certain disadvantages. The main problem
is that the assumptions influence on the modeling results is not
tested. As a result, the regression model may not correspond to
the observations. The classic solution for this problem is checking
the regression modeling conditions in case they are violated, one
should apply other mathematic algorithms. This work suggests
solving the problem described above by the additive dynamic
regression modeling (ADRM). We developed the special software
for ADRM which allows automatic checking the conditions
reliability for RM-MLS systems and also conducting adaptation
procedures if the conditions are not observed. To assess the model
of observations, we use the method of simultaneous accounting
of the presence of multicollinearity and violations of the normal
error distribution. As a result, we produced assessments for the
desired parameters with the minimum eliminating of erroneous
observations. It should be noted that a significant performance
loss is possible even at the limited eliminating of erroneous
observations. To investigate the efficiency of LLR measurements,
we produced the parameters as follows: percentage of erroneous
observations eliminated, the standard value of the adaptation
error, multi-parameter correlation, robust estimations of the
ridge, its regression and stability.

Index Terms—additive robust methods, regression analysis,
software, multiple analysis

I. INTRODUCTION

One of the most important computational procedures during
observations processing is a stage of determining (estimating)
parameters of the models used in geodesy, astrometry, and
celestial mechanics. When describing processes or phenomena
along with the problem of choosing a formal (approximating)
or geometric (cause-and-effect) model there is also an im-
portant issue of determining correctness of mathematical pro-
cessing, when the sample of the accepted data for processing
and the used methods of applied mathematical statistics will

not contradict the requirements for accuracy and reliability of
the data obtained. Unfortunately, the conventional approach
to estimating parameters during astronomical observations
reduction, at which a rigidly fixed model and method of least
squares (MLS) are used, does not correspond to the modern
requirements of practice and the methodology capacity based
on computer regression simulations. In the scientific practice
there were attempts to go beyond the standard method of
least squares [1], but they were focusing on solving particular
problems and did not stipulate any systematic approach to
solving the task. While processing space and ground-based
observations, the typical limitations of using the MLS may
be: 1) the presence of insignificant and doubling (dependent
on each other) terms of the expansion; 2) violation of the
MLS assumptions (normal Gauss-Markov scheme). The con-
sequence of all this is an appearance of noise effects of various
kinds that block up the description of the model and lead
to as follows: 1) decrease in the accuracy of determining
significant parameters; 2) do not allow reliable forecasting;
3) cause violation of the MLS main properties (consistency,
unbiasedness, efficiency). The situation is also aggravated by
the fact that during estimating parameters of the model its
adequacy to observations is not controlled. Here, it is necessary
to take into account that the applied set of quality measures
is very narrow and the measures themselves have noticeable
weaknesses. Since the observance of the MLS assumptions is
not controlled within the classic approach, researchers most
often do not know about the actual state of affairs and avoid
using adaptive computational schemes. As an alternative to the
classic approach, the present work suggests the methodology
of regression simulation which uses regression analysis to
solve the tasks of estimating the parameters of astronomical
processes models. The regression analysis method allows: 1)
testing the assumptions during construction and study of the
model; 2) adaptation if the MLS conditions are not observed;
3) special software packages which are systems of processing
information allowing to automate the processes of calculation
and results analysis. The regression simulation is a systematic
approach to analyzing models of astronomical processes which
allows using any element of analysis of the system studied
(sample, model, method of estimating parameters, method of
estimating structures, quality measure, set of assumptions) cor-
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rectly. At the same time, the chosen element of the regression
model may be checked for reliability and if the specified
conditions are not observed, the corresponding adaptation will
be applied.

Time series (TS) analysis methods are a successive struc-
tural and parametric identification of TS multi-component
models, providing an estimation of the built models quality
on the accuracy of approximation and the prediction, and
diagnostics of the conditions of the ordinary least-squares
method (LSM). The basic method of its application involves
the following steps: 1) graphic representation and description
of the TS dynamics; 2) studying the TS properties by means of
autocorrelation, spectral and wavelet analysis; 3) selection and
removal of the trend and polyharmonic components; 4) investi-
gating TS components, which remained after the identification
of the above components; 5) building of a mathematical model
to describe the random component (autoregressive model,
moving average, martingale approximation, etc.), verification
of its adequacy; 6) diagnostics of the LSM basic conditions;
7) analysis of the models quality; 8) forecasting the process
development, represented by TS; 9) joint processing of TS
(correlation and cross-correlation analysis). In this paper, ad-
ditive modeling methods are used to solve this problem.

II. SUBJECT AND METHOD OF RESEARCH: ADDITIVE
MODELING AND COMPUTING ALGORITHMS

Additive modeling was suggested by Jerome H. Friedman
and Werner Stuetzle (1981) [2] and refers to non-parametric
regression methods [3]. Additive modeling is based on the
property of quantities, which is that an entire object can be
represented as a certain sum of individual quantities, if this
object allows it to be broken into its component parts [4].
For example, the additivity of the observed parameter means
that this parameter is equal to the sum of the constituent
parts of the given parameter. In other words, additive models
can be used in cases where the final value is the algebraic
sum of a series of factor values. Additive modeling has a
greater ability to adapt than linear modeling, since it adapts
better to the approximation errors than a general regression
hypersurface [5]. The regression hypersurface is a figurative
representation of regression equations. Here it should be noted
that adaptive modeling does not take into account the emergent
properties of the system and its qualitative basis [6]. Therefore,
in this paper we have solved the problem by developing a
method for improving the existing least squares estimation
(LSE) algorithms so that the final results of calculations are
less dependent on emissions.

The algorithm is a hybrid method based on Huber’s method
algorithms [6] and ridge regression, as described in [8].

Let us consider a linear model:

Y = Xβ + ε. (1)

For system (1), elements of the vector of parameters are
estimated by the formula:

β(λ) =
(
XTWX + λD

)−1
XTWY, (2)

where (λ > 0) is calculated by one-dimensional optimization;
D– diagonal matrix elements dii = aii, i = 1,m (diagonal
elements of A = XTX are taken as the diagonal elements of
D); W – diagonal matrix consisting of weights wt:

wt = ψ[(yt − xta/S)]/[(yt − xta)/S], (3)

where wt – weight attached to observation t; selection function
ρ and therefore ψ(z) is carried out by the method of Huber
[7].

To ensure stability of the parameters of outliers [6] instead
of minimizing the sum of squared deviations proposed to
minimize the sum of less rapidly increasing functions:∑

ρ(εi)→ min (4)

the contribution of the values |εi|, smaller in absolute value
c, a measured in squares of deviations (as in LSM), but if
|εi| > c, the contribution is measured in proportion |εi|.

Or solve the system:∑
ψ(εi)xik = 0, i = 1, . . . , n; k = 1, . . . , p− 1, (5)

where ψ = ρ′ is chosen in order to ensure minimal dispersion
matrix of estimates. In [6], this function is offered as:

f(n) =


−c, for εi < −c
εi for |εi| ≤ c
c for |εi| > c

(6)

III. ALGORITHM OF THE INTERACTIVE AUTOMATED
SYSTEM FOR ADDITIVE DYNAMIC REGRESSION

MODELING AND ITS APPLICATION IN WORK

In the work, two statistical measures of compliance are
implemented: external - for a model that pretending to deter-
minism and internal for the approximate model. The software
package library status of compliance of assumptions is a set
of procedures for implementing the verification of compliance
with the following basic assumptions of regression analysis:
redundancy and underdetermined model, multicollinearity of
covariates model, the normality of the distribution of the
model residues expectation, heteroskedasticity, independence
of residuals.

When developing the software, visual programming Turbo
Delphi is used. Embedded script allows the data processing
with up to 10 times reduced time compared to interactive
one. A user does not need to independently move from one
procedure to another and there is no need to load a file with
a control sample several times. The resulting optimal model
has no violations.

ADRM is used for the analysis of various parameters of
planetary models: gravitational and magnetic fields, physical
surface reliefs on both the entire sphere and its separate
parts using measurements series in the points with known
coordinates, lunar laser ranging. The application of this soft-
ware package to the analysis of space and ground-based
observations allows for the construction of regression models
and determination of lunar laser ranging observed parameters.
There is an opportunity to assess the reliability and observance
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quality of calculational procedures for the method of least
squares. If these conditions are violated, a special algorithm
of adapting the obtained results is activated. This calculational
complex has been used in the construction of regression
models.

The script is implemented as a separate module Automatic-
Scheme.pas which is embedded in the package ADRM. When
one loads the data file, it reads the information on the number
of covariates and the number of observations. One should also
select a folder to save the file with the results. There are two
modes of the script: with automatic formation of a control
sample and a sample taken from a file. The control sample
is 10% of the total number of observations. The file name is
entered in all the procedures covered in this scenario. At each
stage of passing the script file intermediate results are formed,
and during the search for optimal model the intermediate
results are compared according to the criterion and the optimal
model for the entire sample is recalculated.

Fig. 1. Algorithm automatically follows the stages of data processing

If a user needs to analyze the model in terms of compliance
with the assumptions of RA, as well as to refine the details of
external and internal measures values, it is necessary to choose
the analysis mode so that there are two stages modeling. As a
result, we obtain the model with the multiple regression and
optimal structure having a minimum estimate of random error.
It was calculated by the formula:

σ∆ =

√√√√ k∑
i=1

(∆i −∆)2/(k − p) (7)

where ∆i = (yi − ŷi) is the difference between the experi-
mental and calculated values of the response; k is the number
of control points; p is the number of covariates analyzed.

The received software package was tested on the data of
Laser Ranging of the Moon (LRM). The following items are of
interest: Lunar Moment of Inertia – Tracking data on orbiting
spacecraft gives the 2-degree gravity harmonics J2, C22.
From LLR one obtains the moment of inertia combinations
(C − A)/B and (B − A)/C. Combining the two sets gives
C/MR2, the polar moment normalized with the mass M and
radius R. LRM is sensitive to the moment of the solid moon,
without fluid core. Elastic Tides: Elastic tidal displacements
are characterized by the lunar (2nd-degree) Love numbers –
h2, l2. Tidal distortion of the 2nd-degree gravity potential and
moment of inertia depend on k2. Love numbers depend on
the elastic properties of the interior including the deeper zones
where the seismic information is weakest. LRM detects tidal
displacements; determination of k2 is potentially more accu-
rate but is complicated. Tidal Dissipation: The tidal dissipation
Q is a bulk property that depends on the radial distribution
of the material Qs. LRM detects four dissipation terms and
infers a weak dependence of tidal Q on frequency. The tidal
Qs are surprisingly low, but LRM does not distinguish the
location of the low-Q material. At seismic frequencies, low-Q
material, suspected of being a partial melt, was found for the
zone just above the core. Dissipation at a Liquid-Core/Solid-
Mantle Interface: A fluid core does not share the rotation
axis of the solid mantle. While the lunar equator precesses,
a fluid core can only weakly mimic this motion. The resulting
velocity difference at the core-mantle boundary causes a torque
and dissipates energy. Several dissipation terms are considered
in the LRM analysis in order to separate core and tidal
dissipation. Applying Yoder’s turbulent boundary layer theory
yields upper limits for the fluid core radius. Inner Core: A
solid inner core might exist inside the fluid core. Gravitational
interactions between an inner core and the mantle could reveal
its presence. Too little is known about the inner core to predict
the size of the perturbation of the physical librations. Our
work will aid these studies. Core Oblateness: Core oblateness
influences solutions for the Love number k2. Fluid Core
Moment of Inertia is potentially detectable, but the present
uncertainty is too large to be useful. A core radius of ∼ 390
km is indicated if it is iron or larger if there are significant
amounts of sulfur mixed in. A longer span of very accurate
data is needed. Our efforts will advance LRM to mm-level
range sensitivity and would allow for vastly improved accuracy
of physics parameters. Anticipated improvements in Earth
geophysics and geodesy results would include the positions
and rates for the Earth stations, Earth rotation, precession rate,
nutation, tidal influences on the orbit, and etc. The following
lunar science questions can be discussions: What is the deep
interior structure and properties? What are the core properties?
Is there an inner core? What causes strong tidal dissipation?
What roles did tidal and core dissipation play in the dynamical
and thermal evolution? What stimulates free librations? This
can be achieved with using additive modeling.
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IV. RESULTS OF THE METHOD SOFTWARE
ANALYSIS

The program was designed in a complex visual program-
ming Turbo Delphi. The program’s interface features a simple,
clear presentation and easy navigation.

The numerical test the effectiveness of the methods of
empirical data, as the main criterion of efficiency studied
the standard deviation (SD) “Sigma Delta”, obtained by the
control sample and treated as external measure.

TABLE I
THE RESULTS ACCORDING TO “LUNAR LASER RANGING NUMBER OF

OBSERVATIONS OF THE MOON” AT A RANDOM CONTROL SAMPLE

% σ R F σ∆
RR 1.1540 · 10−8 0.873226 69.5708 1.5468 · 10−8

MH 5 1.1694 · 10−8 0.873227 66.9164 1.5088 · 10−8

SRR 5 1.1467 · 10−8 0.873226 69.7046 1.4976 · 10−8

MR 1.1710 · 10−8 0.873830 62.7108 1.6297 · 10−8

To test and analyze the effectiveness of the laser investigated
a number of lightlocating observations of the Moon, previously
treated in [6]. In tables 1,2 except “σ∆” are: % – the
percentage of “soiling” sample, σ – the standard error of
the approximation, R – multiple correlation coefficient, F –
observed value of F -statistics, used the notation methods: RR
– ridge regression, MH – Huber’s method, SRR – stable ridge
regression, MR – multiple regression (one of the computa-
tional schemes of LSM).

TABLE II
THE RESULTS ACCORDING TO “LUNAR LASER RANGING NUMBER OF

OBSERVATIONS OF THE MOON” WITH A FIXED CONTROL SAMPLE (10%
FROM THE END OF THE SERIES)

% σ R F σ∆
RR 1.0690 · 10−8 0.873226 69.5708 1.3280 · 10−8

MH 5 1.0805 · 10−8 0.873227 66.9164 0.9497 · 10−8

SRR 5 1.0573 · 10−8 0.873226 69.7046 0.9385 · 10−8

MR 1.1145 · 10−8 0.882079 68.0712 2.7608 · 10−8

V. CONCLUSION

In this paper we have created a special automated software
package for additive regression modeling that allows us to
verify compliance with the assumptions between the param-
eters of the regression analysis and least squares estimation
and to perform adaptation in the event of violations. The
method of joint solution of least squares estimation for the
case of violation of the linearity of error distribution and the
absence of multicollinearity has been developed. This made
it possible to improve the accuracy of estimating the model
parameters and the forecast in the presence of emissions and
multicollinearity using ridge regression estimations. Based on
the goals, were solved three tasks: 1) The synthesis algorithm
of the method of sustainable ridge estimation, adapted together
to marked disturbances; 2) The software implementation of the
new method; 3) The testing the program on empirical data. As
result when analyzing the quality of the model for external

as Sigma Delta method (Table 2) is stable ridge regression
provides the highest accuracy of prediction.

It should be noted the initial assumptions of the regression
analysis are always observed. However, discovering that the
preconditions are violated is not sufficient. A specific software
package containing particular measures that come into force
under these conditions are required. Thus, for the effective
use of adaptive regression modeling approach (ARM) one
should the apply a particular software package to automate
the process of taking observations, analyze the quality of
the models produced and analyze the compliance with the
assumptions of regression analysis using the ordinary least
squares method (LSM), as well as implement the appropriate
procedures to adapt. The purpose of this study is to improve
the performance of the computational modeling process by
automating the search for the optimal set of regressors, and
analyze it. To achieve this goal, it is necessary to solve a
number of problems: 1) Development of the software pack-
age “Interactive Automated System for Optimal Regressions
Modeling” (IASORM) based on connecting library quality
analysis model with the compliance status of assumptions;
2) Implementation of the algorithm scenario of automatic
data processing with the functional connection of libraries.
The software package IASORM is a specialized system that
implements the strategy of regression modeling. Automated
script processing can improve the effectiveness of the existing
methods of the package. Embedded library of the quality
analysis and of the compliance model assumptions extend
functionality for the user and is aimed at identifying the
adequacy of models and observations in order to detect viola-
tions of the basic assumptions of regression analysis. Proposed
scenario increases the computational process speed compared
to interactive computing. IASORS implements the strategy
of statistical (regression) modeling. This software package
can be used to create regression models and predict dynamic
processes.

The results of the work will be used in the reduction of
lunar observations [9], [10] and other positional observations
[11].
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Abstract — We propose a scheme of the universal quantum 
processing unit based on integrated optic waveguide excitation 
transfer of qubits between optical micro-resonators and Kerr 
nonlinear interaction between neighboring cavities. We present 
the protocols for the implementation of single-qubit gates and a 
two-qubit controlled phase gate. The optimal regimes of gates 
operation are studied using input-output formalism. 

Keywords — quantum processor, qubit, quantum gate, 
memory, input-output formalism 

I. INTRODUCTION 
Quantum gates on cross-Kerr nonlinearity of photon 

qubits are well-known [1,2]. Essential cross-Kerr 
nonlinearity was obtained experimentally in the paper [3]. 
However, it was shown by Shapiro that cross-talk noises can 
be too high in the case of local nonlinearity [4].   These 
restrictions were theoretically overcome in papers [5,6] for 
physical photon qubits interacting with the set of distributed 
optical cavities coupled with atoms. Here, we will consider 
the Controlled Phase gate (CPHASE, for short) on logical 
photon qubits with the use of optical cavities coupled with 
atoms. Being essentially nonlocal, these qubits are able to 
allow the separation of signal from noises using Purcell 
effect in separate cavities. 

The CPHASE gate is the main entangling gate of our set 
of operations, constituting universal basis for arbitrary 
quantum computations. Due to the pairwise logical encoding 
the proposed model may reduce the number of elementary 
gates for implementing complicated quantum algorithms and 
provides resistance to a number of quantum errors though at 
the price of doubling the number of physical qubits required. 

II. QUANTUM PROCESSOR ARCHITECTURE 
Let us consider the array of photon micro-cavities with 

cross-Kerr nonlinearity between them constituting quantum 
processing unit (Fig.1).  

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 1. Scheme of Quantum Processing Unit (QPU) on the arrays of three 
micro-cavities coupled via two-level atoms. 

We use the pairwise logical encoding |    |    |    
|    for operation of all gates. The CPHASE operation 
transforms target logical pair depending on the control 
logical pair. So for this operation we put a single photon 
excitation of the target pair into left and right cavities in a 
three-cavity array, while the middle cavity holds the photon 
excitation of one of the control qubits transferred from 
optical memory via nearby cavities coupling through 
common atoms between them. They can be moved to 
resonance or removed from it by an external field. 

III. CONTROLLED PHASE GATE. 

A. BASIC OPERATION MODE. 
Let us now consider the two-qubit CPHASE operation. 

First, we prepare initial state of the target qubit by loading 
excitation to the side cavities of selected three-qubit array 
(Fig.2) in the way described above. Then, we load excitation 
from one of the cavities of another three-qubit array to the 
middle control cavity of selected array and switch off further 
transfer of excitation among cavities. In addition, we switch 
off interaction between the first two cavities in the array. 

 

 

 

 

 

. 
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Fig. 2. Physical scheme of photon qubit CPHASE gate on the array of three 
micro-cavities coupled by cross-Kerr nonlinearity (C1, C2 and C3 are micro-
cavities, A is an atom, c-KN is cross-Kerr nonlinearity). 

Then, the Hamiltonian of the system can be written as 

 

       

 

where 

 

                                   (2) 

is main Hamiltonian,    is frequency of photons in cavity i, 
   is number of photons in cavity i, 

 

                                            (3)  

 

is perturbation Hamiltonian,     and     is third order 
optical susceptibility. The wave function can be written as 

 

    | ⟩ | ⟩ | ⟩    | ⟩ | ⟩ | ⟩    | ⟩ | ⟩ | ⟩  
  | ⟩ | ⟩ | ⟩ ,                     (4) 

 

where | ⟩  is the state of   photons in cavity        . 

 Writing down the Schrodinger equation                 
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The solutions of these equations are the following: 
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If                           ,       
we have for transfer matrix 

 

(

                            
                            
                            
                         

),                      (13) 

 

where   
 

 
    . This transfer matrix corresponds to 

CPHASE gate. 

However, the gate given by the matrix (14) is 
physical one, and we need to demonstrate its operation in 
the Hilbert subspace generated by the logical encoding 
|    |    |    |     Fortunately, this can be easily 
done by applying this two-qubit gate to the first qubit of 
each logical pair.  

 

Fig. 3. Logical scheme of the CPHASE gate, that physically operates on the 
first qubit of each logical pair. 

Consider the general case of the logical control and target 
pair: 

 

|   |       |      |        |      |     

    |          |          |          |        

(14) 

Since we are acting on the first and third qubit of the four-
qubit physical state and the only nontrivial result of the 
CPHASE gate is for the basis state |   , we obtain the 
following result: 

 

|   |        |          |          |      

     
   |          |   |        |   |    

Control Target 

CPHASE 

C3 

A 

C1 

C2 
c-KN 
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    |   |         
   |   |                                         

(15)                                  

which is exactly the desired action of the CPHASE gate in 
the logical subspace we use. 

B. LOSSES IN INPUT-OUTPUT FORMALISM. 
Let’s take into account the coupling of cavities with 

surrounding medium using input-output formalism.  In its 
framework, we have the following equations on photon 
annihilation operators 

 
   

  
  

 

 
[    ]  

 

 
   √      

 

where       is the number of cavity,   is cavity 
surrounding medium coupling parameter. With that, we 
assume the second cavity not to be coupled with its feeding 
waveguide in moment t0 since it was excited with quantum 
probability beforehand, previously to excitation of cavities 1 
and 3. We have 

 
   

  
        

 

 
   √     ,               (17) 

 
   

  
        

  

 
  ,   (18) 

 
   

  
        

 

 
        

 

 
   √     .   (19)       

                             

Values    and    in equations (18) and (19) are not 
constant in time. In order to evaluate the rate of this 
temporal variation, let us compose equation on   . It can be 
written as 
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Integration of equation (20) yields 
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where 

 

       ∫ {    √      
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If   is small than            . Similarly, it can be 
shown that            . 

After Fourier transform Equation (17) yields the 
following relation 
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Starting from input-output formalism relation 
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we get using (23) the following expression 
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Analogously, we have 
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We can write for input wave function 
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In the same way, we write for the output wave function 
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Using equations (25,27) we have 
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If the spectrum bound width of photon is narrow, we can 
assume              and, consequently, we have 
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   . In this case, equation (30) yields 

the following expression: 
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Taking into account that 
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we have 
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where         {
 

  
   },           

that corresponds to CPHASE gate. 

IV. SINGLE QUBIT GATES. 
If                        ,         

  we have using expressions (10-13)  for transfer matrix the 
following expression: 
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)                                  (35) 

 
that corresponds to a single-qubit rotation of our logical 
qubit around the   axis of the Bloch sphere. 

We can also perform the other single-qubit rotation 
       (that is orthogonal to         ) by transferring 
the excitation via waveguide between side cavities of the 
logical qubit. 

V. LOGICAL OPERATIONS AND UNIVERSALITY. 
The set of operations {        ,       , CPHASE} 

is a universal one, which means that the presented model is 
capable of performing arbitrary quantum computations. The 
universality of this set is actually an encoded one, i.e. it is 
valid in the Hilbert subspace that corresponds to some 
logical encoding of qubits. Here we use the pairwise 
encoding: |    |    |    |   . 

In this encoding any single qubit state  |     |    is 
actually stored as an entangled two-qubit state  |    

 |   , that is, the basis state of such a composite qubit is 
determined by the basis state of the first qubit of a pair. 

In this encoding we have the logical rotations around the 
  and   axes of the Bloch sphere. This allows for 
performing arbitrary single-qubit transformation and 
together with a logical CPHASE gate form a universal set of 
operations. 

VI. SUMMARY. 
Thus, we have considered two-qubit CPHASE gate 

operation with arbitrary phase variation on the array of three 
micro-cavities coupled by cross-Kerr nonlinearity in 
frequency narrowband regime and single-qubit gates 
constituting universal set of gates together with two-qubit 
one. Parameter matching conditions can be introduced for 
provision of regime with afore desired phase variation. It 
was shown theoretically in many papers, for example [7,8], 
that cross-Kerr nonlinearity and hence the efficiency of 
gates on cross-Kerr nonlinearity can be risen by the use of 
slow light.  Such Kerr nonlinearity could be material or 
structural, yet only structural one still had yield 
experimentally this enhancement of nonlinearity [9-13]. 
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Abstract— A promising direction in the process of creating 
expert systems for functional diagnostics is the use of neuro-
fuzzy systems. In this article, the following tasks are 
formulated and solved: carrying out a continuous analysis of 
the technical state of the diagnostic object in the process of 
functioning without disrupting functional relations, promptly 
obtaining information about the technical state of the 
diagnostic object at an arbitrary moment in time, eliminating 
the need to use additional stimulating signals for the diagnostic 
object during the diagnosis process, the ability to predict 
deviations of the technical state of the diagnostic object from 
normal in the process of receiving current data from the 
sensors. 

Keywords— expert, diagnostic, system, neuro, fuzzy, 
diagnosis, object, large, complex, malfunction 

I. INTRODUCTION 
At present time the advancement of science and 

technology supposes the use of various large-scale objects in 
the daily activities of human society. This raises the problem 
of processing a significant amount of data (Big Data) to 
determine the state of complex objects in the diagnostic 
process [1]. Since the data can be unstructured and it have a 
huge volume and variety, the number of diagnostic 
parameters (DP) can be in the hundreds or thousands [2][3]. 
Traditional mathematical methods for large diagnosis object 
(DO) are inapplicable due to the complexity of describing 
the states of an object in an explicit form. Therefore, in this 
situation, one of the possible ways to solve the diagnostic 
problem is to use intellectual means. Expert knowledge has 
a decisive role in determining the technical condition of 
complex objects. 

When solving problems of functional diagnostics of 
complex objects, the main critical factor is the time for 
making a decision based on production rules in an expert 
diagnostics system (EDS) for localizing a malfunction [4]. 
The use of EDS provides decision support in situations for 
which the diagnostic algorithm is not known and is formed 
from the initial data in the form of a chain of reasoning 
(rules). Modern diagnostic objects have difficult 
dependencies for the formalization of input and output data, 
therefore it is not always possible to build a strict 
mathematical model of such objects. To describe the 
properties of an object, it is advisable to use intelligent 
models that reproduce the logic of reasoning of the person 

that makes a decision, the basis of which is the knowledge 
base (KB) [5]. 

A significant drawback of expert systems is the 
significant labor costs required to replenish the knowledge 
base. Obtaining knowledge from experts and entering it into 
the knowledge base is a complex process, involving a 
significant investment of time and money. Therefore, an 
urgent task is to develop automated methods for 
replenishing knowledge base for expert systems for 
functional diagnostics. The solution of this problem is the 
using of neural networks, which advantage lies in the 
possibility of transferring the knowledge of the decision 
maker to the knowledge base of the EDS or automatic 
replenishment of the knowledge base with data from the 
sensors of the information system of the DO [6]. 

If the analysis of the behavior of a complex object is 
carried out by using a sensor network, then information 
about the state of the object will received from the sensors at 
certain intervals. The operator in real time determines the 
type of malfunction and forms a control action to eliminate 
the malfunction based on the current readings of the sensors. 
The initial data for making a decision is the EDS database, 
which contains models of possible real faults of the object 
and control actions for their localization or compensation. 
The information in the database is formed based on the 
analysis of the readings of the sensors received from the 
object during a certain interval of observation time in the 
presence of possible real malfunctions. The large volume of 
the database and the availability of information in the time 
coordinate significantly complicates the diagnostic task, 
therefore, it becomes necessary to structure the diagnostic 
information in the databases. One of the possible methods 
for solving this problem is the use of temporal decision 
trees, which, unlike ordinary decision trees, contain 
additional information about the time of obtaining 
information from the corresponding sensors of a technical 
object. The use of temporal trees can greatly speed up 
decision-making in an environment where time is a critical 
factor for decision-making. In this regard, an urgent task is 
to structure the initial tabular data using temporal decision 
trees [7]. 
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II. PROBLEM DEFINITION 
 The disadvantage of modern monitoring in the diagnosis 

of complex technical objects is the inability to determine the 
initial stage of a failure diagnosis object [7]. The 
introduction of modern hybrid intelligent technologies in 
solving diagnostic problems will allow not only to compare 
the monitored parameters with their reference values, but 
also to predict the possibility of a malfunction of both 
individual elements and the object as a whole. A promising 
direction in the process of creating expert systems for 
functional diagnostics is the use of neuro-fuzzy systems that 
combine the advantages of fuzzy expert systems and neural 
networks. The apparatus of fuzzy logic in the development 
of a knowledge base (KB), and output mechanisms allows to 
formalize the procedure of evaluation of technical condition 
on the basis of unreliable and inaccurate information in the 
identification of possible malfunctions. In order to form 
logical conclusions in the form of fuzzy production in 
hybrid expert diagnosis system (EDS) used in the form of 
knowledge production with fuzzy linguistic variables, which 

are presented with the terms of a membership function [8]. 
EDS (centralized control) at a given time reads the values of 
the set of parameters from the measuring DO sensors. After 
that, the expert operator enters the obtained data into the 
expert system and starts the processing program. Using the 
operator procedures for processing diagnostic information 
reduces the efficiency of the EDS and requires additional 
time. In the presence of automated technical means for 
storing and collecting information from DO sensors, it 
becomes possible to automate the procedure for replenishing 
the knowledge base and track huge volumes of rapidly 
changing information, to make high-quality and timely 
decisions when diagnosing complex objects. 

III. STATEMENT OF THE PROBLEM 
The main purpose of this work is to develop automated 

methods to replenish the knowledge base of expert systems 
of functional diagnostics using measuring sensors when 
monitoring complex objects. In the process of achieving the 
main goal are formulated and solved the following tasks: 

• carrying out continuous analysis of the technical 
condition of DO during operation without disturbing 
the functional relationships; 

• operative to obtain information about the technical 
condition of DO at any given time; 

• avoid the need for additional stimulus signals for DO 
in the diagnosis; 

• the ability to predict the state of technical deviations 
from the normal DO in the process of obtaining 
current data from sensors. 

IV. APPLICATION OF TEMPORAL DECISION TREES IN THE 
INFORMATION PART OF THE EDS 

The information part of the expert system ensures the 
accumulation, storage and transmission of information to 
other parts of the EDS and implements the end-user 

interface. The data coming from the sensors is unstructured 
and requires further processing. It is proposed to use 
temporal decision trees for preliminary processing and 
structuring of diagnostic data coming from sensors of a 
technical object to replenish the knowledge base. 

Modeling the behavior of an object considering its faulty 
states is implemented using a model that describes the 
structure and behavior of a complex technical object. Such a 
model is a triple <S, M, R>, where S is a set of variables 
that describe the state of the system; M – a set of operating 
modes, including the states “normal” (correct behavior) and 
«malfunction» (incorrect behavior); R is a set of relations 
connecting the multitude of variables S, that describes the 
state of the system and a set of operating modes M. 

A table of initial data, which contains all the necessary 
information to form a tree (Table I), is usually used to 
construct a temporal decision tree [7]. 

TABLE I. Table of Initial Data. 

This table contains m lines, where m is the number of 
simulated faults; n columns, of which (n – 3) columns 
correspond to the number of sensors, and the other three 
contain information about the control action Ui, decision 
time Ti, and cost Сi of possible consequences for each 
malfunction. The values of the sensor readings in the form of 
fuzzy values (N-norm, L-below the norm, H - above the 
norm) are recorded at the moments of time t0, t1, t2. 

Graphically, a temporal decision tree is a weighted 
directed graph Ttmp=(Vtmp, Etmp), in which v0 is the root of the 
tree. All vertices are divided into two classes: Vi - set of 
internal tree vertices; Vl is the set of outer tree vertices 
(leaves). 

Internal nodes Vi of the tree are weighted by observation, 
that is, by the pair <a, tc>, where: a is the name of the 
attribute; tc – timestamp. The leaf vertices Vl are weighted by 
the name or number Ni of the fault, the decision time Ti, the 
proposed control recovery action Ui, and the cost Сi of the 
consequences for the fault. 

 Each arc e of the decision tree is weighted by the 
condition “attribute [tc] - attribute value”, where “attribute” is 
the name of the attribute at the vertex from which the arc e 
originates, “attribute value” is one of the possible values of 
the “attribute” feature; tc is the time moment at which this 
check must be carried out, 0 ≤ tc < t*. When constructing a 
tree, a restriction is imposed on decreasing time stamps when 
traversing the tree from the root to the terminal vertex; that 
is, if time always goes forward, the decision time will 
generally be different for each situation. 

The need to make decisions in real time leads to the fact 
that the number of trees, that built in accordance with the 
incoming data, must be equal to the number of samples 
(analogous to pipelined data processing). Storing decision 
trees for each time interval requires a significant amount of 
EDS memory, so averaging is usually used for the input data 
in order to reduce this cost. However, in this case, 
information about the current changes in data from the 

Fault Sensor 1 Sensor 2 Controlling 
influence Decision time The cost t0 t1 t2 t0 t1 t2 

F1 L L  L N  U1 Т1 C1 
F2 L N N N H H U2 Т2 C2 
Fi N N N N N N Ui Ti Ci 
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sensors over a certain period of time can be lost, which is a 
significant drawback of methods for calculating average 
values. 

The problem of a significant amount of data from a 
complex DO can be solved by using this data as a training 
sample for a neuro-fuzzy KB. The EDS considered in this 
work, along with the use of traditional knowledge in KB, 
makes it possible to use a neural fuzzy network knowledge 
base and formalize the above practical problems to achieve 
the main goal of the work arising during the exploitation of 
radio electronic equipment.  

V. FUZZY MODELING OF TYPES OF FAILURES OF COMPLEX 
OBJECTS 

System of productions, frame structure, semantic 
networks and logical system are used as the basic models of 
knowledge representation in intelligent systems. The main 
difficulties in the design of intelligent diagnostic systems due 
to the fact that such systems were being developed for poorly 
formalized subject domains in which knowledge are 
inaccurate, incomplete, contradictory and variable. 

To simulate the reasoning of the expert most appropriate 
mathematical tool is the language of fuzzy sets, which 
minimizes the transition from verbal oral qualitative 
description of the object, which characterizes the human 
mind to a numerical quantitative estimate of its condition and 
to formulate on this basis, simple and efficient algorithms. In 
the fuzzy EDS advanced Boolean logic is used, which 
represents a set of membership functions and rules to justify  

the data. Unlike traditional EDS, which are mainly 
symbolic inference mechanisms, fuzzy EDS focuses on the 
numerical processing of source data [9]. For forming the 
production rules of an expert system, it is necessary to have 
fuzzy models of possible DO failures. 

During research of DO diagnostic state, one of the most 
complex problems consists in the quantitative description 
different states of DO subject to faults with emerged in 
process of exploitation. Solving this problem, it is impossible 
to correlate many input data with quantitative value. They 
are often described by qualitative attributes such as “much”, 
“strong” and so on. Therefore models, which are constructed 
on numerical estimate input data, are imprecise. Input data 
also depend on subjective estimate of an expert and enclose 
uncertainty and ambiguity, which is important to consider in 
decision-making process.  

At present it is known that fuzzy-set theory is useful for 
problem solution in case, when data are presented in a 
linguistic expression form and depended on subjective 
estimate of expert. For DO states evaluation let’s use the 
variable “Failure” and terms of this variable: {“no”, “light”, 
“medium”, “strong”, “destructive”}. Each term (value) of 
linguistic variable defines by fuzzy set. Difference kinds of 
WSN failures define by classification features, which are 
presented by fuzzy logic (Table II). 

VI.  THE STRUCTURE OF THE NEURO-FUZZY KB IN HYBRID 
EDS 

Using a hybrid EDS with a neuro-fuzzy KB for solving 
problems of diagnosing complex objects expands the 
capabilities of this class of intelligent systems, allows, with 
equal computing resources of a computer, to conduct an 

expert assessment of a larger number of options, increasing 
the reliability and accuracy of the results obtained [4][6]. 

The procedure for constructing a hybrid neuro-fuzzy 
EDS with heterogeneous knowledge for diagnosis under 
conditions of uncertainty includes the following stages: 

• formalization of the subject area (development of a 
conceptual model); 

• selection and adaptation of the diagnostic method; 

• a description of the diagnostic model of DO in the 
form of separate concepts (knowledge) in the 
knowledge base; 

• formation of a knowledge base with a rule base as a 
control component of the intelligent core; 

• description of heterogeneous knowledge in separate 
subsystems of the hybrid EDS (database, knowledge 
base, expert knowledge base, graphical database, 
calculation files, etc.); 

• selection of a neural network model and learning 
rules; 

• development of software for the used methods of 
fuzzy logic; 

• distribution of information flows between separate 
subsystems of the EDS; 

• testing of individual EDS subsystems with 
heterogeneous knowledge and the entire system as a 
whole. 

The main problem in the creation of EDS is the 
development of the structure of the neural network for the 
implementation of the neuro-fuzzy KB. This issue is devoted 
to a lot of scientific publications, which shows the different 
structures of neural networks for solving the problem. The 
structure of the neuro-fuzzy network is similar to the 
structure of a conventional multi-layer neural network with 
one input layer, one output layer and three hidden layers. 
Each node of the first layer represents one term with a 
triangular membership function. In this layer, the values of 
the membership coefficient are calculated in accordance with 
the applied fuzzification function for each of the six 
production inference rules. Layer 2. Antecedents (premises) 
of fuzzy rules are determined. The output of the node is the 
degree of compliance of the rule, which is calculated as the 
product of the input signals. Layer 3. The degree of 
implementation of production rules is normalized. Layer 4. 
Conclusions of the rules are formed as values of the 
weighted components of the output. Layer5. The aggregation 
of the result obtained according to various rules is carried 
out. The only neuron in this layer implements the 
defuzzification operation. Such a neural network makes it 
possible to identify faults with different degrees of 
membership [4]. 

The functional diagnostics algorithm is based on 
comparing the mathematical model of a specific diagnosed 
object with its reference and defect-free model, i.e. in 
checking supplies status parameters are in the range of their 
changes. Parameter going outside these ranges should 
indicate the presence of a malfunction in the corresponding 
object subsystem. 
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TABLE II. Diagnostic features description  

№ 
Diagnostic 

features 

Fuzzy value of   

features 
Kind of failure Definition 

1 
Failure 

appearance area 

significant hardware failure 

 
The failure, when the object is failed  by reason of hardware failure 

average 
software failure 

с 
The failure, when the object is failed  by reason of software failure 

insignificant 

2 

Nature of 

parameters 

variation during 

the failure 

significant 

(unexpected) 

sudden failure 

 

The failure, which is described by  discontinuous variation of object’s 

parameters 

average 
progressive failure 

 
The failure, which appears at object’s scaling 

insignificant 

(gradual) 

gradual failure 

 
The failure, which appears slowly at object’s scaling 

3 

Nature of failure 

existence on a 

time 

significant 

(continuous) 

hard failure 

 
The failure, which not ceases before elimination of its causes 

average duration 
intermittent failure 

 
The repeatedly incipient intermittent failure of the same nature 

insignificant 

(short-time) 

fault 

 
The intermittent or single failure 

4 
Detection 

possibility 

complex 
latent failure 

 
The failure, which is detected by special  diagnostic technique 

average 
implicit failure 

 

The failure, which is produced by another failures and revealed by 

diagnostic technique 

simple 
explicit failure 

 
The failure, which is detected visually or by using control devices 

5 

Conditionality by 

other failures 

(dependence) 

significant 
independent failure 

 
The failure, which isn’t conditioned by other failures 

average 
implicitly dependent failure 

 
The failure, which is  produced by another failures implicitly 

insignificant 
dependent failure 

 
The failure, which is conditioned by other failures 

6 
Resilience to 

break down 

complex 
unavoidable failure 

 

The failure, which elimination requires the replacement of misbehaving 

CS’s component 

average 
avoidable failure by repair 

 

The failure, which elimination requires the demounting and repair of 

misbehaving CS’s component 

simple 
on-site avoidable failure 

 
The failure, which elimination is possible without demounting 

7 
Failure 

appearance cause 

complex 
design error failure 

 
The failure, which is connected with design rule violation 

average 
manufacture-error failure 

 

The failure, which is connected with industrial process violation or 

WSn repair 

simple 
operational failure 

 
The failure, when uncritical consequence appears 

8 
Weight of the 

consequences 

significant 
critical failure 

 

The failure, when the danger to person’s life and health; and 

inconsiderable economic losses appear 

average 
middle weight failure 

 

The failure, which can involve an extensive damage but creates small 

danger to person’s life and health 

insignificant 
noncritical failure 

 
The failure, when insignificant consequences appear 
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In the hybrid neuro-fuzzy EDS, the reference model of 
the DO is stored in the knowledge base and refined in the 
process of acquiring new knowledge. The real model is 
formed in the database environment, and the relationship 
with the reference model through user queries. The solution 
of the problem of building an intelligent system for technical 
diagnostics of the state of DO on the basis of a hybrid EDS 
made taking into account the features of the external 
conditions of the EDS environment and the specifics of 
model adaptation in this environment. 

The content, form and algorithms for presenting 
information in a hybrid ES can be varied depending on the 
complexity of the simulated situation, the specifics and 
individual characteristics of the user. The expert user 
presents expert knowledge of DO diagnostics in the form of 
sets of examples. The internal form of expert knowledge 
presentation is a temporal decision tree. A set of examples is 
described using attributes and contains examples of the same 
structure, defined by its attributes, which can be connected 
by logical transitions. In this case, the corresponding 
decision trees are combined in such a way that another 
decision tree is added to the terminal vertex of one tree. 

VII. THE USE OF EDS FOR DIAGNOSING LARGE OBJECTS 
A feature of modern DO for information processing and 

control is that the diagnostic result depends on the number 
of input diagnostic parameters (DP) and the corresponding 
linguistic variables (LV). The initial data at this stage is a 
list of all possible inputs (diagnostic signs), on which the 
output depends (the result of diagnostics). Too large number 
of them will be more difficult diagnosis algorithm, so it is 
advisable to use only independent diagnostic features. In the 
manual synthesis of expert knowledge base must be 
removed from the list of non-essential features that will 
simplify the diagnosis object model and improve its 
performance. However, in the case of an automated method 
for replenishing a knowledge base, the number of input 
variables is determined by the number of EDS sensors. 

For an example of the EDS functioning, we consider that 
it is possible to measure numerical values for 24 diagnostic 
parameters (DP1, ..., DP24). The sensor readings are obtained 
at discrete times t0, t1, t2,…, ti. The time interval (ti+1 - ti) 
between two adjacent measurements is selected taking into 
account the rate of change of diagnostic parameters. All 24 
characteristics will play the role of diagnostic parameters in 
the intelligent diagnosis process. 

In evaluating the input DP (determining the diagnostic 
parameters) in the simplest case, it is advisable to limit 
ourselves to the three levels of gradation (three terms): L 
(low, below normal), A (average, norm), H (high, above 
normal).  

Consider the membership function of an arbitrary input 
variable DPi, which corresponds to some diagnostic feature, 
for example, "soil temperature" (Figure 1). The table for this 
example contains the parameters DPi. 

 
Fig. 1. Membership function DPi 

To implement the diagnostic algorithms, we use the 
MatLab and adaptive-network-based fuzzy inference systems 
(ANFIS) is used to solve problems related to parameter 
identification. ANFIS is basically a graphical network 
representation of Sugeno-type fuzzy systems endowed with 
the neural learning capabilities. The network is comprised of 
nodes with specific functions collected in layers. ANFIS is 
able to construct a network realization of IF/THEN rules. All 
computations can be presented in a diagram form. ANFIS 
normally has 5 layers of neurons of which neurons in the 
same layer are of the same function family.As a result of 
computer modeling, the structure of a neural fuzzy network 
for 24 inputs was obtained, which allows diagnosing 
possible DO failures. [9] 

VIII. CONCLUSIONS 
The time for making a decision on the localization of a 

fault is the most important critical factor in determining the 
technical state of complex objects. Using a hybrid expert 
diagnostic system with a neuro-fuzzy network knowledge 
base provides decision support in situations for which the 
diagnostic algorithm is not known and is formed from the 
initial data in the form of production rules. To automate the 
process of accumulating knowledge in an expert system, it is 
advisable to use object sensors, with which the values of 
diagnostic parameters are measured. The initial data is 
structured using temporal decision trees. The need to make 
decisions in real time leads to the fact that the number of 
trees corresponding to the incoming data is equal to the 
number of samples during the observation time. The 
problem of a significant amount of data in determining the 
state of a complex technical object is solved by using this 
data as a training sample for a neuro-fuzzy knowledge base. 
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