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TTTC IN GENERAL 

PURPOSE: The Test Technology Technical Council is a volunteer professional organization sponsored 
by the IEEE Computer Society and in-cooperation with IEEE CEDA and IEEE Philadelphia Section. The 
goals of TTTC are to contribute to members’ professional development and advancement and to help them 
solve engineering problems in electronic test, and help advance the state-of-the art. In particular, TTTC 
aims at facilitating the knowledge flow in an integrated manner, to ensure overall quality in terms of 
technical excellence, fairness, openness, and equal opportunities. 

MEMBERSHIP: Membership is open to individuals interested in test at a professional level. 

DUES: There are NO dues for TTTC membership and no parent-organization membership requirements. 

BENEFITS: The TTTC members benefit from personal association with other test professionals. They 
may have the opportunity to be involved on a wide range of committees. They receive appropriate and 
updated information and announcements. There are substantial reductions in fees for TTTC-sponsored 
meetings and tutorials for members of IEEE and/or IEEE Computer Society. 

TTTC ACTIVITIES 

TECHNICAL MEETINGS: To spread technical knowledge and advance the state-of-the art, TTTC 
sponsors many well-known conferences and symposia and holds numerous regional and topical 
workshops worldwide. 

STANDARDS: TTTC initiates, nurtures and encourages new test standards. TTTC-initiated Working 
Groups have produced numerous IEEE standards, including the 1149 series used throughout the industry. 

TECHNICAL ACTIVITIES: TTTC sponsors a number of Technical Activity Committees (TACs) that 
address emerging test technology topics and guide a wide range of activities.  

TUTORIALS and EDUCATION: TTTC sponsors a comprehensive Test Technology Educational 
Program (TTEP). This program provides opportunities for design and test professionals to update and 
expand their knowledge base in test technology, and to earn official accreditation from IEEE TTTC, upon 
the completion of four full day tutorials proposed by TTEP. 

TTTC CONTACT 

TTTC On-Line: The TTTC Web Site at http://tab.computer.org/tttc offers samples of the TTTC 
Newsletter, information about technical activities, conferences, workshops and standards, and links to the 
Web pages of a number of TTTC-sponsored technical meetings. 

Becoming a Member: Becoming a TTTC member is extremely simple. You may either contact by 
phone or e-mail the TTTC office, or fill out and submit a TTTC application form, or visit the membership 
section of the TTTC web site. 

TTTC OFFICE: 1 Marsh Elder Lane, Savannah, GA 31411, USA 
 Phone: +1-540-937-5066  Fax: +1-540-937-7848  E-mail:tttc@computer.org 
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TTTC: Test Technology Technical Council 

2019 IEEE EWDTS III



TTTC Officers for 2018 
Chair  Chen-Huan CHIANG  Intel - USA  chen-huan.chiang@intel.com 
1st Vice Chair  Giorgio Di Natale   LIRMM – France  giorgio.dinatale@lirmm.fr 
2nd Vice Chair  Xiaowei LI  Chinese Academy of Science - China lxw@ict.ac.cn 
President of Board   Yervant ZORIAN  Synopsys Inc. - USA   yervant.zorian@synopsis.com 
Past Chair  Michael NICOLAIDIS  TIMA Laboratory - France michael.nicolaidis@imag.fr 
Senior Past Chair   Adit D. SINGH  Auburn Univ. - USA  adsingh@eng.auburn.edu 
IEEE Design & Test EIC Jörg HENKEL Karlsruhe Institute of Technology - German  henkel@kit.edu 
ITC General Chair   Li-C WANG UC Santa Barbara - USA   licwang@ece.ucsb.edu 
Test Week Coordinator Yervant ZORIAN  Synopsys Inc. - USA   Yervant.Zorian@synopsys.com 
Secretary  André IVANOV  U. of British Columbia - Canada ivanov@ece.ubc.ca 
Vice Secretary Adam OSSEIRAN  Edith Cowan U. – Australia a.osseiran@ecu.edu.au
Finance Chair  Peilin SONG  IBM - USA  psong@us.ibm.com
Finance Vice-Chair   Kenneth D. Mandl  - USA mandlken@aol.com

Group Chairs 
Technical Meetings  Stefano Di CARLO Politecnico di Torino – Italy  stefano.dicarlo@polito.it 
Technical Activities   Claude THIBEAULT  Ecole Tech. Superieure – Canada thibeault@ele.etsmtl.ca 
Tutorials & Education  Paolo BERNARDI Politecnico di Torino – Italy paolo.bernardi@polito.it 
Standards  Adam CRON Synopsys Inc. - USA Adam.Cron@synopsys.com 
Communications   Michele PORTOLAN  TIMA Laboratory - France  Michele.portolan@imag.fr 
Standing Committee  Cecilia METRA  U. of Bologna - Italy   cmetra@deis.unibo.it  
Industry Advisory Board Yervant ZORIAN  Synopsys Inc. - USA   Yervant.Zorian@synopsys.com 
Electronic Media   Giorgio Di Natale   LIRMM – France  giorgio.dinatale@lirmm.fr 
Asia & Pacific  Kuen-Jong LEE NCKU – Taiwan, R.O.C. kjlee@mail.ncku.edu.tw 
Europe   Alberto BOSIO   École Centrale LYON – France  alberto.bosio@ec-lyon.fr 
Latin America  Victor Hugo CHAMPAC  Inst. Natl. de Astrofisica - Mexico champac@inaoep.mx 
North America  André IVANOV  U. of British Columbia - Canada ivanov@ece.ubc.ca 
Middle East & Africa Rafic MAKKI GLOBALFOUNDRIES – UAE  raficzein.makki@globalfoundries.com 

Technical Activity Committees 
Automotive Reliability & Test  Yervant ZORIAN  Synopsys Inc. - USA Yervant.Zorian@synopsys.com 
Board Testing Bill EKLOW  - USA beklow56@gmail.com
Defect Tolerance  Vincenzo PIURI  Politecnico di Milano - Italy  piuri@elet.polimi.it  
Economics of Test Magdy S. ABADIR - USA magdy.abadir@gmail.com 
FPGA Testing Michel RENOVELL  LIRMM - France   renovell@lirmm.fr 
Infrastructure IP  Yervant ZORIAN  Synopsys Inc. - USA   Yervant.Zorian@synopsys.com 
Memory Testing  Yervant ZORIAN  Synopsys Inc. - USA   Yervant.Zorian@synopsys.com 
MEMs Testing  Ronald D. BLANTON  Carnegie-Mellon U. - USA blanton@ece.cmu.edu 

Bernard COURTOIS  - France bcourtois@hotmail.co.uk 
Mixed-Signal Testing Bozena KAMINSKA  IMS Pultronics, Inc. - USA  bozena@pultronics.com 
Nanometer Testing Jaume SEGURA  U. of the Balearic Islands  - Spain dfsjsf4@clust.uib.es 
Nanotechnology Test Fabrizio  LOMBARDI  Northeastern U. - USA lombardi@ece.neu.edu  
Network-On-Chip Test Erik Jan  MARINISSEN IMEC - Belgium erik.jan.marinissen@imec.be 
On-Line Testing  Michael NICOLAIDIS  TIMA - France   michael.nicolaidis@imag.fr 
RF Testing  Iboun Taimiya SYLLA  Texas Instruments - USA   isylla@ti.com 
Silicon Debug and Diagnosis  Michael RICHETTI  Synopsys, Inc. - USA mike.ricchetti@Synopsys.com 
System Test  Ian HARRIS  UC Irvine - USA harris@ics.uci.edu  
3D Testing Yervant ZORIAN  Synopsys – USA zorian@Synopsys.com 
Test Compression Rohit KAPUR  Synopsys, Inc. - USA rkapur@synopsys.com 
Test & Verification Magdy S. ABADIR  - USA  magdy.abadir@gmail.com 
Test Education  Sule OZEV  ASU - USA   sule.ozev@asu.edu 
Test Synthesis  Scott DAVIDSON  Oracle - USA  scott.davidson@oracle.com 
Thermal Testing  Bernard COURTOIS  - France  bcourtois@hotmail.co.uk 

Standards Working Groups 
IEEE 1149.1 Christopher J. CLARK  Intellitech Corporation - USA cclark@intellitech.com 
IEEE 1149.4  Bambang SUPARJO  Mentor Graphics - USA  bambang_suparjo@mentor.com 
IEEE 1149.6 Bill EKLOW  - USA beklow56@gmail.com
IEEE P1149.7 Robert OSHANA  Texas Instruments – USA roshana@ti.com 
IEEE 1450-1999  Gregory MASTON Synopsys, Inc. - USA  gmaston@synopsys.com 
IEEE 1450.1  Tony TAYLOR t.taylor@ieee.org
IEEE 1450.2-2002 Gregg WILDER  Texas Instruments - USA  gwilder@ti.com
IEEE P1450.3  Tony TAYLOR t.taylor@ieee.org
IEEE P1450.4  Doug SPRAGUE  IBM - USA   dsprague@us.ibm.com

Jim O’REILLY Analog Devices - USA  jim_oreilly@ieee.org
IEEE P1450.6-1 Bruce CORY  NVIDIA – USA bcory@nvidia.com
IEEE 1450.6-2 Saman ADHAM  TSMC. – Canada saman.adham@gmail.com

2019 IEEE EWDTSIV



IEEE 1450.6-2005 Rohit KAPUR  Synopsys, Inc. - USA rkapur@synopsys.com 
IEEE P1450.7 Jean-Louis CARBONERO  STMicroelectronics - France jean-louis.carbonero@st.com 
IEEE 1500  Yervant ZORIAN  Synopsys. - USA  zorian@synopsys.com 
IEEE 1532 Neil JACOBSON  Xilinx Corp. - USA   neil.jacobson@xilinx.com 
IEEE 1581 Heiko EHRENBERG  GOEPEL Electronics - USA  h.ehrenberg@goepel.com
IEEE 1687 Kenneth POSSE AMD - USA  kepos@comcast.net

Alfred CROUCH  Asset InterTech - USA al.crouch@asset-intertech.com
IEEE P1838  Erik Jan  MARINISSEN IMEC - Belgium erik.jan.marinissen@imec.be

2019 IEEE EWDTS V



IEEE EAST-WEST DESIGN & TEST SYMPOSIUM 2019 
COMMITTEES 

General Chairs 
V. Hahanov
Y. Zorian – USA

General Vice-Chairs 
R. Ubar – Estonia
P. Prinetto – Italy

Program Chair 
S. Shoukourian –
Armenia
A. Ivanov – Canada

Program Vice-Chairs 
Z. Navabi – Iran
M. Renovell – France

Finance Chairs 
E. Litvinova

Publicity Chairs 
S. Mosin – Russia
G. Markosyan –
Armenia

Public Relation Chair 
V. Djigan – Russia

Steering Committee 
V. Hahanov
R. Ubar – Estonia
Y. Zorian – USA

Organizing Committee 
Z. Davitadze – Georgia
S. Chumachenko
E. Litvinova
A. Mishchenko

Program Committee 
J. Abraham – USA
V. H. Abdullayev -
Azerbaijan
M. Adamski – Poland
A. S. Mohamed –
Egypt
A. Barkalov - Poland
R. Bazylevych
A. Chaterjee - USA
D. Devadze - Georgia
V. Djigan – Russia
A. Drozd
D. Efanov - Russia
E. Evdokimov
E. Gramatova -
Slovakia
G. Harutyunyan -
Armenia
A. Ivannikov – Russia
I. Kabin - Germany
M. Karavay - Russia
V. Kharchenko
M. Khalvashi - Georgia

K. Kuchukjan -
Armenia
V. Kureichik - Russia
W. Kuzmicz - Poland
A. Matrosova - Russia
V. Melikyan - Armenia
S. Mosin - Russia
O. Novak - Czech
Republic
A. Orailoglu - USA
Z. Peng - Sweden
A. Petrenko
N. Prokopenko -
Russia
J. Raik - Estonia
A. Romankevich
R. Seinauskas -
Lithuania
S. Sharshunov -
Russia
A. Singh - USA
J. Skobtsov
Z. Stamenkovic –
Germany
V. Tverdokhlebov -
Russia
V. Vardanian - Armenia
V. Yarmolik - Belarus

2019 IEEE EWDTSVI



17th IEEE EAST-WEST DESIGN & TEST SYMPOSIUM (EWDTS 2019) 
Batumi, Georgia, September 13-16, 2019 

The main target of the IEEE East-West Design & Test Symposium (EWDTS) is to exchange 
experiences between scientists and technologies from Eastern and Western Europe, as well as 
North America and other parts of the world, in the field of design, design automation and test of 
electronic circuits and systems. The symposium is typically held in countries around East 
Europe, the Black Sea, the Balkans and Central Asia region. We cordially invite you to 
participate and submit your contributions to EWDTS`18 which covers (but is not limited to) the 
following topics. 

• Analog, Mixed-Signal and RF Test
• ATPG and High-Level TPG
• Automotive Reliability & Test
• Built-In Self Test
• Debug and Diagnosis
• Defect/Fault Tolerance and Reliability
• Design Verification and Validation
• EDA Tools for Design and Test
• Embedded Software
• Failure Analysis & Fault Modeling
• Functional Safely
• High-level Synthesis

• High-Performance Networks and Systems
on a Chip 

• Internet of Things Design & Test
• Low-power Design
• Memory and Processor Test
• Modeling & Fault Simulation
• Network-on-Chip Design & Test
• Flexible and Printed Electronics
• Applied Electronics

Automotive/Mechatronics 
• Algorithms
• Object-Oriented System Specification and

Design 
• On-Line Testing

• Power Issues in Design & Test
• Real Time Embedded Systems

• Reliability of Digital Systems
• Scan-Based Techniques
• Self-Repair and Reconfigurable

Architectures 
• Signal and Information Processing in

Radio and Communication 
Engineering 

• System Level Modeling, Simulation &
Test Generation 

• System-in-Package and 3D Design &
Test 

• Using UML for Embedded System
Specification 

• Optical signals in communication and
Information Processing 

• CAD and EDA Tools, Methods and
Algorithms 

• Hardware Security and Design for
Security 

• Logic, Schematic and System Synthesis
• Place and Route
• Thermal and Electrostatic Analysis of

SoCs 
• Wireless and RFID Systems Synthesis
• Sensors and Transducers
• Medical Electronics
• Design of Integrated Passive
Components

The Symposium will take place in Batumi – is the second-largest city of Georgia, located on the
coast of the Black Sea in the country's southwest. It is situated in a subtropical zone near the 
foot of the Lesser Caucasus Mountains. Much of Batumi's economy revolves around tourism 
and gambling, but the city is also an important sea port and includes industries like shipbuilding, 
food processing and light manufacturing. Since 2010, Batumi has been transformed by the 
construction of modern high-rise buildings, as well as the restoration of classical 19th-century 
edifices lining its historic Old Town. 
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Abstract—Runtime memory vulnerabilities, especially present
in widely used languages as C and C++, are exploited by attackers
to corrupt code pointers and hijack the execution flow of a
program running on a target system to force it to behave
abnormally. This is the principle of modern Code Reuse Attacks
(CRAs) and of famous attack paradigms as Return-Oriented
Programming (ROP) and Jump-Oriented Programming (JOP),
which have defeated the previous defenses against malicious code
injection such as Data Execution Prevention (DEP). Control-
Flow Integrity (CFI) is a promising approach to protect against
such runtime attacks. Recently, many CFI solutions have been
proposed, with both hardware and software implementations.
But how can a defense based on complying with a graph
calculated a priori efficiently deal with something unpredictable
as exceptions and interrupt requests? The present paper focuses
on this dichotomy by analysing some of the CFI-based defenses
and showing how the unexpected trigger of an interrupt and
the sudden execution of an Interrupt Service Routine (ISR) can
circumvent them.

I. INTRODUCTION

Computing devices are nowadays a corner stone of our daily
life. Almost all services have now been translated into digital,
and even the objects that surround us are computer-controlled
and mutually connected, in what is usually referred to as the
Internet of Everything. In such a scenario, ensuring security
of data and privacy has become increasingly important.

Securing this new global network concerns not only the
integrity and the trustworthiness of links and interconnections,
but also relates to aspects strictly bound to embedded systems,
such as the adopted programming languages. Most lines of
code are still written in C and C++ [2], since these languages
permit a good degree of low-level control without losing the
advantages of high-level statements. Although, the possibility
of operating at low level can turns into a disadvantage when
dealing with security issues, since the direct management
of memory pointers opens the door to a wide range of
vulnerabilities. These include, among others, dangling pointers
[4], i.e., pointers to live objects which are mistakenly freed and
can be corrupted during the execution, and buffer overflows
[36], i.e., out-of-bounds writes of a memory buffer which
corrupts adjacent data on stack or heap.

Some of these vulnerabilities may also enable corruption
of code pointers, used as argument of indirect control-flow
transfer instructions. Malicious attackers, by tampering with

them, succeed in taking full control over the program execution
path. In such attacks, rather than by injecting code, a malware
is executed by redirecting the flow of the program to portions
of code that already exist in memory but are not meant to be
executed in that order. This is the fundamental aspect of code-
reuse attacks and famous exploit paradigms such as Return-
Oriented Programming (ROP) [41] [12] [14] [37] and Jump-
Oriented Programming (JOP) [9] [17]. Attackers individuate,
within the code, short sequences of instructions (typically
from 2 to 5) called gadgets. A gadget always ends with an
indirect control-flow transfer instruction which can be used
as a trampoline for the next gadget. By opportunely selecting
gadgets and chaining them together, it is possible to force
very dangerous behaviours, with Turing-complete compute
capabilities [41] [46].

In [3], the enforcement of the Control-Flow Integrity (CFI)
as basic defense was formalized. CFI dictates that, during
program execution, whenever a control-flow transfer occurs,
it must target a valid destination, as determined by a Control-
Flow Graph (CFG) created at compile time. Several solutions
for the CFI have been proposed [8] [22] [48] [35] [50] [30]
[23] [42] [19] [21] [49]. Commonly, two phases are distin-
guished: during the offline phase, the intended flow transfers of
the program are computed, and in the online phase it is verified
whether these transfers are respected by the running program
without divergencies. The offline phase is usually performed
resorting to a static analysis of the program binary, finding its
basic blocks. As in [32], a basic block is defined as a linear
sequence of program instructions having one entry (the first
instruction executed) and no branches out except at the exit (a
control-flow transfer instruction). All statements within a basic
block are executed before transferring the control to the next
basic block. Transfers and basic blocks assume the identity of
edges and vertices within the Control-Flow Graph, and if an
online monitor (software or hardware) is able to guarantee
that the program does not take paths different from those
established in such a graph, then the program is considered
secure and immune to redirection attacks.

The CFG represents the intended behaviour of the program,
but actually can not deal with unpredictable events that may
happen at runtime. In real cases, interrupt requests can be sent
to the processor at any time. Serving a request is an exceptional
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flow transfer, not triggered by any instruction, which preempts
the execution even in the middle of a basic block, and forces
the control to move to the Interrupt Service Routine (ISR)
location. Such routines: (a) save the context of the current
execution (i.e., the instruction pointer and the status word, as
well as the used registers) on the stack, (b) acknowledge the
request, (c) at their completion, they restore the context and
return the control to the application. It worth pointing out that
they contain normal code as any other function, including,
for instance, possible local buffers that can corrupt the stack
if overflowed or any other memory vulnerability. ISRs could
thus be used to start a control-flow-hijacking attack, with the
significant difference that, in these cases, all the static defense
techniques that rely on the CFG enforcement, fail. During the
offline analysis phase, both the locations from which ISRs are
activated and, consequently, the return locations, are unknown.
As a consequence, there is no way to monitor and protect them
resorting to CFGs.

When the application runs on top of an Operating System
(OS), the response to an interrupt request is demanded to the
kernel. Programmers that intend to adopt a CFI enforcement
solution for their programs are forced to rely on the OS capa-
bilities to prevent possible problems related to interruptions.
When instead no OS is present (bare-metal), the Interrupt
Vector Table (IVT) and the ISRs are totally part of the
program, so the above mentioned issues must be carefully
addressed.

The present paper aims at showing how some of the classic
examples of CFI enforcement, either hardware-assisted or
purely software-implemented, fail in their protection purposes
under the presence of hardware interrupts and vulnerable ISRs.
The rest of the paper is organised as follows: Section II
provides some technical background on code-reuse attacks and
common solutions, while Section III analyses in details some
CFI solutions and explains why and how they are vulnerable
in presence of interrupts. Section IV concludes the paper.

II. BACKGROUND

In computer security, the term Arbitrary Code Execution
(ACE) is commonly used to describe the ability to execute
arbitrary commands or code on an attacked machine. ACE
is achieved through tampering with the instruction pointer
(in some architecture referred to as Program Counter) of a
running program. The instruction pointer points to the next
instruction to be executed, therefore by controlling its value
an attacker can control the instruction to be executed next.
To execute arbitrary code, attackers exploit possible memory
vulnerabilities [36] [4] [44] present in a program to redirect
the instruction pointer to malicious code, often referred to as
payload.

Traditionally, the payload was injected together with the
corrupted instruction pointer in the memory of the program
(Code Injection) thank to vulnerabilities typically present in
the stack [33]. Such exploits were made impossible after the
wide adoption of Data Execution Prevention (DEP) [43] and
Write XOR Execute policy [45], for which no memory location

can be both writable (W) and executable (X). Attackers then
reacted by devising a new attack paradigm, in which the
payload is composed of code already present in the memory
image of the application under attack. This was the born of
the so called Code Reuse Attacks (CRA). The standard C
library, libc, is the usual target, since it is loaded in nearly
every program. By carefully arranging values on the stack, an
attacker can cause a sequence of functions to be invoked, one
after the other, with arbitrary arguments (Return-into-libc, [1]).
DEP-based defences are thus circumvented, but still with some
limitation, since fully arbitrary execution cannot be reached.

In [41], the authors stated that ”in any sufficiently large
body of executable code there will exist sufficiently many useful
code sequences that an attacker who controls the stack will
be able [...] to cause the exploited program to undertake
arbitrary computation”. This is the idea behind the exploit
known as Return-Oriented Programming (ROP). ROP is based
on the assumption that return addresses on the stack can point
anywhere, not just to the beginning of functions. Therefore,
the control flow can be hijacked through a series of small
sequences of instructions, each ending with a ret, known
as gadgets. In a large enough codebase (such as libc), there
is a massive selection of gadgets to choose from, and the
attackers achieve the maximum of expressiveness [46]. On
the x86 platform, the attack is made stronger by the fact that,
since there is no fixed instruction length, any sequence of raw
bytes can be interpreted as an instruction, and the rogue return
address can point even in the middle of an opcode transforming
it into another.

Fig. 1. Return address corruption, start point of Return-into-libc and ROP
attacks.

The concept of ROP was first generalised to other archi-
tectures [12] [25] [15] [14] [31] and then extended to non-
ret-ended gadgets: ret is useful in gadgets as it transfers
the control flow using a program value (the return address on
top of stack), not precalculated at compile time. As a result,
indirect formats of jmp and call can as well be used to reach
a desired instruction sequence. The concepts of Jump-Oriented
Programming (JOP) [9] [17], Call-Oriented Programming
(COP) [39], and others [40] [29] were introduced.

In the last years, research community and companies started
elaborating and adopting different types of solution to counter
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CRAs. Address Space Layout Randomisation (ASLR) [7] is
a countermeasure taken at link-time which randomises the
memory layout of the application, making it harder for an
attacker to know the exact address of libraries code. Actually,
in 32-bit architecture the introduced entropy is too low, and
brute-force attacks can easily break the defense. Furthermore,
it suffers of information disclosure, since just the base address
of each segment is randomised, and therefore gaining the
knowledge of a single address leads to compute the library
segment base address in a straightforward manner [38].

In [20], the concept of stack canary or stack cookie was
introduced: when a function is called, an additional word with
a known value can be pushed on top of the stack, which
is placed between the return address and the local variables.
When the function returns, the value of the canary is checked,
and, if it is found changed, the program is considered under
attack and terminated. The canary can have a random value
difficult to guess or can be composed of terminator characters,
making it difficult to manipulate using input function (such as
gets()), since terminator character breaks the input streams
when recognised. However, canaries have been shown to be
circumventable with more targeted stack-smashing attacks [5].

In order to address the stack smashing problem as-a-whole,
a Shadow Call Stack (SCS) can be used [47] [26] [19] [11]
[10]. Basically, at call-time, the return address is both saved
on top of the normal stack and on top of an additional shadow
one, accessible only by the processor in a private manner. At
return time, the instruction pointer is poped from both stacks,
and the values compared. If a mismatch is found, an exception
is raised. Even if this solution protects the stack, it is not
sufficient to fully protect an application, as it only blocks stack
smashing and does not address memory vulnerability present
in other segments (heap, bss, data, etc), with the consequence
that exploits such as JOP can be easily performed.

Heuristic-based approaches claim to detect CRAs by typi-
cally monitoring the number of branches of the program and
block it when suspicious behaviour is sensed. The assumption
is that gadgets for ROP and JOP attacks usually consist of
no more than 5 instructions. DROP [16], kBouncer [34] and
ROPecker [18] are examples of heuristic-based defenders.
However, it has been demonstrated that the heuristic can be
easily thwarted by executing, between malicious jumps, longer
sequences of non-jumping instructions or branches considered
as secure [28].

Solutions presented so far can still be valid mitigation
techniques, relatively simple to implement, but each of them
addresses the problem of code redirection attacks just with
respect to one of the vulnerabilities that lead to the exploit,
without an all-encompassing vision. The paper [3] first tried
to change perspective by introducing the concept of Control-
Flow Integrity (CFI) as basic defense against CRAs, regardless
of the vulnerability that may cause them. The concept behind
CFI is monitoring the program at runtime to detect abnormal
diversion from what is stated in its Control-Flow Graph.
Each node in the CFG represents a basic block, which is
a group of non-jumping instructions executed sequentially.

Edges represent branches in the control flow, caused by jump,
call, or return instructions. The CFG is defined before the
execution, through a static analysis of the source code or of
the binary, or by execution profiling, a test run which creates
the possible paths. Then, at runtime, the dynamic control flow
changes are restricted to the static CFG. Typically, just indirect
formats of branching instructions are monitored, as it is usually
assumed that the code is immutable, not self-modifying and
not generated just-in time.

CFI policies are clustered into coarse-grained if the moni-
toring is not done by strictly enforcing the CFG, but based on
simple rules, such as ensuring that ret targets are preceded
by a call, or indirect calls only target prologues of functions,
and similar. Fine-grained policies, instead, check that the
execution traverses valid edges of the pre-computed CFG,
only. However, coarse-grained solutions are not so different
from heuristics, as both aim at distinguishing the rogue be-
haviours from those that most probably are benevolent. But
most probably does not mean certainly, especially when we
are dealing with clever attackers. Recent works [24] [27] show
how it is possible to induce such security policies to believe
that actions are within the rules when they are not. In [13] the
authors showed that just 70 KB of binary code retrieved in 10
different executables within /usr/bin of Linux have been
sufficient for mounting fully call-preceded ROP attacks.

Therefore, fine-grained CFI solutions are the only CFI poli-
cies ensuring that all control flow transfers within a program
are only the ones intended by the design. In the next Section,
we will compare the fine-grained CFI strategy and its most
well-known implementations with the problem of unplanned
interrupts, and we will show how defences can be bypassed.

III. MAIN ISSUES OF COMMON SOLUTIONS

A. Control-Flow Graph

As defined in [6], the Control-Flow Graph (CFG) is a
directed graph in which the nodes represent the basic blocks
(see Section I) of a program and the edges represent the
control-flow transfers. The CFG is a good instrument for
outlining the behaviour of a program, but it is not sufficient
to completely describe the runtime execution of a program, in
particular considering interrupts, that can occur at any time
and are thus absolutely unpredictable.

When an interrupt is triggered, a pair of “phantom” edges
are created, outside the CFG: the former one connects the
just-executed instruction to the initial basic block of the ISR,
while the latter one connects the exit point of the ISR to the
instruction following the interruption site. At offline analysis
time, it is not possible to know where these “phantom”
edges will be located. Moreover, their occurrence is not just
untraceable, but against the definition of CFG, too, as they
can start from (and arrive to) an instruction internal to a basic
block.

The processor, before serving an interrupt request, saves
the context of the currently executed program in order to
be able to restore it when the execution is resumed. The
problem is that the code of the ISR is a just another piece of
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code, not immune to vulnerabilities from which an attack can
start. In particular, if the routine contains one of the memory
vulnerabilities presented above, the return address may be
corrupted and an attacker may gain control over the program
execution redirecting it to potentially dangerous code.

Given the intrinsic asynchronous nature of interrupts, no
static analysis can provide a valid mean to monitor this type
of transfers at runtime.

B. Binary Instrumentation

The presence of interrupts is an issue not just for its
non-traceability, but also for the fact that it can break the
defences based on fine-grained CFI. To achieve it, several
binary instrumentation approaches have been proposed.

One of these is the label-based binary instrumentation, first
introduced by Abadi et al. [3] in their milestone paper. The
label-based approach relies on modifying the compiled binary
to insert unique IDs at the beginning of each basic block.
Before each indirect branch, few instructions are inserted to
check if the destination basic block’s ID is in fact targeted by
the instruction. Control flow tampering causes the check to
fail, since the destination label ID will not match the label ID
stored inside the program. Anyway, attacks are still possible
if an interrupt request is served in the middle of the code used
to instrument the jump.

The following code

cmp [ecx], 12345678h
jne violation
lea ecx, [ecx+4]
jmp ecx

is used to ensure that the jmp ecx at the bottom reaches the
code starting with that ID, such as

.data 12345678h
mov eax, [esp+4]
...

Anyway, let us suppose that, thank to a memory vulnerability,
an attacker has already tampered with the content of ecx to
exploit that indirect jump. If an interrupt request is served
between the cmp and the jne that triggers the violation, the
processor status word (PSW) is pushed with the return address
on top of the stack. The ISR may contain a vulnerability, and
the PSW may be maliciously overwritten, such that the ZF
flips and, when returning, the violation is bypassed and the
desired piece of code is reached by the attacker.

The following instructions

mov eax, 12345677h
inc eax
cmp [ecx+4], eax
jne violation
jmp ecx

represents an alternative way to instrument the code if the
destination is instrumented as follows

prefetchnta [12345678h]
mov eax, [esp+4]
...

using a side-effect-free x86 prefetch instruction. This version
is even more exposed to interrupt issues: the previous exploita-
tion is still possible if a vulnerable ISR is executed between the
cmp and the jne, but another attack is possible. The cmp with
the ID resorts to a register instead of an immediate. Therefore,
let us suppose that a vulnerable ISR is triggered after the mov
and before the cmp. If the ISR makes use of the eax register
for its operations, it has to push it, and a stack corruption may
permit to modify the content of eax with the desired label or
even with the binary target of the attack. This is not unlikely:
eax is a general-purpose register which may be used by the
ISR.

An additional defense based on binary instrumentation is
Control-Flow Locking (CFL) [8], which consists in inserting
“lock” code before indirect transfer instructions and “unlock”
code at each of their valid target. The lock code sets a lock
variable to a value, while the unlock code, before proceeding
with the execution, verifies whether the value is the lock
one. The lock code also verifies if the just-executed code
was unlocked and thus allowed to run, otherwise it notifies
a violation. The two codes are specular:

L_lock: cmp lck, 0
jne violation
mov lck, key
ret
...

L_unlock : call <function>
cmp lck, key
jne violation
mov lck, 0

As in the label-based approach, problems may stem by the
fact that the flags are possibly altered during the execution of
a vulnerable ISR, so the violation can be skipped. In addition,
even if the author claims that value of lck is stored in a
protected memory, it is likely that the one seen above is not the
real set of added instructions, and that lck is first transferred
into a register. This is definitely true when this solution is to
be implemented in a RISC machine, where comparisons with
memory locations are not allowed. In such a situation, if an
interrupt arrives during the manipulation of the lock value, and
the register used is pushed because the ISR needs it, then it is
possible that it may be restored as corrupted, with consequent
defeat of the defense.

C. Hardware-assisted CFI

CFI solutions based on code instrumentation lacks sufficient
isolation of the variables and data structures that provide
security, as we have shown, as well as they suffer of large
overhead. Hardware-based CFI solutions try to overcome these
limits. The respect of the CFG is checked at runtime via a
hardware monitor, which in most cases is directly inserted
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Fig. 2. Tracking of CFG in Sullivan et al. solution [42].

into the processor’s pipeline stages [23] [42] [19] [49] but can
be also attached externally to the debug interface [30].

Sullivan et al. [42] presented a solution in which they
modified the soft processor SPARC LEON3 introducing two
security-based private data structures, the “Label State Reg-
ister” (LSR) and the “Label State Stack” (LSS), and five
additional instructions to control them. When an indirect call
is to be performed, cfibr lbl is executed first, which
pushes a unique label on top of LSS, indicating the call site.
cfiprc lbl then saves into the LSR a unique label for
the function location. The first instruction of each function
is always cfichk lbl, which verifies that the content of
LSR is lbl. At return time, the processor enters in a state
which only accepts cfiret lbl, otherwise it is blocked. So
all the instructions following an indirect call are cfiret in
such an architecture. Indirect jumps are instead instrumented
with cfiprj lbl, which store lbl in the LSR, and at all
possible destinations, cfichk lbl verifies that the content
of LSR is in fact lbl.

However, the hardware implementation of the CFI enforce-
ment does not make it immune to possible breaks due to inter-
rupts. Referring to Figure 2, let us assume that an interrupt is
triggered after cfibr A1. The ISR reached cannot obviously
verify the caller identity with a cfichk, because it accepts a
static label, unknown at code writing time. The ISR may be
vulnerable, and the return address may be tampered with, and
again the return site cannot be instrumented. The attacker can
thus enter into the middle of any function body, and execute
any wondered piece of code. At a certain time, when the ret
is executed, the top of the LSS is written with A1, so the
function returns back to the original call site, and no violation
is sensed, as the cfiret performs a valid check.

IV. CONCLUSIONS

The present paper analysed the threat of Code Reuse Attacks
(CRA) and some of its countermeasures based on complying
with the Control-Flow Graph (CFG) with the unpredictability
of hardware interrupts. These, in fact, naturally conflict with
the static nature of any pre-execution instrument and can
open breaches in the defences proposed so far, independently
of their actual implementation in software or in hardware.
Although exploiting these vulnerabilities to successfully carry
out an attack is not trivial, their presence is evident, and it
is therefore advisable to try to lock the door better before
someone could learn how to open it. Nobody can exclude

that somewhere, hidden within the code, there is a sequence
of even few but very dangerous instructions, such as setting
a password or a key with a default value, or overwriting
important memory areas, or that may be exploited to activate
additional vulnerabilities to exploit later.

Fine-grained CFI solutions remain today the only effective
way to defend against this type of attacks. However, especially
when interrupts are frequent, such as microcontroller applica-
tions in embedded systems, this particular weakness cannot be
ignored, and additional solutions must be adopted.
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Abstract— Abstraction alongside with multi-level modeling 

of embedded real-time systems, such as ADAS applications, has 

gained attention for system analysis and hardware realization. 

Due to the complexity of the state of art embedded digital signal 

processing, pre-evaluation before design can reduce time and 

performance hinders. As a system-level language and 

framework, SystemC is used in this work to exercise its 

suitability for hardware design space exploration (DSE). The 

methodology used in this paper provides a hardware/software, 

multi-level unified modeling environment and shows hardware 

realization of a SystemC model considering concurrency of the 

modules, modularity, and synchronization features. A vehicle 

detection application is evaluated as a case study. 

Keywords— SystemC, design space exploration, ADAS, 

vehicle detection 

I. INTRODUCTION 

Today’s trend for embedded systems is going toward 
implementing system on chips (SOC) including multiple 
processors, high-speed communication interfaces and 
reconfigurable processing elements. With the increased 
complexity of such digital circuits, the need for higher 
performance, much more productivity, time to market and 
lower cost increases in turn. These factors made the SOC 
design a challenging topic.  

 Hardware, analog and software co-simulation can result in 
more optimal platforms by eliminating the need for 
redesigning. Furthermore, traditional RTL based designs 
impose long-time simulation. This can be a major drawback 
during test and verification since based on Moore’s law, the 
amount of test vectors in a verification rises by a factor of 100 
every six years, which is 10 times the increase of the number 
of gates on a chip [1]. To overcome these problems, there is a 
need for tools that work at higher levels of abstraction and 
speed up the simulation.  

Modern cars include technology to expand vehicle safety 
and more generally road security. This concept is known as an 
advanced driver assistant system (ADAS) that has received 
considerable attention in recent decades. ADAS systems act 
by some methods to alert the driver or by taking over control 
of the vehicle. Computer vision with a combination of both 
radio detection and ranging (RADAR) and light detection and 
ranging (LIDAR), is at the forefront of technologies that 
enable the evolution of ADAS [2]. The implementation of the 
computer vision-based ADAS applications in a real 
automotive environment is not an easy procedure.  Embedded 
vision systems for driver assistance need to set a trade-off 
between several requirements such as dependability, real-time 
performance, low power consumption, fast time-to-market 
and etc. [3]. On the other hand, the increase of sensor 
processing data and the complexity of the algorithms seek 
more powerful processing platforms. Heterogeneous 

platforms composed of microcontrollers and hardware 
accelerators are at the bleeding edge of ADAS 
implementations [3]. 

 SystemC, a class of C++ language, is a good option for 
electronic system level of abstraction. This standard language 
is able to create every model with any complexity using 
specified wrappers, representing functional elements of digital 
systems and can be used to verify and simulate functionality 
and behavior of such systems faster. SystemC can be used for 
evaluating the architectural and functional trade-offs and 
selecting the best architecture and procedure through design 
space exploration. So DSE is facilitated in modern design with 
using SystemC. 

 This paper presents a design flow that takes an algorithmic 
software description of a vehicle detection as an ADAS 
application, and steps through the design stages for creating a 
set of communicating hardware modules that implement the 
starting algorithm. The application is described in C/C++, and 
the final hardware representation is in SystemC.  

 The next section presents a brief description of SystemC 
indicating how it will be used in high-level system design. The 
section that follows discusses vehicle detection and an 
algorithm for its implementation. Steps for extracting 
SystemC modules and their corresponding communications 
are discussed in Section IV. Section V shows simulation 
results of the hardware realization of the vehicle detection 
application that is now represented in SystemC. 

II. DESIGN WITH SYSTEMC 

SystemC is a high-level modeling language that uses a 
discrete event simulation kernel based on C++. Different 
scenarios of an embedded system can be verified using 
SystemC modeling. This provides a platform for design space 
exploration. SystemC can pick and choose levels of 
abstraction from simple gate level to high-level abstracted 
models.  

SystemC consists of several SC_MODULEs, instantiated 
inside the main module. The modules are connected through 
their ports using channels. An sc_signal is a built-in SystemC 
channel for RTL descriptions, while other channels for higher 
abstraction are also offered by SystemC. Definition of other 
custom channels are also possible in SystemC that can be used 
for special types of data and handshaking mechanisms.  

A set of transport channels are also defined in SystemC 
that mainly focus on memory-mapped IO and memory 
communications. This is referred to as TLM-2.0, which is now 
widely used in embedded applications.  

 There exist more complex channels like FIFO, stack and 
even caches. This is done by registering concurrency of 
processes inside constructor’s SC_THREAD anywhere from 
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gate level to behavioral software program describing the 
system.  

III. VEHICLE DETECTION IN ADAS 

Determining the position of the vehicles in front of one’s 
own is key information to help driver assistance systems to 
increase a driver’s safety and accident prevention. So a major 
function of ADAS is vehicle detection using computer vision 
technologies [4]. There are several methods and techniques to 
implement vehicle tracking and detection systems. 

Different popular techniques of vehicle detection are 
discussed in [2]. Reference [4] gives an accurate identification 
and high-performance results compared to other existing 
methods. Work described in this reference achieves an 
accuracy of 95.8% at 30 frames per second for detecting 
proceeding vehicles tested on highways in the daytime.  

As a case study, we select the system of [4] with some 
modifications and implement its detection mode. In this 
system, the features of the vehicle in front are extracted and 
recognized by the following refined image processing 
algorithm. The flow of this algorithm is shown in Fig. 1. 

 

Fig. 1. Flow of vehicle detection algorithm 

 At the beginning, to reduce the computing complexity, the 
color space of the image will be transformed from RGB to 
grayscale. 

For removing the interference and strengthening the 

profiles of vehicles, the lane marks of the image are removed 

to generate no_lane_marks image. Then road area image 

(RAI) is extracted. The no_lane_marks image along with RAI 

is used to execute the logical-AND operation, yielding a 

footprint image. The left, right and bottom boundaries of the 

vehicle block are obtained by analyzing the footprint image. 

The footprint image may include wet spots, the seam of a 

bridge, and shadows of passing vehicles. An operation, that is 

referred to as the symmetry operation, determines whether 

these footprints are related to vehicles [4].  

IV. SYSTEMC IMPLEMENTATION 

Software implementation for most of the computer vision 
algorithms have extensively been researched, and are 
available. Implementation of these algorithms on a hardware 
platform is necessary, and is more efficient than the software 
running on a processor. This becomes more important for real 
time applications such as ADAS. For a more efficient 
hardware implementation, and one that we can start with the 
software specification of the ADAS application, and in order 
to be able to examine hardware and software implementations 
in the same environment, we use SystemC and its C++ based 
library.  

In the first step, we write the C++ code of the algorithm 
using the OpenCV library. For this, corresponding C++ 
modules have been developed based on the block diagram in 
Fig. 1. Then SystemC is used to contain individual and 
independent modules that can be executed concurrently. This 
will define a system of independent accelerators each of which 
perform a given task related to the blocks of Figure 1. Then, 
based on the data they use, concurrent execution of these 
blocks will be decided. Depending on the type and data 
requirement of each of the accelerators (concurrent SystemC 
modules), proper communication links (SystemC channels) 
will be defined.  

A. Communications 

Various SystemC modules implementing the vehicle 
detection algorithm communicate via buffers and memory 
blocks.  

In OpenCV computations, image inputs are considered as 
2D arrays (Mat type for image). To realize the hardware 
correspondence, instead of 2D arrays a memory must be used 
to save the images. Therefore, the frame input after color 
space conversion is stored in memory as a vector of elements 
in row-major order.  

Implementation of the memory (with the size of rows × 

columns of the image) in SystemC is shown in Fig. 2. Three 

interfaces define how this memory is used. The first interface 

is requestMem that is called when an initiator needs the 

attention of the memory. The memForward interface takes 

back the requested message (read or write) to the memory, and 

the third interface, memBackward, satisfies the request. These 

interfaces are implemented in what SystemC refers to as 

channels. The channel used here is memoryAccess channel 

that is a custom channel that we have developed for memory 

accesses in this ADAS application.  

The emphasis of this work is mainly on the computations 

performed by SystemC modules and their concurrencies, and 

not as much on their communications. Because of this, we 

have only developed the memoryAccess channel and use it for 

most of the communications of the SystemC modules. The 

next step of this work would be to deviate from a uniform form 

of communication and design channels that are custom made 

for the specific communication requirements between 

communicating SystemC modules. This will reduce hardware 

requirements for interfacing modules, and will have the added 

advantage of minimum hardware used for commutation links.    
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Fig. 2. SystemC code of the memory 

 

Fig. 3. Block diagram of SystemC model 

B. Computations 

Computation blocks for the implementation of the 

algorithm of Fig. 1 become SystemC modules as shown in 

Fig. 3. The blocks in this block diagram generally correspond 

to C++ codes of the blocks of the flowchart of Fig. 1, with a 

mechanism added for synchronization between these 

modules. Each module issues a done signal (orange-colored 

signals in Fig. 3) after completing its process in order to 

synchronize it with its proceeding modules.  

The block diagram of Fig. 3 also includes an Indices 

Extraction module and two AND blocks. The indices 

extraction is used for the generation of proper memory 

references by the individual modules. The AND functions 

have been included inside SystemC modules, and are used for 

inter-module handshaking and synchronization. 

SystemC modules describing the computation units begin 

with proper sc_ports for signal communication with the other 

modules and for channel communications. The 

SC_MODULE of a given computation includes a constructor 

(SC_CTOR) within which an SC_THREAD registers the 

function of the computation as a concurrent process. The 

SC_THREAD also defines the activation of the function 

making it sensitive to handshaking signals that invoke the 

concurrent process.  

Within these functions, an invoked C++ program 

describes the functionality of the computation block. Often, 

the original C++ program of the software implementation (i.e., 

Fig 1) is the starting point for the SystemC implementation. 

The C++ functions of Sobel Edge Detection, Otsu’s 

Thresholding, Highlight Areas Extraction, Projection 

Analysis, and Symmetry Operation have been written 

behaviorally to process 8-bit pixels. AND and SUB modules 

are implemented with logical-AND and subtraction functions, 

respectively. The next several sub-sections present more 

details of the SystemC descriptions of the computation units 

and their concurrent registered functions.  

1) Highlight Areas Extraction: The highlight 

SC_MODULE generates a binary image from the input 

image file. The road surface is sampled at five fixed areas. 

Average of these samples are used as a threshold for 

binarizing each pixel. This module is partially shown in Fig. 

4. 

 

Fig. 4. SystemC code of the Highlight Areas Extraction 

2) Indices Extraction: The Indices Extraction module 

(indexing) extracts the indices of 9 pixels in each iteration of 

Sobel filter and dilation operation using the algorithm in [5] 

shown in Fig. 5. Inputs rows and cols represent the row 

number and the column number of the image, respectively. 

This module is sensitive to the positive edge of the done signal 

of the highlight areas extraction module. This way, indices 

extraction will be started right after highlight areas extraction 

is completed.  

The for-loop in this module can easily be translated to a 

hardware accelerator. Fig.6 shows hardware implementation 

of this module for which a hardware accelerator could be used. 

Similar accelerator-based implementations corresponding to 

the for-loops for other modules also exist. For illustrating the 

concept of hardware translation of the for-loops, we have used 

the indexing module that is simple and can easily be described 
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in a simple diagram. Hardware correspondence of other 

models that follow will not be shown. 

 

Fig. 5. SystemC code of the Indices Extraction 

 
Fig. 6. Hardware of Indices Extraction 

3) Sobel Edge Detection: A Sobel filter is used for 

vehicle edge detection. In the Sobel filter, a 3 × 3 sub-window 

of the image is convolved with Sobel masks in each iteration. 

On the other hand, for the convolution process, the image is 

scanned from left to right and top to bottom. The indices of 

the 9 pixels for the convolution process are prepared by 

indices extraction module in each iteration. The SystemC 

thread of  SobelFilter is sensitive to the calculation of the last 

index of the indexing module. This module issues 

sobel_finish for the next module to start its thread. 

SC_MODULE of the module is shown in Fig. 7. 

 

Fig. 7. SystemC code of the Sobel Edge Detection  

4) Otsu’s Thresholding: In Otsu’s Thresholding, after 

calculating a threshold from the histogram of the image each 

pixel is binarized. Otsu algorithm performs a variance 

analysis processing to find the optimal threshold. This 

module is sensitive to the positive edge of the done signal of 

the Sobel filter, i.e., sobel_finish. 

5) Dilation Operation: Dilation operation is applied to 

intensify the binary road image. The image is convoluted with 

a structural element like the Sobel filter. The center point of 

the structural element in the image is replaced with the OR 

operation of the pixels in the structural element [6]. A 3 × 3 

square is selected as the structural element to use the outputs 

of Indices Extraction module (i.e., indexing) and reduces the 

computations.  

As such, this module is sensitive to the calculation of the 

last index of the indexing module. As described above, the 

SobelFilter module is also sensitive to the last index 

calculation. As shown in Fig. 3, the SobelFilter and dilation 

modules that start after indexing are concurrent modules that 

are assigned to concurrent accelerators in the implementation 

of hardware. 

An important observation here has to do with the use of 

indexing that is required for both SobelFilter and dilation 

modules. These two modules perform each of their iterations 

when nine indexes are prepared by indexing module. The 

indexes are prepared one at the time, and after the ninth index, 

their next iterations begin. When all indices of memory 

elements are completed, SobelFilter and dilation will be 

terminated.  

On the other hand, as shown in Fig. 3, the dilation module 

requires termination of Highlight Areas Extraction 

(highlight), that the SobelFilter module does not. This means 

that SobelFilter could start sooner at the same time as the 

highlight module if the indexing module could be duplicated, 

one to provide indexes for SobelFilter and one to wait for the 

completion of highlight and then provide indexes for dilation. 

This is a clear case of hardware choices that we explore during 

DSE when a SystemC environment is being used.  The 

hardware and function of dilation module are shown in Fig. 8.  

  

Fig. 8. (a) Hardware, (b) Function code of Dilation Operation  

6) RAI Extraction: For extraction of the road area image 

(RAI), firstly a Hough line detector is applied to extract the 

position of the lane mark pixels in the image. Then the part 

of the image between the two extracted lane marks is saved 
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as RAI.  In C++ implementation of RAI extraction, OpenCV 

functions such as HoughlinesP (Probabilistic Hough 

Transform), Line () and Point () have simplified the process 

as shown in Fig. 9.  

On the other hand, writing the behavioral code of these 

functions directly in C++ to process a linear array and not a 

2D array (Mat type for an image in OpenCV) is an inefficient 

and complex work. Because of this complexity, in our first 

attempt to complete the SystemC implementation of vehicle 

detection, we simply use the RAI extraction module of 

OpenCV library and bracket it with actual signals in an 

SC_MODULE. This means that our SystemC module for this 

looks exactly like a hardware module with proper signals and 

channels. This module also has a concurrent process that is 

registered as an SC_THREAD. The registered function uses 

available OpenCV utilities for implementing its functionality.  

Using OpenCV functions require input and output image 

types, e.g., Mat 2D type. The registered thread in our SystemC 

module is responsible for reading our linear memory and 

turning it into an image, and when the OpenCV function has 

completed, the image is turned back into our hardware 

oriented linear memory format.  

Had there been a hardware implementation for the 

OpenCV code, our using this implementation would imply 

that we were using an existing IP Core instead of actually 

designing its hardware ourselves. In this case, using the 

SystemC SC_MODULE bracketing would imply the 

generation of a hardware wrapper to adapt the IP Core to the 

other modules of Fig. 2.  

 

Fig. 9. OpenCV code of line detection   

7) Projection Analysis: In the projection analysis block, 

the left, right and bottom boundaries of the vehicle are 

obtained and denoted as VL, VR, and VB respectively. So the 

vehicle image block is defined with height and width. The 

width and height of the vehicle image block is W = |VR – VL| 

and H = 0.8W, respectively.  

8) Symmetry Operation: Symmetry operation module 

finds the most symmetric axis by minimizing the symmetry 

measure S(j) where j is the position of  the symmetry in the 

vehicle image block [7]: 
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1 1
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B
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For VL < j < VL + W, jsym = argmin S(j) and min S(j) < Sth 

 P (i, j) denotes a component in the vehicle image block. As 

it can be seen from the above expression, the symmetry 

operation can be completed by three nested loops. As with the 

other hardware blocks, the symmetry module can also be 

realized with an accelerator that accesses the vehicle part of 

the input image memory.   

V. RESULTS 

 The hardware implementation that we presented above 
begins with reading a linear memory. This memory is initially 
filled with an image from an external file. The output arrays 
of Otsu’s Thresholding, Dilation Operation, SUB, RAI 
Extraction and the AND modules in SystemC also become 
available in blocks of memory. These outputs are then stored 
in five separate files for the input image. 

 In order to verify operation of the intermediate steps, the 
file outputs, that reflect contents of the linear memory used by 
various modules, are written into external files for display. 
The size of the input image is 336 (rows) × 461 (columns) 
pixels which becomes the image size of all hardware modules. 

 

  

Fig. 10. (a) Input image. (b) Grayscale image 

 

Fig. 11. (a) Otsu's thresholding output. (b) Dilation output. 

                                                       

 

Fig. 12. (a) Subtraction output. (b) RAI extraction output. 

 

Fig. 13. (a) AND module output. (b) Calculated symmetry axis of vehicle 

block. 

 The RGB and grayscale input images are shown in Fig. 10. 

The grayscale image first is passed through the Sobel filter 

that generates an edge-detected image. Then it is binarized 

(a) (b) 

(b) 

(a) (b) 

(a) 

(a) (b) 
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with Otsu’s thresholding as shown in Fig. 11(a). The 

highlighted image, yielded by highlight areas extraction 

module are dilated using the dilation operation. The result of 

this block is shown in Fig. 11(b). The no_lane_marks image, 

the output of the subtraction module, and the road area image 

(RAI) are shown in Fig. 12. The footprint image is achieved 

by logical-AND of two images, RAI, and no_lane_marks 

shown in Fig. 13(a). Fig. 13(b) shows the vehicle block image 

with the calculated symmetry axis. 

VI. CONCLUSION 

 This paper has presented a design flow that takes an 
algorithmic software description of a vehicle detection as an 
ADAS application, and steps through the design stages for 
creating a set of communicating hardware modules that 
implement the starting algorithm. The application has been 
described in C/C++, and the final hardware representation is 
in SystemC. SystemC has been used for evaluating the 
architectural and functional trade-offs and selecting the best 
architecture and procedure through design space exploration. 
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ABSTRACT – With the growing complexity of SoCs 
(system on Chip), and the explosion of test data volume, test 
patterns validation is becoming a critical step within the test 
flow. For modern large designs, detecting most issues at the 
level of the ATE (Automatic Test Equipment) is no longer a 
viable solution. Recent approaches rely on dedicated tools 
and flows prior to tester, to validate test patterns, and 
reserve ATE to only screening real defect issues on the test-
chip. This allows for early detection of successive and 
cumulative modeling and implementations issues. In [1] and 
[2] we introduced an approach for efficient test patterns
validation. In the present paper, we address the
problematic of cost-effective validation effort, with regards
to two main factors, namely, test-time and ease of use. We
introduce an original technique called “Unified STIL Flow” 
(USF). It allows for significant simulation/validation time
acceleration (from few weeks to few days) through
appropriate algorithmic manipulations and data
representations. Compared to our original flow (Dual STIL
Flow-DSF), it achieves 2X runtime improvement and 2X
memory reduction while greatly simplifying it from user
point of view. This technique is an industry proven
methodology successfully used today by SC companies in
their daily test patterns validation.

Keywords –Validation, test, ATPG, STIL 

I. INTRODUCTION

The need for high test quality while minimizing test cost 
has been a constant quest for semiconductor’s industry 
[3]. This already complex task has been further 
complicated by the constant need to decrease 
development cycle time in order to meet aggressive time 
to market requirements. To add to this, these factors are 
interrelated and very often antagonist (e.g., increasing 
test quality, naturally tends to increase test cost and TTM, 
while reducing test-time will impact fault coverage -test 
quality). Thus, very often a subtle tradeoff must be found. 
In general, no concession is made on the test quality, so 
that the problem to solve becomes “find the lowest test 
cost for a given/desired test quality”. 
While the factors contributing to test cost are diverse and 
very often interrelated, a careful analysis shows that the 
main contributors are the complexity of the test flow and 
the overall test time [4]. The former has an evident 
relationship (longer test time means longer engineer 
worktime, tools and licenses exploitation, more 
resources), while the later has subtler yet a strong one (a 
complicated flow requires storing various intermediate 
data using different formats, tools and time to convert 
between these formats, longer steps with greater chance 
to introduce human/machine errors). In this paper, we 
propose a contribution to reduce test cost by essentially 

targeting test time reduction and test flow simplification 
in context of random logic testing. 
Historically, the response of EDA companies to such 
request was to provide various flavor of scan 
compression solutions (ranging from combinational to 
sequential compressors, using register-based or BIST-
PRPG based techniques) allowing both test data volume 
(TDV) and test-time reduction. In addition to spatial and 
temporal compression, they provide a uniform interface 
to control the IP at the board and chip level (JTAG and 
1500 interfaces) and a low-cost autonomous solution (no 
need for expensive Testers to control the IP). 
Unfortunately, with the ever-growing SoC sizes and 
multimillion FFs (nowadays, having 20-40 M FFs design 
is not rare, especially for graphical and router/networking 
applications) resulting in up to hundreds of thousands of 
test patterns, the contribution of such compression 
solutions remains limited and the test cost problem is far 
from being solved.  
A typical test suite for random logic testing (figure 1) 
uses a structural DFT insertion to improve controllability 
and observably of the circuit, followed by an Automatic 
Test Pattern Generation (ATPG) allowing for clear test 
quality assessment through a succinct fault coverage 
metric, and finally, a Tester validation. Prior to ATE 
testing, patterns validation (test-sign-off) is a critical step 
to ascertain the correctness of the generated test vectors 
and reduce their debug cost by allowing an early and 
flexible debug capability. While DFTIP generation and 
insertion can take relatively reasonable time (within a 
day), and ATPG still most of the time affordable (few 
days at max), ATE testing and patterns validation 
(Patval) can both easily exceed several weeks of overall 
validation time. Thus, with the exclusion of the tester step 
(figure 1) Patval constitutes the critical path in this EDA 
tools suite, and by the same token, the best opportunity 
for test time saving. Therefore, in this paper, we 
specifically address test-time reduction and flow 
simplification related to the Patval step. The emergence 
of multimillion gates SoC, with its associated dozen and 
even hundreds of thousands test patterns, further 
exacerbated the importance of test pattern validation.  

Fig 1: Test Flow 

Pattern 
Validation 

DFT 
Insertion 

Test diagnosis 

ATPG  

Logic Sim (VCS) 

ATE Testing 
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The first obvious solution for test time optimization is 
automation to reduce the turnaround for TB creation and 
test vector translations. In [1] we addressed such aspect 
by presenting an automatic TB generator. It is based on 
the de facto standard nowadays, the STIL language [5] 
that allows for compact and optimized descriptions of 
test vectors, their timing and the expected response. 
Nonetheless, automation alone is not enough to 
effectively validate the huge set of test patterns of today’s 
designs. It needs to be reinforced by additional effective 
strategies. 
In fact, the optimizations performed for DFT and ATPG 
steps are also beneficial to Patval step. A full or partial 
scan-based testing adopts a regular sequence consisting 
into 1-setup the DUT, 2- shift-in test vector, 3- capture 
data, 4- shift-out captured response. Step 1 is done once. 
A common ATPG technique is to overlap steps 2 and 4, 
that is, while shifting-in pattern i, we also shift-out 
pattern i-1, which divides the overall pattern application 
time by 2. Today’s legacy scan architecture result in long 
scan chains of several thousand cells, inducing 
simulation rate of 1 pattern /day and imposing by the 
same an upper bound limit for the simulated patterns (at 
most, few dozens). The DFT-based scan-compression 
techniques, despite the introduced debug and diagnosis 
complexity, bring a considerable improvement. They 
allow reducing by 2-10x the scan chain length (typical 
1000 down to 250 cells), hence the corresponding test-
time. The cumulative effects of such techniques allow 
attaining few hundred cycles per test pattern. While such 
ratio can be affordable for a hardware-based ATE 
system, it is not for software-based (logic simulator) 
Patval. The simulation of such test patterns can easily 
take several weeks if performed in nominal manner, that 
is in serial mode using the inserted DFT interface. Such 
serial simulation may be mandatory for modes like 
timing simulation, eventually with backed annotated 
SDF, at least for a small subset of test-patterns. But it 
turns out as a huge waste of time when it comes to pure 
functional validation of these test patterns.  
In fact, besides these techniques, Patval could also bring 
its own specific optimization. The algorithmic based 
technique proposed in [6] leverages Patval high 
flexibility to control and observe internal DUT structures 
to accelerate the simulation. It’s based on the principle of 
parallel access (force and strobe) to internal scan-cells, 
which allows reducing the n serial cycles into one single 
cycle. Parallel simulation is of tremendous importance 
for test sign-off. We are talking of 10-100X (1 to 2 order 
of magnitude) acceleration. This technique was 
implemented in our test tool [7] and by [8] and used for 
years under DSF (Dual STIL Flow) name. A major 
drawback of such technique is the impossibility to 
perform parallel simulation in presence of scan-
compression designs and the need for additional 
generated and reformatted test patterns from the ATPG 
engine. These patterns are stored in STIL that cannot be 
consumed by the ATE. They are also redundant with the 
original STIL file which further complicate the Patval 

flow (see section II). Despite these limitations the basic 
concept is powerful and should not be discarded at once.  
In this paper we present a novel methodology, called 
USF that relies on the same principle as of [6] but 
exploits only its optimal part. USF is a methodology 
based on the STIL file as unique DB (Unified stands for 
reducing two STIL modes to use one single STIL file). It 
exploits all its fields and data to ensure nominal (serial) 
simulation/validation and mimic the ATE behavior. But 
in addition, augments the STIL with dedicated compact 
and compliant STIL structures to derive parallel 
simulation from the nominal serial STIL targeted for the 
ATE. The generated USF testbench (TB) uses HDL 
modules functionally-equivalent to the Compressor 
Decompressor netlist DFTIPs, with the following 
properties: a) they are simulation oriented, thus no 
synthesis style is need, and HDL simulation can be fully 
exploited, b) they have a behavioral implementation , c) 
they are targeting parallel simulation, thus all sequential 
behavior is recoded and accelerated to fit in one single 
cycle. Besides the parallel acceleration goal, the USF 
approach ensures other subsidiary goals: 1) parallel 
acceleration should not come at price of sacrificing 
coverage of DFT IP (i.e., while testing the DUT, the 
generated ATPG patterns test also the inserted DFTIP 
compression logic) 2) a good flexibility that allows for 
other simulation/validation modes when needed (from 
the same databases/files) such as NShifts and mixed 
serial/parallel modes. To be effective, this flexibility 
must be provided at runtime to overcome time-
consuming recompilation, 3) ease of use so that we are 
not transferring the time saving problem from one place 
(simulation) to another (settings, maintenance…) by 
providing a simple and robust flow with as reduced entry 
points as possible. The USF approach first perform STIL-
HDL translation [2] devising a trustworthy and efficient 
approach to port the problematic from a cycle-based test 
domain into a simulation domain that mimics the 
behavior of the tester while ensuring accelerated 
validation and easier debuggability. Compared to the 
original DSF parallel simulation flow, it brings a 
considerable QoR improvement.  
In the sequel, we first describe overall requirements and 
challenges faced by the USF methodology, then give its 
general concept in section III. Section IV describes STIL 
compliant augmentations to capture certain DUT 
properties, while we explain the USF behavior in section 
V using different simulation modes. We finish the paper 
by presenting some experimental results and concluding 
remarks in section VII and VIII respectively. 

II. PROBLEM STATMENT AND CHALLENGES

The general problem of “test time reduction” is a very 
large topic that involves EDA software, test architecture 
(scan compression) and resources (available hardware 
and licenses) and cannot be fully tackled in one single 
paper. Nevertheless, the technique addressed here is test 
time saving per test unit (test pattern) and is the main 
saving factor. Therefore, we are not concerned here with 
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the concurrent simulation of several pattern sets that is 
orthogonal and can be coupled with our technique to 
further improve runtime gain (a classical Operating 
Research problem to optimize allocation of N pattern sets 
to M Simulator Licenses).  
Historically, the problem of test patterns validation 
acceleration was tackled using a direct implementation of 
[6] which resulted in inefficient solutions [7], [8] with
limited simulation capabilities. The root cause of such
limitation is their need for a dual STIL flow (for scan
compression designs). That is, the validation uses a serial
STIL file (serial test data) to perform the scan chain test
and/or to ensure a full DFT circuit validation, and a
parallel STIL file, for medium to big size designs, to
bypass the serial load/unload of the internal scan chains
thus allowing to accelerate the validation process and
coping with the long serial simulation time. Such Dual
STIL Flow (DSF) presents indeed a set of limitations:
• Complex and confusing validation flow. We need to

maintain and manage two equivalent databases
(normal/serial STIL file targeted for ATE test, and
parallel STIL targeted for validation) and store, invoke
and log the right STIL simulation.

• Adds another complexity layer by providing the user
with a (not natural) parallel STIL format that is not
obvious to understand (e.g., specific
internal_load_unload procedure, usage of pseudo
scan-in and scan-out…).

• Longer test-time (need for ATPG tool to generate this
time-consuming huge data).

• Disk space requirements and time and memory to write
out and read in these intermediate multi-GB files.

• Low coverage since it completely bypasses the Comp
Decomp testing.

• Low validation performance due to the need to load
and simulate this huge DB.

• Failure format not compliant with standard diagnosis.
• Most important of all, in the cases of scan compression

designs, the DSF parallel STIL file doesn’t allow
neither for NShifts nor for mixed serial/parallel
simulations (see section V).

To cope with these various drawbacks and provide a best 
in class validation flow, we established a minimal set of 
requirements:  
1- Propose a flow based only on the actual STIL file
targeted for the Tester.
2- Provide an accelerated validation solution (nominal
requirement for this project).
3- Ensure at runtime this acceleration (parallel sim) while
enabling serial sim.
4- Ensure mixed serial/parallel and parallel with n serial
shifts (NShifts).
5- Ensure at worst, same runtime and memory QoR as
the existing DSF solution and same debug capabilities.
6- Provide a simple and easy to use overall validation
flow.
Such requirements raised several questions and
challenges that we needed to address.

a- What to model and which support/language to use?
We chose to reuse the STIL despite some weakness, in
order to ensure a simple flow with single main entry file.
This task is not straightforward, since it requires first,
detailed inventory of additional required information
(mainly information related to the inserted DFT IP) and
then, an efficient modeling of this information in the
STIL file while respecting the overall STIL syntax
(addressed in section IV).
b- Figure out a technical solution to derive from a unique
STIL file, patterns that are valid for different simulation
modes. While the existing flow requires a parallel STIL
for parallel simulations and a serial STIL for serial
simulations, and provides no mixed simulation, the new
project aimed to provide all these simulation modes
derived from a unique and same (USF) STIL file.
c- Better QoR than DSF in parallel simulation mode. To
overcome negative performance impact, we rely on
compact and optimized compressed test data and derive
parallel data on the fly (at runtime) using cycle-optimized
efficient behavioral-based CODECs (section V.B and
VII)
d- Extend DSF capabilities: how to efficiently derive
other simulation modes? The design/implementation of
new simulation modes should not impact the QoR
(neither the runtime nor the memory consumption) of the
existing nominal (serial) simulation (section V.C and
VII)
e- Ease of use and simple validation flow (get rid of the
complex DSF flow, see section III and V)

III. USF GENERAL CONCEPT

The Unified STIL Flow concept is based on the idea of 
using a unique STIL file to provide all possible 
simulation modes (serial, parallel, mixed serial/parallel 
and parallel with NShifts). The STIL file contains serial 
test patterns and it is the same file targeted for ATE 
testing.  
From the validation flow point of view, the Unified STIL 
Flow allows for significant simplification in comparison 
to the old flow. Figure 2 depicts the different steps 
involved in both flows. The USF is simpler and 
straightforward, which allows for a robust and easy to use 
flow. The USF compliant STIL file (automatically 
generated by ATPG and does not require user 
interventions) is augmented with meaningful and 
compact information regarding the inserted DFT 
structures (see section IV). From an algorithmic point of 
view, the corresponding TB continues to derive the 
force/strobe test data from the original STIL for serial 
simulation (dark-blue path in fig 3). In addition, it 
performs a serial to parallel transformation of the load 
data and a parallel to serial transformation of the unload 
data for the parallel simulation (light-blue path in fig 3), 
as well as other appropriate test data transformations for 
the mixed serial/parallel and NShifts simulations modes 
(transformation process described in section V). 
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Fig 2: DSF Vs. USF 

Therefore, unlike the DSF, the starting point is not a 
parallel DB, but the original (serial) DB at the primary 
SI/SO ports. Thus, the idea is to use the data-path in its 
normal direction (from serial to parallel in the 
decompressor, and from parallel unload to serial in the 
compressor) to avoid computing inverse CODEC 
functions (the compounding AND/OR/NAND gates, 
being symmetric functions, they are not reversible). This 
allows to derive parallel force load-data from serial, 
while in the DSF flow, we can simply not derive serial 
load from parallel data (opposite direction of the data-
flow) as required by the NShifts simulation mode for 
instance. Another important aspect of the USF approach 
is the usage of high level of abstraction to model the DFT 
IP CODECs (namely the behavioral model) in the 
corresponding TB. They ensure serial/parallel load and 
parallel/serial unload transformations and serves for 
various purposes as well. First, they are used as a mean 
for validation of the DFT IP by providing another view. 
This in turn improves validation confidence since we are 
coding the same functionality using a different model 
between the netlist and the TB. Second, they allow for 
higher simulation performance (higher level of 
abstraction, faster than the netlist and RT levels). And 
finally, they allow for cycle compression for parallel sim. 
From a QoR point of view, we achieve a significant better 
performance through the concordance and collaboration 
of three different techniques: a) the usage of high level 

model for DFT IP (behavioral model), b) the algorithmic 
optimization of the broad side technical for parallel force 
and strobe on all scan cells at the same time and,  c) the 
cycle compression of sequential CODEC (from m to 0 or 
n cycles , where n << m). These advantages were 
confirmed by various real design experimentations (see 
section VII). Note that USF also addresses the limitations 
described in [8, s.5] for parallel and 
compressor/decompressor scan. 

IV. STIL MODELING FOR USF FLOW 

In the sequel, we describe the STIL based modeling 
required by USF approach in order to capture the 
description of the DFT IP. We assume that the user is 
familiar with such language [5]. A valuable effort has 
been provided to “unify” the interface for scan test 
generation based on STIL, by extending the usage of the 
STIL for various inputs [9], [13]. The result is a 
methodology adopted worldwide through an automated 
ATPG tool. On our side, we also extend the STIL, for 
pattern validation purposes. From one hand, we exploit 
ATPG spent time and computation effort to overcome 
deriving key knowledge of the DUT, and from the other 
hand, we simplify the flow by using one single input file 
(DB). 

Fig 3: Data/Control flow diagram  
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Initially, the STIL was designed to solve the “gigabyte” 
problem, that is, to provide a way to transport large 
volumes of data efficiently, and at the same time, provide 
a standard that all ATE manufacturers can use. 
Therefore, at first glance, it may seem not a suitable 
format for our purpose. However, when careful studying 
the STIL language we observe that is composed of 
different sets of information. It holds test procedures and 
macros (e.g., load_unload and capture procedures), test 
data, timing information and test flow execution 
(PatternBurst). STIL has also a category of test structure 
that can be exploited to derive valuable information 
regarding the DFT solution, such as ScanChains and 
BistStructure. Unfortunately, this information is 
sufficient for certain test solutions (legacy scan, and 
LogicBIST) but falls short when used for a custom DFT 
IP. We need a mechanism to incorporate such missed 
information. To be efficient and coherent we want to 
avoid to vehicle it through yet another format and reuse 
at its maximum extent, the STIL file.  
This task is not trivial, and requires first, detailed 
inventory of the additional needed information (mainly 
information related to the inserted DFT structure) and 
then, an efficient modeling of this information in the 
STIL file while respecting the overall STIL syntax. 
However, one of the main weakness of the STIL standard 
is precisely the hardware description (it was not meant 
for that). Even though, the STIL disposes of two essential 
data types to incorporate additional information as part 
of the test program: Ann (annotation) and UserKeywords 
(UserFunctions). Note that STIL doesn’t specify what to 
do with such data, up to the user to leverage its usage. 
Such flexibility was exploited to extend the STIL 
capability and model different DFT IPs. Hopefully, such 
extension was made easy by the need to describe only 
functional/behavioral information (we are concerned 
with the DFTIP CODEC behavior, not their exact 
hardware architecture which allowed for very compact 
models). On the other hand, we only need relevant data-
flow part to be described. That is, only modules affecting 
the parallelization of the scan data such as the Shift 
procedure. Thus, only DFT structure that affect/modify 
the scan data need to be described. This is the case for the 
De-compressor, the Compressor and the X-Tolerant 
structure for instance. The modeling of complex OCC 
modules and JTAG-1500 interfaces can be avoided since 
during parallel simulation we rely on their nominal mode 
(drive their primary inputs) to bring their desired state for 
control flow. 
By coupling such STIL extension with the usage of some 
CTL (Core Test Language) statements [10], such as 
ScanMasterClock, we were able to model in compact and 
compliant manner all required information.  
The main blocks (all STIL standard compliant) required 
for DUT structure and the DFT IP behavior descriptions 
are: 
• The Header block contains some generic but

mandatory information like the DUT module name, the
STIL format and the minimum parallel NShifts value.

• The ScanStructure STIL block groups all the scan
chains, with the name, the scan input, the scan output
and the scan cell data (cell name and polarity, !).

• The CompressorStructures block describes the
Compressor and De-compressor DFT IP modules for
the compressed designs. It specifies the load/unload
pipeline stages and all the input and output connections
with their dependencies with load, unload and mode
input signals.

Figure 4 gives an example using these constructs. 

Header { ... 
   Ann {* top_module_name = top *} 
   Ann {* Unified STIL Flow *} 
   Ann {* min_n_shift = 0 *} 

} } ... 
ScanStructures { 
   ScanChain "1" { 

   ScanLength 4; ScanInversion 1; 
   ScanIn "top.S1.U1.Z" ScanOut "top.S1.U2.Q" 
   ScanCells "top.S1.I13.TI" "top.S1.I14.TI" ! "top.S1.I23.TI" "top.S1.I24.TI" ; 
   ScanMasterClock "CLK1" ; } ... 

}} 
 ScanChainGroups { 

   "core_group" { "1"; "2"; ... "20"; } "load_group" { "test_si1"; "test_si2"; } 
   "unload_group" { "test_so1"; "test_so2"; "test_so3"; "test_so4"; } 
   "mode_group" { "test_si3"; }   "enable_group" { "test_si4"; } 

} 
UserKeywords CompressorStructures; 
CompressorStructures { 
   Compressor "top_U_decompressor_ScanCompression_mode" { 

   LoadPipelineStages 2; 
   UnloadPipelineStages 3; 
   ModeGroup "mode_group"; LoadGroup "load_group"; 
   CoreGroup "core_group"; 
   Modes 2; 
   Mode 0 {     ModeControls { "test_si3"=0; } 

  Connection 0 ! "1" ! "4" ! …"14" ! "15" ! "17" ! "20"; 
   Connection 1 ! "2" ! "3" ! ... ”13" ! "16" ! "18" !  "19"; 

   } 
   Mode 1 {     ModeControls { "test_si3"=1; } 

  Connection 0 ! "1" ! "3" ! "5" ! "7" ! "9" ! … "15" ! "17" !  "19"; 
   Connection 1 ! "2" ! "4" ! "6" ! "8" "10" !  … "16" ! "18" !  "20"; 

  } } 
   Compressor "top_U_compressor_ScanCompression_mode" { 

   UnloadGroup "unload_group"; CoreGroup "core_group"; 
   UnloadModeEnable "enable_group"; 
   Modes 9; 
   Mode 0 { ModeControls { "test_si4"=0; } 
      Connection "1" 0 1; Connection "2" 2; ... Connection "20" 2 3; }  … 
   Mode 8 {  

   ModeControls { test_si4"=1; "test_si3"=1; "test_si1"=1; "test_si2"=1;} 
   Connection "1" 0; Connection "2" 2; ... Connection "20" 3; 

 }}} 
Fig 4: STIL model for Codecs  

For instance, DFT solutions with sequential compression 
are described with the SeqCompressorStructures blocks 
that specify all the DFT IP sequential elements like the 
PRPGs, MISR…etc. In the presence of multiple Codecs 
this block is specified one per core. 

V. SIMULATION MODES

Thanks to the USF approach, different simulation modes 
are enabled as explained below.  

A. Serial (Nominal) Simulation

Serial simulation is the nominal simulation that mimics 
exactly the ATE operations according to the STIL data 
and protocol. It relies on true DFT IP implementation and 
the primary SI/SO interface (dark blue in figure 3). The 
USF approach of this mode reuse the same 
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implementation and behavior described in [1]. In 
addition, we need to make sure that the additional data-
structure and algorithm for the new simulation modes are 
not negatively impacting the runtime performance of the 
nominal serial mode (memory impact cannot be avoided 
since we want to have all these modes at runtime to 
prevent long recompilation times, thus conditional 
compilation of certain code parts cannot be exploited). 
Such implementations aspects are too low-level details 
and cannot be described here, but a faithful indicator that 
they are correctly and efficiently conceived, is the 
runtime performance comparison of USF serial mode 
with the serial-only TB (section VII).  

B. Parallel Simulation

To accelerate the simulation, the parallel scan mode 
applies the test vector in parallel in one single cycle 
rather than serially shifting in and out in n cycles. In the 
USF context, parallel simulation uses different path (light 
blue in fig 3) and relies on behavioral codec models to 
force and strobe scan cell data. The behavioral 
compressor/decompressor are 0 cycle optimized 
descriptions of their equivalent gate-level 
compressor/decompressor. The TB may add some extra 
cycles for NShifts or MBC (Multi-Bit-Cell) purposes 
(see section V.C). 
The general parallelization procedure is as follows: 

Step 1: identify opportunities for parallel accelerations 
protocol  
Step 2: retrieve (from STIL) DFT CODEC functional and 
scan-chain structural descriptions 
Step 3: derive accelerated behavioral models (FL and 
FU functions)  
Step4: generate a TB with both serial and parallel 
simulation capabilities (runtime simulation mode 
selection) 

In the STIL file, the parallel acceleration is performed for 
the Shift, Loop and LoopData statements, where scan 
data is in play. So, in step 1, related load_unload* 
Procedure holding these statements and manipulating 
scan-in and scan-out ports can be automatically detected 
and processed. Step 2 uses the modeling described in 
section IV to automatically extract the information of 
scan chains structure and internal scan cells SI and SO 
from the STIL ScanStructure block, to allow for parallel 
access of these internal nodes (the Verilog TB uses the 
force/assign statements to set the desired values). 
Likewise, the CODECs functions are retrieved from the 
STIL ScanCompression block. To our knowledge, there 
is no general-purpose deterministic method to derive 
behavioral models from GL or even RTL models. 
However, the derivation of accelerated models (step 3) 
can be fully automated if we reuse RTL modules 
developed by the DFT IP team. Nevertheless, our 
preferred approach is to use hand-written semi-automatic 
behavioral models. This allows to achieve better 
acceleration (better runtime simulation) than RTL 

models from one hand, and a better validation confidence 
of the DFTIP by using a completely different 
implementation, from the other hand. This process is 
described hereafter.  
Transforming the gate-level netlist behavior, cycle by 
cycle, to its equivalent optimized behavioral model that 
preforms the same logical/functional tasks is not a 
straightforward task, especially if we need acceleration 
by requiring far less clock cycles. Three categories exist. 
Those that require one single clock to advance the 
computation, thereby reducing n cycle to 1. Those that 
are pure computational and can be reduced to no cycle at 
all. And finally, those that are deeply sequential and 
requires m cycles where m < n (total cycle required by 
the original GL netlist).  
As seen before, the USF approach derives on the fly (do 
not rely on pre-computed ATPG DB) the parallel data 
from their serial counterparts. That is, it performs serial 
to parallel transformation of the load data to prepare for 
parallel force of all scan cells at once, and the parallel to 
serial transformation to the unload data to prepare for 
comparison with the golden data at the primary scan-
outs. This simulation requires the knowledge of the 
transfer functions and the number, size and configuration 
of the scan chains. That is, we parse and interpret the 
STIL blocks describing decompressor (compressor) or 
any other transformation function between the primary 
scan-ins (scan-outs) and the actual scan chains. Figure 5 
illustrates the basic idea. The (nominal) serial scan mode 
applies test data and strobes responses from the primary 
scan-ins and scan-outs (positions 0 and 3 in the figure). 
These test data are available also in serial format for the 
parallel scan mode. To derive their parallel data 
counterpart, USF proceeds as follows. The serial load 
data from si[i] (position 0) are simulated using the de-
compressor function F1 to derive the internal values at 
position 1. Thereafter, the inversions between scan cells 
are considered and final parallel values at position “P” 
are derived. These values are applied in parallel (in one 
cycle) to the scan-ins of all scan-cells. In other words 
(assuming that all scan chains have the same length p), 
for each scan chain, the parallel load data lP0 lP1 ..lPp-1 
are derived from the serial load data l00 l0 ..l0p-1 using the 
function FL: 

(lP0 lP ..lPn-1 ) = FL(l00 l0 ..l0m-1)   (1) 
FL= F1 o M’   (2) 
M’ is input inversion mask vector: M’i= ∑ 	%	2 

where the FL is the composition function of the de-
compression function F1 with the input inversions mask 
function. The elements of vector M’, mk = 1, if cell-k has 
an inverted output, 0 otherwise. Note that hierarchy 
levels (scenarios of DFT CODEC insertion at top level 
then routed to block level) not shown in figure 5, have 
neutral polarity in general. In case of inverted polarity 
(odd number of inversions) such information can easily 
be ported in the inversion masks of cell 0 / cell n-1 
respectively or within the Decompressor/Compressor 
descriptions. 
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Fig 5: Compressed Scan Block Diagram 

To derive the parallel load test data, the FL function can 
be implemented using a software approach. That is, the 
FL transformation is applied to the serial patterns to 
derive the parallel patterns internally to the TB 
Generator. These patterns are then generated in the 
testb.dat file. This file would contain both serial and 
parallel load/unload data. This approach allows a simple 
test protocol file (testb.v) that can be easily shared for 
both serial and parallel scan modes. It presents however 
several limitations: redundant information (load/unload 
data represented twice although in two different formats), 
bigger test data file and ambiguous STILVerilog TB 
correspondence since the STIL file is now storing only 
serial information. To address these limitations, the 
adopted approach relies on a unique test data file (holding 
the serial data only), interchangeably used for serial and 
parallel scan simulations. The FL function is 
implemented at HDL level using behavioral descriptions, 
in the Verilog test bench file (the testb.v). When the logic 
simulation starts, the testbench reads in the (serial) test 
data from the test data file and transforms these data into 
parallel ones prior to their application on the scan cells. 
The HDL implementation of the FL function doesn’t 
consume additional simulation cycles, so that the 
testbench timing is not perturbed. This approach is also 
used for the Compressor as explained in the sequel. The 
F1 (de-compression function) is provided in the STIL file 
under CompressorStructures block as shown in (figure 
4).  
The expected (unload) data are only available in serial 
format (at position 3 in figure 5). To allow comparing the 
response data against these expected data, a parallel-to-
serial transformation of the response data is required. 
This transformation is naturally made by the DFT 
structure itself but would take p cycles to finish. In 
parallel mode, we want to accelerate the simulation, so it 
takes one clock cycle at most (no cycle for combinatorial 
compressor) for the “unload” as well. Let q1(p), q2(p).. 
qn(p), the outputs of scan cells nearest to SOs in chains 1, 
2 ..n respectively. Likewise, the outputs of the second 
stages (second scan cells from the SO) will be q1(p-1), 
q2(p-1).. qn(p-1), and so on. The unload data (at position 
3) are given as function of data at positions “P” in figure
5. That is:

u(p) = FU (q1(p), q2(p).. qn(p)) 
u(p-1) = FU (q1(p-1), q2(p-1).. qn(p-1)) 
… 
u(1) = FU (q1(1), q2(1).. qn(1)) 

where:  FU = M” o F2    (3) 
M” is output inversion mask vector: M”i= ∑ 	%	2 

That is, we first apply the inversion function M” to the 
outputs of the scan cells to retrieve their value at position 
2 (internal scan-outs) and apply thereafter, the F2 
(compression) function to retrieve the values at position 
3 (primary scan-outs). Then, for each scan output, these 
DUT responses u(p) u(p-1)..u(1) are compared against 
the expected (serial ) data given in the STIL file. 
The concept is the same for a combinatorial compression 
(w/wo XTOL), or sequential compression (using MISR 
blocks for instance), only F2 function needs to be 
described accordingly. As for the de-compressor 
description, we retrieve the descriptions of the 
compressor module from CompressorStructures block in 
the STIL file (see fig 4, section IV). For instance, in case 
of XOR (spatial) compression, the testbench file applies 
a bit-level XOR function simultaneously to all scan cells 
outputs, so that in the same cycle, data seen at the outputs 
of scan cells (position “P”) are transformed (serialized) 
to data at primary scan-outs (position 3) in 0 simulation 
cycle (behavioral model). 
When other transformation functions are present, they 
are also considered to derive the unload function. For the 
specific case of XTOL scan compression,  

FU = M” o F-XTOL o F2   (4) 
where F-XTOL function masks the possible X value of 
certain internal scan-outs, prior to their compression. 
Note finally that for sake of efficient TDV management, 
we do not perform the strobe data process on scan-cell 
.so rather on .si nodes by following the permutation: 

so (i) = si (i+1) XOR  m(i)  (5) 

where m(i) = 1 when there is an inversion between cell i 
and cell i+1, 0 otherwise, provided in the STIL 
ScanStructure block. Thus, we hold only .si nodes 
(instead of .si and .so nodes) which allows to greatly 
reduces the size (storage and manipulation) of STIL files 
and the TB as well. This in turn has positive impact on 
the simulation runtime. Such manipulation is always 
performed except for few specific cases where we need 
to have separate si and so representations (not treated in 
this paper).   

C. Partial Parallel

A key benefit of the USF approach is its ability to provide 
an efficient solution for one of the critical problems in 
pattern validation, namely NShifts support and mixed 
serial/parallel for scan compression designs. Under the 
DSF flow, these modes are not possible using only the 
parallel single STIL. 
The process of accelerated validation through a parallel 
simulation requires a direct access to the scan cells in 
order to overcome the time-consuming serial scan 
shifting. When non-scan sequential elements exist in the 
design (e.g., shadow latches), they are not modeled in the 
STIL/CTL since they are not part of the DFT structure. 
Therefore, the pattern validation testbench doesn’t know 
how to get direct access to these resources. As a result, 
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these sequential elements remain initialized and affect 
the general behavior (expected values) of the DUT, 
completely corrupting the validation process. To cope 
with this limitation, the solution consists to get access to 
these non-scan elements through their normal data path, 
that is, serially through the outputs of the neighbor scan 
FFs. This comes to combine the parallel simulation with 
some serial shift cycles. The overall simulation is still 
mainly done in parallel, so that the time acceleration 
benefit is preserved, but in this case all sequential 
elements of the DUT can be initialized correctly and thus 
a reliable pattern validation can be ensured. We refer to 
this capability with “NShifts”, meaning that for a given 
parallel scan simulation, there will be NShifts bits (equals 
to the length of deepest shadow logic) serially shifted-in 
for each test pattern. Figure 6 depicts its basic principle. 
Consider a scan chain with p cells and at max, ns shadow 
cells. The parallel load data bit at position i are bi for all 
i in [0..p-1]. The NShifts mechanism is composed of two 
steps. The parallel data bi are first (computationally) 
shifted left by ns (value of NShifts) so that they are 
parallel applied to cell positions “i-ns” for i in [ns..p-1]. 
The second step consists to perform “ns” serial shift, so 
that load data bi for i [0..ns-1] are stored in the first ns 
cells, while in the same time all the previously loaded (in 
step 1) are serially shifted by ns positions as well. At the 
completion of the second step, all bi values are stored in 
their exact cells locations i for all i in [0 ..p-1]. Figure 6 
gives an example for such procedure where ns =2, p=5 
and the first and second load steps are highlighted in blue 
and green respectively. Note that for each (parallel) value 
bi we need to compute the possible ns backward 
inversions (due to ns shifts) so that at the completion of 
the final step the right bi polarity is stored at position i. 

Fig 6: Principle of the NShifts simulation 

One of the main limitations of such an approach is 
encountered when there is a transfer function like the De-
Compressor module in case of compressed scan (module 
F1 in figure 5). In the second step, the derivation of the 
serial data bits b0 b1. bns-1 from their parallel counterpart, 
requires the simulation of the inverse function F1-1. 
Depending on the complexity of the base function F1, 
this function can be very hard to compute or simply 
impossible (NAND and NOR. gates are symmetric 
functions and thus do not have inversion functions). 
To cope with this important limitation, the NShifts 
procedure is performed differently thanks to the USF 
flow. First, we start from the serial data (rather than the 
parallel data). The first step consists to derive the parallel 
p-ns load data (by considering the possible ns backward
inversions), that is, the bits bns bns+1 ..bp-1, and apply them
to the scan cells [0..p-1-ns]. The remaining b0 b1. …bns-1

load data do not need any computation (serially ready). 
The second step consists then to just serially shift in these 
data in the scan chains (to be loaded at scan cells [0..ns-
1]). In other words, in the new approach, the NShifts 
procedure can be seen as partially parallel scan 
simulation applied to p-ns bits, followed by the 
conventional serial (using the serial ready load data) 
mode simulation for the remaining bits. It starts from the 
serial data to easily derive the partial parallel data. That 
is, we simulate the De-Compressor function in the right 
serial-to-parallel direction, on the contrary of the 
previous approach that starts from the parallel data and 
needs to simulate the inversion function of the De-
Compressor. An immediate consequence of the adopted 
approach is that, not only the NShifts feature can be 
provided for compressed scan, but also suffice to reuse 
the same (serial) STIL file for different NShifts values 
(runtime dynamic change to avoid time-consuming TB 
recompilations).  
Mixed Serial/Parallel sim: The USF flow also allows to 
greatly simplify the mixed serial/parallel simulation 
mode. This capability is important to bypass time 
consuming test_setup procedure (can reach several hours 
per test session), and gathering in the same simulation 
session, the report for all simulated patterns. In a mixed 
serial/parallel simulation scheme, we specify the set of 
patterns that need to be serially simulated; the remaining 
are parallel simulated. Since USF starts from the same 
(serial) STIL file, the serial simulation doesn’t require 
any additional computation, whereas the parallel 
simulation activates the transfer functions mentioned 
previously. That is, mixed serial/parallel simulation is 
starting from the same (serial) STIL file and consists to 
simply enabling/disabling the FL and FU transformation 
functions depending on the actual setting of the present 
pattern while taking care of various FSM states to prepare 
the required data one patterns before the pivoting pattern. 
Thus, the USF approach allows treating the scan 
structures from their primary I/Os so that only serial 
information is required whatever the requested 
simulation technique (serial, parallel, parallel with 
NShifts, or mixed serial/parallel). 

VI. USF CHALLENGES AND SOLUTIONS

Besides the main goal of functional test patterns 
validation, it’s desirable that the USF concept efficiently 
tackle other validation aspects.  
The first challenge concerns timing simulation. The 
primary concern of parallel simulation is the zero-delay 
simulation in order to “functionally” validate the test 
patterns. It ensures similar validation as the ATPG good 
simulation machine, while ensuring higher confidence 
since it’s handled by an ATPG independent system (the 
Logic Simulator). The timing order and event placements 
are depicted in figure 7. The default parallel operation 
will place the force event 1 time increment before the 
first defined clock pulse in the shift vector. This is the 
latest possible time which allows the device scan state to 
stabilize on the scan elements. Likewise, it places release 
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events at end of the cycle to allow for enough hold time. 
While this schedule accommodates all zero-delay 
simulation and some timing simulation scenarios as well, 
it cannot always prevent the violation SDF timing 
constraints. For instance, when setup violations have 
occurred, the simulation may generate X values on the 
flops and affect the simulation response for the next 
unload operation. Similarly, for situations where the 
clock distribution results in large internal delays relative 
to the input timing, we need to delay the release event 
sometimes even beyond the current cycle to capture the 
right force value. To account for such circumstances, the 
TB holds special Verilog parameters (par_force_time 
and par_release_time) to specify a different parallel 
force and release event placements. They can be both 
positive or negative to respectively delay or advance their 
positions with respect to their nominal placements.  In all 
cases, parallel timing simulation requires a carefully 
thought to avoid the risk of violations. An event too close 
to the clock edge, and a timing checks may be violated 
with X mismatch on that scan element. Conversely, an 
event set too earlier may also cause mismatches if the 
scan state has not stabilized.  

Fig 7: Parallel Simulation Timing Control  

The proposed parallel scan simulation approach can be 
seen as parallel load/unload-serial compare technique. In 
comparison to the parallel load/unload – parallel compare 
technique used by the previous DSF approach. The new 
technique is more precise in the sense that it is closer to 
the actual serial procedure performed by the tester. Also, 
it tests the real scan-out data expected at the primary SO 
while considering possible Compressor failures masking. 
However, unlike the old (full) parallel approach, it 
doesn’t allow precise identification of the failing scan 
cell/chain from compressed scan architectures. 
Nevertheless, it allows for ATPG tool diagnosis by 
providing a good datalogger of the failing patterns 
similar to the serial sim. Besides this capability, we 
propose two USF based ATPG-free debug strategies 
allowing various debug resolution/runtime and memory 
tradeoffs. The advanced debug mode relies on the 
modeling of additional DFTIP structure in the STIL file 
with possible comparison between ATPG and simulation 
values of these internal nodes (equivalence checking 
principle). The intermediate debug mode uses an ATPG 
generated optimized binary file (only strobe data coded 
on 2 machine bits rather than 1 Byte ASCI char, thus 1/8th 
of original DSF scan data size) holding data of selected 
observation points before the compressor (improve 
observability principle). For sake of space, these two 
modes are targeted for a future paper. 

VII. IMPLEMENTATION AND EXPERIMENTAL RESULTS 

The USF approach was implemented under an 
automation framework [1], [11]. Several tens of 
parameters allow various TB configurations. An excerpt 
from example of the generated Verilog TB, showing 
some behavioral parts for a Sequential Compression 
solution is given below. 

// MAX TB Test Protocol File 
// Module under test: des_unit 
// Generated from original STIL file : "patterns.stil" 
// STIL file version: "1.0" 
// Simulation mode: default parallel simulation 
… 
`define CHAINOUT0  {dut.S1.I1.LOCKUP.Q , … }… 
`define CHAININ0 {dut.S1.I1.I4.TI ,  … }… 
… 
module  USF_testbench (); 
… 
design dut ( .out ( in_con ), out ( out_com ), ... 

  .clk ( clk_con ), .test_se ( test_se_con ), ... 
  .test_si1 ( test_si1_con ), ..., .test_so1 ( test_so1_con ), ... ); 

… 
task reseed_with_misr_load_unload ; … 
task shadow_to_careprpg ; … 
task shadow_to_xtolprpg ;… 
task load_unload ; 
begin …. 
  if (parallel_sim) begin  
    generate_prp();  generate_xprp();  generate_signature; 
    p_Loop_0(idargs, valargs); 
  end else  Loop_0(cnt_ScanCompression_mode); 
end endtask 
// serial to parallel pattern data translation 
task generate_prp; begin 
  while (pidx < prpcount) begin 
  PRPQ = {PRPD[0], PRPD[98:1]} ^ (PRPD[0] ? 99'b0000010101000...000: 
99'd0); … 
  LODCHP0[psci] =  PRPS[84] ^ PRPS[47] ^ PRPS[24] ; … 
end end  endtask 
task generate_xprp; begin … 
while (pidx < xprpcount) begin ... 
  XPRPQ = {XPRPD[0], XPRPD[98:1]} ^ (XPRPD[0] ? 99'b0000010...000: 99'd0); 
  XTOLCTRL =  XPRPQ[87] ^ XPRPQ[39] ^ XPRPQ[22] ;  
if (XTOLCTRL) begin SXTOLOUT0[shpsci] =  SXTOLOUT0[idx]; … 
end else begin 
 SXTOLOUT0[shpsci]  =  XPRPQ[91] ^ XPRPQ[60] ^ XPRPQ[9] ; …  end 
if (xnew_seed != 1) begin 
   XTOLOUT0[xpsci] =  SXTOLOUT0[idx];… 
   xpsci = xpsci + 1;  end end  endtask  
// parallel to serial data translation using the behavioral model 
MaxTB_SEQCOMPRESSOR comp0 (comp_en, comp_in, comp_sel, comp_sel_b, 
xtolen_w, comp_out); 
task generate_signature;… begin  
  UNLODCHP0 = `CHAINOUT0 ^ {CH_OUTINV[0], 1'b0};… 
  for (pidx=mpsci; pidx < sigcount; pidx=pidx+1) begin 
     comp_in = {UNLODCHP33[pidx], UNLODCHP32[pidx], ... 
UNLODCHP0[pidx]}; 
     comp_sel = {XTOLOUT8[pidx], XTOLOUT7[pidx], ... XTOLOUT0[pidx]};  
xtolen_w = XTOLEN[pidx]; 
     feed_and_state = {1'b0, misrq[31:1]} ^ ({32{misrq[0]}} & 
32'b100001000101010...001); 

  next_state = feed_and_state ^ comp_out;  misrq = next_state; 
end end endtask endmodule 
// snippet of the behavioral compressor module 
module MaxTB_SEQCOMPRESSOR (compen, chin, sel, sel2, xtolen, dout); 
 task compute_xmask; begin 
  if (mode==1) xmask = {34{1'b0}}; else xmask = {34{1'b1}}; 
    casex (xsel) 9'b011010111, 9'b00???????, ...  9'b11111????: xmask[0] = mode;  
endcase ... end endtask 
   assign xsel = {sel[0], sel[1], sel[2], sel[3], sel[4], sel[5], sel[6], sel[7], sel[8]}; 
   always @ (posedge compen) begin 

  if (xtolen == 1'b0) begin chout = chin; 
  end else begin 
    compute_xmask (xsel, 1, xmask);  chout = xmask & chin; 
  end end 

   assign dout[0] = chout[6] ^ chout[8] ^ chout[26] ; … 
endmodule 

Fig 8: Some TB Coding Blocks  
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The table below presents an example of USF parallel 
optimizations per STIL statement, for one test pattern. 

STIL test patterns Sim Vectors
Serial     USF 

pattern 2:Call reseed_with_misr_load_unload  
 {si4=0111001010001; ... so1=LLLLLHLL; ...} 13 V 0 V 
Call shadow_to_careprpg; 
Call reseed_partial_overlap_load_unload {  
cnt:=0; si4=0111001010100;...; } 

1 V 
13 V 

0 V 

Call shadow_to_xtolprpg; 
Call reseed_partial_overlap_load_unload {  
cnt:=2; si4=0011110100111;... } 

1 V 
13 V 

0 V 

Call shadow_to_careprpg; 
Call load_unload { cnt:=200; } 

1 V 
200 V 1 V 

Call multiclock_capture { pi=P….;_po=LLL…..; } 1 V 1 V 
Total /pattern 243 V 2 V 

TABLE I: SIMULATION CYCLES COMPARISON 

We observe that for USF parallel simulation many STIL 
statements do not consume any simulation cycles leading 
to a cycle compression ratio > 100x. 
On the other hand, table 2 reports the experimentation 
results for 1000 patterns in USF, DSF and nominal serial 
simulation modes. It concerns a Scan Compression 
design with 1 million scan cells with maximum scan 
chains length of 256. In comparison to DSF, USF allows 
for a 2X runtime improvement and 100x disk space 
saving. 

STIL 
size 

TB 
 size 

TB 
data 

Comp 
(secs) 

Sim  
(secs) 

Serial 124M 4M 20M 1447 194200  
DSF 2.2G 200M 2G 1474 4382  
USF 124 M 194M 20M 1447 2124  

TABLE II: PERFORMANCE EVALUATION 

Hence, we observe a net improvement of USF over DSF 
for both runtime and memory. Besides, by validating the 
real protocol executed by the Tester, USF ensures better 
validation confidence. Compared to serial simulation, 
USF parallel simulation is 1 or 2 degrees of magnitude 
better, and in this particular testcase the ratio is 91X. The 
ratio between serial and USF parallel simulation will 
increase with the maximum scan chain length. 
The table 3 (below) summarizes the main advantages and 
disadvantages for each simulation technique. 

Property Serial DSF USF 
ATPG runtime = -- = 
ATPG memory = = = 
Simulation runtime --- -- + 
Simulation memory + -- = 
Disk allocation + -- + 
Validation confidence +++ - + 
Parallel with NShifts + NA + 
Mixed serial/parallel NA NA + 
Ease of USE = = + 
TTM = = - 
Diagnosis + NA + 

TABLE III: SIMULATION FLOWS COMPARISON 

VIII. CONCLUSION

We presented a non-intrusive (no DFT IP modification is 
required, and no test patterns and data are altered) 
validation technique called Unified STIL Flow. It’s an 
effective methodology to accelerate simulation and 
significantly reduce validation time. At the contrary of 
the previous DSF approach, the parallel acceleration did 
not incur coverage loss of DFT IP (i.e., while testing the 
DUT, the generated ATPG patterns test also the inserted 
DFT IP compression logic). It also allowed for a simple 
and efficient mechanism to ensure parallel validation 
with NShifts as well as mixed serial/parallel simulation 
for DFT design using either combinational or sequential 
scan compression. The USF methodology presents good 
flexibility that allows for runtime switching between 
these simulation modes to overcoming time-consuming 
recompilation phases. Another important benefit of the 
USF is its ease of use by providing a simple and robust 
flow with as reduced entry points as possible (single 
STIL file for validation, debug and diagnosis).  In 
comparison to existing flows, it presents better QoR 
simpler flow and better coverage.  
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Abstract— Hardware implementation of many of today’s 

applications such as those in automotive, telecommunication, 

bio, and security, require heavy repeated computations, and 

concurrency in the execution of these computations.  These 

requirements are not easily satisfied by existing embedded 

systems. This paper proposes an embedded system architecture 

that is enhanced by an array of accelerators, and a bussing 

system that enables concurrency in operation of accelerators. 

This architecture is statically configurable to configure it for 

performing a specific application. The embedded system 

architecture and architecture of the configurable accelerators 

are discussed in this paper. A case study examines an automotive 
application running on our proposed system. 

Keywords— Heterogeneous Systems, Accelerator-based 

Architecture, Hardware Accelerator, On-Chip Communication 
Architectures.  

I. INTRODUCTION 

Existing embedded systems provide a handful of 
embedded processors, a convenient bussing structure, and a 

memory system. Embedded systems can be configured and/or 

programmed for implementation of applications with 

algorithms that are generally procedural, and require some 

computations. Some embedded environments allow custom 

instructions to be defined to handle complex and heavy 

computations in hardware instead of using processor 

instructions.  Custom instructions, elaborate bus structures, 

and near-processor memory in some embedded system can be 

used to improve the performance of executing certain 

applications. However, they fail to provide efficient execution 
of repeated calculation of arithmetic operations and the 

concurrency in the execution of these calculations.  

Kernels that form the heart of automotive, bio, security, 

telecommunication and many of today’s applications for IoT 

and machine learning consist of repeated looping of multiply, 

add, divide, and some basic arithmetic operations. These 

kernels perform functions like FIR filtering, trigonometric 

functions, Fast Fourier Transform (FFT), Cordic, and many 

other such functions. 

Such applications, not only require efficient execution of 

various kernels that they consist of, but they also require 

concurrent execution of these kernels. As mentioned, existing 
embedded systems have limited success in the efficient 

execution of the aforementioned applications. 

For improving performance of the execution of such 

applications, efficient execution of kernels, and concurrency 

in their execution must be addressed. These two requirements 

are the focal point of the embedded system that we are 

discussing in this paper and will be elaborated further in the 

following paragraphs. 

Efficient execution of kernels requires hardware 

accelerators that, not only have a good performance for a set 

of like kernels but also can be adapted to other kernels with 

similar arithmetic requirements. This means that ideally, we 

want to have several accelerators that can be configured to 

accelerate a class of related kernels. This configuration 

requirement calls for an accelerator engine with a datapath and 

a controller, both of which can be programmed or configured. 

The datapath is to be configured for the utilization of datapath 

components, such as multipliers, adders, and dividers. On the 

other hand, the controller is configured for the flow and 
sequencing in which these components are utilized. This paper 

proposes a configurable accelerator for a certain class of 

kernels.  

The other requirement that must be considered is 

concurrency in the execution of accelerators running different 

kernels. To achieve this, an embedded system consisting of 

several accelerators with an efficient mechanism for data 

exchange between concurrently running accelerators must be 

devised. In addition, the processor of such an embedded 

system must be able to exchange data with the individual 

accelerators. 

Other features of this embedded system are a bussing 
system that can be used for processor-memory data transfer, 

as well as processor-accelerator data exchange. 

For a reconfigurable system, the embedded system must a) 

facilitate configuration of the individual accelerators, and b) 

configure the flow of activation and data transfer of the 

accelerators. In such a system the main embedded processor 

can be responsible for configuring the flow, or a sequencer 

attached to the main processor can take this responsibility.  

Although the focus of this paper is on configurable 

accelerators. The embedded environment in which these 

accelerators are embedded is also of our concern. We will 
present the overall architecture of our embedded system. We 

show how the embedded procedural processor works with the 

accelerators and the memory structure through our proposed 

bussing and communication structures. 

In this paper, an accelerator-based embedded architecture 

is proposed. The accelerators take advantage of computation 

configurability, and configurable communications between 

accelerators and between accelerator and memory. The 
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interconnect infrastructure is based on a combination of fast 

and slow busses and a DMA for inter-accelerator data transfer. 

The section that follows, presents some of the previous 

works on accelerator rich architectures, while in Section III, 

an overall view of the accelerator-based architecture is 

depicted. Section IV shows the dedicated accelerator’s design 
and it’s configuration. Section V explains the details of the 

configurable communication system. A case study will be 

studied in Section VI. The last section presents our 

conclusions.  

II. Previous Works 

Many research works are done on accelerator-based 

architectures in the recent decade. Work has also been done 

on the required architectures for different applications such 
as machine learning and neural networks [1], graph 

analytics [2], smart vision [3] and bioinformatics [4] that 

consists of kernels such as FFT, Convolution and Sobel filter.  

Also, there are many heavy DSP and classification processes 

in IoT sensor nodes that require energy efficiency.  

Most recent works, focus on CGRAs as an alternative 

accelerator, providing more efficiency in comparison to 

FPGAs by adding reconfigurability to accelerator design. 

Reference [5] proposes a reconfigurable Integrated 

Programmable Array (IPA) accelerator added to the PULP 

heterogeneous cluster that computational kernels would map 
on the IPA. In such designs, processing elements would be 

configured to do different required kernels in the application. 

There are many architectures including dedicated hardware 

accelerators for a specific application like bio-signal 

analysis [6], [7]. In these designs, CPU and accelerators 

execute different segments of an application. In a way, CPU 

some time acts as a sequencer or task scheduler.  

Another view is the flexibility of the Accelerator rich 

architectures that is the concern of many works. CHARM is 

a heterogeneous architecture including accelerator building 

block and an accelerator block composer (ABC) that 

dynamically connects different ABBs together for different 
functionalities. This gives tremendous flexibility in 

composing different accelerators at different times, thereby 

better-matching application demand [8].   

 

III. Accelerator-Based Processing System 

This section presents the architecture, configuration, and 

operation of our proposed accelerator-based embedded 
system. The architecture is designed to handle 

computationally heavy applications in today’s technology. 

Applications such as ADAS, machine learning and bio-

system applications that require computations involving large 

repetition of array-multipliers, dividers, adders, and 

subtractors will particularly benefit from our proposed 

architecture. In such computations, repeated instances of 

arithmetic units are replaced with iterations that repeat the use 

of a limited number of instances of the arithmetic units. A 

processing unit handling such computations is referred to as 

an accelerator. An accelerator executes a kernel of an 
application.  

The system described here is a configurable accelerator-

based embedded system. It is configurable in the sense that 

computations of the individual processing elements and 

communications between them must be configured for a 

specific application before it is ready to actually execute the 

application. It is accelerator-based because many 

configurable accelerators handle the hard jobs of heavy 

computations. The system is embedded, because it contains a 
processor that handles the main task of execution of a task by 

running the sequential parts and scheduling and assigning 

iterative parts concurrently to the accelerators.  

In addition to running the applications, the processor is 

responsible to configure the system before running the 

application begins. This system configuration is static, and it 

is fixed for the entire duration of running an application. In 

what follows, we will present the top-level architecture of our 
system, followed by a configuration procedure, and then the 

operation of this system when running an application. 

A. Top-Level System Architecture 

As with any processor-based computing engine, our 

system has the three distinct parts of processing elements, 

memory, and processor-memory communication. These parts 

are described in the subsections that follow. Figure 1 shows 

the top-level structure of our embedded system. 
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Figure 1. The top-level structure of the proposed embedded system 

 

1) Processing Elements 

Shown in light red are the processing elements of our 
system. Shown in darker red is a configurable switching 

network that is configured to handle task scheduling among 

the processing elements (light red). There are two categories 

of processing elements. One is the main processor that a) 

configures the system, b) executes sequential parts of an 

application, and c) handles data exchange between the 

processing elements. The processor component is a standard 

processor with instructions for data movement, jump, and 

branch, basic logic, and arithmetic, memory and IO device 

operations. The other category of processing elements in this 

system are the accelerators. These engines have a limited set 

of instructions and generally handle arithmetic operations in 
nested loops. The accelerators are configurable for the type 

of instructions they execute, and the arithmetic units and 

internal accelerator busses that they utilize. Once configured 
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before an application begins, they remain unchanged 

throughout the execution of the application. 

2) Memory System  

The other part of any computing system is its memory. 

Our proposed embedded system has two types of memory, a 

slow DRAM structure, and a synchronous SRAM. This is 
shown in Figure 1 in blue. Both memory types will use the 

same addressing and are mapped in different address 

segments. The system being memory-mapped, IO devices 

and accelerator configuration memories also use the same 

addressing with different mappings. 

The DRAM occupies most of the address space of the 

embedded system. This part of the memory is connected to 

an arbitrated bus that is used by the main processor and a 

DMA. The DMA is part of a bussing system that is 

responsible for the transfer of data between the DRAM and 

SRAM.  

The SRAM part of the memory is connected to a data 
router and switching network that connects it to the 

accelerators and to the DMA for processor access and data 

transfer to and from DRAM. This is a fast memory and 

operates with the same clock as the processor. This SRAM is 

primarily for data that is used by the accelerators.  

The memory map of our system has another SRAM that 

is used for DMA data and accelerator instruction and 

configuration. This is a dual-port memory accessed through 

the processor address space as well as the DMA or the 

accelerators. This part of the memory is shown by the 

horizontal extension of the memory in Figure 1.  
3) The Bussing System 

Shown in yellow in Figure 1 is the communication system 

of our embedded system. This part consists of an NoC switch 

box, two busses, and a DMA for communication between two 

busses that, in effect, facilitates data transfer between the 

SRAM and DRAM. The two busses use the same address bus 

and connect via a bridge. 

The upper bus in Figure 1 is called SAM Bus that stands 

for Slow Arbitrated Memory Bus. As shown, this bus extends 

vertically to the DMA. As requested by the processor, the 

DMA connects to DRAM through this bus for transfer of data 

to SRAM. 
The other bus in this system is DAS Bus that stands for 

Synchronous Accelerator Direct Bus. This is a fast bus and is 

synchronized with the processor clock. The only master of 

this bus is the processor and unlike the SAM Bus, no arbiter 

or timer is needed for it.  

B. Configuration Procedure 

The architecture shown in Figure 1 facilitates 

configuration of the accelerators and the other parts of the 

system before the execution of an application begins. In this 

pre-execution configuration, the main processor reads 

configuration information from DRAM and using the bus 

bridge connects SAM Bus to DAS Bus for the configuration 

information to be written into the corresponding SRAM 

segments. One of the components that are being configured 

is the task scheduling and switch network (dark red) 

component that is considered as part of the processing 

elements of our embedded system.  
Once the configuration of components is complete, 

control returns to the processor to begin execution of the 

application for which the embedded system is configured. 

IV. Accelerator Architecture 

Figure 2, shows a cluster of accelerators and some details 
of each accelerator. In general, accelerators can be 

implementing a complete application, or they can be used 

collectively to form a complete application. Our point of view 

of an accelerator is the latter. These accelerators can 

implement a simple task like multiply and accumulate to 

more complex one like Fast Fourier Transform, Filters, 

Trigonometric Functions, Cordic, and Convolution. These 

tasks become kernels of, for instance, an automotive 

application, e.g., vehicle detection and tracking, and together 

with the procedural processor and the bussing structure of 

Figure 1, they implement the planned application.   

When designing such accelerators different challenges 
arises. Although parallel computing provides good 

flexibility, the overhead of fetching instructions [9],  

controller-datapath overheads and also multiple load-store in 

the processor-memory links decreases the energy efficiency 

and performance of such systems. The accelerator 

architecture can remove a majority of these issues by 

revisiting register transfer level architecture and 

configuration of the accelerators.  In the next subsections, 

these issues are discussed. 

A. RTL Architecture 

Like any RTL design, the accelerators contain a datapath 

and a controller. The datapath of a typical accelerator in the 

proposed architecture is shown in Figure 3(a). There are 

arithmetic and data buffering units inside the datapath. The 

arithmetic unit consists of add and multiply units that can be 

utilized for the formation of many iterative MAC operations. 

Some multiplexers are embedded in the architecture to decide 
on the inputs of the arithmetic unit. The source of this data 

can be either neighboring accelerators or the main memory.  

Data buffering unit are input/output channels for memory 

interfacing and communications. These buffer channels can 

be a FIFO/ random access buffer, register file or even dual-

port register file.  

ACC ACC

ACC ACC ACC

ACC ACC

ACC

ACC ACC ACC ACC

ACC ACC ACC ACC

ControllerDataPath

DCM CCM

 
Figure 2. Accelerator configurable architecture 

 

For the control unit, a state machine like the partial one shown 

in Figure 3(b) enables the corresponding control signals 

based on the application.  

B. Configurable  Architecture 

Configuration in an accelerator-based architecture can be 

static or dynamic. In dynamic mode, accelerators perform 

different tasks being reconfigured in each computation cycle. 

However, this method adds an overload of fetching multiple 

instructions and increases power consumption. Our solution 

to this problem is a local configuration or instruction 

memory. These configuration memories can be filled before 
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the process execution. As shown in Figure 2 there are two 

configuration memories, one for data and the other for control 

signals. We only perform static configuration in this work. 

 

X

+

Input Channel A

Input Channel B

Output Channel 

Data buffering Unit Arithmetic Unit  
(a)  

 
(b)  

Figure 3. RTL architecture (a) datapath (b) controller 

 

There are different kinds of data in an application. 

Constant data, variable data that must be read and written 

consecutively and the input-output arrays that must be 

accessed externally. Application constant data like the 

coefficient of a filter or the number of iterations for internal 

loops are stored inside DCM (Data ConFiguration Memory). 

In the proposed architecture, there is a need for indexing the 

input-output buffers to access data and for enabling different 
registers inside datapath. These indexing values are also 

stored in DCM. Data configuration memory is a dual-port 

memory-mapped SRAM. Data locality gets the computing 

unit and the data storage closer to each other and helps in 

achieving the high-efficiency challenge in an accelerator-

based system.  

Another dual-port memory-mapped SRAM is dedicated 

as the local configuration for control signals. This is called 

Control Configuration Memory, CCM. Instructions and the 

instruction sequencing are stored statically inside this 

memory. The controller configuration can be provided by 

programming a micro-sequencer to adopt the operation of the 
machine to work as different kernels of an application like as 

a filter or trigonometric processor. 

 

V. Communication Infrastructure 

 

They are several de-facto standards for a communication 

architecture in embedded systems including the Advanced 

Microcontroller Bus Architecture (AMBA), Avalon, 

CoreConnect, STBus and Wishbone [10]. Each of these 

busses is defined based on different topologies, arbitration 

methods, bus-width, and types of data transfer to handle the 
connection between components of an embedded system in a 

specific manner. However, they cannot fit into our 

accelerator-based embedded system. Therefore, we design 

our communication structure with a generic style based on 

which that for each application can be configured. 

This section presents the communication infrastructure of 

our accelerator-based embedded system, shown in yellow in 

Figure 1. Our communication architecture consists of three 

distinct parts: (A) Bussing structure including three busses 

coupled by a bridge, (B) Direct Memory Access (DMA), and 

(C) Dedicated Arbitrated SRAM communication (DASC). 

Following subsections illustrate these parts. 

A. Bussing Structure 

The bussing structure is organized into two bus 

segments, SAM Bus (Slow Arbitrated-Memory) and DAS 

Bus (Directed-Accelerator Synchronous). These busses are 

connected to the main bus of the procedural processor via a 

bridge.  

The SAM bus is a low-speed, multiple-master, central 

arbitrated bus which is intended to connect the procedural 

processor and DMA to DRAM. The processor (through the 
bridge) and the DMA unit are the only bus masters. When 

they request control of the SAM bus, the arbiter module 

examines each request to grant the highest priority using 

arbitration mechanisms specified by the configured bus 

protocol. The SAM bus does not operate with the processor 

clock and a timer module handles the bus timing 

specifications. It consists of address, data, and control lines 

and also supports burst and pipelined transfers.  

The DAS bus is a high-speed, single-master, 

synchronous bus that allows connection to the procedural 

processor, and to configuration memories of DMA and the 
accelerators. The configuration memories are considered as 

memory-mapped on this bus, which is no different than the 

I/O devices. The bus has a memory-mapped interface that is 

only driven by the processor through the bridge module and 

supports synchronous data transfer. Because of its single 

master, this bus does not need an arbitration module. Like the 

SAM bus, DAS consists of address, data, and control lines 

and also supports burst and pipelined transfer.  

The bridge acts as a slave device on the main processor 

bus and a master for SAM and DAS bus. It is initiated by the 

procedural processor to perform address decoding and then 

establish interconnection of the main processor bus to SAM 
or DAS bus based on decoded address. The bridge module 

also provides buffering of all address, data and control signals 

to handle different data rates. 

Table 1 summarizes the comparison among the busses of 

our bussing structure.  

 
Table 1 – Comparison among busses 

SAM DAS Main processor bus 

Low-speed High-speed High-speed 

multiple-master single-master single-master 

asynchronous synchronous synchronous 

 

B. DMA 

The Direct Memory Access (DMA) module collaborates 

in both SAM and DAS busses to allow access to the memory 

system independent of the procedural processor. It becomes 
a bus master on SAM to coordinate memory traffic between 

DRAM and the procedural processor. The DMA module, as 

a slave on the DAS bus, serves the processor requests to gain 

access to SRAM. It is also responsible for transferring data 

from SRAM to DRAM. For this data transfer, at first, the 

procedural processor initiates the DMA module through the 

26 2019 IEEE EWDTS



main processor bus, the bridge and then the DAS bus. 

Afterward, DMA is connected to SRAM through DASC and 

to DRAM through SAM bus to provide communications 

between SRAM and DRAM. 

C.  DASC 

Bus-based interconnect methods including shared bus and 

hierarchical bus are usually utilized to transfer data between 

a few SoC components. Therefore, communication between 

more components, especially when concurrent access is 

important, requires other interconnect structures. 

In our proposed architecture, the SRAM is used for the 

data memory of the accelerators. Transfer of data between 
SRAM and accelerators is enabled using a switch box with 

routers that go from accelerators to sections of SRAM. This 

hardware is also responsible for the transfer of data between 

SRAM and DMA. 

 NoC switch box has three parts including switch box, 

arbitration unit, and configuration registers. The switch box 

is to connect SRAM to accelerators and DMA. The 

arbitration unit is to handle simultaneous access requests to 

SRAM from accelerators and DMA. 

The policy of arbitration between simultaneous accesses 

to SRAM is determined through configuration registers. 
These configuration registers are initialized through the 

processor at the beginning of the execution. Based on the 

configuration registers. The switch box can handle different 

types of data transfer to provide a performance-efficient 

application.  

 

VI. Case Study 

In this part, we have run the MiBench [11] benchmark for 
testing our architecture. MiBench includes six categories of 

applications for covering diverse targets: Automotive and 

Industrial Control, Network, Security, Consumer Devices, 

Office Automation, and Telecommunications. Susan, an 

algorithm for an automotive category that is used for image 

smoothing, edge detecting and recognizing corners. 

In order to evaluate the performance of our architecture, 

at first, we have run the algorithms of the benchmark 

sequentially only on the procedural processor. After that, the 

accelerators have been involved to perform some parts of the 

algorithms (kernels) in a parallel manner.  
For this, we simulate Susan_Smoothing, Susan_Edge, and 

Susan_Corner sequentially in SE mode on X86 of GEM5 

simulator. Next, we run this sequential code in our embedded 

system. First, the processor scans the application and finds 

kernels that can be run on accelerators. Then it will configure 

task scheduler and the required accelerators for running the 

kernels. Accelerator’s data and control configuration 

memories will be configured by the processor via the DAS 

bus. The processor starts running the code serially. In the 

beginning, it reads the input file from DRAM via SAM Bus.  

When the processor reaches the nested loops in 

Susan_Smoothing (the first kernel of the algorithm), it utilizes 
the already configured memories of the first accelerator. In 

these loops, the data that was processed by the processor is 

needed. This calls for the DMA module to get involved and 

transfer data from DRAM to SRAM. This transfer requires 

the permission of the arbiter. After completion of data 

transfer, the accelerator’s required data will be available. At 

this point, the processor leaves the rest of the tasks to be done 

by the accelerator.  

The next function that is executed by the processor is 

Susan_Edge. Now the first accelerator is busy with 

processing smoothing algorithm so when the processor 

reaches the nested loops in edge algorithm it will use the 
accelerator that is configured for this task. Data transfer is 

done in a similar fashion to the previous task.  

The last kernel that the processor reaches is finding 

corners, which is assigned to the next statically configured 

accelerator. So there are three accelerators that are processing 

different kernels. When an accelerator completes its task, it 

signals the task scheduler and informs it of the completion of 

the task. When all tasks are completed, the task scheduler 

interrupts the processor.  

Figure 4 describes the tasks done by the processor and the 

accelerators. As shown in Table 2 smoothing execution time 

is more than the other two, so while the first accelerator is 
executing smoothing, executions of edge and corner 

detecting are finished. In the total run time, processor and 

accelerator memory accesses should also be included. The 

results obtained by GEM5 simulation and our proposed 

architecture shows a 2.7 times speed-up. 

 

Acc. 1

Acc. 2

Acc. 3

Get_Image();

Susan_Smoothing( .){
  .
for (i=mask_size;i<y_size-mask_size;i++) {
    for (j=mask_size;j<x_size-mask_size;j++) {

 ...
      for(y=-mask_size; y<=mask_size; y++){
           for(x=-mask_size; x<=mask_size; x++){

 ..
total += tmp *  brightness;

}
        ...
      }
         ...
    }
  }
}

Susan_Edges( .){
  .
for (i=3;i<y_size-3;i++) {
    for (j=3;j<x_size-3;j++) {

  
     }
}
      for(i=4;i<y_size-4;i++){
           for(j=4;j<x_size-4;j++) {

 ..
}

      }
}
Susan_Corners( .){
  .
for (i=5;i<y_size-5;i++) {
    for (j=5;j<x_size-5;j++) {

  
     }
}
      for(i=5;i<y_size-5;i++){
           for(j=5;j<x_size-5;j++) {

 ..
}

      }
}

CPU
 ..

 
Figure 4. Mapping kernels to accelerators. 
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Table 2. Comparing execution time 

 Susan_Smoothing Susan_Edge Susan_Corner Total 

Sequential 143 ms 15 ms 10 ms 168 ms 

Proposed 

Architecture 
57 ms 4 ms 2.8 ms 62 ms 

 
 

VII. Conclusions 

In this paper, a configurable accelerator-based embedded 

system has been proposed to improve the performance of 

traditional processor-based systems. The architecture is 

designed to handle computationally heavy applications by 

assigning iterative tasks concurrently to accelerators.  

Our architecture consists of a procedural processor and 
several configurable accelerators that are connected to each 

other and a memory system through a communication 

infrastructure. The processor executes procedural tasks of a 

specific application while the nested loops, regarded as 

kernels of an application, are performed by the accelerators. 

The accelerators are configured for the computation they 

perform. 

The communication infrastructure includes a bussing 

structure, DMA and a routing and switching network. This 

provides a high-speed, high-performance interconnect 

architecture for integration of our embedded system's 
components.  

Before starting an application, both the processing 

elements and communication between them must be 

configured for that specific application.  

The MiBench benchmark is run on the accelerator-based 

embedded system to evaluate the performance of the system 

where the accelerators are involved. Experimental results 

show a 2.7 X speedup. 
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Abstract—The paper presents an algorithm of antenna array 
calibration, which estimates and compensates phase lags, caused 
by non-identical electrical characteristics of the array channels. 
To estimate the phase lags, the algorithm uses only the array 
output power measurements under the specific channel phase 
perturbations. The estimation accuracy equals phase shifter 
quantization step and does not depend on the number of the 
array channels. The algorithm is compared with two similar 
calibration algorithms, known from publications, whose accuracy 
depends on the number of the array channels and is much less 
compared with that of the proposed algorithm. For this reason, 
the algorithm, presented in this paper, can be widely used for 
efficient arrays calibration, signal source angular position 
estimation and tracking by a calibrated or a non-calibrated array 
with any aperture shape: linear, flat or conformal and with an 
arbitrary channel, selected as a reference one.  

Keywords—array calibration, signal source tracking, phase 
perturbation, power measurements 

I. INTRODUCTION 

Today a lot of modern radio systems use antenna arrays as 
directional antennas, because such antennas provide non-
mechanical beam steering, output Signal-to-Noise Ratio 
(SNR) improvement, interference signals suppression, multi-
beam operation and some others. In millimeter wave 
applications, due to small geometrical sizes and progress in 
semiconductor and micromechanical technologies, it became 
possible to integrate the receivers, transmitters and antennas of 
the arrays into inexpensive devices, called “antenna-on-chip” 
and “antenna-in-package”, which are manufactured as 
inseparable electronic components [1]. Unfortunately, such 
arrays often require calibration, which cannot be provided 
manually like in arrays with discrete components, because 
there is no mechanical access inside the integrated devices. In 
this case, the antenna-on-chip and antenna-in-package 
calibration can be provided only by using the external control 
of the required parameters. Calibration means the adjustment 
of the array channels characteristics making the channels 
“electrically identical” each other to ensure the far-field 
coherent addition of the received/transmitted microwave 
signals according to the fundamental principle of the antenna 
arrays operation. The calibration is achieved by the channel 
gains and phase lags equalization.  

To equalize channel gains, an array has to contain the 
digitally controlled attenuators or amplifies. Such devices are 
not used extensively, because the attenuators decrease 
received/transmitted power and the microwave amplifiers with 
variable gain are complicated in design. However, if channel 
gain variation is just a few dB, this does not affect 
significantly the shape of the array radiation pattern [2]. In this 
case, the gain equalization is not such a critical option. That is 
why the gain equalization is not considered in this paper. 

 The situation is quite different in the case of the 
transmission lines, which connect the array antennas with its 
receivers and transmitters. Because the mechanical design 
constraints, it is rarely possible to ensure the same length of 
the lines, especially in the integrated antenna-in-chip and 
antenna-on-package devices. Besides, because the variation of 
electrical characteristics of the used materials, the phase lags 
can be different even in the same channels of the different 
samples of the array. The length variation is the reason of the 
additional random π ... π−  phase lags in array channels. Phase 
lags variation leads to significant distortion of array radiation 
pattern shape right down to a complete destroying [3]. 
Channel phases can be also changed, if semiconductor 
amplifiers of the antenna arrays change characteristics due the 
external radiation. Thus the radiation resistant amplifier design 
and array channel phase lag equalization are mandatory ones.  

Calibration is usually provided for each manufactured 
array by the preliminary estimation of the channel phase lags, 
the lag values storing and further using in the calculation of 
phases, set by phase shifters for beam steering. If the antenna 
array is used to track a signal source location, which is 
determined by the spatial phase lags from the source to the 
antennas of the array, then the estimated spatial and channel 
lags can be compensated simultaneously, providing the array 
calibration and beam steering towards the signal source. This 
might be done by means of the same phase shifters, which are 
inherent devices of any antenna array. 

This paper considers a new array calibration/signal source 
angular position estimation algorithm. For each channel, the 
algorithm uses only the array output power measurements 
under the specific phase perturbations in only pairs of the 
antenna array channels: reference and calibrated ones. The 
target of the paper is to provide the algorithm description and 
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to evaluate the estimated channel phase lags accuracy and 
Euclidian distance between the radiation pattern of the 
calibrated array and that of the array, which does not require 
calibration. This accuracy is compared with that of similar 
calibration algorithms [4, 5].  

II. CALIBRATION ALGORITHM OWERVIEW 

The simplest phase calibration algorithms are based on the 
search of the optimal phase values in antenna array channels, 
which maximize the array received/transmitted power. Such 
algorithms are very similar to the phase adaptation algorithms 
[6]. However, it is known, that the cost functions in the phase 
adaptation tasks are multiextremal [7] that does not guarantee 
a unique solution of a calibration task, even by using the 
discrete phase shifters with a small phase quantization step 
[8]. Advanced calibration algorithms use phase measurements, 
which require the expensive measuring instruments. Such 
calibration is basically provided in laboratory conditions.  

A survey of a number of advanced antenna array 
calibration algorithms is presented in [9]. Among known 
calibration algorithms, the most attractive are the ones, which 
do not require phase measurements, access to channel signals 
or channel disconnection [10]. These algorithms use a limited 
number of the only antenna array output power measurements, 
which allow to extract (estimate) the channel phase lag values 
in un-calibrated arrays, spatial phase lags in calibrated arrays 
or both ones simultaneously. This allows to compensate the 
estimated phase lags, ensuring the coherent addition of the 
channel signals. Such calibration is inexpensive and allows to 
provide the calibration even during the array operation. The 
examples of such algorithms are [4, 5]. Unfortunately, these 
algorithms are not so accurate. That is why a new calibration 
algorithm has been developed.  

III. PROPOSED CALIBRATION ALGORITHM  

This paper presents an array calibration algorithm, which 
is similar to algorithm [4], but requires a simpler procedure of 
a channel phase perturbation and provides a better accuracy. 
The paper demonstrates simulation results, which confirm the 
statement.  

The proposed calibration algorithm is developed using the 
following steps. The signal at the m -th channel output of the 
un-calibrated array is described as 

 [ ]( ) ( )exp( ω ) exp (ψ δψ φ δφ )= + + +m m m m m mu t A t j t k j , (1) 

where ( )A t  is the modulation (information) signal; ω  is the 

angular frequency of the carrier; t  is the time; mk  is the real-

valued channel gain; ψm  is the spatial phase lag, caused by 
signal source orientation for the receiving array or a receiver 
orientation for the transmitting array; δψ π ... πm = −  is the 

random channel phase lag; φm  is the current value of channel 
phase, caused by a phase shifter; 

 δφ π/2 ... π/2B B
m = −  (2) 

is the uniformly distributed phase shifter quantization error; 
B  is the number of the bits of the digitally controlled phase 
shifters and M  is the number of the array antennas.  

In this case, using trigonometric relationships, it is easy to 
show, that the antenna array output power is described as  

 0
1 1

cos(ψ δψ φ δφ ψ δψ φ δφ ) ,
= =

= ×

× + + + − − − −


M M

m n
m n

m m m m n n n n

p p k k
 (3) 

where  

 { }2

0 ( )p E A t=  (4) 

is the power of the signal, received/transmitted by one antenna 
of the array and { }•E  is the averaging operator. 

To extract the spatial ψm  and channel δψm  phase lags, it 
is required to conduct a number of the antenna array output 
power measurements under the specific channel phase 
perturbations, i.e. changing the channel phases by phase 
shifter as  

 (new) (cur.) φ  φ φM M M= + Δ , (5) 

where 

 [ ]T(cur.)
1 2 1 1 1φ φ , φ , ..., φ , φ , φ , ..., φ , φM m m m M M M− + −=  (6) 

is the vector of the current (unperturbed) phase values, caused 
by phase shifters, and φMΔ  is the perturbation vector, selected 
from the below ones: 

 [ ]T(11)φ 0, 0, ..., 0, 0, 0, ..., 0, 0M M
Δ = , (7) 

 [ ]T(12)φ π, 0, ..., 0, 0, 0, ..., 0, 0M M
Δ = , (8) 

 [ ]T( 1)φ 0, 0, ..., 0, φ , 0, ..., 0, 0k
M m M

Δ = Δ , (9) 

 [ ]T( 2)φ π, 0, ..., 0, φ , 0, ..., 0, 0k
M m M

Δ = Δ . (10) 

Here, 2φ πm k=Δ = , 3φ π/2m k=Δ = − , 4φ π/2m k=Δ = , the 

subscript M  denotes the number of the elements in a vector 
and the superscript T  denotes the vector transposition. So, the 
proposed phase perturbations (5) – (10) require the changing 
phase shifter values only in a pair of array channels: a 
reference (1-st) and a considered ( m -th) per power 
measurement.  

Then, using trigonometric relationships, it is possible to 
show that the following relationships 
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(11) (12) (21) (22)

0 1

(31) (32) (41) (42)
0 1

8 cos(ψ )

8 sin(ψ )

m m m m m m

m m m m m m

p p p p p k k

p p p p p k k

 − − + =


− − + =




  (11) 

are valid, where  

 1 1 1 1ψ ψ δψ φ δφ ψ δψ φ δφm m m m m= + + + − − − −  (12) 

is the estimated total phase lag in the m -th channel of the 
non-calibrated array, which includes the fixed phase lag 

1 1 1ψ δψ φ 0+ + ≠  of the reference channel and the unknown 

phase shifters errors 1δφ  and δφm  of the reference and m -th 
channels.  

Thus, according to (11), using eight measurements of the 
antenna array output power under channel phase perturbations 
(5) – (10), i.e. in pairs channels only, the total phase lag in the 
m -th channel relatively the antenna input of the reference 
channel can be extracted from the measurements as 

 
(31) (32) (41) (42)

(11) (12) (21) (22)
ψ arctan π,m m m m

m
m m m m

p p p p
k

p p p p

− − +
= +

− − +
  (13) 

where 0, 1k = ±  and πk  is a correction term to the arctangent, 
taking into account the location on the complex plane of a 
complex value, the real part of which is the denominator and 
the imaginary part is the numerator of the presented fraction. 

The procedure (5) – (10), (13) has to be executed for all 
channels of the array, except a reference one. The measuring 

of (11)
mp  and (12)

mp  powers can be done only once and then 

used in (13) for each 2, ...,m M=  channel. Thus, the 
proposed phase estimation algorithm (5) – (10), (13) requires 
6( 1) 2M − +  measurements of the array output power. 

The equation (13) is the same as that of algorithm [4], 
where another channel phase perturbation procedure is used. 

In the referred algorithm, antenna array output power (11)
mp  is 

measured under phase perturbation  

 [ ]T(11)φ 0, 0, ..., 0, 0, 0, ..., 0, 0M M
Δ = , (14) 

power (12)
mp  is measured under phase perturbation  

 [ ]T(12)φ 0, π, ..., π, π, π, ..., π, πM M
Δ =  (15) 

and powers ( 1)k
mp  and ( 2)k

mp  are measured under phase 
perturbations 

 [ ]T( 1)φ 0, 0, ..., 0, φ , 0, ..., 0, 0k
M m M

Δ = Δ  (16) 

and 

 [ ]T( 2)φ 0, π, ..., π, φ , π, ..., π, πk
M m M

Δ = Δ , (17) 

where values 2φ πm k=Δ = , 3φ π/2m k=Δ = −  and 

4φ π/2m k=Δ =  are used in the vectors ( 1)φ k
MΔ  and values 

2φ 0m k=Δ = , 3φ π/2m k=Δ =  and 4φ π/2m k=Δ = −  are used in 

the vectors ( 2)φ k
MΔ .  

Comparing to (5) – (10), phase perturbations (5), (6), (14) 
– (17) are more complicated, because they require the phase 
changing in all the array channels accordingly (15) and (17). 
Besides, in [4], the phase shifter quantization errors 1δφ  and 

δφm  are not taken into consideration. So, with the 
perturbations vectors (14) – (17) the equation (13) is valid 
only if the phase shifter quantization errors are absent in all 
the channels, except the reference and m -th ones, that cannot 
be guaranteed for all channel simultaneously and leads to 
significant errors in phase lags ψm  estimation comparing with 
the algorithm, considered in the presented paper. The 
algorithm [4] also requires 6( 1) 2M − +  measurements of the 
array output power.  

A similar channel phase estimation algorithm 

 
(31) (41)

(11) (21)ψ arctan πm m
m

m m

p p
k

p p

−≈ +
−

  (18) 

is presented in [5], where the amendment πk  to arctangent is 
the same as in (13). This algorithm requires only 3( 1) 1M − +  
measurements of the array output power under (5) – (7), (9) 
phase perturbations in pairs of the array channels.  

However, (18) shows that the calibration algorithm [5, see 
p. 520] is only approximately estimates ψm  values. Because 
of this, the estimation accuracy of the algorithm is lower even 
that of [4] and that of the algorithm, considered in the 
presented paper. This will be demonstrated in the following 
section. 

To calibrate array or (and) to steer the array beam, ψm  
values have to be compensated by phase shifters as 

 (new )φ = ψ φm m m− + , (19) 

where (new)φm  are the new values of channel phases, set by 
phase shifters. For the calibration, it is possible to assume that 

1 1 1ψ δψ φ 0+ + =  for the reference channel, because the same 

additional phase lag 1 1 1ψ δψ φ 0+ + ≠  in all channels does not 
affect the radiation pattern shape. 

If accuracy of (13) or (18) is acceptable, any of the three 
considered algorithms with an arbitrary selected reference 
channel can be used for the calibration of the arrays with any 
aperture shape, because the phase lags ψm  are estimated for 
each array channel.  
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IV. SIMULATION RESULTS 

It is follows from (12), that an error of channel lag 
estimation by the considered in this paper algorithm, is 
determined as 

 1δψ δφ δφ .m m= −  (20) 

Because δφ π/2 ... π/2B B= − , from (20) it follows that the 
proposed algorithm error of channel phase lag estimation 
varies in the range 

 1 1δψ π/2 ... π/2B B
m

− −= − . (21) 

So, the maximal error maxδψ  of the calibration algorithm 

equals the phase shifter quantization step 1π/2B− , i.e. it is 
twice bigger than the maximal phase shifter quantization 

error maxδφ π/2B= . Because the errors δψm  are uniformly 

distributed between max– δψ  and maxδψ  values, the Mean 

Square Error (MSE) of the ψm  estimation is determined as  

 (ψ) 2
maxMSE (δψ ) 12=  . (22) 

Fig. 1a) shows the MSE values for the digitally controlled 
discrete phase shifters with typical number of bits 3B =  for 
all the three considered algorithms. Here calibration 
Algorithm 1 is one proposed in this paper, Algorithm 2 is that 
of [4] and Algorithm 3 is that of [5]. The values in the figure 
plots are averaged over 1000 experiments, conducted with 
randomly generated variables δψ π ... πm = − , 

δφm = π/2 ... π/2B B= −  and 1 ...1mk = −  dB for the linear 

antenna arrays with 2, 4, 8, ..., 256M =  channels and the 

same distances λ 2d =  between adjacent antennas. In Fig. 
1a), the dashed horizontal line marks the theoretical value of 
Algorithm 1 MSE, which accordingly (21) and (22) is 

 (Theor.) 1 2MSE (π/2 ) / 12B−= . (23) 

Similarly to Fig. 1a), for the different number of phase 
shifter bits and independently the number of antenna array 
channels, the phase estimation accuracy of Algorithm 1 
approaches to the following values of MSE: 

2B = , (Theor.)MSE 26°= ; 3B = , (Theor.)MSE 13°= ; 4B = , 
(Theor.)MSE 6.5°=  and 5B = , (Theor.)MSE 3.25°= .  

Fig. 1a) demonstrates, that Algorithm 1 accuracy depends 
on the number of phase shifters bits B  only and does not 
depend on the number of channels M . At the same time, 
accuracy of Algorithm 2 depends on the both B  and M  
values, because due to phase perturbations (5), (6), (14) – (17), 
the errors δφm  are different in the same channels during 
different power measurements. As a result, the accuracy of 
ψm  estimation is decreased as M is increased, because (13) 
becomes an approximate. Algorithm 3 accuracy does not 
depend on B  and is determined by the approximate form of 
(18) only. The accuracy is also decreased as M is increased.  

The phase estimation accuracy can be also evaluated in 

terms of averaged normalized Euclidian distance ( (θ))MSE F  
between the radiation patterns of the array, whose new phase 
shifts are set as (19), and the array, which does not require 
calibration. The distance is defined as 

 1
10

1

(θ ) (θ ) (θ ) (θ )
10log ,

(θ ) (θ )

∗

=

∗

=

    − −     
 
 
  





 
N

n n n n
n

N

n n
n

F F F F
E

F F

 (24) 

where (θ )nF  is the radiation pattern value towards the θn  
direction of the array, which uses new values 

(new )φ = ψ φm m m− + , set by phase shifters after calibration; 

(θ )nF  is the radiation pattern value towards the θ n  direction 
of the antenna array, which has equal phase lags and uses 
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Fig. 1. Calibration accuracy 3B = : a) phase estimation MSE (green line is (Theor.)MSE 13°= ); b) radiation pattern MSE  
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phase shifter values φ ψm m= − . In (24), N  is the number of 
the points of the radiation pattern calculation over a range of 

minθ  … maxθ  angles.  
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Fig. 2. Radiation pattern examples: a) Algorithm 1; b) Algorithm 2; c) 

Algorithm 3 

The examples of radiation patterns from the above 
considered experiments for the linear arrays with 

8M = , 3B = and θ=0° are presented in Fig. 2. Here, the 
legend “estimated” refers to the radiation pattern of an array 
with estimated by the considered algorithms total channels 
phase lags, which are compensated as (19); the legend 
“rand.gain” refers to radiation pattern of an array with gain 

errors only; the legend “rand.phase” refers to the radiation 
pattern of an array with channel phase errors only, the legend 
“rand.gain & phase” refers to the radiation pattern of an array 
with both channel phase errors and the legend “ideal” refers to 
the ideal radiation pattern of an array with no channel gain and 
phase errors.  

The graphs in Fig. 2 pictures also confirm, that the 
dominated influence on the array radiation pattern shape is 
caused by the channel phase errors δψm . The radiation 

patterns of the calibrated array are approached to those of 
arrays with channel gain errors only. The Euclidian distances 
between these particular radiation patterns are about – 18 dB 
for Algorithm 1, – 12 dB for Algorithm 2 and – 6 dB for 
Algorithm 3 that is close to the averaged values in Fig. 1b). 
The calibrated array radiation pattern shapes are the 
confirmations of a better accuracy of Algorithm 1 compared 
with that of Algorithm 2 and Algorithm 3. 

V. CONCLUSSION 

Therefore, the most accurate algorithm among the three 
considered ones is Algorithm 1. It provides an array 
calibration if the values ψ 0m =  and φ 0m =  are ensured 

during power measurements. This allows to estimate and store 
the pure channel phase lags δψm  values, which has to be 

taken as the correction values during the array beam steering. 
If ψ 0m ≠  and φ 0m ≠ , then the algorithm can be used to 

track the signal source location or calibrate and track 
simultaneously.  
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Abstract— In modern integrated circuits the technology 

scaling and supply voltages values decreasing caused degradation 

of noise immunity of VLSI ICs. Therefore, the rejection of the 

noises in the power rails become a huge challenge considering the 

fact of area and power consumption requirements of the modern 

ICs.  This paper presents a power supply noise rejection 

improvement method based on the combination of MOS (metal 

oxide semiconductor) and MOM (metal oxide metal) devices as 

capacitors which purpose is the decrease of dependency of 

decoupling capacitor capacitance on PVT (process, voltage, 

temperature) variations. According to the achieved results design 

of decoupling capacitors based on the proposed method decreases 

the total occupied area by 1,5 times without degradation of the 

noise immunity of the circuits. 

Keywords— decoupling capacitor, noise immunity, metal oxide 

metal capacitor, metal oxide semiconductor capacitor, supply noise, 

IC design,  

I. INTRODUCTION 

In modern integrated circuits (IC) the channel length of 
transistors has reached up to 5nm.  It gives opportunity to 
increase device density on die and provide more functionality in 
unit area. Also increased the noise influence on circuits 
performance. That’s why the usage of high noise resistante 
designs are relevant. To overcome this problem various methods 
were used. The most common one is usage of decoupling 
capacitors, which opposes the quick voltage changes. They filter 
out the noise spikes and pass through only DC part of signal. 

By placing decoupling capacitor between supply rails gives 
opportunity to decrease the noise level between them. 
Decoupling capacitances can be placed either out of IC or inside 
them. The decoupling placed outside of IC attenuates the noise 
between interconnections of I/O’s and constant supply sources. 
And the decoupling placed inside the IC ensures high noise 
immunity of separate parts of circuit (Fig. 1) [1].  

According to the (1) 

|𝑋𝑐| = 1⁄2𝜋𝑓𝐶                                  (1) 

Where: 

𝑋𝑐 -capacitive resistance 

𝑓-signal frequency 

𝐶-capacitance 

as bigger the capacitance value as lower the reactive resistance, 
hence the noise level between rails is also lower.  

Fig. 1. Placement of decoupling capacitors 

To ensure effective placement of decoupling capacitors, 
various software tools are used, including the PrimeRail tool 
developed by Synopsys [2,3]. PrimeRail gives an opportunity to 
evaluate the performance of individual parts of the IC based on 
the performance of the power network, electromigration, 
dynamic and static current values.  

In order to ease calculations and increase the effectiveness 
of placement of decoupling capacitors, simplified models of 
individual IC parts are used [4] (Fig. 2).  

Considering the VDD voltage equal to 1V, it is possible to 
calculate the V load voltage as follows [4]. 

34 2019 IEEE EWDTS

mailto:vazgenm@synopsys.com
mailto:vazgenm@synopsys.com
mailto:marthur@synopsys.com
mailto:marthur@synopsys.com
mailto:marthur@synopsys.com
mailto:hakobk@synopsys.com
mailto:hakobk@synopsys.com
mailto:hakobk@synopsys.com
mailto:hakobk@synopsys.com
mailto:hgrigo@synopsys.com
mailto:hgrigo@synopsys.com
mailto:hgrigo@synopsys.com
mailto:harutyk@synopsys.com
mailto:harutyk@synopsys.com
mailto:mushegg@synopsys.com
mailto:mushegg@synopsys.com
mailto:mushegg@synopsys.com
mailto:mushegg@synopsys.com
mailto:musayely@synopsys.com
mailto:musayely@synopsys.com
mailto:musayely@synopsys.com
mailto:musayely@synopsys.com
mailto:hmargar@synopsys.com
mailto:hmargar@synopsys.com
mailto:hmargar@synopsys.com


𝐼𝑙𝑜𝑎𝑑 = {

0, 𝑤ℎ𝑒𝑛  𝑡 <  𝑡0

𝜇𝑡, 𝑤ℎ𝑒𝑛 𝑡 < 𝑡𝑚𝑎𝑥

𝜇(2𝑡𝑚𝑎𝑥 − 𝑡), 𝑤ℎ𝑒𝑛  𝑡 < 2𝑡𝑚𝑎𝑥

0, երբ  𝑡 > 2𝑡𝑚𝑎𝑥

  (2) 

Where: 

t0 – start time of current variation 

tmax  – maximum current time  

ts  – end time of current variation 

 – slope of current variation with time axis 

Fig. 2. Simplifiesd model of decoupling  

 =
(𝐺𝑠+𝐺𝑐)∗𝐶𝑐

𝐺𝑠∗𝐶𝑐
  (3) 

𝑉𝑙 = 1 −


𝐺𝑐
(𝑡 −

𝐶𝑐

𝐺𝑠
(1 − 𝑒−𝑡⁄ ))                  (4)

Where: 

𝑉𝑙  – voltage drop on load

Gs – transconductance of power supply grid 

Cc– capacitance of decoupling cap 

Gc – active resistance of capacitor 

From (2) - (4) it becomes clear that in any part of IC, where 
the value of the load is equal to the Iload and it reaches its 
maximum value at ts   time, to bring the supply voltage to VDD 
value, following actions are needed: 

1. Increase the capacitance of Cc   capacitor,

2. Increase the Gc transconductance value by placing the
capacitor as close as possible to the specified part of the IC and 
by minimizing the resistance between the power rail and 
capacitor, 

3. Increase the power supply's Gs transconductance by
decreasing the parasitic resistance of power grid. 

II. DECOUPLING CAPACITOR DESIGN IN MODERN 

CMOS TECHNOLOGY 

There are several implementation ways of decoupling 
capacitances in CMOS technology. 

1. Design of decoupling capacitances by using MOS
transistors [5]

2. Design of decoupling capacitances by using MOM
structure [5]

Fig. 3. Decoupling capacitances based on a) NMOS transistor b) PMOS 

transistor c) CMOS transistors 

Capacitance value based on MOS technology is determined 
by technology process and by device sizes. 

𝐶 =  
𝜀𝜀0𝑊𝐿

𝑡𝑜𝑥

(5) 

Where: 

𝜀 – dielectric permittivity coefficient of SiO2 between gate

and bulk of transistor 

𝑡𝑜𝑥   – thickness of oxide

𝑤 𝑎𝑛𝑑 𝑙 – Width and length of MOS device

𝜀0 – permittivity of free space (𝜀0= 8,85*10-12 F/m)

From equation (5) it is obvious that for high capacitance 
value big device sizes are required. 

For MOM based structured capacitances comb drive 
capacitor structures are used. The value of capacitance 
calculated by following equation [6]. 

𝐶 =  
𝜀𝜀0ℎ𝐿

𝑑𝑜𝑥

 (6) 

Where: 

𝜀 – dielectric permittivity coefficient of SiO2 between metal

layers in same surface 

h – height of metal, 

𝐿 – length of parallel metal layers,

𝑑𝑜𝑥 – length of dielectric which separates metal layers on

same level. 

To have bigger capacitance values several metal layers are 
used. For this type of capacitors capacitance calculation is done 
by (7). 

𝐶𝑡𝑜𝑡 =  ∑
𝜀𝜀0ℎ𝐿

𝑡𝑜𝑥
+ ∑

𝜀𝜀0𝑊𝐿

ℎ𝑜𝑥
 (7) 

From (7) it is obvious that MOS based capacitors 
capacitance is more dependent on PVT variations (35%) than 
MOM based caps (10%). On the other hand, applied voltage 
higher than the threshold value of transistor, gives an 
opportunity to have high capacitance value. That’s why 
designers are still using this structured capacitor.  
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III. PROPOSED METHOD

To have less dependence from PVT variations and occupy 
less area new method is proposed in this paper. 

Considering advantages and disadvantages of described 
above new method is developed, which idea is to reduce PVT 
dependence of total capacitance, by implementing both methods 
semantically.  This method gives an opportunity to reduce 
occupied area (Fig. 4). 

Fig. 4. Decoupling capacitances by usage of MOM and MOS structures 

combined 

To clarify the main idea of this method following calculation 
was done for 100fF capacitance with 0.3-0.6V voltage applied 
to it which met during design of analog filters. [6], voltage-
controlled oscillators in phase locked loops, etc. 

The main idea of proposed method is to compensate the 30fF 
capacitance lose by using MOM capacitor, because of MOM 
capacitance is 10 times smaller than MOS’s. To get required 
value proposed method is to use 3 times bigger area than MOS 
capacitor have. But for effective area usage it is more suitable to 
use higher metal layers. As showed in equation (7) to have 
greater capacitance higher metal layers should be used (Fig. 5).  

Hence if consider the fact that MOM capacitor ensures 10fF 
capacitance, then to get 30fF capacitance, design of MOM 
structured capacitor which area is equal to MOS caps area with 
3 metal layers is needed.  

Fig. 5. MOM structured capacitor with addidtional metal layers 

In worst case to have less PVT variation an extra metal layer 
has been added. As a result, in worst case the total capacitance 
will be equal to 100fF.  Seems that loss will be more than 1.5 
times and that makes this method useless. To exclude that 
statement above it is proposed to place MOM capacitor above 
MOS capacitor instead of placing them side by side in IC. Such 
placement is two times more area efficient than placing 
capacitances side by side (Fig.6) 

Fig. 6. Paralell placing of MOM and MOS capcaitors in layout 

IV. RESULTS

The main difficulty during MOS structured capacitor design 
is capacitance dependence on PVT variations (Fig 7-8). 

As higher Vgs voltage is, as much amount of charge is 

accumulated in channel area, therefore capacitance value stands 

bigger in MOS structured capacitors. This dependence is more 

expressed in subthreshold voltage region, in case of which 

number of free carriers in channel area stands lower [7,8]. 

Process and temperature variations change threshold voltage of 

transistor, thereby making capacitance value dependence from 

applied voltage more visible (Fig. 9-10).   

Fig. 7. Thin gate MOS transistors capacitance varition dependance on PV 

variations  

Fig. 8. Thick gate MOS transistors capacitance dependance on PV variations  

Compared with MOS capacitors MOM structured 

capacitors value is more stabile from external factors. From fig. 

11-13 is visible that capacitance value is stabile from voltage

and temperature variations, and its value changes from process

variations. But it is difficult to get high capacitance value with

MOM structure because it occupies big area.

TABLE I. MOM AND MOS STRUCTURED CAPACITORS CAPACITANCE 

VALUES DEPENDANCE ON PVT VARIATIONS 

Parameter name Temperature (℃) Voltage(V) 

ΔC of MOS (%) 10 -25/+10 

ΔC of MOM (%) 0,07 0 
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Fig. 9. MOM structured capasaitors capacitance dependance on voltage 

variations  

Fig. 10. MOM structured capasaitors capacitance dependance from 

temperature variations  

Fig. 11. MOM structured capasaitors capacitance dependance from process 

variations  

Calculation of decoupling capacitors capacitance value using 

Decap Calculator tool. 

Decap Calculator software tool has been developed to 

implement the proposed methods and solutions, automate their 

implementation, make the IC design easier and less time-

consuming. The software tool is based on Synopsys Inc’s 

Galaxy Custom Designer [9] and HSPICE [10] software tools. 

Usage of Decap Calculator tool gives an opportunity in 

early stage of design, when the layout is not fully implemented, 

values of currents which are obtained from schematic 

simulation, calculate required capacitance value and area of 

decoupling capacitor. For capacitance calculation input data is 

imported in tool, which in future are used in mathematical 

calculations (Fig. 13). 

Input data requires: 

1. “.lib” file, which contains technology specific SPICE [10]

models of transistors, resistors and other components.

Models also include information about dependence from 

temperature and applied voltage. 

2. Occupied area of capacitor. Tool informs when it is

impossible to fit in given area, also it gives information

about amount of capacitance and how much space is

needed to have required capacitance value using MOS

and MOM structures combined.

3. The number of available metal layers for MOM

capacitors.

4. The minimum value of applied voltage.

5. Operating frequency (as higher the operating frequency,

as bigger noise in supply rails).

Output of the calculation is capacitance value of MOM 

and MOS capacitors, their occupied area and needed metal 

layers for MOM capacitor. 

Fig. 12. Required area calculation window of Decap Calculator tool 
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Abstract— Nowadays electronic systems are moving toward 

more complex designs with various computation and 

communication blocks. In addition to test requirements for 

individual system blocks, the functionality of the overall system 

must also be tested. Conventional test methods cannot satisfy 

this requirement due to their limited scope, and time and cost 

constraints. For this purpose, the concept of system-level test 

(SLT) has gained attention. However, there are different views 

on SLT in the literature. Some works consider board-level 

testing of a complete system as SLT, and others propose system-

level fault models, test generation, and design-for-testability for 

analog, digital, communications, and software parts of a system. 

Our proposal is a SystemC-based integrated test platform for 

the SLT model. This model must anticipate the behavior of the 

system and the effects of different components on each other. 

Furthermore, it can observe faults on not only the outputs but 
also intermediate signals of the system. 

Keywords—Abstract Model, Mixed Model, System-Level 
Test (SLT), Integrated Environment, SystemC. 

I. INTRODUCTION 

Cyber-physical systems (CPSs) consist of a large number 
of analog and digital parts, sensors, and actuators that are 
networked and orchestrated by software systems. CPS 
complexity causes conventional test methods not to be 
applicable due to test time, cost and fault coverage constraints. 
In addition, testing of these systems in the context of the 
hotspot and high stressed environment is crucial because of 
their use in highly critical applications like automotive [1, 2]. 

System-level testing (SLT) refers to those test methods 
applicable to CPSs in an efficient time, cost and fault 
coverage. There are different views and definitions of SLT in 
the literature. Many engineers believe that the main function 
of SLT is to keep IC Defective Parts per Million (DPPM) at a 
lower level. Some believe that SLT is a too-expensive test step 
which can be avoided through precise and rigorous fault 
simulation in low physical and electrical levels [4, 9]. 

In [5], SLT has been introduced as a platform where a 
Device-Under-Test (DUT) can be tested functionally using 
more non-deterministic than deterministic test patterns. This 
is the opposite of Automatic Test Equipment (ATE) testing 
where deterministic test patterns are mostly used to test a 
DUT. Based on [3], SLT is complementary to structural 
testing. Based on this definition, SLT should be selective and 
focus on areas of the design that have not been covered by 
structural testing due to its constraints. Some examples of 
faults that may not be covered by structural test methods are 
cross clock domain interactions, power domain switching, 
resource contention by multiple cores, and faults not covered 
by fault models, or effects due to the interaction of faults. 

We believe that SLT is to test the whole system 
functionally and not structurally. We consider SLT 
complementary to structural testing, and not necessarily to be 

applied to all parts of the design equally. It can be done for 
some more and some less based on the application and 
importance of the components of the system. SLT should 
cover various components of the design including analog, 
digital, hardware, software, sensors, actuators, etc.  

In order to achieve STL with the above definition, various 
components of the system need to be modeled individually, 
and the system model should be formed by the integration of 
the component models. The level of abstraction of the models 
depends on criticality and type of the components in the 
application. The closest model to the real function of the 
components is more time and cost consuming. Modeling of 
various components is helpful in fault modeling, test pattern 
generation and fault simulation. 

This paper proposes a SystemC-based platform as an 
integrated environment to model various types of system 
components. Using SystemC and its extensions like SystemC-
AMS and TLM, we are able to model analog, digital, 
hardware, software, and communication parts of a system in a 
single description language. These components can be 
modeled in different abstraction levels. Using such an 
integrated environment, an SLT platform can be used for fault 
modeling, test pattern generation, fault simulation, 
verification, and design for testability. At the same time, 
interaction of components with each other and the stability of 
the whole design are considered. As a case study, this paper 
discusses how to model, test and translate electrical low-level 
deviations and faults of analog and communication 
components, and studies their impact on system properties.  

On the other hand, SystemC verification provides key 
facilities to construct advanced reusable, automatic and 
organized verification. SystemC verification facilitates data 
introspection, randomization and seed management and 
reproducibility of a simulation run, modular constrained 
randomization, weighted randomization, transaction 
monitoring, and recording, and sparse array support which are 
essential for testing procedures. 

The rest of the paper is as follows: Section II reviews the 
present definitions of SLT and solutions presented to address 
the fault coverage, time and cost constraints. Section III 
discusses what is required of SLT, and concludes that 
modeling a system is the main requirement for SLT to be 
defined for the system-level test in the design process, and 
after implementation of the system. Section IV proposes the 
SystemC hardware description language and its derivatives 
for system-level modeling. It shows how various test 
applications can benefit from a SystemC system-level model. 
Section V concludes the paper. 

II. LITERATURE REVIEW  

The system-level test is a new term that refers to testing 
cyber-physical systems and, in general, systems containing 
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hardware, software, communication and, multiple chips in a 
package, in actual use circumstances.  

Various works in the literature have different definitions 
for SLT and they present their approaches based on a certain 
interpretation of this concept. In general, they all share the fact 
that SLT considers an integrated system and one whose 
components are a mix of analog, digital, software, with 
varying types of interconnections. Some of these works are 
presented in the paragraphs that follow. 

Some works [9] consider SLT in board-level (post-
manufacturing). Board-level SLTs are applied to capture 
functional faults. In these works, it is suggested to replace the 
final test of the system on automatic test equipment (ATE)  
with SLT. Board-level SLT is too costly and has limited 
throughput. Work in [6] addresses these issues by proposing a 
stressed structural test method. This method selects partial 
chips to apply system-level tests only on them. For this 
purpose, support vector machine (SVM) as a classifier uses 
stressed test data to select a subset of total chips. Another work 
[7] filters a portion of chips from the system-level test by data 
analytic techniques from upstream ATE test prediction. 

All of these works perform SLT on a post-manufactured 
system where there is no chance to apply remedies for 
improving the performance and reliability of the system. On 
the other hand, determining whether the fault is caused by 
software or hardware is a challenging work for engineers. 
System-level design-for-testability (SL-DFT) can address 
these issues by modeling and evaluating the system in the 
design phase. SL-DFT provides solutions by using 
controllability and observability [3]. 

In contrast to [9], work [5] considers SLT platform besides 
ATE. This work defines SLT as several test cases on operating 
systems under various test conditions. In this paper, instead of 
a sequential SLT, mutually exclusive test cases are executed 
concurrently. This concept is called Concurrent System-Level 
Test (CSLT). The proposed method helps in reducing the test 
time and also simulates end-user experience more effectively. 
However, this paper only focuses on operating system test 
while SLT also encompasses hardware components including 
processor cores, accelerators, memory blocks and 
communication infrastructures.  

On the other side, [10] is a comprehensive review on SLT 
that focuses on hardware components, especially cores 
embedded in a system on chip (SOC). This work reviews 
different SLT requirements including fault model, test 
generation, DFT and system-level dependability analysis. 
Regarding SL-DFT, it proposes a hybrid built-in self-test 
(BIST) that improves fault coverage by combining pseudo-
random test patterns with deterministic ones. This also results 
in the test time reduction. 

Our contribution is to cope with the aforementioned 
issues. This work suggests a mixed-mode SLT platform which 
considers both hardware and software aspects of a system. 
This platform provides an integrated environment for system-
level design and test (SLDT) in multi-level.  

III. SLT REQUIREMENTS 

Looking back at the digital design history pages, we see 
that SLT is not a new concept in the test area, just the systems 
we are testing are different. In different eras, the “system” has 
referred to different levels of hardware abstraction. A few 
years ago, for its time, gate-level designs we considered as 

complete systems, and testing gate-level circuits was 
considered as a system-level test, although syntactically not 
referred to as such. Looking at SLT from this point of view, 
we reach a set of mandatory requirements that must be met for 
testing at any level. The difference is in today’s systems, 
where integration, multi-mode systems, and multi-level 
descriptions make testing more difficult.  

A. Need for a model 

An important issue at any level of test is a good and 
uniform fault model at that level. To be effective, a fault-
model requires a model of a system to treat the fault with. 
Some works have discussed system-level fault model (SL-
FM), system-level test generation methods (SL-TG), and 
system-level design-for-testability (SL-DFT) without 
considering any SLT model. In a way, without a system-level 
comprehensive model to act as the base of all test methods, 
you are putting the carriage before the horse.  

B. Golden model  

The need for having a model for SLT begins with the 
requirement of having the good behavior of a system or its 
golden model. With an integrated model, the golden model 
considers the overall functionality of various components and 
their effects on each other. This model not only provides the 
correct behavior of the overall system, but also the good 
functionality of the interfaces of various components that may 
be analog, digital or software. Such a model can be used to 
analyze the post manufactured system and verify its operation 
against the correct values obtained by simulation of the golden 
model.  

In addition, a comprehensive integrated model in which all 
modules are described separately and their interfaces are 
clearly defined can be analyzed for faults and the effects of 
faults on the interfaces of various modules as well as the 
outputs.  

Having a comprehensive model of a manufactured system 
facilitates post-manufacturing SLT that is the focus of most of 
today’s work on SLT. Although the post-manufacturing test is 
not the focus of this paper, using the same modeling strategy 
for post-manufacturing SLT, and for the design process, 
which is the focus of this paper, eases the former and 
facilitates the latter.   

C. Mixed-mode model 

A mixed-mode model of a system is one in which analog, 
digital, sensors, actuators, and software parts are described in 
their own specific way of modeling, and they interact with 
each other just like the actual physical parts do.  

Having a comprehensive mixed-mode model in the design 
process provides the opportunity of fault injection and 
evaluation of fault-tolerant methods that we insert in our 
system. Figure 1 shows how an SLT model is used in this 
scenario. As shown, the system is modeled in an integrated 
environment (lower left box), then faults can be inserted in 
various parts of the system using the specific fault models for 
that part of the system (upper left two boxes). As shown, 
MDSI faults are injected for the interconnects, Affine 
Arithmetic uncertainties are used for faults in the analog 
components, stuck-at faults and other more abstract functional 
faults are used for the digital parts of a system, and instruction-
level faults are used for the software parts of the system.   
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After evaluating good and faulty behaviors of a system, 
reliability methods can be applied to make the system reliable. 
As shown in Figure 1, reliability methods such as fault 
avoidance techniques, prediction, and self-healing methods 
(upper right box) are inserted in hardware or software and 
modeled properly to be evaluated for their effectiveness. The 
system model with reliability methods can be evaluated and 
analyzed for failures, performance degradation, and other 
types of system malfunctionings. Based on such analysis and 
perhaps considering overall power and other physical 
constraints, a proper reliability technique will be chosen for 
our system.  

Another place where a mixed-mode model that includes 
software, analog, and digital parts becomes useful is in 
considering faults and compensation of faults as a whole. A 
fault or imprecision of a sensor can be partially or fully 
compensated by its digital interface circuitry or the software 
that interprets its value.   

Due to the paramount importance of software in 
nowaday’s systems, not only most functions can be 
implemented by software, but also mechanisms for error 
detection and error reactions. The ability to study the 
interaction between faults in all components and in the 
system-level software is perhaps the most important factor to 
be considered for modeling of faults. 

D. Multi-level model 

A multi-level modeling environment is one that allows the 
model of a specific component to be described at various 
levels of abstractions. For example, a gate-level circuit can be 
described at the gate-level, R level, or pure functional without 
any concern about signals and/or registers.  

Ability to have a multi-level modeling tool becomes 
important when the top-down design of a system is 
considered. Going back to the time that systems were no 
bigger than several RTL components put together, the top-
down design process of such systems included testing of the 
components as the design evolved. Although in the early times 
of RT level design, design and test were done separately, and 
the design engineer and the test engineer had to go to war for 
chip real estate, RTL design eventually evolved to one pass of 
Design-and-Test, or DfT (Design for Test). This success was 
partially due to the evolution of hardware description 
languages, design tools based on HDLs, and the fact that at 
any point of design an overall HDL model of the system was 
available, even though some parts were still in their abstract 
form and not implemented as hardware units. Multi-level 

HDLs, where one part was described at the functional level, 
while another at the gate or RT level was an important 
enabling factor here.  

We expect the design of a system at the system-level to 
evolve in a similar fashion to RTL. This means that in addition 
to requirements discussed in the previous subsections, a multi-
level modeling platform is also necessary for SLT. Our 
modeling tool that can be used for System Level Design and 
Test (SLDT) must be a multi-level HDL  

We have discussed several topics that we consider as 
requirements for a modeling language that can be used for 
SLT. This includes having a functional model for good 
behavior, ability to control and observe component 
boundaries, mixed-mode, and multi-level modeling. We 
propose our modeling language in the next section. 

IV. CONVERGE IN UPON A MODELING LANGUAGE 

There is a need for an integrated environment to model a 
system including digital, analog, software programs and inter- 
and intra-block communications in which it can fulfill all 
above features. SystemC-based modeling is suggested here.   

A. The language  

The SystemC hardware description language and its 
derivatives including SystemC-AMS (analog and mixed-
signal), SystemC-Verification (SCV), TLM-1 and TLM-2.0 
are C++ class libraries for modeling and verification.  

The main SystemC core focuses on timing and 
concurrency that are the center point of any hardware 
description language. SystemC allows concurrent simulation 
of digital, analog, software, and interfaces that connect these 
parts together. With this concurrency at the center point, AMS 
extension of SystemC provides a very convenient interface for 
modeling analog electronics and non-electric modules. Then 
again, concurrent with all other parts of a system, the C++ base 
of SystemC gives it an easy interface with software programs 
for describing programs that run on a system or for ISS 
(instruction set simulation) of software parts of a system. 

TLM-1 and TLM-2.0 also handle communications 
between processing elements by general-purpose predefined 
utility channels and memory interfacing, respectively. These 
facilities hide handshaking and data handling in abstract 
functions. This way, the designer can focus on the 
functionality of a system, rather than communication details. 
SCV provides facilities to simplify test procedure including 
fault injection, random test, and transaction recording. 

 

 

 

 

 

 

 

 

Figure 1: A flow of SLT model. 
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 SystemC uses two different simulation engines; one for 
the analog parts and one for the rest. Continuous simulation 
(CS) is used for running the AMS extension, while it uses a 
discrete-event simulation (DES) engine for the rest of the 
system. Hence, inter-block communication between CS and 
DES becomes necessary, that is done by predefined 
converters. Meanwhile, inter-communications between DES 
blocks and intra-block communications are done easily by 
signals and variables due to using the same simulation engine. 

Describing various components of a system at various 
levels of abstraction is facilitated in SystemC for analog and 
digital parts alike. A digital component can be described using 
its gate level structure, its RT level description, a software 
program describing its functionality, or any form of 
description in the middle. Likely, an analog part of a system 
can be described using its passive elements, the mathematical 
expression it implements, or a program-like description of the 
component.  

B. Utilization of SystemC 

There are different abstraction levels of a system that range 
from describing a component by its physical components, to a 
behavioral description of a module. Likely, faults in a module 
can correspond to the individual physical elements of a 
module or to the way it behaves. Different blocks of a system 
can be modeled based on how the physical parameters of the 
blocks are to be considered. This consideration is determined 
based on the specific application.  

As discussed, we have to think about a model before we 
take on SL fault modeling, SL test generation, etc. SystemC 
sounds an appropriate integrated environment to model a 
complex system including digital and, analog, hardware with 
inter- and intra-block communications at one hand, and 
software functions at the other hand. However, for test 
applications, modeling faults is required that because of 
varying nature of components that are used in a system (i.e., 
digital, analog, software), a unique fault model cannot be 
reached. Therefore, for performing SLT, specific fault models 
of each block must be inserted individually while evaluating 
the functionality of the overall system. 

C. A case study using SystemC 

In order to illustrate how SystemC and its derivates can be 
useful in modeling a system so that SLT can be used for it, a 
small communication system is used here as a case study. 

Figure 2 shows the block diagram of our case study 
system. This is a software-defined ratio system (SDR) that 
filters the data from its antenna and delivers it back to the 
antenna for transmission. The system has several digital 
circuits, analog circuits, an antenna, and ADC and DAC 
converters. There is a communication channel for data 
reception and transmission. In SDR, radio components 
including mixers, filters, modulators/demodulators, and 
detection circuits are implemented in a programmable 
medium to provide increased flexibility and capabilities. The 
programmable parts are the digital and software components. 
In our case study, we place fault detection and avoidance 
methods in the digital and software programmable parts.  

To examine our aforementioned reliability techniques, we 
start with an integrated system model in which digital, analog, 
and software components of the system are modeled 
according to the type of hardware they represent. The 
modeling is done with a SystemC-based platform.  

There are comprehensive works on system-level testing of 
digital blocks in [10]. We focus on the analog and 
communication channel modeling to make the examination 
flow described in Figure 1 possible. This means each needs a 
model, a fault model and a technique for making it reliable.  
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Figure 2. A case study system. 

1) Analog Circuit. The analog circuit that we are 

investigating for reliability as part of our SLT is an amplifier. 

We will talk about the system model, the way we are faulting 

it, and the way we intend to compensate for the fault. 

a) System model. This analog circuit includes a low-
noise amplifier (LNA) block, a variable-gain amplifier 

(VGA) block, and a few other analog discrete parts. These 

blocks are modeled using SystemC-AMS. For this modeling, 

Affine arithmetic (AA) can be used that properly models 

deviations in value and inaccuracies in components or 

variables of an analog circuit. Affine Arithmetic (AA) is 

range arithmetic that overcomes the error explosion problem 

of Interval Arithmetic. AA keeps track of correlations 

between quantities represented as ranges [11]. This procedure 
is used in [13]. In SystemC-AMS the behavior of the system 

is described using data type AAF for the input and output 

ports. To model the LNA, it is assumed that the exact gain 

value is not known. So a range of values is assigned to the 

signal values, and the computations are based on the midpoint 

of the range and maximum deviation from the midpoint. 

b) Fault injection. For modeling analog faults, they are 

classified into different kinds of fault sources like parametric 

faults e.g. due process, voltage and temperature variations, 

aging, but as well unforeseen defects that lead to non-

deterministic behavior. This classification is based on the 

mathematical modeling background of the faults, i.e. range or 

probabilistic methods. This method computes the worst-case 

behavior over the considered ranges of input and initial 

operating conditions. It saves the sequence of inputs or 
parameters that lead to this worst case. Then, based on the 

previous and current conditions, the solver decides on the 

new relational condition and uncertainties. 

c) Self-compensating. Parametric faults are mostly 
compensated by built-in robustness of the system, e.g., by 

control loops at various levels or even in system-level 

software. The fault model is simulated with a symbolic 

simulation at the system level. During the simulation run, all 

inputs and corresponding output affecting the behavior of the 

circuit are tagged. Once there is a failure, the system 

is rewound to the last correct state. 
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2) Intra-digital block communication. Another part of the 

system of Figure 2 that we are analyzing for fault injection 

and examining its reliability is a bus that runs between several 

of the systems digital parts. The paper proposed in [12] has 

modeled a relatively complex communication channel for 

abstract initiator-target communications using the SystemC 

language. Then, a mechanism for inserting fault models into 

the communication lines is proposed. Finally, they have 

evaluated a faulty communication channel in the presence of 

various reliability methods including fault avoidance, 

detection and correction techniques. We show that SystemC 

models provide a mechanism for fault injection as well as 

evaluation of ways of circumventing faults.  

a) System model. ESL communications are described in 
SystemC as channels. Although there are specialized 

channels in SystemC for specific cases, e.g., TLM-2.0 for 

processor-memory communications, work in [12] takes a 

more general approach, and uses the channel definition utility 

of SystemC. The channels are designed to be able to inject 

various interconnect faults, e.g., crosstalk and noise. Details 

of modeling communication channels is addressed in [12]. 

b) Fault injection. Fault injectors are presented as 

separate SystemC modules that can be instantiated within the 

channels. The proposed mechanism for fault injection 

handled by putting a distorter module is shown in Figure 3. 

This module, that is sandwiched between two identical copies 

of the original channel, distorts the data transferring through 

the channel based on a given fault model. The work in [12] 

offers two fault models that can be inserted in the distorter 

module. These models are an abstract MDSI [14], and a more 
detailed model that is referred to as Weighted-MDSI [8]. 

Both these models are described in SystemC. The noise 

insertion method of this paper can also use a physical 

RC/RLC network module described in SystemC-AMS. 

c) Reliability methods. The paper in [12] has developed 

several reliability methods including shielding, duplication, 

parity, and Hamming for making channels fault-tolerant and 

testable. For this purpose, some redundancy hardware and 

also detection and/or correction hardware have been added to 

the channel interface of the initiator and to the interface of the 

target, respectively. The modeling discussed here allows 

evaluation of these error-correcting methods for their 

effectiveness, hardware overhead, and power consumption.  

V. CONCLUSION 

To cope with many challenges faced by testing complex 
systems with various computation and communication blocks, 
SLT is considered. SLT requires an integrated environment 
for mixed-level, modular, functional, and multi-level 

modeling of a complex system. A model for this system is to 
be used for test generation, reliability analysis, and system-
level DFT. The center of all such requirements is fault models 
that can describe faults of components of a system according 
to the nature of the component. The SLT model must satisfy 
requirements including mimicking system’s good behavior, 
analysis effects of different components on each other, 
observing faults on the interfaces of various components, as 
well as on the outputs of the system. In this paper, SystemC is 
suggested as an appropriate integrated environment to fulfill 
all mandatory requirements for a model to be considered 
appropriate for the base of  SLT. A case study demonstrates 
how a SystemC model of a system can be used for SLT.  
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Figure 3. Fault injection in the communication channel. 
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Abstract—As Internet of Things (IoT) technology becomes 
widespread, the importance of information security increases. 
PRESENT algorithm is a major lightweight symmetric-key 
encryption algorithm for IoT devices. Compared to the 
Advanced Encryption Standard (AES), PRESENT uses a lower 
amount of resources while achieving the same level of security. In 
this paper, we implement PRESENT with different design 
methodologies including hand-coded RTL, Vivado HLS, 
PicoBlaze, VerySimpleCPU (VSCPU) based microcontrollers, 
and a customized VSCPU. The customized VSCPU design is 
based on optimizing the instruction set architecture for the 
algorithm specifics of PRESENT. Our results show that the 
customized VSCPU design metholodogy can be more efficient 
than HLS and PicoBlaze while providing the flexibility compared 
to RTL designs.  

Keywords—Internet of Things, Information Security, 
Cryptography, PRESENT Algorithm, FPGA, VerySimpleCPU 

I. INTRODUCTION  

The Internet of Things (IoT) is a platform where smart 
home appliances, various sensors, wearable and many other 
devices communicate with each other over the Internet. The 
smart devices surrounding us gather information from the 
environment and they share the information by using 
processors and communication units with other smart devices 
over IoT platform to produce solutions to daily life problems. 
These smart devices are becoming more and more widely used 
in various fields such as agriculture, health, safety, education, 
and urbanism [8]. Such a situation makes information security 
in these devices covering many areas of our lives an important 
issue. 

Data encryption before transfer and storage is a typical 
method to prevent unwanted access to confidential 
information. Encryption algorithms such as Advanced 
Encryption Standard (AES) [1] and Data Encryption Standard 
(DES) [2] are widely used for this purpose. However, since 
these algorithms require a large amount of hardware resources 
and high power consumption, it is not possible to use them in 
edge/IoT devices with limited resources. The Lightweight 
Cryptography field [9] has emerged as a solution to this 
problem by decreasing processing complexity and the area 
usage of the chips while providing a reasonable amount of 
security. 

One of the most important components of modern 
electronic systems are the processors and the software enables 
the processors to perform the desired operations in order. The 
instruction sets of many commercially available processors are 
non-modifiable. This leads to the fact that the instructions, 
which the applications sometimes do not use at all, consume 
unnecessary hardware resources. In addition, much needed 
application specific instructions are not in the instruction set 
causing serious decreases in performance or the application 
cannot perform the desired operation at all. To avoid these 
problems, there is a need for application-specific hardware 
design and changing the instruction set of processors. 

In this work, we discuss a methodology by extending the 
instruction set of the VerySimpleCPU (VSCPU) [5] for 
efficient design of any application-specific algorithm on the 
devices with limited resources. To that end, we implement and 
compare the results obtained by designing the desired 
algorithm with pure RTL coding, Vivado High Level Synthesis 
(HLS), PicoBlaze, and the unmodified VSCPU. We use 
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FPGAs as the target platform for our implementations and 
choose PRESENT [3], the popular lightweight cryptography 
algorithm, as the example algorithm in this work. 

Our results shows that customizing the VSCPU core can 
lead to a very desirable solution by combining the best of both 
worlds. On the one hand, it can provide the flexibility of a 
software-based solution. On the other hand, it can lead to a 
more efficient design than HLS and Picoblaze microcontrollers 
through hardware customization. This work therefore shows an 
exciting opportunity for IP design of next-generation 
cryptography standards.  

II. PRESENT ALGORITHM 

The PRESENT [3] encryption algorithm is a lightweight 
symmetric-key block cipher algorithm.  It has the Substitution 
Permutation Network (SPN) structure and has a 64-bit block 
length along with an 80-bit or 128-bit key length. As shown in 
Fig. 1, the algorithm consists of 31 rounds and the last round of 
key addition. A round consists of the following 3 functions: 
add round key, substitution box layer, and permutation layer. 

Adding the round key is simply the XOR operation of the 
state data block with the round key. The nonlinear substitution 
layer uses identical Substitution Box (SBox) that converts a 4-
bit input to a 4-bit output. Fig. 2 shows the input-output 
relationship of a single Sbox. In the permutation layer, the bit 
value in the index m is moved to the index n = P (m) for all 
indexes. Fig. 3 provides the construction of the P function. 

PRESENT uses distinct round-keys at each round. Fig. 4 
formulates the key schedule operation, which first performs a 
61-bit left rotation. Then, the left-most 4-bit for 80-bit keys and 
the left-most 8-bit for 128-bit keys are passed through the 
Sboxes. Finally, the round counter value is subjected to XOR 
operation with the bits of 19:15 indexes of the previous result. 
The most significant 64-bit of the value forms the round key. 

III. THE IMPLEMENTATION OF THE PRESENT ALGORITHM 

To implement the PRESENT algorithm, we use Xilinx’s 
ISE 14.7 software for synthesis, simulation, and placement and 
routing, and Vivado HLS 2017.1 software for high-level 
synthesis (HLS). We select the Xilinx XC7A100T-1CSG324 
FPGA and use the 80-bit key version of PRESENT. Tables I 
and II summarize the results. 

A. Implementation with Hand-Coded RTL 

Designing a custom chip is the first option that comes to 
mind when designing hardware with low resource consumption 
and high-performance. However, because of the high cost per 
product of chip design for small quantities of products, Field 
Programmable Gate Arrays (FPGA) are preferred. FPGAs are 
also used to ensure shorter design time and prototyping of 
ASICs. FPGA design is made using a Hardware Description 
Language (HDL). The two most commonly used languages are 
Verilog and VHDL. FPGAs are programmed after the design’s 
synthesis and implementation stages with selected FPGA 
software. 

 
Fig. 1.  PRESENT encryption algorithm [3] 

 

Fig. 2.  Substitution box layer [3]  

 

Fig. 3.  Permutation layer [3]  

 

Fig. 4. Key schedule [3]  

Before carrying out other implementations, we wanted to 
find out hardware resource consumption and typical 
performance of the PRESENT algorithm with hard-coded, i.e., 
pure RTL design on FPGA. For this purpose, we reviewed the 
RTL design shared on GitHub [4]. We also simulated, 
synthesized and implemented the design on the selected FPGA 
without the need for optimization. The design consumed 213 
LUTs and 213 FFs from FPGA resources after implementation. 
It also can work with a clock frequency up to 368 MHz, and it 
can compute a result in 32 cycles (latency). 
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TABLE I.  MEMORY RELATED INFORMATION ON PROCESSOR BASED IMPLEMENTATIONS 

Processor / Memory PicoBlaze 
VSCPU 

compiled 
code 

VSCPU-80 VSCPU-16 [13] 

Instruction Bit Length 18 32 10 12 8 

Number of Instructions in the Program 509 2210 16 45 156 

Data Bit Length 8 32 80 16 8 

Number of Data in the Program - 58 8 16 48 

 

TABLE II.  HARDWARE RESOURCE CONSUMPTION AND PERFORMANCE INFORMATION OF IMPLEMENTATIONS ON FPGA  

Implementation / Consumption 
and Performance Information Pure RTL Vivado 

HLS PicoBlaze 
VSCPU 

compiled 
code 

VSCPU-80 VSCPU-16 [11] [12] [13] 

Look-Up Tables (LUT) 213 466 292 8966 1023 270 222 226 377 

Flip Flops (FF) 213 765 104 3203 507 291 201 89 N/A 

Max. Clock Frequency in MHz 368 125 185 67 141 153 236 172 542 

Latency in Cycles 32 29k 360k 558k 502 1402 295 132 20k 

Latency 87 ns 233 us 2 ms 8 ms 4 us 9 us 1 us 767 ns 37 us 

Latency x (LUTs + FFs) 37k 286M 768M 101G 5.4M 5.1M 528k 242k 14M 

 

With the pure RTL design, the best results were obtained in 
terms of performance and area consumption and these results 
were used for comparison with other implementations. The 
design to be done in this way has disadvantages such that the 
design is coded and validated manually so that the design time 
is too long and that the design does not offer any flexibility to 
the lack of programmability. 

B. Implementation with Vivado HLS  

Vivado is a complete software that allows performing RTL 
design, simulation, synthesis, implementation and Xilinx 
FPGA programming. To make FPGA programming simpler 
and reduce the design time, Xilinx has developed the Vivado 
HLS. Thanks to this program, a C-based code can be 
transformed into a Verilog or VHDL design which allows 
synthesis and implementation on FPGAs. 

We used the C-based design of the PRESENT algorithm 
from FELIX project [10] on Vivado HLS 2017 and confirmed 
that the design works correctly. Afterward, synthesis and 
implementation of the obtained RTL design from HLS were 
performed. The resulting design consumes 466 LUTs and 765 
FFs, achieves a clock frequency of up to 125 MHz, and takes 
29124 cycles to complete an encryption operation. 

Designing with HLS significantly reduces design time. 
However, when the obtained results are examined, it is seen 
that resource consumption increases approximately twice as 
compared to the pure RTL implementation. In addition, an 
encryption operation results in 32 cycles in the pure RTL 
implementation, while 29124 cycles in the Vivado HLS 
implementation. Considering the maximum clock frequencies 
that the designs can operate, it is seen that there is a decrease of 
approximately 2681 times in performance. Moreover, as with 
the pure RTL design, the design produced by Vivado HLS 

does not include a processor, so it does not allow software 
development.  

C. Implementation with PicoBlaze 

PicoBlaze [7] is an 8-bit processor with low area 
consumption and low performance for Xilinx's own FPGAs. 
This processor goes through the synthesis and implementation 
stages and works on the resources in Xilinx FPGAs. There are 
a total of 70 commands in PicoBlaze and all commands are 
executed in 2 cycles. 

In order to implement PRESENT algorithm with 
PicoBlaze, the algorithm was written using Assembly language 
and PicoBlaze instruction set. Initially, the Assembly program 
consisted of 1446 instructions, and the design's program 
memory would consume a significant amount of resources. To 
optimize the code, we review it and reduce the number of 
assembly instructions to 509. Since FFs are used as the 
memory element in all implementations and in order to make 
the comparison under equal conditions, the memory elements 
of PicoBlaze are changed to FFs and LUTs from Block RAMs. 
Afterwards, we performed synthesis and implementation using 
the memory file from Assembly code and PicoBlaze's source 
code for Xilinx ISE. Eventually, the design working with a 
clock frequency up to 185 MHz consumed 292 LUTs and 104 
FFs of FPGA resources and the latency for an encryption was 
359943 cycles.  

The results show us that, by using PicoBlaze, it is possible 
to create a low resource consuming design, as in pure RTL 
design. In addition, due to it’s processor based architecture, 
software development on this implementation is possible. 
However, when the clock frequencies and the number of cycles 
required for an encryption are considered, PicoBlaze 
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implementation is approximately 22324 times slower than the 
pure RTL design. 

D. Implementation with VSCPU 

VSCPU [5] is a simple and customizable 32-bit processor 
that can be implemented on FPGAs, with an instruction set 
simulator, Assembly code generator, and C compiler. VSCPU 
has 16 instructions in its instruction set and supports unsigned 
integer arithmetic operations. The RTL codes of the processor 
are written in Verilog language and the structure can be 
changed completely as required.  

We compiled the C code of the PRESENT algorithm with 
the C compiler of the VSCPU and extracted the Assembly 
code. As a result, 2210 32-bit instruction memory, which is 
stored in a ROM, and 58 32-bit data memory, which stored in a 
RAM, were needed. The result of encryption operation is 
computed at the end of 557997 cycles and the design can work 
with clock frequency of up to 67 MHz using 8966 LUTs and 
3203 FFs. 

Considering the resulting resource consumption and 
performance, we can say that VSCPU implementation has the 
worst results among other options. The reasons for this may be 
that the instruction set and architecture of VSCPU are not well 
suited to the PRESENT algorithm, and that the C code 
compiler does not produce good results. However, this 
implementation has the advantages that it provides a much 
faster design opportunity than a pure RTL implementation and 
allows for software development due to its processor based 
structure. 

E. Implementation with Instruction Set Modified VSCPU 

Due to the lack of XOR operation and algorithm specific 
commands such as SBOX in the VSCPU's instruction set, the 
compiled Assembly code consumed a lot of memory and took 
too long to compute an encryption operation. Therefore, to 
improve performance and reduce resource consumption, we 
changed the instruction set of the VSCPU and wrote the 
Assembly code manually.  

Firstly, because the key length is 80-bit, we increased the 
length of the data bus and the words in the data memory to 80-
bit length. We also added four new instructions in the 
algorithm that implement substitution (SBOX), left rotation 
(RRL), permutation (PER), and XOR functions. We removed 
instructions that were not used in the algorithm from the 
instruction set. 

Another change in the VSCPU was the transition from a 
combined memory unit in the Von Neumann architecture to the 
separate storage of data and instructions, as in the Harvard 
architecture. The aim was to take advantage of the fact that the 
bit length of the instructions is shorter than the bit length of the 
data and to consume fewer resources. 

 This design required 16 instruction words of 10-bit length 
and 8 data words of 80-bit length. The design, which completes 
an encryption in 502 cycles, can work with up to 141 MHz 
clock frequency, using 1023 LUTs and 507 FFs. When the 
design obtained is evaluated in terms of performance, it 
provides much higher performance than other realizations 

except pure RTL implementation. However, it gives better 
results in terms of resource consumption than only VSCPU. 

  

TABLE III.  INSTRUCTION SET OF THE VSCPU-16 

Instruction Functionality 

XOR A B *A = *A ^ *B 

CP A B *A = *B 

ADD A B *A = *A + *B 

BZJ A B if(*B == 0) jump *A 

GETW A B if(B == 0) W = 0 else *A = W; W = 0 

SRW3 A B *A = (*A >> 3) | W; W = *A << 13 

SBOX16 A B 
if(*B == 0) *A = { sbox(*A[15:12]) , *A[11:0] } 

else *A = { sbox(*A[15:12]), sbox(*A[11:8]), 
sbox(*A[7:4]), sbox(*A[3:0]) } 

PER3 A B 
W = { *A[15], *A[11], *A[7], *A[3], *B[15], 

*B[11], *B[7], *B[3], W[15:8] } 

PER2 A B 
W = { *A[14], *A[10], *A[6], *A[2], *B[14], 

*B[10], *B[6], *B[2], W[15:8] } 

PER1 A B 
W = { *A[13], *A[9], *A[5], *A[1], *B[13], *B[9], 

*B[5], *B[1], W[15:8] } 

PER0 A B 
W = { *A[12], *A[8], *A[4], *A[0], *B[12], *B[8], 

*B[4], *B[0], W[15:8] } 

BZJi A B Jump *A+B 

 

To further reduce the resource consumption of the VSCPU 
with the 80-bit data path (VSCPU-80) design, we designed a 
VSCPU with the 16-bit data path (VSCPU-16). As shown in 
Table III, we have made significant changes to the instruction 
set.  

In VSCPU-16 design, an additional register named “W” 
has been defined to execute the algorithm in a more optimized 
manner. Since our key value is 80-bit, it is stored in 5 separate 
data addresses in this 16-bit architecture design. A new 
instruction called SRW3 was created, which also uses the W 
register to perform the 3-bit right shift required in the key 
schedule function. Using this instruction repeatedly, rotation of 
the key value which is found in different addresses can be 
made easily. 

With the added SBOX16 instruction, the parameter 0 
provides the SBOX conversion in the key schedule function 
only to a 4-bit section, and with the parameter 1, all input 
values are converted through SBOX operation. 

The permutation function is also provided by calling the 
PER0, PER1, PER2 and PER3 instructions twice in succession. 
[6] is used to create these instructions. 

With the transition from 80-bit architecture to 16-bit, 45 
instruction words of 12-bit and 16 data words of 16-bit were 
needed, and the algorithm computed the result in 1402 cycles. 
However, the new design can operate with a clock frequency 
up to 153 MHz and consumes 270 LUTs and 291 FFs. These 
results have approached pure RTL implementation in terms of 
FPGA resource consumption, yet it is seen that it consumes 
41% more resources than PicoBlaze implementation. However, 
when the clock frequency and the latency of both 
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implementations are considered, it is seen that the VSCPU-16’s 
performance is about 211 times better than the PicoBlaze.   

F. Other Works

PRESENT is implemented on FPGAs after it’s publication
by other teams. We examined some of the most recent and 
promising researches and added their results to Table I and II. 

In 2015, Tay et al. developed 8-bit hardware architecture of 
PRESENT algorithm on a Virtex-5 FPGA [11]. They managed 
to reduce the amount of resources for SBoxes due to 8-bit 
datapath, and Karnaugh mapping and further factorization of 
SBoxes. The resulting implementation consumes 222 LUTs 
and 201 FFs; it can work with a clock frequency of up to 236 
MHz; and it can compute a result in 295 cycles. 

In 2016, Lara-Nino et al. created an architecture based on a 
16-bit datapath [12]. By doing that, the implementation of 
PRESENT on Spartan-6 FPGAs consumes only 226 LUTs and 
89 FFs and the design works with a clock frequency up to 172 
MHz and with a latency of 132 cycles.  

Diehl et al. presented the implementation of 6 different 
ciphers including PRESENT using both custom hardware 
design and software design with 8-bit microprocessor [13]. 
There are only 30 native instructions on this soft 
microprocessor, and the data words and instruction words are 
8-bit length. The processor is tailored to the algorithms and
unrequired functionality is removed before implementation as
in our work. PRESENT implementation on Kintex-7 FPGAs
using this custom processor consumes 377 LUTs, achieves a
clock frequency up to 542 MHz, and takes 20030 cycles to
complete an encryption operation. 156 instruction words and
48 data words are used in the implementation.

Our pure RTL implementation gives better result than [12] 
in every aspect and consumes almost the same amount of 
FPGA resources with [11]. However, the throughput of our 
pure RTL implementation is almost 6 times higher than of the 
[11]. Moreover, our VSCPU design with 16-bit architecture is 
more efficient and consumes lower resources than [13]. 

IV. CONCLUSION

In this work, we aim to make high performance and 
efficient implementation of any application specific algorithm 
for devices with low hardware resources in a short time. As an 
exemplary application, we chose the PRESENT cipher 
algorithm on IoT. In order to compare the results, this 
algorithm was implemented on FPGA with pure RTL, Vivado 
HLS, PicoBlaze, VSCPU and modified VSCPU. In addition, 
we examined some of the most recent and promising 
researches. The modified VSCPU implementation, which has 
been modified by changing the instruction set and architecture, 

gave us the best results due to its low resource consumption, 
high performance and the ability to develop software on it.  

In future studies, VSCPU's compiler and simulator can 
work according to the changing instruction set and architecture 
and rapid prototyping can be realized completely. In this way, 
it would be possible to make high performance design in a 
short time. 
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Abstract— A qubit method for synthesizing tests of discrete 
functions of SoC components is proposed, which leverages 
Boolean derivatives with respect to a vector description of logic 
element’s behavior in the form of Q-coverage. The primacy of the 
metrics of mathematical and technological relations in data 
structure, on which effective algorithms and methods for 
controlling or data processing are built to achieve the performance 
of testing processes, is formulated. A vector model or form of 
Boolean derivatives is introduced, which is used to synthesize 
deductive matrices in the qubit fault simulation method and to 
evaluate the quality of test sequences. A tree-driven ATPG 
processor, represented by a binary tree-graph of xor-elements for 
parallel processing of parts of the qubit coverage, and data 
structures of SoC logic for calculating qubit Boolean derivatives 
are proposed. The proposed data structures and methods are 
implemented in a software application that focuses on parallel 
testing the logic functions of digital systems-on-chips using qubit 
coverage.  

Keywords— qubit test synthesis, qubit coverage, deductive fault 
simulation, Boolean qubit derivative, logic function, SoC 
components, ATPG processor. 

I. STATE OF THE ART

The goal of the research is to reduce the generation time of 
tests of logical components of a digital system-on-chip through 
creating algorithms and methods for parallel synthesis of test 
patterns for single stuck-at faults of digital devices based on 
parallel processing when taking Boolean derivatives by using 
qubit coverage for describing logical functions. 

Objectives are the following: 1) Create a model of the 
relationship of order in data structures and computing, which 
forms the effectiveness of parallel control of large data 
processing algorithms when solving test problems. 2) Develop a 
functional model for the qubit description of logic elements of 
digital systems-on-chips. 3) Synthesize a parallel processor for 
taking Boolean derivatives based on the use of qubit coverage. 
4) Create a qubit method for synthesizing tests based on taking
Boolean derivatives with respect to Q-coverage of the logical
functions of digital systems-on-chips.

The productivity of computing is determined by the metric 
of mathematical and technological relations in the data 
structures, which are the basis of effective algorithms and 
methods for controlling or data processing for achieving the 
goals. The data structures of quantum computing differ from 
classical calculations by the superposition relation between zero 
and one, the positioning of which is determined at one point of 
the Hilbert space [1]. Technologically, the superposition is 
formed by the spins of electrons, which are also positioned at 
one point of the interatomic space. 

It is the superposition of zero and one at a single point in 
space, which can be extended to a finite number of discrete 
states, which is the root cause of relations in the organization of 
data structures for the implementation of parallel methods and 
algorithms. 

As for classical computing, the property of superposition, 
but not at one point, but dispersed in space, can and should be 
used to develop efficient parallel algorithms for processing big 
data represented in unitary codes, which allow superposition of 
a finite number of discrete states [2]. 

An important conclusion that follows from the above 
reasoning is the primacy of relations on data structures for the 
synthesis of efficient parallel, but secondary, algorithms for 
controlling or data processing. Any design of a new product 
should keep in mind the following order relation between 
categories: 1) Purpose. 2) Relations. 3) Management. 4) 
Architecture (Infrastructure + Personnel). 5) Observability. 6) 
Data (Resources). By the way, this relation of order must be 
strictly followed when creating effective cyber-social 
computing mechanisms (companies, universities, states), where 
the “Infrastructure” is complemented by the “Personnel” 
component. 

The interest of scientists and practitioners to new solutions 
of the problems of testing computing devices is illustrated by the 
number of publications in the IEEE Xplore library. For example, 
content search by request (Fault Simulation) gives 37892 works. 
At the same time, the high-performance deductive analysis 
method [3] has a total of 51 references to scientific publications. 
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Nevertheless, the library contains 290 publications focused on 
Quantum Fault Simulation, including deductive algorithms [4]. 
Another example is related to the number of works in the field 
of synthesis and test generation, with 20408 and 64691 
publications, respectively. Moreover, the number of qubit or 
quantum models and methods for generating (1020) and 
synthesizing (264) tests has increased significantly over the past 
5 years [5–8]. Such interest of scientists and industry is 
associated with improving the quality of computing in all fields 
of human activity: data centers, social networks, cloud 
computing, transportation, energy, medicine, construction, 
astronautics, weapons, process control. With regard to the fault 
analysis, the state of technical diagnostics can be represented by 
the relations between data structures, models of fault-free 
behavior, faults and methods for the synthesis and analysis of 
tests, shown in Fig. 1. The variety of technologies in the field of 
testing have been proposed by scientists and practitioners over 
the past 70 years, which is reflected in tens of thousands of 
publications, including [9-10]. Recent publications reflect the 
appearance of parallel models and methods of synthesis and 
analysis, based on artificial intelligence, cloud services, and 
quantum data structures [11–13]. Reversible logic circuits are 
combinations of several special types of quantum k-CNOT 
gates, for which classical algorithms for synthesizing test 
patterns are used to detect all single missed faults in a reversible 
circuit based on k-CNOT gates using the Boolean difference 
method [14]. 

Fig. 1. Models and methods for fault analysis 

Test synthesis methods for logical functionalities 
traditionally use three forms of explicit description of functional 
behavior: tabular (TT - Truth Table), analytical (DF - 
Disjunctive Form), graph (alternative Raimund Ubar’s graphs or 
binary solution diagrams [9]). The first one is technological for 
computer processing, but time-consuming in terms of memory 
and table processing performance. The second one is compact in 
form, but it requires the creation of powerful calculators for 
analyzing or solving Boolean equations. The third one is visual 
for humans, compact for our PC, but requires specialized 
computers for synthesis and analysis of complex systems based 
on alternative graphs [9]. 

Next, we propose a qubit coverage [2,4-8], as a vector 
representation of the state of the outputs of the truth table with 
an implicit description of the input actions in the form of 
coordinate addresses of the binary vector of output values. 
Comparative analysis of the forms for setting the logical 

function of three variables, including the qubit vector or Q-
coverage (QC - Qubit Coverage), is presented as follows: 

The Q-vector is a more compact form compared to the truth 
table, which is characterized by all the advantages of the table 
related to the technological effectiveness of processing for the 
synthesis and analysis of logical functions. The Q vector 
requires less memory in n times to store data compared to the 
truth table of n variables. The Q-vector does not require (n**2) 
complicated computational procedures necessary to determine 
the output state of a logical function using a disjunctive normal 
form or a generalized truth table. To do this, you need only one 
automaton operation using addressable write-read operations: 
Mi=Qi[M(Xi)], which have parallelism and linear 
computational complexity. 

II. SEQUENTIAL SYNTHESIS OF BOOLEAN DERIVATIVES BY
QUBIT COVERAGES

The test synthesis using qubit coverages is based on the 
technology for determining Boolean derivatives, which create 
the activation of logical paths from inputs to outputs of a circuit 
structure. For this, a logical xor-operation between symmetric 
parts of the qubit vector is used [2]: 

The equation can be put in correspondence with the simplest 
sequencer for taking the qubit derivative (Fig. 2), where the xor-
operation forms both parts of the resulting vector. 

Fig. 2. Sequencer of qubit derivative 

Using a sequencer to take three qubit derivatives for a logic 
function of three variables Q = (01 10 10 01) is presented as 
follows: 

Q(X1) = (11 11 11 11); Q(X2) = (11 11 11 11); 

Q(X3) = (11 11 11 11).  

Y(TT) =

X1 X2 X3 Y
0 0 0 0
0 0 1 1
0 1 0 1
0 1 1 0
1 0 0 1
1 0 1 0
1 1 0 0
1 1 1 1

;

Y(DF) = X1X2X3∨X1X2X3∨X1X2X3∨X1X2X3;
Y(QC) = 01101001.

Q'(Xk ) = {Qi
L,Qi

R} =Qi
L ⊕
i=1,2k−1

k=1,n
Qi
R.
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The first vector of the qubit derivative with respect to X1 is 
formed as the xor-sum of adjacent cells, the second vector of the 
qubit derivative with respect to X2 is formed as the xor-sum of 
adjacent coordinate pairs, the third vector of the qubit derivative 
with respect to the X3 is synthesized as the xor-sum of the 
adjacent quadruple of the qubit vector. The consequences for 
such X-functions are interesting. If the qubit derivatives with 
respect to all variables of the logical function are equal to the 
unit vector, then: 1) The deductive formula for fault simulation 
is invariant to the input test sets or does not depend on them. 2) 
Any test vector detects all single stuck-at faults inverse to the 
line states. 3) The number of logical functions of n variables 
where the following condition is true  

always equal to two. 4) To activate the input variable Xi, no 
logical conditions are needed for other inputs. 5) The X-function 
is a simple logical function of a finite number of variables (n = 
1,2,3, ...), which cannot be minimized. 6) The length of the test 
for detecting single stuck-at faults of all lines for the X-function 
of n variables is always equal to 

The following tables [6] represent the process of test 
synthesis (T) using a qubit coverage Q = (01 10 10 01), fault 
simulation (D), minimization of test patterns (M) and obtaining 
a minimum qubit test of a digital structure - table T(Q): 

The column T(Q) = 11101001 defines the minimum qubit 
test form – binary addresses for unity coordinates, which need 
to be entered on the external inputs in order to detect all the 
single stuck-at faults of the external and internal lines of the 
logic circuit. 

III. QUBIT DERIVATIVE PROCESSING FOR SOC LOGIC TEST
GENERATION

Initially, the characteristic equation for the synthesis of tests 
uses the following operations: negation, towards-shift of data, 
xor-addition and disjunction on the qubit coverage [2,6]: 

The computational complexity of the test synthesis 
algorithm for this equation is equal to 

Q = 2$ + n × 2$ + n × 2$ + n × 2$ = 2$ + 3(n × 2$)
= 2$(1 + 3n). 

The apparatus of qubit Boolean derivatives greatly 
simplifies the algorithm for generating test patterns for logical 
functions up to two operations (taking the derivative with 
respect to each variable and the disjunction of the derivatives, 
which creates the qubit form of the test): 

. 

The Boolean derivative on the qubit vector is reduced to 
performing xor-operations on parts of the qubit coverage, the 
dimension of which is determined by the power of two from the 
number of the variable under consideration, which varies from 
1 up to n. The following qubit coverage describes the behavior 
of a logic function of four variables: Q(X) = 
(10000000000000001), for which taking derivatives for test 
synthesis is considered. 

The characteristic equation of taking the Boolean derivative 
operates with parts of the qubit coverage vector, the dimension 
of which is associated with the power of two on the number of 
variables. Next, we consider an algorithm for taking the qubit 
derivative of a function of 4 variables: 

1) At the first step, the derivative with respect to the variable
X.	 is taken: two equal parts of the binary Q-vector of the 
dimension 20	are considered, to which the parallel (coordinate-
wise) xor-operation is applied: 	Q1 ⊕ Q. ⟶ {Q1, Q.} , after 
which the result is entered in both parts of the Q-vector. 
Otherwise, this procedure can be written as Q1 = Q1 ⊕
Q., Q. = Q1 ⊕ Q. or in compact form {Q1, Q.} = Q1 ⊕ Q.. 

2) At the second step, the derivative with respect to the
variable X7 is taken: four equal parts of the qubit Q-vector are 
already considered, to which two xor-operations are applied in 
pairs, the result of which is entered into operands: {Q1, Q.} =
Q1 ⊕ Q.; {Q7, Q8} = Q7 ⊕ Q8. 

3) At the third step, the derivative with respect to the variable
X8 is taken: eight equal parts of the qubit Q-vector are already 
considered, to which four xor-operations are applied in pairs, the 
result of which is entered into operands: 

{Q1, Q.} = Q1 ⊕ Q.; {Q7, Q8} = Q7 ⊕ Q8. 

{Q9, Q:} = Q9 ⊕ Q:; {Q;, Q<} = Q; ⊕ Q<. 

4) At the fourth step, the derivative with respect to the
variable X9  is taken: 16 equal parts of the qubit Q-vector are 
already considered, to which eight xor-operations are applied in 
pairs, the result of which is entered into operands: 

{Q1, Q.} = Q1 ⊕ Q.; {Q7, Q8} = Q7 ⊕ Q8; 

{Q9, Q:} = Q9 ⊕ Q:; {Q;, Q<} = Q; ⊕ Q<; 

{Q=, Q>} = Q= ⊕ Q>; {Q.1, Q..} = Q.1 ⊕ Q..; 

{Q.7, Q.8} = Q.7 ⊕ Q.8; {Q.9, Q.:} = Q.9 ⊕ Q.:. 

The structure of the processor for taking Boolean derivatives 
by qubit coverage is shown in Fig. 3 as a binary tree-graph of 
function's Q-vector representation, where the nodes are xor-
converters, and the edges are the operands or parts of the qubit 
coverage. 

∀
i=1

n df
dXi

=1
⎡

⎣
⎢

⎤

⎦
⎥,

Q =1+ 1
2
× 22

n
.

T 1 2 3 4 5 6 7 8
0 0 0 0 0 0 0 0 0
1 0 0 1 1 0 0 0 1
2 0 1 0 0 1 0 0 1
3 0 1 1 0 0 0 0 0
4 1 0 0 0 0 1 0 1
5 1 0 1 0 0 0 0 0
6 1 1 0 0 0 0 0 0
7 1 1 1 0 0 0 1 1

D 1 2 3 4 5 6 7 8
0 1 1 1 1 1 1 1 1
1 1 1 0 0 . . . 0
2 1 0 1 . 0 . . 0
3 1 0 0 1 1 1 1 1
4 0 1 1 . . 0 . 0
5 0 1 0 1 1 1 1 1
6 0 0 1 1 1 1 1 1
7 0 0 0 . . . 0 0

→

M 1 2 3 4 5 6 7 8
0 1 1 1 1 1 1 1 1
1 1 1 0 0 . . . 0
2 1 0 1 . 0 . . 0
4 0 1 1 . . 0 . 0
7 0 0 0 . . . 0 0
C x x x x x x x x

→

T(Q)
1
1
1
0
1
0
0
1

T(S) = ∨
j=1

n
[Q ⊕
j=1

n
Sj(Q)].

T(Q') = ∨
i=1

n
Q'(Xi)
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The right part of the Fig. 3 represents the data structures 
transformed using processor xor-operations. The feature of the 
processor is the parallel execution of all operations on the data 
represented by qubit coverage of logical functionality. 
Therefore, the xor-elements of the graph and the corresponding 
registers of the data structures have end-to-end connection to 
each level from the qubit coverage of a logic function located in 
the bottom row of both structures. There are interesting parallel 
solutions in the analysis of digital devices for test synthesis [15-
17]. However, there are no analogs of computational 
architectures for the performance when taking Boolean 
derivatives in one automaton cycle. 

Fig. 3. Tree-driven ATPG processor and data structures for SoC logic 

Table 1 illustrates the taking of four Boolean derivatives 
based on the use of the proposed processor, which are further 
combined into a qubit test. 

TABLE 1. BOOLEAN DERIVATIVES, TEST PATTERNS AND TRUTH TABLE 

The truth table is given for the convenience of representation 
of the analytical form of defining the derivatives with respect to 
the states of variables specified in the truth table. Considering 
the above, the analytic disjunctive normal form of derivatives 
with respect to four variables: 

Q′(X.) = (1000000110000001); 

Q′(X7) = (1000100000010001); 

Q′(X8) = (1010000000000101); 

Q′(X9) = (1100000000000011)  

is transformed to the following: 

Q′(X9) = XA.XA7XA8XA9 ∨ XA.XA7XA8X9 ∨ X.X7X8XA9 ∨

X.X7X8X9= XA.XA7XA8 ∨ X.X7X8. 

Q′(X8) = XA.XA7XA8XA9 ∨ XA.XA7X8XA9 ∨ X.X7XA8X9 ∨

X.X7X8X9= XA.XA7XA9 ∨ X.X7X9. 

Q′(X7) = XA.XA7XA8XA9 ∨ XA.X7XA8XA9 ∨ X.XA7X8X9 ∨

X.X7X8X9= XA.XA8XA9 ∨ X.X8X9. 

Q′(X.) = XA.XA7XA8XA9 ∨ XA.X7X8X9 ∨ X.XA7XA8XA9 ∨

X.X7X8X9= XA7XA8XA9 ∨ X7X8X9. 
The analytical form of the result has no lines, with respect to 

which the derivative is taken, since the equations show binary 
conditions for activating variables on combinations of other 
lines, forming two logical paths from each input to the output, 
which is the basis for the test synthesis for stuck-at faults. 
Summarizing the above, the change of each variable of Q-
derivatives ensures the detection of all single stuck-at faults on 
the input, internal and output lines on all possible logical 
activation paths. Having a qubit coverage of an arbitrarily 
complex Boolean function, the qubit test synthesis method is 
reduced to one parallel xor-operation for the synthesis of 
derivatives on parts of a Q-vector, which makes it possible to get 
a test for single stuck-at faults in n-1 automaton cycle by 
combining the vectors of the obtained derivatives. 

The computational complexity of the basic test synthesis 
algorithm based on taking qubit derivatives is Q = n × 2$ +
n × 2$ = Q = 2(n × 2$).  When using a processor, the 
complexity of the test synthesis algorithm is reduced to n 
automaton clock cycles Q = 1 + (𝑛 − 1) = n. However, the Q-
test obtained on the basis of uniting qubit derivatives does not 
guarantee its minimality. 

As for test synthesis for X-functions (xor, not-xor) [2,4], 
there is no need to perform calculations at all. You only need to 
generate a test of the length 

using Q-coverage in accordance with the following rules – the 
qubit test is equal to the qubit coverage of the X-function, where 
any 0-coordinate is additionally replaced with a unit value: 

Q(X) 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1
Q'(X1) 1 0 0 0 0 0 0 1 1 0 0 0 0 0 0 1
Q'(X2) 1 0 0 0 1 0 0 0 0 0 0 1 0 0 0 1
Q'(X3) 1 0 1 0 0 0 0 0 0 0 0 0 0 1 0 1
Q'(X4) 1 1 0 0 0 0 0 0 0 0 0 0 0 0 1 1

T(Q') = ∨
i=1

n
Q'(Xi) 1 1 1 0 1 0 0 1 1 0 0 1 0 1 1 1

Derivative−based Test  Pattern Generation 

Q(X) 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1
X1 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1
X2 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1
X3 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1
X4 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1

Truth Table  Q =1+ 1
2
× 22

n
.

T = T1∨Ti
0,

T1 =∀Ti : f(Ti) =1
Ti
0 ∈ T0 =∀Ti : f(Ti) = 0;
T(01101001) = (001∨010∨100∨111)∨000;
T(10010110) = (000∨011∨101∨110)∨001.
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Thus, tests for qubit coverages of two Boolean X-functions 
Q1 = 01101001 and Q2 = 10010110 are the vectors: T1 = 
11101001 and T2 = 11010110.  

IV. CONCLUSION

1) A model of order relations in data structures and
computing is created, which forms the efficiency of parallel 
control of large data processing algorithms through the 
superposition of a finite set of discrete states. 

2) A structural model of the interaction of qubit coverages of
logical functions and derivatives of the components focused on 
the synthesis and analysis of digital systems in order to obtain 
test patterns for single stuck-at faults has been developed in 
order to reduce the design and testing time of computing 
devices. 

3) The concept of simple X-functions of a finite number of
variables is introduced, which are characterized by the absence 
of minimization and the presence of testability properties, which 
makes it possible to synthesize digital devices, technologically 
advanced for solving test, simulation and diagnosis problems. 

4) A tree-driven ATPG processor and data structures for SoC
logic are proposed for calculating qubit Boolean derivatives, 
represented by a binary tree-graph of xor-elements, for parallel 
processing of parts of the qubit coverage. 

5) Qubit methods for test synthesis of logical functions are
proposed, which are characterized by the quadratic and linear 
computational complexity of algorithms for generating test 
sequences. 

6) Further research is related to the creation of technological
solutions for parallel test synthesis and development of a 
processor for the synthesis of matrices of deductive parallel 
analysis of test pattern quality by using qubit coverages of logic 
circuits. 
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Abstract—The paper deals with monitoring the program 
code integrity of FPGA-based systems. An approach to the 
integrity monitoring considered in the paper is based on 
embedding the digital watermark into the information object 
of FPGA chips program code. A digital watermark, which is 
embedded into the program code, contains a monitoring hash 
sum. Such kind of embedding does not change the program 
code size and operation of device, which is programmed with 
the help of this program code. In using this approach the 
integrity monitoring is provided by the condition that the 
digital watermark extraction and the recovery of initial state of 
program code information object occur simultaneously. In the 
paper a method, which allows increasing the embedded digital 
watermark effective volume, is proposed. Increasing the 
effective volume of the digital watermark gives the possibility 
to use a broader set of hash functions to monitoring the 
integrity. This allows using the hash functions possessing a big 
cryptographically strong in the process of the integrity 
monitoring. Increasing the effective volume is achieved due to 
the preliminary preparation of the FPGA program code 
information object, which (preparation) is performed before 
the embedding of digital watermark. In the course of this 
preparation the information object bits set by the embedding 
key are led to some predetermined state. In the paper an 
experimental research of the proposed method efficiency in the 
point of increasing the effective volume of the digital 
watermark is presented. 

Keywords—Integrity Monitoring, Integrity Analysis, Digital 
Watermarks, FPGA-Based Systems, LUT-Oriented Architecture, 
Program Code of FPGA 

I. INTRODUCTION

At the moment a considerable share of hardware of the 
computer and control digital systems is based on 
programmable devices. One of the main reasons of 
preference of the very programmable devices is that there is 
the possibility to modify their operation during all the life 
cycle. Due to this possibility a number of typical tasks, 
which can appear at the different stages of life cycle of the 
computer or control system, is solved simply enough (as 
compared to nonprogrammable devices). We can refer to 
such kinds of tasks the following ones: a) functioning faults 
elimination detected in the course of the device operation; 

b) expansion and changing the set of functions, which are
provided by the device; c) functioning optimization of the
device.

However the possibility to modify the program code of 
programmable devices generates the problem of provision of 
this program code integrity [1]. The potential accessibility to 
the program code rewriting function is the basis for 
vulnerability, which allows to illegitimately bring 
modification to the program code [2]. The presence of 
legitimate program code modification in the process of the 
device operation permits to mask a malicious modification 
presenting it as a part of a legitimate one [3]. The program 
code integrity violation of devices, entering the composition 
of systems of both safety-critical [4] and mass usages [5], 
creates the excessive risk with unacceptable consequences 
[6, 7]. So the safety of systems, in which the programmable 
devices are included, cannot be ensured without the solution 
of problem of the program code integrity provision. 

In the given paper a problem of the program code 
integrity provision of one of the widely used classes of 
programmable devices – FPGA chips (Field Programmable 
Gate Array) [8] is considered. The FPGA chips are a set of 
programmable basic calculating units, the links between 
which are ensured by the programmable system of 
commutation. The natural parallelism of the computing tasks 
solution with the help of FPGA chips creates their (chips) 
advantage [9, 10] in performance characteristics as compared 
to microprocessors. 

In spite of the presence of embedded mechanisms of the 
program code protection from rewriting in many FPGA-
based systems there are the bypass ways of such kind of 
protection allowing to enter the illegitimate modification in 
the program code [11, 12]. By virtue of this the most popular 
approaches to the provision of the program code integrity of 
FPGA-based components is a combination of processes of 
access restriction to the program code and integrity 
monitoring. The integrity monitoring is traditionally based 
on the usage of extra monitoring data units allowing to make 
the conclusions about the code integrity. 
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II. LITERATURE REVIEW AND GOAL OF THE PAPER

The most popular approaches to the program code 
integrity monitoring used in practices have become the ones, 
which use a hash sum [13]. For the program code information 
object a hash sum is calculated with the help of the set hash 
function [14]. This hash sum is considered further to be a 
standard one. A standard hash sum is in some way matched 
with the program code information object or joins it. Further 
if checking the program code integrity is to be executed the 
recalculation of information object hash sum is implemented. 
The comparison of the standard and newly calculated hash 
sum permits to confirm the integrity or detect its violation. 

One of the substantial constituents of the integrity 
monitoring efficiency (in the point of counteraction to the 
attempts to bypass monitoring) is a way and location of the 
standard hash sum storage. In using the traditional 
approaches to the integrity monitoring the following ways 
(or their variations) of storing the standard hash sum are 
applied. 

1) A standard hash sum is stored separately [15] from the
program code information object in some centralized 
database. The main disadvantage of this way of storing is the 
complexity of the database protection from information 
leakage. The mass leakage of information from database 
with hash sum (which is a quite frequent event as the practice 
shows) compromises all the systems of integrity monitoring, 
which this database provides [16]. Even under the conditions 
of extra encryption of the standard hash sum the access to its 
encrypted values creates a potential chance of spoofing and 
bypassing the integrity monitoring [17]. 

2) The standard hash sum is stored together [18] with the
program code information object in the FPGA configuration 
memory. The disadvantage of this way is conditioned, firstly, 
with the evidence for an outside surveillance that the 
integrity monitoring of the given information object is 
carried out, and secondly, that the standard hash sum is 
accessible and this makes the attempts to spoof it easier. 

3) The standard hash sum is included [19] in the program
code information object and stored as its constituent. The 
hash sum detection inside the information object is not of 
great difficulty because the hash sum is not distributed about 

the information object but is centrally stored in its structure. 
By virtue of this the given way has the disadvantages similar 
to the previous one. 

Thus the described ways of storing a standard hash sum 
potentially create the vulnerability, which can become a 
cause to attempt to spoof the hash sum with the aim to hide 
the integrity violation. 

A perspective approach to integrity monitoring is the 
standard hash sum embedding into the program code 
information object in the form of a digital watermark 
[20, 21]. Such kind of approach masks from an outside 
surveillance the very fact of the integrity monitoring 
implementation [22]. The digital watermark imbedding does 
not change the size of the program code information object 
[23]. Moreover as a result of the digital watermark 
embedding the operation of programmable device, which 
functioning is set by the program code, is not modified. 
These features of the digital watermark are the results of 
usage of the special equivalent conversion with respect to 
program code elements. For embedding the digital 
watermark into FPGA an equivalent conversion of program 
code of the series-connected LUT (Look Up Table) [24, 25] 
basic calculating units is used [26, 27]. Wherein the system 
of links between LUT units as well as the operation, energy 
characteristics and performance of the device are not 
changed [28, 29]. 

The digital watermark extraction from the FPGA 
program code is possible if steganographic key [30] is 
available. The key determines the rules of the digital 
watermark bits placement in the LUT unit set. 

The peculiarity of integral monitoring, which is carried 
out with the help of the digital watermark, is the necessity to 
recover an initial state of the program code information 
object [31, 32]. At the moment of monitoring execution (Fig. 
1) the digital watermark (containing hash sum) is to be
extracted from information object, and the information object
itself is to be recovered in the state, in which it existed prior
to embedding the digital watermark (initial state). Such
recovery is necessary because the standard hash sum is
calculated for the initial state of information object.
Embedding the digital watermark changes this state.

Digital watermark

Hash function

Hash sum
H

Embedding

Initial sate of 
information object

Information object with 
digital watermark

Extraction

The monitored 
object preparation

Recovering

Initial state of 
information object

Hash sum
H* Hash function

Hash sum
H**

Result

Comparison

Integrity Monitoring

Embedding 
path

Fig. 1. Scheme of the integrity monitoring, which is based on the digital watermark usage 
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To ensure the initial state recovery of the program code 
information object a compression-based approach is used. In 
Fig. 2 the basic principle of this approach is shown. 

Fig. 2. Compression-based approach to save the initial state of the 
program code information object 

The bit values M = <m1, m2, … , mn> (values of the 
specify bits of the LUT units program code) of information 
object, which are along the embedding path of digital 
watermark, are combined in a bit sequence. This bit sequence 
is subjected to the lossless compression procedure [33, 34]. 
The compressed bit sequence Mcom together with service data 
S (which contains the fields length of the digital watermark) 
and the standard hash sum creates the digital watermark 
DWM. This digital watermark is embedded into the place of 
the bit sequence M by the equivalent conversion [23, 24]. 
Thus the standard hash sum size in the digital watermark 
cannot exceed value (1). 

LHash = LM – LMcom – LS (1) 

The size of service data S field is fixed. On this basis the 
size LHash is dependent on: the number of LUT units (the 
sequence M length), in which the digital watermark 
embedding is executed; the applied compression method; the 
content of the bit sequence M. Wherein the value LHash can 
be learnt after indicating the location of watermark 
embedding and bit sequence M compression. 

In case if the amount of bits necessary for storing the 
standard hash sum exceeds the value LHash a situation arises 
when the information object cannot be finally prepared for 
integrity monitoring. In this case a hash function, which 
gives a hash sum with less number of bits, should be chosen. 
If such kind of hash-function change is inaccessible in 
accordance with the monitoring conditions one should give 
up monitoring with the help of the digital watermark. On this 
basis we can constant the following issues: a) field size 
limitation of the monitoring digital watermark, which is 
dedicated for storing the standard hash sum; b) instability of 
this size and possibility to learn it only at the final stages of 
the information object preparation for integrity monitoring. 

The goal of the given paper is to increase the effective 
volume (which is intended for storing the monitoring hash 
sum) of the digital watermark as compared to the integrity 
monitoring methods using compression for the recovery of 
information object state. 

III. THE INTEGRITY MONITORING METHOD PROVIDING THE 
INCREASED EFFECTIVE VOLUME OF THE DIGITAL WATERMARK

We offer a method of the FPGA program code integrity 
monitoring, which allows like all compression-based 
methods: 

• to save the initial state of the FPGA program code
information object (at the stage of preparing the
information object for monitoring);

• to execute the initial state recovery of the FPGA
program code information object and the digital
watermark extraction simultaneously (at the stage of
integrity monitoring implementation).

However wherein the proposed method allows providing 
the larger effective volume of the digital watermark (the 
volume intended for the hash sum monitoring storage) than 
the one (volume) provided by compression-based methods. 

That is why the initial state recovery by means of the 
preliminary preparation of the FPGA program code 
information object is offered. The proposed method uses 
some Wong’s method [35, 36] ideas as a base. According to 
the method offered by Wong a fragile digital watermark is 
embedded into a bitmap image. The property of the digital 
watermark fragility in the method by Wong makes possible 
the image integrity monitoring. This method also requires to 
bring some bits in the values of image pixels to the 
predetermined state. 

The proposed method in the given paper differs from the 
one by Wong in the following aspects. 

The proposed method is oriented to the digital watermark 
embedding into the FPGA program code and permits only 
the equivalent conversion of basic units values of the 
information object. But the method by Wong is oriented to 
the digital watermark embedding into a multimedia 
information object and allows the distortion of the basic unit 
values of this object. 

The method by Wong requires to mandatorily bring all 
basic unit values of the information object to predetermined 
state. The method offered in the given paper requires to bring 
only the basic unit values, which are along the embedding 
path of the digital watermark, to the predetermined state. 

The method by Wong fixes the least significant bits as 
target embedding bits (this is conditioned by the peculiarity 
of multimedia information objects the method by Wong is 
oriented to). The proposed method gives the possibility to 
use equally any of the bits of the basic units (LUT units) 
program code of information object.  

The method by Wong indicates only a single rule how to 
bring the target bits to the predetermined state – their setting 
in value 0. The proposed method allows to use any 
determinate rules (described in the corresponding 
steganographic key component) to bring the target bits to the 
predetermined state. 

To formulate the principles of the proposed method the 
following notations and definitions are introduced. 

Let L = {LUT1, LUT2, … , LUTp} is a set of LUT units of 
FPGA-based device, in the program code of which the 
monitoring digital watermark is embedded. 

On the basis of the rules indicated by steganographic key 
an ordered set of LUT units, which are along the embedding 
path of the digital watermark EmbPath = <l1, l2, … , ln>, is 
formed from this set. In the course of embedding the digital 
watermark bits are directly embedded into the program codes 
of the EmbPath LUT units. 
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Each of the units li ∈ EmbPath, where i=1…n contains k-
bit program code Pi, respectively. In each of the program 
codes Pi one of the bits di of monitoring digital watermark can 
be embedded with the help of equivalent conversion [23, 24]. 

To each of the units li ∈ EmbPath (which is along the 
embedding path) corresponds one bit mi ∈ Pi. This bit of 
program code Pi can be used for embedding one bit of the 
digital watermark. The correspondence between 
li ∈ EmbPath and mi ∈ Pi is set by rules described in 
steganographic key. Below the bits mi will be called the 
target bits of embedding. 

The basic theoretical principles of the proposed method 
are as follows. 

The first principle of the method: the initial state recovery 
of FPGA program code information object is provided on 
account of the preliminary preparation of this information 
object. The preparation is carried out prior to embedding the 
digital watermark into information object. The preparation 
lies in bringing the target bits of embedding to some 
predetermined state. The state, which these bit values are 
brought to, is indicated by rules including in the 
steganographic key structure. 

The second principle of the proposed method: bringing 
the target bits to the predetermined state (set by 
steganographic key) is performed with the help of the 
equivalent conversion [23, 24] similar to those, which are 
used for the digital watermark embedding. 

The third principle of the proposed method: the digital 
watermark within the framework of the proposed method 
contains only the monitoring hash sum. There is no 
information for initial state recovery of information object in 
it. The lack of necessity to save this information is 
conditioned by the fact that the initial state of information 
object is recovered according to the rules described in 
steganographic key. 

The fourth principle of the proposed method: 
steganographic key (which is used in embedding and 
extracting the digital watermark) contains the rules for 
bringing the target bits to the predetermined state. These 
rules regulate both values themselves (fixed or changed 
according to some law) and their location in the space of 
FPGA program codes of LUT units.  

To provide this principle a component, which describes 
the rules of bringing the target bits to the predetermined 
state, is offered to include in steganographic key: 

PD-rule = <value, location>, 

where value ∈ {fixed-value, value-pattern, random-value-
rule}; location∈{fixed-location, location-pattern, iteration-
location-rule, random-location-rule}. 

Component PD-rule consists of two elements: element 
value indicates a rule of the target bits value formation in the 
course of their bringing to the predetermined state; element 
location sets the target bits location in the space of LUT units 
program codes. 

Element value determines three possible ways of the 
target bits value formation: fixed-value is fixed value 0 or 1 
for all the target bits; value-pattern is the values, the changes 
of which are described by some regular pattern; random-

value-rule is the values, the changes of which are set by a 
rule based on pseudo-random number sequence. 

Element location determines four possible ways of 
specifying the target bits location: fixed-location is the 
location in bits, which have one and the same number in all 
LUT units program codes; the rest three ways set the location 
in bits, number of which changes from unit to unit in 
accordance with some rule; location-pattern is a regular 
pattern of the bit number change; iteration-location-rule is 
an iteration rule of the bit number change; random-location-
rule is a rule of the bit number change based on the pseudo-
random sequence. 

The proposed method is a sequence of stages which are 
performed in preparing the FPGA program code information 
object for integrity monitoring, as well as the ones, which are 
executed in the course of the monitoring itself. 

The preparations of FPGA code information object for 
integrity monitoring. 

Stage 1. According to the rules included in the 
steganographic key components the units, which are along 
the embedding path, are chosen from the set of LUT units. 
These units create the ordered sequence 
EmbPath = <l1, l2, … , ln>. 

Stage 2. In accordance with the steganographic key 
component location ∈ PD-rule the ordered sequence of 
target bits M = <m1, m2, … , mn> is formed wherein each 
target mi is a bit of the LUT unit li program code. 

Stage 3. In accordance with the steganographic key 
component value ∈ PD-rule the binary values sequence 
A = <a1, a2, … , an> is formed. These values are considered 
to be the initial ones for target bits of the digital watermark 
embedding. 

Stage 4. With the help of the equivalent conversions [23, 
24] the target bits mi ∈ M replacement with the initial values
ai ∈ A is performed. After this FPGA program code
information object is considered to be brought to the initial
predetermined state.

Stage 5. For the program code information object a 
monitoring hash sum is calculated. This hash sum is 
calculated with the help of a hash function, set by 
steganographic key. 

Stage 6. The obtained hash sum is embedded into the 
target bits of the FPGA program code information object in 
the form of digital watermark. The embedding is performed 
according to the traditional methods of the digital watermark 
embedding into FPGA program code [26, 30]. 

The executions of information object integrity 
monitoring. 

Stage 1. In accordance with the rules determined by the 
steganographic key components the units, which are along 
the embedding path, are chosen from the LUT units set. 

Stage 2. According to the steganographic key component 
location ∈ PD-rule an ordered sequence of target bits is 
formed. At the stage of information object preparation the 
digital watermark is embedded into these bits. 

Stage 3. The digital watermark, which contains the 
monitoring hash sum, is extracted from these bits. 

56 2019 IEEE EWDTS



Stage 4. An action analogous to the one, which is 
performed at Stage 3 in preparing the information object for 
monitoring, is carried out: in accordance with the 
steganographic key component value ∈ PD-rule the binary 
values sequence A = <a1, a2, … , an> is formed. 

Stage 5. The initial state recovery of the program code 
information object is performed. To do this the target bits mi 
∈ M replacement with the initial values ai∈A is implemented
with the help of the equivalent conversion [23, 24].

Stage 6. For the program code information object 
obtained at Stage 5 the monitoring hash sum is calculated. 
This hash sum is calculated with the help of a hash function, 
set by steganographic key. 

Stage 7. The comparison of hash sum extracted from the 
information object at Stage 3 and the one calculated at Stage 
6 is performed. If these hash sums coincide the information 
object integrity is considered to be confirmed. Otherwise the 
integrity violation is fixed. 

IV. THE PROPOSED METHOD AND EXPERIMENT DISCUSSION

The proposed method efficiency in the point of effective
volume increase of the digital watermark is as follows. The 
traditional methods of integrity monitoring (which are based 
on the digital watermark usage) apply the compression to 
save the initial information object state. These methods 
permit to use only a small part (1) of the digital watermark 

volume for storing the monitoring hash sum. This reason 
does not allow for in some cases the traditional methods to 
provide the saving of hash sum with a size necessary for 
monitoring. As to the method proposed in the presented 
paper it gives the possibility to use all the available volume 
of the digital watermark for storing the hash sum. 

To compare the offered method to the traditional ones an 
experiment was made. The experiment was made for five 
FPGA projects of different volume. The synthesis of these 
projects was implemented in CAD environment Intel 
(Altera) Quartus [37] for target FPGA chips Intel Cyclone IV 
[38, 39]. 

For all the five projects the embedding path formation 
was performed with the help of one and the same 
steganographic key. Then the authors indicated what size of 
the hash sum is which can be provided by a traditional 
compression-based method of integrity monitoring. The 
sequence of target bits was formed with further performing 
the compression of this sequence. Then according to 
equation (1) the maximal possible size of hash sum was 
calculated. We also indicated which of the most popular 
[40, 41] hash functions can provide a hash sum that could fit 
to this possible size.  

The results are presented in table 1 (the projects are 
ordered according to the total amount of LUT units. 

TABLE I. EXPERIMENT RESULTS 

Project 
No 

Total amount 
of LUT units 

in project 

Amount of LUT 
units, which are 

along the 
embedding path 

Traditional compression-based method Proposed method: 
possibility to use hash 

functions (size) 
Maximum possible 

amount of hash sum 
bits 

Possibility to use hash 
functions (size) 

1 780 143 6 — MD5 (128)
2 4212 904 35 — SHA1(160) or MD5 (128) 
3 10074 2851 133 MD5 (128) SHA1(160) or MD5 (128) 
4 11839 3179 141 MD5 (128) SHA1(160) or MD5 (128) 
5 15043 4811 168 SHA1(160) or MD5 (128) SHA1(160) or MD5 (128) 

From table 1 one can see that the traditional method does 
not give the possibility to save a suitable size hash sum 
(obtained with the help of some high-usage hash function) 
for projects 1 and 2. This is connected with relatively small 
total amount of LUT units in these projects. As a result we 
have small amount of LUT units placed along the embedding 
path (the total size of the digit watermark) and, consequently, 
too small length of the hash sum field.  

Projects 3 and 4 have more amount of LUT units than the 
ones 1 and 2. However in applying the traditional method the 
hash sum field size for these projects permits to use only a 
hash sum obtained with the help of hash function MD5 (the 
size is 128 bits). 

For project 5 the traditional method gives the possibility 
to use a hash sum obtained with the help of both hash 
function MD5 (the size is 128 bits) and hash function SHA1 
(the size is 160 bits). 

The method offered in the given paper provide the 
effective volume (for the hash sum storage), which equal to 
the amount of LUT units placed along the embedding path. 
Thereby the proposed method allows saving a hash sum in 
the digital watermark for all projects, which participate in the 
experiment (Table 1). For those projects, for which the 
traditional method provides the minimum possible size of the 
hash sum field, the proposed method permits to use a hash 
sum of the larger size. 

V. CONCLUSIONS AND DIRECTIONS OF THE FURTHER

RESEARCH 

A method of FPGA program code integrity monitoring 
based on the digital watermark usage is offered in the paper. 
The method is different from the similar ones existing in the 
literature with the fact that it does not apply the compression 
to save and recover the initial information object state at the 
stage of monitoring. To provide the recovery of initial 
information object state within the framework of the 
proposed method the preliminary bringing of information 
object to a predetermined state, set by steganographic key, is 
carried out. For performing the integrity monitoring after 
extracting the digital watermark the repeated bringing of 
information object to the specified predetermined state is 
carried out. 

The experimental research of the proposed method has 
shown its efficiency (as compared to the traditional methods) 
in the point of provision of the effective digital watermark 
volume sufficient for saving the hash sums obtained with the 
help of the most widely used hash functions. 

We assume that perhaps the usage of the proposed 
method reduces (as compared to the traditional compression-
based methods) the program code information object 
resistance to stegoanalysis. We assume that perhaps the 
usage of the proposed method reduces (as compared to the 
traditional compression-based methods) the program code 
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information object resistance to stegoanalysis. Here we mean 
only the process of detection of the digital watermark 
presence in FPGA program code. But the question if the 
information object resistance to stegoanalysis becomes less 
(and if it decreases then to what extension) requires extra 
research. If as a result of this research we come to the 
conclusions that the resistance really reduces then the 
technique of the following compromise variant choice is to 
be created: what is more important – to use a hash sum with 
more amount of bits (with larger cryptographic secure) or to 
decrease the probability of detection of the digital watermark 
in the program code. 

Thus the further research of the proposed method is as 
follows: to study the information object resistance to 
stegoanalysis as compared to the traditional methods. 
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Abstract – An approach for effective regression test selection is 
proposed, which minimizes the resource usage and amount of time 
required for complete testing of new features. Provided are the 
details of the analysis of hashing algorithms used during 
implementation in-depth review of the software, together with the 
results achieved during the testing process. 
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I. INTRODUCTION

During the lifetime of every software new revisions and 
service packs are getting released frequently, among numerous 
causes the primary ones are bugfixes and enhancements. After 
any modification, before being delivered to the customer, the 
software needs to undergo the process known as regression 
testing, the purpose of which is to ensure that implemented 
changes did not affect the operability of the final product. This 
operation can be rightfully considered as one of the vital phases 
in software development lifecycle. During this step all the 
issues that were missed before are getting discovered. 
Unfortunately, most of the time this process is very time 
consuming and in most cases the deadlines don’t give the 
opportunity to perform the complete validation, thus a dire need 
for efficient testing mechanism occurs. A number of 
approaches were elaborated by specialists to achieve the 
paramount goal of testing time reduction. One of them suggests 
considering the initial set of test suites, which contains all the 
low-level test cases that were realized to validate the 
penultimate version of the software. But instead of going 
through the whole process of regression testing in order to 
qualify the new version of the software, all the test cases should 
be classified to either of 3 main categories. First category 
includes outdated test cases that are of no use for the updated 
program, second one contains unnecessary test cases that can 
be skipped without affecting the quality of the process. The last 
class specifies the test cases required to be run during the 
regression testing, as they execute the modified parts of the 
code. In order to effectively filter out the third category test 
cases, the proposal is to utilize the principles of Regression Test 
Selection (RTS) mechanisms. Those are the following: 

1. Identification of modified parts of the source code –
when a single function inside the program is changed,
other modules calling it will be affected as well,

2. Selection of required test cases – this primarily consists
of the process of picking the final test cases from the
already defined set of test suites.

The scheme of RTS operation is depicted in Fig. 1. This 
approach of test selection is guaranteed to be secure, as the final 
set of test cases will be comprised of the initial set of test suites 
that were already considered as being safe to validate the last 
but one version of the software. In addition to that the average 
amount of time spent on regression testing will reduce 
drastically as total count of final test cases will be lower 
compared to the initial one. 

In addition, unlike other RTS techniques, for instance 
random selection of certain percent of test cases from the whole 
set, this approach covers solely the modified portions of the 
code. 

Fig. 1. RTS operation scheme 
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In order to avoid usage of complicated data structures for 
storing code in the memory and it’s further parsing for 
identification of changes, hashing was used as a part of the 
proposed mechanism. Due to that the ultimate implementation 
will not heavily depend on the language being used and will be 
more versatile and easily adaptable to the requirements. 

II. HASHING ALGORITHMS PRINCIPLES

This section illustrates modern hashing methods that were 
taken into consideration in the scope of the mechanism. 

To achieve better performance a number of hashing 
algorithms were taken into consideration. Those techniques are 
making use of specific hash functions, the purpose of which is 
the conversion of a randomly sized input data onto a fixed sized 
output data. Algorithms analyzed in this paper are MD5 and 
members of Secure Hashing Algorithms (SHA) family: 
SHA-1, SHA-2 and SHA-3. There are 4 vital criteria for every 
hashing algorithm that should be satisfied: 

1. It must be capable of calculating mapped values for any
sort of data in affordable amount of time,

2. The receiver must not be able to recreate the initial
message from its mapped value,

3. Possibility of producing the same hash for differing
input data must be minimal, or in ideal not exist at all,
this case is known as collision, Table 1 presents the
security levels for different algorithms against
collisions,

4. Any type of change in the input data, including a tiny
one, must cause drastic changes in final hash value, this
is known as the avalanche effect.

TABLE I.  ALGORITHM TYPES AND SECURITY LEVELS

Algorithm Security (in bits) against collision 

MD5 ≤ 18 (collisions detected) 

SHA-1 < 63 (collisions detected) 

SHA-2 Up to 256

SHA-3 Up to 256

“Message Digest 5” (MD5) generates output hash value 
equal to 128 bits. It’s message processing is conducted on 512 
bit blocks and consists of 4 rounds of 16 bit operations. Over 
time after discovering its numerous vulnerabilities it was 
deprecated to be used in security systems, but still can be found 
in applications for data examination against unmeant 
corruption. 

SHA-1 employs the principles introduced in MD5, it’s 
output size is equal to 160 bits, and in most applications is 
represented as a 40-digit hexadecimal number. But unlike MD5 

SHA-1 uses 160-bit buffer to process 512 bit blocks and 
operations during each round are performed on 20 bit blocks. It 
also was compromised after detection of collisions. 

SHA-2 on the contrary to its predecessors, represents a 
series of hash functions coupled with their digests. Depending 
on the function being implemented, output values can be 224, 
256, 384 or 512 bits long.  Each of them differs from the others 
by the number of shifting operations, values of appended 
constants and total count of rounds. 

SHA-3 is by far the most up-to-date representative of the 
SHA family. It exploits the principles of sponge construction, 
where during absorption step, incoming data units are XOR-ed 
into a subset of the state, which are afterwards rendered as a 
single block, in follow-up squeezing step, output units are taken 
from the same subset of the state, interchanged with state 
transformations. 

III. FUNCITON SELECTION PRINCIPLES

This section provides instances of code for better perception 
of RTS system’s working principles. 

Figures presented below represent a tiny part of a program 
written in Python scripting language. These examples are 
depicted to explain what types of code modifications can be 
interpreted as functional changes and for which of them test 
cases will be chosen to be run during the regression testing. 

Sync class contains an initialization method, which creates 
a window with 2 separate buttons named “Force” and “Manual” 
which indicate the type of project sync that user wants to 
perform. Depending on the choice appropriate function calls are 
made via “clicked.connect” command (Fig. 2). Change made 
here is the addition of a comment describing the method, such 
changes are not considered as functional, as they don’t affect 
the compilation outcome of the code. Thus, test cases related to 
this function will not be included in final test suite. 

Fig. 2. Class definition 1, no functional change 

WhichSyncBtn function takes the result submitted by the 
user and calls functions responsible for either force or manual 

class Sync(QDialog): 
    def __init__(self, parent): 

super(ForceManualSync, self).__init__(parent)

# Change – Top level layout with buttons 
layout = QGridLayout() 

force_btn = QPushButton("Force") 
layout.addWidget(force_btn, 0, 0)
force_btn.clicked.connect(partial(self.WhichSyncBtn,

"force")) 

manual_btn = QPushButton("Manual") 
layout.addWidget(manual_btn, 0, 1) 
manual_btn.clicked.connect(partial(self.WhichSyncBtn,

"manual")) 

self.setLayout(layout)
self.setWindowTitle("Sync Type")
self.show()
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syncing (Fig. 3). In case of manual syncing process user is 
asked to select a specific file containing revision numbers, 
which will be used as a reference. As no changes were 
implemented on this method all the test cases related to it will 
not be classified as retestable. 

Fig. 3. Method definition, no functional change 

ManualSyncTrack class opens a separate window 
containing a progress bar to show the process of syncing by 
means of percentages (Fig. 4). Modifications made here 
manipulate the principle of percent calculation and result in 
depiction of different values compared to the initial version. 
This is considered as a functional change, as it affects the 
outcome, consequently test cases applied to this function have 
to be included in ultimate test suite and run during regression 
testing. 

Fig. 4. Class definition 2, with functional change 

ForceSyncTrack class in a nutshell operates the same way 
as the ManualSyncTrack, with the distinct difference being the 

approach for calculating the value of “total files” variable (Fig. 
5). Change made here is the alteration of the variable name – 
from “current” to “present”. Even though such name shifts 
don’t affect the functionality of the program, still test cases 
generated for it should be rerun to assure changes were made in 
all appropriate places without exception. 

Fig. 5. Class definition 3, no functional change 

IV. PROPOSED APPROACH

Figure 6 illustrates the structural block scheme of the 
proposed test selection system. For each of the blocks the 
required entry information and expected output data are 
depicted. 

In the first phase, as an input argument the source code of 
the modified software is being used. The purpose is to parse it 
entirely in order to get the complete hierarchy of classes and 
children functions or methods used in the program. 

The second phase takes 2 input parameters – list of functions 
retrieved from the previous phase and a hashing algorithm 
specified by the user or depending on the implementation. The 
key here is to go over each line of functions’ body codes and 
deriving a corresponding hash value for it and comparing it with 
the hash value of the same line of the penultimate version of the 
code. Some changes though, similar to those discussed in third 
section, are skipped during the hashing process. The difference 
in obtained values will mean the presence of distinctions in the 
code, thus the function was updated and should be passed to the 
next phase. 

The third phase uses the provided list of updated functions 
together with the set of test suites in order to generate the list of 

def WhichSyncBtn(self, sync_type): 
    self.accept() 

    if sync_type == "force": 
        self.nd = ForceSyncTrack(self) 
    elif sync_type == "manual": 
        rev_name = QFileDialog.getOpenFileName(self, "Open file", "~%s/" 
% getpass.getuser(), "Rev files (*.rev)") 

    if len(rev_name) > 0: 
  manual_sync_rev = rev_name 
  self.nd = ManualSyncTrack(self) 

    return 

class ManualSyncTrack(QDialog): 
    def __init__(self, parent): 

    super(ManualSyncTrack, self).__init__(parent) 

    layout = QGridLayout() 
    self.progress = QProgressBar() 
    layout.addWidget(self.progress, 0, 0) 

    self.setLayout(layout) 
    self.setWindowTitle("Sync Track") 
    self.show() 

       total_files = int((Popen("cat %s | wc -l" % manual_sync_rev, shell = 
True, stdout = PIPE).communicate())[0]) 

    background = ManualSyncProcess() 
    background.start() 
    time.sleep(4)  

    current = [0, "syncInfo"] 

    while int(current[0]) < total_files: 
        current = (Popen("wc -l syncInfo", shell = True, stdout = 

PIPE).communicate())[0].split(" ") 
  # percent = (int(current[0]) * 100) / int(total_files) 
  percent = (int(current[0]) * 1000) / int(total_files) # Changed 
  self.progress.setValue(percent) 
  time.sleep(5) 

class ForceSyncTrack(QDialog): 
    def __init__(self, parent): 

    super(ForceSyncTrack, self).__init__(parent) 

    layout = QGridLayout() 
    self.progress = QProgressBar() 
    layout.addWidget(self.progress, 0, 0) 

    self.setLayout(layout) 
    self.setWindowTitle("Sync Track") 
    self.show() 

       total_files = int((Popen("p4 sync -nf %s/... | wc -l" % proj_dir, shell = 
True, stdout = PIPE).communicate())[0]) 

    background = ForceSyncProcess(proj_dir) 
    background.start() 
    time.sleep(4) 

    # Change – current to present 
    present = [0, "syncInfo"] 

    while int(present[0]) < total_files: 
        present = (Popen("wc -l syncInfo", shell = True, stdout = 

PIPE).communicate())[0].split(" ") 
  percent = (int(present[0]) * 100) / int(total_files) 
  self.progress.setValue(percent) 
  time.sleep(5) 
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absolutely essential test cases for regression testing. One major 
requirement here is that test suites should be provided in the 
form of a coverage matrix, which is used to map test cases with 
the functions they were generated for. 

In the final phase all the selected test cases are gathered 
together to form a final test suite to verify the quality of the 
latest version of the software. 

 
Fig. 6. Block scheme of proposed RTS method 

Depending on the syntax specifics of the language for which 
the source code is being checked, even more occasions of 
changes can be considered as nonfunctional, thus making the 
filtering process performed in the 2nd phase more effective. That 
will result in selection of lesser number of required test cases, 
and boost the overall performance of the regression testing 
process. 

V. RESULTS 

Figure 7 picturizes the average results of the analysis 
preformed on MD5, SHA-1, SHA-2 and SHA-3 hashing 
algorithms. On the plot X axis corresponds to the number of 
functions present in the source code, each of them containing 
on average 1000 lines of code, Y axis corresponds to the overall 
execution time in seconds. More accurate and detailed results 
for exact runtimes for a source code with 200 functions can be 
found in Table 2. 

As can be inferred from the data represented on the plot and 
the table, comparatively fast performing algorithm is the MD5, 
followed closely by SHA-3. But compared to SHA-3 MD5 is 
relatively easy implement on different platforms as it’s hashing 
function isn’t much complicated. But on the other hand, it’s 
more prone to collisions, even though the appearance relativity 
of which is very low, especially for the purpose it’s being 
analyzed. 

All the tests were conducted on a CPU with Intel i7 7th 
generation processor with 4 cores, 2.8GHz operating frequency 
and 16GB RAM. Operating system installed is 64-bits. 
 

 
Fig. 7. Relation of execution time to number of functions for algorithms 
 

TABLE II.  RUN TIME FOR DIFFERENT ALGORITHMS 

Runs 
 
 

Alg. 

Run 1 Run 2 Run 3 Run 4 

MD5 0.300 0.184 0.183 0.215 

SHA-1 0.231 0.200 0.184 0.199 

SHA-2 0.434 0.247 0.244 0.352 

SHA-3 0.251 0.199 0.315 0.316 
 

VI. CONCLUSION 

A new test selection mechanism is proposed, which exploits 
the principles of RTS methods coupled with change 
identification system and trackability matrixes. This method 
recommends using hashing instead of other complex parsing 
techniques. The detailed results of the analysis were presented. 
Although this approach allows implementation of more 
sophisticated code preprocessing phases, which can pose as a 
scope for future research. They can be implemented for 
effectively filtering out the parts of the code that include 
changes which are not functional, thus should be emitted from 
hashing phase. 
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Abstract— In this paper, a heuristic method based on a pre-

calculated prediction of tests is presented. This method is for 

combinational test generation and applies to the combinational 

parts of sequential circuits equally wells. The proposed method 

is Directed Random Test Generation that is based on SCOAP 

observability and controllability parameters. RTG methods are 

usually evaluated based on fault coverage that grows 

exponentially with the number of test vectors. Instead of pure 

random testing with a massive number of test vectors, fewer test 

vectors are selected by Directed Random Test Generation, and 

more faults are detected in the early stages of test generation. As 

a result, fewer faults remain for the deterministic test stage, 

which is helpful where online testing is considered. A 

comparison between random testing and directed random 

testing is performed on combinational benchmarks, using 

MATLAB and ModelSim simulation environments. The focus is 

on the stuck-at fault models in random logic circuits. The 

simulation results show our method has a sharper increase in 

fault coverage when compared with pure random test 

generation.  

Keywords—Random Test Generation, Directed Random Test 

Generation, Fault Coverage, Test Vector, Stuck-at fault, 

Combinational circuits, SCOAP Parameters. 

I. INTRODUCTION 

Test vectors are generated for the post-manufacturing 

test of a digital system. Because of the complexity of digital 

systems, the size of necessary tests and test quality factors is 

an important subject.  Considering the complexity and 

expansion of today’s circuits, test process which applies all 

possible input combinations to the faulty circuit model and 

search for those that produce different output than the good 

circuit becomes a critical issue.  

To simplify the problem discussed above, different test 

generation techniques have been introduced, among which 

some deterministic and random methods can optimize the 

search of test vectors. RTG (Random Test Generation) 

methods can be classified into three different categories: pure 

random, constrained random, and directed random. The size 

and complexity of designs have a high impact on the 

efficiency of pure random methods. Constrained random test 

generation method attempts to find the appropriate test 

vectors that lead to a set of important faults of the circuit 

under test. On the other hand, a directed random test 

generation method selects one test to be able to detect a 

specific fault. Obviously, less effort is needed to reach the 

same coverage goal using a directed test compared to pure 

random and constrained-random tests.  

Decisions about the number of random tests that can be 

useful in detecting faults, and expected the number of faults 

to detect can be made based on how many hard-to-detect 

faults are in the circuit, and how hard it is to detect them. The 

usage of SCOAP parameters [1] can be helpful in making 

some of these decisions. 

In today’s technology, hardware accelerators have 

gained significant importance. Most of them include 

multipliers and adders which are regular logic circuits and 

some consist of random logic circuits such as encoders, 

decoders, lookup tables, multiplexers, controllers, etc. Many 

works have been done on adders and multipliers [2-5]. We 

propose a directed random test generation technique using 

heuristics based on SCOAP parameters to limit the search 

space in random logic circuits. With this heuristics, for the 

same number of test vectors, fault coverage exponential has 

a much faster growth than the case of pure random test.  

The rest of this paper is organized as follows. The next 

section discusses related works. Section III presents an 

overview. A brief introduction to SCOAP parameters given 

Section IV. Section V describes the proposed method. 

Experimental results are presented in Section VI and we end 

the paper with some concluding remarks in Section VII. 

II. RELATED WORK 

Since our method covers test generation and fault 

coverage estimation, we review the researches in both 

categories. 

The author in [6], developed a framework for directed 

test generation, bug localization and bug correction in 

arithmetic circuits based on the remainder produced by 

equivalence checking methods. The approach in [7] utilized 

concolic testing to cover only one single target in RTL models. 

It used static analysis of distance metric in control flow graphs 

(CFGs) to guide the search, eventually converging to the 

target. In [8], the author introduced an automated test 

generation technique for activating multiple targets, unlike the 

previous method that focuses on only single faults. 

The approach in [9] considers a given test set whose 

fault coverage is to be calculated. It selects an initial 

subsequence of test set which is called the training set, then it 

uses regression analysis to estimate the fault coverage of the 

test set. This approach accurately estimates the fault coverage 

by a test set without explicit fault injection. 
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In [10], a relation between an RT level coverage metric 

and gate-level fault coverage is represented and it inspired the 

authors to estimate the fault coverage for the test sets. In [11] 

and [12], another method using Gate Input Combinations 

(GIC) is demonstrated. In order to calculate a better fault 

coverage estimation, the GIC is measured during the logic 

simulation and partial fault simulation. The authors in [13] 

use stand-alone fault simulation of modules and some 

probabilistic analysis to estimate the fault coverage of the 

entire circuit. 

III. OVERVIEW 

There are several methods to evaluate the test set generated 
by random test generation. These evaluations are done based 
on various parameters of circuits. Similarly, we have 
developed a heuristic fault coverage estimation method for 
combinational circuits. In this paper, the single stuck-at fault 
model has been used. A pre-calculated method is proposed to 
reach an exponential curve estimating the fault coverage 
versus the number of test vectors, see Fig. 1. In order to 
estimate the exponential curve, SCOAP parameters are used. 
We utilized NetlistGen tool and ModelSim PLI (Programming 
Language Interface) library [14] to calculate observability and 
controllability. 

Considering SCOAP parameters, faults can be categorized 
into three groups, consisting of hard to detect faults, easy to 
detect faults, and some that fall in between these two groups. 
We assume an exponential growth in the number of faults 
detected per test vectors. More faults are detected by the early 
test, that exponentially decays by the later tests. This becomes 
the estimated direction that we expect from test vectors. The 
unknowns of the exponential equation are calculated based on 
hard to detect and easy to detect faults.  

IV. SCOAP PARAMETERS 

In deterministic or random test generation, controllability 
and observability measures are used for simplifying the 
related algorithms. Sandia Controllability/Observability 
Analysis Program (SCOAP) [1] is a testability measure, the 
complexity of which grows only linearly with the size of the 
circuit. SCOAP is based on the topology of the circuit, is a 
static analysis. It is easy to calculate and provide a good 
estimate for test generation programs, as well as design for test 
techniques [15].  

SCOAP defines a set of parameters for combinational and 
sequential controllability and observability measures. The 
combinational parameters, that are of interest here, have to do 
with the number of lines that need to be set for controlling and 
observing a line.  

 

Fig. 1. The exponential growth of detected faults 

In SCOAP parameters, lower values mean more 
controllable and observable, and lines that are more difficult 
to control and observe have higher SCOAP parameter values. 

SCOAP defines a set of parameters for combinational 
controllability and observability, and another set for 
sequential. The combinational parameters are CC0(L), 
CC1(L), and CB(L). CC0(L) and  CC1(L) are for 
Combinational 0-controllability and 1-controllability of line 
L, respectively. These parameters relates to the number of 
lines from the primary inputs that have to be traced to put a 0 
or a 1 on line L, respectively. The other parameter is CB(L), 
that defines combinational observability of line L. This 
parameter relates to the number of lines that have to be traced 
to observe the value of line L on primary output.  

Primary input combinational controllability values are 1 
(most controllable) and primary output combinational 
observability values are 0 (most observable). 

Combinational parameters for a circuit line are represented 
in curly brackets as {(CC0,CC1),CB}. For calculation of the 
controllability parameters, initially, CC0 and CC1 values for 
lines connected to primary inputs are determined and put in a 
set of parenthesis in curly brackets. After the determination of 
controllability values for the primary inputs, SCOAP 
calculations for the rest of the circuit for logic levels closer to 
the primary inputs are performed. Therefore, CC0 and CC1 
values for lines leading to the outputs of the circuit are 
calculated. This procedure continues forward until primary 
circuit outputs are reached.  

Calculation of CB values begins with the primary outputs 
and moves toward the primary inputs. CB for the primary 
outputs is 0. CB for lines leading to the inputs are calculated 
until all lines are examined [15]. 

As an example, we have used SCOAP parameter 
calculation to c17 circuit of ISCAS 85, and the results are 

shown in the diagram of Fig. 2 In the experimental section, 
several other benchmarks are used for which the SCOAP 
parameters are calculated in a similar fasion.  

V. PROPOSED METHOD 

 This section describes our method of estimating an 

exponential for a given circuit. The steps to follow are as 

shown below.  

 Using NetlistGen tool, the gate-level net-list of the 

circuit is generated. 

 We use the PLI function in a Verilog environment for 

SCOAP calculations. The PLI function takes the netlist 

as the input and produces SCOAP parameters and 

circuit levels.  

 Equations based on Step 2 outputs are written to 

estimate the behavior of fault coverage. 

In the first step, a number of test vectors are applied to the 

circuit. We inject a single stuck-at fault in the circuit to make 

a faulty circuit model, repeatedly. For each fault, a test with 

the largest amount of covered faults is selected. This provides 

a good template for estimation of fault coverage.  
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Fig. 2. SCOAP parameters for ISCAS85 c17 

According to the behavioral curve of fault coverage with 

respect to each test vector, an exponential trend of the graph 

is observed. We use the natural exponential curve to display 

the mentioned behavior. As the obtained graph cannot be 

perfectly fitted with a one-phase exponential curve, two-phase 

exponential fitting is established. This is illustrated in Fig. 3 

for c1355. 

  

 

Fig. 3. A comparison between fitting the one and two-phase exponential 
curves with desired graph 

 

 Based on the results of MATLAB and GraphPad Prism, it 

can be observed that our curve and the two-phase exponential 

curve match with greater accuracy than the one-phase 

exponential curve. The estimated curve includes two 

exponential terms, one of which has a larger growth rate called 

Fast exponential term, and the other with a lower growth rate 

called Slow exponential term. We model this two-phase 

exponential curve with the following equation that is called 

FC equation. 

𝐹𝐶 = 𝐹𝐶0 + 𝛼 × (1 − 𝑒−𝐾𝐹𝑎𝑠𝑡×𝑡) + 𝛽 × (1 − 𝑒−𝐾𝑆𝑙𝑜𝑤×𝑡)        (1)

In this equation, α and β are the coefficients that control the 

participation rate of faster and slower terms, KFast and KSlow 

determine the growth rate of the exponential curve. Moreover, 

t represents the number of test vectors and FC denotes the 

Fault Coverage, as the input and output values of (1), 

respectively. 

 The summation of CC0 and CB is used as a measure of 

stuck-at 0 faults detection capability which we call SUM0. In 

a similar way, CC1+CB is considered for stuck-at 1 faults as 

SUM1. The standard deviation (𝛿)  for each summation is 

calculated with respect to the average (µ) for both stuck-at 0 

and stuck-at 1 faults. The equation to estimate FC0 is described 

in (2). 

𝐹𝐶0 =
size( 𝐸𝑇𝐷0)+𝑠𝑖𝑧𝑒( 𝐸𝑇𝐷1)

2×𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑔𝑎𝑡𝑒𝑠
                                                      (2) 

In the above equation, ETD0 and ETD1 are the set of lines. A 
line is placed in ETD0 if its SUM0 value is less than 𝜇0 − 𝛿0. 
The same goes for ETD1. The numerator of (2) adds the 
number of faults in ETD0 and ETD1 sets. 

Equations (3) and (4) describe the sets of ETD0 and EDT1. 

𝐸𝑇𝐷0 = {(SUM0)𝑖|(SUM0)𝑖 < 𝜇0 − 𝛿0}                           (3) 

𝐸𝑇𝐷1 = {(SUM1)𝑖|(SUM1)𝑖 < 𝜇1 − 𝛿1}                           (4) 

We define a criterion to quantitatively gauge the density of 
each level based on the number of gates. This quantity 
expresses that those faults placed in the denser parts of a 
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circuit are more likely to be hard to detect. Then using (5), the 
densest level is obtained.  

𝑇ℎ𝑒 𝑑𝑒𝑛𝑠𝑒𝑠𝑡 𝑙𝑒𝑣𝑒𝑙 = √
∑ 𝑙𝑖

2𝑛
𝑖=1

𝑛
                                             (5) 

in which, 𝑛 is  the number of gates and 𝑙𝑖 refers to the level of 

𝑖𝑡ℎ gate. 

In order to indicate how the growth rate of the exponential 
curve is, we heuristically define the parameter KSlow and 
KFast as (6) and (8). To do this, the gates are classified into 
two groups: n1 and n2. The n1 group covers those gates located 
between the first and the densest level and n2 covers the rest.   

𝐾𝑆𝑙𝑜𝑤 =
|∑ ((SUM0)𝑗+

𝑛1
𝑗=1

(SUM1)𝑗)−∑ ((SUM0)𝑘+
𝑛2
𝑘=1

(SUM1)𝑘)|

2𝑛2      (6) 

The parameter 𝐾𝐹𝑎𝑠𝑡 can be computed as: 

𝐾𝐹𝑎𝑠𝑡 = 2.5 ×  
∑ ((SUM0)𝑖+𝑛

𝑖=1 (SUM1)𝑖)

2𝑛2                              (7) 

 The parameters 𝛼 and 𝛽 can be calculated as (8) and (9): 

𝛼 = (1 − 𝐹𝐶0) × (1 − 𝛾)                                                            (8) 

𝛽 = (1 − 𝐹𝐶0) × 𝛾                                                               (9) 

where 𝛾  

𝛾 =
1

𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑙𝑒𝑣𝑒𝑙𝑠
 ×  𝑇ℎ𝑒 𝑑𝑒𝑛𝑠𝑒𝑠𝑡 𝑙𝑒𝑣𝑒𝑙                             (10) 

 

VI. EXPERIMENTAL RESULT 

The proposed algorithm has been implemented in Verilog 
HDL, using ModelSim simulation environment. 
Experimentation was performed on the ISCAS '85 
benchmarks. We develop a desired fault coverage pattern to 
estimate the proposed FC equation (1). To achieve this goal, 
we search in a test set for each fault and determine a test vector 
with the highest fault coverage. It can be observed that the 
achieved pattern imitates the exponential behavior. 

On the other hand, for each benchmark a gate-level netlist 
is generated in Verilog, using NetlistGen tool. Applying PLI 
library to the Verilog testbench, the SCOAP parameters, gate 
circuit levels, and the number of gates are calculated. With the 
help of GraphPad Prism software, PLI report information and 
MATLAB, we estimate the FC equation. 

Fig. 4 show the accuracy of desired and estimated fault 
coverage. Table I summarizes the fault coverage improvement 
by the proposed method in comparison with the pure random 
test generation. 

It can be explicitly realized from Table I that the increase 
in fault coverage with respect to the number of test vectors is 
significant. For example, for c499, the number of test vectors 
produced in the pure random model for fault coverage of 90% 
is 138, while the number of test vectors in the proposed 
method with the same fault coverage is 22. As can be seen, the 
number of test vectors has decreased by a factor of seven. 

Another point to be taken from the table is that the 
maximum of fault coverage by the proposed method cannot 
be achieved even by generating a large number of test vectors 
in the pure random method. An example of this fact for c1355, 
as depicted in Fig. 5.  

  

Fig. 5. Comparison between the results of exprimental, estimation and pure 

random fault coverage. 

    

 
 

 

   

Fig. 4. Comparison between the results of exprimental and estimation fault coverage. 
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VII. CONCLUSION 

By increasing the complexity of the digital circuits, the 
need for reliable and fast test methods is important. There are 
several categories of RTG algorithms that are different in 
mechanisms they use to follow the exponential behavior of 
fault coverage. According to this, we have proposed a 
SCOAP-based directed random test generation method. 
Comparison is done between the result of applying the 
presented method on ISCAS '85 benchmarks and the result of 
pure random. Experimental results demonstrate that we gain 
higher fault coverage than pure random with respect to the 
number of test vectors. 
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TABLE I.  A COMPARISON ON THE NUMBER OF TEST VECTORS BETWEEN PROPOSED DIRECTED METHOD  
AND PURE RANDOM METHOD FOR DIFFERENT FAULT COVERAGE 

 

             FC 
Benchmarks    

Number of Test Vectors 

50% 60% 70% 80% 85% 90% 95% 

Proposed Pure Proposed Pure Proposed Pure Proposed Pure Proposed Pure Proposed Pure Proposed Pure 

c17 3 5 4 6 5 7 7 9 9 18 11 34 - N.Oa 

c432 5 6 7 10 10 17 16 21 21 31 29 65 43 116 

c499 2 4 3 5 5 8 9 20 12 26 16 56 22 138 

c880 7 7 10 10 16 20 39 48 66 107 106 553 176 6610 

c1355 7 41 18 77 47 212 87 516 116 767 157 1312 226 2479 

c1908 9 7 12 18 19 69 34 189 49 604 68 1049 104 4847 

c2670 10 9 15 18 21 43 33 4515 46 30152 - N.O - N.O 

c3540 11 16 16 35 24 100 41 1102 61 3831 98 33448 - N.O 

         a 
Over 100000 test vectors (Not Observed). 
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Abstract— This paper presents the routing algorithm that 
tolerate multiple faulty routers and multiple faulty channels for 2-
D mesh Network-on-Chips (NoC) and it has a high fault tolerance.  
The proposed approach always finds a path between two healthy 
nodes. This algorithm is implemented on the Distributed Scalable 
Predictable Interconnect Network (DSPIN) architecture. The 
proposed method is based on the routing table witch filled at the 
beginning of the circuit operation and will be updated once a few 
times. Experiment result show that the proposed method has high 
reliability and less packet latency.  

Keywords— NoC, Routing, reliability, packet latency, fault 
tolerance 

I. INTRODUCTION (HEADING 1) 

The increasing the numbers in of processor in current 
system-on-chip (SoC), requires more complex communication 
fabric for providing the on chip connection requirements. In the 
early SoC designs point-to-point communication structure was 
common place. As the complexity of SoC, increases 
overcoming the constraint such as reusability, bandwidth 
limitation, area overhead, high design time, power consumption 
and efficiency becomes more challengeable in traditional 
communication architecture. The challenges leads SoC 
designers and developers to another modular on chip 
communication architecture name Network-on-Chip (NoC) 
like any other digital design, test process is required to detect 
any probable detect in NoCs[1, 2]. NoCs require some 
algorithms for performing the on chip communications where 
routing algorithm is one of them. Routing algorithm determines 
the packet route between the source and destination and with 
the purpose select the shortest path while prevent the deadlock, 
increase fault tolerance, avoidency congestion. 

In recent years, different fault-tolerant routing algorithms 
have been proposed to tolerate faulty components in 2D mesh 
NoCs. These algorithms use either VCs or turn model to avoid 
deadlock conditions. In addition, there are some proposed 
methods that use memory or table-based routing [3]. The 
many routing algorithms have been proposed for parallel 
computers that use three or four virtual channels [4-10]. 

The OR2-NoC algorithm proposed in this paper avoids live 
lock while keeping a path between any source and destination, 
without use any virtual channel. This method routing in a NoC 
with supports multiple faulty communication channels and 
multiple faulty routers. 

The organization of this paper is as follow after this 
introduction, Section 2 presents the related work then section 3 
describes the proposed routing algorithm after that Section 4 
presents the experiment results and section 5 concludes this 
paper. 

 

II. RELATED WORK 
There are many routing algorithms with fault tolerance 

capability for 2-D NoCs. Some algorithms use turn models, 
such as West-First (WF), North-last (NL), Negative-First (NF). 

In [11], spare wires are used to pass through the faulty links, 
with a high hardware cost. In [3] a hierarchical routing 
algorithm is proposed which tolerates multiple faulty links and 
routers. This method is presented in three levels and tolerates 
one to several faulty channels and routers. The first level 
proposed for tolerate single faulty channel, but other levels are 
multi-fault tolerant. This algorithm is designed to tolerate faulty 
channels based on the XY routing algorithm in which a packet 
is first routed in the X dimension and then in the Y dimension 
to achieve the destination. For fault-tolerance, the 
reconfiguration has been used and a new deterministic routing 
algorithm is used for all routers on a cycle-free contour around 
a faulty channel to use new unique paths instead of the broken 
paths. It is more useful for NoC applications that require 
somehow a degree of reliability but not much cost [3]. The 
authors of [12] construct their method based on faulty link 
tolerance and then extend it in order to tolerate faulty routers 
and regions by modeling each faulty router by its four 
surrounding links which are assumed faulty [12]. 

In routing based on OR2-NoC algorithm, path between two 
nodes are determined prior to the chip start, thus preventing from 
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livelock. This method tolerate multi faulty channels and multi 
faulty cores and it will always find a path between two healthy 
nodes and the chosen route between two nodes is the shortest 
path. 

III. PROPOSED METHOD 

Using OR2-NoC routing algorithm, each node has its own 
routing table and use it as lookup table for packet routing. 
Although in functional mode, these table are distributed our the 
chip and each table is located on corresponding nodes, but their 
generation is centralized. They are all generated at the first step 
of offline routing in the chip root and after that are sent to the 
nodes. Chip root is one of the nodes on the NoC that is selected 
in test mode based on some constraints.   

In the of this article the process of completing routing table 
in pointed as root routing. The root routing is done through one 
of the three following stages. In first stage XY based route in 
examined in the case of XY route existence, routing table is set. 
Otherwise go into second stage. In second stage YX route 
existence in check. Again in the case of successes 
corresponding row of routing table is set. Otherwise stage three 
is required. In stage three, routing table of the source neighbors 
are used to complete the routing table. This trend continues 
until all undefective. Nodes find a path to each other. And the 
routing table will complete all the safe nodes. 

As the base fault detection method in this paper the 
mechanism of  [13] is used. In this approach, the faulty 
component are deactivated by means of a BIST mechanism. 
The presented embedded distributed collaborative 
configuration infrastructure (DCCI) firmware is executed to 
probe and explore the NoC, and finally build a temporary 
communication tree connecting all the operational components 
[13]. Using this tree's data, we identify the usable nodes and the 
safe nodes communicate their channels via this tree, we do the 
routing. 

A. Offline Routing Algorithm 

In the proposed method, the diagnosis of the defective 
components is carried out by the solution presented in [13]. The 
architecture used in implementing approach method is DSPIN 
(Distributed Scalable Predictable Interconnect Network) [14]. 
In the proposed method in  [13], defective components are 
detected and deactivated by the BIST mechanism. The 
presented embedded distributed collaborative configuration 
infrastructure (DCCI) firmware is executed to probe and 

explore the NoC, and finally build a temporary communication 
tree connecting all the operational components [13]. After 
detecting the defective parts, the active nodes sent the status of 
their channels to the root of the tree (root of tree specified in the 
chip testing phase). Routing is done offline at the root of the 
tree, since the chip operation phase has not yet begun. 
In this algorithm, routing table is considered for each node in 
which the number rows equal to the number of nodes on the 
chip at the number columns is four. 

In proposed offline routing algorithm, first the route 
between the source and destination is 
analyzed using the XY algorithm, if the path is 
free of any faulty component, the routing table is filled in the 
direction given by the XY algorithm. If not, the 
path between the source and the destination is checked by the 
YX algorithm,    and if the path not include 
any defective component, the routing table will be 
filled in the proposed direction of the 
YX algorithm. If the path  still missing, the algorithm enters 
the stage  where there are some safe nodes that have not found 
a path each other. 

In this stage each other node who failed to find a route to a 
certain destination looks at the routing table of its neighbors, if 
any neighbor has a route to this destination, the 
algorithm fills the table with the table of neighbor node 
.If multiple neighbors includes a route to the destination at the 
same time, the shortest path will be selected. “Fig. 1” shows an 
example of the routing done by using this algorithm and “Fig. 
2” shows the algorithm pseudo code. In this code, the XY and 
YX algorithm returns a value equal to one, when a path exists 
without a defective component. If  <	  , YX algorithm 
returns 4. Otherwise If <	  YX algorithm returns 0. 
“TABLE I” shows the variable definition of the a pseudo-code 
presented in “Fig. 2”. 

B. Reliability Analysis 

In this section, the reliability of a NoC is computed using 
the formulas presented in [3]. The reliability of achieved by 
multiplying the reliability of all impossible paths between them. 
This formula is shown in state (1). It should be noted that if any 
path reliability in the result rises to a power greater than one, 
this power should be replaced by one. In (1), m is source and n 
is destination.  =	 → 																						(1) 

For computing the →  of formula (1), formula (2) is 
used. In this formula, PL, and  are respectively path 
Length (the number of links on a path), link and router 
reliability.                            

 
TABLE I.    PSEUDO-CODE VARIABLE DESIGN 

RT Routing Table 
C Current node
N Neighbor node
n North 
s South 
D Destination 
L Link 
d Direction 

Fig. 1.   Routing by Offline algorithm 
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 → = 	∏ ×	∏         (2) 

 
The computation performed to calculate the reliability of 

source – destination connection is shown “Fig. 3”. The path 
reliability for each source-destination pair will have one term 
according to (2) if the routing algorithm is XY. But, for a fault-
tolerant method the path reliability should have more terms. We 
assume that router reliabilities equal one. The formulas (3) 
shows the reliability of the XY algorithm and (4) shows the 
reliability of the OR2 algorithm.  

 → , = 	 ×	 	× 	 	× 	 														(3) → , 	 = → , + 4(1 − ) + 1 − . 1 − . . . . +	 1 − . 1 − . . . . + 	 1 − . 1 − . . . . + 	 1 − . 1 − . . . . + 	 1 − . 1 − . . . . + 	 1 − . 1 − . . . . + 	 1 − . 1 − . . . . + 	 1 − . 1 − . . . . + 	 1 − . 1 − . . . . + 	 1 − . 1 − . . . . + 	 1 − . 1 − . . . . +	 1 − . 1 − . . . . + 	 1 − . 1 − . . . . + 	 1 − . 1 − . . . .  = 
                      19  - 32  + 14                                                        (4) 

“TABLE II” shows path reliability of four routing 
algorithms assuming three different reliability value (RL) for 
the between neighbor nodes [3]. 

Algorithm Off Line 
Begin 
1. From all safe nodes to all safe nodes 
Call XY 
If XY return 1 
Fill the Routing Table 
else 
Call YX 
If YX return 1 
Fill the Routing Table 
2. for the nodes that are not filled out from the routing table 
While as long as all the safe lines of the routing table have not been filled 

If YX returns 0 
If (∃	 , ( , ∶) == 	1	)&&	( ( , ) 	== 1)	&&		( ( , 	)	! = 	1) 

If ( , ∶) 	== 	1			&&			 ( , ) 	== 	1 ( , ) 	= 1 
Else ( , ) = 1 
Else 

Continue 
elseIf YX returns 4 

If (∃	 , (D, :)==1 )   && (L(C,N)==1) &&  ( (D,	  )!=1) 
If ( , ∶) == 1			&&			 ( , ) == 1 ( , ) = 1 

Else ( , ) = 1 
Else 
Continue 
else 

If (∃	 , (D, :) ==1 )   && (L(C,N)==1) &&  ( (D,	  )!=1) ( , ) = 1 
Else 

Continue 
End 

Fig. 3.    A 3×3 network with named components 

Fig. 2. Pseudo-code offline routing algorithm. 
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IV. EXPERIMENT RESULT 

All of the implementations and simulation have been done 
MATLAB environment. 

A. Routing Phase 

By implementing functions in MATLAB programming 
environment, the execution time of offline routing is calculated 
for mesh 4×4, 8×8 and 16×16 with one to three broken routers 
and one to three broken communication channels, which are 
randomly injected into the network and then calculated the 
execution time of this stage is calculated.  

“TABLE III” shows the mean of the routing phase with the 
presence of the defective components. 

 

TABLE II.    DIFFERENT RELIABILITIES OBTAINED BY DIFFERENT 
METHOD FOR PATH SHOWN IN FIG.3 

Routing Method Path Reliability 
 = 0.9  = 0.95  = 0.99 

XY 0.66 0.814 0.961 
FT-XY 0.91 0.973 0.9988 
RDR1 0.95 0.986 0.9994 
OR2 1 1 1 

 
TABLE III.     MEAN OF ROUTING PHASE WITH THE PRESENCE OF 

THE DEFECTIVE COMPONENTS (FR: FAULTY ROUTER, FC: FAULTY 
CHANNEL) 

Mesh Size and 
Faults 

Average Duration 
in Seconds  

4×4,1 FR 0.0143 s 

4×4, 2 FR 0.0211 s 

4×4, 3 FR 0.0464 s 

4×4, 1 FC 0.0146 s 

4×4, 2 FC 0.0149 s 

4×4, 3 FC 0.0167 s 

8×8, 1 FR 0.1048 s 

8×8, 2 FR 0.111 s 

8×8, 3 FR 0.1918 s 

8×8, 1 FC 0.0874 s 

8×8, 2 FC 0.0997 s 

8×8, 3 FC 0.1123 s 

16×16, 1 FR 2.0548 s 

16×16, 2 FR 2.0963 s 

16×16, 3 FR 2.129 s 

16×16, 1 FC 2.1387 s 

16×16, 2 FC 2.17 s 

16×16, 3 FC 2.1741 s 

 

TABLE IV.      MEMORY RATE INVOLVED IN EACH NODE 

Mesh size Memory rate involved in 
bit 

4×4 16×4 b 

8×8 64×4 b 

16×16 256×4 b 

 

TABLE V.    AVERAGE ROUTING TIME IN ROOT WITH BY THE 
NUMBER OF FAILURES 6 % OF ALL ROUTERS AND 12.5 % OF ALL 

ROUTERS 

16×168×8 4×4NoC 
Architecture 

154 1No. of faulty 
router (6 % of all 

routers) 

2.2744 s0.3681 s0.0142 s Average routing 
time in root 

(second) 

328 2No. of faulty 
router (12.5 % of 

all routers) 

3.0249 s0.6134 s0.0231 s Average routing 
time in root 

(second) 

B. Storage requirement 

In each node, the routing table involves the amount of 
memory that depends on the size of mesh. As the network size 
is larger, the amount of memory involved by the routing table 
will also be greater, because it is checked from each node to all 
nodes in the path. “TABLE IV” shows memory rate involved 
in each node.  

C. Packet Latency 

By implementing MAIN_RAFT algorithm and Offline 
algorithm in MATLAB programming environment, we 
investigated the average packet latency when there is no 
congestion in network. We have calculated the mean of packet 
latency in the last 50 times, for network 4×4, 8×8 and 16×16 
with the existence of four faulty communication channels that 
were randomly injected into the network. “Fig. 4” shows this 
calculations.  

As the “Fig. 4” shows, packet latency for Offline Robust 
routing algorithm is less than packet latency for the 
MAIN_RAFT algorithm.  
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D. Fault Tolerance 

The proposed algorithm was tested on 2-D mesh NoC with 
sizes 4×4, 8×8, 16×16 despite the failure of 6 % of the cores 
and despite the failure of 12.5 % of the cores and the routing 
time was measured at the root. “TABLE V” shows the results 
of these experiments.  

 

V. CONCLUSION 

In this paper, a routing algorithm for 2-D mesh NoCs is 
proposed which is capable of routing, with different types of 
faulty components including a black holes, multiple faulty link 
and multiple faulty router. This method uses the routing table, 
which are filled in the routing phase. Experiment results 
indicate that this algorithm has high reliability compared to 
other stated algorithms in this paper and is less packet latency 

and always finds a path between the source and destination. The 
comparison of the algorithms in this article shows that this 
algorithm reduce the packet latency compared to the RAFT 
algorithms, and is more reliable than the RDR algorithm. 
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Abstract — For the parallel dataflow computing system 
(PDCS) “Buran”, depending on the specific application, it is 
possible to customize the operation of the computational core 
and the system as a whole to efficiently perform tasks. The 
article describes the simulation of implementation variants of 
the matching processor and its individual nodes and blocks. 
The studies were conducted on the behavioral cycle-accurate 
simulator and the emulator of the PDCS. These program 
models tested the correct functioning of the developed sets of 
nodes and blocks, tested new types of tokens and evaluated the 
effectiveness of the application of new architectural solutions. 
The experiments performed demonstrate the speedup of task 
execution in comparison with the basic variant of the matching 
processor. 

Keywords — set of nodes and blocks, matching processor, 
behavioral cycle-accurate simulator, computational core 

I. INTRODUCTION 

The computing model, the application of which may be 
relevant in the development of supercomputers and other 
computing systems, is the original dataflow computing 
model with a dynamically formed context [1]. IPPM RAS is 
working on the development of this computing model and 
the creation of its implementation - the architecture of the 
parallel dataflow computing system (PDCS) "Buran". 

This computing model differs significantly from the 
classical dataflow computing model, which was originally 
proposed in the 1980s [2–5]. At present, this computing 
model is experiencing its renaissance [6–9].   

The PDCS "Buran" is a multi-core scalable computing 
system. The standard computational core of this system 
includes an execution unit, a matching processor, a token 
commutator, and a hash block. Between the cores in the 
system, information units are transmitted, representing 
messages (in the form of tokens), containing an operand, a 
set of service fields, and a key. 

The matching processor, which is part of the PDCS 
computation core, may consist of nodes and blocks of 
different functionality. Depending on the range of tasks to be 
solved, it is possible to customize the computing system 
(using combinations of different nodes and blocks), so that 
the execution of a task will be most effective.  

The article [10] described approaches to the design of 
sets of nodes and blocks of the matching processor of the 
computational core. To implement these approaches, it is 

necessary to analyze the algorithms of the tasks, explore 
various options for implementing sets of nodes and blocks of 
the matching processor, develop criteria for evaluating these 
sets, and create programs for testing and simulating different 
sets of nodes and blocks of the matching processor. The 
article [10] also described the requirements and specifics of 
the work of some sets of nodes and blocks. Changing the 
architecture of the matching processor, optimizing the 
composition of its nodes and blocks, it is possible to achieve 
much more efficient execution of tasks of various classes, 
regulate energy consumption and reduce the equipment 
footprint. 

The goal of this work is to describe the process of 
simulating various versions of a set of nodes and blocks 
included in the matching processor (MP) and the results of 
their simulation. The studies were conducted on the 
behavioral cycle-accurate simulator and on the PDCS 
emulator for cluster supercomputers. The scientific novelty 
of the article is in the analysis of the work functionality of 
the sets of MP nodes and blocks, in the test of new token 
types, and in the evaluation of the effectiveness of the 
application of new architectural solutions for specific tasks. 

The relevance of the work is in the fact that this work 
was carried out as part of a project to create a supercomputer 
with non-traditional architecture. 

II. IMPLEMENTATION OF THE MATCHING PROCESSOR ON THE 

BEHAVIORAL CYCLE-ACCURATE SIMULATOR AND ON THE 

EMULATOR 

The behavioral cycle-accurate simulator (BCAS) is a 
software complex developed as part of the PDCS project. 
The BCAS includes tools that allow the design of the PDCS 
architecture from a developed set of nodes and blocks, and to 
simulate the execution of a dataflow program on the resulting 
architecture. The BCAS uses discrete-event simulation - the 
processing of the chronological sequence of events generated 
by objects. All these objects are interconnected through the 
mechanism of input-output ports, through which data is 
transferred from one object to another. The sequence of 
events processing is determined by the time of initialization 
of data transfer from one object to another. Time is 
calculated in conditional cycles. Each object in the course of 
its work changes the internal time parameter and attaches its 
value to each data transfer sent to another object or group of 
objects that are connected to one of the output ports of this 
object. The object receiving this data changes the event's 
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time in accordance with the value of its internal time 
parameter and returns to the sender a new value, thereby 
ensuring the processing of delays in the transmission and 
reception of data between objects. Thus, the whole process of 
simulation is based on changing the time parameters of 
interconnected objects and synchronizing these times 
through the global time pool, in which the next object for 
processing is selected.  

The selected simulation mechanism allows determining 
the detalization degree of nodes and blocks of the PDCS 
matching processor. The operation of the computational 
module or the core, and, if necessary, the operation of all its 
components (from complex nodes to individual registers). 

The basic set of nodes and blocks of the MP (Fig. 1) is 
implemented within the framework of a complex 
computational module as separate functions (for each block 
and node), the execution or nonexecution of which is 
regulated by changing the object's parameters. In the BCAS, 
the researcher, through the parameters of the objects, sets the 
algorithm for the object operation, as well as the value by 
which the time of the object increases when each individual 
node and block is executed. 

The MP is a computational process control device in the 
PDCS that supports matching of the task token keys, 
provides all the principles of the dataflow computing model, 
and prevents problems of overflow or underload of hardware 
resources in the computation process. 

The basic set (Fig. 1) of the matching processor includes: 
content addressable memory of keys (CAMK), response 
processing block, tokens and packets generation blocks, node 
for recording and deleting tokens, a node for generating free 
addresses, and a token memory. 

The MP stores the keys with masks, fixes the recorded 
keys in the vacant register, generates the addresses of free 
cells to write the keys, and also finds matches with the keys 
stored in it. 

Using MP allows extracting from the task all the 
parallelism that exists in the algorithm of its solution. That 
allows efficiently loading the available hardware resources of 
the computing system and achieving a high degree of actual 
tasks scaling on systems consisting of hundreds of thousands 
of computational cores.  

 
Fig. 1. Basic set of nodes and blocks of the matching processor (COMM – 
commutator; EU – execution unit) 

When simulating the MP, the following sequence of 
actions (functions) is performed, each of which relates to its 
separate block: 

• The function of receiving the token and writing it to 
the input register (the token that enters the MP input). 
The operation of the “input register” is simulated 
using the “Token reception time” parameter. 

• The function of matching input token keys with keys 
of tokens stored in memory. This function simulates 
the operation of the block “Content addressable 
memory of keys”. In the process of work (function 
execution), the key of the “input” token is compared 
with each key recorded in the CAMK. As a result of 
the comparison, a matching list is compiled. The 
functioning of the block depends on the parameter 
“Matching time”, the value of which is added when 
processing each incoming token. 

• The function of processing matchings. The work of 
the "Response processing" block is simulated. The 
function is executed for each item in the matching 
list. Codes of operations, multiplicities and other 
parameters of tokens are analyzed, on the basis of 
which requests for the execution of subsequent 
functions are formed. Also during the analysis, the 
token multiplicity changes — the token parameter 
that determines the number of matchings to be 
processed. The operation of this block is determined 
by the value of the parameter “Matchings processing 
time”, which is added during the processing of each 
new element of the matching list. 

• The function of recording and deleting tokens. The 
simulated node is triggered (the function is called) 
when it is required to record the input token or to 
delete the token already stored in the CAMK. Record 
and delete time is determined by the “Record and 
delete tokens time” parameter. This parameter 
changes the operation time of the “Free addresses 
generation” node and the “Recording and deleting 
tokens” node. The first node is designed to generate a 
free address in the CAMK and the token memory. 
The second is for recording a token by the generated 
address or removing it from the CAMK and the token 
memory.  

• The function of packet generation. The operation of 
the “Packet generation” block is simulated. The block 
is activated at the request “generate a packet” and its 
operation is determined by the “Packet generation 
time” parameter, the value of which is added each 
time the function is called. 

• The function of the token generation. The operation 
of the "Token generation" block is simulated. The 
block is activated at the request “generate a token” 
and its operation is determined by the “Token 
generation time” parameter, the value of which is 
added each time the function is called. 

In addition to the represented parameters that determine 
the operation time of each of the MP blocks, there are 
parameters that determine the amount of the CAMK and the 
token memory. Since BCAS is used for study the dataflow 
systems at the register level and the composition of the token 
fields and the dimension of these fields can vary, the 
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measurement unit of the “CAMK size” parameter is a token, 
and of the "Token memory size" parameter is a 64-bit word. 
Determining the amount of the CAMK by specifying the 
maximum number of tokens that can be simultaneously 
stored in it, simplified the analysis of simulation statistics 
and assessing the efficiency of passing tasks. Using 64-bit 
words to determine the maximum amount of the token 
memory made it possible to simulate the fragmentation of 
the token memory when standard and multi-input tokens are 
used in tasks simultaneously. This allows evaluating the 
effectiveness of the use of multi-input tokens and their 
impact on the ratio of the amount of the CAMK and the 
token memory in solving specific tasks. 

A similar approach (dividing the work of the PDCS 
computational core into individual functions responsible for 
the operation of specific nodes and blocks) was used to port 
the BCAS to cluster systems in the form of the PDCS 
emulator. The PDCS emulator is a static library using the 
message passing interface (MPI). The principle of its 
operation is to emulate the operation of the PDCS 
computational cores, using the communication network of a 
supercomputer for transferring tokens between cores [11]. 

III. SETS OF NODES AND BLOCKS OF THE MATCHING 

PROCESSOR 

This section provides examples of sets of nodes and 
blocks of the matching processor, which change the structure 
of the computational core of the system and increase the 
execution efficiency of specific tasks. 

A. Set of nodes and blocks for multi-input tokens 

The tools that provide hardware support for the execution 
of multi-input nodes have been introduced into the command 
system of the matching processor of the PDCS (Fig. 2). The 
units of information circulating in the system are the token 
and the packet. The token belonging to multi-input nodes is 
called an “M-token”, and the packet is called an “M-packet”. 
"M-packet" in contrast to the standard packet (with two data 
fields) contains several data fields (depending on the size of 
the multi-input node). 

For the effective use of "M-tokens" a corresponding set 
of nodes and blocks has been developed, which contains the 
node of "M-tokens" and "M-packets" processing, as well as 
new blocks in the CAMK and token memory. Increased 
efficiency is achieved due to the fact that only the key of the 
first incoming “M-token” is stored in the CAMKM (CAMK 
for "M-tokens"), which allows storing more keys of such 
tokens in the “expensive” content addressable memory. In 
the “cheap” token memory, implemented as a direct access 
memory, the data of the “M-tokens” are stored in accordance 
with their positions in the “M-packet”. Each interaction 
changes the value of the token field “Data count of M-node”. 
When all the “M-tokens” are collected, the data is extracted 
from the token memory and transferred for the “M-packet” 
generation. 

This set of nodes and blocks was simulated by using the 
function of processing multi-input tokens. The operating 
time of the hardware nodes of "M-token" and "M-packet" 
processing is determined by the "M-token processing time" 
parameter. 

 
Fig. 2. Set of nodes and blocks of the matching processor for multi-input 
tokens and vector data (CAMK – content addressable memory of keys; EU 
– execution unit) 

B. Set of nodes and blocks for vector data 

In order to work with vectors, changes were made to the 
command system, as well as to the composition of the set of 
nodes and blocks of the matching processor (Fig. 2). Three 
new types of tokens, responsible for working with vector 
data, were introduced, and their hardware support was 
implemented in the MP. 

New hardware elements related to the processing of 
vectors are introduced into the basic set of nodes and blocks: 
the unit of "V-token" processing, the unit of "V-token" and 
"V-packet" generation, the "V-tokens" memory. 

The following tokens initiate the work of nodes and 
blocks: a vector (“V-token”), a new type of multi-input token 
(“M-token”) and an activation token (“A-token”). New 
algorithms for the operation of the MP with “M-tokens” have 
been developed. If earlier N "M-tokens" formed the "M-
packet", now one "V-token" is formed, which, without 
leaving the MP, comes on its input to search for paired “V-
token” or “A-token”. When two “V-tokens” interact, a “V-
packet” is formed, containing M1+M2 data, where M1 and 
M2 are the number of data of the first and second tokens, 
respectively. In the packet, the data that belongs to the token 
with the "left" interaction type are placed first, then the data 
that belongs to the token with the "right" interaction type.  

The interaction reduces by one the multiplicity value of 
both tokens, except in the case when the multiplicity is 
infinite. The token whose multiplicity becomes 0 is deleted. 
The key of the remaining token (if its multiplicity is not 
exhausted) is written to the CAMK. When “V-token” and 
“A-token” interact, an “SV-packet” is formed, which is 
actually a multi-input packet that will contain as much data 
as there were in the “V-token” and will work with them as 
with separate elements of the vector. 

This set of nodes and blocks was simulated by using the 
function of processing vector tokens. The operating time of 
the corresponding hardware nodes is determined by the "V-
token processing time" parameter. 

C. Set of nodes and blocks for special tokens 

The task "Fast Fourier Transform" (FFT). The FFT 
algorithm is used in many application areas, including signal 
processing. The FFT task is a task with poor time 
localization and on traditional systems there are large delays 
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when performing memory access operations. This task is 
included in many test packages for verifying computing 
systems, and that is why studies have been carried out on the 
possibility of its effective implementation at the PDCS. 

When solving this task on systems with a traditional 
architecture, between iterations of the algorithm it is 
necessary to perform barrier synchronization, which reduces 
the execution efficiency of the task. The PDCS through the 
use of the features of the computing model can 
simultaneously perform operations "butterfly" belonging to 
different iterations of the algorithm, which allows reducing 
standing time of the hardware and increasing the efficiency 
of using hardware resources. 

In order to effectively implement this algorithm, a 
specialized set of nodes and blocks was developed (Fig. 3). 
The hardware node "FFT" was created, which performs the 
operation "butterfly", forms tokens for the next iterations, 
and also tracks the end of the program (by analyzing one of 
the token fields). A new type of token “FFT-token” has been 
added to the command system. In addition, a computation 
distribution function (a hash function) was created, which 
reduces the number of transfers between the computational 
cores, and its hardware support is added to the hash block. 

The simulation of this nodes and blocks is performed by 
the function “Special operations”. The operation time of each 
hardware FFT node is determined by the “FFT processing 
time” parameter. 

Task “Multiplication of sparse matrices”. The need for 
calculations using sparse matrices arises when solving 
optimization problems, when numerically solving partial 
differential equations, in graph theory and in many other 
vital scientific and engineering applications. When working 
with sparse matrices, one of the most pressing and complex 
tasks (from the point of view of implementation) is the 
operation of multiplying these matrices. The complexity of 
implementing an efficient matrix multiplication algorithm is 
due to the variability of the structure of their sparsity, which 
in turn affects the methods of storing and processing the 
values of matrix elements. 

 

 
Fig. 3. Set of nodes and blocks of the matching processor for special 
tokens (FFT – “Fast Fourier Transform”; SUM – “Summation”; MADD – 
“Multiply-Accumulate”; COMM – commutator) 

When designing a specialized system for the 
“Multiplication of sparse matrices” task on the basis of the 
PDCS, the multiplication and addition operations can be 
transferred from the execution unit to the MP. This is 
achieved through the use of special tokens, which at the 
hardware level replace entire chains of calculations. 

For this, the hardware node "Summation" was 
implemented in the MP (Fig, 3). This node supports the 
operation of the special token "SUM-token". This allows the 
reduction of the program code by removing the program 
node that performs the summation of two products of matrix 
elements. It also saves time spent on creating a packet, 
sending it and subsequent processing on the execution unit. 

Also, the hardware node "Multiply-Accumulate" and 
special token "MADD-token" were introduced into the MP. 
The hardware node initiates the mechanism of special tokens 
processing. The "MADD-token" performs the calculation of 
the product of two matrix elements, and the result is 
transmitted through the special "SUM-token" for the 
subsequent summation of all products. Such a mechanism 
allowed replacing the execution of the “matrix 
multiplication” dataflow program with hardware-software 
solutions. The simulation of this nodes and blocks is 
performed by the function “Special operations”. The 
operation time of both hardware nodes is determined by the 
“Special-token processing time” parameter. 

Introduction into the MP of such hardware nodes as 
"FFT", "Summation" and "Multiply-Accumulate", and the 
corresponding tokens into the command system allows 
completely abandon the execution unit in the composition of 
the PDCS computational core or reduce its composition to a 
simple device that will only form result tokens for returning 
them to the HOST machine. 

IV. EXPERIMENTS 

Studies of the sets of nodes and blocks, which are 
described in the previous section, were conducted on the 
behavioral cycle-accurate simulator (BCAS) and the 
emulator of the PDCS. The BCAS makes it possible to 
estimate the execution time (with an accuracy of one clock 
cycle) of the dataflow program on the selected architecture of 
the computing system.  The specific architecture is created 
from the pre-created parameterized sets of nodes and blocks. 

The test packet consisted of the following tasks: “Spatial 
Filter” (implementations based on standard two-input tokens 
and on multi-input tokens); “Composition Of Vectors” 
(using vector tokens and, accordingly, a set of nodes and 
blocks for vector data); “Fast Fourier Transform” 
(implementations using standard tokens and the special 
“FFT-token”); “Multiplication of sparse matrices” 
(implementations using standard tokens and special tokens 
"SUM-token" and "MADD-token"). 

Fig. 4 presents the results of tasks execution when using 
the developed sets of nodes and blocks. The highest speedup 
(compared to using a standard set of nodes and blocks, and, 
accordingly, standard tokens) is achieved using an FFT 
block. The speedup magnitude is 5.1 (the average magnitude 
using this set is 4.8). The use of multi-input tokens speeds up 
the execution time of these tasks by a maximum of 4.59 
times (average magnitude is 4.3). A set of nodes and blocks 
for multiplying sparse matrices speeds up the task by a 
maximum of 2.39 times (the average magnitude is 1.93). 
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Fig. 4. Speedup of execution time when using the developed sets of nodes 
and blocks for the tasks “Multiplcation of sparse matrices”, “FFT” and 
“Spatial Filter” (MM - "Multiplcation of sparse Matrices" task; SF - 
"Spatial Filter" task; FFT - "Fast Fourier Transform" task; MAX – 
maximum magnitude; AVG – average magnitude) 

Experiments have shown that with the introduction of 
multi-input tokens and packets, the "Spatial Filter" task is 
solved much faster. Moreover, with an increase in the size of 
the image (compared to the two-input algorithm), this 
advantage grows. 

For small vector dimensions, the execution time of the 
hardware implementation of the FFT task is reduced several 
times. With an increase in the dimension of the input vector, 
the gap between the execution time of hardware and software 
implementations only grows. At the same time, for a 
completely hardware implementation of the program, this 
speedup is nonlinear - on a small number of cores, the 
program is executed more than twice as fast. 

V. CONCLUSION 

When designing the PDCS architecture that implements 
the dataflow computing model, various variants of the sets of 
nodes and blocks of the matching processor were developed, 
which will allow the creation of computing systems for both 
specialized and universal applications.  

The simulation of variants of sets of nodes and blocks of 
the matching processor of the PDCS computational core was 
carried out on a behavioral cycle-accurate simulator and the 
emulator using functions that described the operation of 
specific nodes within the matching processor. 

The result of the conducted research is the confirmation 
by experiments of the correctness of the chosen direction of 
work aimed at optimizing the set of nodes and blocks of the 
matching processor of the PDCS computational core. The 
following can be chosen as optimization criteria: the task 
execution time, the area occupied by a set of nodes and 
blocks on a crystal, power consumption, the required amount 
of the content addressable memory, the versatility of using 
particular nodes and blocks. Experiments show that, by 

changing the composition of the basic set of nodes and 
blocks, it is possible to improve the operation of the 
computational core for more efficient execution of tasks of 
various classes. 
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Abstract—In this paper new type of time-delayed feedback 

control is designed based on particle swarm optimization method. 

This controller is used in the control of chaotic behavior of 

fractional order chaotic oscillator. Using a discretization method 

practical realization of the proposed system has been done. Also 

secure communication using the designed method is done. 

Simulation results show the performance of the designed 

controller.  

Keywords—Time-delayed feedback; Fractional-order; Chaotic 

oscillator; Particle swarm optimization; secure communications 

I.  INTRODUCTION  

According to the chaotic behavior in many fields, study on 
this behavior is so important  problem. Chaotic systems are 
unpredictable and this unpredictability has very application in 
many fields such as laser [1-2], biological systems[3] and secure 
communications [4].  Unpredictable behavior  of these systems 
make control of these systems as a challenging problem. For the 
decades, studies on the control of chaotic systems have  been 
done.  In last decades, fractional version of chaotic systems have 
been expanded [5]. Fractional calculations are the general 
version of ordinary calculations, and according to the high 
accuracy on fractional order modeling of systems, this type of 
modeling has gained the great attractions. Especially on the 
chaotic systems, different types of fractional order systems are 
introduced [6-7].  

 Different types of controllers have been introduced 
according to this regard such as  passive control [8-9] , feedback 
control[10], impulsive control[11] , and many others. The basic 
idea of these methods mostly obtained from two basic method: 
OGY method [12] and time delay feedback control [13]. 

Idea of time delay feedback control is add a control signal to 
the chaotic system to stabilize the system. This control signal is 
related to the present state and a delayed value of state. The main 

work in this method is to determine proper feedback gain and 
time delay to guarantee the stability of the chaotic system[18]. 

A new method to stabilize the chaotic behavior of fractional 
order system has been introduced, recently [5].  

Fractional order makes chaotic system with much complexity. 
And control of this system becomes a challenging problem. In 
this paper this chaotic behavior on fractional order system has 
been controlled using the optimized time-delayed feedback 
which is the new point in the chaos control in the fractional order 
systems. 

The organization of this paper is as the follows: In section 2 
basic relations about fractional calculations are introduced. 
Model of fractional order electrical chaotic system is shown in 
section 3. Section 4 describes the pervious studies on the time-
delayed feedback control and optimized method. Practical 
implantation and simulation of the proposed introduced in 
section 5 and main conclusions of the paper are mentioned on 
section 6. 

II. FRACTIONAL ORDER SYSTEMS 

General forms of the fractional order operator have been 

defined in many studies [15]. One of the well known definitions 

is Riemann-Liouville definition as [16]: 

 𝐷𝑡
𝛼𝑓(𝑡) =

1

Γ(𝑛−𝛼)

𝑑𝑛

𝑑𝑡𝑛
∫

𝑓 (𝜏)

(𝑡−𝜏)𝑛−𝛼+1

𝑡

0
𝑑𝜏                   (1) 

where n is an integer such that𝑛 − 1 ≤ 𝛼 < 𝑛. 

Laplace transform of fractional derivate is defined as [16]: 

 

 𝐿{𝐷𝑡
𝛼𝑓(𝑡)} = 𝑠𝛼𝐿{𝑓(𝑡)} − ∑ [𝐷𝛼−1+𝑘𝑓(𝑡)]𝑡=0

𝑛−1
𝑘=1  (2) 

 

where 𝐿{} shows Laplace transform. For zero initial condition 

of fractional derivate of 𝑓(𝑡) Laplace transform of fractional 

derivative, operates as the integer one. 
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III. FRACTIONAL ORDER CHAOTIC OSCILLATOR 

In this paper we consider an electrical chaotic oscillator (ECO) 
which was introduced on [4]. This system is written with the 
fractional order equations as the follows [19]. 

 {

𝐷𝛼𝑥1 = 𝑥2
𝑑𝑥2

𝑑𝑡
= 𝑥3

𝑑𝑥3

𝑑𝑡
= −𝑎(𝑥1 + 𝑥2 + 𝑥3) + 𝑓(𝑥1)

  (3) 

which 
𝑑𝛼

𝑑𝑡𝛼
 shows the fractional derivative. 1( )f x =sign( 1x ) is 

the model nonlinearity. Block diagram of this system is shown 

on the Fig.1. System’s  behavior for 𝛼 = 0.95 and 𝑎 = 0.51 is 

illustrated  in the Fig.2. 

 

 
Fig. 1. Block diagram of fractional chaotic oscillator 

 
Fig. 2. Behavior of the fractional ECO 

IV. OPTIMIZED TIME DELAYED FEEDBACK CONTROL  

A. Time-delayed feedback control 

In this part, first we introduced the basic method of time delayed 

feedback control.  Then the optimized version of this method is 

proposed. We consider a n-th order fractional system as the 

follows: 

{
 
 

 
 𝐷∗

𝛼1𝑥1(𝑡) = 𝑓1(𝑥(𝑡)) + 𝑈1(𝑡)

𝐷∗
𝛼2𝑥2(𝑡) = 𝑓2(𝑥(𝑡)) + 𝑈2(𝑡)

⋮
𝐷∗
𝛼𝑛𝑥𝑛(𝑡) = 𝑓𝑛(𝑥(𝑡)) + 𝑈𝑛(𝑡)

 (4) 

where 𝐷∗
𝛼shows the fractional derivative.  𝑥𝑖  represents the 

states of system, and f is the vector  which shows the nonlinear 

parts of each state of system and 

𝑈𝑖(𝑡) = ∑ 𝐾𝑖𝑗[𝑥𝑗(𝑡 − 𝑇) − 𝑥𝑗(𝑡)]
𝑛
𝑗=1   (5) 

is the delayed feedback force. This force is added to ith state of 

the system, Kij are the feedback gains and T is the constant time 

delay [19].  

System (4) without controller has a equilibrium point as  P = 

(𝑥1
∗, 𝑥2

∗, … , 𝑥𝑛
∗ ) . The design of controller problem is to find 

appropriate gains and constant delay which makes the P as a 

locally asymptotically stable point using the forces as Eq.(5). 

Linearizing the system (4) around the P can be shown as: 

(

 
𝐷∗
𝛼1�̃�1(𝑡)

𝐷∗
𝛼2�̃�2(𝑡)

⋮

𝐷∗
𝛼𝑛�̃�𝑛(𝑡))

 = �̂� ∙ (
�̃�1(𝑡)

�̃�2(𝑡)
⋮

�̃�𝑛(𝑡)

) + (

𝑈1(𝑡)

𝑈2(𝑡)

⋮
𝑈𝑛(𝑡)

)              (6) 

 

where 

𝐴 = (

𝑎11 𝑎12
𝑎21 𝑎22

⋯ 𝑎1𝑛
⋯ 𝑎2𝑛

⋮ ⋮
𝑎𝑛1 𝑎𝑛2

⋱ ⋮
⋯ 𝑎𝑛𝑛

)                              (7) 

is the Jacobian, matrix at P, �̃�𝑖(𝑡)=𝑥𝑖(𝑡) − 𝑥𝑖
∗(𝑡) shows the 

error from  the equilibrium point . 𝑈𝑖
~(𝑡) shows the feedback 

control input which is defined as the follows. 

𝑈𝑖(𝑡) = ∑ 𝐾𝑖𝑗[�̃�𝑗(𝑡 − 𝑇) − �̃�𝑗(𝑡)]
𝑛
𝑗=1             (8) 

 

 
Theorem 1.  

The characteristic equitation of system (3) is defined as: 

det[∆(𝑠)] = 0                                (9) 

where  

∆(s) is generated using he Laplace transform of Eq.(6). 

The stability of origin shows the zero initial conditions for  

Laplace transform. If the following inequality is satisfied then 

system (3) is locally asymptotically stable around equilibrium 

point P  

|arg (𝑠)| > 𝜋/2 

where s shows the roots of characteristic equation. 

 

Theorem 2. Without controller we consider system (3) , A is 

the Jacobian matrix at P and P is an unstable equilibrium point. 

If the number of positive real eigenvalues of A was an odd 

number , then for time-delayed feedback control (4)  cannot 

stabilize the unstable equilibrium with any controlling 

parameters. 

B. Particle Swarm optimization 

The main idea of this algorithm has been obtained from  the 

behavior of animals such as birds. These swarms want to find 

the best location for food and when they fund the food 

algorithm is finished. Each of solution in this algorithm called 

‘particle’. These particles have cost and the best particle is that 

has less cost. Then in each iteration worst particles are omitted 

and the better particles have updates. Particles have two 

characteristics, first one is the location and second one is 

velocity. In each iteration these characteristic for the remained 

particles have been updated using the following relations [14]: 

 1 1 2 2( 1) * ( ) [ ( ) ( )] [ ( ) ( )]

( 1) ( ) ( 1)

ij ij j ij j ij

ij ij ij

V t W V t C R p t x t C R g t x t

x t x t V t

     

   

 (10) 
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where V is the velocity of particle and x is the location of 

particle.  R1,R2 are coefficients which in [0,1]  and C1,C2 are 

the learning rate. Flowchart of this algorithm is shown in the 

following.    

 

 

Fig. 3. Block diagram of PSO algorithm 

                                                                                          

C. Time-delayed feedback control based on particle swarm 

optimization 

In this part for selecting the control parameters 𝑘𝑖𝑗 and 𝑇 in the 

time-delayed feedback control we use PSO algorithm. This 

algorithm searches between the possible coefficients and select 

the best coefficients such that the following cost function 

becomes minimum: 

𝑓(𝑡) = ∫ (�̃�1
2(𝑡) + �̃�2

2(𝑡) + �̃�3
2(𝑡)) 𝑑𝑡

𝑇

0
  (11) 

where 𝑒�̃� for 𝑖 = 1,2,3 are as the same as mentioned after Eq.(7). 

D. Secure communication 

In this part we use fractional order chaotic systems for the 

chaotic masking. Chaotic masking is one of the well-known 

algorithm in the information transmitting. Diagram of this 

method is shown in Fig.4. A chaotic system generates the 

carrier and this carrier combined with information signal and 

summation of two signals is transmitted through 

communication channel. In the receiver, chaotic 

synchronization is completed and after subtraction detected 

signal is obtained. 

 

Fig. 4.  Block diagram of secure communication process 

 

V. SIMULATIONS AND PRACTICAL IMPLIMANTATIONS 

Practical and simulation results of the proposed problem is 

investigated in this part. Practical implementation of fractional 

electrical chaotic oscillator is shown on the Fig.1. Practical 

implementation is done using an ARM microcontroller. 

Discretization of system (2) has been done using the proposed 

method in [16]. Phase portraits of practical implementation are 

shown in the Fig.6-8. After that the proposed TDFC has been 

shown in the Figs.9-11. Fig.8 shows the first time response of 

controlled system, Fig.10 shows the second state and Fig.11 

shows the third states of system with TDFC method. The initial 

conditions for practical implementation is selected as 

(𝑥
1
(0), 𝑥2(0), 𝑥3(0)) = (6.3, 12.5,8).  

 

 

Fig. 5. Practical implementation of fractional ECO system 

 

Fig. 6. Phase portirate of fractional ECO system 𝑥1(𝑡) − 𝑥2(𝑡) 

 

 

Fig. 7. Phase portirate of fractional ECO system 𝑥1(𝑡) − 𝑥3(𝑡) 
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Fig. 8. Phase portirate of fractional ECO system 𝑥2(𝑡) − 𝑥3(𝑡) 

 

 

Fig. 9. Practical view of the first state of system(4) using TDFC 

 
Fig. 10. Practical view of the second state of system(4) using TDFC 

 
Fig. 11. Practical view of the third state of system(4) using TDFC 

 

For comparison we simulated the proposed method with the 

general TDFC method. Initial conditions for system (2) in 

simulation is selected as (0.1, 0.2, 0.3). Number of iterations 

for PSO algorithm is selected 50 iterations. Convergence of 

PSO algorithm is shown in Fig.12. Results of simulation of 

simple and optimized TDFC method for the system (2) are 

illustrated in Fig.13-15.  

 
Fig. 12. Convergence of PSO algorithm 

 

Fig. 13. First state of controlled fractional ECO system 

 

Fig. 14. Second state of controlled fractional ECO system 

 
Fig. 15. Third state of controlled fractional ECO system 

2019 IEEE EWDTS 81



In the next step of simulation, secure communication problem 

with two fractional order chaotic system is investigated. Three 

singals are considered as 𝐹(𝑡) = [sin(10𝑡) +
5 cos(3𝑡) ; 7 cos(4𝑡) + sin(8𝑡) ; 4 cos(3𝑡) + sin(𝑡)] Based on 

proposed method three signals are transferd with chaotic 

masking and those signals are recived at reciver as seen in the 

Fig.16-18. 

 

Fig. 16. Secure comminicate of first signal 

 

Fig. 17. Secure comminicate of second signal 

 

Fig. 18. Secure comminicate of third signal 

 

VI. CONCLUSION 

In this paper practical realization of fractional order chaotic 

system was investigated.  New optimized time-delayed 

feedback control method was used for the stabilizing the chaotic 

behavior of fractional order electrical oscillator. Optimizing 

method was based on the particle swarm optimization. Practical 

and simulation results proved the performance of the proposed 

method. Finally secure communication using the proposed 

method has been done. Results showed the performance of the 

designed method. 
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Abstract—For the high-performance parallel dataflow 
computing system (PDCS) “Buran” this article proposes to 
move away from dividing the computational space into basic 
computational cores and moving on to organizing the system 
from associative computational cores. The use of the global 
distributed associative computing environment changes the 
architecture of the system and creates significant advantages 
compared with the basic PDCS architecture. The article 
discusses the implementation variants of the matching 
processor and the entire PDCS architecture in the form of a 
global distributed associative environment of information 
processing. The article describes the testing of the distributed 
associative environment in the behavioral cycle-accurate 
simulator, which was performed on various tasks. In the course 
of the experiments, the behavior of the new computing system 
architecture with hardware failures was also studied. 

Keywords—global associative computing environment, 
matching processor, associative computational core, matching of 
keys, fault tolerance 

I. INTRODUCTION 

In the 1980s, work was carried out on the architectures of 
computing systems that implement the dataflow computing 
model [1]. Such a model was conceived to be closer to the 
hardware in comparison with the von Neumann computing 
model. The developers claimed that it uses the “natural” 
parallelism inherent in hardware much better [2-4]. 
Nevertheless, problems in technological production and the 
untimeliness of this approach, which was much ahead of its 
time, led to the actual closure of all works in this area [5-6].  

In recent years, developers of supercomputers, realizing 
the advantages of the dataflow computing model, resumed 
research of non-traditional computing models for their use in 
extreme-scale computing [7-11]. This is confirmed by 
ongoing conferences, new articles that are devoted both to 
solving hardware problems and calls dictated by the software 
part. 

The parallel dataflow computing system (PDCS) “Buran” 
implements the dataflow computing model with a 
dynamically formed context. The PDCS overcomes many 
problems in the development and use of supercomputers, the 
main of which is low actual performance when scaling tasks 
up to millions of computational cores. 

Along with solving the problem of paralleling 
computations while creating high-performance computing 

systems, it is required to create a set of measures to ensure 
reliability in the computation process. In order to improve 
the basic architecture of the PDCS, the authors propose to 
move away from the currently used approach of dividing the 
computational space in the PDCS into the basic 
computational cores and move to the concept of organizing 
the entire computing system from the so-called associative 
computational cores. Where, one associative computational 
core must be physically located in a single processor (chip). 
The new architecture of the PDCS “Buran” was called the 
architecture of the global distributed associative computing 
environment.  

The goal of the work is to consider the implementation 
variants of the matching processor of the computational core 
and the entire PDCS architecture in the form of the global 
distributed associative computing environment of 
information processing. 

II. ARCHITECTURE OF THE DISTRIBUTED ASSOCIATIVE 

COMPUTING ENVIRONMENT 

The computational core of the basic PDCS architecture 
contains an execution unit, a matching processor, a packet 
and token buffer, a hash block, and an internal commutator 
[12]. 

One of the key elements of the computational core is the 
matching processor (MP). The MP includes various blocks: 
content addressable memory of keys, descriptor memory, 
token memory, hash block for distributing computations by 
stages, and others. 

The MP compares the keys of the task tokens [12], 
ensuring the implementation of the basic principles of the 
dataflow computing model and preventing overflow or 
underload of hardware resources in the computation process.  

The main functions of the matching processor:  

• organization of computational processes; 

• activation of computations by data readiness; 

• synchronization of computational processes by data; 

• organization of group selection of operands by mask; 

• management of computing resources using special 
operations (in particular, hardware support for control 
commands); 
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• control of the state of hardware resources and the rate 
of computational processes.  

The content addressable memory of keys (CAMK) is 
intended for storing keys with masks, fixing recorded keys in 
the vacant register, generating addresses of free cells for 
storing keys, and also finding matches with the keys stored in 
it.  

The use of the CAMK makes it possible to extract from 
the task the entire parallelism (even not discovered by the 
programmer), that exists in the algorithm for solving this task 
[13]. This allows the efficient utilization of the available 
hardware resources of the PDCS “Buran” and the 
achievement of a high degree of actual tasks scaling on 
systems consisting of hundreds of thousands of 
computational cores. Also, the CAMK actually performs 
multiple comparison operations and condition checks. 

The negative characteristic of CAMK is high energy 
consumption. However, a lot of research is currently being 
conducted aimed at solving this problem - the creation and 
use of energy-efficient CAM [14-17]. 

A feature of the CAMK used in the PDCS is the presence 
of both external and internal masks. The mask allows the 
comparison of token keys only in the area that is not closed 
by it (not masked). The masked area of the key is ignored 
and is considered as matched, regardless of the content. The 
advantage of the mask applied to the token key is that by 
using it the multiple responses are organized (the key 
matched the keys of more than two tokens at the same time). 
This mechanism leads to significant memory savings and a 
reduction in the number of tokens generated (the load on data 
transmission lines is reduced), since, for example, to multiply 
a vector by a number, it is necessary to send not M numbers 
(where M – the size of a vector), but only one number 
(token) with the corresponding mask.  

All the described functions of the MP are preserved in the 
new architecture of the GDACE. 

A. New variant of the PDCS “Buran” architecture. 

The use of the global distributed associative computing 
environment, in fact, changes the PDCS architecture, and 
these changes, which lie within the framework of the 
dataflow computing model, provide significant advantages 
compared to the basic PDCS architecture. 

The architecture of the global distributed associative 
computing environment (GDACE) is a set of associative 
computational cores (ACC), connected by a token 
commutator. Each ACC consists of a set of local associative 
computational elements (LACE), each of which performs the 
function of a computational core in the basic PDCS 
architecture. Such a structure allows a programmer who 
creates tasks in the dataflow programming paradigm to take 
into account only the ACC numbering when setting up or 
choosing distribution functions. 

Fig. 1 presents the implementation variant of the GDACE 
architecture [18]. 

The features of the GDACE architecture are the 
following: 

 
Fig. 1. The architecture of the GDACE associative computational core 

• in contrast to the basic PDCS architecture, the 
distribution of computations in the GDACE 
architecture is carried out up to an individual 
processor (chip); 

• the GDACE architecture provides more convenient 
mechanisms for organizing a heterogeneous 
architecture (the heterogeneity of the processors may 
consist both in a different compositions of the 
processor itself, and in a different number of 
computational cores) of the computing system when 
developing hardware and creating software; 

• the GDACE architecture increases the reliability of 
the computing system due to the possibility of its 
operation when individual LACEs fail; 

• the GDACE architecture allows the work with ACC 
containing LACEs, the number of which may be not a 
multiple of 2. 

So, the advantages of the GDACE are increased fault 
tolerance, manufacturability, architectural flexibility, 
increased performance and simpler parallel programming. 

III. VARIANTS OF ASSOCIATIVE ENVIRONMENT 

IMPLEMENTATION ON THE PROGRAM MODEL 

A parameterized implementation of the GDACE 
architecture was created on the behavioral cycle-accurate 
simulator of the PDCS [19]. With the use of the developed 
program model of the GDACE architecture, a comparison 
was made with the basic PDCS architecture.  

During the model-based analysis several variants for the 
GDACE implementation were considered. 

The first implementation of the GDACE is the division of 
a single associative space of token storage into a set of 
specialized blocks, each of which corresponds to a specific 
type of tokens that do not interact with each other at the 
hardware level.  

In the behavioral cycle-accurate simulator, separate 
blocks were created for standard tokens without a mask, a 
block for storing tokens with a mask, a block for storing 
multi-input tokens and a block for vector tokens. 

This implementation of the associative environment 
allows the process of different types of tokens in parallel and 
to ensure maximum performance of the matching processor 
when using different types of tokens.  
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The second implementation of the GDACE is the 
extension of the first one. It consists in expanding the 
matching processor by a set of functional devices. The 
introduction of new types of tokens and functional devices 
that provide hardware support for the processing of tokens 
with built-in computing functions at the level of content 
addressable memory makes it possible to increase the 
efficiency of the computing system on a number of simple 
operations without the need to form packets and then process 
them in execution units. 

The third implementation of the GDACE differs from the 
first two in the possibility of parallel and pipeline processing 
of input tokens. The computational core can receive tokens 
from the communication network, from the execution unit of 
their ACC, and, in addition, a new token can be formed 
directly in the matching processor of the LACE. 

In this variant of the GDACE implementation a buffer 
CAMK is added at the entry of tokens to control the 
interaction between incoming tokens. The CAMK is replaced 
with a pipelined CAMK for five types of tokens: standard 
without a mask, multi-input, vector, global and universal. 
Universal token is a standard type of token with a mask. The 
response processing scheme and the token and packet 
generation unit are implemented for each direction.  

The variant of the pipeline GDACE allows the division 
of token matching process into stages. That significantly 
saves energy, reducing the number of “false” matchings 
(such matchings that do not result in the formation of a 
packet) between the individual bits of tokens keys. 

This means that at the same time at the same stage of the 
pipeline operation can be three different tokens when the 
following conditions are met: 

• the received tokens must be of different types, that is, 
each of them is compared in its CAMK; 

• parallel processing of tokens does not violate the 
logic of the command system of the associative 
environment; 

• no busy signal in the direction to the relevant CAMK. 

In parallel, without additional conditions the following 
tokens can be processed: standard without a mask, multi-
input and vector. For parallel processing of other tokens, 
additional control of interaction with each other is required. 

IV. EXPERIMENTS 

In the course of the research, parametrizable program 
modules of three variants of the GDACE implementation 
were created. 

Testing of the distributed associative environment on the 
program model was carried out on such tasks as “Matrix 
Multiplication”, “Molecular Dynamics” [20] and “Spatial 
Filter”. 

The first implementation of the GDACE architecture was 
tested on the “Spatial Filter” task. Variants of the task with 
standard and multi-input tokens were executed. Multi-input 
tokens were processed in a separate block of the CAMK. 

Experiments have shown a fivefold reduction in the 
execution time of the task on the input data of the same size 
(356,920 cycles against 77,665) on 16 computational cores. 
The amount required for the work of the CAMK also 

decreased 4 times due to the use of multi-input tokens (in this 
case, one key in the CAMK accounts for all the tokens in the 
multi-input packet). 

The second implementation of the GDACE was tested on 
the “Molecular Dynamics” task. For this task, a new type of 
token “MD-token” was introduced, intended for hardware 
filtering of “empty” pairwise interactions. The functional 
device responsible for processing this type of tokens is also 
implemented. 

The results showed that with the use of this variant of the 
GDACE implementation, the time to complete the task is 
reduced by 10%. 

The third variant of the GDACE implementation was 
tested on the “Matrix Multiplication” task. Parallel 
processing of a large token flow from different destinations 
made it possible to reduce the processor matching time by 5 
times (compared to the basic PDCS architecture). 

During the experiments, the behavior of the new 
computing system architecture with hardware failures was 
studied on the “Matrix Multiplication” and “Molecular 
Dynamics” tasks (the computing system configuration – 4 
processor modules containing four computational cores in 
each module). In particular, the failure of a single 
computational core in the processor was simulated. The task 
of multiplying matrices with the dimension of 64 * 64 
elements in the variant without failures was executed in 
493,161 cycles, and in the variant where the failure of the 
computational core was simulated – 554,569 cycles for the 
basic PDCS architecture and 493,502 cycles for the GDACE 
when a single ACC fails. For the “Molecular Dynamics” 
task, the results are as follows: 1,304,506 cycles on the 
system without failures, 1,966,168 cycles for the basic PDCS 
architecture when a single computational core fails and 
1,744,357 cycles for the GDACE when a single ACC fails 
(Fig. 2). 

It can be stated that the proposed architecture of the 
distributed associative computing environment copes better 
with the failure of individual computational cores and the 
performance loss is less on the GDACE than on the basic 
architecture of the PDCS. With the increase in the number of 
processors, the effect becomes even more noticeable. 

 
Fig. 2. Comparison of the execution time of the tasks "Molecular 
Dynamics" and "Matrix Multiplication" in case of failure of a single 
computational core in the PDCS and GDACE (STD – basic PDCS 
architecture) 
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V. CONCLUSION 

At present, the dataflow computing model is actually 
experiencing its rebirth, since the traditional computing 
model encounters certain difficulties in its use for parallel 
computation. 

In the GDACE architecture, that implements such model, 
the distribution of computations within each processor can be 
carried out in a special way (independent of other 
computational cores). This allows the computing system to 
function even with heterogeneous processors. If in the 
process of a computing system operation, associative 
computational cores and even their individual elements 
(execution units, memory, etc.) fail, the process of hardware 
failure will not affect the distribution of computations. Or 
more precisely, there is no need to change distribution 
function in the event of a failure. This is due to the fact that 
in the event of a failure, a redistribution of computations 
within the processor module at the hardware level will be 
automatically made.  

The GDACE architecture is mainly applicable in the 
following cases:  

• when a high reliability of computations is required; 

• when using heterogeneous processor modules with 
different qualitative and quantitative composition of 
nodes and blocks; 

• in case of insufficient yield of suitable crystals in the 
manufacture process due to lower requirements for 
processor functionality. 

It is also worth noting that, at present, the field of 
artificial intelligence and the associated machine learning 
tasks are acquiring special relevance. In the tasks of machine 
learning a special place is occupied by neural networks and 
their deep learning. It is expected that just in this direction, 
the dataflow computing model has certain advantages, 
especially in parallelizing computations with sparse data, 
since matrix-vector multiplication is actively used when 
learning neural networks. 
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Abstract— With the advent of the Internet of things and 5G the 
number of devices that are controlling parts of our lives increases 
dramatically. As we rely on these devices it is essential that they 
work properly over long times and under unpredictable 
conditions. If a system can ensure the aforementioned properties 
the system is considered to be resilient. In this paper we discuss 
the idea of a holistic approach that covers redundancy, reliability 
and security of individual components up to complex systems to 
networked cyber physical systems of systems. We also introduce 
the preliminary work done at IHP on which we build our resilience 
approach.  
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I. BACKGROUNDAND MOTIVATION 

IT Systems are penetrating our everyday lives with ever 
increasing speed. The reason for this is that people want to have 
an easy life empowered by many more or less pervasive systems. 
On the one hand this trend is making our lives more comfortable 
on the other hand we rely on those systems and if they collapse 
all the comfort and maybe even essential services are no longer 
available. The issue is that while scaling technologies allow 
devices to become even smaller and more energy efficient the 
number of faults increases. In addition, those devices are 
connected with each other to fulfil more complex tasks. It is 
predicted that the number of these devices will reach 50 billion 
already in 2020 [1]. The application areas cover: 

• Smart home 
• Industry 4.0 
• Agriculture 4.0 
• Medicine 4.0 
• Autonomous driving  
• etc. 

As the networked devices are there to assist human beings it 
is expected that these services are always available. It is essential 
that the devices and the services they provide are under full 
control and cannot cause any harm. This needs to hold true for 
unintended faults as well as for intended faults or attacks. 

The rest of this paper is structured as follows. The next 
section discusses the requirements a resilient system needs to 
fulfil as well as the approaches that are needed to ensure such 
behaviour. Section 3 introduces our idea of a holistic approach 
toward resilience. The pre-existing building blocks we intend to 
use for our example application area i.e. e-health are presented 
in section 4. The paper closes with conclusions in section 5. 

II. RESILIENCE REQUIREMENTS 

Given the laziness of mankind and the application fields it is 
of utmost importance that these systems are providing their 
services independent of the operating conditions. As the latter 
are changing over time these systems need to be empowered to 
react on these changes to keep at least a certain level of those 
services. So the vision is that the devices used are working: 

• forever 
• smooth 
• without interaction /intervention of the end users 
• and are low cost. 

In other words we expect those systems to provide extreme 
high dependability or at least fail safe operation under adverse 
conditions. In addition these systems need to be tamper resistant 
to protect their users’ privacy. 

But in reality these systems face different types of 
disturbances, faults and outages. So during the system 
development engineers need to anticipate these issues and to 
implement appropriate remedies to ensure proper service 
qualities at least up to a certain extent once above mentioned 
issues appear. The standard means is redundancy which is or at 
least has been very successful in the past.  

The vast majority of the devices is based on silicon chips. 
Semiconductors are sensitive to changes in their environment 
e.g. temperature, humidity, heat dissipation, electromagnetic 
emanation. Changes in these parameters are normal and the 
devices can cope with these changes in a certain range. But the 
sensitivity of the devices increases with scaling technologies 
which means that problems caused by the environmental 
parameters will increase more often and their prediction will 
become more complex. Of course the safety margins may be 
increased so that faults induced by the environmental parameters 
will be avoided or at least their occurrence can be reduced. This 
normally comes with increased cost which may be tolerated in 
some application areas such as e-health but might be not in 
others. The other effect that may occur is that the performance 
may be reduced, which may cause issues in real time 
applications such as automation control.  

It is common knowledge that faults can and will appear even 
in case of significant robustness is built in the system. So, in 
order to provide service in presence of faulty devices or part of 
devices they need to be handled at run time. This means the 
devices need to have monitoring and repair capabilities. Devices 
that cannot recover after entering a faulty state need to be 
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removed from the system of systems. So the cyber physical 
system of systems (CPSoS) need self-x features such as: 

• self-diagnosis; 
• self-repair; 
• self-re-configuration; 
• etc. 

Beneath the hardware induced faults of singe devices many 
issues are caused by the communication if the devices are part 
of a network. To remedy these issues devices may be removed 
or added to the network. In the best case these networks are self-
organizing.  

One of the main challenges is privacy. The basic properties 
for ensuring privacy are confidentiality and data integrity. They 
can be achieved by applying cryptographic means. The crypto-
means used today are proven to be secure from the mathematical 
point of view. But this is based on the fact that the keys are kept 
secret. This becomes really tricky if the current through the 
cryptographic device or the electromagnetic emanation of the 
device while executing the cryptographic operations can be 
measured. There are plenty well known side channel attacks. 
Especially dangerous are passive attacks as they may go 
undetected by the victims. This means the victim still assumes 
his/her system to be secure. The problem is that the victim may 
lose control fully, or just loses his/her data and/or know how. 
For system engineers this means they need – in addition to faults 
– to take these attacks into account during the development 
phase. This task is extremely demanding as it requires detailed 
knowledge and experience in different domains of expertise for 
example materials, technology processes, cryptographic 
algorithms, communication protocols. But nevertheless full 
protection is almost infeasible. 

TABLE I. shows challenges of cyber physical systems of 
systems as well as potential solutions. Here we focus on self-x 
features as they empower to the systems to cope with upcoming 
challenges by themselves. This is of crucial importance as many 
issues will appear unexpectedly.  

TABLE I.  POTENTIAL CAUSES OF FAULTS/PERFORMANCE ISSUES AND 
COUNTERMEASURES. 

Problem-Causes Solutions 

Energy low-power 

Environmental and working parameters 
natural and/or intelligent fluctuations: 
t°, heat dissipation, light, EM-Pulses, 
radiation, aging, … 

redundancy
self-monitoring 
self-aware 
self-calibrating 
self-(re)configuration 
self-(re)optimizing 
self-adaptive 
self-healing 
self-managing 
self-organizing 
self-protection 
self-upgrading 
self-modifying  … 

System(s) 
joining /leaving of components 

Wireless communication 

Information leakage 
passive observations/attacks 

 

III. THE RESILIENCE APPROACH 

When talking about resilience it is important that any type of 
recovery functionality needs to be provided at run time. This 
holds especially true for the self-x properties that we mentioned 
earlier. The final goal is to cope with disturbances in a fully 
transparent manner. What we mean by this is that even though 
faults cannot be avoided their impact shall be fully compensated, 
i.e. the end user will not notice that there is any challenge for/in 
the system. In order to achieve such transparency the CPSoS 
needs to be capable to predict at least some of the disturbances 
and to react appropriately even before the issues really occur. 
Such a CPSoS would be resilient.  

In order to enable a system to become resilient means on all 
layers are required. By layers we do not mean protocol layers 
but components of a CPSoS from material, via manufacturing 
technologies and analogue/digital design up to software and 
network engineering. Fig. 1 shows using IHP’s structure and 
activities how such a vertically aligned resilience support could 
look. In addition on the left hand side of Fig. 1 the idea of a 
specific resilience design methodology is shown. We consider 
such a methodology essential as the design of resilient systems 
faces new currently unanticipated challenges. The especially 
demanding issue is to predict potential issues and to react on 
these. Even more important is that with the term resilience we 
mean that the system can react on challenging situations on its 
own. The essentially new/innovative aspect here is that when 
features such as fault tolerance are engineered all potential 
reactions of the system are predefined. When it comes to 
resilience engineering the challenge is that the system needs to 
react not according to prescribed recipes but finding its own 
strategy to adapt to adverse conditions, hopefully making all 
challenges transparent for the end user, i.e. keeping the service 
level at an acceptable level.  

The core feature needed to achieve the here mentioned 
resilience feature is self-awareness i.e. the knowledge about the 
currents system state, faults, energy available, ongoing attacks, 
tasks to be fulfilled etc. While gathering the relevant information 
is even though challenging quite straight forward, including 
appropriate “sensors” such as hardware performance counters, 
environmental sensors etc. The real challenge is to develop a 
model that gives the sensor data at a certain point in time a 
semantics so that sensor data is transformed into information. 
This information is then the basis for any further decision. 

 
Fig. 1. Vertical approach inside IHP indicating technologies developed that 
can be used to build a resilient system. 
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We are aware of the fact that the idea we just explained is 
extremely complex and for sure there is no one-size-fits-all 
solution. So, we are focussing on a specific application area, e-
health in our case. We are convinced that the design principles 
we are investigating using this example can be generalized for 
other application areas. 

IV. RESEARCH VEHICLE E-HEALTH SYSTEMS  

We decided to use e-health as the first application area in 
which we want to investigate resilience. This is due to the 
following facts, e-health systems ask for: 

• Extremely high fault tolerance to ensure reliable 
service at all times and under all also adverse 
conditions; 

• Extremely high security to ensure data confidentiality, 
data integrity and finally the patients’ privacy. 

In addition the example is pretty intuitive for everyone not 
only for skilled scientists. The other more practical reason is that 
we already implemented several e-health devices at IHP so that 
we have a reasonably solid fundament on which to build new 
research.  

In the myAirCoach project [2] we used our own sensor node 
Ghost in which we integrated hardware accelerators for elliptic 
curve cryptography, AES and SHA-1. So in principle this sensor 
node can support confidentiality and authorization. We are still 
improving the accelerator with respect to tamper resistance. 
Ghost supports Bluetooth Low Energy for networking, see     
Fig. 2. 

 
Fig. 2. Ghost sensor node developed in IHP supporting cryptographic means 
such as ECC, AES and SHA-1 (copied from [3]). 

IHP developed a sensor to determine the viscosity of saliva 
for assessing the patients’ health state concerning Chronic 
Obstructive Pulmonary Disease (COPD) [4], see Fig. 3 for parts 
of the device (a) and the fully assembled on (b). In order to 
ensure longevity the sensor needs self-calibrating features to 
ensure correct measurement results even after longer use.  

 
Fig. 3. Sensor for measuring permittivity of saliva for indicating COPD (a) 
parts of the device and (b) the fully assembled device (copied from [4]). 

In addition to that IHP works towards radiation hard gates 
[5] that can be used to improve fault and manipulation resistance 
of ASICs. 

So some of the essentially needed building blocks are 
available. In addition we gathered first experience with artificial 
intelligence means. Neural networks were used to classify the 
results of COPD sensors [6] while we evaluated means such as 
k-means for their appropriateness for side channel attacks [7].  

But simply combining these building blocks does not make 
a system resilient. There are sophisticated means needed that 
help to select the most appropriate building blocks for a certain 
application. In addition means to assess the level of resilience 
are needed.  

V. CONCLUSIONS 

In this paper we introduced the idea to develop a holistic 
approach for making cyber physical systems of systems 
resilient. This idea is driven by the fact that resilience is a 
complex beast in the sense that the system has to cope with 
unpredicted situations while it consists of more or less reliable 
components that may fail at any time. We consider IHP 
extremely well suited to dare this endeavour as IHP has already 
researched reliability and security from components up to 
complex systems. These building blocks have also been 
introduced in this paper. We consider the orchestration of these 
blocks based on the also to develop self-awareness as one of the 
major challenge for upcoming years.  
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Abstract—An unconventional multi-core recurrent data-flow 
architecture, that is being developed at Federal Research Center 
"Computer Science and Control" of the Russian Academy of 
Sciences (FRS CSC RAS) was successfully tested on digital signal 
processing domain both at the model level and on a hardware 
sample. Based on the test results, several mechanisms had been 
identified that required improvement and a decision was made to 
investigate the architecture on other subject domains. Software 
and main architectural blocks debugging are carried out with the 
specially developed hardware and software modeling tools. The 
active extension and debugging of the architecture by using these 
tools revealed a number of shortcomings of the existing software. 
To eliminate these shortcomings, two problems have to be solved: 
to provide a high degree of reconfigurability of the architecture's 
imitational model (to debug its mechanisms) and implement a 
symbolic modeling mode (to debug its software). The redesigning 
results of modeling and debugging tools for recurrent data-flow 
architecture are discussed in the article. 

Keywords—data-flow, modeling, debugging, recurrent 
architecture 

I. INTRODUCTION 

In Russia, the team at the Department of Architecture and 
Circuit Design of Innovative Computing Systems of FRS CSC 
RAS is developing multi-core recurrent data-flow architecture 
(MRDA) [1]. The architecture of the MRDA is radically 
different in its main points not only from the classical 
architecture of von Neumann but also from other non-
conventional architectures. Such architectures are characterized 
by the presence of two flows: instruction flow (active flow for 
von Neumann architecture) and data flow [2, 3] ( active flow 
for data-flow architecture). The developed architecture is 
characterized by self-sustained data – a data representation 
structure where data and instruction flows are combined into 
one indivisible self-sufficient data flow. This feature provides 
an increase in the MRDA processing speed by reducing the 
number of steps required to execute the instruction. The 
"instruction fetch" step is implicit, and is executed 
simultaneously with the data processing. 

Conventional data-flow architectures [2, 3] were developed 
to support applications with massive parallelism and dynamic 

task distribution. At the same time, the token length (number of 
service bits) greatly exceeds the length of informational bits, 
which is unacceptable for economic reasons in the DSP 
domain. 

The goal of MRDA development was to transfer the 
principles of data-flow architectures into the domain of DSP, 
taking into account its principal features and the requirements 
of economic efficiency. For most DSP applications, dynamic 
allocation is redundant [4]: the predictability of program 
execution time makes statistical allocation methods viable. The 
degree of parallelism of the main DSP applications is limited 
and ranges from 4 to 16 [5]. That is confirmed by the modern 
DSPs of Texas Instruments [6], with offerings ranging from 
four to eight-core configurations.  

The implementation of these features and the introduction 
of special mechanisms for the uniform data compression into 
the MRDA made it possible to drastically reduce the token 
length while retaining the main principle of data-flow 
architectures — data readiness processing. Moreover, the 
recurrent data-flow computational model has a high potential 
for reducing redundancy due to its main feature: recurrency. It 
is the way for computational process organization when its 
progress depends on the current state and "unfolds" during the 
computation. 

While developing architecture’s prototype, it became 
necessary to create specialized hardware and software tools for 
modeling and debugging both the basic functional units and 
software. A set of hardware and software tools HARSP IDE 
[1] has been created as a result. Using these tools, we have 
managed to develop and debug imitational and hardware 
(VHDL) models of the architecture, as well as provide a fairly 
complete software development life cycle. 

In order to test the architecture, a demonstrational task – the 
recognition of isolated word-commands has been chosen. As 
shown in [7], the results of architecture approbation both on 
software and hardware model confirmed the high potential of 
its effectiveness for the selected task. Therefore, the hardware 
sample based on the VHDL-model of the architecture has been 
developed in FPGA technology using the Cyclone V GT 
Development Kit. 

*The study was done by a grant from the Russian Science Foundation
(Project №. 19-11-00334) 
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Paper [8] presents the checkout results of the created 
sample. The analysis of the obtained results, in general, met the 
expectations of the developers, although it does indicate the 
need for redesigning some of the mechanisms provided at the 
architecture. Therefore, it has been decided to approve the 
architecture's effectiveness on a set of algorithms included at 
BTDImark2000 DSP benchmark [9]. 

However, while developing the architecture and 
corresponding software, it turned out that the imitational 
modeling tools functionality is insufficient to solve the tasks. 
Two main problems have been identified: the non-optimal 
architecture of the software imitational model (which led to the 
impossibility of its further extension or improvement) and the 
lack of a symbolic modeling mode (that greatly complicated 
software debugging process). This article is dedicated to the 
results of solving these problems. 

II. REDESIGNING HARSP IDE SUBSYSTEMS 

A. Existing problems 

The HARSP IDE toolkit is developed in the Object 
Oriented Programming paradigm, which is well suited for 
modeling a wide variety of subject domains. A feature of 
competent object-oriented design is the ability to reuse design 
solutions and architectures in various contexts [10]. Therefore, 
one of the key tasks is to design the software architecture for 
future changes. The initial version of the HARSP IDE 
architecture has had a low potential for extensibility, but 
nevertheless, it was actively developing as new subsystems 
were integrated and functionality improved. Ultimately, this 
led to the fact that the implementation and integration of each 
new function are associated with ever-increasing complexity. 

Single subsystems have being created and integrated as 
necessary to solve current problems of development and 
debugging of the MRDA prototype, and the auxiliary functions 
were implemented according to the “here and now” principle. 
As a result, not only the architecture of the instrumental 
environment suffered but also the process of working with it 
(i.e. usability). The book [10] provides typical reasons for 
software systems refactoring which is also characteristic of 
HARSP IDE and which can be solved by analyzing and 
implementing suitable design patterns.  

B. Goal and tasks of refactoring 

The instrumental environment HARSP IDE is constantly 
evolving, the requirements for both its functionality and its 
usability by end users, whose number has increased, are 
growing. In addition, the hardware sample development on the 
FPGA has been completed and has been successfully tested on 
the digital signal processing subject domain. Therefore, the 
task of the recurrent architecture approbation for new subject 
domains has become actual. Thus, the following goals and 
objectives for the development of HARSP IDE become 
apparent: 

1) Goal – to provide support for different versions of the 
architecture's imitational model. Task – to refactor the 
imitational model's architecture in order to ensure a high 
degree of modularity and reconfigurability. 

2) Goal – to expand the functionality of the imitational 
modeling subsystem. Task – to implement the symbolic 
modeling mode in order to significantly facilitate the 
debugging of the software being developed. 

3) Goal – to redesign and unify the user interface to ensure 
simplicity and convenience of working in the environment. 
Task – to design a new interface using Windows Presentation 
Foundation (WPF). 

In this article, the solution to the first two problems is 
considered. The implementation of the tool environment based 
on the WPF platform, instead of the outdated Windows Forms 
platform, is carried out within the framework of the same grant 
(see support at the title page) but is beyond the scope of the 
article. 

III. BLOCK ARCHITECTURE OF THE IMITATIONAL MODEL 

The imitational modeling subsystem is the main subsystem 
of HARSP IDE. Its main components are an imitational model 
and a hardware VHDL model. Using these models 
simultaneously allows debugging the functioning logic of the 
main mechanisms of MRDA effectively. However, in the 
current version, the internal structure of the imitational model 
is quite different from the structure of the corresponding 
hardware model. 

To eliminate this problem, it was decided to increase the 
decomposition depth of the structural elements of the MRDA's 
imitational model. The design patterns presented in the book 
[10] were studied in detail and those that were best suited for 
solving the problem were selected. As a result, the 
″ROUModel″ package was designed, the diagram of the base 
classes and interfaces of which is shown in Fig. 1. 

 

Fig. 1. ″ROUModel″ package diagrams 

«interface»
IROUModel

VHDLModel

SIMPRABlackBoxModel SIMPRADebugModel

* *
+Childs() : IDictionary<string, 
ISIMPRAComponent>

«interface»
ISIMPRAStage

*

*

+DoReadBusData() : GlobalStates
+DoStep() : GlobalStates
+DoFinalizeStep() : GlobalStates
+Parent() : ISIMPRAStage
+Childs() : IDictionary<string, 
ISIMPRABlock>

«interface»
ISIMPRAComponent

+DoStep() : BlockStates
+DoFinalizeStep() : BlockStates
+Name() : string
+Parent() : ISIMPRAComponent
+SetInputPorts(в names : StringList)
+SetOutputPorts(в names : StringList)
+SetStagePorts(в names : StringList)
+SetInnerPorts(в names : StringList)
+InputPorts() : IDictionary<string, ISIMPRAPort>
+OutputPorts() : IDictionary<string, ISIMPRAPort>
+StageInputPorts() : IDictionary<string, ISIMPRAPort>
+StageOutputPorts() : IDictionary<string, ISIMPRAPort>
+L() : ISIMPRAPort
+R() : ISIMPRAPort
+Result() : ISIMPRAPort
+Config() : ISIMPRAPort
+MX_L(в portName : string)
+MX_R(в portName : string)
+MX_Result(в portName : string)

«interface»
ISIMPRABlock

*

*

*

*

+IsReady() : bool
+Type() : SIMPRAPortTypes
+Name() : string
+Readers() : 
ISIMPRABlockList
+Writers() : ISIMPRABlockList
+Data() : TData

«interface»
ISIMPRAPort

*

*

ISerializable

ISerializable

IDictionary<string, ISIMPRAPort>

IDictionary<string, ISIMPRABlock>

IDictionary<string, ISIMPRAComponent>

ISerializable

ISerializable

SIMPRAModel

ISIMPRAModel

IHARSPNode

IHARSPNode

IHARSPGraph
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The following abstractions (entities) were introduced into 
the imitational model architecture: 

• Stage (stage of the conveyor) – implements the design 
patterns "Facade" and "Abstract Factory", provides an 
interface for accessing and controlling the main 
elements of the conveyor; 

• Component – implements the “Facade” and “Abstract 
Factory” design patterns, provides an interface for 
accessing and controlling the internal structure of 
components; 

• Block – the basic structural element of the model, 
implements a specific basic architecture mechanism, 
interacts with other blocks through the ports; 

• Port – the main mechanism for data exchanging 
process organization between structural elements of 
the architecture. 

This approach to the imitational model organization allows 
to make functionality changes quickly and to reconfigure the 
architecture to test new mechanisms. It is easy to see that the 
specific version of the architecture configuration is a graph 
with two types of vertices: “Port” and “Block”, while the 
abstractions “Component” and “Stage” are subgraphs. Thus, it 
has become possible to use the ″Graph″ package (used to build 
various kinds of graphs) in a different context, which indicates 
a successful refactoring of HARSP IDE. 

As can be seen from the description of the 
″ISIMPRABlock″ interface each block of a model can have a 
theoretically unlimited number of both input and output ports. 
Therefore, a universal interface and a universal algorithm of 
block operation were developed. Each block must have at least 
three input ports: L-input, R-input, and Configuration-input, - 
as well as one output port: Result-output. In case R-input is 
unnecessary it should be set to "NON". Fig. 2 shows the 
universal block interface. 

Fig. 2. Universal ″Block″ interface 

 Thus, the configuration of the model is reduced to the 
creation of a graph of blocks and ports. Fig. 3 demonstrates the 
"Juggler" component configuration. For greater clarity, 
numbers are replacing some of the port names. 

 
Fig. 3. "Juggler" component configuration 

Being represented as a graph, the structure of the 
imitational model is much more consistent with the structure of 
the hardware model. This, in turn, means that the redesigning 
of the hardware model based on the imitational model is 
greatly simplified. Thus, the refactoring of imitational 
modeling tools resulted in a toolkit creation, which 
significantly simplified not only the development and 
debugging of the basic mechanisms of MRDA, but also the 
changes migration to the hardware implementation. 

IV. SYMBOLIC MODELING 

Another important task of the development of the modeling 
tool is the implementation of the symbolic modeling mode. 
This mode is necessary for debugging specialized software. 
Despite the fact that symbolic programming is natural for data-
flow architectures, we have not been implementing this 
functionality for a long time. This was due to the sufficient 
power of the numerical simulation and debugging mode. 
However, with the increasing complexity of software and 
approbation of new subject domains, the need in a symbolic 
mode has aroused. 

A. Symbolic data-flow graph 

The main data structure, that we use for the implementation 
of symbolic modeling mode is a symbolic data-flow graph. 
This graph contains information about the computational 
process progress. In addition, a symbolic data-flow graph is the 
main tool for verification of software intended for MRDA. 

A key feature of this graph is a fairly accurate visual 
interpretation of the imitational model's block structure. In 
order to achieve a high level of consistency between the visual 
elements of the data-flow graph and the architecture blocks, a 
special context notation for describing the graph cells has been 
developed. Fig. 4 demonstrates the context structure. 
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Fig. 4. Data-flow graph cell context 

Computational units of MRDA have a superscalar 
architecture. Therefore, the context of one modeling step can 
contain: up to three data sources, up to three operations, and 
single memory write. Each of these elements must be displayed 
in the context of a single computational step at a data-flow 
graph. Therefore, to fulfill the layout requirements for all the 
elements of the data-flow graph, it was decided to form the 
context of a single step of calculations for one section in the 
form of a 3x3 grid, where each cell can contain a node. 

In accordance with the requirements, three node types were 
introduced: 

• "data" – represents the input data; 

• "operation" – represents an operation performed in the 
current context; 

• "memory" – represents the name of data, stored at 
internal memory blocks. 

Data-flow graph arcs display the movement of data within 
and between contexts. Therefore, arc names are associated with 
the data they transfer. Using such a format for describing graph 
cells allowed us to enter and process the most complete amount 
of symbolic information about the computational process 
progress. In addition, a special XML representation was 
developed that can be easily serialized to a file and deserialized 
into a data structure into memory for later use in the modeling 
process. 

B. Symbolic data representation 

In order to implement symbolic modeling, a special data 
representation has been developed. Currently, the hardware 
sample of architecture supports 16-bit fixed-point data. 
Therefore, a ″FixPoint16bit″ library has been created for the 
imitational model, which implements 16-bit fixed-point 
mathematics. The FixPoint16bit class wraps the inner data 
object, that implements the ″IInnerData″ interface. While inner 
data object wraps data with the symbolic name and other useful 
information. Fig. 5 shows a diagram of base classes and 
interfaces of this library.  

 

 

Fig. 5. ″FixPoint16bit″ package diagram 

The “Name” property of the ″IInnerData″ interface allows 
accessing the symbolic data name. In turn, the symbolic name 
can be obtained from three sources: the input data name, the 
arc name of the data-flow graph, or generated according to 
some rules. This library is designed in such a way that it can be 
easily replenished with classes representing a higher capacity 
data (32, 64 bits) or even with a floating point. This allows 
quick and easy creation of MRDA configurations and 
debugging them. 

C. User feedback 

To assess the results of the symbolic modeling mode 
implementation, we have collected feedback from software 
developers for MRDA. We were interested in the following 
questions in comparison with the previous version: 

• How has the workflow changed? 

• How has the iteration time requirements changed? 

Toolset users within our department have been interviewed, 
and the following reviews have been received: 

• The majority of users rated the new version as 
significantly more convenient due to the visualization 
of the programming process in the accustomed 
symbolic form. 

• Some of the users noted the improvement of the 
iteration cycle speed. 

V. CONCLUSION 

As part of the development of the MRDA modeling tools, 
the following results were obtained: 

• block architecture of the imitational model has been 
designed, providing wide options for reconfiguration 
and functionality extension; 

+IsNegative() : bool
+Signed() : long
+Unsigned() : ulong
+IsSaturated() : bool
+OverflowAcquired() : bool
+BinValue() : string
+HexValue() : string
+Name() : string
+ReadLowSigned() : short
+ReadLowUnSigned() : ushort
+ReadMiddleSigned() : short
+ReadMiddleUnSigned() : ushort
+ReadHighSigned() : short
+ReadHighUnSigned() : ushort
+ReadLow() : IInnerData
+ReadMiddle() : IInnerData
+ReadHigh() : IInnerData

«interface»
IInnerData

InnerData16bits

InnerData32bits

InnerData38bits

InnerData40bits

+IsNegative() : bool
+Signed() : long
+Unsigned() : ulong
+IsSaturated() : bool
+OverflowAcquired() : bool
+BinValue() : string
+HexValue() : string
+Name() : string
+ReadLowSigned() : short
+ReadLowUnSigned() : ushort
+ReadMiddleSigned() : short
+ReadMiddleUnSigned() : ushort
+ReadHighSigned() : short
+ReadHighUnSigned() : ushort
+ReadLow() : IInnerData
+ReadMiddle() : IInnerData
+ReadHigh() : IInnerData
+Data() : IInnerData
+static Constant() : FixPoint16bit
+static Zero() : FixPoint16bit
+static MinusOne() : FixPoint16bit
+static PlusOne() : FixPoint16bit
+static operator +(в d1 : FixPoint16bit, в d2 : FixPoint16bit) : FixPoint16bit
+static operator -(в d1 : FixPoint16bit, в d2 : FixPoint16bit) : FixPoint16bit
+static operator *(в d1 : FixPoint16bit, в d2 : FixPoint16bit) : FixPoint16bit
+static operator >>(в d : FixPoint16bit) : FixPoint16bit
+static operator <<(в d : FixPoint16bit) : FixPoint16bit
+static operator ~(в d : FixPoint16bit) : FixPoint16bit
+static operator &(в d1 : FixPoint16bit, в d2 : FixPoint16bit) : FixPoint16bit
+static operator |(в d1 : FixPoint16bit, в d2 : FixPoint16bit) : FixPoint16bit
+static operator ^(в d1 : FixPoint16bit, в d2 : FixPoint16bit) : FixPoint16bit
+static operator !=(в d1 : FixPoint16bit, в d2 : FixPoint16bit) : FixPoint16bit
+static operator ==(в d1 : FixPoint16bit, в d2 : FixPoint16bit) : FixPoint16bit
+Round(в length : int) : FixPoint16bit

-_data : IInnerData
+Label : string

FixPoint16bit

IInnerData
*

*
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• symbolic modeling mode has been implemented, that 
allows debugging specialized software efficiently. 

The updated version of HARSP IDE imitational modeling 
subsystem will be used to redesign a number of the architecture 
mechanisms, as well as to implement the set of algorithms 
included at BTDImark2000 DSP benchmark. This benchmark 
will allow evaluating the effectiveness of the recurrent 
architecture in the digital signal processing subject domain. 

ACKNOWLEDGMENT  

In conclusion, we want to acknowledge Diachenko Y.G. 
and Morozov N.V. for invaluable contribution in development 
of MRDA. 

REFERENCES 
[1] Yu. Stepchenkov, D. Khilko, Yu. Diachenko, Yu. Shikunov and D. 

Shikunov. Software and hardware testing of data-flow recurrent digital 
signal processor // Proceedings of IEEE East-West Design & Test 
Symposium (EWDTS’2016), Yerevan, October, 14 - 17, 2016. pp. 168-
171. 

[2] Arvind, Nikhil R.S. Executing a program on the MIT tagged-token data-
flow architecture // IEEE Trans. Computer. – 1990. – V. 39. - №3 – P. 
300 – 318. 

[3] D. N. Zmejev, A. V. Klimov, N. N. Levchenko, A. S. Okunev, A. L. 
Stempkovsky, Dataflow computing model as a paradigm of future 
mainstream of software development // Informatika i ee primeneniya – 

informatics and applications, 2015, vol 9, issue 4, pp. 29–36. (In 
Russian). 

[4] K.Kronlof, O.Simula and J.Skytta. DFSP: A Data flow Signal Processor. 
IEEE Translations on Computers, vol. C-35, issue 1, January 1986, p. 
23-33. 

[5] Yu. V. Rogdestvenski, Yu. G. Diachenko. Fundamental parallelization 
estimates in voice signal processing systems. Sistemi i sredstva 
informatiki. – M: Nauka, 2002. – Issue. 12. – pp. 250 – 254. (In 
Russian). 

[6] TI DSP. Available at: http://www.ti.com/processors/digital-signal-
processors/products.html (accessed 30.07.2019). 

[7] Khilko, Yu. Stepchenkov, D. Shikunov, Yu. Shikunov. Recurrent data-
flow architecture: technical aspects of implementation and modeling 
results // Problems of Perspective Micro- and Nanoelectronic Systems 
Development - 2016. Proceedings / edited by A. Stempkovsky, Moscow, 
IPPM RAS, 2017. Part II. pp. 59-64. 

[8] Yu. Stepchenkov, Yu. Shikunov, N. Morozov, G. Orlov, D. Khilko. 
Hybrid Multi-Core Recurrent Architecture Approbation on FPGA // 
Proceedings of the 2019 IEEE Conference of Russian Young 
Researchers in Electrical and Electronic Engineering (EIConRus), 2019 
IEEE. P. 1705 – 1708. 

[9] BDTI DSP Kernel Benchmarks. Available at: 
https://www.bdti.com/services/bdti-dsp-kernel-benchmarks (accessed 
30.07.2019). 

[10] Erich Gamma, Richard Helm, Ralph Johnson, John M. Vlissides. Stock 
Image. Design Patterns: Elements of Reusable Object-Oriented Software 
// Published by Addison-Wesley Professional, - 1994.  368 P. (ISBN 10: 
0201633612). 

 

 

96 2019 IEEE EWDTS



978-1-7281-1003-5/19/$31.00 ©2019 IEEE 

Caution: GALS-ification as a Means against SCA 
Attacks 

 

Zoya Dyka, Ievgen Kabin, Dan Klann, Frank Vater and Peter Langendoerfer 
IHP – Leibniz-Institut für innovative Mikroelektronik 

Im Technologiepark 25 
Frankfurt (Oder), Germany 

 

Abstract— In this paper we revisit the idea of asynchronism as 
a means to improve the resistance of hardware implementations 
of cryptographic algorithms. Here we are focusing on GALS 
designs. We use such a GALS implementation based on our 
synchronous design realized by colleagues for fine grained 
investigations. Our key finding is that a straight forward mapping 
of blocks of a synchronous design into GALS islands is not 
improving the designs resistance against SCA. This is due to the 
fact that the vulnerabilities of the initial design survive the 
transformation into the GALS design and make it vulnerable as 
well. 

Keywords— ECC, side channel analysis (SCA) attack,  
horizontal attacks, simple power analysis (SPA), GALS. 

I. INTRODUCTION 

Elliptic Curve Cryptography (ECC) can guarantee not only 
confidentiality of communication but can also be used for 
authentication of persons/devices. Nowadays ECC is worldwide 
implemented for use in the Internet of Things, WSN, automation 
industry, protection of critical infrastructures, etc.  

The core operation by ECC is the elliptic curve point 
multiplication with a scalar, denoted as kP operation. P is an EC 
point and k is a long binary number – the scalar. It is the private 
key in EC authentication protocols or a random number in the 
ECDSA signature generation protocol [1]. The kP operation is a 
time consuming operation and is often implemented in hardware 
with the goal to accelerate the computations. The algorithm for 
(mutual) authentication that is mostly implemented in hardware 
is the Montgomery kP algorithm using Lopez-Dahab 
coordinates [2] for EC over binary extended fields. The 
Montgomery kP algorithm is a bitwise processing of the scalar 
k. The scalar k is the secret that attackers try to reveal, often 
called the “key”. 

The cryptographic strengths of a cipher algorithm may 
depend according to the definition of Kerckhoff only on the used 
key that is kept secret [3]. This means a potential attacker may 
know the algorithm itself, the plain text, the encrypted text and 
even the length of the key. In such a situation the attacker can 
test different numbers in order to reveal the key. Such an attempt 
is called brute force attack and the attacker needs to test 2n 
numbers in the worst case to get a key of length n. The average 
number of attempts is 2n−1. The cryptographic keys have to be 
sufficiently long so that the time the attacker needs for brute 

forcing (or any other more efficient attack if known) is long. In 
this case the cryptographic approaches using long keys are 
assumed to be secure. 

The situation changes dramatically if the attacker knows not 
only the input and output values but also intermediate values of 
the executed cryptographic operation. The intermediate values 
depend on the processed key. If an attacker can observe the 
intermediate values clockwise, it simplifies the key extraction 
significantly. If the attacker gets physical access to the device 
running the cipher algorithm, the intermediate data or even the 
key can be measured directly on chip using special equipment, 
for example by microprobing. The attacker can obtain 
knowledge about intermediate values indirectly, measuring 
physical parameters influenced/affected by the working chip 
e.g. the execution time of the analysed cryptographic operation, 
the clockwise energy consumption and its distribution during 
the execution of the operation, temperature, electromagnetic 
emission etc. The physically measureable parameters are a kind 
of “side effects”. Because all these parameters depend on the 
given input and processed key, these “side effects” can be 
analysed with the goal to reveal the key. Mostly analysed are 
current through the cryptographic chip while the kP operation 
is performed or the electromagnetic emanation of the chip, i.e. 
attackers can measure and analyse Power Trace(s) or 
Electromagnetic Trace(s) (EMT) of kP execution(s). Designers 
can do the analysis at the earlier stage of the designing using 
simulated PTs, i.e. designers attack the chips with the goal to 
evaluate their resistance against SCA attacks. Especially 
dangerous are so-called single trace attacks: Simple Power 
Analysis (SPA) attacks, horizontal differential analysis attacks 
for example [4], Horizontal Collision Correlation Analysis 
(HCCA) attacks [5]. By SPA the different operation sequences 
for the processing of a ‘0’ and ‘1’ bit value of the key cause 
different power profiles in the PT. The differences can be seen 
with eyes only, i.e. the processing of a key bit value ‘0’ is 
distinguishable from the processing a key bit value ‘1’. The 
balancing, regularity, atomicity principle as well different kinds 
of randomizations can be applied to avoid the key revealing, at 
least to reduce the success of attacks. 

SCA attacks are a significant threat for implementations of 
cryptographic algorithms. Usually the cryptographic designs are 
implemented as synchronous circuits. Attackers can often 
concentrate on some operation(s) in the main loop of the 
Montgomery kP algorithm. Selected operations are performed 
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usually periodically if no special countermeasures are 
implemented, for example a randomization of the execution 
sequence. Implementing the Montgomery kP algorithm as an 
asynchronous design can increase its resistance against SCA 
significantly but the area and the energy consumption of a such 
implementation will be enormous. The split between these two 
strategies – synchronous and asynchronous design – can be the 
Globally Asynchronous Locally Synchronous (GALS) 
architecture. This strategy was proposed in [6] to 
countermeasure SCA attacks, especially SPA attacks. 

In this paper we show that the GALS-ification strategy can 
be but is not necessarily a means to reduce the success of attacks. 
In section II we describe shortly the synchronous IHP kP 
accelerator for the EC B-233 and demonstrate how easy an SPA 
attack, with minimal knowledge about the implemented 
algorithm can be performed. In section III we show the 
separation of the synchronous design for a straight forward 
GALS-ification. In section IV we demonstrate the successful 
scalar revealing running an SPA against the simulated PTs of the 
GALS-ified kP design. The paper finishes with short 
conclusions. 

II. SPA OF THE SYNCHRONOUS KP DESIGN 

In 1999 Lopez and Dahab published in [2] an efficient kP 
algorithm that is based on the Montgomery observation [7] using 
special Lopez-Dahab projective coordinates of EC points. All 
calculations are performed using only the x-coordinate of the 
points. The most complex operation, i.e. the division of elements 
of binary Galois fields, was avoided. Only at the end of the kP 
algorithm the division of the field elements is necessary to 
recover the affine y-coordinate of the output point. These 
optimizations reduce the execution time and the energy 
consumption of the kP calculation significantly. Due to these 
advantages the Montgomery kP algorithm for EC point 
multiplication using Lopez-Dahab coordinates is a world-wide 
used algorithm for EC over extended binary fields GF(2l), 
especially in hardware implementations. Algorithm 1 shows one 
of the most referenced versions of the Montgomery kP algorithm 
using Lopez-Dahab projective coordinates (see Algorithm 15 in 
[2]). The algorithm describes a bitwise processing of the scalar 
k. The kP algorithm is a sequence of mathematical operations: 
multiplications, squarings and additions in a finite field. 
Intermediate and end results have to be written into registers. 

 

Algorithm 1 is a regular algorithm: each bit of k, except its 
most significant bit, is processed with the same type, amount and 
sequence of operations, independently of the key bit’s value. 
Due to this fact, the Montgomery kP algorithm is referred as 
resistant against some SCA attacks, such as simple power 
analysis and simple electromagnetic analysis, see for example 
[8]. Please note that Algorithm 1 contains many key dependent 
operations. They are the write-to-register operations in lines 4-5 
and 6-7. The assertion about the resistance of the Montgomery 
kP algorithm against simple analysis attacks is based on the 
assumption that an attacker cannot distinguish which of the 
registers is used. The key-dependent register operations are 
successfully analysed by vertical and differential horizontal 
address bit attacks [9], [10]. 

If the regularity principle was not implemented consciously, 
the implementation can be called “weak implementation”, i.e. its 
functionality is correct implemented but the power profile for 
the processing a key bit value ‘0’ can be distinguished from the 
processing a key bit value ‘1’. In this case the knowledge about 
the implemented algorithm is sufficient to reveal the processed 
key successfully. Fig. 1 demonstrates this. 

 
Fig. 1. A part of the simulated power trace of a kP execution of a weak 
Montgomery kP implementation: the displayed part corresponds to the 
processing of the first 26 bits of the scalar k. 

A power trace for such a weak design was simulated for the 
IHP 130 nm technology. The clock cycle is 30 ns that 
corresponds to a clock frequency of about 33 MHz. Fig. 1 shows 
a part of the simulated power trace of a kP execution. This part 
corresponds to the processing of the first 26 bits of the scalar k. 
The revealed bits of the scalar k are shown also. 

Inspecting the simulated trace the processed scalar k can be 
easily revealed using the following assumption: the low 
amplitude – the dip in the trace – corresponds to the processing 
of a bit value ‘1’. The dip is not observable when processing of 
a key bit value ‘0’. The explanation of this weakness is easy: the 
regularity principal was not guaranteed by this Montgomery kP 
implementation. 

Here we demonstrated that the synchronous IHP kP design 
selected for the GALS-ification is vulnerable against simple 
SCA attacks, i.e. the successful revealing of the whole scalar k 
by simple inspection of the simulated PT is possible. If the 
assumption that the dip corresponds to a `1` is wrong, the 
attacker obtains the key via bitwise inversion of the key 
candidate. 

The power trace shown in Fig. 1 was simulated with the time 
resolution equal to the clock cycle duration, i.e. each clock cycle 
was represented with only one value that represents the averaged 
power. Under these conditions the side channel leakage can be 

Algorithm 1: Montgomery kP using projective Lopez-Dahab coordinates 

Input: k = (kl−1 ... k1 k0)2 with kl−1 = 1,  
          P=(x,y) is a point of EC over GF(2l) 
Output: kP = (x1, y1)  
  1: X1←x, Z1←1, X2←x4+b, Z2←x2       
  2:  for i=l-2 downto 0 do  
  3:  if ki=1 
  4:   T ← Z1,  Z1 ← (X1Z2+X2T)2,  X1 ← xZ1+X1X2TZ2 
  5:   T ← X2,  X2 ← T4+bZ2

4,  Z2 ← T2Z2
2 

  6:   else                                                                       
  7:   T ← Z2,  Z2 ← (X2Z1+X1T)2,  X2 ← xZ2+X1X2TZ1 

  8:   T ← X1,  X1 ← T4+bZ1
4,  Z1 ← T2Z1

2 
  9:  end if 
10:  end for 
11:  x1 ← X1/Z1                                                                  
12:  y1 ← y+(x+x1)[(X1+xZ1)(X2+xZ2)+(x2+y)(Z1Z2)] / (xZ1Z2)   
13:  return (x1, y1)                        

  1  0  0  1  0  0  1  1  1  0  0  1  0  0  0  1  1  0  0  1  0  0  1  0  0 1
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easily detected and used for revealing the key. Fig. 2 
demonstrates this. In Fig. 2 – (a) the processing of only the first 
4 bits of the scalar k is shown: the time resolution of the yellow 
graph is 0.01 ns, i.e. resulting in 300 power values per clock 
cycle; the red graph in the middle was simulated with a time 
resolution of 0.1 ns, i.e. resulting in 30 values per clock cycle 
and the red graph at the bottom corresponds to the simulation 
with the time resolution of 30 ns, i.e. only one – the average – 
value per clock cycle. Fig. 2 – (b) shows 3 clock cycles from 
Fig. 2 – (a), zoomed in. 

 
 (a)   (b) 

Fig. 2. Power traces of the same kP execution as in Fig. 1 simulated with 
different time resolutions: 0. 1 ns for the yellow graph; 1 ns for the red graph in 
the middle; 30 ns for the red graph at the bottom. 

Please note that to reveal the key only the knowledge about 
the implemented algorithm and a reasonable representation of 
the power trace, that was done using different time resolutions 
for the trace simulation, was sufficient. The same trace 
representation can be done using the trace compression 

III. GALS-IFICATION OF THE SYNCHRONOUS DESIGN 

A GALS circuit consists of a set of modules which are 
locally synchronous, i.e. each module has its own clock. The 
frequency of the clock signals should differ for the modules. The 
modules communicate via asynchronous wrappers. A set of 
modules as a result of a GALS implementation allows to spread 
the high peak value of the power at the beginning of each clock 
cycle within the clock cycle or even within a few clock cycles. 
For example in case of the IHP design described here the field 
multiplier requires 54 clock cycles for the calculation of 6 field 
products within a loop of the Montgomery kP algorithm. The 
field squaring has to be performed only 5 times and needs 2 
clock cycles. Thus, the clock frequency for the squaring 
operation can be – theoretically – about 5 times slower than the 
one for the multiplication. The same is also true for other 
operations. In our synchronous circuits the input of each block 
is connected to the BUS. Only one of all blocks stores or/and 
processes the value from the BUS. But all blocks consume an 
internal power if the value on the BUS is changed. This value 
changes in almost every clock cycle. This causes a high power 
peak at the beginning of each clock cycle and increases the 
energy consumption of the kP execution. TABLE I. gives an 
overview of the power consumption of our synchronous kP 
design. The values are taken from the reports of the Synopsys 
synthesis tool.  

TABLE I.  POWER CONSUMPTION OF OUR SYNCHRONOUS KP 
DESIGN: AN OVERVIEW. 

 
switching 

power 
internal 
power 

leak 
power 

total 
power 

kP design 1.23 mW 3.67 mW 2.81 µW 4.91 mW 

It is clearly to be seen that the internal power is about 3 times 
higher than the switching power. Thus, the GALS-ification of a 
synchronous circuit seems to be beneficial: it helps to avoid the 
current spikes at the beginning of each clock cycle and reduces 
the energy consumption at the same time. In [6] authors propose 
to apply a GALS-ification as an effective countermeasure 
against simple power analysis attacks. 

The design investigated in [6] is a GALS-ification of the 
weak synchronous IHP implementation of the Montgomery kP 
algorithm described in section II. In this weak implementation 
the processing of a key bit ‘1’ differs from the processing of a 
key bit ‘0’, whereby the significantly decreased amplitude in in 
synthesized PTs of the synchronous design is the 
“distinguishable feature” used for the successful revealing of the 
key. For the GALS-ification the synchronous design was 
partitioned in 3 blocks: 

• field multiplier; 
• registers; 
• ALU. 

Each of these blocks was supplied with its own clock. The 
frequency was randomized, i.e. not constant in time, but the 
operation flow was not changed. The details about the 
implementation of the pausible clocking scheme, with random 
hopping of clock frequencies can be found in [6]. Here we show 
schematically the partitioning of our kP design into the blocks 
for the design’s GALS-ification, the communication between 
the blocks and the clock signals of the blocks, see Fig. 3. 

Fig. 3-(c) shows a part of the simulated traces that 
corresponds to the processing of the synchronous design for 5 
clock cycles. Please note that each local clock signal has its own 
frequency. The frequencies differ significantly from each other, 
are independent from each other, and are not constant in time. 
This increases the execution time of a kP calculation as well as 
its energy consumption. TABLE II. shows the kP execution time 
for the synchronous and GALS-ified designs, for comparison. 
The GALS-ified design needs about double the time for a kP 
execution in comparison to the synchronous design. 

TABLE II.  TIME OF THE KP EXECUTION OBTAINED FROM 
SIMULATED TRACES OF THE SYNCHRONOUS AND THE GALS-IFIED IHP 

KP DESIGNS. 

synchronous design

GALS-ified design 

Plesiochronous without random 
hopping clock frequency 

Plesiochronous with 
random hopping clock 

frequency  

390 µs 580 µs 890 µs 
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(a)  

 
(b)  

 
(c)  

Fig. 3. GALS-ification of the weak synchronous IHP kP design: (a) – 
partitioning into the blocks for the GALS-ification; (b) – communication 
between the blocks: each block has its own local clock; four asynchronous 
communication channels were implemented; (c) – clock signals for the 3 
blocks: part of the simulated trace. 

Fig. 4 illustrates the relation between the execution time and 
power consumption during the kP calculation on the example of 
the simulated power traces of both designs. The simulations 
were done with the simulation step Δt=1 ns, i.e. each clock cycle 
of the synchronous design consists of 30 power values. 

 
Fig. 4. Simulated traces for the kP execution for the synchronous design (red 
trace) and for the GALS-ified design (yellow trace). The yellow trace 
corresponds to the processing of the scalar k only, not to the whole kP 
execution. Green traces correspond to the clock signals and to the processed 
scalar k. The time in the diagram is 0 µs – 780 µs; the power range for the red 
trace is 0 W-0.074 W and for the yellow trace it is 0 W – 0.21 W. 

Fig. 5 shows a part of the simulated power traces of the 
synchronous and the GALS-ified designs, zoomed in. A part at 

the beginning of the kP execution is shown. This part 
corresponds to performing of 3 clock cycles of the synchronous 
design. For the synchronous design the following traces are 
shown from top to down: the clock signal, the processed bit 
value of the scalar k and the power trace of the whole kP design. 
For the GALS-ified design the following traces are shown: the 
processed value of the scalar k (it is ‘0’ in the shown part of the 
trace), the power traces of three local clock cycle generators and 
the power trace of the whole kP design. The clock signal 
generator of a block consumes energy to switch its local clock 
signal. At the end of the generator activity the local clock signal 
is switched and activates the block, i.e. the block starts to 
consume the energy. The simulations were done with the 
simulation step Δt=1 ns, i.e. each clock cycle of the synchronous 
design consists of 30 power values. 

 
Fig. 5. Simulated power traces of the synchronous and the GALS-ified 
designs, zoomed in. A part at the beginning of the kP execution is shown. This 
part corresponds to executing 3 clock cycles of the synchronous design. For the 
GALS-ified design four power traces are shown: the power traces of the three 
local clock cycle generators and the power trace of the whole kP design. 

Fig. 5 shows clearly that the energy consumption of the 
GALS-ified kP design is significantly higher than the one of the 
synchronous design within the same time interval. At the first 
look the power shape of the GALS-ified design seems to be 
more complicated than the one of the synchronous design. This 
can lead to the assumption that the GALS-ification makes the 
design more resistant against simple SCA attacks, but it is only 
the first impression that is not true in reality.  

The part of the PT of the kP execution shown in Fig. 6 
demonstrates why a simulated PT can seem to be complex and 
how important it is, to set up the simulation parameters correctly.  

 
Fig. 6. Power trace of the kP execution of the GALS-ified design simulated 
with the three different simulation steps: Δt=0.1 ns for the top PT, Δt=1 ns for 
the PT in the middle, Δt=30 ns for the bottom PT. All traces correspond to the 
same part of the kP execution. 
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The three power traces in Fig. 6 correspond to the same part 
of the same kP execution. Only the simulation step differs for all 
3 traces. The top trace was simulated with the simulation step 
Δt=0.1 ns, the trace in the middle of the diagram was simulated 
with the simulation step Δt=1 ns that is the same simulation step 
as in Fig. 5 and the bottom trace was simulated with the 
simulation step Δt=30 ns. 

For designers it is important to understand that the resolution 
with that the simulation in run has a significant impact on the 
result of the analysis, i.e. that for the design discussed here the 
simulation step Δt=30 ns may not be applied if the goal is to 
evaluate the resistance of the design against SCA attacks. The 
design contains three clock generators. Each clock generator 
generates a local clock signal with the period between 20 ns and 
40 ns. To see the activity of functional blocks with these clock 
signals the simulation step has to be significantly smaller than 
20 ns. This is the difference that we can see in Fig. 6 if we 
compare the bottom PT simulated with Δt=30 ns with the middle 
PT simulated with Δt=1 ns. The best “resolution” has the PT 
simulated with Δt=0.1 ns, see the top PT in the diagram. In this 
diagram the activity of the block with the highest energy 
consumption can be clearly seen. The fact that the most 
consuming block in a kP design is the filed multiplier is well-
known. Thus, if an attacker can see the trace that corresponds to 
the activity of only the field multiplier within the whole kP 
operation, he can concentrate on attacks specialized on 
exploiting different multiplier weaknesses. The same is also true 
for other blocks, for example the block with the registers. The 
GALS-ification described here can help an attacker to perform 
a successful analysis of the activity of registers. Fig. 7 
demonstrates how the common knowledge about the power 
consumption of the mathematical operations and registers 
allows to understand, what we “see” in the PT. The letter M 
marks the peak that corresponds to the activity of the field 
multiplier, that is the biggest and most energy consuming block 
of the design, i.e. it is block 3 of the GALS-ified kP design. It is 
more complicated to understand, which peaks correspond to the 
activity of the block with the registers (block 1 in the GALS-
ified kP design) and of the ALU (block 2). The common 
knowledge that can help to select the activity of the registers is 
the fact that their activity is very short in time. In Fig. 7 letter R 
denotes the peak that corresponds to the activity of the block 
with registers and letter A corresponds to the activity of the 
ALU. We did this separation using the knowledge of designers 
about the activity of the clock signal generators, i.e. comparing 
PTs of clock generators with PTs of the design blocks. But the 
short pulse duration allows to distinguish the power profile of 
the ALU from the one of the registers, even for attackers. 

 
Fig. 7. A part of the power trace of the kP execution of the GALS-ified design 
simulated with Δt=0.1 ns. The power profiles of the three design blocks differ 
significantly from each other and can be distinguished using common 
knowledge about the implementation details of mathematical operations. 

Please note that for the GALS-ification described here the 
following is true: each pulse in the power trace of the 
synchronous design corresponds to a “triplett” in the power trace 
of the GALS-ified design. Moreover, the pulse that corresponds 
to the multiplier can be clearly identified in each triplet. Due to 
this fact the distinguisher that we used for the successful SPA on 
the synchronous design has to be successful also when attacking 
the GALS-ified design. This means that each clock cycle with 
low power in the synchronous design (that is the distinguishing 
marker for the processing of a key bit value ‘1’) has to 
correspond to a triplett where usually the biggest power 
consumption is now significantly lower than in other tripletts. 
Thus the key can be easily revealed attacking the GALS-ified 
design too. Fig. 8 demonstrates this. 

 
Fig. 8. A part of power traces of the kP execution of the synchronous and the 
GALS-ified designs. The top (green) and the bottom (blue) traces in the 
diagram were simulated with Δt=30 ns. Both traces in the middle (green and 
magenta) were simulated with Δt=1 ns. The processed key bit values for the 
synchronous design are shown at the top of the diagram, see green marked 
sequence of ‘1’ and ‘0’. The processed key bit values for the GALS-ified design 
are shown at the bottom of the diagram, see magenta marked sequence of ‘1’ 
and ‘0’. The part of the traces marked with white dashed rectangles a) and b) 
corresponds to the processing of the same key bits of the scalar k. 

The two green traces in Fig. 8 are power traces of the kP 
execution of the synchronous design. The top green trace was 
simulated with the simulation step Δt=30 ns that is equal to the 
period of the clock signal. In this case each value in the 
simulated trace represents the energy consumption within the 
corresponding clock cycle. Due to the fact that the 
distinguishing marker is the low energy consumption during a 
clock cycle, the applied simulation step helps to “see” these 
clock cycles. Thus, each dip in the trace corresponds to the 
processing of a key bit ‘1’. The processed key bit values for the 
synchronous design are shown at the top of the diagram, see 
green marked sequence of ‘1’ and ‘0’. The other green trace was 
simulated with the simulation step Δt=1 ns. The distinguishing 
marker for the processing of a key bit value ‘1’ is now not easy 
to “see”, but this doesn’t mean that the SPA doesn’t work. 

The magenta trace in Fig. 8 is the power trace of the kP 
execution of the GALS-ified design simulated with the 
simulation step Δt=1 ns. In this curve groups of pulses with high 
amplitude can be seen. These are short groups containing 10 
“high” pulses and long groups containing 20 “high” pulses. The 
high pulses correspond to the field product calculation steps. 
The groups with 10 high pulses correspond to one field 
multiplication. The groups with 20 high pulses are two field 
multiplications calculated immediately one after the other. The 
violet line in Fig. 9 shows the part of the magenta trace identified 
by the rectangle b) in Fig. 8, zoomed in. The red line is the PT 
of the partial multiplier that is a part of the field multiplier. Due 
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to the fact that the partial multiplier consists only of 
combinatorical gates, it reacts on the change of the partial 
multiplicands only. It is clearly to be seen that the violet trace 
has much more pulses than the red trace but the “high” pulses in 
the violet line correspond to the field product calculations. 

 
Fig. 9. A part of power traces of the kP execution of the whole GALS-ified 
design (violet trace) and its Partial Multiplier (red trace). Two time markers 
show the end of the time slots for the processing a key bit. The yellow time 
marker corresponds to the end of the processing of a key bit value ‘1’. The 
white time marker corresponds to the end of the processing of a key bit value 
‘0’. 

Two time markers in Fig. 9 show the end of the time slots of 
processing a key bit. The yellow time marker corresponds to the 
end of the processing of a key bit value ‘1’. The white time 
marker corresponds to the end of the processing of a key bit 
value ‘0’. The fact that the design consumes much less energy at 
the end of the processing a key bit ‘1’ can successfully be 
exploited for revealing the key also for the GALS-ified design. 
At the end of the processing of a ‘1’ (see yellow time marker) 
the waiting of the multiplier between two field multiplication is 
long, i.e. we see a gap between groups with high peaks. At the 
end of the processing of a ‘0’ the field multiplier doesn’t wait, 
i.e. we see the white time marker in the middle of a group with 
high peaks. Using this “new” distinguisher the key can be 
revealed successfully even for the trace simulated with the rough 
simulation step of 30 ns, see Fig. 9. This shows clearly that a 
straight forward GALS-ification of a synchronous ECC design 
that is vulnerable to SPA is also vulnerable to SPA. 

IV. CONCLUSIONS 

GALS-ification can be a good countermeasure, but the 
GALS-ification may not be straight forward, i.e. it needs to be 
more sophisticated than just using existing blocks. Otherwise the 
weaknesses of a synchronous design will survive the 
transformation leading to the fact that the GALS-ified design is 
also vulnerable. This is due to the fact that in a GALS-ified 
design the activity of the single blocks can be observable. This 
makes the GALS-ified designs even more vulnerable to a wide 
spectrum of SCA attacks. When a GALS-ified design is 
analysed in order to verify its vulnerability a reasonable 

representation of the simulation results and even more important 
a proper definition of the simulations steps is of utmost 
importance. Otherwise the results may lead to misinterpretations 
especially to ones emphasising resistance against SCA.  

In order to really improve the SCA resistance of a design 
using GALS-ification a sophisticated strategy is paramount. A 
potential approach is splitting the design in a lot of blocks with 
similar power shapes, so that the power profiles of different 
operations are no longer distinguishable from each other.  
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Abstract—The regression test selection mechanism is 
represented, which leads to a decrease in the overall testing time.  
Provided the detailed description of the software, which selects 
and classifies the tests, as well as the initial results of the work done 
with the software, based on the safe regression test select 
mechanism. 
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I. INTRODUCTION 

Software systems are regularly modified during their 
formation and operation periods for several reasons: correction 
of errors, new functionality addition or performance speed 
boost. After the software modification, the updated version must 
be tested to ensure that the applied changes do not have a 
negative impact on the current version of the software. The aim 
of a regression test is to check the quality of the new version of 
the software after making some changes in it. In most cases it is 
not possible to perform a complete regression test due to the 
shortage of time, as in practice a new version’s releasing cycle 
is quite short. In order to reduce the regression test time, 
researchers develop methods that will reduce the “cost” of 
regression testing [1-2]. One of the methodologies is to have a 

 tests’ set, which is generated to test  version of the software, 
and to use the same tests’ set also for next  version. 
However, it is recommended to use the "selective regression 
test" approach. Using RTS (Regression Test Selection) method 
will increase the re-testing efficiency. This method suggests 
separating a  subset from  set and use it for  version 
testing [1-3]. This method is considered to be safe, as the ( \ ) 
test results will be the same for both  and  versions, and 
using  set (number of tests are less than in  set) will 
formulate the same result with the usage of less resources [3][4]. 
The graphical representation of RTS process presented in Fig. 1. 

Several RTS methods use the source code of the software, 
from which they collect the coverage information. Coverage 
information, such as requirements, branches  is collected while 
testing  version with  set of tests and is used for generating 
the  tests’ set for  version.   

In this case, testing only the functionality that is modified by 
the implemented changes, instead of executing a full-
functionality test, will shorten the deadlines of the new version 
release. In order to reach this, usually random tests selection 
method is applied, meaning that tests are designed randomly or 

small amount of regression tests is done. In both cases, a full-
functionality regression test is not performed, which can lead to 
some unnoticed errors (bugs) in the software, resulting to an 
inaccurate performance of the whole system. Thus, before 
making the release, regression tests needs to be conducted the 
way, that all the modified parts are properly tested. In practice, 
there is a developed method of regression test selection, which 
is designed to identify the modified sections and perform tests 
related to those parts. The aim of this work is to create an RTS 
mechanism, which will be used in practice. According to this 
method, instead of performing a complete regression test, it is 
possible to select a subset of tests. The subset is selected so that 
the results of the complete regression test and the subset are the 
same. This leads to the decrease of testing time. The advantage 
of this mechanism is that it is adaptable to existing technologies. 
It selects a subset of tests, which are related only to the changed 
parts. 

Requirement 1

Requirement 2

Requirement 3

…

Requirement n

Test 1

Test 2

Test 3

…

Test n
RTS

Test 1

Test 3

Test 7

…

Test n

 

Fig. 1. RTS process 
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II. SELECTIVE REGRESSION TESTING 

This section provides the selective regression testing 
description and an example that will make easier to understand 
the work of the RTS. 

Figure 2 shows a small part of the program represented in 
the Python scripting language. The provided example includes a 
schemes’ database (DB) and several functionalities 
(requirements). The 4 requirements are r1 (DB_connection ), r2 
(validate_user), r3 (Get_permissions), r4 (chack_cell_view): 
Software consists of two parts: ‘’User’’ and ''DB''. ‘’User’’ 
displays the user’s name, email address and more. ''DB'' displays 
the schemes’ database, schemes’ descriptions, availability, etc.  

DB_connection function performs the r1 requirement. This 
function checks the database access connection. If the 
connection was successful and user was able to sign in, than he 
should be able to perform actions that are allowed to that 
particular user. Otherwise, user gets and error massage ''Error: 
cannot connect to DB’’.  

Validate_user function performs the r2 requirement, which 
checks the user’s info by sending a request to database to get 
information about all the users. If the requested user’s name is 
found in DB, then the email check is performed. This check is 
done to differentiate users with the same name.  

Get_permissons function performs the r3 requirement. This 
function as an argument uses the results of the validate_user 
function. If the user does not have the permissions and the check 
brings negative results, then the user get the following message: 
''Error: Invalid user specified''. In the opposite case, the 
requestor gets the list of permissions for the specified user.  

Check_cell_view function performs the r3 requirement. This 
function as an argument uses the scheme description type. If the 
scheme was not found in the database, then the user gets the 
following message:  

''Error: Cell cell.name does not exists in DB''. If the scheme 
is detected in DB, the list of scheme descriptions is generated, 
where a search is done to find initially selected description.  

Each requirement (functionality) is described by a critical 
degree, which shows the importance of the requirements.  

Table 1 represents the details of those r1-r4 requirements. 
Here the critical degrees are tentatively set as numbers, the 
higher the number the higher the importance of the requirement 
check.  

TABLE I.  SYSTEM REQUIREMENTS AND CRITICAL DEGREES 

Requirement 
Critical 
degree 

Description 

r1 3 
Check։  

DB connection functionality 

r2 4 
Check։  

User’s information checking unit 

r3 2 
Check։  

User permissions checking unit 

r4 1 
Check։  

Schemes’ descriptions checking unit 

 

 
Fig. 2. Class definitions 

 
Fig. 3. System Requirement 1 

 
Fig. 4. System Requirement 2 

class DB: 
 def __init__(self): 
  self.user = User() 
  self.error_num = 0 
  self.cell_list = list() 
 ... 
class User: 
 def __init__(self): 
  self.name = "" 
  self.mail = "" 
 ... 

def DB_connection(self): 
 try: 
  db = MySQLdb.connect(self.server, self.user,  
          self.passwd, 
self.schema) 
  cursor = db.cursor()         
  cursor.execute("SELECT VERSION()") 
  results = cursor.fetchone() 
  if results: 
   return True 
                             else: 
   return False                
 except MySQLdb.Error: 
  print "Error: Cannot connect to DB." 
  self.error_num = 1 
 return False 

 

def validate_user(self, user): 
 try: 
  user_list = self.db.get_users()   
  if len(user_list) > 1000: #change 1.1 if 
len(user_list) > 2000: 
   print "Warning: Users in Cell DB 
should be less than 1000" #change 1.2 .. less than 2000 
 except MySQLdb.Error: 
  raise ValueError("Error: Cannot gat user names 
from DB.") 
  error_num = 2 
 if user.name in user_list: 
  if re.match('^[_a-z0-9-]+(\.[_a-z0-9-]+)*@[a-z0-
9-]+(\.[a-z0-9-]+)*(\.[a- z]{2,4})$', user.email): 
   return True 
  else: 
   raise ValueError("Error: User 
user.name mail user.email has incorrect form.") 
   error_num = 3 
 else: 
  raise ValueError("Error: User user.name does not 
in DB user list.") 
  error_num = 4 
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Two changes are made in the software. First change is done 
in validate user function, where the number of users in database 
is changed from 1000 to 2000. Second change is done in 
get_permissions function. In the previous version the result was 
a printed message. After the upgrade “raise” command is used, 
which not only prints the message but also stops the work of the 
program. 

 
Fig. 5. System Requirement 3 

 
Fig. 6. System Requirement 4 

TABLE II.  PERFORMED TESTS 

Test Cases Names 
t1 test_ DB_connection 
t2 test_ validate_user 
t3 test_ get_permissions 
t4 test_ check_cell_view 

 

Table 2 shows T set of tests, which includes tests from t1 to 
t2. Those test cases need to be performed when a change is 
implemented.  To make this example clear, each requirement has 
one corresponding test case, but in fact, test cases can be more 
than one.  In order to create compliance between test cases and 
functions the idea of requirement traceability matrix [5] is used. 
It is a document, which describes the system requirements and 
the corresponding test cases. The main aim of this document is 
to make sure that each component of the software has at least 
one test case, so the overall system is tested. 

In Table 3, the 0 number shows that the test case does not 
affect the requirement. If the number is more than 0, then the test 
affects the requirement. So for r1 required test case is t1, with 
critical degree equal to 3: This number is used for further test 
collection and for prior bug detection. 

TABLE III.  SYSTEM REQUIREMENTS AND TEST CASES WITH THEIR 
CRITCAL VALUES 

Requirements 
Test cases 

t1 t2 t3 t4 

r1 3 0 0 0 
r2 0 4 0 0 
r3 0 0 2 0 
r4 0 0 0 1 

 

III. SAFE REGRESSION TEST SELECTION 

RTS methods are divided into two groups: Safe regression 
tests and unsafe regression tests. 

• In case of safe regression testing  and  test results are 
the same for the software  and  versions. So, by 
running  set of tests all the changes are being tested, 
which saves time. 

• In case of unsafe regression testing  and  test results 
are different for the software  and  versions, which 
means that  set of tests is not enough for full testing of 

 version [4]. 

To define the safe regression testing method the DEJAVOO 
software has been analyzed. This software creates control-flow 
graphs for  and  versions of the software. Then it 
skips the 2 mentioned stages, which can have the following three 
values: empty, right, false. The mechanism runs the “search by 
depth” algorithm to find “dangerous” edges. 

 Edges that differs in the  version are considered 
dangerous. The test set which was ran on  version needs to 
be run also on  version, as the results could change. To 
understand how DEJAVOO works, let’s look at validate_user 
function’s current(v0) and modified(v1) versions. The control-
flow graphs are presented below in Fig. 3.  

Software skips the graphs from the first node. The 
commands performed in the function are numbered to facilitate 
further actions. Until reaching the third command the skip result 
will not change , as in both v0 and v1 versions there is no 
command change. Reaching the 3rd command, software detects 
a difference compared to the original version. The RGS  
algorithm marks that part of the code as “dangerous”, after 
which the software uses the initially provided  coverage matrix, 
which describes the connection between the tests and the 
commands of the function. 

Table 4 presents the coverage matrix of a function which has 
m edges(commands) and n test cases. When finding all the 
“dangerous” edges, software performs a search in coverage 
matrix. All the found tests are added to  test set, in order to 
test the  version. 

 

def get_permissions(self, user): 
 try: 
  validate_user(user) 
 except ValueError: 
  print "Error: Invalid user specified" 
 try: 
        perms = self.db.get_permissions(user) 
 except: 
  print "Error: Cannot get perrmissions for user.name 
user." 
  //change 2 
  raise ValueError('Error: Cannot get perrmissions for 
user.name user.') 
 return perms 

def check_cell_view(self, cell, view): 
 try: 
  found = self.db.cell_exists(cell) 
 except: 
  print "Error: Cell cell.name does not exists in DB." 
 try: 
  views = self.db.get_cell_views(found) 
 except: 
  print "Error: Cannot gat view list of cell.name cell." 
 if view in views: 
  return True 
 else: 
  print "View view does not exists for cell.name cell." 
  return False 
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TABLE IV.  COVERAGE MATRIX 

Edge 
Test Cases    … 

 1 0 1 … 1 0 

 0 0 0 … 1 1 

 1 0 1 … 1 1 … … … … … … … 

 0 0 0 … 0 1 

 1 0 0 … 0 1 

 

IV. DEVELOPED MECHANISM 

The validate_user function is taken as an example to 
demonstrate how the developed algorithm works. Below the 
validate_user's initial and modified versions. 

 
Fig. 8. Function example: original requirement  

 
Fig. 9. Function example: changed requirement 

Figure 10 shows the developed RTS mechanism’s block 
scheme and the inputs and outputs of each block. 

 
Fig. 10. Block diagram of the developed RTS mechanism 

The “Requirement Selection” block uses as an input a file 
generated for the new version of the software. Getting the file, 
this block searches and finds all the requirements.  

The “Modified Requirement Detection” block uses as an 
input the list of requirements from the first block. Then each 
command line from the requirement is highlighted using the 
MD5 algorithm. Retrieved hash values are compared to current 
hash values. If those values differ, that there were made some 
changes in that requirement, so the corresponding tests needs to 
be performed for the next version of the software.  

The “Test Selection” block gets the modified requirements’ 
list and by using the traceability matrix detects the required tests.   

The final “Test Classification” block sorts the selected tests 
by critical degrees.  

The test selection consists of 4 main steps:  

1. On the first step hash value is calculated for all the 
command of the requirement, and the values are stored 
in the pair_list list. 

2. On the second step the hash values of each pair is 
compared to the initial one. If the values differ, then that 
pair is stored in change_list list. 

3. On the third step the algorithm searches for 
corresponding tests for the stored changes in the 
change_list and adds them to must_run list. 

4. On the forth step all the tests in must_run list are sorted 
by their critical degree. 

In Fig. 11 provided pseudo-code of the test selection. 

def validate_user(self, user): 
try: 
 user_list = self.db.get_users() 
 if len(user_list) > 1000: 

  print "Warning: Users in Cell DB should be less than 1000" 
except MySQLdb.Error: 
 raise ValueError("Error: Cannot gat user names from DB.") 
 error_num = 2 
… 

def validate_user(self, user): 
try: 
 user_list = self.db.get_users() 
 if len(user_list) > 2000: 
  print "Warning: Users in Cell DB should be less 
than 2000" 
except MySQLdb.Error: 
 raise ValueError("Error: Cannot gat user names from DB.") 
 error_num = 2 
… 
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Fig. 7. The control flow graph 
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Fig. 11. Test selection pseudo-code. 

Thus, a safe RTS mechanism was developed and 
implemented based on hashing algorithm. It allows to select a 
subset of tests that are related to changes made in the software 
system. Performing testing based on the subset of selected tests, 
instead of performing a complete regression test before the 
release of the version of the software brings to reduction of the 
overall testing time. 

 

V. RESULTS 

The Table 5 represents the experimental results of developed 
mechanism. It is showing the execution time depending on 
different number of functions. Each function contains 500+  
lines body. Provided results represented in ms. In Fig. 12 
presented the average execution time dependent on number of 
functions. 

 

TABLE V.  EXECUTION TIME 

  Runs
 
 
Func. 

Run 1 Run 2 Run 3 Run 4 Run 5 

10 0,0183 0,0198 0,0098 0,0206 0,0216 

20 0,0380 0,0265 0,0459 0,0335 0,0360 

40 0,0773 0,0718 0,0884 0,0673 0,0685 

80 0,1989 0,1320 0,2184 0,1650 0,1774 

160 0,3474 0,3783 0,2803 0,3656 0,3554 
 

 

The analysis performed on Intel core i5 6th generation CPU 
with 4 cores and 2.4Ghz operating frequency. It is used 64-bit 
operating system. 

 

VI. CONCLUSION 

A new test selection approach is suggested. The approach 
based on RTS techniques, which uses traceability matrix and 
system requirements. The suggested RTS method uses hashing 
algorithm, which preventing storing high amount of data.  
Execution time analysis results is provided. In this method it is 
not used complex data structures(for example, storing data in 
graph and traversing over it), which is common for RTS 
processes. Due to that approach it is reduced data usage and 
overall execution time.  
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Step 1: 
foreach r ∈ Requirements 
    foreach command_line ∈ r 
        hash_value = hash_value + hash(command_line) 
    endfor 
pair_list.append(r,hash_value) 
 
Step 2: 
foreach pair ∈ pair_list 
    diff = compare(pair[hash_value], current_hash) 
    if (diff) 
        change_list.append(pair) 
    endif 
endfor 
 
Step 3: 
foreach change ∈ change_list 
    change_tests = find_tests(change) 
    must_run.append(chang_tests) 
endfor 
 
Step 4: 
prioritize_tests(must_run) 

Fig. 12. Execution time dependency on number of functions 
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Abstract— A memory-driven technology for diagnosing and 
testing digital systems-on-chips is proposed, which allows 
increasing the performance of design and test processes by an 
order of magnitude. The technology differs from the classical 
theory in the absence of traditional logic for the synthesis and 
analysis of computing devices and the use of qubit data structures 
of quantum computing. All the functionalities of computer 
architectures are designed on the basis of memory components, 
which implement sequential primitives and combinational 
circuits. The model of a universal digital primitive excludes a truth 
table and is represented by a qubit binary vector that adequately 
describes the behavior of any functionality of combinational or 
sequential type. Methods for the synthesis of functionalities based 
on qubit vectors in memory are considered, which compactly 
describe the behavior of computer components. Methods for 
analyzing digital architectures based on qubit vectors are 
proposed, which make it possible to effectively simulate the 
behavior of computing devices by using only read-write 
transactions in memory. Methods for testing digital systems 
defined by qubit vector structures are considered, which make it 
possible to effectively generate tests and simulate faults for 
computing devices by using parallel vector logic operations. The 
effectiveness of the proposed models and methods for the synthesis 
and analysis of digital systems is metrically evaluated by 
performance parameters, memory hardware costs, and also the 
quality of the designed processes and products.  

Keywords— design and test, qubit data structures, unitary 
coding, qubit-driven diagnosis, logic functions, quantum computing  

I. QUBIT DATA STRUCTURES OF QUANTUM PRIMITIVES  

The goal is the implementation of quantum computing 
technologies in the practice of improving the performance of 
Design and Test models and methods by organizing parallel 
computational processes for the synthesis and analysis of tests, 
and also conducting diagnostic experiments based on the use of 
qubit data structures. Objectives are the following: 1) 
Consideration of the advantages of the qubit description of 
logical elements. 2) Creating a macromodel for testing using xor 
relations between the components, which form the processes of 
synthesis and analysis of computing devices. 3) Scaling the 
advantages of the Deutsch algorithm for diagnosing logical 
functions of a finite number of variables. 4) Development of the 

qubit method for diagnosing stack-at faults of digital circuits. 5) 
Development of memory-driven computing architectures for 
parallel solving Design and Test problems. 

The features of the theoretical foundations of quantum 
circuitry are associated with the use of linear algebra for unitary 
coding of the states of logic elements, which provides the 
possibility of space-time parallelism in solving actual problems 
of testing digital systems. The main theoretical points necessary 
for the presentation of models and methods for the synthesis and 
analysis of discrete devices are considered on several examples 
[1-7]: 1) Quantum gates transform qubits using a unitary linear 
reversible operator, and also in the form of a matrix 
representation of quantum gates [1-2]: |ψ>,|χ>C%, A=&a b

c d+. 

It is convenient to use the Dirac form: |ψ> =𝛼|0 >	 +
𝛽|1 >,  |χ> = 𝛾|0 >	 + 𝛿|1 >,  A|ψ> = |χ>, which is easily 
transformed into a matrix form: &a b

c d+ &
𝛼
𝛽+ = &

𝛾
𝛿+ . An 

example of a quantum NOT gate defined by a unitary matrix: X 
= &0 1

1 0+. It is easy to see that the last expression is easily 
converted to the form:  

X (𝛼|0 >	 + 𝛽|1 >) 	=	𝛽|0 > 	+	𝛼|1 >, 

where the NOT gate is a switch between states |0 >
	and	|1 >)	. Another example of quantum gate described by 
unitary matrices is the following: 

𝑌 = &0 −i
i 0 + , 𝑍 = &1 0

0 −1+, 

which act on the qubit in accordance with the expressions: 

,
, 

where X, Y, Z are the Pauli matrices. Hadamard gate performs 
a reversible operation of forming a superposition of states and is 
determined by the unitary matrix [4, 5, 7]:  

H = & =
√%
+ &1 1
1 −1+. 

)1|0|(i)1|0|(Y >a+>b--=>b+>a
>b->a=>b+>a 1|0|)1|0|(Z
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The following expression is true 𝑋% = 𝑌% = 𝑍% = 𝐻% = 𝐼, 
which means that each gate X, Y, Z, H is determined by the 
square root of the unit matrix and the corresponding quantum 
gate I. In a multi-qubit gate, there must be the same number of 
qubits at the input and output. 2) Two-qubit gates correspond to 
the rotation operations in the Hilbert space of two interacting 
qubits, which cannot be represented as a direct product of 
independent single-qubit operations [4, 5, 7]. The main two-
qubit gate is a reversible controllable CNOT inverter with two 
input and two output qubits (Fig. 1), which operates in 
accordance with the following expressions: 

 

 
Fig. 1. Controllable inverter 

When |ψ>=|0, then |ψ>⨁|χ >	=	|χ >	for |ψ>=|1 > is true 
|ψ>⨁|χ >	=	𝑋|χ >. 

Controllable CNOT gate is described by a matrix: 

, 
where |ψ>=𝛼|0 >	 + 𝛽|1 >,	|χ >	=	𝛾|0 >	 + 𝛿|1 >. 

Qubit |χ >	is the control one, qubit 1 > – controllable one, 
on which the NOT operation is performed, provided that the first 
qubit is in the state 1 >.  

3) The two-qubit SWAP qubit state exchange operator can 
be implemented by successively performing three CNOT 
operations (Fig. 2) [4, 5, 7] and is described by the matrix: 

 

 
Fig. 2. SWAP operator 

4) The three-qubit Toffoli gate (CCNOT) is shown in Fig. 3, 
contains two control qubits A and B, and also one controllable 
one C [6].   

 
Fig. 3. Toffoli gate 

The Toffoli gate is described by 8x8 matrix in basic states 
|0,0,0>, |0,0,1>, |0,1,0>, |1,0,0>, |0,1,1>, |1,0,1>, |1,1,0>, |1,1,1>:  

 
This operation is implemented in the form of five two-qubit 

operations. In general, the Toffoli N-bit gate is described by the 
expression: 

 
The NOT element is a special case of the Toffoli gate for 

which n = 1, and CNOT is the case when n = 2. An extended 
n+1-bit Toffoli gate (ETG) with two controllable lines is shown 
in Fig. 4. The ETG circuit has input and output qubit vectors. 
The first n-1 bits are the control ones, the last two are 
controllable. 

 
Fig. 4. n+1-bit Toffoli gate 

To improve computational performance by solving testing 
and diagnostics problems in parallel, the following properties of 
quantum logic and qubit data structures should be used: 1) 
Unitary data coding, which makes it possible to perform logical 
operations in parallel using the SIMD-Single Instruction 
Multiple Data principle. 2) A superposition of states for input, 
internal and output variables, which makes it possible to 
compactly represent data and combine computational processes 
and phenomena in space and time. 3) Reversibility of quantum 
gates, arrays and operators, which makes it possible to 
significantly simplify the analysis of digital circuits in the test 
generation and fault detection. 

II. DESIGN AND TEST AS THE XOR-RELATIONSHIP 
Relation is a structure of interrelated components that 

determines the properties of a process or phenomenon in time or 
space. The structure determines the properties of the 
components, process or phenomenon, but not vice versa. 
Relation-signature is primary, media components are secondary. 
The alphabet is the carrier of a relation defined by operations 
(signatures) on symbols. Relations are decisive in creating 
effective mathematical theories, data structures, algorithms, 
architectures, models, methods, technologies, materials, 
services, software and hardware applications, cyber-physical 
and social systems, including economics, healthcare, 
transportation, law and order, ecology and statehood. The power 
of the relationship, as an integral set and the quality of mutual 
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relationships between the components, forms a metric that 
makes it possible to identify the effectiveness of the structure. 

The technological space model associated with the Design 
and Test is also determined by (xor-) relations between the three 
structure components (Functionality, Test, List of faults), which 
form the transitive closure of a triangle: FÅTÅL=0 that is 
essentially characteristic test equation. The transitive closure 
relation is the most effective among all the types of interaction, 
since it allows determining the third component, having any two 
components [8]. 

Procedures for test synthesis, fault simulation, and fault 
detection can be reduced to the xor interaction on the graph (Fig. 
5) of the four nodes-components, where U represents the actual 
computing device. Here F and U create an image and a 
preimage, therefore they have a one-to-one correspondence for 
all essential components. 

 
Fig. 5. The interaction graph of the test model components  

The interaction graph gives rise to four basic triangles, which 
form 12 theoretically possible Design and Test tasks:  

 
The introduction of an additional node U into the interaction 

graph (F, U, T, L) of the components Design and Test extends 
the functionality of the model of xor relations, including the 
carrying out of real experiments. The table columns define the 
following classes of Design and Test tasks:  

Class 1 – theoretical experiments on the model of 
functionality: 1) Test generation based on the model for a given 
fault list. 2) Building a model of functionality based on a given 
test and fault list. 3) Fault simulation of functionality in a given 
test. 

Class 2 – real experiments on the device: 4) Test generation 
through physical emulating faults of the device. 5) Determining 
the list of detected faults of a device on a given test. 6) 
Diagnosing or determining the real device in the presence of a 
test and faults. 

Class 3 – test experiments without faults: 7) Test generation 
by comparing the results of the analysis of the model and the real 
device. 8) Synthesis of a reference model of functionality by 
testing a real device on a given test. 9) Diagnosing a real device 
with a test and a reference model. 

Class 4 - online testing in operation: 10) Determining the 
functionality of the model during the online operation of the real 
device with the specified faults. 11) Online fault diagnosis of the 

device in operation by comparison with the reference model. 12) 
Diagnosing a real device in the presence of faults and a reference 
model. 

The presented testing space of digital devices forms all 
possible methods for the synthesis and analysis of data, 
including classic and most common technologies, which are 
characterized by the following equations: 1, 3, 5, 8, 9. The above 
equations can be combined into groups of methods for defining: 
tests, functionality models, fault list and real device: 

 
All constructions represented in relations is characterized by 

the property of transitive reversibility of each triad of relations 
on a full graph, when it is possible to define the third component 
by any two components. At the same time, the representation 
format of each component in the equation should be identical in 
terms of the metrics of the parameters and the dimensions of the 
vectors or matrices. Further, we consider methods for testing and 
diagnosing digital systems in the metric of qubit vectors [8] 
describing the behavior of functional elements. 

III. QUBIT DATA STRUCTURES FOR THE DIAGNOSIS 
As an example illustrating the advantages of quantum (qubit) 

diagnosis of states, we consider the Deutsch algorithm [9], 
which solves the problem of recognizing the Boolean functions 
f(X)={0, 1, x, notx} of one variable. To distinguish the functions 
f(X)={0,x} and f(X)={notx,1}, the classical algorithm needs 
one measurement on the test pattern Х=0, which is illustrated by 
the following transformation of truth tables for four primitive 
functions: 

 
However, to distinguish the functions f(X)={0,1} and 

f(X)={x, notx}, the classical algorithm requires two 
measurements in two time frames (X1=0, X2=1), since it is 
considered that pairwise minimization of the columns {0,1} and 
{x, notx} by uniting them for primitive functions is impossible: 

 
It is established that for a quantum algorithm, one 

measurement is enough. This is followed by a simple proof of 
the fact that on a classical computer, it is possible to get the 
possibility of uniting the functions mentioned above, as well as 
the “quantum” result of diagnosis based on a single 
measurement. To be able to unite the mentioned pairs of 
functions, it is necessary to define the input values (0=10, 1=01), 
and also the qubit codes of output values in the unitary coding 
format: 

LFU)12
UFL)11
ULF)10

FTU)9
UTF)8
UFT)7

LTU)6
UTL)5
ULT)4

FTL)3
LTF)2
LFT)1

0ULF0UFT0ULT0LFT

Å=
Å=
Å=

Å=
Å=
Å=

Å=
Å=
Å=
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Å=

=ÅÅ=ÅÅ=ÅÅ=ÅÅ
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F;TU)11
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U;FL)9

U;TL)8
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;LUF)5
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;LUT)2
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Å=

X Y0 X X Y1
0 0 0 1 1
1 0 1 0 1

x={0, 1}⎯ →⎯⎯⎯
X Y0∪X X∪Y1
0 0 1
1 x x

X1 = 0→Y = 0
X2 =1→Y = 0 →Y0;

X1 = 0→Y =1
X2 =1→Y =1 →Y1.
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The simplest transformations of rows of a table of unitarily 

coded functions by superposing (uniting) column vectors, 
followed by uniting pairwise identical rows (1 and 4; 2 and 3) 
make it possible to get a compact representation of two truth 
tables: 

 
The advantage of the obtained table lies in the 

distinguishability of two states (columns) for one formal 
measurement on the integrally written one-line test, using the 
unitary coding of the input and output rows of truth tables. The 
unitary code is attractive by the parallelism of computations due 
to the ability to minimize or unite in time and space any 
combination of state codes of primitive functions. This also 
applies to quantum computing, which is not a “marvelous” tool 
in comparison with the theoretical possibilities of classical 
computing. Any quantum algorithms are implemented in the 
classical version by increasing the memory for the unitary 
representation of primitive alphabets, models, functions and data 
structures. The use of quantum data structures and algorithms 
allows classical computing to increase the speed of solving 
practical problems by increasing hardware costs. 

Next, the analysis of unitary matrices describing the 
functionality of primitive quantum elements is performed in 
order to the subsequent use of the mentioned above data 
structures for parallel diagnostics of logical functions. 

The table of all logical functions of two variables can be 
represented as a test that recognizes 16 states of a digital device 
having 4 output lines: 

 
The equation of recognizing the technical state by the 

reaction R(T) of the device on the full test T is as follows: D = 
R(T) Å Si = 0. For regular structures, the diagnosis of the 
technical state is determined by the address of the corresponding 
column: D = S[R(T)]. Here the response of the device to the full 
test is the address of the column forming the technical state of 
the digital device. 

If the value of only one output is known, which is zero or 
one, then the power of the set of identifiable (classified) states is 
always equal to half of all functions or (1/2)(2**n). Otherwise, 

one measurement on the test can identify at least half of the 
specified states. A Deutsch example can be reduced to 
recognizing columns with numbers Y6 and Y9 by performing 
xor operations on them: 0110 Å 1001 = 1111. Any measurement 
– a test vector of the specified set: 00, 01, 10, 11 recognizes the 
states 0110 and 1001 apart. 

In the general case, the set of recognizable states on an 
arbitrary test is the set of states belonging to the test response 
formed by calculating a list based on the following expression: 
D = DÈ Si ¬R(T) Ù Si = Si. This procedure is parallel when 
making conjunction of a column and a ternary (0, 1, Х={0,1 }) 
vector-response, but it is sequential when processing all columns 
of the function table. 

The following table represents a two-stroke alphabet 
describing the automaton transitions of digital devices encoded 
in the unitary code. Such coding provides a unique opportunity 
to recognize arbitrary two different sets of symbol-states in the 
space of one variable X={00,01,10,11} using one measurement. 
The same does the quantum Deutsch algorithm. 

 
The scaling of the functional space of two variables is 

associated with unitary coding of already 16 states, arranged in 
a matrix of dimension 16 x 2**16, where all possible 
combinations consisting of 16 values will be presented. The 
result of diagnosis on such qubit unitary encoded matrix 
structure will be identical: two arbitrary column-states are 
recognized using one test measurement. 

Special cases of the Deutsch-algorithm are further 
considered. Any two equal symmetric subsets of functions of n 
variables are always recognized in one measurement. For 
example, for two symmetric sets: S = {00, 11} and P = {01, 10}, 
the operation of symmetric difference or the intersection S Å P 
= Æ in the integral metric of the two-stroke cubic calculus [8] is 
equal to the empty set. A similar result is obtained if the 
mentioned symbols are unitary encoded: S = {00, 11} = {1000, 
0001} and P = {01, 10} = {0100, 0010}, operation of symmetric 
difference or intersection of superpositions of symbols-states 
S Ù P = 1001 Ù 0110 = 0000 or S Å P = 1001 Å 0110 = 1111. 
This means that these function subsets are recognized using any 
one measurement on any test pattern. The xor-interaction 
(comparison) of a pair of asymmetric functions and, or (and-not, 
or-not) gives a symmetric function xor: (0001) xor (0111) = 
(0110), (1110) xor (1000) = (0110). 

Thus, in the positional code it is not always possible to 
minimize the logical functions of n variables. This means that in 
such a space it is impossible to define two arbitrary subsets by 
two vectors obtained as a result of minimization. The transition 
to the functional space of unitary codes successfully solves this 
problem, where an arbitrary function is always representable in 
an explicit form by two always non-intersecting vectors. This 
property is proof of recognition of two arbitrary subsets of states 
using a single test measurement. The price for such properties is 
the substantial initial redundancy of data structures for 
converting truth tables into unitary codes or qubit coverages of 
logical elements [8]. 

X Y0 Yx Yx Y1
0 0 0 1 1
1 0 1 0 1

00=1000
01=0100
10=0010
11=0001⎯ →⎯⎯⎯

X Y0 Yx Yx Y1
0 =10 0 0 1 1
1= 01 0 1 0 1
11 1 0 0 0
11 0 1 0 0
11 0 0 1 0
11 0 0 0 1

=

=

X Y0∪Y1 Yx∪Yx
11 1 0
11 0 1
11 0 1
11 1 0

1∪4
2∪3⎯ →⎯⎯

X Y0∪Y1 Yx∪Yx
11 1 0
11 0 1

X Y0∪Y1 Yx∪Yx
11 1 0
11 0 1
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IV. DIAGNOSIS OF LOGICAL FUNCTIONS USING QUBIT DATA 
STRUCTURES 

The proposed quantum method for fault detection based on 
qubit data structures [8, 10] uses parallel logical (set-theoretic) 
operations on rows of the table of detected faults. At that, the 
logical operations of uniting and intersecting the zero and unit 
rows of the table, corresponding to the positive and negative test 
results of the digital device forming the binary reactions of the 
observed outputs, are performed: 

 

The data structures are represented by the fault table on the 
Cartesian product of test patterns and the set of variables of the 
object under diagnosis, where each cell is two bits: the first of 
them identifies the detected stuck-at-0 (10) and the second one 
– stuck-at-1 (01): 

 

The superposition of faults (two units on one line-cell) 
makes it possible to significantly minimize data structures for 
storing information in order to subsequent fault detection when 
performing a diagnostic experiment online. 

To test the qubit fault detection method, the logic circuit 
shown in Fig. 6 is further proposed, which has 6 and-not 
elements, 11 lines, 5 inputs and two outputs. 

 
Fig. 6. ISCAS-circuit for verification 

The following unitarily coded table illustrates the diagnostic 
process by uniting fault set, which form invalid output states on 
test patterns {T1-R10; T5-R11; T6-R10, R11; T8-R11}: 

 

The disjunction of the rows T1, T5, T6, T8 forms the vector 
Q1, which collects all possible faults detected on test patterns. 
The vector Q0 unites all impossible and undetectable faults on 
test patterns using the rows T2, T3, T4, T7. Subtraction of all 
impossible faults from all possible ones gives the result in the 
form of three faults, encoded as F2 = 10; F4 = 01; F8 = 10. Thus, 
execution of two register or-operations in parallel allows 
determining three possible faults, each of which can occur in the 
logic circuit: 

 
A condition of existence a single stuck-at fault in the logical 

circuit is more stringent, the use of which leads to the definition 
of faults based on the following expression: 

 

Application of the formula clarifies the result of the 

diagnosis and reduces it to the form:  due to the 
inconsistency of fault codes by and-operation in columns 4 and 
8. The condition of the presence in the logic circuit of a single 
stuck-at fault puts into focus the following statement. 

Statement. If the 00 or 01 coordinate exists in the fault table 
column, which creates incorrectness R=1 on the observed 
outputs associated with fault 10 on the remaining coordinates of 
the column, such a single fault (10) is impossible in the logic 
circuit. 

Proof. Suppose that on n test patterns there is a discrepancy 
in the external outputs of the reference and real values of the 
signals. In this case, the n-1 coordinate of the column under 
consideration has the value 10 (01) and only one n-coordinate 
has the value 01 (10). If we assume, that there is a fault 10 in the 
logic circuit, then there must also be a fault 10 on n-coordinate, 
which defines an incorrect state of the outputs. But under the 
terms of simulation such a fault is absent there. Therefore, it is 
impossible to assume that there is a fault 10 in the circuit. This 
is also confirmed by the formal result – the empty intersection 
of all column coordinates associated with incorrect states of the 
circuit outputs: 

 
This also applies to n-coordinate state, which is identified by 

a signal of the empty set 00, interaction with which also makes 
impossible the presence in the logic circuit of a single stuck-at-
0 (code 10). 

Thus, the combination of unitary coding of stuck-at faults 
allows reducing the dimension of the fault detection table to the 
number of lines in the circuit, to perform parallel logical 
operations on the rows of the table in order to significantly 
improve the performance of the method. 

V. MEMORY-DRIVEN COMPUTING ARCHITECTURES 
Modification of memory-driven computing consists in 

inserting the control unit into memory (Fig. 7, left), which makes 
it possible to eliminate the heterogeneity of the architecture and 

F = ( ∪
∀Ri=1

Qij) \ ( ∪
∀Ri=0

Qij) = ( ∨
∃Ri=1

Qij)∧( ∨
∃Ri=0

Qij).

Q = {F,T,L},
Q =Qij, i =1,m; j=1,n;
F = (F1, F2,..., Fj,..., Fn ),
Fj = {10 ≡ 0;01≡1;11= {≡ 0,≡1};00 =∅};
T = (T1,T2,..., Ti,..., Tm);
L = (L1,L2,..., Li,..., Ln ).

Q =Qij 1 2 3 4 5 6 7 8 9 10 11 R10 R11
T1 01 10 01 00 10 00 10 10 00 10 01 1 0
T2 10 00 10 00 01 10 00 00 10 01 10 0 0
T3 00 01 01 00 00 01 10 01 01 10 10 0 0
T4 10 00 01 00 10 00 01 00 10 01 01 0 0
T5 00 10 00 01 00 01 00 10 00 10 10 0 1
T6 01 10 00 00 10 00 00 01 10 01 10 1 1
T7 01 00 00 10 00 00 01 00 10 01 01 0 0
T8 00 10 10 01 01 10 00 00 00 01 10 0 1
Q1 01 11 11 01 11 11 10 11 10 11 11 1 1
Q0 11 01 11 10 11 11 11 01 11 11 11 0 0
F 00 10 00 01 00 00 00 10 00 00 00 1/ 0 1/ 0

F = {20, 41,80}.

F = ( ∩
∀Ri=1

Qij) \ ( ∪
∀Ri=0

Qij) = ( ∧
∃Ri=1

Qij)∧( ∨
∃Ri=0

Qij).

F = {20}

F = ( ∧
∃Ri=1

Qij) =
10∧10∧...∧10∧01= 00;
10∧10∧...∧10∧00 = 00.{
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bring it to pure memory, which implements control, computing 
and data storage modules before and after processing. 

    
Fig. 7. Architectures: memory-driven and quantum computing 

The structure is aimed at improving performance in solving 
combinatorial problems due to the high parallelism of quantum 
algorithms based on the use of qubit data structures. Memory-
driven computing contains Computational Memory, which is 
represented by coverages of functional primitives, 
implementing logical (arithmetic) operations. Control Memory 
is a computational process control algorithm that reads data from 
Conventional Memory, processes them using Computational 
Memory, and writes the results to regular memory for storage. 

Such a memory computing structure is a typical one that can 
be extended to solving a practical problem related to digital 
circuit simulation based on qubit data structures, Fig. 8, left. The 
presented memory architecture contains the following 
components: structure-algorithm, function-operations, input-
output data. In particular, a memory-driven SIMD (Single 
Instruction Multiple Data) computing architecture is focused on 
parallel data processing, typical for quantum-driven digital 
circuit analysis using the characteristic equation M=Q[M(X)]. 

Here, the control memory block is represented by the above 
equation; computational memory – qubit coverages, which form 
functional primitives; conventional memory – input and output 
data before and after processing. In other words, the creation of 
data structures focused on Quantum Computing means encoding 
states and processes in unitary code, making it possible to apply 
parallel logical operations to sets of data of the same type. Thus, 
the architecture for the ALU-free computational process using 
only memory, on which address transactions are implemented, 
forms MemComputing, the structural version of it is MAT-
Computing (Memory-Address-Transaction). Another example 
of memory computing is shown in Fig. 8, right, which is focused 
on parallel data processing in order to significantly improve 
performance in solving problems of pattern, text, image and 
figure recognition. 

Thus, combining quantum computing and the architecture of 
computational memory provides science and practice with a new 
technological culture of quantum memory-driven computing, 
which integrally gains the advantages of structural homogeneity 
and parallelism of processing big data through eliminating 
transactions between memory and the ALU processor, and also 
eliminating quantum operations of superposition and 
entanglement. 

    
Fig. 8. Memory-driven quantum computing: Simulation and Recognition 

VI. CONCLUSION 
The effectiveness of the proposed models and methods for 

the synthesis and analysis of digital systems is metrically 
evaluated by performance parameters, memory hardware costs, 
as well as the quality of the designed processes and products. 
The scientific novelty of the proposed research consists in 
combining quantum computing technologies, qubit data 
structures, unitary coding, parallel execution of logical 
operations and modern methods for the synthesis and analysis of 
digital systems, which allows increasing the speed of synthesis 
and analysis of Design and Test processes by an order of 
magnitude: 1) memory-driven technology for designing, testing 
and diagnosing digital systems-on-chips is proposed, which 
differs from the classical theory by the absence of traditional 
logic for the synthesis and analysis of computing devices and the 
use of qubit data structures of quantum computing [11, 12]. 

2) A model of a universal digital primitive is presented that 
excludes a truth table and is represented by a qubit binary vector 
of unitary state coding, which adequately describes the behavior 
of any functionality, combinational or sequential type. 

3) Methods for the synthesis of functionalities based on qubit 
vectors stored in memory, which compactly describe the 
behavior of computer components, are considered. Parallel 
methods for analyzing digital architectures based on qubit 
vectors are proposed, which allow effectively simulate the 
behavior of computing devices by using only read-write 
transactions in memory, and also to perform logical operations 
in parallel to recognize technical states. 

4) Methods for testing and diagnosing digital systems based 
on qubit vector structures are considered, which make it possible 
to effectively generate tests and simulate faults of computing 
devices by using parallel vector logic operations. 
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Abstract—The TCAD simulation results of the new CMOS 

logical C-element based on the trigger with reduced switching 

delay and two tristate inverters designed using 65-nm bulk CMOS 

technology are presented. Transistors of the element are divided 

into two groups so that charge collection from the track of a single 

nuclear particle by transistors of one group only cannot cause the 

C-element trigger to fail. Charge collection from tracks with linear 

energy transfer of 60 MeV∙cm2/mg does not lead to changes of the 

logical function of the element and to failures when the C-element 

transmits common-mode logic signals. The nature of charge 

collection from tracks does not significantly depend on operation 

mode of the C-element as well as on the moment of setting the 

common-mode signals for state switching or antiphase signals for 

state storage. 

Keywords—65-nm bulk CMOS technology, charge collection,  

C-element, fault tolerance, non-stationary state, nuclear particle, 

single event transient, TCAD simulation 

I. INTRODUCTION 

A logical C-element is an element with two inputs. In the 
case of common-mode input signals the C-element transmits 
their logical state. If the input signals are antiphase  
the C-element stores the last common-mode state of the inputs. 
The C-element was proposed [1] as part of asynchronous logic. 
It was developed in methods for designing CMOS elements that 
are resistant to single effects of nuclear particles under the names 
such as keeper-less C-element [1], SERT - single-event resistant 
topology [2], and tri-state inverter transmission gate [3].  
The D trigger with increased noise immunity [4, 5] is based on 
the spacing of transistors into two groups (Spaced Transistor 
Groups DICE - STG DICE) so that charge collection from the 
track of single nuclear particle by only one of the transistor 
groups does not result in the trigger failure. In this work, we 
propose the new C-element developed using the STG DICE 
methodology. The aim of the work is to increase the fault 
tolerance of the C-element without significant performance 
costs and to obtain reliable quantitative evaluation of its fault 
tolerance during the virtual experimental study using TCAD. 

II. THE HARDENED C-ELEMENT 

The scheme of the C-element is shown in Fig. 1. The C-
element consists of two tri-state inverters TRInv 1 and TRInv 2 
and the STG DICE trigger realized as two groups of transistors 

Group 1 or Group 2. Transistors of groups form the ring of the 
four elementary triggers with four nodes ABCD in which the 
state “0” (ABCD = 0101) or the state “1” (ABCD = 1010) can 
be written. 

The first group of STG DICE D trigger (Group 1) contains 
NDPA and NAPBPB1PB2 transistors. The second group (Group 2) 
contains transistors NBNB1NB2PC and NCPD. Inverters TRInv1 
and TRInv 2 with the high-impedance state contain transistors 
N1.1N1.2P1.1P1.2 and N2.1N2.2P2.1P2.2, respectively. Transistors 
NB1, NB2, PB1, PB2 introduced into the circuit to reduce the 
switching delay of the STG DICE trigger. 

Simulations of CMOS structures on 65-nm bulk technology 
(with a channel length of 65 nm) were carried out using 3-D 
TCAD transistor models presented in the work [6].  
The 3-D device model of the C-element is shown in Fig. 2. The 

The work was done in the framework of the State assignment, project  

0065-2019-0008. 

P1.1

P1.2

N1.2

N1.1

PA

ND

PB

NA

PC

NB

PD

NC

PB1

PB2

NB2

NB1

P2.1

P2.2

N2.2

N2.1

Input 2

Input 1

A CBD

Output 1 Output 2

Group 1 Group 2

TRInv 1 TRInv 2

STG
DICE

 
Fig. 1. The scheme of the C-element based on the STG DICE trigger and the 
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regions of a shallow trench isolation covering the silicon regions 
of transistors to the depth of 400 nm are hidden. 

The total dimensions of the 3-D device structure, including 
areas not occupied by transistors, are 6.4 µm × 10.9 µm. The 
substrate thickness is 3.0 µm. The distance between the drain 
centers of ND and NB transistors from different groups is 
2.35 µm. Between the regions of NMOS and PMOS transistors 
of logic elements in the device structure (Fig. 2) there are 
heavily doped n+ and p+ regions, which are elements of guard 
rings. The substrate chip doped by boron has the concentration 
of 1016 cm-3. The region doped with boron using Gaussian 
profile has the peak concentration of 5×1018 cm-3 at the depth 
of 1.25 µm. The doping zone is of ± 0.4 µm. Device layers have 
Gaussian doping profile with the peak concentration of 2×1018 
cm-3 at the depths of 0.65 µm with boron for NMOS transistors 
and arsenic in the n-well for PMOS transistors. 

Charge collection by transistors from tracks passing in a 
silicon crystal parallel to the surface at the depth of 100 nm was 
adopted as the test impact in the work. The amount of charge 
generated on the track depends on the energy transfer by the 
particle on the track, while the energy component of a charge 
generation characterized by the linear energy transfer (LET) by 
the particle to the track [7]. The results were obtained during 
simulation in Sentaurus Device at the temperature of 25°C and 
the supply voltage of 1.0 V for CMOS structure designed using 
the 65 nm CMOS bulk technology for particles with 
LET = 60 MeV∙cm2/mg. 

III. SWITCHING MODE OF THE LOGIC STATE OF THE TRIGGER 

BY THE COMMON-MODE INPUT SIGNALS 

The main modes of operation of the C-element: 1) switching 
the logical state of the trigger with two input common-mode 
signals; 2) transition of the input signal “0” or “1” to the output 
of the trigger and C-element; 3) storage of the previous state of 
the trigger, when the input signals become antiphase. 

A. Charge Collection from the Track T1 Passing through 

Transistors PA and ND of the Group 1 

The time dependences of the voltage at the nodes of the C-
element are shown in Fig. 3; the initial logic state of the trigger 
is “1” (the state of the nodes ABCD is 1010). The track T1 of a 
particle with LET = 60 MeV∙cm2/mg passes in the device layer 
at the depth of 100 nm under the drain regions of the transistors 
PA and ND of the Group 1. Simultaneous change of input signals 
from the state “1” to “0”, leading to the trigger switching, occurs 
at tSWT = 500 ps. The track T1 of a particle is formed 105 ps 
before the start of switching at t1 = 395 ps (Fig. 3a) and 10 ps 
after the start of switching at t2 = 510 ps (Fig. 3b). 

Before switching the trigger from state “1” (Fig. 3a) to state 
“0” at t ≤ tSWT = 500 ps the transistors N1.1 and N1.2 (Fig. 1) of 
the inverter TRInv 1 are open, the transistors P1.1 and P1.2 are 
closed, and the outputs of both inverters set the voltage 
VB = VD = 0 at the nodes B and D. The transistors PA and ND are 
in active mode. The reverse-biased drain pn-junction of the open 
transistor PA collects the charge from the track. At the beginning 
of the charge collection at t = 400 ps the transistor PA goes to 
inverse mode with increasing voltage at the node A up to 1.75 V 
(Fig. 3a). The open transistor ND also goes into inverse mode 
with a voltage at the node D (at the drain of ND) VD = -0.2 V 

relative to its source. At the moment tSWT = 500 ps the input 
signals are simultaneously switched from “1” to “0”. Transistors 
N1.1, N1.2, N2.1, N2.2 of inverters become closed, voltages at the 
nodes B and D increase up to VB = VD = 1.0 V (Fig. 3a), and 
voltages at the nodes A and C decrease down to VA = VC = 0.  
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Fig. 2. 3-D device physical model of the C-element; tracks T1, T2 and T3 are 

under the drains of the pairs of the transistors; n+ and p+ regions are the 

elements of the guard rings. 
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Fig. 3. Voltages at the nodes of the C-element; the track T1 is under the drains 

of the transistors PA and ND; the trigger switches from “1” to “0” at 

tSWT = 500 ps; the beginning of the charge collection: (a) at the moment t1 = 

395 ps; (b) at the moment t2 = 510 ps. 
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Simulation of charge collection from the track T1 with the 
start of collecting 10 ps after the start of trigger switching from 
state “1” to “0” showed (Fig. 3b) that the nature of voltage 
changes at the nodes A and D has the same character as in fig. 3a 
when charge was collected from the same track for the trigger 
state “0”. Moreover, the nodes C and D retain the initial levels 
until the moment of switching at 630 ps, and the switching of 
the trigger is completed 122 ps after changing the input signals 
of the C-element. Thus, the nature of charge collection doesn’t 
significantly depend on the moment when the common-mode 
input signals switching occurs. Durations of non-stationary 
states, including the switching delays, are given in the Table. 

B. Charge Collection from the Track T2 Passing through 

Transistors P1.2 and N1.2 of TRInv 1 

The time dependences of the voltage at the nodes of the C-
element are shown in Fig. 4; the initial logic state of the trigger 
is “1” (ABCD = 1010). The track T2 of a particle with LET = 
60 MeV∙cm2/mg passes in the device layer at the depth of 
100 nm under the drain regions of the transistors P1.2 and N1.2 of 
the inverter TRInv 1. Simultaneous change of input signals from 
the state “1” to “0”, leading to the trigger switching, occurs at 
tSWT = 500 ps. The track T1 of a particle is formed 20 ps after 
the start of switching at t1 = 520 ps (Fig. 4a) and 100 ps after the 
start of switching at t2 = 600 ps (Fig. 4b). 

In the initial state before switching, when the common-mode 
input signals VIN1 = VIN2 = 1 V, the transistors P1.2 and P1.1 of the 
inverter TRInv 1 are closed. After changing the input signals to 
the levels VIN1 = VIN2 = 0 these transistors become opened, and 
transistors N1.2 and N1.1 become closed. Thus, after switching, 
the charge (electrons) from the track T2 is collected by the drain 
pn-junction of the transistor N1.2. After 20 ps (Fig. 4a) or 100 ps 
(Fig. 4b) from the start of trigger switching, when charge 
collection by the transistor N1.2 begins, the voltage at the drain 
of the transistor N1.2 (at the node D) decreases rapidly from 1 V 
to 0.3 V and then to 0.1 V.  

In this case, the voltages at the nodes A, B, C practically 
correspond to the levels that should be after switching the trigger 
of the C-element (Fig. 4a and Fig. 4b). The switching duration 
(switching delay) of the C-element trigger is 20-35 ps, the 
duration of the non-stationary state of the trigger is 250 ps (Fig. 
4a) and 217 ps (Fig. 4b) and practically does not depend on the 
time interval between the start of charge collection from the 
track and the start of switching the C-element. 

C. Storage Mode of Logical State “1”, Followed by the 

Transmission mode of “0” when Collecting the Charge 

from the Tracks T1 or T2 

The storage mode (when antiphase signals are applied to the 
inputs) with subsequent transition to the mode of transmission 
of common-mode input signals to the output of the C-element is 
characterized by switching the state of the trigger described in 
the Section III.A. The only difference is that the state “1” of the 
trigger (ABCD = 1010) at the initial stage of time up to 500 ps 
is saved due to transition of both inverters TRInv 1 and TRInv 2 
in the high-impedance state after setting the antiphase input 
signals VIN1 = 1 V and VIN2 = 0. 

The dependences of voltage at the trigger nodes in the 
storage mode, when the charge is collected from the track T1 

passing through the transistors PA and ND, practically do not 
differ from the dependencies shown in Fig. 3 for "Switching 
from “1” to “0 ” mode. Similarly, the dependences of voltage at 
the trigger nodes in the storage mode with the transition to the 
mode of transmission of common-mode input signals to the 
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(b) 

Fig. 4. The voltages at the nodes of the C-element; the track T2 is under the 

drains of the transistors P1.2 and N1.2; the trigger switches from “1” to “0” at 

tSWT = 500 ps; the beginning of the charge collection: (a) at the moment 

t1 = 520 ps, (b) at the moment t2 = 600 ps. 

 

Fig. 5. The voltages at the nodes of the C-element; the track T3 is under the 

drains of the transistors of the two group (the transistor PA in Group 1 and the 

transistor PB2 in Group 2) in the storage state with VIN1 = 0, VIN2 = 1V; the initial 

state of the trigger is “0”; the beginning of the charge collection at t1 = 100 ps. 

 

 

-0.2

0.0

0.2

0.4

0.6

0.8

1.0

1.2

0.4 0.5 0.6 0.7 0.8

Time (ns)

V
o

lt
a

g
e

s
 o

n
 n

o
d

e
s
 (

V
)

Track T2 is under drains P1.2 and N1.2

B

D
A

C

A,C

B,D

"0""1"

t1tSWT

-0.2

0.0

0.2

0.4

0.6

0.8

1.0

1.2

0.4 0.5 0.6 0.7 0.8 0.9

Time (ns)

V
o

lt
a

g
e

s
 o

n
 n

o
d

e
s
 (

V
) Track T2 is under drains P1.2 and N1.2

B

D

A

C

A,C

B,D

"1" "0"

t2tSWT

-1.0

-0.6

-0.2

0.2

0.6

1.0

1.4

0 0.1 0.2 0.3 0.4 0.5

Time (ns)

V
o

lt
a

g
e

s
 o

n
 n

o
d

e
s
 (

V
)

Track T3 is under drains PA and NB2

VIN1 = 0;

VIN2 = 1V

C

B

D

A

Failure 
during storage "0"

A,C

B,D

Drains NB, NB1

NB,
NB1

"0"
"1"

A B

2019 IEEE EWDTS 117



output, when the charge is collected from the track T2 passing 
through the transistors P1.2 and N1.2, also do not differ from the 
dependences shown in Fig. 4. Duration values of non-stationary 
states caused by the charge collection from the track T1 or track 
T2 are given in the Table for the mode “Storage “1” with 
transition to transmission “0”. Thus, the nature of the charge 
collection from the track does not significantly depend on the 
fact that the trigger was previously in the storage mode. 

D. Storage Mode of Logical State “0” when Collecting the 

Charge from the Track T3 

Fig. 5 shows the voltage dependences at the nodes of the C-
element trigger when the charge is collected from the track T3 
in the storage mode; the voltages at the inputs of the element 
are VIN1 = 0, VIN2 = 1 V and the initial stored state of the trigger 
is logical zero “0”. In this mode the transistor N2.2 of the inverter 
TRInv 2 is open because VIN2 = 1 V, but transistors NB, NB1, 
NB2, N2.1 located near are closed (see Fig. 2). These transistors 
are the main charge collectors from the track T3. 

At the beginning of the charge collection each of the 
transistors NB, NB1, NB2, N2.1, N2.2 goes into inverse offset mode 
and the trigger has the same voltages at the nodes as in the mode 
of signal transmission when VIN1 = VIN2 = 0. The fail of the 
storing state “0” is due to the fact that the inverters TRInv 1 and 
TRInv 2 go to a high-impedance state when voltages at the 
inputs become VIN1 = 0, VIN2 = 1 V. These inverters do not 
participate in the restoration of the initial states of the trigger 
nodes B and D after the end of the non-stationary state of the 
trigger caused by the charge collection from the track T3. 
The mode with the initial state of the trigger “1” is 
characterized by the fact that the state “1” is saved and there is 
no failure. Durations of the non-stationary states caused by the 
charge collection from the track T3, are 250-300 ps. 

IV. ANALYSIS OF SIMULATION RESULTS 

At the common-mode switching of the input signals of the 
C-element always after the non-stationary state, caused by the 
charge collection from the track, the trigger transits to the state, 
wich is setting by the common-mode signals at the inputs. This 
behavior of the trigger does not depend on the moment of 
beginning the charge collection from the track (before 
switching, at the time of switching the input common-mode 
signals, or after switching the signals). 

During the transmission of common-mode input signals “0” 
or “1” to the trigger output, the charge collection from the track 

leads to a temporary non-stationary state at the trigger nodes, 
after which the states of the nodes are restored. 

After the storage mode, when the C-element input signals 
were antiphase, the transition common-mode signals puts the 
trigger nodes in the corresponding logical state with the delay 
less 25-30 ps. 

V. CONCLUSION 

The proposed CMOS C-element on the STG DICE cell is the 
basis for design of fault-tolerant asynchronous logic circuits. 
Charge collection by transistors of only one from two groups of 
the STG DICE trigger till the LET 60 MeV∙cm2/mg does not 
cause failures of the C-element when transmitting common-
mode logic signals.  

In the switching by common-mode signals or in the mode of 
transmission the common-mode signal “0” or “1”, regardless of 
the charge collection beginning, after the end of the single event 
transition the C-element goes in the state corresponding to the 
input signal. In the mode of the state storage, when the input 
signals of the C-element is antiphase, the trigger fail may occur, 
In this case, the transition to the common-mode signals returns 
the output of the trigger to the state corresponding to common-
mode signals with a delay of less than 25-30 ps. 

The C-element on the STG DICE cell can be useful in fault-
tolerant developments at the 28–65 nm CMOS technology nodes. 
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TABLE. DURATIONS OF NON-STATIONARY STATES (IN PS) DURING THE CHARGE COLLECTION FROM THE TRACKS T1 AND T2 AT LINEAR ENERGY TRANSFER 

BY PARTICLE TO TRACK 60 MEV∙CM
2/MG 

Track The Moment of the Impact Switching from “1” to “0” Storage “1” with transition to transmission “0” 

Т1 100 ps before switching 123 120 

Т1 20 ps after switching 122 122 

Т1 100 ps after switching 93 96 

Т2 100 ps before switching 251 253 

Т2 20 ps after switching 249 249 

Т2 100 ps after switching 217 217 
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Abstract—Electricity consumption of datacenters is increasing 

significantly with the growth in Information Technology sector. 

Electricity consumption of datacenters occupies approximately 

2% of total electricity consumption in the USA which makes IT 

Sector second most electricity-consuming sector. Cooling system 

in a traditional datacenter is responsible of 30-60% of final 

electricity consumption. In this study, a software is developed to 

estimate the final energy demand of a datacenter and electricity 

consumption of the datacenter for variable cooling systems by 

using Visual Studio C# interface and SQL server. Climate data, 

physical properties of the datacenter building and IT equipment 

situated in datacenter inputs are used in order to software to 

calculate annual energy demand of datacenter. Then electricity 

consumption of the datacenter is presented on monthly basis and 

electricity demand of datacenter for each cooling system is listed 

on annual basis. Developed software is validated by using power 

demand value, physical properties of datacenter building 

information and equipment list of an existing data center. Typical 

climate data insertion tool and economic analyses will be added to 

the software in order to be used worldwide. Therefore, this is an 

ongoing study. 

Keywords—datacenter, cooling system, energy efficiency, SQL, c# 

I. INTRODUCTION 

Data centers consist of cooling systems and cabinets that 
include servers, switch devices and storage arrays. In a standard 
datacenter approximately half of the electricity is consumed in 
cabinets and the remaining is consumed for cooling system [1]. 
Increase in requirement of data storage space and server 
performance resulted in significant increase in cooling demand 
respectively. Datacenters must be kept at acceptable 
temperatures to perform their functions. A significant percent of 
old datacenters are still being cooled by floor standing cooling 
systems. However, cooling energy demand in energy efficient 
datacenters can be lowered as much as 10% of the total energy 
consumption, compared to 50% in the air-cooled datacenters [2]. 
Water cooling is the second common option for cooling which 
is newer and energy efficient than air cooling. Free cooling is 
one more and most efficient option in which environmental 
temperatures are used such as lakes, sea and cold outside air.  

Energy demand of a datacenter should be estimated before 
construction in order to analyze energy saving potential for 
different scenarios. It is estimated that the typical data center 
today could hold up to 30% more IT equipment with existing 
power demand and cooling system capacity if the capacity was 
properly managed. Today data centers are not able to fully 
utilize its available cooling capacity, which increases electricity 
consumption by 20% or more compared to a properly managed 
system. Therefore, capacity management tools results in better 
utilization of power and cooling resources and reduce power 
demand. Capacity management is the ability to quantify the 
supply and the demand for power and cooling [3]. There are 
many datacenter capacity management tools developed for 
management of existing datacenters ( [4], [5], [6]) by monitoring 
IT equipment’s and cooling system in real time. These software 
tools are developed in order to analyze and present the 
monitored energy consumption of devices and cooling system in 
an existing datacenter. A simulation environment for cloud 
computing data centers is developed in a study which is 
designed to capture details of the energy consumed by data 
center components (servers, switches, and links). The simulation 
results demonstrate the effectiveness of the simulator in utilizing 
power management schema [7]. Another study is conducted to 
presents a coordinated cooling and load management strategy 
that is based on a holistic and modular approach to data center 
modeling that represents explicitly the coupling between the 
thermal and computational subsystems. Simulation results for a 
small example illustrate the potential for a coordinated control 
strategy to achieve better energy management than traditional 
schemes that control the computational and cooling subsystems 
separately [8]. These tools are developed to manage datacenters 
after construction.  

In addition to capacity management tools, many studies are 
conducted to calculate the energy saving potential in datacenters 
before construction however few of them developed software 
for these calculations. A study is conducted in China to develop 
software defined network (SDN) technique and explore a new 
solution to energy-aware flow scheduling, such as scheduling 
flows in the time dimension and using exclusive routing for each 
flow. In this study simulations and testbed experiments showed 
that exclusive routing can effectively save network energy 
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compared to regular fair-sharing routing (FSR) [9]. A study is 
conducted by University of Michigan and Schneider Electric to 
develop a model for total data center power. In this study, power 
models of each data center component are collected from 
variable sources. Component models were suitable for 
integration into a detailed data center simulator. In this study the 
design for such a simulator is outlined [10]. Another study is 
conducted in USA by Syracuse University and IBM to develop 
and experimentally validate a model that will allow data center 
designers to evaluate the energy saving potential of various loop 
configurations and operating strategies. The modeling 
methodology of this study couples a thermodynamic model of 
the cooling equipment and a hydraulic pipe network for 
hydraulic characterization. This model has the ability to capture 
off-design operating conditions of the data center cooling 
system caused by changes in ambient conditions and 
fluctuations in power demand. The model is validated based on 
an existing IT data center and chiller plant located in 
Poughkeepsie, New York [11]. SIMOPEK project is developed 
in Leibniz Supercomputing Centre of the Bavarian Academy of 
Sciences and Humanities to develop methods and software 
components for modeling, simulating, and optimizing the 
cooling infrastructure of a data center. The models take into 
account both the highly dynamic load behavior of the computing 
system as well as new technological components and concepts 
for recycling the generated waste heat. Developed tool provides 
a virtual reconfiguration of the cooling circuits before physically 
rebuilding the system with the goal to efficiently use and re-use 
energy [12].  

As it is seen from the review of previous studies and to the 
authors' best knowledge, a study in order to develop a modeling 
and simulation software in which location, building’s physical 
properties and user selected IT equipment of datacenter are 
taken into account simultaneously to calculate the electricity 
demand of datacenter for different cooling systems is not 
conducted. The aim of this study is to develop a software in 
order to estimate energy saving potential of datacenters for 
different locations, physical properties of building, IT 
equipment and indoor temperature set values before 
construction of a datacenter or retrofit of an existing datacenter 
and calculate electricity demand of the datacenter for floor 
standing air conditioner and free cooling system.  

II. METHODOLOGY 

In this study a software tool was developed in visual studio 
c# interface. In developed software firstly climate data of the 
location of datacenter is selected. Then physical model of the 
datacenter building is developed by using TS 825 Heat 
Insulation Regulation in Buildings Standard of Turkey [13]. 
After modeling the datacenter building, datacenter equipment 
list is selected by software user or energy demand per unit area 
is inserted if already known. Then annual energy consumption 
of the datacenter equipment is calculated by using the physical 
features of datacenter building, climate data of the region and 
the electricity consumption information per unit area of the all 
cabinets in datacenter. Finally, annual cooling demand of 
datacenter is calculated for different cooling systems. Flow chart 
of the simulation tool is given in Fig. 1. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1 Flow chart of the simulation tool 

A. Climate Database 

Climate database is developed in SQL interface. General 
Directorate of Meteorology of Turkey shares monthly average 
values of approximately 80-90 years of dry bulb temperature, 
solar radiation and sunshine duration [14]. In this study climate 
data of four biggest cities of Turkey that are Ankara, Istanbul, 
Izmir and Konya are used. However, to extend the user profile 
of the software hourly epw (EnergyPlus weather) data is going 
to be used in software. Epw weather data includes data of more 
than 2100 locations worldwide and already available for Ankara, 
Istanbul and Izmir. 

B. Modeling Datacenter Building 

In order to calculate cooling demand, firstly location of the 
datacenter is selected by user and climate data in database is 
used according to selected location. Then user has to provide 
size and U (Thermal Conductivity Coefficient) values of each 
exterior component of the building to the software. Then 
specific heat loss, heat loss through conduction and convection 
of the building are calculated by using the equations in Table 1. 
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TABLE I.  EQUATIONS USED IN CALCULATION OF COOLING DEMAND 

Description of 

Equation 

Equation Abbreviations in Equation 

Specific heat loss 

(H) of the building 

H = Hc + Hv                                                              (1) HV   : Heat loss by ventilation 

HC   : Heat loss by conduction and convection 

Heat loss through 

conduction and 

convection 

 

HT = ∑(A × U)+l×Ul                       (2) 

 

∑(A × U) = U𝑂𝑊A𝑂𝑊 + U𝑤A𝑤 +
U𝑂𝐷A𝑂𝐷 + 0.8 × U𝐶A𝐶 + 0.5 ×
U𝑏A𝑏 + U𝑏𝑎A𝑏𝑎 + 0.5 × U𝑙𝑡A𝑙𝑡                                            
                                                            (3) 

UOW  : Thermal conductivity (TC) coefficient of outer 

wall, W/m2K 

Uw  : Window TC coefficient, W/m2K 

UOD  : TC coefficient of outer door, W/m2K, 

UC  : TC coefficient of the ceiling, W/m2K, 

Ub  : TC coefficient of basement, W/m2K, 

Uba  : TC coefficient of the base in contact with the 

outdoor air, W/m2K, 

Ult  : TC coefficient of building elements in contact with 

indoor environments at low temperatures, W/m2K, 

AOW : Area of outer wall, m2 

Aw : Window area, m2 

AOD : The area of the outer door, m2 

AC : Ceiling area, m2 

Ab : Basement area sitting on the floor, m2 

Aba : Basement area in contact with outdoor, m2 

Alt : The area of the building elements in contact with 

the indoor environments at low temperatures, m2 

l : Thermal bridge length, m 

Ul : Linear permeability of the thermal bridge, W/mK 

Monthly cooling 
demand 

CDP××0.6×(Ɵi-Ɵo))×
24×30

1000
                                                                        

                                                          (4) 

CD  : Cooling Demand, kWh/month 
H  : Heat Loss, W/°C 
Ɵi  : Indoor Temperature, °C 
Ɵo  : Outdoor Temperature, °C 
P  : Power consumption of datacenter, W/m2 

A  : Basement area of datacenter, m2 

 

C. Calculation of Electricity Consumption of IT Equipment 

After the details of physical properties of the datacenter 

building are provided, power demand per unit area of IT 

equipment in datacenter is calculated by using the information 

of selected devices from device database of the software. Power 

demands of equipment in database are obtained from datasheets 

of each device. Generally typical power consumption of IT 

equipment are nearly 60% percent of maximum power given in 

datasheets [15]. Therefore, power demand of each device is 

multiplied by number of device and power demand of all 

selected devices are summed. Then sum of power demand is 

multiplied by 0.6 in order to obtain typical power consumption 

value. Finally, power demand is divided to basement area of 

datacenter to obtain power demand value per unit area (W/m2). 

In case of availability of electricity consumption of IT 

equipment per unit area, user is also allowed to enter the 

available value instead of selecting all devices separately.  

D. Calculation of Electricity Demand of the Datacenter for 

Different Cooling systems 

Cooling demand of the datacenter is calculated by using 

equation (4) in Table 1 and information provided by user in 

previous forms of software. Then by using final demand for 

cooling, electricity demand of the datacenter for free cooling 

and floor standing air conditioner is calculated. 

 Free cooling 

Free cooling electricity demand depends on number of hours 

smaller than indoor set temperature. Therefore, free cooling 

electricity demand is calculated on hourly basis. However, in 

this project due to the availability of monthly weather data, 

electricity demand is calculated on monthly basis.  

Running modes of a free cooling system are free cooling mode, 

partial free cooling mode and mechanical cooling mode. 

Running modes of system according to temperature are given 

in Table 4. 

TABLE II.  OPERATING TEMPERATURES FOR COOLING MODES 

Cooling Mode Operating Temperature (◦C) 

Free cooling Tot≤ Tst 

Partial free cooling Tst <Tot<Trt 

Mechanical cooling Tot≥ Trt 

  

Tot is outside air temperature, Tst is supply air temperature and 

Trt is return air temperature in Table 2. 

The Power Usage Effectiveness (PUE) shows the electricity 

efficiency of data centers [16] which is the ratio of total 
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electricity consumption in a datacenter to the electricity 

consumed by the IT equipment. In order to calculate PUE value, 

electricity consumption of cabinets and cooling system should 

be known. In a study conducted in Ankara, Turkey electricity 

consumption of IT equipment in a datacenter and free cooling 

system in datacenter are measured [17]. In the study, average 

electricity consumption of cabinets is found as 274,248 

kWh/year (31,306 W) [17] and electricity consumption of free 

cooling system is measured as given in Table 5. 

TABLE III.  ELECTRICITY CONSUMPTION OF FREE COOLING 

SYSTEM  

Mode 
Power 

(W), [17] 

Ratio of Power of 

Cooling system to 

Power of IT 

equipment 

Free Cooling Mode 1709 0.0545 

Mechanical Mode 39444 1.2599 

Pump Power 1512 0.0482 

 

In Table 3, in addition to the measured free cooling system 

modes, ratio of power of each free cooling system mode to 

power of IT equipment is given due to the parallel change of 

electricity consumption of free cooling system to electricity 

consumption of IT equipment.  

In this study free cooling electricity consumption of datacenter 

is calculated by multiplying the power demand of IT equipment 

with the ratios in Table 3 for each mode and free cooling mode 

of the cooling system is determined according to comparison of 

indoor set temperature provided by software user and outdoor 

temperature in weather database of the location of datacenter.  

 Air cooling 

In this study cooling demand of datacenter is calculated by 

using equation (4) in Table 1. Traditional air-cooled datacenters 

often operate at a Power Usage Effectiveness rating of about 

1.6 [18] which means cooling add 60 % increase on the power 

of IT equipment. Power demand of IT equipment is multiplied 

by 0.6 in equation (4) in order to calculate heat dissipation from 

IT equipment. Therefore, cooling demand of datacenter is equal 

to 60% of power demand of IT equipment in datacenter when 

outdoor temperature is lower than internal temperature. 

Cooling demand of the datacenter is equal to 60% of power 

demand of datacenter and heat gain from sun when outdoor 

temperature is higher than internal temperature. 

E. Validation of Software 

After the development of software, an existing datacenter 

located in Konya, Turkey is modelled in the software in order 

to validate the software. Then energy demand of the modelled 

datacenter is estimated by the software and obtained result is 

compared with the instant power value of the existing 

datacenter. Physical properties of the existing datacenter are 

given in Table 4. In addition to physical properties, list of 

datacenter equipment in datacenter are given in Table 5. 

 

 

TABLE IV.  PHYSICAL PROPERTIES OF THE DATACENTER 

Physical property Value 

Dimensions, meters 4×4×2.5 

Doors, meters 2.2×1.2 

Windows, meters 1.5×1 

Indoor temperature,°C 21 

Cooling equipment 
4 pieces of 45,000 Btu floor 

standing air conditioner [19] 

TABLE V.  DATACENTER EQUIPMENT IN EXISTING 

DATACENTER 

Equipment Piece  Properties of equipment 

Switch 5 48 Port Switch 5*7 A 

Switch 1 48 port Switch 9 A 

Switch 1 80 Port Switch 16 A  

Switch 1 72 port switch 34 A  

Firewall 1 17/20 Gbps firewall 24 6 A 

Storage 1 125x 2.5-inch Storage 13 A  

Server 5 2-socket, 2U rack server 5*8 A 

Server 3  Xeon Proc server 3*7 A  

Server 3 900 Mhz server 3*6 A  

Controller 2 WLAN Mobility controller 2*4 A 

III. RESULTS AND DISCUSSION 

In this section screenshots of developed software are given with 

the simulation results of existing datacenter of which’s detailed 

information are given in Table 4 and Table 5.  

There are five sub-forms in software which are “Location”, 

“Building”. “Electricity Demand”, “Simulate” and “Cooling 

Equipment”. In first sub-form user is requested to select the 

location of datacenter shown in Fig. 2. 

  

 
Fig. 2: Location sub-form of software 

 

Next form allows user to provide physical properties of 

datacenter building as shown in Fig. 3. 
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Fig. 3: Building sub-form of software 

 

Then user is requested to enter power demand per unit area of 

the datacenter if known. If power demand is not known, user 

can also enter equipment list of datacenter and in this case 

power demand is calculated by software. “Electricity Demand” 

sub-form is shown in Fig. 4. 

 

 
Fig. 4: Electricity Demand sub-form 

 

As shown in Fig. 4 power demand of the IT equipment list given 

in Table 5 in existing datacenter is estimated as 717 W/m2 by 

the developed software. According to the information provided 

by datacenter management, instant current driven by the 

datacenter equipment is measured as 44 amperes by datacenter 

staff which is 605 W/m2 (44 A×220 Volt=9680 W=605 W/m2) 

which is in nearly 84% accuracy with estimated value. Power 

demand of datacenter equipment is calculated by datasheets of 

equipment in software and due to the change of power demand 

parallel to data traffic the estimation of software is assumed to 

be in acceptable range.  

After the estimation of power demand of IT equipment, user is 

allowed to simulate the software. In “Simulation” form user has 

to enter indoor set temperature of the datacenter and then 

monthly cooling demand of the datacenter is calculated and 

given as shown in Fig 5.  

 

 
Fig. 5: Simulate sub-form 

 

Indoor set temperature of existing datacenter is 21 °C. Only 

July and August is higher than 21°C in monthly average 

temperature data of Konya. As a result of this, as seen in Fig 5, 

all months except July and August, cooling demand is equal to 

60 % percent of electricity consumption of IT equipment. On 

July and August, cooling demand is sum of heat gain from sun 

and IT equipment. According to Table 4 existing datacenter is 

cooled by 4 pieces of floor standing air conditioners. Four floor 

standing air conditioners measured to draw approximately 

10×4=40 ampere current by datacenter staff that is 6336 

kWh/month (40×220×24×30/1000=6336). This measurement 

is conducted in winter months when outdoor temperature is 

lower than indoor set temperature and is estimated as 4955 

kWh/month by developed software as seen in Fig 5 which is in 

nearly 80% accuracy. 

Finally, electricity consumption of the datacenter for different 

free cooling system and floor standing air conditioner are 

calculated in “cooling equipment” sub-form as shown in Fig 6 

and Fig. 7. For free cooling system user has to provide supply 

temperature and return temperature of the water circulated in 

datacenter room. 

 

 
Fig. 6 Cooling Equipment sub-form for free cooling 
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Fig. 7 Floor standing air conditioning sub-forms of software 

 

As seen from Fig 6 and Fig 7, free cooling system is calculated 

to consume 75% less electricity compared to floor standing 

cooling system in Konya climate. Cooling system of existing 

datacenter is measured to draw approximately 10×4=40 ampere 

current by datacenter staff that is 6336 kWh/month 

(40×220×24×30/1000=6336). 

A. Calibration of Software 

Energy demand of an existing datacenter is estimated by 

developed software. Final current drawn by datacenter is 

measured as 84 amperes which leads to nearly 18.5 kW (84 

A×220 Volt=18,480 W) instantaneous power demand and 

13,305 kWh monthly electricity consumption that is assumed 

to be constant. Estimated and measured annual electricity 

demand of the datacenter cooling system, IT equipment and 

final electricity consumptions are given in Table 6. Estimated 

and measured final electricity consumptions are found as 

158,765 kWh/year and 159,667 kWh/year respectively that are 

in acceptable proximity. 

TABLE VI.  ESTIMATED AND MEASURED ENERGY DEMAND 

IN EXISTING DATACENTER 

  

Cooling, 

kWh/year 

IT Equipment, 

kWh/year 

Final Energy, 

kWh/year 

Estimated 59,600 99,165 158,765 

Measured 76,032 83,635 159,667 

Proximity 78% 84% 99% 

IV. CONCLUSION 

In this study, a software is developed to estimate final energy 

demand and determine the optimum cooling system for a data 

center in order to minimize energy demand. Developed 

software allows a user to estimate electricity consumption of 

cooling system of a datacenter for different locations, building 

properties, IT equipment and indoor set temperature. By using 

developed software, user can determine the properties of 

optimum datacenter before selecting the location, constructing 

the building, buying equipment and cooling system. Developed 

software is validated by modeling final energy demand and 

cooling demand of an existing data center of which’s electricity 

demand is measured instantly. Estimated and measured 

electricity demand of the existing datacenter is found as 

158,765 kWh/year and 159,667 kWh/year which are in 

acceptable proximity. 
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Abstract—Presented research is dedicated to the synthesis 
problem of self-checking embedded check circuits (concurrent 
error-detection systems) in accordance with Boolean Comple-
ment Method concerning constant-weight codes. Existing limits 
per components structures of concurrent error-detection (CED) 
systems based on example of constant-weight code ‘1-out-of-3’ 
(1/3-code) application are being analyzed by authors. It was 
demonstrated that apart from the testing performance regard-
ing the segment of Boolean Complement together with test meter 
within check circuit, it is essential to obtain reliable self-checking 
system per site under control plus logical segment.  Laid down 
conditions reckoning fulfillment of the complete self-checking 
system structure of the CED, are based on Boolean Complement 
Method via 1/3-code. We introduced the needed examples, which 
allow us to visualize the trouble of components testing perfor-
mance with consideration concerning the application of Boolean 
Complement Method for the arranged cases of self-checking dis-
crete systems. 

Keywords— self-checking embedded check circuit, concurrent 
error-detection system, Boolean Complement Method, constant-
weight code, code ‘1-out-of-3’, self-checking structures 

I. INTRODUCTION 

One of the most important task concerning synthesis of 
robust and safe discrete systems of automated management is 
proper methods implementation aimed at failures detection in 
time with immediate critical data presentation to self-check-
ing embedded systems (CED systems) [1 – 5]. There are a 
large variety of methods of synthesis per sets of CED, started 
from conventional backing-up method up to application of 
constant-weight codes while structural schema choice based 
on Check Bits Calculation or via Boolean Complement 
Method [6 – 11]. 

On Fig. 1 we may see generalized structural chart of CED 
system, where, logical unit under control F(x) is being 
equipped with a special schema of supervision as a part of the 
segment of logic control G(x) with the totally self-checking 

checker (TSC). Segment of logic control adjust the data per 
several audit function and the checker evaluate between each 
other definitions of working plus control functions with a next 
manage signal issue [12]. 
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Fig. 1. Arranged structure of CED system. 

For the arrangement of discrete devices with self-checked 
reckoning designated model of failures several terms should 
be completed. First of all, any logical device under control 
should obtain the required features for the proper testing per-
formance, such as any failure out of designated matrix should 
be shown as an extortion of output data. Special check system 
is being implemented for the definition of the extortion of out-
put data, where segment of logical supervision should be 
checkable one with TSC. The feature of self-control means 
the technical unit must be self-checking device with the entire 
safeguard from any failure of the designated matrix. The def-
inition ‘characteristic of self-testing’ is considered the oppor-
tunity of each failure presentation via the coded combination 
per at least a single input port and as for the term of ‘protec-
tion from malfunction’, it means the impossibility of wrong 
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working coded variations installation in the event of any dam-
age occurrence. Consequently, the synthesis procedure of 
self-checking systems of CED has several substantial limits. 

For some scope of works, for instance, in [13 – 18], we 
can see the advantages of Boolean Complement Method in 
comparison with Check Bits Calculation one, related to better 
conditions of the CED arrangement plus synthesis possibility 
for simplest structures. In this case, maximum effectiveness 
while synthesis of the CED systems in the event of Boolean 
Complement Method is considered the constant-weight codes 
application with short length of applied words (r/n-codes, 
where r – weight of coded word, а n – length of digital word). 
Hence, authors of presented paper did not pay enough atten-
tion reckoning the task of failure testing reliability within seg-
ments of main and control logic. Present work is covering the 
above case via example of research of the application possi-
bility of 1/3-code during arrangement of the CED system in 
the event of single permanent embedded logical elements 
damages. 

II. BASIC STRUCTURE OF BOOLEAN COMPLEMENT                 

VIA 1/3-CODE 

In case of supervision completion by means of logical de-
vices of 1/3-code, those outputs to be divided by groups per 
three pieces in each one (we may apply equal outputs in dif-
ferent groups), and for each of such group self-circuit of con-
trol to be arranged and next outputs of the entire circuits of 
supervision should be unified within input of self-checked 
comparator being synthesized based on two-rail signals pres-
sure modules of cascade connection [19]. On Fig. 2 basic 
structural scheme of CED system is being shown based on 
Boolean Complement Method of 1/3-code. The unique fea-
ture as compared with conventional structural schema of CED 
system is the segment of Boolean Complement, including the 
cascade of XOR elements. The above is essential for the al-
ternation of working function vectors <f1 f2 f3> into coded 
words <h1 h2 h3>, being the part of 1/3-code. Any vector of 
working function can be conversed into vector of 1/3-code 
with alteration of two digital order numbers fi. 

In the event of CED systems synthesis in accordance with 
structural schema being presented on Fig. 2, it is vital to en-
sure to supply total inputs 1/3-TSC with the entire digital 
words of 1/3-code, as well as to each element of composition 
per XOR obligatory tests, including combination {00; 01; 10; 
11} [20]. The abovementioned is considered inputs supple-
ment of CED sets via subset matrix of input combination.  

Let us define which limits are the part of structural seg-
ments F(x) and G(x) within CED system being synthesized 
based on 1/3-code [13, 14, 21, 22], for the purpose of testa-
bility function insurance.  

III. TERMS OF THE ENTIRE SELF-CHECKING FUNCTION 

ENSURANCE OF BASIC STRUCTURE  

Within CED system there are four independent segments: 
segment of main logic F(x), segment of control logic G(x), 
segment of Boolean Complement Method with self-checking 
1/3-TSC. Failure presence is designated per one of four seg-
ments only. Methods of total performance examination re-
garding the segment of Boolean Complement with tester are 
described in the abovementioned works. For the purpose of 
the total self-checking performance of basic structure ar-
rangement we should ensure acquisition within the tester out-
put any single failure event within segments structure F(x) 
and G(x). 

The unique feature of 1/3-code considered whichever 
types of errors definition with any type of multiplicity within 
coded words, excluding double tampering, such as while sim-
ultaneous damage of on-bits with off-bits. This particular fea-
ture should be the matter of fact in the event of terms defini-
tion concerning the entire self-checking of basic structure per 
the structure of the CED system, consequently we should ad-
just such limits on segments F(x) and G(x), for the purpose 
that any single malfunction must not resulted in Boolean 
Complement segment failure being spotted on output via 
symmetrical error. 
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Fig. 2. Basic structural schema of the CED system.  
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Let us take a look at segment F(x). In the event of mal-

function insertion within segment on outputs f1, f2 and f3 we 
may encounter with single, double or triple errors. In case of 
the single fault on the output of checker, the vector of r=0 or 
r=2 weight is being formed and this error is being recorded.  
In the event of the triple error on the output of checker, the 
vector of r=2 weight is being formed and this error is being 
recorded as well. There are two types of double errors: single 
direction (unidirectional) and multidirectional (symmetric) 

ones. According to analysis we should emphasize that any of 
those errors may be monitored as well as it can be recorded 
on the output data of a tester meter. The abovementioned out-
come depends on signal value of g2 and g3, being worked out 
on the output of the segment G(x). Let us call segment output 
F(x) f1 – passive, for the reason a signal is not being trans-
formed, consequently outputs f2 and f3 − active. 

 
Fig. 3. Errors on the adjusted and uncontrolled outputs of the being supervised device.  

 

 
Fig. 4. Errors on the adjusted outputs of the being supervised device. 
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On Fig. 3 we can see the examples of basic structure per-
formance for the option when errors are being shown simul-
taneously within active and passive outputs. Consequently, on 
Fig. 3, а), b) and c) were recorded single direction distortions 
per outputs f1 and f3. Hence, in initial case on the checker in-
puts false vector was recorded h1h2h3=100, so the mistake was 
not defined, as for the second alternative it was the vector 111 
and that error was disclosed. 

On Fig. 4 we may see the examples of basic structure per-
formance for the condition when errors were being appeared 
on both active outputs at a time. Consequently, on Fig. 4 а) 
and b) multiple type distortions were recorded within outputs 
f2 and f3. For the first case that error was defined, but for the 
second one it was just missed. 

Correlation between signals value on segments outputs 
F(x) and G(x) should be distinct as follows: 

Statement 1. Simultaneous warp of two values from three 
outputs of segment F(x) should be detected within the follow-
ing conditions: 

а) In the event of signal distortion on passive f1 and active 
fb outputs ( { }3;2∈b ) the following terms should be fulfilled: 

If bff =1 , consequently 0=bg , or 

If bff ≠1 , as a result 1=bg . 

b) In case of signal mulfunction on active fa and fb                                      

( { }3;2, ∈ba ) the following conditions must be completed: 

If ba ff ≠ , thus ba gg ≠ , or 

If ba ff = , accordingly ba gg = . 

As a fact, let us take a look, for example, on the initial 
episode. Assume that 0=bg . Thereat bbbb fgfh =⊕= . 

That is why in the event of  bff =1  including the presence 
on errors on both tester’s output we shall receive double sin-
gle direction error. 

If 1=bg , consequently bbbb fgfh =⊕= . That is 

why, in the event of  bff ≠1  plus double single direction 
error tester’s output we shall get double single direction fault 
as well. 

Let us suppose that recorded data per second option to be 
proved the same way. On Fig. 5 and Fig. 6 we may see several 
examples, which should clarify the appearance of non-detect-
able errors of Boolean Complement output. 

 
Fig. 5. Circuit of adjusted with non-adjustable outputs, where undetectable 
error may appear. 

The condition in accordance with Statement 1, considered 
sophisticated for the supervision performance, so it can be 
used for the system of functional control arrangement with 
rather simple segments F(x). Usually for multiple outputs 
schemas control is being arranged per groups of outputs. In 
this particular case, basic structure of 1/3-code may be ap-
plied per group out of three Hr- independent outputs monitor-
ing upon the term of Hr-two outputs independence fi and fj 
(H2-independence) being presented by formula: 
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Which should be correct per each logical element Gt, with 
function yt realization on the way out. 

 

 
Fig. 6. Circuit of adjusted outputs where undetected error may appear.  

Within group out of three Hr-independent outputs per each 
input set of the schema, the distortion is impossible more then 
per single output function. Meanwhile, the above trouble 
should be detected inside the basic structure! Hence, equal 
distortion should be spotted by simultaneous warping of the 
total three outputs, in this event (1) may be transformed as 
follows: 
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Let us call the condition (2) as the H3-independence of 
three outputs. 

Left part of the formula (2) should define the group of in-
put sets, on which we may see the distortion factor for two 
out of three functions, excluding those sets of total three dam-
aged functions. 

On Fig. 7 we may see the circuit of three outputs. The en-
tire pairs of outputs are out of independence status quo, but 
the above is absolutely in accordance with condition (2). That 
is the reason why the order of basic structure being presented 
in figure, show the total malfunction of logical elements of 
the main segment. 

For arrangement of completely self-checkable structure 
for the circuit Fig. 7, we shall realize those circuits per the 
functions g2 and g3 separately (maintain the independence on 
both outputs of the logical control). In this case, we can ensure 
the influence of single error per one element only XOR and 
symmetrical error appearance must be impossible per outputs 
1/3-TSC. We may compare the structure of present system 
with back-up kit. Meanwhile, it is possible, for instance, to 
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estimate degree of complexity reckoning its realization based 
on number of logical elements outputs, including the segment 
sophistication F(x) equals ( ) 14=xFL , ( ) 4=xGL , 6=XORL , 

12=TRCL , 183/1 =−TSCL , 1=NOTL  [23].  

 
Fig. 7. Combinational circuit with three outputs. 

For the CED system, shown on Fig. 7, we shall get 

( ) ( )

.481862414

2 3/1

=+⋅++=

=+++= −TSCXORxGxFCED LLLLL  

For the back-up system 

( )

.5212213142

232

=⋅+⋅+⋅=

=++= TRCNOTxFD LLLL  

Next let us take a look at the task of malfunction detection 
within the segment logical control G(x), which has two out-
puts g2 with g3 only (see Fig. 2). Lone error for those outputs 
can be identified for the reason of single mistake evidence per 
outputs 1/3-TSC. Analogical to Statement 1 can be proved the 
next thesis. 

Statement 2. Simultaneous outputs distortion on segment 
G(x) can be identified on outputs if basic structure within fol-
lowing cases: 

a) If ba fg =  ( { }3;2, ∈ba ), thus ba ff = ,  

b) If ba gg ≠ , consequently ba ff ≠ .  

On Fig. 8 we may see examples for the Statement 2 for 
the case, when signals g2 and g3 have the single direction dis-
tortion. 

During arrangement of totally self-checked basic structure 
status of Statement 2 is the matter of control. Hence, for the 
reason the segment G(x) is being synthesized separately from 
other segments of basic structure, it can be realized via the 
device H2-independent outputs. For example, within schema 
on Fig. 7 segment G(x) is presented as a single element with 
function 21 xx . The error on the output of this element is 

0→1 while receiving on input this set 21xx  is not being rec-
orded. Consequently, to get that entirely self-checking 
schema, present element should obtain the back-up unit by 
means of outputs g2 and g3 physical division. 

In the event of creating totally self-checked multi outputs 
combined circuits H3-independent output groups may be ap-
plied as well as [24], unidirectional independent [25] with H2- 
independent groups [26]. On Fig. 9 we may see double level 
layout with six outputs, with absence of the abovementioned 
outputs group, but two sets H3-independent outputs {f1, f3, f5} 
and {f2, f4, f6}. That is why we may create completely self-
checking CED system of the present circuit without modifi-
cation but via back-up either via two basic structures of 1/3-
code. 
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1

1
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1

0→1

0→1

1→0 1→0
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Fig. 8. Examples of error on outputs of Boolean Complement Segment: а) 
detectable; b) non-detectable. 

 
Fig. 9. Combinational circuit with six outputs. 
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IV. CONCLUSION 

Boolean Complement Method has flexible tools for the 
cause of logical complement option which helps to synthesize 
those CED systems with reduced structural abundance com-
pared to Check Bits Calculation Method and conventional 
Back-Up Structure. Nevertheless, as is shown in present arti-
cle via implementation of additional segment per main with 
control logical segments into the CED system, several limits 
should be added for the status quo. Otherwise, the whole di-
agnostic system should not obtain the self-checking function. 

Presented statements of this article were completed for the 
simple event of 1/3-code CED system relevance as a basic kit. 
More then, that formulated statements should be easy to gen-
eralize in the event of any r/n-codes application.  
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Abstract—This paper is devoted to the problem of on-line 
testing the digital circuits in the use of natural information 
redundancy for results calculated during the performing 
arithmetic operations on approximate data. Those data are 
represented usually in floating-point formats. It’s shown the 
dominant development of computer systems in critical 
applications that support approximate calculations performed 
on the measurement results obtained from sensors. 
Information redundancy is considered as the basis for solving 
analysis issues, including the on-line testing of digital circuits. 
The existence of natural information redundancy in the result 
codes of all arithmetic operations on approximate data is 
proved. These codes contain forbidden values that are 
calculated under the action of faults. Another type of natural 
information redundancy inherent in data formats in unused 
positions is considered as well. The role of natural information 
redundancy in a version form for increasing the checkability of 
the circuits and trustworthiness of result in the FPGA 
components of safety-related systems is noted. 

Keywords—Natural Information Redundancy, On-Line 
Testing, Approximate Data Processing, Fixed and Floating-Point 
Format, Resource Approach, Safety-Related System, Version 
Information Redundancy, FPGA Design 

I. INTRODUCTION 

On-line testing occupies an important place in ensuring 
the functionality of computer systems and their digital 
components [1, 2]. Methods and means for on-line testing 
are aimed at checking the trustworthiness of the results 
calculated at the output of digital circuits. This goal was 
originally formulated as the detection of digital circuit faults 
in the operating mode, since the methods and means for on-
line testing began to develop within the framework of the 
exact data model, which was reflected in the theory and 
practice of constructing totally self-checking schemes [3, 4].  

For exact data, i.e. integers in nature (the numbers of the 
elements of the sets), these goals of the on-line testing do not 
differ. Indeed, an error detected in a calculated result 
simultaneously indicates both the presence of a fault and an 
incorrect result, which for exact data consists entirely of 
most significant bits and is therefore unreliable. 

Computer systems demonstrate the dominant 
development in the processing of approximate data, when it 
is impossible to further ignore the structure of the 

approximate number consisting of the most and least 
significant bits. Faults in them cause errors that are 
respectively essential and inessential errors for the 
trustworthiness of the result [5, 6]. 

Approximate data are measurements and, as a rule, are 
presented and processed in floating-point formats. In the first 
personal computers, such processing was carried out in the 
optional Intel 287/387 coprocessors. The next Pentium 
family provides accelerated pipelined processing of 
approximate data, and a modern graphics processor contains 
thousands of floating-point pipelines used for performance of 
parallel calculations on CUDA technology [7, 8]. 

From the position of the resource approach, this 
development of personal computers reflects the general 
tendency of structuring the resources, i.e. models, methods 
and means, under the peculiarities of the natural world, 
among which its parallelism and fuzziness turned out to be 
most apparent in computing [9, 10]. 

The resource approach notes three levels of development 
of the resources in the process of their integration into the 
natural world: replication, diversification and self-sufficiency 
[11]. 

Replication, as the simplest form of production and 
parallelization, will always be selected with open resource 
niches – ecological, technological, market, etc. At the level 
of replication, integration into the natural world is carried out 
at the expense of productivity. In the natural world, it occurs 
under the slogan: “Give birth more than die”. With the 
closure of resource niches, clones can only survive by 
showing features, that is, becoming individuals, rising to a 
level of diversification, where survival is at the expense of 
authenticity, trustworthiness, i.e. adequacy to the natural 
world. At this level, we solve problems of analysis, including 
diagnostic problems that for the decision require the use of 
information redundancy, which reflects the fuzziness of the 
natural world [12, 13]. 

We observe filling of the natural world with objects of 
the increased risk – powerful power plants, power grids, 
high-speed transport, various types of weapons. This process 
changes the benchmarks in the development of computer 
systems from productivity to trustworthiness, defining them 
as instrumentation and control safety-related systems, aimed 
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at ensuring functional safety of both the system and the 
control object to prevent accidents and reduce their 
consequences [14, 15]. 

In these systems, the operating mode is diversified, 
dividing into normal and emergency. The goal of on-line 
testing, which plays a key role in the operational assessment 
of the state of the system, is also diversified. In emergency 
mode, results are monitored with their check for 
trustworthiness. Normal mode is used as a test for clearing 
digital circuits from faults, where elements of testability and 
self-testing are important [16, 17]. The circuits have to show 
faults in the normal mode, i.e. to be checkable, and to mask 
faults in emergency mode for obtaining reliable results. 

It should be noted that safety-related systems, like cyber-
physical systems, and Internet of Things systems, receive 
initial data from sensors, i.e. get measurement results that 
relate to approximate data [18, 19]. Thus, the position of the 
on-line testing is enhanced in the processing of approximate 
data for new directions in development of computer systems 
and information technology. 

Self-sufficiency determines the level of development 
goal. Resources strive in their development for self-
sufficiency. In particular, our models, in which methods and 
means are being developed, rise to an understanding of the 
natural resources that are already embedded in the models, 
methods and means like the basis for the development of 
their self-sufficiency. 

In confirmation to it, the results of arithmetic operations 
demonstrate self-sufficiency in the presence of natural 
information redundancy, sufficient for the implementation of 
on-line testing with the use of the forbidden values in the 
result code. 

The paper is devoted to the analysis of natural 
information redundancy as an inherent property of the results 
of arithmetic operations with approximate data. There are 
some examples of the use of natural information redundancy 
for the on-line testing of digital circuits. This paper reveals 
the universal nature of this resource, its availability in all 
applications for on-line testing in the processing of 
approximate data. Section 2 proves the existence of natural 
information redundancy in the results of all arithmetic 
operations with approximate data. Here information 
redundancy is considered in the traditional form of the 
presence of forbidden values in the result code. Section 3 
draws attention to the natural information redundancy 
generated by fixed and floating-point data formats. Section 4 
shows the natural information redundancy in version form 
for program code of FPGA projects in critical applications. 

II. UNIVERSAL NATURE OF NATURAL INFORMATION 

REDUNDANCY IN THE APPROXIMATE RESULTS 

Traditionally, information redundancy of a result code is 
interpreted as the presence of forbidden values in it, which 
cannot be calculated in a properly operating digital circuit. 

To obtain information redundancy, the binary number, 
as a rule, is supplemented with a check code, which 
lengthens this number. For example, in residue checking, 
which is widely used for on-line testing of arithmetic 
operations, the check code by modulo three complements 
the original n-bit number with two bits to the (n + 2)-bit 
number [20, 21]. 

The values of the original number with the 
corresponding check code form a set of allowed words that 
can be calculated with the correct functioning of the scheme. 
This set contains 2n words.  

However, an (n + 2)-bit number can take 2n + 2 different 
values, of which only 2n words are allowed. The remaining 
words make up a set of forbidden words. For n = 8, the 
checking by modulo three generates 256 allowed and         
1024 – 256 = 768 forbidden words. 

On-line testing is based on the distinction between 
allowed and forbidden words. Identification of a forbidden 
word is unambiguously associated with an error caused by a 
circuit fault, and determines the result to be unreliable. 

Natural information redundancy is the presence of 
forbidden words in the result code, considered without the 
check code. 

Specific examples of results, the codes of which contain 
forbidden words, indicate the existence of natural 
information redundancy. However, the presence of 
forbidden words in the results of processing approximate 
data is not a special case, but a general rule. 

The universal nature of the natural information 
redundancy in the results of arithmetic operations on 
approximate data follows from the following two 
statements: 

1) The code of a product has natural information 
redundancy. 

2) Multiplication is a key operation of approximate 
calculations. 

The first statement is based on the same length of the 
input and output words in the multiplication operation and 
on the commutative law for it. The input word consists of 
codes of factors. For n-bit binary factors, the input word has 
a size of 2n bits. The output word, i.e. the complete product 
code also has a length of 2n bits. Therefore, the input word 
and the output word take the same number of 22n values. 
However, the commutative law states that the product does 
not change from changing the places of the factors. Thus, 
the same product corresponds to different input words with 
interchanged factors. Therefore, any output words have no 
match in the set of input words and therefore belong to the 
forbidden. 

For example, for n = 2, the factors take the values 0, 1, 2, 
3, and their products, 0, 1, 2, 3, 4, 6, 9, form a set of seven 
allowed values. The product code has 4 bits in size and takes 
values from 0 to 15, of which the numbers 5, 7, 8, 10, 11, 
12, 13, 14 and 15 form a set of forbidden values. 

The second statement follows from the use of the normal 
form in the representation of numbers when they are written 
in floating-point formats. This representation contains the 
mantissa, the exponent, by default implies the base of the 
number system and combines these elements using the 
multiplication operation [22, 23]. 

The presence of a multiplication operation in the floating-
point number itself determines the use of multiplication, in one 
form or another, in all operations with mantissas. The results of 
these operations inherit the properties of the product, i.e. 
possess natural information redundancy. 
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The residue checking does not distinguish between 
allowed and forbidden values of the product code and the 
code of any other result of the processing of approximate 
data. He relates all the values of a product to allowed words 
and spends resources on creating information redundancy, 
ignoring its natural form. Diversification of words in the 
code of an approximate result by dividing them into allowed 
and forbidden allows you to perform on-line testing at the 
expense of internal resources of arithmetic operations with 
approximate data. Successful examples of such use are 
known for multiplication of binary codes and their squaring 
[24]. 

In case of multiplication of two mantissas, the binary 
code of the product contains the forbidden values of a type 
P = k C, where k = 2n – 1, …, 2n – 1, C = 2n + 1 – a prime 
number, for example, 17, 257 and 65537 for n = 4, 8 and 16, 
respectively. Really, number C and multiple to it numbers 
cannot be the product of two n-bit binary numbers as they 
have no decomposition on two factors with the size smaller 
than n + 1. These forbidden values easily are being 
identified as they form the code with repetition, when a 
younger half of the product coincides with the senior half. 
The Z error is being detected in case of performing a 
condition of A B + Z = P, where A and B are binary codes of 
mantissas of the normalized factors: A = 2n – 1, …, 2n – 1, 
B = 2n – 1, …, 2n – 1. 

The errors typical for the iterative array multiplier distort 
the product on the weight of any one its bit U = n, …, 2n – 1 
and they can be described as Z = ±2U. We experimentally 
showed that all such errors can be detected for n = 4, 8 and 
16. In the course of the experiments, the specially developed 
program determined A, B and k values for which the 
condition of error detection is satisfied for each U. For 
example, for n = 4, the error Z = 25 or Z = –25 in bit U = 5 is 
detected on the condition of 8×13+32=8×17 or                           
12×14–32=8×17 in case of A = 8, B = 13, k = 8 or A = 12, 
B = 14, k = 8, respectively. 

The S result of squaring shows natural information 
redundancy in values of the residue by the modulo. For 
example, S mod 3 ≠  2. The error is detected when 
performing a condition (S + 1) mod 3 = 0. 

We experimentally showed that all Z errors typical for 
the matrix scheme of a squarer with word size of n = 8, 16 
and 32 can be detected. The error detection scheme defines 
the residue 1 = 012, or 2 = 102 during the correct work and 
+0 = 002 or –0 = 112 in case of error detection. The scheme 
belongs to totally self-checking. 

III. NATURAL INFORMATION REDUNDANCY OF DATA FORMATS 

Statements about the only form of information 
redundancy based on the existence of forbidden values are 
known [25]. 

At the same time, data formats demonstrate a different 
form of information redundancy, which is characterized as 
natural and has properties important for on-line testing of 
the digital circuits in the processing of approximate data. 

Modern fixed and floating-point formats can be opposed 
to each other by the positions at which codes of numbers are 
placed. In the case of a fixed point, the low bits of the 
numbers occupy the lower positions of the format. On the 
contrary, the floating-point format is characterized by the 

placement of the most significant bits of the number in 
higher positions. 

The size of the fixed-point format is selected based on 
the representation of the longest number. When writing 
numbers of shorter length, the highest format positions are 
not used. Such natural information redundancy is the basis 
of logarithmic checking, which could not compete with a 
method of the residue checking within the framework of the 
exact data model [26]. At the same time, this method 
demonstrates an important property of more probable error 
detection in higher positions than in younger ones. Such a 
distinction between essential and inessential errors based on 
the natural information redundancy of data formats is 
particularly important for the on-line testing of approximate 
calculations [27]. 

In floating-point formats, the unit value of the most 
significant bit of the mantissa is fixed. The following zero 
values form the natural information redundancy of floating-
point formats. 

We developed the program in Delphi 10 Seattle demo-
version [28] for a pilot study of logarithmic checking on the 
example of the fixed-point multiplier. The Ac check code of 
number A is defined by the number of bits of its significant 
part and Ac = 0 in case of A = 0 [29]. Then for A, B > 0, the 
product P = A × B can be checked as Pc = Pc* or 
Pc = Pc* – 1, where Pc* = Ac + Bc. In case of A, B ≥ 0, 
Pc* = Ac Bz + Bc Az, where Az = 0 for A = 0 and Az = 1 for 
A > 0; Bz = 0 for B = 0 and Bz = 1 for B > 0. It follows from 
the following inequalities: 2Ac – 1 ≤ A < 2Ac, 2Bc – 1 ≤ B < 2Bc, 
2Pc – 1 ≤ A < 2Pc and definitions of the lower (top) bound of 
the product as a product of the lower (top) bounds of factors. 

The iterative array multiplier contains n × (n – 1) matrix 
of operational elements. Multiplication is carried out for one 
clock cycle on the factors generated in a random way. In 
each clock cycle, fault of short circuit between two any 
points of the scheme in accidentally chosen operational 
element is injected. In an experiment, the word size 
n = 8, …, 15 and the number nM ≤ n of most significant bits 
is determined. 

The program panel with results of an experiment for 
n = 8 and nM = n is shown in Fig. 1. 
 

 
 

Fig. 1. Results of experiment 
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The multiplier has calculated both incorrect result 
Pe = 6948, Pe = 000101111111100002 and its check code 
Pc = 13 which is compared to the Pc* code. The error 
E = 4096 was caused by fault of short circuit between the s 
sum and the level of logical unit in the full adder of 
operational element 76 (line 7 and column 6 of multiplier 
matrix). This error is detected when checking Pc > Pc*. The 
experiment also shows probabilities of detection and the 
skipping of essential and inessential, positive (0 - 1) and 
negative (1 - 0) errors. Besides, the trustworthiness of 
logarithmic (LC) and residue (MC) checking is estimated.  

The trustworthiness is calculated by the formula 
T = PED + PID, where PED = PE PD and PID = (1 – PE) (1 – PD) 
are probability of essential error detection and the probability 
of inessential error skipping; PE and PD – the probability of an 
essential error and probability of error detection, respectively. 
Residue checking showed detection of all errors, i.e. PD = 1, 
and its trustworthiness is defined as TМС = PE [24].  

The experiment showed the following values of 
probabilities: PED = 1.3 / 20.2 = 6.4%, PID = 10.4 / 20.2 = 51.5%, 
PE = 9.8 / 20.2 = 48.5%. Trustworthiness of logarithmic and 
residue checking is estimated as 57.8% and 48.5%, 
respectively.  

IV. VERSION FORM OF THE NATURAL INFORMATIOM 
REDUNDANCY 

In systems of critical application, functional safety is 
ensured through the use of fault-tolerant solutions [30], 
among which multi-version technologies are of particular 
importance [31]. They allow to resist to common cause 
failures and accumulation of the hidden faults [32, 33], to 
raise integrity [34] and also at the same time a checkability 
of FPGA projects and trustworthiness of results in normal 
and emergency mode, respectively [35, 36]. 

FPGA designing with the LUT-oriented architecture 
widely is used by in critical applications [37, 38], creating 
conditions for development of natural information 
redundancy in a version form when for the ready FPGA 
project, the set of versions of the program code with various 
properties is generated. 

The LUT unit generates function from n arguments. For 
n = 4, the LUT unit has 4 address inputs of A, B, C, D on 
which a, b, c, d arguments forming the dcba2 address code, 
16 bits of memory and one output [39, 40]. The sequence of 
LUT codes forms a program code of the FPGA project. The 
version redundancy of this code is based on an opportunity 
to create its versions for the same hardware implementation 
of the project. Versions are generated at the level of ordered 
pair LUT1 - LUT2 of the LUT units connected among 
themselves: LUT1 output bit transfers to the address input 
of the LUT2 unit. 

This bit can be transferred by a direct or inverse value, 
forming two versions of a program code. The inverse value 
of bit forms by inversion of bits of the LUT1 memory. This 
inversion on an address input of LUT2 unit is compensated 
by change of places of its bits of memory. 

The contrast of the described versions can be effectively 
used for opposition to faults of short circuit of the next 
address inputs of LUT [41]. Really, inversion of one of them 
interchanges the position of a set of input data on which this 
fault is shown in the form of an error or is masked. It allows 
to find versions which promote fault detection on some 

input data and mask on others, i.e. to raise a checkability of 
circuits and trustworthiness of results in the normal and 
emergency modes of safety-related systems. 

The example of versions with such opportunities in case 
of a direct and inverse address input D is shown in Fig. 2. 

 

 

 

 

 

 

 

Fig. 2. LUT2 unit in two versions with direct and inverse D address input 

Each version shows LUT2 unit with the correct circuit 
and in case of short circuit between address inputs C and D. 
The fault copies the line dc = 002 into lines dc = 012 and dc 
= 102. Inversion on the D address input is compensated by 
change of places of the lines dc = 0X2 and dc = 1X2 where X 
= 0 or X = 1. This example is reviewed for a case when bits 
with addresses XX0X2 and XX1X2 are addressed in normal 
and emergency mode, respectively. 

The checkability of the circuit and trustworthiness of 
result in mode U is estimated by the formulas CU = ZU / YU 
and TU = 1 – CU, where U = N and U = E for normal and 
emergency mode, respectively, ZU and YU – the number of 
the distorted bits and their total in mode U. 

An example shows the following results: ZN = 3, YN = 8, 
CN = 37.5%, TN = 62.5%, ZE = 3, YE = 8, CE = 37.5%, 
TE = 62.5% and ZN = 4, YN = 8, CN = 50%, TN = 50%, ZE = 1, 
YE = 8, CE = 12.5%, TE = 87.5% for versions 1 and 2, 
respectively. Thus, transition from version 1 to version 2 
raises at the same time both a checkability of the circuit and 
trustworthiness of result respectively in normal and 
emergency mode. The checkability improves for 12.5%, and 
reliability – for 25%. 

V. CONCLUSIONS 

Information redundancy is the basis for solving the 
analysis issues, including the issues of on-line testing the 
digital circuits in computer systems and their components. 
Information redundancy is created in the form of forbidden 
values by forming the check codes of numbers, which requires 
the certain hardware and time resources. Existing examples of 
using the natural information redundancy are not regular. The 
orientation of modern computer systems on critical applications 
and processing the approximate data increases the importance 
of on-line testing the digital circuits in relation to checking the 
approximate calculations. In these circumstances, a 
multiplication becomes the key operation, and the natural 
information redundancy inherent in the product gets the universal 
character, extending to the results of all arithmetic operations 
on mantissas. Thus, the on-line testing obtains a natural 
resource for the dominant processing of approximate data. 

Natural information redundancy also takes a place in fixed 
and floating-point formats in the form of unused positions. 
Logarithmic checking, using this form of redundancy, 
demonstrates an important feature of more likely detection of 
essential errors compared to inessential ones. 
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The version form of natural information redundancy 
allows to reach at the same time a high checkability of FPGA 
projects and trustworthiness of results respectively in normal 
and emergency mode of safety-related systems. 
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Abstract—Authors of this article are being recommended a 
new approach to concurrent checking method arrangement, 
composed of main features of Self-Dual Complement Method 
together with constant-weight code. According to analysis we 
may state that in the event of single control application based 
on self-dual function characteristic either via being arranged 
digital word to constant-weight code, some errors of comprised 
circuit may not be detected. Unification procedure while func-
tional control of two characteristics helps us to advance the 
whole concurrent error-detection (CED) system regarding er-
rors identification. In this article we are presenting realization 
method of concurrent checking in accordance with Self-Dual 
Complement Method up to constant-weight code. It was 
demonstrated that to ensure supervision characteristic per two 
symptoms of the system we may apply constant-weight code ‘r 
out of 2r’ (r – weight value of the digital word of the constant-
weight code). In this case, the developed via authors method of 
CED system arrangement considered self-dual features for 
each function of the constant-weight code words. The most 
effective instrument in this approach is reckoned code ‘2 out of 
4’ with simple checker structure for the purpose of the entire 
check out of few coded combinations. In the event of multiple 
outputs circuits those exit ports should be divided per four 
groups for each of those matrices and outputs of separate con-
trol circuits must be unified upon self-checkable comparator 
output. The abovementioned option allowed us to widen the 
aforementioned way to synthesis of combinational circuits un-
der supervision.   

Keywords—self-dual complement, coded word, constant-
weight code, concurrent error-detection system, Boolean Com-
plement, self-checking embedded control schema, code                   
‘2 out of 4’, self-checking 

I. INTRODUCTION 

For the reason of the functional options advance, includ-
ing sophistication of micro electronic gadgets, the oppor-
tunity of malfunction is just an augment in the event of vari-
ous physical hindrances [1]. Based on statistics, prevalent 

quantity of failures are within combinational circuits of au-
tomation sector [2]. Consequently, the vital task of nowa-
days is the synthesis of robust failsafe joint circuits as well 
as testing functional diagnostic systems arrangement [3 – 6]. 

Important approach of diagnostics combinational circuits 
array is considered effective methods of concurrent checking 
[7 – 9], which includes the arrangement of technical diag-
nostic procedures without any major function disconnection 
of those sites under supervision. The aforesaid is actually 
matters for critical technical sites with essential industrial 
performances [10]. 

Methods of concurrent checking considered abundance 
application to structure of initial combinational circuit, 
which may be as modified initial kit as well as some struc-
ture under survey with additional external schemas of moni-
toring or concurrent checking schema without any upgrade 
fulfillment [11]. Conventional option is a Back-up Method, 
during which preliminary combination is being equipped 
with self-copy and bit-to-bit comparison is being conducted 
while final unit service [12, 13]. Alternative approaches re-
garding functional control systems installation is reckoned 
the surveillance per being formed combined vectors of digi-
tal words of beforehand chosen noise-suppressing code [14 
– 19] either supervision of realized functions regarding des-
ignated types, for instance, to self-dual functions [20 – 23]. 

Present essay is contributed to concurrent checking 
method being designed by authors, fulfilled in accordance 
with control of combinational circuits per two features – 
outputs vectors belongings to constant-weight code with 
function of digital words attachment to self-dual one of logic 
algebra. 

II. STRUCTURAL SCHEMA OF CED SYSTEM  

During combinational circuits supervision per two char-
acteristics, the most effective one is the diagnostic option 
based on Boolean Complement Method performance [24]. 

978-1-7281-1003-5/19/$31.00 ©2019 IEEE 
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The above method, considered function fi, adjustment, via 
site under control into special one hi by means of addition 
elements with module two (XOR elements) and control func-
tion gi. Each function transformation should be completed in 
accordance with formula: 

,iii gfh ⊕=   .,1 mi =   (1) 

Values of function, being used during transformation, by 
means of combinational circuit of the formula (1), consid-
ered as universal and help us to form ‘new’ coded vector for 
afterward supervision performance upon designated feature. 
For example, in [25 – 29] we may see described options of 
control functions gi calculations for digital words of con-
stant-weight code arrangement, and in [30] – formation of 
self-dual functions. Well known structural schemas of ‘self-
dual parity’ [20] and ‘self-dual back-up’ [22], which com-
posed of original methods of supervision via parity with 
back-up and control by means of self-dual function. New 
method composed of work function fi transformation into 
such functions hi, which should be self-dual and at the same 
time the entire coded vector must be part of previously des-
ignated constant-weight code. 

Statement 1. Supervision performance by features of 
self-dual with attachment of digital words to constant-weight 
codes is possible in the event of constant-weight codes ‘r out 
of 2r’ (r – weight value of digital word of constant-weight 
codes), or r/2r-code implementation only.  

Fairness of the Statement 1 may be proved by the follow-
ing: Initially, each vector <f1 f2 … fm> should be transformed 
into vector <h1 h2 … hm>, with permanent weight. Then, on 
opposite input ports of set <x1 x2 … xt> values of the entire 
bits of coded words <h1 h2 … hm> must be inverted. Conse-
quently, coded vector <h1 h2 … hm> should compose equal 
quantity of on-bits with off-bits, otherwise the self-dual fea-
ture per each bit should not be ensured. Thus, the base for 
CED system can be only r/2r-code, 2/4-code, 3/6-code, 4/8-
code etc. 

Important factor of this file is 2/4-code, which checker 
(2/4-TSC) has simple structural schema composed of con-
stant-weight code checker codes (Fig. 1). Besides, it requires 
each of combination out of matrix {0011; 1100; 0110; 
1001} [29] being presented toward input ports to ensure 
proper self-checking mode, which is considered minimum 
essential quantity to inspect checkers of constant-weight 
codes. 

h1 
h2 
h3 
h4 

z1 

z0 

 
Fig. 1. Structural schema 2/4-TSC.  

 Let us consider each function hi should be self-dual, 
consequently for the purpose of supervision, self-dual 
checker of the function SSC (self-checking self-dual check-
er) should be applied, See Fig. 2. Self-dual signal f* by 
means of resistance line, which equals single cycle time of 
impulse subsequence a, should be transformed into two-rail 

signal <ν1 ν2>. SSC provided with two outputs ports and 
while self-dual input performance signal ought to form two-
rail signal <01> either <10> per exit ports. In the event of 
self-dual input indication fault, non-two-rail signal must be 
formed on the output port.  

Outputs of checkers SSC and 2/4-TSC should be unified 
on inputs ports of self-checking comparator, being designed 
based on compressed moduli of two-rail signal TRC (two-
rail checker) [31] (Fig. 3). 

τ

f*

a

z1 
z0 

ν1 

ν2 

 
Fig. 2. Structural schema SSC.  
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Fig. 3. Structural schema TRC. 

 Alternative option is comprised of preliminary imple-
mentation compression circuit of self-dual signals per func-
tion hi with afterward monitoring of self-dual signal. 

Combined structural schema of concurrent checking 
based on pair of characteristics is presented in Fig. 4. 

Based on the abovementioned consideration we may 
state the following:  

Statement 2. Within CED system based on Boolean 
Complement up to constant-weight code with self-dual func-
tions, any error should be identified into coded word <h1 h2 
h3 h4>, except the one, which does not violates designated 
weight and at the same time obtainable in the form of same 
distortion on the opposite sides of the input port sets. 

Evidently, the identification feature, compared to super-
vision per single characteristic, is much better. Structural 
schema, shown in Fig. 4, considered as a basic one. In case 
of monitoring arrangement regarding multi-outputs combi-
national circuits, those outputs should be divided into sub-
groups per four exits (sub-settings may intersect). Per each 
of outputs sub-settings separate control circuit should syn-
thesize. Outputs of separate supervision schemas must be 
unified per outputs of self-checking comparator. 

III. OPTIONS OF COMPLEMENT FUNCTIONS CALCULATION 

Let us take a look at logical statements completion with 
description of control function gi, in accordance with subse-
quent additional definition of the aforesaid values. 

We may focus on designated task fulfillment by means 
of combinational circuit example in accordance with true 
table (Table 1). 
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Fig. 4. Structural schema of CED system.  

We shall receive check functions values g1, g2, g3, g4, 
which may help us to issue proper supervision of designated 
combinational circuit in accordance with proposed method. 

TABLE I.  TRUE TABLE OF COMBINATIONAL CIRCUIT 

No. x1 x2 x3 x4 f1 f2 f3 f4 

0 0 0 0 0 0 1 0 1 

1 0 0 0 1 1 1 1 1 

2 0 0 1 0 1 1 1 1 

3 0 0 1 1 1 0 0 0 

4 0 1 0 0 1 0 1 1 

5 0 1 0 1 0 0 0 0 

6 0 1 1 0 1 1 0 1 

7 0 1 1 1 0 1 0 1 

8 1 0 0 0 1 0 1 1 

9 1 0 0 1 0 0 1 0 

10 1 0 1 0 0 1 1 1 

11 1 0 1 1 0 1 0 1 

12 1 1 0 0 1 0 0 1 

13 1 1 0 1 0 0 1 0 

14 1 1 1 0 0 1 1 1 

15 1 1 1 1 1 0 0 0 

 
Statement 3. For the purpose of CED system based on 

two characteristics would get self-checking feature per sin-
gle permanent errors, the following conditions must be com-
pleted: 

1. Each coded word <h1 h2 h3 h4> should have weight 
r=2; 

2. At least single testing combination ought to be ar-
ranged per 2/4-TSC: {0011; 1100; 0110; 1001}; 

3. Minimum one testing combination for each element 
XOR: {00; 01; 10; 11} must be formed; 

4. Values of each function h1, h2, h3, h4 must be in-
versed on opposite input sets. 

The easiest way for the above terms achievement is de-
fined within Statement 3 with the following algorithm em-
ployment: 

Algorithm 1. Additional definition of controlled val-
ues, including the condition of circuit self-checking feature 
with afterward inspection of Boolean Complement segment: 

1. The presence of at least two off-bits with two on-
bits of each function f1, f2, f3, f4 per total input sets should be 
the matter of control. 

2. Into columns of the first (either second) half of the 
Table regarding the middle part, matching those coded 
words <h1 h2 h3 h4>, in random way, but equable, we shall 
insert combinations <0011> & <0110> or <0011> and 
<1001>, or <1100> and <0110>, or <1100> and <1001>; 

3. By means of inverse values filling on opposite sets 
reckoning Table half, columns of the rest of the Table must 
be filled up according to coded words <h1 h2 h3 h4>. 

4. Values of control functions ,iii hfg ⊕=  .4,1=i  

should be calculated; 
5. Being formed combination via element of addition 

per module two within Boolean Complement segment are 
being defined; 

6. Based on Item 2 with Item 3, requirements concern-
ing testing matrix formation per 2/4-TSC with functions h1, 
h2, h3, h4 of self-dual feature will be fulfilled. It is essential 
to check the formation of the entire matrix of testing combi-
nation for elements of addition via modulus two in accord-
ance with Boolean Complement segment. 

7. In case of for some element of addition of modulus 
two per Boolean Complement segment one cannot arrange 
the required testing combination, then there is a need to alter 
row filling procedure per the stage of Item 2 completion.  

In accordance with the abovementioned we shall receive 
Table 2.   

Algorithm 1 is suitable to apply in the event of multiple 
amounts of input disposal variables, for the reason that pos-
sibility of result achievement concerning formation of test-
ing combination of modulus two per Boolean Complement 
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segment in the event of input parameters augmentation is 
raising.  

Insofar as is concerned alternative for the Algorithm 1, 
we may state the application of the option of prior checking 
performance regarding elements per modulus two. 

Algorithm 2. Additional definition of controlled func-
tion values, including the condition of controllability: 

1. The matter of control must be at least the presence 
of two off-bits with two on-bits per each function f1, f2, f3 , f4 
on the entire input sets; 

2. Additional definition for functions h1, h2, h3, h4 
should be completed, including the necessity of testing com-
bination arrangement by modulus two within Boolean Com-
plement segment: 

− for at least a single event fi=0 function value hi must 
be additionally defined 0 and for at least one case where fi=0 
– equals 1; 

− for at least a single event fi=1 function value hi must 
be additionally defined 0 and for at least one case where fi=0 
– equals 1; 

3. Hence, if the additional definition hi for the case of 
the same inputs sets resulted in pop up of non-coded word of 
2/4-code, another one definition should take place, but if 
none of those definition options complies with designated 
term, it means that self-checking device based on the above 
approach cannot be fulfilled;  

4. Function values h1, h2, h3 ought to be filled up and 
h4 in lines, being located symmetrically regarding table cen-
ter: filled up digits ought to be inverted and to be placed into 
designated lines with symmetrical disposition; 

5. Columns of coded words should be loaded up <h1 
h2 h3 h4> for those lines, where values were placed previous-
ly; 

6. Existence of four 2/4-TSC testing combination 
should be checked up; 

7. In accordance with conditions reckoning coded 
words of 2/4-code formation for 2/4-TSC with self-dual 
functions h1, h2, h3 h4 arrangement, the rest of columns 
should be filled up. 

8. The abovementioned algorithms allow us to realize 
CED systems of combinational circuits per two characteris-
tics. 

IV. PRACTICAL IMPLEMENTATION 

For the research purposes relating to errors identification 
possibilities into present article, experiments within structur-
al schema of concurrent checking were completed via Multi-
sim modeling of single permanent faults performance for the 
aforementioned example. 

Realization process appeared to be not simplistic one for 
the reason that via conventional instruments of Multisim, 
signal lag performance was not easy to accomplish by means 
of checker self-dual functions. The solution was taken con-
cerning two JK-triggers application, which are functioning 
like D-triggers (U15A with U9A). For example, of self-dual 
analog checker fulfilled within Multisim, modeling envi-
ronment, refer to Fig. 5. 

Impulse generator with frequency of 10 Hz with some 
phase difference is being connected to inputs of synchro-
nized triggers. Moreover, to one of triggers generator is 
linked via U16D-inverter, thus triggers should come to ac-
tion in different time sector. It ought to be pointed out that 
checker is linked to one more impulse generator with fre-
quency 10 Hz (U13).   

TABLE II.  SIGNALS ON LINES OF CED SCHEMA 

No. 

Values of work 
 functions 

Values of check 
 functions 

Coded words 
on exit of  

 Boolean Complement segment   

Formation of testing combination for 
Addition elements  via modulus two 

f1 f2 f3 f4 g1 g2 g3 g4 h1 h2 h3 h4 XOR1 XOR2 XOR3 XOR4 

0 0 1 0 1 0 0 1 1 0 1 1 0 00 10 01 11 

1 1 1 1 1 1 0 0 1 0 1 1 0 11 10 10 11 

2 1 1 1 1 1 0 0 1 0 1 1 0 11 10 10 11 

3 1 0 0 0 1 1 1 0 0 1 1 0 11 01 01 00 

4 1 0 1 1 1 0 0 0 0 0 1 1 11 00 10 10 

5 0 0 0 0 0 0 1 1 0 0 1 1 00 00 01 01 

6 1 1 0 1 1 1 1 0 0 0 1 1 11 11 01 10 

7 0 1 0 1 0 1 1 0 0 0 1 1 00 11 01 10 

8 1 0 1 1 0 1 1 1 1 1 0 0 10 01 11 11 

9 0 0 1 0 1 1 1 0 1 1 0 0 11 01 11 00 

10 0 1 1 1 1 0 1 1 1 1 0 0 01 10 11 11 

11 0 1 0 1 1 0 0 1 1 1 0 0 11 10 00 1 

12 1 0 0 1 0 0 0 0 1 0 0 1 00 00 00 10 

13 0 0 1 0 1 0 1 1 1 0 0 1 11 00 11 01 

14 0 1 1 1 1 1 1 0 1 0 0 1 01 11 11 10 

15 1 0 0 0 0 0 0 1 1 0 0 1 10 00 00 01 
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As is shown in Fig. 5, in the event of on-bit on the output 
of U13-generator, X1 and X2 light bulbs should inform us 
regarding the signal from triggers output. In case of off-bit 
output signal from U13-generator, we shall receive light 
bulbs signal 10. Consequently, the checker is being formed 
two-rail signal in the event of off-bit signal with output or 
when the output signal is on-bit, but triggers state is consid-
ered the opposite one. For the further explanation let us take 
a look at simplified circuit under control of designated 
checker in Fig. 6. 

Comparison in-coming signal with previous one is being 
conducted via self-dual checker on its input port. For this 
reason within inputs of under supervision schema elements 
of addition U1C, U1A, U1B per module two are being in-
stalled. One port of those elements is linked to designated 
signal source and another one is connected to U10-impulse 
generator with impulse frequency two times less then check-
er generator. As has been mentioned, checker generators 
have some phase difference, but without the above differ-
ence the moment of force will appear, when total generators 
should simultaneously be activated, which due to underde-
termined condition. The aforesaid condition resulted in false 
error signal on checker output. Consequently, at the moment 
when U10 generator issued off-bit signal, opposite designat-
ed sets should be presented per outputs schema ports. Next, 
if the circuit is fulfilled as self-dual one, then self-dual signal 
must be issued within output port. For the further description 
let us have a look at temporary circuit function diagram in 
Fig. 6 (Fig. 7). 

In Fig. 7 the following letters A – H are chosen per lines 
of diagrams located in Fig. 6. During starting moment within 

A-generator output on-bit signal ought to be identified, 
which means opposite input set is being conducted toward 
circuit inputs. Then on output of circuit under supervision 
we shall see on-bit signal and at the same time within check-
er outputs two-rail signal should appear, for the reason that 
on outputs of B&C generators the off-bit event exists. Con-
sequently, B&C generators must alter self-conditions from 
off-bit to on-bit. At this particular moment output signal of 
under control circuit must be recorded by F-trigger. On 
checker outputs two-rail signal should be formed, due to the 
fact that different signals are presented on triggers outputs. 
Hereafter, B&C generators should alter self-status from on-
bit into off-bit and immediately output circuit condition 
must be recorded via F-trigger. Both triggers have the same 
status quo at this moment, but within checker output two-rail 
signal should be detected, because C-generator must work 
out off-bit signal. Then G-generator ought to change self-
state from on-bit unto off-bit, which means that proper sig-
nal should arrive on schema inputs and at this moment op-
posite signal to previous one should be defined (N.B. for the 
term that the system is self-dual!). After short period of time 
this signal must be registered via E-trigger and both triggers 
should be in proper conditions, which resulted in two-rail 
signal on checker output. Then, after status change of B-
generator, information from output of the system under con-
trol must be recorded into F-trigger. Based on the above, 
triggers are being adjusted in the same condition, but in the 
event of C-generator has off-bit within output port, checker 
should issue two-rail signal. Further F-generator ought to 
switch into on-bit condition and the cycle must be repeated 
one. 

 

 
Fig. 5. Self-dual checker. 

 
Fig. 6. Example of self-dual checker implementation. 
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Fig. 7. Temporary diagram of schema functioning.  

Consequently, if the circuit under control is completed as 
a self-dual, which means, it must alter output status on the 
opposite one in the event of A-generator output signal was 
changed on opposite one. In case of opposite signals will 
appear on circuit’s output one-by-one, so triggers should be 
within visa-versa status in the event of C-generator has on-
bit on the exit port. As a result of opposite signals from trig-
gers will be delivered to outputs of checker and consequent-
ly two-rail signal will be fulfilled. Two-rail signal will ap-
pear in the same way at the moment when off-bit event will 
be issued on C-generator output. 

For the option of non-self-dual circuit, the same signal 
will be presented within input port until the event of input 
alteration. In this case, triggers ought to be installed in the 
same conditions and checker should work out non-two-rail 
signal in case of C-generator state on-bit on exit port.  

It should be mentioned that per option of U13-generator 
arrangement the same way as U18-generator, we should 
complete the switch moment to on-bit status on schemas 
outputs signals from triggers presentation and as for U15A-
trigger, checker input data will be recorded. Hence, trigger 
status quo is being changed gradually, thus there ought to be 
short period of time when false error signal must be identi-
fied within checker outputs. For the above reason U13-
generator has bigger difference compared to U18. In this 
case into off-bit condition U18-generator is being switched 
much faster and as a result, we shall receive the moment 
when U9A-trigger is being recorded the signal from checker 
exit and both triggers are being switched into the equal con-
dition. At the same time on the exit of U13-generator on-bit 
is fixed and signals from triggers are being conducted per 
outputs of checker, consequently, false signal of error will 
arise. To avoid this trouble, we need U13-generator to 
change self-status into off-bit condition prior either at the 
same time with U-19 unit. To achieve this goal, we must 
reduce duty cycle of U13-generator.  

Presented self-dual checker layout in Fig. 8 is not suita-
ble per actual circuits application, for the motive of embed-
ded memory elements A. Hence, in our case (during model-
ing performance) it does not matter, inasmuch as we need 
just data regarding detection feature presence. 

Testing procedure of being modeling circuit was con-
ducted in an analogous way per each h- function. To each 
checker 10 Hz generator with little phase difference was 
connected. Further, outputs of checkers should be unified by 
means of TRC schemas. Innovative schema of checker must 
be linked with constant-weight code ‘2 out of 4’ checker as 
well via TRC. Each schema input is being equipped with 
‘summation via module 2’ elements, one of enter ports of 
which must be linked to generator of inputs signals and the 
other one to 5 Hz impulse generator. As can be seen from 
the above, in the event of at least single h-function will not 
be self-dual, this way non-two-rail signal of 10 Hz must be 
worked out.  

For simulation purpose layout of Table 1 was imple-
mented within Multisim environment. As a consequence of 
functions minimization via true tables, we resume the fol-
lowing: 

1 1 2 4 1 3 4 2 3 4 1 3 4 1 2 3 4

2 3 4 1 2 3 1 2 3 1 2 3

3 2 3 4 1 2 3 1 3 4 2 3 4 1 3 4 1 2 3 4

4 1 4 1 2 3 1 2 3 1 2 3 1 4

;

;

;

.

f x x x x x x x x x x x x x x x x

f x x x x x x x x x x x

f x x x x x x x x x x x x x x x x x x x

f x x x x x x x x x x x x x

= ∨ ∨ ∨ ∨

= ∨ ∨ ∨

= ∨ ∨ ∨ ∨ ∨

= ∨ ∨ ∨ ∨

 

The above formulas are being described those functions 
of schema being realized via two level disjunctive form of 
presentation. For aliquot errors imitation formula circuit 
results were transformed as follows: 

1 4 1 3 4 2 3 4 3

2 1 2 3 1 3

3 4 1 1 2 3 2 3

4 1 1 2 3 3 1 4

1 2

1 4

2 3

1 4

2 3

;

;

;

;

;

;

;

;

.

f yx x x x x x x zx ak

f p x x x x k y x

f bx x b x p x p a x zx x

f z x k x x x y x x x

y x x

z x x

k x x

a x x

b x x

= ∨ ∨ ∨ ∨

= ∨ ∨ ∨

= ∨ ∨ ∨ ∨ ∨

= ∨ ∨ ∨ ∨

=

=
=
=

=
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Combinational circuit was issued in accordance with end 
formula together with CED system by means of our elabo-
rated within present article Multisim Option. To being im-
plemented elements per several functions (y, z, k, a), step-
by-step permanent malfunctions were gradually inserted. It 
was completed via designated element disconnection and 
further exchange via the source of logical signals. Next stage 
was successive delivery per various input sets. Outcome 
values of exit ports were the matter of comparison being 
presented within digits of Table 1. In the event of registra-
tion values difference we had the error factor into data vec-
tor. In case of two-rail signal checker evidence, the error 
was classified as non-detectable one.  

Actually per eight malfunctions of schema we received 
45 errors including 16 – multiple-bit errors and the rest were 
single-bit errors. The entire faults were identified within 
CED system.  

It is worth noting that during such option of supervision, 
checker did show the signal of an error even per case of ab-
solute error absence with exit ports, but the fault was evi-
dent. It was the matter of fact, that, in case of malfunction 
existence, it was not defined within selected set, but was 
identified in the opposite one. As a consequence of the 
aforementioned, self-dual feature of the one of functions was 
disturbed and on the exit of checker the error signal was 
recorded.   

V. CONCLUSION  

Method of synthesis of CED system per two characteris-
tics (coded words attachment to designated code set with 
functions of self-dual quality of logic algebra) being dis-
cussed in our article, allows us to upgrade detection quality 
of diagnostic system compared to supervision based on sin-
gle characteristic.  

Completed research has shown that one of the cost effec-
tive options regarding the arrangement of CED systems per 
2 features, is considered comprised implementation of self-
dual complement with monitoring per code ‘r out of 2r’ 
(r/2r-code), where r – weight of coded vector. We believe, 
more feasible is application of 2/4-code for the required task 
fulfillment, which checker has simple structure for the com-
plete examination of testing variation. 

Resume of modeling performance reckoning the CED 
system in the event of single malfunction insertion within 
exit of inner logical element considered as a proof of moni-
toring performance effectiveness per two characteristics.  

Being described method of synthesis concerning the 
CED system, we believe, is the advanced one, with obtaina-
ble results is feasible to assume during the design procedure 
of combinational circuit concurrent checking based on ele-
ments of modern software. 
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Abstract— This article is devoted to one of the key automated 
design tasks, which is the problem of the VLSI components 
placement. The possibilities of bioinspired algorithms 
development and application for the purpose of the effective 
decision support in the CAD sphere are of a great interest today. 
With that, there is a constant conflict between the CAD complexity 
and requirements of the effective decision support in real time. 
Such methods as parallelizing of the decision support process, 
increasing the number of operators or users are not able to solve 
the tasks mentioned above completely. The paper considers the 
new technologies combining computer science, bionics and 
computer-aided design as the way to solve this problem. In this 
context, the development of the new principles and methods of 
effective decision support in design and management problems is 
of a great economic and social importance and is claimed to be 
relevant today. The paper describes the living nature algorithm 
based on the grey wolf pack behavior. The authors formulate the 
problem of the VLSI components placement on a set of positions 
of a discrete work field. The modified technology of the bioinspired 
algorithms development and the main steps of the grey wolf pack 
behavior in terms of the VLSI placement problem are presented 
in the paper. The computational experiments show the results of 
the developed approach. The main purpose of the research is to 
estimate the possibilities of integrated nature-inspired methods for 
the purpose of CAD problems solving based on the grey wolf pack 
behavior in wildlife. 

Keywords— swarm intelligence, genetic algorithm, objective 
function, neighborhood, wolf pack. 

I  INTRODUCTION 
Designing complex objects requires heavy spending time 

and human resources, thus, it is reasonable to use different tools 
for computer aided design. In this context, computer is 
represented as a design tool and as the object of design. Design 
automation depends on quality of computing equipment and its 
hardware components, i.e. very large scale integration (VLSI) 
and very high speed integrated circuits (VHSIC). Computer 
aided design requires the following types of support [1-6,8,11]: 

1. Mathematical support – transition from the object
description to its mathematical model and mathematical 
designing, i.e. methods and algorithms of solving such tasks. 

2. Software support – a set of program solutions
implementing operations and procedures necessary to obtain 
description of the designed object. 

3. Information support – structured data used for reference
and design material. 

4. Linguistic support – terminology, programming and
description languages. 

One of the most popular tasks related to computer aided 
design (CAD) is the VLSI floor planning. It involves placing 
blocks on the crystal’s field. The blocks are obtained after the 
partitioning stage, have an assigned area and no fixed 
dimensions. The task involves two simultaneous tasks: elements 
placements and fixing the dimensions of each block. The 
placement problem includes defining a place for each element 
and block on the crystal’s field. Following characteristics are 
considered: length of connections, allocation of blocks among 
the crystal, time delay, crystal’s area and dimensions. The main 
purpose of placement is to provide the best conditions for the 
further routing. Criteria and estimations are introduced and 
optimized in terms of the best placement conditions.      

II PROBLEM STATEMENT 
The VLSI placement problem can be formulated as follows. 

We are given a set of elements with contacts (outputs), 
elementary connections relating the elements contacts and a 
switchboard to place the elements. The task is to place the 
elements on the switchboard in terms of the quality criteria 
optimization. The main purpose is to minimize the common area 
of the crystal, create the routing conditions and minimize the 
common total length of connections (L(G) → min) [3,7,9,10]. In 
general terms, the placement task can be formulated as follows: 
the field of the installation space is divided into a set of positions 
which quantity is greater or equals to number of placed elements. 
Each element can take only one seat, and the distance between 
the seats is described by a symmetric distance matrix. A set of 
elements interconnected by a set of electric circuits is to be 
mapped into a set of P to provide the extremum of the placement 
quality objective function. The placement task is reduced to 
mapping the assigned graph into a grid in such way that the 
vertexes are placed in the grid points and the total length is 
minimal for possible ways of matching the graph vertexes with 
gird points. The original area is covered with a rectangular This research is supported by the Council for Grants (under RF 

President), the project # МК-1480.2018.9  
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coordinate system with s and t axes. Each cell of the area is 
placed with a circuit element.  

III GREY WOLF OPTIMIZATION ALGORITHM 
In recent times bioinspired methods are popular to use in 

solving the computer aided design (CAD) tasks of placement 
and designing. Bioinspired methods are based on using 
algorithms describing the natural evolutionary processes. 
Genetic algorithms are also referred to bioinspired methods. 
Such approach allows us to obtain optimal and quazioptimal 
solutions in polynomial time.  

The paper considers the grey wolf algorithm which was 
suggested in 2014. It is based on the mechanisms of grey wolf 
hierarchy and hunting process in natural life. There are four 
types of wolves: Alpha, Beta, Delta and Omega, which are used 
for modeling of the leadership hierarchy. The following stages 
of hunting are implemented in the optimization process: 
tracking, encircling and attacking the prey. Grey wolves belong 
to the Canidae family and are at the top of the vermin hierarchy, 
i.e. at the top of the food chain. Grey wolves mostly live in packs
consisting of 5-12 species. A very strict social dominance
hierarchy is of a great interest.

The leaders are represented by male and female species 
referred as Alpha. The Alpha makes decisions on hunting, 
sleeping place, time to wake up, etc. However, there is a 
democratic behavior, when the Alpha follows other wolves of 
the pack. At a gathering Alpha is recognized by the whole pack 
by holding their tails down. The Alpha wolves are allowed to 
mate in the pack only. The Alpha is not always the strongest wolf 
of the pack, but the best in terms of the pack management. Thus, 
the organization and discipline in the pack are more important 
than its strength.  

A Beta-wolf is the second in the hierarchy. Beta wolves are 
subordinate of Alpha and help them make decisions or in other 
activity of the pack. A Beta wolf can be a male or a female wolf 
and it is the best candidate to be the Alpha if one of the Alphas 
are old or dead. Beta wolf is to respect the Alpha and manage 
the wolves of lower levels. It is represented as the adviser to the 
Alpha and a discipliner for the pack. The Beta reinforces the 
Alpha’s commands and gives the feedback to the Alpha [12,15]. 

Omega-wolf is the lowest in the hierarchy, Omega-wolves 
always obey all dominating wolves. It can seem to be that this 
type of wolves is not necessary, but in the case of their absence 
there are the problems and fighting in the pack. The other wolves 
release their aggression and violence on the Omegas, which help 
save the hierarchy structure.  

The other type of wolves is called Delta. Delta-wolves obey 
the Alphas and Betas, but rank above the Omegas. This category 
includes: scouts, sentinels, elders, hunters and caretakers. The 
scouts are responsible for the boundaries watching and warning 
the pack if the danger comes. The sentinels protect the pack. The 
elders are the experiences wolves (Alphas and Betas in the past). 
Hunters help Alpha and Beta in hunting. 

To build a mathematical model of the social hierarchy of 
wolves in terms of designing, let us consider the Alpha (α) as the 
fittest solution. Thus, the second and the third best solutions are 

called Beta (β) and Delta (δ) respectively. All other solutions are 
considered as Omega (ω). In terms of the Grey Wolf 
Optimization (GWO) algorithm, α, β and δ are responsible for 
hunting (optimization).  

Originally, the Grey Wolf Optimization (GWO) algorithm is 
targeted at solving the vector tasks, thus, its main principles 
should be adapted for solving the placement task. The initial 
population is to be represented as chromosomes, and 
encoded/decoded in accordance with the following rule: the 
number of genes in the chromosomes are seats, and the value of 
genes are numbers of elements placed at the seats.  

As it was mentioned above, grey wolves encircle the prey 
while hunting. To model the behavior of the encircling wolves, 
let us introduce the following equations [3,13]:  

  𝐷𝐷 = �𝐶𝐶 × �⃗�𝑋𝑝𝑝(𝑡𝑡) − �⃗�𝑋(𝑡𝑡)�;
       �⃗�𝑋(𝑡𝑡 + 1) = �⃗�𝑋𝑝𝑝(𝑡𝑡) − 𝐴𝐴 × 𝐷𝐷��⃗ ,         

where t denotes the current iteration, 𝐴𝐴  and 𝐶𝐶 are coefficient 
vectors, �⃗�𝑋𝑝𝑝 – is the position of the ‘prey’ vector, and �⃗�𝑋 shows 
the position of the ‘grey wolf’ vector. 

Vectors 𝐴𝐴  and 𝐶𝐶 are calculated as follows: 
      𝐴𝐴 = 2�⃗�𝑎 × 𝑟𝑟1���⃗ − �⃗�𝑎;  

  𝐶𝐶 = 2 × 𝑟𝑟2���⃗ ,         
where �⃗�𝑎 is reduced from 2 to 0 linearly during the iterations, 
and 𝑟𝑟1, 𝑟𝑟2 are random vectors in [0,1]. In terms of the stated 
task, parameter a is represented as the one-point mutation 
among all the species, and is reduced uniformly during all 
iterations. Random vectors 𝑟𝑟1, 𝑟𝑟2 allow the wolves to get to any 
position between two concrete points. In terms of the n-
dimensional space, grey wolves move around the best solution 
in a hypercube (Fig.1). 

Fig. 1. Updating the position of wolves 

Considering the equations (3) and (4) mentioned above, 
being in the position (X, Y), grey wolf can update its position in 
accordance with the prey’s position (X*, Y*). Different 
positions around the best agent can be obtained in relation to the 
current position by adjusting the values of vectors 𝐴𝐴  и 𝐶𝐶. For 
instance, (Х*-Х, Y*) can be obtained by setting 𝐴𝐴 = (1,0)  and 
𝐶𝐶 = (1,1). 

Grey wolf can recognize the prey’s position and encircle it. 
Hunting is usually implemented by the Alpha. Sometimes Beta 
and Delta can participate in hunting, too. However, in terms of 
the abstract space, we do not have information about position of 
the prey (optimum). To model the hunting behavior of grey 
wolves, let us assume that the Alpha (candidate for the best 
solution), Beta and Delta see the potential position of the prey 
more clearly. Thus, we save the first three best solutions had 
been obtained till the moment and make all other searching 

2019 IEEE EWDTS 145



agents (including the Omegas) update their positions in 
accordance to positions of the best searching agents [13, 15-19]. 

Grey wolves finish the hunting and attack the prey when it 
stops moving. To model the attack, let us reduce the value of �⃗�𝑎. 
It should be noted that the fluctuation range of 𝐴𝐴 is also reduced 
at �⃗�𝑎. In other words, 𝐴𝐴 is a random value in the interval [-2а,2а], 
where a is reduced from 2 to 0 during iterations. When random 
values of 𝐴𝐴 are in the interval [-1,1], the next position of a 
searching agent can be anywhere between its current position 
and the prey’s position. 

In general, grey wolf find solutions in accordance with the 
Alpha, Beta and Delta wolves positions. They separate in search 
of the prey and gather to attack it. To represent the separation 
mathematically, we use random values of 𝐴𝐴  greater than 1 and 
less than -1 and make the searching agent separate with the prey. 
This is made by scouts and allows the GWO to implement the 
global search. |А|>1 makes grey wolves to separate with prey 
expecting to find the prey’s trace. One more component of the 
GWO that helps scouting is 𝐶𝐶 containing random values in the 
interval [0, 2]. It provides the prey with random weight 
coefficients for the purpose of stochastic enhancement (C>1) or 
weakening (C<1) of the prey’s impact on the distance 
determination [4,7,19]. 

The search process starts with generation of random 
populations if grey wolves (alternatives of solutions) in the 
GWO. During iterations, Alpha, Beta and Delta wolves estimate 
the possible position of the prey. Each candidate updates its 
distance to the prey. Parameter a is reduce from 2 to 0 to 
emphasize the scouting and the attck respectively.  Candidates 
separate from the prey when |А|>1 and gathering in the direction 
of the prey when |А|<1. The algorithm stops after the end-point 
criterion is obtained. 

The GWO algorithm includes the following steps: 
1) To generate the initial population of chromosomes Xi (i

= 1, 2, ..., n). 
2) To initialize the parameter a. At this stage we determine

the quantity of mutations providing the effective scouting and 
attack. 

3) To calculate the fitness function of each searching agent.
4) Xα, Xβ, Xδ – are the most promising agents at the

moment. Assuming that Xα, Xβ, Xδ find and encircle the prey 
in the most effective way. For this purpose, we range all the 
chromosomes in accordance with the fitness function 
ascending. Xα, Xβ, Xδ are the first three chromosomes. 

5) To set the quantity of iterations in terms of the input data.
When this parameter is obtained, we fix the value of Xα. 

6) To update the positions of the wolves Xt+1 around the
prey in relation to Xα, Xβ, Xδ. For this purpose, we implement 
the ordering crossover in accordance with the following rule: 
Xα * Xβ→ X*;   X* * Xδ→X t+1.   Thus, ,  Xt+1 has the properties 
of Xα, Xβ, Xδ. 

7) To update the parameter a, which is reduced during the
iterations narrowing the search area. In other words, the 
parameter a simulates the attack.  

8) To calculate the fitness function of each searching agent
in terms of each iteration for the purpose of the further fixation 
of the best solution.  

9) To update Xα, Xβ и Xδ as the most promising solutions.
10) If the ‘number of iterations’ criterion is obtained, we fix

Xα as the best solution. 

IV EXPERIMENTS 
Experimental research was carried out with the different 

graphs. One of the main problems in terms of bioinspired 
algorithms is finding the optimal parameters which provide the 
most effective solutions [20].  

To determine time complexity of the GWO algorithm, we 
carried out a set of experiments and obtained the following 
results shown in the Fig.2.  

The connection between the GWO algorithm time 
complexity and quantity of elements shown on the diagram 
affirms the assumed time complexity of the developed GWO 
algorithm (Fig.2). The GWO algorithm time complexity is of 
quadratic character and can be represented as О(α*n2).  

Fig. 2. Dependence of the algorithms time complexity on the quantity of the 
elements 

To estimate the effectiveness of the developed algorithm we 
carried out the experiments of the solution quality on 
benchmarks. Let us consider the effectiveness of the algorithm 
as the quality of solutions obtained with the use of the 
algorithm. The Fig.3 shows the diagram of the solution quality 
comparison 

 

Fig. 3. Diagram of the solution quality comparison 

As we can see on the experimental results, the developed 
GWO algorithm is the most effective one. It is 12% more 
effective than the genetic algorithm and 8% more effective than 
the Ant Colony Optimization (ACO) algorithm.  

V CONCLUSION 
The paper considers the Grey Wolf Optimization (GWO) 

algorithm. In general, the algorithm is quite effective, but, being 
a population algorithm, it is not a universal method for solving 
all the optimization problems.  
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There are four types of grey wolves: Alpha, Beta, Delta and 
Omega which are used for modeling of the leadership hierarchy. 
There are also three main stages of hunting: tracking, encircling 
and attacking the prey. Which are implemented in the 
optimization process. Grey wolves belong to the Canidae family 
and are at the top of the vermin hierarchy, i.e. at the top of the 
food chain. Grey wolves mostly live in packs consisting of 5-12 
species.  

The elders are the experiences wolves (Alphas and Betas in 
the past). Hunters help Alpha and Beta in hunting. Originally, 
the algorithm is targeted at solving the vector tasks, thus, the 
authors adapted its main principles for solving the placement 
task. The initial population is represented as chromosomes, and 
encoded/decoded in accordance with the following rule: the 
number of genes in the chromosomes are seats, and the value of 
genes are numbers of elements placed at the seats.  

The paper describes the mathematical representation of the 
encircling wolves’ behavior. To model the hunting behavior, we 
assume that the Alpha (candidate for the best solution), beta and 
Delta see the potential position of the prey more clearly. Thus, 
we save the first three best solutions had been obtained till the 
moment, and make all other searching agents (including the 
Omegas) update their positions in accordance to positions of the 
best searching agent.  

Based on the suggested algorithm, the authors developed a 
software using С++. The main idea of the experimental research 
is finding a set of the stated task parameters which provide 
finding quazioptimal solutions in polynomial time. The 
experiments are carried out on different graphs. Time 
complexity of the developed GWO algorithm is of quadratic 
character and can be represented as О(α*n2). To estimate the 
effectiveness of the developed algorithm we carried out the 
experiments on benchmarks of the Ant Colony Optimization 
(ACO) algorithm and genetic algorithm. The developed GWO 
algorithm is 12% more effective than the genetic algorithm and 
8% more effective than the ACO algorithm. 
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Abstract— The article deals with the construction  

of intelligent flow meters, in which primary detector, sensors, 

analog-to-digital converters, and microprocessors for solving the 

problem of distribution of functions between the elements  

of measurement, conversion and calculation systems are 

integrated. The flow meter contains a jet generator, which  

is an acoustic multivibrator. Jet generator converts the flow rate 

into acoustic vibrations, which are converted into  

a polyharmonic electrical by piezoelectric transducer.  

An adaptive line enhancer contains an electronically controlled 

filter on the varicap and allocates an informative first harmonic 

and functionally processes it in accordance with the analytical 

expression of the flow rate from the frequency.  

The microprocessor processes all information from the adaptive 

line enhancer and measurement channels from the inert gas 

concentration sensors, which are impedance biological sensors, 

and from the integral temperature sensor. The measurement 

results are displayed on the flow meter display and transmitted 

via digital communication channels to the dispatcher console. 

Keywords— gas flow, jet generator, frequency, concentration, 

temperature, microcontroller 

I. INTRODUCTION  

The creation of intelligent gas flow sensors (IS) in which 
analog-to-digital converters and microprocessors [1, 2], which 
solve the problem of distribution of functions between the 
elements of control systems are integrated, makes it possible to 
process information in the sensor according to a certain 
algorithm. In addition, there is a possibility of entering 
corrections from the respective sensors for temperature 
compensation, the concentration [3-6] of nitrogen, hydrogen 
sulfide, etc. also, the linearization characteristics to accept 
commands and transmit the measured values in digital form.  

The result is a real metrological characteristics of IS are 
substantially higher characteristics of the sensors of the 

traditional performance. All this contributes to the 
development and implementation of advanced methods of gas 
flow measurement, which require significant computational 
processing, implemented in the sensor microprocessor.  

Based on these methods, sensors allow: 

• to eliminate moving elements, which increases the 
reliability of its operation and simplifies 
maintenance; 

• to simplify the requirements for the design of the 
object of measurement, which extends the use of 
sensors in different places of objects and reduces 
the cost of their installation; 

• to use new methods and principles of 
measurement that require quite complex 
computational processing of sensor output signals, 
but having a number of advantages in accuracy, 
stability of readings, ease of installation and 
maintenance of the sensor during its operation; 

• to amendments on temperature, humidity, 
concentrations of related gases, etc., using the 
computing device IS; 

• to process the information and give the current 
values of the measured value in the specified 
units. 

II. STATEMENT OF THE RESEARCH PROBLEM 

The objective of the study is to develop a method for 

continuous measurement of gas flow in the pipeline with 

automatic correction of temperature, humidity, nitrogen 

concentration, hydrogen sulfide, etc. from built-in 

nanosensors.  

The study has been carried out at the expense of the grant from the 

Russian Science Foundation (Project  No. 16-19-00122-P). 
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Implementation of the method (Fig. 1) is connected with 

the solution of several tasks: development of the primary and 

secondary converters, the functional converter and an 

information processing unit. 

 

Fig. 1. Block diagram of gas flow measurement 

The device consists of a primary converter BK (jet 

multivibrator), installed in the gas stream, the flow rate Q 

which is measured, it is excited acoustic oscillations with a 

frequency fA, converted by a secondary piezoelectric 

transducer BP in the corresponding electrical oscillations, 

representing a series of Fourier frequencies nf, which in turn 

come to the functional frequency-to-number converter ADC. 

The functional converter [7, 8] is an adaptive selector that 

allocates the first harmonic of the polyharmonic signal, 

simultaneously functionally converting the frequency into a 

code corresponding to the measured temperature. The 

microcontroller (MC), which receives information about the 

temperature and concentration of the accompanying gases 

through the appropriate measuring channels, calculates the 

true gas flow rate, for example methane. 

III. SELECTION THE TYPE OF THE JET GENERATOR 

The use of a jet generator (JG) – an acoustic multivibrator 

as a primary converter has a number of advantages, such as 

the output frequency signal, the lack of moving parts, the 

relative simplicity of the design, insensitivity to pneumatic 

shocks. 

By type of feedback (FB), causing self-oscillating mode 

[9], JG are: with the internal FB (Fig. 2, a); with external FB 

(Fig. 2, b); with two resonance chambers (Fig. 2, c), and with 

four resonance chambers (Fig. 2, d). 

On the example of JG with external FB (Fig. 2, b), 

consider the process of self-oscillations. The stream flowing 

from the supply nozzle 1 initially (due to the natural 

asymmetry of the design) deviates to one of the side walls of 

the working chamber 2, while increasing the inlet pressure, for 

example, in the channel FB 3. The interaction of the main 

flow flowing from the supply nozzle 1 with the control flow 

flowing from the FB 3 channel leads to the displacement of 

the main flow from this wall and its adjunction to the opposite 

wall, and so on. Thus, in the FB 3, 4 channels and in the 

output channels 5, 6, pressure oscillations are created with a 

frequency determined by the time delays in the development 

of processes in the working chamber 2 and the FB 3 and 4 

channels. 

 

Fig. 2. Schemes of jet generators 

Experimental studies of various JG have shown [10] that 

the frequency of oscillations in them, under other constant 

conditions, is proportional to the velocity of propagation of 

disturbances in the gas filling the working cavity and the FB 

channels, that is: 

,
kRT

f


=            (1) 

where:  T – the absolute braking temperature of the gas at the 

inlet to the JG;  

R – gas constant (for air R= 287.14 j/(kg °K)); 

k – adiabatic index (for air k = 1.4); 

λ – the wavelength of the acoustic oscillations JG, 

equal to the total length of the feedback channels 3 and 4 

sensor in Fig. 2, b. 

The principle of creating an acoustic multivibrator of 

oscillations with a frequency proportional to the gas flow rate 

is used in jet flow meters: 

,h

Q
f S

V
=            (2) 

where  Sh – Strouhal number; 

Q – measured flow rate; 

V – the volume of the resonant chamber and FB 

channels. 

In accordance with [11], the frequency of flow 

oscillations is proportional to the flow rate through the JG 

nozzle: 

μ 2 / ρQ S p=  ,           (3) 

where  μ – the flow coefficient;  

S – the cross-sectional area of the nozzle;  

Δp – differential pressure;  

ρ – density of the measured medium. 

To form a steady-state flow, characterized by a stable 

regime with an acoustic Reynolds number Rea in the linear 

range, straight sections of a certain length are required, 

excluding the presence of local flow disturbances: 
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where  c0 – the speed of sound in a medium; 

A – the amplitude of vibrational velocity; 

b – the dissipation parameter, i.e. the transition of the 

energy of ordered processes into the energy of disordered 

processes, ultimately – heat. 

IV. THE CHOICE OF MATERIAL AND THE OSCILLATING 

SYSTEM OF THE PIEZOELECTRIC TRANSFORMER 

The piezoelectric transformer (PET) has a number of 

requirements for sensitivity, bandwidth and finding the eigen 

resonance frequency outside the operating range. The latter 

condition is necessary to prevent amplification of the second 

and third harmonics suppressing the informative signal. 

The software product ANSYS [12], which has wide 

possibilities of virtual design and analysis of complex 

structures, is effective in the development of the PET. Modal 

analysis allows to analyze the design. Harmonic analysis 

allows not only to clarify the values of resonant frequencies, 

but also to determine the operating frequency ranges and 

sensitivity.  

To match the wave resistances of the gas medium and 

piezoceramics, a thin-walled semi-passive bimorph with a 

resonance frequency of about 40 kHz was selected from the 

zirconate titanate, which has a temperature range of up to 

200 °C, the required capacitance of 0.1 nF, and an 

Electromechanical coupling coefficient of 0.4, which will 

achieve the required frequency band at a sensitivity of about 

50 μV/Pa.  

V. SELECTION OF ADAPTIVE SELECTOR 

The polyharmonic signal after the PET, the nonlinear 

dependence of the output frequency of JG on the physical 

parameters do not allow the use of standard frequency 

schemes in gas flow measurement systems. In this regard, it is 

recommended to use as an adaptive frequency selector 

nominal values [4], with the introduction (Fig. 3) additional 

measuring channels for temperature, etc. The adaptive selector 

operates as follows. The input polyharmonic fx signal is fed to 

an electronically controlled phase shifter (ECPS), tunable by a 

sawtooth-voltage generator (SG), and connected to the first 

phase comparator (PC) input via an amplifier. The second 

input of the PC receives a signal directly from the output of 

the PET. ECPS carries out frequency tuning to equal phases 

with the frequency of the first harmonic f1, coming directly to 

the second input of the comparator, under the control of the 

SG, launched by a single vibrator (SV). PC in case of equality 

of the phases through the key records the voltage sweeps SG 

and produces a signal to close the circuit matches "AND", 

stopping the pulse counter. The meter data is fed to the 

microcontroller (MC) for functional information processing in 

accordance with the analytical ratio of flow rate to frequency. 

 

Fig. 3. Adaptive selector 

The use of phase-locked frequency (PLF) for ECPS, 

consisting of RC-links, where the role of tunable capacitances 

perform varicaps, increases accuracy, since there is no 

methodological error at the time of frequency measurement 

[13], and speed because varicaps, virtually non-inertial 

elements to the submillimeter range, and analog signal 

processing without intermediate transformations, greatly 

simplifies the scheme, which increases the reliability of the 

system. Recommendations for the calculation of ECPS are set 

out in [14]. 

VI. AUTOMATIC CORRECTION OF THE CONCENTRATION  

OF INERT GASES 

The use of [14-20] biological sensors (BS) in devices 

implementing the method of electrochemical impedance 

spectroscopy (EIS) allows detecting and measuring the 

concentration of various gases. The data obtained from the 

EIS devices are processed in the MC. The EIS device together 

with the MC form a single specialized electrochemical 

impedance spectroscopy (SEIS) system, which has a large 

number of built-in databases for various types of gases, for 

example, H2, CO2, NO, H2S and can be implemented as a 

system on a chip with internal integration of functional blocks. 

In [21-26], the general structure and circuitry of the main 

functional units of the SETS based on the amplitude-phase 

method, which allows to improve the basic metrological 

parameters and simplify the analog interface, are investigated.  

The scheme of BS parameters measurement in the high-

frequency EIS device using peak and phase detectors is shown 

in Fig. 4. 

The voltage at the output of the phase detector is 

proportional to the phase difference between the signal from 

the amplifier output and the polling signal. 
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aÛ

0
ˆ

mU

-

+

cmV
 

Fig. 4. Functional scheme of BS parameters measurement based on peak  
and phase detectors 

 

Therefore, the required argument of the complex 

impedance of the DB can be found as: 

arg φ PHD

PHD

s

U
Z

K
= − = − ,           (5) 

where  UPHD – the output voltage of the phase detector;  

KPHD – some given coefficient of proportionality 

between the input phase difference and the output voltage. 

The peak detector determines the amplitude of the 

amplifier signal Ua, which in turn characterizes the amplitude 

of the BS current Is. Using this, we can express the desired 

module of the complex impedance of the BS: 

0 0

IV PKD

m m

s

U AU
Zs

I R U
= = ,           (6) 

where  A – the gain; 

Is – module the output of the integrated current BS; 

RIV – constant resistance for converting current-to-

voltage; 

Um0  –  the voltage amplitude of the polling signal. 

The output values 
PHD

U  and 
PKD

U  change slowly due to 

the low rate of chemical processes inside the BS. This allows 

the use of relatively low-frequency ADC and digital blocks to 

calculate the phase and impedance module. 
 

VII. AUTOMATIC CORRECTION OF THE GAS TEMPERATURE 

New integrated temperature sensors allow to change the 

approach to the design of information systems due to the high 

characteristics [27], ease of use in microprocessor 

measurement devices and automation, including gas flow 

meters. Example of new advanced sensors it can serve as 

LMT970 Texas Instruments. It has a temperature range of -

55 °C to +150 °C and an accuracy of ± 0.05 °C. Its analog 

output voltage is usually digitized by the ADC of the 

accompanying microcontroller. 

CONCLUSION 

1. Common ultrasonic flowmeters of "Teplopribor" 

OOO (Ryazan), "DIMET" ZAO (Tyumen), "Irvis" OOO 

(Kazan), Controtron and GE Panametric (USA), 

SICK/Maihak GmbH (Germany) and others contain from 

two to eight piezoelectric emitters to improve the accuracy of 

flow measurement, which complicates the information 

processing scheme, increases power consumption and 

reduces reliability. 

2. Information on the concentration of inert gases is 

obtained periodically from a separate expensive 

chromatograph. 

3. The proposed flow meter on the acoustic 

multivibrator has much smaller dimensions, does not contain 

piezoelectric emitters, and due to the built-in integrated 

sensors of inert gas concentration allows to continuously 

subtract their volume from the total flow rate. 

REFERENCES 

[1] Ngo Ch., van de Voorde M. Nanotechnology in a Nutshell. Atlantis 
Press, 2014, 502 p. ISBN-13: 978-94-6239-011-9. 

 [2] Shkola dlya elektrika. Available at: 

http://electricalschool.info/automation/1829-intellektualnye-datchiki-i-
ikh.html (accessed 7 March 2018).   

[3] MIFI: MDP sensors D-1. Available at: 

https://sensor.mephi.ru/sensors.htm (accessed 7 March 2018). 

[4] Yan, M., Nan, X., Liru, H., Jinghua, T., Weimin, C. Development on 

Intelligent Small-Flow Target Flow Meter. Computer Science-

Technology and Applications, International Forum on, ChongQing, 
China, 2009, pp. 315-317. doi: 10.1109/IFCSTA.2009.317 

[5] High-Precision Flow Measurement for an Ultrasonic Transit Time 

Flowmeter. 2010 International Conference on Intelligent System Design 
and Engineering Applications, Changsha, Hunan China, 2010, pp. 823-

826. doi: 10.1109/ISDEA.2010.138 

[6] Stanley, M., Gervais-Ducouret, S., Adams, J. Intelligent sensor hub 
benefits for wireless sensor networks. 2012 IEEE Sensors Applications 

Symposium Proceedings, Brescia, Italy, 2012, pp. 1-6. doi: 

10.1109/SAS.2012.6166299 
[7] Sukhinets Zh.A., Gulin A.I. Functional nominal frequency values of 

sinusoidal signals for frequency detectors. Pribory i sistemy. 

Upravleniye. Kontrol. Diagnostika [Devices and systems. Management, 
Control, Diagnostics]. Moskow, 2012, no. 9 – p. 33-37. 

[8] Sukhinets Zh.A., Gulin A.I. Sposob izmereniya nominalnoy chastoty 

sinusoidalnykh signalov i ustroystvo dlya ego realizatsii [The way to 
measure nominal frequency of sinusoidal signals and device for its 

implementation] Patent RF, no. 2503019, 2013. 

 [9] Zalmanson L. A. Teoriya elementov pnevmoniki [Theory of elements of 
pneumonics]. Moskow, Nauka Publ., 1969, 508 p. 

[10] Zolotarevsky S. A. On the applicability of various flow measurement 

methods for commercial gas metering. Energoanaliz i 
energoeffektivnost’, 2006, no. 2(15). 

[11] Ivanushkin I. Yu. On the applicability of the jet method in the 

measurement of gas flow. Sbornik statey «Kommercheskiy uchet 
prirodnogo gaza. Novoye gazoizmeritelnoye oborudovaniye i sistemy» 

[Collection of articles "Commercial accounting of natural gas. New gas 

measuring equipment and systems"], 2011. 
[12] Mitko V.N.. Kramarov Yu.A.. Panich A.A. Matematicheskoye 

modelirovaniye fizicheskikh protsessov v pyezoelektricheskom 
priborostroyenii: Monografiya [Mathematical modeling of physical 

processes in piezoelectric instrument engineering: Monograph]. Rostov-

on-the-Don, YuFU Publ., 2009, 240 p. 
[13] Sukhinets  Zh. A., Gulin A. I. Modeling of converters and devices with 

distributed RC-parameters with the required accuracy in the specified 

frequency range. 2nd international conference on industrial design, 

application and manufacture (ICIEAM), 2016, p. 1-6, doi: 10,1109 / 

ICIEAM. 2016. 7911677. 

[14] Li L-D, Zhao H-T, Chen Z-B, Mu X-J, Guo L. Aptamer biosensor for 
label-free impedance spectroscopy detection of thrombin based on gold 

nanoparticles. Sensors and Actuators: B Chemical 2011, pp. 189-194.  

[15] Kim B K, Li J, Im J-E, Ahn K-S, Park T S, Cho S I, Kim YR, Lee W-Y. 
Impedometric estrogen biosensor based on estrogen receptor alpha-

immobilized gold electrode. Journal of Electroanalytical Chemistry 

2012; 671, pp. 106- 111. 
[16] Lin J., Wang R., Jiao P. et al. An impedance immunosensor based on 

low-cost microelectrodes and specific monoclonal antibodies for rapid 

2019 IEEE EWDTS 151

http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Zh.%20A.%20Sukhinets.QT.&newsearch=true


detection of avian influenza virus H5N1 in chicken swabs. Biosens 
Bioelectron, 67, 2015, May 19, pp. 546-52. 

[17] Ensafi A.A., Amini M., Rezaei B., Talebi M. A novel diagnostic 

biosensor for distinguishing immunoglobulin mutated and unmutated 
types of chronic lymphocytic leukemia. Biosensors and Bioelectronics 

2016, 77, pp. 409-415. 

[18] Pichetsurnthorn P, Vattipalli K, Prasad S. Nanoporousimpedimetric 
biosensor for detection of trace atrazine from water samples. Biosensors 

and Bioelectronics 2012; 32, pp. 155-162.  

[19] Manickam A., Chevalier A., McDermortt M., Ellington A.D., and 
Hassibi A. A CMOS electrochemical impedance spectroscopy biosensor 

array for label-free biomolecular detection. Proc. IEEE Int. Solid-State 

Circuits Conf., 2010, pp. 130–131. 
[20] Prada J., Vega-Castillo P., Krautschneider W. Design of a Wide Tuning-

Range CMOS 130-nm Quadrature VCO for Cell Impedance 

Spectroscopy. 6th IEEE Germany Student Conference Proceedings, 
Hamburg, 2015, p. 7-12.  

[21] Jafari H., Soleymani L., and Genov R. 16-Channel CMOS Impedance 

Spectroscopy DNA Analyzer With Dual-Slope Multiplying ADCs. 
IEEE Transactions on Biomedical Circuits and Systems, 2012, Vol. 6, 

No. 5, p. 468-478. 

[22] Yang A., Jadhav S.R., Worden R.M., and Mason A.J. Compact low-
power impedance-to-digital converter for sensor array microsystems. 

IEEE J. Solid-State Circuits, 2009, Vol. 44, No. 10, p. 2844-2855.  

[23] Helmy A.A. and Entesari K. A 1 – to – 8 GHz miniaturized dielectric 
spectroscopy system for chemical sensing, IEEE MTT-S int. Microw. 

Symp., Jun. 2012, p. 493-495. 

[24] Samoilov L.K., E.A. Zhebrun Е.А., Titov Е.А. Analog Interface 
Microcircuitry for Electrochemical Impedance Spectroscopy Systems, 

VII All-Russia Science&Technology Conference MES-2016. «Problems 

of Advanced Micro- and Nanoelectronic Systems Development», 2017, 
Part III, Moscow, IPPM RAS, pр. 17-22.  

[25] Samoilov L.K., E.A. Zhebrun E.A., Prokopenko N.N., Budyakov P.S. 

Research of peak detector limiting characteristics for analog interface in 
impedance spectroscopy systems. 2017 IEEE International Conference 

on Electronics, Circuits and Systems, ICECS 2017, Batumi, Georgia, 

December 5-8, 2017, pp. 423-426. 
[26] Gazovyye datchiki i sensory. Available at:  

http://www.gassensor.ru/ru/events (accessed 15 March 2018). 

[27] OOO NPP «ELEMER». Available at:   
https://elemerufa.ru/production/datchiki-temperaturyi/preobrazovateli-

temperaturyi-i-vlazhnosti/ (accessed 19 March 2018). 

 

 

152 2019 IEEE EWDTS



978-1-7281-1003-5/19/$31.00 ©2019 IEEE 

Technique to Simulate Oscillator Circuits with the 
Degradation Models 

 

Mark M. Gourary  
CAD department  

IPPM RAS 
Moscow, Russian 

Federation  
gourary@yandex.ru 

 

Sergey G. Rusakov  
CAD department  

IPPM RAS  
Moscow, Russian 

Federation 
rusakov@ippm.ru  

 

Sergey L. Ulyanov  
CAD department  

IPPM RAS  
Moscow, Russian 

Federation 
ulyas@ippm.ru  

 

Michael M. Zharov  
CAD department  

IPPM RAS  
Moscow, Russian 

Federation 
zarov@ippm.ru  

 
Abstract—The approach to predict the effect of negative 

electro-temperature instability (NBTI-effect) in analog VLSI 
using circuit simulators is proposed. This approach is directed to 
simulate circuit behavior taking into account the growth of 
threshold voltage under the long-term effect of negative voltage 
on the gate of p-MOSFET transistors. A new computational 
procedure based on the harmonic balance method is developed. 
In this procedure NBTI models are included as nonlinear 
elements into the model of the analyzed circuit to perform 
numerical analysis of the NBTI-effect. In contrast to the known 
methods, the new approach does not require preliminary 
estimation of the NBTI model parameters averaged over the 
signal period. It also provides reducing the computational costs 
due to selecting the integration method and the integration step. 
The approach provides oscillator circuit simulation with the 
NBTI effect. The approach is applicable to multi-frequency 
circuits.  

Keywords—analog integrated circuits, circuit simulation, NBTI 
effect 

I. INTRODUCTION 

The effect of instability – so-called NBTI-effect (Negative 
Bias Temperature Instability) is one of the main factors 
affecting the reliability of the operation of nanometer CMOS 
integrated circuits (IC). This effect manifests itself at high 
temperatures and prolonged exposure of the negative voltage to 
the gate of the p-MOS transistor. NBTI-effect causes an 
increase in the threshold voltage, which affects the 
characteristics of the circuit and can lead to violations of the 
circuit during long-term operation. 

The degradation of the threshold voltage of the p-channel 
transistor is important effect in submicron MOSFETs. Scaling 
problems of MOS transistors in modern submicron IC design 
are closely connected with increasing the internal electric 
fields. So the thickness of the gate oxide of IC MOS devices 
has decreased from tens of nanometers to below 2 nanometers 
for 0.13 and 0.09 μm technologies [1] that led to the growth of 
the internal electric fields. In this case the negative bias 
temperature instability (NBTI) of p-MOSFET has been 
identified as a critical limiting factor that ultimately determines 
the lifetime of the devices. Therefore VLSI developers should 
predict this effect in the early stages of design to ensure the 
correct functioning of the circuit within a given time period. 

To successfully predict the results of undesirable aging 
processes and estimate the time intervals of degradation, it is 
necessary to use the device models that provide sufficient 
accuracy of the NBTI-effect description, as well as to develop 
specialized numerical procedures for circuit simulators. 

This article discusses the algorithmic aspects of the 
development of NBTI-effect impact assessment in circuit 
simulators. 

The most part of the papers on this topic is focused on the 
estimation of NBTI-effect in digital VLSI (for example, [2-5]). 
Such computational methods do not apply directly to analog 
circuits. The limitations are due to the fact that in digital VLSI 
the static levels are selected as stress voltages on the gates. In 
analog circuits the stress voltages change over time. 

Currently, various models of devices based on the 
description of physical processes in the oxide causing the 
NBTI-effect are used [4, 5]. These processes determine the 
concentration of traps in silicon oxide and on the boundary of 
silicon-silicon oxide. The time dependence of the concentration 
is represented as a power function of time with a coefficient 
depending on the electric field strength in the oxide and 
temperature [6]. Another so-called diffusion model is presented 
in [7]. Both models lead to similar characteristics of threshold 
voltage degradation. 

The time dependences of the threshold voltages obtained on 
the basis of such models correspond to the constant gate 
voltages of p-MOS devices. However in most cases the gate 
voltages are not constant and have time-varying character.  

The following types of variation are possible: 

1) fast (high-frequency) variations defined by the device 
operational mode, 

2) slow variations defined by DC shift due to the NBTI 
effect. 

Fast variations are usually simulated by introducing an 
equivalent DC voltage depending on the average gate voltage 
during the waveform period [8]. One of the aims of this paper 
is to develop an approach to evaluate the corresponding 
dependence. 

Slow variations can be simply evaluated for externally 
excited blocks with gate waveform independent on the gate 
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properties. For oscillator circuits the specified time aging 
interval is divided into subintervals with constant gate 
properties [9-11]. In this case the choice of the step size is 
performed using heuristic procedure. 

This paper is directed to avoid heuristic procedure and 
provide the full automation of analysis using standard circuit 
simulators. 

II. MAIN MODELS FOR NBTI ANALYSIS 

The typical time dependence of threshold voltage shift for 
gate oxide thickness 1.3 nm is given in Fig. 1 [1]. In this figure 
the dependence of threshold voltage deviation is given in log-
log plot. The time dependence exhibits a power law. The 
deviation of current–voltage characteristic IDS-VDS due to the 
threshold voltage growth [8] is illustrated in Fig. 2.  

The following power dependence is usually applied for 
numerical evaluation of the threshold voltage (Vth) growth 
under the constant gate-source voltage [12]: 

 n
sth AtV =Δ , (1) 

where thVΔ  is the deviation of the threshold voltage during 
the aging time ts, n is an exponent closing to theoretical value 
n=1/6, factor A is defined as 

 )/exp()exp()exp(0 oxdd
a

ox dVC
kT

E
ECA αα ==  . (2) 

Here oxgsox dVE =  is the field strength in the oxide with 

the thickness dox, factors C and α depend on the parameters of 

technology, )exp(0 kT

E
CС a= , Ea is the activation energy, T  

is the temperature. 

In digital IC the gate voltage can accept two voltage levels 
– the supply voltage (Vdd) or 0 (“ground”), which do not 
depend on the device threshold voltage. Thus there are no slow 
variations of the gate voltage in such circuits. Switching of 
voltage levels is taken into account by relative part (γ) of the 
aging time, when the gate is under high voltage. In this case 
expression (1) is transformed to [12, 13]: 

 n
sth tAV )(γ=Δ . (3) 

It is assumed that (3) does not depend on the switching 
frequency. 

The similar approach cannot be applied to analog circuits 
where gate voltage is not defined by pulsed waveform. Slow 
variations can be taken into account by the following 
modification of (1) presented in [8] 

 ( )( )
n

t

th

s n

dAV 



=Δ 0

1

ττ . (4) 

Here ( )τA  is obtained taking into account slow variations 

of the average gate voltage ( )τgsV  which is defined in [8] as 

follows 

 ( ) ( )( ) )/exp( oxgsgs dVCVAA αβττ == , (5) 

where 

 ( ) ( ) ( )( )
dttV

T
V

T

gsgs  +=
τ

τ
τ

τ
0

1
, (6) 

( )τT  is the waveform period after aging time τ , β is an 
empirical parameter [8-11]. One can easily see that (4)-(6) 
coincide with (1) for time-independent ( )tA . 

The integration in (4), (6) can be easily performed for 
blocks with the external excitation when the gate waveform 

( )tVgs +τ  is known. For the autonomous circuits variations of 

thV  require more complicated technique. The technique for 
solving (4)-(6) presented in [9] is based on using the multistep 
algorithm. At each step the steady-state simulation is 
performed and factor A is determined from (5)-(6). Then the 
increment of the gate threshold voltage is obtained from (4). 

 
Fig. 1.  The time dependence of threshold voltage shift [1]. 

The following shortcomings of such technique can be 
pointed out: 

- empirical definition of β in (5) complicates the 
automation of the analysis process, 

- the heuristic step size determination in [9] is not based 
on the rigorous mathematical approach associated with the 
desired accuracy of the computation, 

- the technique is directed only to the periodic mode 
and can not be applied to the almost periodic multiple-
frequency mode. 
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Fig. 2. Illustration of the drain characteristic deviation due to NBTI stressing. 
[6]. 

III. A NEW APPROACH TO NBTI SIMULATION 

Here we consider a new technique which eliminates above 
mentioned limitations. The technique is based on the 
representation of the integral dependence (4) in the form of the 
differential equation 

 ( )( ) n

A
d

ds 1

τ
τ

= , n
th sV =Δ , (7) 

which obtained by the time differentiation of (4). 

Assuming the frequency independence of (7) one can 
conclude that (7) is true at the oscillation period. Taking into 
account that the threshold voltage is practically constant value 
for one period, its average on the period can substitute for 
variable s in (7). Then we obtain 

 
( ) ( )( ) dtndVtV

T

C

d

sd T

oxthgs

n

=
0

1

)/,exp( τα
τ
τ

, (8) 

 ( ) ( ) ( )ττ n
thth sVV += 0 . (9) 

Here ( )thgs VtV ,  defines the waveform of the gate voltage in 

the circuit with the threshold voltage thV . Unlike (5) the 
application of (8), (9) does not require the value of empirical 
factor β. It can be easily shown that the application of (8), (9) 
to digital circuits with pulsed gate waveforms leads to (3). 

If the circuit contains several p-MOS transistors then (8), 
(9) are applied to each transistor that leads to ODE system. The 
system can be solved by any numerical integration method 
(Euler, trapezoidal, Runge-Kutta, etc.). In the context of 
representation by ODE (8) the standard step size control 
algorithms can be applied to provide required accuracy. 

The calculation of right hand side (RHS) of ODE (8) 
requires the numerical evaluation of the integral at Tt <≤0  
while circuit simulation. This evaluation can be avoided taking 
into account that RHS of (8) represents the average of the 
expression 

 ( ) ( ) )/,exp(
1

oxthgs
n dVtVCtU α=  (10) 

for interval T. The average can be obtained as a DC 
component of the output signal of the nonlinear device with 
transfer function defined by (10). This value can be evaluated 
by the harmonic balance (HB) method [14] as a zero harmonic 
of the nonlinear device output. 

Since the HB method allows determining constant 
components of nodal variables in case of multitone excitation 
the proposed approach can be easily extended to the simulation 
of multitone steady-state modes of electronic circuits. 

IV. NUMERICAL EXAMPLE 

Below we consider the application of the proposed 
technique to the CMOS oscillator circuit presented in Fig. 3. 
To provide the analysis the nonlinear device (ND) with transfer 
function (10) is attached to the circuit. The circuit has two p-
MOSFETs. Due to the circuit symmetry their threshold 
voltages vary equally. Hence NBTI analysis of the circuit 
requires only one ODE (8, 9). 

The ODE solving is performed by forward Euler method. 
At every step the circuit is simulated by the HB method. 
Numerical results are presented in Fig. 4, 5. Fig. 4 shows the 
computed time dependences of threshold voltages of p-MOS 
transistors under NBTI-effect. The resulting decrease of the 
first harmonic magnitude of the gate voltage can be seen in 
Fig. 5. 

 

 
Fig. 3. CMOS oscillator circuit for the analysis of NBTI-effect. 
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Fig. 4. The computed characteristic of aging of the threshold voltage of p-
MOS transistors under NBTI-effect. 

 
Fig. 5. The computed time dependence of the first harmonic of the gate 
voltage in p-MOS transistors under NBTI-effect. 

V. CONCLUSION 

A new approach for the NBTI analysis of oscillators is 
proposed. The approach produces the following advantages in 
comparison with known methods: 

- the representation of the threshold voltage degradation 
mechanism in the form of ODE system provides the utilization 
of standard stepsize control algorithm under numerical 
integration, 

- the evaluation of the RHS of ODE system by the 
simulation of the oscillator circuit supplemented by the 
developed nonlinear block allows to eliminate empirical 
average coefficients, 

- the application of the Harmonic Balance method for 
the oscillator simulation provides the ability to analyze 
multitone modes. 
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Abstract—Paper contains results of researches in polynomi-
al codes field at error detecting in data vectors. The authors 
established previously unknown polynomial codes properties, 
which consideration is expedient when organizing systems with 
fault detection. A separable binary codes qualitative classifica-
tion is given, it is shown that special code classes can be distin-
guished that are focused on the certain types errors detection 
arising in the data vectors (unidirectional, symmetric or 
asymmetric). Examples of codes included in each special codes 
class, as well as methods for their use in the automation and 
computing systems construction,  are given. The generator 
polynomial types that allow detecting all symmetric and asym-
metric errors in the polynomial code data vectors are estab-
lished. Some  experimental studies result with a combinational 
circuits benchmarks LGSynth'89 set, confirming the results of 
theoretical studies are given. 

Keywords—self-checking structures; fault detection systems; 
binary errors detection; polynomial codes, unidirectional errors, 
symmetrical errors, asymmetric errors; separate type errors detec-
tion. 

I. INTRODUCTION 

The rapid development of intelligent technologies hap-
pens against the background of constantly becoming com-
plicated and improved technical components. Today, they 
have such miniature dimensions that even developers of 
transistors could not reflect on its last century [1 – 3]. The 
various stages of technology evolution bring in some diffi-
culties in ensuring the reliable and safe operation on the fi-
nal systems. The main role for the effective operation of 
modern systems is played by methods and means of tech-
nical diagnosing and status monitoring of blocks and nodes 
as well as ensuring failsafe work of components [4, 5]. 

The most important means of ensuring high reliability 
and efficiency of using modern technology is noise-resistant 
coding of information at all levels of its implementation. 
The principles of noise-proof coding are used when entering 
hardware redundancy into the architecture of managing sys-
tems when choosing backup methods for components and, 
they are applied at protection and processing of control data 
[6 – 8]. When building a highly reliable device, the selected 
encoding method determines its characteristics. In some 

tasks, error correction properties (for example, when trans-
mitting data over distances) are important, and in some, er-
ror detection properties (for example, in hardware imple-
mentations of devices to prevent the accumulation of faults). 

This paper is devoted to presenting the results of studies 
on detection errors in data vectors by polynomial codes [9]. 
Presents classes of polynomial codes with detection errors of 
certain types in the data vectors, which is fundamental when 
choosing a coding method at the design stage of a highly 
reliable device. 

II. CODES WITH DETECTION ERRORS                                               

OF VARIOUS TYPES 

Often, the properties of detecting errors of various types 
are used in the implementation of technical diagnostic tools 
and the construction of systems with controllable architec-
tures [10, 11]. Classical constant-weight codes and Berger's 
codes that have the property of detection of any unidirec-
tional manifestations of distortions are widely used [12]. 
Unidirectional is such errors in code words (or separately 
data vectors), which occur in the presence of distortions of 
only zero or only one bit. All other errors are non-
unidirectional. In the set of non-unidirectional errors, sym-
metric and asymmetric errors are distinguished. Symmetric 
errors occur with the same number of distortions of 0 and 1 
digits, and asymmetric errors occur with a different number 
of such distortions. In [13], it was shown that with an in-
crease in the magnitude of the error rate, the proportion of 
unidirectional errors in their total number gradually decreas-
es, and asymmetric errors increase. The proportion of sym-
metric errors with increasing multiplicity d decreases, but 
not as rapidly as unidirectional errors. These features can be 
considered in the development of reliable systems with fault 
detection. 

The selection of symmetric errors from a set of non-
unidirectional errors is since all such errors will not be de-
tected by classical Berger codes and some of them by con-
stant-weight codes. The remaining types of errors will be 
detected by these codes. In [14], it was shown that for any 
symmetric errors to be detected, any redundant code must 
have high redundancy, which is not commensurate with the 
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redundancy of the same Berger codes. Detection of unidirec-
tional errors requires much smaller redundancy (their share 
in total number much less). For example, Berger codes have 

( ) 1log2 += mk  check bits (here, m – is the number of data 

bits). Constant-weight codes and Berger codes form a class 
of so-called UAED(m,k)-codes (unidirectional and asymmet-
rical error-detection codes). They can be used without spe-
cial restrictions, for example, when constructing external 
check circuits for logic devices with such structures, at the 
outputs of which only unidirectional and asymmetric mani-
festations of faults are possible. Algorithms for transforming 
automation circuits into circuits of this type are known: both 
separately with permissible monotonic distortions          [15 
– 18], and with permissible and unidirectional and asymmet-
ric distortions at the outputs [19, 20]. 

When reducing redundancy, for example, with respect to 
the classical Berger codes, the detection properties of any 
unidirectional and asymmetric errors are lost. The codes 
obtained in this way no longer belong to the class 
UAED(m,k)-codes. However, for many methods of con-
structing codes, the limiting multiplicities of undetectable 
unidirectional (dυ) and asymmetric errors (dα) can be distin-
guished. We denote this class of codes as dυ,dα-UAED(m,k)-
codes, where dυ and dα are those minimum values of multi-
plicities for which undetectable unidirectional and asymmet-
ric errors occur. Examples of dυ,dα-UAED(m,k)-codes are 
the classic and modified Bose-Lin codes [21, 22]. For such 
codes, the values of dυ and dα are fixed, and the codes them-
selves are M,(M+2)-UAED(m,k)-codes, where M – is the 
value of the module for calculating deductions when gener-
ating code words. 

However, for some special cases, it is possible to build 
codes that detect any symmetric errors, so-called SED(m, k)-
codes (or dσ-SED(m,k)-codes, where dσ is the minimum mul-
tiplicity of undetectable symmetric errors) [14]. The applica-
tion of such codes can be like the UAED application (m,k)-
codes, but with check of devices on other property – the 
symmetry of distortions. 

Taking into account the peculiarities of application codes 
when building systems with detection of faults, one can dis-
tinguish classes of codes with detection of any unidirectional 
and with detection of any asymmetric errors – UED(m,k) 
and AED(m,k)-codes (including dυ-UED(m,k) and                 
dα-AED(m,k)-codes). The classification of codes by the 
properties of detecting various errors is shown in Fig. 1.  

 

Fig. 1. Classification codes. 

III. POLYNOMIAL CODES WITH SYMMETRIC AND ASYMMETRIC 

ERRORS DETECTION  

Polynomial codes are widely used in the construction 
of automation devices and computing equipment: both in 
data processing and in the choice of control and diagnostic 
architecture [23 – 27]. In many applications of these codes, 

they use the property of detecting errors in data bits. In          
[28, 29], the general characteristics of error detection in data 
vectors by polynomial codes were investigated. Further 
studies have shown that this class of codes with certain en-
coders polynomials makes it possible to identify any sym-
metric and asymmetric errors. Thus, among the polynomial 
codes multitude, such classes as SED(m,k) and AED(m,k)-
codes can be distinguished. 

Polynomial codes are constructed as follows: 

1. The length of the data vector m is determined. 

2. Choose a generating polynomial ( )fG  with a degree 
mnk −= . 

3. Each data vector is written in the form of a polynomial 

( )fM  and multiplied by kf . 

4. The resulting polynomial ( )fMf k  is divided into the 

generating polynomial ( )fG . 

5. The polynomial ( )fR  corresponding to the remainder 
of dividing the polynomial ( )fMf k  by the encoder polyno-

mial ( )fG  is represented as a binary number and is written 
into the check vector. 

Most often, the values of residuals are obtained using di-
viders implemented on shift registers, however, check func-
tions corresponding to the binary form of the values of re-
siduals from division can be obtained directly without using 
memory circuits. The check functions of polynomial codes 
areare a system of k addition functions modulo two of some 
part of data bits. The type of polynomial encoder determines 
the composition of data bits in each check function. The 
choice of the generative polynomial for a given value of the 
length of the data vector allows you to build codes with dif-
ferent characteristics of error detection, including obtaining 
special classes of codes. 

In the study of the characteristics of polynomial codes, 
special types of generating polynomials have been estab-
lished, which make it possible to obtain SED(m,k) and 
AED(m,k)-codes. In the course of the analysis, all data vec-
tors were distributed between the check vectors in order to 
establish the types and error multiplicities of the data vectors 
for which the check vectors do not change [30]. By such an 
analysis, special types of polynomials were established, giv-
ing codes with certain properties. 

Statement 1. Polynomial codes constructed using gen-
erative polynomials of the form: 

,...... 011 xxxxx jkkk ++++++ −−
        (1) 

where ,1−=mk  { },;...2;1=j kj < , 

with an odd number of terms and under the condition 
k=m–1, they detect any symmetric errors. 

We give an example of a polynomial code satisfying the 
condition of statement 1. Take as a generator a polynomial

023 xxx ++ . In Tabl. 1 shows the distribution of all data vec-
tors between the check vectors for a given code. 

The analysis of the columns of Tabl. 1 confirms that any 
symmetric distortions in the data vectors in the code under 
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consideration are detected since there are no data vectors 
with the same weight in the same group. 

TABLE I.  THE POLYNOMIAL CODE WITH THE GENERATOR 

POLYNOMIAL 023 xxx ++  

Check vectors 

000 001 010 011 100 101 110 111 

Data vectors 

0000 0111 0011 0100 0110 0001 0101 0010 
1101 1010 1110 1001 1011 1100 1000 1111 

 
Studies also show that for each specific polynomial code, 

which is the SED(m,k)-code, there are errors in the class of 
undetectable errors with only one specific multiplicity. For 
example, for the example in question, these are triple errors, 
which may be unidirectional or asymmetric. 

Statement 2. Polynomial codes constructed using gener-
ative polynomials of the form: 

  ,0xxk +                                         (2) 

where ,1−= mk   

any asymmetric errors are detected. 

Tabl. 2 shows an example of a polynomial code satisfy-
ing condition 2. 

TABLE II.  POLYNOMIAL CODE WITH THE GENERATOR  
POLYNOMIAL 03 xx +  

Check vectors 

000 001 010 011 100 101 110 111 

Data vectors 

0000 0001 0010 0011 0100 0101 0110 0111 
1001 1000 1011 1010 1101 1100 1111 1110 

 
It should be noted that polynomial AED(m,k)-codes have 

the property of detecting any errors in data vectors, except 
for twofold ones. This property is traced for all polynomial 
codes with generating polynomials of the form (2). 

In [28, 29] it is shown that polynomial codes, which 
form polynomials that do not contain a free member, do not 
detect a large number of errors, some of them are not noise-
resistant codes (one-time distortions are not detected), some 
check vectors are not used, etc. Therefore, only polynomial 
codes, the polynomials of which have a free member, are 
promising for solving problems in the organization of relia-
ble automation systems and computing equipment. Tabl. 
three lists all the polynomial codes that can be applied in the 
problems under consideration, also those codes for which 
the conditions of statements 1 and 2 are fulfilled. 

VI. EMPIRICAL DATA 

Experiments were conducted to detect errors at the out-
puts of benchmarks from the LGSynth'89 set to confirm the 
properties of polynomial codes [31]. Circuits in this set are 
defined in various ways, including in the form of sheets de-
scribing topology (net-lists). This allows you to analyze their 
work when making various kinds of faults in the internal 
structure. Faults manifest themselves as logical error signals 
and propagate along paths leading to the outputs of bench-
marks, distorting the values on them. In an experiment, the 

model of constant faults at the exits of logic gates of an in-
ner pattern of the combinational scheme was selected. As 
test circuits schemes with a small number of outputs (m = 3, 
4, 5) were selected and simulated all single constant faults in 
their structures areare made. Then, the total number of de-
tected and undetectable errors in the testing of benchmarks 
by a certain polynomial code is recorded. 

TABLE III.  GENERATOR POLYNOMIALS THAT FORM SOME 
“SPECIAL” POLYNOMIAL CODES 

Polynomial 
The number 

of check 
bits 

Special code class 

 02 xx +  2 AED(3,2)-code 

 012 xxx ++  2 SED(3,2)-code 

03 xx +   3 AED(4,3)-code 
013 xxx ++  3 SED(4,3)-code 

023 xxx ++   3 SED(4,3)-code 

 0123 xxxx +++  3 – 

 04 xx +  4 AED(5,4)-code 
014 xxx ++  4 SED(5,4)-code 

 024 xxx ++  4 SED(5,4)-code 
0124 xxxx +++   4 – 

 034 xxx ++  4 SED(5,4)-code 

 0134 xxxx +++  4 – 

 0234 xxxx +++  4 – 

 01234 xxxxx ++++  4 SED(5,4)-code 

 05 xx +  5 AED(6,5)-code 
015 xxx ++  5 SED(6,5)-code 

 025 xxx ++  5 SED(6,5)-code 

 0125 xxxx +++  5 –  

 035 xxx ++  5 SED(6,5)-code 

 0135 xxxx +++  5 – 

 0235 xxxx +++  5 – 

 01235 xxxxx ++++  5 SED(6,5)-code 

 045 xxx ++  5 SED(6,5)-code 

 0145 xxxx +++  5 – 
0245 xxxx +++  5 – 

01245 xxxxx ++++  5 SED(6,5)-code 
0345 xxxx +++  5 – 

01345 xxxxx ++++   5 SED(6,5)-code 
02345 xxxxx ++++  5 SED(6,5)-code 

012345 xxxxxx +++++   5 – 

 
Tabl. 4 shows the results of experiments with selected 

benchmarks. 

The experimental results confirm the correctness of the 
properties of polynomial codes established in the paper. In 
this case, it is possible to turn on several important features 
of the application of polynomial codes at the testing of com-
binational benchmarks.  First, despite the fact that the poly-
nomial SED(m,k)-codes do not belong to the class and 
AED(m,k)-codes, they detect a significant proportion of 
asymmetric errors at the outputs of benchmarks, and for 
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some circuits – all asymmetrical errors. A similar pattern is 
inherent for polynomial AED(m,k)-codes with respect to 
symmetric errors. Secondly, even though polynomial codes 
in the undetectable class have unidirectional errors, they 
detect a significant proportion of unidirectional errors at the 
outputs of benchmarks, and for some variants all unidirec-
tional errors. Thirdly, for several benchmarks, the use of 
polynomial codes turns out to be justified when any types of 
errors are detected, and the results are comparable to the use 
of the duplication method in monitoring. However, this re-
sult is explained by the high redundancy of polynomial 
codes and the presence of k=m–1 check bit in them. Accord-
ing to this indicator, polynomial codes can be compared 
with codes weighted by degrees of the number of two transi-
tions between bits that occupy adjacent positions in the data 
vectors used in organizing concurrent checking systems for 
combinational circuits [32]. 

V. CONCLUSION 

Among a variety of polynomial codes, the codes formed 
by special polynomials, allowing to find in data vectors of 
codes separately any symmetrical and any asymmetric errors 
can be selected. Such codes form the classes SED(m,k) 
and AED(m,k)-codes which can be applied at the  automa-
tion systems design with fault detection. Failure monitoring 
of a device is carried out based on whether the belonging of 
errors to the classes of symmetrical or asymmetric errors.       

In that case, subjects to diagnosing or should have the struc-
tures allowing only symmetric (or only asymmetric) errors, 
or the corresponding groups of outputs should be highlight-
ed on the set of their outputs. The method of organization of 
check systems in this case is similar to the method of search-
ing for unidirectionally independent groups using 
UED(m,k)-codes. 
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Abstract—The audio-frequency track circuits are the main 
sensor for monitoring the position of railway transport on the 
Russian railways. Failures of railway track circuits constitute 
about 30% of the failures of all railway automation and re-
mote-control equipment. The paper analyzes the features of the 
technical condition continuous monitoring for the audio-
frequency track circuits by means of the Hardware-software 
complex of dispatch control. An algorithm for processing diag-
nostic information is proposed for organizing of track circuits 
monitoring in an automatic mode considering the states of the 
main track circuit units, such as a frequency generator, track 
receiver and track relay. As well as measured analogue values 
at test points. In this paper, the main features of various diag-
nostic situations were established, including the failure and 
pre-failure condition based on the expert response. This al-
lowed the creation of an intelligent decision support subsystem 
for the situational centres technical staff. We used the methods 
of the theory of discrete devices, information and coding theo-
ry, as well as technical diagnostics. 

Keywords—railway automation and remote control, health 
monitoring, audio-frequency track circuit, pre-failure condition, 
analysis automation 

I. INTRODUCTION 

The train traffic control organization on railways use a 
complex of automation and remote-control devices [1–4]. 
Automation devices perform critical technological opera-
tions to train control algorithms implementation. They are 
built in compliance with all safety requirements [5]. Howev-
er, failures are not excluded during the operation of automa-
tion devices. The probability of failure is higher for devices 
located near the railroad tracks. The unreliability of railway 
automation device trackside objects is caused by their loca-
tion and interaction with rolling stock [6–8]. As a result, 
over 80% of the railway automation device failures account 
for trackside equipment. 

To increase the reliability and ensure the fault tolerance 
of trackside automation devices, which include switch 
points, railway track circuit equipment, automatic level 
crossing equipment, etc., they carry out their periodic 
maintenance. Modern means of automatic diagnosis and 
monitoring of the technical condition are used [9]. Such sys-
tems have been actively developed since the end of the 20th 
century and are integrated into train control systems. These 

systems are mainly present measuring controller and meas-
uring sensors [10–17]. According to the measuring equip-
ment, it is possible to estimate the state of the trackside 
equipment.  

On the ex-USSR countries territory, the continuous mon-
itoring systems of automation equipment are widespread. 
This is a separate class of devices [9]. They represent the 
means of external technical diagnostics. Their measuring 
controllers are connected to the inspection point of railway 
automation circuits. They collect diagnostic data in real time 
with a predetermined period and send it to information hubs, 
where it is processed and issued to technical personnel of 
situational monitoring centres. The use of continuous moni-
toring systems allows technicians to quickly respond to the 
occurrence of abnormal situations in the event of a pre-
failure condition, which helps to prevent failures. Thus, such 
important property of control systems as fault tolerance is 
supported. 

The authors of the paper pay attention to the problem and 
features of monitoring of the tone frequency track circuits. 

II. OBTAINING DATA ON THE STATE OF RAIL CIRCUITS 

The audio-frequency track circuits are widespread on the 
railways of the Russian Federation and are used on various 
lines, including speed and high-speed traffic. These devices 
operate in conditions of external destructive factors in the 
open air and are also subject to electromagnetic effects and 
interference from rolling stock [6, 9]. 

The audio-frequency track circuits operate at carrier fre-
quencies of 420, 480, 580, 720, 780 Hz modulated by fre-
quencies of 8 or 12 Hz. Almost all the equipment is located 
at the signalling box or in a transportable module. The ex-
ceptions are the track transformers, balancer and resistors, 
through which the signal box equipment is connected to the 
rails. They are in travel boxes. The signal box equipment 
includes track generators (TG), track filters (TF), track re-
ceivers (Trec) and track relays (TR). The track generator 
connects to the feed-end through the track filter. The genera-
tor is powered by alternating current with a frequency of 50 
Hz and a voltage of 35 V. It produces the required frequency 
in the range of 420 – 780 Hz, which is required for opera-
tion. On the receiver (relay) ends are track receiver and track 
relay. In the absence of rolling stock, the track receiver 
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tuned to the appropriate frequency is in the state. The track 
relay is energized and transmits information about the va-
cancy of the monitored track section. When the track circuits 
are shunting by a wheel pair, damage to the rail line, the 
track receiver and the track relay are turned off. The condi-
tion of the track circuit in this case in the train control sys-
tem is interpreted as occupied. The track receiver is powered 
by a current of 50 Hz and a voltage of 17.5 V. 

In order to organize the monitoring of the track circuit 
technical condition, the main operating parameters of the 
equipment are monitored using specialized diagnostic con-
trollers. These are measuring controllers of the audio-
frequency track circuits of various modifications [9]. In Fig. 
1 shows an example of a rail track controller. In Fig. 2 is a 
diagram of connecting the controller to the monitoring ob-
ject. 

The measurement controller is connected in parallel to 
the track relay, the push receiver, the track generator and the 
track filter. 

 
Fig. 1. Measuring controller for the audio-frequency track circuits. 

In order to prevent the dangerous influence of the meas-
uring controller on the circuit of the audio-frequency track 
circuit, the connection is made through the block of protec-
tive resistors R1-R2, R3-R4, ..., R9-R10. Each resistor has a 
resistance of 6.81 kΩ and makes it possible to eliminate any 

interfering influence of the diagnostic equipment on the rail 
circuit itself. 

The controller has eight channels of obtaining analogue 
information and allows you to measure voltage with a poll-
ing period of 8–12 second. If the controller MK-8 is used, 
then its modification is used to connect to different points of 
the track circuit. The MK-8 controller is connected in paral-
lel to the track receiver and measures the AC voltage in the 
range of 0–2 V. MK-8-01 connects to the track generator 
and measures the voltage in the range of 0–12 volts.  
MK-8-02 measures the data from the track relay. 

The controllers are universal and can be connected to 
any of the nodes indicated above. Among the advantages are 
an increased measurement speed (2–5 second), high-noise 
immunity and advanced self-diagnostics functions of the 
devices. 

III. DIAGNOSTIC INFORMATION INTRODUCTION 

Diagnostic devices measure the voltage at the control 
points of the audio-frequency track circuits. Conduct prima-
ry data processing and transmit them to the diagnostic in-
formation concentrator located on the signalling box. From 
the hub, the data is sent to the service personnel automated 
workplace, via the data transfer channel to the central hub, 
to the situational centres and to the management 
 of JSC «Russian Railways». 

In the continuous monitoring system "Hardware-
software complex dispatch control" diagnostic information 
is presented in graphical form. For each track circuit in the 
automated workplace operator interface, graphs of voltage 
changes at the control points of the track circuit are derived. 
Diagram can be displayed both in a separate form for each 
monitoring point (Fig. 3) and in a combined one (Fig. 4). 

Carrying out the analysis of graphic data, the monitoring 
technologist makes a conclusion about the technical condi-
tion of the track circuit and issues informational messages to 
the service personnel. 

 
Fig. 2. Scheme of connecting the measuring controller. 
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For example, data analysis in Fig. 3 and Fig. 4 indicates 
that during normal operation of the generator (the upper 
graph of Fig. 3), voltage tracing is observed at the track re-
ceivers of the ends A and B of the track circuit (the second 
and third graphs of Fig. 3 above). This leads to the occasion-
al disengagement the track relays of the two ends (the two 
lower graphs of Fig. 3). This diagnostic situation corre-
sponds to the pre-failure state of the track receiver. 

A similar analysis is carried out manually, and the hu-
man factor influences the monitoring process itself. Tech-
nologist or maintenance personnel is able to skip the devel-
opment of a malfunction, which, ultimately, will lead to the 
failure of automation equipment. 

In the course of research of many graphs of technologi-
cal situations related to the operation of audio-frequency 

track circuits, features were found inherent in various types 
of failure or pre-failure situations. Below gives some exam-
ples of the most common occurrences of audio-frequency 
track circuits failures and pre-failures. 

Figures 6-20 show voltage diagrams at measuring points 
for a typical technological situation (failure or pre-failure). 
For these figures, a description and a brief analysis is pro-
vided, which will help monitoring staff to more easily ana-
lyze changes in the values obtained from measuring control-
lers of audio-frequency track circuits. With further im-
provement of the monitoring technology, the logic of a tech-
nologist work for analyzing diagnostic information should 
form the basis of data processing by software methods.

 

 

 

 

 
Fig. 3. The measured voltage values in a separate form. 
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Fig. 4. The measured voltage values in a combined form. 

 
Fig. 5. Track generator pre-failure. 

 
Fig. 6. Track receiver pre-failure. 

 
Fig. 7. Track filter pre-failure. 
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Fig. 8. Probable pre-failure of audio-frequency track circuits trackside equipment. 

 
Fig. 9. Track generator failure. 

 
Fig. 10. Track receiver failure. 

 
Fig. 11. Track filter failure. 
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Fig. 12. Failure of audio-frequency track circuits trackside equipment. 

 
Rail breakage 

 
(An adjacent track circuits powered by the same track generator) 

Fig. 13. Rail breakage.  

 
Fig. 14. The intermittent fault of audio-frequency track circuits trackside equipment. 
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In the pre-failure state of the track generator on Fig. 5, a 
slow voltage drop will be observed at its output. It will also 
observe a voltage drop at the input of the track receiver. It is 
also possible to pulsate voltage parameters between the up-
per and lower limits. 

When analyzing disturbances in the track receiver (Fig. 
6), the following distinctive features are observed in the 
voltage diagram: 

1. The voltage at the output of the track generator re-
mains unchanged. 

2. The voltage at the input of the track receiver ripple 
within the lower and upper limits. 

3. The voltage at the output of the track generator is al-
most unchanged. 

If a branched track circuit is being analyzed, then if one 
of the branch receivers fails, other receivers may experience 
a slight increase in voltage.be observed on other receivers.  

In the pre-failure state of the track filter on Fig. 7, the 
voltage at the output of the track generator increases by 5 – 
10%. In this case, the voltage at the receiver input may de-
crease to the minimum value. 

Possible pre-failure conditions in trackside equipment 
(Fig.8): 

- increase in transient resistance in cable and butt con-
nectors; 

- the growth of transient resistance in the track boxes and 
cable terminal coupling; 

- short circuit in track circuits. 

With these pre-requisitions, the voltage at the input of 
the track receiver decreases with a ripple within the normal 
range. 

To localize the fault, you can use the measured values of 
the voltages on the track receiver of all the branches of the 
track circuit. 

When a track generator fails (Fig. 9), a sharp voltage 
drop occurs at its output. At the entrance and exit of the 
track receiver, the voltage drops below normal. 

When a track receiver fails, as on Fig. 10. The sharp de-
crease in voltage at its output is observed, while the voltage 
diagram at the input of the track receiver and the output of 
the track generator remain almost unchanged. For these fea-
tures, it can be concluded that the voltage from the output of 
the track receiver does not flow to the track relay, and the 
voltage is present at the input of the track receiver and is 
normal. 

If the track filter fails (Fig. 11), a slight increase in volt-
age will be observed at the output of the track generator, and 
the voltage at the input and output of the track receiver will 
drop below the normal. 

Possible state failures in trackside equipment (Fig. 12): 

- increase in transient resistance and breaks in cable and 
butt connectors; 

- the growth of transient resistance and breaks in the 
track boxes and cable terminal; 

- short circuit in rail circuits. 

Failure may cause a voltage drop at the input and output 
of the receiver to a level below the norm. The voltage on the 
track generator is almost unchanged. 

To localize the fault, you can use the measured values of 
the voltages on the track receiver of all the branches of the 
track circuit. 

After analyzing the voltage diagram of the track circuit 
on Fig. 13, in which a rail breakage was detected, the fol-
lowing distinguishing features were identified: 

1. At the output of the track generator at which the frac-
ture occurred, the voltage does not change. 

2. At the entrance of the track receiver, where the frac-
ture occurred, the voltage drops below the minimum value 
and a weak ripple is observed (the closer the break to the 
feed end of the track circuit, the higher the amplitude and 
frequency of ripple). 

3. At the output of the track receiver, the voltage does 
not drop to zero. 

If the track circuit has an adjacent one that is powered by 
the same generator, then the following manifestations are 
observed on it: 

1. At the output of the track generator, a small voltage 
increases of 5 – 10%. 

2. At the input of the track receiver, a voltage rises of 5 – 
10% occurs. 

Possible intermittent failures in trackside equipment 
(Fig. 14): 

- short circuit of the insulating joint; 

- transient resistances and breaks in cable and butt con-
nectors; 

- transient resistances and breaks in track boxes; 

- short circuit in the track circuit. 

With an intermittent failure in the possible voltage drop 
at the receiver input to a level below the norm and its ripple 
from the maximum value and below the minimum. In this 
case, the voltage at the receiver output tends to zero. 

To localize the fault, you can use the data: 

1. Voltage track receiver on all branches. 

2. In the event of a short circuit of an insulating joint, pa-
rameters of adjacent track circuits can be used. 

The main condition for the operation of the algorithm is 
almost constant voltage value at the output of the track gen-
erator Utg≈const since the voltage at the track receiver de-
pends on the voltage change on the track generator. Suppose 
that this condition is fulfilled, and the voltage of the track 
generator corresponds to the norm set for this track circuit 
(logical operator <1>). At the same time, it is also necessary 
to control the vacancy of adjacent track circuits for the lack 
of occupancy by their mobile units. 

The algorithm must operate continuously in time, which 
means that feedback is required to create a data processing 
cycle. 

The choice of the Umax will depend on the type of curve 
of the schedule, the distance of the device from the location 
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of the staff, the climate zone and the work schedule of the 
staff. 

IV. AUTOMATING DIAGNOSTIC ANALYSIS ALGORITHM 

Many diagnostic situations for each component of the 
track circuit were described by the authors in the diagnostic 
model and adapted to the software of "Hardware-software 
complex dispatch control". In Fig. 15 shows an algorithm 
for analyzing the pre-failure states of a track receiver, com-
piled using an appropriate diagnostic model. 

 
Fig. 15. Algorithm for fixing the pre-failure state. 

V. CONCLUSION 
Continuous monitoring of automation device parameters 

is extremely important. Monitoring systems for automation 
equipment complement the known means of maintaining the 
resiliency of the entire railway infrastructure and rolling 
stock [18–22] and allow for the safe and non-stop passage of 
trains along railways. The organization of continuous moni-
toring of the audio-frequency track circuits and the automa-
tion of diagnostic information processing is an important 
step towards improving the reliability of operation and the 
possibility of preventing malfunctions at the stage of devel-
opment of their pre-failure conditions. Conducted research 
and developed catalogues of pre-failure and abandoned 
states allow in practice to simplify the analysis of technolog-
ical situations arising in the operation of equipment. In addi-
tion, based on the establishment of typical forms of dia-
grams with subsequent machine analysis, it is possible to 
automate the processes of identifying failures and pre-
failures. 

Using the presented approach in the monitoring systems, 
it is possible to achieve a high level of response to the de-
velopment of faults in the existing train control systems. 
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Abstract — The synchronization subsystem is investigated 
for the quantum key distribution (QKD), where photon pulses 
are used as sync signals. The analyzed two-stage 
synchronization algorithm is based on the fact that the pulse-
repetition period and the duration of the optical sync signals 
are known. Analytical expressions are obtained that establish 
the functional relationship between the energy parameters and 
probability characteristics of the single-photon synchronization 
subsystem, and the parameters of an optical fiber, a 
transmitting optical module, and a single-photon avalanche 
photodiode (SPAD). The requirements for the choice of the 
steps number in the search stage and the allowable tests 
number that guarantee the maximum length of the 
communication line are formulated. It is shown that for 
actually used single-photon avalanche photodiodes, the length 
of the fiber-optic line is limited due to the frequency of 
generation of dark current pulses (DCP) by a value of 51 km 
with a synchronization error probability of 0.05. 

Keywords — quantum key distribution, auto-compensation 
system, synchronization, two-stage single-photon algorithm, fiber-
optic line, communication length. 

I. INTRODUCTION  

The use of BB84 protocol in systems of quantum key 
distribution (QKD) satisfies the requirements of absolute 
secrecy when encrypting messages and distributing the secret 
key among legitimate users [1 − 3]. Thanks to the axioms of 
quantum physics, it ensures that hidden interception or 
copying of a message sent through a quantum channel is 
impossible. Unauthorized users can not get any information 
without changing the quantum state of the information 
carrier, which in turn will indicate the presence of an intruder 
in the communication line. Thus, after the next session, 
legitimate users can verify the presence of the intruder in the 
quantum communication channel. 

However during tests of QKD systems (id 3110 Clavis 2 
and QPN 5505) are established [4, 5], that at synchronization 
an average of photons in a pulse is hundreds and more. 
Multiphoton synchronization potentially facilitates for the 
intruder to organize hindrances or access to the information 
[6 − 8]. This procedure is based on the technical imperfection 
of the optoelectronic components of the QKD system and can 
be attributed to the Trojan horse attack [9]. The intruder 
becomes an integral component of the communication line 
between stations. 

To implement this attack on the QKD system and 
unauthorized access into the quantum channel, the intruder 
must receive information about the exact time of 
photodetectors gating of the receiving-transmitting station 
[10, 11]. This is achieved by the intruder removing part of the 
optical power from the quantum channel during the 
preliminary synchronization of stations. At the 
synchronization stage, the control algorithms for signals 

transmitted between the coding and transceiver stations do 
not function. Therefore, the removal of optical power from 
the quantum communication channel does not disrupt the 
operation of the QKD system and does not detect the 
presence of an intruder. This procedure can be implemented 
by using fiber-optic directional couplers or special 
«clothespins». 

However, to increase protection against unauthorized 
access, it is possible to use for synchronization the photon 
pulses [12]. Here the photon pulse represents the optical pulse 
of the transmitter, attenuated to the level of registration on 
average less than one photon. Note that attenuation of the 
optical pulse to the photon level is provided when the 
synchronization signal propagates from the coding station to 
the receiving-transmitting station and is implemented by 
means of a controlled optical attenuator. 

In [13 − 15] the analysis of one-photon synchronization 
algorithm of stations is carried out, in which the time frame 
equal to the pulse-repetition period , is shared on  time 
windows with duration  so, that period = . 

In the algorithm description, it is emphasized that an ideal 
single-photon module is an optical detector, which is capable 
of registering any photon. In addition, it is assumed that the 
photodetector does not need time to recover from the 
registration of a photon or a dark current pulse (DCP). 

The characteristics of single-photon avalanche 
photodiodes (SPAD) used in QKD systems are different from 
an ideal single-photon photodetector. First, only one (first) 
photon is registered here during the SPAD analysis. 
Secondly, in the case of photon registration, it will take some 
time to restore the working state of the SPAD [16 - 18]. The 
total time delay between the avalanche formation and the 
subsequent restoration determines the insensitivity time of a 
single-photon photodetector. Due to the non-ideal 
characteristics of a real SPAD, the application of the 
described synchronization algorithm leads to a significant 
increase of the synchronization time. 

In [19 − 20] the synchronization algorithm of the QKD 
system is proposed and investigated without dividing the time 
frames into time windows. The two-stage synchronization 
algorithm is based on the fact that at the receiving complex 
the pulse-repetition period Ts and the duration τs of optical 
sync signals are known. 

The two-stage synchronization algorithm provides a 
significant time gain in short fiber-optic lines when using real 
SPAD compared with an algorithm in which the time frame 
is shared on time windows [21]. At the same time, the 
synchronization error probability is rather low. 
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However, this algorithm can be successfully applied only 
to short communication lines (tens of kilometers). For long 
fiber-optic line (about 100 km) algorithm application 
becomes impossible owing to considerable growth of error 
synchronization probability. Naturally, the restriction on the 
fiber-optic link length due to the synchronization is restricts 
the quantum key distribution length also. 

Purpose. Probing a two-stage single-photon 
synchronization algorithm in order to formulate the 
conditions under which the maximum length of the 
communication line is guaranteed. 

II. SINGLE-PHOTON ALGORITHM OF TWO-STAGE 

SYNCHRONIZATION 

Let the synchronization start at the moment t=0. The 
equipment operates in the search (1st) stage, registering the 
fact of reception of a photon or DCP in the first time frame 0,  . If in this time frame there is no excess of the 
amplitude discrimination threshold , then the search 
continues in subsequent intervals ( −1) ∙ ,  ∙ ,  ≥ 2. 

Let's assume, that in the moment ∈ ( −1) ∙ ,  ∙ , the threshold of peak discrimination is 
exceeded (Figure 1). The equipment goes into testing (2nd) 
stage, in which the re-interrogation of a single-photon 
photodetector k=1, … Ntest.max is performed only in intervals 

 [( −1) ∙ + , ( −1) ∙ + ]. (1) 

Single-photon pulse
Output pulse of amplitude discriminator

Gating pulse

Search stage

Test stage

tADt1 jTs(j-1)Ts

Border of photon pulse 
when recieving a photon 
in the pulse end

Border of photon pulse when recieving 
a photon in the pulse beginning

τs.in τs.in
τdelay

tstrob1

(j+1)TsjTs
2τs.in

τstrob

ΔTsΔTs

tstrob2

t

Threshold level of amplitude discrimination

 
Fig. 1.  A junction from a search stage to a testing stage 

Note that for the rest of the time, the single-photon 
registration channel does not respond to the reception of 
photons and DCPs. 

In (1) the value = − + − 0.5 ∙  
corresponds to the moment of the beginning of the action, 
and = − + + 0.5 ∙  the moment of 
the end of the gating pulse during the re-examination. The 
value  represents the delay time between the moment of 
triggering the АД  and the moment of generating a single 
photon . 

It is established that due to a priori uncertainty regarding 
the time of signal reception, the duration of the gating pulse 

should exceed the duration of the optical sync pulse 
more than at 2 times 1 

                                                           
1 The work does not take into account the dispersion properties of optical 
fiber. 

 = 2 ∙ + 2 ∙ ∆  , (2) 

where ∆  is the instability of the pulse-repetition period of 
sync pulses. 

The synchronization algorithm assumes that if during the 
 test there was a repeated excess of the threshold level of 

amplitude discrimination, then a decision is made to receive a 
photon pulse in the analyzed time frame 

 ( −1) ∙ + ,  ( −1) ∙ + . (3) 

If, at the allowed test number Ntest.max, the threshold level 
of amplitude discrimination has not been exceeded, the 
equipment returns to the search stage again. 

It is necessary to dwell on the requirements to the 
selection of the pulse-repetition period of optical pulses . 

For maximum distance  L .  between stations of 
autocompensatory system the pulse-repetition period of 
optical sync pulses should satisfy QKD condition 

 ≥ 2 ∙ . ⁄ .  (4) 

The multiplier 2 in the formula takes into account that in 
the auto-compensation system of the QKD a photon passes 
twice the fiber-optic line: receiving and transmitting station 
→ fiber-optic line → encoding station → fiber-optic line → 
a receiving and transmitting station. 

The photon propagation velocity in the optical fiber  
is determined by the refractive index of core n  and by the 
wavelength λ : 

 = с ⁄  (5) 

where =300000 km/s is the velocity of radiation 
propagation in vacuum. 

III. PROBABILISTIC CHARACTERISTICS OF A TWO-STAGE 

SYNCHRONIZATION ALGORITHM 

Poisson's law is used to describe the statistical properties 
of the photon flux and DCP 

 | = ! ∙ (− ).  

The generation probability of n events is determined by 
the average number of photons and/or DCP during the 
observation time (time frame, optical or gating pulse) . 

Let  be the DCR generation frequency. Then, during 
the time frame  will on average be generated  

 . = ∙  (6) 

noise pulses, and during the optical pulse  

 . = ∙   (7) 

Let the first time frame be analyzed (Figure 1) during the 
time 0,  . If the time ∈ 0,   corresponds to the 
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leading edge of an optical pulse, then two events must occur 
for detection. First, there should be no DCP in the interval 0,  . Secondly, in the interval ,  +  at least one 
photon or DCP must be registered.First, confirm that you 
have the correct template for your paper size.  

Probability of the first event  

 = 0| = =  (− )  

depends on the DCP generation frequency  and the 
random moment .  

Probability of a second event  = ≥ 1| = . +  
is determined in addition to the DCP generation frequency   and the duration of the optical sync pulse  by the 
average number of photons during photon pulse duration : 

 = 1 − (− . − ) . (8) 

The average number of registered photons (ns) for the 
photon pulse duration with the fiber-optic line length is 
determined by the formula 

 = ∙ 10  [ / ]∙ [ ], (9) 

where  − average number of photons per pulse on the 
coding station exit; α  − attenuation of the optical fiber. 

Thus, the conditional probability of detecting a photon 
pulse in the search stage during the analysis of the first frame 
is equal to 

 = (− ) ∙  .  

If the signal is not detected in the interval 0,  , then it 
is possible in the second frame in the interval [ + ,  ++ ]. The conditional probability of detecting a photon 
pulse here can be calculated by the formula 

 = (− ∙ ) ∙  .  

The probability of the reception lack of photons and DCP 
 for the time frame is determined by the average 

numbers of signal photons  and DCP .  for the 
duration of the time frame: 

 = (− − . ) . (10) 

The conditional probability of detecting a photon pulse in 
the search stage during the j-th time frame analysis is equal to 

 P t = exp(−ξ ∙ t ) ∙ P ∙ P .  

The conditional probability of photon pulse detection in 
the search stage during the analysis of the first  time 
frames will be 

 , = ∑ = (− ∙ ) ∙ ∙∑ .  

The series ,  ,  … ,   represents a 

geometric progression with the denominator of the 
progression . Using the expression to calculate the sum 
of the first  members of a geometric progression, we 
find 

 , = (− ∙ ) ∙ ∙ .  

The unconditional probability (hereinafter the probability) 
of photon pulse detection in the search stage during the 
analysis of the first  frames is found by averaging the 
probability ,  over the probability density ( ) 

of the photon pulse occurrence ∈ 0,   

 = ( ) ∙ , ∙ .  

Taking into account the equiprobable distribution of the 
moment of occurrence of an optical pulse ( ) = 1⁄  on 
the interval ∈ 0,  , we find 

 = ( . ).  ∙ ∙  . (11) 

Assuming the possibility of an infinite number of steps in 
the analysis of frames → ∞, the maximum detection 
probability of a photon pulse in the search stage is found 

 . = ( . ).  ∙ ∙  . (12) 

The factor 1 −  in (11) determines the 
allowable deterioration of the detection probability ∆  in the 
search stage with the number of steps limited to . This 
allows us to formulate requirements for the choice of the 
minimum allowable number of steps in the search stage: 

 ≥ (∆ )( )   (13) 

Let during the time τ  in the time interval (3) the 
average number of recorded photons and DCPs is  

 = + ∙  . (14) 

Then the probability of an error about the detection of an 
optical sync signal in the testing stage (the absence of photon 
registration and DCP for the entire testing time) can be 
calculated by the formula 

 . = (− . ∙ ).   (15) 

The expression allows to formulate the requirements for 
the selection of an admissible number of tests .   to 
ensure a given error probability .  in making a 
decision about the detection of an optical synchronization 
signal in the testing stage: 

 . ≥ ∙ .  .   (16) 
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For the described algorithm, the probability of an error 
according to the results of two stages of synchronization, 
taking into account (11) and (15), will be 

 . = 1 − ∙ (1 − . ) (17) 

From (15) it can be seen that increasing the number of 
tests can make a small probability of an error in the decision 
to detect an optical sync signal in the testing stage  P . . 
However, to achieve a close to 1 the detection probability in 
the search stage, increasing the analysis time in the search 
stage is impossible. Indeed, with . << 1, < 0.1 the 
formula (12), taking into account (8) and (10), is converted to 

 . = . = . ⁄  .  (18) 

It can be seen that for the small fiber-optic line length the 
condition . <<   is satisfied. As a result, with . = 1 , we have . = 1 and . ≅ 1 . 
However, already at . ⁄ = 0.1 we find that the 
probability of a synchronization error exceeds 10 %, at 0.2 – 
17 %, and 0.5 - already 33 %. 

In order for the synchronization error probability not to 
exceed the allowable value . . , the condition 

 ≥ . ∙ . .. .  .  (19) 

The last condition determines the maximum length of the 
fiber-optic line . . Indeed, in view of (9), condition (19) 
is converted to 

 ∙ 10  [ / ]∙ . [ ] ≥ . ∙ . .. .  .  

Note that with increasing the fiber-optic line length, 
according to (4), the pulse-repetition period of optical sync 
pulses  increases and, as a consequence, the average 
number of DCP per time frame .  increases. On the other 
hand, according to (9), the average number of registered 
photons  decreases. 

According to (4), (6) and (9), the maximum fiber-optic 
line length can be found by solving the transcendental 
equation 

 . [км] = ∙ [ / ]∙ ∙. .. . 10  [ / ]∙ . [ ]
  (20) 

From the formula it can be seen that the optic fiber length 
is maximum when using an optical fiber with zero attenuation   

 . [ ] = ∙ [ / ]∙ ∙ . .. .  . (21) 

Figure 2 shows the dependences of the maximum fiber-
optic line length on the DCP generation frequency, using 
formulas (1) - (21) with the following initial data: single-
mode optical fiber Corning SMF-28e (attenuation 0.20 

dB/km; refractive  = 0.1 ); given probability of 
synchronization error . . =0.05. The error in 
calculating the length by (20) did not exceed 0.1 %. 

It can be seen from the figure that the fiber-optic line 
length with a frequency of DCP generation of 10 Hz does not 
exceed 20.7 km. This is more than 2 times less than the 
maximum fiber-optic line length with the exclusion of 
attenuation in the optical fiber (53.8 km). The pulse-repetition 
period is 200 ms. 

Table 1 shows the characteristics of photodetector 
modules based on SPAD used in QKD systems. The last 
column shows the results of calculations of the maximum line 
length on an optical fiber with an attenuation of 0.20 dB/km, 
which can be achieved using the module for receiving optical 
radiation with a wavelength of 1550 nm and guaranteeing the 
probability of synchronization error not worse than 0.05. The 
parameter values for the photodiode module id210 are given 
at a quantum efficiency of the photocathode of 10 %, and in 
brackets at 20 %. 

The analysis shows that even with the use of SPAD with a 
minimum DCP generation frequency of 0.4 Hz, the 
maximum line length does not exceed 70 km. Moreover, 
when more stringent requirements are imposed on the 
synchronization efficiency, the QKD length is reduced. For 
example, when the permissible value of the synchronization 
error probability changes from 0.05 to 0.01, the maximum 
fiber-optic line length drops 2.8 times from 20.7 to 7.4 km at 
a DCP generation frequency of 10 Hz. 

 
Fig. 2. Dependence of the maximum length of fiber-optic line from the 
DCP generation frequency 

TABLE 1.  PARAMETERS OF PHOTORECEIVER MODULES BASED ON 
SPAD 

Photoreceiver module 
name 

The DCP frequency, 
not more, Hz 

The maximum fiber-
optic line length, km 

id201 100 4.4 

id210-SMF-A.  
Ultra-Ultra Low Noise 

0.4 (2) 65.6 (40.9) 

id210-SMF-B.  
Ultra-Low Noise 

1 (2) 51.1 (40.9) 

id210-SMF-C. Standard 6 (30) 26.5 (10.9) 

id210-MMF 8 (40) 23.1 (8.9) 

id230. Ultra-Low Noise 25 12.2 

id230 Standard 50 7.6 

id280 100 4.4 
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V. CONCLUSION 

Analytical expressions are obtained that establish the 
functional relationship between the energy parameters and 
probability characteristics of the single-photon 
synchronization subsystem, and the parameters of an optical 
fiber, a transmitting optical module, and a single-photon 
avalanche photodiode.  

Requirements for the choice of the minimum number of 
steps in the search stage and the allowable number of tests in 
the testing stage, which guarantee the maximum length of the 
communication line, are stated. It has been confirmed that by 
increasing the number of tests, it is possible to make an 
arbitrarily small probability of an error in making a decision 
on the detection of an optical sync signal in test mode. 
However, to achieve an arbitrarily close to 1 probability of 
detection of a photon pulse in the search stage, increasing the 
analysis time in the search stage is impossible. 

It is shown, that the maximum fiber-optic link length is, 
above which it is impossible to construct system QKD, even 
using an optical fiber with zero attenuation. For used single-
photon avalanche photodiodes, the fiber-optic line length is 
limited due to the DCP generation frequency of 70 km with a 
synchronization error probability of 0.05. 
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Abstract—The paper provides rationale for the technologi-

cal and technical foundations of data support automation for 
decision-making by a traffic controller, who controls train traf-
fic and local performance in their subdivision. The traffic con-
troller solves the most complex tasks in case of significant out-
of-schedule train traffic unexpectedly caused by delays, chang-
es in governed speed and other reasons. In such a case, the con-
troller needs to change train overtaking stations specified in the 
tight run profile, predict random time of train arrival at sta-
tions of the subdivision relying on the knowledge of local condi-
tions and experience. Speed-time-distance calculations are ex-
pected to improve the accuracy of train performance predic-
tion, which will allow overtake stations to be identified based 
on the criteria of reduced stops of overtaken trains and avoided 
delays of overtaking ones. Established regularities and irregu-
larities serve as a basis for creating an automated train man-
agement system, which constitutes the middle level of the hier-
archy of rail traffic process control systems. 

Keywords: railway sector; traffic planning and control; traffic 
controller; data support automation for decision-making; train 
stop and overtaking time minimization. 

I. INTRODUCTION 

The key goal of the railway sector is timely transporta-
tion of passengers and cargo to their destinations. To do this, 
the railway sector combines infrastructure components, in-
cluding power supply facilities, as well as rolling stock and 
train traffic control and management systems [1–3]. The 
sector is divided into railways, control areas and subdivi-
sions controlled by traffic controllers. By processing real-
time data, they handle trains according to the tight or untight 
run profile.  

Complexity of the traffic process, which enhances during 
regular maintenance, upgrade and repair of infrastructure, 
dictates only partial automation of controller’s decision-
making and execution processes. This issue is being studied 
both in Russia and abroad. The authors of this paper focus 
on the traffic controller data support automation. 

II. TRAFFIC CONTROLLER DATA SUPPORT AUTOMATION 

PHILOSOPHY 

The main resource in railway traffic planning is the time 
of day intervals, which are specified in the tight run profile 
for each train to pass through the subdivision. The key bene-
fit of train traffic scheduling is that controllers and all in-
volved parties have the most correct prediction of train arri-
val and departure times for all stations of the subdivision. 
This provides all transportation personnel, and, above all, 
traffic controllers with the best data support to restore train 

traffic on schedule in case of random delays. The complex 
task in case of significant delays is to change overtake sta-
tions specified in the tight run profile. In such a case, the 
controller has to predict specified points in time of overtak-
en and overtaking trains based on real-time statistics on the 
time spent by each train involved in overtaking to pass a 
section of the subdivision.  

The solution of this complex task cannot be automated 
based on the queuing theory, as this theory considers train 
traffic without predicting the specified points in time. It is 
therefore proposed to use simulation based on speed-time-
distance calculations [4] of real trains with known properties 
(weight, length, traction performance of the loco, running 
resistance, track layout and grading). 

Studies show that traffic controller data support automa-
tion should reliably ensure timely receipt of all adequately 
accurate data and sufficient time for making, adjusting and 
executing optimal decisions. The criterion for this is minimi-
zation of train stop and movement time. 

It is proposed to consider the automated decision-making 
and execution technique when selecting a station not speci-
fied in the tight run profile for overtaking of train 1−j  by 

train j  by building their time travel lines ( )Sft jx =−1,
 and 

( )Sft jx =,
 determined by speed-time-distance calculations 

depending on distance S traveled by the center of gravity of 
each train (Fig. 1). 

Such an approach accurately and visually links train 
travel times to the distance position, which is necessary to 
determine signal aspects of wayside and on-board light sig-
nals correlated to the train position. The computational solu-
tion of the nonlinear differential equation of train motion [5] 
should be made with a sufficiently small integration step for 
distance SΔ , which ensures the required accuracy of calcu-
lations. Positions shall be increased by half the length of the 
train when determining the times of infrastructure occupan-
cy by train and decreased when determining the times of 
clearing. 

To derive the train acceleration function 
dt

dv
a =  of the 

specific resultant force ( )tkk bf −±ω , we use the Newton’s 

second law: 

 ;Δ= SS      (1) 
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where ( )tkk bf −±ω  is locomotive forces acting on a 

train, running resistance and braking depending on the train 
speed v, and ζ is the acceleration of train forward motion 
factoring in the rotation of rolling stock parts.  

Integration of the resultant differential equation produces 
functions of speed v, time t and distance traveled S. By inte-
grating within the time change from tn to tk and speed from 
vn to vk, we obtain: 

.
1
 −±

=−=Δ
k

n

v

v tkk
nk bf

dv
ttt

ωζ
    (2) 

By replacing in equation (1) dt with 
v

ds  and integrating 

both parts, we find the distance: nk SSS −=Δ  traveled by 

train with the given speed variation: 

( );
tkk bf

vdv
dS

−±
=

ωζ
 .

1
 −±

=Δ
k

n

v

v tkk bf

vdv
S

ωζ
   (3) 

Within small speed delta nk vvv −=Δ , the resultant 

force can be considered constant and equal to the average. 
By integrating the right parts of the equations, we obtain: 

( ) ;
2 tkk

nk

bf

vv
t

−±
−=Δ
ωζ

 
( ) .

2

22

tkk

nk

bf

vv
S

−±
−=Δ
ωζ

   (4) 

When motive forces equal resistance forces, the resultant 
force becomes zero. At this point in time, train speed shall 
be assumed equal to that achieved until the resultant force 
appears. 

By replacing 22
nk vv −  with ( )( )nknk vvvv −+  and using 

2
nk vv +  as the average speed, we obtain:  

2
nk vv

tS
+Δ=Δ . 

To determine the estimated ratios with integration step 
ΔS, by replacing vk with ( )SSv Δ+ , and vn with ( )Sv , we 

obtain: 

; Δ= SS  ( ) ( ) ( ) ( ) .
2

SvSSv

S
StSSt

−Δ+
Δ+=Δ+  (5) 

For priority train j  to overtake train 1−j , station i  

may be used provided that the predicted distance between 

these trains jjL ,1− , taking into account speed reduction of the 

overtaken train to stop on the side track of the overtake sta-
tion, is sufficient to prevent a yellow aspect on the on-board 
light signal of the overtaking train that requires speed reduc-
tion. Speed reduction is required, as a rule, when passing a 
wayside light signal with a yellow aspect, point switches and 
approaching a light signal with a red aspect. The specified 
train-to-train distance depends on the number of signal as-
pects of automatic block signaling and cab signaling, train-
to-train interval, the difference in train speeds and block 
lengths, and the availability of overlaps. 

Railway automation systems currently employ the prin-
ciples of light signaling using wayside and on-board light 
signals to transmit data about train speeds [6–8]. By the 
way, EU railways already intend to abandon color light sig-
naling and switch to digital technologies. The Russian rail-
ways are not currently in active discussion of this transition 
and intend to keep conventional data transmission to the 
driver. For this purpose, the following main signal aspects 
are used to avoid collision: accepted terminology: “green 
light” is clearance to move with governed speed when two 
or more blocks are vacant with three-aspect light signaling; 
“yellow light” is clearance to move with reduced speed 
when one block is vacant, ready to stop before the next light 
signal; “red light” is prohibition to pass the signal. Four-
aspect light signaling supplemented by signal aspect “simul-
taneous yellow and green lights” is used in blocks with 
heavy suburban traffic.  

Signal aspects “two simultaneous yellow lights” and 
“two simultaneous yellow lights with upper one blinking” 
and other signal aspects are used to reduce speed when mov-
ing with point switch deflection at the entrance signal that 
clears or prohibits movement to the station.  

Cab signaling transmits signal aspects to the locomotive 
in front of the wayside light signal when the train occupies 
the track circuit (block) before this light signal [9]. Codes in 
the form of pulse trains are transmitted to track circuits:  
“G” (“green” – three pulses in the transmission cycle),               
“Y” (“yellow” – two pulses with a short pause between 
them) and “R-Y” (“red-yellow” – two pulses with a long 
pause between them). Receipt and decoding of codes by on-
board equipment provide a corresponding signal aspect on 
the on-board light signal. 
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Fig. 1. Overtake station selection technique.
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The overtake station selection should begin with deter-
mining the distance point 

1, −jjdS , where the predicted lines of 

overtaken 1−j  and overtaking j  trains intersect. When the 

overtaken train reaches this point, the train separation sys-
tem (automatic block signaling, cab signaling or other) will 
reduce the speed of the overtaking train to avoid collision of 
trains.  

In one of the possible predictable scenarios shown in 
Fig. 1, the overtaken train 1−j  is cleared to the station side 

track 1+i  with a stop for non-stop pass of the overtaking 
train, with signal aspect “two yellow lights” on E light sig-
nal. Code “Y” is transmitted from this light signal to the 
track circuit to light signal 2. When the overtaken train en-
ters this track circuit, a yellow aspect lights up on the on-
board light signal. The driver or the automatic train opera-
tion system will reduce the train speed along the dashed line, 
which intersects with the traveling line of the overtaking 

train at point 1 shifting the point 
1, −jjdS  to this point. 

At the predicted time that is point 1, the overtaken train 
will occupy the block behind light signal 2. This light signal 
will give “red light”, while light signal 4 will give “yel-
low”, from which code “Y” will be sent to the block to light 
signal 6. When passing light signal 6, the driver of the over-
taking train will see a yellow aspect on the on-board light 
signal and will begin to slow down (line 2–3). This will lead 
to a delay of the overtaken train and the loss of energy for 
traction.  

Therefore, station 1+i  is not suitable for overtaking the 
train 1−j  and it is necessary to check the possibility of 

overtaking this train at station i. 

Signal aspect “two yellow lights” is used at light signal 

E to clear the overtaken train to the second track of station i
. Code “Y” will be sent to the block between light signals E 
and 2, and light signal 2 will turn on “yellow blinker light”. 
Code “G” will be sent to the block between light signals 2 
and 4, and light signal 4 will turn on “green light”. When 
passing light signal 2, the driver of the overtaken train will 
begin to slow down, light signal 2 will turn on “red light”. 
Line 8–9 will determine the overtaking train position at sta-
tion 1−i  at this time in front of light signal EI with “green 
light”.  

At the time of arrival of the overtaken train 1−j  at the 

overtake station i , taking into account the deceleration 
caused by the stop at the overtake station (line 8–4), the 
overtaking train (line 4–6) will be in front of light signal E 
with “green light”.  

Consequently, the overtaking train will not be delayed 
when overtaking at station i . 

The interlocking system records times of overtaken train 

irjt ,,1−  clearance and isolated section release as the time of 

train arrival at the station allowing the entrance signal to be 
opened to the overtaking train. Slowdown for the time 

idlj ,,1−τ  of the isolated section release after clearance of train 

1−j  is made to prevent point switching under the train dur-

ing a short-term loss of the train shunt by the overtaken 
train. To open the entrance signal to the overtaking train j , 

the station attendant or traffic controller needs to spend time 

ilj ,,τ  on decision-making, sending orders to prepare the 

route by using the control panel, switching points on the 
route and opening the entrance signal. All these times shall 
be included in the predicted time 

ijpt ,1, −  of arrival of the 

overtaken train 1−j  to station i  of the planned overtake: 

.,,,,1,,1,1, iljidljirjijp tttt ++= −−−   (6) 

Time 
ijpt ,1, −  thus corresponds to the time of entrance sig-

nal opening to train j  for non-stop pass via main-line track 

1T of station i , when the overtaken train 1−j  is located 

within the useful length of side station track 2T.  

The time interval (see Fig. 1) formed at the intersection 
of the center of gravity line of the overtaken train at station 
i  with the train travel lines (points 4 and 5) is equal to the 
predicted interval of concurrent arrival of trains 1−j  and j  

at the overtake station. These intervals shall be used to make 
a predictable run profile.  

When overtaking at station 1−i , the overtaken train will 
arrive at this station earlier than at station i , and its stop 
pending the passage of the overtaking train will increase 
[10]. 

Therefore, station i  should be used for overtaking if 
there are no additional local restrictions (presence of a sta-
tion track of the appropriate useful length, the possibility of 
stopping the overtaken heavy train, etc.). 

With a small difference in train speeds, their travel lines 
may not intersect within the subdivision. In this case, the 
traffic controller will need to identify the overtake station 
using speed-time-distance calculations to obtain the exact 
times of arrival and departure of trains at stations of the 
block considering the location of trains, conditions of their 
movement and local features of the block. 

The above description of the overtake station selection 
technique is the basis for developing an algorithm for auto-
matic solution of this problem. However, prioritization of 
train j  over train 1−j  should be left to the traffic controller 

at the first stage of automation given the complexity of this 
process.  

III. OVERTAKE STATION SELECTION ALGORITHMS  

The following set of rules is proposed to develop an au-
tomatic overtake station selection algorithm. 

Rule 1. If the overtaking train catches up with the over-
taken one on the haul, then overtake at the station in front of 
it will cause a delay of the overtaking train. If the delay is 
unauthorized, the possibility of overtake at the previous sta-
tion should be checked. 

Rule 2. If the overtaken train timely clears the entrance 
route for the overtaking train, which will open the entrance 
signal at a time that does not cause unacceptable speed re-
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duction of the overtaking train, then the station in question 
should be used for overtake. 

Rule 3. The transfer of overtake to the previous station 
1−i  will increase stopping time of the overtaken train pend-

ing the overtaking train. 

The algorithm for determining the distance point, where 
the overtaking train will catch up with the overtaken one, 
can be represented as follows: 

( ) ( )AISStSStB jj

m

i
ijp

m

i
ijp jj ,1

11
11 −

==
− +







 Δ+=






 Δ+ −

BSiΔ+

k

m

i
ijm SSSS >Δ+= 

=1


=

Δ+=
m

i
ijm SSS

1

«No»

«Yes»

(7)

 

 

In formula (7), A is the algorithm operator that checks 
for the equality of predicted times, the movement of both 
trains, which corresponds to the location of their centers of 
gravity in the same position 

1, −jjdS , m is the number of inte-

gration and summation steps +ΔSi, when the overtaking 
train catches up with the overtaken one. 

jS  and 
1−jS  are 

positions of the overtaking and overtaken trains at the mo-
ment of running time start. 

If the equality is not achieved (the comparison result is 
“No”), then the distance traveled is increased by +ΔSi, the 
calculation of the new result is the comparison of running 
times of both trains. 

If the distance traveled by the overtaking train 

k

m

i
ijm SSSS >Δ+= 

=1

 exceeds the subdivision end point 

kS , the controller shall select the overtake station. 

If the equality of times is achieved (the comparison re-
sult is “Yes”), then the overtaking train position 


=

Δ+=
m

i
ijm SSS

1

 is calculated and determined relative to 

the station in front. 

In the case under consideration (see Fig. 1), the overtak-
ing point is located in the block in front of station 1+i  be-
tween light signals 4 and 6, which will delay the overtaking 
train and mean that this station is unsuitable for overtake.  

The possibility of using station i  for overtaking the train 
1−j  is determined at the time of entrance signal opening at 

station i  to clear the overtaking train when the overtaken 
train stops on a side track: 
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where B is the algorithm transition to operator (B); n is 
the number of calculation steps, at which the overtaken train 
clears route sections for the overtaking one; 1, −jpτ  is the 

time spent on slowing down the route section release for the 

overtaking train and entrance signal opening; a
blN  is the 

number of blocks between the overtaken and overtaking 
trains allowing the overtaking train to move with on-board 
green signal aspects (the upper index indicates the number 

of color light signal aspects, with three-aspect color light 
signaling 3=a  and 2=a

blN ). 

If the condition being checked is not met, the overtaking 
train will move with the yellow on-board light signal and the 
train 1−j  should be overtaken at the station 1−i . If the con-

dition is met, the distance between trains allows movement 
of the overtaking train without delay with green aspects of 
the on-board light signal, and overtake should be performed 
at the station i . 

2019 IEEE EWDTS 179



The overtake station selection solution recommended by 
the automated system is presented to the traffic controller in 
the accepted form of a predictable run profile (string-line 
diagram) for the feasibility analysis [11 – 13]. Higher level 
of decision-making automation with confirmation by the 
driver of the selected “scenario” is possible in the future as 
data transmission reliability, accuracy and security technol-
ogies become more advanced [14].  

IV. CONCLUSION 

Overtake station selection algorithms described herein 
may be adapted to the software of train dispatching systems 
at subdivisions. This will allow a system to be implemented 
for train performance computation directly at the traffic con-
troller’s workplace (also transmit these calculation data au-
tomatically to on-board automation equipment as technology 
further advances). 

The use of speed-time-distance calculation software at 
the traffic controller’s workplace enhances data support au-
tomation, including train arrival and departure prediction, 
and optimal selection of overtake stations in case of devia-
tions from the tight run profile.  
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Abstract—The properties of codes with the summation of 
weighted data bits regarding detection of errors in the data 
vectors are researched by the authors. Such a problem arises if 
the sum code is used as some basis for the technical diagnostics 
system, for example, the concurrent error-detection system of 
logical devices of automation and computing hardware. Char-
acteristics of error detection ability determine the synthesis 
strategy of technical diagnostics equipment in the fault detec-
tion systems via one or another sum code. A brief review of the 
use of classical and weighted sum codes for the purpose of dis-
crete systems technical diagnostics problem solving is given in 
the article. Classification of sum codes is presented. The error 
detection characteristics in data vectors via weighted sum codes 
according to types (unidirectional, symmetrical and asymmet-
rical ones) and multiplicities are analyzed in detail. It has been 
proved that weighted sum codes, which do not use the deduc-
tion operation on a predetermined module during plotting, 
have the property of identifying any unidirectional distortions 
in the data vectors. Besides, it has been proved that weighted 
sum codes cannot have a uniform distribution of data vectors 
between all check vectors, which means that it is impossible to 
plot a weighted sum code with a theoretical minimum of the 
total number of undetectable errors. A method for implement-
ing weighted code generators with summation, based on the use 
of standard adders and half adders’ circuits, is presented. This 
approach is translated to the use of multiplexers being the part 
of the structures of modern programmable logic integrated 
circuits and widely used for development of modern automa-
tion systems and computing equipment.  

Keywords—technical diagnostics, discrete systems, concur-
rent error-detection systems, sum codes, Berger code, weighted 
sum code 

I. INTRODUCTION 

Technical diagnostics is one of the most important pro-
cedures used to specify the technical condition of the units 
of automatic control systems per objects both in transport 
and in industry [1 – 3]. Generally, this procedure is fulfilled 
in two modes: 1) during disconnection of the object under 
diagnostics from the controlled objects (or in a specially 

assigned time period prior to using the object under diagnos-
tics in computational processes) as well as during applica-
tion of special inspection actions to its inputs (test diagnos-
tics); 2) without disconnecting the object under diagnostics 
from the controlled objects when the working actions are 
diagnostic ones (working, or functional, diagnostics) at the 
same time. In this case, the procedure for applying a fault 
detection test is fulfilled as a rule, which allows specifying 
whether the object under diagnostics is operative or inopera-
tive. In case of recording malfunctions in the operation of 
the object under diagnostics, the diagnostic test is applied to 
its inputs already, which makes it possible to localize the 
defect.  

Development of technical diagnostics equipment synthe-
sis methods, as well as test synthesis methods for blocks and 
components of diagnostic systems is one of the most im-
portant tasks of technical diagnostics. The versatile approach 
based on duplication (and even triple modular redundancy) 
of the object under diagnostics and comparison of the calcu-
lation data is known and well represented [4 – 7]. Applica-
tion of this approach makes it possible to identify any faults 
occurring in the object under diagnostics, however, it re-
quires big expenses for system implementation, as well as 
high overhead costs during its operation (for example, ex-
penses for power consumption and heat removal arrange-
ment). Identification of the whole variety of failures is not 
required in many applications and their variety is limited 
(moreover, many of them are covered by simpler fault mod-
els, for example, via stuck-at fault models). For example, the 
ability to identify 100% of single stuck-at faults is one of the 
basic requirements regarding reliability and safety for rail-
way automation and remote control devices [8]. Focusing on 
a specific fault model and limiting their set, it is possible to 
synthesize diagnostic systems, in which technical diagnos-
tics equipment (supervision circuits) will have a reduced 
implementation complexity, and hence, a lower cost of im-
plementation and subsequent operation. Such an approach is 
possible due to the use of error-correcting codes with low 
redundancy (significantly less than during duplication) dur-
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ing organization of diagnostic systems [9]. Such codes, for 
example, include well-known classical and modified sum 
codes [10, 11]. 

 A large class of codes is formed by sum codes during 
construction of which the weighting coefficients are attribut-
ed to separate bits of data vector. The principle of building 
such codes was proposed in the basic research [12] for the 
first time and studied in relation to the tasks of technical 
diagnostics in a small number of publications [13 – 16]. This 
scientific paper is devoted to the presentation of research 
results of the weighted sum codes regarding error detection 
at the outputs of the objects under diagnostics in the concur-
rent error-detection systems. 

II. CLASSICAL AND WEIGHTED SUM CODES 

Classical sum codes or Berger codes were proposed in 
1961 and are built as follows [12]. The number of single bits 
(the weight r of the data vector is determined) is calculated 
in the data vector. The obtained number is represented in a 
binary form and recorded in the check vector bits. Therefore, 
the m-bit data vector requires ( ) 1log 2 += mk  

check bits, 

where the record  ...  
denotes an integer above the calculat-

ed value. Let’s denote the classic sum code as the S(m,k)-
code, where m and k are the lengths of data vectors and 
check vectors. 

The entire data vectors with the same weight have the 
same check vector in the S(m,k)-code. The distribution of all 
data vectors between check vectors turns out to be uneven 
due to various amounts of vectors with different weights. 
This determines a high total number of errors undetectable 
via S(m,k)-code. The formula for calculating a total number 
of errors undetectable via S(m,k)-code is proposed in [13]: 
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d
m

d

d
dm

km CCN     (1) 

where d is the multiplicity of undetectable error (it can 
only be even for classical sum codes); the upper summation 
index ml =  with an even value of m and 1−= ml  with an 
odd value of m. 

For example, when m=6, a total number of undetectable 
errors is to be determined by the value 8603,6 =N . 

Errors that occur in the data vectors from the standpoint 
of their use in the discrete system technical diagnostics ob-
jectives are usually classified into four groups [18]. Single 
errors, i.e. the errors that occur during distortion of just one 
bit, are referred to the first group. Such errors should be de-
tected via error-controlled codes. The second group is 
formed by unidirectional errors, i.e. the errors occurring 
during distortion of either zero or only single data bits. Sin-
gle errors can also be considered as unidirectional single-bit 
errors. Symmetric errors form the third group of errors. Such 
errors occur during distortion of an equal quantity of zero 
and single data bits. On that basis, the symmetrical errors 
may have even multiplicity only. The fourth group is formed 
by asymmetrical errors that occur during distortion of the 
unequal number of zero and single data bits. Asymmetric 
errors may have multiples d≥3. The ratios between the total 
number of errors of various types are diverse with the differ-
ent lengths of data vectors. 

S(m,k)-codes do not detect 100% of symmetric errors in 
the data vectors, whereas all other errors are detected by 
them. A vast number of methods for synthesis of testable 
discrete systems are based on this property of classical sum 
codes [19 – 26]. 

It was proved in [17] that the proportion of errors unde-
tectable by S(m,k)-codes of a specific even multiplicity of 
the total number of errors via a given multiplicity is a con-
stant value being independent of the data vector length: 

.2%100 2

d

d
d

d C−⋅=β     (2) 

For example,
 %,502 =β

 
%,5.374 =β

 %.25.316 =β  

The formula (2) makes it possible to establish a very im-
portant disadvantage of SM(m,k)-codes. These codes have a 
large quantity of undetectable errors with small multiplici-
ties. This circumstance turns out to be significant while de-
signing discrete systems, since it requires of the developer to 
make a significant redundancy into the structure of an object 
under diagnostics when solving technical diagnostics objec-
tives. 

The class of codes that is important for construction of 
discrete systems is formed by modular sum codes [18]. They 
are constructed as follows. The module M – some natural 
number is formed from the set { }mM ;...;3;2∈ . The weight r 
of the data vector is calculated. The smallest nonnegative 
deduction of the data vector weight – ( )Mr mod  number is 
determined based on a predetermined module. The resulting 
number is represented in a binary form and recorded in the 
check vector bits. We shall denote modular codes as 
SM(m,k)-codes. 

The number of check digits in SM(m,k)-codes is deter-
mined by the selected module and may belong to the set 

( ) { }1log;...;2;1 2 +∈ mk . SM(m,k)-codes are worse at detect-

ing errors than classical sum codes. The total number of 
undetectable errors in SM(m,k)-codes is determined from the 
formula [27]: 
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For example, we have 992 undetectable errors for 
S4(6,2)-code. This number is 1.153 times more than the 
number of undetectable errors in the S(6,3) code. 

SM(m,k)-codes have the following important properties 
[27]. Like the S(m,k)-codes, they do not detect any symmet-
rical errors in the data vectors. Besides, unidirectional errors 

with multiplicities ,jMd =  




=
M

m
j ,...,2,1  and asymmet-

rical errors with multiplicities ,2 jMd +=  





 −=

2
,...,2,1

Mm
j   are not detected. 
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SM(m,k)-codes, for which the module from the set 
( ) { }11log22;...;4;2 −+∈ mM  was chosen during construction, have 

the property that they are most effective ones from the 
standpoint of error detection in comparison with all modular 
codes with the same value k. Besides, the functions describ-
ing their check bits coincide with the functions describing 

M2log  of the lower order bits of the check vectors of the 
classical sum codes. This feature indicates that the com-
plexity of the check equipment in discrete systems built 
based on modular sum codes will be less than when using 
classic sum codes for these purposes. 

The general lack of classical and modular sum codes, 
consisting in a large number of undetectable errors, includ-
ing those with small multiplicities, is eliminated by using the 
principle of weighting the data vector bits [12]. When con-
structing a weighted sum code or WS(m,k)-code, the weigh-
ing coefficients in the form of natural numbers are assigned 
to the data vector bits, the weighing coefficients of the data 
vector unit bits are summed, and the resulting number is 
presented in a binary form and recorded into the check vec-
tor bits then. 

In [16], when building a sum code, it is proposed to use a 
sequence of weighting coefficients from a series of increas-
ing natural numbers with the exception of the powers of two. 
Such a WS(m,k) code detects any single-bit errors or double-
bit errors in data vectors and may be effectively used in data 
transferring and processing. However, such code turns out to 
be highly inefficient in the problems of discrete system syn-
thesis, since it has a significant number of check bits, which 
affects the equipment duplication – it turns out to be compa-
rable with duplication of data or components. In [28], it was 
proposed to choose the groups of weighting coefficients that 
form a series of increasing powers of 2 in order to build a 
code with detection of error bursts. Moreover, the size of the 
weighting coefficient group is determined by the multiplicity 
of the detected error burst. Such a weighted code has also a 
significant redundancy and is ineffective for the problems of 
the discrete system synthesis. In [13], it is proposed to 
choose an arbitrary sequence of weighting coefficients of 
data vector bits when building technical diagnostics systems, 
which makes it possible to influence on the resulting system 
structural redundancy and the features of failure detection 
within it. Such an approach is effective provided that the 
code redundancy will be insignificant compared to classical 
codes with the summation of single data bits. 

As well as when building SM(m,k)-codes, we can use 
modulo M residues when building weighted codes. For ex-
ample, the application of such codes when solving problems 
of discrete system technical diagnostics is described in [14]. 

Thus, the sum codes may be classified as shown in             
Fig. 1. 

An open issue remains with the choice of a sequence of 
bit weights coefficients in such a way that several conditions 
are to be provided. The first condition is to build simple 
code generator circuits. The second is to ensure the detection 
of a maximum number of faults with minimum equipment 
duplication. The third is with the receipt of such a code that 
will allow solving the problem of building fully self-
checking structures. These are the issues that are considered 
in the following sections of the paper. 

With ones bits 
summation

With weighted bits 
summation

Without smallest nonnegative 
deduction calculation 

With smallest nonnegative 
deduction calculation 

Sum codes

 
Fig. 1. Classification of sum codes.  

III. CHARACTERISTICS OF ERROR DETECTION VIA WEIGHTED 

SUM CODES  

Let’s consider the features of error detection via 
WS(m,k)-codes in case of their occurrence only in the data 
vector bits with the correctness of check vector bits. Such an 
assumption makes sense provided that the values of the data 
and check vectors bits are calculated via physically various 
devices [17]. The systems with built-on technical diagnos-
tics equipment, for example, built-in check systems, or con-
current error-detection systems refer to such systems [4]. 

With an increase in the length of data vector from the 
value q2  to the value 12 1 −+q

 ( { };...3;2∈q ) the number of 
various WS(m,k)-codes decreases, since the number of 
methods for weighting data bits needed to satisfy the condi-
tion for maintaining the number of check bits equal to 

( ) 1log2 += mk  decreases: 

( )  12 1log
max

2 −≤≤ +mWm ,   (4) 

where Wmax is the maximum value of data vector weight 
equal to the sum of all weighing coefficients wi of data bits. 

The tabular form of the task proposed in [17] is conven-
ient in order to establish the characteristics of error detection 
via separable codes. In this form, the entire code data vec-
tors are divided into check groups corresponding to all code 
check vectors. The content of errors undetectable via the 
code, their multiplicities and types are determined by ana-
lyzing the transitions possible in each control group.  

The following approach may be used to determine the to-

tal number of errors undetectable via the code ( kmN ,  val-

ue). When counting the number of undetectable errors in the 
WS(m,k)-code, it is determined which quantity of data vec-
tors makes it possible to obtain one or another total weight 
of the data vector. To do this, it is required to calculate the 
total number of various sums of data vector bit weighting 
coefficients. 

Let’s consider the counting procedure using the example 
of WS(4,3)-code with a sequence of weighting coefficients 
[1,1,2,3] (Tabl. 1). 

The weight W=0 can only be obtained for the data vector 
<0000>. The weight W=1 is obtained by using the vectors in 
which f4=1 or f3=1, and the remaining bits are equal to zero. 
The number of such cases is determined by the value 1

2C  
(the number of combinations of two weighting coefficients 
one by one). The value W=2 can be obtained in several 
ways: either the sum of the weighting coefficients 
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34 ww +  ( 1
2C ), or the use of the weighting coefficient 

2w  ( 1
1C ). In other words, there is 1

1
1
2 CC +  

of the option of 

obtaining W=2. Similarly, for W=3, we have the cases: 

24 ww + , 
23 ww +  and

 1w . The number of methods is the 

sum 1
1

1
2 CC +  (the number of different sums of unitary 

weighting coefficients and a coefficient equal to two, plus 
the only way of using a coefficient equal to three). For W=4, 
we have 1

2
3
3 CC +  (the sum 

234 www ++  
and two options 

for summing the two coefficients – 
24 ww +  

and   

23 ww + ). For W=5, we obtain 2
2

3
3 CC + . For W=6, we ob-

tain 1
2C . For W=7, we obtain 4

4C . The obtained variants of 
the weighting coefficient sums make it possible to count the 
total number of undetectable errors in the code by counting 
the sum of the number of undetectable errors in each check 
group (see Tabl. 1): 

,
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where 2

jpA
 
is the number of allocations from 

jp
 
by

 
2, 

and 
jp
 
is the number of options for formation of W=j weight 

(the number of data vectors in the j-th control group). 

TABLE I.  WS(4,3)-CODE WITH [1,1,2,3] 

Weight W  

0 1 2 3 4 5 6 7 

Data vectors 

0000 0100 0010 0001 0101 0011 0111 1111 
  1000 1100 0110 1001 1101 1011   
      1010 1110       

 

For the example in question, we shall have: 
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Analysis of the detection characteristics of the data vec-
tor errors via WS(m,k)-codes shows that they refer to the 
codes with detection of any unidirectional errors in the data 
vectors. 

Theorem 1. WS (m, k)-codes detect any unidirectional 
errors in the data vectors. 

Proof. Let’s assume that the statement of Theorem 1 is 
false and there are unidirectional errors in the class unde-
tectable via WS(m,k)-codes. This means that there are data 
vectors at least in one control group of such a code, one of 
which contains at least two more unit bits more than the 
other one. For example, the vectors                                            
<fm fm–1… fi=1fi+1=1…f2 f1> and <fm fm–1… fi=0fi+1=0…f2 f1>. 
The sums of the weighting coefficients of such vectors must 
coincide, inasmuch as they are located in the same check 
group. However, this is impossible, since the total weight of 
the first data vector is determined by the number 

,...11... 11221111 wfwfwwwfwfW iimmmm +++⋅+⋅+++= +−−
 

and the total weight of the second data vector is determined 
via the number 

....00... 11221112 wfwfwwwfwfW iimmmm +++⋅+⋅+++= +−−
 

The first vector should have a weight greater than the 
second one by a value 

1++ ii ww . Thus, weighted sum codes 

will detect any unidirectional errors. 

The theorem is proved. 

A series of relative indicators is used for a comparative 
analysis of error detection characteristics via different sum 
codes. The proportion of errors undetectable via the code        
(

kmN ,  
value) of the total number of errors in the data vec-

tors for a given length of the data vector ( mN  
value) is one 

of these indicators: 

.%100 ,

m

km
m N

N
⋅=γ

  

 (6) 

The lower the value γm, the more efficiently the code de-
tects errors in the data vectors. The value γm = 8.333% for 
the WS(4,3)-code with a sequence of weighting coefficients 
[1,1,2,3] being considered. For comparison, γm=22.5% with 
a classical Berger code with the same length of data vector, 
which is 2.7 times more than the presented weighted code. 

The so-called efficiency coefficient of using check bits 
via the code is another indicator for a sum code. This coeffi-
cient shows how close the sum code under consideration is 
to the code with the minimum total number of errors unde-
tectable for m and k specific values ( min

,kmN  of the errors is not 

detected via this code in data vectors): 

.%100
,

min
,

,
km

km
km N

N
⋅=ξ    (7) 

The closer the coefficient ξm,k to 100%, the closer the 
code under consideration is to the code with the minimum 
value of the total number of undetectable errors. For exam-
ple, the value ξm,k=80% for WS(4,3)-code with a sequence of 
weighting coefficients [1,1,2,3].  

The sum code for which ξm,k=100% is an optimal code 
upon criterion of the minimum of the total number of unde-
tectable errors in the data vectors for specific values m and 
k. The optimal code should have a uniform distribution of 
the entire data vectors between all check vectors. 

Theorem 2. There is no weighted sum code with a uni-
form distribution of the entire data vectors between the en-
tire check vectors. 

Proof. In order that WS(m,k)-code to be optimal, it is 
necessary that per km−2  data vectors exactly to be contained 
in each of the k2  check groups. Although, the principle of 
building the code makes it possible to obtain only one check 
vector with a weight W=0 and a weight 

mm wwwwW ++++= −121max ... . Check groups with these 

numbers contain only one data vector for any weighted 
code. As for the rest check groups of the WS(m,k)-code, 
there are either no data vectors at all, or there are two or 
more data vectors. Such a code may not be optimal. 

The theorem is proved. 
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The total number of undetectable errors in the weighted 
sum codes with the lengths of data vectors m=4÷15 was cal-
culated using the formula (5), which allowed us to determine 
the core indicators of error detection – γm and ξm,k. The 
change dependences in the values of the specified indicators 
for the WS(4,3) and WS(8,4) families are shown in Fig. 2 
and Fig. 3. These codes are only particular examples, but 
they show common patterns inherent in the entire families of 
weighted codes, which manifest themselves during increas-

ing the lengths of data vectors with various combinations of 
weighted bits and weighing coefficient values. 

The maximum number of weighted sum codes with the 
same number of check bits as that of the Berger code is built 
at the values ,2 pm =  { };...3;2∈m . For all other codes, with 
increase in the data vector length with a constant value of 
the check bit number, the number of weighting sequences is 
reduced allowing to build WS(m,k)-codes with 

( ) 1log2 += mk . 

  
Fig. 2. Indicators of detection of the total number of errors via WS (4,3)-codes in the data vectors. 

 
Fig. 3. Indicators of detection of the total number of errors via WS(8,4)-codes in the data vectors. 
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Let's analyze the data in Fig. 2 and Fig. 3. When weigh-
ing a single bit, the number of errors undetected by the code 
gradually decreases with increase of the weighting coeffi-
cient value reaching its maximum at 12max −= kW . When 

weighting two bits by the same numbers, starting with 
w1=w2=2 and ending with the values 121 −−= mw k  and 

22 =w , a gradual decrease in the total number of errors 

undetected via the codes also takes place. Moreover, with 
the value maxW , the code with two weighted digits at 

121 −−= mw k  and 22 =w  
detects more errors than the 

code with one weighted digit at mw k −= 21
. Then, when 

weighing two digits with the numbers w1=w2=3, with a fur-
ther increase in the value of the weight w1, the characteris-
tics are also improved. Generally, in the group of codes with 
the fixed values of weighting coefficients, as one of them 
increases, the improvements are observed in the detection of 
the total number of errors in the data vectors of the WS(m,k)-
codes. 

IV. SYNTHESIS OF WEIGHTED SUM CODE GENERATORS  

Since the sum operations are used during building a 
weighted code, it is most advisable to use a standard element 
base that includes full-adders (FA), half-adders (HA) and 
quarter-adders (XOR) for the implementation of code gener-
ators. The latter ones, however, will not be required during 
implementation of code generators for the construction of 
which no deductions are used based on a predetermined 
module. Structural flow charts of the simplest implementa-
tion variations of adders are shown in Fig. 4. 

The adders fulfill the addition of signals entering on their 
inputs and form the values of obtained sums in a binary form 
at their outputs. A full adder operates with the data entering 
on three inputs, a half adder and a quarter-adder (adder in 
modulus two) – on two inputs. The output S of each device 
contains the sum of incoming numbers in the residue ring in 
modulus two, and the output C is designed to form a transfer 
signal. 

The analysis of methods for building WS(m,k)-code gen-
erators testified that the application of this approach [29] is 
the most effective: 

1. The decomposition of weighting coefficients into 
sums of the number 2 powers is implemented. 

2. The quantity of numbers of the i-th power of the 
number 2 – the Ni number is determined. 

3. The value i=0 is set.  

4. The i-th generator cascade, containing 





 −
2

1iN

 

full 

adders and ( )2mod
2

1−iN

 
half-adders is implemented. 

5. The value i is increased by one: i=i+1. 
6. The condition i=imax? is checked. If yes, then the 

generator is built; if not, the next step is implemented. 
7. The number of carry outputs of each adder of the  

i–1 cascade – 
1−iCN number is determined. 

8. The Ni number is corrected: 
1−

+=
iCii NNN . 

9. Steps 4 through 6 are repeated. 

The structural flow chart of the WS(8,5)-code generator 
with a sequence of [w8,w7,w6,w5,w4,w3,w2,w1] = 
[1,1,2,4,3,5,2,1] weighting coefficients is implemented in 

Fig. 5 by way of example. The signals on all lines of the 
generator circuit are also shown when the data vector               
<f8 f7 f6 f5 f4 f3 f2 f1> = <10111101> arrives at the inputs. 

To build a weighted code generator according to the 
above mentioned algorithm, the following decomposition of 
the weighting coefficients was fulfilled: ;20

871 === www  

;21
62 == ww  ;22 02

3 +=w  ;22 01
4 +=w  .22

5 =w  Thus, the 

quantity of different powers of the number 2 is equal to: 
;50 =N  ;31 =N  .22 =N   

For the generator zero cascade performing the summa-

tion of bits with 02  weights, it took 2
2

15 =



 −

 

full adders 

and ( ) 02mod
2

15 =





 −

 

half-adders. 2
2

5 =





 

adders totally. 

To build the first cascade of the generator, the number of 
carry outputs of each of the first cascade adders – 2

0
=СN  

number should be added to 31 =N  number. Further, the bits 
with 12  weights are summed up, which requires 

( )
2

2

123 =



 −+

 

full adders and ( ) ( ) 02mod
2

123 =





 −+

 
half adders. 2

2

5 =





 

adders totally. The second cascade of 

the generator is formed by one half adder and one full adder, 
since the numbers 22 =N  and 2

1
=СN  (the quantity of 

full adders equals ( )
1

2

122 =



 −+ , and the quantity of half 

adders equals ( ) ( ) 12mod
2

122 =





 −+ ). The third cascade of 

the generator contains one half-adder fulfilling adding the 
carry output values of the second cascade adders. 

It is worth noting that while decomposing weighting co-
efficients, the expansion in the maximum powers of number 
2 is the most effective. For example, the number 5 should be 
decomposed as follows: 02 22 +  (rather than so: 

011 222 ++ ).  

To assess the complexity of the structure obtained, the 
quantity of standard functional elements or the amount of 
inputs of internal logic elements may be used. The most 
convenient is the assessment of the complexity of the im-
plementation of devices in terms of complexity of the library 
of standard functional elements stdcell2_2.genlib [30], 
which makes it possible to obtain a single relative number 
directly related to the sizes of the area occupied by the de-
vice on the chip. In the element library under consideration, 
the complexity of implementing a half adder is estimated by 
the value 72=HAL  (two-input XOR element and two-input 
AND element), and the complexity of implementing a full 
adder is estimated by the value 176=FAL  (two half-adders 
and two-input OR element). Taking this data into considera-
tion, the complexity of technical implementation of WS(8,5)-
code generator with the sequence of weighting coefficients 
[1,1,2,4,3,5,2,1] is to be determined by the value

 1024=WSL . 

The estimates of the technical implementation complexi-
ty of the generators of all WS(8,5)-codes with the number of 
check bits ( ) 1log2 += mk  

are presented in Fig. 6, moreover, 

the codes are located in the sequence of increasing Wmax 
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number, which gives an idea of the regularities in changes of 
the implementation complexity indices. It should be noted 
that for 15 out of 44 weighted sum codes (except for the 
classical sum code), the implementation complexity is even 
less than the implementation complexity of the S(8,4)-code 
generator according to the same method. Besides, as shown 
above, a much larger quantity of errors is detected via any 
weighted code rather than via S(m,k)-code. As Wmax value 
increases, the number of undetectable errors decreases. At 
the same time, for each Wmax value, a sequence of weighting 

coefficients may be chosen, which gives lesser implementa-
tion complexity compared to S(m,k)-code. 

Another element base may be used for implementation of 
WS(m,k) code generators, for example, multiplexers [31]. 
The implementation of devices based on multiplexers is 
promising, since these devices are part of the logical blocks 
of modern programmable logical integrated circuits [32]. 
The simplest implementation variations of adders based on 
multiplexers with one and two address inputs are shown in 
Fig. 7. 
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Fig. 4. Flow charts of adders. 
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Fig. 5. WS(8,5)-code generator with a sequence of weighting coefficients [1,1,2,4,3,5,2,1] implemented based on standard adders. 
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Fig. 6. Complexity of WS(8,4)-codes generators technical implementation. 
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Fig. 7. Implementation of adders based on multiplexers. 

To implement a weighted code generator on multiplex-
ers, it is required to build it on the adders first using the al-
gorithm proposed above, and then replace each adder with 
its standard implementation on multiplexers. The implemen-
tation of WS(8,5)-code generator with a sequence of 
weighting coefficients [1,1,2,4,3,5,2,1] on multiplexers is 
shown in Fig. 8. 

 

V. CONCLUSION 

Weighing the data vector bits is an effective procedure 
prior to building a sum code. It makes it possible to build 
sum codes that have a reduced total number of undetectable 
errors compared to classical Berger codes. At the same time, 
the weighted sum codes have a crucial property of Berger 
codes, which allows using them during construction of con-
trollable discrete systems – unidirectional errors of any mul-
tiplicities are detected by them in data vectors. The presence 
of a certain proportion of asymmetrical errors in the class of 
undetectable ones is the price per preserving this property of 
a sum code with a reduced total number of undetectable er-
rors. Weighted sum codes also detect symmetrical errors in 
data vectors much more efficiently than Berger codes. A 
similar conclusion may be drawn when comparing the detec-
tion characteristics via codes with the summation of double-
bit errors in the data vectors. Such errors are the most fre-
quent ones in discrete devices according to the statistics 
[33]. 

The synthesis method of weighted sum code generators 
proposed in the article allows us to build simple structures of 
these devices via modular connection of standard typical 
elements: adders or multiplexers. Besides, the proposed 
method makes us possible to implement weighted code gen-
erators based on a modern programmable element base with 
low hardware resource costs. 
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Due to development of the programmable element base 
and the ever-greater implementation of the control systems 
for critical technological processes implemented based on it 
in the entire fields of science and technology, the application 
of synthesis methods of controllable discrete devices is un-
questionably important. The use of weighted sum codes in 
these tasks seems to be very effective.  
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Abstract—The iris recognition system depends heavily on the 

accuracy of the selected region of the iris. The paper considers the 

task of selecting the iris region in an eye image. To solve the 

problem, an algorithm has been developed that allows selecting the 

iris inner and outer boundaries in an acceptable time. The 

algorithm differs from the known ones by resistance to clutters in 

the form of glare, eyelashes, shadows and eyelids, as well as by 

high-speed operation, and allows working with images recorded 

under different conditions. Static results are given that determine 

the accuracy of the results and the time of the operation algorithm. 

To analyze the effectiveness of the proposed algorithms, the 

CASIA V4 database consisting of 52034 images of various 

positions and quality was used. 

Keywords—image processing, biometric technology, 

binarization, iris, Hough transform, Sobel operator 

I. INTRODUCTION 

Current trends in the field of data protection dictate strict 
requirements imposed to authorization systems for users of 
information resources. This gave rise to the widespread use of 
biometric identification, which allows a substantial increase in 
the level of information security. 

One of promising biometric technologies that has been 
developed recently is iris recognition. The shape of the iris 
segments is a stable, well-pronounced and informative biometric 
feature. The iris is located on the front of the eyeball and has an 
almost annular form. It is about 11 millimeters in size. The form 
and size of the iris outer boundary are constant (they do not 
change over time) and almost the same for all people. The iris 
inner boundary is given by the pupil located approximately in its 
center. In the first approximation, the iris inner and outer 
boundaries can be considered concentric circles (Fig. 1). 

Building recognition systems using an iris image is carried 
out according to the classical scheme: the extraction of an 
informative region (the iris) in the image, the formation of an 
attribute description of the extracted region, the comparison of 
the formed attribute descriptions. The above scheme can include 
the steps of assessing the quality of both the obtained images and 
the work of the individual stages of the method [1]. It should be 
noted that an important role in achieving high quality indicators 
of iris recognition is played by the accuracy of the first step - the 
extraction of the iris inner and outer boundaries in the image. 

 

Fig. 1. The iris boundaries 

The extraction of the iris inner and outer boundaries may be 
incorrectly performed for the following reasons: different 
lighting conditions when registering with different systems; 
eyelashes and eyelids covering the iris; the pupil defects; the iris 
dark colour (the pupil and the iris pattern are difficult to 
distinguish); a chronically dilated pupil (the pupil diameter 
should be less than 75% of the iris diameter); glare on the iris; 
head movement, blinking, inaccurate positioning of the head; 
changes in the iris caused by changes in the pupil size or shape, 
etc. 

Many algorithms have been developed and are being applied 
to solve the problem of extracting an area in the image that 
corresponds to the iris. The classical method proposed in [2] 
uses an integro-differential operator, which selects radially 
symmetric structures and has high accuracy and stability, but its 
computational complexity is unacceptable for most applications 
[3]. Attempts have been made to reduce its computational 
complexity, for example, through pyramidal processing [4]. 

Various radial filters in the framework of solving this 
problem were considered in [5, 6] and others. A large number of 
methods are based on binarization of the image with the 
subsequent extraction of a single [7] or the most appropriate [8] 
object as a pupil. These methods show good results in images 
with dark pupils [9], but they are ineffective on other types of 
images [10]. The morphological methods of the pupil detection 
show the same performance. Both simple methods, for example, 
determining the center of a pupil as a point furthest from the 
bright regions [11] and sophisticated ones [12] essentially rely 
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on the fact that the pupil is the darkest or at least one of the 
darkest objects in the image. An interesting extension here is the 
possibility of special lighting and the use of the red-eye effect 
[13]. 

Another significant class of methods is the use of various 
types of the circle Hough transform: from direct construction of 
a three-dimensional (two center coordinates and a radius) 
accumulator, as suggested in the classic work [14], to complex 
methods using gradients [15], the pre-processing of an image 
with the selection of its regions by clustering methods [16], 
transformations with separated accumulators [17]. In such 
methods, as the first step, a gradient image transformation, i.e. 
an approximate calculation of the partial derivatives of the 
image brightness at each point, is performed. Since the pupil is 
very different from the surrounding iris in brightness, the 
gradient values are large at its boundary - the circumference. 
Then, it is necessary to find the parameters of this 
circumference, for which the Hough transform [18], which 
allows finding the parameters of curves of a given type (in this 
case, the circumferences), is used. These are the methods used 
in [19] and [20]. In [21], the pre-binarization of the image is also 
used for acceleration. In [22], the equivalence to the circle 
Hough transform is shown for the application of a certain 
operator. Various methods have been developed to reduce the 
computational complexity of the problem. Many other 
approaches have been developed: obtaining the pupil 
circumference as an escribed circle for sets of three points 
(triangulation) [23], using active contours [24], classifiers, 
including Adaboost [25], the support vector machine [26], 
multiple-scale processing [27], including wavelets [28], 
combinations of several methods (for example, based on the 
extraction of regions and the extraction of boundaries) [29]. In 
[8], an individual method is used to find the coordinates of the 
center of an eye (without determining the pupil radius) only, and 
it is performed approximately to be further refined by other 
methods. 

II. STATEMENT OF THE PROBLEM 

The purpose of this paper is to develop an algorithm that 
would provide the extraction of inner and outer boundaries in an 
iris image, with indicators of accuracy, reliability and speed of 
work that would be acceptable for practical use in person 
identification systems, be highly resistant to various interference 
and work in low-quality images. 

The input data of the algorithm is a monochrome bitmap of 
the iris with the size of NM   pixels. 

The output data of the algorithm is the parameters of two 
circles approximating the boundaries of the inner and outer 
boundaries, namely the coordinates of the centers and radii 
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III. DESCRIPTION OF THE ALGORITHM 

Two stages are required to solve the problem. The iris inner 
boundary shall be found at the first stage, and its outer boundary 
shall be found at the other one. 

A.  The algorithm for extraction of the iris inner boundary 

To solve this problem, an algorithm has been developed that 
allows localizing the pupil in the image of an eye in a reasonable 
time. The algorithm consists of the following steps. 

Step 1. The results of selecting the iris inner boundary may 
be incorrect due to noise in the image, so it is important to filter 
out noise to prevent false detections caused by noise. To reduce 
the noise contained in the original image, as well as to remove 
high-frequency components from the original image in order to 
carefully examine the content of low-frequency components, the 
two-dimensional Gaussian filter is used in the form 
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The Gaussian filter leaves the low-frequency components of 
the image intact and attenuates the high-frequency components, 
which results in blurred images. When smoothing the image 
using the Gaussian filter, it is possible to use masks with 
different weights. The larger , the more the image is blurred 

when applying the Gaussian filter. Therefore, the value of these 
parameters is selected depending on the degree to which an 
image needs to be blurred. 

Step 2. The image shall be divided into rectangles, in each of 
which the average brightness is determined by the formula 
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Further, it is considered that the rectangle with the minimum 
brightness lies in the region of the pupil and is located 

)(min=
,

,
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Step 3. The image is binarized with a certain threshold, after 
which the components, on which the pupil is present, remain. 
Binarization is the division of all pixels of an image into two 
classes according to a certain brightness threshold  . The value 

of zero shall be assigned to pixels with the brightness that is 
lower than  , and the value of one shall be assigned to pixels 

with the brightness that is higher than  : 
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= P  where 1.3= is the coefficient 
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average brightness in the minimum brightness rectangle defined 
at the previous step.  

Step 4. To select the pupil boundary, the Sobel operator is 
used. The Sobel operator calculates the brightness gradient of an 
image in each pixel. On the other hand, the approximation of the 
gradient used by it is rather rough, this especially affects the 
high-frequency oscillations of the image. At first, the gradient is 
estimated along the directions of the vertical and horizontal axis. 
This is performed using two kernels: 
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where *  is the two-dimensional convolution operation 

The magnitude of the gradient is usually defined as follows: 
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After determining maxG , to extract the desired contour, the 

following shall be found  
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The extraction of the desired contour was carried out as 
follows: 
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max1

= G , with 
1

  being determined experimentally 

(our case 0.5=
1

 ).  

Step 5. To find the circle circumscribing the pupil, the 
following kind of Hough transform is used 
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where ),(
00
  are the coordinates of the pupil center to be 

determined; ),(
ii
  is a pixel in the image from a certain 

neighborhood; ];[
maxmin pp rrr  are possible radii of the circle. 

The developed algorithm significantly simplifies the search 
task and gives good results of the accuracy of determining the 
inner boundary, allows reducing the dimension of the parameter 
space in comparison with methods that determine both the center 

and radius, increases the stability of the method, especially in 
images with a noisy pupil image. 

B.  The algorithm for the extraction of the iris outer boundary 

Step 1. The approximate radius ir  of the iris is selected from 

];[
maxmin iii rrr   so are the coordinates of the center of its inner 

boundary ),(
pp

 . 

Step 2. From the center of inner boundary, moving left, right, 

up and down at a distance 
dis

  (
idis

r 2.1 ), a rectangular area 

is selected from the eye original image. 

Step 3. A Gaussian filter is applied to smooth the selected 
image: 
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Step 4. To remove noise from the selected image, a median 
filter is applied in the form: 
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where 


S  is the rectangular area of the image 
gI  with the size 

of kk  pixels. 

The median filter copes well with low to moderate noise 
levels, but to suppress more intense noise, it is necessary to use 
a median filter with a larger window of filtration. However, an 
increase in the window size results in the growth of the median 
component ability and can lead to distortion of the oject outlines. 
In addition, small objects can be removed entirely from the 
image. Therefore, in each case, the filter parameters are adjusted 
depending on the degree of distortion and the characteristic size 
of the observed objects. 

Step 5. To improve the image quality, gamma correction is 
applied in the form 

),(),( 


 m
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where c  and   are constants. 

Step 6. The iris edge points I  are found using the Canny 

edge detector [30].  

Step 7. The pupil image is cleared from the edge points and 
the eyelid outer and inner boundaries. 

Step 8. To find the circle circumscribing the pupil, the 
following type of the Hough transform is used 
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where ),(
00
  are the coordinates of the outer boundary to be 

determined; ),(
ii
  is a pixel in the image from a certain 

neighborhood; ];[
maxmin ii rrr  are possible radii of the circle. 

The developed extraction algorithm has the following 
advantages over the known ones: as the basis for the operation 
of the algorithm, the results of the selected iris inner boundary, 
rather than the original image, are used, which greatly simplifies 
the process of extracting the outer boundary and increases the 
high-speed operation of the algorithm; ensures the simultaneous 
elimination of noise and iris defects and enhances image 
contrast, which reduces the quantity of the boundary extraction 
stages. 

Fig. 2 shows the results of extracting the iris region using the 
proposed algorithms. It can be seen in the figure that the iris 
inner and outer boundaries are sufficiently selected regardless of 
the presence of eyelids, eyelashes, glares, and other 
interferences. 

  

 

Fig. 2. Examples of the iris region extraction 

IV. EXPERIMENTS 

The purpose of a computational experiment is to verify the 
efficiency of the proposed algorithm on real databases and to 
compare the accuracy of the results and the time taken by the 
algorithm with those of well-known Daugman’s [2] and Wildas 
[1] algorithms. 

The experiment was conducted on a computer with the 
following characteristics: the processor type was Intel Core i5-
2430M, the processor speed was 2.4 GHz, the operating system 
type was Windows 8.1, the RAM was 6 Gb. All algorithms are 
implemented in the Matlab R2017a system. 

The CASIA–Iris V4 [31] database was chosen as the basis 
for testing the proposed algorithms. All images were recorded in 
the near infrared range, with the colour depth of 8 bits, JPEG file 
format. The CASIA–Iris V4 database is divided into six groups 
of images: CASIA–Iris–Interval, CASIA–Iris–Twins, CASIA–
Iris–Thousand, CASIA–Iris–Lamp, CASIA–Iris–Syn, and 
CASIA–Iris–Distance. Only the first five groups of images were 
used in the experiment. 

CASIA–Iris–Interval was obtained in two sessions and 
contains 249 objects, 395 classes, 2639 images. The number of 
images per eye is 1 to 26. Images of this database were shot with 

our own device in the near infrared range with a resolution of 

280320  pixels. In the group of images, there are ones with 

strong occlusion and poor contrast. The image quality is poor, 
the iris texture is fuzzy, there are clutters on the pupil in the form 
of horizontal stripes; the iris boundary and the pupil are difficult 
to distinguish. 

CASIA–Iris–Lamp was obtained in one session and contains 
411 objects, 819 classes, 16212 images. The number of images 
per eye is 10 to 20. The size of an image is 480640  pixels. 

The images were recorded in the room with an OKI(IRISPASS-
h) manual device. The image quality is visually better. A large 
portion of the images has a significant shading of the iris with 
eyelids and eyelashes. 

CASIA–Iris–Twins is the first database obtained in one 
session and contains images of the eyes of twins. The size of an 
image is 480640  pixels; the database contains 200 objects, 

400 classes, 3183 images. The number of images per eye is 5 to 
10. The images were recorded under different lighting 
conditions. The visibility of the iris is poor. 

CASIA–Iris–Thousand is the first database that contains 
more than a thousand objects obtained in one session. It contains 
100 objects, 200 classes, 20000 images. The number of images 
per eye is 10. The size of an image is 480640  pixels. 

CASIA–Iris–Syn is the database containing synthesized 
images of the iris obtained in one session. It contains 1000 
objects, 1000 classes, 10000 images. The size of an image is 

480640  pixels. 

TABLE I.  THE RESULTS OF THE WORK OF THE ALGORITHMS FOR THE 

IRIS INNER BOUNDARY 

Algorithm Accuracy Average operating time, sec 

Daugman’s 96.2%  0.495  

Wildas 95.7%  0.553  

Proposed  98.1%  0.283  

TABLE II.  THE RESULTS OF THE WORK OF THE ALGORITHMS FOR THE 

IRIS OUTER BOUNDARY 

Algorithm Accuracy Average operating time, sec 

Daugman’s 95.6%  0.596 

Wildas 94.8%  0.693 

Proposed  97.2%  0.387 

During the experiment, 52034 images were used. As can be 
seen from Tables 1 and 2, the proposed algorithms spend on the 
average one image window of 0.283 s to determine the iris inner 
boundary and of 0.387 s to determine the iris outer boundary, 
which is almost 2 times less than the same indicator of the 
compared algorithms. 

V. CONCLUSION 

An algorithm of searching for the iris inner and outer 
boundaries in the image that is efficient in terms of speed and 
accuracy is proposed. A computational experiment was 
conducted to test the working efficiency of the proposed 
algorithm in real images obtained from the CASIA data set. A 
comparative analysis of the proposed algorithm with the 
Daugman’s and Wildas algorithms in terms of accuracy and 
operating time was conducted. The results of the comparison 
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showed that the proposed algorithm has advantages in terms of 
accuracy as compared to known algorithms.  
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Abstract—The following article represents the method of 
clock tree synthesis (CTS). The method gives the advantage to 
synthesis clock tree with small clock skew and a smaller 
difference in the time of data and synchro signal spreading. The 
following method is applicable for each modern software of 
place and route (PR). 
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I. INTRODUCTION 

The synthesis of a synchronous-signal tree has a direct 
impact on the speed of digital circuits. Below is the phrase (1) 
characterizes P calculation of the synchronized signal of the 
digital system. 

                                  P s d P 		                          (1) 

Where s is the clock skew, dmax is the worst way for the 
speeding, P0 characterizes the constant of time skews so that 
we can calculate the correctness of period of the digital 
system. The skew of the synchro signal characterizes the 
maximum skew from the source of the synchronization signal 
to the entry of trigger synchro signal. The skew of the sync 
signal is counted both on the ascending front and on the 
descending front, with corresponding triggers [2,3]. P0 is a 
constant, which includes the time and the distribution of the 
data and the skews of other time dimensions. It is clear from 
the expression (1) that in order to minimize the P period of the 
synchro signal, it is necessary to reduce the skew of the 
synchro signal and at the same time the worst way of data 
distribution- dmax. Since in submicron technology the 
interruptions conditioned by interlinks are gradually given 
more importance to, which means that synchro signal skew is 
in the greater dominance upon speed in the digital integral 
circuit  (IC). Thus, the decrease of synchro signal skews is 
even more important in sequential digital IC. Consequently, 
the bigger the increasing number of sequential numeric ICs 
becomes the more complicated becomes the synthesis of sync 
signal spreading tree Usually, the synchronization signal is 
distributed in a wide range of fan-out ways and must have 
access to all functional blocks. 

II. THE METHODS OF THE SYNTHESIS OF SYNCH 

SIGNAL TREE 

There are type ways of constructing synch signal trees- 
automatically and manually differentiated. Manually 
constructing a synchronized tree allows the designer to 
manage the number of synchro spreading levels, buffer count 
and buffer type at each level. Below we present the simplest 
example of building a synchronization tree manually, for 

which you need to set the synchronization input PIN name (-
root [get_port CLK]), the number of levels (-max_level_num 
3), the buffer type (-use_lib_cells {CLKBUFX16, 
CLKBUFX8, CLKBUFX4}) will be used during the synthesis 
of a synchronization tree. Obviously, in case of  manual 
synthesis of  a CTS, all timing parameters of the are evaluated 
by the designer as a result of which the choice of the number 
of levels or the number of buffer names is determined. Thus, 
manual synthesis of a synchro signal tree is a very complex 
and labor-intensive process, which is obviously not applicable 
in modern designs if we take into consideration the volume of 
modern projects and the complexity of the synchro signal tree. 
The given example is for smaller projects or for smaller pieces 
of large projects. Below is a simplest example of the synthesis 
of the tree for synchronous trees and the schematic appearance 
of the tree constructed in Fig. 1. 

create_cts_spec –name manually_clk_functional_mode \  

-root [get_port CLK] \ 

-max_level_num 3 \ 

-use_lib_cells {CLKBUFX16, CLKBUFX8, CLKBUFX4}  

 Fig. 1 represents the following: we have a sync sign, the 
name of which is CLK, which should distribute the 
synchronization signal in the n-number of triggers. It is 
necessary to divide the synchronization signal into three levels 
(hierarchies) 1st, 2nd and 3rd. In each level, use different 
buffers with corresponding X16, X8 and X4. 

 

Fig. 1. Schematic appearance of the manually constructed synchro signal  
tree 

The software tool that has been developed by us at the time 
of building an automatic synchronization tree. Deployment 
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and scheduling (e.g. Nitro-SoC using the following 
commands: report_cts, report_timing, report_cts) [2] 
automatically retrieves all time-related settings for the 
synchronization tree from the software environment. For the 
method of constructing an automatic synchronization tree 
developed by us, the following parameters are required for the 
maximum, minimal delay (-max_delay 450p, -min_delay 
400p), maximum duration (increasing, decreasing) duration (-
max_transition 50p) for interconnection and cell (-
max_leaf_transition 50p) maximum capacity (-
max_wire_capacitance 400.0f) for interconnection and cell (-
max_capacitance 200.0f), maximum output branch (-
max_fanout 10), maximal skew of  synchronization signal (-
max_skew 30p) cell for interconnect (-max_net_skew 50p). 
Based on the data received and processed, synchro signal tree 
topology is constructed and is balanced, including the number 
and size of the buffers calculated and imported by the method. 

Regardless of what kind of methodology is used for the 
synthesis of a CTS, the main goal is to minimize the time 
synchro signal distribution and to provide a skew as little as 
possible the synchro signal (distraction). Let's consider the 
synchro skew and the time based on the simpler example of 
synchro signal spreading Fig. 2. 

 

Fig. 2. The synchrotron skew between two triggers 

There are two FG1 and FF2 triggers that are linked with 
Combinational Logic and Sync with clk [1].The skew of 
synchro signal will be represented with the following formula. 

                                           δ = t2 – t1                               (2)  

Where δ is skew of synchro signal between two triggers, 
t2, t1 are respectively time for synchro signal spreading.  

Below is the data required for the synthesis of an 
automatic CTS. Fig. 3  is presented in the real design of the 
CTS. 

create_cts_spec -name auto_clk_functional_mode \ 

 -root [get_port CLK] \ 

 -max_transition 50p \ 

 -max_leaf_transition 50p \ 

 -max_capacitance 200.0f \ 

 -max_wire_capacitance 400.0f \ 

 -max_fanout 10 \ 

 -max_skew 30p \ 

 -max_net_skew 50p \ 

 -min_delay 400p \ 

 -max_delay 450p \ 

 -opt_clock_gates {move size} \ 

 -cell_name_prefix CTS_clk_cell \ 

 -port_name_prefix CTS_clk_port \ 

 -use_inverters true \ 

 -trace true \ 

 -balance_roots true 

 
Fig. 3. The appearance of  CTS 

As can be seen from the example, all the parameters 
needed for the synthesis of an automatic CTS are represented 
with their respective values. It is also important to group 
synchro signals that is based on skews of synchro signals, and 
the synchro signals that are as closest in their values as 
possible are grouped together. For a more detailed description 
of the method, we will unveil the nature of our method as 
follows. Follow the steps below. 

III. CONSIDERING THE METHOD SUGGESTED BY US 

Obviously, allocation and software tools for the synthesis 
of the synchronous signal tree use quite complex and different 
algorithms. The purpose of our method is to minimize the 
skew of the synch signal and reduce the speed of synchro 
signal in CTS. Thus, we need to pre-evaluate the synthesis of 
CTS, based on which we should apply our method in future. 
First, it is necessary to find the greatest skew with synchro 
triggers and obviously, allocation and software tools for the 
synthesis of the synchronous signal tree use quite complex and 
different algorithms. The purpose of our method is to 
minimize the skew of the synch signal and reduce the speed 
of synchro signal in CTS. Thus, we need to pre-evaluate the 
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synthesis of CTS, based on which we should apply our method 
in future. First, it is necessary to find the greatest skew with 
synchro triggers and the longest time of synchro signal 
movement. Next we have to look for the next greatest values 
until we find them all. Afterwards, we should group by 
descending order of the two parameters listed above. We also 
need to consider the distraction of the two parameters taking 
into consideration the values we receive. The greater the 
distraction is, the worse synchro signal tree is constructed. We 
calculate the distraction in the following way: We use three 
sample values 9 ps, 10 ps, and 11 ps.  First, the average of 
these samples is calculated: 

                                    (9 + 10 + 11) / 3 = 10                       (3) 

The average is 10ps. Next, the squared deviation is 
calculated: 

  (9 - 10)^2 + (10 - 10)^2 + (11 - 10)^2 = 2                         (4) 

The squared deviation is 2 ps. Finally, jitter is calculated 
from the square root of the average squared deviation. 

                                       sqrt(2 /(3 - 1)) = 1                          (5) 

Jitter is 1ps 

So let's consider the method suggested by us which 
consists of two phases. Below we present the sequence of 
steps: 

First phase 

• It is necessary to group synchronous signal skews by 
ascending order. 

• It is necessary to evaluate the skews of 
synchronization signals and distraction times. 

• On the basis of the values obtained, it is necessary 
to estimate the number of hierarchies of the 
synchronization signal, taking into account the 
timing parameters of the buffers and the inverters in 
the standard library. 

• The choice of the correct quantity of hierarchies is 
very important because the smallest possible value 
of the skews depends on it. 

• It is necessary to set a threshold value to which the 
skew of synchro signals should strive after choosing 
the right quantity of hierarchies. 

• In other words, the hierarchies of synchro signals 
will increase so much that we can reach our 
threshold value. 

• After determining the number of hierarchies\s, 
synchro signals are again recalculated and classified 
in ascending order.  

Second phase 

• The CTS that has the biggest skew from the 
classified ranges is considered and we try to reduce 
the deviation by 2 stages by changing the size of the 
existing buffer. 

• In case of failing the 1st step, we are going to 
optimize the data transmission path. 

• It is necessary to give valuation after each step in 
order to avoid problems of optimization in our 
suggested method.  

• The described method is automated but if required it 
allows the designer to interfere in the method.  

Let's consider the above mentioned method in practice. 
Fig. 4 depicts some part of  CTS, where synchro signal is 
underlined. Fig. 5 clearly envisages that synchro signal comes 
out of the buffer (is marked with red circle) and spread 
between 4 triggers(is marked in yellow circle). As a result of 
the analysis it becomes clear that, in this case, we have the 
following skews of the synchro signal Table I. 

TABLE I. Skews Of The Synchro Signals (Before Method Implication) 

The Number Of The Trigger Synch Signal Skew (ps.) 

1 25.4 

2 26.9 

3 24.1 

4 19.4 

As a result of method implication we receive the following 
results Table II: 

TABLE II. Skews Of The Synchro Signals (After Method Implication) 

The Number Of The Trigger Synch Signal Skew (ps.) 

1 16.7 

2 17.4 

3 18.3 

4 13.8 

 
Fig. 4. Part of CTS 
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Fig. 5. presents the most remote placed triggers of our 
project(they are marked with red). It is obvious that from the 
angle of the  CTS synthesis it would be quite difficult to 
minimize the time of synchro signal spreading. In this context, 
it is necessary to consider the time of movement of the data 
and try to maximize it so that we can neutralize the amount of 
time it takes to distribute the synchronized signal at a great 
distance. At the same time, we can also try to add additional 
buffers on  the way of the  synchro signal so that we do not 
significantly increase the time of data motion. In this case, the 
application of the method developed by us gave the following 
result: 

Before the application of the method the difference 
between the synchro signal and the time of propagation was 
356 ps. 

After the application of the method it became 48ps.  

Thus, the project is comprised of 1213 triggers, which is a  
memory control unit (SRAM) block with static self-willed 
permissions. Thus, it is necessary to construct a CTS so that 
the difference between the clock skew and the spread of the 
data and the synchro signal (slack) satisfies the thresholds we 
propose. As much we can design projects with smaller 
threshold as faster  the designed project will be. The proposed 
method can be used to build a CTS in any of the placement 
and routing tools (IC Compiler, Nitro-SoC, Innovus). This 
method not only reduces the synchro signal the skew, but also  
reduces the difference between the time of spreading the data 
and the synchro signal. 

 
Fig. 5. The most distant-placed triggers 

Obviously, the method developed by us allows to reduce 
the skew of the synchro signal, the difference of spreading 
time between data and synchro signal by dividing the 
additional levels and classifying it by time. By adding 
additional buffers on these classified ways, we increase the 
area of our project. It is also important to note when reducing  
synchro signal skew it is advisable to make use of the method 

suggested by us. If necessary, it is possible to add double 
inverter instead of a buffer.  

Below Table III represents the skew of the sunchro signal 
before the application of our method, it contains 11 levels. 
Table IV represents synchro signal skew after the application 
of the method when the levels have been added reaching 20 as 
a result of buffers added by us. 

TABLE III. Total Skews Of The Synchro Signals (Before Method 
Implication) 

The Name Of Synchro Signal Skew (ps.) 

CLK_1 25.4 

CLK_2 26.9 

CLK_3 24.1 

CLK_4 19.4 

CLK_5 18.8 

CLK_6 18.4 

CLK_7 16.2 

CLK_8 28.3 

CLK_9 19.7 

CLK_10 18.1 

CLK_11 18.5 

TABLE IV. Total Skews Of The Synchro Signals (After Method 
Implication) 

The Name Of Synchro Signal Skew (ps.) 

CLK_1 16.7 

CLK_2 17.4 

CLK_3 18.3 

CLK_4 13.8 

CLK_5 11.3 

CLK_6 11.2 

CLK_7 11.5 

CLK_8 20.3 

CLK_9 15.8 

CLK_10 12.2 

CLK_11 19.8 

CLK_12 20.2 

CLK_13 19.7 

CLK_14 18.8 

CLK_15 14.1 

CLK_16 15.1 

CLK_17 17.9 

CLK_18 15.3 

CLK_19 16.4 

CLK_20 16.1 

Table V represents the difference of spreading time 
between synchro signal and data before and after the 
application of the method. 

Table V. The difference of spreading time between synchro signal and data 
before and after the method. 

Before The App. Of The 
Method (ps.) 

After The App. Of The Method 
(ps.) 

356 48 
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IV. CONCLUSION 

The proposed project had an average of 21.2 ps. (Jitter 4.12 
ps.) synchro signal skew and 11 levels before using our 
reduction method. As a result of our method, the number of 
levels has increased to 20, and the synchro signal skew is 16.1 
ps. (Jitter 3.01 ps.), and the area has increased to 15.45%, the 
overall project performance has increased to 4.78%. The 
difference of spreading time between the data and the synchro 
signal was  at least improved 7 times. 
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ABSTRACT. In article it is executed comprehensive and 
systematic the analysis of objects of transport infrastructure of 
the megacity. The research of emergence and functioning of 
systems of automation on constructions of St. Petersburg, their 
evolutionary development and transformation to the single 
systems of tool monitoring is executed. For the first time use of 
monitors for the park of artificial constructions is proved. On 
the basis of detailed inspection of city facilities (in total more 
than 700 units) criteria were formulated and groups of 
transport objects which allowed to allocate about 100 
constructions are created, without fail due to be equipped with 
monitors  

Keywords—monitoring, automation systems, transport 
objects, diagnostics, technical condition 

I. INTRODUCTION 

Tool monitoring systems (or structural health monitoring 
systems) have long been firmly established in engineering 
life. Their widespread use is due to the significant progress in 
the field of information technology observed throughout the 
world over the past 30-40 years. 

Monitoring as a research tool first began to be used in the 
70s of the twentieth century. Initially, monitoring meant an 
environmental observation system that controls the processes 
of interaction between nature and man. In papers and 
scientific studies on nature-oriented and environmental 
matters, monitoring quite quickly becomes one of the most 
widely used concepts [1]. Currently, various environmental 
monitoring systems have been developed and are 
functioning, which determine the organization of constant 
observations in space and time over the man-made changes 
in natural environment and control of its state during various 
types of economic activity [2]. 

The general principles of environmental monitoring 
served, in particular, as the basis for the creation of 
engineering monitoring as a new direction in the field of 
organizing the operation of complex building structures, 
including artificial road structures [3]. 

Ensuring sustainable operation requires constant 
surveillance over the appearance of certain defects and 
damage of the object elements, and forecasting their possible 
development before they turn into defects and damage that 
threaten structure reliability and durability. 

It should be noted here that there are two main types of 
monitoring: one is applied during the construction process 
and another is applied during the operational period; both of 
them solve essentially different tasks. 

While the first type controls the stress-strain state of a 
structure during construction, when non-design forces occur 
in structures, the second one is intended mainly to monitor 
the technical condition of the structure affected by negative 
factors and influences during its existence for quite a long 
time. 

In our case, using the term monitoring, we mean 
precisely monitoring during the operational period. 

Let us give examples of existing innovation approaches 
to managing the technical condition of artificial structures 
and monitoring systems both in Russia (in particular, in St. 
Petersburg) and abroad. 

The world experience in implementing monitoring 
systems is rather extensive [4, 5]. In domestic practice in 
recent years, many objects of transport infrastructure have 
been equipped with similar systems [1, 5]. At the same time, 
a number of publications relating to the monitoring of urban 
structures can be singled out [1-5]. 

St. Petersburg, being a kind of museum of bridges, as the 
owner of artificial structures park, whose architectural and 
technical features are recognized all over the world [1-5], 
could not stand aside. 

In 2017-2018, Mostotrest St. Petersburg State Budgetary 
Institution, the oldest operating organization in the field of 
management of the technical condition of transport facilities, 
assigned a task to develop The concept for monitoring over 
artificial road structures in St. Petersburg using automated 
technologies with the subsequent development of working 
documentation for the automated monitoring system of the 
Alexander Nevsky Bridge (hereinafter referred to as the 
Concept of Monitoring). In order to provide services timely 
and with correspondence quality in accordance with the state 
contract, experts in the industry who are co-authors of this 
article were involved in the work as experts and co-
developers.  

The purpose of the article is to describe its main 
provisions , since in fact it was a research work that allows 
highlighting some issues in the field of monitoring over 
artificial structures and the process of automating the 
maintenance of St. Petersburg bridge park objects. 

In the course of Monitoring Concept development, a 
number of activities were carried out aimed at analyzing the 
development of existing automation systems for facilities in 
St. Petersburg, as well as their current status and future 
development. 
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The objectives of the article are city road artificial 
constructions and their subsystems.  

II. SYSTEM DEVELOPMENT AND OBJECT ANALYSIS 

It is widely known that St. Petersburg has unique 
artificial structures, characterized by both aesthetic and 
technical features that are recognized throughout the world. 
This park of bridges includes a wide variety of structures of 
multifarious materials and static schemes, whose service life 
is comparable to the age of the city itself. 

Despite of a great variety of unique artificial structures, 
first of all, they are the transport structures which main 
purpose is to ensure constant, safe and uninterrupted 
movement on the highways that they connect. 

Accordingly, it is necessary to operate and maintain not 
every bridge separately, but the entire bridge park as a 
whole; not to save each separate bridge, but classify it as a 
unit of the bridge park. 

Moreover, if during the operation of individual structures 
each of them should serve as long as possible, then the 
bridge park as a whole should be operated continuously [6]. 

There is no need to support bridges for 120-150 years. 
Such durability can be technically ensured, but it is not 
economically feasible. 

It is much more profitable to ensure safe operation and 
loading pass at the proper level, i.e. the most important 
function of the structure during the so-called optimal period. 

According to calculations, this period does not exceed 
65-70 years under the conditions of St. Petersburg (for 
example, reinforced concrete bridges). 

In addition to the use of modern equipment when 
maintaining bridges [7], which allows maintaining reliability 
and functionality required levels, continuous improvement of 
the existing operation system is also required, which in turn 
requires increased attention and the use of additional 
resources (both material and intellectual). 

Respectively, it is necessary to use modern methods and 
means of monitoring the technical condition of structures 
subject to the term innovative. 

Let us give some examples. 

 

Fig. 1. The system of radar monitoring, security and video surveillance in 
the premises of the Troitsky Bridge 

In order to increase the level of buildings protection, 
complex bridges and security systems have been installed on 

movable bridges since the 1990s of the twentieth century 
(Fig. 1), which allow monitoring the presence of vehicles and 
pedestrians before raising the bridges from the control panel 
and the guard station, as well as warning unauthorized 
penetration to bridges and service premises, and also damage 
to property and equipment. 

 

In addition, the installed radar system allows the 
dispatcher to control ships passage along the Neva River at 
night along the sections of reconnected spans. It is extremely 
necessary for use in emergencies cases with dockings impact 
with the bridge piers (Fig. 2) 

 
Fig. 2. Vessel after impact with the Troitsky Bridge support  

The subsystem of radar and visual monitoring of ships 
passage along the Neva River fairway allows determining 
craft parameters (dimensions, exact location geographical 
coordinates, movement speed and direction) in real time, and 
also displays craft current location in online mode on an 
electronic map with reference to geographical coordinates. 
Information is being recorded and archived, and a database 
of alarm events is maintained. 

Currently, video surveillance and security systems are 
very widespread due to the relative ease of operation and 
significant advantages in maintaining the structure. This is 
especially concerns a matter of ensuring the safety of 
St. Petersburg treasury to which the artificial structures of the 
city belong together with the equipment installed. 

The system of automated control over bridges raising 
applies with the following objects: 

• The Volodarsky Bridge; 
• The Alexander Nevsky Bridge; 
• The Bolsheokhtinsky Bridge; 
• The Liteyny Bridge; 
• The Troitsky Bridge; 
• The Dvortsovy Bridge; 
• The Blagoveshchensky Bridge; 
• The Birzhevoy Bridge; 
• The Tuchkov Bridge. 

The system of automated control over the bridges raising 
provides dispatch control of power supply and monitoring 
over the process equipment operation supporting bridges 
raising, as well as the transmission of video information from 
cameras of bridges technological video surveillance. On 
some bridges, the system provides control and transmission 
of the alarms from the security, alarm and fire alarm systems 
and automatic fire extinguishing to the control room. 
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The system’s dispatch center is in the administrative 
building of Mostotrest St. Petersburg State Budgetary 
Institution located at 42, Industrialny Avenue (Fig. 3) 

 

 
Fig. 3. The dispatch center of Mostotrest St. Petersburg State Budgetary 
Institution located at 42, Industrialny Avenue 

Access to the system data is provided through the LAN 
(local area network) of Mostotrest St. Petersburg State 
Budgetary Institution, including remote access from the 
premises of operation section of movable bridges located at 
4, Orlovsky Lane. 

The automated traffic safety system in tunnels covers the 
following objects: 

• The left-bank transport tunnel at the Liteyny Bridge; 
• The right-bank transport tunnel at the Liteyny Bridge; 
• The tunnel of transportation hub of the right-bank exit 

from the Liteyny Bridge; 
• The transport tunnel at the Grenadersky Bridge; 
• The transport tunnel under the Pobedy Square; 
• The pumping station of overpasses at the intersection 

of road to the airport with Pulkovskoye Highway; 
• The transport tunnel on Pulkovskoye Highway (turn 

to Pushkin Town); 
• The overpass of tunnel type (the tunnel on 

Pirogovskaya Embankment); 
• The pumping station of railway junction on Ligovsky 

Avenue; 
• The underground pedestrian crossing on the 

Mitrofanyevskoye Highway; 
• The underground pedestrian crossing under the 

Primorsky Avenue (at the 3rd Yelagin Bridge). 

The automated traffic safety system in tunnels provides 
dispatch control of power supply and monitoring over the 
operation of technological equipment of sewage pumping 
stations, ventilation and outdoor lighting of transport tunnels 
and underground pedestrian crossings. The system provides 
the ability to remotely control devices for automatic input of 
backup power (ATS) and pumping equipment. At some sites, 
sensors of security, alarm and fire alarms are included in the 
system. Recently equipped facilities (the right-bank transport 
tunnel at the Liteyny Bridge, the tunnel of transportation hub 
of the right-bank exit from the Liteyny Bridge, the tunnel on 
Pirogovskaya Embankment) provide video data transmission 
from process video surveillance cameras. 

The system’s dispatch center is combined with the 
Moveable Bridges of St. Petersburg System’s Dispatcher 
Center and is located in the administrative building of 
Mostotrest St. Petersburg State Budgetary Institution located 
at 42, Industrialny Avenue.  

The dispatching system of elevating equipment for 
pedestrian crossings covers the following objects: 

• The elevated pedestrian crossing No. 1 opposite 
Oskalenko Street; 

• The elevated pedestrian crossing No. 2 on 
Primorsky Avenue; 

• The elevated pedestrian crossing in the alignment of 
Staroderevenskaya Street; 

• The elevated pedestrian crossing at Savushkina 
Street; 

• The elevated pedestrian crossing at Yakhtennaya 
Street. 

The dispatching system of elevating equipment for 
pedestrian crossings provides dispatcher control of lifting 
equipment and control access to lifting platforms for low-
mobility groups of people at elevated pedestrian crossings, 
including video transmission from surveillance cameras and 
two-way voice communication between the user of lifting 
equipment and the dispatcher. 

The system’s control room is equipped in an underground 
pedestrian crossing near Primorsky Avenue (at the 3rd 
Yelagin Bridge). The system’s information is duplicated and 
stored in the control room, combined with the Moveable 
Bridges of St. Petersburg System’s Dispatcher Center and 
located in the administrative building of Mostotrest St. 
Petersburg State Budgetary Institution located at the 
following address: 42, Industrialny Avenue. 

The underwater transport tunnel under the Morskoy 
Channel on Kanonersky Island can be one more example, 
where, along with a video surveillance and security system, a 
system for recording data on the technical condition and 
performance of equipment and electrical networks in a tunnel 
is installed (Fig. 4). 

The autonomous monitoring and control system for 
engineering systems of the Kanonersky transport tunnel 
provides work monitoring and remote control of the tunnel 
engineering systems (pumping stations, ventilation systems, 
tunnel lighting), as well as technological video surveillance. 

 
Fig. 4. CCTV and security systems in the Kanonersky transport tunnel 
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The system’s control room is located in the technical 
building of the Kanonersky tunnel. 

The system of operational monitoring of the overpass 
through the railway tracks of St. Petersburg-Sortirovochny-
Moskovsky station in the alignment of Alexandrovskaya 
Ferma Avenue provides monitoring over the overpass 
building structures and technological video surveillance (Fig. 
5) 

 

 
Fig. 5. Monitoring over the state of the overpass constructions in the 
alignment of Aleksandrovskaya Ferma Avenue 

 
It is obvious that such systems are of a great benefit in 

buildings maintenance, because they seriously increase the 
efficiency of the operation process by reducing labor costs 
(as well as material resources) to protect the structure. In 
addition, as it was already mentioned, the process of 
investigating accidents on artificial structures is greatly 
simplified. 

However, these systems are already far from new ones. 
Their use began in the middle 90s of the twentieth century. 
Nevertheless, their further improvement is possible, and is 
constantly being developed. 

Currently, there are more than 700 artificial structures in 
St. Petersburg in the technical maintenance of Mostotrest St. 
Petersburg State Budgetary Institution. 

Due to the fact that a significant part of the facilities has 
been constructed according to individual projects, and are the 
structures of complex design, and in some cases even 
attributed to particularly dangerous, unique and technically 
complex (in accordance with regulations of the Russian 
Federation), there is an obvious need for special approaches 
to the management of their technical condition 
(maintenance). 

Operational control over the technical condition of 
buildings and structures is carried out during the period of 
operation of such buildings and structures by conducting 
periodic inspections, checking (or) monitoring of the 
condition of bases, building structures, engineering systems 
and engineering networks in order to assess the state of 
structural and other characteristics of reliability and safety of 
buildings and structures (in accordance with regulations of 
the Russian Federation). 

Also, both in Russian and international standards, it is 
explicitly stated that in applicable case for the purpose of 
evaluating the actual operation of bridge structures, 
monitoring of the stress-strain state of bridges, i.e. a system 
of long-term monitoring of their condition and behavior in 

the process of construction (reconstruction) and operation 
should be provided in projects. 

Monitoring should be organized in the following cases: 

• during the construction and operation of large11 and 
complex bridges; 

• for metal and reinforced concrete structures wherein 
their additional prestressing is applied (force 
control); 

• for bridges with externally statically indefinable 
structures, wherein additional forces, deformations 
and sediments are possible due to geological, 
hydrological, landslide and seismic phenomena; 

• for reinforced concrete structures wherein large 
uncertainty of long-term processes associated with 
creep, shrinkage and temperature deformations 
(concrete different ages, a combination of 
prefabricated and monolithic structures, etc.) is 
possible. 

In accordance with the Russian legislation, the objects of 
control, threats of accidents, and emergencies, should be 
subsystems of life support and safety: 

• heat supply; 
• ventilation and air conditioning; 
• water supply and sewerage; 
• power supply; 
• gas supply; 
• engineering and technical complex of the 

facility’s fire safety; 
• lift equipment; 
• communication system and alerts; 
• alarm systems, video surveillance, access 

control and monitoring, as well as inspection 
equipment; 

• systems for detecting increased levels of 
radiation, emergency chemical substances, 
biohazardous substances, significant 
concentrations of toxic and explosive 
concentrations of gas-air mixtures, etc. 

Objects to control the threat of accidents and emergencies 
should be technological systems, as well as bases, 
engineering structures of buildings and facilities; engineering 
protection facilities, areas of possible mudflows, landslides, 
and avalanches in the area of the facility operation. 

Thus, when analyzing potential monitoring objects, 
several characteristic groups of objects were identified, fully 
or partially related to objects equipped with an automated 
monitoring system. 

The first group of objects consists of artificial road 
structures attributed to large bridges in accordance with the 
standards. Mostly, moveable and non-movable bridges, as 
well as city overpasses are included in this group. 

                                                           
1 Note: Here and elsewhere it is assumed that small bridges are up to 25 

m long inclusive; medium bridges are over 25 m long and up to 100 m 
inclusive; large bridges are over 100 m long. Highway (including city) 
bridges which are less than 100 m long, but with spans of over 60 m are also 
belong to large bridges. 
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The second group of objects consists of transport 
tunnels. The objects are of complex design; the safety of 
their operation using monitoring systems is significantly 
increased. The risks analysis of emergencies development for 
these structures and similar objects [8, 9] using existing 
standards (GOST R 51901-2002. Reliability management. 
Risk analysis of technological systems) and scientific 
research [2, 3] confirms this need. 

The third group of objects consists of pedestrian 
tunnels, pumping stations, lifting equipment and other 
engineering networks at St. Petersburg transport 
infrastructure objects. Mostly, communications and objects’ 
engineering networks (the so-called engineering systems 
monitoring process) are the elements under control. 

The fourth group consists of other objects, for example, 
structures that have a relatively small length, but which are 
complex in design, or that have emergencies or similar 
situations during their life cycle. An express analysis of 
emergencies risks at such facilities confirms the need for 
automated monitoring systems to ensure the safety of their 
operation. These are dams, bridges less than 100 m, and 
complex structures. 

Typical architecture of the monitoring system is the 
following – fig. 6. 

 
Fig. 6. Typical architecture of the monitoring system 

 

Moreover, some systems allow mobitoring moving 
objects. This can be realized by special additional sensors in 
according with CCTV components. For instance let us show  
an equipment from already pointed overpass constructions in 
the alignment of Aleksandrovskaya Ferma Avenue – fig. 7. 

The overpass is instrumented in four various sections and 
also at the level of two poles and cross beams (struts). 
Besides temperature sensors and strain gauges, the control 
system of loadings with possibility of video fixing and 
registration of the uncontrollable superheavy vehicles which 
are carrying out unauthorized driving through the overpass 
acts on the overpass. For this purpose on object the video 
cameras allowing when receiving alarm signals from sensors 
of monitoring are installed to register images for 5 with 
before inclusion of alarm signal and 10 from later its 
inclusion. 

 
Fig. 7. Monitoring of moving objects: left photoes – cameras on the pylon 
according with strain gauges; right photoes – fixed vehicles.  

The control system of loadings gives the chance to 
estimate the strain (stressed-deformed) level which is tested 
by designs when passing heavy-load cars, and to establish 
threshold on reaching which it is necessary to survey design. 
It is also possible to count cycles of passing of motor 
transport and to estimate the level of fatigue of object, i.e. to 
analyse change of the main mechanical and physical 
properties of designs under the influence of the cyclic tension 
and deformations. 

Before installation of system risk analysis, the heavy-load 
cars connected with passing on object which has revealed the 
specific zones serving as the indicator when tracking 
influence of this risk (fig. 7) has been made. 

From the aforesaid, it can be seen that potential 
monitoring sites have some regularities in relation to the 
city’s transport infrastructure: 

• Bridges are located on the Neva River and the 
branches of its delta; 

• There are various objects (bridges, transport 
tunnels, pedestrian crossings) along the northern 
shore of the Neva River delta (Sverdlovskaya 
Embankment, Pirogovskaya Embankment, 
Ushakovskaya Embankment, Primorsky 
Avenue, Savushkin Street, Primorskoye 
Highway); 

• Increased density of placement of potential 
monitoring objects is observed along the main 
radial (Ligovsky – Moskovsky Avenue – 
Pulkovskoye Highway, Vitebsky Avenue, 
Stachek Avenue – Marshal Zhukov Avenue – 
Tallinskoye Highway) and city ring roads 
(Obvodny Channel Embankment, Ivanovskaya 
Street – Slavy Avenue). 

In total, more than 100 objects were included in 
Monitoring Concept. 
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CONCLUSION 

So far, there have been isolated cases of the use of tool 
monitoring means in our country, and for the first time the 
authors have proposed a full-fledged concept covering all 
city road objects. 

Together with the fact that St. Petersburg is a megacity 
with various man-made structures of absolutely all types 
(and many of them are monuments), tool monitoring of the 
structures technical condition is a complete and relevant 
mean aimed at improving the efficiency of artificial road 
structures. It is based on the physical laws and automation 
algorithms, jointly allowing putting modern monitoring 
systems into practice. 

The presence of more than 700 artificial road structures 
in the city led to the fact that in the process of Monitoring 
Concept developing, a complete and reliable facilities 
analysis was needed along with the development of clear 
criteria for equipping them with monitoring tools. The 
authors solved this problem by forming four groups of 
objects. Otherwise, a situation of redundancy monitoring and 
a subsequent decrease in the system efficiency could occur. 

The primary objects for Monitoring Concept 
implementation are large transport infrastructure facilities, 
such as transport tunnels and drawbridges. 

The main novelty of the article is representing and 
justification of constructions types to be installed by 
structural health monitoring systems. 
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Abstract—Paper discusses a problem of the CMOS self-timed 

circuits' indication. Large number of indicating signals in the 
multi-bit computational devices and registers requires an 
additional hardware and time for their combining and forming a 
single control signal that provides a request-acknowledge 
interaction between interconnected self-timed functional blocks. 
Indication subcircuit performs this. Multi-input hysteretic 
triggers allows for accelerating indication subcircuit by factor of 
1.1 – 1.6 and reducing its complexity in several times in 
comparison to standard implementation basis on static and 
semi-static Muller's elements. A penalty for this is some short-
circuit current in the worst case. 

Keywords—self-timed, indication, C-element, hysteretic 
trigger, performance, complexity 

I. INTRODUCTION 

Theoretically self-timed (ST) circuits provide best 
performance in any particular ambient conditions because they 
are free of any given external clock. They use a request-
acknowledge interaction between source of a processed digital 
data and its receiver. Due to this performance of the ST 
circuits is determined only by the real cell delays in the current 
operating conditions. 

Unlike ST circuits, synchronous circuits operate under 
strict control of an external clock. Therefore, if a clock source 
does not adapt to changing ambient conditions, synchronous 
circuits are forced to focus on the "worst case": minimum 
supply voltage, maximum permissible ambient temperature, 
"slow" transistors etc. As a result, in some applications, the ST 
circuits are faster than their synchronous counterparts despite 
their hardware redundancy. 

The main factors limiting performance of the ST circuits 
are as follows: 

• Diphase work discipline. 

• Presence of an indication subcircuit. 

There are two phases in any ST circuit operation: work 
phase implementing an input data processing algorithm and 
spacer, in which ST circuit prepares for next work phase. 
Spacer is necessary to separate adjacent work phases, but it 
adds nonproductive delay to a total work cycle of ST circuit. 

Indication subcircuit is an integral part of the ST circuits. It 
provides completion detection at each phase and controls an 
interaction between ST functional blocks. Indication subcircuit 
combines all internal indication signals into one phase signal. 
It is a control signal for ST circuits that are the drivers and 
receivers regarding this ST circuit. ST circuit is considered to 
be switched to the next phase only when both algorithmic part 
of the circuit, and indication subcircuit have switched to this 
phase. At that, all circuit elements must complete their switch 
in this phase. Therefore, to confirm the end of switching ST 
circuit, one needs to indicate outputs of all circuit components 
and combine them into a single indication output. 

The higher performance of the ST circuits compared to 
their synchronous counterparts is showed obviously in 
relatively simple circuits with a small capacity. Here 
indication subcircuit works in the "background" mode and its 
contribution to the circuit delay is negligible. In multi-bit ST 
circuits a large number of internal indication signals leads to 
"swelling" indication subcircuit and to increasing its 
contribution to the digital data processing tract delay. 

Therefore, the development of the components 
accelerating completion detection of the ST circuits is an 
urgent task. This paper analyses the indication subcircuit 
implementation variants for CMOS ST circuits with a diphase 
operation discipline and researches the ways of their 
accelerating and simplifying. Coding discipline of the 
information signals is dual-rail in the combinational part and 
bi-phase (output of RS-trigger, [1]) in sequential part of the ST 
circuits.  

The scientific novelty of the paper consists in researching 
feasible alternates of the multi-input hysteretic trigger that 

* The study was done by a grant from the Russian Science Foundation
(Project №. 19-11-00334) 
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speeds up and simplifies an indication subcircuit for any ST 
circuit, especially for multi-bit arithmetic digital units. 

II. INDICATION SUBCIRCUIT IMPLEMENTATION BASIS 

The classic principle of indicating circuits with dual-rail 
and bi-phase encoding of the information signals is as follows [2]: 

• Generating a signal indicating spacer or work state of 
each data signal. 

• Combining all internal indication signals into one 
output indication signal. 

Signal indicating dual-rail information signal is generated 
using k-OR (k-NOR) cells for zero spacer or m-AND (m-
NAND) cells for unit spacer, where k is a number of series-
connected p-MOS transistors between supply bus and cell 
output, which is admissible in this process; m is a number of 
series-connected n-MOS transistors between ground bus and 
cell output, which is admissible in this process. Internal 
indication signals are combined by a pyramid circuit using the 
special indication cells. 

Traditional indication cells are as follows: C-element 
(semi-static Muller's element) and hysteretic trigger (H-
trigger, static Muller's element) [3]. Fig. 1 and 2 show 3-input 
CMOS circuits of the C-element and H-trigger respectively. 

C-element uses the "weak" inverter (its transistors are 
outlined with dotted ovals in Fig. 1) to store its state between 
time moments, when all inputs of the C-element are the same. 
When C-element is forced to switch to an opposite state, a 
chain of sequentially connected "strong" p- or n-type 
transistors "draws" the potential of the internal net A 
supported by an opposite type transistor in "weak" inverter. 

Advantages of the C-element are as follows:  

• Small number of transistors: 2 (N + 2), where N is the 
number of inputs. 

• Unit capacitance on each input. 

 

 
Fig. 1. 3-Input C-element 

 
Fig. 2. 3-Input H-trigger 

Disadvantages of the C-element are as follows: 

• Availability of a short-circuit current (a few 
picoseconds in 65-nm CMOS process) flowing through 
the chain of series-connected "strong" transistors and 
transistor from "weak" inverter during switching C-
element. 

• Low noise immunity due to the fact that internal net A 
potential is supported by "weak" transistor; under the 
influence of strong enough interference it may change 
to a level switching "strong" output inverter and 
inverting state of the C-element. 

In H-trigger, transistors providing holding trigger's state 
may have an arbitrary size because such an active transistor is 
disconnected from the power source or ground at a time when 
all inputs of the H-trigger take the same value not matching 
the stored state. Therefore, H-trigger switches in an opposite 
state without any process of "drawing" potential of the internal 
node A to new value. 

Advantages of the H-trigger are an opposite to 
disadvantages of C-element: 

• Lack of short-circuit current during switching. 

• High noise immunity because the stored trigger's state 
is supported by "strong" transistors.  

In addition, it has the better performance due to the lack of 
"drawing" the internal node A potential. 

Disadvantages of the H-trigger are as follows:  

• Increased number of transistors: 4 (N + 1), where N is 
the number of inputs. 

• Input capacity is larger than in C-element. 

Due to limitations on the number of series-connected 
transistors in CMOS circuit (no more than three p-MOS 
transistors and not more than four n-MOS transistors) 
indication subcircuit is based on 2-input and 3-input C-
elements or H-triggers. Indication subcircuit combining M 
indication signals into single one can be implemented on 
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" ∙ 1 − 1 log⁄ " 2-input C-elements and H-triggers or 
on " ∙ 1 − 1/ log " 3-input their versions. It will have 
" logM " or " log " layers (cascades) of such cells 
respectively. 

For example, the number of indication signals at first 
Wallace "tree" layer of a double precision multiplier compliant 
to IEEE754 standard [4] using dual-rail with unit spacer 
encoding equals to 1431. The indication subcircuit combining 
them will have 716 3-input and 2-input H-triggers located on 
the 7 layers of a pyramidal structure. One H-trigger has 
roughly 50-ps delay in 65-nm CMOS process in typical 
conditions. Thus a total delay of such indication subcircuit will 
be around 350 ps. 

In applications that do not require the maximum reduction 
of dynamic current consumption, it is permissible to use multi-
input H-triggers [3, 5] whose behavior is described by a 
Boolean function: 

Y+ = I1*I2*...*IN + Y*(I1 + I2 + ... + IN), 

where I1, I2,..., IN  are the inputs of the N-input H-trigger. Fig. 
3 demonstrates CMOS circuit of the N-input H-trigger. 

The peculiarities of the multi-input H-triggers are as 
follows: 

• Lack of connected in series transistors controlled by 
the inputs. 

• "Weak" inverter (marked by dashed oval) is controlled 
by one of the trigger's input (IN in Fig. 3) rather than by 
its output.  

Multi-input H-trigger is also semi-static. Premature 
switching IN input to a value corresponding to the next phase 
of work of the H-trigger causes a short-circuit current. And 
this current lasts until all inputs of the H-trigger will switch to 
the same value as IN. Short-circuit current strength depends on 
the width of both the transistors in the "weak" inverter and 
opposing it serial-parallel transistor group in the input part of 
the trigger. 

 
Fig. 3. N-input H-trigger 

Circuit in Fig. 3 works correctly and without short-circuit 
current at any size of the transistors, if IN input is changed the 

most recent of all H-trigger inputs. To provide this logically, a 
designer can connect to this input an indication signal formed 
by longer cell chain than other indication signals. However, 
the behavior of the ST circuit should not depend on the delay 
of its elements. Consequently, one must to take into account 
that IN may be either delayed in relation to the rest of the 
trigger inputs, or preceding switch of at least one of them, 
even if IN propagates through longer cell chain. So there are 
specific requirements for the implementation and usage of the 
multi-input H-triggers. 

III. MULTI-INPUT H-TRIGGER OPTIMIZATION 

A necessary condition for the workability of the multi-
input H-trigger is that "weak" inverter should not lead to a 
premature switching trigger at early changes of IN, when at 
least one of the other inputs remained in a opposite state. In 
addition, the size of the transistors of the multi-input H-trigger 
should provide acceptable "performance to short-circuit 
current value" ratio in the worst case. 

The necessary workability conditions for the multi-input 
H-trigger in typical 65-nm CMOS process are achieved with 
the following transistor size ratios: 

 
 

  (1) 
 
 
 
where Wp,weak, Wn,weak, Lp,weak, Ln,weak are the width and length 
of p- and n-transistors in the "weak" inverter; Wp,in, Wn,in, Lp,in, 
Ln,in are the width and length of p- and n-transistors driven by 
other H-trigger inputs; Wp,FB, Wn,FB, Lp,FB, Ln,FB are the width 
and length of p- and n-transistors providing storing H-
trigger's state at time intervals, when its inputs have the 
differential values; Kp,GM, Kn,GM are coefficients depending on 
process-dependent parameters.  

Simulation by means of Spectre program (Virtuoso, 
Cadence) has allowed for calculating coefficients Kp,GM and 
Kn,GM values for a standard 65-nm CMOS process. Taking into 
account the possible combinations of parameters of p- and n-
transistors, they have been determined as Kp,GM = 0.9 and 
Kn,GM = 6.4. Size of the transistors in Fig. 3 matches the ratios 
(1). 

Similarly, the transistor sizes in the C-element circuit are 
calculated to ensure proper operation of the C-element for all 
combinations of parameters of the p- and n-transistors and 
permissible ambient conditions. For example, for 3-input C-
element: 

 
 

(2) 
 

 
 

where Wp,in*, Wn,in*, Lp,in*, Ln,in* are the width and length of the 
p- and n-transistors driven by the corresponding C-element 
input. For standard 65-nm CMOS process, taking into 
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account the possible combinations of the p- and n-transistor 
parameters, coefficients Kp,С and Kn,С have values Kp,С = 0.7 
and Kn,С = 8.1. 

Short-circuit current in the multi-input H-trigger depends 
on the order of switching its inputs. If IN input driven the 
"weak" inverter switches last, the short-circuit current is 
absent, and vice versa, if it switches first among all inputs of 
the H-trigger, the short-circuit current is maximum. 

Transistor sizes in the N-input H-trigger shown in Fig. 3 
provide some balance between short-circuit current at worst 
condition and trigger's speed. At the same time, they ensure 
proper operation of the H-trigger at any switch order of its 
inputs. It is possible to improve performance by increasing the 
width of transistors in the "weak" inverter. But this will 
inevitably lead to an increase in the short-circuit current in a 
worst case. 

Fig. 4 shows a family of diagrams presenting the short-
circuit current IS value in the circuit in Fig. 3 when the IN input 
switches next-to-last, with various process-dependent 
parameters of transistors ("ff" – all transistors are "fast", "tt" – 
all transistors are typical, "ss" – all transistors are "slow"). For 
nominal supply voltage (VDD = 1.0V) the current IS does not 
exceed 120 μA throughout the range of ambient temperature at 
any parameters ratio of the p- and n-transistors. 

Short-circuit current in the C-element is comparable to the 
short-circuit current in the multi-input H-trigger. Its duration at 
fixed supply voltage and ambient temperature is determined 
only by the size ratio of "weak" and "strong" transistors and 
their parameters. 

IV. COMPARISON OF INDICATION SUBCIRCUIT 

IMPLEMENTATIONS 

Due to the nature of CMOS transistors operation at 
different temperatures and supply voltages, usage of the multi-
input H-trigger is not always appropriate. Following are the 
results of simulating different variants of the indication 
subcircuit, combining specified number of the indication 
signals into a single signal. 

 
Fig. 4. Short-circuit current in 16-input H-trigger in the temperature and 
supply voltage VDD range 

To compare performances of the different types of the 
indication elements, a ring oscillator was used. Fig. 5 shows 
its circuit. It consists of 10 identical segments (ISC) 
combining some indication signals and based on a "tree" of 2-
input and 3-input indication cells (C-elements (C) or H-
triggers (G)), or on a single multi-input H-trigger (GM), and 
one NAND2 cell enabling generation by signal EN=1. 
Contribution of the NAND2 to total generation period is 
insignificant. 

Fig. 6 - 8 demonstrate the dependence of the generation 
period on supply voltage at various temperatures and ratios 
transistor parameters for three ring oscillators built of 
indication subcircuits combining 16 indication signals in 
different basis. Each type of curve corresponds to one corner 
of the transistor parameters: dotted line – "ss", dashed-dotted 
line – "tt", solid line – "ff". The results were obtained by 
means of program Spectre. 

 
Fig. 5. Ring oscillator 

 
Fig. 6. Oscillation period of three ring oscillators for 0.8V supply voltage 

Analysis of graphs in Fig. 6 – 8 shows the following: 

• Indication subcircuit, combining 16 indication signals 
into a single output and implemented by one 16-input 
H-trigger, with supply voltages of 0.8V and 1.0V has 
the best performance compared with similar circuits on 
the C-elements and conventional H-triggers, 

• At 1.2V supply voltage the advantage of multi-input H-
trigger is restricted by the temperature range minus 
63ºC through plus 50ºC for "ss" corner, and is 
preserved throughout full temperature range in all other 
corners, decreasing at increased ambient temperature, 
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• Performance of the indication subcircuit on base of C-
element turned out to be worse among others variants 
under all conditions. 

 
Fig. 7. Oscillation period of three ring oscillators for 1.0V supply voltage 

 
Fig. 8. Oscillation period of three ring oscillators for 1.2V supply voltage 

Fig. 9 and 10 present the simulation results for indication 
subcircuits on base of H-trigger and multi-input H-trigger 
combining 9 and 27 indication signals at 1.0V supply voltage 
and in a range of temperatures and parameters of transistors. 
They show that multi-input H-trigger efficiency falls with 
decreasing number of combined indication signals. Indication 
subcircuit combining 9 signals and implemented on base of 
conventional 3-input H-triggers has better performance in the 
positive temperature range than 9-input H-trigger.  

On the contrary, the 27-input H-trigger shows better 
performance throughout full temperature range than subcircuit 
on 3-input H-triggers. Its advantage almost linearly increases 
from (1…3)% at T = 127ºC up to (17…24)% at a T = –63ºC 
depending on transistor parameters. 

Multi-input H-trigger shows similar advantage also at 
lower supply voltages. For example, at 0.8V supply voltage, 
its performance is better than performance of the subcircuit on 
base of conventional H-triggers by (13...14)% at T = 127ºC 
and by (36...62)% at T = –63ºC depending on transistor 
parameters. Increasing supply voltage reduces this advantage. 

Moreover, in corner (1.2V supply voltage and T = 127ºC) this 
advantage disappears. 

 
Fig. 9. Oscillation period of 9-input indication subcircuits for 1.0V supply 
voltage 

 
Fig. 10. Oscillation period of 27-input indication subcircuits for 1.0V supply 
voltage 

However, multi-input H-trigger has additional advantages 
in comparison with traditional indication subcircuits on base 
of conventional H-triggers: 

• Lower hardware costs (number of transistors N-input 
H- trigger equals to 2·(N + 2), that is identical to the 
formula for C-element), 

• Simpler layout. 

At the same time, the effectiveness of the multi-input H-
triggers depends on the structure of the circuit generated 
indication signals to be combined. The maximum efficiency 
can be achieved in multiple circuits with almost simultaneous 
generation of bitwise indication signals: registers, parallel 
adders, parallel multipliers, etc. For example, the most 
balanced splitting multiplier 53×53 on two pipeline stages 
leads to appearing 598-bit intermediate register. 
Implementation of an indication subcircuit for this register on 
base of 30-input and 20-input H-triggers instead of 3-input H-
triggers reduces its complexity by factor of 3.6, and 
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accelerates it by 14% at 1.0V supply voltage and 25ºC 
ambient temperature.  

Note that simulation results were obtained for the case the 
input of the multi-input H-trigger driving "weak" inverter 
changes later than other inputs in each H-trigger. This ensures 
the absence of any short-circuit current, but slightly slows 
down its work. Otherwise, multi-input H-trigger shall 
demonstrate higher performance, and short-circuit current will 
appear which value will correspond to the data shown in Fig. 
4. This current will leak until all H-trigger's inputs switch to 
the same state. 

Thus, the usage of multi-input H-triggers is appropriate for 
combining large number of the indication signals generated by 
bits of the parallel computing units and registers. 

V. CONCLUSIONS 

Indication subcircuit is a "bottleneck" of the multi-bit 
digital ST circuits. The need to detect the completion of the 
transitional processes in all elements of the ST circuit and to 
organize request-acknowledge interaction between ST blocks 
forces a developer to spend additional hardware and to slow 
down the circuit by forming indication subcircuit. It combines 
all internal indication signals into a single signal used as a 
control signal for preceding and subsequent blocks in the path 
of digital data processing. 

Usage of the multi-input H-triggers in indication subcircuit 
of the multi-bit computing units and registers allows both for 
reducing hardware costs of the indication subcircuit 
implementation by several times, and for decreasing its delay 
by one and a half times, thereby increasing the performance of 
the entire ST circuit. 

Under the typical values of the supply voltage (VDD = 
1.0V), ambient temperature (T = 25°C) and model parameters 
of CMOS transistors ("tt" corner), 27-input H-trigger is faster 
(by 1.11 times) and less complex (by 3.6 times) in comparison 

with similar indication subcircuit on base of 3-input H-
triggers. Low voltage and low ambient temperature maximize 
a performance of the indication subcircuit using multi-input H-
triggers. 

C-element, which transistors are resized to provide the 
same short-circuit current during switching C-element as 
multi-input H-trigger has, demonstrates the worst performance 
in comparison with both conventional H-trigger and multi-
input H-trigger. 

Varying the size of transistors in the multi-input H-trigger 
circuit allows for shifting balance between its short-circuit 
current and performance in any direction/ One can accelerate 
H-trigger at the expense of increasing allowable short-circuit 
current or reduce possible short-circuit current, due to 
deterioration in its performance. 

REFERENCES 
[1] Y.A. Stepchenkov, A.N. Denisov, Y.G. Diachenko, F.I. Grinfeld, O.P. 

Filimonenko, N.V. Morozov, et al. "Functional cell library for 
designing self-timed semi-custom chips on gate arrays 5503/5507". 
Moscow: Tekhnosfera. 2017. 367 p. — ISBN 978-5-94836-332-5. 
URL: http://www.technosphera.ru/lib/book/497p. 

[2] M. Kishinevsky, A. Kondratyev, A. Taubin, and V. Varshavsky. 
Concurrent hardware: the theory and practice of self-timed design, New 
York: J.Wiley & Sons, 1994, 368 p. 

[3] V.B. Marakhovsky, "Theory of the logic design. Course slides," 
http://elib.spbstu.ru/dl/1945.pdf/download/1945.pdf. In Russian (last 
accepted date 17.05.2019). 

[4] IEEE Computer Society. 2008. IEEE Standard for Floating-Point 
Arithmetic IEEE Std 754-2008.  doi:10.1109/IEEESTD.2008.4610935.  

[5] Y.A. Stepchenkov, Y.G. Diachenko, A.N. Denisov, and Y.P. Fomin. H-
trigger. Patent № 2371842. Registered 27.10.09. Publ. in Invention 
Bulletin, 2009, № 30, 13p. 

 
 

 

 

212 2019 IEEE EWDTS



978-1-7281-1003-5/19/$31.00 ©2019 IEEE 

Main Solutions of Structural Health Monitoring in 
Managing the Technical Condition of Transport 

Objects 

 

Andrei Belyi 
Bridges Department 

Emperor Alexander I St. 
Petersburg State Transport 

University 
Saint-Petersburg, Russia 

andbeliy@mail.ru 

Dmitrii Shestovitskii 
Bridges Department 

Emperor Alexander I St. 
Petersburg State Transport 

University 
Saint-Petersburg, Russia 

shestovitsky@mail.ru 

Eduard Karapetov 
Bridges Department 

Emperor Alexander I St. 
Petersburg State Transport 

University 
Saint-Petersburg, Russia 

eskar@yandex.ru 

Dmitrii Sedykh 
Department of Automation 

and Remote Control on 
Railways 

Emperor Alexander I St. 
Petersburg State Transport 

University 
Saint-Petersburg, Russia 

sedyhdmitriy@gmail.com 
   

VladimirLinkov 
Department of Automation, 

Remote Control and 
Communication on 
Railway Transport 

Russian University of 
Transport (MIIT) 
Moscow, Russia 

linkov2@yandex.ru 

ABSTRACT. Basis for operability of systems of tool 
monitoring are physical laws and algorithms of automation. 
The main used subsystems, such as control of the intense 
deformed state, vibration diagnostics, control of angles of 
rotation and inclinations of elements, are given in the text of 
article with the description of an essence of measurements. 
Standard schemes of constructions and their elements with the 
monitors located on them are also provided. 

Keywords—structural health monitoring, monitoring 
subsystems, vibration diagnostics, technical condition 

I. INTRODUCTION 

Modern bridge constructions represent the difficult 
technical objects including simultaneously unique 
architectural desicions, and the advanced automation 
equipment of steering and control of state with further 
changes forecasting possibility. Development of scientific 
and technical progress allows in the course of creation of 
constructions and designs in the transport industry (bridges, 
flyovers, outcomes of roads in the different planes, road 
carpet, the railroads, etc.), to provide use of the integrated 
and external means of technical diagnosing and also 
expeditious periodic and continuous monitoring capable to 
quickly transfer data on technical condition of subject to 
diagnosing with the indication of the predicted terms of no-
failure operation [1 – 4]. It considerably simplifies and 
reduces the price of difficult technical objects operation and 
also allows to increase the level of safety of their use. 

Nowadays monitoring systems are the most adequate and 
precise instrument of civil objects elements diagnostic during 
their building and especially maintenance period of life cycle 
[5-7]. This tendency goes in parallel with new up-to-date 
approaches with global informative modeling and 
supervising of transport objects. Different examples of 
structural health monitoring realisation are transport objects: 

bridges [8, 9], tunnels [10], embankments, locks and other 
constructions, as well as separate elements of transport 
infrastructure [11-15]. But the main emphasize among 
monitoring systems one can find in bridges realizations. 
Maybe it’s the consequence of their “nature”: frequently 
bridges constructions are located over big rivers, bays, 
artificial barriers. 

In the seventies the 20th century monitoring of 
constructions came down to automatic instrumental data 
acquisition from keyzones of constructions. The situation 
slowly went from the systems loaded only by static 
parameters to up-to-date systems of  monitoring (SHMS – 
Structural Health Monitoring System) on a “turn-key basis”, 
with lots of test controllers and the built-in estimated 
analytical system. Such systems effectively developed in the 
EU countries, so what implementation is promoted by the 
legal framework allowing the infrastructure facility 
stakeholder to obtain decreasing coefficient in the cost of an 
obligatory insurance. In case of project cost many billions of 
euros even the tenth shares of percent of economy on an 
insurance premium are very considerable sums. 

Besides the financial incentives the situation in the field 
of implementation of periodic and continuous monitoring 
means sharply changed as a result of breakthrough in 
development of information technologies in the last thirty 
years. High-precision gauges, modern blocks, digital 
converters, an optical wireless network, global positioning 
systems and other technical achievements laid a way to 
bigger accuracy, speed and profitability of data acquisition. 
For purposes of structural analysis the latest software is used 
that increases productivity of processing of large volume of 
data. Recently the significant contribution was made to 
increase in reliability of the equipment and mechanisms and 
environmental safety of constructions that affects also of 
their operation efficiency and service.  
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With development of the market of these services of 
SHMS it was selected as a separate class (services) necessary 
to application in the construction industry. In the market 
various technical solutions, both from domestic, and from 
foreign vendors appeared. 

The described picture and situation is not local problem 
only. As one can see, a great deal of investigations go on all 
over the world [1-16]. In the present article authors give the 
information of St. Petersburg  monitoring objects. With some 
features the city is a museum щи bridges, thus the illustrating 
example is pretty evident. 

That is why precisely city transport constructions are the 
objectives of the article. All the described data is obtained as 
a result of long period analysis, carried out by authors. 

Modern systems of instrumental monitoring (structural 
health monitoring systems) have different physical 
principles. However and most commonly, all of them can be 
joined by measured parameters. This, in turn, will allow 
achieving an integral effect when the values are obtained 
from subsystems having a different basis. 

As monitored parameters, the values obtained by direct 
measurements or indirectly, based on the results of direct 
measurements of other quantities that are functionally related 
to the desired quantity, can be used. 

The goal of present article is to illustrate the necessity of 
different monitoring subsystems usage. For this goal some 
tasks are: 

- indicating the parameters; 

- pointing of subsystems; 

- physical principles; 

- examples objects. 

During the monitoring of building structures of transport 
facilities, it is necessary to determine the needed parameters 
of objects’ various parts. The structure elements (supports 
and span structures) subjected to the greatest loads and the 
greatest state changes in the course of construction and 
operation are subject to monitoring. 

The main parameters to be monitored are: 

• absolute and relative structures displacement; 

• dynamic parameters affecting structures wearing 
process; 

• stressed-deformed condition of structural 
elements; 

• development of cracks (if any). 

II. STRESSED-DEFORMED CONDITION 

This condition is mainly fixed  by strain gauge way with 
the help of special sensors (strain gauges). They fix the 
deformation at a certain point of the element, and then the 
stresses are determined using Hooke's Law. Deformations 
fixed on a segment called S base, during operating in the 
elastic stage, are registrated by small values. Strain gauges 
measure the absolute elongation (shortening) ∆S and 
determine the average relative deformation: = ∆

    (1) 

For the average relative deformation more accurately 
reflect the true one, S base has to be as small as possible. 

In a linear stressed condition, it is enough to measure ∆S 
to determine the voltage on the base located in the acting 
force direction. Based on the obtained ε value and the known 
modulus of E elasticity, the stress is calculated: =

    (2) 
In case of a plane stressed condition at the given zone, 

deformations are measured in two or three directions. 

Gauges are located along the main stresses σ1 and σ2 or 
(if the main stresses directions are unknown) one gauge can 
be set arbitrarily, and the other two can be set at angles of 
45° and 90° or 60° and 120° to it. In the first case (the 
directions of main stresses are known), σ1 and σ2 are defined 
as follows: = + ,= + ;  (3) 

where, 

μ is Poisson's ratio. 

In the second case, the calculations are more 
sophisticated, but can be made. To avoid excessive data in 
present article we won’t  post these information. 

In the last decade of "advanced" strain gages – 
tensoresistors which principle of action is based on use of 
dependence between deformation and electrical quantities 
are more often used: ohmic resistance (mainly), capacity, 
inductance, etc. Deformation in the sensor causes change of 
one of electrical quantities which is measured with high 
precision; determine the amount of deformations by change 
of electrical quantity. 

Important characteristic of the tensoresistor – 
tenzofeeling coefficient η: = :

    (4) 

where, 

R – nominal resistance of the tensoresistor; 

ΔR – change of resistance of the tensoresistor; 

ε – the relative deformation determined by formula (1). 

Tensoresistors actually measure relative lengthening ε, 
but not change of length of ∆S base, as at strain gages. 

The coefficient of a “tenzofeeling” depends on properties 
of material of which the tensoresistor, and technologies of its 
production is manufactured. This coefficient can differ from 
party to party (and even from one sensor to another) 
therefore it is always given by the manufacturer in the 
accompanying documents. The less difference in coefficient 
between series of sensors, the it is more qualitative and more 
reliable than measurement. 
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Fig. 1. Typical tensoresistor  

Strain gages (tensoresistors) are sensors of measurement 
of deformation (tension). Allow to determine changes of 
tension by changes of electric characteristics. Can be 
established at any stage of construction (operation). The 
beginning of work of SHM during which indications of 
strain gages are considered as zero is considered the initial 
point. Control points of installation of strain gages are 
defined by calculation of bearing structures. 

III. VIBRATION MONITORING SUBSYSTEM 

It provides structures’ dynamic parameters in the form of 
sets of accelerations and frequency patterns of oscillations. 
The parameters integrally contain data on structures’ 
stiffness and masses, as well as external influences. 

Measurements outcomes during dynamic monitoring 
allow revealing hidden changes in the structures strength 
properties. Therefore, tasks of dynamic monitoring include 
the next: 

• dominant frequencies of free 
oscillationsdetermination; 

• seismic activity impact on the structure’s 
dynamic operationassessment; 

• determination of the level of transport loads 
influence on dynamic characteristics; 

• frequency analysis to assess and predict changes 
in the technical condition. 

The neccessity to solve the tasks posed within the 
framework of dynamic monitoring opens a wide field both 
for researching the structures themselves, along with 
estimation of hidden damage development, and in terms of 
methods, tools, and setting monitoring tasks. In this regard, it 
should be noted that parameters of natural oscillations, 
presented as the set of frequencies and corresponding 
vibration modes, are the main characteristics of any design. 

The next formula is well known based on the structures 
dynamics = 0

   (5), 
where, 

C = AM;  

A – compliance matrix of a system with n degrees of 
freedom; 

M – lumped mass matrix; 

E – unitary diagonal matrix; 

λ – matrix C eigenvalue; 

 – matrix С eigenvector. 

The accelerometer serves for measurement of response 
characteristics of construction. Directly accelerometers 
measure acceleration in installation points. Acceleration is 
recalculated in other response and direct current 
characteristics, in particular, of vibration, natural frequencies, 
movements. For application as a part of the equipment of 
monitoring of bridge constructions accelerometers with the 
lower frequency from 0 Hertz are required. 

Accelerometers have no start state. 

Accelerometers are installed on constructions of a 
construction for registration of the fluctuations arising in it 
under the influence of different types of loadings (temporary, 
wind, seismic). 

 

Fig. 2. Typical accelerometer  

IV. SUBSYSTEM OF ANGLES AND OFFSETS CONTROL 

The behavior analysis of the rod elastic line deformation 
under the influence of effects performed by the authors can 
be illustrated by Fourier Series with usage of trigonometric 
polynomials. In general and in this case, it is enough to use 
from six to eight members, depending on design features of 
the investigated structure. 

Inclinometers should be located at the intersection points 
of the harmonics of Fourier Series with the rod axis. 

The deformable rod shape under the influence of external 
factors is determined by the function obtained by solving 
simultaneous trigonometric equations, wherein the data 
obtained using the installed inclinometers are substituted for 
the arguments. 

The length of L rod elastic line will correspond to half of 
the spatial period of the first harmonic of Fourier Series. 
Consequently, the length of this period is 2L, and the lengths 
of Ti periods of all the harmonics of the series are 
determined by the following formula = , = 1, 2,…  (6) 

In this case, trigonometric polynomial takes the following 
form 	= 	 +	∑ sin + cos 	 (7) 

It is recommendable to install the sensors at the points 
where the figures appearing in (6) the function, sine and 
cosine, take zero values. The abscissas of such points on the 
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elastic line of the beam for any harmonics can be found by 
the following formula = , = 1	, …	 , ; = 0,… ,2   (8) 

 

Fig. 3. Typical inclinometer 

As one can see, on the fig. 3 there is an inclinometer, 
made by precision technology, as a geodetic one, with oil 
liquid inside. They are more expensive neither MEMs 
inclinometers, but more precise and have no drift of zero. 

 

V. INTEGRAL OPERATION OF SUBSYSTEMS AND TYPICAL 

CONTROL POINTS 

Thus, in the monitoring system there are completely 
different physical parameters, which integrated processing 
collectively gives an opportunity to get a reliable picture of 
the facilities technical condition. At the present stage of 
automation and electronics development, all transmitted 
signals are a stream of information vectors, which are 
processed using current theories and practical 
recommendations [16-19]. 

Besides named subsystems, there are some others – 
additional ones. For instance, meteostations and GNSS can 
be pointed. 

Meteorological station represent the sensor of control of 
speed, the direction of wind, humidity, ambient temperature, 
pressure and intensity of rainfall. Are an integral part of a 
system of definition of a condition of designs for a 
possibility of assessment of integrated characteristics. 

Typical schemes of parameters’ control points are quite 
different depending on the belonging of a transport 
infrastructure object to a particular class: a bridge, a tunnel, 
etc. In addition, structures differ significantly in statistical 
schemes, construction material and other parameters. 
However, we will show some typical schemes of equipment 
layout (Fig. 4-10)1. 

 

                                                           
1Note: On figures 4-9 red circle means strain gauge, green one – 
inclinometer, triangle is accelerometer.  

 
Fig. 4. Sensors layout on piers 

 

Fig. 5. Sensors layout on a metal span structure 

 
Fig. 6. Sensors layout on a reinforced concrete span 

 
Fig. 7. Sensors layout on a steel-concrete superstructure 
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Fig. 8. Sensors layout on tunnel supports and walls 

 
Fig. 9. Sensors layout on a lattice span 

 
Fig. 10. Sensors on cross section in sofrware complex 

 

CONCLUSION 

The applying of monitoring systems in all spheres of 
human activity is increasingly used in the processes of 
automating the management of the state of transport 
infrastructure facilities, such as bridges and tunnels. 

Typical equipment schemes with monitoring devices 
were proposed for the main objects of the city, although it is 
required to develop full-fledged individual documentation 
for extra-curricular objects in each specific case. 

The proposed solutions are based on the use of various 
subsystems of instrumental monitoring, which have different 

physical bases. Using them in combination and integrally 
allows getting accurate and reliable results. The last sentence 
we would mark as a scientific novelty. 
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Abstract—A technique of template models creation for 
semiconductor devices (diodes and field-effect transistors) is 
developed in this paper. This technique is necessary for solving 
the problems of analog electronic circuits computer-aided design 
in robotic systems and space instrument engineering. The 
template model creation is carried out by the replacement of one 
or more parameters of the known physical model (template) by 
the relations of power series of control currents or voltages. The 
parametric identification of the template model is carried out by 
the method of least squares. The template model comprises all 
physical parameters of the initial model. The number of 
additional parameters in the template model is small (no more 
than four), which makes it possible to use standard minimum 
search algorithms for parametric identification. The obtained 
results show that the proposed template models provide the 
increase of the accuracy of modeling I-V characteristics of 
semiconductor devices more than twice in comparison with the 
known physical models. 

Keywords—model, semiconductor devices, template, method of 
least squares, parametric identification 

I. INTRODUCTION 

One of the actual problems of robotics and space 
instrument engineering is the development of methods for 
simulation of integrated circuits (ICs) for processing the signals 
from sensors of various physical quantities [1]. Important 
elements of the aforementioned ICs are junction field-effect 
transistors (JFETs) which have a minimum level of the self-
noise in a wide temperature range [2]. 

Currently, no universal models which ensure the acceptable 
accuracy for different temperatures and fabrication 
technologies exist for both JFETs and p-n junctions. For 
example, two compact physical models of p-n-junction are 
used in electronic circuit simulators: the first model is the 
model for the weak injection mode [3]; the second model takes 
into account the strong injection mode [4]. In some cases these 
compact models do not allow describing p-n junction 
characteristics with the acceptable accuracy [5] − [7].  

The maximum accuracy of semiconductor devices basic 
characteristics modeling is achieved with use of table models 
[8]. A Table model is a set of numerical data represented in the 

form of various arrays, as well as different methods of data 
interpolation. The main disadvantages of table models are as 
follows: the absence of physical parameters, a large volume of 
stored data, and the impossibility of describing the 
dependences of model parameters upon temperature. 

High accuracy of semiconductor devices modeling can be 
achieved with use of template models which do not have the 
disadvantages of table models [9]. The essence of template 
modeling is that one or more parameters of the known physical 
model, which used as a template, are replaced by the function 
of control voltage or current. 

The aim of this work is to develop universal technique for 
semiconductor devices template models creation with use of 
physical templates. 

To attain the aforementioned aim the following problems 
are solved in the paper: 

- development of accurate models of p-n junctions using 
templates; 

- development of the parametric identification algorithm for 
semiconductor devices template models; 

- proof of the efficiency of template models for 
approximation the I-V characteristics of p-n junctions made by 
various technologies. 

II. DESCRIPTION OF KNOWN MODELS 

The known equivalent circuit of a p-n junction (Fig. 1) is a 
series circuit which consists of the linear resistance RS and the 
current source ID with the intrinsic voltage control [10]. The 
equivalent circuit shown in Fig. 1 is used for description of p-n 
junction I-V characteristics in all SPICE- simulators.  

Fig. 2 shows the measured I-V characteristics of two 
different p-n junctions [11]. The curve 1 was measured for the 
MURD315 diode (it corresponds to the weak injection mode). 
The curve 2 was measured for the FR102 diode (it corresponds 
to the strong injection mode). 

A p-n junction current in the weak injection mode, when 
the concentration of minority charge carriers in the p- and n-
regions is small, can be represented in the following form: 

 
The reported study was supported by the Grant of the Russian Science 
Foundation according to the research project No. 16-19-00122-P 
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Fig. 1.  Equivalent circuit of p-n junction. 

 
Fig. 2. Measured I-V characteristics of the p-n junctions with the weak 

injection (curve 1) and the strong injection (curve 2). 
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where V is the p-n junction voltage; IS is the saturation current; 
N is the emission coefficient; /T kT qϕ =  is the thermal 

voltage; 231.38 10k −≈ ⋅ J/K is the Boltzmann constant; 
191.6 10q −≈ ⋅  C is the value of the elementary charge; T is the 

absolute temperature in Kelvin degrees. 

The p-n junction current in the strong injection mode, 
which occurs under high concentration of minority charge 
carriers in the p- and n- regions, is described by the following 
expression 
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where IKF is the current that corresponds to the transition from 
the weak injection to the strong injection. 

It should be noted that the model (1), which does not take 
into account the strong injection effects, is a special case of the 
model (2) where IKF → ∞. 

The parameters of the compact models (1) and (2) are 
determined from the results of direct measurements, so these 
models can be used as the physical templates for the 
development of more accurate models of p-n junctions [9]. 

III. TECHNIQUE OF TEMPLATE MODELS CREATION 

The known approach to template models creation is 
described in [12]. This approach consists in the expansion of 
the original physical model parameters into a power series of 
the control voltage or current. It was shown in [8] and [9] that 
the replacement of semiconductor devices models parameters 
by the relation of power series is more effective for template 
models creation than the expansion of parameters into a power 
series. The use of the relation of power series for modeling 
allows ensuring the monotonicity of the I-V characteristic, in 
contrast to the expansion into a power series, in which a 
violation of monotonicity is possible [13]. 

It is proposed in this paper to create a template model by 
replacing one or more parameters of the initial physical model 
by the relation of a power series: 
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1 2
0 2

1 2
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m
m

n
n

b x b x b x
P x P

a x a x a x

+ + + +
=

+ + + +
, (3) 

where P0 is the measured parameter of a physical model; x is a 
control voltage or current; a1, a2, …, am и b1, b2, …, bn are the 
empirical coefficients; m is the order of the polynomial in the 
numerator; n is the order of the polynomial in the denominator.  

As a rule, n > m, so the value of n determines the order of a 
template model. It is proposed in this paper to use template 
models of the first or the second order. In these cases the 
number of additional empirical coefficients is one or three, 
respectively, so the problem of parametric identification is 
complicated slightly. 

As we know the resistance RS depends nonlinearly on the 
current of a p-n junction [2], therefore it is proposed to replace 
this parameter by the relation of the power series: 

for n = 1 

 0
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for n = 2 
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It should be noted that the additional increase in the 
template model accuracy can be achieved by replacing the 
other parameters of the initial physical model by the 
expressions similar to (4) or (5). 

IV. ALGORITHM OF PARAMETRIC IDENTIFICATION 

The parameters of the p-n junction models are determined 
by the least squares method from the minimum of the objective 
function [14] 
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where M is the number of the experimental points; Ik  and Vk 
are the measured values of the current and the voltage 
respectively; I(Vk) are the current values calculated using the p-
n junction model at V = Vk. 

To solve the problem of the objective function minimum 
search we used Levenberg–Marquardt algorithm with the error 
control by variation of initial conditions.  

To increase the speed of the objective function minimum 
search the parameters of the initial physical model were used as 
the initial conditions for parametric identification of the first 
order template model. The parameters of the first order 
template model, in their turn, were used as initial conditions for 
parametric identification of the second order template model. 
The initial values of the empirical coefficients were chosen to 
be zero. 

The accuracy of modeling was estimated using different 
types of errors described below. 

1. The relative error of the model at each point of the I-V 
characteristic: 

 
( )k k

k
k

I V I

I

−
δ = .  

2. The maximum relative error of the model: 

 max max kδ = δ . 

3. The relative root-mean-square (RMS) error: 

 minS

M
σ = ,  

where Smin is the minimum value of the objective function. 

To improve the accuracy of the parametric identification 
we recommend using the modified random search algorithm 
[15]. 

V. RESULTS OF MODELING 

Table 1 shows the results of parametric identification of 
the p-n-junctions models with the weak and the strong 
injection (the measured I-V characteristics of the p-n-junctions 
are shown in Fig. 2). 

The model (1) was chosen as the initial physical template 
for modeling the p-n junction with the weak injection, because 
in this case the model (1) provides approximately the same 
accuracy as more complex model (2) [11]. The template 
models (1) & (4) and (1) & (5) were obtained on the basis of 
the model (1) by replacing the RS parameter by the expressions 
(4) and (5) respectively. 

The model (2) was chosen as the initial physical template 
for modeling the p-n junction with the strong injection, 
because in this case the model (2) is an order of magnitude 
more accurate than the model (1) [11]. The template models 
(2) & (4) and (2) & (5) were obtained on the basis of the model 
(2) by replacing the RS parameter by the expressions (4) and (5) 
respectively. 

As we can see from Table 1 the use of the template models 
provides the decrease of the maximum and RMS errors of 
modeling approximately in 2 – 4 times in comparison with the 
initial physical model both for the p-n junction with the strong 
injection and the p-n-junction with the weak injection. 

It should be noted that the second-order template model 
(n = 2) makes it possible to reduce the errors of modeling the 
p-n junction with the weak injection approximately twice in 
comparison with the first-order template model (n = 1). The 
second-order template model for the p-n junction with the 
strong injection is more accurate than the first order template 
model only in 1.2 times. 

Fig. 3 illustrates the dependences of the relative errors of 
modeling the p-n junctions I-V characteristics upon the control 

TABLE I.  RESULTS OF PARAMETRIC IDENTIFICATION 

Model 
Model parameters Model errors 

IS [pА] N RS [Ohm] IKF [uА] a1 [mA − 1] a2 [mA − 2] b1 [mA − 1] δmax [%] σ [%] 

p-n junction with the weak injection 

(1) 0.0158 1.001 0.621 − − − − 1.66 0.71 

(1) & (4) 0.0218 1.015 0.332 − − 0.036 − − 0.69 0.41 

(1) & (5) 0.0229 1.017 0.465 − − 0.037 − 0.0026 − 0.058 0.36 0.19 

p-n junction with the strong injection 

(2) 1.425 1.222 23.55 17.4 − − − 6.68 2.93 

(2) & (4) 1.043 1.195 55.17 16.8 0.66 − − 2.47 1.19 

(2) & (5) 1.133 1.202 25.12 16.6 4.90 4.04 11.4 2.00 1.01 
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voltage. The results shown in Fig. 3 confirm the effectiveness 
of the template models use in the whole operating area of the I-
V characteristic. 

VI. CONCLUSIONS 

A universal technique of semiconductor devices template 
models creation on the basis of the known physical models is 
developed in this paper. This technique is applicable for 
different types of p-n junctions, and as well as for JFETs and 
MOSFETs [8], [9]. Template models provide the increase of 
accuracy of I-V characteristics modeling in 2 – 4 times in 
comparison with the known physical models. 

The proposed algorithm of parametric identification is 
realized on the basis of standard methods for the objective 
function optimization. This algorithm allows to obtain the error 
in determining the parameters of semiconductor devices 
models comparable to the error of I-V characteristics 
measurement. 

The template model comprises all physical parameters of 
the initial model, so it can be used for semiconductor devices 
modeling in a wide temperature range [16], [17]. 
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Abstract—To improve the accuracy of the evaluation of 
information parameters of the signal allows the function of the 
probability density of noise affecting the processed signal and 
errors of mismatch. The paper presents a statistical analysis of 
discriminators of nonlinear blocks of motion parameters 
meters under the influence of additive mixture of useful signal 
and correlated non-Gaussian noise. The synthesis of a 
discriminator, exposed to additive noise described by singly 
connected and multiply connected Markov processes and noise 
with independent values, is performed. Structural diagrams of 
the discriminators are shown, and the mathematical 
relationships describing the main characteristics of the 
discriminators, including the generalized discriminator, are 
given. The efficiency of the discriminator in the conditions of 
shifted hypotheses is analyzed. The main characteristics of the 
discriminator exposed to correlated additive noise with the 
finite mismatch error are obtained. It is noted that in the case 
of exposure to non-Gaussian noise, its reduction occurs due to 
decorrelation and nonlinear amplitude suppression, while, as a 
rule, it must be consistent with the spectral power density of 
the influencing noise. 

Keywords—probability density function, non-Gaussian 
additive correlated noise, singly connected Markov process, 
generalized discriminator, mismatch error. 

I. INTRODUCTION 
Questions of synthesis and statistical analysis of 

discriminators of nonlinear blocks of meters of information 
parameters of signals are considered in a significant number 
of works [1-4, etc.], which usually took into account only the 
form of the signal. However, it is important, as will be shown 
below, to take into account the influence of the probability 
density function (PDF) of the influencing interference Wn(n) 
and the error of mismatch W(). 

Let us use the results of [5-10, etc.], which describe the 
effect on the signal of non-Gaussian additive noise with 
independent values. 

Let the samples {yh} formed by the additive mixture of 
the processed signal s(h,th) (where λh is the information 
parameter of the signal) and the non-Gaussian noise with 
independent values enter the discriminator: 

  ,h h h hy s t n   , 1,h H . 

The estimation equations for the case of high 
demodulation accuracy satisfying the maximum a posteriori 
probability criterion have the following form [6]: 
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with  2
ε. . .

ˆ ˆˆ ,h e h h e hy s       is the variance of the posteriory 

distribution of the estimation; .
ˆ

e h  is the extrapolated value λ 
for the h-th step, λ.hB  is the derivative λ.hB  with respect to 
the information parameter λ. 

The output effect of the discriminator will be described 
by the expression: 

    λ. λ . .
ˆ

h e h hB s z n   , 

in which  λ .
ˆ

e hs   is a derivative of the signal relative to the 
measured parameter λ. 

The characteristic of the nonlinear block (NLB), 
depending on the type of PDF noise Wn(n) and the error of 
mismatch W(), is determined by the expression: 
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in which    ε.
ˆ, ,h h h h hn s t s t     there is a difference 

between the received signal and the reference signal, this 
difference can be both deterministic and random. 

In the expression for logarithm of likelihood function 
(LLF)    .

ˆln ,n h e h h n hW y s t B n     the difference 

contains information about the parameters of the useful 
signal, which the discriminator allocates. 

The purpose of the work is that in real conditions, when 
the signal is under the influence of non-Gaussian noise, the 
condition    . .h n hz n z n   is not met and it is of practical 
interest to analyze the characteristics of the discriminator 
with unequal zero error misalignment, that is, in the presence 
of constant and random detuning between the input s(λh, th) 
and the reference value  .

ˆ ,e h hs t  of the signal with 
extrapolated evaluation of the information parameter. 
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Note also that the output effect of the discriminator can 
be defined [6] as the sum of two random components: 
fluctuation      λ . .

ˆ
h e h n n ht s z n     and discrimination 

     
2

λ . .
ˆ

h e h n n hs z n         (DC) characteristics of the 

discriminator. 

II. SYNTHESIS OF THE DISCRIMINATOR UNDER THE 
INFLUENCE OF ADDITIVE NOISE DESCRIBED BY SINGLE-

CONNECTED MARKOV PROCESSES 
Let it be assumed that non-Gaussian additive noise 

influencing the signal is a singly-connected continuous 
stationary Markov sequence with a given transition PDF 

 . . 1n n h n hW n n  . In this case, the LLF will be described by the 
ratio 
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 . 

The assumptions about the characteristics of the 
processed signal  ,ˆ

h hs t  are given above. 
Then the characteristic of the discriminator will be 

described by the expression 
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In contrast to the case of additive non-Gaussian noise 
with independent values, the zn.h and zn.h-1 functions describe 
the characteristics of inertial nonlinear block (INLB). 

Taking mismatch error n.h, into account, in view of the 
above, zn.h and zn.h-1 are assumed to be 
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In this case, the diagram of the discriminator 
corresponding to algorithm (2) is shown in Fig. 1. 

Studies have shown that when signals affected by 
correlated additive noise are processed, the input mixture is 
decorrelated in the discriminator. The decorrelator of noise in 
INLB provides suppression of correlated additive noise that 
is called frequency suppression. The effectiveness of optimal 
or real frequency suppression is usually assessed by the 
signal-to-noise ratio at the output and input of the 
decorrelator. 

If the useful signal is affected by Gaussian correlated 
noise, then the block diagram of the discriminator will 

contain two linear channels, in each of them there occurs the 
process of decorrelation. 

If noise is non-Gaussian, it is suppressed by both 
decorrelation and nonlinear amplitude suppression. In 
general, linear decorrelator of noise should be coordinated 
with spectral density of the power of noise. 

The main characteristics of the discriminator are 
considered and analyzed. 

Using the approach for uncorrelated additive noise 
described earlier in [11, 12], we write down the output effect 
of the discriminator with respect to the mismatch error as 

ˆ
h h     . 

Using the expansions: 
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 ; i, j = h, h −1, 

we write: 
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We will find the statistical characteristics of the signal 

component h() and noise component h(nh) of the output 
effect of the discriminator. 

Apparently, the DC bias is absent, as 

 . 0hs  и  . . 0n h n hz n  , n0 = 0, 

where n0 is the constant component of the acting additive 
noise. 

Note that here and further on, a wavy line above the 
variable means averaging over time, and a straight line 
means averaging over the set. 

We will find the slope of the DC. In order to do it, we 
write down the time-averaged and set-averaged voltage of 
the processed (useful) signal at the output of the 
discriminator 
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When H 
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where 
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Fig. 1. Block diagram of the discriminator 
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IF.ij, i, j = 1, 2 are the elements of the Fisher information 
matrix: 
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Here, a notation is introduced 
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We write the expression (3) as 

   2
.dc cK     , 

where  2
. .11 .12 .22 02dc c F s f fK I r I I E     is the slope of the 

DC under the influence of correlated additive noise. 
We will find the characteristics of the fluctuation 

component of the discriminator. 
Since the chains following the discriminator have 

response delay, the noise component in the bandwidth of an 
estimating device can be considered as «white noise» and 
characterized by its variance of output fluctuations of the 
discriminator: 
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we obtain  2
.11 .12 .22 02n n n

F s F Ffl I r I I E    . 
As an example, we consider the processing the 

deterministic signal s(h, th) exposed to additive correlated 
noise with lognormal PDF in the discriminator: 
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;  

a, c are coefficients. 
Then, according to the above, we find 
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It can be shown that processing of a deterministic signal 
under the influence Gaussian correlated noise with the 
correlation coefficient rn and the variance 2

n : 

 2 2
d dKK   , 

where 2
dK  is a slope of the discriminator DC,  is a 

coefficient characterizing the increase of the slope of the DC 
given the non-Gaussian nature of the PDF view  

 1n h hW n n   of the influencing noise. 
When rn = 1 
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When rn = 0 
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Thus, if noise is described by logarithmically normal 
PDF, then, when the values of the coefficients a and c are 
given, it is easy to calculate the slope of the DC of the 
discriminator. 

III. SYNTHESIS OF THE DISCRIMINATOR UNDER THE 
INFLUENCE OF ADDITIVE NOISE DESCRIBED BY MULTI-

CONNECTED MARKOV SEQUENCES 
Let the additive noise influencing the useful signal be 

represented by means of a k-bound stationary Markov 
sequence  , , 1,  0,  1i

n i kn i    , which is fully characterized 

by the K-dimensional transition PDF  1n h h h kW n n n  . 
We define the derivative of the LLF with a k-connected 
sequence as 
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The functions i
jz  have the following properties: 
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(i.e. if ni  nj the components of the vectors z(ni) and z(nj) are 
mutually uncorrelated), where     Σ

. 1
i i

F lq l i k q i kI m z n z n   

are the elements of the Fisher information matrix Σ
FI . 

Using the above results for the case of the k-bound 
stationary Markov sequence, we find 
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where Q a positively defined matrix sized k  k with 
elements 
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Then, for the variance of the fluctuation error 
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where IF.n is the Fisher information matrix of the influencing 
additive noise with elements 
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IV. ANALYSIS OF CHARACTERISTICS OF GENERALIZED 
DISCRIMINATOR 

Having chosen extrapolated .
ˆ

e h  as a preliminary 

estimate of the information parameter so that 0
.

ˆ ˆ
h e h  , we 

write the nonlinear demodulation equations in non-Gaussian 
correlated noise using the observation model (1) as 
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i = 0, 1. 
The equation (4) defines the algorithm for obtaining the 

optimal evaluation of the information process ̂ , whereas 
(5) defines the development of the posterior variance. 

At the step h = 1, the equations (4) and (5) take the form: 

 2 п
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where 1̂  is the initial quasi-optimal estimation of the 

information process , .1
ˆ

e  is the extrapolated value of the  
information process  at the 1-st step, 2

.1ˆ  is the posterior 
variance at the 1-st step, is the second derivative of the 
logarithm of the transition PDF of the information process at 
the 1-st step, п

.1B 
 и п

.1B 
  are, respectively, the 1st and 2nd 

derivatives of the LLF with respect to the information 
parameter of the process at the 1-st step. 

The equations (6) and (7) describe procedures in the 
demodulator for the case when the information sequence 
{h} and influencing additive {nh} non-Gaussian noise, 
which represent a process with independent values with the 
operator of species interaction with unambiguous inverse 
functions [6]. 

Expressions for the LLF under the influence of additive 
noise are determined from the expressions: 
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i, j = 0, 1. 
From the exact equations (4) and (5) under certain 

conditions we can proceed to simplified ones, in which 
second derivatives of the LLF are replaced by averaged 
values, and the posterior variance 2 2 2

. . .ˆ ˆ ˆh h h        is 
replaced by the averaged error variance 2

.ˆ h . 
As a result, we will obtain 
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Here .F ijI   и п
.F ijI  are the elements of the Fisher 

information matrix of the information process {h} and 
additive noise {nh} respectively. 

By setting 
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we can show that s s sR r P   . 
By using the obtained relations in the demodulation 

algorithm, we obtain: 
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In this case, the discriminatory characteristic is 
understood as 

    . . . 1 1
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 . 

The above results are true for the analysis of the 
characteristics of such a discriminator, thus it can be shown 
that 

    . .d h n d hD n    , 

where d.h(nn), d.h() are, respectively, the noise 
discriminator function and the signal discriminator function; 
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Consequently, the DC is 

   2
. dd h K   , 

where   2
.11 .12 .22 01n n n

F s F Fd I F r F I I EK      . 

In this case, the variance of the fluctuation component 
will be described by the equation 
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It should be noted that if 1F  , the characteristics of a 
generalized discriminator coincide with the characteristics 
defined above. 

V. ANALYSIS OF THE EFFICIENCY OF THE DISCRIMINATOR IN 
THE CONDITIONS OF BIASED HYPOTHESES 

Under the conditions of biased hypotheses, we will 
analyze the characteristics of the discriminator. In this case, 
the sample {n.h} belongs to the PDF U(n), whereas the 
structure of the discriminator is set and calculated for the 
PDF Wn(n). 

We will analyze the noise with independent values on 
the basis of simplified calculations, but with the 
preservation of all the results. 

In this case, the structure of the discriminator will be 
described by the LLF as follows 
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We determine the average value of the statistics at the 
discriminator output when the hypothesis is biased and when 
n U(n): 


      

       

. 1 . . .

. . . .

1 ˆ

1 ˆ .

e h n n nh

e h n n nh

B s m z n n U n
H

s z n U n d n
H

    



   

    

 



 



 

Here, the DC will be described by the expression 
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The variance of the fluctuation component, is described 
by the expression 
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The analysis of the discriminator's work in the conditions 
of biased hypotheses showed that in this case what has to be 
done is just replace .F nI


 for IF.WU, and IF.n for IWU. 

VI. CONCLUSIONS 
Thus, we carried out the analysis of discriminators of 

tracking meters measuring information parameters of the 
signal under the influence of additive correlated non-

Gaussian noise described by single-connected and multi-
connected Markov sequences. The structural diagrams of the 
discriminator operating under the influence of correlated 
Gaussian noise and additive non-Gaussian noise are 
obtained. It is shown if noise is non-Gaussian, it decreases 
due to both decorrelation and nonlinear amplitude 
suppression. Generally, a linear decorrelator of noise should 
be coordinated with the spectral density of the power of 
influencing noise. Main characteristics of the discriminator 
are considered and analyzed. 

An example of a deterministic signal processed under the 
influence of additive correlated noise with a logarithmically 
normal PDF is given. 

The analysis of characteristics of the generalized 
discriminator is carried out. The efficiency of the 
discriminator's work in the conditions of biased hypotheses is 
analyzed. 
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Abstract—The influence of cosmic radiation on integrated 
circuits is one of the most important reliability challenges of 
modern semiconductor technologies, and the most significant 
problems are associated with single event effects. Consequently, 
even at the early stage of the logical synthesis of combinational 
circuits, it is necessary to take into account the requirements for 
the reliability of operation. The article proposes an iterative 
method of resynthesis of combinational circuits by using implicit 
don’t cares. The extraction procedure of these don’t cares is 
performed using a modified resolution method, which has been 
widely used in the field of automated reasoning and especially in 
automated theorem proving. The applicability of the iterative 
process is ensured by effective metrics and methods for evaluating 
the reliability of combinational circuits. The proposed approach 
differs from the known methods in the absence of errors in finding 
logical constraints and accurate estimation of the soft error rate 
(SER) at each iteration. The effectiveness of the method is 
demonstrated on a large set of benchmark circuits. 

Keywords—soft errors, resynthesis, fault tolerance, 
observability, ODC, Modified Resolution Method. 

1. INTRODUCTION 

Under influence of the harsh environmental conditions, 
various radiation effects arise in electronic devices. The main 
focus is currently on Single Event Effects (SEE) and Total 
Ionizing Dose (TID). These effects can lead to both a short-term 
malfunction of the equipment — an occasional soft error, or a 
complete hardware failure — a hard error. Nowadays the 
influence of the total ionizing dose effects decreases by the 
advance of technology process and is mainly solved by different 
radiation hardening methods. In contrast, single effects start to 
play pivotal role, and it is now necessary to apply special 
approaches in SEE mitigation circuit design. 

All single effects, in turn, are divided into soft errors in 
memory cells and soft errors in the combinational parts of 
integrated circuits. Historically, memory elements were 
considered the most vulnerable to the occurrence of error, but 
in recent years, as a result of many different technological 
trends, the frequency of occurrence of soft errors in logical 
devices often exceeds the frequency of failures in sequential 
elements and memory cells [1][2].  

In many previous works, it was shown that even at the early 
stages of logical design it is possible to implement circuits with 

the SEE mitigation property which improves circuit’s 
reliability. In general, methods for such fault-tolerant circuits 
design are based on the mechanism of logical masking. This 
mechanism is inherent in all combinational circuits and lies in 
the fact that failures that occur at the logic elements at a 
particular point, do not affect the primary outputs of the circuit. 
It was shown that different circuits that perform the same 
function can differ significantly in this property. In our work, 
we propose to improve the logical masking property of 
combinational circuits by finding logical constraints that allow 
adding small patches that protect certain parts of the circuit. 

2. PREVIOUS WORK 

A large volume of articles is devoted to the development of 
metrics and methods for assessing the fault-tolerance of 
combinational circuits. Part of the work is devoted to the 
development of metrics that link various masking mechanisms 
into one metric [3]. In other papers, only the logical masking is 
considered, and the main efforts are aimed at finding the best 
compromise between speed and accuracy loss, that arise due to 
the presence of re-convergent paths [4]. Classical approaches in 
this area are methods based on probabilistic transfer matrices 
(PTM) [5] and various probabilistic approaches [6],[7]. An 
efficient approach based on back propagation was developed 
for use in iterative algorithms that are critical to the accuracy of 
the observability masks [8]. 

The main part of the work is devoted to methods for 
improving the fault tolerance of combinational circuits. All 
methods can be divided by the criterion of systemacy of adding 
redundancy. Redundancy is systematically introduced in 
methods such as TMR[9], quadded logic [10], concurrent error 
detection [11][12]. In these approaches, redundancy is 
introduced in a strictly defined, predictable way, which makes 
it possible to predict efficiency and overhead in advance. 
Another way to introduce redundancy is the approach 
associated with logic resynthesis [13][14]. This class of 
methods uses an iterative approach, where within each iteration 
a vulnerable section of the circuit locally changes. To apply 
such an iterative approach, it is necessary to determine the 
procedure for selecting a place for a local change, the 
substitution procedure itself and the goal function. In 
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comparison with the systematic introduction of redundancy, 
these methods have greater flexibility, less overhead, but have 
less predictability, since they often rely on heuristic algorithms. 

The method proposed in this paper is based on another 
iterative approach that uses logical implications in circuit to 
introduce redundancy [13].  The key difference lies in accuracy 
of resynthesis. We use Modified Resolution Method (MRM) 
[15] to find valid logical constraints in circuit and then extract 
implications. Other options are tracking implication paths and 
using probabilistic methods [13]. The former is less effective 
than MRM, and the latter has non-zero probability of yielding 
incorrect result which may lead to change in circuit 
functionality during resynthesis. 

3. MODIFIED RESOLUTION METHOD 

The key definition for further reasoning is the notion of a 
logical constraint. By the logical constraint in the combinational 
circuit, we mean the combination of logical states at the nodes 
of the circuit that are impossible for any values on primary 
inputs. For example, consider a simple circuit of one element 
AND2 (Fig 1). 

The function of this element is shown in the first truth table. 
The second table defines the function ( & ) ↔ , which 
determines the mutual states of the nodes that are possible for 
this circuit. The rows of this table, corresponding to the zeros 
of the function, define logical constraints that we will write as 
elementary conjunctions. Thus, all the logical constraints for 
this circuit are as follows: { , , , }.  

For each logical element with N inputs, 2N primary 
restrictions can always be formed. However, for large circuits, 
there are more complex constraints that can bind several 
different elements. To find them, one can use the effective 
symbolic method based on the resolution method. The full set 
of logical constraints in circuit forms its SDC (Satisfiability 
Don’t Care). 

Figure 1. Logical Constraints extraction for and2 gate  

The resolution method is a method of deriving new Boolean 
relations from a given set of Boolean relations. In its original 
form, the resolution rule is as follows: The result of the +  
and +  clauses is the +  clause. In other words: 

 ( + ) ∙ + → +  (1) 
For the problem of finding new logical constraints, this 

method cannot be directly used. Transform equation (1) 
according to de Morgan's rule: 

 ∙ ∙ ∙ → ∙  (2) 
Next, we use the fact that the negation of variable is equal to 

its equivalence operation with zero: = ↔ 0. We obtain: ∙ ↔ 0 ∙ ∙ ↔ 0 → ∙ ↔ 0  

Making the change of variables =  and = , we get 
the final expression for the modified resolution method: 

 ( ∙ ) ↔ 0 ∙ ∙ ↔ 0 → ( ∙ ) ↔ 0  (3) 
Its essence lies in the fact that since the expressions ∙  

and ∙  are equal to zero, it follows that the expression ∙  
is zero. Two elementary conjunctions, which are zero, generate 
a new conjunction, which is also zero. Based on Fig. 1, it 
follows that this rule is suitable for generating new logical 
constraints from existing ones. 

It is easy to show that each logical constraint containing 
exactly two literals generates two implication relations between 
those literals. Consider, for example, constraint  ∙ . When A 
has value of 1, B is forbidden to have value of 1. Therefore, 
relation →  is always valid, i.e. → ≡ 1. Similarly, 
when B is 1, A has to be 0: → ≡ 1. This principle allows 
us to search for valid implication relations in circuit using 
logical constraints and MRM. 

4. FAST SER ESTIMATION PRINCIPLES 

In previous research we used logic sensitivity factor of a 
circuit [4] as a fault-tolerance metric. Sensitivity factor 
characterizes logic masking features of circuit and is calculated 
by formula: 

 sf = ∑ O  (4) 
where O  is probability of observability of gate G  at 

primary circuit outputs, summation over all gates takes place. 
Currently we also use another metric – circuit’s “sensitive 

area”: 
 sa = ∑ O ∗ A  (5) 
where A  is area of gate G . 
Take note that given metric is not equal to area of all 

sensitive parts in the circuit. It merely considers probabilities of 
each gate being hit by particle. 

In this research, bit-parallel simulation and vector 
calculations [16] are used to get statistics which is further used 
to calculate O  for each gate. Signature is assigned to each 
circuit node: 

 Signature = {f (X ), f (X ), . . . , f (X )} (6) 
where X  is the j-th set of input signals, N is the number of 

simulated input vectors, f (X) is logic function of node G  with 
respect to circuit primary inputs. For convenience, only gates 
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with one output are considered, and therefore each circuit node 
uniquely corresponds to either gate or primary input that 
controls it. However, these considerations can be easily 
generalized to multiple-output gates. 

Node observabilities are presented by ODC (Observability 
Don't Care) masks [17]: 

 ODC = {O (X ), O (X ), . . . , O (X )} (7) 
where O (X) is observability of gate G  at primary circuit 

outputs with respect to input vector X. Each possible input 
vector determines the corresponding state of a given 
combinational circuit, i.e. logic values of all nodes in the circuit. 
And in each possible state gate G  is either observable 
(O (X) = 1) or not observable (O (X) = 0) at circuit primary 
outputs. Probability of observability O  can be obtained as 
ratio of number of 1’s in ODC  vector (Hamming’s weight) to 
its length: 

 O = ( )
 (8) 

Signatures and ODC masks are stored in memory as integer 
variables and calculations are performed using bitwise 
operations. 

First, signatures of primary circuit inputs are generated 
according to the given set of input vectors. Then signatures of 
all gates are calculated in topological order. Gate’s logic 
function with bitwise operators is used to propagate signatures 
from its inputs to its output. 

ODC masks are more difficult to calculate. There are several 
methods for obtaining node observabilities in particular circuit 
states [17,18]. The fastest of them, the method of back 
propagation of ODC masks, has linear time complexity with 
respect to the number of gates. However, it is not exact if there 
are reconvergent paths in the circuit [18]. Downstream error 
simulation provides precise result but has quadratic time 
complexity in the number of gates. Modular approach [6] can 
be used as a trade-off between the time and precision. Small 
parts of circuit containing reconvergent paths are represented as 
modules. Error simulation is used inside modules to compute 
ODC masks of their internal gates while at the top level of 
hierarchy back propagation method is used. This method 
proved to improve precision compared to back propagation 
with acceptable time cost. But in some specific cases complex 
analysis of the circuit structure may be necessary to approach 
the precise result. In our work, we use method of accelerated 
error simulation, developed earlier [8]. Timing costs are 
significantly higher for this approach, but quality of resynthesis 
depends on the accuracy of ODC masks calculation 
significantly. It is showed in section 6 that linear-time back 
propagation method is highly unreliable during implication-
based resynthesis. 

5. ITERATIVE ALGORITHM FOR SER REDUCTION 

Our resynthesis algorithm includes two stages: searching for 
implications and adding redundant patches.  

First stage starts with extracting each gate’s logic constraints 
as shown at Fig. 1 and reducing them to minimal set. Resolution 
operation (3) is useless when applied to logical constraints 
extracted from one gate – its result is always included in current 

minimal set. However, internal circuit nodes are adjacent to 
more than one gate. Logical constraints from different initial 
subsets may be successfully used as inputs to resolution 
operation (Fig. 2). Newly created logical constraints at Fig. 2 
originate from both NAND2 and INV elements and cannot be 
crossed with any of their initial constraints. In general, 
resolution operation usage is limited to pairs of constraints with 
non-intersecting originative sets of gates. 

Figure 2. Example of resolution operation  

Basic algorithm for searching logic constraints with 
modified resolution method is as follows: 

Figure 3. Basic procedure of searching logic constraints with modified 
resolution method 

However, amount of logical constraints in circuit is 
exponential in its size in gates, which makes exhaustive search 
impossible even for relatively small circuits (hundreds of 
gates). To address this issue and improve scalability, we add 
limitations to the algorithm.  

First, implications originate from logic constraints with two 
literals only. Thus, constraints with higher length are useless for 
the next stage. However, each resolution operation can reduce 
constraint length by one. For example, 	and  collapse 
into . In this case resolution operation is equivalent to 
minterm merging. Potentially useful logical constraints are 
therefore limited to those with length less or equal to 2	 + 	  
where M is number of iterations remaining. 

ConstrSet = ∅ 
for each gate in circuit: 

extract subset of constraints from logic function 
minimize subset 
subset → ConstrSet 

repeat N times: 
resolved = ∅ 
for each pair in ConstrSet × ConstrSet: 

if possible: 
resolve(pair) → resolved 

minimize resolved 
resolved → ConstrSet 
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Second, implications are unlikely to bind too distant nodes 
in circuit. Close nodes, however, are generally less effective for 
resynthesis. Distance between nodes in output logical 
constraints is limited at 2  where N is number of iterations. By 
distance we mean number of gates in shortest path from one 
node to another. That path is not necessarily valid as a signal 
path – nodes bound by implication can be connected through 
shared fan-in cone. Considering that implications binding nodes 
at distance more than 8 are rare, we choose 	 = 	3 for our 
algorithm. 

These limitations, although practical, make precise 
algorithm complexity assessment impossible. Generally, the 
more branches circuit’s wires have, the more time-consuming 
constraint search may become. 

Next stage is essentially an exhaustive search through 
implications found at previous step. Each implication is a basis 
for possible observability-reducing patch (Fig. 4). For further 
explanation we use following definitions: 

T – target node, the one that is being protected; 
S – source node, auxiliary input for patch; 
T* – patch output replacing node T in circuit. 
Logical functions of patches ∗( , ) are known for all four 

implication types ( → , → , → , → ). For example, 
if → ≡ 1 then OR2 element serves as a patch: ∗ = + . 
Indeed, if = 1 implies = 1 then it can be a controlling value 
for ∗ = 1. And when = 0, ∗ must be equal to T. OR2 
element meets those requirements. Similar reasoning can be 
done for other three implication types. However, there is also 
another way. Further we present method that allows creating 
patch based on arbitrary logical constraint thus generalizing 
implication-based resynthesis to SDC-based resynthesis. 

In general, observability-reducing patch must meet two 
requirements: 
• ∗ =  for all possible input combinations; 
• ∗ function depends on S (or each Si in set of sources for 

arbitrary logical constraint). 
Meeting both requirements simultaneously is possible due to 

SDC on patch inputs. Consider logical constraint ( , , … , 	 ) with + 1 literals. The following function is 
suited for patch: 

 ∗( , , … , 	 ) = ⨁ ( , , … , 	 ) (9) 
The first example with implication →  is then 

transformed as follows. Implication is replaced with 
corresponding logical constraint . Patch function ∗ is then 
derived from (9): ∗ = 	 ⨁ = + . 

Figure 4. Scheme of implication-based patch 

Figure 5. Basic algorithm for circuit resynthesis with implication-based 
patches 

Each potential patch can reduce observability of node T and 
its fan-in cone and at the same time increase observability of 
node  

S and its fan-in cone. Moreover, patch itself is prone to 
errors. Therefore, not every patch is effective and goal function 
must be evaluated at each iteration of resynthesis. The main 
algorithm of searching and applying effective patches is shown 
at Fig. 5. Arbitrary logical constraints are not used in current 
experiments. 

Time complexity of this algorithm is O(|C2| · N2), where |C2| 
is cardinality of set of logical constraints of length 2, N is 
number of gates in circuit. Efficient heuristics are needed to 
decrease both multipliers. 

6. EXPERIMENTAL RESULTS 

ISCAS’85 and LGSynth’89 benchmark circuits were used 
as input for experiments. Limited SDC search allowed us to 
process circuits of up to thousands of gates size. However, 
further scaling is rather impossible before the faster methods for 
patch efficiency evaluation are developed. 

 Results in table 1 show that SER reduction and area 
overhead vary widely from one circuit to another. Also, it can 
be seen that the proposed method alone cannot affect circuit’s 
reliability dramatically as sensitive area reduction rarely 
reaches 15%. However, there are two advantages as well. 

First is low area overhead for particular circuits. Cordic and 

i4 from LGSynth’89 benchmark have ∆ ∆ 1. Some 

other circuits have ∆ ∆ 2. For TMR this coefficient is 
more than 3. High area overhead on circuits c880, count and ttt2 
can be explained by the fact that goal function addressed only 
reliability.   

Second advantage of the proposed method is compatibility 
with other resynthesis methods. Table 2 represents results of the 
same experiment on circuits modified by our local rewriting 
algorithm [14]. Last column contains relative sensitive area 
reduction after both methods. Results show that different 
techniques work better on different circuits and their 
combination can be used for creating more efficient and stable 
algorithm. 

implications = ∅ 
for each constraint in ConstrSet 

if length(constraint) == 2: 
derive implications 

GF0 = goal_function(circuit) 
for each implication 

add corresponding patch to circuit 
GF1 = goal_function(circuit)  
if GF1 > GF0: 

GF0 = GF1 

else: 
remove patch 

minimize resolved 
resolved → ConstrSet 
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TABLE I.  RESULTS OF IMPLICATION-BASED RESYNTHESIS FOR BENCHMARK CIRCUITS  

Benchmark Circuit Gates Implications Patches applied ∆SA, % ∆A, % 

ISCAS’85 

c1908 499 4410 72 -6.49% 17.59% 

c499 306 2034 11 -2.18% 4.00% 

c880 313 973 45 -4.60% 18.04% 

LGSynth’89 

cm151a 23 54 2 -7.07% 14.29% 

cordic 45 28 3 -13.06% 7.87% 

count 176 2410 51 -5.65% 39.38% 

frg2 615 7654 200 -15.90% 41.99% 

i4 146 41 6 -6.74% 5.75% 

term1 162 904 41 -19.63% 32.06% 

ttt2 180 1248 38 -6.67% 26.73% 

TABLE II.  RESULTS OF IMPLICATION-BASED RESYNTHESIS FOR CIRCUITS AFTER LOCAL REWRITING 

Benchmark Circuit Gates Implications Patches applied ∆SA, % ∆A, % 
∆SA 

(overall), % 

ISCAS’85 

c1908 507 3521 42 -3.25% 9.18% -18.21% 
c499 334 2360 19 -1.18% 6.49% -16.41% 
c880 309 687 21 -1.66% 7.67% -8.60% 

LGSynth’89 

cm151a 19 23 1 -12.48% 5.33% -16.07% 

cordic 51 33 2 -2.29% 4.81% -14.53% 

count 150 1092 43 -14.37% 33.55% -21.95% 
frg2 586 4477 179 -14.23% 36.68% -23.76% 

term1 170 921 33 -18.49% 22.90% -22.41% 
ttt2 174 1034 46 -9.48% 30.19% -22.68% 

TABLE III.  RESULTS OF IMPLICATION-BASED RESYNTHESIS WITH BACK PROPAGATION METHOD 

Circuit 
Initial back propagation 

error, % 
Back propagation error 

after resynthesis, % 
∆SA (evaluated using back 

propagation), % 
∆SA (exact), % 

c2670 0.51% -24.11% -18.68% 7.70% 
c499 3.50% -11.96% -14.30% 0.75% 

c5315 1.25% -9.44% -8.30% 2.52% 
c7552 -0.06% -6.80% -6.10% 0.69% 

c880 1.78% -13.21% -13.99% 0.88% 

 

The last experiment was conducted in order to test reliability 
of back propagation algorithm for gate observability 
computation and evaluation of circuit’s sensitive area. It was 
used to guide the resynthesis and then the result was checked 
with exact method. As table 3 shows, back propagation method 
appeared unreliable to the extent of reducing circuit’s sensitive 
area. The reason is that patches always bring more re-
convergent paths to circuit. The more patches are added, the less 
accurate back propagation method becomes. 

7. CONCLUSION 

In this work, we developed an algorithm for implication-
based resynthesis aimed at improving circuit fault-tolerance, 
which is accurate in two different ways. First, its output circuit 
is always functionally equivalent to the input circuit due to 
correct implication search with modified resolution method. 
Second, re-convergent paths are considered during logical 

masking probability evaluation. Experiment results confirmed 
that they cannot be ignored in context of implication-based 
resynthesis. We also showed that our algorithm can improve 
logical masking in circuit, reducing its SER. Preliminary use of 
local rewriting can further increase circuit fault-tolerance. 

Finally, we proposed new resynthesis method based on 
logical constraints and showed that implications are essentially 
a subset of circuit’s SDC. Further work will be aimed at 
developing time-saving heuristics for patch efficiency 
evaluation. Faster computation methods will allow us to 
implement SDC-based resynthesis effectively.  
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Abstract— In the general case, a finite impulse response (FIR) 
filter has no inverse filter. To solve the inverse filtering problem, 
we propose an approximate method that restores the initial 
sequence. We analyze the sequence obtained by filtering the source 
sequence with an arbitrary FIR filter. The analysis made with the 
help of a deep neural network. The results of the study are applied 
to speech coding. We show experimentally, that our approach 
provides lowering bit rate in the transmission of speech data 
through a channel. 
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coding  

I. INTRODUCTION 
According to the theory, the smallest bit rate, at which the 

original signal can be transmitted without distortion, is 
determined by the message entropy. Yet, in practice, the source 
speed corresponding to the entropy is reachable only 
asymptotically. Audio compression is related to the efficient 
handling of audio data with good perceptual quality. Practical 
methods of source compression use lossy coding, which usually 
guarantees bit rate savings due to almost imperceptible signal 
degradation [1]. 

Audio files require a great deal of bandwidth for processing. 
Although the bandwidth of digital channels increases every year, 
the problem of signal compression during transmission stay 
around actual [2]. Many pieces of research are initiated by this 
issue. For example, the book [3] gives an extensive range of 
various speech compression methods, just as the book [4] 
provides a wide discussion of different signal processing 
algorithms that are designed to perform noise reduction in 
speech files. Standards for speech processing are also 
developed, such as G.711, G.726, G.728, and others [5]. All 
those standards suppose online processing the signal. It should 
be noted that all quality losses of the transmitted signal must be 
perceptually evaluated and the intelligibility is the most 
important criteria. 

If the distortion is recognized, it can be compensated. 
Restoration is based on a distorted version of the original signal 
mixed with noise. Inverse filtering as a method of recovering a 
distorted signal is widely used in image processing, speech 
processing technologies, and other applications [6 – 8]. Inverse 
filtering is known to be sensitive to additive noise. For example, 
a low-pass filter may have zeros or small values at selected 

frequencies, so these frequencies will be amplified in noise. The 
problem is usually solved by approximation inverse filter with 
pseudo-inverse filter [9–11]. 

In our paper, we propose a pseudo-inverse filtering method 
implemented as a deep neural net. An advantage of our method 
is as follows. The most modern methods of data compression are 
based on the idea of the codebook. Following the general 
approach, the source file is divided into segments, then a special 
algorithm collects the features of the segment, and these 
functions are sent to the recipient. Having a codebook at end-
point, the receiver looks for the segment that fits the taken 
features in the codebook and produces a new segment that will 
be sent to the client. Some new applications of that idea can be 
found in [12]. When implementing such an algorithm, an 
additional problem arises, how to glue a sequence of fragments 
and convert it into one signal. Our method allows us to avoid the 
bonding procedure. 

The paper is organized as follows. First, we provide an 
introduction. Some definitions and ideas about pseudo-inverse 
filtering are in the next section. Then we describe the 
experimental results, give some discussions, and make a 
conclusion. 

II. NEURAL NET AS A PSEUDO-INVERSE FILTER 
FIR filters constitute a class of digital filters which are based 

on a feed-forward difference equation. FIR filters operate on 
discrete-time signals and the filter output is computed as a 
weighted, finite sum 

 𝑦" = 𝑥"%& ∙(%)
&*+ 𝑎&,			𝑘 = 0,1, … , 𝑁 − 1. (1) 

Here we have designated the real sequence that should be 
filtered out as 	𝑥+, 𝑥), … , 𝑥6%),	the numbers 𝑎+, 𝑎), … , 𝑎(%) are 
the FIR filter real coefficients, 𝑀 − 1 is the filter length. As 
usual, 𝑥& = 0, if 𝑖 < 0 in (1).  

An inverse filter is implemented to restore the original 
sequence: 

 𝑥" = 𝑦" − 𝑥"%& ∙(%)
&*+ 𝑎& /𝑎+,			𝑘 = 0,1, … , 𝑁 − 1. (2) 

It is known that the difference equation (2) works as a stable 
filter with an infinite impulse response if the roots of the 
polynomial 
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 𝑓(𝑧) = 𝑎& ∙ 𝑧(%)%&(%)
&*+   

lie inside the unit circle [13]. In general, this condition is not 
satisfied for arbitrary FIR filters, so the inverse filter does not 
always exist. 

Our task is to develop a technique for the approximate 
restoration of the original sequence in the case of trouble with 
the design of the inverse filter. In this article, we use a deep 
neural network to predict that audio sequence using own dataset 
of audios. We feed the filtered sequence to the deep neural 
network inputs. Our goal is to show that under suchlike 
conditions a neural network can be used as a regression function 
and such a network can be trained to approximate the original 
sequence. 

We describe some heuristic considerations when training 
and testing the network.  

While training, the net has access to the system of equation  
𝑎+𝑥" + 𝑎)𝑥"%) + ⋯+ +𝑎(%)𝑥"%(A) = 𝑥"
𝑎+𝑥"A) + 𝑎)𝑥" + ⋯+ +𝑎(%)𝑥"%(AB = 𝑥"A)

⋮
𝑎+𝑥"AD + 𝑎)𝑥"AD%) + ⋯+ +𝑎(%)𝑥"AD%(A) = 𝑥"AD

		,	

where the coefficients of the filter are unknown variables. When 
solving such a system, we get a set of numbers	𝑎+, 𝑎), … , 𝑎(%), 
so the filter coefficients can be evaluated during training. The 
system may have no exact solution, but in any case, the net can 
obtain an approximation of the solution. 

After evaluations of the coefficients 𝑎+, 𝑎), … , 𝑎(%), a new 
system of equations arises with unknown values of 𝑥": 

𝑎+𝑥" + 𝑎)𝑥"%) + ⋯+ +𝑎(%)𝑥"%(A) = 𝑦"
𝑎+𝑥"A) + 𝑎)𝑥" + ⋯+ +𝑎(%)𝑥"%(AB = 𝑦"A)
𝑎+𝑥"AB + 𝑎)𝑥"A) + ⋯+ +𝑎(%)𝑥"%(AE = 𝑦"AB

⋮

		.	

Solving this system, we obtain the source sequence.  

In our experiment, we leveraged audio files written with the 
same sampling frequency as source sequences. The most 
important observation from the experiments is as follows: the 
described procedure weakly depends on the source audio 
sequence  𝑥+, 𝑥), … , 𝑥6%). The trained net can reconstruct the 
arbitrary audio sequence  𝑠+, 𝑠), . . . , 𝑠G%)   of some length Q 
when the result of filtering the sequence by the same filter is 
given. The remarks presented above can explain this 
phenomenon but these considerations cannot be viewed as a 
mathematical proof. According to the practice accepted in the 
theory of neural net, all hypotheses should be tested by 
experiments. Since the presented results somewhat contradict 
intuition, we give all the parameters of the functions used in our 
experiments. 

III. EXPERIMENT 

A. Make a deep neural network 
We created a simple neural net using Keras package with 

TensorFlow as backend [14]. The parameters of the net are as 
follows. 

1. Define three layers having 64 neurons each. 

2. The input layer has 101 inputs. 

3. Define the output layer with a single neuron. 

4.  Use ReLU as the activation function for the hidden 
layers. 

5. Use MSE (mean-square-error) metrics to estimate the 
linear regression. 

B. Dataset 
All speech arrays are sampled with the frequency 44100 Hz. 

Denote by Source a speech array containing samples of 16 bits. 
The element having the index 𝑁 in the target array is Source[N]. 
For filtering Source, we use symmetric FIR filter produced by 
function FIRWIN from the package SciPy [15]. The filter has 
length 101, but the result of the approximation significantly 
depends on the type of the filter. When creating a pseudo-inverse 
filter, we only change the file for training, as well as the cutoff 
frequency of the FIR filter, so we can tag any filter with the file 
name and this frequency. 

Let FSource be the result of filtering Source. The training 
data consist of records of the length 101. The record with the 
index 𝑁 equals the chunk FSource[N : N+101]. 

C. Train the network 
We train the net using the training data and the target array. 

We have to emphasize that the net does not know the 
coefficients of the filter.  

After completing the training, we load another speech array 
called SourceNew. We get the array FSourceNew which is the 
result of filtering SourceNew with the same filter. Let InData be 
a list of records of the form FSourceNew[N : N+101]. We apply 
InData to the inputs of the net and played back the predicted 
data. 

D. Some features of the inverse filter 
For the inverse filter, let us set a formal feature, which is an 

analog of the transfer function. We leveraged two files m.wav 
and f.wav containing records of male and female voices 
respectively. Since we are going to use low-pass filters in our 
application, we need to investigate an analog of the transfer 
function for such filters although in our case we are dealing with 
a non-linear filter. Here we introduce the results for a low-pass 
FIR filter with a cutoff frequency of 120 Hz. The net was trained 
on the files m.wav and f.wav, so two pseudo-inverse filters are 
actually under consideration. We denote them as  FiltM  and  
FiltF  respectively. A sinusoidal signal was applied to the 
network inputs, and the absolute values of the Fourier Transform 
of the received signals are shown in the next figures (Fig.1 and 
Fig.2). 

For comparison, we present the result on a high-frequency 
FIR filter with a cutoff frequency of 120 Hz and various input 
frequencies (Fig. 3 and Fig. 4).  

E. Quality of the recovered file 
The quality of the restored speech file was evaluated by a 

human being. It is necessary to note that usage of signal with a 
low frequency of sampling in range of 16kHz leads to poor 
quality of the restored signal. To evaluate the quality of the 
procedure, we used the traditional method based on a signal-to- 
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Fig. 1. FiltM: response result for a sinusoidal input signal of frequency 95 Hz 
and low-pass filter with cutoff frequency of 120 Hz. 

 
Fig. 2. FiltF: response result for a sinusoidal input signal of frequency 95 Hz 
and low-pass filter with cutoff frequency of 120 Hz. 

 

Fig. 3. FiltM (3D): experiment for different input frequences. 

 

Fig. 4. FiltF (3D): experiment for different input frequences. 

noise ratio (SNR). SNR compares a level of signal power to a 
level of noise power. Our version of SNR function to compare 
the original file 𝐹)  and the distorted one 𝐹B  after alining 
standard deviations has the form 

 𝑆𝑁𝑅 = 10 ∙ log)+
NO PPQ RS

NO PPQ RS % PPQ RT
. (3) 

Here for signal 𝑆	we use 		𝑓𝑓𝑡(𝑆) = (𝑆+, 𝑆), … , 𝑆V%))  – the 
vector containing results of Fast Fourier Transform of 𝑆, and 
𝑓𝑓𝑡(𝑆) = 𝑆+ , 𝑆) … , 𝑆V%) . 

We utilized two files to obtain SNR. We trained the net using 
the first file and tested the quality of the recovery using the 
second one (Table I), then we swapped the files in the procedure 
(Table II). In the tables below the symbol * denotes the file used 
for training. 

TABLE I.  SNR. THE NET WAS TRAINED BY M.WAV FILES. 

Cutoff 
frequency 

Files to obtain SNR 
 m*.wav  f.wav 

75 
90 
100 
110 
120 
130 

7.0 
7.0 
7.4 
7.3 
7.4 
7.5 

4.2 
4.2 
4.6 
4.7 
4.6 
4.8 

TABLE II.  SNR. THE NET WAS TRAINED BY F.WAV FILES. 

Cutoff 
frequency 

Files to obtain SNR 
 m*.wav  f.wav 

75 
90 
100 
110 
120 
130 

3.0 
3.0 
3.4 
3.4 
3.3 
3.5 

8.7 
8.8 
9.2 
9.3 
9.2 
9.4 
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The presented results are expectable. The network recovers 
the signal, part of which was used in neural network training, 
better than any other signal. On the other hand, the audibility of 
the recovered signals is acceptable in both cases. Increasing the 
value of SNR with expanding filter bandwidth is also very 
natural. 

IV. LOWERING BIT RATE  
Let us demonstrate the way the presented results can be 

leveraged to lower bit rate while the speech signal is transmitted 
through the channel.  

First of all, recall the way the lowering of the number of bits 
is realized in modern protocols [3,12]. The source signal is 
downsampled with step M. According to Kotelnikov-Shannon 
theorem, only low frequencies of the signal spectrum are saved 
as a result. To restore the lost part of the spectrum, some 
additional information follows the transmitted fragment. The 
idea of our approach is presented in Fig.5. On the upper side is 
shown the standard downsampling procedure. On the bottom 
side, we use upsampling to keep the previous length of the 
signal.  

The next step is setting values at added points. To do that, 
we use linear interpolation instead of filtering [12]. In place of 
additional information concerning transmitted fragment, we 
leverage the neural net that was trained with the filter on the 
upper side of the channel. To apply a signal to inputs of the 
neural net one has to convert a signal into a sequence of records 
of the same format which was used in training the net. The net 
converts those new records into output signals. We made 
experiments with the values of M in the interval 4,8  and 
gained the admissible quality of the signal. The SNR evaluations 
for cutoff frequency equals 120 Hz are placed in Table III and 
Table IV. 

Comparing Tables I, II, III, IV, one can see the expected 
results: the SNR estimate in Table I is better than in Table III, 
and in Table II is better than in Table IV. Although the filtered 
files have spectra in the interval  [0, 120Hz]  and the 
downsampled   files   have  sample   frequency  more  than   the  

 
Fig. 5. Lowering bitrate by downsampling and prediction. 

TABLE III.  SNR AFTER TRANSMISSION, CUTOFF=120 HZ. THE NET WAS 
TRAINED BY M.WAV FILES. 

M 
Files to obtain SNR 

 m*.wav  f.wav 
4 
5 
6 
7 
8 

4.4 
5.2 
3.8 
2.3 
3.2 

3.9 
3.8 
3.4 
3.3 
3.2 

TABLE IV.  SNR AFTER TRANSMISSION, CUTOFF=120 HZ. THE NET WAS 
TRAINED BY F.WAV FILES. 

M 
Files to obtain SNR 

 m.wav  f*.wav 
4 
5 
6 
7 
8 

2.3 
2.3 
2.1 
1.6 
2.1 

8.4 
8.2 
8.2 
8.1 
7.9 

 

Nyquist frequency, a degree of degradation of SNR can be 
viewed. The SNR lowers with rising of M. A deviation from this 
rule, which can be observed in Tables III and IV, can be a result 
of some features of m.wav file. 

V. CONCLUSION 
The parameters of the neural net, filter, and M that are used 

in our experiments are far from optimal. We hope that active 
experiments will bring better results. The goal of this paper is to 
draw the attention of researchers to the new approach to the 
coding of audio signals.  
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Abstract—We introduce the protograph sieving method as
a tool for optimization of moderate length Multi-Edge Type
Quasi-Cyclic Low-Density Parity-Check (MET QC-LDPC) codes.
The proposed method allows to improve code distance property
with defined graph balanced cycles and construct MET-LDPC
protograph for the code length in gap between Scattering PEXIT-
chart and Covariance Evolution methods. We show that this
approach improves code distance properties and achieves 0.2 dB
gain in terms of block error rate (BLER) over the additive white
Gaussian noise (AWGN) channel for information length of 600
bits and rate 1/3, at a target BLER of 10−6 when compared to
BG2 MET-LDPC code proposed at 5G standard.

Index Terms—Protograph; Protograph Exit-Chart; Covariance
Evolution; balanced cycles; Trapping Sets; Sieving; Scattering
Exit-Chart; Multi-Edge Type LDPC; MET-LDPC

I. INTRODUCTION

MET QC-LDPC codes applied to several modern standards:
5G eMBB [1], TV physical layer standard ATSC 3.0 [2],
Deep Space Communication [3], fiber optic communication
[4]. Multi-edge Type LDPC approach is based on the idea
of code graph puncturing with special distribution of erasure
recoverability [5]. Codes based on MET-approach require
more iterations for decoder convergence but perform better
iterative decoding threshold (performance as well) [6], [7].
Some construction methods of Multi-edge Type QC-LDPC
codes were proposed recently [8]–[14], [21].

Most of these methods have main objective to predict itera-
tive decoding threshold for an asymptotic code length without
quasi-cyclic restriction of the Trapping set (cycles and cycles
overlap) and code distance. Covariance evolution (Finite-
Length scale) predicts well under the negligible influence of
cycles overlap, which usually strongly depends upon the code
rate and the size of base matrix (circulant size). Finite-Length
scale usually works for code rate rate < 0.9 and information
length about 200−600, [11], [13]. Scattering protograph exits-
chart method is suitable for short length K < 200 because
it requires not so many different degree distributions inside
the protograph and allows reasonable time for Monte-Carlo
simulation. Main contribution of the paper is an approach for
sieving protographs of Short-Length MET QC LDPC codes
with improved graph connection properties. Proposed method
allows to construct Multi-edge Type protograph for code
length in gap between Scattering PEXIT-chart and Covariance

Evolution methods. We will show that this approach achieves
coding gain in terms of BLER of 0.2 dB over the AWGN-
channel for the codeword length of 1800 bits and a target
BLER of 10−6 when compared to BG2 proposed at 5G.

II. MULTI-EDGE TYPE QC-LDPC CODES

A usual way to represent QC-LDPC code is to describe by a
parity-check matrix H which is made of square blocks. Those
blocks could be either zero matrix or circulant permutation
matrices. Let the mL× nL matrix H be defined as follows

H =


P a11 P a12 · · · P a1n

P a21 P a22 · · · P a2n

...
...

. . .
...

P am1 P am2 · · · P amn

 ,
where P k is the circulant permutation matrix (CPM). CPM
is an identity matrix I shifted to the right by k times for
any k, 0 ≤ k ≤ L − 1. In our notation we define the zero
matrix as P∞. A set {∞, 0, 1, . . . , L− 1} will be denoted as
AL, ai,j ∈ AL. Let us denote the circulant size of H as L and
consider a code C with parity-check matrix H as a QC-LDPC
code.

We call E(H) = (Eij(H)) the exponent matrix of H
defined as:

E(H) =


a11 a12 · · · a1n
a21 a22 · · · a2n

...
...

. . .
...

am1 am2 · · · amn

 ,
i.e., the entry Eij(H) = aij .

Replacing ∞ and other in E(H) by 0 and 1, respectively
we obtain the protograph mother matrix or base graph M(H)
as a m× n binary matrix.

Let us define a block-cycle of length 2l as a cycle of length
2l in the Tanner graph of M(H). And we define as an exponent
chain any block-cycle of length 2l in M(H) which is both
correspond to the sequence of 2l CPM’s {P a1 , P a2 , . . . , P a2l}
in H and the sequence of 2l integers {a1, a2, . . . , a2l} in
E(H).

There is an easy way to find cycles in the parity-check
matrix H Tanner graph. An exponent chain forms a cycle in
the Tanner graph of H if the following condition holds, [16]978-1-7281-1003-5/19/$31.00 c©2019 IEEE
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Fig. 1. Graphical representation of MET-LDPC code protograph, rate = 2/3

2l∑
k=1

(−1)kak ≡ 0 mod L. (1)

In equation (1) each coefficient ai,j for CPM P ai,j is added
with plus for each even step and with minus for each odd steps.
If number of even steps for CPM P ai,j equal to number of
odd steps, then ai,j is eliminated from equation (1).

MET LDPC codes generalize the class of irregular LDPC
codes. MET approach allows to make a good estimation of it-
erative decoding threshold based on protograph structure. The
edges of MET-LDPC protograph could be divided into several
special types according to the connection structure through a
CPMs. Each type of edges distributes different messages every
iteration. Punctured variable nodes are readily admited as
another important advantages of MET-LDPC codes because its
useful both for improving iterative decoding threshold and for
lowering error floors, due to properties of cycles cancellation.

On Fig. 1 example of MET-LDPC code protograph with
rate 2/3 are represented. This protograph performs an iterative
decoding threshold 1.32 dB while Shannon limit for this case
is 1.059 dB. For example, AR4JA MET-LDPC code performs
an iterative decoding threshold 1.414 dB, [3].

Balanced cycle on the parity check matrix H is the cycle
where each cell participates same times in even steps and in
odd steps [20]. Equation (1) for balanced cycle reduces to
trivial equality 0 = 0, which holds for any coefficients ai,j .
The girth g of the code is the length of the shortest cycle
in its Tanner graph and the balanced girth is the minimal
length of the balanced cycle. It is clear that the actual girth
cannot exceed the balanced girth of a parity check matrix H
for any shifts of circulant permutation matrices. That means
that balanced girth is an important upper bound for the girth
of the protograph. For QC-LDPC codes the bound of balanced
cycles was proved at papers [16], [19], [20].

A subgraph in the Tanner graph of H formed by cycles
or their overlap with a variable nodes and b odd degree
checks is a trapping set (a, b). For example the overlaping
of three 8-cycles gives us the trapping sets TS(5,3) and a
TS(4,4) could be formed by cycle 8 in Tanner graph, [17].

Fig. 2. Graphical representation of Trapping sets: a) TS(5,3), b) TS(4,4)

The number of variable nodes which can cause the fail of
the sub-optimal iterative decoding on this TS if corrupted
defines its harmfulness. The (4,4) trapping set produces 4
errors in variable nodes after 4 errors in odd degree check
nodes. It can be considered as a weight 4 pseudo-codeword.
The pseudo-codewords weight spectrum could be improved
and the probability of error-floor could be decreased if we
will break the most harmful cycles. Some modifications could
change the probability of decoding fail caused by TS pseudo-
codewords, [18].

In [15] the number of check nodes singly connected to the
variable nodes involved in the cycle is defined as Extrinsic
Message Degree (EMD) metric of the cycle. As soon as each
cycle in the Tanner graph could be considered as a trapping set
the EMD metric becomes an important characteristic of a code.
It estimates how strong the subgraph of cycle is connected with
the rest of the Tanner graph.

Estimation of an block error probability for LDPC code
with a change in the code length obtained by the method of
the Covariance Evolution (Finite-length scale, [11]) :

PFER (N, σ) ∼= Q
(
α
√
N (σ∗ − σ)

)
, (2)

where N is the code length, α is the protograph’s ensemble
reciprocal scale factor, which approximate number of degree-
one check nodes scale under parabolic drift Brownian motion
for equivalent to belief propagation peeling decoder, σ∗ is the
threshold of the iterative decoding (from Density Evolution),
σ is the standard deviation in the AWGN–channel, Q- Q
function.

The equation is valid for ensembles of codes at lengths for
which trapping sets are distributed according to Poisson’s law.
However, for short lengths MET QC-LDPC codes based on
protographs with a σ∗ iterative decoding threshold closed to
Shannon limit, Poisson’s law assumption is not satisfied. Small
size of CPM does not allow to get high value of EMD metric.

III. SIEVING METHOD FOR PROTOGRAPH CONSTRUCTION
OF MODERATE LENGTH MET QC-LDPC CODES

In proposed sieving MET-LDPC protograph construction
method we are searching for some trade-off between graph
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and code properties. To solve this optimization problem we
propose to generate a protograph according to defined degree
distribution or by extending a preliminary optimized core code
using greedy methods. By this method a family of protograph
candidates could be obtained and a multistage sieving proce-
dure according to the graph properties (balanced cycles) could
be executed. Algorithm for balanced cycles search enumerates
all closed cycles with length shorter than given K going
through non-empty protograph cells with vertical lines on even
steps and horizontal lines on odd steps. For each cell of the
cycle a difference between appearance after even and after
odd step is calculating. Multiplicity of this balanced cycles is
defined by protograph automorphism (or the size L of circulant
permutation matrix). On practice usually, it is enough to reach
girth 8 of balanced cycles to realize code distance which allows
to reach BLER < 10−5. Another important property is an
influence of the protograph and a lifted code to the code
distance. Code distance is especially important for error-floor
region performance under short and moderate lengths.

At paper [22] there was the proof of the theorem about
minimal distance of code defined by parity-check matrix
constructed from permutation matrix of arbitrary weight and
overlapped permutation matrix.

Theorem 2, [22]. If a parity-check matrix of height M
contains a submatrix of height M and width (j + 1)M/j
contains j(j+1) non-overlapping permutation matrices that all
commute each other, then the corresponding code has minimal
distance less than or equal to (j + 1)!. Upper bound of code
distance for protograph and tighter bound for lifted codes was
generalized and proved by Vontobel and Smarandache, [23].

Permanent of matrix B with size m ×m defined by equation

perm (B) =
∑
σ

∏
j∈[m]

bj,σ(j).

where σ takes all m! permutation of set [m].
Theorem 7, [23]. Let C be QC code defined by the

polynomial parity-check matrix H(x). Then the minimum
Hamming distance of C is upper bounded as follows

dmin (C(H)) ≤ min
S⊆[I],|S|=J+1

∑
i∈S wt

(
perm

(
HS\i (x)

)
.

At paper [24] Butler and Siegel generalized this bound for
class of Quasi-Cyclic Multi-Edge Type LDPC codes.

Theorem 12, [24]. Let C
′

be a QC code constricted
by optionally puncturing sub-blocks of the QC code C,
defined by the polynomial parity-check matrix H(x) ∈
(
(
F2[x]/〈xN − 1〉

)J×L
) and let , wt (H (x)). Let the sub-

block of C indexed by the set P , P ⊂ [L], be punctured,
while maintaining the dimension of the code. Let A

′
be a

submatrix of A with rows at, t ∈ τ ⊂ [J ], removed. Let S
be a subset of [L] of size J + 1− [τ ], such that the subrows
at,S = 0∀t ∈ τ . Then

dmin

(
C

′
)
≤ min

S,τ

∑
i∈S\P perm

(
A

′

S\i

)
.

We provide parallel implementation of code distance esti-
mation method for both fixed and variable circulant sizes. A

simultaneous analyze of code properties (code distance) and
graph properties (girth, EMD) also is provided [26].

For protograph sieving method as input we use either a
core matrix optimized according to the hardware restrictions
or a matrix randomly/greedy generated from the degree dis-
tribution. Density evolution defines an optimized protograph
degree distribution. According to this distribution an ensemble
of protographs could be build by different fillings of rows and
columns. Real properties of balanced cycles and upper bound
of the code distance should be obtained for every protograph
from the constructed ensemble. To choose a protograph from
the ensemble of candidates we use Protograph-EXIT chart
implementation, [26]. Proposed sieving algorithm is defined
by the following pseudo code, Alg.1.

Algorithm 1 Sieving method for MET QC-LDPC code pro-
tograph construction
Require: Set of Protograph candidate {Proto} , Perror -

required level of error probability, Eb/No− required
signal to noise ratio to achieve Perror

1: Estimate upper bound on code distance duppermin for each
Protograph using [23], [24], use CPM size as multiplici-
ties.

2: if PUB + δ > Perror for EB/No then
3: finish algorithm and generate more Protograph candi-

date or change degree distribution/size of protograph
4: else
5: Enumerate balanced cycles using test set lifting,

weighed TS and estimate union bound for both codeword
and trapping sets P dmin+TS

UB

6: end if
return return base matrix which defines protofraph

of MET-LDPC codes

In Alg. 1 δ−penalty for the suboptimality of the decoder
due to sublinear and linear dependence of TS size from the
EB/No. PUB−union bound. Union Bound approximation
based on the first term of weight spectrum enumerator for
AWGN-channel is given as

PUB ≈ multdminQ
(√
dmin

)
,

where multdmin - multiplicities of the low weight codewords
(according circulant size), Q(·) - Q function.

Below we describe main sieving parameters. If step 1 take
too much time, we apply random permutation and try to
estimate duppermin again. We shall search our code among the
generalization of Raptor based LDPC codes close related to the
solution used in eMBB 5G standard [8]. Using proposed siev-
ing method we have constructed MET QC-LDPC protograph
with decoding threshold SNR = −1.57 for BER = 10−8,
Table I. Finally we use simulated annealing method which
allows to lift the protograph with girth 8, minimal value of
EMD 10 (120 cycles were found) and code distance bound
68, [25]. BG2 MET QC-LDPC code with code distance 30,
lifted with girth 6, from BG2 family 15 [1], achieves decoding
threshold SNR = −1.7 for BER = 10−8 demonstrate
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TABLE I
PROTOGRAPH CONSTRUCTED USING PROPOSED METHOD. TWO LAST NODES PUNCTURED

1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 0 0 0 0 0 0 0 0 1 0 1
0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 0 0 0 1 1 0 0 1 0
0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 1 0 1 0 0 0 1 0 0
0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 1 0 1 0
0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 1 0 1 1 0 0 0 0 0 0
0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 1 1 0 0 0 1 0 0 0 0 1 0 0 0
0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 1 0 0 1 0 0
0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 1 0 1 0 0 0
0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 1 1 0 0 1 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 1 0 0 1 1 0 0 1 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 1 1 0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 1 0 0 1 0 0 0 1 0 0 1 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 1 1 1 0 1 0 1 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1 1 0 0 0 0 1 1 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 1 0 1 1 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 1 0 0 1 0 0 0 1 0 1 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 1 0 0 1 1 0 0 1 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 0 0 1 0 1 0 0 0 0 1 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 1 0 1 1 1 0 1 1 1 1 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 0 1 0 1 0 1 1 0 0 0 0 1
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 0 1 0 1 0 0 1 1 0 1 0
1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 0 1 1 1 1 0 1 0 1
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Fig. 3. Simulation result for protograph lifted with circulant 60 under 50
iterations of Sum-Product decoder (Floor scheduler).

minimal value of EMD 10 (60 cycles were found). Shannon
limit for the code rate 1/3, SNR = −2.26.

The tool-chain for the proposed code construction method
is available at [26].

IV. SIMULATION RESULTS

We have analyzed the performance of MET QC-LDPC
codes with QPSK modulation in the AWGN channel decoded
by 50 iterations of sum-product decoder by computer simu-
lations. Figure 3 performs the block error rate for QC-LDPC
codes with rate 1/3. Code B is a MET-LDPC with the mother
matrix ”base graph 2” (BG2) from 5G eMBB standard, [1].
Code A is a MET-LDPC code constructed from the protograph
optimized by proposed method, [26]. Constructed code shows
0.2dB coding gain under BLER 10−6 comparing to 5G EMBB
code.
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Abstract—Using a short-range microwave radio line allows 
to ensure high noise-resistance during transmitting discrete 
information to the vehicle with relative ease of technical 
implementation, including the case when the vehicle is in 
motion. Energy calculation of the short-range radio line is 
carried out. Calculation of the noise-resistance of a short range 
duplex channel resistant to signal fading for coherent detection 
is carried out. A family of dependences of the signal power at 
the receiver input on relative positions of the receiving and 
transmitting antennas is obtained. The dependences of the 
error probability from the transmitted signal element on the 
signal-to-noise ratio are found for two practically significant 
cases: with and without the dominant brilliant point. By using 
the obtained expressions for both models, the dependences of 
the error probability on the signal-to-noise ratio are 
constructed for different parameters of the reflected signal and 
the directional characteristics of the transmitting and receiving 
antennas. It is shown that with fading of the microwave signal 
the error probability in the duplex channel can reach values 
smaller than 10-6…10-8 per sign. 

Keywords—microwave range, short-range radio line, error 
probability, coherent reception, horn antenna, signal fading. 

I. INTRODUCTION 
In the last two decades in the technologically developed 

countries the issue associated with the use of automated 
control for various kinds of vehicles, such as buses, taxis, 
trams, trolleybuses, subway trains, etc. [1, 2, etc.] has been of 
a vital importance. In the nearest future, intelligent traffic 
control is implemented and various ground unmanned 
vehicles, primarily cars, are being used. 

One of the most important links in such automated 
control systems of the traffic is the data exchange channel. 
Analysis of the issue shows that it is quite effective to 
transmit current and operational data, and also to adjust the 
program of vehicle motion in some key points of routes 
(primarily intermediate stops, stations, etc.) by using the 
short-range radio line (SRL) of microwave range [3, 4]. In 
the SRL discrete information is exchanged between the on-
board module located on the vehicle and the stationary 
module. Typically, the probability of an error at reception P0 
should be less than or equal to P0  10-6 a decimal point. The 
amount of information transmitted in 10 seconds time can 
reach tens of Mbit. 

The use of microwave information channel has a number 
of advantages with regards to both noise immunity and 
technical implementation [5-7, etc.]. Herewith, the distance 
between the transmitting and receiving devices of the SRL, 
as a rule, tends to be minimized (several meters). The 
microwave channel is basically intended to transmit various 

telemetric information. Notably, the most convenient 
moment for the exchange of information is the moment when 
the vehicle is stationary; however, if necessary, data 
exchange can be carried out during motion of the vehicle. 

The purpose of this work is to carry out energy 
calculation of the short-range radio line and noise immunity 
of the short-range duplex channel resistant to signal fading 
during coherent reception. 

Requirements and organization of data transmission 
system through the SRL, as well as engineering calculation 
used in the microwave radioline of antennas and the amount 
of information exchange between the onboard and stationary 
modules of the system of discrete data transmission were 
earlier considered in detail by the authors [8-10]. 

II. ENERGY CALCULATION 
Energy calculation is meant to determine the signal 

power at the receiving point Pr and to calculate the ratio 
between the signal energy Еs and the spectral density of the 
noise power N0: 

 2 2 2
0cq E H . 

We calculate the signal power at the input of the receiver 
with a given output power of the transmitter by the formula 
[1] 


2

2 2
016r tr tr r tr rP P G G

R


  


, 

where Ptr is the power of the transmitter, W; Gtr, Gr are 
power gain of the transmitting and receiving antenna 
respectively; tr, r are the efficiency of the antenna-feeder 
path of the transmitting and receiving device respectively; 
R0 is the distance between the points of transmission and 
reception, m. 

Fig. 1 shows the dependence (the central graph in the 
plane PrR0) for the case when the vehicle stops and the axis 
of  antenna pattern (AP) of the transmitting and receiving 
antennas are the same, while: Ptr = 510-3 W; tr = r  1;    
 = 310-2 m. 

The presented dependencies show that with the increase 
of distance between the receiver and the transmitter the 
signal power at the receiver input decreases exponentially. 
Thus, when R0 = 10 m, the signal power is 17.510-7  W. 
When R0 = 50 m it decreases down to 0.710-7  W. 

In practice, the place of the vehicle stop is accidental and 
can be limited only to a certain area R = L. As a result the 
AP axes of the transmitting and receiving antennas may not 
coincide. In this case, the signal power at the receiver input 
can be found, based on the expression
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Fig. 1. The dependence of the signal power at the input of the receiver  
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where 
2

216tr tr r tr rK P G G 
  


;  22

0 0xR y x x   ; x0, y0 

are the coordinates of the stationary module antenna 
characterized by the AP F(); x is the current location of the 
vehicle antenna characterized by the AP F(). 

Dependencies  0 ;ΔrP f R R  on the distances R0 and 
R are also shown in Fig. 1 for the case when the axis of the 
AP of the antenna do not coincide.  

III. NOISE IMMUNITY OF THE SHORT-RANGE DUPLEX  
CHANNEL RESISTANT TO FADING OF THE SIGNAL DURING            

THE COHERENT RECEPTION 
When a duplex channel works at short distances, its noise 

immunity is significantly affected by fading of signals. It 
appears as a result of the interference of direct 
electromagnetic field rE  and electromagnetic field refE  
reflected from the underlying surface in the receiving 
aperture. 

The total field E
  during a single reception can be 

described by the ratio 
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.

where P1, 1, G1 are respectively, the radiation power, the 
efficiency and the gain of the antenna-feeder path of the  
direction characteristics of the transmitting and receiving 

antenna;  is the angle between the direction of the radiation 
maximum and the direction to the center of the receiving 
aperture;  is the angle between the maximum AP of the 
receiving antenna  and the beam towards the transmitting 
antenna; the angles ,  and r1 = AB and r2 = AC + CB 
are explained in Fig. 2;  Ф ,x y  is the module of the 
reflection coefficient taking into account the reduction in the 
amplitude of the wave reflected from the underlying surface; 
ph is the phase of the reflection coefficient taking into 
account phase change during reflection; С(x, y) is the 
current point of the underlying surface D(x, y) forming the 
reflected wave. 

In amplitude factors it can be considered that r1  r2  r. 
Then, the expression (1) can be transformed into: 

      0 1 0, , ,tr rE E F F J E V              , 

where 



    
 

    
      

1 ,
1

, , , ,

, Ф ,

exp , , , ;

N

D x tr

r

ph

y
i

J F x y

F x y x y

i k r x y x y ds x y



        

    

    


 

0 1 1 1 1
1 230 expE P G i r
r

    
 

  is a field density during 

propagation in free space;
 

2k 



;  ,r x y  is the distance 

up to the current point С(x, y) of the underlying surface             
D(x, y) forming the reflected wave. 

It is shown in [6] that the expression in square brackets is 
an attenuation factor characterizing the interference of direct 
and reflected waves. 

In practice, the module of attenuation factor is of greatest 
interest 

244 2019 IEEE EWDTS



 

Fig. 2. Process of reflection from the underlying surface 
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In order to calculate J1(.) we use the stationary phase 
method by presenting D (x, y) as a set of N parts, where the 
wave can be considered locally flat within each part. 

In this case 
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where (xi, yi) are coordinates of the stationary phase point of 
the local part Di(x, y). 

It is quite clear that when the size of the reflected surface 
D(x, y) is much smaller than the distances r1 and r2, N = 1, 
then the attenuation factor can be transformed into 

        
   

22 , , , , Ф , 2 ,

, , , Ф , cos .

V F F x y F

F x y

          

     
 

Here      2 , tr rF F F     ; 

     , , , tr rF F F          ;   is the phase of 
the signal. 

Next, we proceed to analyzing the noise immunity in the 
duplex channel. 

The probability of error of the transmitted signal element 
when using amplitude modulation and incoherent reception 
is determined by the ratio [7]: 


2

21 exp
2 2e

qP V
 

  
 

, 

where 2 2
0sq PT N ; Ps is the power of the element of the 

signal with duration Т; 2
0N  is a spectral density of normal 

white noise. 
Note that in this case q2 plays the role of the signal to 

noise ratio (SNR). 
We denote in (2)  2

0 ,A F   ; 

   2
0 , , , Ф ,B F x y     , then we transform (3) into 

  
2

2 2
0 0 0 0

1 exp 2 cos
2 2e

qP A B A B
 

     
 

. 

As a rule, the following assumption is made about the 
phase distribution 

    

 

1 , ; ;
2
0, ; ,

W
      
   

 

where W() is the probability density function (PDF) of the 
phase. 

Taking into account the above assumptions, the 
probability of error will be determined as: 
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 4 

where I0(.) is a Bessel function of zero order. 
The expression (4) characterizes the random nature of the 

envelope of the signal reflected from the underlying surface. 
Since D(x, y) can be considered as an extended surface, 

then the same assumptions are true with regards to the PDF 
W(B0) as for extended targets. 

Two reflection models are of interest: 
– with a dominant brilliant point 
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a)                                                                                                     b) 

Fig. 3. The dependence of the error probability on the value of the SNR 
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where 2
F  is the variance of fluctuations of the signal 

reflected from the surface D(x, y); ab characterizes the 
amplitude of the signal reflected from the dominant brilliant 
point; 

– without a dominant brilliant point 

    
2 1 2
0 0

0 2 2

2
exp

m m

m
F F

m B mB
W B

Г m

  
  

  
, 6 

where m is a distribution parameter; Г(.) is a gamma 
function. 

The ratio (6) is called the Nakagami distribution and it is 
more general than the Rayleigh distribution. При m = 1, the 
expression (6) transforms into Rayleigh law, whereas when 
m > 1 it can be used even for approximation of the 
generalized Rayleigh law. 

We are going to consider these cases. 
Having averaged (4) over the parameter B0, which 

complies to the distribution law (5), we find that the 
probability of error in this case will be determined as: 
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Taking into account the fact that the integral on the right 
side is standard [8] 
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Then for Pe we get 
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where 
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When  2 2
0ba A q  , the expression (7) can be 

simplified 2 1F   
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The dependences Pe = f(q2) with different values A0, ab 
and 2

F  are shown in Fig. 3, with different values of A0: а – 
0,7; b – 0,9. 

Let us consider the case when W(B0) is described by the 
expression (6) 
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Using the ratio [8] 
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where  1 1 , ,F     is a degenerate hyperbolic function. 
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a)                                                                                                       b) 

Fig. 4. The dependence of the error probability on the SNR value with different values of 2
F  

 
Then we finally write 
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When m = 1, i.e. W(B0) is a Rayleigh distribution, the 
following equality is true: 
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The dependences Pe = f(q) for different values of A0 and 
2
F  are shown in Fig. 4, for the cases when: а – A0 = 0,7; b – 

A0 = 0,9. 

IV. CONCLUSIONS 
The calculation of a number of parameters for the duplex 

microwave radio line, which serves for data exchange 
between the vehicle module and the stationary ground station 
module, is carried out. 

Energy calculation of the short-range radio line is carried 
out. Noise-immunity of the short-range duplex channel 
resistant to signal fading for coherent detection is analyzed. 
The results of noise-resistance simulation have shown, that 
with fading of the microwave signal, the error probability in 
the duplex channel can reach values smaller than 10-6…10-8 

per sign. 
The practical value of the research consists in the 

obtained dependences of the signal power at the input of the 
signal receiver for two common cases of the location of the 
receiving and transmitting antennas allow the calculation of 

the information microwave channel. It is also possible to 
determine the noise immunity of the channel and the 
probability of error of the transmitted signal element. 
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Abstract— Two important tasks are considered in this paper: 
highlighting extreme subsets and finding cliques of a graph. These 
tasks have a great practical importance in the design of automation 
devices and computing equipment, as well as the creation of control 
systems, computers and networks, in sociology and game theory. 
Because they are belong to the class of NP-hard problems, the study, 
creation and modification of methods for their solution still remains 
relevant. In connection with the expansion of the information space 
and the increase information for analysis in times, it becomes 
obvious that in practice it is advisable to solve such NP-difficult 
problems using new IT technologies - cloud computing. In this 
regard, the fundamental difference of this work is not only the 
construction and verification of the genetic algorithm modification, 
but also the use of the cloud platform as an Internet service for 
performing calculations. The main goal of a research is to solve the 
problem of finding extreme subsets in a graph and building cliques 
using modified genetic algorithm in a reasonable time. The principal 
difference of the proposed method is that it considers the population 
degradation degree and increases the diversity of the population 
using various genetic operators in the evolutionary adaptation block. 
Several experiments were also conducted, during which a 
comparison of the developed algorithms with various crossovers was 
carried out: ordering crossover and greedy. The practical results of 
the research almost coincided with the theoretical background. 

  

Keywords—genetic algorithm, extreme subsets, cliques, cloud-
based computing  

I. INTRODUCTION 

In the modern world, due to the increasing competition and 
the rapid pace of IT technologies development, organizations 
are increasingly resorting to the cloud technologies using. In 
essence, this is a fundamentally new concept that allows 
individual entrepreneurs and organizations to provide and 
receive IT resources in the form of services. 

The cloud infrastructure must meet the following 
characteristics: all resources are pooled, a self-service at the 
request of a service consumer, broadband network access, 
responsiveness and a very important characteristic reflecting 
the economic benefits of using cloud computing — payment for 
services for actual consumption. The benefits that an 
organization receives from cloud computing are obvious: a 

decrease in the IT services cost, while the quality of these 
services tends to increase; business adaptability for market 
changes, flexible scaling of computing resources, high 
availability. The services that are provided by cloud systems are 
measured using special abstract parameters that vary depending 
on the category and type of service. For example, quantitatively 
can be estimated computing power, throughput, data storage 
size [1]. 

Within the concept of cloud systems, it is customary to 
distinguish three service models: cloud software as a service 
(Cloud Software as a Service, SaaS), cloud platform as a service 
(Cloud Platform as a Service, PaaS) and cloud infrastructure as 
a service (Cloud Infrastructure as a Service, IaaS). As further 
we will talk about PaaS, we consider the structure of this model 
in more detail. It is also the basis for the other two models. PaaS 
provides the opportunity to place and implement in the cloud 
infrastructure the application which was already created or 
purchased by the customer. At the same time, the platform 
offers the necessary tools for the user, testing tools, database 
management systems. The user is granted the right to manage 
this application, as well as the configuration settings of the 
environment in which the application is deployed. Examples of 
this model are Google App Engine and Microsoft Windows 
Azure Platform. The scheme of PaaS is presented on fig. 1 [2]. 

 
Fig. 1. Cloud Platform as a service model 
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The cloud systems emergence has significantly improved 
the availability of services, computing and computer resources, 
ensure the scalability and flexibility of systems deployed in the 
cloud environment, and reduce the risks associated with the 
inoperability and maintenance of infrastructure elements [1]. 
The task of this work is to solve the problem of isolating 
extreme subsets and cliques in a graph by a modified genetic 
algorithm using cloud computing on the Internet. The first task 
can be useful in the design of automation devices and 
computing equipment, as well as the creation of control systems 
[3]. Finding clicks in a graph is used in cluster analysis, 
particularly in sociology and information retrieval, as well as in 
game theory [4]. These tasks belong to the NP-difficult 
problems class and their calculation in a large graph even with 
heuristic algorithms may require a sufficiently large amount of 
memory and computational power. In this regard, it may be 
economically feasible to solve this problem using cloud 
computing on the Internet.  

The idea of using the principles of biological evolution to 
solve optimization problems arose in the 60s of the last century. 
And Holland's first book, Adaptation in Natural and Artificial 
Systems, containing the genetic algorithm was published in 
1975 [5]. A huge foreign and domestic bibliography shows that 
genetic algorithms have proved to be an effective method for 
solving many applied problems [6–8]. In this regard, a genetic 
algorithm was chosen among the many heuristic search 
methods to solve the tasks. The main goal of a research is to 
solve the problem of finding extreme subsets in a graph and 
building cliques using modified genetic algorithm in a 
reasonable time. 

II. FORMULATION OF PROBLEMS 

Let the graph be given = ( , ), the subset ⊂  called 
intrinsically stable or independent if ∩ = ∅, that is, no 
two vertices from  are adjacent. The maximum intrinsic stable 
subset  is an internally stable subset that is not a proper subset 
of any other internally stable subset [9], i.e. ∀ ( ∩ ) = ∅ 

The concept of a clique is, in fact, the antithesis of an 
independent subset, since the statement is true:  

A click of a graph	  - it is a subset of this graph vertices and 
when it is independent in an additional graph . A subset ′ 
graph  vertices is called a clique in the case when any two 
vertices in it are adjacent, i.e. if generated sub graph ( ) is 
complete [10]. In this regard, it is obvious that in order to find 
the maximum clique in the graph	 , it suffices to know the 
algorithm for finding an internally stable subset in the 
additional graph. We now turn to the development of a solution 
algorithm. 

Frequently, greedy heuristics are used to form an 
internally stable subset. They are based on sequential analysis 
of genes, viewing a series of alternatives, and choosing the best 
solution. As a rule, they give out local optima, when you first 
start. However, they have the advantage of high execution 
speed, of the order of 	( ), since, as a rule, the algorithm 
considers one of the possible options. 

In a simplified form, the algorithm will look as follows: 
1. Select the top of the graph 	  with the maximum 

degree of adjacency and put in . 
2. The remaining graph  vertices split into two subsets: 

1st - vertices adjacent to vertices from  , 2nd - vertices non-
adjacent with vertices from . 

The choice of the next vertex is made from the 2nd subset 
(p. 2) with the greatest degree of adjacency.  

The general scheme of the modified genetic algorithm is 
shown in Figure 2. 

 
Fig. 2. The general scheme of the modified genetic algorihm 

How to compare genes using population degradation 
indicators is presented in [11]. Based on the decision maker 
analysis or automatically the genetic algorithm operators are 
selected: crossover, mutation, transposition, inversion in order 
to increase the diversity of the population.  

In this case, the algorithm used the ordering crossover and 
greedy crossover (the strategy is described above). The 
principle of the ordering operation is as follows: a break point 
is selected by a random method. The left part of each 
chromosome to the point of break is copied unchanged to the 
individual of the descendant, starting with the first gene. And 
the right side is reordered in such a way that the chromosomes 
of the descendants do not have repeating vertices (Fig. 3). 

2 3 
(break 
point) 

4 1 5 6 Parent 1 
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1 2 

(break 
point) 

3 4 5 6 Parent 2 

 
2 3 4 5 6 1 Descendant 1 

 
1 2 4 3 6 5 Descendant 2 

Fig. 3. The priciple of the ordering crossover 

The initial population is formed using the shotgun strategy, 
i.e. the population is filled with randomly formed 
chromosomes. 

Selection of parents (the operation of selecting 
chromosomes for crossover) occurs randomly. Mutation is set 
when setting up the algorithm. 

III. COMUTER IMPLEMENTATION AND EXPERIMENTAL RESULTS 

A series of experiments was carried out to construct an 
internally stable subset of a graph (ISSG) and a click (CG). In 
this case, in the first case, we used the ordering crossover 
operator (OC), and in the second case, the greedy (GC). The 
calculations were performed on the Amazon Web Services 
cloud computing infrastructure. For this, a virtual machine (EC2 
instance) t3.2xlarge (CPU: 8 and RAM: 32 Gb) was rented. The 
renting cost was $ 0.3328 per hour. This significantly reduces 
the project cost (there is no need to buy a server, hourly 
payment). The use of cloud services also makes it possible to 
scale up computing power both vertically (increase the power of 
one machine) and horizontally (use several machines for parallel 
computing). 

The research results are presented in Table 1. The graph 
vertices number is n = 1000, the number of edges is 700. The 
number of iterations (NI) is indicated in the 1st column, the 
population size (PS) - in the 2nd. In the 3 th - the probability of 
mutation (PM), in the 4 th and 6th - the objective function (the 
ratio of the number of defined and existing internally stable 
subsets of the graph) for the ISSG task and with 2 different 
crossovers: OC, GC. In the 5th and 7th columns – the solution 
time in seconds for the ISSG task and with 2 different 
crossovers: OC, GC. In the 8th and 10th - the objective function 
(the ratio of the number of defined and existing of the graph 
click) for the CG task and with 2 different crossovers: OC, GC. 
In the 9th and 11th columns – the solution time in seconds for the 
CG task and with 2 different crossovers: OC, GC respectively. 

 

 

 

 

 

 

 

 

 

TABLE I.  THE RESEARCH RESULTS 

 

 

Fig. 4. The graph of the objective function for the ISSG task  

Fig. 5. The graph of the objective function for the CG task  

Based on the research results, you can see from the graph 
on (Fig. 4), the algorithm with the greedy crossover operator 
shows saturation by 3000 iterations, while the algorithm with 
the ordering crossing over shows the saturation already at 900 
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iterations. Practically the same tendency is observed in the 
clique construction algorithm (Fig. 5). The computational 
complexity of this algorithm almost linearly depends on the 
number of iterations and, at best, will be O( 	 ) , at 
worst	O( 	 ). 

IV. CONCLUSION 

Currently, the problem of clicks widely has numerous 
applications. In bioinformatics, it is used in the analysis of 
genomic databases. In social networks, it is used in data 
clustering — when various communities are divided into 
groups (clusters) with common properties. Clustering 
allocation allows each of them to be processed by a separate 
auxiliary server. In chemistry, this task underlies the search for 
the maximum common substructure in the column describing 
the structure of a chemical compound. At the same time, the 
amount of input data is huge (input graphs can contain up to a 
million vertices). The problem of finding extreme subsets in a 
graph is also reflected in practice when designing various 
devices and personal computers. Thus, the current area of 
research is the development of new approaches to finding 
solutions to these two tasks using advanced IT technologies - 
cloud computing. 

 To solve the problem of finding extreme subsets in a graph 
and building cliques, a modified genetic algorithm was 
developed. The principal difference of the proposed method is 
that it considers the degree of population degradation and then 
increases the diversity of the population through the use of 
various genetic operators in the evolutionary adaptation block. 
Several experiments were also conducted, during which a 
comparison of the developed algorithms with various 
crossovers was carried out: ordering and greedy. The 
computational complexity of this algorithm almost linearly 
depends on the number of iterations and, at best, will be O( 	 ), at worst	O( 	 ). 

The practical research results almost coincided with the 
theoretical background.  
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Abstract—The possibility of using a template model for 
approximation of I-V characteristics of junction field-effect 
transistors (JFETs) in a wide temperature range (− 200 ... 20 °C) 
is considered. The template model is intended for JFETs which 
are used in radiation-hardened integrated circuits for processing 
the signals from sensors of various physical quantities. The 
template model creation is made by the replacement of one or 
more parameters of the known physical JFETs model by the 
relations of power series of control voltages. The template model 
comprises all physical parameters of the initial JFETs model. 
The number of additional parameters in the template model is 
small (no more than four), which makes it possible to use 
standard minimum search algorithms for parametric 
identification. The obtained results show that the proposed 
template model provides the decrease of the JFETs I-V 
characteristics modeling error at least three times in comparison 
with the initial physical model independently of the 
measurements temperature. 

Keywords—model, field-effect transistor, template, method of 
least squares, parametric identification 

I. INTRODUCTION 

Junction field-effect transistors (JFETs), as well as metal-
oxide-semiconductor field-effect transistors (MOSFETs), are 
used in radiation-hardened integrated circuits (ICs) for 
processing the signals from sensors of various physical 
quantities [1]. JFETs have a minimum level of intrinsic noise; 
MOSFETs have the most advanced technology of mass 
production [1], [2]. 

Radiation-hardened ICs are necessary for robotics and 
space instrument engineering. These ICs can operate in a wide 
temperature range (− 200 ... 20 °C). Field-effect transistors 
(FETs) which operate at low temperatures have a sufficiently 
long channel length (1 ... 20 μm) [3], therefore the use of 
modern models for these transistors does not guarantee a high 
modeling accuracy [4]. Moreover, a model which accurately 
approximates FETs I-V characteristics at room temperatures 
cannot reproduce FETs low temperature characteristics as 
accurately [5].  

Thus, development of FETs models which provide valid 
results of simulation of radiation-hardened integrated circuits is 
the actual problem of robotics and space instrument 
engineering. 

The use of template models allows providing an acceptable 
accuracy of FETs I-V characteristics approximation for helium 
temperatures [6] and [7]. To create a template model it is 
necessary to replace one or more parameters of the initial 
physical model by the function of control voltages or currents 
[8]. 

The aim of this paper is to prove that the template models 
are efficient for JFETs I-V characteristics approximation in a 
wide temperature range (− 200 ... 20 °C). 

To achieve the abovementioned aim the following 
problems are solved in the paper: 

- description of known physical models and JFETs template 
models; 

- parametric identification of JFETs models in a wide 
temperature range; 

- determination of dependencies of JFETs models 
parameters and modeling errors upon temperature. 

II. DESCRIPTION OF MODELS 

The SPICE-model of FETs, also known as the Shichman-
Hodges model, has the following form [9] 

 
2

0, 0;

( , ) (2 ) (1 ), ;

(1 ), ,

G

DS GS G DS DS DS DS G

G DS DS G

for V

I V V V V V V for V V

V V for V V

≤
= β − + λ ≤

β + λ >

 (1) 

where I is the drain current; VDS is the drain-to-source voltage; 
VGS is the gate-to-source voltage; VG = VGS – VTH is the 
effective gate voltage; VTH is the threshold voltage; β is the 
transconductance coefficient; λ is the channel length 
modulation factor. 

The parameters β, VTH, λ of the model (1) are defined using 
direct measurements, so this model can be used as the initial 
physical model to create a FETs template model. The 
technique of template models creation is described in [6] – [8]. 
In this paper we propose to create a template model by 
replacing the parameters β and λ of the initial physical model 
(1) by the following expressions: 

The reported study was supported by the Grant of the Russian Science 
Foundation according to the research project No. 16-19-00122-P 
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where β0 и λ0 are the physical parameters of the template 
model; β1, β2 and λ1, λ2 are the empirical coefficients. 

The number of additional empirical coefficients in the 
obtained template model is four, which makes it possible to use 
standard minimum search algorithms for parametric 
identification.  

It should be noted that the model (1) is effective as the 
initial physical model for JFETs. We recommend using the 
physical model, which comprises the effects of carriers 
velocity saturation, as the initial model for MOSFETs [7], [10], 
[11]. 

III. ALGORITHM OF PARAMETRIC IDENTIFICATION 

The parameters of FETs models are determined by the least 
squares method using the objective function [12]: 

 
2

1

( , )
,

N
DS k GS k k

k k

I V V I
S

I=

− 
=  

 
  (4) 

where N is the number of the experimental points; Ik are the 
measured values of the drain current; VDS k and VGS k are the 
measured values of the drain-to-source voltage and the gate-to-
source voltage respectively; I(VDS k, VGS k) are the drain current 
values calculated using a FETs model at VDS = VDS k and 
VGS = VGS k. 

To solve the problem of the objective function minimum 
search we used the modified algorithm of Levenberg–
Marquardt [13]. To increase the speed of the objective function 
minimum search the parameters of the initial physical model 
were used as the initial conditions for the physical parameters 
of the template model. The initial values of the empirical 
coefficients β1 and λ1 were chosen equal to 1, β2 and λ2 – equal 
to 0. 

The accuracy of modeling was estimated using  two types 
of errors described below. 

1. The relative root-mean-square (RMS) error: 

 minS

N
σ = , (5) 

where Smin is the minimum value of the objective function. 

2. The maximum relative error of the model: 

 max max kδ = δ , (6) 

where [ ( , ) ] /k DS k GS k k kI V V I Iδ = −  is the relative error of the 

model at each point of the I-V characteristic. 

IV. RESULTS OF MODELING 

Table 1 shows the results of the JFET modeling for several 
temperatures in the range − 200 ... 20 °C. In this work the p-
channel JFET made on the radiation-hardened analog gate 
array ABMK 1-3 was considered as the test sample for 
research. The gate array ABMK 1-3 is produced by JSC 
"INTEGRAL" (Minsk, Belarus) with 1.5 microns design rule 
and is intended for the fabrication of low-noise and broadband 
analog ICs [1]. 

TABLE I.  RESULTS OF PARAMETRIC IDENTIFICATION 

Model 
Model parameters Model errors 

β0 [mА/V 2] VTH [V] λ0 [V − 1] β1 [V − 1] β2 [V − 2] λ1 [V − 1] λ 2 [V − 2] σ [%]  δmax [%] 

T = 20 °С 

(1) 2.273 2.020 0.0338 - 0 - 0 4.5 15.3 

(1)&(2)&(3) 2.663 1.946 1.1594 − 0.436 − 0.0976 0.0150 0.0107 1.2 3.4 

T = − 60 °С 

(1) 3.652 1.874 0.0283 - 0 - 0 6.2 16.4 

(1)&(2)&(3) 5.044 1.802 0.9846 0.157 0.0579 0.0147 0.00957 1.5 5.0 

T = − 120 °С 

(1) 4.660 1.752 0.0295 - 0 - 0 8.2 19.9 

(1)&(2)&(3) 6.675 1.698 1.0383 0.399 0.190 0.0233 0.0158 2.4 6.2 

T = − 200 °С 

(1) 1.477 1.580 0.0732 - 0 - 0 9.3 27.4 

(1)&(2)&(3) 1.666 1.439 1.6092 − 2.297 − 0.494 0.124 0.0835 2.7 6.9 
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The model (1) was chosen as the initial physical JFET 
model for parametric identification. The template model 
(1)&(2)&(3) was obtained on the basis of the model (1) by 
replacing the parameters β and λ by the expressions (2) and (3) 
respectively. It should be noted that the initial physical model 
(1) is the special case of the template model (1)&(2)&(3) with 
β2 = λ2 = 0 or β = β0, λ = λ0. 

As we can see from Table 1 the use of the template model 
provides the decrease of the RMS and maximum errors of 
JFET modeling approximately in 3 – 4 times in comparison 
with the initial physical model independently of the operating 
temperature. 

Fig. 1 illustrates the measured I-V characteristics of JFET, 
as well as the I-V characteristics calculated using the initial and 
template models. The results shown in Fig. 1 confirm the 
effectiveness of the template model use in the whole operating 
area of the I-V characteristics. 

Fig. 2 shows the dependencies of the JFET 
transconductance coefficient and threshold voltage upon 
temperature. As we can see from Fig. 2 the type of the 
temperature dependencies of the corresponding parameters for 
the initial and the template models differ slightly. 

The dependencies of the JFET models errors upon 
temperature are shown in Fig. 3. As we can see from Fig. 3 the 
JFET modeling errors increase with the temperature 
decreasing. The RMS and the maximum errors of the initial 
model converge to 10 % and 30 % respectively, at the same 
time the similar errors of the template model do not exceed 
3 % and 7 % respectively. 

V. CONCLUSIONS 

The efficiency of the template model use for JFETs I-V 
characteristics approximation in a wide temperature range 
(− 200 ... 20 °C) is proved in this paper. The template model 
provides the increase of JFETs I-V characteristics modeling 
accuracy in 3 – 4 times in comparison with the initial physical 
model. The proposed technique of template models creation is 
also applicable for MOSFETs [6], [7]. It should be noted that it 
is required to use different initial physical models for different 
types of FETs, because for the more accurate initial model is 
the more accurate the template model. 

The proposed algorithm of parametric identification is 
realized on the basis of standard methods for the objective 
function optimization. This algorithm allows obtaining the 
error of determining the parameters of JFETs models 
comparable to the error of I-V characteristics measurement. 

 

Fig. 1. Measured and calculated I-V characteristics of JFET under T = 20 °С (a), T = − 60 °С (b), T = − 120 °С (c), T = − 200 °C (d). 
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The template model comprises all physical parameters of 
the initial model. Temperature dependencies of the JFET 
transconductance coefficient and threshold voltage for the 
initial and the template models differ slightly, so the template 
model can be used to estimate JFETs base parameters in a wide 
temperature range.  
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Fig. 2. Dependencies of the JFET transconductance coefficient (a) and threshold voltage (b) upon the temperature. 

 

Fig. 3. Dependencies of the JFET models RMS (a) and maximum (b) errors upon the temperature. 
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Abstract—The synthesis of quasi-optimal algorithms for 
processing useful signals under the influence of additive non-
Gaussian noise with a band-limited spectrum using quadrature 
processing is carried out. These algorithms use methods of 
nonlinear Markov filtering. Two practically important cases 
when the correlated and independent samples of influencing 
noise quadrature components are accounted. For these cases, 
the block diagrams processing signals under the influence of 
band-limited noise, including those arising from the reflection 
from the underlying surface and concentrated reflectors, are 
obtained. It is shown that the synthesized algorithms 
implement nonlinear processing of quadratures of the acting 
non-Gaussian noise. It is noted that the characteristic of the 
nonlinear conversion unit of noise quadratures is described by 
two-dimensional transition of probability density function of 
additive noise quadratures. It is shown that the extrapolated 
estimate leads to a further simplification of the recurrence 
equations. The nonlinearity of the channels is due to the 
nonlinear dependence of the information sequence of the signal 
and the non-Gaussian noise. The case in which a stationary 
mode is set in the synthesized demodulator is described. 

Keywords—probability density function, band-limited non-
Gaussian noise, quadrature processing, nonlinear Markov 
filtering, quasi-optimal demodulation algorithms. 

I. INTRODUCTION 
Many scientific articles [1-4, etc.] consider the 

processing of useful signals under the influence of noise 
with a limited range of spectrum. The purpose of these 
studies is to detect a useful signal or measure its parameters. 
In these publications it is assumed that this noise is a 
Gaussian process, the envelope of which is generally 
described by the Rice probability density function (PDF). 

At the same time, in practice, it is often necessary to 
investigate the effect of non-Gaussian band-limited noise 
with a PDF envelope (amplitude) not subject to Rice 
distribution on demodulation (filtering) of useful signals, 
often having small amplitude. An example of the above 
noise is the noise in radio communication, radio detection 
and sonar detection which is due to both the work of 
interfering neighboring radio stations and the multipath 
nature of the received signal at the input of the demodulator. 

Earlier in a number of works [5-8, etc.] were considered 
issues of processing (detection) of useful signals, which are 
affected by non-Gaussian noise. However, only broadband 
noise which can be represented by independent samples of 
quadrature components is studied there. 

In the course of this work, it is necessary to develop 
quadrature algorithms for processing useful signals, which 
are affected by non-Gaussian noise with band-limited 

spectrum. In order to do that quadrature processing is used. 
The width of the spectrum of the considered noise can be 
almost the same as a band of a useful signal or it can be 
wider or narrower. Note that such noise occurs in radio 
detecting and sonar detecting due to reflection from the 
underlying surface and concentrated reflectors. 

Using the theory of signal detection under the influence 
of noise, including non-Gaussian distribution [9-11, etc.], as 
well as methods of nonlinear Markov filtering, allows to 
obtain quasi-optimal algorithms for demodulation (filtering) 
of signals under the influence of band-limited noise, PDF of 
which differs from Gauss function. In order to do that we use 
quadrature processing, especially when the adjacent samples 
of the noise are correlated with each other, i.e. when it is a 
general case. 

II. GENERAL CASE OF QUADRATURE SIGNAL PROCESSING 
UNDER THE INFLUENCE OF ADDITIVE NON-GAUSSIAN NOISE 

Let the input of the demodulating (receiving) block be 
affected by the signal and non-Gaussian noise, and their 
mixture is a narrow-band oscillation 

      cos ,e c ey t U t t t      , 

where Ue(t) is the envelope of the input mixture,  is the 
parameter of information process, e(, t) = e(, t) + e.o, 
c  represents the carrier frequencye(, t) this is the phase 
of the input mixture, carrying the information about the 
demodulated (filtered) sequence, e.o is a random phase of 
the input mixture. 

We get such a model, for example, when the band-
limited signal s(, t) is exposed to band-limited noise n(t). 

Let's assume that the narrow-band oscillation y(t) (1) is 
the additive mixture of the signal s(, t) containing the 
information process (t) and additive noise n(t) 

  ,  ( )h h h hy s l t n  , 

moreover, range of useful signal is more narrow-band than 
spectrum noise. 

We assume that the signal s(, t) is narrow-band with a 
random phase s.o. Generally, it is modulated both in 
amplitude and phase, so that 

      , cos ,s c ss t U t t t       , 

where Us(t) is the envelope of the narrow-band signal; s(, 
t) = c(, t) + s.o, c(, t) is the phase of the signal which 
carries information about the demodulated information 
process (t). It is usually the central frequency of the 
spectrum. 
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This additive noise is described by equality 

      cosan c ann t U t t t     , 

where Uan(t) is the envelope of noise; an(t) = an(t) + an.o; 
an(t) and an.o are regular and random phases of additive 
noise respectively. 

Taking into consideration that the input mixture y(t) is a 
narrow-band process, we present it as a quadrature 
transformation: 

      1. 2.sin cose c e cy t U t t U t t    , 

where U1.e(t) = Ue(t)sin(e(, t)); U2.e(t) = Ue(t)cos(e(, t)) 
are quadrature components of a complex envelope of the 
input mixture. 

The quadrature components U1.e(t) and U2.e(t) can be 
presented as a sum: 

 U1.e(t) = U1.si(, t)+ U1.an(t); 

 U2.e(t) = U2.si(, t)+ U2.an(t), 

where U1.si(, t), U2.si(, t); U1.an(t), U2.an(t) are quadrature 
components, respectively, of the signal that contains the 
information about the demodulated process and additive 
noise gradually changing as compared with cosct. 

Note, that when the frequency c is known, the gradually 
changing processes U1.e(t) and U2.e(t) are sufficient to present 
the statistics of observation. 

Within the observation interval Т sample values y(th) =           
= yh  are taken from the input mixture at the interval of То. 

Then the observation equation (1) will be: 



   
   
   
   

1. 2.

1. 1.

2. 2.
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sin cos

, sin

, cos ,

h h h h

e h c h e h c h

si h h an h c h
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where {h}, {nh} describe, respectively, demodulated 
(filtered) information sequence and additive noise; {U1.e(th)} 
= {U1.e.h} and U2.e(th)} = {U2.e.h} describe the sequence of 
quadrature components of the complex envelope of the input 
mixture; {U1.si(h, th)} = {U1.si(h)}, {U2.si(h, th)} =               
= {U2.si(h)}, {U1.an(th)} = {U1.an.h)}, {U2.an(th)} = {U2.an.h)} 
describe sequences respectively of quadrature components of 
envelopes of the useful signal and additive noise. 

Given that {kh}, where k = , n form a Markov process 
with known statistical characteristics which satisfies the 
expression 
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where Wk(k0, t0) is the initial one-dimensional PDF of the 
considered sequence {kh}; k0 is the value of the considered 
sequence {kh} at the initial moment t0. 

Two-dimensional sequence {U1.d.h, U2.d.h}, where d = y, s, 
n, also forms a Markov process with known statistical 
characteristics 
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where   1. .0 2. .0 01 2
, ,U U d dW U U t  is a two-dimensional initial 

PDF of the considered sequence of quadratures {U1.d.h, 
U2.d.h}; (U1.d.0, U2.d.0) are the values of the considered 
sequence {U1.d.h , U2.d.h} at the moment t0. 

A priori, we assume that the transition PDF Wk(kh|kh−1), 
    1. . 2. . 1. . 1 2. . 1 11 2

, , , ,U U d h d h h d h d h hW U U t U U t   and the initial 

PDF   1. .0 2. .0 01 2
, ,U U d dW U U t   are known. 

Using the results [9, 11], we analyze the structure of the 
"final" a posteriori PDF: 

         . λ 1 1 1expy h h n k h h h y h hW C WL W d          ;

       1 1 . 1 1expy n kLW C W    , 

where С1 and Ch are constant normings for signal processing 
in quadratures. 

Let the logarithm of the likelihood function exist and can 
be written as follows 

     . 1 1 1
ˆ ˆln , ,n k h h h h h hlW y s tL y s t      . 

We assume that the signal/noise ratio in the 
demodulating device (at its output) is small, then, we write a 
recurrent ratio for the posterior PDF for the problem under 
consideration. We obtain recurrent equations by taking a 
Taylor series expansion around the preliminary estimate 
(chosen by one of the known methods) and limiting it to 
linear and quadratic terms in the Gaussian approximation. 
These equations describe the quadrature algorithm of the 
demodulated (filtered) information sequence by quadrature 
components under the action of additive narrow-band noise 
(with a band-limited spectrum) with generally a non-
Gaussian distribution: 

  o 2 п п
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Fig. 1. Block diagram of the information process demodulation channel 
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at that 
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   . .
ˆ ˆ ˆ

j si h i j si h i h iU dU d       , j = 1, 2; i = 0, 1; oˆ
h  is a 

preliminary estimate of the information parameter at the step 
h. 

The block diagram presents only the implementation of 
the algorithm for estimating the demodulated (filtered) 
sequence for the sake of simplicity. It is shown in Fig. 1, 
where UGQ is a unit generating quadratures of the input 
mixture; UGQS is a unit generating quadratures of the useful 
signal. 

The diagram presents a non-linear non-stationary four-
channel device where processing in the channels at steps h 
and h – 1 is carried out according to the quadratures of the 
input mixture and the useful signal, formed, respectively, in 
the blocks UGQ and UGQS. 

The structure of each of the channels includes a nonlinear 
block of noise quadratures (NLB NQ) which provides 

suppression of additive noise quadratures influencing the 
corresponding quadrature of the useful signal. The 
characteristic of NLB NQ is determined by a two-
dimensional transfer PDF of the non-Gaussian the described 
additive noise quadratures according to the expression (6). 

Note that the nonlinearity of the channels is explained by 
two reasons: nonlinear dependence of the information 
sequence of the signal s(λ, t) and the non-Gaussian nature of 
the PDF W(n) of the acting additive noise. 

III. INFLUENCE OF NON-GAUSSIAN BAND-LIMITED ADDITIVE 
NOISE WITH INDEPENDENT SAMPLING OF QUADRATURE 

COMPONENTS ON QUADRATURE SIGNAL PROCESSING 
If sampling of quadrature components of additive noise 

that affects the analyzed signal is independent at h and h – 1 
steps, the expressions (3) and (4) are simplified and take the 
form: 


o 2 п
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12 п
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ˆ .

ˆ ˆh h h h h h h
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N
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 7

Thus, the block diagram of the demodulator is greatly 
simplified (Fig. 2). 

The characteristic of the BNT NQ in this case is 
described by the expression: 

   . . . . . . 1 . . . . 1 . .ln ;j an h i j an h j an h an j an h j n h j an h iZ U U W U U U     



If you choose an extrapolated o
.

ˆ ˆ
h e h   as a preliminary 

estimate, the expressions (7) will become even more 
simplified: 
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Fig. 2. A simplified block diagram of the information process demodulation channel 
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here Nh  is determined in (5). 
If the processes (t) and n(t), and, consequently, the 

sequences {h}, {nh} are stationary, then a stationary mode 
is established over time in the synthesized demodulator 
under certain conditions. For this mode the variance of the 
estimator of the demodulated (filtered) sequence can be 
considered more or less time independent. In this case, the 
quadratures U1.d.h and U2.d.h where d = y, s, n are also 
stationary, that is Ui.d.h ≈ Ui.d.h, where i = 1, 2. 

The block diagram of the demodulator is simplified by 
replacing the channel of posterior error estimation with a 
gain factor. This gain factor characterizes the value of the 
posterior error variance of the demodulation (filtration) of 
the information sequence at step h, 2

.ˆ h  by its stationary 
value 2

.  . 

IV. CONCLUSIONS 
Synthesis of the quadrature algorithms for processing 

narrow-band signals under the influence of band-limited 
non-Gaussian noise in the dependent and independent 
adjacent samples can be carried out by nonlinear Markov 
filtering. Sequences of quadrature components of the 
envelope of the processed signal and additive non-Gaussian 
noise together with a two-dimensional sequence form a 
Markov process with known statistical characteristics. Block 
diagrams presenting synthesized algorithms are obtained. It 
is shown that a distinctive feature of the latter is the 
nonlinear processing of quadratures of generally non-
Gaussian noise influencing the signal. The nonlinearity of 
demodulator channels is due to the nonlinear dependence of 
the information sequence of the useful signal and the non-
Gaussian view the PDF of noise. Characteristic of the block 
of nonlinear transformations of the quadrature demodulator 
is defined by two-dimensional transition PDF of the additive 
noise quadratures. The extrapolated estimate significantly 

simplifies the recurrent equations and, consequently, the 
demodulator diagrams are simplified as well. The conditions 
for obtaining the stationary mode of the synthesized 
demodulator are described. 
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Abstract—The paper presents a planar Butler matrix 
operating in the range of 0.9-1.05 GHz, implemented on 
compact directional couplers. The intersecting lines in the 
matrix are implemented based on the crossover. Modeling and 
electrodynamic analysis of the circuits was performed in the 
NI-AWR Design Environment program. A model of the 
proposed matrix was also made using photolithography. 
Experimental and theoretical results have good agreement. 
The area of the Butler matrix is 59.6% smaller than the area of 
the standard scheme, with the band reduced by only 15%. 

Keywords—coupler, miniaturization, artificial transmission 
line, compact. 

I. INTRODUCTION  

Butler matrix is one of the varieties of diagram-forming 
schemes, and are widely used in antenna technology, to form 
a fan pattern. Such matrices become attractive when it is 
necessary to ensure the formation of several beams of the 
radiation pattern at known phase shifts, since such an 
implementation does not require phase shifters and any 
mounting of the printed circuit Board. Planar matrices are an 
important element of multibeam antenna arrays, and their 
constructive improvement and improvement of electrical 
parameters is an urgent task today. 

Developers of microwave devices decimeter wavelength 
range, recently attracted, artificial transmission lines (ATL). 
First of all, this is due to the possibility of a significant 
reduction in the size of the structure, without large losses in 
the performance of the device itself. ATL have a shorter 
length in relation to the standard segments used in traditional 
designs of microstrip devices. 

The Butler matrix contains N=2m inputs (m is an integer) 
of the same number of outputs and feeds the antenna array 
containing N emitters, forming N orthogonal rays. Matrix 
topologies in the lower part of the decimeter range occupy a 
large area, for this reason they should be miniaturized. To 
date, many different Butler matrices with small dimensions 
can be found in the literature, for example in [1]-[9]. 

In this paper, instead of traditional directional couplers, 
compact couplers with similar functionality were used in the 
matrix scheme. This step will significantly reduce the size of 
the matrix while maintaining its characteristics within a wide 
range. 

II. DESIGN COMPACT COUPLER 

The aim of the work is to simulate a compact Butler 
matrix with wide range of characteristics. To achieve the 
goal, the calculation and development of compact couplers 
was carried out, modeling and optimization of these 
structures in the NI-AWR environment was carried out. 
Figure 1 shows a block diagram of the Butler matrix 4x4 
(where BLC – directional coupler, FS – phase shifter, 
Crossover). It consists of 3 dB directional couplers and a 
crossover. It should be borne in mind that each of these 
elements introduces its own errors, both amplitude and 

phase. The substrate material is FR4 with a dielectric 
permittivity of 4.4 and a thickness of 1 mm. 

 

Fig. 1. Block diagram of the 4x4 Butler matrix 

 
Fig. 2. The topology of the 4x4 Butler matrix for microstrip lines standard 
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Fig. 3. S-parameters from the frequency  

 
Fig. 4. S-parameters from the frequency  

Standard construction occupies an area of 132.7 mm x 
230.8 mm = 30627.16 mm2. From the obtained frequency 
dependences it can be seen that when the first input of the 
device is excited, its power is divided between its outputs in 
almost equal proportions near the value – 7dB. The 
bandwidth determined by the balance of the arms (with an 
error of +1 dB) is equal to 100 MHz and is determined 
primarily by the bands used couplers. In the frequency range 
from 900 to 1150 MHz, the reflection coefficient and the 
isolation are below -10 dB. 

Based on the fact that the standard topology takes up a lot 
of space, it was miniaturized through the use of ATL. These 
lines have similar frequency characteristics, but occupy less 
space, due to which, with proper arrangement of elements, 
high results in miniaturization of the matrix are achieved. In 
the development of compact devices it is necessary to 
consider the possibility of production of printed circuit 
boards, and therefore the need to keep technologically 
feasible gaps and the thickness of the lines. Figure 5 shows a 
comparison of the phase characteristics of the ATL and the 
quarter-wave segment of the transmission line. The graph 
shows that the phases of both lines have a value of 90 
degrees. Since the ATL act as a low-pass filter, they also 
carry out the suppression of higher harmonics. 

 

Fig. 5. S-parameters from the frequency  

Since the ATL have similar transmission coefficients in 
the required frequency band with the transmission 
coefficients of conventional lines, when they are installed, 
they will not worsen the characteristics of the matrix. The 
topology of the compact matrix obtained in NI-AWR is 
illustrated in figure 6, and its frequency characteristics in 
figures 7,8. 

 

Fig. 6. The topology of compact 4x4 Butler matrix for ATL 

 

Fig. 7.  S-parameters from the frequency  

 

Fig. 8. S-parameters from the frequency 
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The area of the compact Butler matrix is 80.3 mm x 
154.1 mm = 12374.23 mm2, which is 59.6% less than the 
area of the standard matrix. The frequency characteristics 
obtained as a result of the electrodynamic analysis of the 
circuit showed that when the first input of the device is 
excited, its power is divided between its outputs in almost 
equal proportions near the value – 8dB. The bandwidth is 80 
MHz. In the frequency band from 900 to 1100 MHz, the 
reflection coefficient and the isolation are below -10 dB. It 
can be seen that there was a decrease in transmission 
coefficients and narrowing of the frequency band, these are 
negative miniaturization factors. 

III. PROTOTYPE MEASUREMENTS 

After the topology of the compact matrix is obtained, 
with the help of photolithography we make a layout of the 
scheme to check its performance in practice. Figure 9 shows 
a photograph of the manufactured circuit. The experimental 
characteristics obtained with the help of the vector network 
analyzer Rohde & Schwarz ZVA24 are shown in 
figures 10, 11. 

 

Fig. 9. Photo of the prototype of a compact coupler 

 
Fig. 10. The measured S-parameters of a compact coupler 

 
Fig. 11. The measured S-parameters of a compact coupler 

From the obtained frequency dependences it can be seen 
that when the first input of the device is excited, its power is 
divided between its outputs in almost equal proportions 
about the value – 8.5 dB. The bandwidth is 85 MHz. In the 
frequency band from 900 to 1080 MHz reflection and 
decoupling coefficients are below -10 dB. When comparing 

the experimental and theoretical characteristics can be seen 
that they have a high similarity. Also, the main results are 
summarized in table 1. 

TABLE I.  COMPARISON OF DESIGN STRUCTURES 

Design 
Bandwidth, 

MHz 
Area, 
mm2 

Size 
reduction, 

% 

Output 
phases, 
degree 

Standard 100 30627.2 - 90,45,90 
Compact 85 12374.2 59.6 88,46,88 

IV. CONCLUSION 

As a result, a compact planar matrix of the Butler 4x4 
was investigated and developed. It can be used to power 
antenna arrays and form a fan pattern. Due to the use of 
compact couplers, it was possible to reduce the total area of 
the scheme by 59.6% in relation to the area of the standard 
matrix. The model of the proposed matrix was made, and its 
frequency characteristics were measured, which showed 
good compliance with the theoretical modeling. The 
disadvantages of miniaturization is an increase in losses by 1 
dB and a narrowing of the frequency band by 15%. The 
proposed matrix has compact dimensions that can be 
provided during mass production. 
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Abstract— The article presents a scheme of active RC-filter 
of the second order (ARCF), which is realized on 
multidifferential operational amplifiers (DDA).  Based on this 
filter, we can obtain a various amplitude-frequency 
characteristic (AFC) (low-pass filters (LPF) and high-pass 
(HPF) filters, band-pass (BPF) and rejection (RF) filters). The 
main difference between the developed ARCF and the known 
ones is that when adjusting the quality factor of the pole, their 
pole frequency and transmission coefficient do not change. 

Keywords—Active Filters, Low-Pass Filters, High-Pass 
Filters, Band-Pass Filters, Reject Filters, All-Pass Filters, Anti-
Alias Filters, Analog Digital Converters, Wide-Band Selective 
Amplifiers, Differential Difference Amplifiers, Pole Q-Factor, 
Pole Frequency, Transfer Ratio, Parameters’ Trimming 

I. INTRODUCTION 
For the tasks of isolating and limiting the spectrum of 

signals at the input of analog-to-digital converters [1,2] it is 
possible to use universal active RC-filters (ARCF) [3-9], 
which allow to realize different amplitude-frequency 
characteristics (AFC) of low-pass filter, high-pass filter, PF , 
RF. At the same time, the application of new electronic 
component base in ARCF, for example, on differential 
difference operational amplifiers (DDA) [10–15], providing 
new qualities to frequency selection devices, is of 
considerable interest. 

The purpose of this work is to study the new structure of 
the universal ARCF [16], which provides independent 
regulation of the main parameters (for example, by means of 
digital switching of passive elements or digital 
potentiometers). 

II. ARC-FILTER’S BASE ARCHITECTURE’S PROPERTIES 
On Fig. 1 shows the structure of the proposed universal 

ARC-filter implementing LPF, HPF, BPF, RF [16]. The 
main feature of the scheme Fig.1 is an independent 
adjustment of the quality factor of the pole, and such filter 
parameters as the frequency of the pole and the transmission 
coefficient remain unchanged. These advantages make it 
possible to simplify of the tuning process and tweaking the 
basic parameters of frequency selection devices. 

 

 

Fig. 1. All-pass ARC-Filter’s Circuit. 

The transfer function for different types of ARCF (LPF, 
HPF, RF, BPF) implemented at using the circuit (Fig. 1), is 
presented below 

  ,
bpbpb
apapapF

01
2

2

01
2

2


 

where ji b,a  are numerator’s (Table 1) and denominator’s 
(2) coefficients. 

Using a set of coefficients ai of the numerator of the 
transfer function is determined by the types of ARCF (LPF, 
HPF, BPF, RF). The coefficients of the denominators of the 
transfer functions bj (1) of the diagram Fig. 1 described by 
these formulas 
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TABLE I.  ARC-FILTERS’ TRANSFER FUNCTIONS’ (1) NUMERATOR COEFFICIENTS AI, IMPLEMENTED ON CIRCUIT FIG. 1 

 OUTPUTS 
1 2 3 

INPUTS 

1 

 
BPF(-)+LPF(-) 

21
0

2
1

2

Ka

1a

0a





 
 

 
LPF(+) 

21
0

12

1a

0aa




 

 
LPF(+) 

21
0

12

1a

0aa




 

2 

 
HPF(-)+BPF(-) 

0a

Ka

1a

0

1
1

2





 
 

 
BPF 

1
1

12

1a

0aa




 

 
BPF 

1
1

12

1a

0aa




 

3 

 
LPF 

21
0

12

Ka

0aa




 

 
BPF(+) 

1
1

02

Ka

0aa




 

 
RF(+) 

21
0

1

2

1a

0a
1a





 
 

4 

 
BPF 

2
1

02

1a

0aa




 
 

 
HPF(+) 

0aa
1a

01

2 


 

 
HPF(+) 

0aa
1a

01

2 


 

5 

 
LPF 

21
0

12

Ka

0aa




 

 
BPF(+) 

2
1

02

Ka

0aa




 

 
RF(+) 

21
0

1

2

1a

0a
1a





 
 

1 & 5 

 
LPF 

21
0

12

Ka

0aa




 

 
RF(+) 

21
0

1

2

1a

0a
1a





 
 

 
RF(+) 

21
0

1

2

1a

0a
1a





 

4 & 5 

 
BPF(-)+LPF(-) 

21
0

2
1

2

Ka

1a

0a






 
 

 
HPF(-)+BPF(-) 

0a

Ka

1a

0

1
1

2





 

 
LPF(+) 

21
0

12

1a

0aa
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The active RC-filters presented in Table 1 (LPF(+), 
HPF(+), BPF(+), RF(+)) provide independent tuning of the main 
filter parameters - transmission coefficient, frequency and 
pole quality). Moreover, when adjusting the quality factor of 
the filter pole, the transmission coefficient and the pole 
frequency do not change [16]. In practical terms, these 
features can be widely used. 

The Table 1 presents the active RC-filters (LPF, HPF, 
BPF, RF) that do not have the properties of independent 
tuning of the main filter parameters (pole quality, 
transmission coefficient and pole frequency) [16]. When 
configuring these active filters (as well as classical active 
filters of the second order), when one of the parameters 
changes, for example, the pole quality factor, other 
parameters (transfer coefficient and pole frequency) can 
change. 

The Table 1 also contains active RC-filters (LPF(-),   
HPF(-), BPF(-), RF(-)), which have a small slope of the 
amplitude-frequency response, which corresponds to the 
transfer function of the first order [16] and is a disadvantage 
of these schemes. 

In fig. 2 presents various options for enabling the inputs 
and outputs of the ARCF (Fig. 1), allowing to obtain various 
modifications of the frequency response. Moreover, unused 
inputs should be connected to the common power supply 
bus. 

 

Fig. 2. ARCF Fig.1 Inputs and Outputs Application Variants, which 
Provide BPF(+), RF(+), LPF(+), HPF(+) Implementation with Pole Q-factor 
Independent Tuning. 

III. EXAMPLE OF CREATING LOW-PASS FILTER 
In this section, we consider two examples of the 

implementation of a low-pass filter [16] based on DDA. The 
AFCs of active RC-filters (PF(-) + LPF(-),LPF (+), LPF(+)), 
based in the circuit of Fig. 3a for outputs Out.1, Out.2 and 
Out.3, respectively, are shown in Fig. 3b.  

Analysis of AFCs graphs Fig. 3b shows that for outputs 
Out.2 and Out.3 when adjusting the pole Q-factor, the 
transfer ratio and pole frequency do not change. 

In Fig. 4 shows the second ARC-filter enable Fig. 1 and 
its AFCs for ARC-filters (PF(-)+LPF(-), HPF(-)+PF(-), LPF(+)), 
implemented in the scheme of Fig. 4a for Out.1, Out.2 and 
Out.3 respectively. 

As well as in the scheme of Fig. 3a, analysis of AFCs 
graphs Fig. 4b showed that in the Out3 LPF(+) when adjusting 
the pole Q-factor, the transfer ratio and pole frequency do not 
change. 

 

 

(a) 
 
 

 
 

(b) 

Fig. 3. The First Special Case of the Inclusion of the ARC-Filter Fig. 1 (a) 
and its AFCs (b). 

The computer simulation in the MicroCap environment 
on models of DDA AD830 for other ARCF modifications 
(HPF, PF, RF) [16], which are implemented on the basis of 
the scheme Fig. 1, confirmed the above distinctive properties 
of the proposed circuit solutions. 
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(a) 

 

 
 

(b) 
Fig. 4. The Second Special Case of the Inclusion of the ARC-Filter Fig. 1 
(a) and its AFCs (b). 

IV. CONCLUSION 
The structure of the universal ARCF, which allowing to 

implement various second-order filters (LPF, HPF, BPF, 
RF), is presented. Moreover, a distinctive feature of these 
filters is the possibility of independent adjustment of the 
main parameters (transmission coefficient, quality factor and 
pole frequency). It is a great advantage of the suggested 
schematic solution, which is recommended to implement 
specialized base structural crystal in a form of circuits within 
tasks of frequency selection and signals’ spectrum limitation 
on modern analog digital converters’ inputs.  
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Abstract— A microstrip directional coupler with reduced 
physical dimensions while maintaining the frequency 
characteristics within a wide range was developed. The area of 
the compact coupler is 75.3% less than the area of the 
traditional one. In a design that can be used in 
telecommunications, the standard quarter-wave segments are 
replaced by artificial transmission lines. The entire modeling 
process was performed in the NI-AWR Design Environment 
program. With the help of photolithography, a model of the 
proposed device was made. It is also shown that the results 
obtained during field experiments are in good agreement with 
the theoretical results. 

Keywords—coupler, miniaturization, artificial transmission 
line, compact. 

I. INTRODUCTION  

Developers of microwave devices decimeter wavelength 
range, recently attracted artificial transmission lines (ATL). 
First of all, this is due to the possibility of a significant 
reduction in the size of the structure, without large losses in 
the performance of the device itself. And ATL have a shorter 
length in relation to the standard segments used in the design 
of the taps. When the operating frequency decreases, the 
length of the quarter-wave segments increases, and this leads 
to an increase in the area that occupies the device. To date, 
many methods have been developed to reduce the size of 
microstrip devices [1]-[9].  This paper presents the design of 
the developed compact microstrip directional coupler, in 
which all quarter-wave segments are replaced by equivalent 
ATL. The whole process of modeling the coupler was carried 
out using a specialized software product NI-AWR Design 
Environment. 

II. DESIGN COMPACT COUPLER 

First, confirm that you have the correct template for your 
paper size. This template has been tailored for output on the 
A4 paper size. If you are using US letter-sized paper, please 
close this file and download the Microsoft Word, Letter file. 
The aim of the work is to develop a compact directional 
coupler decimeter wavelength range. To achieve the goal, the 
calculation and development of the coupler was carried out, 
modeling and optimization of the structure in the NI-AWR 
environment was carried out. Figure 1 shows the flow 
diagram of the directional coupler. 

 

Fig. 1. A block diagram of the directional coupler 

Initially, with the help of AVR, a standard design of a 
directional coupler was designed. Wave resistances of this 
design were calculated using the following formulas [10]: 

1

2 2
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Z Z k
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Z Z

k

=

=
−

  (1) 

where Zin – input impedance of all ports,  

2
3

2
41
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k P
=

−
 – power ratio between the outputs, 

4

1

P
k

P
= . So if  50inZ =  Ohm, 3 4/   2P P = , then  2 / 3k = , 

1 40.8Z =  Ohm, 2 70.7Z =  Ohm.  

The topology of the deflector on standard microstrip 
lines, with a Central frequency of 1 GHz, is shown in figure 
2. The substrate is FR4 material with dielectric permittivity 
ε=4.4 and thickness h=1 mm. the Frequency characteristics 
for this topology obtained in the AWR program are shown in 
figures 3,4. 

2.6

41.5

41.5

1.9

1.
0

 
Fig. 2. Topology of the standard directional coupler  

 

 
Fig. 3. S-parameters from the frequency  
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Fig. 4. The phase difference between the transmission coefficients of the 
frequency  

Standard construction covers an area equal to 40.6 mm x 
42.5 mm = 1725.5 mm2. From the obtained frequency 
dependences it can be seen that when the first input of the 
device is excited, its power is divided between 3 and 4 
outputs 1 to 2, and have values of 2.07 and 5.08 dB. The 
bandwidth level of -20 dB is 147 MHz. The reflection 
coefficient at the Central frequency of 1 GHz has a value of 
37 dB. 

Due to the fact that the standard design takes up a lot of 
space, its dimensions have been miniaturized by the use of 
ATL. Since the ATL can fit tightly to each other, completely 
filling the space inside the branch. However, with this 
arrangement of ATL, there are small distances between 
adjacent conductive elements, as a result of which some 
elements have an electromagnetic effect on other elements. It 
is also worth considering that the gaps between the elements 
should be technologically simple to implement. 

Due to the fact that the ATL have similar characteristics 
with low-pass filters, they pass the signal in the required 
band and suppress it at higher frequencies. The proposed 
ATL is easy to implement. With the use of modern technical 
means, it is possible to achieve high accuracy of calculation, 
and with the improvement of photolithography technology 
will achieve the desired characteristics of the ATL in their 
manufacture. Figure 5 shows the topology of one of the ATL 
with its frequency characteristics. 

 
Fig. 5. Chart comparing the phase of the microstrip line and its equivalent 
line 

It can be seen that at the Central frequency, the ATL and 
the quarter-wave segment have the same phase equal to 90 
degrees. Due to this, the ATL can be installed instead of 
quarter-wave segments without loss of efficiency. The 
topology of the coupler with installed ATL is shown in 
figure 6, and its frequency characteristics in figures 7.8. 
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Fig. 6. Topology of the compact directional coupler  

 

Fig. 7. S-parameters from the frequency  

 

Fig. 8. The phase difference between the transmission coefficients of the 
frequency  

The compact design covers an area of 20.4 mm x 20.9 
mm = 426.36 mm2, which is 75.3% less than the area of the 
traditional design. From the obtained frequency dependences 
it can be seen that when the first input of the device is 
excited, its power is divided between the outputs from the 
values of 2.6 and 4.8 dB. The bandwidth at the level of -20 
dB is 91 MHz – this is 38% less than that of the coupler on 
the microstrip segments. The reflectance at the Central 
frequency of 1 GHz is 24 dB. 
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III. PROTOTYPE MEASUREMENTS 

To verify the results obtained in the AWR program, the 
resulting topology was made by milling. For rice.9 shows a 
photo of the resulting layout. Measurements of electrical 
parameters of the prototype were carried out in the frequency 
band from 1 to 3 GHz on the vector network analyzer Rohde 
& Shwarz ZVA24 (Fig.10,11). 

 

Fig. 9. Photo of the prototype of a compact coupler 

 
Fig. 10. The measured S-parameters of a compact coupler 

 
Fig. 11. The measured phase difference between the outputs of a compact 
coupler 

From the obtained frequency dependences it can be seen 
that when the first input of the device is excited, its power is 
divided between 2 and 3 with values of 3 and 4.9 dB. The 
bandwidth at -20 dB is 90 MHz. The reflectance at the 
Central frequency of 1 GHz is 20 dB. Comparative analysis 
of the results obtained by electrodynamic calculation and 
full-scale experiments of the device showed that the results 

are consistent. Table 1 summarizes all the simulation and 
experimental results described. 

TABLE I.  COMPARISON OF STANDARD AND MINIATURE STRUCTURES 

Design 
Decoupling band at 

-20 dB, MHz 
Area, 
mm2 

Size reduction, 
% 

Standard 147 1725.5 - 
Compact 

model 
91 426.4 75.3 

Compact 
layout 

90 426.4 75.3 

 

IV. CONCLUSION 

In this paper we propose a planar topology of a compact 
coupler with a Central frequency of 1 GHz. The area of this 
device is reduced by the use of ATL instead of quarter-wave 
segments of the transmission line. The modeling process was 
carried out in the program of the NI AWR Design 
Environment Made the experimental sample and measured 
its electrical characteristics. The theory on which the 
synthesis procedure is based is confirmed by the results of 
modeling and experiment. The area of the compact coupler is 
75.3% smaller than the standard one, but its frequency band 
has been reduced by 38.7%. 
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Abstract—We have considered results of SiPM analog 
interface schematic design on array chip МН2ХА030. The 
SiPM includes current buffer, current integrator and base level 
recovery (BLR) circuit. We have described analog interface 
operation for this type of sensor in details, specified electrical 
circuit and computer simulation results. 

Keywords—Sensors Analog Interface, Silicon 
Photomultipliers, SiPM, Multi-Pixel Avalanche Photodiodes, 
MAPD, Multi-Pixel Photon Counter, MPPC, Readout Electronic 
Devices, Array Chip, Integrated Circuits, Photomultipliers, 
Photodetectors, Circuit Simulation, Analog Circuits, Current 
Negative Feedback 

I. INTRODUCTION 
The silicon photomultipliers, called as silicon 

photomultiplier (SiPM), micro-pixel avalanche photodiodes 
(MAPD), multi-pixel photon counter (MPPC), are 
successfully applied in different areas of science and 
technology to register different types of electromagnetic 
radiation.  

One of the most prospective approach of SiPM analog 
interfaces development is a development of CMOS 
integrated circuits’ (ICs) with low power consumption level, 
it is achieved by switching to power supply unidirectional 
voltage of low value and applying signal current processing 
inside analog interface. The features of such IC are presented 
in [1-8].  

The provided analog interface wide input dynamic range 
is essential to process signals of modern SiPMs, that include 
more than 1000 microcells and are consequently 
characterized by generated signal range that is higher than 
60 dB. We have decided to design SiPM analog interfaces 
based on array chip МН2ХА030, specially developed to 
provide analog radiation resistant low temperature 
microcircuits [9], to speed the work and reduce its costs. 
There were two primary activities: upgrade of two channel 
amplifier-discriminator Ampl-1.18 IC [10] and development 
of readout electronic devices with signal current processing. 

To replace Ampl-1.18 IC there is a new developed 
amplifier ADPreampl3 [10], including transfer resistance 
processing amplifier, charge-sensitive processing amplifier 
with base level recovery (BLR) circuit and transfer 

coefficient electronic adjustment. The amplifier ADPreampl3 
is characterized by high level of parameters, it remains 
functional at gamma-radiation intensity up to 500 krad and 
neutron fluence impact up to 1013 n/cm2. Unfortunately, the 
amplifier ADPreampl3 has a limited input dynamic range in 
spite of transfer coefficient electronic adjustment. It is caused 
by a high current-voltage transfer coefficient of input transfer 
resistance amplifier. The amplifier is serviceable at the 
minimum supply voltage of ±3 V. 

The present article purpose is to consider circuit 
engineering and parameters of IBUF analog interface, 
developed to readout signals of SiPM with wide dynamic 
range, the interface is implemented on array chip 
МН2ХА030 and serviceable, when unidirectional voltage 
is 3.3 V. 

The signal current processing inside analog interface 
provides the high input dynamic range. The interface is 
synthesized on bipolar transistors, it provides the higher level 
of radiation resistance, compared to implementation on 
CMOS transistors. The implementation on array chip 
provides a possibility to apply easily the developed 
schematic solutions in new semicustom IC. 

II. DEVELOPED ANALOG INTERFACE CIRCUIT PECULIARITIES 
There is an IBUF analog interface circuit, developed for 

МН2ХА030 array chip components on Fig. 1 and Fig. 2. 
There is an electrical circuit of current buffer and current 
integrator on Fig. 1. There is a BLR circuit on Fig. 2. Note, 
that the like units (VСС, Bias), shown on Fig. 1, 2, are 
connected. Their purposes are: VСС – positive supply 
voltage; Inp – analog interface input; VREF – reference 
voltage, that sets a d. c. voltage at input Inp; Iout – output of 
current, which amplitude is equal to the input one, in order to 
connect comparator, that registers input signal time; 
Iout/10 – output of 10 times decreased input current to 
connect OutBLR output of BLR circuit, if necessary; 
Out – current integrator output; OutShift (OutShift1) – 
voltage, which sets base level at integrator output, when BLR 
circuit is connected (disconnected); InpBLR – BLR circuit 
input, connected with current integrator output Out, if 
necessary. There are scale factors AREA, equal to number of 
parallel connected transistors on Fig. 1 and Fig.2. For 
example, AREA13=21 for Q13. 

 The study has been carried out at the expense of the grant from the 
Russian Science Foundation (Project No. 16-19-00122-P). 
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Fig. 1. Current Buffer and Current Integrator Electrical Circuit. 

 
Fig. 2. Base Level Restoration Circuit. 

Ibuf analog interface includes: 1) current source Q14, Q17, 
Q18, R4, defining collector current as about 160 µA, that is 
IC18 ≈ 160 µA; 2) current buffer, that includes cascade with 
common base on low-noise transistor Q13 (high scale factor 
AREA13 = 21 provides a base area low resistance) with 
voltage in a form of current source Q2 and current mirror 
input Q3 - Q6, one output (collector Q3) is connected with 
analog interface input, the second output is connected with 
output Iout, the third one is a current integrator input via 
current inverter Q21, Q22; 3) current integrator, that is an 
operational transconductance amplifier at Q11, Q12, Q20, Q23, 
Q24, included in negative feedback circuit on RF1, CF1. The 
current source Q8 and resistor R10 are applied to set a voltage 
on one of the operational amplifier inputs to about 300 mV. 
It is possible to change it, when supplying voltage from 0 to 
3.3 V on output OutShift1; 4) BLR circuit, which can be 
connected parallel to integrator negative feedback circuit, if 
necessary, that is between Iout/10 (connected with OutBLR) 
and Out (connected with InpBLR). BLR circuit includes a 
differential amplifier Q15, Q16, Q25, Q26, the d. c. voltage is 
supplied to one input from OutShift via resistor R5, a signal 
is supplied to the second output from low frequency filter 
output RFIL1, CFIL1, and R5 = RFIL1. 

If we neglect transistors’ base currents and consider scale 
factors and the specified relation of resistors’ resistances 
R8 = 2R9, we will have the following relations of resistors’ 
collector currents with no input signal: 

IC2 = IC18, IC19 = 2IC18,   (1)  

IC2 + IC3AREA4/AREA3= IC19 - IC3,  (2) 

IC3 = IC18/(1 + AREA4/AREA3) = IC18/1,2 = 133 µA,  (3) 

IC5 = IC3, IC6 = IC3/AREA3.        (4)  

So, a selection of factors AREA for transistors Q1-Q6 
uniquely defines a value of their collector currents at 
given IC18. 

When collector Q3 is connected with input Inp, there is a 
negative feedback circuit on transistor Q13,that decreases a 
change of emitter current Q13, when input current IINP 
supplies, and consequently decreases an input voltage 
change, because almost all input current IINP is provided with 
collector current Q3, IINP ≈ IC3. In this case a buffer input 
resistance significantly decreases, and the following 
conditions are met: 

IC5 ≈ IINP, IC6 ≈ IINP /10.                 (5)  

The current IINP, decreased by 10, is converted into 
voltage at current integrator output Out, it allows processing 
large current signals of modern SiPM. When applying the 
developed circuit solution, it is reasonable to provide 
different values of input current decay in the integral circuit, 
for example, by forming Q6 from several parallel transistors 
with emitters, connected by bus VСС with keys, and different 
value of current integrator conversion efficiency due to 
switching condensers CF1 set, installed on the chip.  

To prevent an integrator converter efficiency decrease, 
when a part of current impulse runs via feedback resistor RF1, 
its resistance is selected to be the highest one. In this case the 
given processing tolerance of resistors’ resistivity and 
transistor’s current amplification leads to a significant spread 
in value of base level at output Out. It is recommended to 
apply BLR circuit to reduce this effect in analog interface. 

Since R5 = RFIL1 and transistors’ base currents Q15, Q16 
are practically equal, the differential amplifier of BLR 
compares the integrator output signal direct component 
(VOUTDC) and voltage in OutShift (VOutShift), if they are 
different, it changes a loss of voltage VRF1 at resistor RF1 as 
long as the following condition is met: VOUTDC = VOutShift. 
The specified change VRF1 is provided due to differential 
amplified output current compensation of current Iout/10 
part, it increases an integrator noise level almost by √2. 
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So, the developed BLR circuit provides a base level value 
control, it allows: 1) correlating the base level with AD 
converter output voltage, that processes IBUF signals, if 
necessary; 2) if Out output should be connected with 
comparator input, it is reasonable to connect one comparator 
input with bus VREF and apply a base level adjustment to set 
comparator switch threshold. 

III. GENERAL CIRCUIT SIMULATION RESULTS 
It is known, that it is necessary to consider a form of 

SiPM output signal and parameters to provide correct 
readout electronic equipment simulation. We have proposed 
a simplified electrical equivalent circuit, given on Fig. 3, for 
SiPM Photonique with 516 microcells, where: N – number of 
firing microcells, registered photons; Q=127.1 fC – a charge, 
occurred in one microcell, when photon incomes; TD, TR, 
TF, PW, PER, V1, V2 – ideal current rectangular source’s 
parameters, that are delay time, rising and falling time, 
impulse duration, time, initial and final voltage 
correspondently. 

Inp

C2
75p

Vs
TD = 10n

TF = 250p
PW = 500n
PER = 1u

V1 = 0

TR = 250p

V2 = { * /75p}Q N

R2

51

R1
100k

C1
1u

R3
950

 
Fig. 3. SiPM Photonique Simplified Electrical Equivalent Circuit with 516 
Microcells. 

This equivalent circuit SiPM was applied to simulate 
IBUF analog interface at set number of firing microcells 
(N =1, 3, 5, 10, 30, 50, 100, 300, 500), that is at input charge 
QINP = 127.1 fC*N. The following parameters were defined, 
specifying equivalent capacitance SiPM CD: 1) coefficient 
KQV for current integrator output as relation of maximum 
absolute value of output voltage and maximum absolute 
value of input charge; 2) output voltage peak time TP; 
3) permissible parameters adjustment ranges; 4) RMS-noise 
charge for current integrator output Out, reduced to analog 
interface input Inp. There are main simulation results on 
Fig. 4-8 and in Table. 

The simulation has shown that: 

 Input currents Iout, Iout/10 are significantly decreased 
due to negative feedback circuit (collector Q3 connected to 
input Inp), applied for input transistor of current buffer Q13 
(Fig. 4). The output current Iout/10 is not zero at Inp = 0, it 
allows decreasing current transfer coefficient KI = dIout/dIINP 
dependence on input current. The negative feedback circuit, 
applied for transistor Q13, increases a current transfer 
coefficient stability by 1.6 (Fig. 5) and provides current 
buffer input resistance decrease from 90.1 Ω to 29 Ω (Fig. 6) 
under otherwise equal conditions; 

 Voltage level V(Out) is changed from 1.28 V to 
3.10 V, because a voltage of OutShift1 is changed from 0 to 
3 dB without base level recovery circuit. In this case a 
minimum value of voltage is subject to loss in voltage at 
resistor RF1, it can be decreased due to resistance RF1 
decrease, if necessary; 

 Base level recovery circuit allows fading at output 
Out, using voltage at unit OutShift. When supply voltage is 
3.3 V, a recommended level shift is from 0.4 V to 2.5 V, the 
maximum value is defined by permissible input in-phase 
voltage of differential amplifier (Fig. 2), it can be increased 
with DA circuit update; 

TABLE I.  IBUF ANALOG INTERFACE PRIMARY PARAMETERS AT 
3.3 V OF SUPPLY VOLTAGE  

Parameter Value 

Open-circuit current consumption, mA 1.28 

Input impedance, Ω <29 

Conversion coefficient KQV at CD ≈ 18 pF, V/pC 0.03 

Base level adjustment range for output Out by 
changing voltage in OutShift, V from 0.4 to 2.5 

Base level adjustment range for output Out by 
changing voltage in OutShift1, V from 1.28 to 3.10 

Peak time for output Out at CD ≈ 18 pF, ns 96.5 

3 dB bandwidth for output Out at CD ≈ 18 pF, MHz from 0.034 to 
1.84 

RMS-noise charge for output Out, reduced to analog 
interface input Inp, at CD ≈ 18 pF with connected 
(disconnected) BLR circuit, fC 

58.23 (35.94) 

 

 
Fig. 4. Input Currents Iout, Iout/10 Dependence on Input Current IINP: 1 – 
with Connected Collector Q3 with Input Inp; 2 – with Disconnected 
Collector Q3 with Input Inp. 

 
Fig. 5. Output Current Transfer Standard Rate Iout/10 Dependence on 
Input Current: 1 – with Connected Collector Q3 with Input Inp; 2 – with 
Disconnected Collector Q3 with Input Inp. 
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Fig. 6. Buffer Input Resistance RINP Dependence on Input Current IINP: 
1 –with Connected Collector Q3 with Input Inp; 2 – with Disconnected 
Collector Q3 with Input Inp. 

 If we compare Fig. 7 and Fig. 8, we may say, that 
BLR circuit provides a negligible change of base level at 
±20 % range of integral resistors’ resistance (Fig. 8), but KQV 
is changed. It occurs due to resistor RF1 resistance influence 
on impulse amplitude at output Out. Moreover, BLR circuit 
compensates input current up to 200 µA influence on base 
level; 

 
Fig. 7. Voltage Impulse at Generator Output Out without BLR Circuit for 
10 Firing Microcells SiPM (QINP = 1.271 pC) at resistors’ resistance range: 
1 – 0.8R; 2 – 1.2R. 

 
Fig. 8. Voltage Impulse at Generator Output Out with Base Level 
Recovery Circuit for QINP = 1.271 pC at Resistors’ Resistance Range: 1 – 
0.8R; 2 – 1.2R. 

 Developed analog interface ensures safe operation at 
gamma-radiation intensity up to 1 Mrad, influence of integral 
neutron flux up to 1014 n/cm2, provides stable registration of 
photon number from 1 to 500 by SiPM Photonique, as it 
generates a minimum charge equal to 127.1 fC, when one 
photon incomes, it is 3.54 times higher than analog interface 
noise level without BLR circuit. 

I. CONCLUSION 
We have developed IBUF analog interface based on array 

chip МН2ХА030 for SiPM with wide dynamic range, 
including current buffer, current integrator and BLR circuit.  

When unidirectional supply voltage is 3.3 V, the analog 
interface is characterized by the following main parameters: 
input resistance is 29 Ω, current consumption is 1.28 mA, 
output impulse peak time is about 100 ns.  

BLR circuit provides a negligible change of base level at 
± 20 % range of integral resistors’ resistance, compensates 
input current up to 200 µA influence on base level, but 
simultaneously increases noise level by 1.6.  

The developed analog interface ensures safe operation at 
gamma-radiation intensity up to 1 Mrad, influence of integral 
neutron flux up to 1014 n/cm2 and may be applied in SiPM 
signal processing multichannel microcircuits. 
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Abstract—Nowadays, it is widely acknowledged that 
symmetric multi-processing (SMP) must use a set of 
synchronization mechanisms to achieve the results, which are free 
of race conditions and therefore predictable. Using atomic 
operations to access shared memory regions in SMP systems has 
been proven to be the basic method to prevent data corruption 
while implementing in software such primitives as mutual 
exclusion, spinlock, thread execution barrier. Contemporary 
architectures provide different kinds of atomic operations, for 
example, LL and SC instructions on MIPS are used together to 
guarantee atomic read-write accesses to shared memory.  

However, synchronization mechanisms such as critical sections 
used to assure exclusive access to critical resources and data 
structures are well-known potential performance bottlenecks in 
multithreaded applications. There are numerous approaches 
proposing a variety of methods to analyze and reduce these 
problems in software or in hardware. These approaches quantify 
the execution overhead of synchronization mechanisms or assess 
the impact these primitives have on the completion time of 
multithreaded applications.  

A key finding in this paper is that all these researches and 
experience mentioned can be used to increase the coverage of 
atomic operations functional verification. Moreover, our 
experience has shown that atomic operations functional 
verification is a rather time-consuming and labor-intensive 
process because atomic operations can not be verified with the 
help of stochastic test generation methods due to their 
unpredictable nature. This is evidenced by the lack of sufficient 
information on the topic, which can mean that atomic operations 
could have been successfully verified by traditional methods. 
However, one can find at least two CPU’s errata references where 
some issues concerning atomic operations misbehaviors have been 
listed.  

To the best of our knowledge, our synchronization mechanisms 
analysis is the first method that focuses not on performance issues, 
but on functional verification of atomic operations instructions, 
which provide a basis for these mechanisms.  

Keywords—lock contention, cache contention, atomic 
instructions, functional verification, random test generation, 
PARSEC benchmark, lock torture, test coverage, simulator 

 

I. INTRODUCTION 

Our experience has shown that atomic operations functional 
verification is a rather time-consuming and labour-intensive 
process because atomic operations can not be verified with the 
help of stochastic test generation methods due to their 
unpredictable nature. Instruction Set Simulator (ISS), which is 
generally used to obtain expected responses for the test being 
executed, is not applicable. In the paper, we adopted lock 
contention analysis and prediction approaches to create a novel 
technique for atomic instructions analysis the main purpose of 
which is to increase the coverage of atomic operations functional 
verification. 

It is commonly recommended to avoid data conflicts while 
writing concurrent programs [1]. For example, false sharing is a 
well-known problem for multithreaded applications that can 
radically degrade both performance and scalability [2], [3], [4]. 
Undoubtedly, some form of synchronization between the 
threads, such as a barrier or a critical section, is needed and, 
therefore, data conflicts while acquiring lock cannot be avoided 
(this is called true sharing). Using atomic operations to access 
shared memory regions in SMP systems are the basic method to 
prevent data corruption. Atomic operations are the lowest level 
synchronization primitives. They are used as building blocks for 
higher level constructs, like, for example, mutual exclusion, 
spinlock, and thread execution barrier (Fig. 1). Synchronization 
mechanisms such as critical sections suffer from contention [5]. 

There are numerous approaches proposing a variety of 
methods to analyze and reduce these problems in software or in 
hardware. These approaches quantify the execution overhead of 
synchronization mechanisms or assess the impact these 
primitives have on the completion time of multithreaded 
applications [6] - [15]. However, it is reasonable to create test 
cases with forced shared data areas between threads 
intentionally if we want to test the interaction between cores. A 
key finding in this paper is that all previous researches and 
experience can be used to increase the coverage of atomic 
operations functional verification.  

The rest of the paper is organized as follows. Section 2 
describes basic concepts of atomic operations and their function 
at low-level and from a programmer’s point of view. Moreover, 
we describe why existing methods are not suitable for the 
verification of atomic operations and solution to increase the 
coverage of atomic operations is proposed.  

The study was provided by the support of the state fundamental research 
program No. 0065-2019-0004. 
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9c7c:    c2030000  ll    v1,0(s0)
9c80:    14600006  bnez  v1,9c9c <mutex_lock+0x5c>
9c84:    24020000  li    v0,0
9c88:    24010001  li    at,1
9c8c:    e2010000  sc    at,0(s0)
9c90:    1020fffa  beqz  at,9c7c <mutex_lock+0x3c>
9c94:    24020001  li    v0,1

pthread_mutex_t m1 = PTHREAD_MUTEX_INITIALIZER,
               
pthread_mutex_lock(&m1);
a++;
pthread_mutex_unlock(&m1);

C (programming language) Assembly language

 
Fig. 1. Example of atomic operations in lock code

Section 3 presents the experimental evaluation and discusses 
how our knowledge about lock contention can help us 
understand how to extend random tests generation techniques 
for atomic instructions verification. Section 4 discusses our 
novel technique for increasing atomic operations contention in 
random test cases. Section 5 concludes the paper. 

II. BASIC CONCEPTS 

According to MIPS Architecture documentation [16], the LL 
(Load Linked) and SC (Store Conditional) instructions provide 
primitives to implement atomic read-modify-write (RMW) 
operations for memory locations. When an LL is executed it 
starts an active RMW sequence replacing any other sequence 
that was active. The RMW sequence is completed by a 
subsequent SC instruction that either completes the RMW 
sequence atomically and succeeds, or fails. Executing LL on one 
processor core does not cause an action that, by itself, causes an 
SC for the same block to fail on another processor core. The SC 
fails if any of the following events occurs between the execution 
of LL and SC: a coherent store is completed by another 
processor core or coherent I/O module into the block of physical 
memory, containing the word or ‘‘exception return’’ instruction 
is executed.   

LL and SC are used to atomically update memory locations, 
as shown below: 

L1:  LL T1, (T0)   # Load Linked - load counter 
  ADDI T2, T1, 1  # increment 
  SC T2, (T0)  # Store Conditional - try to store,  
 # checking for atomicity 
  BEQ T2, 0, L1 # if not atomic (0), try again 
  NOP   # branch-delay slot 
 
The program code shown above is an example of a basic 

part, which is used to construct such primitives as mutual 
exclusion, spinlock and thread execution barrier.  

The testing process begins with the creation of simple hand-
written tests in assembly language aimed at checking essential 
behavior of the atomic instructions. Clearly, even the simplest 
example of a hand-written test should take into account all 
relevant factors, which can result in errors and inconsistencies. 
Of course, it is impossible to conduct an exhaustive search 
through all possible test combinations in manual way. 
Therefore, the first question is how to conduct a heuristic search 
and create automated or partially automated test generation 
system. The second question is even more fundamental: atomic 
operations can not be verified with the help of stochastic test 
generation methods due to their unpredictable nature. That 
means that Instruction Set Simulator (ISS), which is generally 

used to obtain expected responses for the test being executed, is 
not applicable. Therefore, we have had to use one of the self-
checking approaches.  

We use simple hand-written assembly language tests with 
the internal self-check at the early stages of the RTL-model 
design cycle. The simplest examples of parallel program 
algorithms with data races, which can be implemented without 
operation system libraries support, are arrays addition and linked 
lists operations [1]. These algorithms were chosen for the 
following reasons: 1) they represent fragments of real 
computing tasks; 2) they can be manually divided into the 
number of parallel threads; 3) one can easily designate a critical 
sections to protect data variables that are linked and cannot be 
split between threads; 4) addresses of locks (i.e. of atomic 
instructions considered) may be intentionally mixed with data 
structures variables to increase contention. Furthermore, we 
have found that test generation of such tests should be partially 
or fully automated for successful functional verification of LL 
and SC instruction pair. True sharing and false sharing situations 
may also be mentioned among the relevant factors that have 
strong impact on the execution of LL and SC instructions. 

In this paper, we propose a solution to increase the coverage 
of atomic operations within the period of RTL-model functional 
verification. The solution is largely based on results of previous 
studies [7], [9] dealing with issues of hardware contention (for 
example, cache and memory), software contention (for locks 
and thread barriers), parallelization overhead, and work load 
imbalance [17]. Mainly, we focus on understanding of lock 
contention. In a parallel program, the use of shared data is 
typically protected by locks to guarantee exclusive access.  If 
several threads try to acquire the same lock, only one thread at a 
time can succeed and the others must typically wait instead of 
doing useful work [7]. This is commonly referred to as 
contention of the lock [7], [8].  

Moreover, synchronization mechanisms such as critical 
sections used to assure exclusive access to critical resources and 
data structures are well-known potential performance 
bottlenecks in multithreaded applications [10]. We analyzed 
numerous approaches proposing a variety of methods to 
understand and reduce these problems in software or in 
hardware. These approaches quantify the execution overhead of 
synchronization mechanisms or assess the impact these 
primitives have on the completion time of multithreaded 
applications. In contrast, instead of improvement processor core 
performance, we use the concept of lock contention (this is also 
true for ‘‘thread contention’’ or even ‘‘cache contention’’ terms) 
to create new technique for increasing quality of functional 
verification of atomic operations instructions (such as Load 
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Linked and Store Conditional instructions from MIPS 
processor’s ISA).  

THREAD 1

THREAD 2

THREAD 3

BARRIER

THREAD 1

THREAD 2

THREAD 3

THREAD 1

THREAD 2
BARRIER

LL addr
...
...
...

SC addr
...

...

...
LL addr
...
...

SC addr

time

tim
e

atomic 
operations 
contention

lock 
contention

t1 t2 t3

 
Fig. 2. Lock contention vs atomic contention on the example of barrier 

It should be emphasized that the lock contention concept is 
directly related to atomic instructions (Fig. 2). However, from a 
programmer’s point of view, lock contention is a condition that 
a) limits the amount of parallelism by serializing accesses to 
protected shared data or b) associated with the idleness in the 
thread execution. Normally, these conditions are referred to as a 
performance degradation issues, and it is considered important 
to minimize the number of atomic operations, which are 
required during critical sections [9]. In spite of the fact that it is 
recommended to avoid data conflicts while writing concurrent 
programs and kernel drivers, we consider it essential, as a part 
of this work, to create random test cases with forced shared data 
areas between threads intentionally to test the interaction 
between atomic instructions in a shorter period of time.  

From a more general point of view, our contention definition 
differs from universally accepted. We need to create atomic 
operations contention in order to verify their functionality 

exhaustively. Let us define this type of contention (for simplicity 
let us take two cores only) as a coincidence of two 
simultaneously executed pairs of Load Linked and Store 
Conditional instructions on different processor cores if they use 
the same physical address and one of the Store Conditional 
instructions fails.  

Our experience shows that the amount of LL-SC contention 
tends to be by several orders of magnitude less likely to occur 
than overall cache or lock contention. This can be explained by 
the fact that LL-SC contention arises as a consequence of cache 
contention (Fig. 3), but SC has much less probability to fail. In 
this respect, it is also worth noting that the number of unique 
memory references made between two atomic accesses to the 
same memory location is of particular interest [18]. This method 
called the reuse distance analysis can be effective to measure 
data locality of atomic operations [19]. 

III. EXPERIMENTAL EVALUATION 

This section answers the following questions:  

1) What is the relationship between the lock contention and 
atomic operations contention in terms of execution time? 

2) What is the probability of atomic operations execution 
while running some representative benchmarks? 

3) How to evaluate Store Conditional failure rate? 
4) How to use the information obtained in order to improve 

functional verification of Load Linked and Store Conditional 
instructions? 

To answer these questions, real applications from state-of-
the-art multithreaded program benchmark suite PARSEC 2.1 are 
used [20]. We run a representative part of each benchmark on 
MIPS Instruction Set Simulator to get sufficient instruction 
trace. It has been taken into account that for each benchmark 
there is a Region of Interest (ROI) [21], which indicates what 
part of the benchmark executes in parallel. The ROI is also 
important for ensuring that results obtained using simulation 
inputs represent real program behavior. 
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Fig. 3. General view of barrier function
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TABLE I.  THE EVALUATION RESULTS FOR LL AND SC INSTRUCTIONS BEHAIVOR 

 

By simulating only the ROI with simmedium input set 
(which is suitable for microarchitectural studies with simulators 
[22]), we have been able to reduce simulation time. 

Moreover, we evaluate our strategy of measuring SC fail rate 
on Linux Kernel Lock Torture Test [23], which can be run as a 
part of Linux Test Project (LTP) [24]. This torture test consists 
of a number of kernel threads, which acquire the lock and hold 
it for specific amount of time, thus simulating different critical 
region behaviors. The amount of contention on the lock can be 
simulated either by enlargement of this critical region hold time 
and/or by creating more kthreads [23]. 

Firstly, we have consistently studied summary of the key 
characteristics of PARSEC benchmarks, especially breakdown 
of synchronization primitives [20], [25], [26], [27]. Secondly, 
we have selected 5 benchmarks and some other user applications 
reported to have the most contended locks. Thirdly, we have 
done simulations and obtained the required data. This allows us 
to get a deep insight into the structure of synchronization 
primitives. In addition, this knowledge about lock contention 
can help us understand how to extend random tests generation 
techniques for atomic instructions verification. 

We run experiments on a 2 core MIPS simulator running 
mips64 Debian GNU/Linux 9 “stretch”. We use gcc-6.3.0 with 
“-O3” optimization with Linux kernel 4.15. All experiments 
with PARSEC benchmark use simmedium input sets. We 
simulate only the ROI of each benchmark and use instruction 
trace, which contains all the information needed from 108 
processor instructions on each core.  

We have obtained load and store instructions ratio, atomic 
instructions (LL and SC) ratio, unique atomic instructions 
executed on one core only ratio (their Program Counters, PCs), 
shared and private addresses ratio for atomic instructions, and 

we have examined Store Conditional failed events. Shared 
memory locations are measured with cache line granularity. 

The evaluation results for LL and SC instructions behavior 
are shown in Table 1. 

It is important to explore all typical blocks of program code 
containing atomic instructions and types of operations that 
caused SC failure. However, the probability of SC instructions 
failure observed in complex real-world applications being run 
on the simulator shows that race conditions and SC failures are 
extremely rare for such a shared addresses correlation. To 
explain the reason why Store Conditional failed events are so 
rare at runtime, we illustrate a representative execution of the 
typical benchmark part in Fig. 4.  

As we can see, even though there are many examples of 
shared memory locations being jointly used, they are used 
during different time periods. As a result, LL-SC contention is 
low. However, quite often, it happens that one thread (process) 
works with some data on core 1 and, after hardware interrupt, 
the operating system choses to change the affinity of this process 
and assigns it to core 2. This context switching will cause many 
atomic instructions to be executed on both cores, however, LL-
SC contention may still be low. 

THREAD 1

THREAD 2
- Interprocess interrupts
- locks in single thread task 

contention

- shared memory locks (may be contended) 
- private locks (no contention)  

Fig. 4. A representative execution diagramm of the typical benchmark 
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name 

Total 
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(M) 
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Writes 

(M) 

Total 
LL 

executed 

Total 
SC 

executed 

Unique 
PCs of 

LLs 

LL 
unique 
access 

addresses 

Private/ 
Shared LL 
addresses 

SC Failed 
(LL-SC 
Broken) 

P
A

R
S

E
C

 streamcluster 55.08 0.65 6,695 6,033 18 17 13/4 122 

fluidanimate 54.83 10.46 219,779 219,770 37 3449 1,914/1,535 4 

bodytrack 38.49 12.28 129,893 129,866 123 187 141/46 0 
blackscholes 3.51 1.46 91,452 91,450 53 82 82/0 0 

ferret 47.80 15.96 23,677 23,515 23,666 637 549/66 5 

L
T

P
: 

lo
ck

 t
or

tu
re

 

spin_lock 40.17 17.20 1,563,381 1,559,146 54 82 44/38 591 
spin_lock_irq 39.12 17.05 1,493,647 1,489,073 19 42 23/19 483 

rw_lock 17.99 3.10 478,720 476,367 30 40 23/17 2 

rw_lock_irq 15.31 4.76 865,469 864,679 28 40 32/8 0 
mutex_lock 8.78 2.67 530,696 530,688 30 54 42/12 0 
rwsem_lock 7.60 2.31 459,437 459,437 18 36 32/4 0 
rtmutex_lock 34.29 17.05 2,028,869 1,886,839 13 21 18/3 0 

ww_mutex_lock 14.75 4.47 892,719 892,717 24 35 34/1 0 

percpu_rwsem lock 12.12 3.68 732,757 732,756 23 45 26/19 0 
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Our strategy, on the contrary, is designed to increase LL-SC 
contention intentionally while generating and running random 
verification tests for RTL-model of the multicore processor. 

How this is done is explained in the next section. 

IV. A TECHNIQUE FOR INCREASING ATOMIC OPERATIONS 

CONTENTION IN RANDOM TEST CASES 

After analyzing the most contended tests behavior, we came 
to the conclusion that in order to effectively verify this area of 
the microprocessor design, we need to solve 3 main tasks: 

• Reuse distance significant reduction (temporal locality) 
[18]. 

• Percentage of shared addresses increase (spatial 
locality). 

• Diversification of LL-SC cycles. 

All these tasks can be solved with the help of directed self-
checking random test generation. 

It is important to realize that errors in the RTL-model 
behavior are usually associated with a combination of many 
factors, such as all levels caches hits or misses, different types 
of registers dependencies, the behavior of the branch prediction 
unit, etc. From this perspective, different types of atomic 
operation’s cycle structure result in various types of pipeline 
unique dependencies during execution, which can result in 
functional errors. Therefore, one of the test coverage metrics is 
related to LL-SC cycles variability. Nevertheless, it should be 
noted that fully randomly (an arbitrarily) generated LL-SC loop 
may be either inherently improper (it may cause a live-lock), or 
the result of its execution is unpredictable. 

The obtained unique combinations of LL-SC cycles (see 
Table 1) can be used for further testing process. We assume that 
set of tests discussed above covers the majority of ways of using 
the atomic operations. All the combinations obtained can be 
classified according to their structure (in terms of the 
instructions types and their dependencies). 

To cover all the remaining possible situations, the resulting 
set of test situations can be formalized and presented in the form 
of pseudocode shown in Fig. 5. The cycle always consists of 
instructions LL and SC accessing to the same address and the 
branch instruction depending on the SC instruction execution 
result. The loop can also contain an internal LL-dependent 
branch instruction that may restart or interrupt the loop 
exexcution. Space between LL and SC can be filled with an 
arbitrary number of random instructions with some limitations. 

In this case, some restrictions on the cycle generation must 
be set: 

• There can be no other memory access operations inside 
the loop body according to the MIPS Architecture 
documentation; 

• Atomic operation cycle in the test case should be 
constructed in a way to achieve a predictable final state 
of the registers and memory state regardless of how 
many times the loop is repeated (SC failure must lead to 
reexecution of all LL-SC cycle); 

• Guaranteeing the feasibility of the LL-SC cycle 
regardless of the memory state and another core 
behavior; 

• LL-depended branch should not cause infinite loop. 

   ---/ random instr
LL Rx, ADDR
   ---/ Rx depended instr
   ---/ Rx depended BRANCH
   ---/ random instr
SC Rx, ADDR
   ---/ Rx depended intst
BRANCH
   ---/random instr

1
2

2

1

3

4

LL/SC cycle pattern

 
Fig. 5. Formalized LL-SC cycle 

To direct the generator toward the interesting events 
(particular areas in the design or some particular scenario of 
atomic instructions execution), testing knowledge is embedded 
into the generator [28]. Such situations are obviously absurd and 
meaningless from programmer’s point of view because they 
cannot occur in the real applications. At the same time, they have 
increased complexity and diversification, which aimed to 
improve the quality of generated test cases. The combination of 
all LL-SC cycles generated by the proposed models provides 
100% coverage of LL-SC types. 

In order to ensure atomic operations correct function, it is 
necessary to check whether SC failure is correct depending on 
various types of coherent stores at any time moment. Since it is 
impossible to solve this issue with the help of combinatorial 
tests, a pseudorandom directed test generator with a sufficiently 
large randomization can serve as a cause of random LL-SC 
atomicity failures.  We have extended our current test generator 
Ristretto [29] to create test cases with random combinations of 
load/store and atomic instructions to generate necessary 
stimulus. Moreover, threads created by the generator can share 
some memory resources to initiate interactions and coherency 
transactions on the system bus. Furthermore, we can direct the 
testing process by variating the false sharing probability, the 
memory regions minimum and maximum sizes, the frequency 
of macros occurrence in the test. The pseudo-random LL-SC 
pairs, obtained in the previous step, are added to the test template 
in the form of macros and have the same memory distribution as 
usual load/store instructions. 

Since each thread has access to its own bytes in a cache line 
(and in a memory area) during a subtest, the final state of the 
memory segment LL-SC loop operates with stay deterministic 
[30]. At the same time, memory accesses from different threads 
can belong to matching cache lines and test sequences of 
memory accesses have random nature. This leads to the fact that 
the probability of SC failure depends on temporal locality and 
spatial locality, which are set in the template. Therefore, the total 
LL-SC contention rate depends on pseudo random generator 
quality and testing knowledge of memory alignment. 
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An example of the test obtained by the presented method, as 
well as the memory distribution between the threads, is shown 
in Fig. 6. Evidently, every atomic macro in such a case has very 
low reuse distance due to large amount of memory requests to 
the same cache-line from the other core.  
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LOAD
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Fig. 6. Memory distribution between the threads 

One of the important consequences of the injection of atomic 
macros is the quality improvement of the generator itself. A 
serious problem of random load/store streams is the problem of 
memory degradation, which leads to bug masking [31]. 
Fortunately, one can use “smart” atomic macros, which attempt 
to recover memory only after encountered a zero value. We 
guarantee that any LL-SC cycle type from the most contended 
applications is covered by generated test cases in different 
execution contexts. 

By evaluating generated random test’s characteristics in the 
same manner as it has been done for Linux applications in 
Section 3 we can compare temporal and spatial locality with the 
data obtained in Table I. The results for LL and SC instructions 
behavior for generated tests are shown in Table 2.  

TABLE II.  RESULTS FOR GENERATED TESTS 

Test 
name 

Total 
Writes  

(M) 

Total 
LL/SC 

executed 
(M) 

Private/ 
Shared  

LL 
addresses 

SC  
Failed 
(M) 

Ristretto 12.48 4.58 / 2.77 6 / 86 0.15 
Array 
ADD 

9.96 2.43 / 2.43 0 / 85907 0.008 

 

According to these data, we succeeded in increasing ratio of 
LL and SC instructions, the probability of SC failure, 
diversification of LL-SC cycles; as well as we decrease reuse 
distance between shared addresses to generate high quality 
stress tests. These results indicate that we have been able to 
increase LL-SC contention while generating and running 
random verification tests for RTL-model of the multicore 
processor. One of the consequences of this remarkable 
improvement in the random test generation process is so-called 
bug rate, and, in general, the ability to discover hard-to-find bugs 
in a limited amount of time. 

All errors found by this method can be classified into several 
groups: 

1) Critical errors: 

• SC instruction reported success but did not write the 
value in memory. 

• SC instruction reported failure but wrote the value in 
memory. 

• SC instruction did not recognize a coherent store from 
another core and write the value in memory. 

2) Non critical errors: 

• SC instruction reported failure without a reason (it did 
not cause an error but degraded performance). 

Note that these types of errors are not typically directly 
related to the characteristics measured and shown in Table 1 or 
in Table 2.  

The LL-SC cycle formalized and described above 
implements heuristics to solve the combinatorial explosion 
problem. However, we expect that any types of atomic 
operations errors can be found by proposed technique due to 
random nature of generated test cases provided sufficient 
number of tests are run.  

V. CONCLUDING REMARKS 

We focus on the concept of lock contention to increase 
temporal locality and spatial locality of atomic operations in 
order to increase the probability of lock contention, which is 
directly connected to atomic instructions. Our strategy, contrary 
to many previous researches, is based on LL-SC contention 
which is intentionally increased while generating and running 
random verification tests for RTL-model of the multicore 
processor. We prove that the proposed novel technique will 
cover all highly sophisticated scenarios of atomic instructions 
usage, which can be found in real-world applications. 

The discussed approach was successfully applied to the 
verification of the RTL-model of dual-core microprocessor with 
SMP developed in SRISA RAS. The method made it possible to 
find the majority of memory consistency bugs, pipeline stalls, 
livelocks, deadlocks and other atomic operations misbehaviors. 
The advantage of our technique is that there is no need to change 
verification strategy and process to adjust to a new project 
design. Additionally, we can find bugs automatically because of 
stochastic nature of the generator. 

We plan to extend our work by more detailed analysis of 
atomic operation contention in different kinds of for parallel 
workloads by using shared footprint metric for measuring 
locality and memory behavior of programs. We are going to use 
two new metrics called shared footprint and sharing ratio [32] to 
capture the amount of active datasharing in a threaded execution 
for this reason. In future work, we will also focus on the 
coverage of the test cases with atomic instructions generated 
using the proposed technique. 
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Abstract— A method to calculate the phase center in the near 
field zone is proposed. It is based on digital processing of the 
signals received by the probe antenna. The method uses 
information only about the phase pattern of the probe antenna 
and the measured phase of the electromagnetic waves. Unlike 
other methods for calculation the phase center in the near field 
zone, it has a minimum number of assumptions and approaches 
and is applicable in practice. 

Keywords—antenna measurements, phase pattern, phase 
center, near field, radio navigation 

I. INTRODUCTION  

Phase center of electromagnetic radiation is a coordinates 
where equivalent point source can be placed. In other words, 
phase center is the origin of equivalent spherical wave [1]. 
Phase center measurement is important for radio navigation, 
design and manufacturing of mirror antennas, evaluating 
proper antenna characteristics and their application on practice, 
etc. 

An arbitrary electromagnetic wave radiated by sources 
tends to the spherical wave with the increasing distance. These 
conditions are called far field (FF) approximation. Many 
important antenna characteristics are defined only in FF and 
phase center is one of them. 

Many theoretical and practical methods to calculate phase 
center in FF was developed. The most general methods are 
based on phase measurements. Following algorithms may 
include least square method (LSM) [2], weighing LSM [3] or 
iterative technique [4]. Theoretical methods were developed 
for certain antenna types [5-10]. There is known general 
theoretical method to calculate phase center based on Poynting 
vector determination [11]. Its most disadvantage for practice is 
need to measure all six components of electric and magnetic 
field. The most common probe antenna in microwave range is 
open waveguide. Many scientists and engineers still considered 
an open waveguide detects only tangential to its aperture 
components of electric field [12]. For this reason, method [11] 
is applicable in microwave range only with full probe 
correction algorithms [13-14]. 

In general case, phase center of spatially distributed sources 
could not exist. Thus, phase center transforms from a point to 

some point cloud. From this point of view decreasing of 
distance to sources leads to changing of the point cloud. Thus, 
phase center as a center of point cloud could be determined 
wherever in near field (NF) zone. Although phase center in NF 
could be differing from phase center in FF there are some 
reasons for its measurement. First, various NF microwave 
systems are under development for communication, radar 
imaging, medicine and other applications [15-16]. Secondly, 
error of phase center measurements after NF-FF 
transformations [13] may be greater than the mismatch 
between phase center in FF and NF. 

There are known methods to calculate phase center in NF. 
The first is based on the spherical wave expansion of electric 
field and minimization of significant mode number [17]. 
However, it is applicable for spherical scanning scheme only. 
Moreover, determined spherical wave expansion is one for 
both NF and FF conditions. Therefore, there is no objective 
discrepancy between the phase center in the NF and FF. The 
second known method assumes to reconstruct phase pattern 
from arbitrary measured points to sphere and use methods for 
FF [18]. 

All known methods to calculate phase center in NF use 
assumptions and algorithms valid for FF conditions. It leads to 
emergence of the additional methodological errors. Method 
[11] is applicable in NF and does not depend on any FF 
assumptions. Unknown in microwave range measurements 
practice Poynting vector may be replaced by wave vector 
evaluated via phase gradient [19-20]. Thus, a new method to 
calculate phase center in NF without any FF assumptions may 
be developed. 

Objective of the paper is to improve the accuracy of the 
phase center measurements in near field zone. To do this in 
section II we briefly describe phase center theory and possible 
mathematics solutions. In section III, we represent results of 
different methods validation over the simulated data. 
Section IV is dedicated discussion and conclusions. 

II. MATHEMATICS FORMULATION 

Electric field E in point r of the spatially distributed 
sources in points r’ radiating on a single harmonic is described 
by the following expression [21]: 
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where c is the light speed in vacuum, V is the volume 
containing all sources, k is the wavenumber, G is the dyadic 
Green’s function, je and jm is the electric and magnetic currents 
densities. 

A. Phase Center Existence 

Expression (1) is applicable for any point r mismatching 
with the sources. Thus, it describes NF conditions. While the 
distance to sources '= −R r r  rises, amplitude factor becomes 
R-1 one for all sources. Expression (1) transforms into the 
following one: 
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where R=v R  is the sight unit vector. 

Expression (2) describes FF approximation. The multiplier 
outside the integral sign is obviously spherical wave. The 
problem of phase center existence is in expression under 
integral sign. If the phase center exists, there is a point rc for 
which phase of the integral is constant for any direction v. Let 
us rewrite (2) in form of spherical wave: 

( ) ciki i
cE f e− −= −r rn r r ,  (3) 

where fi is the combined amplitude and polarization pattern, n 
is the outward unit vector normal to sphere with center in 
coordinates system origin. 

According to expression (3) phase pattern Φ(n) depends on 
following expression only: 

( ) ckΦ = − −n r r .   (4) 

B. Phase Center Calculation in FF 

FF conditions include the following approximation: 
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On practice, only relative phase measurements are 
available. Thus, we can construct from (4) and (5) the 
following system of linear algebraic equations: 
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C. Phase Center Calculation in NF 

We can assume that (3) is valid also in NF. However, 
approximation (5) is invalid in these conditions. Let us write 
the phase gradient (4): 
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Expression (7) means that phase gradient gives wave vector 
k. Therefore, we can construct system of linear algebraic 
equations from (7) with only assumption of phase center 
existence: 
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where ρ is the distance from observation point r to its apparent 
phase center. 

Systems (6) and (7) are the core for phase center 
calculation algorithms. System (6) needs a spherical phase 
distribution in FF, while (8) is applicable for any distributed 
measurement points in NF. That is why we choose (8) for 
calculation phase center in NF. 

III. METHODS VALIDATION FOR SINGLE DIPOLE 

Comparison of various methods for calculation phase 
center in NF through experimental data has many problems. 
First, phase center standard is needed. Direct phase center 
measurements are unknown. Thus, phase center of the standard 
might be evaluated via one of the known indirect methods [2-
4]. Therefore, we can compare only one method with others. 
The same situation appears for simulated data comparison 
except one type of source. Single dipole radiation is described 
by (2) without integration over the volume. Moreover, FF 
conditions are met on distance about several wavelengths λ for 
it. It means we can validate methods on short distance usually 
corresponding to NF conditions. 

A. Numerical Experiments Description 

Let us introduce Cartesian coordinate system Oxyz shown 
on Fig. 1. Place the Hertz’s dipole, source described by 

currents ( )1 0 0 T
e =j  and ( )0 1 0 T

m =j  in point 

( )0 0 T
c cz=r . The most widely spread NF measurement 

systems have planar scanning scheme. That is why we 
reproduce NF measurements on the normal to Oz axis plane 

with center in point ( )0 0 5 T
pln = λr . Measurement points 

on the plane are chosen as 61×61 uniform square grid with λ/3 
translations. For methods based on (6) let us introduce spheres 
in NF with radius rsph=5λ and in FF. Grid for both spheres is 
from 0° to 90° for polar angle and from −180° to 180° for 
azimuth angle with 6° translations. 
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Fig. 1. Scheme of the numerical experiments 

B. Brief Methods Description 

Now give short description for comparing methods to 
calculate phase center. Method 1 solves (6) by LSM for FF 
measurements [2]. Method 2 does the same for electromagnetic 
field after NF-FF transformation from NF measurements on the 
plane. 

Method 3 uses the same LSM solution of (6) for phase 
pattern on the sphere in NF, which is evaluated via the 
following expression [18]: 

( ) ( ) ( )sph sphk r rΦ = Φ − −r r .   

Method 4 solves (8) for Poynting vectors. Thus, it is close 
to method [11]. The last original method 5 solves the same (8) 
for wave vectors evaluated from phase gradient. 

C. First numerical experiment 

The first numerical experiment is to move Hertz’s dipole 
on Oz axis from −3 to 3 λ. Its results for all five methods are in 
Fig. 2. 

Methods 1 and 4 demonstrates the best accuracy. Method 5 
accuracy is slightly worse but still very good. Planar NF-FF 
transformation for Hertz’s dipole radiation seems not legit. 
That is why Method 2 accuracy is the worst. However, it 
becomes satisfactory for the shortest distance 2λ between 
Hertz’s dipole and scanning plane. Method 3 accuracy rises 
with zc magnitude. It is explained by (5) applicability. Large 
ratio between distances to phase center and measurement 
points leads to less applicability of (5). 

 
Fig. 2. Phase center calculation error from dipole position 

D. Second numerical experiment 

The second numerical experiment is to calculate phase 
center via methods 1, 4 and 5 from spheres with rising radius 
and constant source coordinate zc=3λ. Thus, we verify the 
methods applicability for NF and FF conditions. Its results are 
in Fig. 3. 

Applicability of (5) rises with sphere radius. Therefore, 
method 1 error tends to constant value. Method 4 accuracy is 
close to perfect. Method 5 accuracy decreases from sphere 
radius. It is explained by rising numerical errors from phase 
gradient evaluation via finite differences. 

 
Fig. 3. Phase center calculation error from sphere radius 

IV. DISCUSSION AND CONCLUSIONS 

Let us summarize results obtained above. There are two 
pairs of decision conditions. The first is the applicable 
electromagnetic field approximation, i.e. radiation zone. The 
second is the type of data: simulated or experimental. 
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A. Phase Center Calculation Scenarios 

If phase center calculation in NF from simulated data is 
needed method 4 has the best accuracy, i.e. LSM solution of 
(8) for Poynting vectors. Method 4 is good in FF too if the field 
is simulated for space coordinates instead angular. 

If phase center calculation in FF from simulated data is 
needed method 1 has the best accuracy, i.e. LSM solution of 
(6). Nevertheless, there are problems to determine and unwrap 
phase correctly. 

If phase center calculation in NF from experimental data is 
needed the original method 5 has the best accuracy, i.e. LSM 
solution of (8) for wave vectors evaluated from phase gradient. 
However, if phase center in FF from NF measurements is 
interested the best choice is method 2, i.e. method 1 after NF-
FF transformation. 

If phase center calculation in FF from experimental data is 
needed method 1 again has the best accuracy. 

B. Conclussions 

The main problem of method 4 is lack of data from open 
waveguide probe for determination Poynting vector in practice. 
Both electric and magnetic vectors can be evaluated [20]. 
However, they are evaluated via phase gradient. It means 
method 4 becomes method 5. The main problem of method 3 is 
applicability of (5). For NF measurements, method 5 has better 
performance. The best conditions for method 3 are none 
spherical FF measurements when (5) is legit. 
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Abstract— The aim of research is determine the feasibility of 
using the methodology for calculating availability and mean 
delay time to demand fulfilling for spare part by local package 
of electronic means (EM) with a compound structure of spare 
parts, tools and accessories(SPTA) kit. Methodology is based on 
the usage of the analytical model “EM – SPTA kit” with an 
assessment of the failure level. The main advantages of this 
technique are possibility to split the main structure of the spare 
parts system to set of simple, possibility of calculating spare 
parts sets for several types of replenishment strategies, the 
simplicity of verification the model for assessing the availability 
rate and the average delay in satisfying a request for a spare 
part. Possibility of calculating spare parts sets for several types 
of replenishment strategies. Simultaneously the technique has a 
significant drawback, such as methodical technique gives an 
approximate value of the sufficiency indicators with an 
calculation error. At the conclusion were proved the ability to 
use electronic methods for calculating the availability`s rate and 
the average latency in satisfying the request for the spare part 
of the spare parts kit system for some replenishment strategies, 
which also allows to calculate the availability rate for the “EM- 
SPTA system” model, which is proved to be possible for modern 
structures of the spare parts system. 

Keywords— electronic means, SPTA, repair, tech support, rate 
failure, availability factor, mean delay time to demand fulfilling, 
reliability. 

I. INTRODUCTION  

Practice shows that the cost of a system of spare parts, 
tools and accessories (SPTA) are comparable to the costs of 
electronic means (EM) themselves, so the challenge is to 
design an SPTA system that provides a given level of 
reliability EM at minimal cost. The most popular model for 
compiling SPTA kits at the moment is the calculation of 
sufficiency measure, namely, the availability factor and the 
mean time limit for demand in the pair “SPTA Product Kit”. 
The approaches to calculating and optimizing the inventory of 
SPTA kits, given in the sources [1-12], allow us to consider 
products that are completed with a group or local SPTA kit. If 
EM in the course of operation involves the use of the SPTA 
system, then it makes sense to speak not about the reliability 
index of the EM itself, but about the reliability index of the 
model “EM - SPTA system”. However, the current practice of 
designing responsible EMs involves the separate design of 
EM and the SPTA system assigned to them. Therefore, the 
sufficiency measure of the SPTA system is introduced, which 
characterizes the decrease in reliability of the pair “EM - 
specific SPTA system” compared to the reliability of the pair 
“EM - endless SPTA system”. 

II. FORMULATION OF THE PROBLEM 

To ensure high operational reliability, EM is provided with 
a system to ensure their operability, which includes diagnostic 
and repair tools, sets of spare elements, means of delivery of 
spare elements, etc. The SPTA system is the set of all stocks 
of structural elements included in the EM operational system. 
A possible shortage of spare elements increases the service 
substitute, and the limited volume of the SPTA system can 
significantly affect the value of the reliability index EM, and 
the limited volume of the SPTA cannot be disregarded in the 
calculations of reliability. Thus, it is necessary to evaluate the 
minimum composition of the SPTA system with the given 
requirements for reliability indicators, which will ensure the 
operation (repair and maintenance) of the product. The SPTA 
system, as a rule, should contain an optimal set of spare parts, 
which are sufficient to replace (restore) the failed EM 
elements. 

A. Sufficiency measure SPTA system 

The SPTA system's sufficiency measure according to [2, 
4, 5] is mean delay time to demand fulfilling ∆* for spare part; 
the delay is caused by the possible absence of the necessary 
spare element in the SPTA system.  

Of all the parameters that determine the reliability of EM, 
the limitations of the SPTA system affect only the time of their 
repair. The repair time of EM increases with the absence of 
the necessary spare element in the SPTA system at the 
moment when it is needed. Average repair time for EM 
equipped with a specific SPTA system: 

 *τ = τ + Δ∞ , (1) 

 Where τ∞ – mean repairtime of parts with a spare item; ∆* 
– mean delay time to demand fulfilling for spare part. The time 
τ∞ does not depend on the SPTA system, it is defined to the 
stage of its design, ∆* – which is the first sufficiency measure 
of the SPTA system, is determined by its functioning 
parameters and structure. When designing EM, the 
requirements for their reliability are expressed by setting R0 
of the required value of the reliability index. After the system 
design has been completed, the calculated values of the 
function R(τ) – an EM reliability index depending on the mean 
repair time of parts, can be considered known, provided that 
the necessary spare element is always available. Then the 
requirements for an SPTA system that provides a given EM 
reliability are expressed by a constraint on it sufficiency 
measure:  
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 Where P*(t) – the probability that at time t SPTA system 
is not in a fault condition; T* – mean time between failures 
SPTA system; τ* – the average length of a single failure SPTA 
system (index "*" marked SPTA system indicator). The 
failure of the SPTA system [10] conditionally refers to such a 
state of the model as “EM - system SPTA”, in which EM 
completely or partially lost operability due to the failure of one 
of the EM elements, and the SPTA system cannot provide the 
necessary spare one. From the definition, it follows that the 
failure of the SPTA system does not necessarily coincide with 
the failure to fulfill the requirement for an element, but only 
with such a failure to fulfill the requirement, which leads to 
EM downtime. 

B. Application of the method for calculating sufficiency 
measure of SPTA system of electronic means 

Consider the application of the technique on the example 
of a personal computer (PC), for which the following source 
data is used. Given a product consisting of seven compound 
part (CP): a) the first difficulty level: 1) keyboard; 2) the 
mouse; 3) monitor; 4) system unit 4.1 power supply; 4.2 video 
card; 4.3 hard drive; 4.4 motherboard. b) one CP of the 2nd 
level - the system unit. The structure of the SPTA system in 
accordance with the planned operating conditions is as follows 
(see Fig. 1) 

 

Fig. 1 The structure of the system SPTA PC, combined 
with the repair part 

In the event of failure of the PC element (1), an application 
(B1) is sent for the supply of a spare one. A defective item 
itself (a1) is sent along with it. SPTA local package (2) 
satisfies the request (B1) and assesses at what level the 
element breaks down (in our case, the product has two levels 
of difficulty, i.e. it consists of two levels of replacement 
elements). If an item has failed at level 1, i.e., it cannot be 
restored by replacing the CP, then an application (b2) to 
restore (b2) the SPTA local package to the inexhaustible 
source of replenishment (4) is sent. If the element failed at 
level 2, i.e., the element failed due to the failure of one of the 
CP 1 level, then it is sent (a2) to the repair authority (3), where 
the replacement (b3) (repair, restoration) of the released out of 
action CP. The application (b3) for replenishment of the SPTA 
local package (2) is also sent there. Upon exhaustion of the 
stock of the SPTA repair kit, the repair part (3) submits an 
application (b4) for restoration (b4) of the SPTA repair kit (3) 
to an inexhaustible source of replenishment (4).  

We introduce the following notation that we will use 
below:  

4; 4;1 2N N= =  ( Nj – number of component parts in the 

j-th SPTA kit); 

i – part number; 

mi – the number of basic elements of the i-th type in EM; 

λi – failure rate of the main element of the i-th type in EM; 

αi – type replenishment strategy element of the i-th type 
EM; 

Til – numeric parameter replenishment strategy (MTTR) 
of the element i-th type EM; 

in – the number of spare elements of the i-th type in EM; 

αi=1 – periodic replenishment of the failed elements;  

αi=3 – repair (restoration) of the failed elements. Any 
number of elements of this type can be repaired 
simultaneously; 

 Λi0 – intensity of demand for the i-type spare part from the 
SPTA local package;  

L – the maximum level of spare parts in the SPTA kit. 

The source data for the single and repair kits for the SPTA 
system are presented in Tables 1 and 2, respectively. 

TABLE I.  THE SOURCE DATA FOR LOCAL SPTA KIT 

Name i mi λi αi Til ni 
Monitor 1 2 3,30000 1 8760 2 
Mouse 2 1 0,99100 1 8760 1 

Keyboard 3 1 2,31000 1 8760 3 
System unit 4 1 4,63912 3 336 1 

TABLE II.  THE SOURCE DATA FOR REPAIR SPTA KIT  

Name i mi λi αi Til ni 
Motherboard 4.1 1 0,91630 1 8760 1 
Video card 4.2 1 0,83392 1 8760 1 

HDD 4.3 2 2,49990 1 8760 2 
Power Supply 4.4 1 0,38900 1 8760 1 

1

Personal 
computer

2

SPTA local package

Warehouse

4

Engineering servicing

3

Maintains SPTA

b3

b1 c1a1

c3a2

c2b2

c4b4
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When carrying out the calculation it is taken into account 
that elements of all types in the PC are not reserved, they are 
not refused in storage. 

To calculate the sufficiency measure structure of the SPTA 
system (see Fig. 2), we successively calculate the sufficiency 
measure of the SPTA local package and the SPTA repair kit. 

First, we perform calculations for the elements of the 
SPTA local package. 

For elements with periodic replenishment (with αi=1 
periodic replenishment) the probability of unsufficiency is 
considered as follows: 

 

1
( 1)

2 !

j
aa

P e j ni
j na j

− = − −
= + ; (4) 

Where 1a m Ti= λ . 

For a recoverable element (with αi=3 as many as any 
elements of this type are repaired at the same time), the 
unsufficiency probability is calculated by the formula: 

 
( )

1

1
1 !

0 !

n
a

Pi kn a
n

k k

+
=

+
+
= ; (5) 

To calculate components 1-3 (see table 1), formula (4) is 
used, and for component 4, formula (5) is used. 

The calculation results are summarized in table 3. 

TABLE III.  RESULTS OF SUFFICIENCY MEASURE CALCULATION FOR 
SPTA LOCAL PACKAGE 

Part number a P 
1 0,0290800000 0,00000098927585169 
2 0,0086811000 0,00001250604535037 
3 0,0202350000 0,00000000137856458 
4 0,0015587432 0,00000121294977545 

After calculating for the components, we’ll go to 
sufficiency measure for the SPTA kit, which are calculated 
using the formulas: 

 
1 , 1K Pi i li

= − + ;  

 
( )1 , 1

1

N
K Pi lii

∏= − += ; (6) 
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+
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The availability factor for the SPTA local package by the 
formula (6) is equal to 

0, 9Lo 99calK 985i 04t 29K = . (7) 

Mean delay time to demand fulfilling for spare part by 
SPTA local package by the formula (6) is obtained equal to 

1, 3086737101Δ = h. (8) 

Similarly, the calculation is carried out kit SPTA repair kit. 

Since in our case, the strategy of replenishment and 
periodic replenishment 0σ =  ( σ  – failure rate during 
storage), the formula has the following form: 

 

1

!1

k
L aa

eP j
a kk n j

−
=

= + + . (9) 

The indicators of the component parts of the SPTA repair 
kit, calculated using formula (9), are shown in Table 4. 

TABLE IV.  RESULTS OF SUFFICIENCY MEASURE CALCULATION FOR 
SPTA REPAIR KIT 

Part number a P 
1 0,0080267880 0,00001067378296054 
2 0,0073051392 0,00000884558866041 
3 0,0218991240 0,00000042999482805 
4 0,0034076400 0,00000193039560329 

Sufficiency measure for the SPTA repair kit is calculated 
using the formulas 

 
( )1 , 1

1

N
K Pi lii

∏= − += ;  

 
1 , 1K Pi i li

= − +
; (10) 
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Calculate the availability factor of the SPTA repair kit by 
the formula (10): 

 GroupRepairKit 0, 9999781203K =
, (11) 

And also, mean delay time to demand by the SPTA repair 
kit by the formula (10): 

 4, 7163604416Δ =  h.  

C. Total availability factor of the EM - SPTA system model 

The calculation of the total availability factor of the model 
“EM - SPTA system” will be carried out using two different 
methods [15, 16], with the aim of their subsequent 
comparison. 

1) According to the methodology from the 
reference book [16], the following results were 
obtained:  

 0, 99

E

99174704 0, 99998529

M Kit Repa

0

ir

4

KitK K K K= ⋅

⋅

⋅ =

= ×   
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 0, 9999781204 0,9998808840.× =  (13) 

2) Using the ASONIKA-K-ZIP system [15], we 
obtain the following availability factor: 

 0, 99

E

99174704 0, 99998650

M Kit Repa

3

ir

3

KitK K K K= ⋅

⋅

⋅ =

= ×   

 0, 9999779254 0,9998819020.× =  (14) 

From the calculations we see that the availability factor for 
the model “EM - system SPTA”, obtained using the traditional 
method [1, 6, 7, 9] and using the presented method for the 
considered system SPTA [16], are close in meaning. This 
confirms that the use of the previously proposed method for 
calculating the described SPTA system (see Fig. 1) is valid 
and permissible. 

CONCLUSION 

The method of calculating the availability factor and mean 
delay time for the SPTA system for some part of the SPTA 
sets allows us to obtain a quantitative estimate of the 
availability factor and the average repair time of the model 
“EM - System SPTA” for arbitrary structures of the SPTA 
system. 

The approach taken from [16], in which the SPTA system 
first calculates the sufficiency measure, and then corrects the 
reliability index of the product EM (availability factor or 
average repair time) with their help: it is possible to 
decompose the main task; evaluate the sufficiency measure of 
SPTA kits using different strategies for replenishing the spare 
elements of the SPTA kits (periodic, periodic with emergency 
delivery, continuous, according to the level of minimum 
stock); ease of verification of the calculation model. 

A distinctive feature of the developed technique is the 
direct inclusion of the sufficiency measure of the SPTA 
system into the EM - System SPTA reliability model. 

The obtained results prove the relevance of the work, as 
well as the effectiveness of the methodology. This technique 
facilitates the calculation of standard reliability and 
sufficiency measures, namely the availability factor and the 
average repair time. 

Obviously, the considered method of calculating the 
model “EM - SPTA system” has limitations: using the 
methodology for EM that does not have redundancy leads to 
unjustified redundancy of SPTA kits; Optimizing SPTA kits 
for just one of the parameters (cost, weight, or volume) leads 
to difficulties in designing an SPTA kit while simultaneously 
limiting it with two or more parameters. 

Despite the above limitations, the EM-System SPTA 
model's sufficiency measure calculation method can be 
applied in the early design stages for an approximate 
assessment of the composition of the SPTA system. 
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Abstract—This paper describes the research results in the 
questionnaire theory. The authors carried out work on the 
ternary questionnaire study. These questionnaires include 
questions that have three outcomes. For solving identification 
and tracking tasks, in automation devices and computing 
equipment technical diagnostics, such questionnaires can be 
more effective than widely used binary questionnaires. These 
tasks include the technical diagnostics tasks with a time limit 
for the procedures. The authors describe the questionnaire 
theory basic concepts, classify them according to various crite-
ria. The ternary questionnaires with various parameters of 
questions and identifiable events are distinguished in the poly-
chotomous questionnaire class. Methods for optimizing ternary 
questionnaires are indicated. The authors adapted and de-
scribed the root question method for optimizing ternary ques-
tionnaires. Also, in this paper, the authors focused on ques-
tionnaires with faults and with indefinite answers. Ways to 
create questionnaires by questionnaires, check-lists with faults 
and with the indefinite answer, as well as features of their op-
timization are described. Ternary questionnaires form a poly-
chotomous questionnaire class, following the binary question-
naire class, and knowledge of working with them opens the 
way to exploring other special types of questionnaires. 

Keywords—technical diagnostics; tracing; identification; 
questionnaire theory; optimization; binary questionnaire; ternary 
questionnaire; optimal questionnaire. 

I.  INTRODUCTION 

For solving tracking and discrete search tasks, which in-
clude the technical diagnostics tasks of automation devices 
and computers [1, 2] often use a single mathematical instru-
ment of the questionnaire theory [3, 4].  

As applied to the technical diagnostic tasks, 
the questionnaire theory involves the description 
of the diagnostic algorithm using questionnaires – tree-
oriented weighted graphs [5]. The theory main tasks is to 
obtain the best questionnaire for a criterion. Such signs may 
include the event identification average time in the diagnos-
tics algorithm, the procedure implementation average cost, 
the diagnostic efficiency average value. Among the many 
questionnaires corresponding to the diagnostic algorithms, it 
is required to find one or several questionnaires that are op-
timal according to the chosen criterion. 

For solving the questionnaire optimization task using ac-
curate and approximate methods based on the enumeration 
operations [3, 4]. The optimization method is selected based 
on the questionnaire structure analysis and the features of the 
nodes. Vertices correspond to checks and identifiable events 
in the diagnostic algorithm. Questionnaires may be different 
in their appearance trees. Binary questionnaires are widely 
used – in such questionnaires, each question has two out-

comes corresponding to two different answers “yes” and 
“no” (“1” and “0”, “identified” and “not identified”) [6 – 9]. 
Binary questionnaires are the main and simplest question-
naire type. For some tasks, other questionnaire types are 
used, where the outcomes are interpreted with many events 
[10, 11]. 

As is known in [3, 4], any questionnaire can be easily 
converted to binary. Such a conversion will lead to an in-
crease in the number of questions in relation to the original 
questionnaire. For some tasks, this is not critical, and for 
some, it has a negative effect. For example, if solving a tech-
nical diagnostics tasks, there is a limit on the procedure max-
imum duration, a non-binary questionnaire may turn out to 
be a more effective then binary. 

This paper is devoted to presenting the results of a study 
of this questionnaire type, in which each question has three 
outcomes. Such questionnaires are named by the authors by 
ternary questionnaires. In addition, the authors consider spe-
cific types of questionnaires, such as questionnaires with 
faults and with indefinite answers (with don’t cares).  

II.  QUESTIONNAIRES: REPRESENTATION, CLASSIFICATION, 
OPTIMIZATION 

As mentioned earlier, the questionnaire is a tree-oriented 
graph. There are no cycles in this graph. The questionnaire 
type is determined by the peculiarities of its nodes. Nodes in 
the questionnaire can have outgoing arcs, only an incoming 
arc (in the tree graph it is always the same) or both. The first 
and third types of nodes correspond to the root question and 
intermediate questions, and the second to the identified 
events. The questions set = , , . . . ,  is intended to 
divide among themselves the identifiable events sets = , , . . . , . Each question ∈  divides the 
events sets X into some non-intersecting subsets — answers 
or outcomes of question yi. The number of such subsets is 
determined by the base α(yi) of the question ∈  – the 
number of arcs emanating from the corresponding node. 
Questionnaires can also be given in the matrix form like the 
questionnaire check-list [6, 7], in which the identified events = , , . . . , , are placed by columns, and the availa-
ble questions = , , . . . ,  are arranged in rows to 
solve the separation tasks. At the row and column, intersec-
tion indicates the event belongs to one or another outcome of 
the question. 

If all the questions in the questionnaire have the same 
number of outcomes, then such a questionnaire is called ho-
mogeneous. If the base of at least one question differs from 
the base of the remaining questions, then the questionnaire is 
heterogeneous [12]. Homogeneous questionnaires can be 
divided into classes that correspond to the same grounds: 
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binary questionnaires, for which ∀ ∈ = 2 
(they are also called dichotomous questionnaires), and poly-
chotomous questionnaires, for which ∀ ∈ > 2. 

Definition 1. The ternary questionnaires are the ques-
tionnaires for which: ∀ ∈ = 3.      (1) 

Binary questionnaires and methods for their optimization 
have been studied quite well and are widely used in practical 
tasks [6 – 9]. Ternary questionnaires are the next most com-
plex type of polychotomous questionnaires. 

The nodes in the questionnaire are weighted, and some 
weight functions ω(yi) and ω(xj), correspond to them, where ∈  and ∈ . If the weight function value is constant, 
then we can assume that it is a question weight coefficient. 
The weight coefficients values are determined and fixed, 
which allows them to be normalized relative to the identified 
events set or given by probabilities of an event: = ∑ .      (2) 

Where  ∑ = 1. 
For each question, the weighting coefficient value is the 

outcomes weights values sum. 

Certain c(yi) ∈  numbers are assigned to all ques-
tions, both root and intermediate nodes of the questionnaire, 
corresponding to their absolute or relative value. The issue 
cost in the technical diagnostic tasks can correspond to the 
test time, the implementation costs, the test final effective-
ness, etc. 

For each questionnaire, the average cost the identifying 
event sets = , , . . . , , called the questionnaire im-
plementation cost, can be determined: = ∑ .      (3) 

Different questionnaires may have different meanings 
of the implementation cost. The questionnaire theory main 
task is to find the questionnaire optimal implementation cost 
value by criterion C, for which = . Methods for opti-
mizing questionnaires are determined based on the question-
naire type and are described in [3, 4, 7]. Such methods in-
clude such popular optimization methods 
as “The branch and bound method” [13] 
and “The dynamic programming method” [14]. 

 
Fig. 1. The questionnaires classification. 

For solving the events identification tasks = , , . . . ,  are minimally needed the number of 
Ymin questions. The number of Ymin is determined by the 
question bases. For example, for binary questionnaires, this 
number is equal to = ⌈ ⌉ , and for ternary 
questionnaires it is – = ⌈ ⌉  then m – the num-
ber of identifiable events, ⌈...⌉ – it means integer on top of the 
calculated value. Thus, the non-redundant question sets Y is 
set as | | ≥ . If | | = , the questionnaire is called 
compact, otherwise it is non-compact. 

In conclusion, of the questionnaires, types review and 
their components are present the questionnaires classification 
in Fig. 1. Consider further the ternary questionnaires features 
and their description and optimization.  

III. TERNARY QUESTIONNAIRES AND METHODS FOR THEIR 

OPTIMIZATION 

Each question in the ternary questionnaire has three out-
comes. Conventionally, we denote them by numbers of out-
comes 2, 1, 0, numbering them on the graph from left to 
right. We assign the normalized weighting factors near each 
node in the numbers form, and each question implementation 
cost will be indicated by a number in brackets. In Fig. 2 pre-
sents an elementary ternary questionnaire consisting of one 
question y1, which allows dividing the set = , , . 
The question implementation cost is c(y1), the weight is = + + . 

 
Fig. 2. The questionnaire elements designations. 

Any ternary questionnaire consists of an elementary 
questionnaire set. The one root node of the elementary ques-
tionnaires is the questionnaire root and the all others root 
nodes are the new questionnaire intermediate nodes. Nodes 
in the questionnaire are ranked relative to each other. The 
node rank r is a number characterizing its position relative to 
the nodes corresponding to the root question, equal to the 
number of arcs leading from the questionnaire root node to a 
given node. 

In Fig. 3 presents the ternary questionnaires examples. 
For each, both questionnaires node, the implementation cost 
and weights are indicated. 

Using the formula (3), we determine the implementation 
cost for each questionnaire. 

For the first questionnaire (Fig. 3, a) we have: = 1 ⋅ 1.00 + 2 ⋅ 0.75 + 2 ⋅ 0.35 + 3 ⋅ 0.35 = 4.25. 
For the second questionnaire (Fig. 3, b) we have: = 1 ⋅ 1.00 + 2 ⋅ 0.35 + 2 ⋅ 0.4 + 3 ⋅ 0.25 = 3.25. 
Comparing each questionnaire implementation cost val-

ues, we note that  > . Thus, the diagnostic algorithm 
implemented on the first questionnaire allows identifying 
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events faster than the algorithm implemented in the second 
questionnaire. 

The examples given are abstract. They show question-
naires special cases. In reality, the number of questions need-
ed to solve the fully identifying events tasks of the set = , , . . . ,  may belong to the set ∈ ⌈ ⌉, ⌈ ⌉ + 1, . . . , 3 . However, for differ-
ent events subsets received at each new partition stage, some 
questions may not be effective, that is, not separate events in 
a subset, have two or three outcomes.  

a)                                          b) 

Fig. 3. Ternary questionnaires. 

Definition 2. A fictitious outcome is the question outcome 
with a base = 3, which, when installed, decreases the 
original base value of the question. 

The fictitious outcome will be denoted with the sign of 
the empty set ∅ . A zero-weight value is assigned to its 
node.  

In reality, a questionnaire that has questions with ficti-
tious outcomes ceases to be ternary and becomes heteroge-
neous, including questions with bases = 2 and = 3. The introduction of fictitious outcomes will be 
required later in solving the questionnaire optimization tasks, 
and the “addition” of each question to the question with a 
basis = 3 allows you to save the questionnaire type. 

For example, let the questionnaire contain four questions = , , , , intended to divide the nine events = , , . . . , . The questions ∈  allow you to di-
vide the original set X into the following subsets: = , , ∪ , , ∪ , , , = , , , ∪ , , , ∪ , = , , ∪ , , ∪ , , , = , , ∪ , , ∪ , , . 

We will not ask specific the identified events implemen-
tation costs and weights values. Let's set the questionnaire in 
the questionnaire check-list form (Tabl. 1). 

TABLE I.  THE QUESTIONNAIRE CHECK-LIST 
 

yi c(yi) x1 x2 x3 x4 x5 x6 x7 x8 x9 

y1 c(y1) 2 2 2 1 1 1 0 0 0 

y2 c(y2) 2 2 2 2 1 1 1 1 0 

y3 c(y3) 2 1 0 0 0 2 2 1 1 

y4 c(y4) 2 1 0 2 1 0 2 1 0 

p(xj) p(
x 1

) 

p(
x 2

) 

p(
x 3

) 

p(
x 4

) 

p(
x 5

) 

p(
x 6

) 

p(
x 7

) 

p(
x 8

) 

p(
x 9

) 

 

Each question has three outcomes, but only the root ques-
tion cannot contain a fictitious outcome. All others can be 
questions with two real and one fictitious outcome. For ex-
ample, in Fig. 4 presents two options for questionnaires. The 
first questionnaire (Fig. 4, a) has a design with a node located 
on three ranks. When asking questions on some identified 
events subsets there are fictitious outcomes. The question-
naire belongs to the type of the non-compact question since 
for this question the minimum required several questions for 
the all events separation is = ⌈ 9⌉ . The second 
questionnaire (Fig. 4, b) is compact and has no fictitious out-
comes. 

 
Fig. 4. Samples questionnaire. 
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The questionnaires theory main task is the questionnaires 
optimization by the minimum implementation cost criterion. 
There are various optimization methods that allow obtaining 
accurate results (optimal questionnaires) and approximate 
to optimal ones (quasi-optimal questionnaires). The well-
known exact methods are “the Branch and Bound method” 
and “The Dynamic programming method”, as applied to any 
questionnaire type, described in detail in [3, 4]. These algo-
rithms have exponential complexity and work with a limited 
number of identifiable events (as a rule, up to 30 ... 35, as 
they are brute force methods). Approximate methods make it 
possible to obtain questionnaires with an implementation 
cost that is close to the minimum [7]. Consider one of these 
methods – the root question method, described and studied in 
[6, 7] for binary questionnaires. 

IV. THE ROOT QUESTION METHOD 
FOR TERNARY QUESTIONNAIRES 

Any optimization methods associated with the procedure 
for checking the cost of issues. The following theorem is 
known, which characterizes the optimal questionnaire [3, 4]. 

Theorem 1. The optimal questionnaire consists of optimal 
sub-questions. 

According to the statement, the optimal questionnaire can 
be constructed by combining the optimal sub-questionnaires 
at each rank. 

Adapt the root question method for use with ternary 
questionnaires. This method involves choosing the first ques-
tion from a question set, root question, based on a reasonable 
analysis of all questions outcomes. The next stage is the se-
quential consideration of the sub-questionnaires obtained for 
each outcome of the root question. Each new sub-
questionnaire is treated as a separate questionnaire and a root 
question is selected for it. If the task is to identify events 
completely, then the root question selection procedures end 
when all events are divided. 

The root question method is based on choosing the best 
question based on the value of the preference function. 

A. Relationship comparison between questions 

The root question method means comparing the questions 
among themselves in terms of the outcomes of subsets ratios. 

Definition 3. A comparison relationship is established be-
tween two questions if for any one of the outcome there is an 
outcome of the opposite question, the events subset of which 
is completely included in the events subset of the question 
under consideration. 

For binary questionnaires, the comparison relationship 
may not always be established, the same applies to homoge-
neous questionnaires with the bases of all questions > 2. 

Consider the comparison relationship possible variants 
between questions in ternary questionnaires. 

To do this, follow these steps. The identified events set = , , … ,  is comparable to a one-dimensional vec-
tor with length m. The question А splits the events set into 
three subsets  ⊂ , ⊂ , ⊂ , belonging to each 
of its outcomes. The question B divides the events set into 
three subsets ⊂ , ⊂ , ⊂ . Each of the out-
comes subsets of questions A and B also associate one-

dimensional vectors with lengths mA,2, mA,1, mA,0 and mB,2, 
mB,1, mB,0. Since the subsets of the outcomes of each question 
are disjoint, , + , + , = , + , + , =. Let questions A and B are in relation to the comparison, 
that is, they satisfy the conditions of Definition 3. Let us es-
tablish what these relations can be. 

Since we have assumed that questions A and B are in re-
lation to comparison, the subsets ⊂ , ⊂ , ⊂  
should separately have intersections with the subsets ⊂ , ⊂ , ⊂ , which completely include certain 
events corresponding to a particular outcome. Since the ques-
tions are different, all the subsets of their outcomes cannot be 
equal. For simplicity, we suppose that the comparison rela-
tions are established by the same outcome of both questions 
and the subsets  and ,  and ,  and  are com-
pared to each other. Thus, , ≠ , , , ≠ ,  and , ≠ , . 

Consider the case when one of the considered pairs is the 
same, for example, a subsets pair  and . 
Than , = , . It follows that , + , = − ,  
and , + , = − , , or that  , + , = , + , . It follows that between the like 
outcomes two types of relationships can be established in 
which: 1) , > ,  and , < , ; 2) , < ,  
and , > , . They are depicted in Fig. 5. There are no 
other cases where the same-named outcomes of questions 
give the same subsets of identifiable events, does not exist. 

 
Fig. 5. Comparison relations for questions with equal subsets of similar 
outcomes. 

Consider the case when there are no equal subsets for the 
outcomes of the same name. In this case, when , > ,  
and , < ,  there are several variants of relations: 
1) , > ,  and , < , ; 2) , < ,  and , > , ; 3) , > ,  and , > , ; 
4) , < ,  and , < , . This case is depicted in              
Fig. 6. 

There is another, third, relations variant in which the one 
subset of the question A outcomes includes the two outcomes 
subsets of question B, and the other question A two outcomes 
are fully included in the third question B outcome (Fig. 7).  
This case is described by comparing the lengths of the vector , = , + , , , = , + , . 

The analysis shows that there are no other correlations 
variants between the outcome’s subsets of two comparable 
questions. Questions that cannot establish comparison rela-
tionships are incomparable. 

Other relationships variants between ternary questions 
outcomes subsets are possible, but all of them can easily be 
reduced to the cases considered. 

292 2019 IEEE EWDTS



 

 

 
Fig. 6. Comparison relations for questions with unequal subsets of similar 
outcomes 

 
Fig. 7. Comparison relations for questions with fully included events 
of two outcomes in one outcome of the opposite question. 

In Fig. 8 are examples illustrating the various comparison 
relationships between two ternary questions. 

 
Fig. 8. Questions that are in a comparison relationship. 

B. Preference function 

If the questions in the questionnaire are comparable, then 
you can specify the most preferred option between the ques-
tions being compared. Preference is determined by consider-
ing the events weight and the implementation costs.  

Definition 4. Question A is preferable to question B 
( ≺ ), if, when asking the first question A, and the second 
question B, the final questionnaire implementation cost will 
be less than in the opposite case. 

To assess the preference of one question over another in 
the questions pair A and B, the preference function Φ. is in-
troduced. This function is determined by considering the 
implementation costs and the weight of the events for each of 
the questions outcomes in the ratios defined between them. 
Let define these relations. 

Let question A to be selected as the first question. It di-
vides the full events set = , , . . . ,  into three dis-
joint subsets ⊂ , ⊂ , ⊂ . Question B is asked 
second and breaks the full events set = , , . . . ,  into three disjoint subsets ⊂ , ⊂ , ⊂ . This questions pair in relation to compari-
son, presented in Fig. 9.  

 
Fig. 9. Question A and B. 

Consider the various relations of comparison between the 
ternary questions and establish a number of regularities for 
them. These patterns are inherent in all other comparisons 
variants of questions, taking into account the features of each 
of the outcomes subsets of each question. 

Consider the case when any two outcomes subsets 
of different questions are equal. For example,  and . 
Two previously identified relationships versions between 
subsets of other question outcomes appear. These cases cor-
respond to the relations between the lengths of the one-
dimensional vectors corresponding to the outcomes subsets: 

1) , > ,  and , < , ; 
2) , < ,  and , > , . 

Let , > ,  and , < , . If question A is asked 
first, then posing question B on the events set off the third 
outcome is meaningless (Fig. 10). 

This is explained by the following facts. If ⊃ , then 
posing question B will not give a new split of events on a 
given events subset. Thus, the only effective way to further 
“crush” the identified events subsets is to pose question B on 
a events subset . In this case, since ⊂ , posing ques-
tion B will split the subset  into three subsets: ∅, , \ . Note that the first outcome subset when asking ques-
tion B after question A gives an empty subset of identifiable 
events. This is a bogus outcome. 
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Fig. 10. Sequential formulation of questions A and B. 

The opposite way of asking questions is considered in a 
similar way: first, question B, and then question A (Fig. 11). 

 
Fig. 11. Sequential formulation of questions B and A. 

If ≺ , then the first questionnaire implementation cost 
(Fig. 10) should be less than the second questionnaire im-
plementation cost (Fig. 11). 

Using the expression (3), we determine the first and sec-
ond questionnaires implementation costs. In this case, the 
question implementation cost for splitting the subsets of each 
outcome will be denoted as  and , 
where ∈ 0,1,2 .  

For the first questionnaire we get: = 1 ⋅ + + + + + \ + ∑ ∈ ,   (4) 

where c(A), c(B) – A и B implementation costs;  
and , ∈ 0,1,2  –  и  sub-questionnaires im-
plementation costs. 

For the second questionnaire we get: 

Questionnaire implementation cost QBA calculated: = 1 ⋅ + + + + + \ + ∑ ∈ .    (5) 

Determine the costs difference CAB and CBA:  

Δ = − = = 1 ⋅ + + + + \ + ∈ − 
− 1 ⋅ + + + + \ + ∈ = = − + \ − \ + + ∑ ∈ − ∑ .∈    (6) 

Expression (6) can be simplified, since  \ = \  
(As follows from the considered case ratios subsets , =, , , > ,  и , < , ). 

Then 

Δ = − = = − + ∑ ∈ − ∑ .∈  (7) 

From (7) it follows that the inequality Δ < 0, which 
characterizes the preference of question A over question B, 
is fulfilled under the condition: + ∑ ∈ < + ∑ ∈ .  (8) 

Introduce the preference function: 

Φ , = ∑ ∈∑ ∈ .    (9) 

If Φ(A,B)<1, question A is preferable, otherwise 
question B. If Φ(A,B)=1, the questions are equivalent. 

Example 1. Determine the preference function value for 
the above case (Fig. 10 and Fig. 11), taking into account the 
questions implementation costs and weights: c(A) = 2.5; 
c(B) = 2.3; p(x1) = 0.12; p(x2) = 0.1; p(x3) = 0.15; p(x4) = 
0.19; p(x5) = 0.11; p(x6) = 0.16; p(x7) = 0.17. 

In Fig. 12 illustrates Example 1 conditions. 

 
Fig. 12. Questionnaires example 1. 

The preference function value, defined by the formula (9) 
is equal to: 

Φ , = 2.5 + 2.3 ⋅ 0.452.3 + 2.5 ⋅ 0.48 = 3.5353.5 = 1.01. 
Φ , > 1, which means that ≺ .  

By analogy with the above reasoning, expressions are de-
rived that characterize the preference ratios for the second 
and third cases of the relationship between the questions. 

Consider these cases and the rationale for the choice of 
expressions for calculating the functions of preference for 
them by examples. 

Example 2. Define an expression describing the coeffi-
cient of preference for two questions A and B: = , ,  = , , , , = , , = , , , = , , = , , . 

Solve the tasks in general.  
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We consider the second case of the comparison relation-
ship because ⊂ , ⊃ , ⊂ . The illustration 
for the example in question is shown in Fig. 13. 

 
Fig. 13. Questionnaires example 2. 

The first questionnaire implementation cost is calculated 
as: = 1 ⋅ + + + \ + + + \ + ∑ ∈ .  (10) 

The second questionnaire implementation cost is calculated 
as: = 1 ⋅ + + + \ + + + \ + ∑ ∈ ∪ . (11) 

From (10) and (11) follows: 

ΔС = − = + ∈ − 

− + ∑ ∈ ∪ .  (12) 

The preference function, in this case, is written as: 

Φ , = ∑ ∈∑ ∈ ∪ .    (13) 

In the numerator and denominator of expression (13), 
events weights are summed by those outcomes of questions, 
the subsets of which include the subsets of the corresponding 
outcomes of the compared question: ⊂ , ⊃ ,  ⊂ . 

Example 3. Find a general expression for calculating the 
preference function for the third type of comparison relations 
using the example of two questions A и B: = , , , = , , , = , , = , , = , = , , , , .  

From the partitioning classes, obviously, that: 
 = ∪ , and = ∪ . In Fig. 14 depicts rele-
vant options for asking questions. 

Writing down the implementation cost both question-
naires Fig. 14, we get: = 1 ⋅ + + + + + + ∑ ∈ .  (14) 

 

= 1 ⋅ + + + + + + ∑ ∈ .  (15) 

 

 
Fig. 14. Questionnaires example 3. 

Subtracting (14) from (15), we get: ΔС = − = + ∈ − 

− + ∑ ∈ .               (16) 

Where the preference function is determined by the ex-
pression: 

Φ , = ∑ ∈∑ ∈ .    (17) 

In the numerator and denominator of expression (17), 
there are sums of event weights by those outcomes of ques-
tions, the subsets of which contain the subsets of the corre-
sponding outcomes of the compared question. This is similar 
to expressions (9) and (13). 

Based on the above reasoning, one can speak of the uni-
fied nature of formulas (9), (13) and (17). 

Theorem 2. The preference function value for two ques-
tions A and B, regardless of the comparison relationship type 
established, is determined by the formula: 

Φ , = ∑ ∈∑ ∈ ,    (18) 

where c(A), c(B) – are the questions A and B implementa-
tion costs, respectively; ∑ ∈  – is the sum of the 
identified events weights that are included in the subsets of 
the question A outcomes, which fully include the compared 
question B events subsets; ∑ ∈ – similar to the previ-
ous one. 

2019 IEEE EWDTS 295



C. The root question selection 

To select the root question, we need to compare  =  questions with each other in pairs. In addition, it 
is necessary to calculate the preference functions values. 
Moreover, to select the best question, it is convenient to 
build a special preference graph. 

Definition 5. A questionnaire preference graph is a di-
rected graph in which vertices correspond to questions, and 
the directions of arcs indicate the most preferred question 
from any questions pair. 

After the preference graph for the analyzed questions set 
is constructed, it is analyzed. The analysis is associated with 
the choice of the question to which all arcs lead to the top. 
This can be done in the absence of cyclic paths in the prefer-
ence graph. In the presence of such, a root question close to 
the best variant is selected. The choice of the root question, 
therefore, becomes similar to how it is done for binary ques-
tionnaires   [6, 7].  

After the initially identified events = , , . . . ,  
set is divided into three subsets, proceed to solve the task of 
separating the events of each of the subsets. To do this, from 
the questions set = , , . . . ,  choose those questions 
that make sense for the corresponding events subset. Then 
preference graphs are constructed for each such questions 
subset and the root question is selected again.  

The procedures are repeated until all identifiable events 
are separated into the questionnaire. 

D. Optimization algorithm 

The optimization algorithm for ternary questionnaires, 
derived from the root question method, contains the follow-
ing items:  

1. Pairwise comparison of questions is carried out. 
2. Determines whether it is possible to establish 

relationships between all questions? If not, then another 
optimization method is selected, if yes – the transition to the 
next item of the algorithm is performed. 

3. Pairs of questions are formed. 
4. For each pair, a preference function ,  is 

determined and the most preferred question is set. 
5. Construction a preference graph. 
6. The preference graph is analyzed, and the root 

question is selected. 
7. The root question is set, and the initial set of events is 

divided into subsets.  
8. The resulting subsets of the identified events are 

analyzed, and questions are identified that have meaning for 
each of them. 

9. Are all identifiable events separated? If not, then steps 
3–8 are repeated for each of the subsets of unshared events. 
If yes, then the required questionnaire is built. 

10. End of the algorithm. 
The main steps of this algorithm are related to defining 

comparison relations for each questions pair, calculating the 
preference function Φ(A,B) value for each question pair A 
and B, building the preference graph and choosing the root 
question. These procedures are performed sequentially from 
the separation of the full events set to the separation of each 
of the resulting subsets. 

V. AN EXAMPLE OF OPTIMIZING THE TERNARY 

QUESTIONNAIRE 

Many questions = , , ,  are asked, allowing 
us to separate nine events of  = , , . . . , . Baseline 
data, including the identified events weighting coefficients 
and the questions implementation costs, are given in matrix 
form (Tabl. 2). It is required to solve the task of constructing 
an optimal questionnaire. 

TABLE II.  QUESTIONNAIRE  CHECK-LIST FOR THE ORIGINAL 
QUESTIONNAIRE 

 

yi c(yi) x1 x2 x3 x4 x5 x6 x7 x8 x9 

y1 2 0 0 0 0 1 2 2 2 2 

y2 3 0 0 0 1 1 1 2 2 2 

y3 4 0 0 1 1 1 1 1 2 2 

y4 5 0 1 1 1 1 1 1 1 2 

p(xj) 0.01 0.01 0.05 0.2 0.4 0.3 0.01 0.01 0.01 

 

Following the optimization algorithm, we construct a 
preference graph (Fig. 15). 

 
Fig. 15. Preference graph for the example in question. 

Calculate the inequality for each pair of comparable is-
sues Tabl. 2. Determine the value of preference functions for 
questions y1 and y2: 

Φ , = + ∑ ∈+ ∑ ∈ = = 2 + 3 ⋅ 0.13 + 2 ⋅ 0.4 = 0.61. 
Since the value of Φ , < 1, the question y1 is pref-

erable to the question y2: ≺ . 
Similarly, we conclude the following: ≺ , ≺ , ≺ , ≺ , ≺ . 
All questions that are in a comparison relationship can be 

summarized into one preference graph (Fig. 16). The arcs in 
the graph indicate a pairwise comparison of the questions; 
moreover, the arc is at the top of the question yi, which is 
preferable to the question yj. From the preference graph, the 
root question should be the question y1. 

 
Fig. 16. Preference graph. 

Perform the first partition of the events original set 
(Fig. 17). 
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Fig. 17. The root question for the questionnaire under construction. 

Now consider the resulting subsets , , ,  and , , , . Define the root question for each of them. 

All three remaining questions make sense with respect to 
the first and second subsets. Calculations show that the 
choice of the same question y2 is most preferable. The 
questionnaire takes the form shown in Fig. 18. 

 
Fig. 18. Sub-questionnaire with the first two ranks questions. 

Considering the subsets , ,  and , , , we 
note that they are split by questions y3 or y4. In both cases, 
the question of y3. is preferable. The resulting two-element 
subsets in the next stage are split by the only remaining ques-
tion y4. The result of the optimization is shown in Fig. 19.  

The optimal questionnaire implementation cost is: 

= = 2 ⋅ 1.00 + 3 ⋅ 0.27 + 3 ⋅ 0.33 + +4 ⋅ 0.07 + 4 ⋅ 0.03 + 5 ⋅ 0.02 + 5 ⋅ 0.02 = 4.40. 

 
Fig. 19. Optimal questionnaire. 

The given optimal questionnaire is obtained by using the 
branches and boundaries method and the dynamic program-
ming method. 

 

VI. TERNARY QUESTIONNAIRES WITH FAULTS 

Polynomial Consider a special type of ternary question-
naire, the responses of which may contain faults. 
In this case, the initial set of events = , , . . . ,  is 
divided into subsets of  ,  и : ∩ = , ∩ = , ∩ = . (19) 

At least one of the intersections subsets of the outcome’s 
subsets ,  or  should not be empty, which is ex-
pressed by the condition: = ∪ ∪ ≠ ∅.   (20) 

Formula (20) implies that for any event ∈ , the 
question outcome yi is ambiguous. Depending on which of 
the subsets ,  or  are non-empty, it is possible to 
determine between which outcomes ambiguity arose. If there 
is no reservation as to between which outcomes of the ques-
tion errors are possible, and we are talking about faults in 
general, then in order to designate the events included in the 
intersections of the ,  or  we can enter the designa-
tion «×». Thus, the questionnaire check-list element =×  than ∈ . 

An example of a questionnaire check-list, including ques-
tions with faults, is given in Tabl. 3. 

TABLE III.  TERNARY QUESTIONNAIRES CHECK-LIST WITH FAULTS 

yi c(yi) x1 x2 x3 x4 x5 x6 x7 

y1 c(y1) 2 2 × 1 0 0 0 

y2 c(y2) 2 1 0 × × 1 1 

y3 c(y3) × 1 0 2 1 0 × 

y4 c(y4) 2 × 0 0 1 2 0 

y5 c(y5) × × 0 2 1 0 2 

y6 c(y6) 0 1 1 0 2 2 2 

p(xj) p(x1) p(x2) p(x3) p(x4) p(x5) p(x6) p(x7) 

 
A questionnaire is logically complete if it can be con-

structed with a questionnaire that distinguishes all events 
provided that any pair of ,  events is divided into dif-
ferent subsets with at least one question yi. This condition 
can be written as follows: ∀ , ∈ | : ∃ : ∈ & ∉  . (21) 

To assess the logical completeness of the questionnaire 
check-list use the difference matrix [4]. 

The difference matrix is the n by , Boolean matrix 
 which elements = 1 in case if question yi 

distinguishes a couple of events , , that means: = 1 ⇔ ∈ & ∉ .  (22) 

The index k is the question number, the indices j1 and j2 – 
are pairs of shared events. 

If all matrix columns  contain at least one a 1, 
then the questionnaire check-list is logically complete. 
If a pair of events ,  is not distinguished by the ques-
tion, then the column will remain with zeros. 
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To build a difference matrix in the absence of faults in 
the answers, a ternary logic function would be appropriate, 
given by the truth table (Tabl. 3). This function = 1  if the 
ternary variables ≠ . This function performs a compari-
son operation:  = . 

The function described above needs to be added due to 
the presence of questions with faults since the fourth type 
appears for the outcomes – the wrong answer «×». Define 
the comparison operation so that the condition is met: = ×= 0.    (23) 

TABLE IV.  BOOLEAN ALGEBRA FUNCTION 
FOR CREATING A DIFFERENCE MATRIX 

a 
b 

2 1 0 

2 0 1 1 

1 1 0 1 

0 1 1 0 

 
An analysis of a given questionnaire (Tabl. 3) showed 

that it is logically complete. 

Using the comparison function allows you to build a dif-
ference matrix and establish the questionnaire completeness. 
Using the difference matrix, one can estimate the question-
naire redundancy. If it is possible to remove any question 
from it while preserving the completeness, then the question-
naire is redundant. The description of procedures for evaluat-
ing redundancy is like the case of binary questionnaires ana-
lyzing redundancy described in [4, 7]. 

Consider the procedure for design a questionnaire using 
the questionnaire check-list in Fig. 20. In this questionnaire, 
there are questions that have the wrong answer. For example, 
let question y2 be selected as the root question. Posing this 
question on a set of events breaks it into three subsets. An 
event for which the possibility of faults is implied is included 
in the subsets of all three outcomes. The subsets are formed  = , , , = , , , ,  and = , , . The set = ,  is included in 
each of the root question outcomes. The subsets  and  
separated by questions y4 and y3. The subset  separated by 
questions y5. These examples are not the only ones that can 
be seen by analyzing a given questionnaire check-list. 
The question y5 on the obtained subset  also, have a 
wrong answer when identifying the event x2. It is included in 
each 
of the outcome’s subsets of this question. The partitioning 
procedure is repeated until all the events that can be divided 
are separated. 

The received questionnaire main feature is the identifying 
possibility of the same event along with several routes 
in a column at the same time. Also, the difference is the 
number of the possible questionnaire which significantly 
increases due to the presence of different identification op-
tions for the same event. 

Changing the questionnaire regarding its usual form, 
when each event is identified by a separate route, leads to the 
need to change the method of determining the average im-
plementation costs. 

 
Fig. 20. Ternary questionnaires with faults. 

For each event ∈ , as in [7], we introduce an addi-
tional weighting function , , = 2,1,0, such that: 

, ∈ 0; 1 ;  ∑ , = 1.  (24) 

The function ,  can be assigned a probabilistic meaning: 
the value of ,  is the probability that in the state xj to the 
question yi will be the answer «k». If in practical applications 
situations arise when the answer to a question no probabilis-
tic content has, then we will assume that the outcome of such 
questions is fuzzy sets [15]. In such situations, 
the determinateness degree of the question outcome yi is de-
termined by the values: 

, = , = 2,1,0.   (25) 

The functions values ,  will be the belonging measures 
values of the event xj to k to the end of the question yi. 

Introducing additional weight functions for a subset 
of events ∈ , replace the expression to calculate the 
cost of identifying an event : = ∑ ,    (26) 

where  – identification cost of the set  on the rout 
τ in the questionnaire, а  – event identification proba-
bility  along the route τ in the questionnaire.  

The values  in (25) determined by the formula: = ∏ , .    (27) 

In (27) multiply all quantities ,  for all questions, owned 
route τ in the questionnaire, and the outcomes subset index  
k is determined based on the answer to question yi. If the 
answer to the question is deterministic, then , = 1. 
The questionnaire cost, in this case, can be determined by the 
formula: = ∑ .    (28) 

The formula (28) is an analogue of the formula (3). 
The difference between formulas (3) is that it calculates 
the event identification cost by routes and formula (28) uses 
the average event identification cost obtained 
by formula (27). 

Optimization of questionnaires with questions that have 
faults, is as follows.  
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The original questionnaire, including questions with 
faults, is expanded by introducing three copies of events , , = 2,1,0 for each of the questions yi.  

If there are several questions for which event xj in the 
questionnaire is indicated by «×», then three copies of ,  
 are entered for each of the questions.  

If in the xj state the answer to the question yi was outcome 
«k», then in  states the answers will also be outcomes «k». 

For each new event, normed weighted functions are in-
troduced: , = ∏ , ,  = 2,1,0.  (29) 

where ,  – the probability of answer k to question yτ in 
state xj; K – the number of questions that were not answered 
correctly. 

If the questionnaire is optimized using only the above 
steps, the questionnaire will be optimal and will share all 
entered events , , = 2,1,0, it will not be optimal for the 
initial questionnaire with questions that make faults. In this 
case, the received questionnaire may also include questions 
that share a pair of newly introduced events, copies of some 
event xj. Such questions will not make sense. To obtain an 
optimal solution for the initial questionnaire, it is necessary 
to expand the set of questions  = , , . . . , , by enter-
ing into it a set of imaginary questions , whose number is 
determined by the number of events in the set = , , . . . , , for which there is at least one question 
that makes faults. 

Such questions will not be ternary but will have a base 3 + 1. The value of the element  in the expandable 
questionnaire check-list is determined by the number i  
in the event  , . 

For imaginary questions from the set  the cost is de-
termined to be zero and we agree that the question ∈  
can be asked only if the zero outcomes of the imaginary 
question does not contain a single event: = ∅, ∈ .   (30) 

Further, the optimization of the received questionnaire 
with fault correction by the known methods [4, 7], with the 
only difference that at each stage, for imaginary questions, it 
is necessary to check the condition (30). After the optimiza-
tion procedure is completed, all imaginary questions ∈  
are discarded. 

Previously, the authors considered questionnaires with 
questions allowing for undefined faults. Under these condi-
tions, it is not known which of the three outcomes 

,  or  of any question yi can belong to an event. 
In reality, for a number of questions, there may be a limita-
tion in between what outcomes of each question a fault is 
possible. This simplifies the procedure for determining the 
values in the questionnaire check-list and its adjustment in 
comparison with the method of interpreting any faults as a 
transition to an arbitrary subset of the question outcomes. 

VII. TERNARY QUESTIONNAIRES WITH DON’T CARES 

In a few separating and identifying event tasks, there are 
situations in which the value of a condition is not essential 

for fulfilling a rule. Examples of such tasks are binary deci-
sion check-list [7]. If the physical formulation of the tasks, 
the mathematical model of which is the questionnaire, allows 
an arbitrary deterministic answer, then it is considered unde-
fined and is indicated by “–”. Consider ternary questionnaires 
with undefined answers. As an example, consider the ques-
tionnaire check-list given in Tabl. 5. 

TABLE V.  TERNARY QUESTIONNAIRES CHECK-LIST WITH AN 
INDEFINITE ANSWER 

yi c(yi) x1 x2 x3 x4 x5 x6 x7 

y1 c(y1) 2 2 – 1 0 0 0 

y2 c(y2) 2 1 0 – – 1 1 

y3 c(y3) – 1 0 2 1 0 – 

y4 c(y4) 2 – 0 0 1 2 0 

y5 c(y5) – – 0 2 1 0 2 

y6 c(y6) 0 1 1 0 2 2 2 

p(xj) p(x1) p(x2) p(x3) p(x4) p(x5) p(x6) p(x7) 
 

The questionnaire will be logically complete if for any 
pair of events ,  there exists at least one question yi 
with outcomes determined for this pair, such that both events 
belong to its different outcomes. A questionnaire with unde-
fined answers may turn out to be incomplete but allow for 
the completeness of the outcomes of undefined answers to be 
logical completeness. 

In order to design a questionnaire on a questionnaire 
check-list with uncertainties, it is necessary to arbitrarily add 
them if the questionnaire was logically complete, and to de-
liberately add them, considering the completeness of the 
converted questionnaire. If we are talking about building a 
questionnaire with a minimum implementation cost, the task 
becomes more complicated: a “special” definition of the 
questionnaire is required. 

A questionnaire can be determined by the number 
of ways 3 , where γ – the number of don’t cares. By design-
ing all possible questionnaires and choosing the one whose 
implementation cost is the lowest, we will arrive at the de-
sired result. However, the number of search options is signif-
icant. Even for the example under consideration in table 6, it 
is 3 = 6561. In [7] it is noted that there is no efficient algo-
rithm with polynomial complexity for solving this task there-
fore, the tasks should be solved by approximate methods. 
Consider one of these methods. 

It is necessary to define the questionnaire check-list 
rows, which bear the “–”. For these purposes, a difference 
matrix is constructed. At the same time, when the “–” 
appears in the comparison, a “–” s is placed in the difference 
matrix. After that, the difference matrix is analyzed and 
there are such columns where there are no single values. 
The values at the place of the “–” are determined in such a 
way that there exists at least one question yi separating the 
corresponding pair of events ,  in the difference 
matrix column. If for one question there are several options 
for complementing (several pairs of events), then when 
determining the questionnaire check-list, they try to divide a 
couple of events with the maximum total probability , = + . This approach in [7] for binary 
questionnaires. It also says that this method allows you to 
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get solutions with a quick determination of answers to 
questions. Also, to ensure the design of a questionnaire with 
an implementation cost close to the minimum. 

VIII. CONCLUSION 

Ternary questionnaires that are of the type polychoto-
mous, are a more general case than binary questionnaires. 
Although any questionnaire can be relatively easily convert-
ed to a binary questionnaire, in some tasks this is not re-
quired. Moreover, the binary questionnaire will contain a 
larger number of questions than the corresponding ternary 
questionnaire. Depending on the ternary and binary ques-
tionnaires questions implementation cost, this factor will 
influence the final questions implementation cost. If its value 
is set to a limit, in some cases the use of polychotomic ques-
tionnaires may be justified.  

Ternary questionnaires are the next class of homogeneous 
questionnaires in terms of the basis of the questions. Their 
use and research give the opportunity to further study the use 
of other homogeneous (and considering fictitious outcomes – 
and heterogeneous) questionnaires. 

The proposed optimization algorithm based on the root 
question method makes it possible to obtain the best ternary 
questionnaires at the implementation costs. An optimization 
algorithm based on this method has a polynomial complexity 
estimate [7]. However, this method is not always applicable, 
but only if it is possible to establish comparison relations 
between all the questions in the questionnaire. If a compari-
son relationship cannot be established, the classical branch 
and bound methods and dynamic programming should be 
used to optimize ternary questionnaires. 

The questionnaires application practical side examined in 
this paper is associated with many applications, one of which 
is technical diagnostics. Despite the widespread use of binary 
questionnaires for the construction of diagnostic algorithms 
in several tasks it is necessary to use other types of question-
naires (this is determined by the valid questions) [11]. De-
spite the ease of converting any questionnaires into binary 
questionnaires, the latter have a significant drawback - using 
them to identify the same set of events will require more 
questions than using other types of questionnaires (including 
ternary). Depending on the question’s implementation cost of 
the ternary and binary questionnaires, this factor will influ-
ence the final implementation cost. If its value is set to a lim-
it, in some cases the use of homogeneous (and, by the way, 
heterogeneous) questionnaires may be justified. 
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Abstract— The article considers a mathematical analysis 
and computer simulation of total harmonic distortion (THDf) 
in CMOS differential difference amplifiers (DDA). We have 
presented THDf’s dependence and sensitivity of output voltage 
in typical DDA circuit to input differential stages (DS) limiting 
voltage and their static current mode. We have found, that 
DDA typical circuit’s THDf is significantly worse at microamp 
currents of input CMOS transistors.  

Keywords—differential difference amplifier, input 
differential stage, total harmonic distortion, transfer 
characteristic, limiting voltage, CMOS transistors  

I. INTRODUCTION 
DDA [1-2] are among up-to-date active analog 

components, numbered more than 200 modifications [3-6]. 
They have some advantages in comparison with classical 
operational amplifiers (OPAMP) [7-10]. But this subclass of 
analog component base is not analyzed enough in the context 
of total harmonic distortion’s (THDf) estimation at low 
current consumption [11]. 

The purpose and novelty of the paper are mathematical 
analysis and computer simulation of THDf in CMOS DDA, 
including situations with different static current modes of its 
input differential stages (DS1, DS2). 

II. TERMS OF REFERENCES 
There is a circuit of typical DDA with two input non-

identical (generally) differential stages (DS1, DS2) on Fig. 1  

The circuit includes DS1, DS2, buffer amplifier (BA), 
common negative feedback resistors R1, R2 and balancing 
capacitor bС . The sensors’ output signals are fed to the 
differential input of DS1 (In.1, In.2).  

The output currents of CMOS DS1 and DS2 are 
approximated closely (Fig. 1) by hyperbolic tangent and 
defined by the following formulas: 

lim.1
out.1 V

vthIi 12
01 

lim.2
2 V

vthIi 34
02out.  

where 0201 I,I,V,V lim.2lim.1  are parameters of DS1, DS2 
transfer characteristics (TC) (Fig. 2), when its linear 
piecewise approximation, 12v  is DS1 differential stage’s 
output voltage. In particular case the voltage is the following, 
when variable signals at frequency cf : c1212 f2sinVv  . 

 
Fig. 1. DDA’s functional circuit with non-linear input stages DS1,  DS2. 

 
Fig. 2. Comparison of transfer characteristics (TC) for XFab DS (1) with 
its hyperbolic (2) and linear piecewise (3) approximation.  

The research is made within the Russian Science Foundation Grant 
(Project No. 18-79-10109) 
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There are numerical values of maximum relative error 
max  of TC’s approximation for two CMOS processes, that 

are SG25VD and XFab XB06, on Table 1. 

TABLE I.  CMOS DS’S TRANSFER CHARACTERISTIC’S 
APPROXIMATION ERROR WITH FUNCTION TH X (1) 

 Limiting Voltage 
mV,Vlim.1  

Maximum Relative 
Error 01IImax  

Static Current 01I  
(DS1, DS2), A  

Process SiGe25VD 
1 85 5% 1 
2 105 6% 10 
3 158 9% 100 
4 600 14% 1000 

Process XFab06 
5 105 6% 1 
6 130 7% 10 
7 230 8% 100 
8 600 12% 500 
9 1000 14% 1000 
 

It can be shown, that DDA’s output voltage (Fig. 1) outV  
at hyperbolic approximation is related to input voltage 12v  
by the following non-linear expression: 

.

V
v

thII

V
vthII

ln
2

V
R
R

1v

lim.1

12
0102

lim.1

12
0102

lim.2

2

1
out































 (2) 

Formula (2) allows connecting THDf and DS1 and DS2 
transfer characteristic parameters ( 0201 I,I,V,V lim.2lim.1 ), in 
particular considering their variety. 

III. DDA BASE CIRCUIT’S BASE PARAMETERS’ SENSITIVITY 
FUNCTION 

There is a practical interest to define DDA’s (Fig. 1) 
sensitivity to change of DS1, DS2 input differential stages’ 
TC's base parameters. According to the classical definition of 
sensitivity [12] it is: 

   
 xF
x

dx
xdFS xF

x 


By rearrangement of equation (2) one deduces, that the 
sensitivity outV  to parameter 01I  is the following: 
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Similarly, the current 02I  sensitivity outV  is : 
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The sensitivity outV  to limiting voltage lim.1V  of first 
input stage DS1 is: 
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The sensitivity outV  to limiting voltage lim.2V  of DS2 

second input stage DS2 is: .1S out
2.lim

V
V   

The numerical computer simulation of the above 
sensitivity functions (Fig. 3, Fig. 4) has shown, that DDA 
with architecture of Fig. 1 at low limV  is characterized by 
increased influence of DS1, DS2 ( 0201 I,I,V,V lim.2lim.1 ) 
transfer characteristics’ parameters’ nonidentity to 
dependence  inout VfV  . 

 
Fig. 3. Sensitivities outV  to I01 and I02 current change. 

One has obtained, the curves (Fig. 3) of sensitivity 

functions out
01

V
IS  and out

02

V
IS , when V1VV 2.lim1.lim  , 

V1V12   and current deviations A300II 0201   
relative to each other are up to 20% correspondently. So even 
a little change of DS1 input stage current 01I  relative to 
other DS2 input stage current 02I  (and conversely) leads to 
significant increase of sensitivity outV  to changeable i0I , 
where i is input stage number. 

There is a dependence of sensitivity function out
1.lim

V
VS  to 

voltage change lim.1V  ( V2V5.0  ) at V1V12  , 
V1V 2.lim  , A300I01  , A270I02   on Fig. 4. The 

graph of Fig. 4 shows, that a parameter lim.1V  decrease, that 
is lower than input signal amplitude value 12V , leads to 
significant increase of sensitivity outV  to lim.1V . 
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Fig. 4. Sensitivity outV  to change of parameter lim.1V . 

IV. DDA TOTAL HARMONIC DISTORTION IN DDA BASE 
CIRCUIT 

The equation (2) allows getting a dependence of THDf 
circuit (Fig. 1) total harmonic distortion from signal input 
amplitude 12V  at different relations 0201 II  and limiting 
voltages lim.1V , lim.2V : 

Situation 1. Suppose V2.0VV  lim.2lim.1 , 
kHz1fс   (input signal frequency), 1DA  (closed DDA 

gain), A300I01  . There is a THDf dependence on 
amplitude 12V  at A297I02  , that is the deviation from 

01I  by 1% on Fig. 5. The dependence is marked by “+”. 
There is a THDf dependence on amplitude 12V  at 

A270I02  , that is the deviation from 01I  by 10%. It is 
marked as “o”. 

 
Fig. 5. THDf dependence on amplitude U12, situation 1. 

Situation 2. Suppose, limiting voltages 
VVV lim.2lim.1 2 , kHz1fс  , 1DA  (DDA gain with 

100% feedback), A300I01  . There is a THDf 
dependence on amplitude 12V  at A297I02  , that its the 
deviation from 01I  by 1% on Fig. 6. The dependence is 
marked with “+”. There is a THDf dependence from 
amplitude 12V  at A270I02  , that is deviation from 01I  
by 10%. It is marked with “o”. 

 

 
Fig. 6. THDf dependence on amplitude U12, situation 2. 

So there is a significant decrease of THDf sensitivity in 
DDA circuit (Fig. 1) to current ( 0201 I,I ) nonidentity and 
limiting voltages  lim.2lim.1 VV , when limiting voltages (of 
the order of 2 V) are higher. 

V. DDA CMOS DS1, DS2 STATIC MODE’S INFLUENCE ON 
HARMONIC DISTORTION 

The peculiarity of DDA on CMOS transistors is that their 
limiting voltages decreases to tens of millivolts at low static 
current [13-15]. The computer simulation of DDA CMOS 
THDf (Fig. 7) at low current and high current modes DS1 
and DS2 (Fig. 8) has shown, that DDA output voltage 
spectrum (Fig. 7) is significantly enhanced in the circuit 
(Fig. 1) at micro-mode.  

 
Fig. 7. CMOS XFab06 DDA with two input stages DS1, DS2. 
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a) 
    

 
 

b) 

Fig. 8. TDHf dependence on input voltage amplitude 12V  at different 
static currents of DS CMOS DDA (Fig. 7). 

VI. RESULTS AND DISCUSSION 
In order to provide small THDf during designing of 

analog interfaces with architecture of Fig. 1, one must select 
DS1, DS2 input stages circuitry, which should have high 
values of limiting voltages. Considering significant influence 
of DDA CMOS differential stages’ static current, it is not 
recommended to apply micro-mode of CMOS field 
transistors in DS1, DS2 circuits. 

VII. CONCLUSION 
We have shown that there is a significant influence of 

static mode of current for input differential stages and their 
base parameters’ variation I01, I02, Vlim.1, Vlim.2. on numerical 
values of DDA CMOS THDf in typical circuit. 

The micropower DDA CMOS cannot have low values of 
THDf. To eliminate this contradiction, it is required to use 
local negative feedback resistors in differential stages (DS1, 
DS2), which extend their linear operating range. But in this 
case other DDA parameters (gain, common mode rejection 
ratio etc.) are significantly degraded. There is a need of 
special circuitry for DS1, DS2. 
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Abstract— Based on the analysis of the existing schemes and 

measuring instruments of high temperatures GTE, the article 

proposes an intelligent system using the developed design of a 

thermistor made of tungsten-rhenium wire, allowing its 

installation on the jacks of previously used thermocouples. The 

calculations of the thermistor, taking into account the dependence 

of the resistivity change and temperature coefficient of resistance 

on temperature. Using the conversion functions, the optimal value 

of the output frequency of the measurement system for 

transmission over a two-wire communication line with high noise 

immunity is calculated. 

Keywords— high temperature, thermistor, phasing chain, 

frequency, microcontroller 

I. INTRODUCTION  

Gas turbine engines (GTE) are widely used not only in 
aviation, where they are the main power plants of aircraft, but 
also in the gas industry [1] as gas compressor units. The gas 
temperature before the GTE turbine is one of the main 
parameters that determine the traction characteristics and engine 
life. Both direct and indirect methods are used to measure 
temperature. Direct measurement methods involve the use  
of temperature sensors, which thermoelements are usually used. 
Design problems of such sensors are connected [2] with the 
choice of heat-resistant materials and reducing the size. Indirect 
methods of measuring the temperature of the gas is also called 
the method of calculating the temperature. The calculation of 
temperature consists in measuring various parameters of the gas 
turbine engine, for example, the rotor speed and its derivative, 
and in determining the gas temperature on the basis of these data 
using high-speed calculators. Static errors of GTE model 
realization by gas temperature are typical for this method [3]. 

II. A REVIEW OF EXISTING METHODS OF MEASURING GTE 

HIGH TEMPERATURES  

To date, tungsten-rhenium thermocouples [4] BP 5/20 are 

widely used to measure high temperatures (more than 2000 °C), 

allowing to control the temperature up to 2500 °C. 
When measuring the signal at the level of microvolts, 

interference from electric and magnetic fields [5] becomes a 
problem, which is solved by twisting a pair of thermocouple 
wires or using a shielded cable or laying wires in a metal tray, 
which is a protective screen. 

 The measuring device must provide signal filtering either 
at the hardware or software level, with intensive suppression of 
the network frequency and its harmonics. Figure 1 presents the 
scheme of measurement of GTE temperature by thermocouples. 

 

Fig. 1. The scheme of measurement of GTE temperature by thermocouples 

The study has been carried out at the expense of the grant from the Russian 

Science Foundation (Project  No. 16-19-00122-P). 
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When using platinum thermistors [6] Pt (385), which have 
the temperature measurement range minus 200 °C to 850 °C,  
it is necessary to use a variety of three-wire or four-wire bridge 
circuits, which greatly complicates the circuit when measuring 
the temperature field with a large number of thermistors. Figure 
2 shows examples of (a – two-wire, b – three-wire, c – four-
wire) bridge circuits for measuring temperature at one point of 
the controlled object. 

 
Fig. 2. The schemes of inclusion of a thermistor in the bridge circuit 

III. PURPOSE THE STATEMENT OF THE RESEARCH PROBLEM 

The creation of intelligent temperature sensors, in which are 
integrated functional converters and microcontrollers, makes  
it possible to process information in the sensor by a certain 
algorithm. In addition, it is possible to introduce correction, 
linearization of the transmission characteristics of the measured 
values in digital form. As a result, their actual metrological 
characteristics are significantly higher than the characteristics 
of traditional sensors. It contributes to the development and 
implementation of advanced gas turbine engine temperature 
measurement methods that require significant computational 
processing implemented in the sensor's microcontroller.  

Based on these methods, sensors allow: 
- to simplify the design requirements of the measurement 

object, which extends the use of sensors in different places and 
reduces the cost of their installation; 

- to use new methods and principles of measurement that 
require quite complex computational processing of output 
signals; 

- to make corrections for changes in resistivity and 
temperature coefficient of resistance from temperature; 

- to process the information and give the current values of 
the measured value in the specified units. 

The aim of the study is to improve performance and noise 
immunity, reduce computing operations and simplify the 
design of the sensor. 

The objective of the study is to create a new method for 
continuous measurement of GTE gas temperature using the 
developed design of the thermistor and making automatic 
corrections to the coefficients depending on the temperature of 
the gases, providing high accuracy of measurement and output 
of current parameters in units of temperature.  

 

IV. DEVELOPMENT OF A METHOD FOR MEASURING  

THE AVERAGE GTE GAS TEMPERATURE 
Particular interest is the use of high-temperature tungsten-

rhenium thermistors from tungsten with rhenium content  

of 20%, which have [7] high sensitivity. They can be used for 
multiple up to 2300 and short-term [8] up to 2800 temperature 
field measurements.  

To simplify the process of measuring high temperatures,  
it is proposed to use a multi-link RC-generator [9] with the 
required number of thermistors installed on the jacks of 
thermocouples.  

The design of tungsten-rhenium thermistor using 
thermocouple manufacturing technology [4] is shown in figure 
3. 

 

 
Fig. 3. The design of tungsten rhenium thermistor 

Tungsten-rhenium thermistor is a thermal converter with a 
sensitive element 3 of tungsten-rhenium wire TR-20, placed in 
a housing 6 with a sealed cover 5 filled with inert gas (argon), 
providing protection of the thermistor. 2 – electron beam 
welding, 4 - electrical insulation, 7 – threaded fitting, 8 – glue 
filling, 9 – terminal box. 

Molybdenum cover 1 is covered with a MoSi2 and has a 
working life of up to 1000 hours.  

Consider, as an example, the calculation of the parameters 
of the phasing RC-chain (PC) of the system for measuring the 
average temperature of GTE gas with the required number of 
thermistors, for example eight (Fig. 5), according to the method 
[9]. To meet the conditions of generation of the RC generator it 
is necessary to perform the phase balance and the amplitude 
balance. In accordance with table 1, we define the real part [10] 
of the transformation function (TF) of the PC, which is equal to 
Re𝐾16 = 21,55. Therefore, the amplifier gain should be greater 
than 21.55. 

 

 
Fig. 4. System for measuring the temperature of the GTE gases 
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Fig. 5. Phasing RC-chain with thermistors 

The new method of measuring the high temperature [11] of 
the inhomogeneous environment at object 1 is carried out as 
follows. Tungsten-rhenium thermistors 2 (temperature sensors) 
are evenly placed in a controlled environment, connected to 
external capacitors to form a phasing chain 3, which together 
with the amplifier 4 forms a setting generator 5 connected 
through [12] a microcontroller 6 with a digital indicator 7. With 
changes in the temperature of the controlled environment on the 
object, the resistance values of the thermistors forming the PC 
3 of the generator 5 change. In accordance with the values of 
these resistances, the frequency of the generator 5 is set, which 
is converted by the microcontroller 6 frequency-code into units 
of the measured temperature and displayed on the indicator 7. 

The quasi-resonance frequency of sixteen-shoulders RC-
circuit is determined from the imaginary part of the TF when it 
is turned to zero: 

𝑓0 =
1

2𝜋𝑘16𝑅𝐶
, (1) 

where the coefficient 𝑘16 is determined from the expression: 

∑ (−1)𝑖

𝑃

𝑖=0,1…

𝑘𝑛
2𝑖+1𝐶0,5𝑛+1+2𝑖

2+4𝑖 = 0,  

where 
2 4

0,5 1 2

i

n iC +

+ +
– combinatoins from 2+4i elements to 

0,5п+1+2i element; 
p = 0,25n- 1 – for even 0,5n;  
p = 0,25(n+ 2) - 1 – for odd 0,5n PC. 
For the considered example of sixteen shoulders of PC  

k16  = 0,286 can be found also from the table 1. 

TABLE 1. VALUE OF COEFFICIENT  
KN AND REKN  FROM THE NUMBER OF SHOULDERS N PC 

n 6 8 10 12 

kn 2,449 1,196 0,739 0,590 

ReKn 29 24,70 23,46 22,77 

n 14 16 18 20 

kn 0,373 0,286 0,227 0,185 

ReKn 22,26 21,55 20,58 20,11 

  
Quasiresonance frequency of sixteen-shoulders RC-circuit 

was calculated in the program Deltafotc [13]: 
𝑓0 = 𝑓рез = 1253,8 𝐻𝑧. 

To create a small-sized thermistor, choose a wire diameter 
of 0.1 mm, as the smallest produced by the industry. The length 
of the wire is limited by the dimensions of the seat and is 80 mm 

[15] as, for example, for a thermocouple type T80T. Wire 
resistance at 20 ℃ is equal to: 

𝑅 =
𝜌𝑙

𝑆
=

1,93 𝑂ℎ𝑚 ∙ 𝑚𝑚2/𝑚 ∙ 0,08 𝑚

7,8 ∙ 10−3 𝑚𝑚2
= 20 𝑂ℎ𝑚, 

where  𝜌 = 1,93 Ohm ∗
mm2

m
 from [16]; 

𝑆 = 7,85 ∙ 10−3 mm2. 
The working resistance of the wire𝑅𝑡 is calculated by the 

formula: 
𝑅𝑡 = 𝑅0(1 + 𝛼𝑖𝑡), (2) 

where are the temperature coefficient values αi
 and the 

resistivity of the wire ρi
 also depend on the temperature.  

Then the expression (2) takes the form: 

𝑅𝑡 = 𝜌𝑖
𝑙

𝑆
(1 + 𝛼𝑖𝑡).        (3) 

Table 2 presents the values of the specific resistance of the 

wire ρ ,i
  the temperature coefficient αi

 and the values 𝑅0 и 𝑅𝑡 

from temperature 𝑡. 

TABLE 2. ELECTRICAL PARAMETERS OF TUNGSTEN-RHENIUM WIRE 

DEPENDING ON TEMPERATURE 𝜌𝑖 

𝒕, ℃ 𝝆𝒊 𝛂𝒊, 𝑹𝟎, 𝑶𝒉𝒎 𝑹𝒕, 𝑶𝒉𝒎 

20 1,93 0 19,7 19,7 

100 2,54 0,00395 25,9 36,1 

300 4,0 0,00383 40,8 87,6 

500 5,2 0,00358 53,0 147,8 

700 6,3 0,00333 64,2 213,8 

900 7,25 0,00313 73,9 282,0 

1100 8,05 0,00294 82,0 347,3 

1300 8,7 0,00278 88,7 409,1 

1500 9,3 0,00258 94,8 461,6 

1700 9,85 0,00244 100,4 516,8 

1900 10,3 0,00231 105,0 565,7 

2100 10,65 0,00217 108,5 603,1 

2300 10,9 0,00204 111,1 632,3 

Data from table 2 are entered into the microcontroller and 
participate in the algorithm for calculating the temperature of 
the measured frequency of the generator. 

Select the average generation frequency equal to 150 kHz, 
as optimal for the transmission of information along the 
communication lines, and calculate from (1) the capacitance of 
the capacitor C. 

𝐶 =  
1

2𝜋𝑓𝑘16𝑅𝑡

=
1

2 ∙ 3,14 ∙ 0,286 ∙ 150 ∙ 10−3 ∙ 603
= 6800 𝑝𝐹, 

where 𝑅𝑡 = 632 Ohm at t = 2300 ℃. 

The expression (1) for the smart sensor will then take the form: 

𝑓0 =
1

2𝜋𝑘16𝑅𝑡𝐶
.   (4) 
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The dependence of the frequency of the generator f  

on the temperature t of the tungsten-rhenium thermistors is 

shown in figure 6. 

 

Fig. 6. The dependence of the oscillator frequency on temperature 

CONCLUSION 

The intelligent gas temperature measurement system GTE, 
based on tungsten alloy thermistors with rhenium TR-20, 
allows: 

1 Continuously measure the average temperature up to 
2300 ℃ using a two-wire communication line, which provides 
high noise immunity, because the informative parameter has  
a frequency nature. 

2 Provides increased performance by 30% compared  
to thermocouples due to lower weight. 

3 Reliability and efficiency of the method due  
to the small number of low-cost components used. 
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Abstract — In the contemporary world of global digitaliza-
tion, a problem arises concerning compliance of the marshalling 
process control systems with the modern requirements. To solve 
the problem, a Train Breaking-Up Control System “SURS 
GTSS” has been developed, which permits to control the hump 
automation and remote control devices using microelectronic 
technology. The system provides for safety of shunting at a grav-
ity hump yard and improves quality of train breaking-up. At the 
same time, the operating expenses, engineering, construction, 
and commissioning periods and labor hours decrease, and relay 
equipment is almost missing. As a result, the preset hump ca-
pacity parameters are achieved, service and system trouble-
shooting quality improves. The article describes the system 
structure, provides a description of the system components with 
their functionality, and shows a block diagram of a hardware 
package of the Hump Microprocessor-Based Interlocking 
“GMC GTSS” subsystem. Remote control diagrams are also 
presented for electric switch machines, humping and shunting 
signals, hump retarders are presented. A structure of the asset 
controllers governing the devices is described.  

Keywords — microelectronic control of assets, SURS GTSS, 
GMC GTSS, GAC-ARS GTSS, train breaking-up automation. 

I. INTRODUCTION 
Shunting stations are a central component of the railway 

complex to process the railcar traffic volumes and make up 
freight trains in an optimal mode so that the presence time of 
a railcar at the station is as short as possible and reasonable in 
process terms. Shunting stations consist mostly of a receiving 
yard, where the trains intended for further splitting arrive, a 
gravity hump yard, a marshalling (hump) yard, and a departure 
yard, wherefrom the made-up trains depart further. A gravity 
hump yard is a man-made hummock to let down the railcars 
(cuts) uncoupled on a marshalling yard track under gravity 
[1- 4]. 

To achieve as much efficient freight train making-up as 
possible, the gravity hump yards of the world employ both 
mechanical and automatic equipment. The contemporary train 

shunting automation systems consist of two parts – hump 
automatic interlocking and automatic control of uncoupling 
speed system. In Russia, the initial hump automatic interlock-
ings appeared in 1946 and automatic control of uncoupling 
speed systems in 1961. The systems were relay-controlled. At 
present, the railways of the world introduce only 
microprocessor-based systems, including the hump ones. 
Germany has developed such shunting station control systems 
as “ADRS”, “BLR”, “ITS”, and “MSR-32”; France – “Saxbi”; 
USA – “ATGS”, “SPM”, “DDC – III”; and Russia – “KSAU 
SP”, “GAC-ARS GTSS”, “SKA-SP”. However, 
the integrated microprocessor-based hump systems use a 
relay-operated interface to control the trackside assets (color 
light signals, electric switch machines, railcar retarders, etc.) 
At present, a task arises to shift from the relay-operated 
towards microelectronic equipment [5 - 8]. 

II. TRAIN BREAKING-UP CONTROL SYSTEM “SURS GTSS” 
In order to reject actually the electromagnetic relays, 

a comprehensive Train Breaking-Up Control System  
“SURS GTSS” has been developed, which permits to control 
the hump automation and remote control devices employing 
microelectronic technology, without using both large-size 
relays as well as micro ones [9 - 10]. 

A microprocessor-based system “SURS GTSS” 
consists of the following subsystems: 

• “GMC GTSS” – a safe control system of the trackside 
assets (railway switches and color-light signals) and 
safe interaction with the electric interlocking devices 
to draft in, hump, and break up railway trains; 

• “GAC GTSS” – an automatic path point setting 
subsystem; 

• “ARS GTSS” – a displayed speed subsystem (retarder 
control). 
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Depending on the requirements for an asset automation 
extent and the asset specifications 
(gravity hump yard capacity), the system implementation 
options are possible, which offer a different functional set and, 
as a consequence, hardware and software implementation:  

• cut path control process automation as a separate 
subsystem; 

• gravity hump yard cut rolling-down speed control 
process automation as a separate subsystem; 

• integrated implementation of path control and cut 
rolling-down speed control processes within the 
structure of one system. 

Under any implementation option, the system integrates 
the control and troubleshooting and recording functions of the 
system and controlled asset [11, 12]. 

III. SUBSYSTEM “GAC-ARS GTSS” 
The central purpose of an “GAC-ARS GTSS” 

subsystem is: 

• implementation of an estimated gravity hump yard 
capacity; 

• automatic accumulation and implementation of the 
paths in the course of automatic railcar cut shunting; 

• implementation of a preset speed for railcar exiting 
from the interval retarder position; 

• target braking of railcar cuts at the yard retarder 
position; 

• quality improvement of train splitting; 

• running efficiency improvement of the hump yard and 
operating staff; 

• working environment and safety improvement; 

• splitting process control operability improvement. 
The system has been designed on a modular basis using 

dedicated and standard equipment and network data 
interactions. 

An “GAC-ARS GTSS” subsystem consists of the 
following modules to implement the following functions: 

• computer complex control cabinet with galvanic 
isolation modules – data input and processing, railcar 
cut movement monitoring. 

• displayed speed subsystem cabinet with local 
controller modules – automatic railcar cut speed 
control in the interval and yard retarder zones; 

• process supervision equipment – railcar cut rolling-
down path presetting and railcar cut performance 
indication; 

• automated workstation of Hump Electrician – status 
displaying of trackside assets, railcar cut rolling-down 
process, input signal logging, automatic shunting list 
recording and printing; 

• automated workstation of Hump Foreman  – 
displaying of the controlled and monitored assets and 
generation of the control actions; 

• automated workstation of Hump Operator – displaying 
of a railcar cut retarding process at the retarder 
position, displaying of the track occupancy monitoring 
device indications. 

• gateway – functions of communication with adjacent 
systems. 

The supporting equipment of the system is both tower and 
trackside assets of the mechanical equipment for the gravity 
hump yard [13, 14].  

Ultimately, the system supports communication with any 
required adjacent system implemented in the network 
structure. Communication is through a dedicated gateway. 

IV. SUBSYSTEM “GMC GTSS” 
The central purpose of a subsystem “GMC GTSS”  is: 

• safe interaction with the electric interlocking devices 
of the receiving park to draft in, hump, and break up 
trains; 

• safe control of the railway switches and color-light 
signals with a check of key dependencies; 

• control of the retarder position equipment to provide 
for required intervals between the railcar cuts; 

• reduction of the tower equipment requirement; 

• improvement of the gravity hump yard and operating 
staff performance; 

• working improvement and safety improvement; 

• splitting process control operability improvement. 
A “GMC GTSS” subsystem consists of the following 

modules implementing the following functions: 

• automated workstation of Hump Foreman  – 
displaying of the controlled and monitored assets and 
generation of the control actions; 

• data input/output (communication) cabinet from the 
digital devices (Cabinet-I) – control and monitoring of 
the assets offering an digital interface. The following 
functions are implemented by means of the equipment: 

a) control of the railcar quantity indicator; 
b) control of the breaking-up speed indicator; 
c) input of the retarder status and operation data; 
d) issue of the braking/release commands to the railcar 
retarders; 
e) input of the data from the weight measuring device; 
f) input of the data from the environment monitoring 
devices; 
g) input of the data from the rolling stock movement 
speed transducers. 

• data input/output cabinet from the discrete relay 
devices (Cabinet-RD) – control and monitoring of the 
assets offering a discrete relay interface. The following 
functions are implemented by means of the equipment: 

a) monitoring of the track circuits in the electric 
interlocking adjacent zones; 
b) monitoring of the axle counter status; 
c) input of the data on marshalling track protection; 

310 2019 IEEE EWDTS



 

d) input of an emergency hump light signal turning-off 
command; 
e) annunciation and signaling in the breaking-up zone; 
f) issue of the control actions to the facility cleaning 
devices. 

• central processor cabinet of hump microprocessor-
based interlocking with two redundant sets of central 
hump interlocking processors – implementation of the 
central dependence subsystem functions; 

• railway switch and light signal control cabinet – 
control and monitoring of the light signals and electric 
switch machines; 

• set switching device installed in the central processor 
cabinet – switching between the operating and standby 
sets; 

• automated workstation of Hump Electrician consisting 
of a PC system unit, monitor, keyboard, and printer – 
status monitoring of the trackside assets, monitoring 
and analysis of troubleshooting data on the system 
operation, system performance recording, logging and 
printing of the generated records; 

• network equipment consisting of two redundant 
network hubs installed in the Central Processor 
Cabinet – support of interactions among the central 
processor workstations, automated workstations, other 
system cabinet workstations, hardware and software 
packages; 

• server equipment installed in a service cabinet 
(Cabinet-D) – logging and archiving into a database, 
safe storage of the system records, archives, and 
installation software; 

• gateway equipment installed in a service cabinet 
(Cabinet-D) – communication with adjacent systems 
such as an automated shunting station control system, 
a hump engine control system, a monitoring system 
[15 - 17]. 

A hardware package structure of the “GMC GTSS” 
subsystem is shown in Fig. 1. 

V. RAILWAY SWITCH CONTROL 
To control the electric switch machines as part of “GMC 

GTSS”, safe interfacing controllers “KBS-SG” are used. 
The switch positions are monitored through signal pickup 

from the proximity sensors being part of humping electric 
switch machines. Interactions between the power and 
controller modules are by means of dynamic and potential 
TTL-level signals transmitted via the parallel bus bars 
implemented on a “KBS-SG” motherboard. Circuit units 
switching the points to «plus» and «minus» are provided with 
independent power ports connected to external sources via 
separate protection devices . 

The “KBS-SG” controllers provide for the following: 

• reception and implementation of commands duplicate 
the RS-485 interface from the central processor cabinet 
of the hump microprocessor-based interlocking as well 
as ensures the collection of the checking information 

and the transmission through the interface into the 
central processor cabinet; 

• implementation of control signals by the power 
modules; 

• pickup of control signals from the power modules;  

• monitoring of signal identity within the redundant 
structure and implementation of the lower-level logic 
dependencies requiring a high speed of performance. 
Such logical dependencies include inhibition of point 
switching in case of an equipment failure, abortion of 
point switching as control is gained, automatic return 
of the point upon a failure to gain control.  

The “KBS-SG” has been designed under a 1oo2D 
architecture due to availability of two controller modules. This 
architecture is allowed for application on Russian Railways. 
In case one of the controller modules fails in the course of 
switching, the initiated point switching will be completed as 
the controller functions are performed simultaneously by the 
both controller modules in the course of point switching. 

A “KSB-SG” module structure and a point machine 
connection diagram are shown in Fig. 2. 

The power modules are responsible for direct interaction 
with the humping electric switch machines, pickup and logical 
processing of the dynamic control signals from the controller 
modules designed under a 1oo2D architecture, generation of 
the dynamic signals indicating the switch position and the 
switch section status. In addition, the power modules generate 
signals for the controller modules, which indicate operability 
of a power module both in the course of point switching as 
well as during the time intervals between switching actions. A 
specific feature of the hump KBS power modules is 
availability of the independent functional units for point 
switching in different directions, which permits to return the 
point back in case of a single power module failure. A power 
module is capable of commuting a current up to 8A (friction 
current) and allows for short-time flowing of a current up to 
30A (engine starting current). The operation mode of a power 
module is an intermittent cycle. Two double-wire inputs have 
been provided for monitoring of the point status, where a 
rectified voltage is supplied from the signal winding of the 
point operating gear proximity transducers. Every power 
module contains two switching and position monitoring units 
and an operability and vacancy monitoring unit. 

A switching and position monitoring unit consists of a safe 
logic cell designed under a 1oo2D architecture, a control 
signal generator, a power converter, a position monitoring 
pulse generator. Input signals arrive at the safe logic cell 
through optical isolator components from the controller 
modules. An output signal of the safe logic cell is supplied to 
the control signal generator as a power supply voltage. The 
control signal generator governs the converter power keys. 
The power converter generates a constant voltage of 220 V for 
operation of the point motor. The power converter includes a 
bridge invertor on IGBT transistors, a rectifier bridge, a 
dividing transformer, an isolating diode, and a smoothing 
capacitor. The position monitoring pulse generator has been 
designed as a voltage-controlled relaxation generator to 
generate signals for the controller modules under a full shift 
point position.  
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Fig. 1. Hardware package structure of “GMC GTSS” subsystem 
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Fig. 2. “KSB-SG” module structure and point machine connection diagram 

An operability and vacancy monitoring unit consists of an 
operability monitoring circuit and a vacancy monitoring pulse 
generator. The operability monitoring circuit has been 
designed to monitor integrity of the power module and 
actuating circuit of the power switch machine, monitor the 
thermal mode of the module, availability of the required 
power supply voltages. The vacancy monitoring pulse 
generator is the same as the position monitoring pulse 
generator [18]. 

A functional switch control power module diagram is 
shown in Fig. 3. 

 
Fig. 3. Functional switch control power module diagram 

VI. COLOR LIGHT SIGNAL CONTROL 
To control the color light signals, safe interfacing 

controllers “KBS-SVG” and “KBS-SVM” are used as part of 
“GMC GTSS”, which are designed for humping and shunting 
light signals, respectively. 

The light signal lamps are controlled via a double-wire 
circuit. The lamps are connected through signal transformers. 
Interactions between the power and controller modules are by 
means of TTL-level dynamic signals transmitted via parallel 
bus bars implemented on a light signal KBS motherboard.  

The “KBS-SVG” and “KBS-SVM” controllers provide for 
the following: 

• reception and implementation of commands duplicate 
the RS-485 interface from the central processor cabinet 
of the hump microprocessor-based interlocking as well 
as ensures the collection of the checking information 

and the transmission through the interface into the 
central processor cabinet; 

• implementation of control signals by the power 
modules; 

• pickup of control signals from the power modules; 

• monitoring of signal identity within the redundant 
structure; 

• implementation of the lower-level logic dependencies 
according to the light signal type.  

The power modules are responsible for control of the light 
signal lamps connected through the signal transformers, 
pickup and logic processing of dynamic control signals from 
the controller modules designed under a 2oo2 architecture, 
generation of the dynamic signals indicating the current value 
on the output circuit and integrity of the cold lamp filaments. 
The output voltage of the power modules is of a rectangular 
shape [19].  

A “KBS-SVG” module structure are shown on Fig. 4. 

 
Fig. 4. “KBS-SVG” module structure 

VII. RAILCAR RETARDER CONTROL 
To control the railcar retarders, air collectors with 

renovated control equipment are used, which apply a principle 
of dividing the compressed air flows into a working and 
controlling flow. 

Brake activation / release commands to the actuators as 
well as the operating air collector pressure, current command, 
target control equipment performance indicator values are 
transmitted via a redundant interface link RS-485. A retarder 
control diagram is shown in Figure 5. 

The manual mode can be applicable to develop 
automatically simulators of real train traffic control systems 
based only on their technical description as well as to monitor 
correctness of circuit designs for automatic examination of the 
circuit designs of train control systems [20]. 

VIII. CONCLUSION 
Operation of microelectronic intelligent technology for 

control and monitoring of the trackside assets, including that 
on railway humps, supports digitalization of a railcar 
classification process, which permits to undertake real-time 
troubleshooting and monitoring of the devices. The developed 
by authors comprehensive “SURS GTSS” system permits to 
improve the digitalization standard of the marshalling yard 
operations. The system using microelectronic technology has 
permitted to reject totally relay-based integration with the 
controlled sidetrack assets. The system provides for safety of 
the hump railcar breaking-up and improves quality of the train 

2019 IEEE EWDTS 313



 

splitting. At the same time, the operating expenses, the 
engineering, construction, and commissioning periods and 
labor hours decrease, and relay equipment is almost missing. 
As a result, the preset hump capacity parameters are achieved, 
service and system troubleshooting quality improves. Rolling-
down cut speed control computation algorithms are expected 
to be developed further. This task becomes relevant now to 
support classification of the railcars containing dangerous 
goods by means of a gravity hump yard [21 - 23]. 

 
Fig. 5. Retarder control diagram  
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Abstract—For organizing offline and online diagnostics sys-

tems, redundant coding is widely used. Codes are focused on er-
ror detection in the codeword bits. At present, the automation 
devices function in binary logic and consequently binary redun-
dant codes are used in the development of technical diagnostic 
tools. Nevertheless, several specialists note the ternary number 
system and automation devices advantage that implement its 
principles. This work is devoted to the simplest ternary codes – 
ternary parity codes. Some ternary parity codes properties are 
described, and the need for a more detailed account of the error 
type in the ternary redundant code’s data vectors is noted. It is 
proved that the described ternary parity code, built based on 
using a single convolution function modulo three, has the data 
vectors uniform distribution property between check single-trit 
vectors. In addition, was introduced the concept of code with the 
least total number of undetectable errors in the ternary code data 
vectors for the lengths fixed values of data and check vectors. It is 
proved that such a code has an data vectors uniform distribution 
between all possible check vectors. Formulas for calculating the 
total number of undetectable errors in such codes are given. 

Keywords—automation devices based on ternary logic; auto-
mation devices; ternary logic; digital devices offline and online 
control; ternary parity code; error checking at the device outputs; 
error types. 

I.  INTRODUCTION 

In the modern world, automation and computing devices 
are implemented based on binary logic. This contributes to the 
ease of implementation and operation relative reliability. The 
recognition of this number system for the computing systems 
implementation was recorded in the well-known von Neumann 
architecture [1]. However, the ternary logic (ternary logic or 
three-valued logic) using can be very promising. The ternary 
logic advantages are explained by a denser number recording. 
In addition, the ternary logic “covers” the binary and can use 
all its advantages, and the computing devices implemented on 
the ternary logic should be faster. 

Over the years computer technology development has been 
successful attempts to implement ternary computing systems. 
For examples are the "Setun" system, implemented at Moscow 
State University in 1958 (under the direction of N. P. Brusen-
tsov) [2], and TCA2 (version v2.0), created at the California 
Polytechnic University in 2008 (J. Connelly, K. Patel,                    
A. Chavez) [3]. The whole direction of scientific research re-
lates to the ternary logic devices development on the elements 
of binary logic. Such devices, for example, are described in           
[4 – 6]. Some quantum computers developers speaking about 
the ternary logic advantages over binary, proposing to use 
quotes instead of qubits, explaining this by a serious decrease 
in the number of quantum gates [7].  

In addition, the ternary logic can be effective for the data 
protection of modern devices using IoT [8]. 

The upcoming fourth industrial revolution, associated with 
tremendous computer technology development and the cyber-
physical control systems development. That raises the re-
searcher’s interest in the automation functioning devices prin-
ciples in the ternary logic [9 – 14]. With the implementation of 
such devices, albeit more often, as some models, the methods 
of their technical diagnostics are being developed [15, 16]. 

One of the well-known approaches to building reliable 
fault-tolerant automation systems and devices with fault detec-
tion is the use of redundant coding. Error-detection codes are 
widely used as codes that have less redundancy than error-
correcting codes and do not allow to accumulate faults until a 
complete system failure [17 – 19]. This paper focuses on ele-
mentary ternary codes – ternary parity codes. Such codes can 
be built in various ways. For example, one check bit can be 
used, in which the convolution modulo three value of all data 
bits are written, or two check bits, each of which is intended for 
a separate the parity sum checking of the data vector signifi-
cant numbers [20]. 

Consider the ternary parity codes features in relation to the 
digital systems offline and online diagnostics tasks. 

II.  TERNARY PARITY CODES 

In the ternary notation, there are three logical signals. In 
various sources they are denoted differently, for example 
(0, 1, 2), (–1, 0, 1), (0, ½, 1) and others. However, the ternary 
number system is implemented in two versions, forming an 
asymmetric and symmetric number systems. In the asymmetric 
number system, the notation for logical signals (0, 1, 2) is used. 
In a symmetric number system, the symbols for the notation for 
logical signals are as follows: (–1, 0, 1). Symbols denoting 
logic levels for the ternary logic automation can be used any 
but considering the precedence. Further, in the reasoning, we 
will use the following symbols set  , ∈ ; 0; 1 , focusing on 
a variant of the symmetric number system. It should be noted 
that all the results described below are universal and not tied to 
a specific type of notation system, and the third signal symbol 
in the «i» form is used for recording ternary vectors simplicity. 

As mentioned earlier, one data trit can take values from the 
set  ∈ ; 0; 1 , in other words, have 3 values options. If we 
are talking about some automation device with a known struc-
ture with the number of outputs – m, then at its outputs m-bit 
ternary vectors <f1 f2 … fm–1 fm> (data vectors) is formed at any 
time during operation. Their total number is determined by the 3  value. The device internal structure failures lead to the er-
ror’s propagation on its outputs, causing simultaneous distor-
tions of several dataal discharges at once. In other words, caus-
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ing errors in the data vectors. The number of such errors is 
large and is determined by the data vector bits number: = 3 3 − 1 .     (1) 

In expression (1), the first factor is the value characterizing 
the power of the set of complete sets of vectors on which errors 
are considered. The second factor determines the power of the 
set of error vector combinations for each data vector. The num-
ber of variants of erroneous transitions for each data vector, 
determined by the ∑ =3 − 1 value for the ternary 
one. 

For example, for m=3 there is a number = 702 (more 
than 12 times greater than for the binary parity code [21]). 
With an increase in the m value, the number of the ternary data 
vectors distortion variants increases significantly. 

To control the occurrence of the error at the digital device’s 
outputs, redundant codes are used. They may have different 
construction principles. It should be noted that the building 
ternary codes theory is actively developing [22 – 25], and 
methods for constructing block uniform ternary codes, for ex-
ample, an even-weight code analogue from binary logic – a 
compositional ternary code [26, 27] are also known. 

For solving technical diagnostics problems, including 
working diagnostics, if it is necessary to reduce device redun-
dancy and simplify technical diagnostic tools, the simplest re-
dundant codes can be useful. The simplest is the ternary parity 
code. It is constructed in the same way as a binary parity code 
by using the convolution modulo three functions, or logical 
addition modulo three: = ⊕ ⊕. . .⊕ ⊕ .     (2) 

Thus, the ternary parity code has only one check bit, which 
allows detecting any single errors in the data vectors. 

The addition function for modulo three is described using 
Table 1, where the input variables values are indicated in rows 
and columns, and the function values are recorded at the inter-
sections of the rows and columns. 

TABLE I.  THE MODULO ADDITION FUNCTION M=3 

x1 
x2 

i 0 1 

i 1 i 0 

0 i 0 1 

1 0 1 i 

 

It is necessary to note the considered function important 
property. On one-third of the input sets, it takes the i values, on 
the other third parts of the input sets of value 0 and on the re-
maining third of the input sets of value 1. In other words, the 
distribution of the values is uniform over all input sets. 

It should be noted that practical implementations of the ad-
dition modulo three functions on traditional microelectronic 
components are known. For example, in Fig. 1 is a schematic 
diagram implementation of the addition function modulo three 
from [28], implemented on binary logic elements. The circuit 
contains transistors VT1 and VT2, which are a pair of mutually 
additional amplifiers. The signal at the output of this pair coin-
cides in phase with the input signal and is twice as large in am-
plitude. The transistor VT3 bias voltage is chosen so that the 

signal through the resistances R1 and R2 switch the current 
flowing through the elements VD1 and R3, which leads to an 
increase in the transistor VT2 output current. 

Output

+6 V

–18 V

Input

x1 

x2 

f 

VT2 

VT1 

VT3 

R1 

R2 

R3 

VD1 

 
Fig. 1. Schematic diagram of the modulo addition function M=3. 

Denote the ternary parity code as a P(m,k)-code. 
For example, a code (P(3,1)-code) is given in Table 2. 

TABLE II.  P(3,1)-CODE VECTORS 

No. f1 f2 f3 g 

1 i i i 0 

2 i i 0 1 

3 i i 1 i 

4 i 0 i 1 

5 i 0 0 i 

6 i 0 1 0 

7 i 1 i i 

8 i 1 0 0 

9 i 1 1 1 

10 0 i i 1 

11 0 i 0 i 

12 0 i 1 0 

13 0 0 i i 

14 0 0 0 0 

15 0 0 1 1 

16 0 1 i 0 

17 0 1 0 1 

18 0 1 1 i 

19 1 i i i 

20 1 i 0 0 

21 1 i 1 1 

22 1 0 i 0 

23 1 0 0 1 

24 1 0 1 i 

25 1 1 i 1 

26 1 1 0 i 

27 1 1 1 0 

 

The error detection characteristics by separable codes are 
significantly affected by the number of data vectors corre-
sponding to each check vector. The data vectors separation 
from their full set of a given length into subsets corresponding 
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to specific check vectors from their full set of a given length 
will be called the data vectors distribution between the check 
vectors. If the share of data vectors of their total number in the 
full set of vectors corresponding to each of the check vectors of 
the complete set is the same, then we will call this distribution 
of data vectors between the check vectors a uniform distribu-
tion. 

It should be noted an important pattern inherent 
in P(m, k)-codes. 

Theorem 1. The P(m,k)-codes have an data vectors uni-
form distribution between all check vectors. 

The Theorem 1 proof arises from the fact that the modulo-
three addition function used in calculating the check digit has a 
uniform distribution with respect to all input sets. When build-
ing the code, all input vectors are considered. The theorem is 
proved. 

The Theorem 1 position in the logical devices operational 
diagnostics theory has an important role. A code that has the 
data vectors uniform distribution property among all possible 
check vectors will have the least number of undetectable errors 
among all possible codes for given values of m and k (k is the 
number of check bits). 

Theorem 2. A ternary code with parameters m and k will 
have the minimum total number of undetectable errors, provid-
ed that all 3  data vectors are equally distributed among all 3  
check vectors, and the total number of undetectable errors in 
such a code will be determined by the formula: 

, = 3 3 − 1 .      (3) 

The Theorem 2 proof. The ternary separate code is speci-
fied as a table (Table 3). To each of the 3  check vectors, we 
assign the check group ∈ 0,1, . . . , 3  to correspondence (in 
fact, the group number corresponds to the decimal representa-
tion of the binary number written in the check vector). Each 
check group will contain  data vectors.  

TABLE III.  DESIGNING A TERNARY SEPARATE CODE 

Check vector 

0 1 … 3 − 1 3  

The number of data vectors 

 2  2    …  2  2   

 

Since the undetectable error is the one that translates the da-
ta vector of one check group into the data vector of the same 
check group, the number of undetectable errors in each check 
group will be determined by twice the number of all possible 
transitions of each vector into each:  2 = − 1 .      (4) 

The total number of undetectable errors will be: , = ∑ 2 = ∑ − 1 .  (5) 
If all 3  data vectors are distributed evenly between all 3   

check vectors, that is, = =. . . = = , then each check 

group will contain = = 3  data vectors. From formula 

(4) it follows that the number of undetectable errors in each 
group will be determined by the value:  2 = − 1 = 3 3 − 1 .   (6) 

Multiplying expressions (6) by the 3  value, obtain 
formula (3). 

Proving that it is precisely formula (3) that determines the 
undetectable errors total number minimum in data vectors for 
given parameters m and k.  

Suppose that code with an uneven all data vectors distribu-
tion between all check vectors will not detect a smaller number 
of errors in the data vectors than a code with their uniform dis-
tribution. Since the total number of data vectors is invariably 
equal to 3 , there will be more in some check groups and few-
er in some check groups. 

Suppose that data vectors = 3  are present in one 
check group instead of −  data vectors, and b data vectors 
are distributed among all other check groups. In this case, the 
number of undetectable errors in the check group with a re-
duced number of data vectors will be: − − − 1 = − − − == − 2 + − + = − + + − 2 . (7) 

Comparing formulas (7) and (6), we note that with a de-
crease in the number of data vectors in the check group by the 
b value, the number of undetectable errors occurring within the 
check group under consideration has changed by the + −2 = + 1 − 2  value. The ∈ 1,2, . . . , 3 − 1  
value, and the = 3  value. The + 1 − 2  expression 
for the marked b and q values are always less than zero. For 
example, = 3 − 1 (maximum value). Then we have: 3 − 1 3 − 1 + 1 − 2 ⋅ 3 = 3 − 1 −3 < 0.	 

The number of undetectable errors in the check group has 
decreased by the | + 1 − 2 | value. 

In other check groups, the number of undetectable errors 
increases, since the total number of data vectors has increased 
by 1. Then in the groups with an increased number of vectors, 
the number of undetectable errors is: + 1 + 1 − 1 = + 1 − + 1 =																								 + 2 + 1 − − 1 = + .     (8) 

Comparing (8) and (6), we note that adding one vector to 
the check group increased the number of undetectable errors by 
the 2  value.  

Since the number of groups with an increased number of 
data bits per unit is equal to b, the total increase in the number 
of undetectable errors is 2 . In the remaining check groups 
(in which there are q data vectors left) the number of undetect-
able errors persisted.  

It follows from the reasoning that the number of undetecta-
ble errors has decreased due to a decrease in the number of 
vectors in one check group by | + 1 − 2 | and an increase 
in the number of undetectable errors when vectors are added to 
other check groups by 2 . The number of undetected errors has 
increased by 2 + + 1 − 2 = + . For b = 1, the 
number of undetectable errors increases by 2, for b = 2 – by 6, 
for b = 3 – by 12, etc. Adding two or number of data vectors to 
one check group leads to an even more significant increase in 
the number of undetectable errors. 

Thus, even a minimal violation of the uniform distribution 
for all 3  data vectors between all 3  check vectors leads to an 
increase in the number of undetectable error codes. Hence, with 
the uneven-dimensional distribution of data vectors between 
the check vectors, it is impossible to reduce the number of un-
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detectable errors, and the suggested assumption that code with 
a minimum total number of undetectable errors may have an 
uneven distribution incorrectly. 

The theorem is proved. 

In Tabl. 4, all data vectors <f1f2f3> P(3,1)-code are distrib-
uted among all single-trit check vectors. The distribution is 
uniform. 

TABLE IV.  THE DISTRIBUTION OF DATA VECTORS TO CHECK GROUPS  
FOR P(3,1)-CODE  

g 

i 0 1 

<f1f2f3> 

ii1 iii ii0 

i00 i01 i0i 

i1i i10 i11 

0i0 0i1 0ii 

00i 000 001 

011 01i 010 

1ii 1i0 1i1 

101 10i 100 

110 111 11i 

 

The check groups analysis corresponding to the check code 
vectors, allows you to calculate the total number of the unde-
tectable error code. Each check group of such a code contains = 3  data vectors. The distortion will not be detected by 
the code if the data vector of one group passes as a result of the 
distortion into the data vector of another group.  Such transi-
tions number within a group is 3 3 − 1 . Since there 
are three groups, the total number of undetectable errors in the 
considered code is , = 3 ⋅ 3 3 − 1 =3 3 − 1 . The ternary parity code does not detect 	, = 3 3 − 1 = 27 ⋅ 8 = 216 errors in the data vectors 
(among them 162 double and 54 triple errors). For comparison, 
the binary parity code does not detect , = 2 2 − 1  
errors in the data vectors [21]. For a three-bit vector, this num-
ber is equal to , = 24 error, which is 9 times less than in the 
ternary parity code for the same length of the data vector. 

Determine what errors proportion in the data vectors can be 
detected using the ternary parity code: 

→∞ , = →∞ , = →∞ 3 3 − 13 3 − 1 = 

= →∞ = .      (9) 

The binary parity code does not detect 50% errors in the 
limit [21], whereas the ternary parity code – 33.3%. 

It should be noted that the number of errors not detected by 
the ternary parity code is significant. However, unlike the bina-
ry parity code, for which no error of even multiplicity will be 
detected, for the ternary parity codes, the undetectable errors 
characteristics are much more diverse. For example, table 4 
demonstrates that not every double error will lead to the check 
function value preservation. 

Ternary parity codes can be used in the technical tools de-
velopment for diagnosing digital devices operating in the ter-
nary logic. At the same time, it is necessary to establish the 
errors features arising in the ternary data vectors, just as it was 
done in [29] for binary separable codes. At the same time, ter-
nary parity codes detect any single errors. These codes can be 
applied, for example, when organizing check of logic circuits 
by groups of independent outputs (I-groups) [30]. Given the 
errors characteristics that occur at the outputs of the device 
(their multiplicities and types, determined by the number of 
values distortions combinations of i, 0 and 1, into false values 
of i*, 0* and 1*), it is possible to simplify check devices and 
extend I-groups. However, this trend in the digital device syn-
thesis theory in the ternary logic has not yet been investigated.   

To design the P(3,1)-code, the = ⊕ ⊕  function 
is used. During the synthesis of the encoder, cascade connec-
tion of two modulo-three adders is required (in Fig. 1). To im-
prove the error detection performance in the data vectors with-
out introducing additional complexity into the encoder, the 
selection of two check trites can be used: = ⊕  and = ⊕ . For the constructed P(3,2)-code, the data vectors 
distribution between all check vectors is presented in Tabl. 5. It 
is also uniform, as for the P(3,1)-code (this directly follows 
from the Theorem 1 formulation). According to the formula 
(3), the P(3,2)-code will not detect 54 errors, which is 4 times 
less than the P(3,1)-code. In addition, unlike the P(3,1)-code, 
the P(3,2)-code all vectors inside the check groups differ from 
each other in three bits (that is, they have Hamming code dis-
tance dmin=3), which means they do not detect only three-fold 
errors in the data vectors (a total of 54 three-fold errors). Thus, 
the distribution of undetectable errors by multiplicity, which is 
important, is biased towards errors of greater multiplicity.  

TABLE V.  THE DISTRIBUTION OF DATA VECTORS TO CHECK GROUPS  
FOR P(3,2)-CODE  

<g1g2> 

ii i0 i1 0i 00 01 1i 10 11 

<f1f2f3> 

i0i i00 101 i11 i1i i10 ii0 ii1 iii 

0i0 0i1 0ii 00i 000 001 011 01i 010 

111 11i 110 1i0 1i1 1ii 10i 100 101 

 
Note that selecting two check trit method can be used simi-

larly to the two groups check of device outputs. For codes with 
a large number of data bits, you can build modified parity 
codes with three or more check bits (including analogues of 
binary polynomial codes and Reed-Muller codes). 

III. CONCLUSION 

The study of the error detection features by ternary redun-
dant codes focused on error detection is extremely important in 
the interested view in using devices build on ternary logic. The 
ternary codes using is promising when building devices with 
fault detection, in solving problems of offline and online diag-
nostics.  

It should be noted that, as for binary logic devices, for ter-
nary logic devices, the parity code is the simplest and allows to 
solve problems of fault detection with minimal hardware costs. 
Ternary parity codes refer to ternary codes with the lowest total 
number of undetectable errors in the data vectors for specific 
parameters m and k. However, as shown in the article, the 
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number of undetectable errors is large and amounts to 33.3% in 
the general case. For real digital devices, this indicator will be 
different, since the all possible values implementation at the 
outputs of devices, as a rule, is excluded. In this case, the parity 
code can be much more efficient. 

In general, when errors are detected in ternary logic devic-
es, the parity codes are more efficient than their binary coun-
terparts. To increase detecting ability, several parity check 
functions can be used.  
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Abstract— In this paper we introduce an accelerator for the 
ECC kP operation in two different types of Galois fields i.e. GF(p) 
and GF(2n). In order to ensure fast execution of the multiplication 
in both cases we integrated the carry bit separation technique to 
speed-up the multiplication in GF(p). The two most important 
contributions of this paper are that the partial multiplier applied 
is used for both types of Galois field and the second one is that our 
design is resistant against Horizontal Collision Correlation 
Analysis. The latter was verified in 20 test runs per supported 
elliptic curve.  

Keywords— ECC; Unified Field Multiplier; side channel 
analysis (SCA) attack; horizontal attacks. 

I. INTRODUCTION 

The Internet of Things (IoT) is considered to be the next 
global trend that will revolutionize our lives. The number of 
devices is predicted to reach more than 20 billion in the next 
few years. The sheer amount of devices clearly determines that 
the vast majority of these devices cannot be operated by human 
beings but will be embedded devices hidden in our 
environment, controlling e.g. medical devices. In addition it 
means that we all will rely on the proper operation of these 
devices. The point here is that no one can guarantee any system 
properties if the basic security features such as confidentiality, 
integrity and availability cannot be ensured. In this paper we 
focus on the integrity feature as this essential for guaranteeing 
proper functionality in the sense of taking decisions based on 
correct sensed data e.g. temperature etc. In addition integrity 
allows to verify which device sent the data i.e. authenticity can 
be proven.  

As we are taking about embedded devices the efficiency of 
the solutions used to ensure security features is of utmost 
importance. This is the reason why we decided to research 
implementations of Elliptic Curve Cryptography (ECC) as this 
system is considered to be by far more efficient than e.g. RSA.  

The elliptic curve digital signature algorithm (ECDSA) [1] 
can be used for ensuring integrity. To do so each of the 20 
billion devices needs to use its ECC private key. As the devices 
may be deployed in the wild there is a significantly high 
probability that the devices can be attacked using side channel 

                                                           
1 Please see e.g. [2] or [3] for a very condensed overview of different 

types of SCAs and their classification. 

attacks that exploit measurements of physical parameters to 
extract the private keys. As according to Kerckhoff’s principle 
the private key has to be kept secret, such an attack poses a 
significant threat to the system, i.e. misusing the key can cause 
dangerous situations in the traffic, car crashes, etc.  

In order to avoid successful malicious attacks the 
cryptographic implementations need to be protected against 
side channel analysis (SCA) 1  attacks. This is a highly 
demanding task, especially if the design shall support the two 
different kinds of ECC i.e. elliptic curves over GF(2m) and 
GF(p). 

Hardware implementations for performing multiplications 
in both types of fields using the same data path (i.e. a unified 
architecture) were discussed in literature. In most of the cases 
they are designed and analyzed from the time and area 
efficiency and complexity points of view. However, their 
resistance against SCA attacks are still not investigated so far. 

In this paper we describe our implementation of a field 
multiplier that can calculate the product for 4 NIST elliptic 
curves, over GF(p) as well as over GF(2n) and we discuss its 
resistance against the Horizontal Collision Correlation Analysis 
(HCCA) attack [4]. The two most important contributions of 
this paper are that the partial multiplier (PM) applied is used for 
both types of Galois field and the second one is that our design 
is resistant against HCCA. The rest of this paper is structured 
as follows. In section II we give implementation details of our 
unified multipliers. We discuss the performed horizontal 
attacks in section III. The paper finishes with short conclusions. 

II. IMPLEMENTED FIELD MULTIPLIERS 

The multiplication is the most complex field operation in 
ECC hardware accelerators and in our design too. The 
polynomial multiplication in GF(2n) and the multiplication of 
two large binary integer numbers in GF(p) (i.e. the first step of 
the field multiplications in Galois fields ) can be realized by 
applying the classical multiplication method.  

We implemented our field multiplier using the 4-segment 
Karatsuba multiplication method [5], [6]. Both multiplicands A 
and B are segmented into four parts: A3, A2, A1, A0 and B3, B2, 
B1, B0 respectively. Due to the fact that the multiplier can 
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calculate the product of up to 283 bit long operands the parts 
A2, A1, A0 and B2, B1, B0 are 71 bit long always. The parts A3 
and B3 in our hardware implementation are up to 70 bit long. It 
is applicable for the multiplication of 283 bit operands as well 
as for operands of a smaller length. For example if a product of 
283 bit long operands is calculated the A3 and B3 are up to 70 
bit long. If a product of 224 bit long operands has to be 
calculated the segments of the multiplicands A3 and B3 are only 
11 bit long 2 . Formula (1) is the 4-segment Karatsuba 
Multiplication Method (MM) for two binary polynomials A(t) 
and B(t) and formula (2) is the 4-segment Karatsuba MM for 
two large binary integer numbers A and B.  

 

6 0

7

each partial product   is 2 1 bit long,

easch sum  is 2 1 bit long,

each segment of the product  , ... ,   is  bit long,

the segment  is -1 bit long.

i

i

p m

S m

C C m

C m

−
−   (1) 

Formulae (1) and (2) are similar. Formula (1) can be 
obtained from (2) if the bitwise XOR operation will be applied 
instead the addition and subtraction in formula (2). The 
multiplication formulae (1) and (2) contain 9 partial products 
each. In each clock cycle only one of 9 partial products is 
calculated. The multiplier takes 9 clock cycles to calculate the 
field product.  

TABLE I. represents formula (2) and shows the sequence of 
additions/subtractions of m bit long segments required for the 
accumulation of partial products pj. Each partial product pj has 
to be subtracted (pj(-)) or added (pj(+)) to the result. Partial 
products p5 to p8 marked as grey and p9 marked as black in the 
left column are 2m+2 and 2m+4 bits long respectively. The 
calculation sequence for the partial products is shown in the 
most right column by indicating the clock cycle 1 9...clk clk  in 

                                                           
2 224-3*71=11 

which corresponding additions and/or subtractions are 
performed.  

 

 

TABLE I.  REPRESENTATION OF FORMULA (2).  

 

As for GF(2n) all subtractions and additions are bitwise 
XOR operations we adapted the formula of the 4-segment 
Karatsuba MM for the calculation of GF(p) products by 
applying the Carry Bit Separation (CBS) technique. The 
structure of the implemented field multiplier is shown on Fig. 
1. Easy examples shown in Fig. 2 and in Fig. 3 explain the CBS 
techniques for a multiplier and an adder. 

Each sum si in Fig. 2 has its own length, for example s0 is 1 
bit long, s1 is 2 bits long, s3 is 3 bits long: s0= s0

0; s1= s1
1s1

0; s3= 
s3

2s3
1s3

0. A calculation of all carry values can be performed 
separately. Therefore a sum in GF(p) can be represented as a 
sum of the sum in GF(2n) and the carry values. The partial 
product calculation using the CBS technique can be described 
as: p = pXOR+sel·pcarry.  
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Fig. 1. Unified field multiplier without reduction implemented by applying the 
4-segment Karatsuba MM with the Carry Bit separation technique. 

 

Fig. 2. Multiplication using the CBS technique on the example of 5-bit long 
multiplicands, using the classical MM.  

 
Fig. 3. Addition using the CBS technique on the example of a 3-bit-adder: , 	 ⊕ ;  0, 	 ∙ , for 0≤i≤2. The 
addition can be described as follows: C= CXOR+sel·C carry, with sel=1 if a sum 
in GF(p) has to be calculated and sel=0 for GF(2n). 

A. Optimizing the Multiplier 

We synthesized the multiplier described above for the IHP 
250 nm gate technology [7] for a frequency of 10 MHz only. It 
was the maximum frequency for which the synthesis was 
completed successfully [3]. Due to the fact that the synthesized 
multiplier was slow without any reduction, we made different 
optimizations of the partial multiplier with the goal to reduce 
the time for the signal propagation. Applying different 
techniques described in [8] increased the frequency 
significantly. In one of our experiments we implemented two 
partial multipliers as parts of the serial 9 clock cycles multiplier: 
the first one calculated the partial product in GF(p) and the 
second one in GF(2n). It was the multiplier with the best 
parameters (area and frequency) from all our experiments. We 
don’t have any knowledge about the optimization algorithms 
applied by the Synopsys synthesis tools but we selected this 
multiplier for our further experiments.  

B. Implementing Reductions 

As our unified multiplier requires modulo reduction in 
prime and binary extension fields, we implemented 4 
reductions. The reductions for both binary curves were 
implemented as packages. The reduction for the ECs P-224 and 
P-256 are implemented as a single block each. All reductions 
are parts of the field multiplier. The reduction is performed in 
each clock cycle after the calculation of the new partial product. 

1) Reduction for B-Curves 

The reduction is an essential operation in the calculation of 
the field product in GF(2n). The polinomial product in GF(2233) 
is a polynomial of degree 464 that can be represented as a 465 
bit long number:  

464

464 463 2 1 0
0

'( ) i
i

i

C t c t c c c c c
=

= =  . 

The irreducible polynomial in GF(2233) is: f(t)=t233+t74+1. 

The result of the reduction is a polynomial P(t) that can be 
represented as a 233 bit long number: 

232

233 232 2 1 0
0

( ) '( ) ( ) mod i
i

i

P t C t f t p t p p p p p
=

= = =   

The reduction of each monomial of a degree from 233 up to 465 
results in: 

t233=t74+1 
t234=t75+t 
t235=t76+t2 

 B(t)=B3B2B1B0 

 A(t)=A3A2A1A0 
up to 283 bits 

product accumulation without reduction 
1) calculation of pj(+) and  pj(-), using CBS 
technique: 

pj(+) = pj(+)
XOR + sel·pj(+)

carry 

pj(-) = pj(-)
XOR + sel·pj(-)

carry 
2) accumulation of pj(+) and  pj(-) 
if sel=0:  

else:      

obtaining the operands A j, B j for PM using the CBS 
technique 

Aj=(Aj)XOR+sel·(Aj)carry; Bj=(Bj)XOR+sel·(Bj)carry 

i.e. we obtained:
 

 if sel=0: ,  

 else:      ; 

Partial Multiplier  
for 73 bit long operands 

using classical MM and CBS technique: 

pj = pj
XOR+sel·pj

carry 

cntr i  j 

 B j  
up to 73 bits

pj   up to 146 bits 

        A j 
up to 73 bits 

clk  j 

up to 283 bits 
 

 

product    up to 485 bits 
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… 
t391=t232+t158 
t392=t233+t159= t74+1+t159 = t159+ t74+1 
t393= t160+ t75+t 
t394= t161+ t76+t2 
… 
t464= t231+ t146+t72 

Thus, the reduction requires 318+219=537 XOR gates only, 
whereby it is a fast operation. The number of the gates can be 
further reduced (and is made automatically by the Synopsys 
synthesis tools) exploiting the fact that some of the XOR gates 
have the same operands. To illustrate this the reduction can be 
schematically represented as a table (see TABLE II. ):  

TABLE II.  REPRESENTATION OF THE REDUCTION AS A TABLE. 

 c232 c231 … c159 c158 c157 … c147 c146 c145 … c77 c76 c75 c74 c73 c72 … c1 c0

     c391 c390 … c380 c379 c378 … c310 c309 c308 c307 c306c305…c234c233

 c391 c390 … c318 c317 c316 … c306 c305 c304 … c236 c235 c234 c233      

  c464 … c392     c464 c463 … c395 c394 c393 c392  c464…c393c392

Field 
product: 

P(t)= 
p232 p231 … p159 p158 p157 … p147 p146 p145 … p77 p76 p75 p74 p73 p72 … p1 p0

 

The pairs of operands to be XORed marked with the same 
colour in TABLE II. are identical. Thus it is sufficient to 
calculate the result of the XOR operation for each pair only 
once. So, 73 XOR operations can be saved. This results in 537-
73=464 XOR gates for realizing the complete reduction unit for 
the EC B-233. 

We implemented the reduction for the EC B-283 in a similar 
way as for the EC B-233. The irreducible polynomial is the 
pentanomial f(t)=t283+t12+t7+t5+1 [1]. 

1) Reduction for P-Curves 

We implemented the modulo reduction for prime curves 
according to the NIST standard [9]. The implemented 
algorithms for both elliptic curves used are shown below, see 
Algorithm 1 and Algorithm 2. 

 

 

 

The last step in these algorithms requires an additional 
modulo reduction. For P-224 the expression 

1 2 3 4 5( )k k k k k+ + − −  has a maximum value in case, 4k and 5k

are equal to zero and a minimum value when 1 2,  k k and 3k  are 

equal to zero. I.e. 1 2 3 4 5 224 224( ) (3 ; 2 )k k k k k p p+ + − − ∈ ⋅ − ⋅ . 

Therefore, to speed up the calculation of this last step we 
calculated five values simultaneously: 

2 1 2 3 4 5 224( ) 2S k k k k k p− = + + − − + ⋅  

1 1 2 3 4 5 224( )S k k k k k p− = + + − − +  

0 1 2 3 4 5( )S k k k k k= + + − −  

1 1 2 3 4 5 224( )S k k k k k p= + + − − −  

2 1 2 3 4 5 224( ) 2S k k k k k p= + + − − − . 

Each of the values 2 1 0 1 2,  S ,  S ,  S ,  SS− − can be longer than 224 

bits. The first number in the sequence 2 1 0 1 2,  S ,  S ,  S ,  SS− − that is 
not longer than 224 bit is the reduced result, i.e. the output.  

For the P-256 reduction algorithm

1 2 3 4 5 6 7 8 9 256 256( 2 2 ) (7 ; 4 )k k k k k k k k k p p+ + + + − − − − ∈ ⋅ − ⋅  it is 
necessary to calculate simultaneously eleven values i.e. 

4 3 2 1 0 1 2 3 4 5 6,  S ,  S ,  S ,  S ,  S ,  S ,  S ,  S ,  S ,  SS− − − − . Each of these values 
can be longer than 256 bits. The first number in the sequence 

4 3 2 1 0 1 2 3 4 5 6,  S ,  S ,  S ,  S ,  S ,  S ,  S ,  S ,  S ,  SS− − − − that is not longer than 
256 bit is the reduced result, i.e. the output.  

The modulo reduction operation for all four curves in our 
implementation is done within a single clock cycle. 

C. Parameters of the synthesized Multipliers 

We synthesized our optimized unified polynomial 
multipliers for the IHP 250 nm technology for two frequencies:  

• for 10 MHz with the goal to compare it to the not 
optimized multiplier (without implemented reductions);  

• for 71 MHz, that was the maximum frequency for that 
the multiplier was synthesized.  

bi
tw

is
e 

X
O
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• Parameters of the synthesized unified field multiplier 
are shown in TABLE III. , as well as information 
regarding original field multiplier before the 
optimizations. 

TABLE III.  PARAMETERS OF SYNTHESIZED MULTIPLIERS.  

 our unified multiplier 
before optimization after optimization after optimization 

frequency 10 MHz 10 MHz 71 MHz 
MM 4-segment Karatsuba 

area 3.2 mm2 4.14 mm2 5.41 mm2 

power 
61.3mW (B-233) 
84.2 mW (P-256) 

64.7mW (B-233) 
73.7mW (P-256) 

78.1mW (B-233) 
82.7mW (P-256) 

Partial 
Mult. 

73 bit long inputs 
area 1.785 mm2 area 1.150 mm2 area 1.210 mm2 

reduction no yes yes 

It can be seen that the area of the PM after the optimization 
of the Synopsys Tools for 10 MHz was reduced significantly 
(about 36 per cent). Consequently, its signal delay path was 
reduced too. So, it was possible to synthesize it for a 14 ns clock 
cycle period that corresponds to 71 MHz clock frequency. 

III. PERFORMED HORIZONTAL ATTACKS  

Here we describe how we performed the Horizontal 
Collision Correlation Analysis attack [4] against our field 
multiplier. 

A. Bauer attack  

In 2013 A. Bauer at all [4] published their HCCA attack on 
elliptic curves over prime fields GF(p). The attack is based on 
the assumption that two multiplications with one common 
multiplicand are distinguishable from two multiplications with 
different multiplicands. If the assumption is true. An EC point 
doubling can be distinguished from an EC point addition even 
in double-and-add kP algorithms implemented according to the 
atomicity principle [10]. Thus, this knowledge can be used for 
revealing the key. The field multiplier analysed in the attack in 
[4] was realized using the classical multiplication formula. 
Experimental results in [4] confirm the assumption about the 
distinguishability of such multiplications: Pearson’s 
coefficients calculated for traces of two multiplications with a 
common multiplicand differ significantly from Pearson’s 
coefficients calculated for two multiplications with completely 
different multiplicands. 

This type of attack cannot reveal keys when binary curves 
are attacked, but it can help to separate the trace into parts which 
correspond to the processing of a single bit of the key. We 
denote such parts further as slots. The fact that a multiplication 
with the parameter b of the elliptic curve or a multiplication 
with the x coordinate of the input point P is executed in each 
slot can be exploited to segment the power trace into slots.  

In order to investigate the resistance of our unified 
multiplier against HCCA [4] we run the following experiments: 

•  Simulation of power traces of the product calculation for 
4 multiplications with one common and two completely 
different operands: mult1=a·b; mult2=c·d; mult3=a·e; 
mult4=f·g. 

•  Calculation of Pearson coefficients ki (1≤i≤4) using the 
power shape of the following product calculations: k1 
using mult1 and mult3, here operand a is common in 2 
multiplications; k2 using mult2 and mult4, k3 using mult1 
and mult2 and k4 using mult2 and mult3. Coefficients k2, 
k3 and k4 correspond to multiplications with different 
operands. 

The difference of the coefficient k1 to the coefficients of k3 
and/or k4, clearly indicates that the multiplications with a 
common operand mult1 and mult3 are distinguishable from 
product calculations with different operands such as mult1 and 
mult2 and/or mult1 and mult4. Please note that this 
distinguishability has to be observed for each experiment (see 
steps 1) and 2)) for a successful HCCA attack. 

We performed the experiment described above for operands 
of length 224 bits for P-224, 233 bits for B-233, 256 bits for P-
256 and for 283 bits for B-283 20 times each. The Synopsys 
PrimeTime tool [11] was used for the simulations. We 
generated 283 bit long random numbers. We used the least 
significant n bits of the 283 bit long numbers for operands of 
smaller length n. Fig. 4 shows coefficients k1, k2, k3 and k4 

calculated for all experiments.  

 
(a) 

 
(b) 

 
(c) 

Fig. 4. Pearson coefficients: four coefficients per experiment are calculated; 
20 experiments for each of the 4 investigated ECs are run. x axis shows the 
number of experiments counted continuously from 0 to 80: 0-20 corresponds to 
runs of P-224, 20-40 corresponds to runs of B-233 etc. y axis shows the 
calculated Pearson coefficients. 
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The coefficient k1 is represented by solid red dots, k2 by blue 
crosses, k3 by blue circle and k4 by blue triangles. Fig. 4-(a) 
shows the analysis results for the not optimized multiplier 
without any reductions. Fig. 4-(b) shows the analysis results for 
the optimized multiplier with the reductions that was 
synthesized for 10 MHz clock frequency. Fig. 4-(c) shows the 
analysis results for the optimized multiplier that was 
synthesized for 71 MHz clock frequency. 

Our field multiplier was realized without any 
countermeasures against SCA, i.e. we did not use any kind of 
randomization of the multiplication sequence and 
multiplications are not masked Coefficients represented by red 
points are indistinguishable from other coefficients, i.e. our 
unified multiplier is inherently resistant against the performed 
attacks. As consequence we propose to design a unified field 
multiplier, for ECs P-224, P-256, B-233 and B-283, based on 
the 4-segment Karatsuba MM. Compared to a multiplier using 
the classical MM (CMM), the proposed multiplier is faster i.e. 
it needs only 9 clock cycles compared to 16 clock cycles needed 
by CMM when the operands are segmented in exactly the same 
way. The benefit of our approach is that the resulting multiplier 
is inherently resistant against horizontal attacks. 

 

IV. CONCLUSIONS 

In this paper we presented a unified multiplier supporting 4 
different elliptic curves. Please note that these curves belong to 
two different types of Galois fields namely GF(p) and GF(2n). 
Which type of Galois field is currently supported is defined by 
a select signal. The calculations in both fields are different, 
especially the summation of partial products, as in GF(p) carry-
bits need to be obeyed. In order to ensure fast execution of the 
multiplication in both cases we integrated the carry bit 
separation technique to speed-up the addition in GF(p). 

In our design we use the 4 segment Karatsuba multiplication 
formula. which leads to the fact that the operands of the partial 
multiplications are quite long. In addition this multiplication 
method ensures that all partial products always have different 
operands. This is the reason why our unified multiplier is 
inherently resistant against HCCA Attacks. In order to proof 
this fact we run 20 experiments per elliptic curve calculated the 
Pearson coefficients for 4 different types of multiplications. In 
none of the 80 test runs the coefficients allowed to separate two 
groups of multiplications. So, it is infeasible to reveal the 
private by applying the Horizontal Collision Correlation 
Analysis Attack.  

ACKNOWLEDGMENT 

This research has been funded by the Federal Ministry of 
Education and Research of Germany under grant number 
03ZZ0527A. 

REFERENCES 
[1] Federal Information Processing Standard (FIPS) 186-4, Digital Signature 

Standard; Request for Comments on the NIST-Recommended Elliptic 
Curves: 2015. http://dx.doi.org/10.6028/NIST.FIPS.186-4 

[2] Z. Dyka, D. Kreiser, I. Kabin, and P. Langendoerfer, “Flexible FPGA 
ECDSA Design with a Field Multiplier Inherently Resistant against 

HCCA,” in 2018 International Conference on ReConFigurable 
Computing and FPGAs (ReConFig), 2018, pp. 1–6. 

[3] I. Kabin, Z. Dyka, D. Kreiser, and P. Langendoerfer, “Unified field 
multiplier for ECC: Inherent resistance against horizontal SCA attacks,” 
in 2018 13th International Conference on Design Technology of 
Integrated Systems In Nanoscale Era (DTIS), 2018, pp. 1–4. 

[4] A. Bauer, E. Jaulmes, E. Prouff, and J. Wild, “Horizontal Collision 
Correlation Attack on Elliptic Curves”, in SAC 2013, pp. 553–570. 

[5] Z. Dyka: Analysis and prediction of area- and energy-consumption of 
optimized polynomial multipliers in hardware for arbitrary GF(2ⁿ) for 
elliptic curve cryptography. Dissertation, 2012. 

[6] Z. Dyka, P. Langendoerfer: Area efficient hardware implementation of 
elliptic curve cryptography by iteratively applying Karatsubas method. 
Proc. of the Design, Automation and Test in Europe (DATE 2005), 2005, 
Vol.3, pp: 70-75. 

[7] IHP - Innovations for High Performance Microelectronics, 
https://www.ihp-microelectronics.com/en/start.html  

[8] J. F. Wakerly, “Digital Design Principles and Practices (5th Edition)”, 
ISBN-10. 013446009X (ISBN-13 9780134460093) 

[9] “Mathematical routines for the NIST prime elliptic curves.” [Online]. 
Available: https://apps.nsa.gov/iaarchive/library/ia-guidance/ia-
solutions-for-classified/algorithm-guidance/mathematical-routines-for-
the-nist-prime-elliptic-curves.cfm. [Accessed: 06-Jun-2019]. 

[10] B. Chevallier-Mames, Mathieu Ciet, and Marc Joye: Low-cost solutions 
for preventing simple side-channel analysis: Side-channel atomicity, 
IEEE Transactions on Computers, VOL. 53, No. 6, June 2004, p. 760-768 

[11] Synopsys, PrimeTime http://www.synopsys.com/Tools/ 

 

2019 IEEE EWDTS 325



Construction of Length and Rate Adaptive MET
QC-LDPC Codes by Cyclic Group Decomposition

Usatyuk Vasiliy, Egorov Sergey
South-West State University

Department of Computer Science, Kursk, Russia
Email:L@Lcrypto.com, sie58@mail.ru

German Svistunov
Omsk State Technical University

Department of Computer Engineering, Omsk, Russia
Email: g.v.svistunov@gmail.com

Abstract—We introduce a quasi-cyclic construction method for
improving performance of length and rate adaptive Multi-Edge
Type LDPC (MET-LDPC) codes below Block Error Rate (BLER)
10−5. Proposed method allows to construct nested code families
with a code length variability based on 5G eMBB modular lifting
of Base Graph 2. Constructed codes are optimized by code distance
and graph properties. Simulation results under 50 iterations
of sum-product decoding over an AWGN channel with QPSK
modulation are provided for comparing to 5G eMBB codes. It
shows near the same performance for information length k < 600,
0.1− 0.3 dB coding gain on k > 600 under rate 1/3, and coding
gain around 0.3 dB under rate 1/5.

Index Terms—Length adaptation; Code distance; eMBB; mod-
ular lifting; Simulated annealing lifting; Quasi-cyclic; Multi-Edge
Type LDPC; MET-LDPC; Cyclic group decomposition

I. INTRODUCTION

Low-density parity-check (LDPC) codes are taking it’s origin
from the work of Gallager, [1], and further developed in
the works of Tanner [2] and MacKay [3]. Multi-edge Type
(MET) approach for LDPC codes is based on the idea of
code-on-the-graph puncturing according to the special erasure
recoverability distribution [4]. Code based on MET-approach
requires more iterations for decoder convergence but it provides
better iterative decoding threshold. In the LTE standard the
Turbo code MET-approach was used for the improving of
error-correcting properties by the cost of 6% of variable nodes
punctured in circular buffers [5].

MET quasi-cyclic (QC) LDPC codes are currently applied at
many modern standards: 5G eMBB [6], TV physical layer stan-
dard ATSC 3.0 [7], Deep Space Communication [8], fiber optic
communication standard IEEE P802.3ca 50G-EPON [9]. MET
QC-LDPC codes in 5G eMBB were constructed to provide the
best performance at BLER 10−2. That is why at BLER 10−5

it suffers from error-floor. In wireless communication systems
a granularity of information length (transport block size) and
compact representation of code specification are required. QC-
LDPC codes allow to vary information length (length adap-
tation) by using different sizes of circulant, puncturing and
shortening.

The key contribution of this work is a method for construct-
ing the length and rate adaptive MET QC-LDPC codes under
5G by cyclic group decomposition modular lifting. Proposed

method is applying simulated annealing approach with the
maximization of girth, EMD constrains and code distance
optimization. A probabilistic Number Geometry method and
Upper Bound of QC-LDPC code distance were used as well to
improve code distance properties of the shortest codes.

This paper is organized as follows. In Section II we introduce
MET QC-LDPC ccode definitions and notations. In Section III
we describe a method for construction of the length adaptive
MET QC-LDPC codes. In Section IV we describe a method for
Simulated annealing based lifting with cycle (graph) properties
from 5G eMBB protograph (BG2). A code distance improving
for the short MET QC-LDPC codes was considered in section
V. The performance of MET QC-LDPC codes based on pro-
posed approach was investigated by simulations in Section VI.

II. MULTI-EDGE TYPE QC-LDPC CODES

A QC-LDPC code parity-check matrix is formed by circulant
permutation sub-matrices (CPM) which could be either zero or
nonzero matrices. Let P = (Pij) be the L × L CPM defined
as

Pij =

{
1, if i+ 1 ≡ j mod L

0, otherwise.

Thus CPM P k which is obtained by shifting the identity matrix
I to the right by k times for any k, 0 ≤ k ≤ L − 1. In
our notation we denote the zero matrix by P∞ and the set
{∞, 0, 1, . . . , L− 1} by AL.

Let the mL× nL matrix H be defined as

H =


P a11 P a12 · · · P a1n

P a21 P a22 · · · P a2n

...
...

. . .
...

P am1 P am2 · · · P amn

 ,
where ai,j ∈ AL and L is the circulant size of H .

Consider the exponent matrix of H denoted as E(H) =
(Eij(H)):

E(H) =


a11 a12 · · · a1n

a21 a22 · · · a2n

...
...

. . .
...

am1 am2 · · · amn

 ,
i.e., the entry Eij(H) = aij .978-1-7281-1003-5/19/$31.00 c©2019 IEEE
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The protograph mother matrix (base graph) M(H) is a m×n
binary matrix obtained by replacing in H zero and nonzero
CPMs by 0 and 1 respectively. For the reason of simplicity,
we consider the case of edges of multiplicity one. However
the proposed method and its implementation support multiple
edges base graph [16].

Denote a cycle of length 2l in the Tanner graph of M(H) as
a block-cycle of length 2l. Every block-cycle of length 2l cor-
responds both to the sequence of CPMs {P a1 , P a2 , . . . , P a2l}
in H and to the exponent chain {a1, a2, . . . , a2l} in E(H).

The cycles in the parity-check matrix H Tanner graph could
be found in the following manner [10]. An exponent chain
forms a cycle in the Tanner graph of H if

2l∑
k=1

(−1)kak ≡ 0 mod L. (1)

In equation (1) each coefficient ai,j for CPM P ai,j is added
with a plus for every even step and with a minus for every
odd step. If the number of even steps for CPM P ai,j is equal
to the number of odd steps, then ai,j is eliminating from the
equation.

Let’s consider a cycle in the Tanner graph and a set V Ncycles
of all the variable nodes involved in that cycle. The number
of check nodes singly connected to the variable nodes from
V Ncycles is a metric of the cycle in the Tanner graph named
Extrinsic Message Degree (EMD) [13]. The EMD is a metric
which shows the connection measure of the subgraph (cycle)
with the rest of the Tanner graph.

III. LENGTH ADAPTATION OF MET QC-LDPC CODES

Consider a QC-LDPC code with m × n exponent matrix
E(H0) = (Eij(H0)) and a base graph M(H0). A parity-check
matrix H0 of this code will be of size mL0 × nL0 where
L0 is the circulant size. Lifting is a method of constructing
QC-LDPC codes with mLk × nLk parity-check matrices Hk,
same base graph M(Hk) = M(H0) and entries of exponent
matrices E(Hk) satisfy Eij(Hk) ∈ ALk

from H0 for a given
set of circulant sizes {Lk}, Lk < L0. So it is possible to
specify a formula for recalculating the values of E(Hk) from
E(H0). In [14] modular and floor-modular lifting approaches
are given. Length adaptation methods theoretical analysis and
its generalization were proposed at paper [15].

Modular lifting is determined by the following equation,
E(Hk) = fmodular(E(H)i, k) [14]:

Eij(Hk) =

{
Eij(H0) mod Lk, if Eij(H0) 6= −1,

−1, otherwise.
(2)

To improve the properties of modular lifting in 5G standard
8 cyclic groups (different families) are used, Fig. 1:

Lk = a · 2i, (3)

where i = {0, 1, 2, 3, 4, 5, 6, 7}− set of index, a =
{2, 3, 5, 7, 9, 11, 13, 15}− code’s family lifting values, Lk− set
of lifting sizes, (see ”Table 5.3.2-1” at [6]).

Fig. 1: Modular lifting of QC-LDPC codes as cyclic group
decomposition

IV. METHOD FOR CONSTRUCTION LENGTH AND RATE
ADAPTIVE MET QC-LDPC CODES

Consider a family of MET QC-LDPC codes with mLk×nLk
parity-check matrix H where Lk are the circulant sizes, m×n
exponent matrix E(H) and base graph M(H). N = Lk × n
is a code length, R = n−m−s

n−p−s is a code rate. Here n define
the number of variable nodes in a base graph, m− number
of check nodes in a base graph, p− number of punctured
CPMs, s− number of shortened CPMs. Let we have Base graph
2 (BG2) base matrix (protograph) with size m = 52, n =
42, p = 2, code rate 1/5 and nested submatrix with size
m = 32, n = 22, p = 2 with code rate 1/3. For the first step
of our construction algorithm we generate 8 different exponent
matrix for each family of cyclic group E(H) = maxM(H)

girth,EMD

using simulated annealing method with maximization of girth
and EMD for every circulant size E(H) = SALift(M(H), Lk)
[16]. The graph properties optimization allows us to construct
codes achieving up to 0.3 dB gain under FER = 10−5

compared with eMBB 5G code for information lengths from
600 to 1600, Fig. 2. But those codes still have 0.6 dB gap for
information length below 232 in case of code rate 1/3 (Fig. 3)
and a gap below information length 380 in case of code rate
1/5 (Fig. 4). To solve the short codes performance problem
we shall search for short lengths QC extension of BG2 with
better cycles properties (girth,EMD) and Hamming distance.
Maximal performance gap for constructed codes in 5G standard
cases observed for lengths which got decreased number of
information symbols in mother matrix(protograph): from 10 to
6 variable nodes for transport block size below 192 and 8 for
[192, 560], p. 10 [6]. Proposed method allow to improve code
distance, e.g. for family a = 2, for CPM size 8 from 20 (5G) to
23, for CPM size 32 from 31 (5G) to 44. The sieving method
for MET QC-LDPC codes by Hamming distance and (girth,
EMD) optimization is described by the pseudo code, Alg.1.

V. NUMBER GEOMETRY BASED PROBABILISTIC CODE
DISTANCE ESTIMATION METHOD

Code distance estimation could be performed by the Brower-
Zimmerman method [17]. It was implemented in Magma
algebraic system and GAP system for computational discrete
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Algorithm 1 Codes Sieving Method For Construction of
Length Adaptive MET QC-LDPC Codes

Require: M(H)− mother matrix, L0-maximal lifting value,
K−set of circulant sizes for code distance sieving, e.g.
{4, 8, 16, 32}, Cardc-number of lifted codes for sieving.

1: Esieve(H) = Ø
2: for i = 0; i < Cardc; i = i+ 1 do
3: E(H)i = SALift(M(H), L0)
4: E(HK) = fmodular(E(H)i,K)
5: dminK,i = NG(E(HK))
6: end for

return Esieve(H) = maxE(HK)
dminK,i

where E(H)i - is the set of codes constructed by
simulation annealing lifting E(H) = maxM(H)

girth,EMD

, E(HK)

- is the length adapted codes obtained by using modular
lifting for circulant size from set {K}, dminK,i− is a code
distance estimated by Alg. 2.

algebra. Code distance problem is a NP-hard and it is taking a
lot of time even for structured QC-LDPC codes with relatively
small circulant size Lk = [16, 64]. Fortunately for the code
construction it is enough to use probabilistic algorithm and
tight upper bound estimation which decrease the search time by
several magnitudes comparing to the deterministic algorithm.
Number Geometry probabilistic method is using Kannan’s
embedding technique and Lattice Construction A [18], [19].
Deterministic Number Geometry method for the code distance
estimation was proposed at [20]. We generalize this approach
to probabilistic one. Our generalization is based on the search-
ing methods of the shortest vector in Ideal-Lattice applied for
the Post-Quantum cryptography challenge [21], [22].

Geometry Lattice. Lattice – discrete Abelian subgroup
defined under Rn. For the linear independent basis B =
{b1, ..., bn} defined under Rm, lattice points are represented
by linear integer combination:

L(b1, ..., bn) = {
n∑
i=1

xibi : (x1, ..., xn) ∈ Zn},

where m and n are dimension and rank of lattice respectively,
m ≥ n.

Shortest Vector Problem. (∆-short vector problem,
SV P∆(m)): For the defined m-dimension lattice L(B) with
rank n and real value ∆ > 1 we need to find a non-trivial
vector, ∆-large shortest vector in the lattice b̄ ∈ L :

∥∥b̄∥∥ ≤
∆ · λ1(L).

For the case when ∆ = 1, we solve shortest vector problem.
For the case when ∆ > 1, we solve short vector problem
(approximation of SVP). At papers [23] , [24] a deterministic
method for this classical Number Geometry problem solution
is proposed.

Shortest Basis Problem. (∆-short basis problem,
SBP∆(m)): For defined full rank lattice basis B and
real value ∆ > 1 we need to find a lattice basis B′ =

{b′1, b
′

2, ..., b
′

m} : L(B) = L(B′),
∏m
i=1

∥∥∥b′i∥∥∥ ≤ ∆ ·
∏m
i=1

∥∥b⊥i ∥∥.
Length reduced basis. Consider lattice L ⊂ Rm. We denote

a basis B = {b1, b2, . . . , bm} as length reduced, if for QR-
decompose orthogonal basis following inequality holds:

|µi,j | ≤ 1
2 , 1 ≤ j < i ≤ m,

where µi,j is a Gramm-Shmidt coefficient.
Block Korkin-Zolotarev reduced basis [25]. Consider a

basis B = {b1, b2, . . . , bm} of lattice L ⊂ Rm ordered by
length. We will denote it as reduced by Block Korkin-Zolotarev
with block size β ∈ [2,m] and precious δ ∈

(
1
2 ; 1
]

if basis B
is length reduced and: δ2 ·

∥∥b⊥i ∥∥2 ≤ λ2
1(Li), i = 1, . . . ,m.

Here λ1(Li) is the length of shortest vector in Li, defined
by orthogonal complement of a vector space with a basis
bi, . . . , bmin(i+β−1,m).

Lenstra-Lenstra-Lovasz (LLL) reduced basis, [26]. Lat-
tice basis called LLL-reduced if it’s a Block Korkin-Zolotarev
(BKZ-reduction) reduced basis with β = 2 precious δ ∈

(
1
2 ; 1
)
.

Deterministic Code distance estimation methods are based
on Number Geometry [20]:

I. Consider a generator matrix of binary, ternary linear code
G embedded into the geometrical lattice Bc. For this purpose
we will scale n − k subspace of basis Bc by a constant scale
value N in a such way to map Hamming distance between
codewords to Euclidean distance between lattice points. Basis
of lattice is given as

BTc =

(
N ·G Ik

N · q · In 0n×k

)
,

where G ∈ F k×nq is a code’s generator matrix on the alphabet
of size q, Ik is an identity matrix, BTc - transposed basis of the
lattice.

For the systematical codes G = (Ik|P ) and P ∈ F k×n−kq a
scale constant N is equal to 1. The resulting lattice is not the
full rank lattice but rank(Bc) = k.

II. Reduce the basis of this lattice by solving shortest basis
problem.

III. Solve shortest vector problem in the lattice using Kannan-
Finke-Post method [23] , [24]. Number of non-zero positions
in the shortest vector defines Hamming weight.

To realize a probabilistic algorithm Alg. 2 we will enumerate
all integer x in L: x ∈ {L

⋂
S
⋂
P}, where S - sphere of radius

defined by code distance upper bound A, P -subset of Lattice
points which most probably contains a codeword of minimal
weight. This task can be solved by probabilistic sampling as it
shown in paper [27] with an assumption about QR-decomposed
orthogonal basis length and some properties of the search area.
More practical assumption was proposed at paper [28]. It
was also generalized for any type of lattice subset at papers
[29], [30].

To optimize the search area we propose to use random
permutations of lattice basis and defining the search area P
in such way to minimize the expectation Exp and dispersion
V ar of the search area points set cardinality. It allows to get
shortest vector with defined probability. For example, for area
P defined by inequality
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P =

{
n∑
i=1

xib
⊥
i : ti2 < xi ≤ ti+1

2

}
, t ∈ Nn .

Expectation and variance of the set are calculated as follows:

Exp =
n∑
i=1

(
t2i
4 + ti

4 + 1
12

)∥∥b⊥i ∥∥2
,

V ar =
n∑
i=1

(
t2i
48 + ti

48 + 1
180

)∥∥b⊥i ∥∥4
.

Exp and V ar could be calculated efficiently by QR-
decomposition with using of Givens rotation on GPU or House-
holder reflection on multicore CPU. Generalization of Alg. 2
allows to solve binary and ternary Learning with Error Problem
(LWE) which is equivalent to the Bounded Distance Decoding
of code embedded into lattice [31], [32].

A generalization of Mackay-Davey Theorem 2 [33] could be
used as an Upper Bound of code distance duppermin . It is known
also as Smarandache-Vontobel upper bound of QC-LDPC code
distance [34] improved by Butler-Siegel [35].

Theorem 12 [35]. Let C
′

be a QC code constricted
by optionally puncturing subblocks of the QC code C,
defined by the polynomial parity-check matrix H(x) ∈
(
(
F2[x]/〈xN − 1〉

)J×L
) and let , wt (H (x)). Let the sub-

block of C indexed by the set P , P ⊂ [L], be punctured,
while maintaining the dimensionality of the code. Let A

′
be

a submatrix of A with rows at, t ∈ τ ⊂ [J ], removed. Let S
be a subset of [L] of size J + 1 − [τ ], such that the subrows
at,S = 0∀t ∈ τ . Then

dmin

(
C

′
)
≤ min

S,τ

∑
i∈S\P perm

(
A

′

S\i

)
.

The proposed method source code and constructed MET QC-
LDPC codes available at [37].

Algorithm 2 Number Geometry based probabilistic code dis-
tance estimation method
Require: G−Code generator matrix, Type−type of

searching area, duppermin −upper bound on code distance,
Num−number of random permutation of lattice basis,
q−code alphabet q ∈ 2, 3, β−block size in BKZ-basis
reduction method, δ−precious of length reduction.

1: Embedded code to lattice

BTc =

(
N ·G Ik

N · q · In 0n×k

)
2: B′=SBP∆(m) using BKZ(β, δ)
3: Generate Num permutation of basis B′

4: for basis = 0; basis <= Num;Num = Num+ 1 do
5: QR (permbasis (B))
6: ExpTypebasis and V arTypebasis

7: end for
8: B∗ = min (Expbasis, V arbasis)
9: c = SV P∆L (B∗) with radius R ≤ duppermin , area Type

return dmin number of non-zero position in c

Fig. 2: SNR required for information lengths k to achieve FER
level 10−5 for MET QC-LDPC codes with rate 1/3.

VI. SIMULATION RESULTS

Performance of length adaptive MET QC-LDPC codes over
an AWGN channel with QPSK modulation under the 50 it-
erations of sum-product decoding was analyzed by computer
simulations. Figure 2, 3 shows the SNR value required to
achieve 10−5 FER performance for information lengths k = 80
to 1600 for QC-LDPC codes with rate 1/3, 1/5. We considered
105 different lengths (from 80 to 512 with granularity 8, from
512 to 1024 with granularity 16 and from 1024 to 1600 with
granularity 32) for every rate. Code A denotes the simulation
results of MET QC-LDPC codes with 5G eMBB standard base
graph 2 (BG2), [6]. Code B denotes the simulation results
of 8 cyclic groups codes families constructed using Simulation
Annealing lifting with maximization of girth and EMD. Code
C denotes the performance curve of MET QC-LDPC codes
sieved by the code distance.

VII. CONCLUSION

The proposed methods for construction of length adaptive
MET QC-LDPC codes allows to improve cycle properties of
BG2 codes and show near same performance for information
length below 600 and from 0.1 to 0.3 dB gain on length greater
600 and rate 1/5 compared to MET QC-LDPC codes from 5G.
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Abstract—The problem of decreasing the redundancy of 

model order reduction (MOR) techniques in circuit simulation is 
discussed. It is shown that further progress in decreasing the 
redundancy of the reduced models can be achieved by taking into 
account the characteristics of the circuit environment of the 
original models. Some experimental results are presented.  

Keywords—analog integrated circuits, circuit simulation, model 
order reduction  

I. INTRODUCTION 

Model order reduction techniques (MOR) are widely used 
in practical design of integrated circuits [1-5]. The projection 
methods of MOR are based as a rule on Krylov subspace 
methods (see for instance [1-9]). However the redundancy is 
peculiar to the reduced models obtained by this way [9]. The 
redundancy means in this case that the order of the reduced 
model is often much larger than that required to provide the 
desired accuracy. 

The redundancy problem becomes stronger for multiport 
applications [8-10]. The existing projection based methods lead 
to a larger reduced model than it is necessary when the number 
of ports is large [5]. As mentioned in [5] “Krylov subspace 
projection methods will be extremely inefficient” for reducing 
the models with many ports. The extension of Krylov subspace 
methods to the multiport case by applying block-Krylov 
techniques (see for instance [9, 12]) requires the deflation of 
redundant columns. 

Multipoint projection methods [10, 11] produce more 
compact reduced models [14, 15]. The suggested method 
PMTBR allowed to connect multipoint techniques with 
truncated balance (TBR) algorithms [4, 13] and provided the 
theoretical basis for further development of multipoint 
direction in MOR techniques. New results in point selection for 
multipoint MOR were obtained in [16, 17]. These methods 
have some practical limitations, in particular the problem of 
error control in reducing process is open [10, 14]. The 
approach to generate reduced basis in multipoint projection 
under error control was developed in [18]. 

In this paper a new approach to decrease the redundancy of 
the reduced models is developed that is directed to take into 
account the characteristics of the circuit environment of the 
original models during model order reduction process. 

II. PROJECTIVE TECHNIQUES IN MODEL ORDER REDUCTION  

A. Decription of Linear System 

Let the model of a linear system with Ninp inputs, Nout 
outputs, N internal states be described in the following matrix 
form: 

 ( )G sC X B+ = ; TZ D X= , (1) 

where s is the Laplace variable. Matrices in the system (1) 
have the following orders : G, C ( N N× ), B ( N Ninp× ), D 

( outN N× ), Z ( outN N× ), X ( N Ninp× ).  

The system (1) can be written in the form 

 1( ) ( )X s Y s B−= , 1( ) ( )TZ s D Y s B−= , (2) 

where ( )Y s G sC= +  

The moments of the system (1) solution [ ] ( )kX s  at 
frequency point s are obtained by successive differentiation (2) 
and have the view: 

 

[ ]

[ ] [ ]

0 1

11

( ) ( ) ( ) ,

1
( ) ( ) ( ) ( )

!

k
k k

k

X s X s Y s B

d
X s X s Y s CX s

k ds

−

−−

= =

= = −
. (3) 

In the case of single input (Ninp =1, B and [ ] ( )kX s  are 
vector-columns) the moments define Krylov subspace with 
matrix 1( )Y s С−− . For Ninp >1 expressions (3) specify block 
Krylov subspace. 

Projection methods of MOR provide transformation of the 
system (1) into a system of order Nred (Nred<N) using the 
multiplication of (1) by the right matrix V (N×Nred) and left 
matrix W (N× Nred): 

 ( )ˆ ˆ ˆ ˆG sC X B+ = , ˆ ˆ ˆTZ D X= , (4) 
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where 

 ˆ ˆ ˆ ˆ, , ,T T T TG W GV C W CV B W B D V D= = = = . (5) 

Let i-th columns of matrices B, D, X, Z, V be denoted as 
b{i}, d{i}, x{i}, z{i}, v{i}. 

The solution of the system (1) at point s for the unit i-th 
input can be approximated by a linear combination of columns 
of the matrix V (v{k}) with coefficients that are variables of the 
reduced system (4):  

 { } ( ) { } ( ) { } ( ) { }( ) { }
1

ˆ ˆredNi i i i k
kk

x s x s V x s x s v
=

≈ = ⋅ = , i=1,2,…,Ninp.(6) 

Here { } ( )ix s  is the approximation of x{i}(s), { }( )ˆ i
kx s  is k-th 

element of the vector.  

The residual vector of the system (1) after substitution (6) 
must be orthogonal to all columns of the matrix W. This gives 
the equations for columns (4), (5). The solution of the reduced 
system (4) at the point s is the coefficients of the linear form of 
the approximation of the solution (6).  

The following statement can be easily indicated: the state 
vector of the initial system at some point s is a linear 
combination of columns of the matrix V if and only if this 
vector coincides with its approximation at this point.  

This statement is true for higher order moments. The 
methods of moment matching are based on this statement [8]. 
In this case the projective matrix V is formed by constructing 
an orthonormal basis for a given set of moments.  

If both projective matrices are equal (W = V) then the 
transformation (5) ensures the symmetry of matrices C, G and 
the passivity of the system [7].  

One possible approach to decrease the redundancy of low-
order models generated by Krylov subspace methods has been 
presented [18]. This State Vector Selection (SVS) approach 
provides the ability to control the error estimate. The proposed 
technique to take into account the circuit environment in the 
reducing process is based on this approach. Therefore its 
description is given below in brief form.  

B.  State Vector Selection Approach 

The proposed algorithm with explicit computation of the 
projective matrix can be outlined as follows.  

Preliminary step.  

Solve the original system (1, 2) for the given set of Laplace 
points { }1 2, , , ,ms S s s s∈ =   ;  

save the state vector ( )msx  and the output vector ( )mz s  

for each point ms .   

Numerical cycle.  

Let n-1 basis vectors (columns of the current projection 
matrix V(n-1)) be already obtained, the matrices of the current 

reduced system of (n-1)-th order have been evaluated by (5). 
Then the new basis vector is determined by the following steps.  

1) Solve the current reduced system at all given Laplace 
points 

 ( )( ) 1
( 1) ( 1) ( 1)ˆˆ ( )n n n

m mx s A s b
−

− − −= ⋅ . (7) 

 ( )( 1) ( 1) ( 1)ˆˆ ( )n n n
m mz s d x s− − −= ⋅ . (8) 

2) Evaluate the maximal error at each sample point 

 ( ) ( )( )max ( )ˆmax ( )n
m m m

u U
e s Z s Z s u

∈
= − ⋅ . (9) 

3) Select the worst-case sample point sM with the maximal 
error norm:  

 maxarg max ( )m
m

M e s= . (10) 

4) If emax<E then the reducing cycle is finished. Here E is 
the specified upper bound of the error.  

5) Determine the worst-case state vector * ( )Mx x s= . 

6) Define a new basis vector by orthogonalization of state 
vector with respect to previous basis vectors 

 ( ) * ( 1) ( ) ( 1) ( ), ,n n n n nv x V V V v− − = ⊥ =   . (11) 

7) Compute matrices of the reduced system of the current 
order n by (7).  

8) Go to step 1 with n=n+1.  

At the first step no reduced system exists, so the reduced 
TF can be assumed to be zero (0)ˆ ( ) 0z s ≡ . 

An important advantage of the SVS algorithm is that the 
error norm is not specified in advance in the form of any 
mathematical definition, but it can be flexibly changed 
depending on the user's requirements.  

C. Models of Linear Electrical Networks for projective MOR 
methods 

For the application of above mentioned methods to the 
reduction of linear electrical circuit models it is necessary to 
represent models equations in the form of (1).  

If a circuit is described by the modified nodal analysis 
(MNA) [19], then the state variables x are the nodal voltages 
and inductance currents, and C, G are corresponding MNA 
matrices.  

In this case, the full Laplace conductances of the matrix 
elements (Yij =Gij + s·Cij) are related to the parameters of the 
linear components of the circuit (yij =gij + s·cij) by the relations 

 ( )
0

,
N

ij ij ii ikk
Y y i j Y y

=
= − ≠ = . (12) 
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where yi0 is the conductance between the i-th node of the 
circuit and the “ground”.  

To generate solutions X(sm), Z(sm) during the process of 
circuit models reducing unit current and/or voltage sources [7] 
are connected to external terminals of a circuit. If the i-th input 
signal is given by a current source connected to the k-th node 
of the circuit then element Bki =1 is formed in the matrix B. If 
the circuit contains a voltage source the current of a voltage 
source becomes an additional (m-th) state variable, the matrix 
G is expanded by m-th column and row element Bmi is set up in 
the matrix B  

 
1, 0( )

1, 0( )

km mk jm mj

mi mj

G G G G j k

B B j i

= = = = ≠

= = ≠
. (13) 

Output variables are defined in a dual way as voltages of 
the current sources and currents of the voltage sources. As a 
result D=B.  

III. MODEL ORDER REDUCTION OF LINEAR NETWORKS 

SUBCIRCUITS 

The output signals of the reduced circuit are formed by the 
interaction of its components and components of circuit 
environment. To take into account such an interaction it is 
proposed to consider the task of reducing the circuit model 
within the framework of linear circuit environment 
approximately reflecting the operation conditions of this 
circuit.  

The output resistances of signal sources and capacitive load 
are the examples of such a linear environment.  

In further it is assumed that the interaction of the 
environment with the circuit is carried out only through the 
terminal nodes of the circuit which fully or partially coincide 
with the nodes of the circuit environment.  

The problem of reducing the linear subcircuit model can be 
formulated by the following way. Let the given linear circuit be 
described by the state vector of dimension N. The part of this 
circuit is the reduced subcircuit with internal state vector xI of 
dimension NI. The circuit environment is described by the state 
vector xS of dimension NS. In this case the full state vector x 

consist of partial vectors: [ ]I I S,
T

Sx x x N N N= = + . 

Indexes I and S denote the set of internal nodes and the set 
of environment nodes respectively.  

The state of the circuit is determined from the system of 
Laplace equations 

 II IS II IS I

SI SS SI SS

0

S S

G G C C X
s

G G C C X B

        
+ ⋅ =        

        
. (14) 

Matrix indexes in (14) determine the set of nodes between 
which the corresponding elements of the conductance and 
capacitance matrix are given. The matrix BS defines the signals 
amplitudes of Ninp voltage and current sources contained in 
the circuit environment.  

As mentioned above it is assumed that the impact on the 
subcircuit is carried out only through the nodes of the circuit 
environment. The output characteristics are determined by the 
state vector of the circuit environment XS which is the result of 
the solution (14).  

The problem of reducing the subcircuit within a given 
circuit environment is defined here as a generation of matrices 

II II IS IS SI SI
ˆ ˆ ˆ ˆ ˆ ˆ, , , , ,G C G C G C  of the reduced subcircuit. Herewith 

the proximity of the state of the complete initial circuit (14) to 
the state of the circuit with a reduced subcircuit model should 
be provided.  

 II IS II IS I

SI SS SI SS

ˆ ˆ ˆ ˆ ˆ 0

ˆ ˆ ˆ
SS

G G C C X
s

BXG G C C

         + ⋅ =                   
. (15) 

In this case the matrices GSS, CSS of circuit environment are 
not reduced.  

To solve this problem the Galerkin method is used, but in 
contrast to the reduction of the linear system (1) NS*NI 
projective matrix is applied to approximate only the internal 
state of the subcircuit ( ) ( ) ( )I I Iˆx s x s V x s≈ = ⋅ . The 

environment of the subcircuit must not be changed, i.e. 
( ) ( ) ( )S S Sˆx s x s x s≈ = .  

Then the approximation of the system (14) state based on 
the solution (15) is written as:  

 
( )
( )

( )
( )

( )
( )

I I I

S S S

ˆ

ˆ

x s x s V x s

x s x s x s

     ⋅ 
≈ =     

     




. (16) 

Using (16) the residual of the system (14) is determined by 
the expression:  

 I II IS II IS I

S SI SS SI SS S

ˆ 0

ˆ S

r G V G C V C x
s

r G V G C V C x b

          
= + ⋅ −          

          
. (17) 

To uniquely identify a solution the orthogonality condition 
of the internal residual vector of the subcircuit to all columns 
of the projective matrix is added: V –V·rI = 0. A zero residual 
value is also set up for all nodes in the environment: rS = 0.  

After performing these operations, one can obtain from (17) 
a linear system for x̂ : 

 III IS II IS

SSI SS SI SS

ˆ 0

ˆ

T T T T

S

xV G V V G V C V V C
s

x bG V G C V C

        
+ ⋅ =                 

.(18) 

The obtained system (18) coincides with (15) at the 
following values of reduced matrices 

 II II SI SI IS IS SS SS

II II SI SI IS IS SS SS

ˆ ˆ ˆ ˆ, , , ,

ˆ ˆ ˆ, , , .

T T

T T

G V G V G G V G V G G G

C V C V C C V C V C C C

= = = =

= = = =
. (19) 
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Note that the elements of the matrices YSI, YIS can be 
nonzero only for NB boundary (B) nodes of the subcircuit 
which are common to the subcircuit and its environment. 
Therefore, one can write 

 [ ]BI
SI SI SI IS IB IS IB, 0

0

Y
Y G sC Y G sC Y

 
= + = = + = 

 
. (20) 

Then the matrices of the subcircuit for all internal and 
boundary nodes can be reduced by the formulas obtained from 
(19, 20)  

 II II BI II IB IB BB
ˆ ˆ ˆ ˆ, , ,T T

BBY V Y V Y Y V Y V Y Y Y= = = = . (21) 

The last equation in (21) shows that the matrices between 
the subcircuit terminals (BB, CB) are not changed during 
model reduction process.  

Matrices of the reduced subcircuit model 

( ˆ ˆˆ sub sub subY G sС= + ) combine components related to all nodes 

 II IB II IB

BI BB BI BB

ˆ ˆ ˆ ˆ
ˆ ˆ,

ˆ ˆ
sub subG G C C

G С
G G C C

   
= =   
      

. (22) 

To simulate an electrical circuit with matrices (22), it is 
necessary to form conductances of the subcircuit components 
using (12, 22) and assign to the boundary nodes of the 
subcircuit the names of those nodes of the external circuit to 
which they are connected.  

Note that the properties of subcircuit reduction (15, 19) are 
similar to the properties of reduction of standard form of linear 
models (4, 5) because expressions (21, 22) can be represented 
in an equivalent form:  

 
ˆ

,  
ˆ

sub T sub

sub T sub

G V G V

С V С V

=

=
 (23) 

where 
0

0 B

V
V

E

 
=  
 

, EB is a unit matrix of dimension 

 B BN N× , transformation (21, 23) ensures the preservation of 
passivity.  

In practice, the reduced circuit never works within fixed 
linear environment. The different approaches are possible to 
take into account an arbitrary circuit environment.  

The external part of the circuit can be presented by several 
variants of the linear environment. In this case to take into 
account such a multivariance it is possible to exploit finding 
the maximum error not only for different value points of the 
input vector but also for the variants of the circuit environment.  

It is also possible to specify the configuration of the 
external environment by parameters within the given limits. In 
this case, the evaluation of the sensitivity of the output 
characteristics to the environment parameters can reduce the 

computational cost. Having obtained the sensitivity the 
maximum error can be estimated.  

The solution of the problem for a given range of parameters 
of the external environment can serve as the basis for solving 
the problem of reducing the subcircuit with nonlinear 
environment. Nonlinear components can be represented, for 
example, by linear elements with values from the 
corresponding parameter range.  

IV. NUMERICAL EXPERIMENTS 

The multistage RC circuit (Fig.1) was selected to verify the 
workability of the proposed reducing algorithm with taking 
into account the characteristics of the circuit environment. The 
circuit contains 50 π type sections with R=0.02 Ohm, C=0.05 
pF. The circuit environment includes the input unit voltage 
source (V = 1V) with internal resistance RS = 0.01 Ohm and 
capacitive load, which varies about the average value of CL = 
10pF.  

Two reduction techniques were compared in the numerical 
experiment: without taking into account the load (CL = 0) and 
with the setting up the load value CL = 10pF. The error 
tolerance tol = 0.05 V was specified. This tolerance means 5% 
deviation from the static transfer function.  

As a result of applying MOR techniques the following 
conductance and capacitance matrices were obtained: matrices 
of order 4 4× for the case with taking into account the load and 
6 6×  for the case without taking into account the load. The 
increased order in the last case is explained by the expansion of 
the operating frequencies band of transfer function (TF). It can 
be seen from Fig. 2a.  

Then the load CL = 10pF was connected to each model. The 
deviations of their TF from the TF of the full model with the 
same load were obtained. These deviations are shown in Fig. 
2b. The computed plots show that taking into account the load 
during model order reduction process allows us to decrease 
resulting error approximately by two times under lower order 
of the generated models. More detailed comparison of reduced 
models depending on the specified error tolerance is presented 
in Table. 1.  

The values of model orders and TF errors at a nominal load 
of 10pF are given in Table 1 for specified tolerance values. The 
column 4 shows the actual error achieved when reducing is 
performed without load account. The last column shows the 
ratio of the model errors for model reduction without taking 
into account the load and with taking into account the load.  

It can be seen from this table that the gain from model 
generation with taking into account the real load is essentially 
growing with increasing the requirements for model accuracy.  

Table 1 presents the results for the case of coincidence of 
the load value with the value used in reducing model order. In 
practice the average load can usually be known. Its value at 
any time depends on the nonlinearity of the circuit, mode 
changes, etc. So the numerical experiments were carried out to 
estimate the accuracy of the obtained models at a load 
deviation of +-40% from the nominal value. The results of 
these numerical experiments showing the dependence of the 
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ratio of the model errors on the load at different specified 
tolerances are given in Table 2. The significant efficiency 
growth of the suggested approach can be noticed with 
increasing the requirements to accuracy of the reduced model.  

 

 
Fig. 1. RC multistage circuit with capacitive load. 

 

 
Fig. 2.  Transfer functions of RC- circuit with different values of capacitive 
load (а), resulting errors versus frequency after reducing for different values 
of capacitive load (b). 

V. CONCLUSION 

The problem of reducing the order of the linear network 
subcircuit model taking into account the circuit environment is 
formulated. The basis for the system of Kirchhoff equations is 
formed in this case from the state variables vectors of the 
subcircuit obtained by solving the equations of the full circuit.  

The model of the subcircuit is obtained in the form of 
matrices of capacitances and conductances and it is included 
into the circuit environment without the addition of auxiliary 
current or voltage sources.  

Numerical experiments show a significant decreasing the 
error of model reduction by taking into account the average 
value of the load capacity.  
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TABLE I.  COMPARISON OF ERRORS FOR REDUCED MODELS AT THE NOMINAL CAPACITIVE LOAD (10 PF).  

# 
 

Tolerance Reducing Conditions Errors Ratio 
Err 0/Err C 

Without Load (CL=0) Load10pF 

Order Deviation Error Order Error 
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1 2 3 4 5 6 7 8 
1 10-1 5 7.7*10-2 7.4*10-2 4 3.2*10-2 2.30 
2 10-2 7 9.8*10-3 4.6*10-2 5 5.9*10-3 7.68 
3 10-3 9 2.1*10-4 1.4*10-2 7 4.8*10-4 30.1 
4 10-4 10 1.9*10-5 1.1*10-2 9 1.3*10-5 867.5 
5 10-5,10-6 11 7.0*10-7 8.0*10-3 10 6.8*10-7 11753 
6 10-7 12 3.1*10-8 6.2*10-3 11 4.3*10-8 145110 
7 10-8 13 2.3*10-9 4.9*10-3 12 2.2*10-9 2239200 

 

TABLE II.  COMPARISON OF ERRORS FOR REDUCED MODELS AT DEVIATION FROM THE NOMINAL CAPACITIVE LOAD.  

# 
 

CL 

pF 
Error Tolerance in Model Order Reduction  

10-1 10-2 10-3 10-4 10-5,10-6 10-7 10-8 
1 14 3.2 10.9 42.7 1233 11309 17153 21650 
2 12 2.8 9.27 36.4 1050 14141 25673 32399 
3 10 2.3 7.68 30.1 867.5 11753 145110 2239200 
4 8 1.8 6.09 23.8 685.1 7911 12025 15180 
5 6 1.4 4.51 17.5 503.9 2338 3549 4480 
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Abstract—In this study, failure analysis of rolling-element
bearing of vehicle brake tester used in a vehicle inspection station
was considered according to the real time vibration signals. Based
on vibration measurements under loads taken at intervals of
about 15 days, these real time vibration signals were subjected
to median filtering firstly. The total difference method proposed
with this paper using autocorrelation functions’ maximum and
minimum values for each vibration signal was applied. Lastly,
Goertzel algorithm has been used in order to obtain amplitude
of specific defect frequency sample with a minimum calculation
complexity for vibrational failure analysis of rolling-element
bearing for the first time with this paper. It is verified with
this paper that as the time passes, the values obtained by all
methods above increase and excess the thresholds determined by
this paper.

Index Terms—Failure analysis, rolling-element bearing, vi-
bration measurement, vibration signal processing, vehicle roller
brake tester, signal processing

I. INTRODUCTION

Vehicle braking systems are controlled periodically for their
decisive importance in vehicle safety. The control of vehicle
brakes are determined by the vehicle roller braking testers at
vehicle inspection stations. Drum cylinders used in vehicle
brake testers are mounted on rolling element bearings. Rolling
element bearing fault is one of the most common causes of
vehicle brake tester malfunctions. Therefore, failure analysis
of rolling-element bearings used in a vehicle brake testers is
necessary.

A considerable amount of literature has been published on
signal processing based vibration monitoring and interpreta-
tions in order to determine bearing life and faults. Failure
detection and diagnosis for a class of rolling-element bearings
using short time FFT (Fast Fourier Transform)-based methods
were investigated by Yang et al. [1]. Special auto-correlation
analysis in frequency domain with an aim to distinguish the
faults in the bearings was accomplished by Ming et al. [2].
The effect of sensor noise is noticeable in that study. In [3],
vibration analysis in monitoring rolling-element bearings was

summarized and their capabilities, advantages and disadvan-
tages were explained. In [4], the comparable efficiency of
using frequency domain approach in HilbertHuang Transform
for bearing fault diagnosis was handled. But empirical mode
decomposition process existing in this study causes mode mix-
ing problem. In [5], as the time passes, it is stated that the sum
of the frequency amplitude values above the certain thresholds
in frequency domain increases for the rolling-element bearing
of a vehicle brake tester in loaded and unloaded cases. In [6],
explicit finite element modelling of a rolling element bearing
with a localised line spall using standard signal processing
techniques etc. is obtained and analytical validation of the
modelled results is presented. In [7], a novel modulation signal
bispectrum (MSB) based robust detector for bearing fault
detection which is more accurate and robust detection results
than Kurtogram based approaches is proposed.

Although rolling element bearings have been widely used
on brake testers at vehicle inspection stations, the bearing
problems have not been considered before. In this study, a
signal processing approach for the failure analysis of rolling-
element bearings used at a vehicle inspection station was
considered according to the real time vibration signals.

Novelties of this study are presented below.
In experimental :

• Taking the real time vibration signals from vehicle in-
spection station was performed.

In theory:

• The total difference method proposed with this paper for
the first time using autocorrelation functions’ maximum
and minimum values for each vibration signal was ap-
plied for vibrational fault diagnosis of rolling-element
bearing.

• Goertzel algorithm has been used in order to obtain
amplitude of specific defect frequency sample with a
minimum calculation complexity for vibrational fault
diagnosis of rolling-element bearing for the first time with
this paper.

• It is verified with this paper that as the time passes,
the values obtained by all methods (total difference978-1-7281-1003-5/19/$31.00 ©2019 IEEE
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(a) (b) 

Fig. 1. Pictures from experimental setup [5]

(a) (b) 

Fig. 2. Used bearing sample

based autocorrelation and Goertzel algorithm) increase
and excess the thresholds determined by this paper.

II. REAL TIME VIBRATION SIGNALS OBTAINING AND
ANALYSIS

The picture of the experimental setup is shown in Fig. 1
(a) and data acquisition (DAQ) device having accelorometer
mounted on the bearing housing is shown in Fig. 1 (b). The
bearing type is UCP205 and samples of healthy and broken
down bearings are shown in Fig. 2. Two rolling element
bearings are used for comparison. The first one was used to
take measurement 1, 2 and 3 data and the other one was used
to take measurement 4 and 5 data for comparison. Vibration
measurements for bearings of vehicle roller brake testers were
performed at a vehicle inspection station for intervals of about
15 days. Five measurements were carried out on experimental
setup on different dates. The first bearing had been mounted on
the brake test system at the vehicle inspection station before
first measurement and was in standard active use. The first
measurement was taken while active use was in progress.
The measurements were then continued at regular intervals
and the first bearing was broken about 35 days after the
first measurement. It should be noted that the life of the first
bearing is longer than one month.

Median filtering is a non-linear method for removing noise
from images. It is widely used because it is very effective at
removing noise and outliers while preserving edges in image
processing. From Fig. 3 and Fig. 4, the expected peak values
are observed approximately two in one second depending on
the rotational speed of the bearing. The rotational speed of

the bearing in Hz is calculated by Eq. (1). The median filter
was used instead of the mean filter to reduce noise without
touching these peak values which were considered as edges.
All recorded vibration measurement data for each of three
axes in time domain were filtered by Median Filter in order
to remove noise and spikes.

NHz =
5000

2 ∗ π ∗ r ∗ 60 ∗ 60
= 2.1897Hz (1)

In the formula, r is the radius of the brake drum equals to
0.101 m.

Amplitude values of all filtered vibration data were obtained
by using all axes data for each time samples and it is reached to
the amplitude vector as a 1-dimensional signal in time domain
and transferred with FFT to frequency domain in MATLAB.
The three-axis accelerometer produces simultaneous data on
three axes (x, y and z) in each time slot. When this data in
each time slot is considered as vector, in order to perform one-
dimensional signal processing, the amplitude of the vector is
taken as it requires only one value instead of three values
in each time slot and calculated by Eq. (2). The amplitude
or norm or length or magnitude of this vector is known
as absolute value. Therefore, negative parts are not included
because absolute value expressions cannot be negative. In
addition, amplitudes in frequency domain are given to show
which frequencies have peaks. As seen in the frequency
domain representations from Fig. 3 and Fig. 4, increasing of
the peak value in 213.4 Hz used by the Goertzel algorithm
will also be verified in next section.

Avi
=

√
m2

xi
+m2

yi
+m2

zi (2)

These processes are repeated for each measurement. The
collected vibration signals in time domain and frequency
domain are shown in Fig. 3 and Fig. 4 with recording date. For
all signals, total number of samples (N) is 8192 and sampling
period (Ts) is 0.000390625 second.

III. PROPOSED APPROACH AND EVALUATIONS

The autocorrelation function is generated when one of the
same copy of the signal is shifted relative to the original one
and calculated by Eq. (3).

Rx[n] =

∞∑
m=−∞

x[m+ n]x[m] (3)

Autocorrelation functions for all measurements are pre-
sented in Fig. ??. According to these autocorrelation functions,
the total difference method proposed with this paper was
applied. According to this method, the difference between
the summation of maximum peak values and minimum peak
values were calculated by Eq. (4) and presented in Fig. 6.

D = (
N∑
i=1

Amax
i )− (

N∑
i=1

Amin
i ) (4)
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Fig. 3. Time and frequency domain representation of vibration amplitude signals of measurements of first rolling-element bearing

As can be understood from the Fig. 6, as the time passes,
difference values of the vibration signals increase. The differ-
ence value before the first bearing was broken down, reached

to peak value of 5967 with the 3rd measurement. This value
can be regarded as the threshold level. After the first bearing
was broken down, the difference between the summation of
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Fig. 4. Time and frequency domain representation of vibration amplitude signals of measurements of second rolling-element bearing

maximum peak values and minimum peak values for the
second ball bearing increased from lower to higher value over
time.

FFT algorithm is utilized in order to calculate DFT (Discrete
Fourier Transform). When a few or specific DFT frequency
samples are only needed, Goertzel algorithm can be used
to decrease calculation complexity more whereas obtaining
all the frequency samples [8]. The Goertzel algorithm is
considerably superior to ensure energy efficiency against the
FFT with less computational load, since less computational
load causes less energy consumption [9].

Amplitude calculation of specific frequency sample with the
Goertzel algorithm, which needs only signal energy without
phase information, using the previous input values is calcu-
lated as

X2
G(k) = Q2

k(N − 1) +Q2
k(N − 2)

−2cos(2π
k

N
)Qk(N − 1)Qk(N − 2)

(5)

where Qks are intermediate values that are formed when

entering the input signals in time domain in the Goertzel
algorithm.

In mechanical signal analysis literature for the rolling-
element bearings, the Goertzel algorithm is utilized for the
first time with this study. The Goertzel algorithm is used to
obtain predetermined and specific spectral amplitude of 213.4
Hz frequency sample in this paper. 213.4 Hz frequency sample
corresponds to outer raceway defect frequency harmonic and
calculated by Eq. (6). As can be understood from the Fig. 7,
as the time passes, spectral amplitudes of 213.4 Hz frequency
samples of the vibration signals increase. The final measure-
ment (3rd one) before the first bearing was broken down,
spectral amplitude of 213.4 Hz frequency sample reached to
peak value of 0.0644 m/s2. This value can be regarded as
the threshold level. After the first bearing was broken down,
spectral amplitude of 213.4 Hz frequency sample for the
second ball bearing increased from lower to higher value over
time.
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Fig. 5. Autocorrelation functions for all measurements

ORF = (
n

2
)(NHz)(1−

d

D
cosα) (6)

Outer raceway defect frequency (ORF) is calculated as
8.0771 Hz according to the formula above where NHz is the
RPM of the shaft in Hz equals to 2.1897 Hz, d is the mean
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Fig. 6. The difference values according to the total difference method

Fig. 7. Spectral amplitude values of 213.4 Hz frequency samples

diameter of the rolling elements equals to 7.40 mm, D is the
pitch diameter of the bearing equals to 41 mm, n is the number
of rolling elements equals to 9 and α is the contact angle
equals to 0. 213.4 Hz is the 26th harmonic of ORF.

IV. CONCLUSION

Safety and efficiency of vehicle roller brake tester used
at vehicle inspection stations are important for reliable in-
spection. Rolling element bearing used in the brake tester
play important role for effective vehicle inspection tests.
In this study, pre-alarming and failure analysis of rolling-
element bearing of vehicle brake tester used at a vehicle
inspection station was considered by taking the real time
vibration signals. Real time vibration signals were subjected
to autocorrelation difference and Goertzel algorithm methods
after median filtering process. At this point, it will be possible
to obtain an effective prediction of rolling element bearing
failures in the brake testers at vehicle inspection stations.
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Abstract—The authors analyzes the ways of unit bits sum 
code design with improved error detection characteristics in 
data vectors in comparison with known codes. It is proposed to 
use arbitrary account modules in the construction of a modi-
fied modular sum code, which gives different sum codes fami-
lies. Installed characteristics of the modified error detection 
sum code with modular summing the unit bits. The detection 
sum codes properties as an error with different multiplicities 
and some errors type like a unidirectional, symmetrical and 
asymmetrical. The results can be used to construct systems 
with fault detection for the synthesis of the self-checking sys-
tem and for controllable structures organization.  

Keywords—unit bits sum code; modular sum code; codes 
with arbitrary modules account; error detection in the data vec-
tor; undetectable error; undetected errors type and multiplicity. 

I. INTRODUCTION 

Barred codes are widely used in the information com-
munication and processing of organization, as well as in 
solving problems of technical diagnostics devices and con-
trol systems [1 – 3]. Different applications use different 
design and property codes. For example, some applications 
require correction of distortions that occur in code words, 
and some applications require the only detection emerged 
distortion. The latter problem arises, for example, in the 
synthesis of discrete systems, gives a fault detection feature 
(the synthesis of systems with self-verification and control-
lable structures, the organization of the working diagnosis, 
etc.) [4 – 6]. 

Codes focused on the detection of distortions have less 
redundancy than the codes correcting errors. This allows 
you to build devices with fault detection with low redun-
dancy and the exception of the accumulation of faults. 
Widespread use in such problems have received various 
block uniform codes, and above all, various systematic 
codes obtained through the use of predetermined bits parity 
checks[7, 8] weighted codes [9] and unit bits sum codes and 
weighted bits sum codes [10, 11]. The designs of these 
codes are quite simple, in addition, well-known methods for 
the f coder’s synthesis with self-checking structures on a 
different functional basis. 

This paper presents the results of research in the ways 
development to modify the classical modular unit bits sum 

codes [12 – 16] in order to improve the characteristics of 
their errors detection in data vectors. The features of the 
modified modular unit bits sum codes with arbitrary count-
ing modules are described in detail and set their key charac-
teristics of different types and multiplicities error detection. 

II. METHODS FOR MODIFIED CODES WITH SUMMATION 
The considered sum codes are modifications of the 

known classical modular sum codes and have improved 
characteristics of error detection.  

Modular sum codes (denote them as SM(m,k)-сodes, 
where M is the value of the module used in the construction 
of the code, m and k are the number of bits in the data and 
check vectors, respectively) are constructed as follows [15]. 
The weight r of the data vector – the number of unit bits is 
calculated.  Then the smallest nonnegative deduction of the 
obtained number is determined by the preset module 

{ }1;...;3;2 +∈ mM  – the number ( )MrW mod=  is ob-
tained. This number is represented in binary form and is 
written to the bits of the check vector. The number of con-
trol bits in the codewords SM(m,k)-codes is determined by 
the value   Mk 2log=  (the entry  ...  denotes an integer at 

the top of the calculated value). As shown in [17], SM(m,k)-
codes for ( ) { }1log21 22;...;2;2 +∈ mM , has better error detec-
tion characteristics among all codes with the same number 
of check bits. Also, for these codes are most simply synthe-
sized coders with self-checking structures. However, in 
some applications, SM(m,k)-codes with arbitrary counting 
modules can be effective [15]. The authors consider the 
modified modular unit bits sum codes, which are built from 
the "basic" modular sum codes. When constructing these 
codes, the modified weight of the data vector is determined 
by the formula: 

( ) ,mod MMrW α+=     (1) 

In (1) α – a special correction index calculated as the 
sum modulo two (XOR) pre-selected data bits. The first 
term in  (1) defines, in fact, the "basic" SM(m,k)-code and 
"basic" properties of the modified code under construction. 
The second term allows you to improve the properties of the 
"base" code. 

978-1-7281-1003-5/19/$31.00 ©2019 IEEE 
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Modified modular unit bits sum codes are denoted as 
RSM(m,k)-codes, separately defining the formula for calcu-
lating the correction coefficient α.  

The considered method of constructing a modified sum 
code is known in world literature. For example, in [11] it is 
proposed to use this method of modification, except that the 
smallest non-negative deduction is determined for the total 
value of the weight coefficients of the bits or transitions 
between the bits. In this case, the correction factor is pro-
posed to be calculated by the formula: 

11 ... +− ⊕⊕⊕= kmm xxxα  (low order k bits do not participate 

in the determination of the correction index). In [18] the 
modified code with summation is considered, for which  (1) 
is directly used, the module is determined by the value 

( )  11log22 −+= mM , and the coefficient α by the same formula: 

11 ... +− ⊕⊕⊕= kmm xxxα . In [19] the idea 

of building, this code is common to the use of modules 
( ) { }21log21 22;...;2;2 −+= mM . The correction index α is pro-

posed to be calculated by the formula: 
,...1 pmm xxx ⊕⊕⊕= −α  ( )  .21log2 ++= mp  

In article 

[20] are constructed families of RSM(m,k)-codes with dif-
ferent values of α and modules ( ) { }11log21 22;...;2;2 −+∈ mM . In 
all of these studies are presented only ways of code con-
struction and some common characteristics of error detec-
tion by multiplicities. 

In many sum codes, applications are important not only 
features of detecting errors of different multiplicities but 
also types [21 – 25]. From this point of view, it is important 
to study the characteristics of unidirectional, symmetrical 
and asymmetrical errors detection [26]. The unidirectional 
error occurs when only zero or only one bits of the code 
word or data vector are distorted. Symmetrical error is asso-
ciated with the same number of zero and one bits distor-
tions. The asymmetrical error occurs in the case of an une-
qual number of distortions of zero and one bits. Different 
sum codes have different characteristics of error detection 
in data vectors both by multiplicities and by their types. 

Next, we consider RSM(m,k)-codes with random mod-
ules of calculation ( ) { }11log22;...;4;3;2 −+∈ mM  and methods 
for calculating the correction index α (Fig. 1). 

( ) { }1log21 22;...;2;2 +∈ mM ( ) { }1log21 22;...;2;2 +∉ mM

RSM(m,k)-codes

Arbitrary method 
of calculating α 

The only way to calculate α 
 

Fig. 1. Classification of RSM(m,k)-codes. 

III. MODIFIED MODULAR CODES                                                  

WITH ARBITRARY ACCOUNT MODULES 
When you modify the SM(m,k)-code in the RSM(m,k)- 

code, as noted above, the basic characteristics of error de-
tection are preserved. This is due to the method of calculat-

ing the modified weight, which is convenient to explain by 
the example of the distribution of all data vectors between 
all check vectors. For example, this distribution is given in 
Tabl. 1 and Tabl. 2 for S3(4,2) and RS3(4,3)-codes 
(the correction index is determined by the formula 

34 xx ⊕=α , the numbering of bits – from right to left). 

TABLE I.  S3(4,2)- CODE  

Check vectors 

00 01 10 

Reference groups 

0 1 2 

Data vectors 

0000 0001 0011 

0111 0010 0101 

1011 0100 0110 

1101 1000 1001 

1110 1111 1010 

1100 

TABLE II.  RS3(4,3)-CODE, 
34 xx ⊕=α  

Check vectors 

000 001 010 011 100 101 110 111 

Reference groups 

0 1 2 3 4 5 6 7 

Data vectors 

0000 0001 0011 0111 0100 0101 

1101 0010 1100 1011 1000 0110 

1110 1111 1001 

1010 

 

The source Table of the distribution of data of vectors 
between the check vectors (in reference groups) is expand-
ing due to the "shear" part of the data vectors, for which 

34 xx ⊕=α , into reference groups with greater numbers. 

This shift is carried out by the value Ms = . With this 
modification of the SM(m,k)-code, data vectors are not add-
ed to the existing reference groups, and some of the availa-
ble vectors occupy empty groups. Since the error will not be 
detected only if it translates any data vector of one reference 
group into a data vector of the same reference group, the 
number of undetectable errors decreases with a decrease in 
the number of data vectors in the group. However, the basic 
properties of the code are preserved. 

The above reasoning is followed by important findings 
(given without proof). 

Theorem 1. Any RSM(m,k)-code, regardless of the val-
ues of the modulus M and the procedure for the calculation 
of the correction index α detects a greater number of sym-
metrical errors in the data vectors than the corresponding 
modular code with summation, and any unidirectional er-
rors, with the exception of a percentage of the unidirection-
al errors with multiplicity: 
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,jMd =  .,...,2,1 



=
M

m
j     (2) 

Theorem 2. Any RSM(m,k)-code, regardless of the value 
of the module M and the rules for calculating the correction 
index  α, detects any asymmetrical errors in the data vec-
tors, except for a certain proportion of asymmetrical errors 
with multiplicity: 

,2 jMd +=  .
2

,...,2,1 



 −= Mm

j     (3) 

These properties are characteristic also for the classical 
SM(m,k)-codes. Both codes belong to dυ,dα-UAED(m,k)-
codes (unidirectional and asymmetrical error-detection 
codes) [27], where dυ=M, а dα=M+2 – are minimal multi-
plicities of undetectable unidirectional and asymmetrical 
errors, respectively. 

Note that all k2  reference groups can be filled with at 
least one data vector only if ( ) { }11log21 22;...;2;2 −+∈ mM . For 
other codes, part of the reference groups will always be 
empty. This complicates the procedure of coders synthesis 
with self-checking structures for codes with 

( ) { }11log21 22;...;2;2 −+∉ mM .  

Since some groups will always be empty at 
( ) { }11log21 22;...;2;2 −+∉ mM , some alternative ways of con-

structing RSM(m,k)-codes can be proposed. "Shift" of data 
vectors can be carried out not only by the value Ms = . 
Other modified modular sum codes can be constructed us-
ing the formula:  

( ) ,mod sMrW α+=     (4) 

where  { }MMMs M −+∈ +1log 22;...;1; . 

For example, for the above S3(4,2)-code can be modi-
fied with shifts of  { }532;4;3 13log2 =−∈ +s . If 4=s  refer-
ence groups No. 3 and No. 7 will always be empty, and 
when 5=s  – No. 3 and No. 4.  

Various methods of constructing RSM(m,k)-codes with 
values ( ) { }11log21 22;...;2;2 −+∉ mM  can be used under re-
strictions on the formation of check vectors, necessary for a 
complete check of the structure of the encoder. 

TABLE III.  RSM(M,K)-CODES WITH A GIVEN NUMBER OF CHECK BITS 

Number of check bits Codes 

1 – 

2 RS2 

3 RS3, RS4 

4 RS5 … RS8 

5 RS9 … RS16 

… … 

k RS(2k–1+1) … RS(2k–1) 

 
Table 3 provides a classification of the codes in question 

by the number of check bits. Note also that to reduce the 
number of check bits when choosing the module 

( ) { }11log21 22;...;2;2 −+∉ mM  you can additionally determine 
the smallest non-negative deduction of the number  W 

( )  11log22* −+= mM . However, this method will give the noise-
immune code only at a certain initial "shift" (at a certain 
value of the number s). 

IV. PROPERTIES OF MODULAR CODES WITH ARBITRARY 

ACCOUNT MODULES 

А. Codes with an arbitrary number of data bits  

in the amount of correction index 

Analysis of the table form for specifying the RSM(m,k)- 
code (see Tabl. 2) allows you to set the characteristics of the 
detection of errors in data vectors by different types and 
multiplicities. For example, let us analyze possible unde-
tectable errors that are obtained by erroneous transitions of 
data vectors into each other within the reference group       
No. 0 of Tabl. 2. There are three vectors in this control 
group: <0000>, <1101> и <1110>. The transitions between 
the vectors <0000> and <1101> occur at three times the 
unidirectional error, transitions between the vectors <0000> 
and <1110> – also with the three unidirectional error, and 
the transitions between the vectors <1101> and <1110> – 
the two symmetrical error. All in all, this reference group 
gives 6 undetectable errors – 4 triple-bit unidirectional error 
and two double-bit symmetrical errors. 

Automation analysis of the tabular form of the task 
RSM(m,k)-code allowed the authors to study the regularities 
that appear in different ways of design codes with different 
values of modules, lengths of data vectors and the number 
of data bits in the sum of the correction index. 

As an example in Tabl. 4 is given the number of unde-
tectable errors in data vectors RS5(8,3)-codes with different 
ways of calculating the correction index. 

Because each bit of data vector takes only two possible 
values (0 or 1), and analyzing the tabular form specifying 
code addresses all possible m2  data vectors, then the error 
detection features RSM(m,k)-codes will be determined not 
by what data bits are included in the amount of the correc-
tion index, but only their number b(α). For reason, all the 
codes with the same value b(α) form a single subclass 
RSM(m,k)-codes for the specified values m and M. 

Analysis of characteristic tables for RSM(m,k)-codes 
with different values of m and M allowed establishing the 
features of error detection in data vectors by these codes. 
These features are inherent in all RSM(m,k)-codes with arbi-
trary account modules: 

1. RSM(m,k)-codes with even values m detect any er-
rors with even multiplicities. 

2. RSM(m,k)-codes with odd values of m do unde-
tected some fraction of errors with odd multiplici-
ties These codes detect any errors with odd multi-
plicities d≤M–2. 

3. RSM(m,k)-codes ( ) jb =α  and  ( ) jmb −=α  have 
the same characteristics of error detection in data 
vectors. 

4. The total number of undetectable errors for  
RSM(m,k)-codes with values M=2 и M=4 for a par-
ticular value m is constant regardless of the value 
b(α). 

5. For RSM(m,k)-codes with any values M, except 
M=2 and M=4, and M=4, for a particular value m 
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with increasing number b(α) the total number of 
undetectable errors decreases. 

6. RSM(m,k)-codes with values M=2 и M=4 for a par-
ticular value m are constant regardless of the value 
b(α). 

7. For RSM(m,k)-codes with any values of M regard-
less of the length of the data vector with increasing 
number b(α) decreases the proportion of undetect-
able twofold errors of the total number. 

8. For RSM(m,k)-codes with values M≥3 the fractions 
of undetectable double-bit errors from the total 
number of double errors for the same values m and 
b(α) are the same  (see Tabl. 5). 

9. For RSM(m,k)-codes with values M≥5 are the same 
fractions of undetectable fourfold errors of the total 
number of fourfold errors for the same values m 
and b(α). 

10. For any RSM(m,k)-code with a specific value m 
with an increase in the number b(α) there is a de-
crease in the values of the fractions of undetectable 
symmetrical errors from their total number. 

11. The proportion of unidirectional errors from their 
total number for any RSM(m,k)-code increases 
slightly with increasing b(α), and then decreases; 
the greatest number of unidirectional undetectable 
error occurs in the codes with b(α)=1. 

12. The fraction of asymmetrical errors from the total 
number of errors for b(α)=1 for any RSM(m,k)-
code is minimal, with increasing b(α) decreases 
slightly, and then increases slightly. 

13. With increasing length of the data vector for each 
RSM(m,k)-code there is a gradual increase in the 
fraction of unidirectional undetectable errors of the 
total number, reaching a maximum at a certain 
value m.  

14. The values of the shares of undetectable 
RSM(m,k)-codes of unidirectional and asymmet-
rical errors from the total number of errors de-
crease with the increase of the module value, and 
the share of symmetrical errors from their total 
number fluctuates around 50%.  

15. The best characteristics for error detection in data 
vectors have such RSM(m,k)-codes for which 

( ) .
2 



= m

b α  

B. Codes with the smallest total number of undetectable 
errors 

Studies show that among all RSM(m,k)-codes can be al-
located codes for which the minimum total number of unde-
tectable errors in the data vectors for a given value m. They 
are constructed according to the rules given earlier consid-
ering that in the sum of correction index are used 

( ) 



=

2

m
b α  data bits. This class of codes is promising for 

solving problems of technical diagnostics of discrete sys-
tems. Analysis of characteristic tables for RSM(m,k)-codes, 

which  ( ) ,
2 



= m

b α  allowed to establish the following key 

properties of this class of codes: 

1. With the increase in the value of M for codes with the 
same number of control digits, the proportion of un-
detectable errors from the total number of them for 
the same values of m decreases, and the efficiency 
coefficient, respectively, increases. 

2. As the value of M for codes with the same number of 
check bits increases, the proportion of undetectable 
unidirectional and asymmetrical errors from the total 
number of errors of the respective type for the same 
values of m decreases. 

3. The fraction of symmetrical undetectable errors from 
the total number of errors does not depend on the 
value of M and is determined only by the length of 
the data vector.  

4. The fraction of double-bit undetectable errors from 
the total number of double-bit errors also does not 
depend on the value of M and is determined only by 
the length of the data vector. 

Interesting are the characteristics of error detection 
RSM(m,k)-codes for families of codes with the same num-
ber of check bits. Let's consider the main ones on the exam-
ple of codes with k=3. 

In Figures 2 – 7 show graphs of such indicators as: 

− γm,k – the fraction of undetectable errors in data 
vectors of codes from the total number of errors in data vec-
tors;   ξm,k – the efficiency coefficient of using check bits, 

calculated by the formula: ,
,

min
,

,

km

km
km

N

N
=ξ  where 

( )122min
, −= −kmm
kmN  – the minimal total number of unde-

tected errors for specific values of m and k, kmN ,  – the  

number of undetectable errors in code [20]; 
− υm,k, σm,k, αm,k – the fraction of undetectable unidi-

rectional, symmetrical and asymmetrical errors in data vec-
tors of codes from the total number of errors of this kind in 
data vectors; 

− βm,2 – the fraction of double-bit undetectable errors 
in data vectors of codes from the total number of double-bit 
errors in data vectors. 

From the graphs in Fig. 2 and Fig. 3 it follows that 
among all RSM(m,k)-codes with the same number of control 
bits, the best error detection properties are those codes for 
which the number kM 2=  is selected as a module.  The 
number of undetectable errors is reduced with increasing 
values of the modulus and the approximation to this value. 
Similar regularities are manifested when considering the 
characteristics of detection of unidirectional and asymmet-
rical errors by RSM(m,k)-codes: as the value of M increases, 
the fraction of undetectable unidirectional and asymmetrical 
errors from the total number of errors of these kinds de-
creases, and their maximum is shifted towards increasing 
the length of the data vector. The fraction of undetectable 
symmetrical errors for these codes and the proportion of 
double-bit undetectable errors from the total number of 
them are constant regardless of the value of M. 
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TABLE IV.  CHARACTERISTIC TABLE FOR RS5(8,3)- CODES WITH DIFFERENT VALUES OF B(Α) 

b(α) 
Number of undetectable errors with multiplicities d Total number of 

undetectable errors 1 2 3 4 5 6 7 8 

1 
0 2688 0 3360 336 560 28 0 6972 

0 / 0 / 0 0 / 2688 / 0 0 / 0 / 0 0 / 3360 / 0 336 / 0 / 0 0 / 560 / 0 0 / 0 / 28 0 / 0 / 0 336 / 6608 / 28 

2 
0 2048 0 2880 416 1280 168 70 6862 

0 / 0 / 0 0 / 2048 / 0 0 / 0 / 0 0 / 2880 / 0 416 / 0 / 0 0 / 1280 / 0 0 / 0 / 168 0 / 70 / 0 416 / 6278 / 168 

3 
0 1664 0 3360 496 1200 84 0 6804 

0 / 0 / 0 0 / 1664 / 0 0 / 0 / 0 0 / 3360 / 0 496 / 0 / 0 0 / 1200 / 0 0 / 0 / 84 0 / 0 / 0 496 / 6224 / 84 

4 
0 1536 0 3648 448 960 112 70 6774 

0 / 0 / 0 0 / 1536 / 0 0 / 0 / 0 0 / 3648 / 0 448 / 0 / 0 0 / 960 / 0 0 / 0 / 112 0 / 70 / 0 448 / 6214 / 112 

5 
0 1664 0 3360 496 1200 84 0 6804 

0 / 0 / 0 0 / 1664 / 0 0 / 0 / 0 0 / 3360 / 0 496 / 0 / 0 0 / 1200 / 0 0 / 0 / 84 0 / 0 / 0 496 / 6224 / 84 

6 
0 2048 0 2880 416 1280 168 70 6862 

0 / 0 / 0 0 / 2048 / 0 0 / 0 / 0 0 / 2880 / 0 416 / 0 / 0 0 / 1280 / 0 0 / 0 / 168 0 / 70 / 0 416 / 6278 / 168 

7 
0 2688 0 3360 336 560 28 0 6972 

0 / 0 / 0 0 / 2688 / 0 0 / 0 / 0 0 / 3360 / 0 336 / 0 / 0 0 / 560 / 0 0 / 0 / 28 0 / 0 / 0 336 / 6608 / 28 

Note. In each cell of the table, the total number of errors is written on the top, and the number of unidirectional, symmetrical and asymmetrical errors is writ-
ten on the bottom through the slash, respectively. 

 
 

TABLE V.  VALUES OF  ΒM,2 FOR RSM(M,K)-CODES WITH VALUES M≥3 

m 
b(α) 

1 2 3 4 5 6 7 8 9 10 

4 25 16.667                 

5 30 20                 

6 33.333 23.333 20               

7 35.714 26.19 21.429               

8 37.5 28.571 23.214 21.429             

9 38.889 30.556 25 22.222             

10 40 32.222 26.667 23.333 22.222           

11 40.909 33.636 28.182 24.545 22.727           

12 41.667 34.848 29.545 25.758 23.485 22.727         

13 42.308 35.897 30.769 26.923 24.359 23.077         

14 42.857 36.813 31.868 28.022 25.275 23.626 23.077       

15 43.333 37.619 32.857 29.048 26.19 24.286 23.333       

16 43.75 38.333 33.75 30 27.083 25 23.75 23.333     

17 44.118 38.971 34.559 30.882 27.941 25.735 24.265 23.529     

18 44.444 39.542 35.294 31.699 28.758 26.471 24.837 23.856 23.529   

19 44.737 40.058 35.965 32.456 29.532 27.193 25.439 24.269 23.684   

20 45 40.526 36.579 33.158 30.263 27.895 26.053 24.737 23.947 23.684 

Note. The presented values for RSM(m,k)-codes with the number of check bits k=3 can be compared with similar values for classical  SM(m,k)-codes, for 
which βm,2=50% regardless of the length of the data vector  [17]. 
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Fig. 2. Dependence of the value of γm,k for RSM(m,k)-codes with the num-
ber of check bits k=3. 

 

Fig. 3. Dependence of the value of ξm,k for RSM(m,k)-codes with the num-
ber of check bits k=3. 

 

Fig. 4. Dependence of the value υm,k for  RSM(m,k)-codes with the number 
of check bits k=3. 

 

Fig. 5. Dependence of the value σm,k for  RSM(m,k)-codes with the number 
of check bits k=3. 

 

Fig. 6. Dependence of the value αm,k for RSM(m,k)-codes with the number 
of check bits k=3. 

 

Fig. 7. Dependence of the value βm,2 for RSM(m,k)-codes with the number 
of check bits k=3. 
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V. CONCLUSION 

This study for the first time addresses the issue of a 
comprehensive study of the characteristics of error detec-
tion of different types and with different multiplicities in the 
data vectors of RSM(m,k)-codes with arbitrary account 
modules. 

Assessing the results, we can draw the following con-
clusions. First, the class of RSM(m,k)-codes is significantly 
expanded by choosing degrees not only from the set 

( ) { }11log21 22;...;2;2 −+∈ mM . Second, the number of 
RSM(m,k)-codes with different characteristics of the error 
detection is not so great and is only determined by three 
important factors: the values of the numbers m, M и b(α). 
At the third, all RSM(m,k)-codes form the class                       
dυ,dα-UAED(m,k)-codes, where dυ=M  and dα=M+2. These 
key regularities inherent in modularly modified unit bits 
sum codes allow determining the standard of their applica-
bility in solving the problems of discrete systems synthesis 
with fault detection and their technical diagnostics.  
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Abstract—While solving the problem of signal detection, it’s 
necessary to lead it to digital form. The article discusses fatigue 
damage detection systems with linear correction of channel 
gain, as well as an algorithm for detecting defects from the li-
brary of algorithms. The rate of the change assessment in the 
metalwork relief becomes one of the most important factors 
since it will affect the critical state scanning. The analysis of the 
assessment results should occur with high accuracy since it can 
provide objective data on the degree of fatigue damage to the 
metal structure under study and evaluate its resource before 
failure. In the zone of expected crack development, control plat-
form is prepared, which represent a surface area treated with 
high purity. Noises that are possible at the diagnostic platform 
can affect the quality of diagnostics, therefore, it is very im-
portant to prepare the surface for the study. The developed sys-
tem of technical diagnostics of the metal structure state is based 
on the reflectometric sensor work, which implements the optical 
diagnostic method. The used reflectometric sensor has a com-
pact size, with constant quality control of the metal-structure 
surface. It allows you to study the required area and conduct 
research on its condition. The sensor is necessary because it isn’t 
uncommon for a defect in the surface of the metal structure, 
which could have been found earlier, and would not lead to neg-
ative consequences. 

Keywords—correction, algorithm, 3D model, indicatrix of 
scattering, surface defects, measurement error, optical method for 
monitoring surface conditions. 

I.  INTRODUCTION 

With the emergence of the need to convert an analog 
signal to digital, the method is appeared to carry out this 
procedure and device. In the process of converting an analog 
signal to digital, there is a high probability of noise, which 
negatively affects the study of metal structures. Some types 
of signal-to-noise ratios can be used while choosing a 
diagnostic method, which is discussed in more detail later in 
the article. 

The purpose of the following article is to delve into the 
existing systems of technical diagnostics most suitable for 
detecting metal structure surface defects, to study in detail an 
integrated approach to the diagnosis of a metal product, for 
analysis. One of the main tasks is to improve the accuracy of 
diagnosis. Since the simultaneous use of various methods 
may reduce the quality of research, which is unacceptable 
while controlling the surface. It's also a task to develop a 
system for monitoring the state of the metal structure using 
the reflectometric diagnostic method. 

It's necessary to examine in detail the existing methods 
for controlling the surface of the metalwork. 

Adequately select a diagnostic system that is optimally 
suitable for conducting research of the product. 

In the research of metal in the dynamics noted the 
manifestation of its critical state. Moreover, it should be noted 
that each stage of deterioration corresponds to its own 
changes in the surface relief. 

The basis of various systems for diagnosing metal for 
defects is the process of non-destructive testing. Defects such 
as discontinuities are a consequence of the materials structure 
imperfection. It arises at different stages of the technological 
process and during operation. 

The physical processes of various fields interaction, 
radiation or chemicals with objects of control, implement the 
diagnostic method itself. According to such differences, nine 
main types are distinguished: magnetic method, electric 
method, eddy current method, radio - wave method, thermal 
method, optical method, radiation method, acoustic method, 
penetrating substances. 

To implement the work of these types, different control 
methods are used, which are classified according to the nature 
of the physical fields interact with the object under control, 
according to the primary informative parameter and the 
method of obtaining information. 

For engineering products with a large variety of materials 
used in them, with different physical and mechanical 
properties, methods and technological processes of their 
manufacture, it is necessary to use a set of complementary 
methods and means of metal structures non-destructive 
testing. 

Solving the issue of automation is important in order to 
receive information about the quality of controlled objects in 
electronic form. In automated NC tools, all processes are 
performed automatically without operator participation. 

Of particular difficulty are scanning systems that are used 
in mechanical engineering where disassembly of structures is 
impossible and the approach to controlled surfaces of 
complex configuration is difficult. The scanning process 
should maintain a constant gap between the transducer, the 
field source and the item being monitored. The movement of 
the transducer and the controlled product relative to each 
other can be translational, rotational, complex reciprocating, 
etc. Scanning systems require high precision manufacturing. 
The mass production of industrial robots and manipulators 
made it possible to create on this basis various technological 
complexes of NC. The basis of their creation is a combination 
of commercially available NC devices that have access to a 
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computer. Industrial robots that perform the functions of 
moving the sensor of the device relative to the object. 

There are several defect detection systems, the principle 
of operation, which is based on the reflectometric method for 
monitoring the state of the metal surface. The systems make 
possible to simplify the monitoring automation process. That 
makes possible to reduce the time spent on diagnostics, and 
to increase the objectivity of the evaluation of the residual life 
of the metal structure. 

Diagnostic systems technologies provide an electronic 
presentation of all the data and documents used to describe a 
product or how it is produced and operated, for information 
support of various procedures used throughout the product 
life cycle. 

The advantages of an integrated approach are 
comprehensive studies that can be carried out in a shorter 
time. In the process, the diagnostic system uses several non-
destructive testing methods at once, which are examined from 
various points. There is also the possibility of operating an 
intelligent diagnostic system. This system independently 
decides on the use of a particular diagnostic tool. 

The disadvantages of complex control include the 
complexity of this system implementation and the necessary 
work high accuracy, which the operator should follow. With 
the exclusion of the human factor, it is also necessary to 
exclude the failure factor of the system. Thus, only a 
comprehensive analysis will help by giving the most 
adequate assessment of the damage stage to the metal 
structure. 

Conducting a different type of diagnosing the metal 
structures state uses already existing technical condition 
monitoring systems. Such systems are applicable strictly to a 
specific type of metalwork, and perform strictly designated 
control functions. In contrast to existing control systems 
complexes, the proposed system type for diagnosing a 
technical condition is universal. The system is applicable to 
control the various types state of metal structures used in 
mechanical engineering. The system is used to monitor the 
status of various types of metal structures used in mechanical 
engineering. 

1. The main purpose of the multifunctional KTSM-02 
complex equipment is to control rolling stock parameters that 
are tied to specific axes, as well as coordinating the 
subsystems work connected to it and ensuring information 
interaction through the centralization system with the upper 
level control and management systems. 

2. The integrated control system of the rolling stock 
technical condition on the move of the DISK-2 train 
subsystems consists for detecting overheated axle boxes, 
braked wheels. dragging parts, wheel irregularities in the 
course of rolling, deviations of the rolling stock's upper 
dimension, overload or uneven loading of the load. 

3. The automated contactless complex for the rolling 
stock wheelsets control is intended for contactless control and 
analysis of rolling stock wheelsets parameters. 

4. The automated control system of the SAKMA 
automatic coupling mechanism is used to monitor the faults 
presence in automatic coupling devices, due to which 
automatic coupling of freight cars self-uncoupling may occur 
on the train course. 

5. The detector of defective DDC wheels belongs to the 
floor means of cars technical condition automatic diagnostics 
while the train is in motion and is designed to detect 
wheelsets with defects on the wheels rolling surface causing 
unacceptable cars and the track unsprung elements dynamic 
overload. 

6. Automated diagnostic system for measuring cars wheel 
pairs on the approaches to the station is designed to measure 
the rolling surface geometrical parameters, as well as identify 
wear and defects of solid wheels on the train, detect wheelset 
faults and promptly transfer the received information to the 
nearest VET. 

II. ANALOG SIGNAL PROCESSING 

In the modern world, with significant development of 
computing technology, it has become much more productive 
to process the signal with its help. Before using a computer 
to process a signal, it must be digitized. Usually, the original 
signal received is in analog form. The process of signal tran-
sition from analog to digital is called analog-to-digital con-
version, and the device for this procedure is called analog-to-
digital converter (ADC). During digital signal processing us-
ing the principle of decomposition into components. It's pos-
sible to realize the decomposition of a signal into a linear 
combination of signals as well as into complex shapes, such 
as a set of sinusoids with a discrete Fourier transform. 

An alternative process is called signal convolution. Two 
components can be distinguished in it: noise (interference) 
and informationally significant. Interference may appear in 
the signal under different conditions. Quantization noise is 
very common. This type of interference is caused by an error 
while measuring the continuous signal level with its discrete 
value.  

Another reason for the appearance of noise may be a 
distortion of the hardware (sensors) with which ones the 
signal was established. Interference is negative because it 
distorts the necessary information, reducing the quality of 
diagnosis. If we consider the signal of the instrument analysis 
of crane metal structures, it is noticeable that in the absence 
of a violation, the signal from the devices has a small 
amplitude. This means the presence of noise. If the noise 
value is far from the average values, then this will distort the 
measurement picture, therefore, the interference variance is 
it's characteristic. 

If we consider in detail the signal from the instrument 
analysis of crane metal structures in the presence of damage, 
then the presence of defects can be determined by sharp 
jumps in the signal. It’s clear that the maximum extremum of 
the signal amplitude characterizes its informationally 
significant part. The signal-to-noise ratio is an abstraction of 
a quantity that characterizes the signal quality (no noise). As 
this value increases, the intensity of the signal at the noise 
level increases proportionally and versa vice. In most cases, 
this value is measured in Bel (in a logarithmic scale). The 
signal-to-noise ratio is determined by the signal-to-noise 
ratio. This parameter is an indicator of the quality of the 
signal from the device, examining the state of the metalwork, 
and characterizes its quality factor. In total, with criterias that 
are also relevant to the study, this measure may be the basis 
for choosing the best method for diagnosing metal structures [2].  

There is also another statistical model of the system for 
preventing the metal structures critical state. It is 
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implemented in the information support system for 
optimizing the periodicity of monitoring the lifting machines 
metal structures state. The system involves four options for 
work: the calculation of prevention system of metal structures 
indicators; optimization of the preventive metal structures 
recovery period; critical level optimization of the control 
platform linear size and joint parameters optimization of the 
prevention regime. While making the initial parameters 
necessary for the system to work, the user will be able to note 
the need for registration while developing a preventive 
recovery mode for calendar time. The result of the system is 
the ability to see on the computer screen and, by necessary, 
save to the user-specified file [3]. 

III.  DEFECT DETECTION SYSTEMS 

Investigating the operation of metal structures with a 
variable load over time, it should be noted that its critical state 
is the exhaustion of crack resistance and metal fatigue. 
Damage due to metal fatigue manifests itself in the surface 
and near-surface layers of metal loading. At the first stages, 
it's possible to detect them and get a quantitative assessment 
with the help of special equipment. In the following steps (the 
French line) this can be realized only with the help of 
magnifying devices. Each stage of fatigue corresponds to 
different changes in the smoothness of the surface. The slip 
lines manifestation is the first stage. The formation of critical 
size macrocracks is the final one. On this basis, it can be noted 
that a quantitative and changes qualitative assessment in the 
smoothness of the surface can provide the necessary data on 
the fatigue damage degree of the product under study, and, of 
course, determine its life before failure. It's possible to 
determine the degree of changes in the surface relief by direct 
measurement, as well as by changing the optical properties. 
This is produced by using scanning tools by means of 
reflectometric methods for diagnosing the metal structure 
state [4]. The use of the reflectometric diagnostic method 
makes it possible to reduce the influence of the human factor 
on the diagnostic procedure, and, as follows, to increase the 
objectivity of the assessment. In addition, the use of the 
reflectometric method makes it possible to automate the 
monitoring process with the least cost. This allows you to 
reduce the time spent on diagnosis and increase the 
objectivity of the metal structures residual life assessment. 

Using the shape parameters of the surface scattering 
indicatrix is one of the implemented options in the fatigue 
damage detection system with linear correction. The principle 
of the system is to control the conversion ratio of the 
processing channel in the area components that is a control 
channel as a scattered surface. As a function of the other 
component current values through the processing channel 
that is a correction channel. The emitter 1 and the slit 
diaphragm 2 direct the light beam to the surface of the control 
platform 8 and form a light mark on it (Fig. 1). In the process 
of scanning by photodetectors 3 and 4, the specular and 
diffuse components of the light scattered by the surface are 
analyzed. The mirror component channel is the control one, 
and the diffuse component channel is corrective. The diffuse 
channel component performs linear correction of the control 
channel transformation function, depending on the brightness 
in this channel. 

 
Fig. 1. Fatigue damage detection system with linear mirror gain correction 

If surface defects of the mirror channel luminance were 
not detected, they are caused by noise from colour surface 
areas inhomogeneity, extraneous illumination, fluctuations in 
the degree of medium compensated transparency by adjusting 
the gain of the control channel amplifier 7 by changing the 
resistance value of the resistor 6 diffuse brightness 
fluctuations in the correction channel by the amplifier 5 
output signal. If there is a mechanical defect, then due to 
energy redistribution within the scattering indicatrix, specular 
brightness component decreases and increases diffuse. At the 
same time, the gain of the control channel is also reduced. A 
decrease in the control channel gain caused by an increase in 
the diffuse component causes a further reduction in the signal, 
which is turn increases the control resolution while reducing 
the noise influence [5]. 

The defect detection system (Fig. 2) works in the same 
way, in which the diffuse component channel of the scattered 
light is the control channel, and the mirror component 
channel is the correction channel. 

The manifestation of a defect, in this case, causes an 
increase in the control channel amplifier gain, as well as an 
increase in its output signal, which is more convenient for 
recording than when the signal is reduced. 

Due to the fact that the correction channel gain is a light 
flux diffuse component luminance function scattered by the 
surface, the value of the information signal will depend on 
the presence of mechanical defects on the monitored surface, 
as well as its microgeometry. 

In system on fig. 3, an additional resistor 10 is introduced 
in the correction channel feedback circuit amplifier 7, the 
resistance of which changes under the same amplifier output 
signal control [6]. 

 
Fig. 2. Fatigue damage detection system with linear correction of diffuse 
channel amplification 
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Fig. 3. Invariant fatigue damage detection system with control channel gain 
correction 

In the areas of maximum possible destruction in the zone 
of the alleged development and passage of the crack, control 
platforms are being prepared. The reference site is an area of 
the surface that has been treated with high purity. The 
cleanliness of the control platform surface depends on the 
resolution of the means used for scanning. Scanning the test 
platform surface is carried out by optical reflectometric 
sensors that implement the principles of fixing the parameters 
of optical radiation scattered by the surface being monitored. 
It also allows you to show the existing changes in the optical 
properties of the surface.  

During the test platform scanning process, the sensors 
evenly move in a direction that is perpendicular to the 
expected growth of the macrocrack, so that in the process to 
cross the alleged crack. After the scanning process, a reverse 
movement is performed to the sensor starting point.  

The test platform volume is chosen so that in the study 
course, the optical sensor light mark ensures that the 
dimensions of the estimated crack maximum development 
occur.  

The process of loading cycles in the metal structure under 
investigation is carried out with the accumulation of fatigue 
damage. 

Such damage manifests itself in reflection on the surface 
or near-surface layers of metal while changing its topography 
and structure. The change in the microrelief and relief, firstly, 
influences the change in the optical properties of the surface, 
which in turn is recorded using an optical reflectometric 
sensor [7]. 

The automated system for monitoring the state of the 
metal structure, which has been developed, two main parts 
consists: a drive and an optical sensor. 

A reflectometer sensor 3d model is presented, which 
differs from the existing ones by smaller dimensions and high 
measurement accuracy. This was achieved due to the 
developed optical system and printed circuit boards, the use 
of the latest optoelectronic and semiconductor elements. The 
development was carried out in Autodesk Inventor CAD — 
an Autodesk three-dimensional solid-state and surface design 
system designed to create digital prototypes of industrial 
products [8]. 

The radiation source is a surface-emitting laser with a 
vertical resonator (VCSEL) with a microlens integrated into 
the housing. Compared with traditional lasers, the main 
positive properties of a VCSEL laser include low angular 
divergence and an output optical radiation symmetrical 

radiation pattern, temperature and radiation stability, group 
manufacturing technology and the ability to test instruments 
directly on the plate. A microcontroller that provides signal 
removal from photodetectors controls a stepper motor. On the 
printed circuit board where it is located, digitized and 
transferred to the industrial computer for the following 
analysis. Transmission is carried out through the RS-232 
interface. 

To scan the metal surface, the sensor moves along the 
monitored surface. The sensor and the drive control, as well 
as the obtained data transfer to the PC, is carried out using a 
microcontroller installed in the sensor [9]. 

If the equivalent state variable of operation isn’t constant, 
its functioning is expressed in non-constant noise at the input 
of the reflectometric sensor. They are caused by the presence 
on some areas of surface study with several different classes 
of surface finish. The boundaries of each of these surfaces are 
surrounded by irregularities having a single scale. Monitoring 
the flow of parts with different irregularity scales poses the 
choosing appropriate control algorithm problem for 
conditions that are determined by the current value. 

Such a task could be solved by a method of detecting 
defects on the product surface, which implements the 
corrective control strategy idea (Fig. 4). 

On the surface of the monitored product 8, which is 
rotated, a light beam is emitted from the emitter 1, which is 
formed by the diaphragm 9. The photodetectors 2 and 3 fix 
the specularly and diffusely reflected light fluxes at points at 
equal distances. It excludes the existence of an influence on 
their amplitudes ratio losses in the field of scattering 
indicatrix form propagation and accurate approximation, 
from the point of light flux incidence on the product and 
between themselves. 

The reflected light fluxes amplitudes at each registration 
point, converted into electrical signals by photodetectors, are 
equal in time and compared with the amplitudes of the signals 
from the light fluxes at the other points in the converter - 
comparator 4. According to the results of the amplitude 
comparison, the computing unit 5 selects a program from 
block 6 of permanent memory, which determine the defects 
on the product surface [10,12]. 

 

Fig. 4. The method of detection of surface defects with switching 
algorithms 
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IV. CONDITIONS FOR DETERMINING DEFECTS ON THE 
SURFACE OF THE PRODUCT 

The script representing the defect detection algorithm 
from the storage of defect detection algorithms is the most 
suitable solution for working and determining the value. The 
degree of present value evaluation, which is determined by 
the purity of the surface treatment, serves the shape parameter 
of the surface scattering indicatrix. It is determined by the 
ratio of the amplitudes reflected from the light fluxes surface. 
The surface control results are displayed in the registration 
unit 7. The determining violations method on the part surface 
is found from the conditions. 

Amplitudes comparison of the reflected light fluxes at 
each recording point with amplitudes of other points light 
fluxes makes it possible to determine surface irregularities by 
the most appropriate for this particular part. It reduces the 
impact on the results of monitoring the processing cleanliness 
and the optical properties of the product surface. 

=
1: ≈ ≈ ⋯ ≈ ≈ ;2:	 ≈ ≈ ⋯ ≈ > ;……………………………:	 ≈ > ⋯ > ≫ ;…………………………… . .:	 ≈ ≫ ⋯ ≫ ≫ ;…………………………… . .

,             (1) 

where N  – is the number of the defect detection 

algorithm; sI  – the mirror component intensity of the 

reflected light flux; dNdid III ,,1  – diffuse components 

intensity of the reflected light flux at various registration 
points [9, 11]. 

The process of acquiring a skill, i.e. the determination of 
the optimal algorithm number proportionality for detecting 
defects to each value. It’s the evaluation of an equivalent state 
functioning variable at an indefinite discrete interval is 
carried out at the stage of algorithms efficiency studying 
identifying defects presented for control. 

For example, while investigating the effectiveness of the 
surface monitoring of ARL products in order to detect a 
defects group. The optimal algorithm for detecting defects 
was determined for each roughness parameter standard value 
α = (0.32–20) mcm for each standard value of the roughness 

parameter aR  = (0.32–20) mcm [8]. 

For each roughness parameter value, the scattering 
indicatrix shape parameter value was obtained. = lg	( ),                                     (2) 

which is calculated in the process of control and serves as a 
measure to assess the conditions of functioning.  – is the angle 
of the mirror component of the reflected signal,  – is the angle 
of the diffuse component of the reflected signal, so that as the 
roughness parameter  can be taken as the intensity  of the mirror 
and diffuse component as a result of the training, each parameter 
value of the indicatrix form corresponding to the standard 
roughness value in the library of control system algorithms will be 
assigned the optimal algorithm for detecting defects. 

In the process of control, according to the calculated 
indicatrix form parameter value, the surface is referred to the 
nearest standard roughness class and switches to the optimal 
algorithm. 

=
3: = 1.62;8: = 2.05;8: = 12.4;8: = 7.97 ∙ 10 ;8: = 1.36 ∙ 10 ;8: = 1.81 ∙ 10 ;1,3,4,8:	 = 8.26 ∙ 10

,       (3) 

where	  – the number of the optimal defect detection 
algorithm. 

V. CONCLUSION 

Existing systems for detecting surface defects, which are 
based on reflectometric diagnostic methods, are currently 
among the most approximate in terms of the research systems 
accuracy. Their use in modern diagnostics can help to in-
crease the service products life due to the detected metal de-
fect in time, when it can be corrected, and to avoid negative 
consequences when the defect has already reached a critical 
state. It is also very important the conditions under which the 
diagnosis is used to measure defects since all kinds of noises 
that distort the result can drastically change the research re-
sult. However, not all noises so negatively affect measure-
ments. There are some types of signal-to-noise ratios, which, 
on the contrary, are the parameters by which the most suitable 
diagnostic method is selected. Based on the conducted re-
search, the advantages of this system can be summarized in 
table 1. 

TABLE 1. COMPARISATION OF DIAGNOSTIC RAILWAY SYSTEMS 

Object 

Name 
Rolling 
stock 

Overheated 
axle boxes 

Braked 
wheels 

Dragging 
parts 

Deviations of 
the RS upper 
dimension 

Automatic 
coupling 
devices 

In 
motion 

Rolling 
surface al 

parameters 

KTSM-02 +    

DISK-2  + + + +  

ACCRSWC +   +  

SAKMA +   +  

DDC +   +  

ADSMCWP    + +

SRAD + + + + + + + +
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The ability to most accurately determine the position of a 
defect and the degree of its development gives us a huge ad-
vantage over the rate of change in the state of the metal struc-
ture. Simple working equipment will decrease, the results of 
work will increase, it will be possible to send equipment less 
frequently for urgent repairs. 
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Abstract—A parametric optimization subsystem (PPS) has 

been developed that focuses on the use of the LTspice 
environment for designing low-temperature and radiation-
hardened analog microcircuits in space instrumentation tasks. 
However, local optimization (NM, MAGPM), global 
optimization (DE, jDE, PSO, SA, ABC), multi-criteria 
optimization (NSGA-II, SPEA2, MO-CMA-ES), parallel 
optimization on a multi-core processor, distributed 
optimization on the cluster of personal computers, plotting the 
fitness functions and Pareto efficiency, operation with the latest 
version of LTspice are provided. An example of parameter 
optimization of the elements of a low-temperature output stage 
(BA) of an operational amplifier, realized on complementary 
junction field-effect transistors, is given. A comparison of the 
characteristics of optimal and non-optimal BA is presented. 

Keywords—low-temperature electronics, junction field-effect 
transistors, optimization of analog electronic circuit, LTspice 
environment, buffer amplifier, operational amplifier 

I. INTRODUCTION 
The use of complementary junction field-effect 

transistors (CJFet) [1-4] is promising for constructing low-
noise low-temperature and radiation-hardened analog 
microcircuits. This class IC circuitry is at the initial stage of 
development, because, due to the low mass production, many 
microelectronic firms did not pay sufficient attention to this 
sector of the electronic component base. At the same time, 
the extremely low noise level, as well as the CJFet 
technologies [5-7] developing in recent years, create initial 
conditions for the development of CJFet microcircuits 
operating in severe conditions (low temperatures, neutron 
fluxes, gammas, accumulated radiation dose, etc.). 

Significant improvement of generalized (or priority) 
CJFet IC quality indicators can be provided through the use 
of special CAD systems that allow optimization of schemes 
in static and dynamic modes [8-10]. 

The purpose and novelty of this article is to describe a 
specialized parametric optimization system that focuses on 
operation in LTspice [11-14] using computer models of 
CJFet transistors [15], as well as to create the optimal CJFet 

scheme of a buffer amplifier [7] for operation at low 
temperatures. 

II. DESCRIPTION OF OPTIMIZATION SUBSYSTEM IN LTSPICE 
To optimize analog circuits, incl. CJFet, this work uses a 

library for distributed evolutionary computations with open 
source code DEAP (Distributed Evolutionary Algorithm in 
Python) [16]. 

DEAP supports a number of bioinspired algorithms, such 
as: genetic algorithms, swarm algorithms, multi-criteria 
evolutionary algorithms NSGA-II, SPEA2, MO-CMA-ES 
and others. The library already contains most of the basic 
functions required for evolutionary computing, so its users 
can easily create different types of both single and multi-
criteria evolutionary algorithms and execute them in parallel 
on multi-core processors and clusters. DEAP is ideal for 
rapid prototyping and can be used with a variety of other 
Python libraries for data processing, as well as other machine 
learning methods. 

The structure of the developed optimization subsystem 
for the LTSpice environment is shown in Fig. 1. 

 

Fig. 1. The structure of the parametric optimization subsystem 

The study has been carried out at the expense of the grant from the 
Russian Science Foundation (Project  No. 16-19-00122-P). 
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A scheme description file in the form of a net-list and a 
script tasks come on the subsystem's input for its 
optimization in Python. The script calls the optimization 
method from the DEAP library. 

To calculate the objective function of the optimization 
algorithm, the configuration of the scheme and the 
commands for calculating the indicators are formed, and the 
LTSpice circuit simulator is started. In this case, several 
processes can be specified in the script for optimization on 
multi-core personal computers (PC), which will significantly 
speed up the work of the algorithm. After the simulation is 
completed, the calculated indicators are used to determine 
the objective function. At the end of the optimization 
process, the subsystem displays the optimal values of the 
circuit parameters and the obtained indicators, and also 
generates the optimization process graphs. 

The developed subsystem of analog and analog-digital 
circuit optimization for the LTSpice environment solves the 
following tasks: Local optimization (NM, MAGPM); Global 
optimization (DE, jDE, PSO, SA, ABC); Multi-criteria 
optimization (NSGA-II, SPEA2, MO-CMA-ES); Parallel 
optimization on a multi-core processor; Distributed 
optimization on a PC cluster; Plotting of fitness function and 
Pareto efficiency; Work with the latest version of LTspice-
17. 

III. EXAMPLE OF PARAMETER OPTIMIZATION OF THE BUFFER 
AMPLIFIER ELEMENTS ON COMPLEMENTARY FIELD-EFFECT 

TRANSISTORS IN LTSPICE 
Fig. 2 shows the original scheme of the buffer amplifier 

(BA) [7] on complementary field-effect transistors (CJFET, 
OAO Integral, Minsk), which was used to demonstrate the 
capabilities of the developed optimization subsystem. 

 
Fig. 2. CJFet buffer amplifier for operation at low temperatures  

The static mode of the BA circuit elements is determined 
by resistors R1, R2, as well as the parameters of the drain-
gate characteristics of field-effect transistors Q1-Q4, the 
length and width of their channel. 

The input data of the optimization subsystem include a 
scheme description file in the form of a net-list and a control 
script for optimization in the Python language. The scheme 
description file corresponds to the LTSpice circuit simulator 
used for calculating parameters [11-14]. 

Fig. 3 shows a fragment of the description file of the BA 
circuit, which includes objective variables. 

 

Fig. 3. Fragment of the description file  

In this example, the following notation is introduced: 

 Vbias - offset voltage of the BA, which, according to 
the conditions of the specific task, should be 
minimized (brought nearer to zero value); 

 Icon - total static current consumption of the BA, 
which, when the first condition is met, should be as 
low as possible; 

 Vabs - range of change in the output voltage of the 
BA, which at the specified supply voltage (±5V) 
should have the highest value (close to 10 V). 

Fig. 4 presents a fragment of the script in the Python 
language in which the following is indicated: 

 parameters of the algorithm for optimization; 

 optimizable BA scheme; 

 calculated metrics; 

 restrictions for optimizable parameters. 

In this example, the parameters of the following elements 
are optimized: 

 R_1, R_2 – resistance of resistors R1, R2. It can be 
changed within the range of 1k ÷ 300k. This changes 
the current consumed by the circuit BA in static 
mode and dynamic parameters. In particular cases, 
R1 and R2 may not be the same. 

 N_2, N_4 – the number of parallel-connected field-
effect transistors Q2, Q4. It can be changed within the 
range of integer numbers from 1 to 10. It is also 
possible to change the length and width of the 
channels Q2, Q4. 

 Rload – load resistance of the BA. In this case, this 
parameter can take the following values: 1k, 10k, 
100k. 
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Fig. 4. Fragment of the script in the Python language to set the parameters 
of the algorithm for optimization 

IV. RESULTS OF SIMULATION EXPERIMENT 
Before the optimization the BA scheme of Fig. 2 was 

characterized by the following parameters: 

 offset voltage - 120 mV; 

 static current consumption - 200 μA; 

 maximum change in the output voltage - 8.1 V. 

The offset voltage of the BA (excluding manufacturing 
tolerance of element parameters) Vbias was selected as a 
priority parameter that should be optimized, which 
determines the static parameters of operational amplifiers 
with current negative feedback [17,18].  

Since there is more than one optimizable parameter, the 
selection of elements of the BA scheme on CJFets is a multi-
objective optimization task. To solve this problem, the 
multicriteria optimization NSGA-II algorithm from the 
DEAP library [19] was applied. Computer models of JFet 
transistors, considering their behavior at cryogenic 
temperatures were used [15]. 

The optimization process graphs for three parameters of 
the BA scheme are shown in Fig. 5. 

 
а) 

 
b) 

 
с) 

Fig. 5. Optimization process graphs for Vabs (a), Icon (b) и Vbias (c) 

From the presented graphs it can be seen that the optimal 
parameters were found in 50 iterations of the evolutionary 
algorithm. The following optimal values were obtained: 

 R_1 = 8847 Ohm; 

 R_2 = 7968 Ohm; 

 N_4 = 9; 

 N_2 = 10; 

 R_l = 100 kOhms. 
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Fig. 6. Static mode of the optimal BA scheme of Fig. 2 at a temperature of 
27 ° C 

Fig.7 shows the dependence of the output voltage of the 
BA from Fig. 2 on the input voltage for the optimal 
parameters found. 

 
Fig. 7. The dependence of the output voltage of the BA on the input 
voltage at a temperature of t = 27ᵒС and t = -197ᵒС  

In this case, the numerical values of the BA parameter, 
optimized by the magnitude of the offset voltage Vbias are: 

 offset voltage Vbias= 1.49 mV 

 range of change of Ba output voltage Vabs = 8.38 V 

 Static current consumption Icon = 4.17 mA 

Thus, the BA scheme optimization of Fig. 2 enabled to 
improve the offset voltage more than 100 times. 

V. CONCLUSION 
The advantages of the developed parametric optimization 

subsystem, which is aimed at using the LTspice environment 
for designing low-temperature and radiation-resistant analog 
microcircuits, are demonstrated by the example of the 
optimal choice of parameters of the low-temperature CJFet 
output stage of the operational amplifier. This advantage has 
provided a reduction in the systematic component of the zero 
bias voltage BA more than 100 times.  

REFERENCES 
[1] J. Caldwell, “Distortion and source impedance in JFET-input op 

amps,” Analog Application Journal, 4Q, 2014, pp. 4-6 
[2] M. Snoeij, “A 36V 48MHz JFET-Input Bipolar Operational Amplifier 

with 150μV Maximum Offset and Overload Supply Current Control,” 
ESSCIRC 2018 – IEEE 44th European Solid State Circuits 
Conference, pp. 298-301. DOI: 10.1109/ESSCIRC.2018.8494262 

[3] JoAnn P. Close, F. Santos, “A JFET input single supply operational 
amplifier with rail-to-rail output,” 1993 Proceedings of IEEE 
Bipolar/BiCMOS Circuits and Technology Meeting, 4-5 Oct. 1993, 
Minneapolis, pp. 149-152. DOI: 10.1109/BIPOL.1993.617487 

[4] M. Snoeij, M.V. Ivanov, “A 36V JFET-input bipolar operational 
amplifier with 1μV/°C maximum offset drift and −126dB total 
harmonic distortion,” 2011 IEEE International Solid-State Circuits 
Conference, 20-24 Feb. 2011, San Francisco, CA, USA, pp. 248-250. 
DOI: 10.1109/ISSCC.2011.5746305 

[5] D. G. Drozdov, “Microwave complementary bipolar technological 
process with a high degree of symmetry of the dynamic parameters of 
transistors,” Abstract of Ph.D. dissertation,  Moscow, 2017, 17 p. (in 
Russian). 

[6] O. V. Dvornikov, et al., “Cryogenic Operational Amplifier on 
Complementary JFETs,” 2018 IEEE EWDTS, Kazan, 2018, pp. 1-5. 
DOI: 10.1109/EWDTS.2018.8524640 

[7] N. N. Prokopenko, et al., “Buffer amplifier based on complementary 
field-effect transistors with p-n junction control for operation at low 
temperatures,” Patent appl. RU 2019118999, June 19, 2019 (in 
Russian) 

[8] M. M. Gourary, S. G. Rusakov, S. L. Ulyanov and M. M. Zharov, 
“Optimization approach to design of linear voltage regulators for 
system on chip,” 2017 SIBCON, Astana, 2017, pp. 1-4. DOI: 
10.1109/SIBCON.2017.7998578 

[9] D. M. Binkley, et al., “Optimizing Drain Current, Inversion Level, 
and Channel Length in Analog CMOS Design,” Analog Integrated 
Circuits and Signal Processing, 47(2), pp. 137–163. 
DOI:10.1007/s10470-006-2949-y 

[10] M. d. Hershenson, S. P. Boyd and T. H. Lee, “Optimal design of a 
CMOS op-amp via geometric programming,” in IEEE Transactions 
on Computer-Aided Design of Integrated Circuits and Systems, 
vol. 20, no. 1, pp. 1-21, Jan. 2001. DOI: 10.1109/43.905671 

[11] LTspice® XVII, 1998-2019 Analog Devices Corporation All rights 
reserved [Online]. Available:  http://LTspice.linear.com Accessed on: 
May 13, 2019 

[12] LTspice Tutorials, 
http://www.simonbramble.co.uk/lt_spice/ltspice_lt_spice.html  
Accessed on: May 13, 2019 

[13] More LTspice, Lab 2 [Online]. Available:  
http://faculty.engineering.asu.edu/eee202lab/wp-
content/uploads/2017/01/2_More_LTspice.pdf   Accessed on: May 
13, 2019 

[14] An Introduction to LTSpice [Online]. Available:  
https://forum.digikey.com/t/an-introduction-to-ltspice/2023  Accessed 
on: May 13, 2019 

[15] O. V. Dvornikov, et al., “The accounting of the simultaneous 
exposure of the low temperatures and the penetrating radiation at the 
circuit simulation of the BiJFET analog interfaces of the sensors,” 
2017 SIBCON, Astana, Kazakhstan, 2017, pp. 1-6. 
DOI: 10.1109/SIBCON.2017.7998507  

[16] De Rainville, et al., “DEAP: A Python framework for Evolutionary 
Algorithms,” GECCO'12, pp. 85-92. 10.1145/2330784.2330799. 

[17] M. Djebbi, A. Assi and M. Sawan, “An offset-compensated wide-
bandwidth CMOS current-feedback operational amplifier,” CCECE 
2003 (Cat. No.03CH37436), 2003, pp. 73-76 vol.1. 
DOI: 10.1109/CCECE.2003.1226347 

[18] N.N. Prokopenko, et al., “Maximum rating of Voltage Feedback and 
Current Feedback Operational Amplifiers in Linear and Nonlinear 
Modes,”  Proceeding of the ICCSC’06, Politehnica University, 
Bucharest, Romania: July 6-7, 2006, pp.149-154 

[19] K. Deb, et al., “A fast and elitist multi-objective genetic algorithm,” 
NSGA-II. IEEE Transaction on Evolutionary Computation, 6(2), 
pp. 181-197. 

2019 IEEE EWDTS 359



 
 

978-1-7281-1003-5/19/$31.00 ©2019 IEEE 

Boosting Model of Bioinspired Algorithms for 
Solving the Classification and Clustering Problems  

 
Ilona Kursitys 

Computer Aided Design           
Southern Federal University 

Taganrog, Russia 
i.kursitys@mail.ru 

Alexander Natskevich 
Computer Aided Design               

Southern Federal University 
Taganrog, Russia 

natskevich.a.n@gmail.com 

Elvira Tsyrulnikova 
Computer Aided Design                 

Southern Federal University 
Taganrog, Russia 

ehbolshova@yandex.ru 

 

Abstract— The paper considers the methods of boosting models 
application for solving clustering and classification problems. The 
main characteristics of boosting models are analyzed in the paper. 
The authors present the classification and clustering problems 
statement, describe popular modern and classical algorithms and 
analyze their benefits and shortcomings. According to the 
conducted research, a modified boosting model to solve the 
classification and clustering problems is developed and presented 
in the paper. The authors also compare the approaches of boosting 
and bagging and demonstrate their strengths and weaknesses. The 
paper describes the algorithms to be used in the developed 
boosting model. A new model of solving optimization problems is 
based on the usage of a weighted set of bioinspired clustering 
algorithms and their boosting. The heuristic of the suggested 
boosting method involves the use of a probability matrix providing 
a weighted estimation of the results obtained by different learning 
algorithms to achieve the highest quality of the problem solution. 
The developed approach is based on the usage of weighted data 
sets containing the probability of adding each individual element 
in a particular cluster. The conducted experimental research has 
shown that the developed boosting approach allows us to obtain 
the solutions equal or superior to those obtained by the popular 
algorithms. 

Keywords—boosting, clustering, classification, evolutionary 
modeling, swarm algorithms, machine learning, bioinspired 
algorithms. 

I.      INTRODUCTION 

In terms of solving many scientific, social and business tasks, 
there is a need for solving data mining tasks, which becomes 
more difficult due to the fact that one of the most expressed 
trends of the society development is the constant increase of the 
semistructured data scope [1]. The IMB statistics from [2] shows 
that at least 2.5 exabytes of the data are generated a year [2]. 

The mentioned problem justifies the relevance of creating 
new scalable algorithms for data mining which can provide good 
clustering results in a reasonable time. One of the most used data 
mining methods is clustering, which is explained by the need for 
dividing the large growing data scope into the clusters [1] for the 
further simplification of its processing for retrieving information 
and solving different scientific tasks. Initially, there is a set of 
objects to be divided into a set of clusters in such a way that each 
individual group includes the most similar objects according to 

the used measure. The number of clusters can be preset or 
defined in the process of the algorithm work. Each object can be 
included in each cluster. 

Clustering can be considered as the most important and 
promising methods for unsupervised learning [3]. The clustering 
problem is referred to the NP-complete tasks, thus, the full 
enumeration methods are impossible to use, and the exact 
methods are weakly effective. Therefore, the development of 
effective methods for solving the clustering problem is relevant 
today.  

To solve the mentioned task there are a lot of algorithms 
which differ from each other in time consumptions, algorithmic 
complexity, and different working conditions. 

A lot of clustering methods were classified by such scientists 
as Donkuan, X. Yingjie T. whose research results are analyzed 
and shown in [4]. They divided the available clustering 
algorithms into two large groups: classical and modern methods. 

Ensembles algorithms can be noted as one of the most 
effective among the modern methods. Ensembles algorithms 
include such approaches as algorithms based on the genetic 
approach [5-11] and algorithms based on the usage of the fuzzy 
sets. The main idea of such algorithms includes generating the 
set of initial results of clustering according to a certain method. 
The conclusive results of clustering are obtained by integration 
of the initial results of clustering solved by the different 
algorithms. The benefits of such a method include the 
opportunity to parallelize the used algorithms. The shortcomings 
involve the complexity of consensus function development [4]. 
The algorithmic complexity highly depends on the types of 
algorithms included in the ensemble. 

Among the popular methods, we can distinguish boosting 
which is explained by its rather active development and high 
quality of the solutions. Boosting is also based on the ensembles 
method. The main procedure involves the sequential building of 
composition of machine learning algorithms. Each successive 
algorithm tends to compensate for shortcomings of all the 
previous compositions of algorithms to increase the 
effectiveness of solving a certain optimization task [4, 12]. For 
instance, in terms of the clustering task, boosting allows us to 
consider the specific organization of each individual data set and 
to choose the most effective algorithm for its processing. 
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The rest of the paper is organized as follows. In the next 
section, the paper presents the main ideas of boosting and 
bagging and the well-known approaches of using them. The third 
section is devoted to the classifications and clustering tasks and 
the objective function in order to assess the quality of the 
solution. The fourth section describes the developed boosting 
algorithm for solving the clustering task, its structure and main 
steps for the successful work. The fifth section presents the 
results of the experiments, which are based on the comparison 
of the developed boosting algorithm and the well-known 
Approximate kernel k-means (AKMM) algorithm. The last 
section summaries and concludes the paper.  

The next section of the paper presents the boosting concept 
and its main ideas. 

II.  BOOSTING MODEL FOR SOLVING THE CLASSIFICATION TASK 

Combining the ideas of several different algorithms is a 
popular method used for solving supervised and unsupervised 
learning tasks. Among the mentioned methods we can 
distinguish two popular effective approaches: bagging 
(bootstrap aggregating) and boosting. The idea of bagging 
includes building several independent models or algorithms to 
implement a common solution obtained by voting or averaging 
methods [13]. For instance, such approach is used in Random 
Trees and Random Forest algorithms. The idea of boosting is 
completely opposite: different models or algorithms are used 
sequentially to solve the required problem. In terms of the 
boosting approach, each following model can estimate and 
consider the results and mistakes of the previous model to 
improve the final solution. 

In the beginning, boosting was created for solving the 
classification task. The idea of boosting involves the fact that 
combining several weak classifiers can provide more effective 
results than a single classifier. It should be noted that a weak 
classifier can add the input elements in the proper classes with 
significantly less error than the random classification (0.5 in 
binary case) [14]. 

In general, the boosting model, as well as the bagging model, 
are based on the idea of building the ensemble of algorithms. 
The mentioned ensemble is presented as an algorithm for solving 
classification or clustering tasks, including several weak 
algorithms (classifiers) [14]. The weak algorithms are combined 
to obtain a single strong algorithm. The way of combining the 
algorithms depends on the specific problem to be solved. Freund 
and Shapire describe this idea in [15], assuming that it is much 
easier and effective to train the ensemble of the simple (weak) 
algorithms than the difficult (strong) one. 

For instance, instead of training a single large neural network 
we can train several smaller neural networks and then combine 
their results of solving a required task. The model of such an 
approach is demonstrated in the Fig. 1, where : →{−1,+1} is a binary classifier 	( 	 = 1, … , ) and ∈

 is an input element to be classified. Such an idea includes 
combining the solutions obtained by each individual classifier ( ) . The final solution of the ensemble is represented as ( ) and can be obtained by different methods such as weighted 
voting or a simple majority. 

 

Fig. 1. General model of the ensemble of classifiers 

The boosting model ideas involve multiple uses of weak 
algorithms to obtain the sequence of algorithms which results 
can be integrated into the final solution as demonstrated in Fig. 
1. At each step of the algorithm, each obtained solution is 
estimated according to the accuracy of the solution given by each 
particular algorithm. This allows the boosting algorithm to focus 
on the data objects which were classified incorrectly. Some 
boosting algorithms can use particular criteria for selecting every 
weak algorithm, which can provide the solution of higher 
quality. 

Freund and Schapire developed and described the adaptive 
boosting algorithm (AdaBoost) in [15, 16]. The main idea of 
AdaBoost includes using the weighted version of a certain set of 
elements, which is used multiple times. This assumes the large 
size of the mentioned set as it was in the algorithms described 
above. Nowadays, the AdaBoost algorithm is actively 
investigated and frequently used for building the ensembles of 
classifiers in a reasonable time. The algorithm trains a certain set 
of weak learning algorithms to build a weak classifier using the 
model demonstrated in Fig.1. The weak classifier is created by 
sequential application of the re-weighted data set containing the 
weights obtained in accordance with the accuracy of the results 
of the previous classifiers. Every time the algorithm uses the 
same data set with the entities weighted according to their 
correct or incorrect classification performed by the previously 
used classifiers. This allows the weak learning algorithms to 
focus on data which were classified incorrectly at the previous 
iteration. The problems of such an approach include the selection 
of the proper weak learning algorithm to obtain the base 
classifier in such a manner that the weight of the correctly 
classified objects is not reduced.  If the base algorithm is accurate 
enough, it can start the classification process leaving the 
significant weight for the outliers and the noise entities to study 
them more precisely at the next iterations. The algorithm 
structure is demonstrated in Fig.2.  

 
Fig. 2.  Model of the AdaBoost algorithm 
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According to the analytical reviews provided by Dongkuan 
Xu, Yingjie Tian [4] and Ka-Chun Wong [1], a lot of standard 
boosting algorithms including AdaBoost, can give effective 
solutions of the classification task. However, we cannot ajust all 
modern available boosting algorithms to solving the 
unsupervised learning tasks. Thus, developing effective 
boosting algorithms for solving the classification and clustering 
tasks with polynomial complexity and appropriate time 
consumption is relevant today. 

The next section presents the classification and clustering 
tasks. 

III.  ASSESSMENT OF THE BOOSTING MODEL 

The boosting method is highly applied in the sphere of 
machine learning for solving supervised tasks such as the 
classification task. The core of such problems solution is to train 
a certain algorithm on the basis of previously classified data to 
create reliable predictions for unclassified data [14]. Supervised 
learning is a subdiscipline included in machine learning which 
also involves unsupervised learning based on the analysis of the 
unclassified data only.  

On the basis of the approaches mentioned above the semi-
supervised learning is distinguished. It includes the elements 
from both disciplines [18] since it is assumed that the data set 
involves the previously classified elements as well as the 
unclassified data. In [14] the authors also consider boosting 
algorithms focusing on solving these problems. One of the 
suggested solutions is adding the elements in the pseudo-classes.   

This paper is based on the hypothesis that one of the possible  
solutions is reducing the classification task to the clustering task. 

In terms of the supervised learning tasks, the algorithms are 
provided with a certain consensus function h(.), which consists 
of the solution of the classification task. The main purpose of 
solving the classification task is to categorize the objects into a 
predefined set of classes. 

Generally, the outcoming data on the classification task 
solution is represented as Y, containing the information on two 
classes encoded as {-1, 1}. The main task of the machine is to 
learn on the basis of the training data set (y1, x1), …, (yn, xn), 
which are classified for the further forecasting classification of 
new objects xnew. Forecasts of membership of the data x1, …, 
xn are represented as implementing from X, n is the size of the 
training data set. The machine task is to develop a forecasting 
rule h(.) for the correct classification of new data. 

( , ), … , ( , ) − ( 	 ) →ℎ( ) =      (1) 

In terms of the unsupervised learning, there are no training 
data sets and the consensus function is represented by the 
objective function of assessment of the obtained solution quality. 
The main task of the machine is to develop the initial rule of 
dividing the objects into clusters. The formula is represented in 
the following way: 

    										( , ) − ( 	 ) →																																														( , ), … , ( , )                       (2) 

In terms of solving the clustering task, we can assess the 
average inter-cluster distance or the average intra-cluster 
distance. 

The solution of the clustering task is the set 
V’={Y’j|l=1,2,…,k}. The planned variant of the solution V’ is 
the partition of the set of objects into a set of clusters. 

Estimation of the solution V’ is represented by the objective 
function written as follows: 

                          = → ,                         (3) 

Where Po is the average inter-cluster distance, Pi – is the 
average intra-cluster distance. 

Let us consider the mechanism of boosting organization with 
the use of a bioinspired algorithm. 

The formula for calculating the intra-cluster distance is 
written as follows: 

              = ∑ ∑ , → ,                  (4) 

where p is the distance calculated by the chosen metric, x∊X 
is the current element, с∊С is the centroid of the cluster, k– is the 
total number of elements, l is the number of elements in a certain 
j cluster.  

The average inter-cluster distance describes the distance 
between the objects belonging to different clusters and is 
determined according to the following formula: 

               = ∑ ( , ) →∈ ,                      (5) 

where p – is the distance according to the chosen metric, ui 
– is the concerned centroid, u – is the centroid regarding which 
the average inter-cluster distance is calculated, n – is the total 
number of clusters. 

Thus, the boosting procedures can be effectively used for 
solving classification as well as clustering tasks. The authors in 
[12], demonstrates the high effectiveness of using the boosting 
algorithms for solving the semi-supervised tasks. 

The next section describes the developed boosting algorithm 
for solving the clustering task. 

IV.  BOOSTING ALGORITHM FOR SOLVING THE 

CLUSTERING TASKS 

In this paper, the authors use the model of boosting of 
bioinspired algorithms for solving the clustering task. The 
algorithm is based on the AdaBoost (Adaptive Boosting) 
algorithm mentioned above. The main idea of the developed 
algorithm is to use the weighted version of a certain set of 
algorithms and a set of probabilities determining the including 
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of each object into a concrete cluster. This set is used repeatedly 
allowing us to find the best algorithm for clustering each 
concrete data set. Fig. 3 demonstrates the algorithm work. 

Let us consider the detailed work of the algorithm. At the 
first stage, the clustering algorithms are selected randomly. The 
solutions are estimated in accordance with the objective 
function.  

Input parameters: Data set consisting of a set of objects to be 
clustered  X={xi | i=1,2,…,n}, where n is the number of objects 
to be clustered. The set of the algorithms which can be used for 
clustering is A={aj | j=1,2,...,m}, where m is the number of the 
algorithm. T is the number of iterations. 

 

Fig. 3. Chart of the developed boosting model  

One of the algorithm features is that the set of the algorithms 
used in the boosting process includes the bioinspired algorithms. 
Thus, it is possible to use the set determining the probability of 
including each element into a cluster which can be used in terms 
of ant colony algorithm. 

The selection of each bioinspired algorithm is implemented 
by the following formula: 

                        = + ,                    (6) 

where  is the value of the best solution objective function, 
  is the value of the current algorithm objective function at the 

current iteration, u∊U is the probability of selecting the i-th 
algorithm from the set of the algorithms, which can be used for 
clustering, α is the coefficient determining the importance of the 
improvement criteria of the objective function, β is the 
coefficient determining the weight of the probability criteria for 
selecting each concrete algorithm.  

In the process of obtaining the final solution by each 
bioinspired algorithm, the probability matrix of including each 
element from the data set in a cluster is updated for the sequential 
improvement of the solution by each following algorithm. The 
weights are updated according to the following formula: 

                           , = , + , ,               (7) 

Where  is the coefficient determining the weight of the 
criterion of distance between the object and the cluster centroid, 
d is the distance considering the used metric, x∊X is the current 
object i, y∊Y is the cluster j,  is the coefficient determining the 
weight of the criterion of probability of including the element 

into the cluster j, ,  is the occurrence threshold of including the 
element into a cluster. 

The formula for calculating the probability pi,j of including 
the object xi into the cluster yj ∈  Y is represented in the 
following way: 

                        , = , ,∑ , , .                      (8) 

The algorithm consists of the following steps: 

1) To initialize a set of probabilities of selecting each 
algorithm of clustering U={uj | j=1,2,…,m}. 

2) While t < T 
a) To run one of the clustering algorithms. To select the 

algorithm according to the formula (6) 
b) To perform the clustering with the use of the selected 

algorithm, then to estimate the clustering quality according to 
formula (3), to estimate the intra-cluster and intercluster 
distance according to the formulas (4) and (5) respectively. 

c) To calculate the weights of the probability of including 
each element into a cluster according to the results of the chosen 
algorithm work with the use of the formula (8) 

d) To update the selection probability for the concrete 
selected algorithm. 

e) To increment the number of iteration t <- t+1 
3) To finish the cycle. 
4) To select the best solution according to the objective 

function.  
Step (a) includes the formula to estimate the quality of the 

concrete clustering algorithm. Since there is no data about the 
previous estimation at the first iteration, the formula is shown as 
follows: 

                                 = .                                      (9) 

The next section demonstrates the results of the experimental 
research proving the effectiveness of the developed algorithm. 

V.  EXPERIMENTAL RESEARCH. 

The purpose of the experiments is to determine the boosting 
model effectiveness for solving the clustering task. To check the 
algorithm, we propose to use the benchmarks with known 
optimal values. The first step is to investigate the controlling 
operators and their impact on the solution, such as the number of 
boosting iterations, values of the weights in the probability 
matrixes of choosing algorithms and including the elements into 
the clusters. To calculate the clear assessment of the model we 
conducted a set of experiments. 

The time complexity of the boosting algorithm depends on 
the time complexity of the algorithms used in the boosting 
model. The initial time complexity of the boosting algorithm is ( ). The experiment results demonstrate that in 98% iterations 
the solution space contains the optimal solution. 
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The parameters of boosting were set as follows: the number 
of boosting iterations is 50; the number of iterations for each 
individual algorithm affiliated with the ensemble is 100. We 
used the following algorithms in the boosting model: ant colony 
optimization (ACO) algorithm [18], artificial bee colony 
optimization (ABC) algorithm [19], genetic algorithm [20], and 
firefly colony optimization (FCO) algorithm [21]. 

To compare with the boosting model, we used several classic 
algorithms. Let us consider each of them. 

Approximate kernel k-means (AKKM) is the clustering 
method based on the combination of the kernel method and k-
means. The algorithm consists of two phases: kernel 
computation and clustering. The feature of the algorithm is the 
modified kernel matrix. In [22] the authors suggest partitioning 
of the matrix into several submatrixes to simplify the process of 
the kernel calculation. The time complexity of such an algorithm 
is based on the analysis of the kernel matrix building phase and 
the estimation of the clustering complexity. The formula for time 
complexity can be denoted as ( + + ), where 	denotes the number of the elements for building the initial 
kernel matrix (m<n) and  denotes the number of the elements 
for clustering (  and  define the matrix dimension),  denote 
the number of clusters to partition the elements into,  denote the 
number of iterations. Table 1 demonstrates the results of the 
experiments in terms of time complexity. 

TABLE I.  TIME COMPLEXITY OF THE ALGORITHMS 

The number 
of elements 

Kernel 
calculation 

time (AKKM 
method) 

Clustering time 
(AKKM 
method) 

Clustering time 
(Boosting 

model)  

100 1.40 17.70 17.30 

200 1.64 22.57 21.64 

500 3.82 28.56 26.48 

1000 11.14 55.01 52.05 

2000 22.80 134.68 131.86 

5000 64.11 333.31 329.34 

 

 

Fig. 4. Time complexity of the algorithms 

The developed boosting model was compared with the 
popular algorithms such as k-means algorithm and AKKM 
algorithm according to the errors they can give with respect to 
the ICI (Incorrectly Clustered Instances). The experiments were 
carried out on the basis of the well-known benchmarks 
Ionosphere and Iris with different number of clusters. The 
percent of the objects which are clustered incorrectly in terms 
with the best solution is demonstrated in Table 2. 

 TABLE II. QUALITY OF THE SOLUTIONS OBTAINED WITH THE COMPARED 
ALGORITHMS 

Dataset The 
number of 

clusters 

k-means  AKKM  Boosting 
model 

Ionosphere 10 28.5 17.6 9.2 

Ionosphere 20 26.3 16.5 6.4 

Iris 10 22.3 9.3 5.7 

Iris 20 18.6 7.3 4.4 

Iris 30 15.1 5.3 2.1 

 

Fig. 5. Comparison of the quality of the algorithms (Ionosphere benchmark) 

 

Fig. 6. Comparison of the quality of the algorithms (Iris benchmark) 

According to the experimental results shown in Table 1 and 
in Figure 4, the developed boosting model can be more time-
consuming than the popular AKMM method, but the working 
time can decrease significantly with an increase in the number 
of the objects for clustering. This can be explained by the 
probabilistic approach used in the model. 

Table 2 and Figures 5 and 6 demonstrate high effectiveness 
of the developed boosting model in comparison to the classical 
k-means and AKKM methods. The comparative analysis of the 
quality of the solutions has shown that the quality of the 
solutions obtained with the boosting model is 40% higher than 
the analogs, which have less time complexity.  

It should be mentioned that the results of the boosting 
algorithm work can vary depending on the algorithms used in 
the boosting model. 

CONCLUSION. 

The ongoing growth of the produced and transferred 
information creates the need for developing new algorithms for 
its processing. One of the main tasks in terms of data processing 
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problems is clustering. The paper presents the clustering task 
statement and the analysis of the popular modern and classical 
clustering algorithms, their benefits and shortcomings. The 
paper compares the boosting and bagging approaches and 
demonstrates their benefits and drawbacks.  

The boosting procedures can be used for solving 
classification and clustering tasks. The authors developed a 
boosting model and a modified boosting algorithm to solve the 
clustering problem and compared them with the analogs in terms 
of time complexity and the percent of Incorrectly Clustered 
Instances (ICI). 

The experiments were carried out with different numbers of 
the instances and datasets. The results show, that the boosting 
algorithm can be more time-consuming, but give a significant 
advantage in the quality of the solutions since the error of 
incorrectly clustered instances is 40% less on the average. 

To improve the clustering quality and to reduce the time 
consumptions, we propose using different clustering algorithms 
for boosting. The time complexity can be optimized by using 
parallel paradigms of developing [23-26]. The quality of the 
algorithms included in the ensemble can change by adjusting the 
parameters of the probability matrix of including each element 
from the dataset into a cluster. 

The developed boosting algorithm is suitable for solving 
semi-supervised learning tasks with a teacher. For example, we 
can use the modified matrix of including the element in a cluster 
for the classified elements and increase the probability of 
including into the cluster, where the element has been included. 
The other way is to reduce the task to clustering and to ignore 
classification. 

Future work will be related to investigating the algorithms 
used for boosting based on bioinspired methods such as ant 
colony optimization [27], swarm optimization [28,29], and the 
hybrid algorithms based on the combining the principles of 
different bioinspired algorithms. 
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Abstract— The main advantage of Electromagnetic 

Levitation Melting system (ELM) is to solve the pollution 

problem in metal melting process. This paper provides an 

analysis of the system large-signal behavior for modeling the 

dynamics of ELM that can be used for control design. 

Moreover, the high frequencies utilized by wireless ELM have 

posed a challenge for simulation software in the form of long 

simulation times.  In order to reduce simulation time, it is 

proposed to replace the analysis of the high-frequency-

electrical-signals by only the envelope-signals and still get all 

the information on the system dynamics. A larger than 92% 

decrease in simulation time is observed. Experimental results 

are presented to validate the analysis and the simulation 

results. 

Keywords—  Magnetic levitation ,  envelope simulation, 

large signal analysis, resonant power converters, wireless 

power transfer 

I. INTRODUCTION 

Many melting systems in the industry include metal 
contact which leads to parasitic pollution. Electromagnetic 
levitation Melting System (EML) is a wireless, well-known 
technique used to avoid the risk of pollution. On electrically 
charged metallic object that moves across an electromagnetic 
field operates Lorentz force. The Lorentz force is vertical to 
the velocity vector of the metallic object and the magnetic 
field plane and its direction determined by the right-hand 
rule. This power can be used to can levitate the metallic 
object. In addition, the eddy-currents induced in the metallic 
object by the time-varying electromagnetic field flows 
mainly at the "skin" of the conductor, between the outer 

surface and a level called the skin depth, . This fact leads to 
heat the object by Joule effect and when the temperature is 
higher than the melting temperature of the material, it will 
eventually melt it. This is known as the levitation melting 
process as described in [1] - [4].  In this paper it was chosen 
to melt a metallic ball. The melting system is as described in 
[6]. In the melting process, the electric power transfers 
wirelessly from the electrical system to the ball. As a result, 
the ball is able to levitate and melt. One of the things that 
requires attention in the design of an ELM is the system 
frequency, which affects the position of the ball and 
ultimately affects the levitation stability. This necessitates the 
use of frequency control to maintain system stabilization. 

This paper provides an analysis of the system large-signal 
behavior for modeling the dynamics of ELM that can be used 
for control design. In addition, for simulation of high-
frequency signal in PSIM software, height sample is required 
with reliability results. However, such sampling typically 
results in large memory consumption and a long-time 
simulation run relative to the real time analysis. In ELM 
simulation, it is enough to know the signals transmitted 
between the sub-electrical system and the sub-mechanical 
system behaviour in order to describe the floating ball 
dynamics. Apparently, these signals change slowly (around 
3Hz), whereas a slower sample can provide the required 
information. The proposed methodology of envelope 
analysis, i.e. large signal modulation aimed to improve 
simulation time while maintaining full knowledge of the 
system dynamics available.  

 

II. GENERAL SYSTEM 

The forces acting on the object at levitation on the z-axis 
are shown in Fig. 1, where h is the height of the ball from the 
lowest current loop, and the current through the loops is 
sinusoidal with amplitude IA and frequency f. Mg is the 
gravity force and FLorentz is the Lorentz force [3] and [8] 
given by  

(1)                          Lorentz ,s dF F F= + 

where Fs is the static component and Fd is the dynamic 
component of the force, modified as 

(2)                        ( )2 , ,s A sF I k h f=  

and  

(3)                        ( )2 ,d A dF I v k h=    

respectively, where v is the sphere velocity along the z-axis. 

( ),sk h f  and ( )dk h  are function given in [6]. Their 

behavior is described in Figs. 2. Effects of the change in f  

on sk  can be neglected. Therefore, for determination of 

convf f=  as a frequency at steady-state, (1) can be written 

as 

(4)        ( ) ( )2
Lorentz , .A s conv dF I k f h v k h =  +   
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 Fig. 1 An side cut showing the currents, forces acting on the object and the 
geometry.  

 The equivalent impedance of the load (ball) developed in 

[7], found that the inductance component, ballL , and the 

resistance, ballR , are functions of time, because at the 

dynamic movement of the sphere, h is function of time. 

Therefore, they can be written as ( )ballR t  and ( )ballL t .  

Fig. 4 shows the resistance and inductance as functions of 
height. As expected, with the increasing of the height, the 
equivalent inductance increases as well, as oppose to the 
equivalent resistance. 

Fig. 2 (a) dk function versus height and (b) sk function versus height. 

III. LARGE SIGNAL ANALYSIS 

 From (1), in order to calculate the Lorentz force, we 

should first analyze , sh   and AI  dynamic behaviour at the 

ELM. In [6], it can be seen that the value of these signals 
changing much slowly than frequency switching. This fact 
gives the motivation to analyze only the envelope signals to 
get the all information on the dynamic movement of the ball. 
At resonance a simple equivalent circuit to the schematics of 
the system shown in [5] is given in Fig. 3. Where v'(t) is the 

first harmonic of output voltage from the inverter reflected to 
the load and i(t) is the current through the coil. L(t), R(t) and 
C are the inductance, resistance and the capacitance reflected 
to the load, respectively, with    

(5)     ( ) ( ) ( ) ( ) , ,ball sys ball sysR t R t R L t L t L= + = +                 

where Rsys and Lsys are the load reflected parasitic resistance 
and inductance of the overall system. The behavior of the 
equivalent resistance and inductance of the ball presented in 
[6] are shown in Fig. 5. 

v’(t)=Vg   sin(ωst)

L(t)R(t)
c

+ −
( )Cv t

+ −
( )Rv t

+ −
( )Lv t

( )Li t

( )ballL t( )ballR t sysLsysR

 
Fig. 3 A simple equivalent circuit to the system. 

 

Fig. 4 The resistance (a) and the inductance (b) as functions of height. 

and 

(6)                             ( ) '4 / ,g dcV V=  

where V'dc is the load reflected voltage supply. Appling 

KVL leads to 

(7)                 '( ) ( ) ( ) ( ),R L cv t v t v t v t= + + 

where the inductor voltage is given by 

(8) ( )
( ) ( )

( ) ( ) ( ) ( ) ( ),L

d dL t di t
v t L t i t i t L t

dt dt dt
=  =  +  

and the resistor voltage is   

(9)                           ( ) ( ) ( ),Rv t R t i t=  

and the circuit current can be described as function of the 
capacitor voltage as 
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(10)                        ( )( ) ( ) .C

d
i t C v t

dt
=  

The current, iL(t), and the capacitor voltage, vc(t), can be 
approximated to be pure sinusoidal and can be written as the 
sum of sine terms and cosine terms [9]. Applying the above 
harmonic approximation in (7)–(10)  gives 

(11)         
( ) ( )

( ) ( )

( ) sin cos
,  2 ,

( ) sin cos

s c
L L s L s

s ss c
c c s c s

i t i t i t

v t v t v t

 
 

 

 = +
=

= +

 

with s  is the frequency of the current. Their derivative is  

(12) 

( ) ( )

( ) ( )

sin cos

sin cos

s c
c sL L L

s L s s L s

s c
c sc c c

s c s s c s

di di di
i t i t

dt dt dt

dv dv dv
v t v t

dt dt dt

   

   

   
= − + +   
      

   
= − + +   
      

 
Substituting (11) and (12) in (8) – (10), there is 

(13) 

( )

( )

1
( ) ( )

( )

1
( ) ( ) ,

( )

s
c s sL

s L g L c

c
s c cL

s L L c

di d
i V R t L t i v

dt L t dt

di d
i R t L t i v

dt L t dt





  
= + − +  −  

  

  
= − − +  −  

  

 

and 

(14)                           

1

1
.

s c
c s s c

c s
c c s c

d
v I v

dt C

d
v I v

dt C





= +

= −

  

The envelopes of the current through the coil and the 
capacitor voltage are calculated as 

(15)                          2 2( ) ( )s c
A L LI i i= + 

and 

(16)                         2 2( ) ( ) ,s c
c c cv v v= + 

respectively, where 
c

sV  is the sine component of the 

capacitor voltage and 
c

cV  his cosine component. The motion 

of the sphere in the vertical direction is given by Newton 
equation as 

(17)          
2

Lorentz2
, , , .conv A

d h dh
M F f h I Mg

dtdt

 
= − 

 
 

Where M is the ball mass. The differential equations 
(13)-(16) represent system equations, also known as the 
large-signal model of the system and give information about 

 ,  sh   and AI  dynamic behavior at the ELM.  

IV. RESULTS 

In order to verify the performance of the proposed 
algorithm, i.e. at low-frequency operation and compare it to 
the high frequency operation, simulation and experimental 
studies was carried out, based on the circuit in Fig. 5 with 
circuit parameters in Table I. The frequency of the switching 
signal is around 25 kHz. Simulation and experimental results 
of the current through the coil and capacitor voltage are 
shown in Fig. 6. It can be seen that simulation results 
following proposed modulation are seen to agree within 
practical results.  

Fig. 7 shows the correlation of the coil current between 
the practical system (iLp), the high-frequency simulation (iLs) 
and its envelope in the low-frequency simulation (iLe). Fig. 8 
shows the capacitor voltage envelope (vce) on top of the full 
signal (vcs). Experimental results closely match simulation 
outcomes, verifying excellent performance of the proposed 
large-signal modulation. 

VA

C

L

R

T1 T2

SCR 

rectifier
3
x
4
0
0
V Cin

vc(t)

iL(t)

+ −

 
Fig. 5 A schematics of the system. 

 
COMPONENTS VALUES 

Symbol Value Units 

T1 35:5  

T2 20:2  

Rsys 8.1 mΩ 

Lsys 0.37 uH 

M 22.7 gr 

C 0.33 uF 
 

 

 
Fig. 7 The coil current – (a) Experimental results and (b) simulation results 
of high-frequency signal and its envelope. 

V1 

(a) iLp(t) 
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(b) 
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 Fig. 8 Capacitor voltage envelope on top of the full signal – simulation 
results. 

In addition, the velocity, height of the ball and the 
acceleration described the dynamic movement of the ball 
during the stabilization were simulated as shown in Fig. 9.  

 

V. CONCLUSIONS 

 A simulation method of ELM using equivalent large-
signal modulation was proposed herein. The proposed 
modeling technique allows us to simulate the system much 
faster by eliminating the high frequency components in the 
electrical system without data losses. Experimental results 
were also given to demonstrate and successfully verify 
findings presented in the paper. 
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Fig. 9 The velocity, height of the ball from the lowest current loop and the 
acceleration – simulation results. 
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Abstract—In this extended abstract, we proposed a method 

for “segmentation” of large memory instances with global 

redundant rows into memory segments with local redundant sub-

rows allowing, thus, to split the memory into segments and the 

redundant rows - into local redundant sub-rows. A segment has 

its own local redundant sub-rows. Each redundant sub-row is a 

corresponding segment of a global redundant row. Thus, we 

increase significantly the number of redundant sub-rows and 

repair the faults/defects occurring in a memory segment with its 

local redundant sub-rows. For large memory instances, this 

approach will allow to increase the repair coverage of the 

memory instance with negligible hardware and time overheads. 

In general, a trade-off between fault/defect coverage and 

hardware/time overheads should be done. 

Keywords—Memory system, repair, local/global redundancy, 

repair coverage.  

I.  INTRODUCTION  

Many approaches were proposed earlier (see [1]-[8]), such 
as “shared BISR”, grouping, reusing, shared functional/test 
buses, shared redundancies/registers etc. that improve the 
overall repair coverage of a memory instance.  

Today’s complex SoC usually contains hundreds and even 
thousands  of memory instances. Synopsys’s DesignWare 
Multi-Memory Bus (MMB) [1], based on ARM’s shared test 
bus, also used the test bus for efficient test of multiple memory 
instances (known as a Memory System (MS)) attached to the 
bus. Mentor Graphics [9] proposed to use a functional bus for 
its efficient testing in addition to the test bus. It was suggested 
in [9] to use the functional bus for efficient repair of memories 
via “redundancy sharing” due to which time and hardware are 
saved during the repair, and the repair coverage is improved. 
Redundancy sharing that was proposed in [10] means the 
following. If a defect/fault is detected in a memory instance of 
the MS, and there is a free (unused) redundancy available 
elsewhere, possibly in another memory instance within the 
same group of homogeneous instances of the MS, then it can 
be used for repair bringing to a significant reduction of the 
area. 

The redundant elements remaining after manufacturing 
repair can be used in the field during test & repair sessions, as 
well as  soft repair, performed periodically after power-up (see 
[11]). A reparable memory instance with redundancies used its 
own (local) redundancies. It is based on the idea of “a sharing 
mechanism for redundancies” within the same group of 
homogeneous memory instances in the MS. The BIST process 

is performed by means of the shared test bus, and the repair is 
performed by means of the functional bus (see [10]).  

In this paper, we propose another method for improving 
repair coverage and yield of very large (Number of Bits in the 
word of the memory is >128 bits) memory instances in SoCs. 
Since a reparable memory instance usually has very limited 
resources (usually, a few rows of redundant rows for repair 
purposes (we consider the case of availability of redundant 
rows only) there may occur situations when the redundancies 
are not enough to repair the memory instance. Let us suppose 
that we detected in our memory instance with k redundant rows 
more than or equal to k+1 faults/defects such that any two of 
them are not in the same row. Then since only row 
redundancies are assumed to be available, and for each fault we 
need one redundant row to repair a fault/defect, there will be a 
fault/defect that could not be repaired.  

The number of faults/defects in a memory instance is 
determined by multiplying the area of the instance by the 
defect density of the memory instance that shows the number 
of faults/defects in a unit area of the memory. Usually, the 
defect density for each type of memory is known beforehand. 
Thus, the number of predicted faults/defects is determined by 
the area of a memory instance. If the number of predicted 
faults/defects to be repaired is too high exceeding the number 
of available redundant rows, then, in the worst case, it is 
possible that the memory will not be repairable in case when 
no any two faults/defects are in the same row. Thus, each 
fault/defect will require a new redundant row to repair it. Thus, 
to decrease the number of faults contained in a memory unit we 
need to decrease its area. Therefore, the idea of segmented 
memories emerges. We need to split the memory into units (let 
us name them “segments”) that possess smaller area, and, 
according to the known formula for the number of predicted 
faults/defects in a memory area (segment), does not exceed the 
number of available local redundant rows for the segment  so,  
in the worst case, when one redundant row is needed for each 
fault/defect to repair it, we will be able to repair the memory 
segment for sure. Thus, our main idea is to split the memory 
into memory segments such that they are all reparable by their 
local redundant rows in the worst case. Each segment should 
have at least so much redundant rows as the predicted number 
of faults/defects in the segment. The memory instance is split 
into homogeneous segments of the same size s to be 
determined later. All segments have the same area and defect 
density. Hence the number of predicted faults/defects in all 
segments is the same. Thus, the number of the predicted 
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faults/defects in a segment equals to the number of all 
faults/defects in our initial memory instance divided by the 
number of segments the memory is split into. Note that we 
consider the case when the faults/defects are distributed over 
the area of the memory with equal probability.  

A similar methodology is being currently developed for 
large reparable memory instances with column and both row 
and column redundancies. Due to the page limitations and for 
the sake of simplicity, we will constraint ourselves in this 
extended abstract with consideration of a simple case when the 
memory instance has only row redundancies. 

 

II. SEGMENTATION OF A MEMORY INSTANCE 

 Consider a memory instance (see Figure 1) with Nr rows and 

k redundant rows. Note that for the sake of simplicity we 

consider here only the case of availability of redundant rows 

only. The case for redundant columns or both rows and 

columns will be considered in the future. Note that the repair 

coverage depends on the location of faults/defects detected by 

BIST. In the worst case when k+1 faults/defects were detected 

by BIST when no any two faults/defects were in the same row 

then each fault/defect would require a redundant row for 

repair. If the memory and correspondingly the k redundant 

rows are split into s segments (see Figure 2) then the 

segmented memory will have s ⋅ k redundant sub-rows. Each 

sub-row in a certain segment can be used to repair a 

fault/defect detected in that certain segment. Thus, 

segmentation of a memory instance will increase the number 

of redundant elements and, as a result, the repair coverage of 

the segmented memory will increase drastically. Note also that 

increasing of the number of redundant sub-rows will increase 

also the hardware overhead connected with additional control 

logic, number of redundancy registers, etc. In Section V, we 

will estimate the hardware overhead required by the process of 

segmentation. 

 

In this extended abstract, we proposed a method that splits a 

given big memory instance M into s “segments”. By a 

segment we mean a memory region where a given number of 

columns are included with complete bit-lines without any 

interruption in the segment. The recommended number of 

segments s is to be determined later in Sections IV and V. 

Figure 2 depicts an example of segmentation of a memory 

instance M into s segments of the same size. 

Memory Instance M with s segments 

Segment 1 

 

 

Segment 2  

 

 

… Segment s  

 

 

Redundant rows segmented into s sub-rows each 

Sub-RedRow11 Sub-RedRow12 … Sub-RedRow1s 

… 

Sub-RedRowk1 Sub-RedRowk2 … Sub-RedRowks 

Fig. 2. Segmented Memory instance  
with segments and redundant Sub-Rows  

 

In general, note that this requirement is not necessary, i.e. the 

segments may be of unequal size. In this extended abstract, we 

consider only the simple case when all segments are of the 

same size. If the memory instance had initially k redundant 

rows, k≥1, then note that each redundant row is also split into 

s redundant sub-rows. Hence each memory segment (denote 

the i-th segment Si) will be assumed reparable with k 

redundant sub-rows. Thus, after modifications our memory 

instance should have k⋅s local redundant sub-rows, with k 

local redundant sub-rows for each segment. Note that if during 

a BIST session k+1 faults/defects were detected in a certain 

segment then the memory instance will not be reparable if no 

any 2 faults/defects would be found in the same row. Note, 

however, the probability of this event must be very low, in 

other words, almost impossible.  

   

Note that formerly, if a fault/defect was detected in the former 

memory instance then for its repair we used a complete 

redundant row Rt, 1 ≤ t ≤ k, of the same size as the instance. 

Now, for the segmented memory, when it is split (segmented) 

into, say, s segments, the redundant row Rt – into s segments 

of local redundant sub-rows Rt1, …, Rts, and the fault/defect is 

detected in a certain segment Sj, 1 ≤ j ≤ s, then if we still have 

an available redundant sub-row then one of the available sub-

rows can be used for the repair of the fault/defect. Note that:  

• segmentation of redundant rows into sub-rows brings to 

more efficient usage of redundant resources, 

• increases the number of redundant units. Instead of k 

redundant rows there will be available k⋅s local redundant 

sub-rows after the segmentation process. Since in 

nowadays technology memories the number of 

faults/defects is very few then after manufacturing test 

and repair most of the remaining redundant sub-rows can 

be used for further repair in the field. 

 

III. SOME DETAILS OF IMPLEMENTATION 

A. Conventional Hardware Implementation  

The memory structure was presented in detail [10], [11], but in 

this extended abstract we will highlight only implementation 

of the decoder of rows in SRAM memories. 

Memory Instance with k redundant rows (no segments) 

Memory area  

 

Nr rows 

k redundant rows  

Redundant Row1 

… 

Redundant Rowk 

Fig. 1. Memory instance with k redundant Rows  
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& 

& 

WL0 

WL1 

WL2 

WL3 

AL1 

AL0 

Fig 4. 2x4 regular decoder  

In the former publications [11], [12], [17], [18], the decoder of 

rows usually was mentioned as abbreviation XDEC because it 

included the memory banks decoders and the timing formation 

blocks for row signals as well. Based on the logical address, 

XDEC decodes and forms the row select signal for the 

corresponding row of the memory bit cells (see Figure 3).  

By using the logical input Row Address (denoted RowADR in 

Figure 3) the row decoder decodes and activates the 

corresponding word line selection signals (WLm), m is the 

number of the rows in the memory instance.   In Figure 4, a 

simplified example of the regular decoder scheme (2 x 4) is 

presented for rows. In general case, the decoding has the 

scrambled structure [11], [12], [17]. In the case presented in 

Figure 4 that scrambling is the regular one and the Truth table 

matches with that of the given in the Table 1.  

 Table 1. The Truth table of the Regular 2x4 decoder 

WL0 is activated when the address lines AL0 and AL1 obtain 

0 values.  

WL1 is activated for the address AL1=0, AL0=1;  

WL2 - for the case AL1=1, AL0=0;  

WL3 will be activated for the address AL1=1 and AL0=1. 

 

B.  Implementation of the Proposed Mechanism of 

Segmentation 

In the conventional memory WLm activates the memory bit 
cells of the whole word line, but in the Segmented memory the 
word line is divided into s parts, as result of segmentation. In 
the Segmented memory we must manage the divided word 
line.  

All parts of the segments are independent and should work 
with any combination. In the normal functional mode, all the 
segments work simultaneously (as in the conventional 
memory). In the case if any number of faults/defects will be 
detected in the cells of a memory row we must deactivate any 
segment in the word with a fault/defect and replace it (repair) 
by an available redundant sub-row corresponding to the 
segment. Let us suppose that the number of segments in the 
memory is “s” then each word line of the memory should be 

controlled by “s” number of WL signals.  In Figure 5, an 
example of the functional view of XDECS (“row and segment” 
decoders) with the segmented WL is presented. The Segment 
Enable (SE) signals together with WLm signals form the word 
line control signals (see Figure 6). The presented control of the 
outputs of the row decoder gives the possibility to repair a 
defect in the segment using the corresponding redundant sub-

State of the Word Line  State of the Address Lines  

WL3 WL2 WL1 WL0 AL1 AL0 

0 0 0 1 0 0 

0 0 1 0 0 1 

0 1 0 0 1 0 

1 0 0 0 1 1 

XDEC 
WLm 

RowADR 

WL1 

WL0 

… 

Fig 3. XDEC functional view  

Fig 7. BISR algorithm for the Segmented memory 

Run BIST Fail? END  

BISR 

Send [Fault address; Fault bit] 

Run BIRA 

Calculation of  

[Row address of the Fault; Fault Segment] 

Yes 

NO 

Row repair of the defect in the Segment  

XDECS RowADR 

Fig 5. XDECS functional view  

SE1 

SE2 

SEs 

… 

WLm1 

WLm2 

WL0s 

… 

WLms 

… 

WL01 

WL02 

… 
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row (a local redundant sub-row belonging to the corresponding 
segment obtained from a redundant row of M segmented into s 
sub-rows, one sub-row for each redundant row).  

This method increases the number of redundant elements in 
the segmented memory and evidently improves the repair 
coverage of the segmented memory instance. If formerly the 
memory instance M had, say, k redundant rows then after 
segmentation of M and its redundant rows we have sk 
redundant sub-rows. Each segment of M now will have k local 
redundant sub-rows that, if necessary, will be used for the 
repair of the corresponding segment if a fault/defect will be 
detected in the segment. Since in nowadays technologies, as a 
rule, the number of defects/faults is very low the number of 
local redundant sub-rows s⋅k will be greater enough than the 
actual number of faults/defects detected during the BIST 
session many redundant sub-rows may be left for future repair 
during test & repair sessions applied periodically in the field. 

 In Figure 7, the flowchart of the modified BISR algorithm 
is presented for the segmented memories. As for the 
conventional SRAM instance, the first step of the memory 
testing is the BIST run [14], [15] for checking the possible 
availability of faults/defects in the memory instance. For the 
embedded SRAM memories, the recommended BIST 
algorithm is to use a certain memory test algorithm for 
detection of faults/defects in SRAM memories. A March test 
algorithm [11], is of linear complexity developed for detection 
of a certain class of faults/defects in the memory. Earlier many 
efficient (minimal) March test algorithms were developed for 
detection, diagnosis or localization of certain classes of 
faults/defects in memories.  If the test passes successfully then 
it means that the memory is free from the considered class of 
faults/defects. If BIST fails (a fault/defect is detected) in the 
memory area the BIST returns the following information about 
the defect: the logical address of the fault/defect and the 
faulty/defective bit. The next step is the run of the Built-In 
Redundancy Allocation (BIRA) algorithm. Based on that input 
of the logical address of the fault/defect and the scramble 
information of the memory instance [14] BIRA calculates the 
physical Row address of the fault/defect and the corresponding 
segment with the fault/defect for the execution of row repair of 
the fault/defect. And the last step is the rerunning of BIST for 
assuring the memory is free of a fault/defect.   

IV. ESTIMATION OF THE NUMBER OF SEGMENTS 

 

Introduce the following notations: 

DM  - defect density of an SRAM memory M, 

AM  - area of a memory instance M with redundancies, Then it 

is predicted (see [10], [16]) that the number of possible defects 

FM in a memory instance M with redundancies can be 

determined according to the formula below: 

FM = DM ⋅ AM .              (1) 

Let RM be the number of redundant Rows available in M. 

Evidently, if  

RM  ≥ FM                       (2) 

then all the faults that are predicted to occur in M can be 

repaired since in the worst case each fault/defect will require a 

redundant row, and due to inequality (2) it will be possible to 

repair all faults/defects in M. 

 

Now, suppose, RM < FM. In this case, we propose to split the 

memory instance M into s segments. Note that we consider the 

case when the faults/defects are distributed over the whole 

area of M with equiprobable outcome. In this case, the number 

of predicted faults/defects in every segment of M will be the 

same. Since all s segments of M are of the same area then    

AM /s will be the area of a certain segment. Since the segments 

should all have the same defect density and number of 

faults/defects then each segment will predictably contain FM /s 

faults/defects. At the same time, if the memory instance M had 

k redundant rows then each segment should have k redundant 

local sub-rows since from each redundant global row in M we 

extract a certain local redundant sub-row. Thus, each segment 

will be reparable with k redundant sub-rows if and only if k 

≥FM /s. From this inequality we obtain the following condition 

for s, the number of segments the memory instance is 

recommended to split into: 

s ≥ FM / k.                (3) 

From formulas (1) and (3) we obtain the following main 

inequality for the number of segments to define: 

s ≥ DM ⋅ AM / k. 

 

V. ESTIMATION OF THE AREA OVERHEAD  

 

It is obvious that the approach proposed in this paper brings to 

some area and time overheads in the segmented memory 

instance. If the initial memory instance had k redundant rows, 

and the memory instance was split into s segments, then the 

segmented memory will have s⋅k redundant sub-rows, each 

segment having k redundant sub-rows. Thus, the increase of 

redundant sub-rows, k redundant sub-rows for each segment, 

will obviously increase the repair coverage of the memory 

instance. However, since each redundancy requires a register 

for storing the address of a fault/defect in a certain segment to 

repair then s⋅k redundancy registers should be available in the 

segmented memory. The structure of the redundancy registers 

is considered the same in the initial and the segmented 

memory instances. The latter consists of two components. The 

first is the following: increasing of the number of redundant 

elements assumes increasing of the redundant control blocks 

such as the redundancy registers containing the corresponding 

fault/defect address and their control logic elements (see [13]) 

As many times as the number of redundancy registers will be 

increased, correspondingly the amount of the hardware of the 

… 

& 
SE1 

WLms 

Fig 6. Segmented Word-Lines 

& 

& 

SE2 

SEs 

WLm 

WLm2 

WLm1 
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control blocks will be increased as well․ For the redundant 

control logic added, the area overhead (SL) will be equal to  

SL = SR ⋅ (s ⋅ k - k) = SR ⋅ (s - 1) ⋅ k 

where SR is the total area of the logic elements used for 

implementation of the control block for one redundancy, in 

this case – redundant row.   

The second component of the area overhead is the control 

logic which must be implemented for the control of the 

segments in each row of the memory area of the instance. 

Deactivation of the redundant sub-rows in a redundant row, 

being split into s redundant sub-rows, is implemented by the 

additional control logic (see Figures 5 and 6) to activate the 

corresponding redundant sub-row corresponding to a 

fault/defect detected by BIST and localized in a certain 

segment. For this parameter, the area overhead (SF) will be 

calculated by the following way 

SF = s ⋅ SAND ⋅Nr , 

where SAND is the area of the logical AND element of the used 

technology of the memory instance, and Nr is the number of 

rows in the memory area of the instance. The total area 

overhead for the instance M (denoted SM) will be equal to: 

SM = SL + SF. 

Finally, we calculate the percentage of the overhead: 

S% = ((SM– SI) / SI)⋅100% = ( SM / SI – 1) ⋅100% 

where S% is the overhead in percentage, SM is the instance 

area of the segmented memory and SI is the instance area of 

the initial non-segmented memory. 

 

We can see from the formulas for the hardware overhead for a 

memory instance that consists of s segments it has linear 

dependence on the number of the segments. We recommend 

using this method by doing a careful trade-off between the 

number of segments that allows using redundancies more 

efficiently and increasing the repair coverage of the memory 

instance tending to minimize s, the number of the segments, 

versus the hardware overhead for additional control blocks. 

Seemingly this approach will work good for initially big 

memory instances with bigger amount of bit-cell area.  

VI. CONCLUSION 

In this paper, we proposed a “memory segmentation 
mechanism” for the repair of faults/defects in large memory 
instances with limited number of redundant rows. To improve 
the repair coverage of a large memory instance we need to 
increase the number of redundant resources. We suggest 
splitting the memory instance into several number s of 
“memory segments” with their local redundant sub-rows so 
that all the defects detected in each memory segment will be 
repaired by their local redundant sub-rows. The number of 
faults/defects predicted to occur in a segment is determined by 
multiplication of the memory defect density with the area of a 
segment. The number of segments the memory instance is to 
be split into is determined in such a way that the number of 
faults/defects in each segment should not exceed the predicted 
number of faults/defects in a segment. 

In this paper, for the sake of simplicity, we considered only 
the case of availability of row redundancies only to repair the 

memory instance. In the future, we are planning to extend this 
research for the Memory Systems and  the cases when both 
redundant columns and rows are available in the reparable 
memory instance under consideration.  
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Abstract  — in this report, the known models of safety were 
considered. The general description of algorithm of three–
dimensional model of safety of computer systems was provided. 
The relations arising between subjects of model of safety were 
described, and variations of use of temporal parameter are 
considered. Besides, the main shortcomings and possible threats 
of safety three–dimensional model of were revealed. 

Keywords—safety model, computer system, object, subject, 
access, time, array, powers, operations, database, hierarchical 
relations. 

I. INTRODUCTION  

Currently, one of the actual problems of the theory of 
computer security is the development of mathematical 
models of security access control and information flow in 
modern computer systems (CS) [1]. 

This problem arises both in the theoretical analysis of 
CS safety with the use of their formal models, and in the 
testing of COP protection mechanisms with the use of 
procedures, methods and tools of automation and computer 
simulation [2]. 

The purpose of this paper is to develop an algorithm for 
the functioning of a new security model that combines the 
advantages of the currently known models. 

It is possible to allocate the following tasks [3]: 
1. Consideration of known safety models. 
2. The allocation of the advantages and disadvantages of models. 
3. Description of own development. 
4. Detection of vulnerabilities of characteristic development. 

For a start it should be noted what the so-called model of 
safety is necessary for. Its purpose is to formulate the safety 
requirements that the system should possess. The security 
model analyzes the properties of the system and determines 
the flows of information that are allowed in it [4]. 

By consideration of safety model such concepts as 
access to information; rules of differentiation of access, an 
object and the subject of access are used. Let us give precise 
definitions of each of them. Access to information implies 
familiarization with the information and carrying out 
operations such as processing, copying, modification and 
destruction of information [5]. 

Access control rules – a set of rules governing the access 
rights of subjects to access objects [6]. The object of access 
is a unit of information resource of the automated system, 
access to which is regulated by the rules of access control 
[7]. 

An access subject is a person or a process whose actions 
are regulated by the access control rules [8]. 

II. BASE METHODS 
The security models themselves are distinguished by 

their security policies. Security policy may depend on the 
specific technology of information processing, technical 
and software tools used, and the location of the 
organization in which the security policy is described [9]. 

Let us consider the main models of safety from which it 
is possible to distinguish, five–measuring space Hartson’s, 
model based on access matrix and the take model  – Grant 
[10]. 

Five–measuring Hartson’s space of received the name 
from quantity of the main sets: 

1. Established authority (A). 
2. Users (U). 
3. Operations (E). 
4. Resources (R). 
5. States (S). 
Thus, the security scope of this model will be a 

Cartesian product of these sets. In this case, the access will 
be considered requests entered by users to perform any 
operations on the system resources [11]. 

Users request access to resources. If they succeed, the 
system enters a new state. The query in this case looks like a 
four–dimensional tuple of the form q = (u, e, R', s), 
where u ∈  U, e ∈  E, s∈ S, R' ⊆  R (R' – the requested 
resource set). The advantage of this model is that you can 
control access to an individual operation on a single object. 

It should be noted that, due to the time–consuming 
algorithm, Harrison's security model has not been widely 
applied, unlike the model based on the access matrix. It is a 
rectangular table with rows corresponding to access subjects 
and columns corresponding to access objects [12].  
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The cells in such Table I describe all operations on 
objects that are allowed to the subject. 

 
TABLE I.  ACCESS MATRIX 

 

 O1 O2 … Oj … ON 

S1  w     

S2 r      

…       

Si    r, w   

…       

SM      e 

 

 
In the table under the w refers to the recording of the 

object, r is the reading of the object under e – start. The 
values recorded in the table cells determine the types of safe 
access of the corresponding subject to the corresponding 
object [13].  
This method of displaying access rights is lot more convenient 
in contrast to five–dimensional space of electronic discovery. 

The disadvantage is that access rights exist separately 
from data. Nothing prevents a user who has access to 
classified information, write it to a file accessible to all, or 
replace it with a useful utility "Trojan" analogue [14]. 

As a basis, the Take–Grant model uses the notion of 
graphs [14]. Recall that a graph is an object that contains 
vertices and edges. Either objects or subjects are used as 
nodes in this model [15]. These nodes (vertices) are 
connected by arcs (edges). The values of these arcs 
characterize the rights that such a node has. There are four 
different conversion rules: take, grant, create, and remove. 

Taken rule allows a subject to take the rights of another 
object, grant allows the subject to grant its own rights to 
another object, create allows the subject to create new objects, 
and remove removes the rights of subject that it has over an 
object.  

For convenience, we introduce the following notation: 
O – set of objects. 
S – lot of subjects. 
R = {r1, r2, r3, r4,..., rn } Փ {t, g} - set of access rights. 
t — the right to «take» access rights. 
g – right to «grant» access rights. 
G = (S, O, E) is a finite, labeled, oriented loop–free 

graph. 
× – objects, elements of set O. 
• — subjects, the elements of the set S. 
Figure 1 shows all the rights of this model. Note that 

these rules generally look as follows: take(r, x, y, s), 
grant(r, x, y, s), create(r, x, s), remove (r, x, s).  

Thus r  ∈  R, s ∈  S, x, y∈  O the vertices of the graph G. 

 
Fig. 1. Conversion rules. 

Use model of safety of the computer take–grant systems 
can be established how the condition of system at change of 
the rights of subjects over objects changes. 

The take–grant model is intended for the analysis of 
systems of protection with discretionary security policy. It 
describes the rules under which the transfer or unauthorized 
receipt of access rights. From a practical point of view, 
basically, there are quite simple relationships of objects 
[16]. The take and grant rules themselves are used quite 
rarely. Read and write permissions are most commonly 
used. 

Thus, discretionary access control, which contains two 
basic rules, can be called the basis of discretionary security 
policy [13]: 

– all subjects and objects used in this model must be 
uniquely identified or identified; 

– the access rights of the system subject to the object are 
determined from some rule that is not described in advance. 

The advantage of discretionary security policy is a simple 
implementation of protection mechanisms, as modern 
automated systems meet the rules of a specific security policy. 

The disadvantage is the lack of flexibility in configuring 
the system. Besides, when using discretionary policy there is 
a question of what rules of distribution of access rights 
should be used and as they influence safety of system in 
general. 

III. THREE – DIMENSIONAL MODEL 
OF COMPUTER SYSTEMS SAFETY 

General description of the model 
As you can see, each of the models considered earlier 

has its advantages and disadvantages. Based on these 
factors, a model based on three parameters – subject, 
object, time – will be presented below. In the future, such a 
three–dimensional model will be called a SOT – array. 

The main difference between this model and the 
previously considered is the presence of another element – 
time. When determining the subject's right to perform any 
operation on the object, the value stored in the three-
dimensional array is taken into account.  

A two–dimensional matrix is a rectangular table with 
rows corresponding to access subjects and columns 
corresponding to access objects. Cells in such a table 
describe all operations on objects that are allowed to the 
subject. 

In addition to subjects and objects, the three-dimensional 
array uses a time parameter, which is also taken into account 
when determining the allowed operations on the object. The 
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list of allowed operations is specified in the corresponding 
coordinates of this SOT array. It should be noted that the 
subject's access rights to the object may change over time.  

In addition, the entities used in the model represent 
some hierarchical structure described in the corresponding 
database. This relationship allows you to request access to 
an operation on an object from a higher entity. 

Thus, such a three – dimensional array is schematically 
represented in Figure 2: 

 
Fig. 2. SOT array. 

In the course of a more detailed description of the 
model, consider the following questions: 

1. The elements of the SOT array. 
2. User right. 
3. Using the subject database. 
4. Principle of hierarchical relationships between subjects. 
5. The models, with reference to the parameter t (time); 
6. Security administrator rights. 

The elements of the SOT array. 
Note that in this case, under the SOT–array we will 

understand the element of three–dimensional space, which 
depends on three parameters: Subject (subject), Object 
(object) and Time (time). 

Under the subject we will understand the essence of 
the computer system (person or process), the actions of 
which are governed by the rules of access control. 

The object of access means such a unit of the 
automated information system resource, access to which 
is regulated by the rules of access control. 

In addition to the two main elements of the known 
security models, we introduce the following element – time 
(t). Its application in this algorithm will be describe further. 

User rights. In the described security model, subjects 
have the following rights over objects: 

a) w – write object (write); 
b) r – reading object (read); 
с) e – process activation (enable); 
d) i – request (inquiry). 
In the three – dimensional security model, the "access 

matrix" looks like a parallelepiped whose axis Ox is 
represented by subjects, Oy–objects of the computer system, 
and the axis Oz–by time segments. However, just as in two– 
dimensional access matrix, the values written to the cells in 
the three–dimensional array define the types of safe access 
of the corresponding entity to the corresponding object. 

By request, we will understand the situation, in which 
a subject, who does not have access to any subject, can send 
a request for temporary granting him the appropriate rights. 

In other words, requesting one entity to another to 
perform operations on objects is as follows: 

i (sk ((o1 , x),(o2,x)))Sm,  
where n, k, n=1, 2, 3, …;  xO: O = {w, r, e}. 

   In this example, subject SK principal sends a request to Sm 
to perform x operations on o1, o2,..., on objects. In this case, the 
set contains all possible operations on objects (write, read, enable). 

The subject Sn then sends to Sk response to their 
request to perform operations on the objects: 

Sm(fo1, x, fo2, x,…,fon, x) Sk, 
where x0: 0 = {w, r, e}, 
f = {0, 1} is the result of the query for the operation, 
where  0 – failure, 1 – success. 
 

Use of the database of subjects. 
The axis of Ox of the three – dimensional massive is 

made of all subjects, which carry out working on 
computer system and over its objects in general. 

Data about subjects, such as logins and passwords (if 
the subjects are meant to be real users of the computer 
system); id (if the subject is a process), as well as a list of 
parent and child in the hierarchy of subjects stored in the 
relevant database subjects on the server. It should be 
noted that to ensure security, the database stores directly 
the hash value of the login and password or id process. 

This database can be represented as follows: 
TABLE II. DATABASE 

 

hash (s) OR hash (id) z1 z2 
hash (loggin1+password1) s4, s8 s2, s13 

… 
Hash (id1) s15, s23 s6, s5 

In this table the first column contain the hash values of 
usernames and passwords or id of the process, 
respectively. The second and third columns contain the 
related entities below and above in hierarchy. 

During server operation, the SOT array is dynamically 
formed and adjusted, depending on the actions of the 
security administrator.  

If for any reasons the specific subject loses an 
opportunity to make actions over objects from the SOT 
massif all mentions of this subject are removed. However, in 
the database all the entries including a hash value calculated 
based on the concatenation of the username and password 
are stored. It becomes for the purpose of prevention of a 
possible sort of the attacks initiated by this subject. 

Principle of the hierarchical relations between subjects. 
Subjects of computer system are connected with each other 
by the hierarchical relations. Let us consider this principle 
on a concrete example, which is represented in the Figure 3. 

The subject of s1 with access to an object of o1 wants to 
get access to an object of o2 to which the subject of s2 has an 
access. Apparently, from the drawing, these subjects are not 
connected by the hierarchy relation. Proceeding from it that 
the subject of s1 could get access to a necessary object to it 
is required to send inquiry of i1 to a higher subject with 
which it is connected by the hierarchical relations. In that 
case if the subject to which a request also was sent has no 
communication with o2 object interesting to the subject s1 
the inquiry is sent further until is the subject having 
hierarchical communication with a necessary object of o2 
will find. The higher subjects can how to send inquiry 
further, or to reject it. 

Possibilities of model with a binding to parameter t (time). 
In this model of safety, the dependence of access on 

time can be realized the next ways. 
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Fig. 3. Hierarchy of subjects. 

 

The first of them is that the right of access to an object is 
defined by the actual time. In other words, the subject has 
access to an object to concrete temporary intervals. The current 
time is defined and stored on the server in encrypted form, and 
it in turn takes information from various interchangeable 
resources. 

For example, the server time is 00:00. In the SOT – array it is 
specified that in the period from 00:00 to 10:00 the subject of s3 
has the right to record the O3 object. Thus, in any period of time 
belonging to the specified it can perform operation w.  

However, in the interval the subject not belonging to the 
described can perform other actions, if they are provided in the 
SOT –array. However, if this array has no information on the 
permissible operations of an entity on that object at this time, 
the right of access to it at the subject is absent completely. 

The second method is that the subject's right of access to 
the object is not tied to server time, but is based on the 
principle of a timer. If it is specified that a subject have 
access to an object for a certain time t, then as soon as he 
has performed any action with it, the server activates a 
timer, after which access to the operations on the object can 
be changed or banned completely. 

Security administrator rights.  
The security administrator rights of the SOT model include 

the creation and adjustment of a three–dimensional array of 
access to objects by subjects. He can also modify the values 
of a database that contains data about the principals 
themselves, as well as their relationships to other model 
elements. 

When changing the three–dimensional model, namely 
the time parameter (in the event that the subject is a real 
user of the system), the administrator must take into 
account such situations as: 
–  Weekends and holidays. 
–  The dismissal of an employee or the emergence of a new. 
–  Staffing changes. 
–  Promotion or demotion of a staff member, which provides 
excellent access to computer facilities. 

Possible threats and weaknesses of the security model. 
1. If a certain illegitimate person learns a valid login and 

password of a real user of the computer system, it may 
obtain the rights possessed by the subject. 

2. To protect against various types of attacks, it is 
recommended to use software and hardware. 

3. Dynamic change of SOT–array assumes the high 
requirements to the computing systems. 

4. In the case of incorrect filling of the subject’s 
database, looping may occur when sending a request to 
the subject standing higher in the hierarchical tree of 
relations. For example, the subjects in the inquiry will be 
to constantly refer to each other. 

 
 

IV. CONCLUSION 
 

In this article already, existing models of access were 
considered and their advantages and disadvantages based 
on which the new model of security of computer systems 
was offered are designated. 

In addition, a graphical representation of the security 
model was provided for greater clarity. The database of 
subjects and their hierarchical relations was also 
described; a general description of the functioning of the 
algorithm of the security model was given. 

Based on the above, possible security threats and 
shortcomings of the developed model were identified. 
The considered model is not final and can be subjected to 
various modifications.  
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Abstract— One of the sector of agriculture that needs 
automation in the first place is selection of seeds, because of 
stoop labor is used in most technical operations. We have 
designed software for an intelligent intellectual seeding system 
that implements the following functions: calculating the seeding 
rate for a plot length, measuring and monitoring the plot length 
error, calculating the frequency of rotation of a stepper engine 
using the averaged values of the rotation angles of two encoders, 
signaling the end of the cycle and the cassette cells, add / delete / 
change data on allotments in the built-in database. An algorithm 
has been developed to reduce errors during sowing long 
selection plots. 

Keywords — automation agriculture, selection of seeds, 
software rate of sowing seeds, intelligent seeding system, 
algorithm 

I.INTRODUCTION 

In the world ranking, production of grain crops occupied leading 
positions [1], therefore, their production is a significant task. Most 
agriculture machines and equipment hasn’t practically electronic 
automation systems and operating units are made in the form of 
standard kinematic gears and drives. 

In the construction of most selection seeders, there are used both 
manual seed supply systems in sowing process and mechanical ones, 
which leads to an increase in losses of seed material, increased 
energy intensity and labor costs of the process. 

In addition, the design and development of the applied selection 
machinery and equipment does not take into account such important 
characteristics as: soil-climatic features of the terrain, matching the 
speed of movement of the seeder with the speed of rotation of the 
sowing apparatus, taking into account the varying coefficient of 
skidding [2]. 

On the market of modern machinery of selection, we can find 
seeders with semi-automatic seeding systems, such as the Rowseed 
and Plotseed series from company «Wintersteiger» [3]. Its software 
contains a telemetry system, which show information about passed 
distance on the screen, a fixed database of seeding rates and manual 
settings for the mechanical drive of the sowing device, as well as an 
automatic control system for the sorting table and dispenser. 

Also in India, scientists are developing of automatic systems for 
manual seeders [4]. This software works with following parameters: 
the presence of seeds in the bunker, obstacles on the way, and also 
tracking the end of the field by markers. This software is suitable for 
selection seeders of the 1st stage, but the its functional is insufficient 
for the 2nd, 3rd and 4th stages. 

The benefits of this drive are control the correct distance 
between the seeds, to regulate the seeding rate. The drive is also 
portable and it can be used on small areas [4]. 

On this moment it isn’t existed ESD electronic system with 
telemetric satellite system (Trimble system or Topcon system) and 
electro drive.  ESD system is useful for application in large farms 
and in sowing of food grain due it is very expensive and its sowing 
device intended only for sowing roots tuber crops.  

The aim of research is developing software for the 
implementation of an intelligent seeding system for selection 
seeders with the ability to control the optimal parameters of the 
technological process, reducing the distance error in sowing process 
at the long selection plots. 

The novelty of the research is development of software that 
takes into account the error of distance during seeding, which occurs 
due to wheel skidding. 

II.STRUCTURE OF THE PROCESS ALGORITHM 

The technical objective of the software is to automation of the 
sowing seeds process and correcting the rotational speed of the 
sowing apparatus relative to the rotational frequency of the encoder 
disks installed on the driven wheels of the seeder, taking into 
account the difference of signals. 

The software realizes the following functions: adding / deleting 
/ changing information about plots with built-in database, signal 
about the end of the cycle or fully empty of cassette, calculating the 
plot length according to the encoder, calculating the rotation 
frequency of the stepper engine in accordance with the specified plot 
length, rotation frequency correction stepper engine based on the 
average value of the rotation angle of two encoders. 

The software operates with the following information: the 
length of the plot, the number of cells in the cassette, the opening 
time of the dispenser, the angle of rotation of the stepping engine 
and the encoder. 

 

Fig. 1. Algorithm of software The research is carried out at the expense of the State assignment 
№ 10.9.05 (Reg. № АААА-А18-118090390029-0) 
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The algorithm of software (Fig. 1) consists on several blocks: 
entering of information and calculation of seeding parameters, 
changing cassettes of the sorting table, and a block of executive 
device. 

In the block of entering of information (Fig. 2), the operator fill 
fields of diameter of the seeders driven wheel, the length of the plot, 
the length of the dividing line, and the number of sections in the 
cassette. 

 

Fig. 2. Interface of block of entering information 
 

After entering the initial information algorithm will signal the 
installation of sections of the cassette in a starting position. The 
operator will control the drive of the sorting table with help of 
interface (Fig. 3) until the switch is set on the table, which in turn is 
a section counter. 

 

Fig. 3. Interface block of the installation of cassette section 
 

The activation of the limit switch serves as a signal for the 
transition to the control executive devices. The graphical interface 
of the block shows (Fig. 4) the number of remaining sections of the 
cassette before changing, the distance for visual control of the rut 
length by the operator. In the field “current status” it shown the 
values: “sowing”, “section change”, “stop of sowing”. 

 

Fig. 4. Interface control of executive devices 
 

III. SOFTWARE FOR SELECTION SEEDER  

At this moment there are several world manufacturers of 
components for selection seeders: Amazon, Zürn, Maple, OEZ, 
Wintersteiger. It was taken components of the selection seeder 
Rowseed S, WINTERSTEIGER (distribution table with drive, 
sowing machine, grain metering unit) as a basis of the executive 

devices, because this machine can be adapted to automatic seeding 
[6] by combining GSC and an intelligent seeding system. 

The algorithm is based on the use an Arduino Mega 2560 
microcontroller, which has the following characteristics: ATMega 
2560 chip, 256 KB ROM, 16 MHz chip clock frequency, 70 digital 
I / Os (14 PWM), 16 analog inputs and 3 UART ports. 

This controller corresponds to the stated characteristics and 
compared to the Iskra JS counterparts, the Raspberry Pi has a lower 
price and its own software development environment based on the 
C ++ language. 

For showing the information we selected touch screen Nexion 
NX4827T043 - 4.3- display. The display has the following 
characteristics: resolution 480x272, TFT screen with integrated 
resistive touch screen with 4 wires, 16M Flash memory, power 
consumption 5V 250mA. 

The smsd-4.2rs-485 driver was selected as the driver for the 
Nema 34 stepping engine; it provides all the necessary parameters 
specified in the specification to the motor. 

It was used incremental encoder for forming signal. This signal 
allow identified relative offset from the previous position [7].The 
encoder was made in the form of a disk with rectangular teeth (Fig. 
5), which was installed on the driven wheel, and optocouplers in the 
form of a laser and a photodiode. 

 

Fig. 5. Encoder disk 
 

In moving from two encoders a signal is generated (Fig. 6) 
and it is possible to determine the difference in the rotational speed 

of the driven wheels and also control the rotational speed of the 
stepping motor, thereby maintaining the required seeding rate.

 

Fig. 6. Forms of signal from encoders 
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Designing code and graphical user interface is performed based 
on the Arduino IDE and Nextion Editor development environments 
[5]. 

IV. METHOD OF DESIGN 

The following variables were introduced to calculate the seeding 
rate: D – diameter of the driven wheel in meters, d – diameter of 
sowing cone in millimeters (by default 122 mm), L – length of the 
plot, Lp – length of the intermediate section, P – number of sections, 
S – encoder step size , s – motor step size, N – number of encoder 
steps per revolution (constructively N = 100), n – number of steps 
of a stepper motor per revolution of the rotor (structurally n = 200). 

The step length is calculated using the formula:   

S = пD / N   (1) 

The calculation of the number of steps of the encoder on the 
length of the plot L is made according to the formula: 

N1 = L / S   (2) 

When the parameter L is reached, the dispenser is given a signal 
to open, then a signal is sent to the distribution table to feed the cell. 
The counting of the number of sections P is carried out on the 
counter, when reaching the value 0, a message on the replacement 
of the cartridge is displayed on the screen and the cycle repeats. 

Value of step size of stepper engine:  

s = п * d / n   (3) 

The motor step in relation to the encoder step is calculated from 
the ratio of the steps.  

S1 = 2 * s * D / d  (4) 

The calculation of the steps number of a stepper engine is made 
according to the formula: 

n1 = L / S1   (5) 

 

 

Fig. 7. Scheme of elements connection  
 

The principle of operation of the system is that the 
optocouplers record dates from the reference disk (Fig. 5) in the 
pulses form. Based on the entered length of the plot, (2) and (5) we 
determine the required pulses number of the encoder steps and the 
stepper engine per plot. During driving, the speed of rotation of the 
stepping engine will slow down by the average value of the 
difference in the input signals from the sensors, when the difference 
in pulses from optocouplers will be 5%. 

The stepper engine is rotated only during passing the plot with 
the dividing strips of the length Lp. The stepping engine is not 
rotated in the span of the seeder. 

Before starting operation, the operator loads the cassettes into 
the separation table and places the first section by rotating the table 
motor forward or backward until the inductive sensor of the cell 
counter is triggered. From this position begins counting sections of 
the cassette. 

After the tractor starts movement (arrival of impulses from the 

encoder), the "start" button has to be pressed, the solenoid opens the 
dispenser for 2 seconds at the beginning of the plot, then the next 
cell is supplied and solenoid opens the dispenser for 2 seconds at the 
beginning of the plot. The cycle is repeated until the cells are ended, 
after a message is displayed on the screen of the operator to replace 
the cassette. 

I. RESULTS AND DISCUSSIONS 

Step engine Nema 34 have 200 steps for one turn, this fact will 
provide accuracy of step and accuracy is 1.80. Quantity of encoder 
step is 11 mm with  relation   encoder turns and step engine one to 
one. Driven wheel diameter is 700 mm and amount of encoder 
tooth’s is 100 tooth’s. Quantity of engine step is 0.22 mm 
accordingly standard length of plot is 100 mm in the second 
selection stage. This indicator is showed high quality of drive 
accuracy. 

It was developed the prototype self-propelled planter based on 
the chassis VTZ-30 for field tests (Fig. 8). Testing of an automatic 
seeding system will be made in the period of sowing of winter 
cereals crops. 

 

Fig. 8 Prototype self-propelled drills on the chassis VTZ-30 

V.CONCLUSIONS 

Graphical interface has been developed based on the simulation 
of the process and calculations of seeding parameters. It will allows 
the operator to record / change / monitor the required indicators and 
process data. Designed software will allows controlling the 
parameters of the seeding process by reducing the determining error 
in the distance of selection plots. 

The peculiarity of the designed software is adaption to different 
types of encoders and stepper engines. Also it is universal and it can 
be used on different types of sowing systems. 
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Abstract — this paper presents the practical implementation of the 
electronic voting Web–system. Analysis of the developed algorithm 
was carried out, which was taken as basis in practical 
implementation of software product. Developed software product 
can be used for electronic voting at the elections of any level. 
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I. INTRODUCTION 
Currently, the conduct of voting by hand counting ballots is 

a rather laborious, resource-intensive and scrupulous process. 
The organization of elections at polling stations is time-
consuming and may not always ensure the transparency and 
integrity of elections. In addition, some citizens, due to 
compelling circumstances, cannot arrive at the place of voting. 

At this time, computers are used everywhere, so why 
not apply them to such an important event as the holding 
of elections? Moreover, usage of computer systems will 
not only make the voting process more convenient, but 
will also be able to protect it from falsification of results. 
Consider the system of electronic voting. 

This system involves three parties: voters, moderators 
and administrator. None of the moderators is not able to 
replace the voice of a voter. It is possible to prevent change 
of result of vote by use of the strengthened version of 
cryptosystem El Gamal, and also by a ban of access of the 
administrator and moderators to this or that table of a 
database. Thus, it is possible to reduce the probability of 
vote rigging [1]. 

To spoof the results, the attackers will not only need to 
access the database, but also to hack into the cryptosystem 
used. 

II. TASK DEFINITION 
The application has been developed, which organizes the 

voting process. In order for the application to function correctly 
on all popular operating systems, it was decided to develop a 
web application, as it will provide maximum availability and 
eliminate the difficulties in the development for each individual 
operating system, whether Windows, Linux, MacOS, Android, 

etc. The purpose of this application is to ensure the voting 
process and control over the voting process. 

III. THEORETICAL BASE 

Cryptosystem, which is used in this application, is based 
on an enhanced version of the scheme El–Gamal. The 
substantiation of the scheme complexity was given in the 
article by A.S. Mazurenko and N.S. Arkhangel'skaya [1].  

Some parameters are generated according to this 
scheme, the rest parameters are generated by the 
administrator, except in specified cases. Inspectors are 
divided into teams t of   people, considering that n = kt, 
where n ϵ N is some natural number, k ϵ Z+  – positive 
integer. Decryption requires the participation of t inspectors, 
where 2 ≤ t ≤ n.  

X secret key generation occurs. Next, divide x into 
secret shares, which will receive each of the results of the 
vote. The administrator then publishes the second part of 
the public key as k0=(p, g, y=gx), which will be used by 
voters to encrypt their vote [2]. 

Some number of candidate (v ϵ N) candidates participate 
in the elections, voters can vote only for one of the 
candidates. The voter votes, his vote is encrypted, and the 
resulting cipher text is sent to the people checking the 
election results. After the voting, all the inspectors, who 
received all the cipher texts-voices, restore the secret key 
and decrypt the vectors – voices. Then all the vectors are 
summed up and the resulting vector is declared as the result 
of voting. 

The complexity of hacking the constructed cryptosystem 
is equivalent to the complexity of solving the universally 
recognized difficult problem of Diffie – Hellman decision – 
making in the group G. 

Although this cryptosystem is reliable, however, its 
practical implementation is extremely labor–intensive. 
Accordingly, only part of the scheme, namely the digital 
signature of El  – Gamal, was used in the development of the 
web application. The third party participating in the scheme 
developed by A. Mazurenko and N. Arkhangel’skaya were 
inspectors, at practical implementation they were replaced 
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on moderators. El  – Gamal's digital signature is applied by 
administrator to voter's unique identifier and voice. 

IV. PRACTICAL IMPLEMENTATION 

Web application is a client – server application in which 
a client accesses a web server through a browser and 
receives a response in the form of an HTML page [3].  

Data is primarily stored on the server, and information is 
exchanged over the network. The developed application is  
based on the Model –View – Controller concept [4]. 

 The General scheme of MVC is shown in the Figure 1. 
This is scheme for dividing the application data, user 
interface and logic of his work on three components: 

• Model provides data and responds to controller 
commands by changing its state; 

• View displays the resulting data from the model to the 
user; react to changing the model; 

• Controller is a link between model and view, notifies 
model of user's response. 

 
Fig.1. General Scheme of the MVC Concept. 

 
This application uses one of the concept modifications – 

hierarchical, namely HMVC [4].  It is typically used with 
object – oriented language tools. Its essence lies in the fact 
that for each of the concepts three main classes are 
described: a common model class, a common controller 
class and a common presentation class [5].  

Next, the development describes the new models that 
inherit the properties and methods of the General class of 
the model. Similar actions apply to new model and view 
classes. Consider the root directory of the application that 
contains the project, it is shown in the Figure 2. 

 

 
Fig. 2. Project root directory. 

 

The MVC concept implies one entry point – the 
index.php. This file is the backbone of the project, 
through this script will pass all requests to the web 
application and all the logic of the project. In order to 
implement this approach, you must configure the server. 
It is assumed that the site runs on the apache server, this 
requires a file.ht access, which contains URL routing 
rules.  

Routing will also allow you to create human – friendly 
URLS, so that the address of the pages will look like: 
project.ru/view/action Oh. This example calls the action 
method of the view controller class. 

Config.php is a project configuration file that contains 
data, such as the full project path, as well as database 
connection constants (user, password, host, database name). 
The assets folder contains style files and js scripts, and the 
images folder obviously contains images for the project. 

 The core of the project is the application folder – it 
contains the whole MVC concept structure, the contents of 
the application folder are shown in the Figure 3. 

 
Fig.3. Application directory content 

 
This folder contains the bootstrap.php. It collects all the 

files from the project core. All files from the folder core is 
connected to the bootstrap file.php and called the router, 
which will guide the application. The router class is 
described in the route.php and shown in the Figure 4. 

The task of the router is to select the desired controller from 
the address bar, call the specified method of this controller and 
provide to user the output result using the specified view [6]. 

  

 
 

Fig. 4. Route class code. 
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To simplify code development and readability, 
controller, model, and view names have the same names, 
except for prefixes. It is also taken into account that the 
address can be deliberately changed and the desired 
controller does not exist, it uses the default value, or 
there is no specified method, then an error message is 
displayed. It is worth noting that the model file may not 
be, and is required only the presence of the controller. 

The Controller General class contains a constructor that 
declares the view class. It also describes the action index () 
abstract method [6], which is required for each individual 
controller to perform its tasks during inheritance. 

The description of the General view class contains only the 
generate method ($content_view, $template_view, $data = 
null). This method connects the $template_view page template, 
the content of which is filled with the $content_viewpage, and 
the $data parameter is an array that contains the data retrieved 
from the model [6]. It is worth noting that the default page 
template is template_view.php, the code of which is described 
in Figure 5. 

 

 
 

Fig. 5. Code of the default template. 
 

As you can see from Figure 5, the page template 
contains only the General structure of the HTML document, 
as well as the connection of the style file and js scripts. Also 
connects the contents of the required page from 
$content_view. A generic model class consists only of the 
get_data method, which is an abstract method. It also 
describes a single General method, which can be attributed 
to the model, so it is in it that the database is accessed. The 
db.php contains a description of this class, DB class is 
abstract, but it contains a lot of methods that will be useful 
to all classes that inherit these methods.  

Using these methods, you can perform various 
database manipulations without using SQL in its pure 
form [7]. It is enough to describe a new class, the name 
of which will tell the General DB class which table from 
the database to work with. You also need to specify what 
conditions are needed to extract data from the database. 
For example, on which of the columns to conduct a 
search, or you can specify a limit on the issuance results, 
etc. 

Therefore, on the main page of the application contains a 
list of candidates that voters can choose. This page is the 
default page whose controller is described in the 

controller_mainfile.php (this controller does not have its 
own model works independently). This file describes the 
Controller_main class, whose code is shown in Figure 6. 

 
 

Fig. 6. Class description Controller_main. 
 

Here selects all the candidates in the voting from the 
database and calls the main_viewview.php. This file 
displays information about candidates and their brief 
description. 

To participate in the voting, the voter must register. To 
do this, click on the link "Register". During the transition, 
there is a change of controller on Controller_Reg, which 
causes the registration form. When registering, you must 
specify the full name, date of birth, passport details, date of 
issue and TIN. 

After filling in the data and sending the form, there is a 
void check, as well as checking the correctness of the 
entered dates, as well as series and passport number. 

The passport series consists of four digits, the first of 
which contains information about the region in which the 
passport was issued. The region code is checked by the list, 
for example, Moscow has the code 45, and Rostov region 
corresponds to the code 60. This check is necessary in order 
to avoid a possible attempt to falsify the voting results by 
introducing a non-existent region code. The second 2 digits 
of the passport series indicate the year of issue of the 
document. This value can not be more than 18 or less than 
97, as it was October 1, 1997 passports of the USSR began 
to replace on passport of the Russian Federation. 

The passport number is 6 digits, and paired with a series 
is a unique identifier of the voter, matches in the database 
with the same series and the passport number is impossible, 
so voters are tested for matches to ensure that the voter 
could not vote more than once. The TIN must also be filled 
in according to the rules and consist of 12 digits. 

Also, when registering, you must choose, in fact, your 
candidate. It uses a separate table in the database, which 
contains two columns: voter id, candidate id. They point to 
each other's conformity. It is worth noting that none of the 
moderators or even the administrator will not be able to 
change the values of this table, because they do not have 
privileges to modify the data in this table, only to add data [8]. 

For additional data protection, a special table is used, 
which also contains two columns: the voter id and the result 
of the El Gamal digital signature [9]. 

It is the administrator who signs the concatenation from 
the ID of the candidate and the series, and the passport 
number of the voter with his private key. This table has 
several purposes. The signature is used to verify the results 
of the vote, whether the voter actually chose this particular 
candidate. This check is necessary only when attempting to 
compromise the electronic voting system [10].  
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To do this, an attacker must have access to the root super 
user and replace the votes in the table. After the registration 
is complete, the voter goes to the voting results page. The 
results of the voting are presented in the form of a pie chart, 
which can be seen in Figure 7. 

 
Fig. 7. Election Results. 

 

Before counting votes, the system of voting checks 
whether the signatures match, and only after that the 
results of voting are displayed. 

It should be noted that there may be cases when the voter 
accidentally entered his passport data incorrectly, thereby 
prohibiting the voter from voting, whose data he entered. 
This requires moderators who can change the data in the 
voter table. After changing the data on the series and 
passport number, the administrator again signs the 
concatenation of the id of the selected candidate and the 
series, and the passport number of the voter [11 – 13]. 

V. CONCLUSION 
Thus, an enhanced version of the El Gamal cryptosystem 

was analyzed for the practical implementation of the 
electronic voting system. As a result, a web-based 
application for electronic voting has been developed, which 
ensures the simplicity, honesty and transparency of voting. 
The developed application functions correctly on all popular 
operating systems. In addition, this application contains 
protection against data spoofing, thus significantly reduces 
the likelihood that the system will be compromised [14], 
[15]. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

REFERENCES 
[1] A. Mazurenko, N. Arhangel'skaja, L. Cherckesova, O. Safaryan 

“Computational Complexity of Coding and Information Security System 
Based on Threshold Secret Sharing Scheme Used for Electronic Voting 
Systems”. – Rostov–on–Don: DSTU, 2017. (In Russian). 

 

[2] R. Barbulescu, P. Gaudry, A. Joux, E. Thom´se, ”A heuristic quasi–
polynomial algorithm for discrete logarithm in finite fields of small 
characteristic”. In: P.Q. Nguyen, E. Oswald, (eds.) EUROCRYPT 2014. 
LNCS, Springer, Heidelberg (May 2014). Vol. 8441, Pp. 1–16. 

 

[3] Free encyclopedia [Electronic resource]. – Access mode: 
https://ru.wikipedia.org/wiki (circulation date 25.02.2018). 

 

[4] S. Rogachev, “A Generalized Model–View–Controller”. – Moscow: K–
Press, 2016. – Pp. 37–66. (In Russian). 

 

[5] D. Kolisnichenko, “PHP and MySQL. Development of Web applications”. – 
St. Petersburg: BHV–Petersburg, 2014. – 560 p. (In Russian). 

 

[6] S. Prettyman, “Learn PHP 7: Object Oriented Modular Programming 
using HTML5, CSS3, JavaScript, XML, JSON, and MySQL”. Apress; 
2015. – 294 p. 

 

[7] W. Stallings “Cryptography and Network Security”, 7Th Edition”. 
Pearson India; VII–th Edition, 2016.  

 

[8] J.–P. Aumasson, ”Serious Cryptography: Practical Introduction to 
Modern Encryption”, 2017.–312 p. 

 

[9] V. Stone, S. James, “Information Theory: A Tutorial Introduction”. Sebtel 
Press, 2015. – 260 p. 

 

[10] Ye. Lindell, “Introduction to Modern Cryptography. Chapman and Hall 
/ CRC”; II edition (November 6, 2014). 603 p. 

 

[11] S.A. Zheltov, “Effective Computing in the CUDA Architecture in 
Information Security Applications”. PhD dis. / Zheltov S.A. – M: 
IINTB RSUH, 2014 – 145 p. (In Russian). 

 

[12] P. Kocher, “Timing attacks on implementations of Diffie– Hellman, 
RSA, DSS, and other systems", Advances in Cryptology Crypto'96, 
Springer–Verlag, LNCS 1109, 1996, Pp.104–113. 

 

[13] J. Sammons, M. Cross, “The Basics of Cyber Safety”. Computer and 
Mobile Device Safety Made Easy”. Syngress. I–st Edition. 2016. – 254 p. 

 

[14] A.F. Chipiga, “Information Security of the Automated Systems”. / A.F. 
Chipiga. – M.: Helios of ARV, 2010. – 336 p. 

 

[15] T. Koppel “Lights Out: A Cyberattack, Nation Unprepared, Surviving 
the Aftermath”. 2015. – 279 p. 

 
 

 
 

 
 

 
 

 
 
 
 
 

 
 
 
 

2019 IEEE EWDTS 387



978-1-7281-1003-5/19/$31.00 ©2019 IEEE 

Theoretical Bases of the Course Motion Two Axles 
Agriculture Transports Vehicle According Wheels 

Slipping 
 

 
Maksim A. Litvinov 

Federal Scientific Agro 
Engineering Center VIM , 

Moscow, Russia 
litvvinov.max@yandex.ru 

Maksim N. Moskovskiy 
Federal Scientific Agro 

Engineering Center VIM, 
Moscow, Russia 

maxmoskovsky74@yandex.ru 

Ilya V. Pakhomov 
Don State Technical University, 

Rostov-on-Don, Russia 
ilyavpakhomov@gmail.com 

Anatoly A. Gulyaev 
Federal Scientific 
Agro Engineering 

Center VIM, 
Moscow, Russia 

Tomasss1086@mail.ru 
 

Abstract—Problem of linear motion of agricultural 
transporting vehicle (ATV) without satellite systems is complex 
difficult task. The consequences of non-linear movement 
associated with irregularity fertilizing. Non-compliance between 
the rows and irregularity plowing leads will leads to the 
unnecessary costs for operating materials. Also It will cause 
significant economics losses to agricultural enterprises. In this 
case, it was presented the theoretical foundations of simulation 
modeling of the course motion of the ATV and it was taking into 
account wheel slipping for analyzing the effects of non-linear 
motion. It was presented some results of checking their 
adequacy from field tests.  

Keywords — automation agriculture, agricultural 
transporting vehicle, simulation modeling of the course motion, 
system of course stability, agricultural robots 

I. INTRODUCTION 

Important problem of the automation agricultural sector is auto 
piloting of agriculture machinery, but it is necessary to ensuring the 
linearity of movement due the loss communication with the 
satellites. Accidents of  the automobile transport is one of the most 
actual socio-economic problems of most countries. 

In the atmosphere of the high growth automation level of 
agricultural transports, the linearity of motion will become one of 
the most serious socio-economic problems. Successful solution of 
this problems depended on not only the reduction in labor costs, but 
also the development of the country's economy. 

It should be noted that over the past seven years, the agricultural 
machinery park has noticeably lost in its quantity [1]. 

Particularly, the quantity of tractors had decreased from 174 287 
units (2012) to 125 134 (2018), and the combine harvesters had 
decreased from 41 581 units to 3 313 units.  Also in this list of 
agriculture machinery we saw machines with age of exploitation 
which more than 10 years.  In these condition it is necessary more 
actual quality analysis of control of this machines. 

In such situation, it is necessary specified analytical equations 
for describing motion of agricultural transporting vehicle (ATV) for 
researching and expertise special technological operations. 

These specifies must consider «non-linear» of the processes, 
which connects with steering-wheel play and stiffness of steering 
linkage, transverse pitch of frame and also such the phenomenon’s 
as «slipping» and «skidding». At the same time, the processes of 
curvilinear motion are insufficiently studied in operation 
manipulation with variable motion speed. 

It is presented researches in the paper [2]. Authors, Danwei 
Wang и Feng Qi, shown modelling of the course motion of all wheel 
drive transporting vehicle.  

 

Authors of paper developed model of course stability on the 
kinematic bicycle scheme with two drive wheels. This method of 
evaluation of course stability is useful for modelling of vehicle with 
four driven wheels, but using of this model will be incorrect for 
vehicles with two driven wheels as it wont take into account friction 
forces uncontrolled wheels in turn and drift rear axle. 

Kinematic of control device and transporting vehicles dynamic 
is more exactly shown in Compendium for Course MMF062 [3]. 

Author accounted all forces acting on transporting vehicle, as 
example it may be automobile. Therefore, the basis for the 
development of a model of course stability of an agricultural vehicle 
will take the methodology presented in this book.  

Aim of the research is development theoretical basis for 
calculating course movement of the two-axle agricultural 
transporting vehicle with regard to wheels slipping.  

The novelty of the research is development new system of 
course stability without relation to geolocation. The results of 
research are recommended for creating agricultural robots.   

II. THEORETICAL BACKGROUND OF MODEL DESIGN. 

The properties of the mechanical system (ATV) don’t depend 
on the choice of reference system.  

That’s why, it is proposed the most intrinsic choice of coordinate 
systems It isn’t initially related to the specific properties of the 
system: the position of the mass center and the kinematics of the 
undercarriage:  

–axis XO is the horizontal longitudinal axis. This axis connected 
to the ATVs frame of the located in the road plane; 

–axis YO is a horizontal transverse axis. This axis connected to 
the ATVs frame located in the road plane and passing through the 
front axle of the frame; 

–the axis ZO is the vertical axis. This axis connected with the 
ATVs frame, located in the vertical plane passing through the front 
axis of the ATV. 

In this variant, we have possibility of design equations for 
limited values of the angular and linear rates of the ATV. We have 
the possibility of researching the course motion of the ATV with 
arbitrary values of its angular and linear displacements. 

In the basis {YA, XA} for generalized coordinates, differential 
equations of motion can be written using any analytical method (for 
example, the Lagrange equations of the 2nd order); (Fig.1): 

The research is carried out at the expense of the State assignment 
№ 10.9.05 (Reg. № АААА-А18-118090390029-0) 
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Fig. 1. Scheme and differential equations of the ATV course motion 

 

 
(1) 

 
(2) 

 
(3) 

 
(4) 

 
 (5) 

 
 

(6) 

 
After completing the transformations, we will obtain e following 

algorithm for composing the equations of ATV motion with one 
cyclic coordinate ψ (heading angle), and according this it was 
selected the basis coordinates of the system state (by the number of 
degrees of freedom) [2,6] and pseudo-speed vector - basic vector. 

  

 
 

(7) 

 

(8) 

 

Kinematic and power parameters of the ATV are shown in Fig. 
2 at the course motion. 

 
Fig. 2. Kinematic and power parameters of the ATV 

III. STRUCTURE OF GLOBAL MATHEMATICAL MODEL OF ATV. 

Vector of system condition was accepted in such way:  

 

 
 

(9) 

In accordance with the aim, there are no restrictions on all 
degrees of freedom in the course motion, this means that ATV 
position can be absolutely unrestricted on the plane. 

The transition from «pseudo-speeds» to absolute coordinates 
was made on the basis of an auxiliary system of differential 
equations: 

 

(10) 

The resulting system was reduced to normalized form for the 
system of differential equations of the first order for design 
evaluating algorithm based on standard programs for solving 
systems of differential equations: 

 

(11) 

where А is inertial matrix; 

 А-1 is  inverse matrix; 

 𝐷 (𝑣, 𝜓)  is transition matrix to generalized coordinates 
from generalized speeds; 

 Q  is vector of generalized forces, which consists of the 
following components: 

 
(12) 
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The content of the individual components of the equation (14) 
for their evaluating, are given in the papers of the author as well as 
the basic designations [3,8].  

Thus, the global structure of the ATV mathematical model was 
formed in the following form: 

 

(13) 

 
 In the final form, the mathematical model of the ATV course 

motion was described on the basis of the matrix expressions [4,9], 
shown in Fig. 3. 

Accounting of ATV lateral slipping.   

Accounting for slipping relative to the field carried out as 
follows [5,7]: 

- action of the reactive moment from the field surface on the 
steered wheels at the point of contact (taking into account partial and 
full slipping) was shown such: 

 

(14) 

- transverse reaction from the field surface to the wheels 
(including partial and full slipping) was shown such: 

 
(15) 

- kinematic coefficients of the wheels drift structure (the 
remaining zero elements of the matrix are not noted) were shown 
such: 

 

(16) 

A fragment of the maneuver “entrance into a turn - a turn from 
an obstacle” animation was shown in Fig. 4. 

 
Fig. 3. Animation of the maneuver “entrance into a turn - a turn from an 
obstacle” at a speed of 12 km / h and the slipping.  
 

IV. RESULTS AND DISCUSSIONS 

The adequacy of mathematical models was tested on the basis 
analysis in the program MATLAB. It was illustrated in Table. 1 and 
Fig. 5. 

 
a) 

 
b) 

Fig. 5. Dependencies of parameters change: 1 - lateral pitch of frame, 2 - 
angular speed of ATV, 3 and 4 - right and left angles of rotation , 5 - lateral 
acceleration, 6 - angle of rotation of driving wheel: a) - field tests, b) - 
simulation modeling of the “reset” maneuver (length 20 m, width 3.5 m, 
speed ATV - 12 km / hour) 

TABLE I. - RESULTS OF CHECKING ADEQUACY OF THE MODEL OF THE 
COURSE MOTION 

 

V. CONCLUSIONS.  

Designed mathematical apparatus can be use for creating 
software for agriculture self-propelled robots. This apparatus will be 
accept complicated physical process of dynamic of curvilinear 
motion ATV, full or partial wheel slip, «slipping» and «skidding». 
It is especially important for maintaining the linearity of movement 
in the field. 

Mathematical model also could be use as auxiliary program for 
adjustments steering in such systems as Trimble и LD-Agro 
UniDrive. These systems are focused mainly on satellite navigation. 
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Abstract — This article will consider the probability test of 
Solovey – Strassen, to determine the simplicity of the number and its 
possible modifications. This test allows for the shortest possible time 
to determine whether the number is prime or not. C# programming 
language was used to implement the algorithm in practice. 

Keywords: probability, test, algorithm, Solovey – Strassen, Jacobi 
symbol, binary exponentiation, Fermat, Fermat's little theorem. 

I. INTRODUCTION 
For many public – key cryptosystems critical for their 

full-time job, is a steady stream of prime numbers. For 
example, to use the Diffie – Hellman protocol and similar 
algorithms, it is necessary to generate a prime number p, 
which is the size of the residue ring field FP. Another good 
example is the El–Gamal cryptosystem with a public key, in 
this algorithm prime numbers are needed to create a public 
key [1]. 

It should be noted that for the quality and smooth 
operation of many crypto–systems and protocols need a 
high–speed generation of the simplest numbers [2]. 

On the other hand, there may be a question of whether 
they should be generated at all, if they can be counted at 
once and stored anywhere as needed. To answer such a 
question, one can conduct tests on the "Lattice–
Eratosthenes" algorithm, where the time increases 
parabolically with the increase in the sample volume. Thus, 
the estimates of all the prime numbers within the biggest 
number like 2256, can take many months. You may also want 
to find primes modulo a field [3]. 

All these calculations will take much longer than simple 
iteration method to determine number within required 
boundaries with subsequent tests for its simplicity [4].  

Probabilistic number simplicity tests have proven 
themselves to be quite good, which do not fully guarantee 
that the tested number is explicitly prime, but the probability 
increases with each iteration of the test. Thus, if the test is 
carried out several times, the probability of simplicity of the 
number increase. There are not many probabilistic 
algorithms. Many of them rely on Fermat's small theorem 
[5]. 

In this article, we present a probabilistic test for ease of 
numbers by Solovey –Strassen. Its main advantage with 
respect to the simple Fermat test was the ability to recognize 
Carmichael’s numbers as composite. 

The purpose of this paper is to study the Solovey–
Strassen test, the implementation of its algorithm in C# and 
the analysis of its arbitrariness. In the process of achieving 
this goal, the authors were formed and successfully solved the 
following tasks: research of the Solovey–Strassen test, 
identifying possible modifications of the test; analysis of test 
time in relation to other tests for simplicity [6]. 

II. THEORETICAL FOUNDATION 

The Solovey – Strassen test for prostate detection in a 
number is based on Fermat's little theorem: 

If p –simple number, and a  – an integer that is mutually 
prime with n, so: an-1  1(mod n). 

Therefore, for any a in the range 0 < a < n-1.   
The essence of the test is to test not over each number 

from the entire sequence, but over a random set of 
different random numbers k times. 

 In this case, to identify the Carmichael numbers, the 
properties of the Jacobi symbol are used. Number generated 
randomly during the test, and satisfying the equality: 

                                 n); mod(
n
а 2

-1n 

а





                         (1) 

where  








n
а

– Jacobi symbol, called witness of simplicity  n 

[7].  
Depending on the values a and n, the Jacobi symbol can 

be 1 or –1. If at the end of the test witnesses, the prime 
number n has been discovered as much as iterations k, the 
number n is probably simple, with a probability 1 – 2-k. 

Probabilistic tests are used in systems based on the 
factorization problem, such as RSA or Miller–Rabin 
scheme. The Solovey – Strassen test can be used wherever 
there is a need for a quick check of some number for 
simplicity. 
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However, in practice, the degree of reliability of the 
Solovey—Strassen test is not sufficient, instead the Miller— 
Rabin test is used, since its accuracy is much higher. 
Moreover, the combined use algorithms such as trial 
division and a test of Miller—Rabin, or consecutive testing, 
with proper choice of parameters we can obtain better 
results than when using each test individually [8]. 

III. TEST ALGORITHM FOR SOFTWARE IMPLEMENTATION 
In:  n>2, an odd positive integer to be tested, k, a 

parameter that determines the accuracy of the test. 
Out: compound, means that n is exactly compound, 

probably simple and means that n is likely to be 1–2-k  
simple. 

Cycle:  i=1,2,…, k: 
A=random integer between 2 and n-1, inclusive: 
 If  GCD(a, n)>1, then:  
out, n is composite, and break. 
 If n); mod(

n
а2

1-n 







а   then: 

 out n is composite, and break. 
  Else Jump to the next iteration in the cycle. 
Out:  n–probably simple, with chance 1–2-k [9]. 
In 2005 at the International conference "Informational 

Technologies" A.A. Balabanov, A.F. Agafonov, V.A. Ryku of the 
proposed upgraded test by Solovey—Strassen. The Solovey – 
Strassen test is based on the calculation of the Jacobi symbol, 
which takes time. The idea of improvement is that in 
accordance with the theorem of quadratic reciprocity of Gauss, 
to proceed to the calculation of the magnitude that is the inverse 
of the Jacobi symbol, which is a more simple procedure [10]. 

To speed up the search for GCD of numbers, we use a 
binary algorithm; this will reduce the time spent on finding a 
common divisor of numbers in the test algorithm. The main 
difference between the binary algorithm and the classical one is 
that it uses bitwise shifts of the number for the accelerated 
division by 2.  

As fast algorithm for exponentiation will be its improved, 
recursive binary version, which will reduce time of operation 
[11]. 

IV. ALGORITHM OS JACOBI SYMBOL CALCULATION 
1.   If GCD (a, b) ≠1, break and return 0.  
2.     r:=1. 
3.    If a<0 so a:= – a 
         If b (mod 4) = 3 then r:= – r  
4.     t:=0 
 While a – even 
        t:=t+1 
        a:=a/2 
 end of while; 
 If t – not even, then  
      If b (mod 8) = 3 or 5, then r:= – r.  
5. If a (mod 4) = b (mod 4) = 3, then r:= – r. 
    c:=a; a:=b (mod c); b:=c.  
6. If a≠0, goto step 4, else break and return r. 

V. ALGORITHM CODE ON C# 
      public static long Yacobi (long a, long b) 
        { 
            int r = 1; 
            while (a != 0) 

            { 
                int t = 0; 
                while ((a & 1) == 0) 
                { 
                    t++; 
                    a >>= 1; 
                } 
                if ((t & 1) !=0) 
                { 
                    long temp = b % 8; 
                    if (temp == 3 || temp == 5) 
                    { 
                        r = – r; 
                    } 
                } 
                long a4 = a % 4, b4 = b % 4; 
                if (a4 == 3 && b4 == 3) 
                { 
                    r = – r; 
                } 
                long c = a; 
                a = b % c; 
                b = c; 
            } 
            return r; 
            } 

VI. ALGORITHM FOR FAST EXPONENTIATION 

As mentioned earlier, to improve performance it is necessary 
to improve the speed of raising the number to a power modulo 
[12].  

This is necessary to verify the basic assertion: 

n) mod(
n
а2

1-n 







а . 

To simplify writing, method that implements fast 
exponentiation will be called POW. 

1. Input of the algorithm POW  values are received: 
a – even, n – the desired power of a, Gf – modulo over 
an. 
2.  If n=0 return 1. 
3.  If n – not even, return result  
          (call POW (a, n – 1, Gf)·a)  modulo Gf.  
4. Else a variable b is added,    
4.1 If n divided by 4 without the rest, in that case the  
         remainder of the division POW (a, n/4, Gf) on Gf is  
         assigned to b. 
4.1.1 b it is built in a square and the result is taken  
        modulo Gf.  
4.1.2 The result is then squared again. 
4.1.3  Return remainder of division b and Gf. 
4.2 Else b assign the remainder value of    
                    Gf)аf,

4
nа, (POW  to  Gf.  

          Return remainder of division b2 into Gf.   

VII. IMPLEMENTATION OF ABOVE ALGORITHM IN C# 
 

public static long binpow(long a, long n, long Gf)                        
        { 
            if (n == 0) return 1; 
            if (n % 2 == 1) return (binpow(a, n - 1, Gf) * a) % 
Gf; 
            else 
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            { 
                long b; 
                if (n % 4 == 0) 
                { 
                    b = binpow(a, n / 4, Gf) % Gf; 
                    b *= b; b *= (b % Gf); 
                    return b % Gf; 
                } 
                else 
                { 
                    b = binpow(a, n / 2, Gf) % Gf; 
                    return (b * b) % Gf; 
                } 
            } 
        } 

VIII. C# CODE TO FIND THE LARGEST COMMON DIVISION 
          public static int BinaryGCD (int A, int B) 
        { 
            int k = 1; 
            while ((A != 0) && (B != 0)) 
            { 
                while (((A & 1) == 0) && ((B & 1) == 0)) 
                { 
                    A >>= 1; 
                    B >>= 1; 
                    k <<= 1; 
                } 
                while ((A & 1) == 0) A >>= 1; 
                while ((B & 1) == 0) B >>= 1; 
                if (A >= B) A -= B; else B - = A; 
            } 
            return B * k; 
        } 

IX. TEST RESULT 
After writing the program in C#, tests were performed. 

On their basis, it can be concluded that this implementation 
is effective [13]. Table 1 shows the results of the program 
with numbers of different lengths in a cycle of 1000 
repetitions. 

 

TABLE I.    TIME 
 

Number 
X 

X 
250 

X 
102 

X 
105 

X 
107 

X 
109 

X 
1011 

X 
1012 

Classic 0.144 0.243 1.522 2.320 3.854 5.216 7.562 
Developed 0.257 0.351 0.629 0.921 1.237 1.695 2.350 

 

Based on the results obtained, it can be noted that the 
efficiency of the implemented algorithm is worse on the 
numbers of smaller size, but much better when working with 
numbers from and higher. Based on the experiments 
performed, it can be concluded that the developed algorithm 
will be more effective in practice, since in many cases the 
main need for simplicity testing will be for large numbers. 

X. CONCLUSION 
A quick search of Prime numbers remains an important 

task today, since many cryptographic protocols use simple 
numbers to work. The algorithm implemented in the course 
of the program effectively copes with this task [14, 15]. 

The main innovation in the work done is the algorithm of 
fast erection to degree, which allowed reducing the calculation 
time. 

Also, all the algorithms were implemented in their 
binary representation, which also reduced the cost of 
resources.  

As work done result, it can be concluded that modified 
Solovey-Strassen test is suitable and possible to use it 
effectively in larger cryptographic implementations. 

REFERENCES 

[1] W. R.  Alford, A. Granville, C. Pomerance  (2004).  «There  are  
Infinitely  Many  Carmichael  Numbers».  Annals  of  Mathematics  
139:  703-722.  DOI: 10.2307/2118576. 
 

[2]  R.M.  Solovay and V.Strassen  (1977,  submitted  in  1974).  
«A fast Monte–Carlo test for primality».  SIAM Journal on  
Computing  6  (1):  84–85.  DOI: 10.1137/0206006 
 

[3] D. Bernstein, N. Heninger, T. Lange “Fact  Hacks:    RSA 
factorization  in  the  real  world”,  2012.  https://www.iacr.org/archive/ 
asiacrypt2008/53500477/53500477.pdf 
 

[4]  Zheltov  S.A.,  “Effective  Computing  in  the  CUDA  
Architecture  in  Information  Security  Applications”.  PhD dis. / 
Zheltov  S.A. – M:  IINTB  RSUH,  2014  –  145  p. 
 

[5]  File  archive  of  students  /  Chuvash  State  Pedagogical  
University  by  name  of  I.Ya.  Yakovlev  /  Chernikov  A.,  Semenov  
I.,  Evaluation  of  software  quality.  Practisc.pdf  – Access mode:  
https://  studfiles. net/preview/5850014/page:12  (circulation  date  on  
15.02.2018). 
 

[6]  Nasterenko  A.  Introduction  to  modern  cryptography. 
Theoretical  and  numerical  algo-rithms. — 2011. —  pp.  79–90.  
 

[7]https://en.wikipedia.org/wiki/Solovay-Strassen_primality_test 
 

[8]  “Integer  Factorization  Algorithms  Connelly  Barnes  Department  
of  Physics”,  Oregon  State  University  https://math.dartmouth.edu 
archive/ m56s14/public_html/proj/Howey0_proj.pdf 
 

[9]  M. Dietzfelbinger.  "Primality  Testing  in  Polynomial  Time,  
From  Randomized  Algorithms  to  "PRIMES  Is  in  P"". Lecture 
Notes in  Computer  Science.  300. 
 

[10]  http://mathworld.wolfram.com/PocklingtonsTheorem.html 
 

[11]  R.  Motwani;  P.  Raghavan  (1995).  Randomized Algorithms.  
Cambridge University  Press.  pp.  417–423.  ISBN 0-521-47465-5. 
 

[12]  Bai  Sep  Shi,  “Polynomial  Selection  for  the  Number  
Field  Sieve”,  2011.  PhD  Thesis  of  Australian  National  
University  http://maths-people.anu.edu.au/~brent/pd/Bai-
thesis.pdf 
 

[13]  N.  Chaudhary “Metrics  for  Event  Driven  Software”,  PhD.  
Scholar of  Gautama  Buddha  University, India (IJACSA) 
International Journal of Advanced Computer Science and Applica-
tions,Vol.7,No.1, 2016. http://thesai.org/Volume7No1/Paper 12 - 
Metrics_for_Event_Driven Software.pdf 
 

[14]  Kosyakov  M.S.,  “Introduction  to  Distributed  Computing”.  
St.  Petersburg,  2014.  –  155  p. 
 

[15]  Ishmukhametov  Sh.T.,  Rubtsova  R.G.,  “Mathematical  Bases  of  
Information  Security”,    Electronic  textbook  for  students  of  the  
Institute  of  Computational  Mathematics  and  Informa-tion  
Technology  –  Kazan:  Kazan  Federal  University,  2012.  –  138  p. 
 

 

394 2019 IEEE EWDTS



978-1-7281-1003-5/19/$31.00 ©2019 IEEE 

Reliability Issues in the Parallel Dataflow 
Computing System 

 

Nikolay Levchenko  
Department of high-performance 

microelectronic computing systems 
Federal State-Funded Institution of 

Science Institute for Design Problems 
in Microelectronics of Russian 

Academy of Sciences (IPPM RAS) 
Moscow, Russia  
nick@ippm.ru 

Anatoly Okunev 
Department of high-performance 

microelectronic computing systems 
Federal State-Funded Institution of 

Science Institute for Design Problems 
in Microelectronics of Russian 

Academy of Sciences (IPPM RAS) 
Moscow, Russia 

oku@ippm.ru 

Dmitry Zmejev 
Department of high-performance 

microelectronic computing systems 
Federal State-Funded Institution of 

Science Institute for Design Problems 
in Microelectronics of Russian 

Academy of Sciences (IPPM RAS) 
Moscow, Russia 

zmejevdn@ippm.ru 

Abstract—When creating large computing systems 
(supercomputers), an important place is given to the reliability 
of these systems. The architecture of the parallel dataflow 
computing system (PDCS) that implements a dataflow 
computing model with a dynamically formed context and has 
peculiarities in the construction of nodes and blocks and 
algorithms for the operation of individual computational 
elements. Therefore, it requires new approaches to ensuring 
reliability compared to traditional systems. The article 
provides a comparison of traditional and dataflow computing 
models, briefly describes the PDCS architecture and its 
specificity. The basic features of the computing system that 
allow increasing the degree of reliability of computing facilities 
are listed. One of the variants of the system recovery 
mechanism in the event of a fault or failure of a computational 
core using the example of an error in the execution unit is 
given. 

Keywords— dataflow computing model, computing system 
reliability, local recovery tools 

I. INTRODUCTION 

The concept of a dataflow computing model today is 
experiencing another attempt at its implementation. The first 
attempt was made in the 1970s, when the concept of 
dataflow computing was described in detail and the first 
prototypes based on it appeared. In those years, the element 
base was rapidly developing, making it possible to overcome 
new frontiers in the performance of traditional single-
processor systems. This has become an obstacle to the 
development of a new concept, the main advantage of which 
is manifested when the program is parallelized into many 
processor elements. The second attempt was made at the 
junction of the 1980s and 1990s, when new programming 
methods began to emerge for parallelization and distribution 
of computations. This time, the obstacle was the already 
existing software, as well as the irrelevance of the problem of 
the computation parallelization [1-4]. 

The current crisis in the development of the element base 
and methods for distributing computations over a growing 
number of processors, which is clearly visible today, is 
forcing developers to revert to the experience of creating 
dataflow computing systems [5-6]. Until recently, most of 
the dataflow projects were limited to the development of 
specialized devices that accelerate the execution of a part of 
the program that is difficult to parallelize with traditional 
programming tools [7]. In the creation of a universal 
dataflow supercomputer, only a few are involved. In Russia, 
a suchlike project is underway at the Institute for Design 
Problems in Microelectronics of the Russian Academy of 

Sciences – the Parallel Dataflow Computing System (PDCS) 
“Buran” [8]. 

New hardware and software solutions introduced into the 
PDCS architecture allow, in particular, the adjustment of 
delays in the communication network during data 
transmission; the localization of computations, minimizing 
long-distance data transfer between the cores; the reduction 
of the requirements for the amount of content addressable 
memory of the core, as well as the improvement of energy 
efficiency and fault tolerance of the system. 

The goal of the article is to demonstrate approaches to 
ensuring the reliability of the dataflow architecture, a 
description of some schemes for implementing fault and 
failure recovery tools, as well as a description of the features 
of the dataflow computing model that can improve the 
reliability of such systems. 

The reliability of the PDCS, which has in its composition 
hundreds of thousands, millions of cores, is one of the key 
problems solved in the design process. The concept of 
reliability includes many indicators. The objective of this 
article is to determine the main approaches to ensuring the 
fault tolerance of the system and the creation of automatic 
tools for restoring the operation of the computational core 
after a fault or failure. 

II. COMPARISON OF TRADITIONAL AND DATAFLOW 

COMPUTING MODELS 

Comparing the dataflow computing model with the 
traditional one, denote the basic computations control 
principles inherent in each model, regardless of the specific 
implementations. The control-flow concept is characterized 
by the sequential execution of instructions by the executive 
device. This sequence is formed by the algorithm described 
by the programmer in the form of a set of data processing 
operators and conditions for the transition between these 
operators. Execution of instructions consists in decoding 
instructions, loading operands from memory for processing, 
processing operands, and recording the result of processing 
into memory. 

The dataflow concept is based on the initialization of 
computations by data readiness. The algorithm of the 
program represents not the sequence of instructions 
execution, but the conditions of data processing. These 
conditions are associative elements attached to each operand, 
and they are matched with other associative elements when 
this operand enters the memory. In case of matching with the 
associative element of the other operand, a packet of these 
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two data is formed, which is transmitted to the executive 
device, where the processing of this data is initialized. The 
result of packet processing is the formation of a new operand 
with a new associative element.  

From a comparison of these two concepts, the following 
conclusions can be drawn: 

• In the dataflow, the most commands are transferred 
from the executive device (processor) to the memory, 
where the matching of associative elements of the 
operands is performed according to certain rules. It is 
these rules are the command system of the dataflow 
system. Thus, the memory device is functionally and 
structurally significantly more complicated. 
Moreover, the role entrusted to the executive device 
implies data processing by one operator as well as the 
ability to execute a set of instructions - in this case, 
the second command system is introduced into the 
dataflow system. 

• The programming paradigm for dataflow systems is 
radically different from the imperative, inherent in all 
modern programming languages and supported by 
traditional computing systems. The dataflow 
paradigm consists in forming the interaction between 
data through the nodes of their processing and is 
represented as a directed graph, where the arcs are 
data and the nodes are the operators of processing this 
data. 

• Debugging imperative programs is simplified due to a 
deterministic sequence of instructions. Debugging 
programs in the form of a dataflow graph is 
complicated, since the order of activation of nodes is 
non-deterministic. 

• Multitasking in dataflow systems is natural and does 
not require additional support by the operating 
system. This mode can be organized by adding an 
additional field to the associative element of each 
operand. 

• The moment of the program end recognition in 
traditional systems is laid in the programming 
paradigm and is fixed when the special program end 
instruction is executed. In dataflow systems, this 
procedure is complicated by the non-determinism of 
the program execution process. 

• The distribution of computations across several 
processors in the paradigm of imperative 
programming is a nontrivial and very laborious task, 
even when using specialized libraries and parallel 
programming systems such as Message Passing 
Interface (MPI). Moreover, the programming 
paradigm remains the same, and the mentioned 
software solutions only provide the transfer of data 
between processors. The whole concept of a dataflow 
computing model is based on data transfer, that is, the 
dataflow paradigm is inherently parallel. Parallelism 
is provided by the distribution of operands by hashing 
their associative elements. Moreover, since 
associative elements are numerical values, the 
distribution can be maintained at the hardware level 
and is not limited by the number of processor 
elements in the system - this number is a hashing 

parameter and can take any value (within the 
available number of processors). 

Based on this, it can be concluded that dataflow systems 
differ from traditional ones both in the nature of 
programming and in the interaction between the structural 
elements of the system. 

All these features of dataflow systems (including the 
PDCS) undoubtedly affect the creation of tools that ensure 
the reliability of the nodes and blocks of the system. 

III. DESCRIPTION OF THE PDCS COMPUTING MODEL AND 

ARCHITECTURE 

The dataflow computing model with a dynamically 
formed context [9] is based on the activation of indivisible 
computational quantum by data readiness. A computational 
quantum is a program node, which, after being activated, is 
processed without interruption for additional external data; 
that, the program node operates only with data that came to 
its input. 

In turn, the program for the parallel dataflow computing 
system (PDCS) is a set of descriptions of program nodes. 
Activation of any program node occurs only after all the 
necessary data elements (tokens) arrive at all its inputs. A 
token is a data structure containing a data, set of service 
fields and a key (index) that uniquely identifies the location 
of this data in the virtual address space of the task. 

The input of the program node receives a packet 
containing data on which the program code is executed in 
this node. A packet is formed as a result of processing and 
defining ready-for-execution tokens in the matching 
processor. As a result of the program node operation, new 
values are calculated (solely on the basis of the values of the 
input data and fields of the packet key) and sent to other 
program nodes. Moreover, the key of the destination node is 
calculated directly in the same program node before sending 
data. 

The PDCS, which is based on the dataflow computing 
model with a dynamically formed context, is a multi-core 
scalable computing system. Between the cores in the system, 
informational items are transferred in the form of tokens. 
Commutation between cores is based on the value of the core 
number generated by the hash block based on a 
parametrizable computation distribution function. The 
computational core includes a matching processor (MP) with 
content addressable memory of keys and token memory, 
execution units (EU), hash blocks, and an internal 
commutator of tokens. 

Computational cores within a single crystal are organized 
into computational modules. The PDCS architecture is 
scalable and with an increase in the number of cores in the 
system, the drop in real performance on tasks with 
complexly organized data is much slower than in solving 
similar tasks on computing systems with classical 
architecture. 

IV. FEATURES OF THE PDCS ARCHITECTURE THAT 

IMPLEMENTS DATAFLOW COMPUTING MODEL AND THEIR 

EFFECT ON RELIABILITY 

The dataflow computing model with a dynamically 
formed context and its hardware implementation have 
special features that can increase the reliability of a 
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multiprocessor computing system. These features are taken 
into account when designing local recovery tools of the 
computational core and module, which allows increasing the 
fault tolerance of the system as a whole. These features are 
the following 

A. The use of the hardware content addressable memory 

The presence of hardware content addressable memory 
(CAM) allows the most natural way to activate the 
computational quanta and synchronize the computational 
process by data. The content addressable memory differs 
from direct accessible memory (used in traditional 
computing systems) by the way of addressing content, the 
ability to write to free space, as well as simultaneous viewing 
of all cells in search mode. When designing local recovery 
tools, standard solutions for recovering from a fault or failure 
can be used, but this is not enough, new approaches are 
needed. 

B. The impersonality of execution units. 

The matching processor provides in the PDCS 
architecture the synchronization of process of computation 
by data, through the matching of tokens. As a result of this 
matching, packets are formed. The packet has the property of 
independent execution, i.e. it can be processed on any free 
execution unit in the system. This fact simplifies local 
recovery after a fault on an individual EU and allows 
continuing working if one or several EUs fail. In addition, 
the manufacturability of crystals is improving. 

C. The ability to begin computations before the completion 
of data formation. 

One of the special features of the PDCS architecture is 
that the operation of the computing system can begin before 
the receipt of the complete set of input data. This concerns 
both the beginning of work on a specific task, and the 
transition to a new iteration in the course of computations 
within one task, thus making it possible to abandon global 
synchronization (if possible) during the transition from 
iteration to iteration. This feature is inextricably linked with 
the following one. 

D. The use of the “scattering” paradigm and the principle 
of single assignment. 

The use of the “scattering” paradigm implies that the 
generator of each new value knows who will need it, and 
independently provides the distribution to the right 
addresses. In this case, the recipient is left to passively 
“expect” the arrival of the data, without knowing anything 
about their source. This principle is best achieved through 
the use of the principle of single assignment, implemented 
using content addressable memory. 

E. Non-deterministic computation process associated with 
the asynchronous execution of the program 
(organization of computations by data readiness). 

The computational process in the PDCS is non-
deterministic, unlike the result of the computation. It is this 
non-determinism at the hardware level that allows to extract 
the “implicit” parallelism embedded in the algorithm of the 
problem itself, which the programmer sometimes doesn’t see 
initially. Non-determinism itself is formed as a result of the 
organization of computations by data readiness, which, 
together with multiprocessing and possible problems of data 

transmission over a communication network, ensures its 
existence. 

All of the above features of the PDCS architecture and 
the dataflow computing model imply the development of 
original information collection algorithms for generating 
checkpoints, mechanisms for fixing faults and failures, as 
well as the use of new hardware solutions for creating local 
recovery tools for the computational core and the multicore 
computational module of the system. 

V. LOCAL RECOVERY TOOLS 

The standard operation in the parallel dataflow 
computing system is to continuously receive and send tokens 
both between computational cores and inside the core – 
between EU and MP (Fig. 1).  

The general approach to implementing local recovery 
tools and the recovery process itself can be determined by 
the following steps: 

• collection of information for the formation of local 
checkpoints (tokens arriving at the MP input; packets 
for execution on the EU; tokens leaving the EU); 

• continuation of the program execution; 

• localization of abnormal situation (in EU or MP) and 
setting control signals in the event of a fault or 
failure; 

• fixation of the start of the fault handling process; 

• start of the recovery mechanism after a fault or failure 
(fixation of the correctable and uncorrectable errors) 
from the local checkpoint in the EU or MP; 

• proceeding to continuation of the program execution 
(if successfully overcoming a fault in the local 
element of the system or the failure of duplicate 
blocks of the computational core, such as the EU or 
hash block) or restarting the task (rebooting the 
system) with an uncorrectable error (with partial 
degradation of the system and its reconfiguration). 

The creation of a local checkpoint (LCP) at the level of 
the computational core (or module) occurs in the absence of 
a global suspension of the computational process, and only 
the individual computational core (module) is suspended. 

 
Fig. 1. Base architecture of the PDCS with local recovery tools (I/O block 
– input/output block; CM – computational module; CC – computational 
core; LRT – local recovery tool; SRT – system recovery tool; EU – 
execution unit) 
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When processing a fault in the EU, it takes a minimum of 
time to restore work — only to redirect part of the task to 
another EU. 

To create LCP, there are two strategies: the first is to 
create a checkpoint after the end of a certain stage of 
computation on a given computational core, the second - at 
the start of the next stage of computation. In both cases, it is 
necessary to fix all tokens that have already been received or 
will be received from other cores. 

Here is one of the variants of the system recovery 
mechanism in case of a fault or failure of a computational 
core using the example of an error in the EU. In the event of 
an abnormal situation in the EU, it is necessary to ensure the 
continuation of program execution. To do this, it is needed to 
fix the following information about the program node that 
was running at the time of the fault or failure in the EU: 

• a packet that is executed in the EU, but the processing 
of which has not ended as a result of a fault or failure; 

• all tokens that were generated in the EU before the 
interruption and were related to the packet that have 
being processed in the EU (or the number of these 
tokens). 

Two buffers are added to the composition of the 
computational core: a token buffer, which is located at the 
output of the EU, and a packet register at the EU input. 

Until the packet has been processed, the tokens from the 
buffer and the output of the EU are not transferred to the 
token commutator. In the normal, uninterrupted mode of the 
EU operation, the buffer starts to be freed only after the 
program node has completed its work (that is, when the 
packet has been processed). And only at this moment the 
tokens related to this node are transferred for further 
processing. When a fault occurs, the tokens from the buffer 
are destroyed and the packet is restarted. In the EU recovery 
mode, an eight-time restart of the packet that caused the fault 
occurs. If the restart is unsuccessful, the failure of the EU is 
fixed, after which this EU is excluded from the system 
operation. If the EU fails at the moment of the recovery 
mechanism initiation, it is closed to receive a packet from the 
MP, and the packets whose processing are not completed and 
cannot be continued on this EU are redirected through the 
packet commutator to another free EU. 

VI. CONCLUSION 

Ensuring the reliability of computing systems is currently 
receiving a great deal of attention, both in terms of fault-
tolerant algorithms [10] and on the hardware side [11], this is 
especially true for computing systems of an exaflops level of 
performance. 

The creation of a universal high-performance computing 
system that implements a dataflow computing model is 
carried out at IPPM RAS. The new architecture makes it 
possible to adjust data transfer delays, effectively localize 
computations, and reduce the requirements for the amount of 
content addressable memory used to match data contexts. At 
the same time, there is a real possibility to improve energy 
efficiency and fault tolerance of the system by hardware-
software tools. 

Reliability is one of the main indicators of the quality of 
high-performance computing systems. For systems such as 

PDCS, new approaches to ensuring reliability are required. 
Moreover, the problem of increasing the reliability of such 
systems is aggravated by the presence of a large amount of 
parallel computing. 

The dataflow computing model and the architecture that 
implements it have special features, using which the 
reliability of the computing system can be increased. For 
example, the impersonality of EUs allows the simplification 
of local recovery and the continuation of operation if one or 
more EUs fail. The use of the “gathering” paradigm and the 
principle of single assignment, as well as the ability to begin 
calculations before the data is completely formed, makes it 
often possible to abandon global synchronization during the 
transition to the next iteration. 

These and other features require the development of 
original algorithms for collecting information for the 
formation of local checkpoints, methods of fixing faults and 
failures, as well as the introduction of new hardware into the 
composition of the computational core and module to 
automatically restore operation after a fault. 

Based on the considered general approaches to ensuring 
reliability in dataflow computing systems, it is concluded 
that the development of local recovery tools has its own 
characteristics, allowing providing a high degree of fault 
tolerance required for such computing systems. 

Currently the authors are working on a package of test 
programs that implement new algorithms for collecting 
information to create local checkpoints. Also, these programs 
will have to verify with a high degree of accuracy the 
hardware that recover the system after faults and failures. A 
series of experiments is planned to verify the hardware and 
software tools proposed for implementation in the PDCS 
"Buran", which are being developed to improve the 
reliability of the system. 
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Abstract— Investigations of cryptographic algorithms for 
today are very actually in connection with cybernetic attacks 
threat and necessity of information protection at the 
enterprises of various levels including the strategic 
appointment. The project implementation of John Pollard’s 
factorization ρ–method in the programming language C ++ is 
presented, which works faster than the standard algorithm by 
27%. It can facilitate greatly the deciphering operation and 
cryptographic analysis of various ciphers such as RSA cipher. 

Keywords—factorization algorithm, Euclid, Pollard, algorithmic 
complexity, adjacency matrix, reachability matrix, McCabe metrics.   

I. INTRODUCTION  

 Cryptographic algorithms research is very important for 
today, in the connection with the cyberattacks threat (menace) 
and the necessity of protection of information at the enterprises 
of various levels, including the institutions strategic 
assignment.  

Algorithm of encryption with public key RSA is still one 
of the most widely applied cryptographic algorithms. This 
asymmetric cryptographic algorithm is based on the 
factorization calculating of very big numbers. The RSA scheme 
uses as public, as private keys. The public key consists of 
open exponent (some number e) and module N, which is 
obtained by the product of simple integers P and Q [1] – [3]. 

After formation of public keys, a private key is generating. 
For this, it is necessary to calculate the Euler function 

)1()1(  QPn and element d, which is calculated by formula
ned mod1 . With assistance of d element, it is possible 

to decipher the encrypted information: to factorize module N 
[4]. 

For decision the factorization problem, decomposition is 
used – scientific method that divides a large task into a 
series of smaller interconnected tasks. In this case, the 
factorization is the decomposition of the object of number N 

into the product of two simple integers (numbers) that, when 
multiplied, will give the initial original object.  

For example, the number 15 can be factorized into 

simple numbers 3 and 5, and the polynomial 812 x

correspondingly at (x  −  9)·(x + 9). Thanks to factorization 
operation, we can obtain the product of simpler objects. 

However, in cryptographic algorithms very big numbers 
are used, which makes certain difficulties for factorization 
task. For such problems decision, many different crypto 
algorithms have been created, such as [5]:  

− Shanks factorization cryptographic algorithm.  
− Factorization algorithm of by means of elliptic curves.  
− Miller–Rabin simplicity test.  
− ρ –method of factorization – Pollard’s algorithm, etc.  
All of them, undoubtedly, have their merits and demerits 

(advantages and disadvantages)–in particular, one of the 
main shortcomings can be called a rather low operation 
speed, which, at modern cyber threats, is very considerably.  

Let us consider the Pollard’s algorithm.  
The aim of our investigation is improvement of the ρ–

method factorization Pollard’s algorithm, whose 
modification is capable to increase the operation speed of 
the previously realized usual standard algorithm. The 
improved version of the algorithm was tested by three 
criteria of software reliability, including the McCabe metric. 
It has shown the better results, than usual standard 
algorithm.  

For the factorization of integers, John Pollard invented 
his own algorithm in 1975, which was named ρ–algorithm 
by John Pollard in honour of its founder.  

The foundation of this algorithm is the Robert Floyd’s 
algorithm, invented by him in the late of 60–s of the XX–th 
century and which is effective for the searching of the cycle 
length in a sequence. Such mathematicians as John Pollard, 
Donald Knuth and others, have implemented a detailed 
analysis of this algorithm and proposed the several 
modifications and improvements of this algorithm [6].  

400 2019 IEEE EWDTS



The most efficient, at factorization of composite 
numbers with small multipliers, in decomposition is found ρ–
algorithm.  

A special feature of this algorithm is construction of 
numerical sequence in which, from a certain number n, 
elements of this sequence form a cycle (Figure 1).  

This feature is represented in the form of the Greek 
letter “ρ”, which was the foundation for the naming of 
entire family of Pollard’s methods. 

II. THEORETICAL FOUNDATION 

In 1981, Richard Brent and John Pollard, using this 
algorithm, have found the smallest divisors of Fermat 

numbers 122 
n

nF  at 135  n . 

So, 6255289712389263618 pF  , where 62p is prime 
(simple) number consisting of 62 decimal digits. In the 
“Cunningham project” framework, in 1925, the Pollard’s 
algorithm helped to find 19–digit divisor of number 123862  .  

Divisors of even larger numbers could be found also, 
but the creation and application of elliptical curves for 
factorization tasks made John Pollard's algorithm less 
competitive and less in demand. 

 
Fig. 1. The numerical sequence is looped starting from some number n. 

 
Pollard's ρ– method algorithm: 

1. Let us consider the sequence of integers nx , such 
that each next number Nnxix mod12

1 




  , and ...,2,1,0n . In 

this sequence 0x – any small number. 
2. At each step we will calculate the value

 ji xxnGCDd  ,  , where j<i. 

3. If 1d , then the calculations are finished. The 
founded number d is the divisor of number n. If n/d is not 
prime (simple) number, then the procedure can be continued 
by taking the number n/d instead of number n [7].  

Instead of the function nxxF mod)12()(  for the 
calculation 1nx , we can take another polynomial, for example, 

12 x , or some other polynomial of the second degree: 
                cbxaxxF  2)( .                            (1) 

The main drawback of this method is the necessity of 
additional memory allocation for storing the previous values of 
xj. 

Let us note that if  pjxix mod0




  then

 pixfjxf mod0)()( 




   then if the pair 








jxix , gives us 
solution, then some decision will give any other pair [7], [8]: 

                  




  kjxkix ,

 
.                      (2) 

In this connection, there is no necessity to check all 
pairs 







jxix , , but there is the possibility to restrict oneself 

only to pairs of the form  ji xx , , where kj 2 , and k 
passes a set of consecutive values 1, 2, 3,..., and i will 
take values from the gap  12;12  kk . 

Another modernization of the Pollard’s ρ–method was 
created by Floyd, according to which the value of y varies at 
the each step according to the formula: 

 

                                 ))(()(2 yFFyFy  .                      (3) 
Therefore, in the step i, values, )0(xiFix  , 

)0(2
2 xiFixiy  , and greatest common divisor (GCD) will 

be found at this step, it is calculated between values n and y – x 
[9]. 

 

Substantiation of the Pollard’s ρ–method 
 

Let us consider this method and calculate its labor 
intensiveness. Such estimation is based on the well–
known theorem by name of “birthday paradox”. 

The theorem. Let λ> 0. For arbitrary selection from 
l+1 element, each of which is less than the number q, 
where ql 2 , the probability p that two elements are 
equal, will satisfy the inequality  ep 1 . 

The probability 5,0p in the “birthday paradox” is 
obtained at λ ≈ 0, 69. 

Let us assume that the order of the elements {un} consists 
of the differences ji xx  that are checking in the 
algorithm's operation process. We will establish some new 
sequence {zn}, where quz nn mod  and q is the smaller of 
the divisors of the number n. All elements of the sequence 
{zn} are smaller than n . If we regard {zn} as random 
sequence of numbers less than q, then, correspondingly the 
twins paradox, the probability that in the number of the first 
l + 1 of its terms will contain two identical ones will exceed 
1/2 for λ≈0,69, then l should not be less than 

qqq 18,14,12  . 

If ji zz   then kqxxqxx jiji  mod0 for some        
k ∈Z.  
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If ji xx  , that is having high probability, then the required 

divisor q of the number n will be found as GCD  ji xxn , . 

In the view of the fact that 4/1nq  , then with probability 
greater than 0,5 the divisor n can be found for 1,18 n1/4 

iterations. 
As we see, the Pollard’s ρ–method is a probabilistic 

method that allows us to find the nontrivial divisor q of 
the number n for )()( 4/12/1 nOqO  iterations. The 
complexity of nontrivial divisor finding in this method 
depends only on the size of this divisor, and not on the 
size of the number n. In this connection, the Pollard’s ρ–
method is used in those cases when other factorization 
methods, which depend on the size of n, are ineffective. 

In other cases, the sequence {yn} will be looped (i.e. at 
the certain step t appears 0xxt  , then the sequence 
repeats), then we need to replace the current element 0x
or the polynomial F(x) by some other element [4], [7]. 

 

Software implementation and analysis of the algorithm 
 

Let us represent this algorithm in the form of a scheme, 
and calculate its structural complexity. The usual original 
Pollard’s algorithm is shown in Figure2. 

 

 
Fig. 2. Original Pollard’s algorithm. 

III. RESULTS AND DISCUSSIONS 
 

For quick finding the GCD, it makes sense to take 
advantage of Euclid's binary algorithm. Its preference over 
the usual algorithm consists in using of bitwise shifts, 
which, according to various estimations, have advantage in 
operation speed up to 30%. Therefore, it is expected that at 
using the binary Euclid’s algorithm, we will get 
factorization of numbers on 30% faster than it would be 
obtained at application the usual standard algorithm.  

Modification of ρ–method of Pollard’s algorithm. The 
modification of algorithm is based on recursive method for 
calculating of the number factorization. Such modified 
algorithm works on 27% faster than usual original Pollard’s 
algorithm based on iterations.  

For qualitative analysis and comparison of two 
algorithms, we will consider their flowcharts (algorithm 
schemes) presented in Figures 3 and 4. 

 
Fig. 3. Usual standard Pollard’s iterative algorithm. 

 

 
 

Fig. 4.  Modified Pollard’s recursive algorithm. 
 

Table I demonstrates the program code of these two algorithms. 
TABLE I.    THE PROGRAM CODE OF TWO ALGORITHMS 

Iterative  
Pollard’s algorithm 

Modified recursive  
Pollard’s algorithm 

Softwarecode 
intPollard3(intn,intx1) 
{srand(time(NULL)); 
 int y = 1; inti = 0;  
               int stage=2; 
while (gcd_bynary(n,      
                       abs(x1-y))==1) 
   { 
  if (i == stage) 
    {y = x1; 
 stage = stage * 2;} 
 x1 = (x1*x1 + 1) % n; 
  i = i + 1;} 
Return gcd_bynary  
                      (n, abs(x1 - y));} 

int Pollard2(intn, intx, inty, intstage, 
inti) 
{if (gcd_bynary(n, abs(x - y)) == 1) 
   { 
 if (i == stage) 
   { 
return Pollard2(n,(x*x+1)% n, x, 
stage*2, i+1); 
    } 
return Pollard2(n,(x*x+1)%n, y, 
stage, i+1); 
   } 
 Else Return gcd_bynary(n, abs(x 
- y)); 
} 

 

Now let us evaluate the structural complexity of the 
software using three criteria to ensure the advantage of the 
developed method before the standard implementation. 
Criterion 1: according to this criterion, the graph of control 
flow by program must be checked for the smallest set of routes 
passing through each branch operator along each arc [2]. 

Passage for each route occurs no more than once, 
because repeated checking of arcs is considered as excessive 
(redundant).  
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During the check, it is ensured that all control transmissions 
are executed among the program operators and each operator, 
at least once. It should be noted that there are algorithms that 
allow improving the process of the minimum set of routes 
obtaining by this criterion [5], [10]. Table II demonstrates the 
graphs and program codes of these two algorithms. 

 

TABLE II.   COMPARISON OF ITERATIVE AND RECURSIVE POLLARD’S ALGORITHMS 

Created by authors Pollard’s recursive algorithm 

 

int Pollard2(intn, intx, inty, intstage, inti) //0{ 
if (gcd_bynary(n, abs(x - y)) == 1) //1{ 
if (i == stage) //2{ 
return Pollard2(n,(x*x+1)% n, x, stage*2, i+1); } 
return Pollard2(n,(x*x+1)%n, y, stage, i+1); } 
Else Return gcd_bynary(n, abs(x - y))}; //3 

Usual standard iterative Pollard’s algorithm 

 

int Pollard3(intn,intx1) //0 { 
srand(time(NULL)); 
intx1 = rand() % n - 2 + 1; //1 
 int y = 1; //2 
 inti = 0; //3 
 int stage=2; //4 
 while(gcd_bynary(n, abs(x1-y))==1) //5{ 
 if (i == stage) //6{ 
       y = x1; //7 
  stage = stage * 2; //8} 
  x1 = (x1*x1 + 1) % n; //9 
  i = i + 1; //10} 
Return gcd_bynary(n,  
    abs(x1 -y)); //11} 

 
Estimation of algorithmic complexity 
 

We will define minimal set of routes passing through any 
branching operator and for each arc, as presented in the Table III. 

TABLE III.    DETERMINING THE MINIMAL SET OF ROUTES 

int Pollard3 (int n, int x1) 
int Pollard2(int n, int x, int 

y, int stage, int i) 
m1: 0-1-2-3-4-5-11; p1 = 1 
m2: 0-1-2-3-4-5-6-7-8-9-10-5;   
       p2 = 3 
m3: 0-1-2-3-4-5-6-9-10-5;  
       p3 = 3 

m1: 0-1-3; p1 = 1; 
m2: 0-1-2-0-1-3; p2 =2; 

 

 

In accordance with the first criterion of algorithmic 
complexity estimation, the required number of routes for the 
standard realization of ρ–method Pollard is equal to 3, and 
for the developed by authors algorithm, is equal 2.  

The complexity level determines the number of branching 
vertices in the graphs: 

i)int  stage,int  y,int  int x, n,int  ( Pollard2int  - 321211  ppS ; 

int x1) n,(int  Pollard3int  - 73313212  pppS . 
Criterion2: this criterion is based on an analysis of the 

baseline routes in the program that are generated and 
estimated on the base of cyclomatic number, determined 
with assistance of the graph of program control flow. For 
each linearly independent cycle and acyclic section of the 
program, we define the number of checks [5]. 

The number of checks is determined by the cyclomatic 
number of the graph, which is defined by the following 
relationship [10]: 

i)int  stage,int  y,int  int x, n,int  Pollard2(int  -  2111  BnZ ; 
int x1) n,int  Pollard3(int  -  2121  BnZ . 

where nВ is the number of branching vertices. Next, it is 
necessary to select the routes on the specified preset graph. 
The results are demonstrated in the Table IV. 

TABLE IV. CALCULATION OF ROUTES ON GIVEN GRAPHS 

퐢퐧퐭퐏퐨퐥퐥퐚퐫퐝ퟑ 
(퐢퐧퐭퐧, 퐢퐧퐭퐱ퟏ) 

퐢퐧퐭퐏퐨퐥퐥퐚퐫퐝ퟐ 
(퐢퐧퐭	퐧, 퐢퐧퐭	퐱, 퐢퐧퐭	퐲, 퐢퐧퐭	퐬퐭퐚퐠퐞, 퐢퐧퐭	퐢) 

                                         Acyclic 
m1: 0-1-2-3-4-5-11; p1=1; m1: 0-1-3; p1 = 1; 
                                          Cyclic 
m2: 5-6-7-8-9-10; p2=2; m2: 1-2; p2=2. 

 

 

The testing of the program on the specified routes will 
allow checking all the branching operators and statements of 
the program. The following relation determines the 
metric of structural complexity: 

int x1) n,int  Pollard3(int  -  2121  BnZ ;
321212  S ; 

i)int  stage,int  y,int  int x, n,int  Pollard2(int  -  2111  BnZ ;
321212  S . 

The next step is the construction of adjacency matrixes, 
with assistance of which the graph analysis is constructed. 
These matrixes contain the information about the structure 
of the program being tested [11]. 

Adjacency matrix is square matrix in corresponding 
cells of which contain units, if there is corresponding arc 
in control flow graph of the program. In another cases, this 
cell does not fill out. Adjacent matrixes of two algorithms 
are shown in Tables V and VI. 

TABLE V.   ADJACENCY MATRIX OF THE ITERATIVE        
                       ALGORITHM		푖푛푡푃표푙푙푎푟푑3(푖푛푡푛, 푖푛푡푥1) 

 

 0 1 2 3 4 5  6 7 8 9 10 11 
0              
1 1             
2  1            
3   1           
4    1          
5     1         
6      1        
7        1      
8         1     
9        1  1    
10           1   
11      1      1  

TABLE VI. ADJACENCY MATRIX OF RECURSIVE ALGORITHM      
         		푖푛푡푃표푙푙푎푟푑2(푖푛푡푛, 푖푛푡푥, 푖푛푡푦, 푖푛푡푠푡푎푔푒, 푖푛푡푖) 

 0 1 2 3 
0   1  
1 1    
2  1   
3  1   

 

After the construction of the adjacency matrixes, the 
reachability matrix is constructed. In the cells of this 
matrix, the units are located at the position 
corresponding to the arc(i, j).With assistance of computer 
tools, such a matrix can be obtained by raising the 
previous adjacency matrix in degree, whose value is equal 
to the number of vertices without the last one in initial 
graph of control flow. 

Using the reachability matrix, it is possible to select 
out the cycles, noting diagonal elements, equal to unity (1), 
and identical rows. The reachability matrixes of two 
algorithms are shown in the Tables VII and VIII. 
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TABLE VII. REACHABILITY MATRIX OF THE ITERATIVE 
                                          ALGORITHM 푖푛푡푃표푙푙푎푟푑3(푖푛푡푛, 푖푛푡푥1) 

 0 1 2 3 4 5 6 7 8 9 10 11 
0             
1 1            
2 1 1           
3 1 1 1          
4 1 1 1 1         
5 1 1 1 1 1 1 1 1 1 1 1  
6 1 1 1 1 1 1 1 1 1 1 1  
7 1 1 1 1 1 1 1 1 1 1 1  
8 1 1 1 1 1 1 1 1 1 1 1  
9 1 1 1 1 1 1 1 1 1 1 1  
10 1 1 1 1 1 1 1 1 1 1 1  
11 1 1 1 1 1 1 1 1 1 1 1  

 

TABLE VIII.  REACHABILITY MATRIX OF RECURSIVE ALGORITHM 
												푖푛푡푃표푙푙푎푟푑2(푖푛푡푛, 푖푛푡푥, 푖푛푡푦, 푖푛푡푠푡푎푔푒, 푖푛푡푖) 

 0 1 2 3 
0 1 1 1  
1 1 1 1  
2 1 1 1  
3 1 1 1  

 

Criterion 3: with assistance of this criterion, a 
complete composition of basic structures of the program 
control flow graph is formed, and each cyclic and acyclic 
route of the initial program graph, achievable from all 
these routes, is analyzed. According to this criterion, all 
really possible control routes were identified [5]. Their 
calculation is presented in the Table IX. 

 

TABLE IX 
CALCULATION OF ALL POSSIBLE CONTROL ROUTES 

1

  int Pollard3
 (int n, int x )

               int Pollard2 
(int n, int x, int y, int stage, int i)

 

m1: 0-1-2-3-4-5-6-7-8-9-10-5-11;  
      p1 = 3; 
m2: 0-1-2-3-4-5-6-9-10-5-11;      
      p2 = 3; 
m3: 0-1-2-3-4-5-6-7-8-9-10-5- 
       6-9-10-5-11; p3 = 5; 
m4: 0-1-2-3-4-5-6-9-10-5-6-7- 
       8-9-10-5-11; p4 = 5. 

m1: 0-1-2-0-1-3; p=2; 
m2: 0-1-3; p=1. 

 

The estimation of the structural complexity of the 
program for the corresponding algorithm has the following 
form: 

1in t P o llard3  (in t n , in t x ) : 16553343213  ppppS ; 

i)int  stage,int  y,int  int x, n,(int  Pollard2int : 321213  ppS . 
Conclusion on evaluation of structural complexity 

푖푛푡푃표푙푙푎푟푑3(푖푛푡푛, 푖푛푡푥1): based on the obtained results of 
calculating the metrics of the function by the three criteria for 
selecting routes, we can conclude that the usual standard 
function of the Pollard ρ–method has the higher algorithmic 
complexity than the one developed by authors, and the 
number of conditional operators in the standard function will 
require at least two or three testing versions of the initial 
original data. 

The same conclusion on evaluation or estimation of structural 
complexity  푖푛푡푃표푙푙푎푟푑2(푖푛푡푛, 푖푛푡푥, 푖푛푡푦, 푖푛푡푠푡푎푔푒, 푖푛푡푖) ): 
based on the obtained results of calculation of the function 
metrics by the three criteria for route allocation, we can 
conclude that the developed function has the lower 
algorithmic complexity compared to the previous one, 

because one conditional operator is used and for which it 
suffices to check from one to two test variants of the initial 
original data [12]. 

TABLE X. THE RESULT OF THE ALGORITHMS OPERATION  
OF ON DIFFERENT PROCESSORS 

Type of 
processor 

Numbers Average 
CPU 

efficienc
y 

Total 
average 

efficiency 11 22 456789
1 4567884 

Intel® 
Core(TM)30% 
i5–4200U 
CPU 
2.3GHz 

18
32

 / 2
59

7 (
30

  %
) 

91
1 

/ 1
23

5 
(2

6 
 %

)  
 

20098 / 
22743 
(12 %) 

 

 
 

827 / 
1177 
(30 %) 

 
 

27 % 

 
 
 
 
 
 
 

27,6 % 

Intel® 
Core(TM) 
i3–2330M  
2.20 GHz 

28
45

 / 4
96

0 
(4

3 
%

) 

34
29

 / 6
64

1 
(4

9 
%

)  
 

27443 / 
44848 
(39 %) 

 
 

4090/ 
8468 
(52 %) 

 
 
 

45,75 % 

AMD  
Phenom 
(tm) II  
Quad–Core  
Processor  
1.80 GHz 14

32
09

 / 3
48

5 (
8 %

) 

30
57

 / 3
54

5 (
14

 %
)  

 
11242 / 
11735 
(5 %) 

 
 

3057 / 
3545 

(14 %) 

 
 

10,25 % 

 

Metrics of McCabe. This metric allows estimating the 
structural complexity of software tools built on the foundation 
of analysis of the flow of control from one operator to another 
one.  

This will help to take into account the logic of constructing 
the program when evaluating of its complexity [12], [13]. 

In accordance with the control graph, the number of 
arcs is m; the number of vertices is n. Then the 
cyclomatic McCabe number is: 
푖푛푡푃표푙푙푎푟푑3(푖푛푡푛, 푖푛푡푥1): 3212132  nmZ ; 
푖푛푡푃표푙푙푎푟푑2(푖푛푡푛, 푖푛푡푥, 푖푛푡푦, 푖푛푡푠푡푎푔푒, 푖푛푡푖):             
                                      22442  nmZ . 

Testing. After the algorithm implementation, the 
independent testing was carried out on three (3) various 
computers with different processor’s frequencies [11].  

The results of testing are demonstrated in the Table X. 
Table 10 shows the execution time of the high–frequency 

counter functions. The numerator of the table cells shows the 
received data on the modified by the authors recursive method. 
In the denominator, there are the received data by the usual 
standard iteration Pollard’s method. The calculated percentage 
under the counter demonstrates the efficiency of the first 
method in comparison with the second [14], [15]. 

IV. CONCLUSION 

The aim of the research was improving of standard 
classical algorithm of Pollard’s factorization ρ–
method. Its modification, optimization and 
modernization significantly increases the performance 
of the standard algorithm. The peculiarity of the 
author's development, in comparison with classical 
standard algorithm, is the rapid finding of the greatest 
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common divisor GCD using Euclid's binary algorithm. 
Its advantage over the classical algorithm of Pollard’s 
factorization ρ–method is using of bitwise shifts, 
which have advantage in speed up to 30%. Therefore, 
when using the binary Euclid algorithm, the 
factorization of numbers is 30% faster than in 
conventional classical algorithm. 

The authors developed modification of algorithm based 
on the recursive method of number factorization counting, 
works on 27% faster than classical Pollard algorithm using 
iterations. Improved version of algorithm was tested by 
three–reliability criteria software, including McCabe 
metrics [13], and shown significant improvement in 
results. 

Proceeding from this, developed by the authors and 
implemented through recursion the algorithm of ρ–
method factorization by Pollard is more reliable and 
faster than the implementation of the usual standard 
iterative algorithm, which has been experimentally 
confirmed in practice by the method of computational 
experiment. 

 The application of this modified factorization 
algorithm in the RSA type of ciphers will allow to 
complicate the cryptographic analysis, which can be 
based on analysis of calculation of operation time in 
OpenSSL protocol, as well as cybernetic attacks based on 
the analysis of electric power expenditures [14], [15]. 

Using this modernized by authors algorithm of 
Pollard’s ρ–method factorization will allow to protect the 
data from some kinds of cybernetic attacks, which 
promotes and contributes to the problem of information 
protection on the enterprises and institution of various 
levels, including strategic purpose. 
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Softwarecode 
 
 
 

int Pollard2(intn, intx, 
inty, intstage, inti) 
{if (gcd_bynary(n, 
abs(x - y)) == 1) 

   { 
 if (i == stage) 

   { 
return 

Pollard2(n,(x*x+1)% n, 
x, stage*2, i+1); 

    } 
return 

Pollard2(n,(x*x+1)%n, 
y, stage, i+1); 

   } 
 Else Return 

gcd_bynary(n, abs(x - 
y)); 
} 
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Abstract—New approach to deriving low power test 
sequences that detects robust testable PDFs in logical circuits is 
suggested. Decreasing power consumption is provided by 
decreasing the number of switches during testing and cutting 
the sequence length. The approach is based on finding all test 
pairs consisting of neighbor Boolean vectors for a circuit path. 
The test pairs are compactly represented by the proper 
ROBDD. Each pair of neighbor Boolean vectors generates 
three neighbor Boolean vectors that detect robust testable PDF 
for both rising and falling transitions. Current approaches are 
oriented to finding if only one test pair for rising (falling) 
transition of a circuit path. Applying all test pairs and using 
intersections of ROBDDs representing these pairs we provide 
addition facilities to cut power consumption of the test 
sequences and their lengths. Different algorithms of deriving 
the test sequences are suggested. Experimental results 
demonstrate high quality of the test sequences.  

Keywords—combinational and sequential circuits, reduced 
ordered binary decision diagrams (ROBDDs), robust testable 
path delay faults (robust testable PDFs) 

I. INTRODUCTION 

Power consumption of logical circuits may be essentially 
increased during logical circuit testing in the frame of scan 
techniques as compared with conventional circuit 
functioning. It is necessary to decrease it. Here we consider 
testing of robust testable Path Delay Faults (PDFs). It is 
known that such testing allows identifying the fault path and, 
if possible, removing its delay in order to increase circuit 
performance. We study facility of decreasing of power 
consumption taking into consideration circuit switching 
activity and cutting the sequence length. Our approach is 
oriented to Hamming distance reduction between neighbor 
test patterns. The approach may be applied in the frame of 
Random Access Scan (RAS) techniques. We suggest finding 
all test pairs consisting of neighbor Boolean vectors for each 
path from the given set. The test pairs (v1, v2) are compactly 
represented by the proper ROBDD. Current approaches [1-6] 
are oriented to finding if only one test pair for rising (falling) 
transition of a circuit path. Applying all test pairs of neighbor 
Boolean vectors and using intersection of ROBDDs 
representing test pairs of different paths we provide addition 
facilities of cutting power consumption of test sequences and 
decreasing their lengths. 

In [7] the method of deriving all test pairs of neighbor 
Boolean vectors detecting robust testable PDFs for a circuit 
path based on operations on ROBDDs is suggested. The 
operations are executed on ROBDDs derived from fragments 
of a combinational circuit (the combinational part of a 
sequential circuit). It allows compact representing all test 

pairs that detect robust testable PDFs of the path by the 
proper ROBDD Rrob. Each test pair presented by ROBDD 
Rrob originates three Boolean vectors: either (v1, v2 v1) or (v2, 
v1, v2) that detect robust testable PDFs both for rising and 
falling transitions of the corresponding path [7]. 

In section II the problem statement is discussed, in 
section III facilities of ROBDD Rrob intersections for 
different paths of a circuit are considered, in section IV the 
algorithms of extracting a cube from ROBDD as much as 
possible close to the given cube is described, in Section V 
algorithms of deriving test squences are presented and 
experimental results are discussed. 

II. PROBLEM STATEMENT 

We have a set of ROBDDs: Rrob1,…, RrobL, corresponding 
to L paths of circuit С. In each ROBDD the variable 
correlated to the beginning of the path is absent. It is 
necessary to get the sequence of Boolean vectors that detects 
L robust testable PDFs. These vectors depend on n input 
variables of circuit C. We may use intersections of ROBDDs 
of different paths in order to cut the sequence length and get 
the sequence fragments with minimal power 
consumption.The fragments have the length 5 and more. 
Note that transition from one fragment to another, for 
example, from triple v1(i)v2(i)v1(i) of Boolean vectors (the 
shortest i-th fragment) to the next triple 
v1(i+1)v2(i+1)v1(i+1) (the shortest (i+1)- th fragment) of the 
test sequence is connected with changing vector v1(i) for 
vector v1(i+1). Implementing this procedure we try to 
provide as less as possible Hamming distance between these 
two Boolean vectors using algorithm described below. 

III. ROBDD RROB PROPERTIES 

Remind that ROBDDs represent Disjoint Sum of 
Products (DSoP). Each product (cube) of DSoP is generated 
by the path connecting the ROBDD root with its 1 terminal 
node.  

Two ROBDDs are orthogonal if their DSoPs don’t 
intersect. 

Two Boolean vectors are neighbor, if they differ by 
values of only one variable.  

First consider two ROBDDs Rrob1, Rrob2 corresponding to 
the different paths of circuit C that of which beginnings are 
marked by the same input variable xi. Denote these ROBDDs 
as R1(xi), R2(xi).  
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Theorem 1. An intersection of ROBDDs R1(xi), R2(xi) is 
empty:  

R1(xi) & R2(xi) = Ø. 

Proof. Admit opposite: an intersection of ROBDDs 
R1(xi), R2(xi) is nonempty. It means that these ROBDDs 
originate even of a pair of products k1, k2, one from each 
ROBDD, that provide nonempty intersection: k1 & k2 ≠ Ø. 
Remind that k1 (k2) represents the proper set of minimal 
cubes of rank (n-1) that of which contains vectors of test pair 
(v1, v2) for the corresponding path of circuit C. Therefore, an 
intersection even of two cubes of rank (n-1) (one from each 
products k1, k2) is nonempty. Note that the result of their 
intersections can be only bp test pattern [9] but in this case 
their ap test patterns has to coincide. The last is impossible: 
different paths have different ap test patterns. We got a 
contradiction. The theorem is proved.  

Now consider two ROBDDs Rrob1, Rrob2 corresponding to 
the different paths of circuit C that of which beginnings are 
marked by different input variables xi, xj. Denote these 
ROBDDs as R1(xi), R2(xj).  

Theorem 2. An intersection of ROBDDs R1(xi), R2(xj)  
may be nonempty: 

 R1(xi) & R2(xj) ≠ Ø. 

Proof. Let ROBDDs R1(xi), R2(xj) originate a pair of 
products k1, k2, one from each ROBDD, that provides non 
empty intersection: k1 & k2 ≠ Ø. Consider possible results of 
their intersections on variables xi , xj. First, results from a set 
{00, 01, 10, 11} of Boolean vectors on these variables. Take 
one result, for example, vector 11. This vector corresponds to 
Boolean vector β on n variables (in vector β variables xi , xj 

have values 11). Let vector β turns circuit C into 1 (0). Using 
β we derive test pairs for each of considered paths of circuit 
C. If vector β turns circuit C into1, then β is ap test pattern [7] 
(vector v1) for the path, conforming, for example, to variable 
xi. Then for the same path test pattern bp contains vector 01 
on variables xi , xj.. Values of the rest variables of vectors β, 
bp are the same. For simplicity we further represent Boolean 
vectors by only their components corresponding to variables 
xi , xj taking into consideration that the rest values  are the 
same.. The sequence from three vectors v1 v2 v1 (11, 01, 11) 
ends in vector 11 that is also ap test pattern (vector v1) for the 
path conforming to variable xj. Then Boolean vector 10 
represents bp test pattern (vector v2) for the path conforming 
to variable xj. Thus we may form the sequence from 5 
vectors: (11, 01, 11, 10, 11). This sequence first detects 
robust PDF of rising and falling transitions for the path 
corresponding to variable xi and then rising and falling 
transitions for the path corresponding to variable xj. Taking 
into considerations properties of ap ,bp test patterns we 
conclude that if an intersection of  ROBDDs R1(xi), R2(xj) is 
nonempty then there exists only if one sequences of 5 
neighbor Boolean vectors with the same order of detection of 
rising and falling transitions in both paths. Obtained results 
are truth for any vector from a set {11,01,11,10,11}. If an 
intersection of ROBDDs R1(xi), R2(xj) originates vector that 
contains one don’t care on variables xi , xj , in this case we 
have facility to get two Boolean vectors on variables xi , xj 
and, consequently, to get more above mentioned test 
sequences of 5 neighbor Boolean vectors. If an intersection 
of ROBDDs R1(xi), R2(xj) originates vector that contains two 
don’t care on variables xi , xj , in this case we have facility to 
get four Boolean vectors on variables xi , xj and, 

consequently, still more sequences of 5 neighbor Boolean 
vectors. The theorem is proved.  

Let ROBDD R1s(xi), R2t(xj) be correlated with different 
circuit C outputs that is corresponding paths belong to sub-
circuit with outputs s and sub-circuit with output t.  

Theorem 3. An intersection of ROBDDs R1s(xi), R2t(xj)  
may be nonempty:  

R1s(xi) & R2t(xj) ≠ Ø. 

Proof. Let consider that a result of an intersection of two 
cubes, one from each ROBDD from R1s(xi), R2t(xj) contains 
at least one Boolean vector , for example v1 (on n variables), 
that belongs to test pair  (v1, v2) represented by ROBDD 
R1s(xi).This test pair is originated by the cube presented by 
the path from R1s(xi) root till its 1 terminal node. Vector v1 at 
the same time belongs to the cube from  R2t (xj) that is 
originated by the path from the root R2t (xj) till its 1 terminal 
node. This vector is at the same time a test pattern of the test 
pair for the path corresponding to R2t (xj).It means that using 
test fragments originated by vector v1 we determine delays of 
path from sub-circuit with output s and sub-circuit with 
output t. The theorem is proved. 

Corollary 1. An intersection of ROBDDs R1s(xi), R2t(xi)  
may be nonempty:  

R1s(xi) & R2t(xi) ≠ Ø. 

In this case test fragment for two paths is derived by 
matching the same triples. One triple is used for detecting 
delay of the path corresponding to output s, another – to 
output t.  

Corollary 2. If  r  ROBDDs have nonempty intersection 
then there exists if only one test sequence of the length 2r+1 
consisting of neighbor Boolean vectors that detects robust 
testable PDFs for rising and falling transitions of the 
corresponding r paths of circuit C. This sequence is 
characterized by minimal power consumption. 

IV. ALGORITHM OF DROWING A CUBE FROM ROBDD AS 

MUCH AS POSSIBLE CLOSE TO GIVEN CUBE 

This algorithm is oriented to cutting Hamming distance 
between the given cube and a cube drawing from the 
ROBDD and increasing the number of don’t care values in a 
drawing cube.  

Represent the given cube by ROBDD and choose some 
ROBDD from a set Rrob1,…, RrobL. Denote ROBDD 
representing the given cube as R1 and ROBDD from this  set 
as R2. We try to find the proper cube from ROBDD R2.  

Edges of ROBDD marked by the same constant 0(1) call 
edges of the same name, edges marked by the different 
constants 0,1 call edges of the different names.  

Edges running to 0 terminal node we call prohibit ones, 
other edges call permissible ones. 

Edges running to 1 terminal node we call end ones and 
internal nodes from that of which these edge run call as end 
nodes . 

Note that one of edges running from a node of R1 is 
always prohibit one. 

We are moving along paths of ROBDD R2 cutting this 
procedure because of using ROBDD R1. We reach the first 
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internal node of R2 (moving at the same time along the only 
path of R1) that marked by the same variable that internal 
node in R1. Note these nodes as w2, w1, correspondingly. We 
form the products k2, k1 (cubes) represented by these paths 
We correct k2 adding literals of k1 that are absent in k2 and 
marking the number µ of inverse literals in k1, k2. 

Further we continue the similar moving along the path of 
R2 to the next internal node w2 marked by the same variable 
that node of R1 and so on till in one of ROBDDs we reach 
end edge. In this case we come up to1 terminal node in 
another ROBDD. If it is R2 the shortest way is preferable. 
After that we form products k1, k2, correct k2 in above 
mentioned way and store k2 and µ. Next, we return in the 
closest branch point of ROBDD R2. When a traverse of R2 
was over or we exhausted the given resource, we choose the 
products k2 with the lowest µ and among them the product 
with the lowest rank. Denote the result as ∗. It is result of 
the algorithm as a whole. 

Illustrate this procedure by an example. We have circuit 
C (Fig. 1). Its input variables are ordered: e, b, a, c, d. On 
Fig. 2 we see ROBDD representing all neighbor test pairs for  
path e,5,9 and on Fig. 3 – ROBDD representing all neighbor 
test pairs for path a,1,4,6,8,9. We choose the shortest path 
from ROBDD of Fig. 2 and get product . This product 
forms ROBDD R1 (Fig. 4). ROBDD of Fig. 3 is R2. 
Analyzing R2 we try to find product as much as possible 
close to  by Hemming distance. 
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Thus we move in R2 from the root along 1 edge to node 
w2 marked by variable b. Node w1 is also marked by variable 
b. We have: k1 = Ø, k2 = e. The next internal node of R1 is end 
one marked by variable a. Then we move from w2 to 1 
terminal node in R2 forming products: k1 = , k2 = , 
corrected k2 is , µ = 1. Choose the closest branch point. 
In this case, it is root. Now we are moving along 0 edge and 
reach another node w2 marked by b.  We get k1 = Ø, k2 = ̅. 
The next internal node of R1 is end one marked by variable a. 
Then we move from w2 along 0 edge to 1 terminal node of R2 

forming products: k1 =	 , k2 = ̅ , corrected k2 is ̅ , 
µ = 1. Choose the closest branch point in R2: it is the node w2 

marked by b.  The next internal node of w1 in R1 is end one. 
Then we move from w2 along 1 edge to 1 terminal node of R2 

and form products: k1 = , k2 = ̅ ̅, corrected k2 is ̅ ̅, 
µ = 0. We got the best Hamming distance and stop 
traversing, k1 & k2 = ̅ ̅ (the corresponding cube is 010-0). 
Consider Boolean vector 01000 from this cube. It turns 
circuit C into 0, consequently, this vector is bp test pattern for 
both paths of circuit C. Note that ap test pattern for path e,5,9 
is Boolean vector 11000 and ap test pattern for path 
a,1,4,6,8,9 is Boolean vector 01100. As a result, we have test 
sequence of neighbor Boolean vectors: 

01000 
11000 
01000 
01100 
01000 

that detects robust testable PDFs of both rising and 
falling transitions. In our case first falling then rising 
transitions for both paths. 

V. GENERAL PRINCIPLES OF DERIVING TEST SEQUENCES AND 

EXPERIMENTAL RESULTS 

We have a set of ROBDDs. It is possible different 
strategies of intersections of ROBDDs. As a result the given 
set of ROBDDs is separated into sub-sets. If a sub-set 
contains two or more ROBDDs, it means that its ROBDDs 
generate the nonempty intersection.   

Having executed intersections of ROBDDs for each sub-
set we get also ROBDDs. From each of them it is necessary 
to choose the cube that originates the fragment of test 
sequence. It is necessary to choose the next fragment as 
much as possible closer by Hamming distance to previous 
one.  

For circuits from ISCAS’89 we chose at least 10 of the 
longest path for each circuit output. In table I the information 
about the considered circuits is given. In the second column 
the circuit names are marked. In the third, fourth and fifth 
columns the numbers of inputs (in), outputs (out) and gates 
(gates) of the circuit are given. In the fifth and sixth columns 
the numbers of total selected (pt) and robust testable (pr) 
paths of the circuit are represented. The seventh column 
shows the ratio (r) of robust testable paths to selected paths 
(in percentage). 

TABLE I.  INFORMATION ABOUT THE CONSIDERED BENCHMARKS 

No. Benchmark in Out gates pt pr r 

1 s298 17 20 119 146 95 65% 

2 s344 24 26 160 159 111 70% 

3 s400 24 27 162 258 213 83% 

4 s444 24 27 181 237 142 60% 

5 s641 54 42 379 309 137 44% 

6 s820 23 24 289 232 230 99% 

7 s953 45 52 395 338 313 93% 

8 s1196 32 32 529 334 162 49% 

9 s1488 14 25 653 312 291 93% 

10 s1494 14 25 647 336 306 91% 

Three algorithms were developed. Each of them contains 
two the same procedures. 

 1. The cube for the next fragment is found with using 
algorithm described in  section IV. This algorithm is reduced 
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to choosing the cube by traversing paths along the ROBDD 
corresponding to the fragment considered. 

 2. The cube sequence corresponding to the shortest 
fragments (triples) is changed by the sequence of Boolean 
vectors. These vectors are derived by the way being oriented 
to cut Hamming distance between them [8].  

Thus, the differences of the algorithms presented below 
consist in only the way of intersection of ROBDDs 
representing test pairs for robust testable path delay faults. 

Table II contains control data – results for algorithm 
without any ROBDDs intersection. 

TABLE II.  EXPERIMENTAL RESULTS FOR ALGORITHM WITHOUT 
INTERSECTIONS 

No. 
Length of the 
test sequence 

Total 
number of 
switches 

Percentage of 
one-switches 

Peak 
switches 

1 273 331 70% 6 

2 312 360 74% 3 

3 612 755 69% 6 

4 401 471 74% 5 

5 350 358 91% 3 

6 597 779 64% 6 

7 896 1309 51% 7 

8 467 652 56% 6 

9 823 1146 56% 6 

10 877 1242 55% 8 

Table III contains results for the algorithm that is based 
on the pairwise intersection of ROBDDs. If two graphs 
considered don’t have an intersection, the search is 
performed until the intersection is found, or until all the 
graphs are examined. In this algorithm the graphs are 
intersected only inside of each one output sub-circuit. Then 
the resulting test sequence fragments are combined into one. 
This algorithm allows reducing the length of the test 
sequence by 7% approcimately and the total number of 
switches by 10% approcimately while slightly increasing the 
peak values of the switches. 

TABLE III.  EXPERIMENTAL RESULTS FOR ALGORITHM WITH 
PAIRWISE INTERSECTIONS 

No. 
Length of the 
test sequence 

Total count 
of switches 

Percentage of 
one-switches 

Peak 
switches 

1 252 290 77% 3 

2 289 326 78% 3 

3 568 679 75% 7 

4 364 427 76% 5 

5 344 362 85% 3 

6 579 733 70% 7 

7 815 1110 61% 9 

8 442 589 63% 7 

9 798 1057 64% 7 

10 843 1141 62% 6 

In the algorithm, the data of which is presented in 
Table IV, intersections are executed first of all with the 
graphs for the same subcircuit (the same output but different 

inputs). The intersection of the graphs are continued as long 
as possible with graphs of other subcircuits. 

TABLE IV.  EXPERIMENTAL RESULTS FOR ALGORITHM WITH 
INTERSECTIONS OF ROBDDS OF PATHS WITH DIFFERENT INPUTS 

No.
Length of 

the test 
sequence 

Total 
number of 
switches 

Percentage 
of one-

switches 

Peak 
switches

Highest 
rank of 

intersection

1 241 277 79% 5 6 

2 274 335 71% 4 9 

3 539 642 75% 5 6 

4 353 415 75% 5 7 

5 328 357 84% 4 11 

6 579 715 70% 6 9 

7 778 1032 64% 7 9 

8 436 605 60% 7 6 

9 804 1088 60% 6 7 

10 846 1140 61% 7 6 

The experimental results show that the last proposed 
algorithm has the highest potential. On the one hand, it 
provides the best performance in reducing the length (10% 
approcimately) and the total number of switches (10-15%), 
while the computational complexity for its implementation is 
rather low (O(n), where n is the number of selected paths) 
compared to previous algorithm also based on ROBDD 
intersections (Table III). 

CONCLUSION 

The method essentially decreasing power consumption 
during testing of robust testable PDFs is developed.This 
result is based on using of ROBDDs Rrob properties and their 
intersections.This method gives additional resources to 
improve results of  RAS technology application. 
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Abstract— In the framework of this article, general 
information on the block cipher TEA was reviewed, including 
the history of its creation, advantages and disadvantages, as 
well as details of the process of encryption and decryption. 
Three main vulnerabilities of the cipher are described: 
differential cryptanalysis, the presence of equivalent keys, and in 
most detail – the "related–key" attack. Next, we consider the 
algorithm for generating the DES round keys and its 
modification, which makes it possible to integrate this 
algorithm into the TEA.  

Keywords: cryptoalgorithm, block cipher, keys of 
ciphering, cryptoanalysis, programming language, Python. 

I. INTRODUCTION 
The problem of information protecting by transforming 

it, excluding its reading by an unauthorized person, 
worried the human mind from a long time ago.  

Why the problem of using cryptographic methods in 
information systems has become particularly relevant at the 
moment? Everything is simple – this is due to the fact that 
information technology every day more and more pervades all 
sides of our lives, due to which we are forced to store 
information of different levels of confidentiality and exchange 
it.  

Therefore, there is an urgent need to ensure the security of 
transmitted and stored data. It is for this purpose that various 
types of information encryption are widely used in these 
systems. Encryption is a reversible transformation of 
information for the purpose of hiding from unauthorized 
persons, while at the same time providing authorized users with 
full access to it. Currently, there are a huge number of 
algorithms that encrypt information to prevent its falling into 
the hands of those who do not have the right to access it. 
Among these ciphers is a large layer of algorithms based on 
Feistel networks. 

The Feistel network is one of the methods for building 
block ciphers, consisting of cells called Feistel cells. The 
input of each cell receives data and a key. At the output of 
each cell, the modified data and the modified key are 
received. All cells are the same type and say that the 
network is a certain repetitive structure. The key is selected 

depending on the encryption / decryption algorithm and 
changes when you move from one cell to another.  

During encryption and decryption, the same operations are 
performed, only the order of the keys differs. In view of the 
simplicity of operations, the Feistel network can be easily 
implemented both programmatically and in hardware. 

One of these ciphers is the block cipher TEA, which is 
one of the simplest in its family. 

II. FORMULATION OF THE PROBLEM 

The purpose is to develop a modification of the block 
cipher TEA, which will be devoid of vulnerability to attacks on 
"related keys". To achieve this goal, a number of tasks were 
identified: 
• analyze the original algorithm and its existing 
modifications; 
• explore the general principles of attacks on related keys, as 
well as their implementation in relation to the TEA algorithm; 
• modify the algorithm using known principles of 
information systems protection from cyberattacks. 

III. THEORETICAL FOUNDATION  

Tiny Encryption Algorithm (TEA) [1] is block 
encryption algorithm of "Feistel Network" type. This 
algorithm was developed at Cambridge University 
Computer Science Department by David Wheeler and Roger 
Needham. It was first introduced in 1994 at Symposium on 
Fast Encryption Algorithms in the Belgian city of Leuven 
[2]. 

The cipher is not patented, it is widely used in many 
cryptographic applications and a wide range of hardware. 
A considerable level of its demand is due to extremely 
low requirements for memory and ease of 
implementation. The algorithm has both a software 
implementation in different programming languages and 
a hardware implementation on integrated circuits such as 
FPGA. 

The TEA encryption algorithm [3] is based on bit 
operations with a 64–bit block has a 128–bit encryption 
key. For this cipher, the standard number of rounds is 64, 
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which corresponds to 32 cycles, but in order to obtain the 
best encryption or performance increase, the number of 
cycles can vary from 8 (16 rounds) to 64 (128) rounds. As 
an operation of superposition, modulo 232 additions is used 
– this is due to the asymmetry of the Feistel Network. 

Advantages of Cipher. The positive characteristics of the 
TEA block cipher are its ease of implementation, small code 
size and rather high execution speed, as well as the possibility 
of optimizing execution on standard 32–bit processors, since 
the XOR, bit-shift, and addition modulo 232. Since the 
algorithm does not use substitution tables and the round–robin 
function is fairly simple, the algorithm requires at least 16 
cycles (32 rounds) to achieve efficient diffusion, although it is 
full I diffusion is achieved over the 6 cycles (12 rounds) [3]. 
The algorithm has excellent resistance to linear cryptanalysis 
and is quite good to differential. 

Description of the algorithm. The source text is divided into 
blocks of 64 bits each. The 128 – bit K key is divided into four 
32 – bit sub keys K0, K1, K2, and K3. This completes the 
preparatory process, after which each 64 – bit block is 
encrypted for 32 cycles (64 rounds) according to the algorithm 
given [4]. 

Suppose that the right and left sides (Ln, Rn) enter the 
input of the nth round (for 1 ≤ n ≤ 64), then the left and 
right sides (Ln + 1, Rn + 1) at the output of the n–th round, 
which are calculated according to the following rules: 
퐿 = 푅 . 
If n = 2 * i – 1 for 1 ≤ i ≤ 32 (odd rounds), then 
푅 = 퐿 ⊞ ({[푅 ≪ 4] ⊞퐾 }⊕ {푅 ⊞ 푖 ∗ 훿}⊕
															{[푅 ≫ 5] ⊞퐾 }). 
If n = 2 * i for 1 ≤ i ≤ 32 (even rounds), then 
푅 = 퐿 ⊞ ({[푅 ≪ 4] ⊞퐾 }⊕ {푅 ⊞ 푖 ∗ 훿}⊕
																{[푅 ≫ 5] ⊞퐾 }),  
where 푋⊞ 푌 — Addition of numbers X and Y by module 232. 
푋⊕ 푌 — Bitwise exclusive "OR" (XOR) of the numbers X 
and Y, which in the C programming language is denoted by X  ̂
Y. 
푋 ≪ 푌 and 푋 ≫ 푌 – Bitwise bit shift operations X to Y bits       
                          left and right respectively. 

The constant δ was deduced from the Golden section 
훿 = √5 − 1 ∗ 2 = 2654435769 = 9퐸3779퐵9  [5]. 

In order to prevent attacks based on the symmetry of 
rounds, in each round, constant is multiplied by number of the 
cycle i. 

It is also obvious that in the TEA encryption 
algorithm there is no algorithm for scheduling keys as 
such. Instead, in odd rounds, we use K0 and K1 subkeys; 
in even rounds we use K2 and K3. 

Crypto analysis. It is assumed that this algorithm 
provides a security comparable to the IDEA encryption 
algorithm, since it uses the same idea of using operations 
from orthogonal algebraic groups [6]. This approach 
perfectly protects against the methods of linear 
cryptanalysis. 

IV. ATTACKS ON RELATED KEYS 

The algorithm is most vulnerable to "attacks on related 
keys", due to a simple key schedule (including the lack 
of an algorithm for scheduling keys as such).  

What are these attacks on related keys? 
A key – based attack is a type of cryptographic attack 

in which a cryptanalyst can observe the operation of an 
encryption or decryption algorithm that uses several 

secret keys. This attack is not a simple search for all 
possible key values. Initially, the cryptanalyst does not 
know anything about the exact meaning of the keys, but it 
is assumed that the attacker knows some mathematical 
relation connecting the keys to each other. For example, 
the relationship can be simply a value of XOR with a 
known constant or a more complex functional 
relationship. In real life, such dependencies can occur 
when there is a failure in the hardware or poorly designed 
security protocols. 

Differential cryptanalysis. TEA is quite resistant to 
differential cryptanalysis. Attacking 10 rounds of TEA 
requires 252.5 selected open texts and has a time complexity of 
284 [7]. 

The best result is a cryptanalysis of 17 rounds of TEA [8]. 
This attack requires only 1920 selected open texts, but 
has a temporary complexity 2123.37. 

Equivalent keys. Another weakness of the TEA 
algorithm is the presence of equivalent keys. It was 
found that each key has three equivalent [9] sub keys.  

This means that effective key length is only 126 bits 
instead of 128 designed by the developers. For this reason, 
TEA should not be used as a hash function, as reflected in 
Andrew Huang's "Hacking the Xbox: an introduction to 
reverse engineering" book by hacking the Microsoft Xbox 
game console. 

TABLE I.  EQUIVALENT KEYS 

K0 K1 K2 K3 
K0 K1 K2 +80000000h K3+80000000h 

K0+80000000h K1 +80000000h K2 K3 
K0 +80000000h K1+80000000h K2+80000000h K3+80000000h 

 
 

Since the TEM is a block cipher algorithm, in which 
the block length is 64–bits, and the data length can be not a 
multiple of 64–bits, the values of all bytes complementing 
the block to a multiplicity of 64 bits are set to 0 x 01. 

Consideration of the selected vulnerability. There are 
several known attacks on TEA, which exploit the 
vulnerability of related keys. To understand the essence 
of this vulnerability, consider the simplest attack [10]. 

Let there be a key K = (K0, K1, K2, K3). Change the 
keys K2 and K3 bits at position 30 (following, after the 
most significant bits). With a probability of approximately 
0.5, the output of even Feistel network rounds that use the 
changed keys will match the output on the original keys. 
This fact already gives a two-round cyclic differential 
characteristic with a probability of 0.5, and accordingly a 
60-round characteristic with a probability of 2-30.  

Thus, for hacking a 64–round TEA algorithm, one pair 
of "matched" keys and 234 plaintexts are enough. The 
possibility of such an attack is due to the fact, that the TEA 
algorithm does not involve any development of round 
keys, but simply uses 4 sub keys throughout all rounds. 

V. PRODUCED MODIFICATIONS 

The obvious solution to the problem described above is to 
add an algorithm for generating round keys. Keys should not be 
created identically, linearly. In the ideal case, each bit of the key 
should affect all rounds and each round in different ways [11]. 

In general, the requirements for good round – key 
generation algorithms strongly overlap with 
requirements for cryptographic hash functions. 
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First, the stages (iteration) of the algorithm must be 
difficult to invertible. That is, having a key of any one 
round, it should be difficult to get information about the 
bits of the key of any other round. 

Secondly, in order to avoid the formation of identical 
keys for different rounds, the key generation algorithm 
must be protected from collisions. 

Finally, it is not possible to produce controlled 
changes to the created rounds. It was controlled changes 
in the keys that allowed us to obtain a differential 
characteristic in the attack described earlier. 

Also, in the keys there should be no so-called "dead 
zones". Each bit of the key should almost equally affect 
the transformations produced by the whole key. In other 
words, there should not be any bits in the round key that 
do not actually participate in the encryption process. 

It is well known, that DES's algorithm has a good 
schedule of keys [12]. Although the set of round keys is 
the result of simple linear transformations, these keys are 
fairly reliable and resistant to attacks on related keys. 
Provided, of course that the encryption key does not 
choose one of the known weak or partially weak keys [13]. 

This combination of simplicity and reliability is 
exactly what the TEA cipher possesses in general, and 
what is so lacking in its round keys. It is because of these 
qualities that it was decided to modify the original TEA 
by adding an adapted version of the algorithm for 
generating round keys used in DES. The original DES 
key encryption algorithm includes several steps (Figure 
1): 

1. An input key of 56 bits (7 bytes) is input. It is 
complemented by the check bits at positions 8, 16, 24, 32, 
40, 48, 56, 64 so that each byte has an odd number of units. 

 

 
 

Fig. 1. Function of expanding the source key with parity bits. 
 
2. An initial permutation is applied to extended key 

(length 64), given by a table of 56 elements, so that in the 
sequence that passed the permutation, the bit whose number 
corresponds to the cell number of the table is in the initial 
(extended) key a bit with the number specified in the current 
cell (Figure 2). 

 
 

 
 

Fig. 2. Initial permutation. 
 

As you can see, in addition to mixing bits, during the 
permutation, the key length also decreases. This 
permutation discards the verification bits mentioned in:  

1. This table is known in advance and is used by 
the cipher regardless of the key or plain text. 

2. Further, within 16 cycles, directly round keys are 
developed. At each iteration, the key is represented as two 

blocks of 28 bits each. Each of the blocks is cyclically 
shifted to the right by 1 or 2 bits according to the shift table. 

3. Next, the combined blocks undergo a second 
permutation, during which 56 bits are selected 48, which 
constitute the key of the round. Accordingly, 16 keys of 
length 48 are generated during the sixteen iterations (Figure 
3). 

 

 
 

Fig. 3. Second permutation applied at each iteration of key generating. 
From the description of the original algorithm it is clear 

that although it is quite simple, in our case it still needs to be 
modified. The TEA algorithm assumes the use of round 
keys of length 32, rather than 48. In addition, 16 keys are too 
small: we need to be able to create from 16 to 128 keys. To 
satisfy these requirements, the original DES algorithm has 
been improved. But, since it is reliable in the original form, 
it was decided not to change it, but to supplement: 

1. Find a way to increase the length of the round key 
from 48 to 64. This will, in fact, create two keys of 32 bits 
per iteration of the round key algorithm. 

2. Increasing the length of the key to be produced, only 
through the additional 16 bits, make the key variance, which 
would allow creating up to 64 pairs of unique round keys 
(since in one iteration of the algorithm two keys are 
produced at once, in total we get 128 keys we need) [14]. 

The original algorithm of the key schedule describes 8 
check bits that do not participate in encryption in any way 
(Figure 4). 

 

 
 

Fig. 4. The initial stage of the keys generation algorithm. 
 

To expand the size and number of final keys in a 
modified algorithm, it was decided to use them (Figure 5). 
 

 
 

Fig. 5. Implementation of algorithm initial stage for keys generating. 
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At the initial permutation stage, before the key generation 
cycle, an extension block is created. To do this, using a 
spreadsheet that we selected, we obtain a length block of eight 
(8) test bits. Further, this block is divided into two equal sub 
blocks (left and right). Initial transformations of the original 
algorithm remain unchanged at this stage (Figures 6 and 7). 

 

 
 

Fig. 6. Spreading bit expansion table. 

 
 

Fig. 7. Cycle of generation of round keys. 
 

At each i–th iteration of the key generation, both the 
key blocks (as in the original algorithm) and the extension 
blocks, are shifted, according to the shift table. However, 
to exclude the generation of identical keys, the shift table 
itself was increased 4 times. The first 16 shifts remained 
unchanged, and the subsequent segments of 16 shifts are 
obtained by multiplying each element by (i div 16) + 1, 
and then mixing some additional elements and integer 
segments. 

The shift of the key block determines the element i of 
the shift table, and the shift of the expansion block is the 
element (63 – i) (Figures 8 and 9). 

 

 
 

Fig. 8. Implementing the round–robin generation cycle. 
 

 
 

Fig. 9. Extended shift table. 
 

1. The shifted blocks are concatenated in pairs (left and 
right). 
2. Blocks are subjected to a round permutation in the 
same  
      way as in the original algorithm. 
3. Select the boundaries of trimming blocks. For the 

expansion block, the beginning and end of the cropping 
are given by the following formulas: 

퐻 = 푖	푚표푑	16, 퐾 = 퐻 + 32. 
For the key block: 

퐻 = (퐻 + 7)	푚표푑	16;  퐾 = 퐻 + 32, 
where Hp is the beginning of the trimming of the expansion 
block, Kp is the end of the trimming of the expansion 
block, Hk is the start of the trimming of the key block, Kk is 
the end of the trimming of the key block. 
4. Blocks are cut according to the selected boundaries. At  
      this stage, both blocks have a length of 32. 
5. Select the mixing interval: 퐼 = (푖	푑푖푣	32) + 1  (Figure 
10). 
 

 
 

Fig. 10. Block Blending Function. 
 

The key block with the expansion unit is combined 
(and mixed) according to the selected expansion interval.  

The meaning of interval is how the elements of both 
blocks are mixed. For example, if the key block is K = ki, 
extension block is E = ei, then for i: = 1, elements will be 

intermixed as follows:  
{푘 , 푒 ,푘 , 푒 ,… }; 

for  i = 2:                         {푘 , 푘 , 푒 , 푒 ,… }. 
The combined and mixed block has a length of 64. 

After dividing it in half, we get a pair of ready – made 
round keys. 

VI. RESULTS AND CONCLUSIONS 

To measure reliability and efficiency of developed algorithm, 
several simple program tests were developed and used [15]. 

The first test measures the time for full encryption and 
decryption (including the generation of keys) on data of 
different sizes (from 10Kb to 1Mb). The code and test results 
are shown in the following Figures 11 and 12. 
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Fig. 11. Code time test for full encryption and decryption. 
 

 
 

Fig. 12. Output of the full time measurement of encryption and decryption 
 

As you can see on graphs below, with increase in 
amount of data, the running time of the algorithm grows 
linearly. At minimum, this indicates that the modified 
algorithm for time indicators is not inferior to the original 
TEA (Figures 13 and 14). 

 
 

Fig. 13. Graph of changes in the speed of encryption and decryption. 
 

 
 

Fig. 14. Graph of the change in the speed of encryption and decryption, 
depending on the amount of data (from 10Kb to 100Kb). 

 

Further, the key generation algorithm was tested 
separately. As you can see in the following figure, the 
production of 10,000 sets of round keys from the original key 
"the key" in total took 24062 ms. In other words; the 
generation of one set on average takes 2.4 ms (Figures 15 – 

17). 

 
 

Fig. 15. Test of the algorithm for generating round keys. 

 
 

Fig. 16. Testing the algorithm for generating round keys 
 

To check the security of algorithm against attacks related 
to the presence of equivalent keys, the following test was 
used. 

 

 
Fig. 17. Test of the presence of pairs of equivalent keys among all 
                       the round keys from one selection. 

 

Even for the most basic and unsafe encryption keys, 
algorithm generates 128 unique, nonequivalent keys, as shown 
in Figure 18. 

 

 
 

Fig. 18. Test results for the presence of pairs of equivalent keys. 
 

Let us analyze this result. The vulnerability of the original 
TEA is due to the fact that when the older bits of some round 
keys were changed, the encryption result did not change. In 
our algorithm, changing any bit of the source key leads to a 
change in the set of parity bits, which in turn leads to a 
significant change in the entire set of round keys. In other 
words, in its pure form, the old vulnerability can already be 
considered closed. 

Thus, with minimal time and resource losses, we obtained 
a more reliable modification of the TEA algorithm. 
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Abstract—A combinational circuit C is considered. 
Masking of internal node logical faults with using the sub-
circuit that outputs are connected with circuit C internal nodes 
that are fed by fault nodes is suggested. The sub-circuit inputs 
are connected with either circuit C inputs or with internal 
nodes of circuit C that precede the fault nodes. Masking is 
based on applying of incompletely specified Boolean functions 
of internal nodes. Algorithms of deriving incompletely 
specified Boolean function for some internal node v are 
described. One of them gets the incompletely specified function 
that depends on input variables of circuit C, another gets the 
incompletely specified Boolean function that depends on 
internal variables of circuit C that corresponds to internal 
nodes preceding fault nodes. Using these algorithms for several 
fault nodes we obtain the system of incompletely specified 
Boolean functions that is implemented by masking (patch) 
circuit. This approach may be also applied for masking Trojan 
Circuits (TCs). It is supposed that TC output is injected into a 
line of combinational circuit C. Experimental results are given. 
They demonstrate possibilities of essential cutting overhead 
when using patch function in comparison with duplication. 

Keywords—combinational circuits, logical faults, Trojan 
circuits, ternary simulation, Reduced Ordered Binary Decision 
Diagram (ROBDD), incompletely specified Boolean functions 

I. INTRODUCTION 

Masking logical faults of internal nodes of combinational 
circuit C is suggested. These faults may manifest themselves 
either on the last stages of circuit C fabrication or under 
injection of Trojan Circuits (TCs) when TC output is inserted 
in the combinational circuit C line. It is considered that 
masking circuit outputs (patch circuit outputs) are connected 
with circuit C internal nodes that are fed by fault nodes and 
masking circuit inputs are connected with either circuit C 
inputs or with internal nodes of circuit C preceding the fault 
nodes. This assumption corresponds to Engineering Change 
Order (ECO) technologies that are applied for combinational 
circuit correction. The last results in the frame of ECO 
technologies that are close to our investigations are 
represented in [1, 2].  The results in [1, 2] are based on 
finding some implementation of system of incompletely 
specified Boolean functions [3, 4] corresponding to fault 
nodes. For that they use one of SAT systems. The obtained 
implementation then is applied to derive masking (patch) 
circuit. Patch circuit may be obtained with using one of CAD 
tools. Note that fault nodes rather often originate the system 
of poor determined incompletely specified Boolean 
functions. It means that for CAD tools just such systems are 
preferable to derive as much as possible simpler patch 
circuit. That is why our approach is oriented on applying 
system of incompletely specified Boolean functions. Each 
function of this system we represent by two ROBDDs, one 
ROBDD presents on-set another off-set of incompletely 
specified Boolean function. We first studied facilities of 
getting incompletely specified Boolean functions for circuits 

from MCNC system. It seemed that such functions may be 
obtained for circuits having several tens and even about two 
hundreds inputs (comp – 32 inputs, term1 - 34 inputs, C432 - 
36 inputs, too_large - 38 inputs, i3 -135 inputs, pair – 173 
inputs, C5315 – 178 inputs, i4 – 192 inputs). Certainly, we 
cannot obtain incompletely specified Boolean functions for 
nodes of multipliers but for many other circuits it is possible. 
Preliminary experiments on circuits from MCNC show that 
even if we use incompletely specified Boolean functions, we 
may get masking (patch) circuit that complexity is close to 
duplication of sub-circuit that of which outputs are fault 
nodes.  The closer fault nodes to inputs of circuit C the more 
probable such situation. It means that it is necessary to 
compare obtained patch circuits with duplication.  

In section II the problem statement is given. In section III 
the algorithm of getting incompletely specified Boolean 
function of internal node v depending on input variables of 
combinational circuit C is described. In section IV mapping 
above mentioned incompletely specified Boolean function on 
internal variables of circuit C is described. In Section V a 
way of deriving patch circuit from system of incompletely 
specified Boolean functions is suggested. Experimental 
results are given in Section VI. 

II. PROBLEM STATEMENT 

We have a combinational circuit and a set of logical fault 
nodes. It is necessary to get masking circuit for these faults 
in the frame of Engineering Change Ordering (ECO) 
technologies. We derive masking circuit connected either 
with input variables of circuit C or circuit C internal 
variables corresponding to its internal nodes preceding the 
fault nodes. In both cases outputs of masking circuits are 
connected with nodes that are fed by the fault internal nodes. 
We try to get masking circuit as simple as possible using 
incompletely specified Boolean functions for fault nodes.  
Actually, incompletely specified Boolean function for fault 
node provides the best resurses for getting the simplest 
masking (patch) circuit with using  any concrete CAD tool. 
When we want to derive masking (patch) circuit that inputs 
are connected with the internal nodes preceding the fault 
nodes, we have to map incompletely specified function of 
node v depeneing on input variables of circuit C into the 
internal variables corresponding to these internal nodes. Note 
that Boolean simulation for mapping is impossible for 
circuits with several tens and more inputs. In this paper we 
suggest  to get the incompletely specified Boolean functions 
on internal variables of circuit C using operstions on 
ROBDDs derived from fragments of combinational circuit 
(cobinational part of a sequential circuit) and special ternary 
simulation suggested by us at the beginning of two thousend 
years. As we know this way of mapping is suggested for the 
first time. Facility of this approach are restricted by 
complexity of fragments of a combinational circuit but the 
approach allows executing mapping of incompletely 
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specified Boolean functions (using CUDD) for circuits 
depending on several tens and more variables.      

III. DERIVING INCOMPLETELY SPECIFIED BOOLEAN 

FUNCTIONS DEPENDING ON INPUT VARIABLES OF CIRCUIT C 

Take into consideration that for each internal node v of 
circuit C we may derive incompletely specified Boolean 
function fv. All test patterns for stuck at 0 fault of node v is 
on-set M1(fv) of this function and all test patterns for stuck at 
1 fault of node v is off-set M0(fv) of this function [5]. 

Consider some incompletely specified Boolean function 
f1 and completely specified Boolean function f2, that are 
represented by their on-sets and off-sets depending on the 
same variables: M1(f1), M0(f1); M1(f2), M0(f2).  

Definition.  Function f2 implements function f1, if M1(f2) 
contains M1(f1) and M0(f2) contains M0(f1). 

For each node v of circuit C we may derive completely 
specified Boolean function ( )1 2, , , nx x xϕ   that is 

implemented by the sub-circuit Cv of circuit C. Sub-circuit Cv 
inputs are inputs of circuit C and the sub-circuit Cv output is 
node v. Note that function ( )1 2, , , nx x xϕ   is implementation 

of incompletely specified Boolean function fv. Any 
implementation of fv may be applied as masking sub-circuit 
for fault of node v, but we want to find the better 
implementation if possible. 

For finding incompletely specified Boolean function fv, 
we use Reduced Ordered Binary Decision Diagrams 
(ROBDDs) and operations on them. Remind that these 
operations are characterized by polynomial complexity. 

First we derive ROBDD ( )i
vR C  for sub-circuit i

vC . This 

sub-circuit corresponds to i-th output of circuit C under 
condition that node v is the input of the sub-circuit together 

with variables x1, x2, …, xn. ROBDD ( )i
vR C  represents 

function fi(v, x1, …, xn) while variable v is used as the first 
variable under Shannon decomposition. Further we find 
Boolean difference Dvfi of this function on variable v, 
representing Dvfi by ROBDD. Note that Dvfi presents at the 
same time observability of node v on i-th output of circuit C. 
Actually, this function takes 1 value on Boolean vectors for 
that of which changing the value of variable v alters the value 
of i-th output of circuit C. 

 0 1v v
v i i iD f f f= == ⊕ . (1) 

Here ( )0
10, , ,v

i i nf f x x= =  , ( )1
11, , ,v

i i nf f x x= =  . 

 0 1 0 1v v v v
v i i i i iD f f f f f= = = == ∨ . (2) 

ROBDDs ( )0v
iR f = , ( )1v

iR f = , ( )0v
iR f = , ( )1v

iR f =  

present functions ( )0
10, , ,v

i i nf f x x= =  , 

( )1
11, , ,v

i i nf f x x= =   and their inversions.  

For getting observability function fobs, for circuit C as a 
whole we use the following formula: 

 ( ) ( )0 1 0 1

1 1

v vm m
obs v v v v

v i i i i i
i i

f D f f f f f= = = =

= =
= ∨ = ∨ ∨  (3) 

Here mv is the number of outputs of circuit C connected 
with node v.  

Note as ( )R φ  ROBDD representing the completely 

specified function φ  that is implemented by sub-circuit Cv. 
Then on-set M1(fv) and off-set M0(fv) of incompletely 
specified Boolean function fv corresponding to node v are 
represented by ROBDDs R1(v), R0(v), correspondingly:  

 
( ) ( ) ( ) ( ) ( ) ( ) ( )( )
( ) ( ) ( ) ( ) ( ) ( ) ( )( )

0 1 0 1
1

1

0 1 0 1
0

1

v

v

m
obs v v v v

i i i i
i

m
obs v v v v

i i i i
i

R v R R R R f R f R f R f

R v R R R R f R f R f R f

φ φ

φ φ

= = = =

=

= = = =

=

 = = ∨ ∨  
 = = ∨ ∨  

  

ROBDDs R1(v), R0(v) are compact representations of 
incompletely specified function fv. 

When we have a set of fault nodes V = { v1, …, vq }, it is 
necessary to obtain incompletely specified Boolean function 
for each fault node vi from V, representing it by the 
corresponding ROBDDs R1(vi), R0(vi). 

IV. MAPPING AN INCOMPLETELY SPECIFIED BOOLEAN 

FUNCTION ON INTERNAL VARIABLES OF CIRCUIT C 

We have got the incompletely specified Boolean function 
for node v depending on variables x1, x2, …, xn. We suggest 
to map on-set and off-set of this function on internal 
variables u1, …, um of circuit C. These internal variables at 
the same time are internal variables of sub-circuit Cv. A set 
of variables         
u1, …, um may be chosen in the different way but sub-circuit 
with inputs u1, …, um and output v together with sub-circuits 
with inputs x1, x2, …, xn and outputs u1, …, um comprise sub-
circuit Cv. 

Incompletely specified Boolean function for node v that 
depends on variables u1, …, um is derived. Call this function 
as fv(u1, …, um). It is implemented by fragment Cv(u1, …, um) 
of sub-circuit Cv with output node v and input nodes  
u1, …, um. Note that the number m is not so much (about ten).  

We suggest to apply the special ternary simulation [4] in 
order to find first two sets of ternary vectors on variables  
u1, …, um that contain on-set and off-set of function  
fv(u1, …, um).  

Having got these vectors further we find on-set and off-
set of incompletely specified function fv(u1, …, um) using 
binary simulation on variables u1, …, um and fragment Сv(u1, 
…, um). 

A. Ternary simulation procedure 

Execute ternary simulation for incompletely specified 
Boolean function fv applying its representation by two 
ROBDDs R1(v), R0(v). For that a random approach is used 
[6]. 

 Any product K originates the probability distribution of 
1 value on input variables as follows. As we know, a product 
may be represented by the ternary vector (cube) with 1, 0, - 
(don’t care) values of components. If variable xi appears in 
product K without inversion (with inversion), the 
corresponding element in probability distribution takes 1(0) 
value. The same value takes this variable in ternary 
vector(cube). If variable xi is absent in product K, the 
corresponding element in probability distribution takes ½ 
value. In the ternary vector variable xi takes value «-» (don’t 
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care). For example, product 1 2 5K x x x=  is represented by 
ternary vector (cube) 10--1-. This product originates 
probability distribution 1 0 ½ ½ 1 ½. 

Let we have ROBDD R representing the Boolean 
function f and probability distribution ρ(K) of 1 values of this 
function variables obtained from K. Note that K is generated 
by the certain path from the ROBDD R root till its 1 terminal 
node. It is possible to calculate probability ρ(f) of 1 value of 
function f under probability distribution ρ(K). For that in 
current internal node μ  of ROBDD R we do the following. 

Probability ( )ρ η  of 1 value of Boolean function η , 
corresponding to ROBDD R internal node μ  is calculated 

with using probabilities 0( )ixp μη = , 1( )ixp μη =  of 1 values of 

functions 0ix
μη =  and 1ix

μη = , corresponding to daughter nodes  

of node μ  in the following way (node μ  is marked by 

variable xi): 
1 0( ) ( ) ( ) ( ) ( )i ix x

i ip p x p p x pμ μη η η= == + . 

Calculation of probability ρ(f) is linear function of the 
number of internal nodes of ROBDD R.  

If ρ(f) is equal to 1, it means that product K is implicant 
of the function that is function f takes 1 value on all Boolean 
vectors turning product K into 1.  

If ρ(f) is equal to 0, it means that product K is implicant 
of inversion of this function that is function f takes 0 value 
on all Boolean vectors turning product K into 1.  

Otherwise function f takes on Boolean vectors turning 
product K into 1 either 1 or 0 values.  

If ρ(f) is equal to 1 (0), function f takes 1 (0) value on 
ternary vector representing product K, otherwise function f 
takes don’t care value noticed as «-» on this vector [4]. 

Let we have m ROBDDs R(u1), …, R(um) representing 
functions corresponding to sub-circuits with outputs u1, …, 
um and inputs x1, …, xn and ternary vector α representing 
product K. It is necessary to map α into ternary vector β on 
variables u1, …, um. For that we do the following. 

Form probability distribution ρ(α) from α in above 
mentioned way. 

Substitute probability distribution ρ(α) into ROBDDs 
R(u1), …, R(um) and get values of vector β components in 
above mentioned way.  

Note that ternary vector β presents the values of functions 
implemented by the sub-circuits with outputs u1, …, um and 
inputs x1, …, xn on ternary vector α. 

B. Finding sets *
1M , *

0M  

 In order to map on-set M1(fv) and off-set M0(fv) of 
incompletely specified Boolean function fv into on-set 
M1(fv(u1, …, um)) and off-set M0(fv(u1, …, um)) of 
incompletely specified Boolean function fv(u1, …, um) we 
first derive *

1M , *
0M sets of ternary vectors (cubes) on 

variables u1, …, um that contain Boolean vectors of sets 
M1(fv(u1, …, um)), M0(fv(u1, …, um)), correspondingly. We 
obtain *

1M , *
0M using ternary simulation described above. 

We have ROBDD R1(v) representing M1(fv). Each path 
from root of R1(v) till its 1 terminal node presents product K 

(the ternary vector). For each ternary vector α derived from 
R1(v) we find ternary vector β. As a result we get set *

1M . 

Set *
0M  is formed by the similar way from R0(v). 

Obtain sets M1(fv(u1, …, um)), M0(fv(u1, …, um)) from sets 
*
1M , *

0M . Each ternary vector (cube) from *
1M  originates 

the corresponding set of Boolean vectors. The Boolean 
vectors from this set that turn sub-circuit Cv into 1 are 
included into M1(fv(u1, …, um)). Similarly, the Boolean vector 
originated by a ternary vector (cube) from *

0M  is included 
into set M0(fv(u1, …, um)) if this vector turns sub-circuit Cv 
into 0. We obtain sets M1(fv(u1, …, um)), M0(fv(u1, …, um)) 
using binary simulation of Boolean vectors originated by sets 

*
1M , *

0M .  

If we have a set V = { v1, …, vq } of fault nodes it is 

necessary to get sets ( )( )1 1, ,
jv mM f u u , 

( )( )0 1, ,
jv mM f u u  for each node vj from V. In this case 

there is a problem of finding the proper set u1, …, um of 
internal variables for V but it is a subject of further study. 

V.  DERIVING MASKING CIRCUIT 

When incompletely specified Boolean function is 
represented by two sets of Boolean vectors M1(fv(u1, …, um)), 
M0(fv(u1, …, um)) it is possible to apply ESPRESSO [7] 
system to get the corresponding Sum of Products (SoP) of 
completely specified Boolean function and then get patch 
circuit Cp using ABC system [8]. This patch circuit inputs are 
connected with internal nodes u1, …, um of circuit C and its 
output is connected with internal nodes of circuit C that are 
fed by node v (Fig. 1). 

Cpv

y1 y2 yk...

x1 x2 xn

C

u1 u2 um

...

...

...

...

 
Fig. 1. Patching with using internal variables of circuit C 

If patch circuit inputs are connected with circuit C inputs, 
we derive two sets of ternary vectors (cubes) from ROBDDs 
R1(v), R0(v) to obtain SoP of completely specified Boolean 
function using ESPRESSO system and then we get patch 
sub-circuit using ABC system (Fig. 2). 

Cp
v

y1 y2 yk...

x1 x2 xn

C
...

...

...

 
Fig. 2. Patching with using input variables of circuit C  
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If we have a set V = { v1, …, vq } of fault nodes, we get 
patch circuit with q outputs. For that we obtain system of 
incompletely specified Boolean functions either on input 
variables of circuit C or internal variables of this circuit. 

If we mask Trojan Circuits included into line, Cp output 
is connected with the only gate that is fed by this line.  

VI. EXPERIMENTAL RESULTS 

Experimental results are executed for circuits of system 
MCNC transformed into circuits consisting of gates with one 

or two inputs by applying ABC system. Patch circuits are 
built for nodes with poor determined incompletely specified 
Boolean functions that is characterized by low values of 
observability [5]. For each circuit we choose several nodes. 
Experimental results are represented in Table 1. It is 
considered that only one node is fault. Overhead is ratio of 
the gate number of circuit Cp to gate number of circuit C (in 
percentage).

TABLE I.  EXPERIMENTAL RESULTS FOR PATCH FUNCTIONS OF CIRCUIT C 

Circuits 
C 

The 
number of 
gates of 
circuit C 

Chosen 
nodes 

Observability 
of nodes 

The number 
of gates of 
sub-circuit 
Cv 

The 
number of 
Cp gates 
connected 
with C 
inputs 

Overhead The 
number of 
gates of 
sub-circuit  
Cv(u1,…,um) 

The number 
of Cp gates 
connected 
with C 
internal 
variables 

Overhead 

9symml 315 n124 0.126953 37 25 7,94% 10 11 3,49% 
n118 0.078125 32 21 6,67% 13 14 4,44% 
n147 0.0820313 33 20 6,35% 9 11 3,49% 

alu4 1046 n620 0.0078125 301 10 0,96% 11 2 0,19% 
n618 0.0078125 300 9 0,86% 9 1 0,1% 

n731 0.0078125 285 20 1,91% 13 7 0,67% 
C432 379 n115 0.0703947 133 52 13,72% 18 8 2,11% 

n177 0.101033 245 79 20,84% 15 16 4,22% 

comp 158 n132 0.000244141 34 28 17,72% 11 4 1,06% 
n133 0.0020752 70 45 28,48% 13 4 1,06% 

term1 420 n328 0.0621948 51 33 7,86% 8 15 3,57% 
n329 0.0625 61 33 7,86% 9 13 3,1% 
n250 0.0625 51 36 8,57% 9 9 2,14% 

 

These experiments show that the suggested approach to 
masking faults (Trojan Circuits) may be effective for node v, 
if it is far from circuit C inputs. In this case we derive patch 
circuit that may be essentially simpler in comparison with 
duplication. We take in mind that circuit Cv (Cv(u1, …, um)) 
with fault free gates may be applied as patch circuit but our 
aim to get simpler circuit if possible. Patch circuits 
connected with internal variables of circuit C provide, as a 
rule, several times less overhead compared with patch 
circuits connected with input variables of circuit C. 

CONCLUSION 

The new approach to patching is suggested. It is based on 
applying incompletely specified Boolean functions for  fault 
nodes. The new algorithm of mapping incompletely specified 
Boolean functions depending on input variables of circuit C 
into its internal variables is developed. It is based on 
applying special ternary simulations on ROBDDs 
representing sub-circuits that outputs correspond to this 
internal variables but inputs are input variables of circuit C. 
A complexity of calculations connected with this simulation 
is linear function of the number of internal nodes of these 
ROBDDs. In Table 1 we show results of patching for one 
fault node. It is necessary to extend them for several fault 
nodes. When patch circuit inputs are connected with circuit 
inputs, we join incompletely specified Boolean functions of    
all fault nodes into system. Using incompletely specified 
Boolean functions on internal variables is more interesting 
problem in ECO practice. In this case it is necessary to solve 
the problem of choosing internal nodes that precede several 
fault nodes. We are going to solve this problem in future. 
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Abstract—High performance logical circuits are 
characterized by, first of all, their high operation speed 
determined by a clock frequency. The maximum possible clock 
frequency with proper functioning is one of the most important 
tasks in developing such circuits. Unfortunately, unpredictable 
delays may appear during functioning of high performance 
circuits. These delays decrease performance speed. They have 
to be detected. One of more effective model of delays is Path 
Delay Fault (PDF) model. There are two classes of PDFs: 
robust testable PDFs and non-robust testable PDFs. Detecting 
robust testable PDFs gives possibility to find fault paths 
precisely. This information may be applied by circuit 
developers to remove these delays in order to increase 
operation speed. As far as we know, they use physical methods 
for that. Here we for the first time suggest logical method of 
removing unpredictable delays in the frame of Engineering 
Change Ordering (ECO) technologies. Our approach is based 
on using compact representation of all test patterns v2 (from 
test pairs (v1, v2)) detecting PDFs of the path considered. All 
test patterns are described as ROBDDs Rrise - for rising 
transitions of the path and Rfall - for falling transitions of the 
path. The ROBDDs are applied to design patch circuit. 
Experimental results showed that maximal lengths of paths in 
patch circuit are essentially shorter than maximal lengths of 
paths in the given circuit that are masked by the patch circuit. 
The more complicate the given circuit the smaller a portion of 
overhead in comparison with this circuit. 

Keywords—combinational circuit, Reduced Ordered Binary 
Decision Diagram (ROBDD), Path Delay Fault (PDF), patch 
circuit. 

I. INTRODUCTION 

In high performance logical circuits may appear 
unpredictable delays that change correct functioning and 
decrease performance speed. One of more effective model of 
delays is path delay fault (PDF) model [1, 2]. To improve the 
reliability of such circuits is proposed to mask PDFs using 
patch circuits.  

All PDFs are compounded from two classes: non-robust 
testable and robust testable faults [3]. If the test pair exists 
only when other circuit paths are fault free then a PDF is 
named non-robust testable. If there is a test pair so that the 
delay fault is detected on the path regardless of delay faults 
of other circuit paths then a PDF is named robust testable. 

Note that if non-robust testable PDF is detected, we 
cannot exactly determine the path on that of which delay 
manifests itself but when detecting robust testable PDF we 
exactly know the fault path. In this paper we suggest 
masking delay faults of robust testable PDFs. 

If (v1, v2) is a test pair for robust testable PDF then 
Boolean vector v2 can be obtained as the test pattern for the 
literal constant fault of the Equivalent Normal Form (ENF) 
[4] extracted from a combinational circuit C (combinational 

part C of a sequential circuit) [5]. Remind that path α of 
combinational circuit C is a sequence of logical elements in 
that of which the output of a previous element is the input of 
the subsequent element. One of inputs of the first element is 
one of inputs of circuit C and the output of the last element 
of the path is one of outputs of circuit C. 

The literal 0 stuck-at fault corresponds to delay of rising 
transition of path α, the literal 1 stuck-at fault corresponds to 
delay of falling transition of path α. Here path α is in keeping 
with the literal. Note that the test pattern for stuck at 1 turns 
circuit C output corresponding to α into 0 and the test pattern 
for stuck-at 0 turns the same output into1. 

Boolean vector v2 being the test pattern for 0(1) stuck-at 
fault of the ENF literal may belong to either a test pair for 
robust testable PDF of path α or non-robust testable PDF of 
this path. Some test patterns of the literal may originate test 
pairs only for non-robust testable PDF of path α. That is why 
when delay of path α is detected as robust testable we have to 
mask this delay on all test patterns for 0, 1 stuck-at faults of 
the corresponding literal. Only in that case we guarantee 
masking delay of path α on any test pair on that of which 
delay of path α may manifest itself both for rising and falling 
transitions. Masking is based on Engineering Change 
Ordering (ECO) technologies [6, 7]. In [8] all vectors v2 for 
0, 1 stuck-at faults of the literal corresponding to path α are 
derived. They are compactly represented by the Boolean 
difference  Dpath.. 

In section II all test patterns v2 for rising and falling 
transitions are obtained and compactly represented by the 
corresponding two ROBDDs. In section III the method of 
deriving patch circuit that masks robust testable PDFs is 
suggested. Experimental results are given in section IV. 

II. DERIVING ALL TEST PATTERNS FOR RISING AND FALLING 

TRANSITIONS 

Let α be a path of combinational circuit C (it may be a 
combinational part of a sequential circuit.) with inputs x1,…, 
xn that is represented by sequence of symbols: xi, u1, u2,…, 
u(r-1), ur. Here xi is the beginning of the path α (circuit C 
input), u1, u2,…, u(r-1), ur are outputs of the path gates, r is the 
length of path α. Output ur is one of the circuit C output. 

Let ui, u(i-1) be outputs of neighbor gates of path α. 
Consider sub-circuit 

iuС  of circuit C . The sub-circuit inputs 

are x1,…, xn and u(i-1) where u(i-1) is also input variable of gate 
with output ui. 

Boolean difference for the function realized by sub-
circuit 

iuC  with respect to variable u(i-1) is called 
( 1)

/
i iu uD D

−
  

To find 
( 1)

/
i iu uD D

−
 we have to execute the following 

steps. 
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1. Obtain ( )
iuR f  presenting the function of sub-circuit 

iuC . The ROBDD depends on variables x1,…, xn, u(i-1). 

Variable u(i-1) is the first variable when applying the Shannon 
decomposition when ROBDD ( )

iuR f  is derived. 

2. Two ROBDDs ( 1) 1
( )i

i

u
uR f − =

 and ( 1) 0
( )i

i

u
uR f − =

 from 

( )
iuR f  are obtained. That roots are children nodes of 

ROBDD ( )
iuR f  root. These ROBDDs realize functions that 

are derived from function 
iuf  by changing variable u(i-1) for 

constant 1, 0, correspondingly. 

3. Conjunctions ( 1) 1i

i

u
uf

− =
, ( 1) 0i

i

u
uf

− =
, and ( 1) 0i

i

u
uf

− =
, ( 1) 1i

i

u
uf

− =
 

are implemented and results are merged being presented by 
ROBDD 

( 1)
( / )

i iu uR D D
−

: 

( 1)
( / )

i iu uR D D
−

= ( 1) 0
( )i

i

u
uR f − =

& ( 1) 1
( )i

i

u
uR f − = ∨ 

∨ ( 1) 1
( )i

i

u
uR f − =

& ( 1) 0
( )i

i

u
uR f − =

. 

Note that ROBDD operations are characterized by a 
polynomial complexity. 

4. Implement conjunctions: 

R(Dpath) =
( 1)

( / )
r ru uR D D

−
&

( 1) ( 2)
( / )

r ru uR D D
− −

&…&

2 1
( / )u uR D D &

1
( / )

iu xR D D . 

As a result we get ROBDD R(Dpath) representing Boolean 
difference Dpath for path α. 

Boolean vector µ turns R(Dpath) into 1 and turns circuit C 
into 0, then it is vector v2 for falling transition. If vector µ 
turning R(Dpath) into 1 and circuit C into 1 is vector v2 for 
rising transition [5]. 

Thus, ROBDD R(Dpath) represents test patterns both for 
falling and rising transitions. It is necessary to divide them.  

ROBDD for falling transition call as Rfall: 

Rfall = R(Dpath)& ix  (R(Dpath)&xi).  

ROBDD for rising transition call as Rrise: 

Rrise = R(Dpath)&xi (R(Dpath)& ix ). 

Illustrate this procedure by example. 

Note that forming Rrise we multiply R(Dpath) and input 
variable xi that inversion sign coincides with the inversion 
sign of the literal, corresponding to path α in ENF. Forming 
Rfall we apply variable xi with opposite inversion sign. 
Remind that the inversion sign of the literal corresponding to 
path α is determined by the number of inversion gates along 
path α. 

We have a combinational circuit (Fig. 1). 

 
Fig. 1. Combinational circuit C 

For example, path α includes gates with numbers 3, 4, 6, 
8, 9. The beginning of the path is marked by variable d. Path 
α is presented by the sequence: 3 4 6 8 9, , , , ,d и u u и u . 

Derive Dpath for α representing results by sum of products 
(SoP) for simplicity. 

9 8
/u uD D = 5 8 5 8( ( 1)) ( ( 0))u и u и∨ = ⊕ ∨ = = 5u = 

= b e aс ad∨ ∨ ∨ . 

8 6
/u uD D = 6 7 6 7( 1) & ( 0) &u и и u= ⊕ = = 7u = b d∨ . 

4 3
/u uD D = ( 1) ( 0)a a∨ ⊕ ∨ = a . 

3
/u dD D = ( &1) ( & 0)c c⊕ = c . 

Dpath = ( ) &( ) & &b e aс ad b d а c∨ ∨ ∨ ∨ = acb acd∨ . 

Obtain SoPrise, presenting all vectors v2 for rising 
transition and SoPfall presenting all vectors v2 for falling 
transition. 

SoPrise = ( ) &acb аcd d∨ = acd . 

SoPfall = ( ) &аcb acd d∨ = acbd . 

Note that we have to mask rising and falling transitions 
of path α using test patterns represented by ROOBD Rrise and 
ROBDD Rfall. Test patterns from Rrise detect 0 stuck-at fault 
of ENF literal corresponding to path α and when delay on 
this path takes place we observe on the corresponding output 
of circuit C 0 value instead of 1 value. Test patterns from Rfall 
detect 1 stuck-at fault of ENF literal corresponding to path α 
and when delay on this path takes place we observe on the 
corresponding output of circuit C 1 value instead of 0 value. 

Denote the sub-circuit containing path α as sC  (sub-
circuit of specification) if path α is fault free. If we detect 
PDFs for rising and falling transitions on path α, this sub-
circuit is denoted as Ci (implementing sub-circuit). 

Take into account that we consider the longest paths of 
circuit C as delay faults, as a rule, appear on such paths. We 
suppose that ROBDDs Rrise, Rfall for long paths are rather 
simple and originate not so much cubes [9]. Remind that any 
cube is generated by the ROBDD path that runs from the 
ROBDD root till its 1 terminal node. It means that we may 
use the approach suggested by us in [10] that is oriented to 
slight difference between sub-circuit of specification sC  and 

implementing sub-circuit iC .  

It is suggested that we have spare cells for masking 
circuit. In this paper the masking circuit (patch circuit) is 
connected with circuit iC  as follows. Inputs of the patch 
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circuit are connected with inputs of circuit iC and the output 

of the patch circuit is connected with the output of iC . 

III. MASKING DELAYS OF ROBUST TESTABLE PDFS 

Thus we have sub-circuit iC . It implements function fi. 
In this sub-circuit we detected delay of path α for rising and 
falling transitions. Execute the following steps to mask this 
delay. 

1. Form List L  of cubes (ternary vectors) with their 0(1) 
characteristics applying ROBDDs Rrise, Rfall. If the cube 
characteristic is 0(1), it means that on any Boolean vector of 
this cube output of iC  is equal to 0(1) but output of sC takes 
opposite 1(0) value. 

2. Divide list L  into 0L  and 1L . 

Include into 0L  cubes with 0 characteristic originated by  

Rrise and into 1L  - cubes with 1 characteristic originated by 
Rfall.  

3. List 0L  represents on-set 
0

1
CM  of the function realized 

by circuit 0C  that is a sub-circuit of the patch circuit and 1L  

represents on-set 
1

1
CM  of the function realized by circuit 1C

that is another sub-circuit of the patch circuit. It means that 

0

1
CM consists of cubes extracted from Rrise and 

1

1
CM  consists 

of cubes extracted from Rfall. 

Note the following: to get circuit sC  we need to extend 

on-set of iC  using 
0

1
CM , and exclude on-set 

1

1
CM . It means 

that 
0 1

1 1 1 1( / )
s iC C C CM M M M= ∪ . In other words, 

0 1

1 1 1 1( )
s iC C C CM M M M= ∪ ∩ . 

This situation is illustrated by Venn diagram (Fig. 2). 

 
Fig. 2. Correction areas of function fi 

 

On this figure function if  is represented by its on-set 
1( )iM f  and off-set 0 ( )iM f . These sets are parted by thick 

line. Dashed areas (correction areas) represent 
1

1
CM  among 

1( )iM f  and 
0

1
CM  among 0 ( )iM f . 

Circuit sC  is superposition of circuits 0C , 1C  and iC . It 
is represented by Fig. 3. 

 
Fig. 3. Circuit Cs 

In Fig. 3 the patching sub-circuit is outlined by dashed 
line.  

Note that path α may be fault free either for rising or 
falling transition. In this case, we have smaller patch circuit 
originated by one of ROBDDs Rrise, Rfall. 

If we detect robust testable PDFs for t paths, we have to 
derive sets L0, L1 for each fault path and design circuits C0, 
C1 with r outputs. Here r is not more t as different fault paths 
may be ended on the same output of circuit iC . 

IV. EXPERIMENTAL RESULTS 

Circuits from ISCAS’89 are considered. First only delays 
of one path for rising and falling transitions are masked with 
the patch circuit. For each circuit from ISCAS’89 several the 
longest paths are examined (Table I). Patch circuits are 
designed with using ABC system [11]. Two level synthesis 
method is implied. In Table II three the longest paths of the 
circuit are masked by one patch circuit. 

In the second column of Tables I, II the names of circuits 
are given, in the third and the forth columns - the numbers of 
circuit elements and the lengths of paths of circuits are 
shown. In the fifth and sixth columns of these tables the 
numbers of elements and the maximal lengths of paths of 
patch circuits are given. In the seventh column the overhead 
(in percentage) is represented. 

We see that the more complicate circuit iC the less 
overhead in percentages for masking delays. It is important 
that the maximal path lengths in patch circuits are essentially 
shorter the maximal path lengths in the given combinational 
circuit (circuit iC ). 

CONCLUSION 

As far as we know the approach to masking robust 
testable PDFs is suggested for the first time. It is based on 
using compact representation of test patterns v2 of test pairs 
(v1, v2) for rising and falling transitions of PDFs of the path 
considered by two ROBDDs. These test patterns are applied 
for design of the patch circuit. Experimental results show 
that maximal lengths of paths in patch circuit are essentially 
shorter than maximal lengths of the paths that delays are 
masked by the patch circuit. Taking into consideration the 
overhead a circuit developer may choose either decreasing 
speed functioning or increasing overhead. 
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TABLE I.  MASKING DELAYS OF ONE PATH 

№ Circuit 
name 

The 
number 
of circuit 
elements 

Maximal length 
of the path of 

the given circuit 

The number 
of elements of 
patch circuit 

Maximal paths 
length of patch 

circuit 

Overhead in 
percentages 

1 s208 96 14 15 4 15.6 
2 s208 96 12 13 3 13.5 
3 s298 119 8 9 3 7.6 
4 s298 119 8 12 3 10 
5 s298 119 8 12 3 10 
6 s298 119 8 11 3 9.2 
7 s382 158 9 21 4 13.8 
8 s382 158 9 21 4 13.3 
9 s382 158 9 23 4 14.6 
10 s386 159 11 18 4 11.4 
11 s386 159 11 16 4 10 
12 s386 159 11 16 4 10 
13 s444 181 11 23 4 12.7 
14 s444 181 11 21 4 11.6 
15 s953 395 16 30 4 7.6 
16 s953 395 16 30 4 7.6 
17 s953 395 15 20 4 5 
18 s953 395 15 25 4 6.3 

 

TABLE II.  MASKING DELAYS OF THREE CIRCUIT PATHS 

№ Circuit 
names 

The 
number 
of circuit 
elements 

Maximal length 
of the paths of 

the given circuit  

The number 
of gates of 

patch circuit  

Maximal paths 
length of patch 

circuit  

Overhead in 
percentages 

1 s208 96 14 19 4 19.8 
2 s298 119 8 18 4 15.1 
3 s344 160 20 30 6 18.7 
4 s382 158 9 18 6 11.4 
5 s386 159 11 24 5 15.1 
6 s444 181 11 18 5 9.9 
7 s953 395 16 37 5 9.4 
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Abstract—In this article, we looked at many different 
architectures of associative computing systems and tried to 
find common features and differences among them. The 
various fields of application of associative processors, the 
problems associated with their use, as well as the specifics of 
their functioning and the relevance of their application were 
discussed. Methods for improving the energy efficiency of the 
computing system, which are used in the development of 
modern associative processors were analyzed and studied. 
These methods were compared with those used in the 
development of the PDCS “Buran” for solving the problem of 
improving the system’s energy efficiency. 

Keywords—associative processors, methods of power 
optimization, parallel dataflow computing system 

I. INTRODUCTION 

With an increase in the volume of processed data, higher 
demands are placed on computing systems (CS) related to 
the possibility of parallelizing calculations between 
execution units of the CS. 

The traditional von Neumann architecture of the CS was 
designed as architecture with sequential execution of 
commands. Von Neumann architecture is characterized by 
two principles: the principle of programmed management of 
program execution and the principle of the program storage 
in the memory. This architecture uses a command counter, 
which just limits the flow of commands that come to be 
executed, replacing them with a sequential analysis of 
incoming commands. The limited parallelism in exchanges 
between the cores and the memory does not allow increasing 
the productivity in proportion to the number of cores, 
productivity growth stops for many tasks already on several 
dozen cores. [1] 

In modern CS, multiprocessor (multi-core) hybrid 
architectures of the MIMD / SIMD class are used, which 
allow speeding up the task performance due to its splitting 
into sequential and parallel sections. 

Moreover, parallelism in modern general-purpose (GPP) 
and special-purpose (ASP) processors can be maintained at 
all levels (micro-level parallelism, command level 
parallelism, thread level parallelism, task level parallelism). 
At the same time, in addition to traditional von Neumann 
cores, modern processors also use various kinds of 
accelerators. [2, 3] 

One of the computing devices with an architecture that is 
different from the sequential von-Neumann architecture, and 

which allows to increase the level of parallelism of the entire 
system, is an associative processor. 

Systems using an associative processor in their 
composition will allow efficient use of mass fine-grained 
data parallelism. For many actual tasks, using an associative 
processor will give advantages over solutions obtained on 
other computers using GPP or ASP. 

In recent years, when developing architectures of high-
performance computing systems, there has been a tendency 
that when choosing the architecture for the cores that make 
up the system, preference is increasingly given to simpler 
cores. The choice of simple cores is not accidental, since it 
can allow achieving a higher index of density on the chip, as 
well as increasing the level of energy efficiency of the entire 
system. In this regard, the use of an associative processor is 
the next step after the appearance of a GPU calculator in the 
direction of increasing the number of computing cores in the 
system and simplifying the structure of an individual core, 
since in an associative processor each row of an associative 
drive array can be the simplest computing element. 

Systems using an associative processor in their 
composition will allow efficient use of mass fine-grained 
data parallelism. For many actual tasks, using an associative 
processor will give advantages over solutions obtained on 
other computers using GPP or ASP. 

Associative processors (used for high-performance 
computing) were used, for example, in the Maxeler system 
and in the parallel dataflow computing system (PDCS) 
“Buran” [4] developed in the IPPM RAS. Both of these 
architectures implement a computational model with 
dataflow control (dataflow), the difference is that Maxeler 
uses the principles of static dataflow, and the PDCS “Buran” 
supports a streaming computation model with a dynamically 
generated context [5]. 

II. FIELDS OF APPLICATION OF ASSOCIATIVE PROCESSORS 

AND THE SPECIFICS OF THEIR FUNCTIONING 

The associative computer system used to look like a 
simple array of associative memory, implemented as a hash 
table (LUT-table). Such associative memory has found its 
application in TLB-buffers of processors, in routers, as well 
as in computing modules of high-performance computing 
systems to reduce redundant computing [6, 7, 8]. An 
associative memory can be either fully associative (when the 
comparison logic is present in each memory cell and the 
search is performed simultaneously on all words (rows of 
memory array) and data bits (columns of memory array) and 
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partially associative (the comparison logic is at the output of 
the memory, and not in each word; therefore, only one bit-
slice bit column is loaded into it per clock cycle). A system 
consisting of an associative memory array supports only read 
and search operations on an array with previously stored 
information (for example, in routers). 

Subsequently, with the development of the promising 
direction of “computation in memory” (PiM) [9, 10] and the 
emergence of all the new requirements necessary for solving 
applications, an apparatus was added to the array of 
associative memory, which allows for the implementation of 
basic arithmetic and logical operations, as well as complex 
associative operations. Search, which allowed the use of such 
associative systems as SIMD accelerators [4, 11] and led to 
the emergence of various full-fledged associative computing 
systems (STARAN, MACS, FPS “Buran”, Maxeler, etc.). 
For example, to bypass the disadvantage associated with the 
need to write words to memory sequentially (which reduces 
read / write time from / to memory), in [11] it was proposed 
to use part of the associative memory array as an input / 
output buffer. Also, for solving some applications, local 
addition is required within the group of CAM strings (for 
example, for the FIR filter) or vector calculations (which 
contain addition, multiplication, subtraction) simultaneously 
on two dimensions of the PA array, use a two-dimensional 
associative processor. 

The associative processor supports three types of 
operations: compare-read, search (and support for complex 
multiple search is possible), compare-write. 

The computation process in an associative processor can 
be represented as the assignment of a function to work with 
an array of stored data. Associated with this is the 
multifunctionality of the associative processor. (The 
computation process in associative processor can be 
represented as the assignment of a function to work with an 
array of stored data. That’s mean that the operations on the 
APs are performed by applying the truth table of the function 
in an ordered sequence to the CAM. The multifunctionality 
of the associative processor is associated with this feature.) 
The specifics of the operation and the algorithm of the 
associative processor (when performing matrix 
multiplication) were described in more detail in [12, 13, 14]. 

Such versatility and the ability to select data dimensions 
for each computational element by assigning a function to a 
part of an arbitrary data array, leads to the fact that a large 
number of different types of tasks (for example, associated 
with the implementation of machine learning algorithms and 
complex search algorithms) are much better scaled. It also 
makes the AP suitable for a large number of applications 
containing a huge amount of data. 

Despite the fact that the principles of operation of 
associative memory were developed quite a long time ago 
and were often used in various nodes or blocks of computing 
systems, during this time a generalized standard of the 
architecture of an associative processor was not developed. 
The absence of a standard encourages developers to either 
release associative computing systems designed to solve 
highly specialized tasks, or try to optimize existing 
microarchitecture of associative processors for these tasks. 

For example, for neuromorphic processors [15], the 
organization of memory in the form of parallel columns is 
typical, that is, data words are stored in the memory array as 

an array column, the same for DIMA (deep in memory 
architecture) architecture [16]. 

However, most architectures of associative processors 
have much in common in their structures [17-22]. 

The basic blocks included in the structure of an 
associative processor are as follows: 

•  array of associative memory, each line of which is 
connected to a sensing amplifier; 

• tag register or array of tags for multiple response [21, 
22]; 

• key registers for writing the key value (which will 
then be searched) and a mask that ensures a bit match 
for any value; 

• command memory and a controller that generates the 
required key and mask values for the corresponding 
command; 

• interconnect matrix or electronic switch matrix that 
allows associative processor strings to interact in 
parallel with other associative processors. The 
interaction can be carried out both at the bit level and 
at the word level; 

• registers storing values of current and previous 
matches. 

The use of associative processors allows the following: 

• Hardware implementation of associative systems. 
This includes the implementation of pulsed, 
convolutional, and other neural networks [15, 16], as 
well as the hardware implementation of deep machine 
learning algorithms and systems designed to solve 
specific problems. 

• Achieve the advantages (performance, energy 
efficiency, etc.) when solving problems compared to 
computers with von Neumann architecture. This is 
due to the better scalability of the problems solved, 
supported by the system with an associative 
computational model. 

Unconventional computing models (for example, 
dataflow computing model) are increasingly having an 
impact on the choice of an associative processor as an 
alternative to CPU and GPU calculators. This approach 
allows you to effectively use the system with associative 
processors on the set of tasks of different classes, namely: 

• high-performance parallel computing; 

• tasks with a matrix data structure (recognition and 
analysis of images, scenes and situations, image 
processing and radar information, speech recognition 
and synthesis); 

• parallel processing of fuzzy information; 

• hardware implementation of various functions of 
operating systems (cache-memory, search, sorting, 
packaging, data protection); 

• tasks of machine translation; 

• management tasks and quick search in databases. 
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The support of the content addressable memory in 
associative computing systems makes its usage the most 
attractive for tasks requiring fast (multiple) search over the 
entire data array, and the algorithm implies frequent memory 
access. 

The following are the main areas of application of 
associative processors (AP): 

• use of associative processors as a SIMD accelerator in 
hybrid computing systems; 

•  implementation on the associative processors of deep 
machine learning algorithms (deep ML) and the use 
of AP in decision support systems; 

• use of associative processors in the construction of 
associative computer systems for solving highly 
specialized tasks; 

• use of associative processors as a search module for 
working with unordered databases. 

III. CHALLENGES FACING THE DEVELOPERS OF ASSOCIATIVE 

PROCESSORS 

When designing architecture of any computing system, 
the developer always faces the search for a solution to the 
following fundamental problems: 

• reduction of space occupied by the computing 
system; 

• improving the energy efficiency of the entire system; 

• increase system performance. 

The solution to each of these problems is related to 
others, therefore, improving the performance of the system 
as a whole will be to find the optimal balance in solving 
these three tasks, while finding balance, it is necessary to 
take into account that the system characteristics (area, 
performance, energy efficiency) improved in within the 
framework of solving each problem, have a strong influence 
on each other. The search for a solution can occur at various 
hierarchical levels of the CS, ranging from the software and 
operating system used by the CS to the physical level, i.e. the 
material from which the components of the CS are made. 

 One of the determining factors that is taken into account 
when searching for the optimal solution of the three listed 
problems is the scope of the developed associative processor, 
i.e. what types of tasks will the workload of the CS consist 
of. 

For example, for tasks related to the processing and 
analysis of non-numeric data of large volume, the use of AP 
assumes taking advantages over the GPU (and CPU). For 
this reason, as well as due to a higher degree of scalability of 
the AP compared to the GPU [23] (Fig. 1). The most obvious 
solution for the developer of the AP microarchitecture is the 
choice in favor of the maximum size of the associative array. 

Since there is a direct relationship between the size of the 
associative memory array and the energy consumed by the 
associative processor, associative processor developers have 
directed efforts to create the most energy-efficient 
associative memory and improve search algorithms. The next 
chapter will present some of the techniques for reducing 
energy consumption used by associative processor 
developers. 

 
Fig. 1. Comparison of the coverage of various tasks of various kinds of 

calculators (presentation of the company GSI Technologies [23]) 

IV. METHODS OF REDUCING POWER CONSUMPTION, USED BY 

DEVELOPERS OF ASSOCIATIVE PROCESSORS 

Another surge of interest in the development of new 
architectures of associative processors occurred due to the 
growing needs in the new paradigm of “computations inside 
the memory” [10, 16], which is increasingly used as a 
solution that eliminates constraints peculiar to the 
background-Neumann architecture. As an additional 
stimulating factor for research, it is necessary to note the 
search for solutions (when developing CS architecture) 
among different parallel SIMD CS with “PiM”, which would 
optimally satisfy various system parameters (for example, 
the possibility of system scalability, structure and 
dimensionality of data used in operations, support for the 
level of fine-grained data parallelism, etc.) necessary to be 
able to solve the problem. 

It is obvious that the emergence of new technologies of 
non-volatile memory served as a trigger to the explosive 
growth of the emergence of new APR-s architectures. The 
properties of various types of non-volatile memory (STT-
RAM, MRAM, ReRAM), such as: memory cell size, density 
on a chip, compatibility with SoC, power consumption 
required for read and write operations, and the absence of 
leakage currents) allowed it to take DRAM and Flash 
memory niche and get solutions to some of the challenges 
faced by the SRAM-based APR developers from the first 
wave of research. CMOS-based SRAM memory in 
comparison still has the highest performance, has high 
energy efficiency when performing operations, but 
nevertheless it has significant drawbacks: the enormous size 
of the PL and the high rate of energy loss in the static mode 
of operation (due to charge leakage currents in AP array). 
These shortcomings were the reason for shifting the 
problems of developing associative aircraft to the search for 
the most energy efficient solution. A comparison of different 
memory technologies is presented in Fig. 2. 

The emergence of non-volatile memory, allowed a new 
look at the solution of the challenges facing the first 
developers of associative computing systems, - increasing 
energy and area-efficiency. It is obvious that many of the 
considered methods of increasing the energy efficiency of 
the APR will be focused on taking advantage of the sharing 
of various memory modules: SRAM memory of a small 
amount implemented using CMOS technology (or STT-
RAM), and nonvolatile memory of huge volume, used as the 
main data memory. And for sharing, several solutions are 
proposed at once: 
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Fig. 2. Comparison of different types of memory 

• SRAM (CMOS-based or STT-RAM based) memory 
stores data of a small amount, which is an address 
pointer to the main bulk data store. Such a solution 
was implemented in the development of one of the 
modules of the SATS “Buran” - an associative 
memory module (MAP) [24]. Also, this solution is 
often used to reduce redundant computations, when 
implementing associative memory within the 
architecture of a CPU or GPU pipeline, if a pipeline 
coincides, the conveyor is interrupted, and the output 
comes from the corresponding memory that stores 
ready-made answers; associative memory [6,7,8]. 

• In [25, 26], nonvolatile memory is proposed to be 
used in the Analog Matching-Cell module, to find 
similarity, by analogy, between the input vector and 
the template vectors loaded into the module from the 
SRAM memory via the DAC. In this case, the 
contour that calculates the address of the most 
matched pattern vector is implemented using CMOS 
technology. Further development of these works led 
to the emergence of several DIMA architectures [16]. 

All energy efficiency enhancement technicians of AP are 
usually: 

• introducing a hierarchy into the data memory 
structure; 

• segmentation of the PA array; 

• the use of approximate calculations. 

Introducing a hierarchy into the data memory structure, 
by dividing the entire system memory into several levels and 
selecting the best combinations of memory modules 
implemented using different technologies (SRAM STT-
RAM MRAM etc.), based on their physical characteristics 
and advantages (storage density / cost search / write 
operations, etc.) that can be obtained from their use. 

Segmentation of the PA array in order to allow parallel 
execution of various operations and to reduce the power of 
unused parts of the memory (Low activity) and to reduce the 
number of redundant calculations. Achieved by selective 
comparison method (selective compare = selective pre-
charge + selective evaluate) [8, 27, 28] by splitting the search 
operation into several components - consecutive [8, 28] or 
parallel [27]. The articles [8, 28] presented a phased search 
in which a search word of a large length of N-bits is divided 
into several (m) parts, after which a sequential search is 
performed on each of them. In case of a mismatch, at some 
stage of the search, the further search does not continue, 

which leads to energy savings and the ability to use long 
search words. When the search operation is divided into 
several successive stages, the delay associated with the 
search increases and the average processor idle time 
decreases. On the other hand, a parallel search, for which the 
search operation consists of two stages, will require the 
presence of a logical “OR” contour to find the string 
corresponding to all intermediate matches, which will lead to 
additional energy and space costs. 

The downside of the benefits derived from using the 
selective comparison technique is the additional hardware 
costs in the form of two two-input logic “I” elements and one 
SRAM cell [29]. Another technique considered in the same 
paper [29] is the modified truth table method. For some 
operations (multiplication and absolute value) supported by 
the associative processor, the additional SRAM cell used in 
the implementation of the selective comparison method may 
keep the value longer than a single pass through the truth 
table. 

The selective comparison method is an optimization at 
the architectural level, and the modified table method is an 
optimization at the instruction level. You can use both of the 
methods discussed separately or together. 

The use of approximate calculations (Approximate 
Computing). This solution is suitable only for tasks that are 
tolerant of errors and allow for some level of inaccuracy of 
output results (problems of DSP, pattern recognition, text, 
etc.). Approximate calculations can be presented both at the 
logic circuit level and at the algorithmic-architectural levels: 

• At the level of the electrical circuit, the most common 
method is to develop a functionally identical, but at 
the same time approximate electrical circuit for 
arithmetic functions. 

• The approximation used at the algorithmic-
architectural level is aimed at supporting the most 
significant components of the system to the detriment 
of less significant ones. For example, a computer 
program can ignore some iterations in the least 
significant cycles or skip a few memory accesses in 
the least important part of the calculations. 

In an associative processor, approximations can also be 
represented at various levels: 

• at the level of the logical contour - approximation is 
achieved by scaling the parameters of memory cells, 
in which, either the least significant columns of the 
word are supplied with lower supply voltages (for an 
associative memory array implemented using CMOS 
technology) [16, 25, 26], or the lower and upper 
resistances of the memristor are set (for an array of 
associative memory implemented on memristors) 
[27]. This method is called the voltage scaling 
method (VOS Voltage Overscaling). In an associative 
memory based on nonvolatile memory devices, the 
voltage scaling method can control the search energy. 

• at the algorithmic-architectural level - approximation 
is achieved by “trimming” bits (bit trimming), which 
does not use columns corresponding to the least 
significant bits. In our sun, this can be represented by 
a masking operation. 
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When searching for solutions to improve the energy 
efficiency of the associative memory and the associative 
processor, a lot of research was conducted [6, 7, 8, 13, 27, 
29, 30, 31], which proposed various solutions. Many of these 
solutions have already been implemented during the 
development of the PDCS Buran system [24, 28]. 

In modern studies related to the search for solutions to 
improve energy efficiency, isolated cases are considered, and 
in the system developed by us PPSU (at the same time) uses 
the combination of the majority of the considered solutions. 
Developers expect to benefit from the synergy of various 
solutions that should expressed in increasing the level of 
concurrency of the CS (level of parallelization of the 
computational load) and in increasing the level of energy 
efficiency of the entire CS. 

V. CONCLUSION 

Since the possibilities of scaling CMOS technologies will 
be exhausted in the near future, developers of computing 
systems will need to concentrate on increasing the efficiency 
of calculations, not by improving the characteristics of 
transistors, but by increasing the level of parallelism of the 
entire system. An associative processor, being a SIMD 
calculator, makes it possible to achieve a high level of data 
processing parallelism due to its matrix structure (grid of PEs 
included in the AP) and a completely different (different 
from the address method) associative data processing 
method, in which the data is sampled by content (based on a 
match with the word search). In some APs, both data 
parallelism and command parallelism can be supported 
simultaneously. 

The associative processor is the next step in development 
from CPU to GPU. The associative processor has a PE’s 
(Processing Elements) with a simpler micro-architecture, 
compared with the computational elements that make up the 
modern GPGPU. Therefore, a higher level of parallelism is 
available to the associative processor, since a larger number 
of computational elements can be located on a single chip. 

When comparing with other massively parallel CS, the 
associative processor wins (has a performance advantage) 
when solving problems containing many operations with 
unordered data and memory access operations, since the 
search operation for an n-bit word will take 1 tact (for a fully 
parallel AP) and n-cycles (for a bitwise-serial AP), which is 
significantly less than the results of a CS that support address 
data processing. Moreover, the associative processor, being 
an implementation of the concept of computations inside 
memory, implying the presence of elementary logic in the 
memory array for data processing through simple arithmetic 
and logical operations, allows one to get rid of the complex 
hierarchy of memory characteristic of for PDCS, and also 
from need for data transmission between EU (execution 
Unit) and memory. 

The following areas are considered as directions for 
future research in the project to create the PDCS “Buran”: 
building a specialized calculator based on an associative 
processor that supports the principles of a streaming model 
of calculations with a dynamically generated context; 
research and implementation of additional benefits derived 
from the use of an associative processor as a matching 
processor in the computational core of the system. 
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Abstract—With the rapid CMOS technology downscaling, two
requirements for digital integrated circuits (ICs) design are
becoming fundamental: low power consumption and error re-
silience. Many proposed solutions are effective either in reducing
the power consumption or improving the error resilience, but
a single approach that addresses both aspects seems to be
missing. The reason behind this might be the often opposing
relationship between the two requirements. However, employing
adaptive techniques that adjust the systems’ behaviour according
to the current needs might be promising. We propose SWIELD
- a programmable in-situ monitor (ISM), i.e. a monitor placed
inside the actual circuit, able to operate in three modes: Normal,
AVS and TMR. The architecture and the operation modes
of the SWIELD are described in detail. A specially designed
SWIELD operation control unit is also introduced. The proposed
ISM design is synthesized using the IHP 130nm technology
library. Furthermore, a time-based power consumption analysis
is performed. The obtained values are then compared to a
similar ISM design. At the expense of small area and complexity
overhead, the SWIELD design shows satisfactory results in terms
of power saving and adaptivity.

I. INTRODUCTION

Error resilience of the digital integrated circuits (ICs) has
been traditionally a crucial requirement in specific electronic
systems applications such as space, avionics or automotive
industries. With the aggressive CMOS technology down-
scaling, the error resilience becomes increasingly important
also for less critical electronic systems-based applications.
Furthermore, the enormous number of integrated components
on a single chip introduces excessive power consumption.
Therefore, an adequate handling with these challenges is of
utmost importance.

The industry and research communities have been actively
working on optimizing power consumption and enhancing
error resilience. However, the proposed techniques mainly
address these aspects separately, that is, the focus is put either
on the error resilience or on the power consumption. An
intriguing trade-off between the two requirements aggravates
the possibility to meet them both simultaneously. Most of
the approaches that improve the error-resilience (particularly
to externaly induced soft errors or to aging induced perma-
nent errors) use some form of redundancy, but this leads to
increased power consumption. On the other hand, utilizing
techniques like voltage scaling in order to reduce the power

consumption has shown to affect the error resilience negatively
in two aspects. First, reducing the supply voltage slows down
the switching speed of the transistors which results in timing
errors. Failing to meet the timing constraint is unacceptable
and may cause catastrophic consequences. Second, if the
voltage is scaled, the transistors have lower noise margins that
make the circuit more prone to electromagnetic interference
and noise, while the conductivity of the metal conductors
is lowered [1], [2]. Furthermore, the soft-error rate (SER)
increases exponentially with the downscaling of the supply
voltage [3], [4]. Thus, a synergistic approach that would en-
compass both reliability and power consumption is necessary.

Additionally, static and dynamic variations referred to as
PVTA (Process, Voltage, Temperature and Aging) variations
are more pronounced as the CMOS technology continues to
scale down. PVTA variations also impose a threat to the
digital ICs resilience manifested mainly as increased path
delay, which can in turn lead to timing errors. The tradi-
tional approach to avoid timing errors is known as guard-
banding, i.e. insertion of an additional safety voltage margin, to
guarantee correct operation under worst-case conditions. Since
the worst-case scenario occurs rather rarely, guard-banding
leads to unnecessary high power consumption and significant
energy waste. It is, therefore, preferable to optimize the
power consumption by adjusting the supply voltage according
to the current operating/environmental conditions. Moreover,
employing an adaptive technique able to accommodate to the
application requirements could possibly maintain a balanced
level of resilience and power consumption in the system.

Unlike conventional low-power approaches, Adaptive Volt-
age Scaling (AVS) is able to save a notable amount of energy
as well as to prevent excessive voltage reduction. It is an
advanced low-power closed-loop technique that enables tuning
of the supply voltage based on a feedback information from
a special circuitry that constantly observes the system oper-
ation [5], [6]. The special circuits responsible for observing
the system operation by measuring the path delay could be
implemented as replica (canary) circuits or as in situ monitors.
The former [7], [8] use ring-oscillators or some other form
of delay lines to mimic the most critical path in the system.
Adjusting of the supply voltage is, thus, performed by mea-
suring the speed of the replica path instead of the real critical
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path. Such approach is, however, only suitable for tracking
the global variations. Local variations affect the timings of
the replica path and the real critical path differently. This
inconsistency would eventually lead to inappropriate supply
voltage management. Unlike the replica circuits, the in situ
monitors (ISMs) are placed inside the actual circuit which
enables them to keep track of the local variations. This is
usually achieved by replacing the timing critical flip-flops with
ISMs.

In this paper, we propose a new approach to the design
of in situ monitors referred to as SWIELD. Depending on
the current requirements, the proposed ISM could be used
either as timing error predictive monitor (necessary for correct
AVS implementation) or as TMR flip-flop. If, however, there is
no need of such enhanced functionalities, it can also behave
as a regular flip-flop. The key idea behind SWIELD is the
programmability feature, that is, the system can easily switch
between its operation modes in order to optimize the power
consumption or to enable error protection. SWIELD provides
three operation modes: Normal, AVS and TMR. The switching
between the operation modes is achieved by writing a register
in a specially designed control unit which serves both as
an AVS controller and as a SWIELD operation manager.
The proposed design could be especially useful in complex
dependable systems which require low power consumption
and error resilience. Furthermore, SWIELD is suitable for
real-time applications because it predicts the timing errors
and hence, does not require error recovery mechanisms which
introduce performance penalties.

The rest of the paper is structured as follows. Section II
gives an overview of the related work in this area. In Section
III the architecture and the operation modes of the proposed
SWIELD ISM are described. We present the Extended Voltage
Scaling Control Unit responsible for managing the SWIELD
and AVS operation in Section IV. The practical results and
discussions are given is Section V. Finally, we conclude the
paper and outline the directions for future work in Section VI.

II. RELATED WORK

ISMs can be designed either to detect timing/soft-errors
or to predict timing errors. The error detection approach
usually requires less complexity, area and power. However,
it introduces performance penalties as some error recovery
mechanisms have to be employed to correct the detected
errors. Often, such performance degradation is not acceptable.
On the other hand, the error prediction approach requires more
hardware per monitor, but is able to warn the system before
the occurrence of a timing error, and therefore performance
penalties are avoided. After the reception of the warning
signal, the system through the AVS controller could take some
action, e.g. increasing the supply voltage, to prevent the timing
error from occurring.

One of the first and most significant works which rely
on ISMs is Razor [9]. It consists of replacing the flip-flops
which reside at the end of the critical paths with so-called
Razor flip-flops. A Razor flip-flop is actually an ISM which

contains the regular flip-flop augmented with a shadow latch
connected in parallel. The outputs of the regular flip-flop and
the shadow latch are compared by a comparator (eg. XOR
gate). While the regular flip-flop samples the data input signal
on the active clock edge, the latch is transparent during the
whole clock duty cycle. Therefore, if the input data transition
arrives early enough to meet the flip-flop setup time, both the
regular flip-flop and the shadow latch hold the same value
which indicates correct operation. However, if the input data
transition arrived late to meet the regular flip-flop setup time,
the shadow latch still captures the correct data value. Hence,
the compared output values differ and as a result, a timing
error is signalled by the comparator. According to the timing
error rate, the system adjusts the supply voltage level.

The Razor approach made major breakthrough related to
dealing with both global and local variations as well as
optimizing power consumption using ISM-based AVS - up
to 42% energy savings is reported by the authors. However,
it suffers from several drawbacks: as it is an error detection-
based technique, it requires error recovery mechanisms which
introduce area overhead and performance degradation. Further-
more, during longer periods without detected timing errors,
the supply voltage could be overscaled which might lead
to increased timing error rate later on. Additional problems
related to Razor are metastability and short-path constraint,
i.e. mistaking a fast but correct transition for a timing error.
Due to these disadvantages, Razor is not eligible for real-time
applications.

The potential of ISMs was recognized quite promptly and
substantial amount of research work has been conducted to
improve the design and to overcome the limitations of Razor.
The authors in [10] introduce RazorII - a simplified ISM
design which overcomes the short-path problem and focuses
only on error detection, while the error recovery is performed
on the architecture level. RazorII is capable of detecting both
timing errors and Single Event Upsets (SEUs) and reports
energy savings of approximately 33%.

In [11], the authors propose two ISM-based error-detecting
circuits: dynamic transition detector with time-borrowing
(TDTB) and double-sampling static design with a time-
borrowing (DSTB) datapath latches. The main advantage of
this work in comparison to Razor is the drastic alleviation
of the metastability problem. Instruction replay at lower clock
frequency is utilized as error recovery mechanism. Total power
reduction of up to 37% is reported.

An ISM design referred to as SETTOFF - Soft-Error and
Timing error TOlerant Flip-Flop is introduced in [12]. At
the expense of increased complexity and power consumption
compared to Razor and RazorII, SETTOFF is capable of
detecting Single Event Transients (SETs), timing errors and
SEUs. Additionally, an on-the-fly SEU recovery is enabled by
inverting the main flip-flop state immediately after the error
detection. However, power optimization and savings are not
provided.

Another ISM proposal able to detect and recover from both
soft and timing errors is described in [13]. The three flip-

2019 IEEE EWDTS 431



flops that form the ISM use clocks with same frequency, but
different phases. Such approach is quite unusual and might be
problematic. However, it is reported that the proposed design
might improve the system performance by overclocking. Here,
optimization of the power consumption is not considered at all.

A timing error-predictive ISM for AVS implementation
referred to as Pre-Error Flip-Flop is proposed in [14]. Un-
like the other error detection, Razor-like designs, the Pre-
Error approach is able to detect late, but non-erroneous data
transitions (pre-errors). Thus, it can predict the timing error
before it happens. Similarly to Razor, however, the Pre-Error
Flip-Flop besides the regular flip-flop, contains another flip-
flop in parallel (Figure 1). Since the error warnings are issued
before the occurrence of an actual error, no logic for recovery
is needed. Hence, additional hardware overhead and perfor-
mance penalties introduced by error recovery computations are
avoided. This makes the Pre-Error ISM suitable for real-time
applications.

Fig. 1: Schematic diagram of the Pre-Error ISM

A data transition is considered a pre-error if it occurs during
a period called pre-error detection window. This is a time
interval before the active edge of the clock. It is crucial to
pick a length for the detection window as accurate and as
robust as possible. To define the detection window length,
the authors exploit the clock duty cycle which means that the
detection window starts with the falling edge. Changing the
duty cycle is, however, possible only if the falling edge does
not trigger logic events in the system. Another error-predictive
ISM approach with ability to tune the detection window length
is introduced in [15].

Voltage scaling is performed based on the pre-error rate
which is an indicator for the speed of the circuit. When the
error rate is zero or near-zero, the AVS controller can reduce
the supply voltage. On the other hand, high error rate requires
increasing the voltage level. If the error rate keeps some
medium value, the voltage can be held constant. However,
since voltage tuning is performed while the system is on-line,
idle or low-activity periods would result in excessive voltage
decrease. This would most likely lead to increased timing error
rate later when the system activity intensifies. To prevent the

voltage overscaling problem from occurring (specific to Razor-
like approaches), a so called transition detector observes the
activity of the circuit (Figure 1). The transition detector is also
part of the Pre-Error Flip-Flop and plays an important role in
the voltage scaling process.

Tested on multiplier and Discrete Cosine Transform (DCT)
circuits, the Pre-Error ISM design is reported to yield up
to 36% power savings at the expense of minimal overhead
introduced by the additional hardware necessary to build the
ISM and the AVS controller. Furthermore, the performance is
preserved as the timing errors are avoided. However, the Pre-
Error ISM, as proposed in [14] is unable to deal with soft
errors.

As can be noted, the previously published works focus either
on optimizing power consumption or on error resilience. Our
ISM design is capable of saving power and providing error
resilience by simply switching between the adequate operation
modes depending on the application and environmental re-
quirements. The baseline for this work is the concept proposed
in [14]. We utilize the redundant hardware within the original
ISM and improve its functionality by making it programmable.
The newly designed ISM, metaphorically speaking, cuts the
additional voltage safety margins like a SWord and protects
against errors like a shIELD and thus, the inspiration to name
it SWIELD.

III. SWIELD ARCHITECTURE AND OPERATION MODES

As illustrated in Figure 2, the programmability feature of
the SWIELD ISM is provided by introducing two special input
signals: TMR and Gated Clk. A dedicated component called
Extended Voltage Scaling Control Unit (EVSCU) described in
Section IV is responsible for driving these signals.

Fig. 2: Schematic diagram of the SWIELD ISM

The SWIELD Data input signal is the adequate input signal
to the Regular flip-flop. The output signal Q could reflect
either the output from the Regular flip-flop or the output
from the voter depending on the current operation mode. The
three additional flip-flops (Inverted Clk FF, Transition FF and
Pre-Error FF) are necessary to implement the basic Pre-Error
ISM structure (Figure 1). The Inverted Clk FF is crucial for
providing the pre-error detection window, while the Transition
FF and Pre-Error FF are responsible for sampling the Data
input activity and transitions within the detection window
respectively. Figure 3 illustrates how the Transition and Pre-
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Error outputs are generated when the SWIELD ISM is used
to observe the system operation.

Fig. 3: Generation of Transition and Pre-Error outputs

The Transition and Pre-Error outputs from every SWIELD
ISM in the system should be orred together and then connected
to the EVSCU. Thereby, the overall Transition and Pre-Error
rates would be provided. Note that the programmability feature
of the SWIELD ISM comes at a price of some additional
circuitry (multiplexers, demultiplexers and a voter to enable
TMR). The three modes of operation are elaborated in the
next subsections.

A. Normal mode of operation

When the TMR input is logical ’0’ and the clock gating
is enabled, the SWIELD ISM operates in Normal mode, i.e.
only the Regular FF is active. This mode is useful in scenarios
where the voltage scaling is not performed, i.e., the supply
voltage is held constant. Hence, substantial amount of energy
is saved by clock-gating the additional flip-flops within the
SWIELD ISM. The Q output of the ISM reflects the output
of the Regular FF, while the Transition and Pre-Error outputs
are logical ’0’ in this mode.

B. AVS mode of operation

This mode of operation is similar as described in [14].
Thus, every SWIELD ISM observes the critical path delay and
sends feedback to the EVSCU (the AVS controller) through
Transition and Pre-Error outputs (Figure 3). Based on this
information, the EVSCU instructs the voltage regulator to
adequately adjust the supply voltage. Here again the Q output
from the SWIELD ISM is equal to the output of the Regular
FF. The TMR input is logical ’0’ and the clock gating is
disabled in this scenario.

C. TMR mode of operation

If the TMR input is set to logical ’1’, the Regular FF
together with the Transition FF and Pre-Error FF form a Triple
Modular Redundancy (TMR) structure. In order to activate this
mode of operation, two pre-conditions are required: first, the
EVSCU has to disable the voltage scaling, that is, to fix the
supply voltage to a constant level and second, the clock gating
must be disabled. Thus, the TMR mode of operation enables
protection against soft errors. It is useful to switch to TMR
mode when the system is (expecting to be) exposed to higher
soft error rates. The Q output of the SWIELD ISM in this
mode is driven by the voter output, while the Transition and
Pre-Error outputs are logical ’0’.

IV. EXTENDED VOLTAGE SCALING CONTROL UNIT

The SWIELD ISM could be integrated into any general-
purpose electronic system. Of particular interest is integration
into complex, (multi)processor-based System-On-Chip (SoC).
Within such design, a simple and flexible dedicated control
unit called Extended Voltage Scaling Control Unit (EVSCU)
and a voltage regulator must be connected in order to enable
implementation of AVS. The EVSCU is crucial for providing
high level of system adaptivity and has two functions: it serves
as a driver of the voltage regulator and is also responsible
for managing the operation modes of the SWIELD ISMs. A
block-diagram of the EVSCU is shown in Figure 4.

Inputs to the EVSCU are the orred Transition and Pre-Error
signals. As shown in Figure 4, the EVSCU contains a register
set which can be written or read-out via the system internal
data bus. The Transition and Pre-Error inputs together with
the values stored in the register set provide the necessary
information to drive the Clock Gating and Voltage Scaling
Logic blocks.

Fig. 4: Block-diagram of the Extended Voltage Scaling Control
Unit (EVSCU)

The operation mode of the SWIELD ISMs is set by writing
the MODE register. Based on the current operation mode, the
TMR and Gated Clk outputs (which are actually inputs to
every SWIELD ISM) are adequately generated. By writing the
MAX TRANSITIONS, MIN PRE-ERRORS and MAX PRE-
ERRORS registers, the parameters required by the Voltage
Scaling Logic block are defined. The NUM TRANSITIONS
and NUM PRE-ERRORS are read-only registers that contain
the current numbers of transitions and pre-errors respectively.
Thus, when the system operates in AVS mode, the Transi-
tion and Pre-Error inputs are observed during a time period
of MAX TRANSITIONS. Then, the Voltage Scaling Logic
compares the current number of pre-errors to the values in
the MIN PRE-ERRORS and MAX PRE-ERRORS registers.
If the current number of pre-errors is lower than MIN PRE-
ERRORS, then the Voltage Scaling Logic instructs the voltage
regulator to decrease the supply voltage for one step by gen-
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erating adequate value for the VOLTAGE CONTROL WORD
output. If it is higher than MAX PRE-ERRORS, the supply
voltage is increased for one step in a similar way. The supply
voltage level does not change if the current number of pre-
errors is between the values stored in MIN PRE-ERRORS
and MAX PRE-ERRORS registers. Finally, when the voltage
scaling is not performed, i.e. the system operates in one
of the two remaining operation modes, the desired level of
supply voltage can be set simply by writing the VOLTAGE
CONTROL WORD register.

V. RESULTS AND DISCUSSION

To investigate the benefits of the programmable SWIELD
ISM, first we syntesize the designs and compare the reported
data for both Pre-Error and SWIELD ISMs. Then, we run an
exhaustive post-synthesis simulation in order to analyze the
time-based power consumption of both designs. Finally, we
compare the obtained results. We chose the Pre-Error ISM
for comparison because it has similar structure and features
to the SWIELD ISM. Furthermore, the SWIELD ISM shares
similar behaviour with the Pre-Error ISM more than any other
ISM design described in Section II. The synthesis is performed
using the IHP 130nm technology library [16].

Pre-Error ISM SWIELD ISM

Combinational Cell Count 11 16

Sequential Cell Count 4 4

Combinational Area (µm2) 85.05 147.42

Noncombinational Area (µm2) 120.96 120.96

Overall Design Area (µm2) 214.1 282.82

Dynamic Power Dissipation (µW ) 3.8 4.1

TABLE I. Synthesis reports comparison of Pre-Error and
SWIELD ISMs (Technology: IHP 130nm; Nominal Supply
Voltage: 1.2V; Frequency: 50MHz).

Table I shows the data obtained after synthesis of the designs
for Pre-Error and SWIELD ISMs. Under the same conditions,
the SWIELD ISM occupies 32% more area and dissipates
almost 8% more dynamic power than the Pre-Error ISM. Such
outcome is expected as the SWIELD ISM contains additional
logic that provides the programmability feature. Note that the
dynamic power dissipation is statically estimated value without
considering the switching activities of the designs.

Now, let us take a look at the time-based power consumption
of the Pre-Error and SWIELD ISMs. In order to obtain
credible results, we run a post-synthesis simulation based on
an exhaustive testbench (the same testbench applies for both
designs). Furthermore, the simulation takes into account the
switching activities of the ISMs defined by the stimuli in the
testbench. The time-based power consumption is calculated by
power analysis tool which takes a switching activity file as an
input.

Based on the data shown in Table II, one can conclude that
the Pre-Error ISM is more power-efficient when the operation
mode is set to AVS (the only operation mode available to the

Operation Mode

AVS TMR Normal All three combined

Power Consumption (µW )
Pre-Error ISM 6.54 N.A. N.A. N.A.

SWIELD ISM 8.33 7.08 2.26 5.88

TABLE II. Time-based power consumption comparison of Pre-
Error and SWIELD ISMs (Technology: IHP 130nm; Nominal
Supply Voltage: 1.2V; Frequency: 50MHz).

Pre-Error ISM). This is also expected due to the additional
logic contained in the SWIELD ISM. On the other hand,
when the operation mode of the SWIELD ISM is switched
to Normal, the overall power consumption is reduced almost
four times (compared to the AVS mode). However, the most
intriguing is the case when all the three operation modes
are switched in one simulation run (all three get an equal
portion of the simulation time). The overall SWIELD ISM
power consumption is then 42% and 20% lower than AVS-
and TMR-only cases respectively. Moreover, it is 11% lower
than the Pre-Error ISM running the same testbench in its only
available operation mode. This result confirms the advantage
of employing such adaptive design - the operation mode
is switched according to the current application needs and
environmental conditions, while the power consumption is
still optimized. To the best of our knowledge, none of the
previously published related works is able to achive this.

VI. CONCLUSION AND FUTURE WORK

In this paper we presented SWIELD - a programmable
ISM able to operate in three modes: Normal, AVS and TMR.
An architecture of a simple and highly flexible control unit
which manipulates the SWIELD operation is also proposed.
The results presented in Section V show substantial potential
for power saving having in mind the adaptivity and flexibility
provided by the different operation modes. One of the main
challenges that need to be addressed in the future is to
investigate the relationship between the timing-critical and
soft error-critical flip-flops. This is crucial when integrating
the SWIELD ISM into a complex design. The number of the
replaced flip-flops with ISMs has to be minimal, yet effective.
Evaluation of the resilience to soft errors as well as integration
of the SWIELD into complex (multi)processor SoC is also left
for a future work.
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Abstract — Forecasting to improve resource efficiency is an 
important element for decision making. Based on predictive es-
timate we can form a performance management system and op-
timize the financial costs of team payroll. 

The article presents the objective setting and solution of find-
ing the optimal allocation of project team resources according 
to various criteria using genetic algorithm. Also we will set pro-
posals for adapting created model to solving other human re-
source management tasks in the enterprise. 

Keywords—automated information-management systems, 
project management, resource allocation 

I. INTRODUCTION  

Discussing total and universal automation, we should un-
derstand that it develops gradually: (1) pointwise (solving sep-
arate tasks by digital means), (2) piecewise (combining tasks 
into blocks); (3) process (when the entire process is being au-
tomated); (4) integrally (no “manual” labor of employees/ad-
ministrators is left between different processes, they are re-
placed by integration between processes). 

Numerous products that enable accounting employees’ 
time are now available at the market. They imply fixing the 
time spent in the office, including integration with facial 
recognition systems, run screen screening, analysis of links 
visited in the Web. At the same time, the analysis of the work-
ing activity, namely, its rate and quality, does not get the suf-
ficient attention. 

Numerous work time logging applications are available, 
but an understanding of whether employees really use their 
working time with the maximal efficiently, or whether it is 
composed of alternating downtime and re-processing, is not 
always present [1]. 

The key operational task of personnel management is the 
staff time distribution and accounting. This task solution is 
used in the piecework remuneration calculation as the basis 
for the team standardization, i.e. it directly affects the organi-
zation cost reduction. When the resource allocation variability 
occurs, it is usual to solve such task by enumerative technique 
or other mathematical methods of seeking an optimal solution 
that are included in specialized applications [2]. The task entry 
conditions are formal resource allocation rules (shift work or 
fixed working hours, availability, or work task schedule) and 

various 

restrictions (on project performance time, allowable expenses, 
number of team members).  

At the same time, the possibility of operative introducing 
of additional restrictions and the ability of total cost quick as-
sessment are important for the application use at the enter-
prise. 

The entire line of assessment applications and methods 
solving the task set is available nowadays. Large enterprises 
use comprehensive solutions that integrate into the common 
IT landscape. Comprehensive solutions are provided by SAP, 
Oracle and other companies. However, small and medium 
business is not ready to overpay for integrated solutions that 
don’t always meet all the specific customer’s requirements 
and are aimed at standard queries and processes. Most local 
solutions are based on the use of Excel spreadsheets. In this 
case, the resource allocation is done with macros. Each of 
these applications has both advantages and disadvantages, 
mainly due to the limited flexibility of setting the input data 
and calculation principles [3]. The particular interest is raised 
by AFM program: Scheduler 1/11 application, designed for 
non-standard work schedules building and optimization, that 
allows setting various operation modes, account the work of 
employees of different specializations, leave schedule, and 
other parameters. However, this application cannot still be 
considered universal [4]. 

It is noteworthy many enterprises don’t use automation 
equipment or use applications developed independently for lo-
cal tasks. Therefore, the task of seeking an optimal distribution 
of project teams’ resources remains topical. This article is ded-
icated to the stated task solution. 

II. EASE OF USE ANALYSIS OF THE EXPERIENCE OF CAIMSS 

IMPLEMENTATION AT AN INDUSTRIAL ENTERPRISE  

Computer-aided information management systems 
(CAIMSs) represent a part of modern industrial enterprise au-
tomation. 

CAIMSs are widely used at modern industrial enterprises, 
along with numerous of automation tools. Articles [2, 5] con-
sider the information society issues and determine the place of 
technical solutions in the operational and strategic manage-
ment process. 

The key requirement to CAIMSs being implemented is 
confidence in data storage reliability, the correctness of built-
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in methodology and processes, and the user interface conven-
ience. When the competition is high, industrial enterprises are 
forced not only to use modern software, but also to implement 
CAIMSs in maximally short terms. 

Let us consider the implementation process. Depending on 
the composition and number of management processes 
planned to be automated, and, consequently, the composition 
and number of CAIMS modules are planned to be imple-
mented, and the enterprise features, primarily determined not 
by its size and scope of activity, but by the complexity of man-
agement processes, this process happens in different ways. In 
personnel management related issues, enterprises are increas-
ingly choosing SAP SuccessFactors cloud solutions character-
ized by relatively low cost of implementation and support of 
final solutions, and shorter project implementation terms com-
pared to classic SAP products. Figure 1 represents a typical 
deployment diagram for CAIMS SAP SuccessFactors [6]. 

 
Fig. 1. Common project framework 

CAIMS consists of a set of modules (goal setting and 
achievement assessment, remuneration management, talent 
management, analytics and strategic talent management, ex-
ternal career portal, recruitment and adaptation, HR training 
and development, HR administration), which can be imple-
mented individually or as an integrated system. According to 
the implementation method, modules are divided into units 
(form setting, form route setting, users training). In order to 
implement separate units, it is required to perform a line of 
tasks (to coordinate, configure, test, etc.). Due to modularity, 
finiteness of possible setting combinations and the solution 
scaling simplicity, the implementation process is standardized 
and does not significantly differ from implementation to im-
plementation. Figure 2 represents a diagram of the goal setting 
and achievement assessment module implementation (one of 
typical implementations), the analysis of the implementation 
experience of which this article is based on. 

 

 
 
 
 

 
Fig. 2. Example of the process of goal setting and achievement assessment 
module implementation 

In this case, the relatively fast implementation of processes 
with a pre-formed project solution based on the company for-
malized processes is described. If the customer has the wish 
and ability to optimize the processes, then, on the one hand, 
the project is complicated by a preliminary analysis of current 
processes and their optimization for automation, and on the 
other hand, this simplifies the subsequent implementation due 
to the product specifics. 

Table 1 represents the characteristics of companies that in-
troduced the goal setting and achievement assessment module 
for the period of 2015-2017, and the characteristics of the pro-
cess being implemented. The author of the article participated 
in projects as a key performer, an architect or a project man-
ager. 

TABLE I.  CHARACTERISTICS OF THE IMPLEMENTED PROJECTS OF 
THE GOAL SETTING AND ACHIEVEMENT ASSESSMENT PROCESS 

AUTOMATION 

 Implementation № 
 1 2 3 4 5 

1. Characteristics of companies 
Branch bank-

ing 
chemical 
industry 

retail met-
al-

lurgy 

metal-
lurgy 

The number of the 
test group users 

 up to 
200 

up to 200 up to 
200 

20 
000 

up to 
200 

2. Process characteristics  
Availability of a 
process of setting 
goals and evaluating 
achievements in the 
company at the 
beginning of the 
project 

no yes no yes no 

Preliminary process 
optimization 

yes no yes no yes 

The level of 
complexity of the 
process built into the 
system* 

1 4 2 5 3 

Number of 
additionally 
developed 
elements/extensions 

0 3 1 12 0 
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3. Project characteristics  
Planned 
implementation term 
(month) 

4 5 4 6 3 

Planned number of 
consultants in the 
project team 

3 2 2 3 3,5 

Planned labor 
intensity (months of 
consultants’ work) 

16 15 12 36 15 

Actual 
implementation term 
(month) 

6 11 4 12 3,5 

Actual number of 
consultants in the 
project team 

4 3 3 6 5 

Actual labor 
intensity (months of 
consultants’ work) 

24 33 12 72 17,5 

Number of project 
team members from 
the customer’s side 

2 2 1 6 7 

 
*expert assessment built on: 

• Number of subprocesses (goal setting, monitoring, 
etc.); 

• Number of assessment periods (per year); 

• Goal setting frequency (per year); 

• Number of unique elements in the system (efficiency 
forms, goal plans, etc.); 

• Number of various roles in the process.  

Main conclusions to Table 1: 

• If the company has an established methodology and 
formalized processes for goal setting and achievement 
assessment, the customer agrees for their optimization 
reluctantly; 

• The system is well-scalable, so the number of the test 
group users does not affect the process level of 
complexity directly; 

• With the simultaneous implementation of the method 
of goal setting and achievement assessment, 
assessment of relevant processes and a process 
automation system, it is possible to significantly 
reduce the risks related the project terms prolongation 
due to the need of developing additional elements and 
enhancing the project team; 

• The number of project team members from the 
customer’s side does not affect the project timing 
directly; 

• Risks related the project terms prolongation (and, 
therefore, cost increase) can be reduced by improving 
the quality of pre-project analysis aimed at 
determining the number of additional elements 
enhancing the standard CAIMS functionality, and by 
optimizing the expenses for consultants. 

As a rule, the goal setting and achievement assessment 
process includes the following subprocesses: goal setting, goal 
implementation monitoring, achievement assessment, and cal-
ibrating of results at the HR committee. 

The goal setting process is shown on Figure 3:  

• Typical for global practices in-built into SAP 
SuccessFactors (а);  

Requiring the creation of additional elements 
(extensions) (b).  

 
(a) 

 

(б) 

Fig. 3. (а) Fragment of the goal-setting process automated within the of the 
achievement setting and assessment module framework without outside 
extensions; (b) Fragment of the goal-setting process automated within the of 
the achievement setting and assessment module framework with outside 
extensions 

Despite the product modularity and adaptability, it is based 
on certain practices, e.g., focusing on the goal plan personifi-
cation. As part of the goal setting and achievement assessment 
module in the reference model implemented in SuccessFac-
tors (Figure 3 (a)), it is intended to increase the culture of com-
munication between the manager and the employee, and to in-
crease the employee’s responsibility for achieving the goals 
through his/her involvement into the process of their setting. 
At forming goals by third parties, the process based on statis-
tics preloading from the system and analyzing the goal perfor-
mance for past periods, as implemented in the model shown 
on Figure 3 (b), a need to create extensions appears. A thor-
ough pre-project analysis of customer's processes allows 
avoiding additional expenses associated with the unplanned 
writing of extensions. 
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It is noteworthy that the preliminary analysis is compli-
cated by short terms for carrying out tenders for implementa-
tion, which provide for calculation of the total project cost 
based on limited project data, and high cost competition at the 
market of companies implementing CAIMS.  

III. ANALYSIS OF OPTIMIZATION METHODS USED AT 

WORK AND EXAMPLES OF THEIR APPLICATION  

This section deals with the task of planning the work of the 
CAIMS implementation team. Task solution may be carried 
out by various methods based on using: (1) Gant Chart (MS 
Project) – standard approach [7]; (2) imitation models [8, 3, 
9]; (3) genetic algorithms [10-13]; (4) set of means including 
the imitation model (e.g., based on Petri networks) and task 
solution optimization with genetic algorithms [3]; (5) fuzzy 
sets [15]. 

The key requirements of the application solution being de-
veloped were:  

• Objectivity. Development of criteria and formulas is 
carried out for each specific role (manager, hr-man-
ager) in the project but not for an employee holding 
this position. Such objectification allows minimizing 
costs of model changes in the event of employees’ 
dismissal or rotation. Moreover, this approach can be 
considered successful for companies building a 
project team or attracting external experts to solve the 
task. 

• Transparency. Basing on models from recognized 
sources. 

• Intelligibility. Detailed mathematical model 
description. 

• Dynamicity. Ability to change the solution at a slight 
input data change (change in daily work time or the 
introduction of additional restrictions on incoming 
data). 

• Compliance with the Russian legislation [16]. 

IV. SETTING THE TASK OF SEARCH OF OPTIMAL 

DISTRIBUTION OF PROJECT TEAMS’ RESOURCES 

The task considered in this article is related not to the pro-
duction workshop operation but to the product introduction, 
and it is required to consider the features associated exactly 
with this type of activity when solving it. The articles [17, 18] 
describe the models and solve the tasks of resource allocation, 
including the situation when several criteria are present. The 
proposed model offers 3 minimization parameters: HR costs 
C, project time costs фT  and possible risks R. The coefficients 

of these parameters importance are Сk , Tфk , Rk respec-

tively: 

minC Tф ф RСost k C k T k R= + + →                  (1) 

At this, if i  is the task ordinal number, I - total number 
of tasks in the project, then variables С, T , R may be defined 
as follows: 

1

J

j
j

С c
=

=  – total HR cost under each project task jc  in-

curred by the company implementing CAIMS; 

j – task sequence number; 

J – total number of tasks in the project; 

1

J

ф j
j

T T
=

= – the time of execution (implementation) of the 

project, in the case of sequential execution of tasks, is defined 
as the sum of all the time spent on solving individual tasks 
within the project. 

R – total risks, some of which are associated with addi-
tional resource costs and lengthening the time to the project, 
are described as follows: 

Co Co Eo Eo To ToR k R k R k R= + +                       (2) 

CoR  - risks related to internal resources; 

Cok  - their importance coefficient; 

ToR - risks related to the project terms; 

Tok  - their importance coefficient; 

EoR - risks related to mobilization of external resources; 

Eok  - their importance coefficient. 

Factors able to affect the model are given in Table 2. 

TABLE II.  RISK FORMING FACTORS 

Risk type Factors 

CoR  - Appearance of standard project tasks not planned at 
the project initial stages (e.g., the need of conducting 
additional trainings for the users)  
- Accounting of a disease and the need of developing 
internal resources causing the paid delays in work 

ToR  - Technical problems causing temporary losses: service 
provider’s technical problems, communication 
problems 
- Problems of uneven loading of employees, lack of real 
tasks 

EoR  - Appearance of non-standard project tasks not planned 
at the project statement stage, for development of 
additional elements, optimization of separate processes 

As practice of project implementation shows (Table 1), the 
actual period of project implementation often exceeds its 
planned estimate. This is especially clearly expressed for com-
panies that do not pre-optimize the processes but automate 
their processes “as is”. In such projects, a higher number of 
additional elements are developed, which, in its turn, leads to 
the need to mobilize additional resources, including external 
ones, and increases the project terms considerably. 

On the basis of statistics, the factor of disease and the need 
to develop domestic resources can be taken into account. Ac-
cording to Rosstat (Federal Service of State Statistics) data for 
2017, Russian people were ill on average for no more than 8 
days per month, while some of them continued to attend work 
(up to 80%). For a young collective (20-35 years old), the av-
erage number of full medical leaves per month can be esti-
mated as 1 out of 20 working days [19]. 

For a modern IT company, it is considered a good courtesy 
to provide its employees with at least 2 weeks a year for train-
ing and professional development. At this, not all the expenses 
for training consultants pay off: according to Antal Russia 
[20], the labour turnover in IT and telecom spheres in Russia 
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at 2018 is 11%. Therefore, the company implementing 

CAIMS loses about 
1

0.11( )
I

i
i

Z p
=
 every month, where Z  is 

the cost of training one employee per month, 1 2 3, , ..., Ip p p p  - 
number of team members for each type of staff on staff. 

An additional model limitation is the need to complete the 
project on time:  

0Ф ПT T− →                                  (3) 

where ПT - planned project completion time. 

In articles [8, 21], sequential operation was considered, 
and restrictions were imposed that one operation will start no 
earlier than the previous one ends. In the model offered, par-
allelization of task execution and their joint execution are con-
sidered. The model provides for the accounting of the follow-
ing features (restrictions): 

A. Accounting of the task implementation sequence. 

Accounting of this feature in a mathematical model can be 
implemented through graph building. The example shown on 
Figure 4 illustrates the processes shown on Figure 2. The se-
quence of tasks correspond to the example of project number 
5, table 1. Here, the graph source is the task N1 - the project 
start and obtaining the accesses. The graph sink point is the 
task N29 - the project completion (data deletion in the learning 
environment, according to figure 2). Other tasks are num-
bered, and sequence restrictions are defined for them.  

 
Fig. 4. Fragment of the graph describing the typical project tasks 

B. Accounting of the possibility of simultaneous perfor-
mance of one task by various consultants. 

E.g., in [22], a modern project management method, Ex-
treme Programming, is described, characterized by the prod-
uct development and testing process carried out by a small 
team (from two to ten programmers) with daily goals setting. 
The authors of [22] assert that at such work organization, re-
ducing task completion terms is possible. The simultaneous 
work of a small team on one unit is also typical for the agile 
(a family of “flexible” implementation methods). For the tasks 
and projects described above, pair programming can be used, 
suggesting the consultant’s individual efficiency increase at 
paired activity].  

On the other hand, the authors of [23] refer to the fact that 
when processing with IT products, specialized employees di-
rectly program for 55% of their working time. The remaining 
time is spent on communication with the management, col-
leagues, testers, designers and the customer. Moreover, when 
more than two consultants process one task, the need to per-
form these tasks in specialized applications (task manage-
ment) appears, and these actions take time to be performed. 
Based on these provisions, Figure 5 shows the dependence of 
consultants’ individual efficiency on the number of team 
members: from 100% efficiency at individual work to 55% 
efficiency at work of a team composed of 11 specialists. Piece-
wise linear approximation is applied.  

 

Fig. 5. Chart of the consultant’s individual efficiency loss at teamwork nK  

n - number of team members 

C. Accounting of the possibility of simultaneous perfor-
mance of various tasks by one consultant. 

As shown in clause 2, the performance of one task by sev-
eral consultants does not always lead to their work efficiency 
increase, e.g., performing several tasks by one consultant can 
reduce the excess communication cost. Therefore, such labor 
organization is permissible within the model. 

D. Accounting of qualification / cost of various consultants. 

According to [24], team management is a creative process 
and its efficiency depends on a large number of factors. The 
efficiency is considerably influenced by the culture of interac-
tion in a team (along with its elements’ individual abilities), 
and maintenance of informal relations between its members. 
As mentioned above, when working with the use of pair pro-
gramming technique (for consultants of one qualification), the 
individual efficiency increase can be observed. On the other 
hand, the practice of the discussed product introduction shows 
that at work with younger colleagues, the more experienced 
ones spend time on mentoring (10-20%), explain the task spe-
cifics for longer time and due to this, their individual effi-
ciency in solving the current task is considerably decreased, 
and that of their younger colleagues is acquired. 

Table 3 shows the coefficient of the consultant’s individ-
ual efficiency change at paired work: consultants and their ef-
ficiency are located horizontally, and their ‘partner’s’ name is 
located vertically. The “X” sign is used to denote “forbidden” 
pairs: it is not recommended to involve two managers or ar-
chitects within one project. The Table does not provide infor-
mation about another type of em-ployees, a project manager, 
whose load, as a rule, is esti-mated as 0.25 of the entire load 
throughout the work day in during all project. 

TABLE III.  INDIVIDUAL EFFICIENCY COEFFICIENT AT PAIRED ACTIVITY 

1 2i iK  

 Resourse 
type 

 
 

Resourse type 
Business 
consult-

ant  

Ar-
chi-
tect 

Senior 
consult-

ant 

Con-
sultant 

Junior 
con-

sultant 

De-
vel-
oper 

Business 
consultant X 1 0,8 0,8 0,8 0,8 

Architect 1 X 0,8 0,8 0,8 0,8 
Senior 
consultant 1,2 1,2 1,1 0,8 0,8 0,8 

Consultant 1,2 1,2 1,2 1,1 0,8 0,8 
Junior 
consultant 1,2 1,2 1,2 1,2 1,1 0,8 

Developer 1,2 1,2 1,2 1,2 1,2 1,1 
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Features 2-4 may be accounted within the classical routing 
problem (Table 3). The project tasks are located horizontally, 
names of resources are located vertically, and cells show costs 

jс  for the jth task that can be calculated by the formula:  

1

1 I

j i ij
ij

c m Pr
K =

=                                    (4) 

where im  is the ith type resource hourly wage; 

jK  – overall resource performance when working on the 

jth task; 

ijPr  – resource performance of type ith when working on 

the jth task. 

The hourly rate of resources is given in the second Table 
4 column. The values of the planned performance and cost of 
resources correspond to the example of the project number 5, 
table 1. The resource performance is calculated as a task/day 
at its individual implementation. The permissible values of the 
number of employees reflect data for a number of projects of 
varying complexity and are taken into account as limitations. 

1 2 3( , , ..., )j j j j IjK p p p p is the personal efficiency function 

which depends on members of a team processing the task, 
with regard of the change in the consultant’s individual per-
formance ijK at teamwork. The function accounts for the de-

pendency given on Figure 5 (for teams of up to 3 persons) 
and data of Table 3 (for teams of 2 persons), dependence is 
described by formula 5: 

1 1 1 2 2 2

1 2 2 1

2

1
1 2 3

1 2 3

1, 1;

( , , ..., ) , 2;

( , , ..., ), 3.

i ji ji
i

j j j j Ij
i i i i i i

i i i i

nj j j j Ij

n

m p Pr
K p p p p n

m p Pr m p Pr
K K

K p p p p n

=

 =




= =
 +

 ≥


         (5) 

1 2 3, , ...,j j j Ijp p p p  - the number of team members of each 

type when working on the jth task. 

0

1

, 0
I

ij ij
i

n p p
=

= ≠ - the number of ijp not equal 0. 

The sign ‘X’ denotes the forbidden positions. 

TABLE IV.  REPRESENTATION OF MODEL CRITERIA IN THE FORMAT OF 
THE CLASSIC ROUTING PROBLEM 

Resourse 
type 

Options 

D
al

y 
w

ag
e,

 y
e 

S
et

ti
n

g 

S
ol

u
tio

n
 a

gr
ee

-
m

en
t 

D
oc

u
m

en
t w

ri
t-

in
g 

It
er

at
io

ns
 

…
 

A
dm

is
si

bl
e 

n
u

m
be

r 

Business 
consult-
ant 

4 Х 4 / 20iK  Х Х  0-1 

Architect 3,5 3,5 / 10iK

 

3,5 / 20iK

 

3,5 / 5iK  3,5 / 10iK

 

 1 

Senior 
consult-
ant 

3 3 / 15iK  3 / 30iK  3 / 7,5iK  Х  0-1 

Consult-
ant 

2 2 / 20iK  2 / 40iK  2 /10iK  Х  0-2 

Junior 
consult-
ant 

1 / 25iK  Х / 12,5iK  Х  0-2 

Devel-
oper 

2,5 Х Х Х 2,5 / 25iK

 

 0-2 

Accounting of feature 1 (unit integration sequence) jointly 
with the calculation performed in the course of solving the 
“routing problem” described above for labor resource alloca-
tion will allow assessing the project duration with regard of 
the task solving sequencing.  

V. SELECTION OF A METHOD OF SOLVING THE TASK OF 

OPTIMAL PROJECT TEAMS’ RESOURCES ALLOCATION  

The genetic algorithm method was selected for the given 
task solution To solve this problem, the genetic algorithm 
method was chosen, since this method was widely used [10–
14] for solving problems of project management optimization. 
At the same time, other works did not simultaneously take into 
account all the conditions and possibilities considered in the 
model described in this article. 

Basic genetic algorithm terms and their physical meaning 
in the task implemented are given in Table 5 [25, 26]. 

TABLE V.  BASIC GENETIC ALGORITHM TERMS AND THEIR USE IN THE 
TASK SOLUTION. 

Term Definition Use in the task 

Gene Chromosome 
atom element 

With the purpose of involvement of each 
resource type into the solution of the jth 
task, 1,...,j J= . is expressed as 

1 2{ , ,..., }j Iх p p p= , where 
1 2, , ..., Ip p p  

- the contribution of time of each of I  
types of employees 

Chromos
ome 

Gene array Task solution set 
{ }jX x= , where jx is a gene 

corresponding to the jth task. 

Fitness 
function 

Chromosome 
adaptation 
coefficient 

Superposition of the project costs which 
are determined on the basis of the cost of 
work of employees of different types, 
their productivity and the degree of 
involvement into the task and time 
limitations. 
Task solution reduces to minimization of 
the fitness function minCost− > . 

Genetic 
operators 

Crossing and 
mutation 
operators. 
Crossing-over 
is the crossing 
of two 
species. 
Mutation is 
the intended 
artificial 
change of the 
specific genes 
in the species 
chromosome 

The arithmetical crossing-over was used 
in the task: if 

1 2( ) ( )parent parentCost K Cost K≤ , then: 

,1 ,2(1 )child parent parentK k kα α= + −  ;  

α  = 0.9, 

1parentK , 2parentK  - parent chromosomes, 

and childK  - daughter chromosome. 

The rearrangement of several random 
gene positions was performed as the 
mutation. 
The following operators were used as the 
mutation: (1) rearranging of several 
chromosome positions (determining the 
share of resources occupied by separate 
tasks), (2) assigning null values to 
several cells (this mutation increased the 
task convergence rate considerably) 
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It is convenient to use the share of involvement of each 
resource type into each task as genes. At this, the time of the 
jth task execution can be calculated univalently on the basis of 
individual efficiencies of the employees participating in the 
task (Table 3 and Figure 5) and their individual productivities 
(Table 4), depending on the number of members: 

1

1I

j
i j ij ijK Pr p

τ
=

Δ =                             (6) 

Each task execution time is used in the calculation of re-
strictions on the sequence of their execution and in the final 
solution analysis. 

At this, the percentage of employees’ involvement is lim-
ited by the number of employees of each type in the project 
team: the project team may include several consultants and 
developers, and, as a rule, one architect and one business con-
sultant. 

At the model determination, it was considered that the em-
ployee was loaded daily for Ip  of his/her performance during 
the task processing; at this, the load remains even during team-
work. Permissible workloads per employee per day were de-
termined in increments of 0.25 and assumed values: 0, 0.25 - 
a quarter, 0.5 - half, 0.75 - three quarters, 1 - entirely. Loading 
multiple employees of the same type is indicated by values 
above 1 with the same step (1.25; 1.5; ...). The allowable val-
ues for the team members are given in Table 4. 

Solution of the task project execution time minimization 
was carried out by calculating the critical path [27]. At this, 
the optimization task was reduced to minimizing the spare 
time for performing the tasks presented in the column on Fig-
ure 4, i.e., to minimizing the downtimes of the team involved 
into the project. The weights (lengths) of the graph edges are 
determined by the execution time of the jth task. The graph 
edges were calculated on the basis of the formula (6). 

A metric of optimal distribution of project team resources 
is the fitness function. It’ is determined as follows: 

( ) 11 2 3

1

1

1

, , ...,

/

I

i ji ji
J ij j j j Ij

C TI
j

ji ji
i

m p Pr
K p p p p

Cost k k T
p Pr

=

Δ
=

=

= + Δ





        (7) 

TΔ  – the sum of the differences of the minimum and the 
maximum possible start of the execution of each graph node. 

TkΔ  – TΔ parameter importance coefficient. 

The flow-chart of task solution is given on Figure 6. 

 

 
Fig. 6. Flow-chart of task solution by the genetic algorithm method 
Sequuence equence of operations: (1) Initial parameters are set (restrictions 
on employees of different types, coefficients of significance of time and cost 
variables for the project are determined); (2) The initial chromosome 
population is set; (3) The adaptation of the current population elements is 
assessed; (4) Chromosome crossing for new population creation is applied; 
(5) The mutation is applied; (6) The termination condition set in the form of 
a limit on the number of generations is verified; (7) The results are visualized 
with the use of the Gant Chart. 

The solution of the problem was carried out in the Matlab 
software environment. Using the developed software, the re-
sults and graphs in the following sections are implemented. 
For the selected data volume, the solution was found in less 
than 100 iterations. 

VI. RESULTS OF SOLVING THE TASK OF SEARCH OF 

OPTIMAL DISTRIBUTION OF PROJECT TEAMS’ RESOURCES 

The maximal number of employees of one type per project 
was set as the initial condition. Therefore, task solution as-
sumed the selection of optimal executors of each task from 
total number of available employees, based on their qualifica-
tion and cost. For the real process of the project team optimi-
zation, limiting the sample of employees involved into one 
project, i.e., the distribution of consultants of various types be-
tween various projects, is of interest.  

Figure 7 shows the main main characteristics of the solu-
tion to the problem when changing the coefficients of signifi-
cance of the parameters of time and team cost. 

 
Fig. 7. The dependence of the main parameters of the coefficients of 
significance criteria: СоstC  – the first term from formula (7); СоstТ – the 

second term from formula (7); ПT – estimated time to complete the last task.  
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Thus, Figure 8 shows the distribution of resources 
throughout the project.  

 
Fig. 8. Resourse distribution on project 

VII. PRACTICAL IMPORTANCE OF THE TASK OF OPTIMAL 

DISTRIBUTION OF PROJECT TEAMS’ RESOURCES 

In order to solve the set task, the use of the following pa-
rameters is suggested, beside the criteria of providing the set 
time for the task performance and the minimal project cost for 
the functioning of an enterprise the main kind of activity of 
which is the implementation of CAIMS and arranging the 
work of the project teams, the use of the following parameters: 

• Maximal, minimal and average number of specialists 
of a given qualification, involved into the project 
implementation; 

• Deviation of the current number of specialists of the 
given qualification involved into the project 
implementation, from the average value; 

• Average squared displacement of the current number 
of specialists of the given qualification involved into 
the project implementation, from the average value. 

Table 6 shows the value of the mathematical expectation 
of the consultants involved and the maximum possible param-
eters within the project under study. 

TABLE VI.  NUMBER OF CONSULTANTS ON ONE PROJECT 

Resourse 
type 

 
 
 
 
 
 

Options 

Mini-
mum 
num-
ber 

Max-
i-
mum 
num-
ber 

Possible 
number 
of con-
sultants 
on the 
project 

Mathemati-
cal expecta-
tion number 
of consult-
ants 

Average 
squared 
displace-
ment of 
consult-
ants 

Business 
consultant 

0 0 0 0 0 

Architect 0 1 1 0.72 0.17 

Senior 
consultant 

0 1 1 0.73 0.27 

Consultant 0 1 1 0.75 0.21 

Junior 
consultant 

0.25 1.75 2 1.13 0.31 

Developer 0 0 0 0 0 

Sum   5 3.33  

 

According to table 1 to example 5, the project under study 
was made by 5 consultants for 3.5 months. So we see the sum 
of the mathematical expectation number of consultants is 3.33. 
Thus it is possible to reduce the number of consultants in the 
project with more accurate planning. 

When resources are not involved, we can use them in an-
other project. For the project under study, the most sought-
after employees are junior consultants, which may be due to 
the relatively low cost. The solution of the problem can be 
used to optimize the composition of the implementation team, 
optimize the cost of the project, determine the relationship be-
tween the duration of the project, its cost and the composition 
of the implementation team, detail the team work schedule. 
So, on fig. 9 as a solution to the problem, we see the classical 
Gantt chart, where the time to complete each task is divided 
into proportional parts between employees who participate in 
its implementation. 

It is important that the proposed solution involves the work 
of consultants for up to 4 months, which corresponds to the 
initial requirement of the project under study.  

 
Fig. 9. An example of solving the problem 

Labor intensity (months of consultants’ work) according 
to the results (3.33*3.8 = 12.6) is less than actual labor inten-
sity (5*3,5 = 17.5, table 1). Therefore, we can say that with 
the help of the developed product we can achieve team opti-
mization. 

VIII. CONCLUSIONS 

We was developed a model of the project team optimiza-
tion that takes into account a number of restrictions: account-
ing of the task implementation sequence, accounting of the 
possibility of simultaneous performance of one task by vari-
ous consultants, accounting of the possibility of simultaneous 
performance of one task by various consultants, accounting of 
qualification / cost of various consultants.  

The simultaneous inclusion of these conditions makes it 
possible to predict the work of the project team and calculate 
the costs for it in a future project more accurately than in ex-
isting models that take into account only part of these re-
strictions. 

Created software allowed to solve the problem with the 
help of a genetic algorithm. The results indicate that it is pos-
sible to optimize the team and its costs using the developed 
tool. 
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The advantage of this solution is the absence of the need 
for additional infrastructure, the solution can be entered into 
the traditional planning system. 

Currently, only two criteria were considered in solving the 
problem, a project for one module and a small team. The main 
feature of the solution is its ability to scale, and therefore work 
with the project pool, a significant team, and the added use 
risks as criteria. Solution of the task of optimizing the project 
team resources offered in this paper can be adapted to other 
tasks of automating the HR resource allocation management. 
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Abstract——Distinguishing sequences are used in model based 
mutation testing in order to distinguish the specification from its 
mutants that usually represent critical implementation faults. In 
this paper, we consider distinguishing sequences for Input/Output 
automata when a sequence of inputs can be applied before getting 
any response or a sequence of output responses from an 
implementation under test. We propose a technique for deriving 
an r-distinguishing trace, i.e. a distinguishing trace with respect to 
the trace inclusion (quasi-reduction) relation, and obtain the least 
and upper bounds on the length of a shortest r-distinguishing trace 
showing that the exponential upper bound with respect to the 
number of states of the specification automaton is reachable; the 
results are then adapted for a proper case of Input/Output 
automata when each input is followed by an output, i.e., for Finite 
State Machines.  

Keywords—Input/Output automata, quasi-reduction relation, r-
distinguishing trace  

I. INTRODUCTION 

Test generation with guaranteed fault coverage is an 
important issue in developing complex critical systems (see, for 
example, [1]) and guaranteed fault coverage immediately asks 
for involving formal models. Finite transition systems are 
widely used for deriving tests and there are a number of 
methods [2] for deriving test suites with guaranteed fault 
coverage for Finite State Machines (FSMs) when each input is 
followed by an output. However, the above FSM model is not 
always appropriate and sequences of inputs can be applied 
before getting any response or a sequence of output responses; 
this situation can be adequately handled by the use of so-called 
Input/Output(I/O) automata [3]. Nevertheless, all the methods 
developed for such automata usually return infinite tests when 
talking about the ‘black-box’ testing model [4]. In a number of 
cases when critical faults could be enumerated, a test suite can 
be derived as a set of distinguishing sequences for specification 
and mutant I/O automata. In this case, a technique for deriving 
an appropriate preset or an adaptive distinguishing sequence for 
two I/O automata has to be elaborated and the complexity of a 
corresponding test suite has to be evaluated. For FSMs there are 
many publications how to derive such sequences but we are not 
aware of these results for I/O automata.   

In this paper, we consider a variation of the well known ioco 
relation [4] but as we consider automata that not necessary are 
input complete we modify ioco as a quasi-reduction relation 
(similar to FSMs [5]). Automaton A is not a quasi-reduction of 
automaton B if there exists a trace defined at both automata such 
that the set of outputs after this trace of automaton A is not a 
subset of that of automaton B and propose a technique how to 
check whether this relation holds. If the automaton B is 
deterministic then the obtained criterion describes necessary 
and sufficient conditions for checking the quasi-reduction 
relation. However, if the automaton B is nondeterministic then 
the conditions become only sufficient. Moreover, as we 
consider automata which not necessary are input complete and 
we do not observe states when testing, only traces for which an 
input is defined at any state after a corresponding prefix are 
considered as distinguishing test cases and such traces are 
called permissible. In order to completely check the quasi-
reduction relation when B has a trace that takes the automaton 
from the initial state to two different states, the B has to be 
determinized; however, the deterministic equivalent of B is a 
bit different from the ordinary [6] as it contains only 
permissible traces and in this paper, we also evaluate the length 
of such trace obtaining lower and upper bounds for r-
distinguishing traces depending on the number of states of both 
automata.  

The rest of the paper is structured as follows. As usual, 
Section 2 contains preliminaries while a technique for deriving 
a distinguishing trace together with the least bound of such trace 
is presented in Section 3. Section 4 shows that the exponential 
upper bound on length of a shortest r-distinguishing trace with 
respect to the number of states of the specification automaton is 
reachable if the latter can be nondeterministic; the results are 
adapted for FSMs in Section 5. Section 6 concludes the paper. 

. 

II. PRELIMINARIES 

An I/O automaton, simply an automaton throughout this 
paper, is a 5-tuple S = (V(S), X, Y, E(S), s0) where V(S) is a 
finite nonempty set of states with the initial state s0, X is a finite 
nonempty set of inputs, Y is a finite nonempty set of outputs, X 
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∩ Y = ∅, E(S) ⊆ V(S) × (X ∪ Y) × V(S) is a set of transitions. 
Sometimes, we refer to inputs and outputs as to actions. 
According to the above definition, we consider automata 
without the nonobservable action. 

For s, s′ ∈ V(S) and z ∈ (X ∪ Y), we use the following 
notations: 

s⎯z→s′ ≝ (s, z, s′) ∈ E(S), 

s⎯z→ ≝ ∃ s′ ∈ V(S) (s, z, s′) ∈ E(S). 
If there are no transitions at a state under outputs then we 

add a loop labeled with ‘output’ δ [4] that is not in the set Y: 

Eδ(S) = E(S) ∪ {a⎯δ→a | a ∈ V(S) & ∀ y ∈ Y ∄ b a⎯y→b}.  
Such an augmented automaton S is denoted as 

Sδ = (V(S), X, Y, Eδ(S), s0), and a trace in Sδ is a S-trace1 of S. 
If the contrary not explicitly stated then a trace denotes an S-
trace. 

Input x ∈ X is a defined input at state s ∈ V(S) if there is a 
transition s⎯x→, i.e., ∃ s′ ∈ V(S) (s, x, s′) ∈ E(S). Input x ∈ X is 
defined after a trace if this input is defined at each state reached 
after this trace. An automaton is input-complete if every input 
is defined at every state. 

Given a trace μ and state s, μ is a permissible trace at state 
s if each input in μ is defined after the prefix that directly 
precedes this input. Given a permissible trace μ at state s, as 
usual, s-after-μ is the set of states where μ can take the 
automaton from state s. If μ is a permissible trace at the initial 
state of S  then instead of s0-after-μ we sometimes write S-
after-μ. In this paper, we assume that two automata can be 
distinguished only by a trace that is permissible at the initial 
states of both automata; moreover, we also assume that if after 
an input no outputs are expected then δ is a corresponding 
output. 

An automaton is observable if at each state at most one 
transition is defined for each action. 2  Given an observable 
automaton, the set of states s-after-μ is either empty or is a 
singleton. Given a nonobservable automaton, the set s-after-μ 
can have several states. 

We also use the following notation: the set of outputs at a 
state s is the set of defined outputs at this state: 

outS(s)  ≝ { y ∈ Y | s⎯y→ }. If no outputs are defined at state 

s then outS(s) ≝ {δ}. For a subset B ⊆ V(S) we have 

outS(B )  ≝ ∪{ outS(s) | s ∈ B }. 
An automaton A  =  (V(A),  X ,  Y ,  E(A),  a0)  is a quasi-

reduction of the automaton S  = (V(S),  X ,  Y ,  E(S),  s0)  if for 
each trace σ that is permissible in both automata it holds that 
outA(A-after-σ) ⊆ outS(S-after-σ). 

If the automaton A  = (V(A),  X ,  Y ,  E(A),  a0)  is not a 
quasi-reduction of the automaton S  = (V(S),  X ,  Y ,  E(S),  s0) ,  
then there exists a trace σ that is permissible in both automata 

such that outA(A -after-σ) ⊈ outS(S-after-σ). This trace σ is 
called an r-distinguishing  trace. 

                                                           
1Suspension trace 

III. THE UPPER BOUND OF AN -DISTINGUISHING TRACE CASE 

DERIVATION 

Let an automaton A be not a quasi-reduction of S, and σ is 
an r-distinguishing trace. For a trace σ, consider sequences of 
pairs (aj, S-after-σj) where σj is a prefix of σ of length j, 
j = 0, .., |σ|, and aj ∈ (A-after-σj), i.e., aj  is a state of A 
reachable after trace σj. If σ is a shortest r-distinguishing trace 
with this property then there exists at least one sequence of pairs 
where all the pairs are pairwise different. Since the number of 
such pairs does not exceed the product of n = |V(A)| and 2k – 1 
where k = |V(S)|, the length of such sequence does not exceed 
n(2k - 1), and thus, the length of a shortest r-distinguishing trace 
is not bigger than O(n2k). 

Given an automaton A and an observable automaton 
S = (V(S), X, Y, E(S), s0) over the same alphabets, in order to 
derive a set of permissible traces of both automata, the product 
A ∩ S of automata can be constructed. States of the product are 
pairs of states of the automata, a transition is defined at a state 
if it is defined at both states. 

Proposition 1. Given an automaton A and an observable 
automaton S over the same alphabets, A is not a quasi-reduction 
of S if and only if the product A ∩ S has a state (a, s), a ∈ V(A), 
s ∈ V(S), such that the state is reachable from the initial state 
via a permissible trace at the initial states of both automata and 
some output is defined at state a while not being defined at state 
s. 

Indeed, let (a, s) be a state with the above features reachable 
from the initial state via a trace μ. Since the automaton S is 
observable, s is the only state of the automaton S reachable by 
μ and the latter immediately implies outA(A-after-

σ) ⊈ outS(S -after-σ). On the other hand, if each permissible 
trace at the initial states of both automata takes the product A ∩ 
S to a state (a, s) such the set of outputs at state a is a subset of 
that at state s then by definition, A is a quasi-reduction of S. 

It is well known how to construct the product of two 
automata over the same alphabet of actions and thus, 
Proposition 1 provides necessary and sufficient conditions for 
checking whether one automaton is a quasi-reduction of another 
observable automaton. If the product has a state (a, s) with the 
above features then a permissible trace μ that takes the product 
to this state is an r-distinguishing trace. Given an automaton A 
with n states and an observable automaton S with k states, the 
product A ∩ S has at most nk states, and thus, length of a 
shortest r-distinguishing trace is not bigger than O(nk).  

2Sometimes such an automaton is called deterministic [6]. However, we save 
this notion for an observable automaton where at each state at most one output 
is defined.  
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Fig. 1. Automaton An, n ≥ 2 

 

 
Fig. 2. Automaton S3 

 

 
Fig. 3. Automaton A3 

 
 
 
 
 
 
 
 
 
 
 
 

Fig. 4. Automaton S4 

 
If automaton S = (V(S), X, Y, E(S), s0) is not observable, we 

define a power-automaton P(S) over the same alphabets X and 
Y. We use non-empty subsets of the set V(S) as states of P(S), 
i.e., V(P(S)) = 2V(S) \ {∅}, and the initial state of P(S) is {s0}. In 
the automaton P(S), there is a transition A⎯x→B under input 
x ∈ X if and only if x is a defined input at each state a ∈ A of S, 
and B = {b | ∃ a ∈ A a⎯x→b}. In P(S), a transition A⎯y→C 

is defined under output y ∈ Y if and only if in S, a transition 
under this output is defined at least at one state a ∈ A, and 
C = {c | ∃ a ∈ A a⎯y→c}. 

Proposition 1′. Given automata A and 
S = (V(S), X, Y, E(S), s0) over the same alphabets, A is not a 
quasi-reduction of S if and only if the product A ∩ P(S) has a 
state (a, š), a ∈ V(A), š ∈ V(P(S)), such that the state is 
reachable from the initial state via a permissible trace at the 
initial states of both automata and some output is defined at 
state a while not being defined at the power-state š. 

Propositions 1 and 1′ show the way how an r-distinguishing 
trace can be constructed if automaton A is not quasi-reduction 
of S. 

In the next section, we show that for every k ≥ 2 and n ≥ 1, 
there exist an automaton Sk with k states, (2k - 2) inputs and two 
outputs and an input-complete automaton An with n states over 
the same input and output alphabets that is not a quasi-reduction 
of Sk such that a shortest r-distinguishing trace has the length 
(n - 1)2k - 2 = Ω(n2k). 

IV. THE LOWER BOUND OF AN -DISTINGUISHING TRACE 

Theorem 2. For every k ≥ 3 and n ≥ 1, there exist an input-
complete automaton Sk with k states, (2k - 2) inputs and two 
outputs and an input-complete automaton An with n states over 
the same input and output alphabets that is not a reduction of 
Sk, such that a shortest r-distinguishing trace has the length 
(n - 1)2k – 2= Ω(n2k). 

Sketch of the proof. In order to prove the statement, we 
derive automata Sk and An for which the bound is reachable. 
The input alphabet X = {a, e, b3, …, bk-1, c3, …, ck-1} has 
2(k – 2) inputs while the output alphabet has two outputs, 
Y = {y, y′}. The set V(Sk) of states of Sk is the set {0, 1, 2,…, k 
- 1} and state 1 is the initial state. 

Automaton Sk has the following transitions: 
State 0: There are transitions under all inputs and all outputs to 
state 0; 
State 1: There is a transition under input a to each state of the 
set {2, …, k - 1}; for each input e, b3, …, bk-1, c3, …, ck-1, there 
is a transition to state 0 while there is a transition to state 1 under 
output y; 
State 2: There is a transition under input e to state 1; for each 
input bj, j = 3, …, k - 1, there is a transition from state 2 to state 
j under input bj; for each action a, cj, j = 3, …, k - 1, there is a 
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transition from state 2 to state 0 while there is a transition to 
state 2 under output y; 
State j, j = 3, …, k- 1: there are transitions to state j under inputs 
b3,…, bj, с3,…, сj-1 and transitions to states 2, …., (j – 1) under 
input сj; there are transitions to state 0 under inputs bj+1, …, bk-

1, сj+1,…, сk-1 to state 0; there is a transition to state 0 under 
inputs a and e and a transition to state j under output  y. 

Automaton An is shown in Fig. 1. Automata S3, A3, S4 are 
shown in Figs. 2, 3, 4.  

By direct inspection, one can assure that the automaton A1 
is distinguishable from Sk. k ≥ 3, with the empty trace of length 
0 and a shortest r-distinguishing trace for automata A3 and S3 is 
a trace aeae of length 4 = (3 - 1)23 – 2.  

We first establish several statements about properties of 
automata An and Sk. 

Proposition 3. A trace σ is an r-distinguishing trace of An 
with respect to Sk if and only if this trace takes an power-
automaton P(Sk) from the initial state to any power-state 
without state 0 while taking the automaton An to state n. 

Indeed, according to automata definitions, output y′ can be 
produced at any power-state with state 0 and only at such 
power-state. 

Proposition 4. Given a state j of An, j < n, a trace γ ∈ 
{a, b3, …, bk-1, c3, …, ck-1}*e takes the automaton An from state 
j to state j + 1, j = 1, …, n – 1, while taking the automaton from 
state n to state n. 

The proof is a corollary to the fact that by definition, given 
a state j of An, j ≤ n, a trace γ ∈ {a, b3, …, bk-1, c3, …, ck-1}* 
leaves the automaton at state j. 

Due to the definition of the automaton Sk, the following 
statement holds. 

Proposition 5. Given automaton Sk and a trace γ∈ 
{b3, …, bk-2, c3, …, ck-2}* that takes the power-automaton P(Sk) 
from a power-state {2, …, k - 2}, k ≥ 4, to the power-state {2} 
traversing power-states D1, …, D|γ| without state 0, the trace γ 
takes the power-automaton P(Sk) from the power-state {2, …, k 
- 2, k - 1} through the power-states D1 ∪ {k - 1}, …, D|γ| ∪ {k - 
1} each of which has state (k – 1).   

By definition, a trace γ is empty in Proposition 5 when k = 4.  
We first consider the case of n ≥ 2 and k = 3. In this case, 

the automaton S3 has only inputs a and e and by direct 
inspection, one can assure that a trace ae takes the automaton 
S3 from state 1 to state 1 while taking the automaton An  from 
every state j ≠ n to state j + 1, i.e., the trace (ae)n-1 takes the 
automaton S3 from state 1 to state 1 while taking the automaton 
An from 1 to state n, and thus, is a r-distinguishing trace for An 

and S3. An input e after trace of the set (ae)* takes the automaton 
S3 from state 1 to state 0 and input a after any trace of the set 
(ae)*e takes the automaton S3 from state 2 to state 0; therefore, 
(ae)n-1 is a shortest r-distinguishing trace for An and S3. This 
trace has length (n – 1)2k-2. 

Let n ≥ 2 and k ≥ 4. We now use the induction on k in order 
to show that there is a trace of length 2k-2 that takes Sk from state 
1 to state 1.   

Induction base. If k = 4 then the trace a, b3, c3, e possesses 
the feature while traversing the following power-states: {1} – a 

– {2, 3} – b3 – {3} – c3 – {2} – e – {1}. At any power-state of 
the trace, any other input takes the automaton to state 0 or to a 
power-state already traversed by the trace.  

Induction assumption. Let for some k < m hold that a trace 
aγ, γ ∈ {b3, …, bk-2, c3, …, ck-2}, takes the power-automaton 
P(Sk) from power-state {1} to {2, …, k - 2} and from power-
state {2, …, k - 2} to {2} traversing power-states D1, …, D|γ| 

without state 0 and length of this trace is 2k-2 - 1, i.e., the trace 
aγe takes the power-automaton P(Sk) from power-state {1} to 
{1}. We append the trace γ with bk-1ck-1, i.e., the trace aγbk-1ck-1 

of the power-automaton P(Sk) traverses power-states {2, …, k - 
1}, D1 ∪ {k - 1}, …, D|γ|∪ {k - 1}, {k - 1}, {2, …, k - 2} from 
state {1} (Proposition 5). Correspondingly, the trace aγbk-1ck-

1γe takes the power-automaton P(Sk) from power-state {1} to 
{1} while taking automaton An to state 2 (Proposition 4).   

Therefore, the trace (aγbk-1ck-1γe)n-1 takes the power-
automaton P(Sk) from power-state {1} to {1} while taking 
automaton An to state n, and due to Proposition 3, this proves 
the theorem statement. 

V. EVALUATING LENGTH OF AN -DISTINGUISHING TRACE FOR 

FINITE STATE MACHINES 

The notion of a Finite State Machine (FSM) is very close to 
the notion of an I/O automaton. In fact, an FSM correspond to 
an I/O automaton where only inputs or outputs are defined at 
each state and each input is followed exactly by a sequence of 
outputs of length 1. Therefore, there are no races between inputs 
and outputs in FSMs and this fact makes this model very 
attractive for deriving test suites. 

Formally, an initialized FSM is a 5-tuple S = (S, X, Y, hS, 
s0) [7] where S is a finite non-empty set of states with the 
designated initial state s0, X and Y are input and output 
alphabets, and hS ⊆ S × X × Y × S is the transition (behavior) 
relation. A transition (s, x, y, s′) describes the situation when an 
input x is applied to S at the current state s. In this case, the FSM 
moves to state s′ and produces the output (response) y. FSM S 
is nondeterministic [8] if for some pair (s, x) ∈ S × X, there 
can exist several pairs (y, s′) ∈ Y × S such that (s, x, y, s′) ∈ hS; 
otherwise, the FSM is deterministic. FSM S is observable if 
for every two transitions (s, x, y, s1), (s, x, y, s′) ∈ hS it holds 
that s1 = s2; otherwise, the FSM is nonobservable.  

FSM S is complete if for each pair (s, x) ∈ S × X there 
exists (y, s′) ∈ Y × S such that (s, x, y, s′) ∈ hS; otherwise, the 
FSM is partial. Given state s ∈  S  and an input x  ∈  X , an input 
x  is a defined input at state s if there exists (y, s′) ∈ Y × S such 
that (s, x, y, s′) ∈ hS. Given an input sequence α  =  x 1x 2… xk  

∈  X *, α  is a defined input sequence at state s if x 1  is a defined 
input at state s and for each j = 2, …, k, x j  is a defined input at 
any state where input sequence x 1x 2 …x j - 1  can take FSM S 
from state s.     

In usual way, the behavior relation is extended to input and 
output sequences. Given states s ,  s ′  ∈  S , a defined input 
sequence α  =  x 1x 2… xk  ∈  X * at state s and an output sequence 
β  =  y 1y 2…yk  ∈  Y*, there is a transition (s ,  α ,  β ,  s ′ )  ∈  hS 
if α  is a defined input sequence at state s and there exist states 
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s1 =  s,  s2 ,  … ,  s k ,  s k + 1=s′  such that (sj-1, xj, yj, sj) ∈ hS, j = 1, 
… ,  k. In this case, the input sequence α  can take (or simply 
takes) the FSM S from state s  to state s ′.  The set outS (s ,  α)  
denotes the set of all output sequences (responses) that the FSM 
S can produce at state s  in response to a defined input sequence 
α, i.e. outS (s ,  α)   = {β: ∃ s ′∈  S [ (s ,  α ,  β ,  s ′ )  ∈  hS]}. The 

pair α◦β, β ∈ outS (s ,  α) , is an Input/Output (I/O) sequence 
at state s; if s is the initial state s0 then the pair α/β is an 
Input/Output (I/O) sequence (or a trace) of the FSM S. Given 
states s and s′, the I/O sequence α/β can take (or simply takes) 
the FSM S from state s to state s′ if (s ,  α ,  β ,  s ′ )  ∈  hS.  Given 
FSMs S = (S, X, Y, hS, s0) and P =  (P, X, Y, hP, p0), the 
intersection (or the product) S ∩ P is the largest connected 
submachine of FSM = (S × P, X, Y, f, s0p0) where (sp ,  x ,  y ,  
s ′p ′ )  ∈  f  ⇔ (s ,  x ,  y ,  p ′ )  ∈  hS &  (p ,  x ,  y ,  p ′ )  ∈  hP. The 

set successor(s, α◦β) denotes the set of all states reachable from 
state s after applying the defined input sequence α when getting 
the output response β, i.e., given a defined input sequence α at 

state s, successor(s, α◦β) = {s ′ : (s ,  α ,  β ,  s ′ )  ∈  hS}.  
Given FSMs S and P,  FSM P is a quasi-reduction of S if for 

each input sequence α defined at the initial states of FSMs S 
and P, it holds that outP (p 0 ,  α)  ⊆  outS (s0 ,  α) ;  otherwise, 
if there exists input sequence α defined at the initial states of 

FSMs S and P such that outP (p0,  α)  ⊈ outS (s0,  α) , then  P 
is not a quasi-reduction of S and α is a r-distinguishing (input) 
sequence. If both machines S and P are complete then the quasi-
reduction relation reduces to the reduction relation: FSM P is a 
reduction of S if and only if for each input sequence α, it holds 
that outP (p0,  α)  ⊆  outS (s0,  α) .  In [8], it is shown that for 
two complete observable FSMs P with n ≥ 1 states and S with 
k ≥ 1 states, length of a shortest r-distinguishing sequence does 
not exceed nk and this bound is reachable for machines with a 
single input when n and k are relatively prime integers. If FSM 
S is not observable then an r-distinguishing sequence has length 
at most n2k but the reachability for this upper bound was not 
proven. Converting machines An  and Sk  from Section 4 into 
FSMs by replacing at each state every input by the pair 
input/output for the output defined at the state, the following 
statement can be established. 

Theorem 6. For every k ≥ 3 and n ≥ 1, there exist complete 
FSMs Sk with k states, 2(k - 2) inputs and two outputs, and a 
complete deterministic FSM An with n states over the same 

input and output alphabets that is not a reduction of Sk, such 
that a shortest r-distinguishing sequence has the length 
(n - 1)2k – 2= Ω(n2k). 

VI. CONCLUSION 

In this paper, we are concerned about the complexity of test 
suites with guaranteed fault coverage when critical faults are 
enumerated and a test suite is derived as a set of distinguishing 
sequences of the specification and mutant I/O automata when a 
sequence of inputs can be applied before getting a response or 
a sequence of output responses from an implementation under 
test. We propose a technique for deriving an r-distinguishing 
trace of the specification and a mutant I/O automata, i.e., a 
distinguishing trace with respect to the trace inclusion (quasi-
reduction) relation, and obtain the least and upper bounds on 
the length of a shortest r-distinguishing trace showing that the 
exponential upper bound with respect to the number of states of 
the specification automaton is reachable. The results are then 
adapted for a proper case of I/O automata when each input is 
followed by an output, i.e., for Finite State Machines.  As 
further directions of our work, we are going to study other 
distinguishability relations especially those when adaptive 
input sequences can be used.  
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Abstract— Due to the difficulties to insert new power 
transmission lines, dramatic increases in electricity demand, 
and proceeding the stability of power systems turns out to be the 
most critical and challenging problem. Modeling of the energy 
transmission system is performed for the pilot region to optimize 
controllable parameters of the power system to maintain energy 
quality at the most appropriate value. The simulation study is 
implemented for the Denizli western region energy transmission 
system with realistic values. The load flow analysis of the system 
has been carried out by using DigSilent power system analysis 
software. The control of voltage fluctuations of the national 
electric energy network system by the help of FACTS (Flexible 
Alternating Current Transmission Systems) technology is 
carried out with the proposed method using real national data 
for the pilot region, and the results are compared with the 
existing network system. The usage of STATCOM (Static 
Synchronous Compensators) controllers which are a part of a 
new control system called FACTS, and capacitor banks are 
compared for the dynamic power system model, and the results 
of each device are presented in the study. The STATCOM has a 
very high reaction time and operates in a wide range depending 
on their capacity and provides more flexible and safe operation. 
Moreover, the maximum load limits can be increased, and the 
control of the power system may be facilitated utilizing the 
STATCOM devices.    
 

Keywords— Power Quality, STATCOM, Voltage Regulation, 
Reactive Power Control, Voltage Stability   

 

I. INTRODUCTION 

Flexible Alternating Current Transmission Systems are 
used to control the system thanks to the use of high-power 
electrical systems. In this context, determination of the 
location and size of the devices that provide essential benefits 
in power flow control, dynamic stability, continuous and 
transient state stability, transmission transfer capacity 
increase, voltage stability, reactive power control are of great 
importance both technically and economically. In the 
literature, although the primitive studies for FACTS (Flexible 
Alternating Current Transmission Systems) technology have 
been made, and the controllers have been classified and 
examined, the feasibility study for a real power system model 
that has been constructed with realistic values considering all 
the parameters for a real energy transmission system has not 
been performed yet. Dynamic operations in power 
transmission networks are essential for proper system 
planning and maintenance, and the results obtained to ensure 
that the proper steps are taken to prevent the system from 

operating under unstable conditions that may eventually 
cause partial or complete collapse. The aim of this article is 
to evaluate the voltage stability of the pilot power system 
modelled as ten bus. The pilot region with realistic power and 
transmission line parameters belongs to the western region of 
Denizli Power System is located in the Western 
Mediterranean Region of Turkey. A method that determines 
the optimum placement and values of Flexible Alternating 
Current Transmission Systems devices in terms of bus 
voltage changes and line capacities is proposed, and their 
performance was verified. The difference between the 
proposed method and the other studies is that instead of a 
fixed load profile, the actual load profile changes 
instantaneously and randomly in the long run. Using national 
realistic data, the analysis is implemented and the results are 
compared with the existing system. Then, the benefits of the 
proposed method will be assessed for the improvement of 
Turkey interconnected system. To avoid overloading of 
power transmission lines and additional losses due to reactive 
power, loss minimization and voltage regulation may be 
provided using STATCOM (Static Synchronous 
Compensators) technology in a faster and more stable way. 
Reactive compensation is made with the help of static 
controllers and power electronics elements to increase the 
capacity, controllability of the power transferred by the 
power transmission lines and to ensure the reactive power 
demand of the system rapidly. Shunt reactive compensator 
devices can be designed with switching type converters based 
on semiconductor devices. FACTS (Flexible Alternating 
Current Transmission Systems) devices can produce and 
consume reactive power using switched converter circuits 
without the need for capacitor or reactor groups in the 
compensation of transmission lines. The use and 
development of FACTS (Flexible Alternating Current 
Transmission Systems) in power transmission systems bring 
many applications to improve the stability of power systems 
[1]. They are also used to increase the stability of the system 
and control the power flow. The greatest advantage of such 
devices is their flexibility and controllability [2]. These 
applications can be done by controlling the voltage value and 
phase angle [3]. The simulation study shows that STATCOM 
(Static Synchronous Compensators) responds very quickly to 
unexpected sudden voltage changes [4]. A methodology for 
introducing FACTS (Flexible Alternating Current 
Transmission Systems) models into the energy transmission 
network is described. STATCOM (Static Synchronous 
Compensators) application methodology for the application 
of power systems stability program to the power system 

450 2019 IEEE EWDTS



analysis program includes four stages. The results showed 
that the models in the power system analysis software were 
applied correctly and how FACTS (Flexible Alternating 
Current Transmission Systems) devices contributed to 
improving power system stability [5]. In the literature, studies 
on FACTS (Flexible Alternating Current Transmission 
Systems)  technology have been carried out, and although 
FACTS (Flexible Alternating Current Transmission Systems) 
controllers have been classified and examined, a feasibility 
study has not been carried out using a FACTS (Flexible 
Alternating Current Transmission Systems) technology for a 
real power system model that has been constructed with 
realistic values taking into account all the parameters for a 
real energy transmission system. 

II. METHOD AND MODELS 

A. Load Flow Analysis  

In the modeling of the power system of the pilot region 
where the feasibility study will be performed, load flow 
analysis is performed: 

 
With the help of the node admittance matrix, the phasor 

current and voltage relations of the network can be written as 
matrices as follows. 
 II⋮I

	
Y Y ⋯ YY Y … Y⋮ ⋮ ⋱ ⋮Y Y ⋯ Y

VV⋮V
   (1) 

Where, n : Total number of nodes 
 : Self admittance of node i (sum of all admittances 

terminating in node i) 
 : Common admittance between nodes i and j (inverse of 

the sum of all admittances between nodes i and j) 
: phasor voltage relative to earth at node i 

 : Phasor current supplied to grid in node i 
 
The effects of generators, non-linear loads, and other 

devices connected to the grid nodes are reflected in the node 
current. Constant impedance (linear) loads are also included 
in the node admittance matrix. In the formation of node 
equations, in non-linear power flow equations, the equation 
will be linear if I current inputs are known. The current inputs 
depend on the P, Q and V values in any k node: 
 

      (2) 

 ∆P⋮∆P
∆Q⋮∆Q

	 	
⋯ 				⋮ ⋱ ⋮⋯ 						

| | ⋯ | |⋮ ⋱ ⋮
| | ⋯ | |

⋯ 					⋮ ⋱ ⋮⋯ 					
| | ⋯ | |⋮ ⋱ ⋮
| | ⋯ | |

∆δ⋮∆δ
∆|V|⋮∆|V|

  

 

∆P∆Q J JJ J ∆δ∆|V|      (4) 

 
P and Q are specified for load busbars and P and V ̌ for 
voltage-controlled busbars. For other node types, the 
relations between P, Q, V ̌ and I are defined by the 
characteristics of the devices connected to those nodes. The 
problem of boundary conditions brought about by various 
types of nodes is turned into a nonlinear problem and solved 
iteratively using Fast-Decoupled Newton-Raphson Method. 
Fast-Decoupled Newton-Raphson Method, Newton-Raphson 
method in the Jacobian matrix phase angle dependence of the 
reactive power (J3) and active power to the voltage 
dependence (J2) is based on the principle of making load flow 
analysis is a method that is much faster accelerated. The 
equation systems obtained are given in equation (5) and (6). 
    J i ∆δ i ∆P i       (5) J i ∆V i ∆Q i     (6) 
 
To further reduce the calculation time of the Fast-Decoupled 
method, the Jacobian matrix will be created according to the 
initial conditions and the Fast-Decoupled method with 
constant Jacobian will be applied during the calculation. 
 2 ∑ cos  (7) 							 2 cos cossin sin   							 2 cos sin; 			       (8) 
 cos                 (9) cos cos sin sin  
 cos sin ; 					     (10) 
 	 0							 						 	 	0					 ⟹				 0              (11) 

 cos sin ;		  (12) 

 cos sin ; 	     (13)  

           	 0							ve						 	 	0					 ⟹				 J 0               (14) 

 ∆P∆Q J 00 J ∆θ∆V                         (15) 

 
In this study, dynamic load flow analysis will be 

performed under discontinuously distributed generation and 
variable power demand situations and hourly changes of 
electrical parameters of busbars will be calculated. Thus, the 
effects of distributed generation, which is formed from 
sources showing production discontinuity, on the voltage and 
power factor stability of busbars can be analyzed in the face 
of changing power demands. 
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B. Static Synchronous Compensators Models 

Because FACTS devices, which constitute modern 
compensation methods, react in a short time, control each 
phase separately, and compensate unbalanced loads, the use 
of these devices gains importance [6]. Since FACTS control 
is based on power electronics, they react faster than 
conventional controllers. These devices increase the stability 
limits of the transmission lines when used appropriately. 
FACTS have two primary purposes. The first one is to 
increase the power carrying capacity of the transmission 
systems; the second is to control the power flow over the 
transmission lines [7]. Today, many power flow controllers 
have been developed under the name FACTS. The most 
commonly used ones are; Static Yes Compensator (SVC), 
Thyristor Controlled Series Capacitor (TCSC), Static 
Compensator (STATCOM), Combined Power Flow 
Controller (UPFC), Phase Shifter and Static Synchronous 
Serial Capacitor (SSSC).  STATCOM, known as Advanced 
Static Var Compensator (ASVC), is a FACTS controller, 
which is controlled to draw reactive current from the power 
system and connected to an inverter between a dc energy 
storage element and a three-phase system. The shunt is 
connected to the STATCOM transmission line. STATCOM 
is to regulate the voltage of the transmission line at the 
connection point by drawing a controlled reactive current 
from the transmission line. This process is the primary 
function of STATCOM [8]. In the simplest case, as shown in 
Figure 1, a STATCOM controller; It consists of a connection 
transformer, voltage source inverter, and DC energy storage 
element. Since the energy storage element is a tiny capacitor, 
it can only exchange reactive power with the STATCOM 
transmission system. The amplitude of the current flowing 
from the voltage source inverter to the line can be calculated 
by the following equation (16). Where X is the leakage 
reactance of the connection transformer, the reactive power 
received and exchanged can be expressed as in equation (17). 

 				 16 												 cos 		 17  

 
 

 
             (a)                                                        (b) 
Fig.1 STATCOM Capacitive mode (a) and inductive mode (b) 
 
By varying the amplitude of the 3-phase output voltage of the 
voltage-driven inverter, STATCOM can be controlled to 
generate or draw reactive power. If the output voltage (V0) of 
the inverter is greater than the ac system voltage (Vac), then 
the ac current (Iac) flows from the inverter to the ac system 
generating reactive power via the transformer reactance. In 
this case, the inverter generates capacitive current for the ac 
system at an angle beyond its voltage. If the amplitude of the 

inverter output voltage is smaller than the ac system voltage, 
the ac current flows from the ac system to the voltage source 
inverter. In this case, the inverter draws an inductive current 
at an angle behind the voltage, i.e, it consumes inductive 
reactive power. If the output voltage of the inverter and the 
amplitude of the ac system voltages are equal, there will be 
no ac current flow from the inverter to the ac system or from 
the ac system to the inverter. In short, the inverter will not 
produce or consume reactive power [9]. The active power 
exchange between the voltage source inverter and the AC 
system can be calculated using equation (18). 
 sin 																																																			 18  
 

 

Fig 2. STATCOM, V-I characteristics 

 
Figure 2 shows the STATCOM V-I characteristics. At low 
voltages, STATCOM's current supply capacity is much 
better. STATCOM can provide either full capacitive or full 
inductive output current at any system voltage.  
The amount of reactive power compensation provided by 
STATCOM is more significant because, at a low voltage 
level, reactive power decreases proportionally to the square 
of the voltage, while STATCOM decreases linearly with the 
energy. This makes STATCOM's reactive power much more 
controllable [10]. 

 

III. SIMULATION STUDY 

The purpose of the load flow analysis is to examine power 
flows, loads, busbar voltages in possible variable load 
situations. As a result of this analysis, many issues such as 
voltage increases in busbars, loadings in lines and 
transformers, power flows that can change direction, reactive 
power capacity of the production plant can be monitored. As 
described in the above section, STATCOM devices are active 
devices used in voltage control within their limits. For 
example, it was modeled on ten busbar systems, and their 
effectiveness was investigated. Since the STATCOM devices 
are connected in parallel to the electrical power system, no 
auxiliary virtual bus is needed. In the modeling, the upper and 
lower limit values are modeled as susceptance and can work 
with both inductive and capacitive characteristics. 
STATCOM device is modeled to busbar Denizli in the 
system. The ten-bar power transmission system using the 
graphical interface of the program is shown in (Figure 10). 
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A. Power System Modeling 

If proper and adequate equipment is not used correctly in 
power transmission, the power system becomes weak against 
steady-state and transient problems, and stability limits will 
change. To test the accuracy and performance of the proposed 
method, a realistic Energy Transmission System network 
model consisting of ten bus was formed in the energy 
transmission system. In the modeled power system, data for 
the network: 160 kV voltage level (1 pu), voltage lower range 
(0.9-1pu) upper voltage range (1-1.1pu), total 600 MVA 
(max) YNd5 transformer power, 500 MW (G1-G2-G3) full 
generation capacity, 400 MW (load ABCDE) whole load, 
Short circuit power (Sk) 10000 MVA with external network 
and voltage controlled 20 MVAR (C) Capacitor connected. 

 

Fig.3 Busbar-Denizli STATCOM connection 
 

The simulation study was carried out with balanced 3-
phase system voltages during 4-second steps and a total of 
20-second operation. Modeled power transmission system 
line and bus loadings are between 15%, and 20% voltage 1 
pu levels, system production G1 9,12%, G2 68,41%, and G3 
74,39%. Simulation study has been carried out for continuous 
or transient state faults whether 20 MVAR capacitors or 
STATCOM device is connected. Simulation studies have 
been carried out for load failure situations due to the failure 
of 30MW D load connected to Line-2. In both cases, the 
voltage values of the energy transmission system network 
model for other busbars were examined. 

B. Results 

The identification, development, and classification of 
FACTS controllers are discussed, and the realization of the 
results obtained by performing a simulation study by 
modeling the actual values for the Western Mediterranean 
Region electric power transmission system and determining 
the benefits provided are determined by realistic parameters. 
STATCOM, which is one of the FACTS controllers, is used 
for power system modeling, analysis and simulation 
programs, modeling and analysis for various conditions such 
as voltage drop, frequency changes, instantaneous energy 
generation and to improve the results obtained, system 

reliability and stability, failure and hardware failure. Limiting 
the effects of replications to avoid power failure and Turkey 
interconnected by increasing the balance of the voltage and 
power control of the system more efficient, have reviewed the 
contribution on the quality and economical way of providing 
electrical energy continuum. The electrical energy 
transmission system of the Western Mediterranean region 
was modeled on ten busbar systems in Denizli region as an 
example, and their effectiveness was investigated. Since 
STATCOM devices are connected in parallel to the electrical 
power system, no auxiliary virtual bar is needed. In the 
modeling, lower and upper limit values are modeled as 160 
kV voltage level (1 pu), voltage lower range (0.9-1pu) and 
high voltage range (1-1.1pu) and can work both inductive and 
capacitive characteristics. STATCOM devices are modeled 
separately for Denizli-1 ’busbar. In case of failure of one of 
the lines (line-2a) in the electric power transmission system 
of the shaped Western Mediterranean region; The effects of 
the FACTS devices on the stability limits of the STATCOM 
power system against voltage collapses were investigated, 
and the impact against voltage oscillations in the order after 
the disturbance effects were evaluated. (Figure-4 & Figure-5) 
 

 
Figure 4. Stability limits against STATCOM voltage failures 
 

Fig 5. STATCOM mean and deflection values against voltage failures 
 
By evaluating the voltage-loading parameter curves for 

the most critical busbars experiencing voltage problems in the 
modeled electric power transmission system of the Western 
Mediterranean region, the contribution of the STATCOM 
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systems to the reactive power is examined by connecting 
STATCOM systems, and in case the lines supplying the 
critical busbar of the system are disabled, STATCOM is 
loaded. And the steady-state power flow analysis has been 
done, and in case there are different disturbing effects in the 
system, the voltage stability change has been shown by 
adding STATCOM to Denizli-1 busbar as a result of the 
power flow. (Figure 6) 

 

 
Fig 6. Load limits of critical bus to STATCOM voltage failures 	

Modeling the West Mediterranean region electricity 
energy transmission system and performing load flow 
analysis as a result of STATCOM voltage regulation added 
parallel to the busbars needed, the points where the system 
undergoes voltage collapse were determined, and the 
effectiveness of FACTS devices at this point were compared. 
Increased. STATCOM 's reactive power load value of the 
system works most stable, active and reactive power values 
provide the best power transfer, STATCOM required reactive 
power compensation is produced quickly, voltage collapse 
busbar voltage value sudden load changes and despite the 
desired reference value It has been seen. When the rotor angle 
and rotor speed oscillations of the generators are examined, it 
has been shown that the contributions made to the oscillation 
suppression improve the generator voltage stability and help 
to increase the reliability and capacity of the system, thus 
providing the system with more inductive and capacitive 
energy (Figure-7, Figure-8). 

 

 
Fig 7. STATCOM generator voltage stability 

 
Fig 8. Power oscillations of STATCOM generators 
 
 

 
Fig 9. Rotor angle and rotor speed oscillations of STATCOM generators 
 
The bus voltages are presented for the pre-fault and after the 
fault with the usage of Capacitor Bank and STATCOM 
device (Table I & II). As it can be seen from the results, 
STATCOM device regulates the voltage much better 
compared to capacitor banks. The bus voltages almost were 
not affected from the fault by the STATCOM usage (Table 
II). 
 
 

TABLE I. 
PRE-FAULT STATCOM BUS VOLTAGES 

 PRE-FAULT BUS 
VOLTAGE 

Bus 
kV/(pu) 

Capacitor 
Enabled 

Statcom 
Enabled 

DENİZLİ-1 
kV/(pu) 

161,9342 
1,01208 

160,0 
1,0 

DENİZLİ-2 
kV/(pu) 

163,2398 
1,02024 

163,1085 
1,01942 

DENİZLİ-3 
kV/(pu) 

158,4197 
0,99012 

158,3302 
0,98956 

DENİZLİ-4 
kV/(pu) 

161,4339 
1,008961 

161,0137 
1,00633 

ACARSOY 
kV/(pu) 

165,177 
1,03235 

165,08 
1,03175 

NETWORK 
kV/(pu) 

160,8582 
1,005361 

160,7506 
1,00469 
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TABLE II. 
STATCOM AND BUS VOLTAGES AFTER FAILURE 

 BUS FAILURES AFTER 
FAILURE 

Bus 
kV/(pu) 

Capacitor 
Enabled 

Statcom 
Enabled 

DENİZLİ-1 
kV/(pu) 

157,8052 
0,98628 

160,0 
1,0 

DENİZLİ-2 
kV/(pu) 

162,1797 
1,01362 

162,3029 
1,01439 

DENİZLİ-3 
kV/(pu) 

157,8219 
0,98638 

157,9073 
0,98692 

DENİZLİ-4 
kV/(pu) 

158,2907 
0,98931 

158,8408 
0,99275 

ACARSOY 
kV/(pu) 

164,3486 
1,02717 

164,4754 
1,02797 

NETWORK 
kV/(pu) 

159,9385 
0,99961 

160,0793 
1,00049 

 

IV. CONCLUSION 

In this study, the effects of STATCOM controllers on 
power system voltage stability are investigated. As a result of 
STATCOM usage, the voltage stability of the model network 
was observed. Also, it has been observed on the ten-bus 
power system how the voltage instability occurs at the 
different load characteristics.  

Stability values of transmission lines and voltage stability 
limit values of load bus was calculated. After connecting 
STATCOM devices, load flow studies were performed by 
using power system analysis program.  

Voltage regulation may be provided by inserting 
STATCOM devices into the Turkey’s interconnected system, 
and the losses of the power transmission line may be reduced 
and electricity energy may be transmitted and distributed in 
more secure and controllable way. By this way, significant 
economic developments may be ensured. 

Implementing the feasibility study by using STATCOM 
device, power transmission costs are aimed to be reduced 
technically, by improving the sensitivity of voltage control to 
stabilize the production and consumption balance. 

When the system is evaluated in terms of oscillating 
operation and voltage drop, it is observed that the use of 
parallel and serial connected compensators together makes 
the system more stable than single-use. FACTS devices are 
able to raise the highest load point of the system against 
voltage collapse higher than the manual systems (current 
situation). In case of the failure of one of the lines in the 

network, bus voltages, generator rotor speeds and rotor angles 
oscillating operation mode can be suppressed with FACTS 
devices. STATCOM power system increases the maximum 
load limits. Furthermore, when the disturbance of the power 
system (line failure) occurs, the reactive power compensation 
may be implemented with the proposed system and voltage 
collapse is prevented under overload conditions. It is 
observed that the proposed system removes voltage 
oscillations in the generation busbars in case of the short 
circuit in the system. 
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Abstract — This article discusses the method of increasing 
the germination and speed of seed development using the 
optimal ratio of spectral components of intensity and 
photoperiod required for the seeds of vegetable and green 
cultures at the germination stage. The method is based on the 
approximation of the limited spectra of discrete sources of 
illumination to a continuous modified spectrum of sunlight by 
the method of the least squares in order to minimize the square 
of the approximation error. Six different types of LEDs (red, 
green, blue, white (RGB), “full-spectrum” (RGBWFI) and 
infrared) was used for the approximation of the continuous 
spectrum for radish seeds. The experiment period was three 
days. After the three days of experimental seedlings, the 
average root length (stimulated by RGBWFI LED) was 9.4 
mm, the total length of the germ 24.7 mm, the root thickness 
0.85 mm and the total germination percentage 89.7%. We 
research is being conducted on various seeds to accurately 
optimize the method for a specific seed culture. The found 
efficiency criteria will provide an opportunity to systematize 
numerous well-known results of the impact of variable light 
modes in order to identify plants as a biological object by 
optical properties. 

Keywords — approximation, spectrum, LEDs, light 
stimulation, the method of the least squares, radish 

I. INTRODUCTION 

Currently, when growing seedlings, smart lamps with 
spectrum optimization are practically not used. First of all, 
this is due to the lack of valid methods that allow optimizing 
the spectrum of illumination at various stages of plant 
development. Popular “full-spectrum” LED matrices, with a 
predominance of the red and blue components of the 
spectrum, are optimized “by average” and do not take into 
account the characteristics and needs of a particular culture at 
different stages of plant development.  

Existing studies are focused and controversial, it is 
known [1,2] that the entire spectral range of sunlight is 
important for plant development, and limiting the spectrum 
can lead to growth retardation and degradation. 

At the same time, at different stages of plant 
development, a different spectral composition of illumination 
is optimal, which opens up opportunities both for growth 
light stimulation and for increasing the energy efficiency of 

cultivation [3, 4, 5]. However, it remains an open question 
about the technological and algorithmic possibility of 
approximation of light of a given spectral composition by a 
set of sources with limited spectrum, as the basis for 
conducting research in this direction. 

In this paper, the authors, on the basis of previously 
performed studies [6, 7, 8], present a technique for 
approximating a continuous spectrum by a set of limited 
spectra with minimization of the quadratic error over the 
range of the continuous spectrum. The technique is intended 
for use in intelligent lamps for agricultural cultivation, 
providing the optimal spectral composition and intensity of 
illumination at various stages of cultivation and for different 
cultures. 

Thus, the aim of the work is to increase the effectiveness 
of agrotechnologies of a closed ground by providing the 
possibility of using promising agrophotonic algorithms that 
require control of the spectral composition, intensity and 
photoperiod of illumination. 

To achieve this goal, the authors solved the following 
tasks: 

• Developed a method for determining the coefficients 
for the approximation of the continuous spectrum by 
a set of limited spectra based on the method of least 
squares.  

• The technique was tested on a number of continuous 
spectra corresponding to the penetration of sunlight 
into the soil at different depths 

• On the basis of certain coefficients, the law of control 
of an intelligent agroform was implemented to 
stimulate seed germination and its positive effect on 
the indicators of their development was 
experimentally shown. 

The presented technique is new both in its content and in 
the field of its implementation in intelligent lamps of 
agrotechnological purpose. 
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II. CREATING A PHYTO-ILLUMINATION 

ALGORITHM WITH A SPECIFIED RATIO OF 

SPECTRAL COMPONENTS 

The general mathematical solution of this problem using 
the method of the least squares was considered by us in the 
article “Simulation, spectrum synthesis”. There are other 
studies in which the Gauss method was used for 
approximation, but our method is more versatile and adapted 
to a wide range of discrete light sources [9]. The problem 
was solved by using the system of intellectual preparation of 
seeds for germination. For the approximation, six types of 
LEDs were used: red, green, blue, white (RGBW), “full-
spectrum” (F), having high intensity in the blue and red 
zones of the visible light spectrum, and infrared (IR). 

The spectral characteristics of discrete light sources can 
be seen in Fig. 1. (SPF - spectral photon flux.) 

The solution to this problem is represented by J (kn) (1). 
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From here we obtain the expression (2), where k is the 
desired approximation coefficients.  
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Let's name spectral densities of spectra of discrete light 
sources Sred (S1), Sgreen(S2), Sblue (S3), Swhite (S4), Sfull (S5), 
Sir(S6). The spectral density of the modified spectrum of 
sunlight on the surface and at a depth of 3, 6, 9 mm denotes 
Sg, Sg3, Sg6, Sg9. Spectral range - λ 400 to 800 nm. For 
approximation, it is necessary to find the following integral 
components of the matrix of the system of equations A (3) 
and B (4):  

  (3) 

  (4) 

From here you can find the approximation coefficients 
for each spectrum k 1,2,3,4,5,6 using the following (5): 

 k1,2,3,4,5,6 = (ATA)-1ATB (5) 

As a result, the approximation coefficients: k1=0.3992, 
k2=1.0815, k3=0.0859, k4=0.9603, k5=1.1275, k6=0.777. 

Graphs of comparison of the obtained spectra and 
modified spectra of sunlight are given below Fig. 2 a, b, c 
and Fig. 3. To reduce the intensity of the spectra at a length 
of 400 to 550 nm, long-wavelength filters with a 
transmittance of 550 nm Fig. 2 b, c and Fig. 3.  
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Fig. 1. Spectral characteristics of  RGB WFI LEDs. 

a)

  

b) 

 

c) 

 
Fig. 2. Comparison of approximated spectra with the modified spectrum 

of sunlight a) surface, b) 3 mm, c) 6 mm. 
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Studies have also been conducted on the approximation 
of simpler LED matrices, which are based on the RGBW or 
RGB full spectra Fig.3. 

These indicators of the ratio of spectral components were 
applied in the algorithm of the system for preparing seeds for 
germination. 

III. DESCRIPTION OF THE EXPERIMENTAL SETUP 

For the formation of illumination with a given spectral 
characteristic and intensity, an experimental sample was 
developed that allows preparing seeds for germination and 
phenotyping (determining the stages of seed development by 
machine vision). The degree of development of the objects of 
the study was determined using the camera. Processing was 
carried out on raspberry PI 3. 

 The system allows to evaluate the criteria for the 
effectiveness of exposure to different light spectra, responds 
to the stage of seed development, adapting the characteristics 
of illumination Fig. 4 [8,9]. 

IV. THE DISCUSSION OF THE RESULTS 

Experimental studies were carried out at constant: 
temperature of 27 C, substrate humidity of 100 %, 
illumination intensity from 0 to 5000 lux. The CO2 
concentration over the entire test period was in the range of 
600-1100 ppm, there was also no direct air flow to the seed, 
which prevented weathering. In the role of the substrate was 
foam rubber ST 18/20 10 mm 

development to the seedling stage is about 3-4 days. All 
seeds from one batch. On Fig. 5. depicts one of the obtained 
shoots. 

According to the results of these experiments 
(experiment period 3 days), we obtained seedlings with the 
following parameters: the average root length is 9.4 mm (1 - 
3 mm more than with the RGBW light-stimulation spectra 
separately), the total length of the germ is on average 24.7 
mm, the average maximum diameter is 0.85 mm, color from 
RGB (112, 131, 13) to RGB (166,162,63). The germination 
percentage is 89.7 %, which is on average 15.2 % higher 
than when using a separate spectral range of RGBW LEDs 
Fig. 6. 

V. CONCLUSION 

Based on the above, it can be argued that the tasks have 
been successfully implemented, the developed methodology 
has proved its effectiveness, and the goal of the research has 
been successfully achieved. The seed of vegetable and green 
cultures is a complex biological object that requires 
extensive research. Universal light-stimulation algorithms 
allow on average to increase the germination of some 

 
Fig. 3. Comparison of approximated spectra with the modified spectrum 

of sunlight 9 mm. 

 
Fig. 4. Comparison of approximated spectra of discrete light sources to 

modified sunlight on the soil surface [7]. 

 
Fig. 5. System for experimental studies on the light stimulation of 

vegetable and green cultures. 

 

Fig. 6. A batch of seeds and an example of a batch of radish sprout after 
exposure to the formed light, approximated to solar. 
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cultures, but for others, they may not be applicable. Research 
niches determine the methodology for preparing seeds of 
various cultures. Due to the formation of the optimal ratio of 
spectral components, the intensity of illumination and its 
periodicity, while maintaining favorable microclimate 
conditions in parallel, it is possible to significantly increase 
the productivity of existing greenhouses and develop light 
stimulation algorithms individually for different plants. Only 
due to the flexibility of control of discrete sources of 
illumination it is possible to determine the criteria for the 
effectiveness of certain methods of processing seeds of 
vegetable and green cultures [20]. The next stage of 
development will be conducting point studies to optimize 
this technique for certain types of seeds. 
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Fig. 7. Diagram of characteristics of the obtained experimental material 

as a result of light stimulation. 
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Abstract——State identification sequences, such as homing 
and distinguishing sequences (HS and DS), are widely used in FSM 
(Finite State Machine) based testing in order to reduce the size of 
a returned complete test suite as well as minimize checking efforts 
in passive testing. Preset HS are known to always exist for 
deterministic complete reduced FSMs but it is not the case for 
nondeterministic FSMs. It is also known that in this case, adaptive 
HS exist more often and usually are shorter than the preset. 
Nowadays, a number of specifications are represented by 
nondeterministic FSMs and thus, a deeper study of such sequences 
is required. There exist sufficient and necessary conditions for the 
existence of an adaptive HS for complete nondeterministic FSMs 
when each state can be an initial state but those conditions become 
only sufficient for weakly initialized FSMs where only some states 
are initial. In this paper, we propose sufficient and necessary 
conditions for a weakly initialized FSM to have an adaptive 
homing sequence, possibly up to given length, which are based on 
deriving an appropriate so-called homing FSM. The experimental 
evaluation of the existence of adaptive and preset HS is performed 
for randomly generated FSMs.  

Keywords—Finite State Machine (FSM), weakly initialized 
FSM, adaptive homing sequence 

I. INTRODUCTION 

There is a big body of work for deriving tests with 
guaranteed fault coverage using Finite State Machine (FSM) 
based test derivation methods [see, for example, 1-4]. In order 
to reduce the size of a returned test suite so-called state 
identification sequences are utilized [5]. When the researchers 
minimize the number of resets in a test suite, notions of homing 
and synchronizing sequences (HS and SS) [6-8] are used. These 
sequences indicate the current state of a system under test and 
can be preset or adaptive [5]. Preset input sequences are derived 
before starting the identification procedure, while for adaptive 
sequences, the next input can depend on the outputs produced 
for the sequence of previous inputs. In order to derive a preset 
HS, a successor tree of an FSM under investigation is usually 
constructed [9, 10] and those techniques exist for deterministic 
and nondeterministic, partial and complete, weakly initialized 
and non-initialized FSMs [11]. A completely different QBF 
approach for deriving a preset HS is proposed in [12]. An 
adaptive sequence is usually represented by a tree or an acyclic 
FSM [10, 13, 14] called a test case. For nondeterministic FSMs 

adaptive homing and synchronizing sequences exist more often 
than the preset and usually are shorter. As shown in [15], such 
sequences become useful in passive testing for minimizing 
checking efforts at each step. 

There are sufficient and necessary conditions for existence 
and derivation of adaptive and preset homing sequences when a 
nondeterministic FSM is non-initialized, i.e., each state can be 
an initial state [10, 17, 18]. The problem of deriving an HS for 
weakly initialized machines is harder as it is known that 
checking the existence of a preset homing sequence for weakly 
initialized FSMs is PSPACE-complete [16, 18]. 
Correspondingly, researchers propose a number of heuristics to 
derive an HS of reasonable length [see, for example, 19]. When 
a nondeterministic FSM is complete and non-initialized there 
exists an adaptive HS if and only if such a sequence exists for 
each pair of states, moreover, length of such sequence is known 
to be polynomial with respect to the number of FSM states if it 
exists [17]. When an FSM is weakly initialized the above 
condition becomes only sufficient. The approach proposed in the 
same paper for checking sufficient and necessary conditions for 
the existence of an adaptive homing sequence for a weakly 
initialized complete FSM is based on enumerating homing 
subsets of states starting from state pairs until the set containing 
all initial states is obtained or no homing subsets can be further 
derived. Correspondingly, the approach becomes rather 
complicated for machines which have many states. In this paper, 
we suggest another formal approach for deriving an adaptive HS 
that is based on deriving an appropriate homing FSM that in fact, 
extends the method proposed in [19] and follows the approach 
proposed in [20] for deriving adaptive distinguishing sequences. 
In this paper, there are two techniques for deriving an adaptive 
HS. First, a homing FSM with the initial state that is the set of 
all initial states is derived and similar to distinguishing 
machines, it is shown that an adaptive HS exists if and only if 
the homing FSM has no complete submachine. According to our 
experiments with distinguishing machines, the homing FSM can 
be rather big [22], and thus, we also propose to construct its 
submachine for checking if there exists an adaptive HS up to 
given length. The experimental results for evaluation of the 
existence of adaptive and preset homing sequences for randomly 
generated FSMs are presented.  
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The rest of the paper has the following structure. Section II 
contains the preliminaries. Section III presents the procedures 
for deriving a homing FSM and an adaptive homing sequence 
based on the homing FSM. Section IV contains experimental 
results and Section V concludes the paper. 

II. PRELIMINARIES 

In this section, we briefly introduce definitions and notations 
which are mainly taken from the papers [11, 17, 22].  

A. Finite State Machines 

A Finite State Machine (FSM), or simply a machine, is a 5-
tuple S = (S, I, O, hS, Sin) where S is a finite non-empty set of 
states with the set Sin of initial states, I and O are finite input and 
output alphabets, and hS ⊆ S × I × O × S is a transition relation. 
FSM S is noninitialized if Sin = S. If |Sin| = 1 then the FSM is an 
initialized FSM; otherwise, the FSM is weakly initialized. FSM 
S is nondeterministic if for some pair (s, i) ∈ S × I, there exist 
several pairs (o, s′) ∈ O × S such that (s, i, o, s′) ∈ hS; otherwise, 
the FSM is deterministic. FSM S is complete if for each pair (s, 
i) ∈ S × I there exists (o, s′) ∈ O × S such that (s, i, o, s′) ∈ hS; 
otherwise, the FSM is partial. FSM S is observable if for every 
two transitions (s, i, o, s1), (s, i, o, s2) ∈ hS it holds that s1 = s2. 
In the following, we consider complete observable possibly 
nondeterministic FSMs if the contrary is not directly stated. An 
example of a complete nondeterministic FSM is shown in Figure 
1 where states 1, 2, 3 are initial states. 

 
Fig. 1. Complete nondeterministic FSM S 

Given i ∈ I, o ∈ O and a state s of a complete observable 
FSM S, state s′ is the io-successor of state s if (s, i, o, s′) ∈ hS. 
Such an io-successor of s not necessary exists and in this case, 
we say that the io-successor of state s is the empty set. A trace 
of FSM S at state s is a sequence of input/output pairs which 
label consecutive transitions starting from state s. Given a trace 
γ = i1/o1 … il/ol of FSM S, a sequence i1 … il is an input sequence 
of the trace γ, a sequence o1 … ol is an output sequence; γ-
successor of state s is a state which is reached from s via the 
trace γ. If γ is not a trace at state s then the γ-successor of state s 
does not exist. Given the set Sin of initial states, the γ-successor 
of Sin is the set of γ-successors over all states of the set Sin. 

B. Homing Test Case definition 

An input sequence α is adaptive if the next input depends on 
the output to the previous one. Such an input sequence can be 
represented by a special FSM called a test case [13]. Given an 
input alphabet I and an output alphabet O, a test case TC(I, O) 
(over alphabets I and O) is an initialized observable FSM 
T = (T, I, O, hT, t0) with an acyclic transition graph; each state is 
either a deadlock state or only one input with all possible outputs 
is defined at the state. Correspondingly, if |I| > 1 then a test case 
is a partial FSM. Given a complete FSM S over alphabets I and 
O, a test case TC(I, O) represents an adaptive sequence for the 
FSM S and can be applied in the following way. Given a defined 
input i1 at the initial state t0 of TC(I, O), this input is applied to 
FSM S first and TC(I, O) moves to the i1o-successor t1 of state 
t0 according to the produced output o. The procedure terminates 
once a deadlock state is reached. The length of an adaptive input 
sequence is the length of a longest trace from the initial state to 
a deadlock state of TC(I, O). A test case TC(I, O) is a homing 
test case (HTC) for an FSM S if for every trace γ of TC(I, O) 
from the initial state to a deadlock state, the γ-successor of the 
set Sin is a singleton or it does not exist. Thus, the reached state 
can be uniquely determined based on the response of an FSM 
under study to adaptive homing sequences. An HTC represents 
an adaptive homing sequence and a homing test case for a 
machine S in Figure 1 is shown in Figure 2. The deadlock boxes 
have states reachable after the corresponding trace. 

 
Fig 2. HTC T for the FSM S 

III. TEST CASE DERIVATION 

The method for deriving an HTC based on a homing 
machine for an FSM with two initial states is proposed in [20]. 
In this paper, we extend this approach to a weakly initialized 
FSM with any subset of initial states. Given a complete 
observable nondeterministic FSM S = (S, I, O, hS, Sin), a homing 
FSM Shome is derived in the following way. The set of inputs 
(outputs) Shome coincides with the set of inputs (outputs) of S, 
while states Shome are defined over the set of non-empty and non-
singleton subsets of states of S and the homing machine can 
have a special state F (FAIL). The process of constructing 
transitions of Shome starts at the initial state which corresponds to 
the set Sin of initial states of FSM S and the machine Shome = (S′, 
I, O, hS(home), {Sin}) is a minimal machine that can be constructed 
using the rules listed below. 
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Given a state b of Shome, let b be a non-empty subset of states 
of S that is not a singleton.  

1) There is transition (b, i, o, b′) in Shome if and only if 
b′ is not a singleton and b′ is the non-empty io-
successor of the set b. In this case, state b′ is added 
to the set of states of Shome.  

2) There is transition (b, i, o', F) in Shome if and only if 
there exists o′ ∈ O such that the non-empty io′-
successor of b is the set b. In this case, state F is 
added to the set of states of Shome.  

3) A transition from state b under input i in Shome is 
labeled as an undefined transition if and only if each 
io-successor of the set b is a singleton or does not 
exist. 

4) At the state F, there is a transition (F, i, o F) for 
every i/o pair, i ∈ I, o ∈ O. 

Similar to the theorem in [21] for adaptive distinguishing 
sequences, the following statement can be established. 

Theorem 1. FSM S has an adaptive HS if and only if the 
FSM Shome has no complete submachine. 

Sketch of the proof. In [17], it is proven that there exists an 
HTC for FSM if and only if the set Sin is k-homing for some k 
> 0. A subset b is 1-homing if there exists an input ib such that 
for every o ∈ O, the ibo-successor of the set b has at most one 
state. Let all the k-homing subsets be determined for some k > 
0. Then a subset c is (k +1)-homing if it is k-homing and there 
exists an input i such that for every o ∈ O, the io-successor of c 
is at most k-homing or has at most one state. The subset b is 
homing if b is k-homing for some k > 0. 

We now show that the set Sin is k-homing for some k > 0 if 
and only if the machine Shome has no complete submachine. 

 Let the set Sin be k-homing for some k > 0. Given the 
machine Shome, if the initial state is 1-homing then there is an 
undefined transition at this state and thus, the Shome has no 
complete submachine. Suppose that the statement holds if the 
set Sin is m-homing for some m > 0.  

Induction step. If the set Sin is (m+1)-homing then by 
definition, there exists an input i such that for each output o, the 
io-successor S′ of Sin is at most m-homing or has at most one 
state. Consider submachines S1, …, Sr of Shome with the initial 
states {S1}, …, {Sr} which are io-successors of Sin. According 
to the induction assumption, each machine S1, …, Sr has no 
complete submachine. Correspondingly, after deleting states S1, 
…, Sr from Shome there will be an undefined transition under 
some input at the initial state, i.e., the FSM Shome has no 
complete submachine. 
⇐ Suppose now that there is no complete submachine in Shome. 
The latter means that after iterative deleting states with 
undefined transitions from Shome there will be an undefined 
transition at the initial state and correspondingly, the set Sin is 
m-homing for some m > 0.  

 
The check whether the FSM Shome has a complete 

submachine can be performed by iterative deleting states with 

undefined transitions from Shome. By definition of a homing FSM 
Shome, an input i is an undefined input at state b if there are no 
transitions from state b under i, i.e., if each non-empty io-
successor of the set b is singleton. States with undefined inputs 
are iteratively removed from Shome with all incoming transitions 
until either there are no undefined inputs in Shome or the initial 
state of Shome has an undefined input. When deleting a state b 
with undefined inputs, we denote by i(b) some undefined input. 
The initial state has an undefined input if and only if FSM S has 
an HTC T that can be derived from Shome by using saved 
undefined inputs when removing states. In this case, the initial 
state t0 of T corresponds to the initial state of Shome that is b0 = 
Sin. The input i(b0) is the only defined input at state t0 of T and T 
has a transition (t0, i(b0), o, t) if and only if FSM Shome has a 
transition (Sin, i(b0), o, t). If for some o ∈ O, there is no transition 
(Sin, i(b0), o, t) in Shome, then transition (Sin, i(b0), o, DL) is added 
to FSM T where DL is the deadlock state. In the same way, 
transitions for every state t of HTC T are constructed. For the 
FSM S in Figure 1, the fragment of corresponding homing 
machine Shome is presented in Figure 3 and an HTC of height two 
can be constructed by the iterative removal of states with 
undefined transitions (Figure 4).  

 
Fig. 3. Homing FSM Shome for the FSM S in Fig. 1  

In fact, the above description of an HTC based on iterative 
deleting states from the FSM Shome does not guarantee that an 
adaptive homing sequence of minimal length is constructed. For 
deriving an adaptive homing sequence of minimal height, the 
following rule could be added: the construction of the homing 
FSM has to be limited with states which are reachable from the 
initial state by an input sequence of length up to L > 0. All 
transitions from states reached only by a sequence of length L 
are directed to state F with all possible outputs. In order to derive 
a shortest adaptive homing sequence, the machine SL

home will be 
constructed starting from L = 1. Similar to the previous theorem, 
the following theorem can be proven.  

Theorem 2. The FSM S has an HTC of length up to L if 
and only if the machine SL

home has no complete submachine. 

The same iterative procedure of deleting states with 
undefined inputs can be applied for checking the existence of an 
adaptive homing sequence of length up to L as well as for 
deriving a corresponding HTC (if it exists). The following 
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procedure can be proposed for deriving an HTC for a shortest 
adaptive homing sequence (if there exists an HTC of length up 
to L). 

Algorithm 1. Deriving an adaptive homing sequence of 
minimal length 

Input. A complete observable possible nondeterministic 
FSM S with n states, integer L > 0  

Output. An HTC representing a shortest adaptive HS of 
length up to L for FSM S or the message ‘FSM S has no 
adaptive homing sequence of length up to L’ 

l: = 1; 
The homing FSM S1

home has the initial state Sin, state F and 
states which are reachable from Sin by a single input; all 
transitions from states reached from Sin by a single input are 
directed to state F  with all possible outputs.  

If there is an undefined input at the initial state  
Then output the message ‘FSM S has a homing sequence of 

length one’, derive a corresponding HTC for any undefined 
input at state Sin and END the procedure. 

Else 
While l < L  
l++; 
Derive a homing FSM Sl

home: for each state b ≠ F of Sl-1
home 

which is reachable from Sin only by trace of length l-1, add 
to Sl-1

home new states which are reachable from state b by a 
single input and corresponding transitions for such inputs; 
all transitions from states reachable from Sin only by a trace 
of length l are directed to state F with all possible outputs. 
 If Sl

home = Sl-1
home  

Then output the message ‘FSM S has no adaptive 
homing sequence of length up to L’ and END the 
procedure. 

 Else  
  If Sl

home has no complete submachine  
Then derive an HTC for a corresponding 
adaptive homing sequence iteratively deleting 
states with an undefined input; 
Output the message ‘the obtained HTC 
represents a shortest HS for FSM S’ and END 
the procedure. 

Output the message ‘FSM S has no adaptive homing 
sequence of length up to L’ and END the procedure. 
 
Theorem 3. Given integer L > 0 and a complete observable 

possibly nondeterministic FSM S, if FSM S has an adaptive HS 
of length up to L, then Algorithm 1 returns an HTC for a shortest 
adaptive homing sequence of FSM S. 

Indeed, due to Theorem 2, there exists an adaptive homing 
sequence of length up to l if and only if the FSM Sl

home has no 
complete submachine, i.e., at the l-th iteration the initial state of 
the homing machine Sl

home has an undefined input after iterative 
deleting states with undefined inputs. As we start with l = 1 and 
the procedure terminates once there is an HTC of length l ≤ L, 
the procedure returns an HTC for an adaptive homing sequence 
of length up to L if such a sequence exists. 

By direct inspection, one can assure that FSM S1
home for a 

FSM S in Figure 1 has only defined transitions at the initial state 
and six states. S1

home has complete submachine and thus, the 
FSM S has no adaptive homing sequence of length 1. FSM 

S2
home for a FSM S has seven states and is presented in Figure 3 

if transitions from state {0, 2} are directed to state F with all 
outputs (state {0, 2} could be added only on the second 
iteration). S2

home has no complete submachine and thus, FSM S 
has an adaptive homing sequence of length 2 represented by a 
homing test case in Figure 4. Note that S2

home does not coincide 
with Shome and in general, a complete homing FSM can have 
significantly more states than FSMs Sl

home for relatively small 
values of L.   

 
Fig. 4 An HTC for FSM S in Fig. 1 

IV. EXPERIMENTAL RESULTS 

For our experiments we used randomly generated complete 
observable nondeterministic FSMs with two inputs and two 
outputs. For each generated FSM, shortest preset and adaptive 
HSs were constructed if such sequences exist. The number of 
FSM transitions for each pair (s, i) ∈ S × I was at most two. The 
results of the experiments are given in Table 1. For each number 
of states 200 nondeterministic FSMs were randomly generated 
and the number of noninitialized machines which have a preset 
HS (Column 2) and those which have an adaptive HS (Column 
3) were calculated. As it can be observed, differently from 
deterministic complete FSMs not every randomly generated 
noninitialized nondeterministic FSM has a HS; moreover, the 
percentage of such machines increases when the number of 
states increases. 

TABLE 1. EVALUATION OF NUMBER OF FSM WITH PRESET 
AND ADAPTIVE HS 

Number 
of states 

Number of FSMs 
with a preset HS 

Number of FSMs 
with an adaptive HS 

4 36 52 
5 106 124 
6 64 87 
7 193 195 

 
For example, 193 FSMs of 200 randomly generated FSMs 

with 7 states have a preset HS. The number of machines which 
have an adaptive HS is bigger but more experiments are needed 
to evaluate the number of such machines depending on the 
number of states and/or some features of such machines. 

When talking about length of an adaptive HS, we should say 
that adaptive sequences are not much shorter than the preset but 
on average, length of adaptive sequences increases when an 
FSM has no preset HS. Again, more experiments should be 
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performed in order to evaluate length of adaptive HSs for 
nondeterministic FSMs. 

V. CONCLUSIONS 

In this paper, we have proposed an approach for deriving 
adaptive homing sequences for complete observable possibly 
nondeterministic FSMs. Experiments were conducted for the 
evaluation how often preset and adaptive homing sequences 
exist for nondeterministic FSMs with two inputs and two 
outputs. However, the complexity of checking if an adaptive 
homing sequence exists for a weakly initialized FSM as well as 
the complexity of deriving such a sequence (if it exists) still 
remains unknown and needs more research.  
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Abstract— It is known that all possible positions of the zeros 

and poles of IIR digital filters with finite word length form some 

discrete structure in z-plane. In this paper, this structure is called 

the z-plane topography. Discretization of the z-plane is explained 

by the fact that, due to quantization of the filter coefficients, not 

any of its points can be a zero or a pole. In their previous 

publications, the authors showed that for practically 

implemented digital filters, zeros and poles are elements of the 

algebraic number set. It was also shown that the topography of 

the sampled z-plane is completely determined by the degree of 

algebraic numbers and the bitness of fractional part of the 

transfer function coefficients. The corresponding topography is 

proposed to be called canonical. At the same time, structures are 

known for which the topography differs from the canonical one. 

For them, the name of non-canonical topography is suggested. 

These structures include the structure known as the coupled 

form, the normal form, the structure of Gold and Raider. This 

article is devoted to the study of such structures. It may seem 

that this is a completely new topography, not connected with the 

canonical one. However, this is not true. This paper establishes 

the relationship between the canonical topography and the 

topography of the coupled and other structures. It is shown that 

the coefficients of such structures are not independent. They are 

related by some additional equations. As a result, the number of 

possible zeros and poles is reduced. But the remaining zeros and 

poles are elements of the set that make up the canonical 

topography. 

Keywords— IIR digital filters, Possible pole-zero locations, 

Grid of allowable pole and zero positions, Variation curve of the 

poles and zeros, Quantization of pole locations, Plane algebraic 

curves 

I. INTRODUCTION 

Despite the fact that the theory of designing IIR digital 
filters has been developed for a long time, the difficulties 
accompanying the practical development process in the case of 
stringent requirements for characteristics turn out to be so 
complex that developers have to abandon IIR filters in favor of 
FIR filters. Overcoming the problems arising in this case 
requires a deep study of the nature of IIR filters with a finite 
word length (FWL). 

The traditional approach to the synthesis of IIR digital 
filters includes the stages of functional and structural synthesis. 

Functional synthesis involves the calculation of the zeros and 
poles of the transfer function without taking into account the 
FWL. The finite bit depth of the filter coefficients is taken into 
account only at the stage of structural synthesis. Therefore, the 
results of structural synthesis distort the results of functional 
synthesis and, therefore, errors are introduced into the filter 
characteristics. Accounting for these circumstances 
complicates the procedures necessary to meet the requirements 
for filter characteristics. 

The new paradigm of the FWL digital filter design 
developed by the authors, is based on the fact that the final 
placement of zeros and poles in the z-plane is completed even 
before structural synthesis (at the stage of functional synthesis) 
[1], [2]. In our papers [3], [4], we established that for a FWL 
coefficients of IIR digital filter swith any structure, the zeros 
and poles are elements of the set of algebraic numbers. The set 
of algebraic numbers is the set of all possible roots of 
polynomials with coefficients belonging to the set of rational 
numbers [5]. The finite word length of the coefficients of the 
practicable digital filters causes the coefficients of their transfer 
functions to be rational numbers. Therefore, the zeros and 
poles of such filters are algebraic numbers. It follows that not 
every point of the z-plane can be the root of the polynomials of 
the numerator and denominator of the transfer function. 

The discrete structure of the allowed positions of the poles 
of second-order digital filters with a given coefficient bitness 
has long been known [6] – [9]. The topography of a discretized 
z-plane was studied in detail in our paper [10] for poles of 
second-order filters. An attempt is made in [11] – [13] to 
investigate higher order filters. 

All results obtained in [10]-[13] are characterized by the 
fact that the coefficients of a particular structure can take on 
any value that is permissible at a given capacity. The 
corresponding topography will be called canonical. 

In this case, the topography is determined only by the 
degree of the corresponding algebraic numbers and the digit 
capacity of the fractional part of the transfer function 
coefficients. 

At the same time, structures are known for which the 
topography differs from the canonical one. For example, for a 
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coupled second order filter structure, the poles are located at 
the nodes of a square lattice. It may seem that this is a 
completely new topography, not connected with the canonical 
one. However, this is not true. This article establishes the 
relationship between the canonical topography and the 
topography of the coupled and other structures.  

Below we will call these new topographies non-canonical. 
For the second-order filters with transfer function 
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it will be shown that the set of all possible poles constituting 
the non-canonical topography is a subset of the set of poles 
forming the canonical topography. Filters with non-canonical 
topography are characterized by the fact that some of their 
coefficients are related by equations, which reduces the number 
of degrees of freedom and reduces the power of the set of 
possible poles. 

II. SECOND ORDER DIGITAL FILTERS WITH NON-CANONICAL 

POLE TOPOGRAPHY 

A. Coupled Form (Normal Form, Gold and Rader Structure) 

The known coupled structure [8] – [11] is shown in Fig. 1. 
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Fig. 1. Coupled form. 

 

The transfer function of the digital filter, implemented by 
the coupled structure, is equal to 
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If the coefficients a, b, с, and d were independent, then the 
topography of the poles would be canonical and is shown in 
Fig. 2 small blue dots. 

 

Fig. 2. Possible pole position for transfer function (2) (ma1=2, ma1=4). 

A feature of this topography is that if the bitness of these 
coefficient fractional parts are the same and are equal to m, 
then the digit capacity of the fractional part of the coefficient 

a1=-(a+d )   (3) 

is also equal to ma1=m, and the bitness of the fractional part of 
the coefficient  

a2 = ad+bc   (4) 

 is equal to ma2=2m. 

However, the coefficients of the coupled form are related 
by 
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The transfer function becomes equal to 
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The dependence between the coefficients of the structure (5) 
leads to the fact that there is a relationship between the 
coefficients a1 and a2: 

2 2

2 10.25a a b= +    (7) 

Therefore, from the set of possible values of the coefficients a1 
and a2 fell coefficients that do not satisfy the equation (7) (Fig. 
3) and, accordingly, the number of permissible poles has 
decreased. 

 

Fig. 3. The coefficients of the polynomial of denominator of the coupled 

form transfer function (ma1=2, ma1=4). 
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B. Other Coupled Structures 

In addition to the coupled structure (Fig. 1), other structures 
are also known [16] that have the non-canonical topography of 
the z-plane (Fig. 4, Fig. 7, and Fig. 10). 
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Fig. 4. Digital filter with transfer function (8). 

 

Digital filter with the structure of Fig. 4 has a transfer 
function 
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The coefficients of the denominator of the transfer function 
are calculated as 
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From (9) it follows that the coefficients a1 and a2 are not 
independent: 

( )2 1 1a ba b= + − .  (10) 

This means that the values of a1 and a2, unsatisfying (10) 
are excluded from the set of allowed pairs (a1, a2) (Fig. 5). 

 

Fig. 5. The coefficients of the polynomial of denominator of the transfer 

function (8) (ma1=1, ma1=2). 

In this case, a smaller number of poles are selected from the 
canonical topography to the non-canonical one (Fig. 6). 

 
Fig. 6. Possible pole position for transfer function (8) (ma1=1, ma1=2). 
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Fig. 7. Digital filter with transfer function (11). 

Digital filter with the structure of Fig. 7 has a transfer function 
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The coefficients of the denominator of the transfer function are 
calculated as 

 1
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From (12) it follows that the coefficients a1 and a2 are not 
independent: 

( )2 1 1a ba bc= + − .  (13) 

This means that the values of a1 and a2, unsatisfying (13) 
are excluded from the set of allowed pairs (a1, a2) (Fig. 8). 

 

Fig. 8. The coefficients of the polynomial of denominator of the transfer 

function (11) (ma1=1, ma1=2). 
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In this case, a smaller number of poles are selected from the 
canonical topography to the non-canonical one (Fig. 9). 

 

 

Fig. 9. Possible pole position for transfer function (11) (ma1=1, ma1=2). 

 

III. CONCLUSIONS 

Thus, the differences in the z-plane topography from the 
canonical one are explained by the fact that the coefficients of 
the digital filters are related to additional restrictions, as a result 
of which the power of the set of possible values of the zeros 
and poles of the digital filters decreases. For this reason, it is 
reasonable to call the structures of the filters with the 
noncanonical topography of the z-plane also coupled. 

It is obvious that IIR digital filters for which inequality 

mpy mpy canN N ,   (14) 

where Nmpy is the number of multiplication blocks in the 

structure under consideration, mpy canN  is the number of blocks 

of multiplication in canonical structure, is valid will also have 
non-canonical z-plane topography. This is explained by the fact 
that some values of the coefficients of the transfer function in 
this structure are not feasible. 
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Abstract — Results of training of convolutional neural 

network for satellite four-channel image segmentation are 

performed. Input images contain blue, green, red and 

near-infrared channels. The algorithm was trained to detect 

buildings and other urban areas. Modification of the U-Net 

neural network with two encoders was used. The values of 

Sorensen coefficient and Jaccard index were calculated for 16 

different urban regions. 
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I. INTRODUCTION  

A satellite is a mechanical object that periodically rotates 
on the Earth orbit to performs certain functions and tasks for 
global media, military intelligence, satellite communications, 
meteorological observations, etc. At present, there are many 
satellites which are capable of making high-resolution 
images of the Earth surface. Table 1 presents some popular 
satellites. 

TABLE I. SOME POPULAR SATELLITES 

Model of satellite Launch year Price of images 

Landsat 8 2013 Free 

Sentinel 2014 Free 

MODIS 2002 Free 

WorldView 2016 Paid 

QuickBird 2001 Paid 

GeoEye-1 2008 Paid 

IKONOS 1999 Paid 

Jilin-1 2015 Paid 

SPOT-6 2012 Paid 

Gaofen-2 2014 Paid 

TripleSat 2015 Paid 

 

The features of obtaining satellite images of the Earth 
include the following peculiarities: 

• Satellites simultaneously take photos of the same 
territory. The first image is black and white, the most 
detailed. The second one is color, with a resolution 
below average. It is impossible to take high-resolution 

color photos, because the light is refracted in the 
Earth's atmosphere. In addition, it is needed to stretch 
the color snapshot, because in digital form it turns out 
less black and white image. Finally both images are 
combined. 

• Space cameras identify colors differently, so the 
original satellite images do not look like natural 
photos due to diffraction and scattering in the Earth’s 
atmosphere. In order to make colors normal for 
human perception, color correction is essential to be 
performed. 

• Shooting conditions and camera type cause a shifting 
effect. In this case it is needed to implement 
eliminating distortions and transforming the original 
image into its orthogonal projection. 

Satellites receive hundreds terabytes of photos every day. 
Therefore, the development of methods for their automatic 
processing is very relevant. Modern satellites are capable to 
make photos with spatial resolution of 3 m/pixel and less. It’s 
possible to detect such small objects as buildings, landfills, 
etc. The development of technologies allowed to use methods 
of deep learning for satellite image segmentation [1]. 

This paper presents developed image processing method 
based on convolutional neural network (CNN). Such 
networks are capable for real-time detecting and classifying 
objects. CNN have millions of parametres that are 
automatically matched through the training. CNN has shown 
its effectiveness in different computer vision tasks [2].  

Automatic segmentation is an important part of aerial 
image pre-processing. Today, convolutional neural networks 
are widely used for this task. In particular, U-Net neural 
network architecture has shown its effectiveness in medical 
image segmentation [3]. Also U-Net has shown good results 
is satellite image segmentation [4]. The main advantage of 
this architecture is that algorithm can show good results even 
with a small training datasets. The mathematical structure of 
CNN is parallel, so graphic processors units (GPU) are ideal 
instrument to work with CNN [5]. 

There are some specific requirements for satellite images 
segmentation, containing different urban areas[6]: 

• Size and type of buildings and urban structures may 
significantly vary from cottages to huge city 
buildings. The algorithm should detect objects of any 
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Fig. 1. Sample images from Spacenet database

size very well. The usage of multiple encoders in 
neural network structure could solve this problem. 

• The separation of objects with a high density of 
location. Algorithm should be penalized for bad 
separation of objects during training to improve 
output mask quality. This is achieved by careful 
selection of the loss function. 

• Trained model should be invariant to rotations. This 
problem can solved by data augmentation. 

• Aerial images have different spatial resolution. It’s 
important to create algorithm which has an ability 
to generalize perfectly. 

• Algorithms should be noise robust. Images are 
shooted in different weather situations. It is possible 
that there is a noise in some photos, for example haze 
and glare from reflective surfaces. 

This article presents the results of training of developed 
neural network for satellite multispectral image segmentation 
in order to detect buildings and urban areas. Modification of 
the U-Net  architecture with the second encoder is proposed. 
The research continues previous investigations [7,8]. 

The rest of the paper organized as follows. The second 
part describes image datasets. Architecture of neural network 
is shown in the third part. The fourth part presents results of 

numerical experiments with big aerial image database 
containing different urban areas. Current research is 
summarized in the conclusion part. 

II. SATELLITE IMAGES DATABASE 

Neural network model was pre-trained on images of 
Spacenet database. WorldView-2 and WorldView-3 satellites 
were used to make eleven-bit photos, all images are eight-
channel. The database contains subsets with marked 
buildings for training deep learning algorithms [9]. We used 
subset of Khartoum (region of Spacenet database) to pre-train 
developed CNN. Examples of images from Spacenet 
database are shown at Fig. 1. 

Our model was trained on images of 16 different regions 
of Russian Federation. Every image has an approriate mask 
marked by experts. The dataset covers about 30 square 
kilometres. The images of this database contain blue, green, 
red and near infrared (NIR) channels with a spatial resolution 
of 3 metres per pixel. 

The developed CNN requires input images 
of 256×256 pixels. Because of this the launch of CNN 
training on each image and approriate mask of dataset have 
been cut on two non-intersecting stripes. Each stripe was 
divided on patches of 256×256 pixels with step of 128 pixels, 
so pathes intersected by half. 

 

Fig. 2. U-Net neural network architecture with 2 encoders
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To increase the training set, there were applied three 
types of data augmentation: 

• Rotations on 90, 180, 270 degrees and reflections. 
The training set has increased 8 times after this 
procedure. 

• Chromatic distortions. Images were translated from 
RGB color space to HSV color space. Random values 
were added to HSV coordinates of images. For the 
NIR channel, instead of chromatic distortions, random 
values from [-0.06, +0.06] interval were added. (NIR 
values were normalized in [0, 1] interval). 

• Random shifts, scales and small degree rotations of 
patches. 

 As a result, the training image dataset contains 9784 
batches each of them consist 16 images of 256×256 pixels. 

III. NEURAL NETWORK ARCHITECTURE 

In the current investigation the modification of well 
known U-Net architecture was used. Its classical structure is 
described in [3]. 

Original U-Net structure was modified. We have used 
two different encoders for RGB and NIR channels (fig. 2). 

The outputs of encoders were concatenated before being 
linked with approriate layers. As a result, the neural network 
has 38 convolutional layers, 37 ReLU activation functions, 
37 operations of batch normalization, 1 sigmoid activation 
function, 10 maxpooling operations, 5 upsampling 
operations, 11 merge operations.  

IV. NUMERICAL RESULTS 

The quality of the segmentaion algorithms was evaluated 
by Sorensen-Dice coefficient (dice) and Jaccard index (IoU). 

The coefficients can be calculated by following formulas 
(1-4), where  x and  y are values  of pixels, X is marked by 
experts mask, Y is algorithm prediction: 

 𝑑𝑖𝑐𝑒 =  
2𝐼

𝑆
  () 

 𝐼 =  ∑ 𝑥𝑦𝑥∈𝑋
𝑦∈𝑌

 () 

 𝑆 =  ∑ (𝑥 + 𝑦)𝑥∈𝑋
𝑦∈𝑌

  () 

 𝐼𝑜𝑈 =  
|𝑋∩𝑌|

|𝑋∪𝑌|
=  

|𝑋∩𝑌|

|𝑋|+ |𝑌|+ |𝑋∩𝑌|
  () 

 Developed CNN was launched on NVIDIA DGX-1 
supercomputer. Adam optimizer with learning rate 0.001 was 
used in the learning procedure. Lovász-Softmax loss  was 
chosen as the loss function. The training finishes after 
completing 100 epochs.  

The comparison of training results for original U-Net 
with four-channel images as inputs and modification with 
two encoders for RGB and NIR channels is shown at fig. 3. 

During preliminary training on the Spacenet dataset, the 
value of the Sorensen coefficient reached a value of 0.84, a 
Jaccard index of 0.77. The values of the Sørensen coefficient 
and the Jaccard index for all 16 regions for the algorithm 
with pre-training and without pre-training are shown at Fig. 
4. 

Example of input image and the result of segmentation is 

shown on Fig. 5. Sorensen coefficient and Jaccard index are 

equal 0.78 and 0.67 respectively. 

 

Fig. 3. Values of Sorensen coefficients for original U-Net and modified U-Net for images of 16 regions 

472 2019 IEEE EWDTS



 

Fig. 4. Values of Sorensen coefficient and Jaccard index of pre-treined model and the algorithm without pre-training 

 

Fig. 5. Example of input image and result of segmentaion for developed algorithm

V. CONCLUSIONS 

This paper describes the training process of developed 
convolutional neural network intended for the 
segmentation of satellite images. U-Net architecture with 
two encoders was proposed to work with four-channel 
images. The algorithm was pre-trained on Spacenet image 
dataset. The value of Sorensen coefficient is equal 0.78, 
Jaccard index is 0.67.  

Future directions of research may include: 

• Categorization of buildings based on area size and 
encoders for separate classes.  

• Usage of object boundaries as the third class for 
detection. 

Developed algorithm can used for assessing the level of 
urbanization of various regions and tracking the 
construction of large objects. 
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Abstract—The article presents the results of the 

development of complementary junction field-effect 
transistors, integrated into the microwave complementary 
bipolar technological process. The formation modes of the p-
channel region of the field-effect transistor, capable of 
providing a low value of the cutoff voltage and high values of 
the shorted-gate drain current, are determined. The necessity 
of applying the methods of suppressing the back diffusion of 
boron to ensure the cutoff voltage symmetry of the junction 
field-effect transistors with p- and n-channels is shown. 

Keywords— Complementary Junction Field-Effect 
Transistors; Microwave Complementary Bipolar Transistors; 
Technological Process 

I. INTRODUCTION  
Analog integrated circuits, based on the complementary 

bipolar transistors together with junction field-effect 
transistors (JFET), have the following advantages [1]: 

 high input resistance; 

 low input currents; 

 low noise current, etc. 

The inclusion of the complementary junction field-effect 
transistors into the microwave complementary bipolar 
technological process allows developing ICs suitable for 
operation at low temperatures and under the influence of 
ionizing radiation [2-6]. However, with such integration, a 
number of structural and technological difficulties arise, 
primarily due to the providing symmetrical values of the 
parameters of complementary transistors. The companies 
like Texas Instruments, STMicroelectronics, etc. are 
involved in creation of technological processes with 
complementary junction field-effect transistors [7-10]. Their 
processes are characterized by a cutoff voltage of about 1 V 
and a shorted-gate drain current of about 1.5 μA / μm. 

In this paper, we will present the research findings on the 
integration of complementary junction field-effect transistors 
with symmetric static parameters into the microwave 
complementary bipolar double self-aligned process [11]. 

II. MICROWAVE COMPLEMENTARY BIPOLAR 
TECHNOLOGICAL PROCESS  

The main features of the microwave complementary 
bipolar process are [12]: 

 deep trench isolation; 

 double implantation to form the gradient impurity 
profile in the collector of the pnp-transistor; 

 sequential doping of layers for individual areas of 
complementary bipolar transistors; 

 LOCOS-isolation of active regions of transistors; 

 polysilicon contacts to the areas of the base and 
emitter; 

 self-alignment of the base and emitter areas; 

 silicon nitride spacers. 

The use of double self-alignment and deep trench 
isolation enables to reduce the size of transistors and improve 
their dynamic characteristics at process feature size of 1 
micron. The main parameters of the complementary bipolar 
transistors are shown in Table 1. 

TABLE I.  MAIN PARAMETERS OF MICROWAVE 
COMPLIMENTARY BIPOLAR TRANSISTORS 

Parameter Measurement mode npn pnp 

Gain UCE = 2 V 181 61 
Cutoff frequency, GHz UCE = 2 V 12.6 10.7 
Maximum frequency  
of oscillation, GHz UCE = 3 V 31 33 

Breakdown voltage  
of base-collector, V IC = 1 µA  41 27 

Breakdown voltage  
of collector-emitter, V IC = 10 µA 15.3 14.7 

III. P-CHANNEL JUNCTION FIELD-EFFECT TRANSISTOR 

Fig. 1 shows a cross-sectional view of an integrated p-
channel junction field-effect transistor. To ensure the 
breakdown voltage of the drain-source of more than 15 V, a 

The study has been carried out at the expense of the grant from the 
Russian Science Foundation (Project No. 16-19-00122-P). 
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design was used in which the channel region was formed by 
a collector of the pnp-transistor [13,14]. 

 

 
Fig. 1. The design of the integrated p-channel JFET. 

The upper gate is formed on the basis of the polysilicon 
region of the n-type passive base and has a length LG = 1 µm, 
determined by the minimum distance between the LOCOS-
isolation regions. 

When using a collector of the pnp-transistor, formed by 
double implantation, high cutoff voltage UGS(off) > 7 V is 
observed. To reduce the cutoff voltage, it is necessary to 
reduce the channel thickness, which is possible only when 
using the top implantation of the collector of the pnp-
transistor. The dependence of parameters of the transistor 
(cutoff voltage, shorted-gate drain current) on the 
implantation modes of the upper p– region is shown in Fig. 2 
and Fig. 3. 

 

 
Fig. 2. Dependence of the cutoff voltage of the p-channel JFET on the 
implantation modes of the collector of the pnp-transistor. 

 

 
Fig. 3. Dependence of the shorted-gate drain current of the p-channel 
JFEТ on the implantation modes of the collector of the pnp-transistor. 

Increasing the values of the shorted-gate drain current is 
possible, first of all, due to increasing the implantation dose. 
Because of the limitations imposed by the breakdown 

voltage of the pnp-transistor, the implantation dose of the 
channel region cannot be increased by more than 5e12 cm–2. 
It is possible to increase the drain current values by 
increasing the implantation energy, which, however, affects 
the value of the cutoff voltage. For this process, the optimal 
values of the implantation mode are: energy E > 70 keV and 
dose Q = 5e12 cm–2. 

Further optimization of the parameters of the p-channel 
field-effect transistor is possible when forming the channel 
using a separate implantation. This operation should be 
carried out after the formation of the collector region of the 
pnp-transistor in order to preserve the gradient impurity 
profile, which ensures high values of the product fT×UCE0 of 
the complementary bipolar transistors. 

IV. N-CHANNEL JUNCTION FIELD-EFFECT TRANSISTOR 
The design of the integrated n-channel field-effect 

transistor is shown in Fig. 4. 

 

 
Fig. 4. The design of the integrated n-channel JFET. 

The n-channel region of the field-effect transistor is 
formed by the epitaxial collector of the npn-transistor. At 
epitaxial film thickness of about 2 microns, the boron 
diffusion from the buried p+ layer, used as the lower gate, 
plays a significant role. In this case, a reduction in the 
channel thickness is observed and high values of the shorted-
gate drain current are not provided. The following methods 
can be used to reduce the back diffusion of boron [15]: 

 lowering the temperature of epitaxial growth; 

 annealing in an oxidizing atmosphere; 

 silicon etching before epitaxy. 

Besides, a method of additional (“braking”) doping with 
phosphorus was proposed, which made it possible to reduce 
the amount of back diffusion while maintaining the 
resistance of the region of uniform doping. The advantage of 
the method is the “selectivity” in the case of using the 
additional photolithography operation: for the areas of the 
gate, the diffusion is reduced, while maintaining the low 
collector resistance of the pnp-transistor. Taking into account 
the variation of the “braking” doping dose, the possibility of 
changing the values of the cutoff voltage and the shorted-
gate drain current of the n-channel JFET was obtained 
(Fig. 5). 

From the results presented in Fig. 5, it can be seen that 
the “braking” doping with a dose of Q = 3e13 cm–2 ensures 
the symmetry of the values of the cutoff voltage and the 
shorted-gate drain current with the p-channel junction field-
effect transistor described above. 
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Fig. 5. Dependence of the drain current on the gate-source voltage of n-
channel JFET at various doses of “braking” doping (E = 20 keV). 

The results of comparison of the current-voltage 
characteristics of the complementary junction field-effect 
transistors are shown in Fig. 6. 

As can be seen from Fig. 6, the symmetry of the drain 
current is observed at the voltages on the gate UGS = 0 V. 
With an increase in voltage, the drain current of the n-
channel field-effect transistor begins to exceed the drain 
current of the p-channel transistor. It is worth noting the 
weak effect of the output voltage on the value of the drain 
current. The channel length modulation parameter for the n-
channel JFET is λ = 0.058 V–1, for the p-channel JFET – λ = 
0.054 V–1. With an increase in the gate length up to 3 μm for 
both types of transistors, the reduction in the cutoff voltage is 
~ 0.3 V. 

 

Fig. 6. Dependence of the drain current on the gate-source voltage of the 
complementary junction field-effect transistors. 

V. ADDITIONAL CONSTRUCTIVE FEATURES OF THE 
COMPLEMENTARY JFETS 

To improve the static and dynamic characteristics of the 
junction field-effect transistors, a design variant was 
proposed in which the metal drain/source contacts are 
removed from the gate, and the heavily-doped drain/source 
regions are close to the gate due to polycrystalline silicon of 
passive bases of npn- and pnp- transistors. The use of the 
heavily doped polysilicon and an extended heavily doped 
area of the drain/source (formed by a sinker of pnp-
transistor) for the p-JFET ensured a drain current growth of 

more than 25 %. Similar results were obtained for the 
modified n-channel JFET: the drain current increased by 
more than 35 %. In this case, the change in the cutoff voltage 
of the complementary field-effect transistors was no more 
than 0.5 %. 

An important parameter of transistors, significantly 
dependent on their design and topology, is the breakdown 
voltage. Reducing the distance between the gate and the 
heavily-doped drain / source areas at a fixed gate length not 
only leads to a decrease in resistance, but also to a decrease 
in the drain-source voltage (UDS). For example, Fig. 7 shows 
the dependence of UDS of the p-channel field-effect transistor 
at different distances between the edges of the masks that 
form the heavily-doped drain/source and gate regions (WG–

D/S). As can be seen from the figure, with a decrease in the 
specified distance of less than 1.2 μm, the drain-source 
voltage is less than 15 V. At the same time, a significant 
increase in the modulation parameter of the channel length is 
observed. Thus, this distance is chosen as the limiting, when 
optimizing the characteristics of transistors due to 
modification of the topology. Further improvement of the 
parameters requires a reduction of process feature size, 
which will reduce the length of the gate. Table 2 presents the 
main parameters of the developed complementary junction 
field-effect transistors. 

 

Fig. 7. Dependence of the drain-source voltage of the p-channel junction 
field-effect transistor on the distance WG–D/S. 

TABLE II.  MAIN PARAMETERS OF THE 
COMPLEMENTARYJUNCTION FIELD-EFFECT TRANSISTORS 

Type of 
the 

device 

UGS(off),  
V 

fT,  
GHz IDSS, А/µm gms, S/µm 

(UGS = 0 V) UDS, V 
(UDS = 3 V) 

n-JFET –0.74 0.43 1.04e-6 4.620e-6 >16.5 
p-JFET 0.85 0.34 9.36e-7 6.625e-6 >16.7 

VI. FEATURES OF THE CIRCUITRY OF THE LOW-TEMPERATURE 
ANALOG ICS BASED ON THE COMPLEMENTARY FIELD-

EFFECT TRANSISTORS 
The technological process developed above allows 

designing analog ICs (AIC), containing both field-effect and 
microwave bipolar transistors. However, in the range of 
cryogenic temperatures, the bipolar active elements 
(especially p-n-p) have extremely small values of the base 
current gain. Therefore, to build low-temperature and low-
noise interfaces of sensors, it is advisable to perform AICs 
only on CJFet components. In turn, this limitation raises the 
problem of developing basic CJFet functional units, on the 
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basis of which various CJFet operational amplifiers, constant 
voltage regulators, current and voltage comparators, active 
ARC filters, etc. can be created. The current level of CJFet 
circuitry is extremely low and not developed. This raises the 
problem of the CJFet AIC implementation, which is much 
more complicated than for CMOS and BJ technical 
processes, which is associated with a different polarity of 
static voltage between the source and the gate of the junction 
field-effect transistor in the active mode (compared to the 
polarity of the drain-source voltage). As a consequence, first 
of all, we need to search for original CJFet current mirrors 
(KM) that cannot be performed according to traditional 
CMOS and BJT schemes of KM, CJFet of input differential 
stages, buffer amplifiers (BA) with source output, rail-to-rail 
CJFet BA, input stages of high-speed CJFet op amps, 
intermediate “bent” cascodes, static mode stabilization 
circuits (reference current sources and offset potential 
circuits), high-gain op-amps, high-speed op amps, 
micropower CJFet op amps, differencial difference op amps, 
OTA-amplifiers with controlled steepness, etc. Essentially, 
we need an updated design concept for a wide class of analog 
CJFet microcircuits, which practically did not develop due to 
the dominant influence of cheap CMOS and BJ technologies, 
as well as the small amount of low-temperature 
microelectronic products. However, the modern needs of 
space instrumentation, high-energy physics, medicine, 
quantum computers, high-speed rail transport, etc., stimulate 
the development of this scientific direction. The above circuit 
problems require urgent solutions. 

VII. CONCLUSION 
In conclusion, we can formulate the following: 

 to ensure symmetric parameters of the 
complementary junction field-effect transistors within 
the basis of microwave layers of the complementary 
bipolar technological process for p-JFETs, it is 
necessary to use the implantation of the upper region 
of the p-collector of the pnp-transistor with the energy 
E > 70 keV and the dose Q = 5e12 cm– 2; for n-JFETs 
it is required to use “braking” doping of suppression 
of back diffusion of boron with the energy 
E = 20 keV and the dose Q = 3e13 cm– 2; 

 the formation mode of the upper p– region is the limit 
conditions on the minimum value of the breakdown 
voltage of the pnp-transistor, therefore, that is why, it 
is advisable to introduce an additional 
photolithographic operation, which ensures the 
formation of the p– channel of the junction field-
effect transistor; 

 the static parameters of the complementary junction 
field-effect transistors are at the level of the JFET 
parameters from complementary SiGe bipolar- and 
JFET-technology BiCom3HV of Texas 
Instruments [6]; 

 to further improve the dynamic characteristics of the 
junction field-effect transistors, the reduction in the 
gate length is required. 
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Abstract— It is known that the resolved positions of the zeros 
and poles of the second order IIR digital filters with finite 
wordlength form a discrete structure called in this paper the 
topography of a discretized z-plane. In the publications of the 
authors, the z-plane topography was described in detail. This 
paper is devoted to the definition of equations describing plane 
algebraic curves on which the allowed positions for the zeros and 
poles of filters of arbitrary order are located.  

Keywords— IIR digital filters, Possible pole-zero locations, 
Grid of allowable pole and zero positions, Variation curve of the 
poles and zeros, Quantization of pole locations, Plane algebraic 
curves 

I. INTRODUCTION 

Despite the fact that the theory of designing IIR digital 
filters has been developed for a long time, the difficulties 
accompanying the practical development process in the case of 
stringent requirements for characteristics turn out to be so 
complex that developers have to abandon IIR filters in favor of 
FIR filters. Overcoming the problems arising in this case 
requires a deep study of the nature of IIR filters with a finite 
word length (FWL). 

The traditional approach to the synthesis of IIR digital 
filters [1] includes the stages of functional and structural 
synthesis. Functional synthesis involves the calculation of the 
zeros and poles of the transfer function without taking into 
account the FWL. The finite bit depth of the filter coefficients 
is taken into account only at the stage of structural synthesis. 
Therefore, the results of structural synthesis distort the results 
of functional synthesis and, therefore, errors are introduced into 
the filter characteristics. Accounting for these circumstances 
complicates the procedures necessary to meet the requirements 
for filter characteristics. 

In [2] we are developing a new approach to the synthesis of 
IIR digital filters with FWL. This approach includes the 
requirement to take into account FWL already at the stage of 
functional synthesis. At this stage, the zeros and poles are 
finally calculated and not distorted during structural synthesis. 
At the stage of structural synthesis, the structure is generated. 

The theoretical basis of our approach to functional 
synthesis is based on the fact that the roots of the polynomials 
of the numerator and denominator of the transfer function of 
the practical implemented digital filters are elements of the set 
of algebraic numbers [3]. This means that not every point in 
the z-plane can be a zero or a pole of a FWL digital filter. The 
allowed positions of zeros and poles form a discrete structure 
in the z-plane, which we call topography.  

For the poles of FWL second-order digital filters, this has 
long been known [4] - [6]. This topography was studied in 
detail in [7], [8]. For a long time, we tried to extend this theory 
to IIR FWL filters of higher orders. Only recently managed to 
get results for filters of the third [9] and fourth [10] order. 

In this paper, we propose a technique that allows one to 
describe the topography of a discretized z-plane for algebraic 
numbers of arbitrary degree. 

II. THE ALGEBRAIC-NUMERIC NATURE OF THE ZEROS

AND POLES OF FWL DIGITAL FILTERS 

Information from the Theory of Algebraic Numbers 

It is known [11] that the roots zn,i of polynomial 

  ,
0

P
n

n i
n n i

i

z c z 



 (1) 

with real rational coefficients 

,n ic  (2) 

are elements of the set of complex algebraic numbers 

,n i nz    , (3) 

where n is the algebraic number degree. 

It is obvious that the coefficients of practically 
implemented digital filters have a finite bitness and, therefore, 
are rational numbers. The coefficients bn,i and an,i of the 
transfer function 
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in the general case are the sum of the products of certain 
coefficients of digital filters and, therefore, are also rational 
numbers. It follows that both the roots of the numerator 
polynomial of the transfer function (zeros) and the 
denominator polynomial roots (poles) are algebraic numbers. 

The allowed positions of the zeros and poles of the FWL 
filters form the topography of the z-plane, discretized due to 
the quantization of the transfer function coefficients. 
Topography depends on the degree of algebraic numbers and 
the bit depth of the fractional part of the transfer function 
coefficients [3], [8]. 

III. TOPOGRAPHY OF THE SECOND DEGREE ALGEBRAIC 

NUMBERS 

Define the geometric place of the complex conjugate roots  

*
2,1 2,2z z    (5) 

of a polynomial 

   2
2 2,1 2,2 2,1 2,2P ( )z z c z c z z z z      . (6) 

It is obvious that 

 
2

2,1 2,1 2,1 2,2 2,12,1 2 Re Im 0.5 0.25z z j z c c c     
, (7) 

and  

  2,1 2,12,1 2

2
2,1 2,2 2,1

Re Im

0.5 0.25 ,

c c

c

z x z x j z

c x c c

    

    
  (8) 

where cx   is any real number. Assuming that 

2,1 2,2

2,1 2,2

Re Re ,

Im Im ,

x z z

y z z

 
   

   (9) 

from (8) we obtain 

 2 2 2
c 2,2 c 2,1 cx x y c x c x     .  (10) 
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Rez
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z

0
 

Fig. 1. Systems of concentric circles with different centers xc for the second 
degree algebraic numbers. 

(10) are the equations of systems of concentric circles on 
which the complex-conjugate roots of the polynomial P2(z) are 
located (Fig. 1. Only the first quadrant of the z-plane is shown). 
The radii of the circles and the positions of the roots (green 
dots) on them depend on the arbitrary center xc and the digit 
capacity of the fractional part of the coefficients c2,i. 

It makes sense to note here that the circles — the curves on 
which the allowed positions of all possible roots are located — 
are the second-degree plane algebraic curves (conics). 

IV. TOPOGRAPHY OF THE HIGHER DEGREE ALGEBRAIC 

NUMBERS 

We assume that  

*
, , 1 , ,Re Imn n n n n n n nz z z j z x jy      (11) 

are the complex conjugate roots of a polynomial 
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c z 
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where ,0 1nc  . 

Applying the Vieta's formulas, we obtain the expressions 
for the coefficients in the following form 
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(13)

We assume that zn,1, zn,2, … ,zn,n-2 are the roots of the 
polynomial 
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 ,  (14) 

where cn-2,0=1. 

Applying the Vieta's formulas for the coefficients of the 
 2Pn z , we transform (13) as follows 
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(15) 

We will consider (15) as a system of equations from which 
it is necessary to obtain the function y2(x). The parameters of 
this function should be the coefficients of the polynomial Pn(z), 
and the coefficients of the polynomial Pn-2(z) should be 
excluded. Therefore, (15) must be solved with respect to y and 
the coefficients cn-2,1, cn-2,2, … , cn-2,n-2. In order for the number 
of equations to be equal to the number of unknown quantities, 
we will assume that one of the coefficients cn,i is unknown. 

Thus, from (15) the following functions  

 2 2
, ,|n i n iy y x c ,   (16) 

can be obtained. The set ci is defined as the set of coefficients 
of the polynomial Pn(z), from which the coefficient cn,i is 
excluded. Given the values of the quantized coefficients in cn,i, 
we obtain a family of curves on which the allowed values of 
the roots of the polynomial P are located. Any curve (16) is a 
geometrical place of all allowed roots. To solve the equations, 
the capabilities of the Maple (MapleSoft) system to perform 
symbolic calculations will be used. 

V. THE TOPOGRAPHY OF THE THIRD-DEGREE 

ALGEBRAIC NUMBERS  

For the polynomial P3(z) (15) is converted to 
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2 2
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From (17) we obtain solutions 

   2 2 2 2
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   2 2 2
3,3 3,3 3,1 3,2| : 3 2y x y x c x c  c .  (20) 

Simple transformations (18) - (19) lead to the equations 

      22 2 2 2
3,1 3,1 3,2 33Y | : 2 0x x y c x y c x    c , (21) 

    3 2 2 2
3,2 3,2 3,1 3,3Y | : 2 2 0x x xy c x y c    c , (22) 

   2 2
3,3 3,3 3,1 3,2Y | : 3 2 0x y x c x c   c .  (23) 

 

The equations  3,Y |i ix c  1,2,3i   describe, respectively, 

the plane algebraic curves of the fourth (quartics), third 
(cubics), and second (conics) order. Each of these equations 
contains two parameters. For convenience of visualization, we 

will depict the curve  3,Y |i ix c  in such a way that each 

image will correspond to a section of the space of coefficients 
by a plane parallel to one of the coordinate planes. In this case, 
we obtain a family of curves determined by one parameter 
(Fig. 2). 

VI. THE TOPOGRAPHY OF THE FOURTH-DEGREE 

ALGEBRAIC NUMBERS  

For polynomial P4(z), we obtain the system of 
equations: 

 
 
 

4,1 2,1

2 2
4,2 2,1 2,2

2 2
4,3 2,1 2,2

2 2
4,4 2,2

2 ,

2 ,

2 ,

.

c x c

c x y xc c

c x y c xc

c x y c

  


   
   


 

 

 (23) 

The solution for  2
4,1 1,1|y x c  is obtained in the form: 
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where 
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,

X x

Y x y

 


 
   (25) 

the function of Maple RootOf is a placeholder for 
representing all the roots of an equation in one variable. 
In this case, RootOf(F(Z)) describes the roots of the 
equation 

 F 0Z  .  (26) 

From equation (24) it follows that  

4,4c
Z

Y
   (27) 

is the root of the equation that describes the desired curve. 
After simple transformations we get 
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Fig. 2. Calculation of the geometric place of third-degree algebraic numbers in various ways in different sections of the polynomial coefficient space. 

 
The intermediate representation of the remaining equations is: 
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The final form of the equations is: 
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VII. THE TOPOGRAPHY OF THE HIGHER-DEGREE 

ALGEBRAIC NUMBERS  

This section presents the results of the derivation of 
implicit equations describing plane algebraic curves, on which 
the resolved positions of the zeros and poles of the IIR FWL 
digital filters are located. The section has a reference 
character. Only final results are presented. The derivation of 
equations is omitted. The inference technique is similar to the 
one that was given in the previous sections. 

A. The Fifth-Degree Algebraic Numbers 

The final solutions: 
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B. The Sixth-Degree Algebraic Numbers 

The final solutions: 
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C. The Sixth-Degree Algebraic Numbers 

The final solutions: 

 
2 2 6 2 2 5

7,2

2 2 4
7,3 7,4

2 2 2 3
7,4 7,5 7,6

3 2 2 2 2
7,5 7,6 7,7

4 3 2 2 5
7,6 7

7,1

,7

,

7 7

1

,

7

( ) ( )

( 2 )( )

( 4 4 )( ) ,

( 8 12 6 )( )

( 1

Y | :

6 32 )( ) 32 0

x y c x y

c x c x y

c x c x c x y

c x c x c x x y

c x c

x

x x y x c

   
 
    
 
     
 
     
       









c

        

(46) 

 
2 2 5 2 2 4

7,1 7,3

2 2 3
7,4 7,5

2 2 2 2
7,5 7,6 7,7

3 2 2 2 4
7,6 7,7 7

7,

,

7 2

7

2 ,

( 2 )( ) ( )

(2 )( )

(4 4 )( )

(8 12 )(

Y | :

,

0) 16

c x x y c x y

c x c x y

c x c x c x y

c x c x x y x c

x

    

  

   

 
 






 

 
   

c

        (47) 

 
2 2 5 2 2 2 4

7,1 7,2

2 2 3 2 2 2
7,4 7,5

7,3 7

7,6

2 2 2 3
7,6 7,7 7,

,3

7

( ) ( 2 4 )( )

( ) (2 )( )

(4 4 )( ) 8

Y | :

,

0

x y c x x c x y

c x y c x c x y

c x c x x y x c

x

 
   
 



     

    

     

c

        (48) 

 
2 2 4

7,1

2 3 2 2 3
7,1 7,2 7,3

2 2 2
7,

7,4 7

5

2 2 2
7,6 7,7

,4

7,7

( 4 )( )

(4 8 2 )( )

( )

( 2 )( )

Y

04

| :

,

x c x y

c x x c x c x y

c x y

c x c x y x

x

c

  





   


 

 
 
 
 

  

    

c

        (49) 

 
2 2 4 2 2

7

2 3
7,1 7,2

3 4 2 2 2 2
7,1 7,2 7,3 7,4

2 2
7,6 7,7

,5 7,5

( ) ( 4 12 )( )

(8 16 4 2 )( )

( ) 2

Y | :

,

0

x y c x x c x y

c x x c x c x c x y

c x y c

x

x

    
   
 



 

     

    

c

     (50) 

 
2 2 3

7,1

2 3 2 2 2
7,1 7,2 7,3

4 5 3 2 2 2
7,1 7,2 7,3 7,4 7,5

7,6 7

7

,6

,7

( 6 )( )

(12 32 4 )( )

(16 32 8 4 2 )( )

Y | :

,

0

x c x y

c x x c x c x y

c x x c x c x c x c x y

c

x

  

   

 
 

 
 

  



  
 



 

 

c

(51) 

 
2 2 3 2 2 2 2

7,1 7,2

3 4 2 2 2
7,1 7,2 7,3 7,4

6 5 4 3
7,1 7,2

7,7 7,7

7,3

2
7,4 7,5 7,6

( ) ( 6 24 )( )

(32 80 12 4 )( )

64 32

Y | :

16 8

4

.

02

x y c x x c x y

c x x c x c x c x y

x x c x c x c

x c xc c

x

     
 
 
 
 
 



      

    

  

c

(52) 

CONCLUSIONS 

In this paper, a system of equations is obtained, the solution 
of which allows us to obtain equations of plane algebraic 
curves, on which the positions of all possible zeros and poles of 
the IIR FWL digital filters of arbitrary order are located. The 
solution of the derived system of equations should be carried 
out by the methods of symbolic mathematics. This article uses 
the capabilities of the Maple computer math system. The 
equations of plane algebraic curves obtained for filters up to 
the seventh order are presented. The results of the work will be 
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used in the implementation of the approach developed by the 
authors to the synthesis of IIR FWL filters, in which the final 
word length is taken into account when calculating zeros and 
poles even before the stage of structural synthesis. In this case, 
structural synthesis does not distort the calculated values of 
zeros and poles.  
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Abstract—Technical condition of major and auxiliary sites 
of transportation infrastructure, including railroad branch, 
must be determined on time and hidden defects should not 
cause to failures which impede technological schedule fulfill-
ment. Well timed definition of sophisticated railroad structural 
technical elements status quo is impossible to complete by 
means of maintenance specialists only, but permanent monitor-
ing performance is essential to achieve the required task. The 
aforesaid is the issue for the railroad catenary as well. Perma-
nent monitoring of supporting structural elements of railroad 
catenary is being conducted via railway-laboratory vehicles as 
well as by means of maintenance workers in accordance with 
available manuals and instructions. Well known permanent 
monitoring systems are being applied within many countries. 
As for the Russian Federation, for the term of permanent mon-
itoring stage the above systems were not being implemented, 
but experimental researches are being conducted. It is worthy 
of note that authors of present paper were pioneers of those 
systems for Russian Railroad Network. Our system is consid-
ered as universal one and may be suitable per any type of rail-
road catenary including tackle gear compensation devices. Vast 
experience of authors concerning design and services of the 
abovementioned systems as well as catenary kit itself, helps us 
to take a look in nearest future of permanent monitoring sys-
tems. Our present paper is aimed at this important factor high-
lighted. 

Keywords: railroad catenary, reliability, catenary suspension, 
technical maintenance, monitoring, pre-failure condition 

I. INTRODUCTION 

The Russian Federation possesses world vast net of elec-
trified railroads with the entire length of forty thousand kil-
ometers. The only one country with the same railroad fea-
tures to compare is China.  

The quality of railroad catenary auxiliary elements is the 
function of steady railroad traffic performance with proper 
train schedule fulfillment. 

Compared to, for instance, most parts of railroad catena-
ry automation are being installed without any backup [1]. 
Railroad catenary belongs to the aforesaid elements being in 
contact with pantograph of rolling stock. More than that, the 
condition of railroad catenary is the function of rolling stock 
automation status quo (for example, track circuit failure to-

gether with locomotive signalling, as well as collector bow 
damage during interaction with railroad catenary). Statistics 
shows, that the most unreliable elements of railroad catenary 
structure are cables with much more failures quantity than 
other structural essentials (subsequently the list of unreliable 
elements shows strings, clamps, railroad air switches) [2]. 
To ensure the better reliability and safety of railroad catena-
ry the set of technical diagnostic procedures and monitoring 
are being performed. Those measures are being conducted 
by railroad service crews as well as by special railway-
laboratory vehicles aimed at catenary status [3]. Recently 
new permanent monitoring systems are the matter of fact 
reckoning various characteristics of railway catenary. Those 
approaches becoming more and more popular abroad plus 
helps us to improve the service of railroad catenary             
[4 – 13]. 

One of the first permanent monitoring system aimed at 
specific of railroad catenary and being functioned on Post 
Soviet terrain is showed in [14]. The above system was ar-
ranged by means of cooperation with present authors and 
initially was designed on cable vibration analysis of railroad 
catenary. Our experience concerning permanent monitoring 
services of high speed railroad Moscow – St. Petersburg 
highlights insufficiency of such measurements for defini-
tions of pre-failure status of railroad auxiliary structural el-
ements. Our engineers did upgrade the system via applica-
tion of not vibration control only, but by means of measure-
ment of mechanical impacts on cables [15], plus piers incli-
nation tendency supervision [16, 17]. Modernized system is 
being tested for further integration with railroad catenary. It 
ought to be remarked the importance of such researches with 
example of high speed railroad line Moscow – Kazan, where 
was conceived technical decision of diagnostic gadgets in-
stallation for permanent monitoring system of railroad cate-
nary kit. Based on analytical issue, permanent monitoring 
systems of railroad await to be in progress in nearest future. 
In present contribution we pay attention on promising trends 
of railroad catenaries supervision in accordance with years 
of experience regarding its service and maintenance. The 
article purpose is to highlight the most important stages in 
the monitoring system implementation of the railway con-
tact-wire of catenary system in the post-Soviet space. Based 
on the operating experience of the first versions of the con-
tact suspension monitoring system [14 – 16], the authors 
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presented the necessary set of diagnostic parameters for or-
ganizing a qualitative analysis of this diagnostic object. The 
most rational places for connecting diagnostic devices are 
indicated, considering the types of contact suspension and 
economic considerations of the cost of the monitoring sys-
tem itself. Recommendations for the development of a moni-
toring system for contact suspension for post-Soviet                
railroads are formulated, taking into account their specifici-
ty.  

II. DEVELOPMENT TRENDS                                                                          

OF PERMANENT MONITORING SYSTEMS 

The most frequent and harmful damages of railroad cate-
nary elements are considered wires plus cables, so this is the 
root matter to keep your mind on. 

For better status quo definition of railroad catenary parts 
we propose to control the features of strands vibration and 
tension [14, 15]. Oscillation supervision helps us to identify 
such troubling events as: tendons/cables breakage, cable 
messenger damage, impacts of pantograph etc. Cables ten-
sion monitoring allows us to define the condition of counter-
balance weights (hoisting tackle wedging, kentledge theft, 
non-normatively of loads position etc.), tension control 
should help us to clarify the condition of cantilevers as well 
(wedging event) by means of middle anchorage spot super-
vision. It should be noted that stressing of railroad catenary 
is very sensitive issue regarding proper system functioning.   

During low temperature events catenary breakage factor 
takes places more frequently consequently, sensors installa-
tion within tendons (А-185, АС-185, М-120) considered as 
an crucial precaution. Worth-while to clarify those events of 
wires damages for decision making reckoning spots per vi-
bration sensors assembling. Places of installation must be 
specified in case of two or three tendons layout. 

Suggested schema of sensors arrangement per elements 
of railroad catenary presented on Fig. 1. 

One more important item of the catenary kit is those cable 
supporting masts structures [16]. In case of supporting pole 
fall down trouble, rehabilitation time sector is much longer 
compares to other possible reimbursement at railroad site 
(except flexible and rigid beams). As for price per single 
mast exchange, based on records, it was about $6,000 back 
in 2016. Preferable to supervise oscillation features with 
angle of vibration per piers, for the reason of the above 
characteristics alteration considered as a pier/foundation 
structural status quo deterioration [18]. Within areas of di-
rect current (DC) performance regarding railroad catenary, 
current leakage shall be the matter concerning locomotive 
automation signalling.  

Besides, monitoring procedure should be conducted 
within stations reckoning pantograph with catenary tension 
via distance definition between basic and auxiliary catenary 
clips during trains passage moment (for scientific research 
purposes we may apply ‘wave’ features per high speed areas 
of transportation). 

For suggested schema of sensors installation See Fig. 2. 

Based on accumulated experience of railroad catenary 
services, we may look ahead on further development of 
permanent monitoring systems: 

1. Sensors advanced development with subsystems of 
electrical current leakage monitoringю 

2. Design of sensor for control of pantograph stress on 
catenary kit (digital video camera of high resolution would 
be perfect solution for visual assessment of actual panto-
graph condition). 

3. Installation of temperature sensors per spots of 
feeding cables junction and on impedance bond with sec-
ondary winding plus dividers; 

4. Sensors of partial discharge may be applied for iso-
lation control within high voltage line of 10kW, (pair of 
cable – rail line), per area of alternating current (AC) (for 
the case of AC districts, it is critical to complete testing pro-
cedure for determination of sparks influence of sensors per-
formance). 

OL

CL

CA

Average anchorage

SS

Kentledge

VS

SS
VS

SS

SS
VS

SS
VS

SS

VS VS VSSS SS

SS

AS – anchorage section; OL – overhead line; CL – catenary line; CA – cables amplifier;

Kentledge

ASLL 4
1= ASLL 4

1=

ASLL 2
1=

mLAS 600,1<

L  – anchor length – length;ASLSS – stressing sensor;VS – vibration sensor;  
Fig. 1. Schema of monitoring system sensors installation. 
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5. Arrangement of monitoring system for rigid and 
flexible beams in accordance with vibration features (angles 
of inclination per rigid beams with mechanical stressing for 
flexible beams). 

6. Current leakage diagnostic must be ensured con-
cerning discharge switches.  

7. Current supervision shall be arranged per driveway 
cable, to assess the features of current spreading factor (it 
may be upgraded via additional control of connecting strings 
condition). 

8. To develop the monitoring system for air railroad 
switches regarding vibration features, stressing, sparks for-
mation etc. 

9. Design the monitoring system for current collecting 
devices based on photo and video data analysis. 

10. For the areas of direct current functioning, the sys-
tem of insulation supervision shall be the matter. 

11. Regarding sectional strain insulators monitoring 
system based on spark formation concert must be designed. 

SI

SL

SG

SG – Spark Gap (installed if needed); SI – sensor of inclination and vibration; SL – sensor       
of current leakage (per currents of 10 mA … 10 A, SC currents 3.3 kA …10 kA 50 ms)  

Fig. 2. Schema of sensors installation for masts condition monitoring. 

Design of monitoring performance for power worked 
lever dividers in accordance with voltage and currents su-
pervision. 

III. BUSINESS-MODEL OF MONITORING SYSTEM PROMOTION 

Substantiation of permanent monitoring system usually 
requires entrenchment of business-model with service crew 
quantity optimization nowadays. The idea of the above busi-
ness-model is as follows: there is a set of schedule jobs to be 
completed with periodic sequence by servicemen team and 
in the event of monitoring system implementation, part of 
essential works considered to be automated, which allows us 
to optimize service brigade size. 

Anyhow, during maintenance work performance via ser-
vice crew with partial automation, accidents occurrence are 
being continued. Consequences of the aforesaid may be dif-
ferent, for example, serious failures; missed initial defects 

while inspections or natural calamities. Unfortunately, even 
the entire computerization is not the panacea per failures 
occurrence at the monitoring site, but it can reduce those 
undesirable events of technological procedure violations.  

The abovementioned business-model may not be the cor-
rect one in the event of substantiation. During automation 
performance implementation for the idea of man-factor re-
duction, enhancement of reliability is the function of ex-
penses boost. For instance, introduction of microprocessor 
systems for railroad traffic management helps us to fulfill 
the itinerary arrangement automation (light signals with 
switches performance). Nevertheless, investment costs into 
the system with afterward periodical upholding are very 
high. For practical management point of view it is much 
more cost effective to place a pair of railroad switches per 
station with couple of operators, who shall cope those 
switches manually. In this particular case, automation factor, 
anyway, shall be expensive one, which looked-for invest-
ment into service with maintenance performance, but some 
of those savings shall be paid off later. 

While railroad permanent monitoring systems presenta-
tion we may apply the other business-model, for example, 
Designer of the system may sell not the technical equipment 
itself, but the ‘event factor’, such as the ‘pre-failure status 
quo’ (either ‘accident prevention’ or ‘technical function pre-
vention’ etc.). In this case, the Designer may apply his prop-
er technical instruments to achieve the ordered task, and the 
Client shall receive the needed commodity such as safe and 
non-stop technological performance! Per the case of railroad 
catenary such a business-model looks like the attractive one, 
because for the danger of the malfunction incident, the out-
come must be long term gaps within train schedule together 
with infrastructure damages plus rolling stock breakage. The 
benefit of our suggested modeling arrangement approach is 
that the Designer may take the total responsibility of the 
entire life cycle of the whole monitoring system at site. 

In our business-model, expenses of the monitoring site 
owner per the initial stage is the matter of the minimization 
for the reason, that monitoring kit for him is the instrument 
of information accumulation with safety improvement only. 
While service time continuation period, when failures may 
appear, the effect shall be considered feasible for the De-
signer.  

IV. CONCLUSION 

Methods recommended by authors regarding functional 
features options broaden of permanent monitoring systems 
allows us in fact to cover the whole spectrum of diagnostic 
features with appeared technological situations within rail-
road catenary. Actual realization of those described options 
helps us to upgrade drastically the outcome level of perma-
nent monitoring system per railroad catenary. We should 
add, that the set of focused ways of permanent monitoring of 
railroad auxiliary elements evolution can be applied for the 
purposes of urban electrical transportation monitoring (for 
sure, including available specifics).  

Diagnostic devices installation methods proposed by the 
authors allow obtaining the necessary diagnostic data range 
sufficient to conduct high-quality monitoring of the railway 
contact-wire of catenary system parameters. The monitoring 
results at the first stage are taken into account in the organi-
zation and planning of maintenance and repair work in the 
electrification and power supply department of railways. At 
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the next stages, the monitoring results must be taken into 
account by train dispatchers and train driver to select the 
most rational ways of traffic control, taking into account the 
occurrence of emergencies with a contact-wire of catenary 
system. 

In conclusion, we would like to mention the future digi-
tal approach to the net railroad monitoring systems                      
[19 – 22]. As well we do believe in the future feedback of 
rolling stock monitoring automation shall run, not to dis-
patcher only, but to train operators to ensure professional 
situation assessment to avoid off-nominal conditions. 
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Abstract— Problems of real-time hardware logic control 

systems design on the FPGA are considered. The control 

algorithm is implemented based on a timed FSM model, 

represented by a temporal state diagram. The design of the 

control device model using hardware description language 

VHDL in the form of the three-process pattern is made. The 

functional verification of the model was carried out using 

Active-HDL tools, the synthesis of the circuit was carried out on 

the Spartan 3E FPGA technology platform using Xilinx ISE 

CAD tools. The hardware costs for the circuit implementation 

of the control device were analyzed. 

Keywords— timed FSM, temporal state diagram, VHDL, 

functional verification, pattern, FPGA. 

I. INTRODUCTION  

Among the entire set of control systems, the significant 
part are logical control systems, in which control signals take 
values of the logical zero or one, depending on boundary 
values of physical quantities that define these parameters. For 
the technical implementation of these systems, the Finite State 
Machine (FSM) is the most suitable, and the visual 
representation of functioning algorithm is a state diagram. The 
distinctive feature of the FSM for logic control is that among 
input values there are not only announcing signals of the 
operational state machine, but also external, towards to the 
controlled system, events of external world, which are playing 
role of interrupts for the control algorithm. 

A control FSM functions in machine time, is determined 
by the operation time of machine. But the most of real logical 
control systems cooperate with external world in the metric 
time, i.e. they are real-time systems. 

The real-time control system is a system in which the 
resultant action (activity) depends not only on logical values 
of simple control actions, but also on time during which these 
actions are performed. The main difference between tasks in 
real time and tasks that are not dependent on time is that tasks 
in real-time systems must be completed within a specified 

period of time, that allow to complete processing of data 
correctly. For their implementation, it is customary to use a 
timed FSM model, which allows taking into account the effect 
of metric time on transitions between technical states of 
control system. 

Any local digital device that implements an information 
processing or control algorithm can be implemented in two 
ways: hardware or software-hardware. With hardware 
implementation method, a given algorithm is described in 
hardware description language (HDL) and is synthesized by 
instrumental tools of computer-aided design (CAD) in FPGA 
(Field-Programmable Gate Array circuit). The advantage of 
this approach is hardware flexibility (ability to implement any 
algorithm) and a sufficiently large speed. 

During describing the functioning algorithm for digital 
logical control devices in CAD systems, one of code styles is 
the style of automata-based programming. In automata-based 
programming, a concept of “state” is used as the base one [1]. 
A state is a mathematical abstraction that is uniquely 
associated to each of physical states of a control object, since 
usually an operation of technical systems is shown through a 
change of their states. At the same time, each state in a  control 
algorithm maintains a control object in a proper state, and the 
transition to a new state in an algorithm leads to the transition 
of an object to a new corresponding state, which ensures the 
process of object' logical control. A state is a set of parameters 
of a technical system at a given moment of time. A current 
state carries all information about the history of a system, 
which is necessary to determine its response to any input 
action that is formed at a given time. 

Thus, the task of developing an unified pattern in the 
hardware description language for the design of real-time 
logic control devices, which based on FSM in the style of 
automata-based programming, becomes urgent. The goal of 
this work is to develop a pattern for describing finite state 
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machine in the hardware description language VHDL, and 
automated synthesis of the received model with. 

II. THE MODEL OF STRUCTURAL FSM IN REAL-TIME 

SYSTEMS 

When describing a behavior of real-time control systems, 
it is necessary to take into account timing aspects of their 
behavior. For this, a state machine model is expanded by 
introducing a timed variable, and the concept of a timed FSM 
[2, 3] is introduced. A timed variable constantly increases its 
value and "resets" to 0 upon the arrival of an input signal and 
a FSM transitions to a new state. Time variables are measured 
in automata cycles. 

As a rule, three parameters are used to describe timing 
aspects in the automata-based model: timing constraints tc, 
(input) timeouts tto and output delays td, which sometimes are 
called as output timeouts. An input timeout determines the 
maximum waiting time for input effects (events) for each 
state of a FSM. If an input symbol was not filed before the 
end of a timeout, a state machine starts polling input variables 
and can switch to another state. Time constraints are intervals 
on transitions that limit the time during which the transition 
can be performed. Output delays (output timeouts) shows the 
time that a state machine spends on executing of a transition, 
i.e. an output signal will appear at an output after a time 
interval, which is determined by the output delay. 

In logical control systems, a concept of “input values” is 
divided into input actions and events. Input actions are 
implemented automatically by polling in accordance with an 
algorithm of its operation in a control loop, and events are 
implemented instantaneously and lead to a change in a state 
of the state machine. 

Event processing in real-time systems, as a rule, are 
determined on a basis of dynamic characteristics of control 
processes and related events. An event is an abstract concept, 
implying such a change in environmental conditions, which 
generates a certain reaction of a system [4]. Events can be 
generated both by an external environment and within a 
control system by its components. 

There are three main options for an interaction of a control 
FSM with an external environment. 

1. Events are used for an interaction of a control and 
operating FSM within an automatic control system. In this 
case, if events are exceptional (two events cannot occur 
simultaneously), events’ processing doesn’t differ from 
processing of input variables values of a FSM. 

2. Events along with input variables provide an 
interaction of a FSM with an external environment. This 
design solution should reflect the difference between events 
and input variables: a FSM processes events at the moment 
of its occurrence, while values of input variables are polled 
by a FSM on its own initiative. 

3. An each event is associated with a separate state 
(transition) of a FSM. This solution is only suitable for 
implementing of an exceptional event model. In addition, it 
reflects an active role of events, and the fact that the 
occurrence of events, by itself, initiates an operation of a 
FSM. This solution is the best coordinated with traditional 
event systems, where any output function is related to the 
content of events. 

Depending on a purpose and features of using models of 
a timed FSM, there are many modifications of such models, 
which differently take into account both, the method of 
events’ processing and the way of delays’ accounting in states 
of a FSM [5, 6]. 

Based on functioning features of logic control systems, a 
full model of a structural timed FSM can be represented by a 

nine  0, , , , , , , ,c to dW X Y Z f g z T T T , where: 

 ,C EX X X  – a set of input variables, 
CX  – a set of 

announcing signals from a control object, 
EX  – a set of 

external events;  ,C FY Y Y – a set of output variables, 
C

Y  

– a set of reactions (control signals), 
FY  – a set of activities 

(output functions); Z  – a set of internal variables that 

determine coding states of a FSM; f  – a transition function,  

g  – an output function; 
0z – a code of the initial state of a 

FSM;  1 2, ...с с с срT t t t  – a set of timed variables for timing 

restrictions on each arc of a state diagram, where p – is a 

number of arcs in a state diagram,  1,сіt k , k  – a 

maximum number of clocks’ restrictions on transitions to the 

i-th node of a state diagram in polling mode,  1,k   ,   

– responds exclusively by an effective transition function, 

 
tontototo
tttT ...,

21
  – a set of timed variables for timeouts 

(expected) of each state of a FSM,  1,toit n  – timeout for 

each state, n  – a number of states of a FSM; 

 1 2, ...d d d dmT t t t  – is a set of delays for the realization of 

the corresponding output signal, where m – is a number of 

output variables,  1,dmt l , where l – is a maximum 

number of clock cycles for the realization of output functions 
in the specified state of a FSM. 

In general, a timed FSM can contain all three time 
parameters, but for a specific task timed FSM with one or two 
of specified parameters can be used. 

A classical model of timed FSM, which consist of three 
timing parameters < tc, tto, td > can’t be directly attributed to 
the traditional Moore model. The output function is similar to 
Moore FSM, but the output signal is formed after delay, and 
not when the FSM transits to a new state. A time of 
appearance (change) of output signals is connected to a 
working edge of the synchronization signal. In the proposed 
model of the timed FSM, the logic of its operation is as 
follows. 

During FSM transitions to the current state ai, the main 
time parameter tto(ai) (timeout) is determined for it, that is, a 
time during which a FSM should be in the current state if an 
external event will not transfer the FSM into another state 
ahead of time. Value of tto is defined in FSM cycles. After the 
time tto is expired, a FSM responds to input signals (polls 
them) and transfers to a next state. Output signals of a FSM 
in the current state ai appear at outputs of the FSM at the time 
determined by tdj (ai) (output delays), that is, output delays for 
signals yj in the state ai. For each of output signals yj, the 
initial delay is determined in FSM cycles and can be different. 
When yj = 0, timed FSM approaches the classical Moore 
model. 

A processing of external events is as follows. For each 
state ai, the time constraints tc (ai) (input constraints) are set, 
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that is, a time interval during which a FSM, staying in the 
state ai, can process initial events. Timing constraints are 
determined in FSM clock cycles and calculated as tc = (t1-t0), 
where t0 – is the beginning of timing constraints’ “window”, 

t1 – is the end of timing constraints’ “window”. When t1 = , 
a timed FSM without input timing constraints is considered. 
If an external event occurs outside of the "window" of timing 
constraints, a state machine does not respond to it. 

Logic control devices, based on FSM, function in a FSM 
time, which is measured in FSM clock cycles, i.e. discrete 
time intervals during which a FSM transfer from one state to 
another. The duration of a FSM cycle in real devices is 
usually determined by the frequency of the clock signal Clk. 
A temporal state diagram is used to describe a timed FSM. 
All timing parameters of a temporal state diagram are 
implemented through loops. Conditions for those loops are 
counting of the number of clock cycles Clk, which is 
implemented by the counter (count) in the FPGA [7]. The 
fragment of the temporal state diagram for three states is 
shown in fig. 1.  

 

 
Fig. 1. Fragment of the temporal state diagram of Moore FSM 

Figure 2 shows the fragment of the timing diagram of a 

FSM functioning. 

 
Fig. 2. The timing diagram of a timed FSM 

III. AN EXAMPLE OF AN AUTOMATED DESIGN OF TIMED 

FSM ON FPGA 

When designing an operation algorithm of a digital device 

in HDL, it is important that the developed HDL code doesn’t 

go beyond limits of the synthesized subset of the particular 

HDL. Single-process and two-process patterns for design of 

HDL-models of Moore timed FSM with delays in states are 

considered in [7, 8]. 

On the one hand, a single-process pattern is correctly 

synthesized for Moore FSM, but it generates hardware 

redundancy for Mealy FSM (register for output signals is 

synthesized). On the other hand, a two-process pattern, taking 

into account the counter signal that implements the delay, is 

not synthesized correctly. Therefore, for the implementation 

of a VHDL model of a timed FSM, it was proposed to use a 

three-process pattern: a synchronous process of new state 

assigning, a synchronous process of implementing FSM 

clock’ counter and a combinational process of transition 

function implementing. Outputs function of Moore timed 

FSM is implemented through the conditional signal 

assignment statement out of processes. 

As an example of the implementation of proposed 

structure of a timed FSM’ HDL-model, let’s consider the 

temporal state diagram of the modified Moore FSM, which is 

represented in fig. 3. In this state diagram, х1 and х2 are 

considered as input actions, and Btn is considered as an event.  

Timing parameters for the temporal state diagram, which 

is preset in FSM cycles, are as follows: 

 input constraints for Btn: [3; 3] for a1, [4; 5] for a2; 

  timeouts for states: T1= 6, T2=7, T3=9, T4 =5; 

  output delays for signals: y1(d1) =1, y2(d2) =2. 

 

 

Fig. 3. State diagram of Moore FSM for control device 

In the considered state diagram, the signal Btn – is an 

event that is, essentially, the input signal with the highest 

priority. In this regard, in the pattern during description of 

transitions from considered state it is checked firstly in the IF 

branch. In all other transitions from this state (elsif ... else 

branch) this signal is equal Btn  and is not explicitly written. 

Therefore, for greater clarity, the arc with Btn is highlighted 

by a dotted line on the state diagram, and Btn  is not present 

in the expressions of the transition conditions, that is, the 

orthogonalization of transition conditions is not violated here. 

Figure 4 presents fragments of the VHDL model 

corresponding to the temporal state diagram in Figure 3. Here 

state synchronization – is the process of new state assigning, 

timer synchronization – is the process of the FSM clock’ 

counter implementation, transition function – is the 

combinational process of the transition function 

implementation, output function – is the conditional 

assignment statement for output signals. 

 
  -- state synchronization 

 
process (Clk, Reset) 
  begin 
   if Reset = '1' then  state <= a1; 
   elsif rising_edge(Clk) then  state <= next_state; 
   end if; 
end process;  
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-- clk synchronization 
process (Clk, Reset) 
  begin  
   if Reset = '1' then count <= (others => '0'); 
   elsif rising_edge(Clk) then 
     if State /= next_state then count <= (others => '0'); 
     else  count <= count + 1;  
      end if;  
   end if;  
end process; 
-- transition function 
process (state, x, Btn, count ) 
 begin 
 case State is 
. . . 
  when a2 => 
   if Btn = '1' and count >= constraint_a2_L - 1 and  
      count < constraint_a2_H then next_state <= a4; 
   elsif count < T2 - 1 then next_state <= state; 
   elsif x(1) = '1' then  next_state <= a4; 
   elsif x(2) = '1' then  next_state <= a1; 
   else next_state <= a3; 
   end if; 
 -- output function 
y( 1 ) <= '1' when  ( ( state = a1 ) or ( state = a2 ) or ( state = 
a4 ) )  and count >=  output_delay_Y1  else '0'; 

Fig. 4. Fragment of the VHDL model of timed Moore FSM 

Figure 5 shows the timing diagram (waveform) of the 

simulation results of the considered control device of the 

ALDEC Active-HDL system.  

The processing of the Btn event at time 2550 ns is of 

particular interest. This event falls into the interval Input 

Constraint for Btn [4; 5] for the state a2 and realizes the 

transition to the state a4 (highlighted arc Btn in fig. 3). 

The synthesis report in figure 6 shows the results of the 

synthesis of the control device in the XILINX ISE system for 

FPGA: Spartan 3E, XC3S500E chip, Package FG 320 

(xc3s500e-4fg320). 

 

Fig. 5. Control device simulation results 

Analyzing FSM <MFsm> for best encoding. 
Optimizing FSM <FSM_0> on signal <state[1:2]> with user 
encoding. 
State | Encoding   a1 | 00   a2 | 01   a3 | 10   a4 | 11 
Final Register Report :  Macro Statistics 
# Registers : 6      Flip-Flops : 6 

Fig. 6. The synthesis report of control device 

The structure, consisting of two blocks, is synthesized: 

control FSM (2 D flip-flops for states coding, combinational 

circuits implementing transition and output functions) and 

counter based on 4 D flip-flops for counting 9 cycles of the 

maximum timeout. To confirm the complete correctness of 

timing parameters of the proposed model, it was necessary to 

perform timing simulation, but this is the subject of further 

research. 

CONCLUSION 

As a result of the conducted research, it was shown that 

during automated design of real-time logic control systems it 

is advisable to use models of the timed control FSM. 

Problems of constructing timed FSM that take into account 

timing constraints, input timeouts and output delays were 

considered. To describe these models in hardware description 

language VHDL during automated design, a three-process 

pattern in the style of automata-based programming for 

Moore FSM was developed, which contains the 

combinational process for describing transition functions, the 

synchronous process for new state assigning, and the 

synchronous process for accounting of FSM cycles. The 

simulation of developed VHDL model in the Active-HDL 

system and the circuit synthesis using the XILINX ISE CAD 

tools in the FPGA on the Spartan 3E board showed the 

efficiency of the proposed model. At the same time, hardware 

costs don’t go beyond the standard rate for FSM states' 

encoding and formation discharges of FSM cycles’ counter. 

A practical value of obtained results is that authors 

proposed the pattern, describing algorithms for the 

functioning of the timed FSM in real-time logic control 

systems in the VHDL language, which can be used by 

beginner designers of digital logic control systems, as well as 

students of the specialty “Computer Engineering”.  

A direction of further research may be the use of the 

Mealy model for the implementation of timed control FSM 
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Abstract— Social computing is proposed to improve the quality 

of life of citizens and preserve the ecology of the planet through 
moral digital and human-free management of each citizen based 
on accurate monitoring of their preferences. The model of cyber 
social computing is described, which will save humanity from its 
vices and direct the efforts and minds of people to moral solving 
the existing problems of energy, materials, ecology, quality of life. 
We propose solutions to the problems of managing social groups 
from the perspective of deterministic metric computing instead of 
management based on statistical analysis that does not take into 
account the interests of each individual citizen. Democracy is an 
anti-scientific method of probabilistic management of social 
groups and making incompetent decisions. It should be replaced 
by moral cyber-computing of metric management of society based 
on exhaustive testing of the interests of every citizen. The strategy 
of uniting social groups is shown to effectively address economic 
and industrial problems based on the adoption of a constitution 
and laws, which integrate citizens' efforts through the 
implementation of the doctrine of the unity of diversity of 
languages, religions, histories, traditions and cultures.  

Keywords— emerging culture, social computing, human-free 
management, social process management, metric of relationships 

I. INTRODUCTION  

As cyberspace develops, the physical world transforms from 
dominant to subordinate. All physical processes and phenomena 
today have their own digital images, which are gradually 
transformed into prototypes, and the real world is becoming 
increasingly vulnerable, dependent and controlled from the 
virtual cyber world. The following axiom should be considered: 
who leads in cyberspace rules the physical world. The moral fact 
is that the cyber-physical world positively connects all the 
inhabitants of the planet with each other without intermediaries 
through social networks, cloud services and Edge Computing. 
The state has lost its monopoly on the delivery and distribution 
of information among its citizens. The censorship of information 
flows in cyberspace from degraded state institutions, does not 
have even the slightest right to exist. Giving public information 
or hiding it means that the author has a desire to receive certain 
moral or material dividends. 

The IEEE Xplore library has practically no publications in 
the field of Cyber Social Business Computing, and Springer has 
13358 books. At the same time, IEEE Social Computing 
includes 25342 works, and Springer is represented by 41,733 
monographs. Naturally, the combination of two market-focused 
research topics can provide a significant practical result in 
improving the quality of business, life and preserving the 
ecology of the planet. There is only one Springer book [1], as a 
collection of articles on the results of the same scientific 
seminar, indirectly affecting the management of the cyber-
physical world. Characteristic publications [2-4] are focused on 
social networks and monitoring citizens' preferences without 
generating control actions automatically. Therefore, the article 
[5], monograph [6], their development and improvement, 
devoted to active cyber-physical computing related to the active 
management of social, business processes and phenomena based 
on their accurate monitoring is very timely and relevant. The 
market of services in cyberspace is still using the “cave wall” 
information display systems designed for the eyes of a person, 
who is given the function of making, as a rule, erroneous 
actuative decisions leading to social conflicts, economic and 
financial losses. Disposing a person from the function of 
managing a socially-oriented business and transferring it to 
cyber-physical human-free business computing is the most 
important organizational problem of the moral creative world. A 
person is not able to accurately control even himself, constantly 
forgetting his historical experience, he regularly steps on the 
same rake of past mistakes. Therefore, a citizen, social group, 
company, state and humanity need to create a scalable Gartner-
computing avatar: “virtual assistant - digital twin - smart robot”, 
which will save people from wrong decisions leading to 
undesirable consequences in the business and market of social 
technologies. 

The goal of the research is to create structural metric 
cyberculture of computing, as a technology for deterministic 
digital control of cyber-physical and social processes and 
phenomena based on accurate and comprehensive monitoring of 
the state of cyberspace. 
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Research objectives: 1) Definitions and axioms of 
computing. 2) The relation is the fundamental principle of 
cyber-physical and social processes and phenomena. 3) 
Democracy is the ignorant computing for managing social 
processes. 4) Cyber social computing for solving problems of 
social management. 

II. DEFINITIONS AND AXIOMS OF COMPUTING 
Computing is a branch of knowledge that develops the 

theory and practice of reliable metric management of virtual, 
physical (natural) and social processes and phenomena based on 
the use of data centers of big data through digital monitoring of 
cyber-physical space using intelligent services for retrieval and 
analysis, personal gadgets and smart sensors. 

Systematically, computing (Fig. 1) is the process of 
monitoring (5) and activating (6) metric relations (2) in the 
infrastructure of management (3) and execution (4) to achieve 
and visualize (8) a goal – product (1) with specified resources 
(7). 

 
Fig. 1. Computing 

The metrical and structural definition of computing through 
eight interconnected components provides a theoretical 
fundamental basis for the formal and actual creation of any 
process in a given field of human or natural activity. Types of 
computing on the entered metric cover all fields of human 
activity: cosmological, biological, floristic, physical, virtual, 
quantum, social, state, medical, transport, infrastructure, 
scientific, educational, industrial, sports, recreation, travel, 
entertainment. 

The process is material and energy interaction of system 
components in time and space to achieve the goal. Globally, the 
process is a material and energy change in the space-time 
continuum. Locally, the process is the development of the spatial 
relationship of components (phenomena) in time. 

A phenomenon is a component (system) or a fragment of a 
process at a fixed moment or interval of time perceived by 
sensors, feelings, faith, or mind. 

The computer is a process, the observed interaction of 
control and execution mechanisms in time and space based on 
monitoring and actuation of metric relations to achieve a goal in 
the form of products or services for given resources. 

III. RELATION IS THE FIRST PRINCIPLE OF PROCESSES AND 
PHENOMENA 

Relation is a structure of interconnected components that 
determines the properties of a process or phenomenon. The 
structure determines the properties of the components, process 
or phenomenon, but not vice versa. Relation-signature is 
primary, media components are secondary. The alphabet is the 
carrier of a relation defined by operations (signatures) on 

symbols. The symbols of the alphabet alone do not make sense. 
Relations are decisive in creating effective mathematical 
theories, data structures, algorithms, architectures, models, 
methods, technologies, materials, services, software and 
hardware applications, cyber-physical and social systems, 
including economics, healthcare, transportation, law and order, 
ecology and statehood. The cardinality of the relation as an 
integral set and the quality of mutual relationships between the 
components forms a metric that makes it possible to identify the 
effectiveness of the structure. 

“In the beginning was the Word, and the Word was with 
God, and the Word was God” (the Gospel of John). The word as 
a relationship between people, processes or phenomena 
determines their properties, but not vice versa. In the system, the 
relation-word is primary, the carriers are secondary: people, 
components. Relationships form the efficiency and viability of 
the system, company, state. The idea of the development of a 
process or phenomenon is primary, its material implementation 
is secondary. The Universe develops according to the idea 
conceived by God (Nature), realized by the relations in pairs: 
matter-energy, space-time. The Creator (Laws, Idea) is primary, 
the Universe is secondary. The scaling of the axiom of the 
primacy of an idea in the material world leads to a new 
understanding of the following facts: relations and social laws 
are primary, their implementation in society is secondary. A 
partial change of the above words from the Gospel may be 
represented in a modern scientific style: "In the beginning was 
the Idea, and the Idea was with God, and the Idea was God." The 
idea is a formulated algorithm, program or genome of system 
development, as a set of relations. The idea always comes from 
the Creator, who brings it to the material world. The idea is God 
who concentrates all the laws of the material-energy and space-
time development of the Universe. The laws of the Universe or 
God exist independently of human. The goal of Homo Sapience 
is to know God, Nature; it means to discover the laws existing 
independently of human and to morally use them for the benefit 
of humanity, preserving Nature. 

“In the beginning was the Word” means that the Word or the 
genome of the development of the Universe is the beginning and 
does not depend on the level or phase of the development of the 
Universe, the living Nature and Humanity. “The word was with 
God” means that a set of Laws-Ideas for the development of the 
Universe is concentrated under the name of the Creator or God. 
“The word was God” means that naturally all the Laws or 
Relations of the development of the Universe, humanity, and 
living Nature, exist independently of us and are the First Cause 
or God. Relations, Laws, God are invariant (non-material) to 
matter, the carrier of relations or the components involved in 
them are material. Teleportation of a person into the Universe is 
also covered with the thesis “In the beginning was the Word”. 
In order to expand life in outer space, it is necessary to find a 
suitable environment and transfer the Word to it as a genome or 
algorithm for the development of living matter. 

Materialism is based on the doctrine of the primacy of matter 
in relation to an idea. Given the primacy of the relationship that 
works on the pair: “idea – matter,” such a statement cannot be 
perceived as truth. The main role in this process-computing 
relation belongs to the idea that programs or predicts the 
development or creation of the material world. How then to be 
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with a pair of "chicken-egg"? Here, the root cause is the genome 
(law) of the development of relations between them, and the 
material implementation of the genome in the form of chicken 
and egg phenomena is secondary. 

Relationship symmetry, as two wings, plays a positive role 
in the development of the Universe, humanity and an 
outstanding Person. If you are a genius or talent and you do not 
see your counterpart (envious, opponent), then look for or create 
him, because of without him you will not take place! When you 
are criticized, you have many enemies, then you are worth 
something. “Consent and recognition rarely encourage moving 
forward and seeking” (Thor Heyerdahl). 

IV. DEMOCRACY IS CLUELESS COMPUTING FOR SOCIAL 
PROCESS MANAGEMENT  

The system essence of citizens in cyber-physical social 
computing is defined as the execution mechanism that creates 
services and/or products. At the same time, the management 
mechanism is formed by experts with relevant education and 
management experience in various fields of human activity. As 
a rule, the mentioned mechanisms should not intersect in human 
resources. Democracy puts the structure of computing, which is 
trivial to understand, upside down. The most ignorant in the 
management part of the population is involved to the 
management of the company, university, state and making 
strategic decisions, in fact, turning the role of professionally 
trained managers to zero. The classics of social computing are 
formed by the following components: 1) relationship-laws, 2) 
management, 3) execution, 4) infrastructure, 5) observation, 6) 
visualization, intended for manufacturing products and services 
subject to the availability of resources. Democracy is always an 
effective tool for making incompetent decisions by the ignorant 
political elite of the totalitarian state. The metric of democracy 
is its corruption, bribery and intimidation of citizens, the false 
justification for the seizure of power by a group of people who 
do not have moral goals and ways to achieve them. 

Democracy, as a technology of incompetence, is the cause 
of all the ills of humanity: 1) A fig leaf on the bare body of 
managerial ignorance. 2) The greatest nonsense invented by 
humanity to justify almost always incompetent decisions. 3) 
Dice, where millions of lives are bet. 4) True democracy experts 
are in the minority and always lose. The essence of democracy 
is to make decisions by voting ignorant people in the 
government. 

The historical roots of democracy are a cave decision-
making technology, where everyone has the same universal 
knowledge about the issue of voting and its possible 
consequences. Today, society is a collection of deeply 
specialized citizens, each of whom is focused on the optimal 
solution of specific problems of a narrow profile. Therefore, the 
use of a random person or a group of incompetent persons to 
make a decision on the choice of a leader is nonsense, associated 
with the historical inertia of false thinking and the fake 
involvement of the masses in the government. The alternative to 
democracy is autocracy or the authoritarian power of the 
minority over the majority. With competent knowledge and 
morality, the head of an authoritarian regime of government is 
more effective for citizens of the state in terms of the quality of 
life and the preservation of the environment in the territory. 

“Voting in science cannot solve problems, since there is 
always a majority of mediocrity, and there are only a few 
talents” (quoted from the film “I'm going to a thunderstorm”). 
The ignorance and inconsistency of democracy in science have 
ruined thousands of projects, casting aside the development of 
humanity tens of years ago. Only the authoritarian rule of 
experts, developing into cyber administration, is the key to the 
technological future of humanity. 

Decision-making in a specialized board for awarding 
academic degrees is based on the voting of several experts in a 
particular field, which is a giant step in the development of a 
new social management technology based on digital monitoring 
of processes and phenomena. The metrical elections of the 
president of the country performed not by citizens, but experts 
in this field, also represent a more advanced technology in 
comparison with the democracy of incompetent citizens. 
However, the optimal model of cyber-social computing in 
decision-making should be free from the factor of human 
incompetence and subjectivity. 

The primacy of the relationship, rather than the components, 
provides a new technology for recognition based on the use of 
distances between the parameters of processes or phenomena. It 
does not matter that the sides of the rectangle have absolute 
values of 5 and 10 centimeters. The main thing is that their 
relationship with each other is 0.5. 

Corruption is a system of immoral relations between citizens 
within the state. Citizens are only carriers of corrupt relations, 
which are legalized by the constitution, history and traditions. 
The fight against carriers of corruption is folly, as a 
demonstration of the ignorance of the political elite. To defeat 
corruption means to destroy the laws, which encourage and 
allow corruption, create a constitution of moral relations and 
introduce it into the minds of citizens. 

Harmonious or moral relations based on the combination of 
languages, histories, religions, cultures, traditions are the 
primary cause of success in government, science, education, 
economics and the standard of living of citizens. “Unity in 
diversity” is US National Doctrine (In God We Trust). The 
weakness of the state in the unitarity of relations created and 
maintained by the ignorant political elite, which separates 
citizens for subsequent opportunity and ease of their subsequent 
destruction. 

Creative and tolerant relations between people are achieved 
primarily by the harmony of the diversity of linguistic cultures, 
which is the main argument in creating a prosperous state. The 
monopoly of unitary linguistic and historical culture forms the 
relations of Nazism and racism, leading to the self-destruction 
of the state. 

Gathering talented people and making them work effectively 
in a team is the main quality of a professional manager. To expel 
anyone who is smarter is the slogan of incompetent leaders of 
all levels who do not have development goals. 

V. METRICS, AXIOMS AND THE EVOLUTION OF SOCIAL 
RELATIONS 

Definitions of computing, useful for understanding and 
practical use: 1) Computing is a process of purposeful 
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development of the components involved in it. Computing is an 
interactive relationship between control and execution 
mechanisms. 2) Everything in the world is computing and 
nothing else. 3) The simplest types of computing available for 
understanding and implementation are the following: reading-
writing, speaking-listening, monitoring-control. 4) All processes 
in nature are determined and focused. Chaos and probability, as 
a phenomenon, is a product of incompetent computing, or a fig 
leaf on the naked body of our ignorance, according to Einstein. 
5) The relationship that generates the elements involved in it is 
the primary one. There are no elements without relationship. 
None of the derivative components of the process can exist 
independently. 6) The process that gives rise to phenomena or 
components interacting into it is the primary one. The process or 
computing of the interaction of chicken and egg is the primary. 
7) Chicken and egg phenomena are derived from computing or 
the evolutionary process. 8) Evolution according to Darwin is 
computing of natural phenomena in time and space. 9) Social 
computing is the process of developing social relations between 
the political elite and citizens in time and space to achieve their 
goals. 

VI. METRICS OF RELATIONSHIPS 

The elementary basis of the Universe is the relationship 
between two components: processes or phenomena. As a rule, 
for process it is the ratio of the inequality of a pair of components 
(control-execution), which is measured by the equality relation 
(xor, not-xor), which is the essence of the metric. 

There is no single component without relationship, since one 
component cannot be measured, and since this procedure is a 
relationship between two components. This is also true in the 
case when the component itself is in relation of reflexivity with 
itself. Therefore, the element is defined and considered as part 
of the relationship. 

The metric of the primacy of the relationship of unequal 
components extends globally to all phenomena and processes, 
explains them and gives rise to them: 1) Unit - Zero. 2) Black - 
White. 3) Rich - Poor. 4) Good and Evil. 5) Alphabet - Signature. 
6) Student - Teacher. 7) Leader - Executive. 8) Element - Set. 9) 
Man - Woman. 10) Monitoring - Management. 11) Chicken - 
Egg. 12) Space - Time. 13) Matter - Energy. 14) Reading - 
Writing. 15) Listening - Speaking. 16) Process - Phenomenon. 
17) Chaos and Order. 18) Elite and the People. 19) Living - 
Inanimate. 20) Cyber- and Physical-Space. 

The interaction of opposite asymmetric phenomena in time 
creates a stable structure and process of evolution. The 
interaction of synonymous unitary phenomena in time creates an 
unstable structure and process of system degradation. 

Naturally, in society, the main and primary is the 
relationship, the secondary is the political elite and who exist 
only through their relations in the process of evolution. 

VII. ASYMMETRY AND EVOLUTION OF RELATIONSHIPS 

Axiom 1. Derivative or symmetric difference by opposite 
phenomena or processes is equal to their union. The derivative 
with respect to all 20 mentioned pairs of relations is equal to 

their union. The derivative with respect to synonymous 
phenomena or processes is zero. 

Axiom 2. Evolutionary relations always create asymmetry or 
inequality of interacting components. Matter and antimatter. 
Relations between them at the level of mesons, which were 
more, and antimesons created the Universe as a result of 
annihilation. 

Axiom 3. Equivalence of unitary components of the relation 
is not capable to evolving. Therefore, the ratio of equality of 
components in the system means the end of development. The 
criterion for this fact is the zero value of the derivative between 
the interacting components of the system. 

Axiom 4. The components of the relationship in the process 
of system evolution turn into each other. 

Axiom 5. Relation generates elements, but not vice versa. 
Axiom 6. The goal of the process is an evolutionary 

transition from one phenomenon to another. Matter is 
transformed into energy, time into space, lies into truth, 
subordinate to leader, egg to chicken, ignorance to knowledge, 
man to a monster, and vice versa. 

The cooperation of equally intelligent students, citizens, 
workers, scientists, companies, countries, even theoretically 
does not make sense. Equally minded citizens with equivalent 
knowledge form the conditions for the degradation of a social 
group, company, university, or state. Ukraine and Russia will 
rise together to unprecedented economic heights. Is it profitable 
for Ukraine to go to Europe? Not today. The derivative between 
them is such that the one-way flow of qualified and best 
personnel from Ukraine to Europe is increased in exchange for 
goods and services from the West. Ukraine and Russia: the 
derivative between them was in favor of Ukraine in the early 
90s. The political elite of Ukraine did not take advantage of this, 
always ignorant in the management, today and 30 years ago. 

The outflow of personnel goes towards Russia. Goods, raw 
materials and services come from Russia. There is only one way 
out: to create friendly relations of constructive cooperation, 
change the constitution and legislation in order to attract 
specialists, goods and services from Russia and to Russia in 
equal proportions. Obviously, the derivative with respect to the 
intelligence of the same people is zero. The gender politics of 
equality a priori of unequal sexes are not stupid, but the 
deliberate destruction of humanity through artificial gender 
equality. Marital relations of relatives with the same genes, the 
derivative between them is zero, are also doomed to degradation. 

Development or evolution is always a consequence of the 
asymmetry (inequality) of relations, where the derivative 
between the components has a maximum value equal to their 
union. Here are some illustrative historical examples of equality 
of relationships. Communism is the practice of the theoretically 
false doctrine of equality of social relations, which led to the 
stagnation and disintegration of statehood. Equality of scientist 
salary in universities leads to the systematic destruction of 
science and education in the country. Symmetry or equality of 
relationships means the lack of development of a scalable social 
group. Equality of relations and the degradation of society are 
strictly correlated concepts. Functions and, or, not are 
asymmetric and create evolution. What are the functions xor, 
not-xor, which are strictly symmetric equality relations? 
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Answer: only to measure asymmetries or asymmetrical relations 
of matter and energy in space and time! 

Conclusion: a self-developing or evolving system should 
have asymmetrical unequal components and provide at each 
moment of time a derivative between them that does not equal 
to zero (it is maximum, equal to the union of components), 
which is measured by symmetric (xor, not-xor) functions. The 
stability (power) of the system depends on the presence of 
opposite parts, which have the maximum distance between them 
(according to Hamming); this makes it possible to obtain the 
maximum value of the xor operation or a symmetric difference 
equal to the combination of non-intersecting components. 

An example of this is the university’s social system, which 
has no intersection in employees between management 
mechanisms (academic council) and execution (rector's office), 
which makes it possible to obtain the maximum stability of the 
system (power of interacting components) equal to their 
combination. The farther apart the components, the more 
powerful or stable the relationship, system, phenomenon or 
process. A system with the same components, which create a 
relationship is not able to function. The stability or power of the 
system is determined by the symmetric difference or Hamming 
code distance between the interacting components. The given 
estimate of power or stability is determined by the distance 
function or the ratio of the number of unit values in the resulting 
vector of xor-interaction of a pair of components related to the 
total number of coordinates. 

The symmetric difference of the procedural components in 
each phase of the system development is equal to the universal 
unit. The symmetric difference of components with respect to 
opposites is equal to the universal unit. This means that the xor-
interaction of two components of a stable system at each time 
instant is equal to the unit vector in all its coordinates. An 
example is the system of sustainable development of the 
Universe, if we consider the pair: matter – energy, space – time. 

The xor-interaction (comparison) of a pair of asymmetric 
functions and, or (and-not, or-not) gives a symmetric function 
xor: (0001) xor (0111) = (0110), (1110) xor (1000) = ( 0110). 

The violation of symmetry through the occurring defects 
leads to the detection of single faults. 

The efficiency metric from the Creator operates with four 
components, which are mutually transforming into each other: 
matter-energy, space-time. The effectiveness metric developed 
by human operates with three components: time, money, quality 
(in the metric: matter-energy, space-time). Here, the last two 
elements are the product of social relations that have arisen as a 
result of mistrust of human activities violating physical and 
social laws and norms. 

The creator is free from such violations, since everything he 
does is related to the determinism of natural laws (gravity, 
reaction, speed of light), which cannot be broken. To go with the 
analogy of the development of nature means to create and adopt 
such laws, which cannot be broken. All other is human 
ignorance, which must be destructed. There are non-enforceable 
laws in society, which are passed by ignorant people.  

A law that is not enforced is not a law. Deputies must be held 
financially responsible for such lawmaking. The adoption of the 

law is preceded by in-depth studies on the conditions and 
infrastructure of its implementation, provision, execution with 
mandatory computer simulation of the consequences of its 
implementation in society. If the law can even be theoretically 
broken, it should not be passed. At least 90 percent of the laws 
can be destructed, which will lead to an increase in the activity 
of citizens and the quality of their life. If the number of 
prohibitions and restrictions is significantly more permits, then 
it is simpler to indicate to a citizen a minimum set of laws 
defining what is not prohibited. This is the mathematical essence 
of defining the functions of legislation of direct action for each 
citizen. 

VIII. CONCLUSION 
1) Social computing is the moral digital and direct human-

free management of every citizen based on accurate monitoring 
of his/her preferences, which makes it possible to destroy 
corruption, improve the quality of life of citizens and preserve 
the ecology of the planet. 

2) A person, as incapable of effectively managing himself 
without mistakes, must trust in cyber social computing, which 
will save humanity from its vices, direct its efforts and mind to 
the moral solution of the existing problems of energy, materials, 
ecology, quality of life. 

3) Solving the problems of social group management should 
be viewed from the point of deterministic metric computing, 
which will gradually replace management based on statistical 
analysis that does not take into account the interests of each 
individual citizen. 

4) Democracy, as an unscientific method of probabilistic 
management of social groups and making incompetent 
decisions, should be replaced by the moral cyber-computing of 
metric management of society based on exhaustive testing of the 
interests of every citizen. 

5) To unite social groups to effectively address economic 
and industrial problems is possible only through the adoption of 
a constitution and laws, which integrate citizens' efforts based 
on the doctrine of the unity of diversity of languages, religions, 
histories, traditions and cultures. 
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I. INTRODUCTION  

Remote sensing cannot completely replace ground-
based data collection, but can help in monitoring large 
areas and hard-to-reach regions. Although computer vision 
algorithms for detecting objects in image develop quickly 
methods of automatic segmentation of satellite images is 
inferior to the man by the quality of work.  Despite the 
rapid development of computer vision algorithms for 
detecting objects in an image, the task of segmentation of 
images of remote sensing of the Earth’s surface has not 
been brought to automatism with similar accuracy as with 
manual marking [1]. Although a human is able to solve a 
segmentation problem better than a computer, it takes too 
much time. In addition, in this case it is impossible to 
obtain results in real time, so the task of satellite image 
segmentation using computer vision algorithms is 
particularly relevant. 

Today, large number of algorithms for detecting 
objects in an image exist. This problem is solved in the 
biometrics, medicine and robotics [2]. Most of these 
algorithms can be applied to remote sensing tasks. 
Segmentation of satellite images is a difficult task. The 
main approach of its solution based on machine learning 
methods is marking of the image pixels to corresponding 
classes of objects. Nowadays, the greatest effectiveness of 
solving this problem is achieved by using convolutional 
neural networks. The uniqueness of this method is based 
on the automatic determination of descriptors in the 
training process. So improvement of the segmentation 
accuracy and unique features that distinguish one class of 
objects from others is achieved [3].  

Moreover, there are some reasons that CNN isn’t trivial 
solution of image segmentation. A unique approach is 

needed to solve the problem of the spatial extent of 
detected objects, taking into account the invariance to 
rotation of image or rescaling [4]. Such algorithms 
should [5, 6]: 

 Have a sufficient number of sample images of each 
class in the training set. As a rule, open satellite 
image datasets don’t contain enough images. It’s 
necessary to expand the training sets of images by 
self-marking and mixing images from several 
datasets. 

 Be invariant to rotation. Objects in the image can be 
rotated absolutely at any angle. The segmentation 
algorithm should be able to select the borders, 
regardless of the positioning of object in the image. 

 Capture small spatial extent of objects. Most neural 
network algorithms solve the problem of selecting a 
large object in the image. These objects can be 
found in the ImageNet database [7]. Satellite 
images have a high resolution and cover large area 
where you need to find small, compared to the 
whole scene, objects. At the same time, if the work 
is not done with images of centimeters/pixel, most 
classes are deprived of unique small details that 
could become good distinguishing features of the 
class. 

This paper discusses satellite imagery of the forest 
surface, which has the following features: 

 high repeatability of shooting, thanks to which it is 
possible to repeatedly obtain data on the territory of 
interest, which increases the probability of 
obtaining cloudless or low-cloud images; 

 large surface area with high spatial resolution; 

 multichannel multispectral photos in the visible and 
invisible ranges, including ultraviolet and infrared 
channels 

Information obtained in the process of shooting with 
RGB-channels, as well as with the near infrared channel 
(NIR), has a number of features in terms of their use in the 
analysis of forest areas. 
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The blue zone of spectral radiation is actively absorbed 
by chlorophyll (mainly chlorophyll B). This area is very 
sensitive to atmospheric conditions such as fog or haze. 
Compared with red or NIR channels, blue is less sensitive 
to changes in chlorophyll content. As a result, it is used 
only for special purposes, for example, water monitoring. 
To solve the problems of forestry, it’s best to use green and 
red channel composites to obtain high-quality color images 
that serve as the basis in geographic information systems. 
Blue channel facilitates recognition of forest fires in 
cloudless images [8]. 

Healthy vegetation mostly absorbs in red and blue 
spectrum, reflecting much of the green. The green channel 
serves not only to form a composite RGB image, but also 
allows humans to classify vegetation when it’s used in 
combination with other spectral channels. It’s also 
indispensable in assessing the overall condition of the 
forest 

The red channel is very important for the analysis of 
vegetation (mainly forests) and is actively used. The 
wavelength of the red channel is greater than the blue one. 
For this reason, the state of the atmosphere affects it much 
less. The red channel plays a crucial role in the analysis of 
changes in forest cover, for example, in the mapping of 
damage from natural disasters, classification of vegetation 
species, monitoring of forest cover, etc. [9].  

The reflectivity of tree foliage varies greatly in 
different species. The reflecting capacity of coniferous 
leaves is much lower than that of deciduous ones. Values 
(NDVIRE) NIR of young coniferous forest is higher than 
old one. Therefore, the NIR channel is very important for 
forest classification, determination of species composition, 
as well as for monitoring forest infestation by pests. The 
NIR channel also plays a key role in mapping the effects of 
hurricane winds, and is now becoming an important 
component in the calculation of some indicators that 
determine the biophysical parameters of vegetation. 

This paper presents convolutional neural networks that 
can be used for forest segmentation. The training process, 

testing and special metrics for assessing the quality 
of neural network work are described. 

II. NEURAL NETWORK ARCHITECTURE 

In this section we describe architecture of the neural 
network which was used for segmentation of forests in 
images taken by two different satellite sources. 

The network is based on very popular and widespread 
architecture called U-Net, which is a convolutional neural 
network used for the task of semantic segmentation. 
Originally it was developed for segmentation of medical 
images of neuronal and other structures and outperformed 
many other competitors on the ISBI challenge [10]. 

U-Net is a u-shaped convolutional network, that is it 
consists of two parts: encoder and decoder. Both encoder 
and decoder are CNNs consisting of six blocks. Encoder’s 
each block includes two convolutions followed by rectified 
linear unit activation (ReLU) and max pooling operation. 
Encoder represents downsampling path. Decoder also 
consists of six blocks where each block includes up-
convolution to upsample spatial size of each map, 
concatenation with corresponding feature map from 
downsampling path and two convolutions followed by 
ReLU. Decoder represents upsampling path which is used 
for restoration of segmentation mask. The last layer of the 
network is a convolutional K-channel layer, where K is the 
number of classes and its output is computed by applying 
pixel-wise softmax function. In our task, K is equal 2. 

Since our images contain four channels: regular RGB 
and near-IR (NIR) channel, we modified U-Net by adding 
another encoder which separately accepts processes NIR 
channel. Results of both encoders are concatenated in the 
center of the network and also in each block of upsampling 
path like in original U-Net (see Fig. 1). 

Modified version of the network was implemented in 
Python language using Tensorflow library. Tensorflow is a 
high performance graph-computation library leveraging 
GPUs for fast numerical computation and used for 
machine learning and deep learning tasks. 

 
Fig. 1. Architecture of U-Net network with 2 encoders 
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Fig. 2. Examples of extracted RGB-patches and its corresponding masks. 

III. NUMERICAL RESULTS 

It was necessary to perform some preprocessing steps 
before directly training the network. The whole dataset 
consists of 17 images in total from and each image channel 
contains 16-bit values unlike 8-bit RGB and also prone to 
the problem of outliers (or impulse noise). Presence of 
outliers negatively affects results and overall training time 
and convergence. So first, to tackle this problem we 
performed per-channel histogram equalization with min-
max values chosen by thresholding cumulative distribution 
function of channel intensities (also known as so-called 
cumulative count cut). After this preprocessing step each 
image channel contains values in [0, 1] range with 
equalized histogram. 

Since the dataset is very small, the second step was to 
split images into training and testing sets, which was 
performed by cutting each original image horizontally and 
taking part containing approximately 15% of objects’ 
pixels into test set, while taking the rest into training set. 

The third step consisted in extracting patches from 
training and testing set as images sizes vary from 700 
pixels to 12000 pixels per side and it would be impossible 
to train network using such data due to limited amount of 
GPU memory. Each patch represents image of size 512 by 
512 pixels extracted from original image using sliding 
window with step 256 pixel per each axis. Examples of 
extracted RGB-patches and corresponding masks are 
shown at Fig. 2. Training set was also split into smaller 
training set and validation set to compute metrics to control 

training process per each epoch. Sizes of training and 
testing sets can be seen in Table I. 

TABLE I.  SIZES OF TRAINING AND TESTING SETS 

Training set 

Total number of patches 14139 

Number of patches with objects 8655 

Number of patches without objects 5484 

Testing set 

Total number of patches 3282 

Number of patches with objects 1785 

Number of patches without objects 1497 

 

It can also be seen that training dataset is imbalanced 
what negatively affects network’s learning process. To 
reduce this imbalance each batch is constructed by 

randomly selecting 𝑁
2⁄  patches without objects and the 

same number of patches with objects. This way of 
constructing batch showed better segmentation and 
detection results in comparison to standard sequential 
feeding of images to network. 

Moreover, to further increase size of training set we 
add different image augmentations: random flips (RF); 
rotations, spatial shifts, shifts in scale (SSR) and random 
noise in HSV color scheme (RN) which significantly 
increases quality of final segmentation. 
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Learning process is monitored after each epoch by 
evaluating loss and Dice coefficient computed on 
validation set. Dice coefficient: 

𝐷(𝑋, 𝑌) =
2|𝑋 ∩ 𝑌|

|𝑋 ∪ 𝑌|


where X and Y are grayscale or binary masks. We used 
two losses to train models: 

1. Binary cross entropy loss + dice loss (BCE + DL): 

𝐿 = ∑ 𝐵𝐶𝐸(𝑝𝑥 , 𝑦) + 1 − 𝐷(𝑥, 𝑦)𝑥,𝑦 

𝐵𝐶𝐸(𝑝𝑥 , 𝑦) = − log 𝑝𝑥

where 

𝑝𝑥 = {
    𝑝, 𝑖𝑓 𝑦 = 1

1 − 𝑝, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒


𝑦 is the label of sample 𝑥, 𝑝 is the predicted probability of 
sample 𝑥 and 𝐷 is the Dice coefficient. 

2. Focal loss + dice loss (FL + DL): 

𝐿 = 𝐹𝐿 + 1 − 𝐷

where 

𝐹𝐿(𝑝𝑥) = −(1 − 𝑝𝑥)𝑐 log 𝑝𝑥

is the focal loss and 𝑐 ≥ 0. 

Focal loss was specifically developed for tasks where 
the data is highly imbalanced and outperformed other 
competitors on COCO dataset. 

We trained the following four models (BB is for 
balanced batch) during 100 epochs with batch size of 16 
images and Adam optimizer: 

1. BCE + DL / BB / RF + SSR (BCE #1) 

2. BCE + DL / BB / RF + SSR + RN (BCE #2) 

3. FL + DL / RF + SSR (FL #1) 

4. FL + DL / RF + SSR + HSV (FL #2) 

Models were trained on supercomputer NVIDIA DGX-
1 in AI-center of P.G. Demidov Yaroslavl State University. 
Loss values and Dice coefficient values changes during 
validation process are shown in Fig. 3. 

The final network output is the segmentation map with 
values ranging from 0 to 1 and it is necessary to select 
appropriate value for threshold 𝑇  to obtain binary mask. 
For this task we used simple grid search to maximize F1 on 
validation set with step of 0.01 . Selected values of 
threshold for different models are shown in Table II. 

TABLE II.  SELECTED VALUES FOR THRESHOLD ON VALIDATION SET 

Model T F1 

BCE #1 0.39 0.3089 

BCE #2 0.62 0.4504 

FL #1 0.52 0.2175 

FL #2 0.56 0.361 

 
Results obtained on test set are shown in Table III. F1 

is the standard F-measure computed using precision P and 
recall R, both of which are calculated according to correct 
detection. Object is considered correctly detected if it has 
𝐼𝑜𝑈 ≥ 0.5 with ground truth object. It can be seen that best 
results showed model BCE #2 for 𝑇 = 0.62. FL #2 with 
RN did not show any significant increase in quality of 
segmentation. Moreover, it can be supposed that it 
produces too many false positives as P value is quite low. 
The same can be said about BCE #1. 

TABLE III.  SEGMENTATION RESULTS ON TEST SET FOR DIFFERENT 

VALUES OF THRESHOLD 

Model T D F1 P R 

BCE #1 0.39 0.8439 0.1641 0.09475 0.6136 

BCE #1 0.5 0.8446 0.17 0.09873 0.6105 

BCE #2 0.62 0.7652 0.3488 0.248 0.5876 

BCE #2 0.5 0.7554 0.3319 0.2309 0.59 

FL #1 0.52 0.8222 0.1967 0.1168 0.6211 

FL #1 0.5 0.8181 0.1775 0.1038 0.6144 

FL #2 0.56 0.7874 0.1549 0.09027 0.5443 

FL #2 0.5 0.7632 0.1288 0.07269 0.5664 

  

 Examples of final segmentation are shown in Fig. 4. 
The first image is source patch, the second image is ground 
truth mask and the third one is algorithm prediction.

 

Fig. 3. Loss values and Dice coefficient on computed validation set 
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Fig. 4. Examples of aerial forest areas images segmentation

IV. CONCLUSION 

In this article we showed that our proposed 
modification of U-Net with balanced batch is capable of 
segmenting forests in satellite images and generalization to 
test set. Although it does not show high results in detection 
(max value of F1 is 0.34), it can be connected with 
incorrect or incomplete segmentation of ground truth 
images by experts, since visually prediction on many test 
examples look correct. Further research is required to 
increase quality of segmentation and detection what can be 
done by increasing number of source images in dataset, 
adding more aggressive augmentations and usage of 
modified versions of U-Net with new losses that can 
correctly tackle problem of imbalanced data. 
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Abstract—This paper contains an analysis of the 
LockerGoga ransomware that was used in the range of targeted 
cyberattacks in the first half of 2019 against Norsk Hydra - a 
world top 5 aluminum manufacturer, as well as the US chemical 
enterprises Hexion, and Momentive - those companies are only 
the tip of the iceberg that reported the attack to the public. 

The ransomware was executed by attackers from inside a 
corporate network to encrypt the data on enterprise servers 
and, thus, taking down the information control systems. The 
intruders asked for a ransom to release a master key and 
decryption tool that can be used to decrypt the affected files. 

The purpose of the analysis is to find out tactics and 
techniques used by the LockerGoga ransomware during the 
cryptolocker attack as well as an encryption model to answer 
the question if the encrypted files can be decrypted with or 
without paying a ransom. 

The scientific novelty of the paper lies in an analysis 
methodology that is based on various reverse engineering 
techniques such as multi-process debugging and using open 
source code of a cryptographic library to find out a ransomware 
encryption model.  

Keywords—Ransomware, LockerGoga, Malware, Reverse 
Engineering, Malware Analysis, cryptolocker, encryption, 
cryptography, targeted attack. 

I. INTRODUCTION 

In March 2019, BleepingComputer reported that 
LockerGoga was allegedly responsible for disrupting the 
Norsk Hydra IT control system and forced the Norwegian 
industrial giant to switch to the manual operation mode [1]. 
Later, according to Motherboard, this ransomware disrupted 
IT services of the US chemical companies Hexion and 
Momentive [2]. Thus, it seems that the attackers behind 
LockerGoga target critical infrastructure and those mentioned 
above are not the only victims of the ransomware up to the 
moment. Further we provide the detailed analysis of the 
ransomware encryption process.  

II. BYPASSING ANTIVIRUS 

Antiviruses missed the LockerGoga sample supposedly 
because the ransomware had the valid digital signature. 

 
When the sample (SHA256: eda26a1cd 80aac1c4 

2cdbba9a f813d9c4 bc81f605 2080bc33 435d1e07 6e75aa0) 
was firstly uploaded on March 8, 2019 to VirusTotal [3], it 
had 0 detections out of 67 security products. 

 

 
Fig. 1. Virustotal verdicts for the LockerGoga ransomware sample 

 
The ransomware version 1320, which is under analysis, has 

the following digital certificate issued to the fake ‘ALISA 
LTD’ entity by Sectigo RSA Code Signing CA, well known 
for signing abuse according to the Chronicle research [4], but 
was revoked after discovery of the attack. 

 

 
Fig. 2. The LockerGoga’s certificate 

  

III. STATIC AND DYNAMIC ANALYSIS 

The binary contains statically linked boost and Crypto++ 
library that complicates the analysis of the ransomware, even 
though the techniques such as obfuscation, packing, or code 
encryption have not been used. 

Once started, the cryptolocker copies itself to the 
%Temp% folder under the hardcoded name. 

C:\Windows\system32\cmd.exe /c move /y 
"C:\LockerGoga ransomware" 
C:\Users\<USER>\AppData\Local\Temp\yxugwjud<ID>
.exe 
After that, it executes the master process with the ‘-m’ 

key. 
The master process creates the list of files to be encrypted. 

The version 1320 of the cryptolocker does not perform 
filtering of the files based on extensions and encrypts all 
accessible files on disks. 
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A. Inter-process communication (IPC) 

 
The master process sends a task to a worker through the 

named shared memory created with CreateFileMapping 
providing a path to file for encryption. The worker gets access 
to the master’s named shared memory by calling the function 
OpenFileMapping using the identifier ‘Global\SM-
yxugwjud’. 

Then the master process starts workers with the parameter 
‘-s’ also providing the identifier of the created named shared 
memory ‘-i Global\SM-yxugwjud’.  

 

 
Fig. 3. Using Named Shared Memory for IPC 

 
LockerGoga starts a slave process sending the named 

shared memory as a command line argument: 
 

C:\Users\IEUser\AppData\Local\Temp\yxugwjud1342.ex
e -i Global\SM-yxugwjud -s 

 

 
Fig. 4. The LockerGoga processes in ProcessExplorer 

 

B. File operations 

The worker tries to open the file by the path given by the 
master. Then, it requests write permissions for the target file 
using the boost library. It deletes the ‘.locked’ version of the 
file if it exists before encryption. After that, the worker 
renames a file to the one with the ‘.locked’ extension and starts 
encrypting the file content in 65536-byte blocks.  

IV. ENCRYPTION MODEL 

In this section, we’ll find out the encryption algorithms, 
keys, and modes used to encrypt files and file keys with the 
help of the debugger and Crypto++ library open source code 
[5]. 

A. File encryption 

For file content encryption LockerGoga uses AES in CRT 
mode and key length of 128 bits.  

The file key and Initialization Vector (IV) are generated 
using the MS Crypto Provider’s CryptGenRandom() 
function. 

 

 
 Fig. 5. CryptGenRandom call to generate AES and IV. 

 
The encryption mode of AES can be found out using the 

following algorithm: 
1. Find the crypto-related string constants in Assembly 

code of the statically linked crypto library. 

 
2. Locate the corresponding high-level C++ open 

source code by the discovered string constant. 
cryptlib.cpp: 
void SimpleKeyingInterface:: 
  ThrowIfResynchronizable() { 
   if (IsResynchronizable()) 
    throw InvalidArgument( 
     GetAlgorithm().AlgorithmName() 
     + ": this object requires an 
     IV"); 
  } 

3. Study the class structure to figure out what data an 
object of this cryptography class may contain. In this 
case, the C++ method ThrowIfResynchronizable() 
of the SimpleKeyingInterface class throws an 
exception with the algorithm name. 

4. Set up a breakpoint in the ransomware code or 
change the execution order by modifying the 
Instruction Pointer so that encryption info (e.g. the 
algorithm name) can be seen under the debugger. 

 
5. The pointer to algorithm name string is stored in 

EAX register and shows “AES/CTR”. 

 
 
Then, the AES key and IV are encrypted using RSA 1024-

bit public key and stored later in the footer of the encrypted 
file.  
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B. File keys encryption 

Similarly, we can find the algorithm used for file keys 
encryption. 

The Encrypt() interface in Crypto++ library that may 
throw an exception with an algorithm name can be analysed: 
 

void TF_EncryptorBase::Encrypt( 
  RandomNumberGenerator &rng, const byte 
  *plaintext, size_t plaintextLength, byte 
  *ciphertext, const NameValuePairs 
  &parameters) const { 
 if (plaintextLength >  
         FixedMaxPlaintextLength()) { 

if (FixedMaxPlaintextLength() < 1) 
    throw InvalidArgument(AlgorithmName() 
    + ": this key is too short to encrypt 
    any messages"); 

else 
 throw InvalidArgument(AlgorithmName()  
 + ": message length of " +  
 IntToString(plaintextLength) +  
 " exceeds the maximum of " +  
 IntToString(FixedMaxPlaintextLength()) 
 + " for this public key"); 

  } 
SecByteBlock  addedBlock(     
       PaddedBlockByteLength()); 
GetMessageEncodingInterface().Pad(rng, 
  plaintext, plaintextLength, paddedBlock, 
  PaddedBlockBitLength(), parameters); 
GetTrapdoorFunctionInterface(). 
  ApplyRandomizedFunction(rng,  
  Integer(paddedBlock, paddedBlock.size()   
  )).Encode(ciphertext,    
    FixedCiphertextLength()); 
} 

 
The algorithm name obtained in this way is RSA/OAEP-

MGF1(SHA-1). 
 

 
Fig. 6. RSA algorithm name 

 
During the initialization phase, the worker instantiates an 

RSAFunction object and loads the hardcoded public key. 
 

 
 Fig. 7. RSAFunction object instantiation declared in the Crypto++ 

library to load the hardcoded RSA public key 
 

 
Fig. 8. Loading RSA public key in Crypto++ library 

 

The public key (Modulus and Public exponent) is in the 
PEM format and hardcoded in the ransomware. 

 

 
Fig. 9: The public RSA public key stored in the ransomware code 

 
After decoding the RSA public key, we can see the size of 

the key and public exponent equal to 17. 
 

 
Fig. 10. The decoded public RSA public key 

 
The cryptolocker uses RSA-1024 with the ‘MGF1(SHA-

1)’ mask generation function for the OAEP padding scheme 
to encrypt 40 bytes buffer that contain first 4 zero bytes, 16-
byte file IV, 16-byte file key, and the terminating 4-byte 
string “goga”. 
 

 
 Fig. 11. File key data encryption with RSA 

 
Once encrypted, this footer is appended at the end of the 

encrypted file. 
 

 
 Fig. 12. LockerGoga footer structure 

 
The low public exponent value (e=17) is mitigated by the 

OAEP randomizing padding scheme that can be identified by 
a different footer’s ciphertext appearing while a plaintext and 
public key are the same. 
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 Fig. 13. File key data encrypted with RSA are randomized because of 

OAEP 

 
To sum up, the discovered LockerGoga encryption 

model employs symmetric encryption for files (AES-128-
CTR) and asymmetric encryption for the file key data (RSA-
1024 OAEP/MGF1(SHA-1)) and does not allow a victim to 
decrypt the locked files without knowing the corresponding 
RSA private key (the master key). 
 

C. Ransom note 

Once files are encrypted, the locker leaves the following 
ransom note: 
“Greetings! 
 
There was a significant flaw in the security system of your company. You 
should be thankful that the flaw was exploited by serious people and not 
some rookies. They would have damaged all of your data by mistake or for 
fun. 
 
Your files are encrypted with the strongest military algorithms RSA4096 and 
AES-256. Without our special decoder it is impossible to restore the data. 
Attempts to restore your data with third party software as Photorec, 
RannohDecryptor etc. will lead to irreversible destruction of your data. 
 
To confirm our honest intentions. Send us 2-3 different random files and you 
will get them decrypted. It can be from different computers on your network 
to be sure that our decoder decrypts everything. Sample files we unlock for 
free (files should not be related to any kind of backups). 
 
We exclusively have decryption software for your situation 
 
DO NOT RESET OR SHUTDOWN - files may be damaged. 
DO NOT RENAME the encrypted files. 
DO NOT MOVE the encrypted files. 
This may lead to the impossibility of recovery of the certain files. 
 
The payment has to be made in Bitcoins. 
The final price depends on how fast you contact us. 
As soon as we receive the payment you will get the decryption tool and 
instructions on how to improve your systems security 
 
To get information on the price of the decoder contact us at: 
SuzuMcpherson@protonmail.com 
AsuxidOruraep1999@o2.pl” 
 

The ransom note states the different encryption model 
(RSA-4096 and AES-256) from what has been discovered in 
this research. 

 

V. DECRYPTION OPPORTUNITY 

While the discovered encryption model leaves no chances 
for decryption without paying a ransom, it is still possible to 
decrypt the locked files if the cryptolocker is still working. 
To do that, it is necessary to make dumps of the slave 
processes responsible for encryption of these files. 

Figure 11 shows the file key data located in the memory 
before being encrypted with RSA and stored at the footer. 
The buffer contains 4 zero bytes, 16-byte file IV, 16-byte file 
key, and the terminating 4-byte string “goga”.  

 

 
 Fig. 14. File key data before encryption with RSA can be located in the 

process memory. 
 

Therefore, it is possible to create a simple Yara rule to 
scan the process memory or process memory dump for the 
presence of the key data. An example of such Yara rule [6]: 

rule LockerGogaInMemKeys : 
{ 
    strings: 
        $a = "goga" nocase 
    condition: 
        $a 
} 

 
Once the file AES key and IV are found using this method, it 
is possible to decrypt the locked file (the file path can be also 
found in the memory dump) with the help of OpenSSL tool 
[7]. 

 
To decrypt an encrypted file for which you have located the 

key and IV in the memory dump: 
1. Make a backup copy of the encrypted file. 
2. Delete the 148-byte footer from the encrypted file. 
3. Decrypt the file using any cryptographic tool. For 

example, to decrypt the file encrypted with the key 
and IV shown on the picture above, run: 
$ openssl aes-128-ctr -d -in 
chs_boot.ttf.locked_nofooter  
-K F12D893D2B9E8CC639C2EE3B06617AAC  
-iv 44C5A7A5FBF58C0C91D16E075B130070  -out 
chs_boot.ttf 

 
VI. CONCLUSIONS 

 
The analysis of LockerGoga ransomware presented in this 

paper revealed the following ransomware tactics and 
techniques: 

• Signing a ransomware with a digital certificate 
issued to a fake entity. 

• Distributing file encryption between processes, so 
that one worker process encrypts one file only, to 
bypass an antivirus behavior blocker. 
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• The discovered encryption model is AES-128-CTR 
for files and RSA-1024 OAEP/MGF1(SHA-1) for 
the file key data. 

• The locked files cannot be decrypted without 
knowing the master key (RSA-1024 private key). 

• Using the CTR mode of AES for file encryption [8]. 
• Using low public exponent for RSA that speeds up 

encryption. 
• Using OAEP for RSA [9] that mitigates the 

weakness of using the low public exponent [10]. 
• The ransom note states the wrong encryption model. 

 
The encryption model with symmetric and asymmetric 

encryption algorithms has been first proposed in 1996 by 
Young and Yung at IEEE Security and Privacy Symposium 
[11] and implemented in 2005 [12] as a proven extortion 
model from the cryptographic standpoint that can be 
potentially used by criminals in future. 
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Abstract - Absolute stability of discrete-time teleoperation 
systems can be jeopardized by choosing inappropriate 
sampling time architecture. A modified structure is presented 
for the bilateral teleoperation system including continuous-
time slave robot, master robot, human operator, and the 
environment with sampled-data PD-like + dissipation 
controllers which make the system absolute stable in the 
presence of the time delay and sampling rates in the 
communication network. The output position and force signals 
are quantized with uniform sampling periods. Input-delay 
approach is used in this paper to convert the sampled-data 
system to a continuous-time counterpart. The main 
contribution of this paper is calculating a lower bound on the 
maximum sampling period as a stability condition. Also, the 
presented method imposes upper bounds on the damping of 
robots and notifies the sampling time importance on the 
transparency and stability of the system. Both simulation and 
experimental results are performed to show the validity of the 
proposed conditions and verify the effectiveness of the 
sampling scheme.  

Keywords-Teleoperation System; Sampled-data Control; 
Stability; Transparency; Networked Control Systems; Master-
Slave Robots 

I. INTRODUCTION

Teleoperation systems mostly have been utilized in the 
remote and hazardous operations such as undersea or space 
explorations [1, 2], and in delicate applications such as 
micro-assembly and telesurgery [3]. A throughout review of 
concepts and principles of bilateral teleoperation 
mechanisms is studied in [4]. Providing stability and 
transparency in the presence of the unavoidable 
communication channel time delay is the main challenging 
topic for researchers in this area. Several continuous-time 
control approaches such as  passivity theorem [5], wave 
variable method [6], and adaptive controllers [7] have been 
utilized to address this issue. All well-known robotic theories 
such as disturbance rejection methods[8, 9], Lyapunov-based 
controllers[10], and intelligent control [11] have been 
extended to teleoperation systems. 

Although the numerous amount of studies exist for 
continuous-time bilateral structures, only a few researches 
have mentioned stability conditions of the discrete-time 
bilateral structures[12]. One of the most primary challenges 
in this area is energy leaking due to the using of the zero 
order hold devices (ZOHs). Numerous methods have been 
proposed to overcome this issue. These methods including 
Tustin approach with the scattering theorem [13, 14], the 
step invariant mapping with appropriate filters [15], input-
state stability concept using nonlinear methods [16], and 
geometric telemanipulation[17]. In [18], it is assumed that 
the environment is a virtual wall and the stability conditions 
are calculated for discrete form of this pattern. Extensions for 
nonidealities such as quantization, friction, and energy losing 
in [19] are considered as next steps. 
A mathematical method for the stability of the discrete-time 
teleoperation system has been presented in [20, 21]. The 
passivity and stability of the delay-free discrete-time 
teleoperators with position-position architectures have been 
studied in [22] and [23], respectively. In [23], assuming the 
accurate dynamics of the ZOHs and ideal samplers, the 
stability of the system is proved using the small gain 
theorem. In [24] the effect of the sampling rate on the 
transparency of the teleoperation system has been studied 
and the hybrid parameters of the discrete-time system have 
been calculated. Discrete-time circle criterion has been 
applied to have absolute stable sampled-data haptic 
interaction [25].  In this method there is no necessity to have 
passive operator or environment. 
This paper evaluates the influence of the sampling rate on the 
stability conditions of the sampled-data teleoperators. The 
position-force architecture is selected which means that the 
transmitting signals are position of the master and force of 
the slave robots. The stability conditions impose bounds on 
the damping parameters of the master and slave, and the 
sampling rate. These analyses prepare mathematical 
guidelines to design more transparent and stable bilateral 
teleoperation systems. 
The organization of this paper consists of the following 
sections: Preliminaries and dynamics of the teleoperation 
systems are introduced in section II. In section III, proposed 
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discrete-time architecture of bilateral system is presented and 
the method of finding absolute stability conditions is 
described. The proposed framework is evaluated for discrete 
counterpart of the PD-like+dissipation controller in this 
section to calculate an upper bound for the allowable 
sampling time without losing the stability. In section IV, the 
performance of the method has been evaluated by numerical 
simulations. Finally, an experimental verification is given in 
section V. 

II. TELEOPERATION MODELLING AND DYNAMICS

   In the general architecture of teleoperation system, the 
master robot which is connected to an operator is moved and 
its position signals are transmitted through the network to the 
slave side. The standard scheme of this bilateral form is 
presented in Fig. 1. It is assumed that the dynamics of the 
robots are similar. 

Fig. 1. Standard plot of the bilateral teleoperation system[26] 

Assuming master and slave systems as two degree of 
freedom robots, the well-known dynamics of these systems 
are written as: 

m m m m h m

s s s s e s

m q b q F F

m q b q F F

+ = −
+ = −

 
 

    (1) 

where subscripts s and m are implied for the slave and 
master robots, respectively. The masses and related 
dampings of robots are given by m and b, respectively. q is 

position state and q is used for velocity signals. sF  and mF
are control torques in the slave and master dynamics. 
Operator and environment dynamics can be described by: 

* ( )h h h mF F Z s sX= − (2) 
* ( )e e e sF F Z s sX= − (3) 

where ( )hZ s and ( )eZ s denote The LTI impedances of the 

human operator and the environment, respectively. 
*

hF  is the 

exogenous force input applied by the operator and *
eF  is the 

exogenous force input applied by the environment. To relate 
the position and force signals of the master and slave sides 
the so-called Hybrid matrix can be described: 

11 12

21 22

( ) ( )   

( )    ( )
h m

s e

F s sX sh h

sX s h h F s

    
=    −     

(4) 

where 

11 12

21 22

,   

1
  ,  

s m
m m

s s s s

s

s s s s

Z C
h Z C h

Z C Z C

C
h h

Z C Z C

= + =
+ +

= − =
+ +

(5)

where sC and mC are local controllers of the slave and 
master robots, respectively. According to Fig 1, and 
equations (1-5), it can be deduced that: 

1 1 1 1
,m s

m m m h s s s e

X X

F s m s b z F s m s b z
= =

+ + + +
(6)

Applying the dynamics of the zero order holds, following 
transfer functions can be extracted: 

*

*

1 1 1
( )

( )

1 1 1
( )

sT
m

m
m m hm

sT
s

s
s s es

X e
G s

s m s b z s sTF

X e
G s

s m s b z sTF

−

−

−= =
+ +

−= =
+ +

(7)

Considering the proposed sampling model and equation (5), 
controllers can be described as:  

* * * * *

* * * * *

( ) ( )[ ( ) ( ) ( ) ( )]

( ) ( )[ ( ) ( ) ( ) ( )]

sT
m m m m s s

sT
s s s s m m

F s C e G s F s G s F s

F s C e G s F s G s F s

α
α

= − +

= − +
(8)

where * as the superscript indicates the discrete-time 
counterpart of transform functions. α is a scaling factor 
related to the position signal. The characteristic equation of 
the sampled-data teleoperation system can be stated as: 

* *1 ( ) ( ) ( ) ( )sT sT
m m s sC e G s C e G sα+ + (9)

In [23], using the small gain theorem, the absolute stability 
of the aforementioned closed loop system is proved. It is 
declared that the position error-based teleoperation system is 
stable if and only if satisfies the following inequality: 

1m m s sM N M N
∞

+ < (10)

where 
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b b
M G s M G s

r s r s
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1
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j TT e
r j

T

ω

ω
ω

− −=
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where 1T  and 2T  are forward and backward delays which 

are integer multiple of sampling period. Assuming 0,α =
the aforementioned stability inequality can be described by: 

2 2
1

2
s m m s

m s m s s m s m s m

D b C r D b C r D

b b C C b C C r b C C r D

+ + + +
<

+ + +
(12)

In which  
1 2( )2 (1 )

2

T T sr e
D

− +−= (13)

III. THE PROPOSED SAMPLED-DATA ARCHITECTURE OF

BILATERAL TELEOPERATION SYSTEM 

The proposed mathematical structure of the sampled-data 
teleoperation is presented in this section. 
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The sampling rate for output signals of both robots assumed 

to be equal and is denoted by k̂t , .k N∈ All sampled

position and velocity signals are sent in form of data packets 
via communication  channel which suffers from constant 
time delay. The samplers in this scheme are time driven 
while the two zero order holds are event driven. The 
proposed model is presented in Fig. 2, so that the dash lines 
are used to illustrate the sampled signals.  

Fig.2. The general structure of the discrete-time teleoperation  

It is presumed that the velocity and position signals are 
sampled at ˆ .kt  Also, a constant time delay T is applied to 

state signals during the network transmission. This delay 

can be larger than interval 1
ˆ ˆ,k kt t +   . Duration of the kth 

sampling period is calculated by kh , i.e. 1
ˆ ˆ

k k kh t t+= −
Assumption 1. There exists 0ε >  such that 1

ˆ ˆ
k kt t ε+ − > . 

This assumption notifies that sampling intervals cannot 
perform simultaneously in practical system. 
Update rates of the zero order holds at the instants kt are: 

ˆ     k k kt t T k N= + ∈ (14)

The duration of last sampling constant k̂t is calculated as:

ˆ( ) k kt t t t t Tμ − = − + (15) 

( )tμ is defined as the induced delay. The maximum amount 

of this network-induced delay represented by γ is calculated 

as: 

1
ˆ ˆsup( ( )) sup( )k kt t tγ μ += = − (16)

The utilized controllers for master and slave robots in the 
proposed structure of Fig. 2 are PD like controllers + 
dissipations. An emulated mode of this controller is 
proposed in [27] to improve the accuracy of the force 
tracking and achieve better coordination of robots. The 
continuous-time forms of controllers are proposed as: 

1 1 2 2 1

1 2 2

2 2 1 1 2

2 1 1

( ) ( ( ) ( )) ( ) ( )

( ( ) ( ))

( ) ( ( ) ( )) ( ) ( )

( ( ) ( ))

v d

P

v d

P

t K q t q t K P q t

K q t q t

t K q t q t K P q t

K q t q t

ε

ε

τ τ
τ

τ τ
τ

= − − − − + −
− −

= − − − − + −
− −

  

          (17)

where 1 2, 0T T ≥ are delays from master to slave and vice 

versa. ,v pK K are the symmetric and positive definite gains, 

dK  is the positive dissipation gain and Pε is an extra 

damping to protect master-slave coordination. It is proofed 

in [27], that choosing 
2d pK K
ν= where 0ν > is an upper

bound of the general delay 1 2T T+ leads to have a passive 

teleoperation system. Also, if the operator and the 
environment are passive, the position tracking error between 
robots will be bounded. Furthermore, if the velocity and 
accelerations signals converge to the zero, force tracking 
error will be achieved. 
The primary discrete-time form of control signals in (17) 
can be rewritten as: 
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2
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1
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F t K x t x t T

K P x t K x t x t T

ε

ε

= − − − −
+ − − −
= − − − −

+ − − −

 

 



(18)  

It is notable that the gains of controllers for slave and master 
robots are equal. This is due to the similar dynamics of these 
robots. 
The input-delay method is proposed in [28] to calculate the 
maximum allowable network delay which help to preserve 
the exponential stability of the discrete-time systems. Using 
this  
Approach, (18) can be rewritten as: 
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 (19) 

By substituting the controllers (19) in the absolute stability 
condition of (11) and using bilinear transformation method 
we have: 

1 2

1 1
( ) ( ) ( )v d P

z z
t t K K P K

Tz Tzετ τ − −= = − − + − (20)

Thus, the stability condition can be simplified to: 
, 2 2 2m s p d vb b K T K P Kε> + − −  (21) 

IV. NUMARICAL SIMULATION RESULTS

The proposed stability conditions have been tested on the 1-
DOF teleoperation system modeled by the mass and 
damping terms. By simulation, the effect of sampling rate 
on the behavior of sampled-data teleoperation system has 
been studied. The gains for the PD-like with dissipation 
controller are chosen 1, 2, 0.002, 10.p d vK K P Kε= = = =   

The environment acts like a stiff wall, which reflecting the 
overall torque of the slave robot. The following scenario has 
been considered in simulation. A step force has been applied 
to the master robot by the human operator for 10 seconds 
from 10s till 20s.  The slave robot meets the environment at 
4 .rad The spring-mass structure is used to model the human 

operator. Spring coefficient is 10 /N m and damping gain is 

chosen 1 /Ns m . The generated force by the operator is 
illustrated in Fig.3 
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Fig. 3. External force generated by the operator 

Both master and slave systems are assumed as one degree of 
freedom robots with transform function of

( ) 2 / (2 )M s s= + . Fig. 4 and Fig. 5 present the position

and force signals of the master and slave robots, 
respectively. The maximum allowed sampling period is 
chosen 0.006s according to (21). 

Fig. 4.Master and slave position signals for sampled-data counterpart of 
PD-like+dissipation controller 

Fig. 5. Master and slave force signals for sampled-data counterpart of PD-
like+dissipation controller 

The most noticeable remark is the stability can be 
jeopardized by increasing gains of controllers and sampling 
time. Also, the physical and practical parameters of the 
robot cannot be varied frequently. Thus, there should be a 
trade-off between sampling rate and controller 
characteristics. 

V. EXPERIMENTAL SETUP AND RESULTS

The system has been tested on a physical setup to establish 
the validity of the simulation’s results. The setup is two 
brushless DC motors attached to two gearboxes for torque 
multiplying and two handles. One degree of freedom force 
sensor is attached to each handle to measure the amount of 
force/torque of the user and the environment exert on the 
system. The motor actuators are connected via EtherCAT to 
a PC, running a soft real-time Linux kernel. This platform 
provides high frequency software control and allows testing 
different teleoperation configurations, such as position-
position (P-P), force-position (F-P), and 4-channel 
architecture. By using native kernel libraries and C++ 
programming, it is possible to guarantee high performances 
given any desired controller for the system. 
Working on a physical setup introduces limitations in both 
the controller output and the measurement obtainable by the 
sensors that are usually neglected in a simulation. For 
instance, the motors accept voltage control in the range of 

5 V± and both position and force sensors produce quantized
and noisy signals that require filtering. Additionally, the
register used to store the encoder value overflows after
approximately fifty full rotations. Therefore, testing a
system in simulation and physical setup can be instructive to
see whether the sampling time condition or the passivity
conditions still hold.
The simulation has been enriched by introducing the
parameters resulting from the setup identification process.
The latter involved the extraction of data from the motor
datasheet and the linear regression over acquired samples
from free-runs of the system. These parameters are: 50 Hz
for the first-order velocity filters cutoff frequency,
according to the spectral analysis of the raw data;
4.054 /V N force-to-voltage coefficient (from motor and
force sensor datasheet comparison); 0.1 m arm length for the
lever attached to the motor; 2 / 4096  /rad stepπ
quantization for the step encoder (from datasheet). The 
noise of the sensor has been represented as white Gaussian 
noise (0 ,1  ).μ σ  Finally, the motor, with the attached 

gearbox and lever, has been identified by using a Kalman 
smoother on the velocity signal. The result is the following 
first-order continuous-time transfer function: 

( ) 19.34 / (1.217 1)M s s= + , with rotor inertia 
223.54 J kgm= and viscous friction coefficient 0.0517.F =   

The general scheme of the system is depicted in Figure 6. 
The first part represents the entire system including master 
and slave, while the second part shows the details of the 
master manipulator. 
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(a) 

(b) 
Fig. 6. a) General scheme of the experimental system b) Components of the 

master manipulator 

The configuration used in this experiment is a stable one 
with 8.4Kp = and 0.0005.Kd = The environment is placed 

approximately at 3.5 rad , as in the simulation. The 
evaluated maximum sampling time for stability, obtained by 
the evaluation of equation (21), is 0.006 T s= ; due to 
internal time delays in the control loop, such value 
decreases down to 0.003T s= . When this limit is reached, 
the system presents an unstable behavior. 
The position and force tracking signals, presented in Figures 
7 and 8, show a scenario in which the slave suddenly hits 
the obstacle with three different velocities. In the first two 
contacts, the controllers are quick to stabilize the motion; in 
the third contact, the greater impact force carried by the 
increased momentum results in a finite oscillation, which 
finally stops near  2.5 rad .  

Fig. 7. Master and slave robots position signals for experimental discrete-
time PD-like+ dissipation controller 

Fig. 8. Master and slave robots force signals for experimental discrete-time 
PD-like+ dissipation controller 

VI. CONCLUSION

Despite extensive researches about continuous-time 
teleoperation systems, the sampled-data structures have not 
been studied widely in the control literature. The stability 
condition of these systems depends on the rate of the 
sampling time and unavoidable delay of the communication 
channel. In this paper, according to the proposed method, 
limitations of the passivity conditions are omitted due to the 
non-passive equations of slave and master dynamics and 
arbitrary passive models of the operator and environment. It 
is noticeable that although selecting larger controller gains 
can provide better transparency in the continuous-time 
structures, there should be a trade-off between the stability 
conditions and transparency of the system in the discrete-
time structures. As a suggestion for future studies on the 
discrete-time teleoperators, the variable time delay of the 
network and the quantization error effects of the samplers 
can be taken into account. Also, the proposed stability 
conditions can be extended to the 4-channel architecture of 
the bilateral teleoperation systems. 
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Abstract—Networks are used as a common model of a wide 
variety of complex systems, including social, biological, 
information, and technological domains. Nodes represent 
components of the system and links indicate interactions between 
them. Network monitoring, fast decision making and modeling 
techniques are fundamental to topology research of network 
systems. Topological analysis of networks is needed to develop 
network planning and network management, bottleneck and 
failure detection algorithms, system performance evaluation. The 
main objective of this paper is to research on network topology 
and use a software platform to evaluate the effectiveness of 
topology formal transformations for reducing the system 
dimension. The platform includes the set of modules: evaluation of 
topological network parameters, equivalent topological 
transformations, maximum flow searching, and topology 
generator. The experiment allowed to evaluate the effectiveness of 
both the network topology formal transformations and the 
effectiveness of the platform itself. 

Keywords—large scale system, topological transformations, 
software platform, topology generator, maximum flow problem, 
UML diagram 

I. INTRODUCTION 

Over the past decade, representations and studies of complex 
systems have been associated with so-called complex networks, 
which are network-based representations of complex systems. 
Complex systems are systems in which the pattern of 
interactions between a system’s constituent parts is itself 
complex and is evolving together with the system’s dynamics. 
In the context of network theory, a complex network is a 
network (graph) with non-trivial topological features and with a 
multitude of non-trivial statistical challenges [1], [2]. 

It is not uncommon now to see networks with millions or 
even billions of vertices. An increase in the size of networks 
leads to the development of new analytical approaches for their 
presentation and performance evaluation. When developing 
such approaches, researchers face various kinds of problems. 

For networks consisting of even several dozens of vertices, 
it is quite simple to draw a picture of the network and answer 

specific questions about the structure of the network by 
studying this picture. This has been one of the primary ways to 
gain an understanding of network structure. Nowadays, a 
variety of great visualization tools are available, which helps to 
structure and to visualize the networks [3]. However, they are 
useless for an analysis of networks consisting of a million or a 
billion vertices. 

In recent years, complex network theory becomes more and 
more popular. This theory is based on a solid mathematical 
framework that aims to solve a range of complex problems. 

1. Development of an appropriate structural description of a 
complex system to determine the elements, subsystems and 
connections among them.  

2. Development of approaches of determination and 
prediction of statistical properties, that characterize the 
structure and behavior of networked systems. For example, the 
definition of strongly connected components, shortest paths, 
cycles, races, etc.  In addition, the system structure model is 
used to analyze the quality metrics of the structure. For 
example, clustering problems, network correlations. 

3. Implementation of aggregation and decomposition 
technologies to reduce the dimension of the system, when the 
time of performance evaluation plays an important role.  

4. Optimal structural design. Most of problems of this group 
are the problems of increased complexity, such as, evaluation 
of the effects of structure on system behavior, equivalent 
transformations of the topological structure reducing the 
dimension of system, redistribution of links of the established 
structure, bottlenecks detecting.  

Network systems require specific methods for analysis and 
design. The main objective of this paper is to research on 
network topology and use a software platform to evaluate the 
effectiveness of various systems analysis technologies including 
network dimensions reduction technology. The software 
platform, considered in the paper, includes the set of modules: 
evaluation of topological network parameters, topology 
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generator, equivalent topological transformations, and 
maximum flow searching. 

II. THE SOFTWARE PLATFORM 

The module of topology generator. Network researchers 
often need to perform the preliminary evaluation of new 
designs from point of view of effectiveness of network 
topology, network capability to withstand high loads and 
remain operational. Due to the immense scale of modern 
network systems, creation a real system for the purpose of 
experimental study is nearly impossible. In this case, 
researchers evaluate proposed solutions using generated 
networks. In the paper, a generator is used to evaluate the 
effectiveness of the software platform. 

There are a wide variety of generators available to the 
research community. Some of them mainly aim to generate 
random topologies [4], others aim to imitate the hierarchical 
properties of the Internet [5], [6] and still others aim to 
reproduce degree-related properties of the Internet [7], [8]. 
Each of these generators implement a different set of generation 
models. An overview of generators shows that a unified model 
that considers both hierarchical properties, degree distribution 
properties, connectivity properties and incorporate casual 
models has not yet been developed. However, some of the 
requirements for a network topology generator, listed by [9], 
include the following. 

Representativeness: The generated topologies must be 
accurate, based on the input arguments such as hierarchical 
structure and degree distribution characteristics. 

Flexibility: In the absence of a universally accepted model, 
the generator should include different methods and models. 

Extensibility: The tool should allow the user to extend the 
generator’s capabilities by adding their own new generation 
models. 

Efficiency: The tool should be efficient for generating large 
topologies while keeping the required statistical characteristics 
intact. This can make it possible to test real world scenarios. 

In the paper the degree distribution-based generator has 
been implemented. This type of generators more accurately 
captures the large-scale structure of studied topologies [10]. 

The module of equivalent topological transformations. The 
main purpose of the module is to find an equivalent simpler 
representation of network systems while preserving the 
characteristic properties of the higher dimension system. The 
module is based on the approach related to formal 
transformations of the system structure model. The multilevel 
aggregation has been applied to obtain a reduction in 
computational complexity and faster modeling [11]. The 
approach uses as input the matrix form of the system topology 
representation. As output, the approach yields the matrix form 
of simplified structure of the system. 

The module of maximum flow searching. Depending on the 
problem being solved, this module can solve such tasks: network 
designing and network management; detection of bottleneck, 
deadlocks and failures; maximum flow searching; system 
performance evaluation. In the work, in the module the problem 

of maximum flow is implemented [12]. The maximum flow 
problem belongs to the group of topological analysis problems. 
Its purpose is to distribute network flows to achieve the 
maximum values of communication efficiency. The maximum 
flow problem is formulated as follows: the maximum possible 
total value of the flow between the source and the sink has to be 
found for given network with established initial distribution of 
flows for graph edges and capacities. It means that the flow has 
to be increased if it has not reached the maximum value. The 
maximum flow value is equal to the sum of weights of the edges 
in the minimum cut in accordance with the theorem proved by 
Ford and Fulkerson, which is applied for solving the maximum 
flow problem [13]. 

III. IMPLEMENTATION OF THE SOFTWARE PLATFORM  

The generator of structural models is implemented in the 
Java programming language (Fig. 1). 

The Generator class was created, which contains fields of 
the type GraphStructure and SystemStructure. The 
GraphStructure class represents a graph and contains the 
vertices of the graph which are shown by the Vertex class and 
the edges which are shown by the Edge class. The Vertex class 
contains the vertex number and its degree. The Edge class 
contains numbers of vertices which associated by the edge. 
Also, the class contains the matrix, in which the edges 
generation of the graph is performed. 

The system structure is represented by the SystemStructure 
class. It contains elements of the system which are shown by 
the Element class and connections between the elements which 
are shown by the Connection class. The Element class contains 
the element number and the amount of input and output 
contacts. The Connection class contains the numbers of the 
element and the input contact, in which a connection enters, the 
numbers of the element and the output contact, from which the 
connection exits, and channel capacity. 

At the beginning of the algorithm the graph generation is 
fulfilled. First of all, an ArrayList collection of Vertex objects 
are created. After that, the edges generation of the graph is 
performed and the data is entered into the matrix. Following 
that, an ArrayList collection of Edges objects is created. 

 

Fig. 1. Simplified UML diagram with class names and fields 
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At the next step, the system structure is created on the basis 
of the graph which was obtained. The edges of the graph are 
traversed and the ArrayList collections of the Element and 
Connection objects are created. The collection of Connection 
objects contains all the connections of the elements in the 
system. It is a crucial item, because the table of the elements 
connections of the system is constructed based on the collection. 
Finally, the table is transmitted to the block of the composition 
method. 

The Ford-Fulkerson algorithm is implemented in the C# 
programming language. 

The program model is represented as a UML class diagram 
in Fig. 2. 

 
Fig. 2. UML diagram of the program model 

In the software implementation, the additional classes 
Program and FileGraphNodesProvider is used. 

To handle input files, a FileGraphNodesProvider class has 
been created. It deserializes data and creates objects of the 
GraphNode and GraphTarget classes, which are designed to 
store system nodes, their interconnections and throughput 
capabilities. 

To calculate the maximum flow in the system by the Ford-
Fulkerson theorem, the MaximumFlowCalculator class is 
created. 

The Program class is the entry point to the program. It is 
designed to process command line parameters, call methods of 
the FileGraphNodesProvider and MaximumFlowCalculator 
classes, and display the results of the application. 

IV. EVALUATION OF THE SOFTWARE PLATFORM 

EFFECTIVENESS 

The main objective of the experiment is to evaluate the 
effectiveness of both the network topology formal 
transformations and the effectiveness of the platform itself. The 
platform includes the set of modules: evaluation of topological 
network parameters, topology generator, equivalent topological 
transformations, and maximum flow searching. The procedure 
of experiment consists in the following.  

The topology generator module generates network systems. 
These systems generated by the generator have topological 
characteristics similar to those of a network system with a 
number of elements equal to 12. At the next step, the equivalent 
topological transformations module performs three-level 
topological transformations. At the last step, maximum flow 
searching module solves the Ford and Fulkerson problem. 

Analysis of experimental outcomes. The runtime of the 
modules of topology generator and maximum flow searching 
(Fig. 3) is significantly less than the total runtime of the problem 

solve (Fig. 4). This runtime practically coincides with the 
runtime of the equivalent topological transformations module. 

The analysis of the graphs of the runtime of modules leads 
to the conclusion that with the increase in the number of 
elements and the links among them, the runtime of the modules 
rises steeply. Perform an analysis of the results for each module. 

The algorithm of the network systems generator, at the time 
of the formation of a new element, has to go through the 
collection that stores the arcs of the graph, and also check 
whether such element already exists. To do this, it needs to 
analyze all elements of the system. If the number of system 
elements increases, the runtime of generator also increases. 

 
Fig. 3. The runtime of generator and Ford-Fulkerson algorithms 

 

 
Fig. 4. The total runtime 
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The algorithm of the multi-level transformation is based on 
combining elements of the previous level into subsystems and 
forming links within these subsystems and among subsystems. 
The increase in the number of system elements leads to a 
significant increase in the dimension of the matrix forms that 
represent the structure of the network system. The increase in 
the dimension of the matrix forms, in turn, leads to an increase 
in the runtime of algorithm at the stage of forming fictitious 
contacts of the subsystems. The time of the formation of links 
among subsystems also increases, because of analysis of 
enormous number of contacts of the subsystems. Taking into 
account the fact that high-dimensional matrices are dispersed, a 
lot of time is spent on unproductive operations. 

With an increase in the number of system elements, the 
runtime of the maximum flow searching algorithm extremely 
increases. This is due to the fact that when calculating the 
maximum flow, the list of elements, their links and link 
capacities are converted from a list into a matrix of connections. 
Operating with such matrix makes the maximum flow searching 
algorithm time consuming. 

V. CONCLUSION AND FUTURE WORK 

The main conclusion related to the software platform 
consists in the following. The platform aims to do four things. 
First, to find statistical properties which characterize the 
structure of networked systems and create generative models. 
Second, to reduce the dimension of network systems. Third, to 
evaluate how will network structure affect on the system 
performance. Fourth, to design optimal network system. 

An increase in the size of network systems leads to the 
essential rise of the general runtime of computation.  The main 
reason is the matrix forms that represent the structure of network 
system at all stages of problem solving. This is an important 
conclusion in understanding the direction of future research. 
Future studies should aim to develop an effective structural 
description of network systems. 
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Abstract — Perspective distributed information systems 
(DIS), along with the often present property of criticality of 
use, increasingly possess the agent properties of autonomy, 
mobility, intelligence, cooperativeness. Automated systems of 
technical diagnostics (ASTD) of such DIS in accordance with 
the first property should ensure their complete real-time 
testing, and for both static hardware-software and information 
environment of DIS placement, and for a dynamic set of 
information-control flows corresponding to the main functions 
and scenarios of her work, that is, her behavior. DIS agent 
properties only increase the need and deepen the content of 
testing this behavioral DIS model by ASTD. This paper 
discusses a complex model of behavioral check for DIS 
components, in particular, for cooperativeness of agents, based 
on a multidimensional, multi-level, heterogeneous and multi-
purpose structure of their behavioral interactions. In 
accordance with this, both within each level, and between the 
levels of the near circle (adjacent) and the far circle (connected 
by one or more intermediate levels), behavior check and 
recognition are performed for input models of the automaton 
class. The check model has features, firstly, determining the 
structure of identifiers, atomic and compositional checks, 
corresponding to the multidimensional and multilevel 
structure of behavioral interactions; secondly, the signatures of 
special operations and relations of cooperation for these 
checks; thirdly, the basic laws of reception/transfer, 
transformation, inheritance, encapsulation, preservation/ 
/accumulation. The behavioral check model allows defining the 
basic conditions for constructing multi-level DIS verification 
methods, reducing the time and resource costs due to 
decomposition of the check analysis, in particular, multi-agent 
hierarchical, which is important for real-time verification. 

Keywords — Distributed Information Systems, Behavioral 

Testing, Check Model, Identifier, Check Fragment 

I. INTRODUCTION 

Perspective distributed information systems (DIS) [1-3], 
rapidly expanding their scope of application [4], are 
characterized by a sharp complication of the problems solved 
with their help, with a significant increase in the criticality of 
their application, growing intelligence with the use of fuzzy, 
evolutionary and neural methods, and the speed bordering on 
the real time of the functioning of objects of the domain [5-9]. 
Component autonomy and mobility, as well as the growth of 
the degree and structure of their interactions, both internal - 

intercomponent and external - with external objects of the 
domain and the global network [10, 11], are becoming more 
and more significant, developing features of modern DIS. 
These properties of DIS acquire the character of general and 
indicate that they obtained the properties of multi-agent and 
dynamic [17] systems that promptly form special distributed 
and shared structures of tasks, resources and processes in the 
environments of the accommodation infrastructure. It should be 
noted that a significantly higher level of dynamic, situational 
communications, coordination and cooperation in such systems 
exacerbates the risks of access, uncertainty, functional 
disability, failures and errors, incorrect and malicious actions 
[18-22]. As a rule, these risks are reduced or even eliminated by 
a set of security measures and information protection systems, 
for example, by means of authorization/authentication, digital 
signature, encryption, attributes and access rights/trust, 
multilevel screening, subject-logical virtualization [23-26]. 
However, a higher level of reliability of DIS functioning is 
provided by additional means of their formal check and 
diagnosis [27-32]. Thus, analysis, design, maintenance of DIS, 
often NP-complex [33-36], with the use of many complex 
technologies [37-40], with a sharp increase in the degree of 
efficiency of both their construction and verification, in 
particular, based on behavioral online and offline testing and 
diagnosis [36-38], used special FPGA testing [37, 39-41].  

For the analysis of component cooperations and DIS, in 
general, commonly used methods are deterministic, 
probabilistic, fuzzy, evolutionary check, diagnosis and 
testing of their structural, functional and informational 
properties and mechanisms, characterized by acceptable 
values of the reliability of work and resource costs. At the 
same time, the significantly increased dynamism, 
uncertainty, intelligence and diversity of situational 
component DIS cooperations, both in the distribution within 
the fuzzy boundaries and in the tasks to be solved, impose 
ever more stringent time requirements for the existing 
methods of check, diagnosis and testing up to real of time. 
This limits the use of most of the known methods to systems 

of medium complexity. 

Solving these problems uses hardware methods, 
decomposition and paralleling of the presented check and 
diagnostic analysis, and can also be based on the development 
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of formal models, expansion of the class of analyzed properties 
and mechanisms of DIS, in particular, additional research of 
testing of multidimensional, hierarchical, heterogeneous and 
multi-purpose behavioral models on base of systems of 
hierarchical Petri nets (PN) - for situational spatial-temporal 
cooperations of components and processes into DIS. 

The relevance of the work is due to the need to develop 
the existing methods of decomposition, behavioral testing of 
DIS with the features of situational dynamic 
multidimensional, hierarchical spatial-temporal, multiagent 
cooperations with the accumulation of knowledge of check 
behavior, in particular, the near (frequent, adjacent near) and 
distant (episodic, indirectly remote) circle, represented by 
systems of hierarchical PN. The proposed technology of 
behavioral testing of DIS increases the efficiency of the 
formation of verified, secure, dynamic, spatial-temporal, 
distributed systems of tasks, resources and processes for DIS. 
The result is a reduction in the time of analysis, testing and 
recovery of DIS, close to real time. 

II. BUILDING THE MULTIDIMENSIONAL HIERARCHICAL 

MODELS OF BEHAVIOURAL TESTING OF DIS 

A formal model of behavioral control determines the 
conditions for its implementation, taking into account which 
one or another method of behavioral control is built. The DIS 
models built, for example, on the basis of PN, simple and 
extended, in particular hierarchical, have great flexibility, 
power, and expressiveness. Representing many asynchronous 
parallel processes using the chip mechanism, simple and 
extended Petri nets allow you to implicitly and naturally 
implement spatial, time-parallel decomposition of the DIS 
model, hierarchical PN additionally provide the possibility of 
its temporal, time-consistent decomposition. The extended PN 
S(f) can have a fairly general form, in particular: 

S(f)=(P, T, X, Y, In, Pb, Ep, Et, F, S, M0, L, K), (1) 

where P, T are the sets of positions and transitions, X, Y are the 
sets of input and output signals, respectively, for variable 
conditions, events, actions and functions, arising and placed in 

positions and transitions; InN 

intervals of transitions; Pb[0;1]D is the set of probability 

coefficients in the range [0;1]; EpN - a set of integer energy 
costs for the formation of conditions, events and the execution 

of functions for positions from P; EtN is the set of integer energy 
inputs for performing actions and functions for transitions from T; 

F:(P×X×In×Pb×EpT×Y×In×Pb×EtP) - extended 
conditional incidence relation of transition positions; 

S:(PX×In×Pb×EpTY×In×Pb×Et) - extended 
correspondence of values of variable conditions, events, actions, 
functions, time intervals, probability coefficients to positions and 

transitions; M0:PN - initial marking, (M:PN - function of 

current marking); L:T×Y×In×Pb×Et - transition predicate; 

К:(((P×X×In×Pb×Ep)P×X×In×Pb×EpT×Y×In×Pb×Et)
T×Y×In×Pb×Et))) is the function of modifying the values of 
variable conditions, events, actions, functions, time intervals, 
probability coefficients for positions and transitions. 

Due to their asynchronous-event nature and token 
mechanism (parallel processes), multicomponent spatial 
decomposition of the PN can be performed for any subgraph of 
the PN graph, provided that the properties of the bipartite 
structure are preserved. Such a decomposition can formally be 
based on a two-component partition of the sets of positions and 
transitions, taking into account their incidence of the form: 

S’(f)=(P’, T’, X’, Y’, In’, Pb’, Ep’, Et’, F’, S‘, M0’, L’, K’), 

S”(f)=(P”, T”, X”, Y”, In”, Pb”, Ep”, Et”, F”, S”, M0”, L”, K”), (2) 

where P’P”=U и P’P”=, T’ T”=U и T’ T”=, X’, 

X”X, Y’, Y”Y, In’, In”In, Pb’, Pb”Pb, Ep’, Ep”Ep, Et’, 

Et”Et, M0’, M0”M0, F’ and F” - narrowing the ratio F, S‘и S” - 
narrowing the correspondence S, L’ and L” - narrowing the 
predicate function L, K’ and K”- narrowing the function K. 

As a result of decomposition, a spatial (
S
 - Space) model is 

formed, defined by the set of all Petri subnets 

S(f)h
SS(f)

S
^=hHS(f)h

S
 of the form S’(f), S”(f) for the original 

PN S(f), the structure of their connections in the composition, 
both the connections between the Petri subnets themselves, and 
the connections of the PSN with the external inputs and outputs 
of the composition — the inputs and outputs of the original PN 
S(f). Additionally, functional-alphabetic relationships can be 
distinguished for inputs and outputs of PSN in accordance with 
the structure of their connections. 

The resulting network decomposition model nS 

fromS(f)h
SS(f)

S
^, which represents the spatial components 

of the DIS and their connections, has the form: 

nS = (X, Y, S(f)
S
^, ^),        (3) 

where X is the input alphabet on the boundary nS; Y is the 
output alphabet on the boundary nS; S(f)^ is the set of 

component Petri subnets S(f)hS(f)^; ^ is the set of 
functional-alphabetical correspondences (connections) 
between Petri subnets from S(f)^ to nS. 

In nS, the operations of composition of functional PSN are 
used, which provide for parallel work, taking into account the 
markup function M. These are operations: serial connection 

(S(f)k

S(f)m), when the output positions S(f)k are the input 

positions for S(f)m; parallel to the connection S(f)k

S(f)m, when 

S(f)k and S(f)m have common input positions; feedback 

connections (S(f)k
’

S(f)m) when the output positions S(f)k are 
input positions for S(f)m and at the same time some output 
positions S(f)m are input positions for S(f)k. 

A multi-level hierarchical extended PN can be represented on 

the basis of a two-level hierarchical extended PN 2iS of the form: 

2iS = (S(f), iIS(f)i
p
, jJS(f)j

t
, SgiS),       (4) 

where S(f) is the highest PN from the upper level of the 

hierarchy; S(f)
p
=iIS(f)i

p
 is the set of PSN of the lower hierarchy 

level that replace (with synchronization, translation) macro 

positions from P’=iIpi’, where P’P, for the PN S(f) the upper 

level through the substitution of hierarchical correspondences p
, 

p
; S(f)

t
=jJS(f)j

t
 is the set of PSN s of the lower level of the 

hierarchy, replacing the macro transitions from T’=jJtj’, where 

T’T, for the PN S(f) of the upper level through substitution of 

hierarchical correspondences ; SgiS = {p
, p

, t
, t

} is the 
signature of the hierarchical correspondences themselves, in 

which p
 is the partial correspondence of the substitution of 

inputs to split macro positions from P’=iIpi’ for the PN t S(f) 
of the upper level at the entrances to new initial positions from 

the set iIPS(f)i for PSN S(f)
p
=iIS(f)i

p
 of the lower level; p

 is 
the partial correspondence between the substitution of outputs 

from split macro positions from P’=iIpi’ for the top-level PN 

S(f) to the outputs from new end positions from the set iIPS(f)i 

for PSN S(f)
p
=iIS(f)i

p
 lower level; t

 is a partial 
correspondence between the substitution of inputs to split macro 

transitions from T’=jJtj’ for the upper level PN S(f) to the 
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inputs of new initial transitions from the set jJTS(f)j for PSN 

S(f)
t
=jJS(f)j

t
 of the lower level, t

 is the partial 
correspondence of the substitution of the outputs from the split 

macro transitions from T’=jJtj’ for the PN S(f) of the upper 
level to the outputs of the new final transitions from the set 

jJTS(f)j for PSN S(f)
t
=jJS(f)j

t
 of the lower level. 

As a result of decomposition, a temporary (
T
 - Temporal) 

model is formed, determined by the set of all PSN 

S(f)h
TS(f)

T
^=hHS(f)h

T
 included in it, in particular, of the form 

S(f)i
pS(f)

p
 or S(f)j

tS(f)
t
, by the structure of their correspondence-

substitutions instead of the positions and transitions of PSN from 
S(f)

T
^, including the original PN S(f), that is, the structure of auto-

substitutions in the temporary composition. Additionally, 
functional-alphabetic relations can be distinguished for alphabets 
of conditions, events, actions, functions, in particular, inputs and 
outputs in accordance with their substitutions. 

Obtained on the basis of the two-level model 2iS as a result 

of temporary hierarchical decomposition, the multi-level model 

iS from S(f)h
TS(f)

T
^, which represents the temporary 

components of the DIS and their relationships, has the form: 

iS = (S(f)
T
^, SgiS),          (5) 

where S(f)
T
^=hHS(f)h

T
 is the set of all PSN included in it, 

both with replaced positions / transitions and their substituting, 

SgiS = {p
, p

, t
, t

} is the signature of the hierarchical 

correspondences themselves, in which p
 is the partial 

correspondence of the entries in the split macro positions from 

P’=iIpi’ for some PSN S(f)i
TS(f)

T
^ to the inputs of new 

initial positions from the set hHPS(f)h for PSN 

S(f)h
pTS(f)

pT
^S(f)

T
^; p

 - partial correspondence of 

substituting exits from split macro positions from P’=iIpi’ 

for the PSN S(f)i
TS(f)

T
^ to exits from new end positions from 

the sethHPS(f)h for PSN S(f)h
pTS(f)

pT
^S(f)

T
^; t

 is the 
partial correspondence between the substitution of inputs to 

split macro transitions from T’=jJtj’ for some PSN 

S(f)j
TS(f)

T
^ to the inputs of new initial transitions from the set 

hHTS(f)h for PSN S(f)h
tTS(f)

tT
^S(f)

T
^; t

 is the partial 
correspondence of substituting outputs from split macro 

transitions from T’=jJtj’ for some PSN S(f)j
TS(f)

T
^ to the 

exits from new finite transitions from the set hHTS(f)h for PSN 

S(f)h
tTS(f)

tT
^S(f)

T
^. The hierarchy of PSN iS, formed by 

correspondences from SgiS on the set S(f)
T
^, can formally have a 

network structure and even include feedbacks, which should be 
justified by the object load of the model. 

Let S(f)^=S(f)
S
^S(f)

T
^. As a result, the network 

hierarchical model obtained as a result of the combined 

spatial-temporal decomposition has the following form: 

niS = (X, Y, S(f)^, ^, SgiS),  (6) 

The choice of a spatial-temporal decomposition of the 

initial PN model S(f) for the DIS depending on its 

dimension, overall structural complexity, specific subject 

load and tuning suggests the existence of a multitude of 

solutions with a corresponding system of criteria that 

performs target structuring. The presented multidimensional 

spatial-temporal and hierarchical representations of PN 

models defined by the correspondences ^ and SgiS on the 

joint set S(f)^ can give a general approach to the 

construction of such a set of solutions and decomposition 

criteria, to the choice of its variant. 

From the formal point of view, the set of entities and 

relations of PN from S(f)^, including their positions P=hHph, 

transitions T =hHth, , chips M=hHmh, the conditions 

C=hHch, events E=hHeh (as systems of conditions), actions 

A=hHah (as systems of functions) and functions F=hHfh, , 

including inputs X=hHxh and outputs Y=hHyh, , where 

XCE and YAF, based on partitions or coverings, can be 
assigned, including multiple, to different spatial-temporal 
subsystems of the simulated DIS, that is, different submodels of 
PN from S(f)^. Moreover, these coverings and partitions 
determine the nature of their interactions - strong 
connectedness, connectedness, weak connectedness, 
unconnectedness. In the case of only partitions, the spaces are 
not connected - not interacting or mutually independent.  

In the general case, for relations R=Rc-eRe-aRa-f between 

entities (Quintessence) from the sets Q=CEAFXY of 
PSN S(f)^ “event-conditions” Rc-e, , "action-events" Re-a, , 
"action-functions" Ra-f is assigned to the n-n type. It is possible to 

accept each submodel S(f)hS(f)^, whether it is the above 

network spatial PSN S(f)h
SS(f)

S
^ or a temporary PSN 

substituting for a position or transition S(f)h
pTS(f)

pT
^ or 

S(f)h
tTS(f)

tT
^ of the corresponding DIS subsystem, as existing in 

a separate autonomous space-time or dimension. In this case, it is 
possible to speak of a multidimensional DIS model, and, in it, 

time decompositions S(f)h
pTS(f)

pT
^ or S(f)h

tTS(f)
tT
^ also form 

the corresponding hierarchies of temporal measurements similar 
to formal point of view of spatial dimensions.  

In such a multidimensional model, on the one hand, the 
obtained formal, simple, and multiple submodel projections of 
the form S(f)h

S
 or S(f)h

pT
, S(f)h

tT
, decomposing the PN S(f), in the 

form nS, iS, niS allow you to highlight simple and complex 
submodels of the corresponding subsystems of DIS. On the other 
hand, the inverse formal composition of submodels from S(f)h

S
 or 

S(f)h
pT

, S(f)h
tT
 of the DIS subsystems, presented as simple and 

complex projections, as a result forms the general compositional 
model nS, iS, niS for S(f) with the degree of their interaction, 
determined by coverings and partitions of entities from Q and 
relations from R combined into composition of submodels. 

Entities from Q and relations from R can be divided into sets 
with elements of the same multiplicity and form a hierarchy of 
static interactions of the submodels Hi(S(f)^)

static
, in which the 

ranks are determined by the multiplicity, as well as the 

correspondence relations ^, SgiS. The dynamic interaction of 
submodels, determined by the statistics of activation of entities 
from Q and relations from R during the functioning of submodels 
from S(f)^ and the model S(f), can be obtained directly in the 
process of modeling the behavior of the DIS as a whole. The 
hierarchy Hi(S(f)^), additionally weighted by the dynamic 
statistics on the links, allows one to determine the structured 
quantitative measure / metric Met(S(f)^) for each submodel 

S(f)hS(f)^ of the form Met(S(f)h^)=(Met(S(f)h^
static

, 
Met(S(f)h^

dynam
), consisting of static and dynamic components. 

The metric Met(S(f)^) Met (S (f) ^) admits ranking in the 
behavioral interaction of submodels from S(f)^ S (f)  ̂ in the 
general complex model nS, iS, niS nS, iS, niS. The metric of 
behavioral interaction of the Met(S(f)^) Met (S (f) ^) submodels, in 
turn, allows us to determine the so-called “near, middle, and far 
circles” of the interaction — often, infrequently, graph-space-time 
structures of its components (submodels from S(f)^S (f) ^) - 
Chains, Trees, Hammocks, Strongly Coupled Components SCC. 
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III. MODELS OF BEHAVIORAL TESTING OF DIS 

The use of extended PN in the organization of behavioral 

online testing of DIS involves the recognition of 

characteristic fragments of the behavior of a reference PN in 

the working behavior of the checked PN, as a model of the 

project or the implementation of the DIS. 

The class of checked properties Pr of the reference PN 

S(f), for which the deviations of the tested SP S(f)
^
 are 

determined and the control model is determined, includes 

deviations of the incidence correspondences F
^
 and S

^
 from 

the reference correspondences F and S with the restriction 

|P
^
||P|  and|T

^
||T|. The error class of the PN S(f)

^
 is 

represented by the static part - its correspondences F
^
 and S

^
, 

and the dynamic part - by its marking functions M
^
, 

predicates L
^
, modification of variables K

^
. 

The model of behavioral testing cS has the form: 

cS=(W
^
, Pr, Ci, Cp, Cf, SgcS),  (7) 

where W
^
 is the set of words of external (not structured by 

recognized positions and transitions) behaviour, which extends 

the incidence relation F, understood as the reachability relation 

on the unified set PT; Pr is the checked properties based on 

the total incidence F; PrU = {PrXPrY} is the checked 

properties based on the particular S included in F; Ci - the 

identifying properties (identifiers of positions or transitions), 

for some cijkCi defined as two of the form cijkp=(pjk, Wjk), Wjk 

=jki1kwjki Wj identifiers of positions or cijkt=(tjtik, Wjk), 

Wjk=jki1kwjki Wj identifiers of transitions for the reference 

S(f) are uniquely incident to the corresponding positions of the 

pjk and transitions of the tjk, on the set of relations {} 

of compatibility, incompatibility, uncertainty and precedence 

(quasi order) are valid, taking into account the incidence of 

positions and transitions; Cp - the checked primitives, based on 

properties Pr and identifiers Ci;Cf – recognized checked 

fragments of behaviour of reference PN S(f), included the 

primitives Cp;SgcS = } - signature of operations: -

identification of positions or transitions; -sameness of 

positions or transitions; -determinism of the behaviour of 

unmarked positions or transitions. 

The network spatial model of check cnS for interacting 

in a system PSN has the form of a six: 

cnS=(CS, node ,̂ RT
-1

(nodê ), TrT(nodê ), SgcnS, R(S(f)̂ ), Tr(S(f)̂ )), (8)  

where: CS=hHcSh  - a lot of control models for network 

spatial memory bandwidths of the previously given form; 

node^ - the set of selected nodes (selected pairs of adjacent 

positions and transitions for the PSN S(f)^, in which there is a 

convergence-divergence of chip flows and selected entities 

from Q and R represent the behavior of implementation 

(control) and transportation (observation) inside and at the 

boundaries of the composition nS; RT
-1

(node^) is the set of sub-

models of the implementation of behavior (in the form of 

minimized PSN) on each node узловnodehnode^ of the 

composition nS - the system PN S(f) from its common inputs 

through the reverse (to common inputs) simple (without 

repetitions) graph network spatial structures from the PSN of 

the form S(f)^RT-1(nodeh)S(f)^ with the nodes nodeRT-

1(nodeh)node^ selected in them; TrT(node^) is the set of submodels 

of behavior transportation (in the form minimized CSP) from 

each of the nodes nodehnode^ of the composition nS - 

system PSN S(f) to its common outputs through direct 

(common outputs) simple graph network spatial structures from 

the CSP of the form S(f)^TrT(nodeh)S(f)^ with nodes selected in 

them nodeTrT(nodeh)node^; SgcnS={°
Y”

,°
X”

,
Y”

,
X”

,*
Y”

,*
X”

} - the 

signature of the inter-component, between the PSN from S(f)^ 

through the corresponding nodes from node^ network direct 

and reverse operations compositions - serial °
Y”

,°
X”

, parallel 


Y”

,
X”

, with feedback *
Y”

,*
X
 - for the behavior represented by 

constrictions (for control and observation) of the PSN; R(S(f)^) - 

the set of submodels of the implementation of behavior (in the 

form of minimized PSN) at the inputs (input nodes 

node
in

S(f)hnode^ of each of the PSN S(f)hS(f)^ implemented 

through the nodes RT
-1

(S(f)h)RT
-1

(node^);  corresponding to S(f)h; 

Tr(S(f)^) - sets of submodels of behavior transportation (in the 

form of minimized PSN) from the outputs (output nodes 

node
out

S(f)hnode^ of each PSN S(f)hS(f) transported through 

the nodes TrT(S(f)h)TrT(node^) corresponding to S(f)h. 

The network check model cnS accepts, as input, component 

check models CS and limits them to the conditions of 

realizability (controllability) and transportability 

(observability). In the model cnS, in addition to the set of 

component CS check models for all component PSN 

S(f)hS(f)^, the construction of all proper implementation 

models from R(S(f)h)R(S(f)^) and transportation Tr(S(f)h)Tr(S(f)^) 

in the network composition nS and reuse of node behavior 

implemented by RT
-1

(node^) and transported by TrT(node^) in node 

node^ composition nS is emphasized. 

The set of output words determined on the basis of 

TrT(node^) Tr(S(f)^) and transported by the network nS, 

respectively, from the outputs of nodes from node^ and PSN 

from S(f)^, are based on a number of additional models, in 

particular, models of specially generated check graphs 

GS(f)hGS(f for all)^ S(f)hS(f)^. When solving online 

testing problems, the 2iS hierarchy imposes conditions for 

inheriting check behavior in hierarchical transitions from 

2iS under replacement mappings for detailed PSN from 

iIS(f)i
p
, jJS(f)j

t
 instead of the corresponding 

macropositions and macrotransitions of the system PN S(f). 

Thus, the organization of the 2-hierarchy of check 

primitives and, as a result, the behavioral working control 

performed when they are covered is possible provided that the 

verifiable properties and position identifiers in the replacement 

PSN from the iIS(f)i
p
, jJS(f)j

t
 in the signature SgiS = {p

, 

p
, t

, t
} hierarchical mappings p

, p
 of the positions 

and mappings t
, t

 transitions from iIS(f)i
p
, jJS(f)j

t
 of 

each two-level 2iS hierarchy. This condition restricts the sets 

iIS(f)i
p
, jJS(f)j

t
 of junior implementers of the memory 

bandwidth in the hierarchical maps from SgiS to be valid for 

storing checked properties and identifiers. In this case, the set 

of preserving hierarchical transitions forms five compatible 

hierarchies derived from the initial hierarchy 2iS = (S(f), 

iIS(f)i
p
, jJS(f)j

t
, SgiS), - the reference checked properties 

2іPr, position identifiers 2iCi, control primitives 2iCp, 

fragments of fixed recovered behavior 2iCf, fragments of fixed 

unrecovered behavior 2iW
^
:  

2іPr = (Pr, iI Pri
p
, jJ Prj

t
, SgiP), 

2іCi = (Ci, iI Cii
p
, jJ Cij

t
, SgiCi), 

2iCp = (Cp, iI Cpi
p
, jJ Cpj

t
, SgiCp), 

2iCf = (Cf, iI Cfi
p
, jJ Cfj

t
, SgiCf), 

2iW
^
 = (W

^
, iI Wi

p^
, jJ Wj

t^
, SgiW^),    (9) 

520 2019 IEEE EWDTS



where SgiP=SgiS(Pr)SgiS, SgiCi=SgiS(Ci)SgiS, SgiCp=SgiS(Cp)SgiS, 

SgiCf=SgiS(Cf)SgiS, SgiW^=SgiS(W )̂SgiS is the set of subsets SgiS, that 

is, the map SgicS={SgiS, SgiP, SgiCi, SgiCp, SgiCf, SgiW^} is a special 

covering of the SgiS map, including the SgiS map itself. 

Then for defined two-level check hierarchy model of 

two-level check 2icS has the form: 

2icS = (cS, iI сSi
p
, jJ сSj

t
, SgicS).      (10) 

The set of retaining hierarchical transitions forms the top five 

compatible hierarchies derived from the initial hierarchy 

iS=(S(f)
T
^, SgiS), іPr is the hierarchy for the reference checked 

properties Pr
T
^=hHPrh

T
, іCi is the hierarchy for the identifiers 

of the positions Ci
 T

^=hHCih
T
, iCp - hierarchy for control 

primitives Cp
T
^=hHCph

T
, iCf - hierarchy for fragments of fixed 

restored behavior Cf
T
^=hHCfh

T
, iW

^
 - hierarchy for fragments 

of fixed unrestored behavior W
^T

^=hHW
^
h. 

іPr = (Pr
 T

^, SgiP),   іCi = (Ci
 T

^, SgiCi), 

iCp = (Cp
 T

^, SgiCp),   iCf = (Cf
 T

^, SgiCf), 

iW
^
 = (W

^ T
^, SgiW^),   (11) 

Obtained on the basis of the 2ciS two-level behavioral 

control model as a result of temporary hierarchical 

decomposition, the ciS multi-level behavioral control model for 

the iS hierarchy from S(f)h
TS(f)

T
^, which represents the 

corresponding time components cS
T
^=hH cSh of the 

multilevel RIS behavioral control and their hierarchical 

relationships in the SgicS mapping signature is: 

ciS = (cS
 T

^, SgciS).   (12) 

where cS
T
 ^=hHcSh is the set of all hierarchical submodels of 

behavioral control included in it for S(f)
T
^=hHS(f)h

T
, firstly, for 

submodels with replaceable positions/transitions and previous 

detailed properties, by identifiers, primitives, fragments, and 

secondly, for submodels that replace positions / transitions and 

contain new detailed properties, identifiers, primitives, fragments. 

The hierarchy of multilevel behavioral check ciS, as well as the 

hierarchy of PN iS, formed by matches from SgiсS on the set cS
 T
^, 

can formally have a network structure and include feedbacks, 

which should be justified by the subject load of the control model.  

Thus, for the iS hierarchy, a hierarchical model of 

multilevel behavioral testing ciS is formed.  

Based on the hierarchical network model niS, a hierarchical 

network model of behavioral check cniS is formed as follows: 

cniS = (cS
 S
^, cS

 T
^, node^, RT

-1
(node^), TrT(node^), SgcnS, R(S(f)^), 

Tr(S(f)^), SgciS).       (13) 

In the online testing, analysis of the hierarchical mappings 

{p
, p

, t
, t

} of the highest PN S(f) and any component 

PSN from S(f)
+
=S(f)\((iIpi)(jJtj))(iIS(f)i

p
)(jJS(f)j

t
) 

2iS hierarchy is performed for relations quasi-order 

+
=(iIi)(jJj), compatibility +

=(iIi)(jJj), 

representing the higher and lower levels of synchronization 

behavior of the hierarchical transition for S(f)
+
. 

IV. EVALUATION OF BEHAVIORAL TESTING MODELS OF DIS 

Representation of the Petri network S(f), where |P|=np, 

|T|=nt, n= np+nt, |X|=m, |Y|=L, in the memory of the 

monitoring system using list structures requires for the 

upper limit of the total number of conditional fields: 

ciS
max

=(nt(4np+3L+4)+np(3m+2))+(iI nt i(4npi +3Li +4)+ 

npi (3mi +2))+(jJ ntj(4npj +3Lj +4)+npj(3mj +2)).   (14) 

The complexity of the check analysis of the PN S(f) is 

determined by the upper bound: 

cciS
max

=nt(4np+3L+4)+np(3m+2)+2ntnp(nt-1)+2(2Lmnpnt)
nt

- 

-3)+(nt-1)(npnt)!++(iI nt(4npi +3Li +4)+npi (3mi+ 

+2)+2ntinpi(nti -1)+2(2Liminpinti)
niti

-3)+(nti-1)(npinti)!)+ 

+(jJ ntjntj(4npj+3Lj+4)+npj(3mj+2)+2ntjnpj(ntj- 

-1)+2(2Ljmjnpjntj)
njt

 
j
-3)+(ntj-1)(npjntj)!).    (15) 

Upper computational complexity and length of the online 
testing for the Determination (solid) and Evolutional (dashed) 

methods in cases of simple Petri net () and hierarchical Petri 

net () are presents in Fig.1. 

 

       
Figure 1 - Computational complexity and length of testing of the Determ-solid & Evol-dashed (simple PN  & Hierarch.PN ) 

Experimental check of the procedures and programs of 

behavioral testing were carried out for component and 

decomposition of DIS, the results are presented in Tab. 1. 

Table 1 – Experimental values of computational complexity of check 

Object 
Degree of 

decomposition 
Input 

complexity 
Complexity 

of check 
Module BSAC 8 362 64980 

Module TVS 2 50 4323 

Module IP/IPSec 3 115 71871 

Module of Naming 2 146 38150450 

Module of Encaps. 3 180 1572123 

The comparison of the work of online testing programs 
based on automata-deterministic and Petri-evolutionary 

methods for dynamic DIS of onboard automated control 
systems (BSAC) and terminal video surveillance (TVS) 
confirmed a) decrease in computational complexity of online 
testing; b) reducing timer time of the check with preservation of 
c) the length of the check and their d) completeness. 

V. CONCLUSIONS 

The paper presents the results of the development of the 
method of behavioral online testing of distributed 
information systems based on a special model of behavioral 
control of extended Petri nets and characterized by the 
features of the “wave” evolutionary parallelism of the 
“background” control analysis. A special model of 
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behavioral control of extended Petri nets is based on 
determining the compliance of the reference and verifiable 
extended Petri nets, representing respectively the reference 
and verifiable components of DIS. The use of the model 
made it possible to determine the basic conditions for 
constructing a check method applied both at the system 
level and at the component level. 

Decomposition increases the flexibility of the 

organization of behavioral workers control by taking into 

account the features of DIS. The greatest reduction was 

achieved on the components of the DIS of special behavior, 

in particular, with partial definiteness of model functions. 
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I. INTRODUCTION 

Different types of discrete elements (eg, capacitance, 
resistance, transistor, etc.) are used when designing a board 
and interconnections are made between them. As a result, a 
circuit is made of different elements, after which this circuit is 
checked. If the circuit operates in line with the pre-set 
requirements, the work is over; otherwise individual com-
ponents are replaced until the circuit behaves as designed and 
actually meets the specifications. However, such work cannot 
be done in projects based on integrated circuits (IC), the 
reason being the small size of the elements and the 
simultaneous production. In other words, any postproduction 
changes in the IC are impossible to make. The solution of the 
problem is to create virtual environment and models operating 
in that environment. Examples of such models are SPICE 
models that are used by the largest companies specializing in 
IC design. Various projects based on these models can be 
implemented – from the smallest-scale (e.g. an operational 
amplifier) to the largest-scale ones (e.g. i7 processor). 
However, these models are confidential and accessible to a 
very small number of researchers, who actually work in such 
companies. Thus, there arises the necessity to create models 
which will be as close as possible to real models and will be 
available to anyone who wishes to do research using quite 
accurate models of transistors.  The basis of this work is the 
development of the method that will make creating such 
models possible. 

II. NANOSCALE TRANSISTORS 

The development of ICs has always been accompanied by 
the scaling of their elements. However, the scaling has been 
performed in a disproportionate manner for various reasons, 
that is, the size of the different parts of the IC has been reduced 
not with the same coefficients. This has resulted in 
deterioration of the parameters of the primary elements of the 
ICs, namely, the gates and hence transistors. In particular, in 
the case of   28 nm and 22 nm technologies, the basic 
parameters of the flat MOS transistors used in the IC have 
inadmissibly deteriorated, and further scaling was only 
possible using a new type of transistors. That is why new types 
of transistors, FinFET [1] (Figure 1), began to be used in the 
ICs made using the 14 nm and smaller-scale technological  

 

processes. The principal difference of the latter from the flat 
transistors is in that it has a three-dimensional "fin", around  

 

which a three-dimensional channel is formed. Due to this fact, 
the main parameters of the transistor, including leakage cur-
rent and inertial properties, are greatly improved. 

 

Fig. 1. The view of FinFET transistor 

It is due to the above-mentioned properties that the further 
development of the nanoscale ICs is closely linked to 
FinFETs. According to various estimates, the IC market built 
with FinFET will have an annual growth of around 42% up to 
2021. That is why the method developed during this work has 
been used to obtain FinFET-type transistor models. 

III. MONTE CARLO MODEL 

 The Monte Carlo SPICE model is used that relies on 
repeated random sampling and statistical analysis to compute 
the results. This method of simulation is very closely related 
to random experiments, experiments for which the specific 
result is not known in advance. In this context, Monte Carlo 
simulation can be considered as a methodical way of doing so-
called what-if analysis [2]. Based on that model On-Chip 
Variation (OCV) tables are developed.  

In Fig. 2 is shown the simple Monte Carlo Mathematical 
model, where the model depends on number of input 
parameters and these parameters in turn depend on various 
external factors. When input parameters process through the 
mathematical formulas in the model, they result in one or more 
outputs. 

 

Fig.2. Monte Carlo mathematical model 

 During manufacturing process many variables are 
used. Some of these variables are consistent for the whole 
process, some of them are consistent across a single wafer and 
some vary from wafer to wafer but are consistent across a 

2019 IEEE EWDTS 523



chip. Also, there are variables often observed in a single chip. 
This so called on-chip-variation (OCV) may come from mask 
alignment, etching process, and optical proximity correction. 
Therefore, two instances of the same cell on the same chip 
may have different timing characteristics. 

Every cell has minimum and maximum delay due to OCV 
tables. According to this table static timing analyzer for setup 
time check applies minimum delay to clock path and 
maximum delay for data path. For hold time check it applies 
maximum delay to clock path and minimum delay for data 
path. The OCV’s level of precision is low. To improve the 
accuracy of design timing analysis, one must apply Advanced 
On-Chip Variation (AOCV) or Parametric On-Chip Variation 
(POCV) tables. 

A. Advanced On-Chip Variation 

AOCV analysis reduces unnecessary pessimism by taking 

the design methodology and fabrication process variation into 

account. AOCV [3] determines derating factors based on cell 

type, metrics of path logic depth and the physical distance 

traversed by a particular path. The number of transistors and 

connection between them in each logic gate are different, 

therefore the variations for each cell are different. A longer 

path that has more gates tends to have less total variation     

because the   random variations from gate to gate tend to 

cancel each other out. A path that spans a larger physical 

distance across the chip tends to have larger systematic 

variations. AOCV is less pessimistic than a traditional OCV 

analysis, which relies on constant derating factors that do not 

take path-specific metrics into account. 

While performing register to register timing analysis, 

AOCV methodology finds the bounding box (Fig. 3) 

containing the sequential registers, clock buffers between two 

sequential registers and all the data cells. Now within a unit 

distance, if the path depth increases, the AOCV derate 

decreases due to cancelling of random variations. However, 

if the distance increases, AOCV derates increases due to 

increase in the systematic variations. These variations are 

modeled in form of a Look Up Table (LUT). 

 
Fig.3. Bounding box creation for AOCV 

B. Parametric On-Chip Variation 

POCV models the delay of an instance as a function of a 

variable that is specific to the instance. That is, the instance 

delay is parameterized as a function of the unique delay 

variable for the instance. POCV [3] provides the following: 

• Statistical single-parameter derating for random 

variations 

• Single input format and characterization source for 

both AOCV and POCV  table data 

• Non-statistical timing reports 

• Limited statistical reporting (mean, sigma) for 

timing paths 
 

IV. DEFINITION OF PROBLEM OF AUTOMATED 

DEVELOPMENT OF SPICE MODEL OF TRANSISTOR 

Two types of problems have to be solved. Since the 
transistor model contains several hundreds of parameters, we 
can conclude that some of the parameters have a greater 
impact on the behavior of the model than the others. 
Therefore, the first task is to classify the parameter settings by 
priority. After the paramaters are classified, it is necessary to 
define the objective function, i.e. to define a function that must 
be found during solving the problem. And since the model 
parameters cannot take on arbitrary values,  restrictions should 
also be noted, which must be met to find the objective 
function. 

A. Parameters classification by priority 

First of all, it is necessary to compile a list of parameters 
that will be included in the model. Two approaches can be 
used in obtaining the list of parameters: first, taking all the 
transistor parameters that the spice model can include.  
Secondly, use similar models created by Arizona State 
University (ASU) [4]  or some of the models created for a 
different technology by Synopsys Armenia Educational 
Department (SAED) [5]. During this work, the latter approach 
was used in choosing the list of model parameters. 
 Let us call the selected parameters ai where i is the natural 
number in the range [1, N] and N is equal to the number of 
parameters included in the model. Let us take the following 
function: 

    yj=fj(ai)    (1) 

where: 

 j={P,T,I}, 

 P - dynamic and static power, 

 T - time parameters (rising transition, falling transition and 
propogation delay),  

I - the current flow through the transistor.  

For all values of j, one needed to count  all  ∆yj functions, 

where: 

      ∆yj= ∆fj(∆ai) = fj(ai2- ai1)                         (2) 
 

   ai2  =  ai1 + ∆ai,                               (3) 
 
∆ai  - minimum permissible values of  parameter deviation, 
which comes from the model. 

Let us set another parameter: 

            K(ai) = ∏∆fj(ai)                         (4) 
 
 K(ai)  - deviation value for each parameter. 
 
 So, the ai parameter for which the value of (4) will be the 
largest is going to be the parameter that has the greatest impact 
on the behavior of the model. 
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 Accordingly, the classification of the parameters by 
priority can be determined by the following algorithm: 

 

Algorithm 1. 

1. Calculate all (2)s, where  j={P,T,I}, and i the natural 
number from in the range[1, N]. 

2. Calculate all (4)s. 

3. Summarize the results of (4)s in the associative array 
(such an array that has a key and a value, where the 
key indicates the model parameter name, and the 
value indicates the parameter value). 

4. Make sorting according to array values, from big to 

small.  
5. Take the keys of the sorted array. 

The keys of the received array are the names of transistor 
parameters, sorted by impact. Thus, the first parameter affects 
the model to the largest extent and the last parameter affects 
to the smallest extent. 

B. Objective Function 

The goal is to find the minimum values of  (2) for each ai. 

  ΔFi = | Fi2-Fi1 |                             (5) 

where: 

 i = {P, T, I}, 

 Fi2  - describes the behavior of the foundry model, 

Fi1  - describes the behavior of the model acquired during this 
work. 

Thus, it is necessary to get the values of ai parameters 
where the value of the Fi1 function would be as close as 
possible to the value of the Fi2 function. 

C. Constraints 

The function (5) takes on minimum value in the case of a 

certain value of ai parameter, but at the same time this 

parameter cannot take on any value because the model  does 

not allow it. According to the last statement: 

 aimin <= ai <= aimax                                (6) 

ai=aimin+n*∆ai                                                              (7) 

where: 

 aimin - the minimum value of a parameter, 

aimax  - the  maximum value of a parameter, 

∆ai,  - sets the minimum step of or change in the parameter, 

n – natural number. 

As a result, the problem can be solved using the following 

algorithm: 

Algorithm 2. 

1. Select a nominal value of the ai   parameter (for 

example, this value can be taken from the model 

created by ASU). 

2. Modify the value of the received parameter to the 

top and bottom,   by following the restrictions until 

the minimum value of (5) is reached in the given 

parameter. 

3. Repeat the same for the other parameters. 

4. Do the same for as long, or for as many parameters, 

until the following takes place:  

∆Fi / Fi2*100% <= B                       (8) 

where: 

  B  - permissible deviation. 

5. According to the last point all the parameters, that 

satisfy the condition are selected to be the 

parameters of the new model. The parameters that 

do not satisfy the condition are not selected, but the 

ones which are obligatory for models to have are 

assigned default values and used in model 

development. 

Thus, filling the values of ai parameters in the transistor 

model using the Algorithm 2, we will get a model that is very 

close to the  produced (foundry) model with its parameters. 

V. APPLICATION OF ALGORITHM IN THE PROCESS OF 

OBTAINING OF THREE-DIMENSIONAL TRANSISTOR MODELS 

Curves describing transistor parameters were constructed. 

Then, Algorithm 1 was used for classifying the parameters by 

priority. Different values of P, T, and I were taken from 

scientific papers [6-8]. Applying the interpolation algorithms 

to those values enabled transistor-describing curves to be 

obtained (input characteristics, output characteristics, time 

dependence on the transistor size, etc.). Then ai nominal 

values were taken from the model created by the ASU, after 

which Algorithm 2 was used for finding the optimal 

dimensions of the transistor parameters. This process lasted 

until the B value equaled to 5%, which is considered to be 

permissible deviation. Fig. 4 shows how the curves of input 

characteristics of the model obtained with the algorithms 

approach to the curves of input characteristics of the foundry 

model. 

Fig. 4. Input characteristic of the model is approaching to foundry 
model’s input characteristic 

In the figure the green curve describes the foundry model, 
and the other colors describe the processed model (the model 
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under development), which is approaching the foundry model 
due to changes in the pa-rameter values. The same thing has 
happened to the rest of the parameters. 

It is common knowledge that transistors are exposed to 
certain technological deviations in the production process. 
These deviations cause transistors to operate faster or slower. 
An example of technological discrepancy is the acquisition of 
different lengths of the transistor's  channel length. If a 
transistor's  channel length will be greater than it was 
designed, it will work slower; otherwise, it will work faster. 
Thus, there is a need to create models that demonstrate the 
behavior of transistors in the case of deviating values. In other 
words, it is necessary to create models of transistors that will 
work quicker and slower. These models were acquired due to 
a deviation of the value of the threshold voltage variable. 
Thus, FF (fast- fast), SS (slow-slow) and TT (typical- typical) 
transistor models were developed. 

During development of Monte Carlo models the above-
mentioned method was used to find out the nominal values of 
statistical parameters. Afterwards a function called agauss() 
was used, to change statistical parameters values according to 
that function. 

VI. THE TOOL DEVELOPMENT BASED ON THE ALGORITHM  

During this research work a tool was developed with 

python programming language, which implements the 

algorithms described above, i.e. it automates the steps of 

algorithms. The tool takes P, I and T functions as primary 

inputs and nominal values of parameters as optional inputs. 

If there are no given optional inputs, the tool applies default 

values to the parameters. As an output it develops the SPICE 

models according to the given inputs. 

VII. ALGORITHM APPLICATION DURING DEVELOPMENT OF 

14NM TRANSISTORS’ SPICE MODELS 

The full list of developed models with descriptions are the 
following: 

• n08 – The SPICE model n type transistor. 

• p08 - The SPICE model p type transistor. 

• n08_hvt – The SPICE model n type transistor 
with high threshold. 

• p08_hvt – The SPICE model p type transistor 
with high threshold. 

• n08_lvt – The SPICE model n type transistor 
with low threshold. 

• p08_lvt – The SPICE model p type transistor 
with low threshold. 

• n08_lvt – The SPICE model n type transistor 
with superlow threshold. 

• p08_lvt – The SPICE model p type transistor 
with superlow threshold. 

In order to test the obtained model, the characteristics of 
transistors were compared with the characteristics introduced 
in different research papers. 

All the deviations of the parameters were in the allowed 
range. 

Fig. 4. and Fig. 5 provide the input characteristics of the 
"nfet" and "pfet" transistors, operating with the 0.8 V supply 
voltage. 

 

Fig. 5. Input characteristic of “nfet” transistor 

Fig. 6. Input characteristic of “pfet” transistor 

VIII. CONCLUSION. 

A new method has been developed that allows to get 
precise spice models of nanoscale transistors, which can be 
used in different studies and researches. A tool was developed 
with Python programming language which allows to automate 
the development of SPICE models of transistors. The tool was 
used to create SPICE models of transistors for 14nm. A 
research study of the obtained models was made. The results 
were compared with the characteristics of the foundry models 
of transistors in different research studies. Deviations were 
within the permissible limits. Also, Monte Carlo transistor 
models were developed, which will be used during the 
development of AOCV and POCV models. 

REFERENCES 

[1] V. Melikyan, “Challenges and Solutions of IC Design Using FinFET 
Transistors”, Proceedings of International Forum “Microelectronics”. 
2nd International Conference on Integrated Circuits and 
Microelectronic Modules, Crimea, pp. 343-347, September 26-30, 
2016. 

[2] S. J. Mason, R. R. Hill, L. Mönch, O. Rose, T. Jefferson, J. W. Fowler 
eds., “INTRODUCTION TO MONTE CARLO SIMULATION”, 
Simulation Conference, 2008. WSC 2008. Winter. 

[3] PrimeTime documentation, Synopsys Inc., 2017. 

[4] Arizona State University, MOSFET models,  
http://ptm.asu.edu/modelcard/PTM-MG/modelfiles/hp/14nfet.pm. 

[5] Goldman R., Bartleson K., Wood T., etc, “32/28nm Educational 
Design Kit: Capabilities, Deployment and Fu-ture, Microelectronics 
and Electronics (PrimeAsia)”, IEEE Asia Pacific Conference on 
Postgraduate Research in Microelectronics and Electronics 
(PrimeAsia) - Visakhapatnam, India, 19-21 Dec. 2013. 

[6] Prateek M., Anish M., Niraj J., “FinFET Circuit Design”, Springer 
2010 - P. 23-53. 

[7] Tetsu Tanaka, “3D-IC technology and reliability challenges, Junction 
Technology (IWJT)”, 2017 17th Inter-national Workshop on Junction 
Technology (IWJT) - Uji, Japan, 1-2 June 2017. 

[8] J. P. Duarte, S. Khandelwal, A. Medury, etc., “BSIM-CMG: Standard 
FinFET compact model for advanced circuit design”, ESSCIRC 
Conference 2015 - 41st European Solid-State Circuits Conference 
(ESSCIRC), Graz, Austria, 14-18 Sept. 2015.

 

526 2019 IEEE EWDTS



978-1-7281-1003-5/19/$31.00 ©2019 IEEE 

Comparison Of Grapheme-to-Phoneme Conversions For  
Spoken Document Retrieval 

 
 

Dmitriy Prozorov 
doctor of engineering sciences, professor at 

Vyatka State University 
prozorov.de@gmail.com 

Alexandra Tatarinova 
at 

Vyatka State University 
tatarinova.alexg@gmail.com

 
 

Abstract 
 

The article contains analysis of spoken document 
retrieval techniques which apply word similarity based 
on phonemic transcriptions building or approximate 
string matching. Results are obtained on the collection 
of spoken documents with speech on Russian language. 
Grapheme-to-phoneme conversion methods based on a 
hidden Markov model and 1,2-order finite Markov 
chain is discussed on the article. 
 

1. Introduction 
 

Grapheme-to-phoneme conversion is a topical task 
that occurs in the field of speech technology. Examples 
are a preparation of a vocabulary for speech 
recognition and synthesis or an evaluation of word 
similarity for spoken document retrieval. Grapheme-to-
phoneme conversion consists in building a phonemic 
transcription of a word which reflects a pronunciation 
of the word. 

There are two approaches of phonemic transcription 
building [1]. Knowledge-based methods use a 
vocabulary or a set of linguistic rules which are hand-
created by some experts [2-4]. Data-based methods are 
based on a transcribing algorithm trained on a 
vocabulary which contains presentations of words as 
sequences of graphemes and phonemes [1, 5]. The 
disadvantage of the first approach is finite of a 
vocabulary and need to manually compilation of a set 
of rules for building transcription. The second 
approach depends on quality of training data. 

There are three groups of data-based methods [1]. 
Method of local classification sequentially defines a 
phoneme depending on a grapheme environment in a 
word. Method based on a pronunciation by analogy 
uses finding similar words or parts of words from the 
vocabulary. A transcription is built by analogy of 

transcriptions of obtained words. The third method is 
based on a static model of pronunciation of words. 

The article contains description of an application 
high-order Markov chain for building phonemic 
transcriptions of words. Accuracy of spoken document 
retrieval based on word similarity using phonemic 
transcriptions building or approximate string matching 
is analyzed for spoken documents contained speech on 
Russian language. 
 

2. Task statement 
 

Let an alphabet of phonemes be { }jϕ=Φ  and an 

alphabet of graphemes (letters) be { }icC = , where 

N=Φ  and MC = . And there is a training 

vocabulary Ψ  which contains words. These words are 
presented as sequences of graphemes with phonemic 
transcriptions. 

Need for a given word w to find a sequence of 

phonemes nϕϕϕ ...10  which corresponds a 

pronunciation of the sequence of graphemes nccc ...10  

 ( ) ( )wfcccf nn == ...... 1010 ϕϕϕ , (1) 

where Cck ∈  and Φ∈kϕ . 

Grapheme-to-phoneme conversion can be applied 
computing phonemic similarity between two words. It 
is useful for Spoken Document Retrieval (SDR). 

The SDR task is formulated as retrieving documents 
from a collection D of audio with speech which are 
relevant to a given text or spoken query Q. A query Q 
is a set of words {wi}. Relevance score of document 

Ddl ∈  in relation to the query Q is defined as 

 ( )Q,dF=r ll . (2) 

There are different information retrieval (IR) 
models which define a type of function (2) and a 
presentation technique of query and documents. 
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3. Markov chain of phonemic sequence 
 

A phoneme occurrence in a word depends on 
previous phonemes in the word. Statistical dependence 
of a phoneme on a k-previous phoneme in a word 
transcription is decreasing. It can be characterized by 
values of a sum which is computed for a set of words 

 ( )
=

−

=Ni

kl
j

l
i

Nj
P

N ..1 ..1
|max

1 ϕϕ , (3) 

where l is a position of a phoneme in a transcription 

and k is a shift of the position, nkl ..=  and n  is a 
length of the transcription. 

The histogram on the figure 1 shows values (3) 
according to k. The figure 1 demonstrates decrease of 
dependency between neighboring phonemes in a word 
according to a law which is approximation to 
exponential type. 

Fig. 1. Dependence of a phoneme on a k-previous phoneme 
 
Theory of finite high-order Markov chain can be 

used building most probability phonemic sequence of a 
word according to Doob theorem [6]. 

Suppose that a phoneme in a transcription is defined 
t-previous phonemes as is shown on the figure 2. It 
allows to using t-order Markov chain for building a 
phonemic transcription [7]. 

 

 
Fig. 2. Definition phoneme by t-previous phonemes 

 
High-order Markov chain with N states can be 

transformed to simple Markov chain with tN  vectors 
of states [8]. 

A vector of state is 

 ( )1 1
... ...

k k k k t
ij r i j rφ φ φ φ− − +=


 (4) 

and a vector of observable is 

 ( )1 1
.. ...

k k k k t
ij r i j rc c c c− − +=


. (5) 

A transition matrix for the Markov chain is 
 [ ] tt NNrqij ×

=Π ..π . (6) 

where ( ) ( )rjijrijijr PP ϕϕϕϕϕπ || == . 

Note that a transition graph of state vectors which is 
defined matrix (6) is a graph De Bruijn. 
 

4. Phonemic transcription 
 

Basically a phoneme is presented as a tuple of 
acoustic features. But a phoneme in a transcription is 
defined by rules of combinations of acoustic units in a 
word of a given language too. 

Suppose a phoneme is described as distribution 

 | ( | )
jС jP Cφ φΡ ≡ , (7) 

where ( )jCP ϕ|  is a conditional probability of 

correspondence grapheme ci to jϕ  in transcriptions. 

A posteriori probability of state vectors of finite 
Markov chain is presented in [10] 

 ×












⋅=





 ++ 1

..

1

.. exp
k

rij

k

rij
ac fcp ϕϕ  
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+






⋅





×

N

t

k

qrj

k

rij

k

qrj
ac

tttttt
Pp

1
..

1

.... | ϕϕϕ , (8) 

where 




 +1

..

k

rijf ϕ  is log-likelihood of a state vector rij ,,ϕ  

and c is normalization coefficient. 
Thus a phoneme on k-position is defined according 

to a criterion of maximum a posteriori estimation  

 ( ) =−−− k

rij
tk

r
k
j

k
ii ..

11...: ϕϕϕϕϕ  

 ( )k
rji

Nt
t ttt

uii ...
..1

maxarg
=

==  (9) 

where 

 












=

++ 1

..
1

.. ln
k

rij
ack

rij pu ϕ . (10) 

Example of building a phoneme transcription 
through 2-order Markov chain according to (9) is 
shown on the figure 3. 

 

 
Fig. 3. Building phonemic transcription  

through 2-order Markov chain 
 
A phoneme kϕ  is defined by (9) using the word 

bigram kk cc 1−  and the most suitable pair of alphabet 
phonemes. 
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5. Experiment 
 
The experiment is contained in comparison of SDR 

accuracy according to word similarity measure. Values 
of accuracy is obtained on the collection of radio news 
[9] and the test query set [9]. Average duration of 
spoken documents of the collection is about 33 
seconds. Used speech recognizers are CMU Sphinx 
[10, 11] and Yandex SpeechKit [12]. 

Spoken document retrieval systems and models for 
the experiment are described as 

- Voice Digger [13] is a retrieval system of spoken 
documents which uses hidden Markov models (HMM) 
which are built on acoustic data. 

- Lucene [14] is a fulltext retrieval system which 
realizes a fuzzy, a n-gram and others search methods. 
Base lucene method is a text search based on exact 
matching words. Fuzzy lucene method uses 
Levenshtein distance for matching words. N-gram 
lucene method presents n-gram searching through 
NgramTokenizer where N = 3, 4, 5. 

- VSM* is a vector space model using the weighted 
cosine measure [15]. Weights of the measure are 
computed on values of word similarity. There are text 
and phonemic similarity. Text similarity based on the 
longest common substring or Levenshtein distance. 
Phonemic similarity uses phonemic transcriptions of 
words [7, 15] which are built HMM or high-order 
Markov chain. 

SDR accuracy is evaluated as mean average 
precision (MAP). MAP values according to search 
method and speech recognizer are presented on the 
Table I. 

TABLE I.  MAP VALUES OF SPOKEN DOCUMENT RETRIEVAL 

Model or system MAP
Voice Digger 0.6786

Recognizer 
CMU 

Pockets
phinx

Yandex 
Speech

Kit

Lucene 
Base 0.4442 0.7874
Fuzzy 0.6514 0.8672
Ngram 0.6429 0.8339

VSM* 

Substring 0.6712 0.8929
Levenshtein distance 0.6809 0.9015
HMM transcribing 0.6817 0.8968
Mark1 transcribing 0.6808 0.8907
Mark2 transcribing 0.6821 0.8948

 
The best experimental result is retrieval technique 

based on VSM* with recognition through Yandex 
SpeechKit. Note that MAP values of retrieval based on 
VSM* and 1,2-order Markov chain with CMU 
Pocketsphinx recognizer are close MAP value of Voice 
Digger which is a commercial product. 

Yandex SpeechKit is a web-service which allows 
access to speech recognition based on a neural network 
and using Yandex servers through HTTP protocol. 
CMU pocketsphinx is a library of speech recognition 
for a desktop. The library uses HMM acoustic model 
and n-gram language model. Accuracy of speech 
recognition for Russian language through Yandex 
SpeechKit is 80-90%. CMU Pocketsphinx amounts  
40-80% accuracy of speech recognition for Russian 
language. 

However, there are spoken documents which is hard 
for Yandex SpeechKit recognition. Accuracy of speech 
recognition for some documents is presented on the 
Table II. 

TABLE II. EXAMPLE ACCURACY OF SPEECH RECOGNITION 

Document CMU Pocketsphinx Yandex SpeechKit
0 54,70% 88,89%
1 35,14% 68,92%
2 20,74% 72,59%
3 28,50% 47,66%

 
Most CMU Pocketsphinx speech recognition errors 

is a distortion of words and most Yandex SpeechKit 
errors is a deletion of words. MAP values for hard 
documents which contain speech with record in a cave 
are presented on the Table III. 

TABLE III. MAP VALUES OF HARD SPOKEN DOCUMENT RETRIEVAL 

Model or system MAP
Voice Digger 0.4596

Recognizer 
CMU 

Pockets
phinx

Yandex 
Speech

Kit

Lucene 
Base 0.0588 0
Fuzzy 0.2059 0.0441
Ngram 0.4216 0.3284

VSM* 

Substring 0.5699 0.3922
Levenshtein distance 0.5294 0.4179
HMM transcribing 0.5588 0.3897
Mark1 transcribing 0.5907 0.4841
Mark2 transcribing 0.5650 0.4179

 
The experiment result shows that using of 

grapheme-to-phoneme conversion based on 1,2-order 
Markov chain allows to increase MAP of retrieval for 
hard documents with continuous speech on Russian 
language. 

 

7. Conclusion 
 

Accuracy of SDR is highly dependent on quality of 
speech recognition. Speech on Russian language is 
hard to speech recognition. Using word similarity 
based on grapheme-to-phoneme conversion can be 
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increase accuracy of SDR for spoken documents which 
are recognized with low quality. 
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Abstract—The article discussed the problem of the 
synthesis of algorithmic display of systems of railway 
automation and remote control based on the process of 
accounting and control of automation devices and 
telemechanics. This process is described using a 
formalized description language. Considering the 
verification of some properties of control algorithms and 
their transformation in order to optimize the structure of 
the process of accounting and control of automation and 
remote control devices, the language of logic circuits of 
algorithms was chosen. As a formalized language, logical 
schemes of algorithms were chosen. As a graphical 
representation of the process of accounting and control of 
automation and telemechanics devices, a graph-scheme 
of algorithms is used. The condition of functioning of 
process of the account and control of devices of 
automation and telemechanics is described by means of 
matrix schemes of algorithms. 

The proposed formal scheme of the process of 
accounting for and control of devices of automatics and 
telemechanics using the logical schemes of algorithms 
provides the formalisation of the procedure for the 
transition to automated technology. The formalized 
scheme makes it possible to conduct high-quality and 
accelerated operational research electronic document 
management of accounting and control of automation 
and telemechanics devices in automation and 
telemechanics system’s in railway transport. 

Keywords—accounting and control of railway 
automation and remote control devices, logic schemes of 
algorithms, state minimization method, technical 
documentation.  

I. INTRODUCTION 

In connection with the need for broad modernization, 
reconstruction and replacement of railway automation 
devices, an important task is to improve the quality of the 
process of control and accounting of railway automation and 
remote control devices (CARCD). The existing process 
technology CARCD does not ensure the adoption of quick 
and effective decisions. 

 

 

Existing software mainly focuses on the design of printed 
circuit boards, programmable logic matrices, analog, digital 
and mixed analog-digital devices, electrical circuits of power 
electrical equipment of engineering companies, synthesis of 
devices programmable by logic and analog filters, 
automation of design work when creating electrical control 
systems database of contact equipment and programmable 
controllers. But for the task of automating the process of 
technical documentation management, and process control 
and accounting of railway automation and remote control 
devices the existing software is not suitable.  

To solve the tasks of organizing electronic document 
management of technical documentation, and the process of 
monitoring and recording devices for railway automation and 
remote control, it is necessary to develop specialized 
software packages that take into account the specifics of all 
stages of the life cycle of alarm systems, centralization and 
blocking. 

To solve this problem in this work it is proposed to create 
a model of CARCD as an electronic document management 
of technical documentation for signalization, centralization 
and blocking devices. In this connection, a survey was made 
of the real processes of creating, verifying and using 
technical documentation in automation and remote control 
systems. This made it possible to identify document flow 
scenarios and protocols for technical document properties 
[1,2]. 

The most effective solution to the problems of 

automating the CARCD process can be achieved by 

formalizing the processes of the CARCD and applying 

mathematical methods to optimize the coordination of 

interaction.  
Formal methods for displaying processes are used to 

analyze the properties of an object by formal models. Thus, 

the properties of an object must be formalized within the 

framework of a certain mathematical model. Accordingly, 

for the application of formal methods for describing the 

CARCD process and for determining the composition and 

properties of the standard means for describing CARCD, it is 
necessary to develop a formalized scheme for describing 

objects involved in the CARCD process. 
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A formalized scheme is a form that determines the 
composition and type of source data and should provide the 
possibility of describing an object in a volume sufficient to 
automate the process of CARCD. 

A formalized scheme should be universal, i.e. sufficiently 
generalized to describe a wide class of objects 
(specifications, orders, applications) and at the same time 
ensure the simplicity of the procedures for linking to a 
specific object. For this, a formalized scheme should include 
a set of tools for representing the elements, structure and 
algorithms of the system, functional and static dependencies 
between parameters. 

There are a number of methods for identifying algorithms 
for the operation of complex systems, namely: the method of 
simplifying the work; compilation of structural information-
time diagrams, flowcharts and organigrams [3, 4]. The 
essence of the indicated methods consists in the operation 
recording and analysis of the process under study. The 
common shortcomings of these methods from the point of 
view of the study of CARCD on the basis of the proposed 
formalized schemes are: a limited set of symbols for 
operations; complexity, and for a number of methods and the 
impossibility of displaying parallel processes, the complexity 
of filling out survey forms. In this regard, in this work, for 
constructing an algorithmic mapping CARCD, it is proposed 
to use the languages of direct description of discrete 
processes, which include Petri nets [5], logic schemes of 
algorithms LSA [6, 7], logic schemes of requirements [8], 
parallel logic schemes of algorithms PLSA [9,10]. The 
necessity of combining CARCD algorithms requires 
providing the possibility of formalized transformation of 
algorithms. The need to meet these requirements leads to the 
choice of language LSA, which are shown in [11-13]. 

LSA is used as a language for setting algorithms for the 

operation of software control devices [14].  
 

II. FORMALIZED SCHEME OF TECHNICAL 
DOCUMENTATION 

The LSA searches for an algorithm for processing some 
initial information, that is, in the selection of individual 
operations, or acts of the algorithm, and the search for the 
order of their execution. Each such act (operation) in the LSA 
is matched with an operator, denoted by capital Latin letters 
A, B, C ... Different operators may be denoted by different 
letters or by the same letter, but with different indices: A1, 
A2, ..., B1, B2 ... If the operator depends on parameters, then 
these parameters can be set as indices Ai, Aij, Aijk ... or in 
brackets: A(i), A(ij), A(ijk) ... Operators with different 
parameters, they perform actions on different parts of the 
original or intermediate data, i.e., on different parts of the 
processed information. 

The process of accounting and control of railway 
automation and remote control devices is described as 
follows: 

GgPpg ,1,   (1) 

where gp – is the device (device), the set G forms a P  set 

of devices. Also determined by the parameters of the device: 

MmHh gmg ,1,,   (2) 

mgp ,  – m the instrument parameter p, the instrument 

parameter set M forms the sets Hp of all the considered 
parameters of the instrument g (each m parameter is entered 
in its instrument position). 

Definition 1. The set of operations and checks of logical 
conditions performed in a specific sequence in the 

CARCDprocess is an algorithm 
gA . 

Definition 2. The operation 
pО  is an elementary action 

to account for and control devices from the set of S . All 
operations performed in the process of accounting and 

control Ss g  , form a set of   PpoO p ,1,  . The 

index of the operation PpОp ,1, 
 
specifies the number of 

the participant and the algorithm, as well as its individual 
number in the sequence of entries.  

In this work the symbolism of the record of private 
algorithms of CARCD is introduced in the language of 
parallel logic schemes of algorithms (PLSA) with regard to 
the generalized formalized scheme [15]. The main elements 

are operators corresponding to operations 
pО , logical 

conditions ,,1, Kkk  marked with arrows 

Ppp

k ,1,  , where p is the index of the arrow. The 

transition with a false value k  is carried out to the element 

of the PLSA, marked with an arrow with the same index 
p

.  

To account for the quality CARCD, additionally 
introduced the following types of operations: 

j – j-th line; 

t – waiting logical condition: 1t  if 
НTtf )(  

 
k  – the end of algorithm 

k – operations, that determine the quality of CARCD 
(control parameters);  

   - probabilistic logical conditions that depend on 
quality CARCD. 

The set   2,  kА k includes the probabilistic 

logical conditions of the form 










otherwise;0

result; positive1
k  

The sequence of execution of operators in the LSA is 
determined by the order in which they are written. For 
example, A11A12A13 means that the operator A11 is first 
executed, then A12, and then A13. The order of execution of 
operators in the LSA can be strictly fixed — a linear 
algorithm — or depending on certain conditions — a 
branched algorithm. In the latter case, the LSA uses logical 
conditions denoted by small Latin letters, p, q, r ... Like 
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operators, different logical conditions (LC) are denoted by 
different letters or by the same letter, but with different 
indices. 

Logical conditions may depend on several variables. 
Logical conditions depending on the values of the function n 
variables are denoted by 

  [ f (
na...,,, 21  )]  (3)  

It is considered that logical conditions can take only two 

values: the condition being checked is satisfied (
i =1) or not 

(
i =0). Depending on the value of the currently checked LC, 

the further order of execution of the operators and LC is 
determined. 

Often among logical conditions it is advisable to select 
those that always take a zero (false) value, that is, identically 
false logical conditions. Identical logical conditions do not 
require verification. They are denoted by ω. Operators and 
LCs are basic, and identically false logical conditions are 
auxiliary members of the logical scheme of the algorithm. 

Each LC has an arrow. The beginning of the i-th arrow 

(denoted by ↑𝑖) is to the right of the logical condition, and its 

end (denoted by ↓𝑖 is to the left of the LSA member that must 
be met if the LC takes a zero value. 

LSA are called expressions made up of operators 
following each other and LC, as well as numbered arrows 
arranged in a certain way. The logic scheme of the algorithm 
is some way of describing the algorithm for solving the 
problem [16,17]. 

Description of the algorithm using logic circuits is the 
first step in the formalization of the algorithm. This stage is 
preceded by a meaningful description of the algorithm. The 
logic scheme of the algorithm allows both formal and 
informative equivalent transformations. 

As a result of the analysis of the processes included in 
CARCD at all levels, the LSA was received in the form: 

k

U

AkkAAA

AkAAAkA

AAkAkAAkAk

AkAk

AAAkAАА











3554343331

321636261753

5251743642411143

242131

23222111211

5

45

4

3

2132

2

1

1

3







  (4) 

where 321 ,,  – logical conditions, the probability 

of fulfillment which depends on the current value of the 
quality indicator CARCD. 

Logic scheme determines the order of execution of 
operators depending on the value of the LC included in it. 

The algorithm begins with the execution of the leftmost 
operator of the scheme. After the operators of the scheme AU 
are executed, it is determined which operator of the scheme 
should follow after it. After the operator A11, the operator of 
the scheme that is directly to its right (A12) must be executed. 

After the logical condition 1 , two cases are possible: if the 

condition being checked is executed, then operator A23 on 
the right must be executed; if it is violated, then the operator 
A24 is executed, to which an arrow leads, starting after this 
condition 

The algorithm ends when the last of the executing 
operator A 63 contains an indication of the termination of the 
algorithm. 

Each elementary operation of the AU algorithm, in turn, is 
represented by a lower level algorithm in its alphabet of 

operators. By this is achieved the construction of a 

hierarchical structure of the description of the CARCD. 

III. METHOD OF MINIMIZATION OF LSA OF TECHNICAL DOCUMENTATION

LSA АU will be represented using the function LC: 

83218

2321213211

)(...

)()(

Zf

ZfZfАU








 (5) 

where, 821 ...,,, ZZZ  the value of UА after LC function. 

In summary 





M

m

mmU ZfА
1

321 )(   (6) 

where, Mm ,1 . 

Thus, the distribution of values of LC in a logical scheme 
determines the order execution, included in this scheme. 

Since each of the LC can take only two values - 0 and 1, 
the maximum number of unique sets of LC, and, therefore, 
the number of rows in the truth table, can be determined by 

the formula: 
nN 2 , where 2  – base of the number system 

(all LCs can take only one of two possible values); n  – LC 
number. 

In the logical scheme (4), the order of execution of 
operators depending on the values of the LC is as follows:

1) if 0,0,0 321   , that  

3554343331242 AkkAAAAk ; 

2) if 1,0,0 321    that  

35543433321636261753

5251743642411143242

AkkAAAkAAAkA

AAkAkAAkAkAk 
; 

3) if 0,1,0 321    that  

3554343331242 AkkAAAAk ; 

4) if 1,1,0 321    that  
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35543433321636261753

5251743642411143242

AkkAAAkAAAkA

AAkAkAAkAkAk 
; 

5) if 0,0,1 321    that  

35543433312423 AkkAAAAА  

6) if 1,0,1 321    that 

 

35543433321636261753

52517436424111432423

AkkAAAkAAAkA

AAkAkAAkAkAА 
 

7) if 0,1,1 321    that  

2211213123 AkAAkА ; 

8) if 1,1,1 321    that  

2211213123 AkAAkА .

The truth table of AU is presented in table 1. 

From the possible values of AU are chosen the similar 

LSA. It is not difficult to notice,  that the values of 0, 2 and 

4 sets (with the difference of the operator A23 and k2), 1, 3 

and 5 sets (with the difference of the operator A23 and k2), 6 

and 7 sets are similar. The same parts of the LSA are denoted 

as fоllows.

TABLE I.  AU TRUTH TABLE FOR THREE LCS 

3  2  1  
АU algorithm value 

0 0 0 3554343331242 AkkAAAAk
 
 

0 0 1 355434333216362617535251743642411143242 AkkAAAkAAAkAAAkAkAAkAkAk  

0 1 0 3554343331242 AkkAAAAk  

0 1 1 355434333216362617535251743642411143242 AkkAAAkAAAkAAAkAkAAkAkAk
 

1 0 0 35543433312423 AkkAAAAА  

1 0 1 3554343332163626175352517436424111432423 AkkAAAkAAAkAAAkAkAAkAkAА  

1 1 0 2211213123 AkAAkА  

1 1 1 2211213123 AkAAkА  

TABLE II.  THE SAME PARTS OF THE LSA АU 

LSA 
Selection 
element 

Name of 
the 

common 
part of 

the LSA 

355434333124 AkkAAAA
 

2k
 

L1 

355434333216362617535251743642411143242 AkkAAAkAAAkAAAkAkAAkAkAk  2k
 

L2 

3554343331242 AkkAAAAk  2k
 

L1 

355434333216362617535251743642411143242 AkkAAAkAAAkAAAkAkAAkAkAk
 

2k
 

L2 

35543433312423 AkkAAAAА  A23 L1 

3554343332163626175352517436424111432423 AkkAAAkAAAkAAAkAkAAkAkAА  A23 L2 

2211213123 AkAAkА  - L3 

2211213123 AkAAkА  - L3 
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Being constructed a transition table for this LSA 

TABLE III.   

TRANSITION TABLE  LSA АU 

21  00 01 10 11 

3  

0 k2L1 k2L1 A23L1 L3 

1 k2L2 k2L2 A23L2 L3 

 

With the graphical method, each set of values of an LC 
corresponds to a certain point of n-dimensional space. The 
coordinates of the vertices of the n-dimensional cube 
correspond to the sets of values of the LC, and their 
designations are assigned the values of АU on these sets. 
Since each of the LC can take only two values: 0 and 1, each 
edge connecting two adjacent vertices, the sets of which 
differ by one variable, has a unit length. Therefore, a n-
dimensional cube is called a unit cube. 

The number of vertices of a n-dimensional cube is equal 
to the number of rows in the truth table, and the number of 
coordinate axes is equal to the number of n LC. 

3-x dimensional cube corresponding to the LC given 
earlier by the truth table (table. 1), shown in Fig.1. The top 
of the cube and the table cell.3, the contents of which 
describe the same set of variables (№6), are dotted. Similarly, 
the vertices of the cube are matched to the remaining cells of 
the truth table. 

Using the coordinate method, the LSA AU is given as a 
state coordinate map, called a Carnot map. The total number 
of cells in the Carnot map corresponds to the number of sets 
of the algorithm AU. 

Designations in Carnot map for LSA АU: 

 1 ii  ,  0 ii   

In brackets inside the cells are the numbers of the 
corresponding sets from the truth table (Table 3). 

The task of minimizing the LSA AU is to find the 
minimum set of terms with the smallest number of LС, 
allowing to get all the output value.  

In (5) 921 ...,,, ZZZ is not a variable. If accept the 

condition that the symbol  mZ  should always remain at the 

end of the addendum, and the inversion operation should not 
be applied to it, then can be formally operate with it as with 
the variable.  

All cells containing the same LSA value are combined 
into closed areas, each area must represent a rectangle with 
the number of cells 2, 4, 8. The areas can intersect, and the 
same cells can belong to different areas. Neighboring cells 
are not only cells that are adjacent horizontally and vertically, 
but also cells that are located on opposite borders of the map. 

When covering cells with closed areas, one should strive 
for the minimum number of areas, each of which would 
contain as many cells as possible. Each member of the 
function of the LС is only one of those LСs that have one 
value for the corresponding area. If an LС for one cell of a 
region has one value, and for another cell of this region, 
another, it is not present in the corresponding member of the 
function of the LС. 

To obtain the minimum form of the function in this work, 
it is proposed to cover the cells with the same LSA values 

with closed areas and to take the LC values with the same 

value within the corresponding areas when writing the 

members. 

So, from Figure 2 is obtained the function of conditions 

)( 321 f  for LSA АU:  

313132  f    (8) 

Having executed minimization, is received: 

33211332 )(  f   (9)

 

 

Fig. 1. Carnot map for LSA АU 
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Fig. 2. LSA Truth Table Sets АU 

 

IV. MATRIX DIAGRAM ALGORITHMS OF THE 
PROCESS OF ACCOUNTING FOR AND CONTROL OF 
DEVICES OF AUTOMATICS AND TELEMECHANICS 

The matrix scheme of the algorithm (MSA) is a square 
matrix (table 3), each row and each column of which is 
associated with the operator. 

kkkkk

k

k

k

аааA

аааA

аааA

AAA

M

.11.11.11

112111

.02.01.00

21

...

...............

...

...

...



  

The matrix element CARCD 
ijа  is the logical 

function of logical conditions. In this case, the operator 
gA

associated with the g-th column of the matrix is executed 

after the operator 
qA  associated with the q-th row, if the 

logical function 

1),...,( 1  mqgqg ppаа  

Logical functions MSA CARCD have the following two 
properties:  

the consistency of the algorithm  jgаа qjqg  ,0 ; 

completeness of the algorithm 1
1




qg

l

g

а .  

The product of two different functions of the same MSA 
row is always 0. This is the first condition necessary in order 

that, after the operator 
qA  could not run more than one 

operator. The second condition implies that at least one 

statement must always be executed after the operator 
qA . 

Thus, only one operator is always executed after the operator 

qA . 

Prepare MSA to LSA the process of replacing the unit 
distance signaling and communication of the First, the MSA 
string associated with the V0 operator is filled in. For this are 

all functions Aqа . After the V0 operator, the V711 operator is 

always executed, i.e. 
7110VVа =1. The function Aqа will accept 

up to V718. In this step, if 711 =1, then after V714, you must 

run the V719 oprator. Therefore, 
7110718VVа = 711а . If 711а =0, 

then after V718 it is necessary to execute the V719 operator. 

Thus, 
719718VVа = 711а . Element 

7111718VVа is equal to zero, 

since for any sets of values of LC after the operator V718 
cannot be directly performed by the operator V7111.  

Similarly to form other logic functions Aqa , is compiled 

by the MSA, the appropriate LSA algorithm A71 (4). 

kVVVVV

VVV

VVV

VVVVVVVVV

711471137112

712717

7118

713716

7117

714

7147116

713

7137115

714712

715

719

711712

71271117110

711

711

718

715

717716715

717

7147137127110














 (10) 

 For convenience, used graph-schemes of algorithms [18-
21], which give a more visual representation of the algorithm 
A71. From Fig.3 and LSA A71 their mutual connection is 
visible, and on the graph diagram operators are specified by 
rectangles, and logical conditions — circles. The initial 
operator (V0 operator) has no input arrows, the final operator 
(Vk operator) has no output arrows. The unit value of the LC 
in the diagram graph corresponds to an arrow marked with a 
+ sign, and the zero value to an arrow marked with a – sign. 

Logical functions MSA CARCD possess the properties 
of consistency algorithm and the completeness of the 
algorithm. 

Developed matrix diagram algorithms and graph-scheme 
of algorithm process CARCD clearly shows the correlation 
between Boolean terms and operators, the logical schemes of 
algorithms, i.e. the reciprocal relationship between 
participants, processes and the conditions of technical 
documentation. 

 L3 L3 k2L2 k2L1 

A23L1 A23L2 k2L2 k2L1 
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Fig. 3. Graph diagram of the LSA A71 

 

The results of the research in the form of the theory and 
methods of organizing electronic document management of 
technical documentation are implemented in the software 
“Automated system of accounting and control of railway 
automation and telemechanics devices” (ASU-KZHAT), 
which was tested in Tashkent signaling and communication 
distance ShCh-1 JSC “Uzbekistan temir yo‘llari” specialists 
of the Department of automation and remote control at the 
railway transport of the Tashkent institute of railway 
engineers. 

V. CONCLUSION 

A formalized scheme provides sufficient flexibility to 
describe CARCD, because it is based on the algorithmic 

representation of the system. In accordance with this method 
of formalization is aimed primarily at the identification and 
description of algorithms CARCD. 

The use of the language of logical schemes of algorithms 
to identify and describe the processes of CARCD in railway 
transport has allowed to develop a new survey methodology 
aimed at identifying the structural-algorithmic and 
parametric display of the processing system.  

The proposed method of minimizing the LSA allows you 
to get all the output value when finding the minimum set of 
members with the least number of LC. 

Developed logical function MSA CARCD possess the 
properties of consistency and completeness of the algorithm. 
Developed by the matrix circuit and the graph-scheme of 
algorithm process CARCD clearly shows the correlation 
between Boolean terms and operators, the logical schemes of 
algorithms, i.e. the reciprocal relationship between 
participants, processes and the conditions of technical 
documentation. 

The synthesized hierarchical structure of the model of 
electronic document management of technical 
documentation, where operators matrices of the highest level 
are represented as algorithms in a matrix of lower rank in 
their alphabet operations. The developed matrix model 
provides operational studies of electronic document 
management of technical documentation systems in the 
economy of automation and telemechanics in railway 
transport. 

Using the language of logic circuits of algorithms for 
identifying and describing CARCD processes on railway 
transport allowed us to develop a new survey methodology 
aimed at identifying the structural-algorithmic and 
parametric mapping of the processing system. 

The proposed formalized scheme of the CARCD process 
with the use of logic circuits of algorithms ensures the 
formalization of procedures for the transition to automated 
technology. The formalized scheme makes it possible to 
carry out high-quality and accelerated operational research 
of the electronic document flow CARCD in the systems of 
automation and telemechanics on the railway transport. 

The proposed LSA minimization method allows you to 
get the entire output value when finding the minimum set of 
terms with the lowest number of LCs. 

The developed MCA logic functions of CARCD have the 
consistency and completeness properties of the algorithm. 

The developed matrix scheme and the graph-diagram of 
the algorithms of the CARCD process vividly show the 
interrelation between logical conditions and the operators of 
logical algorithms, i.e. mutual communication between 
participants, processes and technical documentation states. 

The hierarchical structure of the electronic document 
management of technical documentation model is 
synthesized, in which the operators of higher-level matrices 
are represented as algorithms in lower-level matrices in their 
alphabet of operations. The developed matrix model 
provides operational research of electronic document 
management of technical documentation systems in the 
automation and telemechanics business of railway transport.
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TABLE IV.  МSА A71 
 V711 V712 V713 V714 V715 V716 V717 V718 V719 V7110 V7111 V7112 V7113 V7114 V7115 V7116 V7117 V7118 Vk 

V0 1                   

V711  1                  

V712 
  1                 

V713 
   1                

V714 
    1               

V715 
     1              

V716 
      1             

V717 
       1            

V718 
        

711  711           

V719 
       1            

V7110 
          1         

V7111 
           

712    

712  
    

V7112             1       

V7113 
             1      

V7114                   1 

V7115 
               

713   
713   

V7116 
              

714   
714    

V7117 
           

712    
712      

V7118 
    1               
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Abstract — In this article the technique of non-invasive 
determination of a iron level in a blood and, therefore, 
hemoglobin is proposed. The system operates on the basis of 
changes in the optical transparency of tissue under the 
influence of an external magnetic field, based on the fact that 
the tissue is saturated with blood containing the iron. Since the 
change in transparency is extremely small, a number of 
measures have been taken to highlight the useful signal, 
namely, at first, a constant component determined by the 
average illumination of the receiver is excluded, and then the 
signal is detected through the implementation of synchronous 
detection, which allows recognizing the signal at a signal-to-
noise ratio of   –100 dB. 

Keywords— hemoglobin, anemia, iron in the blood, magnetic 
field, optical radiation) 

I. INTRODUCTION  

The situation related to the reduced level of hemoglobin 
in the blood of the population is relevant, because of the 
difficulties associated with the effects of this pathology. 
Hemoglobin is a respiratory iron-containing pigment of 
human blood. The main component of hemoglobin is iron, 
and in the role of the nitrogen base is a globin-protein, as it is 
shown in Fig. 1. 

FeH2O globin

СН

СН

СН

N

N N

N

 
Fig. 1. Chemical structure of hemoglobin based on an iron molecule. 

Reduced hemoglobin levels in humans cause such a 
disease as anemia. Depending on the degree of the disease 
[1, 2], symptoms may vary, but ones are appeared in 
following: people are usually weak, quickly tired, dyspnea 
and paleness of the skin and mucous membranes are 
appeared. Deep anemia may also cause frequent dizziness, 
tinnitus and visual impairment. According to the World 
Health Organization, there are more than 1.5 billion people 
in the world suffering from various degrees of this 
pathology.  

One of the most important tasks of solving this problem 
is the difficult and time-consuming analysis. There are a 
number of methods and systems to determine the level of 
hemoglobin [3-8]:  

• Calorimetric methods are based on the ability of blood 
hemoglobin to produce colored complexes during 
chemical reactions;  

• Semiquantitative method is a method of relative 
determination of hemoglobin by the specific weight of 
blood;  

• Gasometric methods are based on the use of the property 
of hemoglobin to add oxygen or carbon monoxide in 
strictly defined amounts;  

• Calculation of hemoglobin concentration by the amount 
of iron in the blood sample.  

These methods have proved to be good, but have a 
number of significant drawbacks due primarily to the 
invasiveness of the methods.  

In modern literature there are described also a number of 
studies on the determination of hemoglobin levels in the 
blood. For example, in [9] there are described studies in 
which children suffering from moderate anemia were 
observed, and suggests a variant of complex analysis of 
children's body parameters for more accurate determination 
of the patient's condition. However, the method is also based 
on invasive systems, except for the analysis of pathology 
symptoms, which is not a reliable factor.  

In the paper [10] the technique of noninvasive 
determination of the hemoglobin level by means of the use of 
pulse oximetry is proposed. This technique implies the 
presence of a system similar to the transceiver, which is quite 
difficult. It is also necessary to take into account the fact that 
the method is designed for determining the saturation of the 
oxygen, and therefore the determination of hemoglobin or 
iron is an indirect factor, which is unforgivable for medicine. 

The main problems with this type of system include the 
duration of the results, children's fear of being tested, the risk 
of blood poisoning, and the time taken to wait for the tests to 
be taken. Therefore, research in the field of development of 
non-invasive blood hemoglobin detection systems and 
automation of data recording is relevant. 

II. UNDERSTANDING OF PROBLEM 

The adult body contains 120-160 grams per liter of 
hemoglobin in the norm. On average, 4-5 grams of iron is in 
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the body in various forms, of which about 70% is in the 
composition of hemoglobin, about 5-10% is in the 
composition of myoglobin, about 20-25% is in the form of 
reserve iron and no more than 0.1% is in the blood plasma 
[10]. Correspondingly, hemoglobin is in the range of 2.8-3.5 
grams.  

Methods of determining the level of hemoglobin by the 
amount of iron are based on the fact that in all four chemical 
groups of hemoglobin molecules, the amount of iron is 
0.347%, therefore, the amount of iron can be determined by 
the level of hemoglobin in the blood.  

The determination of the level of iron in the blood, the 
normal value of which in the human body is in the range of 
10 to 30 micromoles per liter, should be determined with 
some shift, namely, taking into account the pathology. Thus, 
the operating range of the device should be at least 1 to 50 
micromoles per liter. 

So, the amount of the iron in the blood is very small from 
the point of view physical measurements; and it must be 
detected. 

III. PROPOSED TECHNOLOGY 

It is proposed to use the ability of iron as a ferromagnetic 
to be attracted by a magnetic field. The system consists of 
external measuring unit, which does not assume the 
invasiveness of the human tissue under the test. The human 
tissue is affected by a pulsed magnetic field and 
simultaneously it is illuminated by external light source. The 
optical receiver is located on the other side of the human 
tissue and detects the change in light intensity passing 
through the tissue.  

A simplified scheme of the device operation is shown in 
Fig. 2 and Fig. 3.  

Although this technology is not used in clinical 
laboratories, it can be used to calculate hemoglobin by using 
the data from the proposed device. 

Since the amount of iron in a healthy person's body and a 
person with anemia is not significantly different from the 
quantity of iron in the body, there are system’s disadvantages 
associated with this. First, it is the presence of external 
“noise,” caused by external illumination, which will make 
the error in the readings of the system. Second, rather small 
values of iron will correspond to a weak amount of changing 
of light force passing through the tissue. 

 
Fig. 2. Principle of device operation in case of external magnetic field 

presence. 

 
Fig. 3. Principle of device operation in case of external magnetic field 

absence.  

These disadvantages will be taken into account in the 
design process of the device develop in such a way as to 
minimize these errors or take them into account under any 
external environment situation. 

Initially, two questions were identified as problems. First, 
it is the problem of magnetization of iron in the human body 
and, second, it is the problem of sensitivity of the optical 
radiation receiver.  

The first problem was solved by analyzing reliable 
fundamental literature, the results of which revealed that iron 
ions Fe2+ and Fe3+ [11, 12], whose compounds are subject 
to magnetic field influence, are present in the organism to a 
large extent.  

For useful signal catching the principle of synchronous 
detection is used, and it is necessary to determine the 
required value of the light flux for the source of optical 
radiation. It is also necessary to determine the strength of the 
magnetic field created by the electromagnet, as well as to 
select the frequency of exposure to electromagnetic fields on 
the body.  

Actual values of iron level in blood will be determined on 
the basis of full-scale experiments, and the obtained values 
of voltages will be assigned their own values of iron level in 
blood.  

IV. DEVICE DESCRIPTION 

In order to the capturing of useful signal, the principle of 
synchronous detection is used, and it is necessary for 
determining the required value of the light flux for the source 
of optical radiation. Also, it is necessary for determining the 
strength of the magnetic field created by the electromagnet, 
and for selecting the frequency of exposure of the 
electromagnetic field on the body.  

For creation of the interface of the user convenient for the 
person, the software including a database of indications will 
be created.  

A detailed scheme of the device, which operates 
according to the proposed method, is shown in Fig. 4 [13].  

The device should consist of two blocks, the primary 
transducer proper, which converts the changing transparency 
of human body tissue under the influence of an external 
applied magnetic field into an electrical DC signal. 

The second unit is a computing device with integrated 
power supply unit. 
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Fig. 4. Detailed structural scheme of the device. 

Since it is assumed that the value of electric power 
applied to the electromagnet should be measured in units and 
even tens of watts, the power supply of the device from the 
autonomous current (battery) is inexpedient. For this reason, 
the device will be powered by AC 220 V 50 Hz.  

The primary transducer will contain an electromagnet 
and an optocoupler placed on an ergonomic device wrapped 
around the thumb and index finger of the human hand, so 
that the illuminated area of human tissue falls on the 
membrane between the thumb and index finger. 

The generator (G) forms a pulse that is fed to the 
synchronous detector (SD) and simultaneously to the 
modulator (M).  

The modulator generates a current flowing through the 
electromagnet (EM), which creates a magnetic field that 
affects human tissue, while the optical source of radiation 
(SOR) forms the light force continuously.  

The light passing through human tissue (HT) is 
modulated in amplitude by the accumulation of red blood 
cells containing hemoglobin. However, these changes in the 
luminous flux on the optical radiation receiver (ORR) are 
extremely small. This level of modulation is in several orders 
of magnitude less than the average illumination of the optical 
radiation receiver, created by the constant light passing 
through human tissue, and external illumination (parasitic 
illumination).  

The first way of eliminating this imbalance is the use of 
the high-pass filter (HPF), which transmits an alternating 
signal due to the modulation of the illumination due to the 
pulsed magnetic field. The spectral components (close to the 
direct current) caused by the average illumination in the 
high-pass filter are suppressed.  

However, in the signal at the output of the high-pass filter 
there can be also spectral components lying near the 
frequency of magnetic field influence. It is necessary to 
understand this frequency will not be high, may be several 
hertz. Such value of frequency is caused the fact that the time 
constant of filling the tissue with blood is quite large. 
Therefore, any movement of human tissue will result in the 
appearance of components in the spectrum of the signal that 
are commensurate with the frequency of exposure to the 
magnetic field.  

Low frequency amplifier (A) forms on its output gained 
sum of useful and parasitic components. Consequently, the 
amplified spectral components have not to be detected 
directly, because parasitic components in amplitude will be 
many times larger then useful one. 

It is proposed to use the synchronous detector. Due to the 
presence of an integrating chain the synchronous detector 
can distinguish between useful and parasitic signals with a 
signal-to-noise ratio of up to -100 dB. For example, the 
AD630 synchronous detector from Analog Devices can be 
used [14].  

In this way, a direct current signal is obtained at the 
output of the synchronous detector. Signal detection is 
clocked by the reference oscillator signal, and it is 
proportional to the changing of light intensity only at the 
input of receiver of optical radiation. These changes are 
caused by the affects of an external magnetic field on human 
tissue.  

However, it is necessary to understand which values of 
light intensity and magnetic field should be used. These 
values will be determined experimentally. 

The device operation is managed by the control unit, the 
main part of which is microcontroller (MC), as it is shown in 
Fig. 5. 

МС

Keyboard

Non-volatile 
memory

Cloud data 
storage

From SD

To SOR
To G

LCD

 
Fig. 5. Structure of control unit. 

The primary transducer described above is connected to a 
control unit with a three-signal-wire remote cable. One wire 
must be placed in the shield. Besides the signal wires the 
power wires have to be included into the cable as well.  The 
cable has to be connected to control unit via small connector 
with seven pins.  

The user interface must have an LCD display showing 
the iron content in micromole per liter and can also contain 
addressable statistics (for each client).  

The device will be controlled by means of the keyboard. 
Availability of non-volatile memory (NVM) will allow 
entering statistics of diseases and store data. The data can be 
subsequently sent to the server of the medical facility. This 
will eliminate the need for the patient to be present in person 
at the doctor's office if there is no need to be present. At this 
stage of the research, the device will not be communicated 
with a personal computer. 
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V. CONCLUSION  

The problem of controlling of the level of hemoglobin in 
blood was considered in the paper. Existing methods of 
determining the level of hemoglobin were discussed as well. 
The main drawbacks of the existing systems were 
determined. These methods were based on their 
invasiveness, difficulty in getting the results, as well as the 
duration of data processing.  

The new method of determining the level of iron in the 
blood was proposed. The method is based on the properties 
of the iron, as ferromagnetic, to be attracted by external 
magnetic field. At the same time, translucent working area of 
the human tissue surface will change the optical 
transparency, which is proportional to the content of iron in a 
blood.  

Possible risks of system error and efforts for its reducing 
were described. The structural scheme of the device for non-
invasive determination of iron level in blood was proposed. 
The device consists of two units: primary transducer and 
control unit.  

Special arrangements in primary transducer design let 
decreasing the negative influence of parasitic illumination of 
optical receiver. Synchronous detection of the sum of useful 
and parasitic signal ensures the selecting of useful signal 
with the signal/noise ratio up to –100 dB.  

The control unit implements the obtaining measuring 
data on hemoglobin-in-blood presence very fast, within few 
seconds. Device ensures fast and non-invasive determination 
of hemoglobin. The risk of the blood infection is null, at least 
no more than causal use of any other thing by man. 

Device has possibility of using data to be transferred to 
medical institutions for statistical result obtaining without 
personal presence. 

In the perspective it is supposed to research the 
dependence of parameters determined by our device on other 
parameters of the body. For example, in articles [15, 16] 
there are described the methods of monitoring the condition 
of patients with diabetes by determining the level of 
hemoglobin. Such researches give us possibility to presume 
that magnetic field may change some body parameters which 
influenced on diabetic level. It is planned to study the 

influence of magnetic field on the parameters of the 
organism. 
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Abstract — A number of railways have posed repeatedly the 
requirements to provide a capability of shifting towards repair 
and recovery technology for maintenance of the systems due to 
trouble-shooting and forecasting of the device statuses and 
recording of the train traffic control devices based on their 
actual operation hours. At present, the integrated monitoring 
hardware permit to shift towards the above mode only for a 
number of devices equipped with the operation monitoring 
facilities.  

The goal of this work is developing a methods for calculating 
the resource based on existing technical documentation and data 
monitoring systems, without the additional cost of entering the 
source data. To this end, a method has been developed for 
constructing a model of the operation of a technical system for 
circuit solutions and protocols for its operation. Scientific 
innovation consists in developing a universal method that does 
not depend on the type of technical system, but is entirely 
determined by its description in a universal format. 

The paper proposes a method based on the graph and binary 
logic theory to receive data on the operation hours of all the 
system devices based only on available information and 
technical documentation for the system only. The proposed 
solution permits to obtain real data on the operation hours of 
automation devices without additional hardware costs, 
requiring no fitting of every system component with monitoring 
equipment. The integrated principles of technical 
documentation generation in a special format provide the 
prerequisites for intelligent processing of the data. After a 
traffic control system design was made in a special technical 
documentation format, a method has been developed to 
automate building of a real system model and analyze its 
operation. Owing to a combination of a computer modeling 
system and a record of real process operations implemented on 
a specific train traffic control system, a method has been 

developed to obtain data on operation of all the components at 
any point in time. And when an expected train schedule is built 
into the developed model, it is possible to plan a maintenance 
schedule in advance for a forthcoming period based on the 
actual condition without integration of new special hardware.  
Keywords— special format, train traffic control, logic diagrams, 
online documentation, industry format of technical 
documentation, modelling, logic modelling. 

I. INTRODUCTION 
At present, there is no troubleshooting and monitoring 

system capable of picking up the data from all railroad 
automation and telemechanic (RAT) devices [1-2] that gives 
no chance to reject totally regular replacement of the 
automation and telemechanic components under a schedule 
without regard to their actual operation hours. All diagnostic 
monitoring systems [3-6] suppose that data pickup devices 
should be installed on a monitoring component. It is 
impossible and unreasonable in technical terms to install a 
monitoring instrument on every separate control system 
component, though correct data on the operation hours of 
every component is necessary to forecast its life. It means that 
engineering solutions are required, which will permit to assess 
the operation hours of RAT devices without installation of an 
additional troubleshooting package.  

The central purposes set to solve the problem are to: 
- shift towards maintenance and inspection of the traffic 

control devices on condition rather than under a schedule; 
- identify the actual life of traffic control devices without 

additional costs; 
- forecast the life of traffic control devices in the future. 
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Autors proposes to use modelling of the system operations 
based on technical documentation. Modelling should identify 
the life of every component. Input actions on the developed 
model are a traffic schedule and a record of process operations 
on the system. This could be an expected traffic schedule for 
provisional maintenance planning or correct information from 
the microprocessor-based traffic control system or operation 
monitoring system records. 

II. SPECIFIC FEATURES OF TECHNICAL DOCUMENTATION 
PRESENTATION 

So far, a suite for dealing with technical documentation 
has been developed for the Russian railways [5]. The software 
performs an integrated set of tasks, starting from an electronic 
archive and electronic document flow system and ending with 
an industry CAD system concerning railway automation with 
functions of an expert system. The system stores all the 
technical documentation for RAT devices, which could be 
used as a data source.  

All the required technical documentation is presented in an 
Russian industry format of technical documentation (IF-TD) 
[8, 9]. This format like as other industrial formats in the world 
(RailML® and other) [10-15]. The IF-TD (Fig. 1, 2) contains 
not only the drawing information (drawing by SVG 
format)[16], but also a model  of the depicted device or a 
separate component by means of Extensible Markup 
Language (XML) [17]. Every component of the drawing is 
described by a full set of parameters, which permit to identify 
uniquely a specific set on the real system as well as obtain its 
technical specifications from a file. 

 
Fig. 1.  IF-TD structure. 

Any file (Fig. 3) in IF-TD contains a description:  
- document info; 
- drawings sheets with Headline; 
- elements (static, dynamic, tables etc.) ; 
- connections between the elements; 
- presentation in SVG format. 
File in IF-TD provides substantially a model of the 

depicted device or part of the system. 

 
Fig. 2. IF-TD structure. 

 
Fig. 3. Description of element connections 
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III. CONSTRUCTION OF UNIFIED MODEL BASED ON 
TECHNICAL DOCUMENTATION 

As mentioned above, technical documentation contains all 
the information required for construction of a unified system 
model. All that is left to do is to remove the data that is not 
required for the problem and combine a lot of sheets 
(drawings) into a unified model. 

Construction of a model could be split provisionally into 
three stages: 

- establish a working space from the diagram sheets; 
- construct electrical units of the diagram, which govern 

electrical connections among the elements. 
- identify the devices used in the diagram from separated 

parts on the drawing sheets. 
A working space designed for data control creates and 

stores the data from the diagram sheets describing the system 
operation principles. Electrical units are presented both on 
separate sheets as well as can continue on other design sheets, 
so a process of obtaining and combining the units takes place 
throughout construction of a model. 

Instruments can be presented on the diagrams as a lot of 
parts and outputs (for example, a relay winding and contact) 
depicted often on different sheets of a diagram. To identify 
correctly the instruments, it is necessary to identify all the 
parts of devices from all the sheets of a diagram.  

As a result, it is possible to state that a model constructed 
automatically from the technical documentation contains two 
main components that are necessary to solve the posed 
problem: 

- set of electrical units of the system; 
- set of devices with a set of parameters.  
The units and instruments are interconnected with the 

instrument outputs, which are contained in a description of a 
specific instrument and operate as connection points with a 
specific electrical unit. A set of devices include both the 
controlled devices as well as power supply and input signal 
sources to set the model operation parameters. 

A produced unified model of the system permits also to 
solve a lot of other problems. At present, the model in question 
is applied to problems of controlling the circuit designs and 
technical documentation:  

- check of device block diagram plotting; 
- check of device assembly diagram plotting; 
- control of matching between different diagram types; 
- check of technical documentation for compliance with 

rated values; 
- check of technical documentation after operation of 

certain modules for generation of the same; 
- control diagram after recognition[18-19]. 

IV. AUTOMATION SYSTEM OPERATION MODELLING 
METHODS 

A produced system model based on the technical 
documentation provides a basis for construction of a logic 
operation model of train traffic control systems. Specification 
of the input actions as status setting of certain model 
components makes it possible to have an operation modelling 

process of all the system in block. It is necessary to consider 
that modelling can be carried out as two types: modelling of 
electrical processes of all the system’s operation, including 
transient phenomena, and logic modelling. Modelling of 
electrical processes of the system (analog-digital modelling). 
This permits to carry out: a full functional check of the system, 
diagnostics of the operation modes, and many other tasks, but 
is quite labor intensive.  

For the purposes of recording the operation hours of 
devices, logic modelling tools are sufficient. In case of logic 
modelling, a status of all the system components is presented 
as two potential statuses of «1» and «0», i.e. «on» and «off». 
At the same time, all the system is presented as a set of 
Boolean equations. Every equation of the system describes a 
way to turn on the element at a given time step. A solution to 
all the system of equations governs the system status at a given 
point in time. A set of Boolean equations is set up 
automatically based on a plotted graph, i.e. the enabling 
circuits of every system element are identified at every point 
in time. A presented system of equations describes all 
potential operation of the system to identify the status at every 
point in time. 

Methods and tools to convert a file describing a system 
drawing in a special open data format into a computer model 
that is suitable for supply of actions on the same concerning a 
train traffic schedule or based on the actual traffic have been 
developed in this paper. A developed methodology integrating 
the data of monitoring systems permits to transmit this 
automatically to the obtained model in order to synchronize 
the model performance with the operating devices. 

Modern computing facilities permit to solve the system of 
equations almost on any timescale from real time to 
computations for future years. A modelling outcome depends 
on the specified timescale to perform one time step of a real 
time system. 

The work outcome may be output in any form that is 
convenient for the user: operational tables of all the system 
components, a timing chart of the device behaviors (Fig. 4), 
and many other. 

The model as such can operate in different modes 
depending on an input data setting method: 

1. Manual mode, where the actions are specified 
manually by the user from a control unit analog. 

2. Traffic schedule setting. A traffic schedule and a set 
of standard actions implementing the schedule are supplied to 
the model, on which basis the model performs. The mode can 
apply to develop a provisional maintenance schedule for the 
devices and to develop plans for exchange of the devices from 
the installation points; from a point featuring a low number of 
actuations to that with a high number of actuations. 

3. Mode of integration with supervisory control 
systems[20-23]. In that mode, all the input actions are supplied 
from the troubleshooting and monitoring systems [24-26]. The 
model operates in parallel with the real system to count the life 
of all the instruments in real time. 

The manual mode can be applicable to develop 
automatically simulators of real train traffic control systems 
based only on their technical description as well as to monitor 
correctness of circuit designs for automatic examination of the 
circuit designs of train control systems.  
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Fig. 4. Timing charts of device (instrument) behaviors 

V. CONCLUSION 
This paper develops tools for use of the electronic 

technical documentation to find out the actual operation hours 
of devices without installation of dedicated monitoring 
facilities on every element of the system. It is shown that this 
do not require development of separate dedicated models, but 
it is sufficient to take only the technical documentation 
describing the system. The work proposes an engineering 
solution for automatic modelling of the operating systems and 
provides an overview of the methods to produce a unified 
model from the technical documentation that can bring a high 
cost advantage for a shift towards maintenance based on the 
actual condition of the systems consisting of many 
components, which are maintained currently based on the 
operation life only. The method permits to obtain 
automatically an operating system model based just on its 
technical documentation and start to count the life of elements 
based on the available data, without expenses for integration 
of the dedicated engineering systems of component 
troubleshooting. 

In this paper, methods for calculating the resource are 
developed on the basis of available technical documentation 
and data from monitoring systems, without the additional cost 
of inputting initial data and installing additional systems.  

The developed methods make it possible to construct a 
model of the operation of a technical system of any type only 
according to technical documentation. 
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Abstract—In this paper the authors solve the problem of 
dense layout on the infinite plane of the spiral scans of the side 
surface of a straight circular truncated cone. The boundaries 
of the spiral scans are arcs of circles and spirals of Archimedes. 
A full scan of the side surface of the cone is a single part. The 
approach of finding a dense layout by means of 
implementation of transformations of rotation of figures and 
their parallel transfer in the Maple 2015 is offered. As an 
example of the surface, the surface of a conical spiral antenna 
or the surface of a woman’s skirt can be considered. It is shown 
that for the proposed layout of the spiral scan the proportion of 
cuttings is equal to 5.3%, and for straight conical scans of the 
same lateral surface is 10.2%. Thus, the proposed method of 
layout of the spiral scans in the plane allows to reduce the 
proportion of cuttings by almost 5%  

Keywords— dense layout, spiral scans, infinite plane, straight 
cone, model of a female figure and antenna, the percentage of 
cuttings  

I. INTRODUCTION  
Various products and devices based on conical surfaces 

with planar and space involute curves have been widely used 
in science and technology. The analysis of works in this 
direction showed that such approaches are used in modelling 
and simulation of conical antennas with two helical co-
polarization layers for the transmission of highfrequency 
signals [1, 2], when creating a tooth surface treatment 
technique for a conical gear with a tooth profile curve in 
form of the spiral curve [3], in the development of 
engineering methods for designing flat and spatial 
logarhythmic spirals for modeling conical gears, conical 
spiral gears, spiral springs [4], etc.  

Due to the property of flattening the cone surface has 
wide applications in engineering and technology. Depending 
on the application and purpose, conical surfaces can be made 
of various fabrics, carbon fiber, metals, plastics, etc.  

Analysis of the results of the introduction of computer-
aided design systems in production shows that the 
automation of cutting of product surfaces not only reduces 
costs and improves their quality, but also significantly 
increases the percentage of material usage, rational 
consumption of which is particularly relevant for enterprises 
using expensive raw materials [5, 6, 7].  

The goal of this work is to develop a method of the 
spiral scans dense layout on an infinite plane for the lateral 
surface of a truncated straight circular cone with a cuttings 

fraction less than that of traditional direct scans dense layout 
methods. Key objectives: 1) calculate the percentage of 
cuttings for the direct scans layout; 2) determine the 
percentage of cuttings for the spiral scans dense layout and 
show the advantages of such a layout; 3) construct spiral 
scans on a plane, as well as dense layouts of spiral scans and 
direct scans, using Maple programming environment.  

For the traditional design of a cone's lateral surface scans 
on an infinite plane, the scheme illustrated in Figure 2 is 
used. The novelty of the suggested method lies in the 
development of a new form of a cone's lateral surface - 
spiral scans - which allow to reduce a cuttings fraction from 
10.2% to 5.3%. Modeling of a cone's lateral surface in the 
form of spiral scans also allows to find new design solutions 
when designing clothes and conical spiral antennas. 

II. PERCENTAGE OF CUTTINGS FOR STRAIGHT SCAN  
Cone surfaces are widely represented in various 

industries: light and manufacturing industries, sphere of 
services, engineering, etc.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 1. Modeling of a straight circular truncated cone  
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Conical surfaces have the property that they all unfold 
on a plane without folds and breaks, respectively, from the 
part on a flat sheet of material, deforming it, you can get a 
conical surface shape (Fig. 1).  

The problems of optimal cutting were solved by a 
number of Russian and foreign scientists [8, 9, 10]. Many of 
works were associated with the regular layout, i.e. the 
positioning of the same figures in the endless strips [11, 12].  

As an example of designing a conical scan, the 
parameters of scan of the side surface of a straight circular 
truncated cone will be found for a skirt on a female figure of 
a typical physique, the initial data are given in Table 1.  

TABLE I.  ANTHROPOMETRIC DATA OF A TYPICAL FEMALE FIGURE  

 Measures, cm  

1 Heigh 164 

2 Waist circumference Cw 76 

3 Projection distance from waist to thigh h 20 

4 Bust circumference Cb 96 

5 Hip circumference Ch 104 

6 Length of skirt L 53 

 

Similarly, the surface of the conical antenna can be 
designed, for example, with the same parameters of the 
cone.  

We define the parameters of the straight cone and the 
corresponding classical scan by formulas  

2π
CwRt  , 
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sinLH                  (4) 
The values of the parameters of the classical straight 

circular truncated cone scan are given in table 2.  

TABLE II.  VALUES OF STRAIGHT SCAN PARAMETERS  

 Measures, cm  

1 Radius of waist tR  12.1 

2 Radius of hip bR  16.55 

3 Radius of length of skirt nR  23.62 

4 Height of skirt H  51.73 

5 
Angle between generator and cone base 

 , rad 1.35 

6 Length of generator L  53 

7 
Length of generator of upper part of 

cone vR  
55.62 

8 Central angle of scan  , rad 1.37 

To determine the percentage of material usage with a 
dense regular layout of straight conical scans, we present the 
visualization of the layout in the Maple environment (Fig. 3) 
for the above values of scan parameters.  

In Figure 2 it is easy to see that the main rectangle 
ABCD  also contains exactly two copies of straight scans, 

the area of the main rectangle is equal to  

  2m280565,1995,0392,0895,0 restS       (5) 

 

 

 
Fig. 2. Dense layout of straight cone scans  

The area of one straight scan of the side surface of the 
cone is determined by the formula 

   .m5947,0
2

222  vpscanstr RRS 
        (6) 

In Figure 2 it is easy to see that in the main rectangle 
ABCD  exactly two scans are placed in the main rectangle 
ABCD , then the effective area of the material usage in the 

case of a straight conical scan equals to 

 .m18948,12 2 scanstrstr SS           (7) 

The percentage of cuttings is determined by the formula 

     %.24,10%100 
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III. PERCENTAGE OF CUTTINGS FOR SPIRAL SCAN  
In the work [6] the equations of the boundary of the 

spiral cone scan in the polar coordinate system were 
obtained  
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where: r  is polar radius,  is polar angle;  

        central angle of scan;  

      rightleft rr ,  left and right borders of spiral scan;  

     p  the number of revolutions of the boundary of the 
spiral scan on the side surface of the cone.  

Let us construct the border of the scans in the form of (3-
5) with two values of the parameter p  (0.47; -0.47). The 
visualization of the scans calculated in Maple 2015 for the 
initial data from Table 1 is shown in Figure 3. Layout, 
shown in Figure 3 a) we call the left, and in figure 2 b) – the 
right.  

а) 47,0p ; 

 

 
b) 47,0p ;  
 

       
Fig. 3. Dense Scans of cone with data from Table 1  

For the horizontal arrangement of the common tangent 
to the considered scans, we perform the rotation of these 
scans to the angles 1  and 2 , accordingly, as well as the 
parallel transfer of the scans and their dense layout. Each 
row consists of left and right scans in turn. For dense scans 
on an infinite plane, the calculations in Maple 2015 show 
the following location of the scans and the dimensions of the 
basic rectangle  

 

 

 
 

 
 

Fig. 4. Example of plotting a dense layout of spiral scans  

The rectangle that cuts off the part of the plane that 
contains all the characteristic elements of the scans is called 
the basic rectangle. In other words, the main rectangle has 
the property that joining the same basic rectangles 
horizontally and vertically will lead to the construction of 
the entire plane with a dense layout of the scans [13, 14]. 

Since the second of the left scans is obtained from the 
first one by a shift of 0.79, the width of the main rectangle is 
0.7654 m. Since the left scans of the third row are obtained 
from the scans of the first row by a shift of 1.59, the area of 
the basic rectangle is equal to 

 2
1 m217,159,179,0 restS             (11) 

On the other hand, the basic rectangle includes six parts 
(along with cabbage). It is easy to see (Figure 4) that 
combining parts with numbers I, II, III gives the left scan, 
and combining parts with numbers IV, V, VI gives the right 
scan. Thus, the useful area of the basic rectangle is the area 
of two scans.  

Let us find the area of each of the scans. All of them are 
equal-sized figures, since they cover the same straight 
circular truncated cone. The area of the left scan is 
calculated in the polar coordinate system by the formula  
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All parameter values are defined in Table 2. We 
calculate the area of the left scan using the formula (10)  
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The basic rectangle includes one copy of the left scan 
and one copy of the right one, since each of them covers the 
same side surface of the cone, their areas are equal. Then the 
area of spiral patterns inside the basic rectangle is equal to 

 .m18945,12 2
1  SS spir  

According to (9), the percentage cuttings for layout of 
the spiral scans is determined by the formula  

%.31,5%100
1

1





rest

spirrest

S

SS
П  

IV. CONCLUSION  
The development and use of CAD system allows to 

provide high quality design solutions, significantly reduce 
the production time. Reducing of the percentage of cuttings 
can keep production costs down, which generally increases 
the competitiveness of products.  

As a percentage of cuttings in the case of layout of a 
right circular truncated cone in the form of flat patterns is 
more than 10%, and for the case of the layout of the spiral 
scan, the percentage of cuttings is 5.5%, the proposed 
method of the layout of flat patterns of the surface of a cone 
provides a significant saving of materials on which it is 
made.  

The proposed method of the layout of spiral scans can be 
used for various materials of light industry, as well as for the 
manufacture of scans of conical surfaces of metals, plastics 
and other materials.  
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Abstract— The paper proposes the analytical method of 
design of structures in the form of a flexible inextensible shell. 
Research topic of this paper corresponds to scientific directions 
of symposium System-in-Package and 3D Design & Test. As an 
example of such a design, a product is to promote the 
development of microelectronics - an aerodynamic figure is 
considered, which is a connected set of unfolding surfaces. The 
aero-figure is a 3D object and is designed in Maple based on 
the package commands with 4GL library. Analytical 
construction of 3D graphical objects is implemented on the 
basis of commands that allow to draw surfaces and spatial 
curves specified in explicit and parametric form. All elements 
of the aero-figure are unfolding surfaces of conical type and 
intersect with each other only on common boundaries – space 
curves. The current approach allows to design an aero-figure 
of specified dimensions based on the calculation of the scan 
elements. 

Keywords— computer simulation, aerodynamic figure, 3D 
graphic objects, 2D scans, package Maple 2015  

I. INTRODUCTION  
Modeling and computer-aided design have a very 

significant impact on all practical human activities. 
Appearance of CAD instruments – computer tools for 
microelectronic design engineering was caused by rapidly 
increasing of complexity and amount of tasks. Optimal 
placement and connection of functional modules of complex 
functional devices [1] doesn’t seems to be possible without 
using CAD tools anymore.  

Requirements for integral schemes design instruments 
are continuously increasing and this is why semiconductor 
devices manufacturers forced to step up efforts to develop 
new tools. Because of there are being developed high-level 
logical modeling and synthesis systems used for creating of  
integral schemes and digital technologies universal integral 
design environment. Experts of Synopsys and Cadence 
entered the market of automatic synthesis based on standard 
logic element libraries.  

In 21st century, production began using technological 
standards of 130, 90 and even 50 nm. First Encounter 
system became standard for nanometer technologies design. 
One of ways to promote new design technologies is creating 
of aerodynamic figure which is shell construction [2]. Shell 
construction might have multi-layer design with each layer 

having it’s own technological purpose and layer width might 
be designed with nanometer technologies.  

Dynamic air-supported figure is a creative type of 
advertising that attracts attention with its unusual shape and 
large size. Aero figure is projected from 3 to 10 meters high. 
A dancing inflatable person with an aesthetic appearance is 
visible from afar, it pleases both adults and children, and 
therefore, it is suitable for both advertising purposes and 
promotion of microelectronics products. A dancing 
inflatable person can be installed near the shopping center or 
store, at the entrance of the cafe, the exhibition, amusement 
park, during a variety of carnivals and festivals.  

On this subject at present, there are only patents for 
invention [3] and for the utility model [4]. In [3], a 
description of the work of an aero figure at constant or 
variable air flow into its legs is proposed; various options 
for air outlets are considered that can significantly change 
and diversify the set of dance movements of the aero figure. 
An explanation is given why the air figure under the 
influence of the air flow makes wave-like cyclic 
movements. The description of specific models of fans and 
products with specific dimensions is given. The conditions 
of safe operation of the air figure are described, a qualitative 
description of the geometry of the air figure for its reliable 
operation is pointed out.  

In the paper [4], a utility model was described, which 
consists in creating a movable air-supported structure that 
simulates a living creature on its head and performs various 
movements associated with acrobatic or dancing 
movements. The hole of the sleeve, imitating the head, is 
connected to the output of the airflow generator. In this 
design, there is a "single-point" hinged fastening of the shell 
to the generator of the air flow, which is less stable than the 
two-point one. At the same time, the sleeve of the shell 
simulating the head works not only for bending, but also for 
torsion, to extend the range of movements of the shell 
elements of this tool during its demonstration.  

The purpose of the paper is to create an analytical 
method of designing deployable air supported dynamic 
figure of given geometric dimensions, to describe the 
volume-spatial form of the product prototype using 
application package.  
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Research tasks are: 1) to describe the shape of the 
elements that make up the air supported figure, to describe 
the curves by which the elements of air supported figure are 
interconnected; 2) to improve a traditional form of an aero 
figure for the convenience of its practical application; 3) to 
make "assembly" of an aerodynamic figure from its 
constituent elements; create a program for the automatic 
design of aero figures.  

The novelty of the work is: 1) in the analytical 
description of the surface of the aerodynamic figure and its 
constituent elements in Cartesian rectangular coordinates 
and in the parametric coordinate system; 2) in creating a 
program for building supported figure depending on the 
given geometrical dimensions; 3) in the possibility of 
promptly changing the shape of the product, the color of 
each elements of the aero figure according to the customer’s 
taste and demonstration long time before creating the 
product.  

Computer modeling of physical and geometric similarity 
of a prototype to a real object is necessary in order to study 
the properties of a technical object, its visualization long 
before the creation of the object itself [5].  

Research topic of this paper corresponds to scientific 
directions of symposium  1) System-in-Package and 3D 
Design & Test, 2) CAD and EDA Tools, Methods and 
Algorithms. 

II. SURFACE OF AEROFIGURES IN MAPLE  
The Maple 2015 package has interactive graphics 

capabilities and allows to visualize products based on 
symbolic mathematics [6]. Maple has a very user-friendly 
programming language that has a crisp logic that is clear not 
only to a professional programmer. In addition, Maple 
allows you to create simple application packages and 
integrate them into a complex program. It automatically 
selects the required types of variables and checks the 
correctness of operations, does not require a description of 
variables and strict formalization of the record. Graphic and 
spreadsheet management simplifies the user interaction with 
the Maple engine, performing the role of a tool, with the 
help of which the requests to perform specific tasks are 
passed and the results are displayed. 

The Maple system supports two-dimensional and three-
dimensional graphics, it makes possible to combine graphics 
of several functions, to represent explicit, implicit and 
parametric dependencies, as well as multidimensional 
functions and simply a set of data in a graphical form and 
visually determine the geometry of objects. Maple builds 
surfaces and curves in three-dimensional space, including 
surfaces specified in explicit, implicit, or parametric forms 
[7], and visualizes solutions to differential equations. In this 
case, graphical objects can be represented not only in static 
form, but also in the form of two-dimensional or three-
dimensional animation. This feature of the system can be 
used to display real-time processes. 

The “body” of the aero-figure is a conical surface, which 
is bounded from above by a cone connecting the 
“shoulders” of the aero-figure with its “neck”. From below, 
the “body” of the aero-figure is bounded to the “legs”, each 
of them being also a circular cone. In this case, the axis of 
symmetry of the “body” coincides with the vertical axis, and 
each of the axes for the “legs” is inclined to the vertical axis 

at an acute angle (Fig. 1). The lower border of the body, 
marked in Fig. 1 in red, does not lie in the horizontal plane, 
since it is the intersection line between the “body” and 
“legs”.  

The equation of the surface of the “body” of the aero-
figure in Cartesian rectangular coordinates is the following 

  ,2222 azpyx                           (1) 

where yx,  Cartesian coordinates in the horizontal 
plane,   

z  vertical coordinate;  

  ,arctgp  angle between the axis of rotation of 
the cone and its generator;  

a  magnitude of the shift in the direction of the OZ 
axis.  

In the paper the parameter p  is accepted equal to 

12
1

p .  

In Maple, the surface is better drawn if it is defined in 
cylindrical coordinates system  

 azpr  ,             (2) 

where r polar radius in the horizontal plane.  

The surfaces representing the “legs” of the aero-figure 
are also cones of rotation, but they are inclined to the axis of 
the applique at an acute angle  , which is set by the 
designer himself, in the paper it is taken equal to 52  . 
Accordingly, to vector the inclined cones of rotation, it is 
necessary to perform the transformation of the rotation of 
the conical surface in the XOZ-plane. The formulas for the 
rotation transformation in the XOZ-plane are the following  
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In this regard, the analytical description of the “legs” of 
the aero-figure in the Cartesian coordinate system is 
inconvenient. In the cylindrical coordinate system, the 
surface equations describing the “left leg” of the aero-figure 
were calculated in the formula 
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Accordingly, dependencies were obtained for the right 
“leg” of the aero-figure 
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The curves that are the boundaries of the “body” and 
simultaneously the “legs” of the aero-figure were obtained, 
the lines of intersection of surfaces (2) and (4), (2) and (5), 
respectively. In addition, the surfaces (4) and (5) intersect. 
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The elements “body”, “legs” and lines of their intersection 
are shown in Fig. 1.  

Since the surfaces (4) and (5) are symmetrical with 
respect to the vertical axis, the intersection curve 
highlighted in red is in the vertical plane.  

 

Fig. 1. Design of the aero-figure surface in Maple  

The equation of the intersection curve of surfaces (4) and 
(5) is the following 
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The equations of the boundary between the elements of 
the “body” and the “left leg”, respectively, the “right leg” 
differ only in the sign of the Y coordinate: minus sign to 
describe the border with the “left leg” and plus sign for the 
border with the “right leg” 
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The surfaces imitating the “hands” of the aero-figure are 
chosen in the form of circular cylinders, in which each of 
the edges bordering the ‘body” is a closed space curve. The 
equations describing the cylindrical surfaces of the “hand” 
taking into account the rotation transformations, as well as 
their some distance from the “body” for support view are 
selected in the form 
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where  2...0,sin5,221...10 ttz .  

The cones connecting the “body” with the “neck” and 
the “neck” with the “head” are straight circular and 
truncated with the OZ axis of rotation, their equations in the 
cylindrical coordinate system have the form (2) with the 
corresponding values of the parameters p  and a .  

In the papers [4, 5] mathematical models of the 
aerodynamic figure were proposed, but the geometry of the 
proposed models had several disadvantages (Fig. 1). The 
surface of the aero-figure can be considered as the first 
approximation to the surface of the human body [8, 9].  

III. MODIFIED SURFACE OF AEROFIGURES  
However, in contrast to the trousers, in the proposed 

aero-figure, the distance of the crotch depth (i.e. the distance 
from the waist line to the hip line) was much greater than 
that of a person. At the same time, the width of the legs of 
the aero-figure was not narrowed to the bottom and its legs 
were straddled. The geometry of the body was also 
approximated to the surface of the human body. The 
purpose of this paper is to eliminate the previously existing 
shortcomings in the modeling of aero-figure.  

Maple uses procedural fourth generation language 
(4GL), which is designed for rapid development and 
implementation of mathematics programs and applications 
for users. The mathematical model of the aerodynamic 
figure was developed in Maple, with its help the code in C 
related to this model was generated.  

The 4GL language is specially optimized for the 
development of mathematical applications, it allows to 
speed up the development process, and the user interface is 
configured with Maplets elements and Maple documents 
with built-in graphical components. It is also possible to 
create interactive documents and presentations in Maple by 
adding buttons, sliders, and other components, as well as by 
publishing materials online and deploying interactive 
computing on the network using the MapleNet server.  

The aerodynamic shape is a product of a flexible non-
stretchable fabric, inside of which the air is pumped. The air 
is pumped from below, through the legs of the aero-figure 
with the fans. The lower border of each leg is tightly fixed at 
the outlet of the fan and the air moves vertically upwards 
inside the body of the aero-figure, while inside the aero-
figure, a pressure is greater than the atmospheric pressure. 
This effect ensures the formation of the product. The neck 
of the aero-figure has a hole (Fig. 2) of a smaller radius than 
the body that allows it to keep its shape, then the neck 
merges into the head, on the border which has adjustable 
hole (exhaust). There is a free flow of air through the holes 
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in the head and hands of aero-figure. Due to the pulsating 
nature of the distribution of air velocities and pressures 
inside the aero-figure, on the one hand, it “keeps its shape”, 
and on the other hand – makes dance movements. An 
advanced model of the aerodynamic figure, made in the 
Maple 2015, in the construction of which the above 
shortcomings were eliminated, is presented in figure 2.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2. Advanced model of the aero-figure surface in Maple  

Aero-figure can be considered as a flexible inextensible 
shell [10], its study has theoretical and practical value, as a 
design that does not obey the laws of pneumostatics [11]. It 
is a self-vibrating object, the shape of which depends 
significantly on its mass, the moment of inertia and the air 
flow generator. The calculation of velocity and pressure 
distribution in this design are made with non-linear 
dependencies on the basis of the equations of motion for 
viscous gas, Navier – Stokes equations.  

The enveloping surfaces are surfaces of zero Gaussian 
curvature, their advantage lies in the possibility of their 
deployment and overlaying these surfaces on the plane by 
means of bending.  

IV. CONCLUSION  
The surface of the aerodynamic figure is a set of 

elements of the enveloping surfaces, that greatly simplifies 
its design. The construction of two-dimensional scans of the 
elements of the aero-figure significantly saves materials for 
its making as well as labor costs.  

On the basis of the developed program for the design of 
aerodynamic figures, it is possible to develop an automated 
system that will reduce the material and labor costs for 
making new products by creating virtual samples of 3D 
models, the possibility of rapid changes in the model samples 
and their transmission over the Internet. The program can be 
useful in the design of elements of shell materials, as well as 
for textiles designers.  

Result of this paper could be used in System-in-Package 
and 3D Design & Test, CAD and EDA Tools, Methods and 
Algorithms scientific directions. 
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Abstract - Based on the gravity center methodology algorithm 

is designed for solving dynamic problems of parametric 
optimization for electrical circuits. The approach used in the 
algorithm enables the derivation of infinite dimension problems 
into finite dimension ones and solving wide spectra of optimization 
problems with the persistence tolerable in engineering practice 
and minimal computational power cost. 
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I. INTRODUCTION  

Increasing interest in designing and managing engineering 
practices in modern technical systems is essential to the 
development of effective methods for optimizing the complex 
(multidimensional, nonlinear, non-referenced, multimodal) 
tasks. The synthesis of such techniques that provide easy and 
accurate precision in the automated systems of automated 
systems with easy, quick and computational time consumption, 
as well as solving extreme static and dynamic extreme tasks. 

One of the main practices in this field is developing 
numerical methods for solving the optimal management tasks. 
The optimal management tasks are dynamic tasks for 
optimization and their solution is to find an extremist 

functionality [2,3,5,8,9]. Therefore, the mathematical apparatus 

for solving these types of tasks is a variation. In case of 
restrictions on condition and management variables, optimal 
management tasks can be solved based on the principle of 
Pontragine maximum and Belmann dynamic programming 
method. These methods, which belong to the gold fund of 
optimal management theory, have gained widespread 
popularity due to their generality and well-established 
theorems, but they are able to solve various tasks with optimal 
management through only simple cases that are far from the 
requirements of modern practice. 

The principle of maximum is a generalization of the main 
results of classical variation calculations. It determines the 
optimal necessary and sufficient conditions for linear dynamic 
systems, and for non-linear systems only necessary conditions. 
This means that in non-linear systems it is defined not by 
optimal management but some small group of admissions, 
among which there may be an optimal management of the 

search [4]. 

Generally, a dynamic programmatic method, as well as its 
derivative numerical methods, set great requirements for 
computer memory. It should be noted that in the higher order 
system than the fourth, where a number of functions are 
involved, the solution of optimal management tasks through 
dynamic programmatic method is still a big problem and in 

many cases it is impossible task [2]. 

The above mentioned enables us to use the method of 
gravity centers to solve the optimal management tasks,  with 
the accuracy of the precision and the minimum amount of 
computer time, can be solved a number of tasks of practical 
importance, including hard problem solving tasks for optimal 
design of electronic devices. 

II. SOLUTION OF THE DYNAMIC OPTIMIZATION PROBLEMS 

BASED ON THE GRAVITY CENTER METHOD 

Consider the general task of optimal management of 
nonstandard dynamic system with lumped parameters of 
continuous action: 

𝑚𝑖𝑛 {𝐽[𝑢(𝑡)] = ∫ 𝑓(𝑦, 𝑢, 𝑡)𝑑𝑡
𝑡𝐾

𝑡0
|�̇� = 𝜙(𝑦, 𝑢, 𝑡), 𝑦(𝑡0) =

𝑦0; 𝑦(𝑡𝐾) = 𝑦𝐾; 𝑔(𝑦, 𝑢) ≤ 0}.                              (1) 

 (1) The definition 𝐽[𝑢(𝑡)]  (and not 𝐽[𝑦(𝑡), 𝑢(𝑡)])  underlines 
the condition that 𝑢(𝑡) is a depended variable while𝑦(𝑡) is seen 
as solution to the given differential equation. 

For solving optimal control (1) task, the following approach 
is used. From the mathematical perspective, optimal control 
task  is an infinite dimensional problem from mathematical 
programming in the infinite dimensional plane and for solving 
which we can only use mathematical programming methods if 
we derivate this infinite dimensional optimization problem into 

finite dimensional one [5]. 

The derivation of the problem (1) to the finite dimensional 
state is possible by approximation given infinite dimensional 
functional plane by its finite dimensional sub plane based on 
which the variable  𝑢(𝑡)  instead of function, with some 

approximation can be viewed as linear multivariable with 
defined structure: 

𝑢𝑐(𝑡) ≈ 𝑢𝑐(𝜆) = ∑ 𝜆𝑖𝜔𝑖
𝑐
𝑖=1 , (𝑐 = 1,2, . . . ),    (2) 

Where  𝜆𝑖  are coefficients that can be defined and 𝜔𝑖  are 
known analytical functions (e.g. step, polynomial, exponential 
etc.), which in given plane construct the entire system of 
functions. 

Having in mind relation (2) the optimization function with fixed 

c is transformed as normal functions of  𝜆1, 𝜆2, . . . , 𝜆𝑐 variables  

𝐽[𝑢𝑐(𝑡)] = 𝐽(𝜆1, 𝜆2, . . . , 𝜆𝑐),                     (3) 

And the optimal control initial problem can be derived as 
finite dimensional problem from nonlinear programming: 

𝑚𝑖𝑛 {𝐽(𝜆) = ∫ 𝑓(𝑦, 𝑢𝑐, 𝑡)𝑑𝑡
𝑡𝐾

𝑡0

⥄ |⥄ �̇� = 𝜙(𝑦, 𝑢𝑐, 𝑡),  𝑦(𝑡0)

= 𝑦0;  𝑦(𝑡𝐾) = 𝑦𝐾; 
𝑔(𝑦, 𝑢𝑐) ≤ 0;  𝜆 = (𝜆1, 𝜆2, . . . , 𝜆𝑐) ∈ 𝑄𝜆 ⊂ 𝑅𝑐}.     (4) 
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It is clear that for a specific case of control function 𝑢𝑐(𝑡), 
if  𝜆𝑖   quantities are selected so that following condition is 
satisfied:  𝑚𝑖𝑛 𝐽 (𝜆1, 𝜆2, . . . , 𝜆𝑐) = 𝐽(𝜆1

∗ , 𝜆2
∗ , . . . , 𝜆𝑐

∗ ),  then the 
function 𝑢𝑐

∗(𝑡) = ∑ 𝜆𝑖
∗𝜔𝑖

𝑐
𝑖=1  with the optimal parameters 𝜆𝑖

∗ 
with certain approximation can be viewed as solution for the 
problem (1). 

For solving equation (4) which is the same as to find 
extremum values of 𝜆𝑖  parameters the of gravity center 
method is used. 

Choice to use center of gravity method for solving optimal 
control tasks was supported by following factors:  

- The gravity center method gives possibility to solve 
problems from mathematical programming (including 
concave nonlinear multidimensional programming 
problems) with tolerable persistence and insignificant 
computational recourses. 

- With the gravity center method using penalty function by 
considering restrictions and applying random search 
elements we are able to solve issues related to the two-point 
limit equations [6]. 

It is known that the main issue that arises when solving 
variation limit problems is to simultaneously satisfy large 
amount of different conditions. Some of such conditions are:  

- Minimization of optimization function: 

𝐽 → 𝑚𝑖𝑛;                                  (5) 

- Satisfaction conditions of limits initial and final state: 

𝑦(𝑡0) = 𝑦0,                                (6) 

𝑦(𝑡𝐾) = 𝑦𝐾;                               (7) 

- Constraints on condition and control variables satisfy the 
formula: 

𝑔(𝑦, 𝑢𝑐) ≤ 0.                              (8) 

One of the ways to avoid those issues is to replace above 

listed conditions by single but equivalent condition [6]. 

To avoid final limit condition (7) what is needed to instead 
of given criteria for optimality is to consider new, generalized 
criteria, in which the condition of final limit is dealt with. To 
achieve this we shall introduce a measurement for not satisfying 
limit conditions: 

𝐽1 = ∑ |𝑦𝑖(𝑡𝐾) − 𝑦𝐾𝑖|𝑥𝑛
𝑖=1 , 𝑥 = 2;   1;   0.5,     (9) 

Where 𝑦𝑖(𝑡𝐾)  is the 𝑖 -coordinate of the endpoint of the 
phase trajectory, 𝑦𝐾𝑖 is the 𝑖 -coordinate of the given end-state. 
It is clear that the 𝐽1 criterion is a control vector dependent on 

the 𝑢(𝑡) vector, since 𝑦𝑖(𝑡𝐾), 𝑖 = 1, 𝑛 , depends on the control. 

This function has minimal value when the trajectory endpoint 
coincides with the given endpoint of the trajectory, with the 
minimum value being zero. Thus, the task of meeting the final 
boundary conditions will be reduced to the task of finding the 
minimum 𝐽1 function. 

Having in mind equation (9) new criteria for optimality can 
be written as this:  

𝐽 = 𝐽 + 𝛾1𝐽1 = 𝐽 + 𝛾1 ∑ (𝑦𝑖(𝑡𝐾) − 𝑦𝐾𝑖)2𝑛
𝑖=1 ,     (10) 

Where 1  is a significantly large numerical coefficient. On 

bases of analyzing functional (10) we can conclude by its 
minimization, not only the minimum value of 𝐽  will be 
calculated by also with some approximation the limit conditions 
(7) will also be satisfied. The accuracy of satisfying limit 
conditions will be higher with the larger 𝛾1 coefficient. 

Position and control variables (8) failure to restrict the limits 
of functions may be carried out by means of which the general 
criterion will be taken into consideration: 

𝐽 = 𝐽 + 𝛾2 ∑ (
𝑔𝑖(𝑦, 𝑢𝑐) + |𝑔𝑖(𝑦, 𝑢𝑐)|

2
)

𝑞

𝑖=1

2

= 

= 𝐽 + 𝛾1 ∑ (𝑦𝑖(𝑡𝐾) − 𝑦𝐾𝑖)2𝑛
𝑖=1 + 𝛾2 ∑ (

𝑔𝑖(𝑦,𝑢𝑐)+|𝑔𝑖(𝑦,𝑢𝑐)|

2
)

𝑞
𝑖=1

2

,      

(11) 

Where 𝛾2  is a penalty coefficient and 𝑞  is a quantity of 
restrictions for which 𝑔𝑖(𝑦, 𝑢𝑐) > 0. 

In the task of optimal management (1) or the same thing as 
(4) the 𝑦(𝑡)  trajectory in the task of solving the system of 
differential equations is defined (6) in the initial conditions: 

{
�̇� = 𝜙(𝑦, 𝑢𝑐 , 𝑡),

𝑦(𝑡0) = 𝑦0.
  (12) 

(12) The task is a well-known task of the tower and the 

Runge-Kutta method [8] is used for its numerical integration in 

the developed algorithm, which provides a high accuracy of the 
computational process. It is noteworthy that the error of the 
Rouge-Kutta method is 𝑂(𝐻5), wherein the integrity of 𝐻 =
𝑡𝐾 − 𝑡𝐾−1. 

Thus, considering above noted statements problem (4) can 
be represented as: 

𝑚𝑖𝑛 {𝐽(𝜆) = ∫ 𝑓(𝑦, 𝑢𝑐, 𝑡)𝑑𝑡
𝑡𝐾

𝑡0

+ 𝛾1 ∑(𝑦𝑖(𝑡𝐾) − 𝑦𝐾𝑖)2 +

𝑛

𝑖=1

 

+𝛾2 ∑ (
𝑔𝑖(𝑦, 𝑢𝑐) + |𝑔𝑖(𝑦, 𝑢𝑐)|

2
)

𝑞

𝑖=1

2

|�̇� = 𝜙(𝑦, 𝑢𝑐, 𝑡), 

𝑦(𝑡0) = 𝑦0; 𝜆 = (𝜆1, 𝜆2, . . . , 𝜆𝑐) ∈ 𝑄𝜆 ⊂ 𝑅𝑐}.  (13) 

It must be noted that solving problem (3) with any numerical 
method requires representing differential equations as well-
known equations and integrals as finite summations. 

Solving problem (13) using center of gravity method relays 
on algorithmic assumptions, for which let’s introduce following 
definition: 

Definition 2.5.1. For a normal number 𝐵 let’s define set of type: 

𝛺 (𝑦𝐾) = {𝑦 ∈ 𝐵|‖𝑦 − 𝑦𝐾‖ ≤ 휀},            (14) 

Which geometrically represents a sphere with radius  and 

center 𝑦𝐾 ∈ 𝐵 as a 휀 neighborhood of element 𝑦𝐾  which is the 
same as permitted error neighborhood. The 휀 neighborhood is 
defined as (Fig.1): 
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𝛺 = ∑ (𝑦𝑖(𝑡𝐾) − 𝑦𝐾𝑖)2 − 휀2𝑛
𝑖=1 ≤ 0.          (15) 

 

Fig. 1 

Definition 2.5.2. For a normal number 𝐵 let’s define set of type: 

𝛺𝛿(𝑦𝐾) = {𝑦 ∈ 𝐵|‖𝑦 − 𝑦𝐾‖ ≤ 𝛿; 𝛿 > 휀},    (16) 

Which geometrically represents a sphere with radius 𝛿 (𝛿 > 휀) 
and center 𝑦𝐾 ∈ 𝐵 as 𝛿 neighborhood of element 𝑦𝐾  which is 
the same as imaginary neighborhood of the goal. The 𝛾𝐴 =
𝜋𝑟2𝛿  neighborhood is defined as (Fig. 1): 

𝛺𝛿 = ∑ (𝑦𝑖(𝑡𝐾) − 𝑦𝐾𝑖)2 − 𝛿2𝑛
𝑖=1 ≤ 0. (17) 

Definition 2.5.3. Let’s denote all 𝑦(𝑡) phase trajectory that can 
reach 𝛿  neighbor from 𝑦0 point as an acceptable trajectory of 
controlled process. 

Definition 2.5.4. If the acceptable trajectory 𝑦(𝑡)  of the 
controlled process reaches 휀  neighbor lets denote it as 
acceptable trajectory with accuracy 휀. 

It is necessary to note that the introduction of the δ - area 
concepts is related directly to the concepts of control area and 
control of the dynamic system. 

As it is known, the dynamic system is called control if any 
of the initial 𝑦0  and any final 𝑦𝐾  states are controlling

  
𝑢(𝑡) 

function and finite 𝑡𝐾  time that the control of the function 
𝑢(𝑡)can be transferred from the 𝑦0 to 𝑦𝐾  position in the finite 
𝑡𝐾 time. And the 𝑄𝑦  set of all the 𝑦0 points of the phase space, 

from which the control goal is to be carried out in the limited 
time, is called a controlled neighborhood. Obviously, if 𝑦0 ∉
𝑄𝑦 , then you can not find a function 𝑢(𝑡) function that will 

transfer the system from 𝑦0 to 𝑦𝐾 . Unfortunately, there are no 
effective methods of defining the control area, in general case. 

Only the controllable process of the 𝑁 number is considered 
when the optimal solution of the given problem is determined 
by the centers. In order to achieve a satisfactory result, it is 
necessary that a broad spectrum of values of the functional 
functionality in the process of determining the empirical points 

of 𝜆𝑖(𝑝) functions. Obviously, if the neighborhood of control is 
very limited, then the realization of the different value of the 𝑁 
number of operative functionality is an impossible task 
(especially in the optimal performance tasks), which makes a 
significant margin of error. 

To avoid it, the concept 𝛿 areas was entered that gives the 
chance artificially to increase area of a final condition of a 
system and thus to expand the 𝑄𝑦  field of management which 

will allow us to understand various values of the operating 
function 𝑁. 

Increasing the state of the final state of the system will not 
affect the requirement to meet the boundary conditions, since 
each deviation from the actual final condition is taken into 
consideration of the fine function. 

Taking into consideration the above, an algorithm for 
solution of optimal control tasks has been developed, which 
consists of three stages in structural terms. At the initial stage 

the values of the Lebesgue level are 휁𝑝, 𝑝 = 1, 𝐾,, which is a 

series of preliminary statistical experiments with 𝑆 = 0.1𝑁 , 
where N is the number of major experiments with the following 
scheme: 

1. By random number generator 𝑡 ∈ [𝑡0, 𝑡𝐾]   the 𝑡𝑖 = 𝜆𝑖  
random parameters will be generated at the interval and the 
function 𝑢𝑐(𝑡) function will be based on the formula (2). 

2. The solution of the differential equations (12) of the Runge-

Kutta method is determined by 𝑦(𝑡) trajectory [8]. 

3. If 𝑦(𝑡) is a permeable trajectory, or if y (t) trajectory (17) is 
an element of magnitude, then (11) the formula is calculated 

by the generalized 𝐽  criterion of the optimum, unless 
otherwise noted in paragraph 1. 

In this series of preliminary experiments, the 𝐽  criterion 

values are summarized by 𝐽𝑆 = ∑ 𝐽𝑗
𝑆
𝑗=1  and minimum value 

𝐽0 = 𝑚𝑖𝑛
𝑗

{𝐽𝑗} . At the end of the first phase the values of the 

Lebesgue levels are calculated by the following formula: 

휁𝑝 =
1

𝑆
𝐽𝑆 − (𝑝 − 1)𝛥휁, 𝑝 = 1, 𝐾,   (18) 

Where, 

𝛥휁 =
1

𝜌
(

1

𝑆
𝐽𝑆 − 𝐽0). (19) 

(19) The 𝜌 coefficient in the image is characterized by the 
density of the Lebesgue levels. Based on practical 
considerations, we can get 𝜌 = 10 , 15 or 20. 

The second phase is a series of basic statistical experiments 

with the number of empirical points of the 𝜆𝑖(휁),  𝑖 = 1, 𝑐 
functions based on the following formula: 

𝜆(휁𝑝) =
∑ 𝜆(𝑗)(𝐽(𝜆(𝑗))− 𝑝)𝐿

𝑗=1 𝛩(𝜆(𝑗), 𝑝)

∑ (𝐽(𝜆(𝑗))− 𝑝)𝐿
𝑗=1 𝛩(𝜆(𝑗), 𝑝)

,  (20) 

Where 𝐿(𝐿 ≤ 𝑁) is the number of statistical experiments 

where   �̃�(𝜆) ≤ 휁𝑝 . 

At the third stage, the obtained data is being processed, in 
particular, the definition of approximation polynomials with the 
use of the minor square method: 

𝜆𝑖(𝑝) = 𝛼𝑖𝑝
2 + 𝛽𝑖𝑝 + 𝛾𝑖 , 𝑖 = 1, 𝑐   (21) 

And the solution of the following tasks of single 
dimensional minimization: 
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𝑚𝑖𝑛{𝐽(𝜆(𝑝))|𝑝 ∈ [𝐾 − 𝛥𝑝, 𝐾 + 𝛥𝑝]}.    (22) 

(22) The optimal solution of the task determines 
𝜆1

∗ , 𝜆2
∗ , . . . , 𝜆𝑐

∗  (2) the optimal function of the control of the 
structure: 

𝑢𝑐
∗(𝑡) ≈ 𝑢𝑐

∗(𝜆) = ∑ 𝜆𝑖
∗𝜔𝑖

𝑐
𝑖=1 ,             (23) 

By means of which the optimal trajectory 𝑦∗(𝑡)  e is 
calculated using the numerical solution system of the 
differential equations (12) ,On the basis of the results, the 

extreme value of the general criterion of optimality is 𝐽∗ =
𝐽(𝜆1

∗ , 𝜆2
∗ , . . . , 𝜆𝑐

∗ ). 

III. DETERMINATION OF OPTIMAL PARAMETERS OF 

TRANSISTOR AMPLIFIER 

The task deals with and solves the dynamic problem for the 
determination of optimal parameters of the elements of 
transistor amplifier with common emitter according to the 
integral criterion of maximum approximation of output impulse 

with desirable impulse [1,7]. 

Let us analyze a one-cascade transistor amplifier with a 
common emitter and determine the optimal parameters of its 
elements, namely, resistors based on the criterion of maximum 
approximation of output impulse with desirable impulse. 

𝐽 = ∫ [𝑈𝑜𝑢𝑡(𝑡) − 𝑈𝑑𝑒𝑠(𝑡)]
𝑡𝑘

𝑡0

2
𝑑𝑡 → 𝑚𝑖𝑛         (24) 

The electrical principal scheme of transistor amplifier is 
shown in fig.1. 

 

Fig.1 

The optimization variable parameters are 𝑅1, 𝑅2, 𝑅3 and 
fixed parameters are 𝐶1 = 𝐶2 = 0,5 ⋅ 105pF, E=5V. In order to 
consider transistor in the amplifier’s mathematical model the 
Ebbers-Mall model [1] is used. The parameters of its equivalent 
scheme are: 

- thermal current: 𝐼𝑇𝐸 = 0.25 ⋅ 10−12mA,     

    𝐼𝑇𝐶 = 0.6 ⋅ 10−12
 mA; 

- charging capacity: 𝐶𝐶ℎ𝐸 = 0.15 ⋅ 101pF,     

   𝐶𝐶ℎ𝐾 = 0.15 ⋅ 101 pF;   

- temperature potentials: 𝑚𝜑𝑇𝐸 = 2.60 ⋅ 102V,  

   𝑚𝜑𝑇𝐶 = 2.65 ⋅ 102V; 

- time constants: 𝜏 = 0.17 nsec, 𝜏𝑖𝑚𝑝 = 0.15 ⋅ 102
 nsec; 

- amplifying factor: 𝐵 = 0.5 ⋅ 102, 𝐵𝑖𝑚𝑝 = 0.3; 

- leakage resistance: 𝑅𝐿𝑘𝐸 = 𝑅𝐿𝑘𝐶 = 0.1 ⋅ 10−6k; 

- base resistance: 𝑅𝐵 = 0.1 k; 

- collector resistance:𝑅𝐶 = 0.02 k. 

The optimal projection problem of the given scheme is as 
follows: it is necessary to select such nominal values of 
𝑅1, 𝑅2 and 𝑅3 resistors that at the time of the given 𝑈𝐼𝑛 signal, 
the 𝑈𝑜𝑢𝑡  signal should coincide with 𝑈𝑑𝑒𝑠 signal to the 
maximum. (Fig.2). Thus, the optimization criterion is 
represented with the following functional: 

𝐽(𝑅1, 𝑅2, 𝑅3) = ∫ (𝑈𝑂𝑢𝑡 − 𝑈𝐷𝑒𝑠)2𝑑𝑡,
𝑡𝑘

𝑡𝑜
                (25) 

where 𝑡0is the moment of sending 𝑈𝐼𝑛 signal, 𝑡0 = 10nsec, and 
𝑡𝑘 is the moment of the scheme reaction completion to the input 
signal, 𝑡𝑘 = 400nsec. 

The parameters of 𝑈𝐼𝑛  and 𝑈𝐷𝑒𝑠  signals are given and 
correspondingly equal: 

𝑡𝐹1 = 15nsec, 𝑇 = 200nsec, 𝑡𝐹2 = 10nsec, 𝑈𝐴 = 2V; 

𝑈0 = 0,2V, 𝑈𝑀 = 0,2V, 𝑇𝑖𝑚𝑝 = 225nsec. 

The degree of maximum approximation of output 𝑈𝑂𝑢𝑡  
signal with desirable 𝑈𝐷𝑒𝑠 signal is characterized in pic.2 by a 
hatched area the size of which is determined by a functional (2). 
Obviously, the minimization of the latter is the essence of the 
given problem. 

 

Fig. 2 

The output 𝑈𝑂𝑢𝑡  signal is determined by the result of 
numerical integration of the electrical scheme mathematical 
model (�̇� = 𝜑(𝑦, 𝜆, 𝑡), 𝑦(𝑡0) = 𝑦0). As it is known, by means 
of state variable methods, the formation of mathematical model 
in computer is carried out in a planned way, in the automatic 
regime, and in the case of the transistor amplifier represented in 
pic.1 it can be expressed by the following system of equations: 

𝑑𝑈𝑂𝑢𝑡

𝑑𝑡
=

1

𝐶2

(
1

𝑅2

+
1

𝑅3

+
1

𝑅𝐶

) 𝑈𝑂𝑢𝑡 − 

−
1

𝐶2𝑅𝐶

(𝑈𝐶 + 𝑈𝐸) +
𝐸

𝐶2𝑅2

, 
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𝑑𝑈𝐶1

𝑑𝑡
=

1

𝐶1

(
1

𝑅1

−
1

𝑅𝐵

) 𝑈𝐶1 −
1

𝐶1𝑅𝐵

𝑈𝐸 + 

+
𝑈𝐼𝑛

𝐶1

(
1

𝑅1

+
1

𝑅𝐵

), 

𝑑𝑈𝐾

𝑑𝑡
= [𝐶𝑐ℎ𝐾 +

𝜏𝑖𝑚𝑝𝑖𝑇𝐾

𝑚𝜙𝑇𝐾

𝑒𝑥𝑝
𝑈𝐾

𝑚𝜙𝑇𝐾

]
−1

⋅ 

⋅ [
1

𝑅𝜎

(𝑈𝐼𝑛 − 𝑈𝐸 − 𝑈𝐶1) −
1

𝑅𝐶

(𝑈𝐸 − 𝑈𝐶 − 𝑈𝑂𝑢𝑡) − 

−(𝐵 + 1)𝑖𝑇𝐸 𝑒𝑥𝑝
𝑈𝐸

𝑚𝜑𝑇𝐸

+ 𝐵𝑖𝑚𝑝𝑖𝑇𝐾 𝑒𝑥𝑝
𝑈𝐾

𝑚𝜑𝑇𝐾

− 

−
1

𝑅𝐿𝑘𝐸

𝑈𝐸 + 𝑖𝑇𝐸], 

𝑑𝑈𝐸

𝑑𝑡
= [𝐶𝑐ℎ𝐸

+
𝜏𝑖𝑇𝐸

𝑚𝜑𝑇𝐸

𝑒𝑥𝑝
𝑈𝐸

𝑚𝜑𝑇𝐸

]
−1

⋅ 

⋅ [
1

𝑅𝐶

(𝑈𝐸 − 𝑈𝐶 − 𝑈𝑂𝑢𝑡) − (𝐵𝑖𝑚𝑝 + 1)𝑖𝑇𝐶 𝑒𝑥𝑝
𝑈𝐾

𝑚𝜑𝑇𝐶

+ 

+ 𝐵𝑖𝑇𝐸 𝑒𝑥𝑝
𝑈𝐸

𝑚𝜑𝑇𝐸
−

1

𝑅𝐿𝑘𝐶
𝑈𝐶 + 𝑈𝑇𝐶]  (26) 

 
where 𝑈𝐶1  is the voltage on 𝐶1 condenser, and 𝑈𝐶  and 𝑈𝐸  – 
respectively capacity voltages of collector and emitter passes of 
the transistor. 

For the numeral integration of (3) system the Runge-Kutta 
method was used with the automatic selection of a step. At the 
same time, the calculation of the initial conditions in t point was 
accomplished according to the recommendations given in 

article [2, 8,]. 

The variability area of the 𝑅1, 𝑅2 and 𝑅3  optimization 
parameters of the scheme was determined by the following 
inequality. 

0.5(𝑘𝛺) ≤ 𝑅𝑖 ≤ 5.0(𝑘𝛺), 𝑖 = 1,2,3.              (27) 

For the determination of the optimal parameters of transistor 
amplifiers with the central gravity method, the following 
program values have been selected: 

- number of statistic experiments  𝑁 = 100; 

- number of Lebeg levels 𝐾 = 10; 

- compact factor 𝜌 = 20;   

- value of permissible error 휀 = 0.01. 

The problem was solved on a modern PC and the following 
optimal solution was received: 

𝑅1
∗ = 4.1893𝑘𝛺,  𝑅2

∗ = 0.9759𝑘𝛺,  

 𝑅3
∗ = 3.1011𝑘𝛺;  𝐽∗ = 𝐽(𝑅1

∗, 𝑅2
∗ , 𝑅3

∗) = 33.4943. 

 

Fig.3 

At the time of optimal values of the resistors, the degree of 
output 𝑈𝑂𝑢𝑡

∗ (𝑡)  signal approximation to desirable 𝑈𝐷𝑒𝑠(𝑡) 
signal is graphically represented in fig.3. For the comparison, 
the same picture shows the diagram of output 𝑈𝑂𝑢𝑡  signal, 
which corresponds the following randomly selected values of 
transistors: 𝑅1 = 2.75𝑘𝛺, 𝑅2 = 4.81𝑘𝛺, 𝑅3 = 2.40𝑘𝛺. 

CONCLUSION 

Based on the gravity center methodology algorithm is 

designed for solving dynamic problems of parametric 

optimization for electrical circuits. Using the integral criterion 

to maximally approximate the output impulse to the desired 

impulse, the algorithm solves the problem of determining the 

optimal parameters for the common emitter transistor amplifier 
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Abstract—Presented research is dedicated to the problems 

of using automated systems in the area of rail-truck multimod-

al freight transportation. The share of multimodal transporta-

tion is steadily growing; the role of cooperation between enter-

prises of different modes of transport is increasing. At the same 

time, many problems arise in this area; the lack of a unified 

information environment for all participants in the transporta-

tion process is one of the most important of them. In our opin-

ion, this problem could be solved by connecting road carriers 

and logistics intermediaries to the Computer and Information 

Center network of JSC "Russian Railways". 

Keywords— Computer and Information Center network of 

JSC "Russian Railways"; automated system for railway opera-

tions; automated system of operational transportation planning; 

multimodal freight collaboration.  

I. INTRODUCTION 

Each mode of transport has its own advantages and dis-
advantages. In particular, when comparing rail and road 
transport, we find that competition between them is rarely 
justified. In most cases, mixed rail-truck transportation is 
more efficient. To improve this, it is necessary to correctly 
organize the collaboration of modes of transport, for exam-
ple, on the basis of a unified transportation technology. The 
study of these problems is relevant for all countries in which 
railway transport is represented. This is especially applicable 
for Russia due to the large size of the territory. The common 
information base is a prerequisite for the development and 
implementation of such technology.  

The purpose of this study is to analyze the interaction of 
information systems of rail and automobile transport. To 
achieve this goal, the research has the following objectives: 

 - the identification of problems arising in the organiza-
tion of mixed rail-truck transportation; 

- the analysis of opportunities to create a unified mixed 
rail-truck transportation technology; 

- the research of foreign experience in the field of organ-
ization of mixed rail-truck transportation and the possibility 
of applying this in Russia; 

 

- the study of the possibilities of Computer and Infor-
mation Center network of the Russian Railways using for 
the mixed rail-road transportation technology development. 

This problem is investigated in different countries; the 
general trend in these studies is the transition to the intro-
duction of the “one window” principle in the multimodal 
transportation. A literature review [1-10] revealed that the 
most significant factors that impede collaboration are the 
lack of shared information, the lack of flexibility and com-
promise. Currently, there is a trend towards the creation of 
logistics centers to solve the cooperation problems. 

II. THE RESEARCH IN THE AREA OF MULTIMODAL 

FREIGHT TRANSPORT COLLABORATION IN THE 

FOREIGN COUNTRIES 

The rail-truck multimodal freight collaboration is now at 
an early stage of the development. The need to develop the 
rail-truck multimodal freight collaboration motivates the 
need for a comprehensive analysis of the drivers and the 
barriers collaboration of modes of transport. The most de-
tailed analysis of these factors, in our opinion, is introduced 
in the research of Guo et al. [11]. 

Recently, the concept of multimodal door-to-door freight 
transportation has been developing in Western Europe 
[12].The main participants in the international multimodal 
freight transportation are shippers, forwarders and logistic 
providers. The pre-haulage, main-haulage, and end-haulage 
components are the base for the freight transport network. 
On Fig. 1 we may see the enlarged scheme of this network 
developed by Mutlu et al. [13]. We divide the forms of col-
laboration into two types: vertical and horizontal. The verti-
cal cooperation is organized between two objects that belong 
to different levels of the supply chain. The horizontal coop-
eration is possible in a situation where two or more non-
affiliated organizations cooperate by sharing information. In 
this way, the objects are in the same level of the supply 
chain.  

Guo and Peeta [14] consider it a difficult problem that 
enterprises of different modes of transport often use differ-
ent information technologies that do not interact with each 
other. Information sharing is a necessary condition for c 
multimodal freight collaboration [15].  
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Fig. 1. Freight Transport Network.  

For the development of multimodal freight collaboration, 
it is possible to use the Intelligent Transport Systems (ITS). 
ITS integrate different information sources (presented at Fig. 
2). Accurate data is extremely important for a multimodal 
freight planning system.  

The information for joint planning must be of high accu-
racy, because low quality data from one of several sources is 
enough to make the model results erroneous [16]. Hu et al. 
[17] propose to use the cloud-based decision support system 
for solving problems in the area of coordination and plan-
ning.  

 

Fig. 2. ITS for cargo transportation optimization [18]. 

Heilig et al. [19] note that it is difficult to establish a cen-
tralized communication system, as transport providers com-
pete with each other, and this makes the exchange of infor-
mation between them unacceptable. 

 

III. THE COMPUTER AND INFORMATION CENTER 

NETWORK IN FREIGHT AND COMMERCIAL 

OPERATIONS ON THE RUSSIAN RAILWAYS 

A significant increase in the efficiency of freight and 
commercial operations on the railway transport was 
achieved through the automated control system creation. 
The automated system for railway operations allowed auto-
mating the collection, transmission and transformation of 
information, as well as the issuance of control actions. The 
automated control system operates on the basis of the Main 
Computing and Information Center, Computing and Infor-
mation Centers for each railway, hub Computing and Infor-
mation Centers, Computing and Information Centers for 
sorting and cargo stations, as well as other large enterprises 
of the Russian Railways system. The automated system for 
railway operations is a system consisting of a set of tech-
nical means of computing equipment, software, telecommu-
nications and economic-mathematical methods, as well as 
the management apparatus, making decisions based on au-
tomated information processing. The automated system of 
operational transportation planning functions on all railways 
of the network, based on the Computer and Information 
Center network. 

This system is intended for automated preparation and 
presentation of information about the transportation process 
to the heads and operational employees of railway depart-
ments, offices and stations for operational regulation of 
transportation process. 

The machine model of transportation process on the 
railway polygon is the information basis for automated sys-
tem of operational transportation planning for each railway. 
The information model reflects the current state of the op-
erational work on the polygon. Basically, the system is used 
to service the station operational staff (operators of station’s 
technology center and operators of commodity offices, sta-
tion and shunting dispatchers), the stuff of railway depart-
ments (train and locomotive dispatchers, attendant on duty), 

566 2019 IEEE EWDTS



 

 

and also for operational and administrative departments of 
transportation services, heads of various levels. 

At the first stage of automated system of operational 
transportation planning creation, models of trains, locomo-
tives and special rolling stock were implemented. This sys-
tem opened wide opportunities for improvement of opera-
tional work management on railways. It allows chiefs and 
operational staff to obtain a holistic view of the operational 
situation at controlled polygons at close to real time. The 
forecasting and operational planning of the forthcoming 
work became possible due to automated system of opera-
tional transportation planning. This system also made it pos-
sible to monitor compliance with technological discipline, to 
take operational measures to eliminate violations. The auto-
mated system of operational transportation planning ensured 
the issuance of a set of technological documents for each 
train to operational employees of stations and railway de-
partments. It became the basis for the creation of new auto-
mated systems and complexes of tasks in the transportation 
process control system. The unification of the main design 
solutions in the field of information, software and technical 
support has opened wide opportunities for rapid replication 
and implementation of the system on the railway network. 

System-wide means of the automated system of opera-
tional transportation planning were created centrally in the 
form of standard design solutions. This made it possible to 
unify the main processes of information handling in railway 
computing and information centers. The automated system 
of operational transportation planning implementation and 
creation ensured the construction of a reliable foundation for 
the computer network on the Russian Railways. 

The next important point after the automated system of 
operational transportation planning introduction was the 
development of automated workplaces for employees of 
mass transport professions. The automated workplaces in-
troduction has significantly reduced the time of operations 
of cargo and commercial work by solving the following 
tasks: 

- reducing the time for employees to search for infor-
mation required to complete documentation; 

- minimizing the number of device failures; 

- decreasing in the share of paper documents; 

- reducing the number of errors that occur under the in-
fluence of the human factor. 

The use of automated workplaces allowed to increase the 
productivity of operational staff in solving problems with a 
large number of accounting operations, increased the safety 
of train traffic and shunting operations and generally con-
tributed to the improvement of working conditions. Then it 
became possible to build complex systems in which individ-
ual workplaces for the operational staff of the stations are 
interconnected and interact with each other, which increased 
the efficiency of cargo and commercial work. As a result of 
the addition the automated system of operational transporta-
tion planning by automated workplaces, the throughput and 
processing capacity of the stations was significantly in-
creased due to the stable performance of  tasks for loading, 
unloading, processing and passing  the train flow, compli-
ance with established standards and increasing the produc-
tivity of mass professions employees. At the same time it 

was possible to achieve significant savings in operating 
costs. 

Currently, JSC "Russian Railways" attempts to create the 
universal information service that provides planning and 
management of operational work on the basis of optimal 
interaction between all participants of the transportation 
process at all its stages. The largest developments in this 
direction are the third generation of automated system of 
operational transportation planning and the intelligent rail-
way control system [20]. 

IV. CLUSTER COMPUTING CENTERS ON THE 

AUTOMOBILE TRANSPORT IN RUSSIA 

The creation of automated control systems for the 
transport process on automobile transport began with the 
creation of cluster computing centers, in the continuation of 
this work, computer centers for collective use were created. 
The prerequisites for this were a high-quality build-up of the 
mathematical apparatus, the creation of software systems, 
and the emergence of opportunities for docking the tasks of 
planning the transportation process with the information-
computing complex. The introduction of cluster computer 
centers into the activities of road transport enterprises has 
greatly simplified the solution of the following operational 
planning tasks: 

- the determination of shortest distances between points 
of the transport network; 

- the creation of transport routes; 

- the optimal fixation of routes for trucking companies; 

- the creation of tasks for drivers; 

- the performance of cargo transportation on routes. 

A significant drawback of the cluster computer centers 
was that it had very limited capacity to respond to the rapid-
ly changing operational environment. In order to ensure the 
operational management of the transportation process, relia-
ble information from the line received through the commu-
nication circuits was required. 

The improving of the operational management in the 
transportation process in the 1980s was made possible due to 
the appearance of personal computers. On the basis of per-
sonal computers, automated workplaces for the staff associ-
ated with the transportation process management began to 
be created. The operational planning of road freight 
transport solved a finite number of problems arising from 
the use of various schemes for delivery of goods to the con-
sumer. The use of cluster computer centers helped to solve 
such important ones as the determination of the shortest dis-
tances and the routing of field and small-batch shipments, 
the calculation of the minimum time for delivery of cargo. 

The start of the use of automated workplaces in the activ-
ities of the cluster computer centers allowed obtaining the 
following results: 

- minimize the downtime of rolling stock and cargo han-
dling facilities arising from the inconsistency of their work; 

- reduce the unevenness of freight and commercial work 
processes; 

 - reduce the number of errors that occur under the influ-
ence of the human factor; 
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- improve the quality of the creation of tasks for drivers 
and simplify the assessment of the degree of their implemen-
tation; 

- improve the system for evaluating the efficiency of la-
bor of automobile transport staff. 

The fundamental changes in the economy of the country 
caused a breakdown in communications between the truck-
ing companies, which made it impossible for the cluster 
computer centers to continue to function. In the absence of 
state centralized planning of enterprises, such centers have 
extremely limited possibilities of application. 

V. PROSPECTS FOR USING THE COMPUTER AND 

INFORMATION CENTER NETWORK OF THE RUSSIAN 

RAILWAYS IN MULTIMODAL TRANSPORTATION 

For the purpose of timely execution of accepted applica-
tions and unimpeded transfer of goods to other modes of 
transport (at the organization of multimodal transportation) 
JSC "Russian Railways" now carries out continuous plan-
ning of cargo transportation. The Computer and Information 
Center network has enabled the transition to a new progres-
sive technology of continuous planning in railway transport. 

At this stage, mixed rail-road transportations (not carried 
out on a uniform document) are massive. In the organization 
of this transportation process, started on the railway 
transport, continues after the transfer of cargo to the auto-
mobile transport. The automobile transport is the most flexi-
ble and mobile component of the transport system. 

The integration of motor transport enterprises and the 
coordination of their activities with the Computer and In-
formation Center network would allow to successfully solv-
ing the following problems of transport logistics: 

- the ensuring technical and technological interconnec-
tion of participants in the transport process; 

- the ensuring the technological unity of the transport and 
storage facilities; 

- the joint planning of transport and warehouse process-
es. 

The existing powerful Computer and Information Center 
network of JSC “Russian Railways” could become the basis 
for creating a computerized system for monitoring and plan-
ning multimodal transportation. The main results of this 
system will be the following: 

- the reduction of cargo delivery time; 

- the reduction of downtime for wagons and other vehi-
cles; 

- the acceleration of container turnover. 

At the first stage, the Computer and Information Center 
network would help to solve a number of technological 
problems in the field of the organization of an integrated 
system for the operation of rail and automobile transport: 

- the development of coordinated contact schedules for 
interacting modes of transport, consignors and consignees; 

- the preparation of schedules of arrival and departure of 
different modes of transport, which are interrelated with the 
interests of shippers and consignees; 

- the organization of complex technological processes in 
large hubs. 

The creation of a unified information system of the 
transportation process operation will ensure the improve-
ment of the quality of information support by forming a uni-
fied database of reliable data based on the consolidation of 
various information sources, facilities and events of the 
transportation process. 

The creation of a universal information service would al-
so increase the accuracy of the obtained data on the trans-
portation process with the possibility of analyzing its history 
using archival data, which would simplify the process of 
identifying trends, dependencies and making forecasts. 

VI. PROSPECTS FOR USING OF AUTOMATED 

CONTROL SYSTEMS OF LOGISTICS CENTERS 

Currently, there is a tendency to create logistics centers 
to solve the problems of interaction between the participants 
of the transportation process. The problems of coordination 
and interaction between the participants of the cargo deliv-
ery chains can be solved by the use of automated control 
systems of logistics centers for the control and operation of 
cargo flow. There is a need for the organization of the trans-
portation of goods, which provides for a uniform technolog-
ical planning chain covering trunk transportation, coordina-
tion of the work of cargo yards, and management of local 
cargo delivery by the automobile transport. 

The timeliness and the coherence of deliveries are en-
sured through operational interaction with shippers, con-
signees, owners of transport infrastructure, as well as 
transport companies. Through automated control systems of 
logistics centers, it is possible to track all stages of planning 
and execution of transportation, timely inform the partici-
pants of the supply chain about the situation in general, 
about the planned and actual time of arrival of the goods 
(presented at Fig. 3).  

The information system itself receives data on the 
movement of goods by rail through exchange channels from 
the information systems of JSC "Russian Railways", in par-
ticular, electronic bill of lading and automated system of 
operational transportation planning. This will ensure the 
relevance of information, the possibility of timely submis-
sion of vehicles for the export of arriving goods; eliminate 
the overstock of freight yards. 

To ensure the efficiency of management and control, all 
trucks are necessarily equipped with GLONASS navigation 
and communication equipment and connected to the auto-
mated control system of logistics centers. 

The organization of operational information exchange 
between automobile and rail transport makes it possible to 
quickly respond to changes in traffic. Clear coordination of 
supply and operation of vehicles depends on the situation in 
the functioning of rail transport. 

The problems of the coordination and interaction be-
tween the participants of the cargo delivery chains are often 
solved not through the use of automation methods and the 
creation of flow optimization algorithms, but through the 
personal interaction of logistics service consumers with 
leaders and managers of providers (often to the detriment of 
the interests of company-owners).  
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Fig. 3. The automated control system of the logistics center  
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In connection with this, the introduction of automated 
systems in terminal operations often encounters resistance of 
these categories of management personnel. The share of 
human participation in operation and exploitation processes 
should be reduced significantly, up to its attention to the role 
of an observer of the ongoing technological process [21, 22]. 

VII. CONCLUSION 

In modern conditions, the share of multimodal transport 
is constantly increasing, and therefore the need for coordina-
tion of the various modes of transport is growing. The crea-
tion of a network of uniform centers managing the transpor-
tation process, based on the existing Computer and Infor-
mation Center network of the Russian Railways, would 
dramatically improve the efficiency of logistic processes. At 
the moment, this process is difficult due to the lack of coor-
dination of actions of various transport enterprises owned by 
different owners. Russian Railways could create a multi-
modal transport management system on the basis of the ex-
isting network, which would significantly improve their 
quality. 

An urgent task at the next stage could be the develop-
ment of a general algorithm for operational planning of the 
transportation process, based on a logistic approach. When 
forming such an algorithm, it is necessary to take into ac-
count the variety of options for interaction within the classi-
cal scheme (supplier – carrier – consignee) and, in the long 
term, the widespread use of more complex schemes of 
transport organization (with the inclusion of logistics inter-
mediaries in the classical scheme). 

The interaction between road and rail transport in multi-
modal transportation is now widespread. The share of mul-
timodal transportation is steadily growing; the role of coop-
eration between enterprises of different modes of transport is 
increasing. At the same time, many problems arise in this 
area; the lack of a unified information environment for all 
participants in the transportation process is one of the most 
important of them. In our opinion, this problem could be 
solved by connecting road carriers and logistics intermediar-
ies to the Computer and Information Center network of JSC 
"Russian Railways". The advantage of this way is compli-
ance with the principle of logistics costs minimizing: there is 
no need to create new software products, new information 
networks, only to connect new participants to the existing 
network. On the basis of the Computer and Information 
Center network of JSC "Russian Railways", it is possible to 
organize the mutual exchange of information on a gratuitous 
basis, which would reduce the costs of all participants and 
promote the growth of cooperation. In the current situation 
in Russia, this way is the most effective for strengthening 
cooperation and solving the problems in the area of multi-
modal transportation.  
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Abstract—The paper deals with a client-server model of 

information system management that provides a server 

(Information System) management using so called transparent 

client architecture. This means that there is no need to install any 

additional software from the client side. The article describes the 

system architecture and tools that were used to develop the 

program. Preferences received in case of using this solution. The 

presented approach allows to simplify the access to information 

systems. As a result, it will be extended remote access to new levels 

of information systems as well as "built-in" and may be in the IoT 

(Internet of Things) systems. In order to identify the requirements 

for remote control systems, the flagship solutions used in the free 

software market were studied and analyzed. Then service executes 

received command and sends confirmation E-mail to a sender if 

necessary. Paper also describes the principles of the system, 

functional model and used instruments.  
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I. INTRODUCTION  

Administration of modern information systems is 
associated with large expenses because it needs well qualified 
engineers even for easy routine work, sometimes for whole day 
[1]. Even more, sometimes the work requires to connect 
remotely for consulting or some modifications, which may be 
cause of more spending [2]. Recently, on this background 
remote control software packages have been developed. They 
are Radmin[3], Ammy admin [4], Anydesk [5], Team Viewer 
[6] and many more. However, all these packages require fast 
internet connection between Server and Client computers. 
Besides, these computers must have decent recourses to work 
with last versions of this software packages and almost in every 
case some modifications of network configurations have to be 
done, like opening specific ports to make software operation. 
Opening ports could be a danger for network. Some hackers 
may sneak in. Usually IT personnel need to interact with system 
software and run a variety of services that are only allowed at 
system level. Often, the server part of remote access solutions 
can be based on the use of standard software, for example, 
various browsers. In this case, using a web browser as a tool to 
connect, it should always be turned on and running, which in 
turn will hamper the user. Furthermore, modern browsers use 
too much resources of a computer. For this and some other 
reasons after examination of similar software it has been 
decided to use well known programming language Python. It 
should be noted here that recently IoT -Internet of Things has 

developed really fast, that is the main principle of connecting 
and maintaining various devices to the Internet, such as smart 
houses, smart things, etc. Recently, devices working on the IoT 
architecture are becoming more and more popular [7]. 
Therefore, manufacturers are increasingly putting Python 
interpreters on a number of devices. 

Our way of solving the described problem satisfies the 
following preconditions: 

 As it seems, implementation of such solutions in system 
has to be easy to use. 

 By the systematic researches, we deduced, that 
mentioned systems is mainly used to sovle simple 
problems, due to the fact, that in the situations when staff 
has to deal with more problematic and challenging 
complications, they prefer to stay on site, observe and 
supervise chamges during troubleshooting. All of this 
suggests that sometimes simple cmd commends is 
sufficient to solve particular problems. 

 Research says that all of the three solutions should have 
the logging system, which constantly, simultaneously 
saves the line of actions performed by program. With the 
mentioned way, finding the reason of program failure 
and resolving in the exect period of the time will be 
much easier than usual. 

 The remarkable note is that, the main audience that uses 
such software systems have necessary skills to perform 
simple tasks on E-mail. 

 The program should not require a large amount of 
resources from a computer or information system 

 Multiplatform is also one of the remarkable factors. 

 High bandwidth or network connection shall not be 
required for connection 

Just as the functionality of any technical device depends on 
its design, it can also be said that this assertion is highly justified 
with the design of the software, especially the means of 
interacting with its user. It is obvious, that the ideal Progressive 
product must be absolutely transparent and while using that 
program, user must not be aware of  of its existence or working 
with software should be possible only with low-leveled 
qualified personal [8]. However, there is a tendency to slowly 
simplify the use of relevant tools in information sharing. 
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Transparent Interaction Methods Same as Transparent Interface 
is a very active area of research that involves handwriting and 
gesture recognition for understanding voice commands 
(manipulating electronic information using physical objects) 
and manipulating interfaces, interaction modes. [9] 

Restoring of archived file function works with the same 
structure. Due to the fact that, downloading from external links 
requires both link verification and additional network load,  
here are some complications that may also be used for the 
realization of other network activities  in the future (eg IoT 
systems management). 

II. MAIN PART 

Based on the above listed requirements, we considered that 
the most optimal solution is information system management 
through SMTP / POP3 [10] protocols. The concept described 
by us was developed using Python. Which has interfaces to all 
popular platforms [11]. It also has special libraries which will 
ensure its work with E-mail exchange services.  

Service is installed on a server computer. It can read E-mails 
sent with SMTP/POP3 and download attachments or files from 
specified links. Service can also run Python file or shell 
commands.  

This approach, except that it satisfies all of the above 
requirements allows us not to "attach" the administrative Staff 
to workplace and to use this method in a wide range of 
information systems. 

 

Fig.1. Functional scheme of system command execution 

It is clear that each remote-control system involves 
receiving and processing tasks on the side of the managed 
system (in our case, this is the Server). In this case, tasks can be 
not only predefined commands embedded in the control system, 
but also as direct commands of the managed operating system. 
Therefore, the functionality of the solution can be extended 

many times due to the deployment of software on the Server 
side.  

The service running on the server is actually an e-mail client 
that makes a computer to run commands sent to specific E-mail 
address which is specified while installing service. 

One of the commands is to download file and run it. The 
appropriate functional chart is shown in Fig. 1. 

Before executing a command, service is constantly 
checking for new emails. Then it checks validity of email and 
if sender is in the list of allowed emails. This avoids dangerous 
tasks that must be performed from unreliable sources. 

For security reasons every event taking place while program 
is running such as checking validity or download file is logged. 
Time sender and some other details are written in the standard 
log file and therefore are not anonymous. 

In the case of an unreliable source, the system records this 
fact in the internal system log, ignores the received commands 
and returns to the e-mail waiting mode. If an E-mail is from 
reliable sources it downloads file from the link which is in the 
email message and runs that file. If the link is not valid sender 
receives email saying "link is not valid please check and resend 
it." after every step is done sender receives confirmation E-
mail. 

 

Fig.2. Functional scheme for archiving and sending command 

 

Often some commands produce files which are requested to 
be sent to the sender of the task. For this reason, system has a 
functionality to compress files from specified path into .zip 
archive. Some email services such as Gmail or Yahoo don't 
allow unknown or dangerous files to be sent using their 
services. That is why files are compressed into zip archive. This 
action allows to send files inside a password protected archive 
(Fig. 2). 
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Fig.3. Functional scheme of download results 

Sometimes files executed by the command are required to 
be sent to the user. It is advisable to archive these files. For this 
purpose we have added a new functionality to the system that 
archives the desired folder or files and sends them to the user 
specified address. Functional chart of the relevant process see 

Fig. 3.   

This scheme similarly to the previous one, describes how 
service checks for validity of sender, writes every event in log 
file and only after validating it the command is executed. 

When E-mail is sent for predefined internal remote-control 
system commands syntax. At first it is needed to specify a 
function to which is referred by the writing its name. After that 
it is specified a parameter of function.  

The syntax of the internal remote-control system commands 
used is as follows:  

Command parameter 

where the Command is an internal command of the remote-
control system and parameter - text expression with parameters. 

The following internal commands are implemented at this 
stage: 

Screenshot DestEmail - allows to send Server computer 
screenshot on DestEmail E-mail address 

Add NewEmail - register a new address in the remote-
control system, NewEmail – new E-Mail address. 

Execute Task - with administrator rights performs a Task, 
which is an external command (executable program or script) 

Send File DestEmail - sends File to DestEmail – E-mail 
adress 

Download FileUrl - download files from FileUrl  

Currently, this set of commands allows you to solve almost 
all remote-control tasks. 

Service can execute external files like Python scripts or 
shell command files (.sh, .bat, etc.).   

The created software package works under the object- 
oriented paradigm and consists of the following main classes: 

1) RCmail - is responsible for the reading emails and 
execution of pre-prepared tasks in case they are requested. 
Some of the tasks are:  

• compress (Archives the desired folder or (and) files) 

• upload (upload the specified file to the predefined 
address) 

• send file zipped (sends an archived file via email.) 

• screen (takes screenshot and sends it to specified email) 

• download (downloads the file from link and stores it at 
the specified path) 

2) RCMaillog is responsible for logging processes in the 
service. It contains write and delete functions. 

3) PythonService makes the program run in the background 
in the system as a service which is constantly running and reacts 
to external events. It also provides the program to connect with 
the operating system kernel programming interface. 

Utilities which help to achieve windows service 
functionality are win32serviceutil, win32service Python 
packages. These packages are specifically designed to handle 
Windows services. They include functions (StartService, 
StopService, RestartService) that are required for Windows 
platform to recognize module as a service. 

In Linux same functionality can be achieved easier. Here we 
can use systemd utility, which is System and Service Manager 
for Linux and Linux based systems. It will run as a first process 
and manage other processes. Using systemd we can monitor our 
services state. 

Systemd is available for this distribution: Ubuntu, SUSE 
Linux Enterprise Server, Solus, Red Hat Enterprise Linux, 
openSUSE, Mint, Mageia, Fedora, Debian, Arch Linux, 
Parabola GNU/Linux-libre, Void Linux, lackware Knoppix, 
Gentoo Linux, Devuan, Android and some more. 

To create the system service using systemd, we must specify 
unit file for this service. This file will be interpreted as a 
configuration file for our service. The file must be located in 
one of these paths: 

~/.config/systemd/user/* 

$XDG_RUNTIME_DIR/systemd/user.control/* 
$XDG_RUNTIME_DIR/systemd/transient/* 
$XDG_RUNTIME_DIR/systemd/generator.early/* 
~/.config/systemd/user/* 
/etc/systemd/user/* 
$XDG_RUNTIME_DIR/systemd/user/* 
/run/systemd/user/* 
$XDG_RUNTIME_DIR/systemd/generator/* 
~/.local/share/systemd/user/* 
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… 
/usr/lib/systemd/user/* 
$XDG_RUNTIME_DIR/systemd/generator.late/* 
 

It’s well known that the purpose of the interface design has 
long been to remove physical interfaces in the user's interaction 
with the human and computer. One of the important fields of 
this trend is "Automated capture" [12], which means 
remembering / saving recurring tasks so that it can be easily 
executed in the future. 

While developing above described service following 
python packages were used. Those are: E-mail, Os, Poplib, 
Smtplib, time, winsound, zipfile, datetime, HTMLParser, 
Requests, Winsound, win32service, win32serviceutil. Used 
modules were checked for last standards compatibility. 

Most importantly logs (Fig.4) are written for every event 
taking place while program is running. Their format is 
following: 

YYY-MM-DD__HHMM, Task State, User, Task Name 

Where YYY-MM-DD – date when function started, 
HHMM - time when function started, Task State – is the state 
of the execute (Begin or Finish), User – user who created task 
(similar valid E-mail), Task Name – internal function name, 
predefined external function name or executed commands. 

 

Fig.4. Explanation of Logs. 

For IoT systems one of the main part of architecture is IoT 
Cloud (Fig.5.). World almost every IoT devices are registered 
somewhere in the IoT [13] Cloud and run through third party 
servers. 

 

 

Fig.5. Normal architecture of IoT. 

We have conducted a simple experiment in terms of remote 
control of items and to convey the concept below without of 
registration on the IoT Cloud and without of installation of any 
additional soft. We have used Arduino microcontroller with the 

Led attached to it and sent an E-mail to turn on or turn off the 
Led. For turn on Led email text contain litter “y” (yes) and for 
turn off Led E-mail text contain litter “n” (no). Experimentally 
system reacted successfully. That means every time we sent a 
command Led was illuminating or disabled. In our case device 
can work independently from such servers. Also, if email client 
fails to send an E-mail from mobile phone, we can use pc 
browser to send the same E-mail. 

General architecture of remote controlling of external 
devices via E-mail presented on Fig.6. IoT Cloud isn’t here. 
Command for controlling external device from Computer to 
Device transmitted directly by internet without IoT Cloud.  

 

Fig.6. Aarchitecture of remote controlling of devices via email. 

III. CONCLUSION 

Presented solution allows provides access to administrative 
staff with transparent consumer interface in information 
systems as well as on desktops and embedded devices. 
Architecture allows the service to be used not only by humans 
but more automated programs can give orders too. The 
combination of built-in commands has a good perspective in 
order to become a specialized scripting language of 
administration. 
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I. INTRODUCTION

Development and distribution of data telecommunication 
transmission media create potential treatments of information 
resources confidentiality violation. It is caused on the one 
hand by the increase of the importance of the transmitted data 
and on the other hand enhancement of means of the opponent 
for information attacks implementation.  

The actual modern direction of ensuring confidentiality of 
information resources is use of computer steganography 
methods. In difference from cryptographic methods of 
information security, steganographic algorithms allow 
providing reserved imperceptible information transfer in the 
neutral container.  

The most widespread methods are algorithms which use 
digital images as the container. Such distribution caused by 
the availability of extensive areas with psycho-visual 
redundancy in the image and wide dissemination of digital 
images and video files [1-7,10]. 

The existing methods of a steganography are realized by 
the direct and indirect embedding of information in the image 
container.  

Methods of indirect embedding have advantages in 
comparison with direct embedding. But despite the advantages 
of the indirect approach, the existing algorithms don't satisfy 
up to the end requirements in case of information security. 
Such shortcomings are caused by using psycho-visual 
redundancy for embedding. In case of development of a 
method of steganography embedding to eliminate the existing 
defects, it is offered to use functional transformation for 
adaptive position number [8-9, 12-15]. 

II. MAIN PART

First, In the case of designing a steganographic 
transformation it is necessary to take into account the 
structural dependencies between the elements of the image 
container. 

As a functional transformation that takes into account 
structural dependencies, it is proposed to use a function for an 
adaptive positional number, and as an element of an image 
container, a fragment of an image with dimensions of rows 
and columns [11,13]. 

Functional transformation for adaptive position number 
allows to reveal the structural regularities in the image caused 
by restriction for dynamic range: 

1
1




 }{ j,imi
сmax  n,j 1 

Here j,iс  - j -th element in i -th line of array F . 
In the course of realization functional transformation for 

adaptive position number the fragment F  of the initial image 
is considered as a set of the adaptive position numbers 

)}j(С{  consisting of elements 
}с;...;с;...;с{)j(С j,mj,ij,1 . 

Values of a code )j(K  will be defined as the sum of 
position number elements )j(C  on their weight coefficients 

j,iV  on a formula: 





m

i
ij,i Vc)j(K

1



Weight coefficients j,iV  define by following formula: 
im

iV  . 
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The second stage provides formation of a codegram )F(S  
which includes an service component )(S   and information 
component. 

Process of reconstruction of adaptive position number 
element j,ic on the basis of a code K(j)  is carried out on a 
formula 

 ])V(/)j(K([]V/)j(K[c iij,i  

In case of adaptive position coding, value of the 
reconstructed element j,ic  of number )j(C  of a fragment F  
doesn't change in case of coding and decoding with various 
bases   and   , i.e. 

c])V(/)j(K([]V/)j(K[

])V(/)j(K([]V/)j(K[cc

ii

iij,ij,i










Here j,ic - the element of number )j(C  reconstructed on 

the basis of bases system Ψ ; j,ic  - the element of number 

)j(C  reconstructed on the basis of bases system Ψ  ; 
)j(K - the code representation of number )j(C  created in 

basis of the bases Ψ ; )j(K  - the code representation of 
number )j(C  created in basis of the bases Ψ  ; Ψ  - value of 
the modified element j,ic  basis. 

It is offered to use property of unambiguity of decoding of 
adaptive position numbers during creation of a method of 
indirect steganographic embedding of special information [14-
16]. 

Let estimate the amount of redundancy R  that is inserted 
into the codogram as a result of indirect steganographic 
embedding. The value will be determined based on the 
following expression [17]: 

))j(S(q))j(S(qR  

or 

 11 22 ]og[]og[R mm   

 11 22 ]ogm[]ogm[   

 122 ]klogogm[  

klog]ogm[ 22 1   

As follows from this expression, the value of redundancy 
R , which is introduced as a result of steganographic 
embedding, depends on the modification coefficient k . Then, 
in order to ensure that the minimum value is inserted during 

the steganographic embedding process , the following 
condition must be: 

02 )k(log 

Therefore, in order to reduce the level of introduced 
redundancy R , it is proposed to embed elements in binary 
representation ];[b 10 , and the modification coefficient 
is selected based on the following rule: 












.b,
;b,

k
11
00







Indirect embedding of an element b  of the hidden 
message }b;...;b;...;b{B 1  is offered to be carried out to 
the image container block by modification of the basis i  on 
the basis of the following rule: 

k  ,   where    bk  . 

Here   - the basis modified as a result of indirect 
steganographic embedding; k - modification coefficient. 

At the following stage value of a code )j(K   for number 
)j(C  with due regard for modified basis    is calculated: 

  


m

i
j,ic)j(K

1

. 

The third stage provides formation of codegram )F(S   
which includes an service component )Ψ(S   and information 
component )j(S  . 

For ensuring additional resistance of the embedded data to 
the steganographic analysis of the malefactor it is offered to 
carry out preliminary handling of fragments before embedding 
[18]. This handling includes pseudorandom choice of the 
image-container fragments for chaotic embedding of bits of 
information sequence. Selection of fragments is performed on 
the basis of the chaotic sequence created by means of the 
following expression: 

)h(h,h 11 193    

Here h -  -th an element of chaotic sequence H . 
Feature of such representation is need of the initial element 

0h  value choice. Considering that value of an element 0h  can 

be calculated in the range )(,;)(,h 99310000  , key 
information will possess sufficient complexity for 
implementation of unauthorized matching [19,21,23]. 
Pseudorandom distribution of blocks in case of embedding can 
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demand the considerable computing resources caused by big 
definition of the image container. For ensuring decrease in 
computing complexity and reduction of the number of 
operations is offered to perform of preliminary handling 
chaotic distribution not of fragments, but their indexes (line 
items) in the image. 

Such key information represents value of an initial element 
for creation of chaotic sequence. It allows defining pseudo 
randomly distributed blocks in a course of embedding [24]. 
This preliminary transformation includes pseudorandom 
selection of fragments for withdrawal of the embedded 
information by chaotic distribution indexes (positions). 

Then process of withdrawal of embedded data will include 
the following stages (Fig. 1): 

1. Extraction from a codegram information part (code) 
)j(K   by means of the basis   . 

2. Restoration of initial number elements: 

  ])V(/)j(K[]V/)j(K[с iij,i 

 
Fig. 1. The block diagram of indirect embedding 

 
3. Identification of the initial basis   on a formula: 

1
1




}{ j,imi
cmax 

where i  - i -th basis of the restored basis Ψ  . 
4. Indirect withdrawal of the indirectly embedded bit b . 

This stage is realized on the basis of comparison of the 
modified    and restored    basis by the following 

expression: 
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Now we will consider the indirect steganographic 
transformation in case of not authorized access. In this case 
the malefactor has no key rule of embedding, and decoding 
will contain the following actions: 

1. Extraction from a codegram information part (code) 
)j(K   by means of the basis   . 

2. Restoration of initial number elements: 

  ])V(/)j(K[]V/)j(K[c iij,i 

where j,ic  - i -th element of the reconstructed number 

)j(C  , as a component of the reconstructed fragment F  at 
not authorized access. 

Thus the developed method allows to carry out 
steganographic embedding and withdrawal of the built-in 
information bit. 

III. ASSESMENT OF PROPOSED METHOD  
A comparative assessment of the amount of embedded 

information for the developed steganographic method and the 
existing steganographic methods of indirect steganographic 
embedding has been carried out. Among the existing methods 
of indirect steganography, the most common is the method of 
relative replacement of DCT values (Koch and Zhao method). 
This method is widely used due to the simplicity of its 
implementation and its wide applicability to hide data [21]. 
These advantages are due to the performance indicators of the 
method and the possibility of implementing indirect retrieval of 
embedded information without a prototype of the container 
image. 

From the analysis of the research results of the developed 
method based on the program model, the following 
conclusions were formulated: 

1) for the developed method, the amount of embedded 
information does not depend on the saturation of the image, but 
depends on the number of elements in the container; 

2) the largest amount of embedded information for the 
developed method is observed in the case of the formation of 
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fragments for embedding by dimension 4×4 and takes the 
values: 

  for the highly saturated image  - 9 KB; 

  for the slightly saturated image - 6.5 Kb; 

3) for the developed method, the gain relative to the method 
of relative replacement of DCT values(Koch and Zhao) in the 
number of bits of embedded information ranges from 70% to 
300%. 

The results of the experiment for the visual assessment of 
reconstructed images with unauthorized access, in terms of the 
choice of bases of adaptive positional numbers from a fragment 
of the dimension 4×4 of the element are presented in the 
following images: 

- highly saturated reconstructed image; 

- slightly saturated reconstructed image. 

From the visual assessment of the reconstructed images, the 
following conclusions were made: 

- on the reconstructed images there are no visual 
distortions; 

- the introduction of distortions does not depend on the 
saturation of the original container; 

- the number of visual distortions does not depend on the 
dimension of the fragments formed by indirect steganographic 
embedding of service information. 

An assessment of the sustainability of data embedded based 
on the developed method of indirect embedding in an attack 
using an active attack aimed at destroying the embedded 
message was made . 

Evaluation of the developed method includes the following 
steps: 

1. Perform direct discrete cosine transform. 

2. Direct quantization with various factors of quality loss. 

3. Inverse discrete cosine transform followed by rounding a 
real number. 

4. Perform inverse quantization. 

5. Comparative evaluation of the error bits of the embedded 
message that were correctly removed. 

In the evaluation process, the values of code structures 
formed for images of various types are subject to attacks, 
namely: 

1) highly saturated image; 

2) low-saturated image. 

The experiment is conducted under the following 
conditions: 

1) embedding is carried out by modifying the bases of 
image fragments; 

2) embedding is carried out for the three color components 
of the image under study; 

3) the value of the quantization coefficient is chosen equal 
to .10;4;2;1q   

Based on the results of the assessment, the following 
conclusions can be drawn: 

1) for the developed method of indirect steganographic 
embedding, the number of error-free bits in the absence of 
attacks assumes a value of 100%; 

2) for the developed method, the smallest amount of 
information correctly recovered 67.2% is observed for 
fragments with dimension 88  in the case of an attack of DCT 
with a quantization coefficient 10q  ; 

3) the largest percentage of 70.4% by the number of error-
free bits in the conditions of DKP attack and quantization 

10q   with a step for the developed method is achieved when 
fragments are formed, by dimension 44 ; 

4) in terms of the use of active attacks, the gain for the 
developed method with respect to the Koch and Zhao methods 
in terms of the number of correctly extracted data is on average 
from 10 to 25%. 

IV. CONCLUSIONS 
The method of indirect steganographic embedding of the 

built-in data on the basis of service data modification is 
developed. Indirect steganographic embedding is based on the 
following stages: 

- identification of the basis for an image container 
fragment; 

- embedding of bit of the hidden message by modification 
of the revealed basis; 

- forming of code representation of adaptive position 
numbers of image fragment on the basis of the modified basis. 

Scientific novelty. The method of indirect steganographic 
embedding of bit of the hidden message by modification of the 
basis of image container fragment of the is developed. In 
difference from other methods indirect embedding is 
performed by modification of the bases of image fragment 
elements with the subsequent forming code on the basis of the 
modified basis for adaptive position numbers. 

The method of indirect steganographic withdrawal of the 
built-in bit of the hidden message on the basis of comparison 
of the initial and modified bases is developed. The mechanism 
of the return indirect steganographic provides: 

1) recovery of initial fragment elements of the image 
container on the basis of modified bases system; 

2) identification of initial bases system from a fragment of 
the image-container; 

3) indirect withdrawal of bit of the hidden message by 
comparison of the initial and modified bases. 

The method of the return indirect steganographic 
transformation on the basis of comparison of the initial and 
modified bases is developed. In difference from other systems, 
recovery of an initial fragment of the image container is 
performed for not authorized and authorized user in the 
presence of key information. It allows to build in bit of the 
hidden special information in image container fragment on the 
basis of service data modification. 
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Abstract— The work is devoted to the description of the 
visualization of the volume-spatial form of a thin-walled shell 
structure, which is represented in the stress-strained state, 
which occurs when the shell is fixed along the upper edge and 
is freely positioned below the fastening boundary in the field of 
gravity and elasticity of materials. Without gravity, the shell is 
a straight circular truncated cone. The developed software 
module can be used in design and calculation of thin-walled 
shell structures for their non-linear deformation, as well as 
their visualization. The spatial shape visualization of the shell 
structure can be used to simulate various products, for 
example, conical antennas or products of the textile industry, 
flexible elastic shells in hydraulic engineering, etc.  

Keywords— Thin flexible elastic shell, visualization of shell 
structures, shell forming, variation problem, Maple and 
Embarcadero Red Studio packages  

I. INTRODUCTION  
Thin elastic shells have the property of efficiency in 

terms of the consumption of materials for their manufacture. 
Shells are able to withstand heavy loads and insulate a 
technical object from an aggressive environment; they are 
easily flown around by a stream of air or liquid, and also 
have a relatively small mass. [1]. The lightness of the shells 
is one of the most important factors for many technical 
products and assemblies, and in many areas of technology 
and engineering is a vital requirement. Since thin elastic 
shells combine lightness with high strength, they are widely 
used not only in construction and light industry, but also in 
mechanical engineering, aircraft building and shipbuilding. 
[2]. Based on the functional purpose, the shell can be of the 
most varied forms and subjected to power and temperature 
effects, as well as to the action of solar radiation, the 
influence of water and air flows [3]. Modern computer 
geometry has many tools for building of complex 
volumetric spatial objects, analyzing their shape and design.  

Existing works of famous scientific schools on 
determining the shape of cylindrical surfaces of S.N. 
Bulatov, V.A. Kozlov et al., solve the problem of forming 
the elastic shells loaded with external influences [4], or 
solve the problem of stability of shell structures [5, 6]. In 
this case, variation methods are also used, or the shape 
determination of the shell is realized with the help of solving 
a system of nine differential equations of the mechanics of a 
deformable solid body.  

The development of computer-aided design of clothing 
is carried out in the school of V.D. Frolovsky and V.V. 
Landovsky. For modeling complex surfaces, variation 
methods based on finite difference schemes are also used [7, 
8]. Currently, almost all the leading global companies in the 
field of software development for the fashion industry are 
engaged in equipping their computer-aided design systems 
with a clothing shaping module: Gerber (England) has the 
APDS-3D package, and PAD System (Canada) has the 3D 
Sample module. Firms Investronika (Spain) and Lectra 
(France) also declare about their developments.  

The emergence of new composite materials requires the 
development of adequate practical methods for assessing 
physical-mechanical characteristics of shell structures and 
design schemes that are used in the description of stress 
strain state of the shell. To solve the problem of forming a 
thin elastic shell with a fixed upper edge is necessary to 
predict the elastic characteristics of the structure in the field 
of gravity.  

The scientific meaning of the problem of determining 
the volume-spatial shape of the shell structure is that the 
elastic conical shell with a circumferentially fixed upper 
edge from the original shape (without taking into account 
gravity) due to the gravity is distributed over the shell 
making a free deformation. In this case, the gravitational 
forces in a certain position will be balanced by the elastic 
forces of the shell material. It is necessary to find such 
position of a construction.  

The purpose of the work is to develop a method and a 
set of programs for visualizing the volume-spatial form of a 
thin-walled conical-type elastic shell in a stress-strain state, 
which occurs in the field of gravity and elasticity when the 
shell is fixed along the upper edge. Visualization  of the 
shell form is implemented in the environments of packages 
of applied math  programs Maple and Embarcadero Red 
Studio [9, 10].  

Research tasks:  
1) to set the task of determining the spatial shape of a thin-
walled elastic shell of conical type with a fixed upper edge;  
2) to show the solution of the boundary problem for the case 
of small deformations in the polar coordinate system; 
3) to develop a software package in the Maple and 
Embarcadero Red Studio environments for the visualization 
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of the spatial shape of the elastic shell of large taper and for 
large deformations.  

The novelty of the work: a numerical-analytical method 
is proposed to describe the shape of a thin elastic shell, 
which allows to determine the shell shape in the stress-strain 
state of high taper, obtain the number of folds on the shell, 
the geometry of the deflections and stress values depending 
on the geometric characteristics of the fabric, surface 
density and rigidity on the bend.  

II. VISUALIZATION OF FLEXIBLE SHELL IN MAPLE  
Visualization methods developed in software systems for 

commercial use are hardly accessible to the user for 
designing their own structures effectively. The study of 
forming thin flexible elastic inextensible shells with the help 
of modern mathematical packages of applied programs 
makes it possible to carry out quite complex calculations, 
but in practical application it is not always convenient for 
design engineers.  

To calculate the shape of the prototype of a product, a 
3D model of the structure under study is required; for this 
purpose, visualization programs in spaces of Maple и 
Embarcadero Red Studio for thin elastic shells having their 
own characteristics and errors in constructing surface 
elements and spatial curves are developed. The arising 
difficulties of describing the shape of surface elements are 
solved using computer geometry methods to graphically 
visualize the structural features of the surface of complex 
geometry, their docking and articulation. 

To analyze the spatial shape of the shell structure in the 
stress-strain state, it is necessary to know the maximum 
crease folds (Fig. 1), maximum normal stresses, as well as 
the deflection and stress intensity at each point of the shell 
[11, 12].  

 
Fig. 1. Top view of a single-layer conic skirt of large taper  

 

As one of the basic examples of shaping a thin elastic 
inextensible shell, consider the problem of determining the 
spatial shape of the surface of a single-layer conical skirt, 
which is conventionally made of a flexible elastic 
homogeneous material and its upper edge is fixed along the 

perimeter of the waist. Figure 1 shows the visualization of a 
single-layer conical skirt of large taper (top view), obtained 
in the environment of Maple 2015 for the sizes of the 
product for a typical female figure.  

The main dimensions of a typical female figure and the 
sizes of a conical skirt corresponding to it are presented in 
table 1.  

TABLE I.  ANTHROPOMETRIC DATA OF A TYPICAL FEMALE FIGURE AND 
VALUES OF CONE PARAMETERS 

 Dimensional singns Value, cm 

1 Growth 164 

2 Waist girth Wg  76 

3 
Projection distance from waist to hip 

h  20 

4 Waist radius Rw  12.1 

5 Hips Radius Rh  16.55 

6 Skirt bottom radius Rsb  23.62 

7 Skirt height H  51.73 

8 Chest girth Gch  96 

9 Hip girth Gh  104 

10 Skirt length L  53 

11 
The angle between the forming and  

the base of the cone  , rаdian 1.35 

12 Generatrix length L   53 

13 
The length of the generatrix of the  

upper part of the cone vR  55.62 

14 Central sweep angle  , rаdian  1.37 

 

 

Initially (without the influence of gravity), the skirt is a 
shell, which is a straight circular truncated cone for its 
middle surface (Fig. 2).  

 

 

 

 

 

 

 

 

 

 

 
Fig. 2. Straight circular truncated cone with a splitting element  

The spatial form of the shell (skirt) is determined by the 
conditions of its attachment along the upper horizontal 
border and free arrangement of the shell below the upper 
edge, the influence of gravity forces and the action of the 
elastic forces of the material from which the shell is made. 
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To build a mathematical model describing the shape of 
the product, we fix the upper edge of the shell on the device, 
which is a vertical tripod with a horizontal disc, the radius of 
which is equal to the radius of the waist (Table 1). Under the 
action of gravity and taking into account the elastic forces of 
the material from which the shell is made, its spatial form 
has the form shown in Fig. 3.  

 

Fig. 3. Prototype of a flexible elastic shell with a fixed top edge  

III. BOUNDARY VALUE PROBLEM TO DESCRIBE THE SHAPE OF 
THE SHELL 

To find the shape of a thin elastic shell, we determine the 
potential energy enclosed in the shell if its upper edge is 
raised relative to the Oxy plane to a height L . Since the 
shell is raised relative to the horizontal surface, its original 
shape will be changed under the action of gravity. On the 
other hand, due to the presence of elastic forces of the 
material, the deformation of the shell will occur until the 
state of equilibrium of the forces of gravity and the elastic 
forces. The total potential energy concentrated in the shell 
should be minimal according to the principle of minimum 
potential energy [12]. This state of the studied structure can 
be described as  

,ПP bengrav min              (1) 

where gravP  is the shell potential energy of gravity,  

    benP  is the potential bending energy of the shell.  

The task of determining the form of the shell can be 
solved as a variation method of finding the minimum of the 
potential energy of an element equal to the sum of the 
potential energies of gravity and elastic forces (1).  

In the work [12] it was shown that for a shell of small 
taper, the potential energy of the position of a thin shell is 
determined by the formula  
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where g  is the acceleration of gravity;  

  ρ   is the shell surface density;  

  r  is the polar radius defining the distance of the 
shell section from the vertical axis.  

The potential bending energy of a thin shell is 
determined by the formula  
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where  B  is material stiffness;  

I  is central moment of inertia.  

Based on the principle of minimum potential energy and 
taking into account formulas (2), (3), we obtained the 
variation problem of minimizing the functional (4) with 
integral connection (5) [12].  
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The approximate solution of the variation problem is 
obtained in the form (6)  

    sin qrr c ,              (7) 

where cr  is an average radius of a closed thin shell 
element;  

     q  is the amplitude of change of polar radius  r ; 

      is oscillation frequency  r .  

The obtained numerical data to use the formula (7) is not 
enough. In this case, it is necessary to evaluate the shape of 
the shell and visualize its behavior. Such visualization of the 
deformation process allows the engineer to most clearly 
assess the stress-strain state of the structure [13, 14].  

 The shell visualization based on the obtained solution 
(7), its stress-strain state, is shown in Figures 1 and 3. In this 
case, the middle surface is the main surface describing the 
geometry of the shell; therefore, the scheme of its 
construction is of primary interest. A three-dimensional 
object is visualized by building its 3D model and then 
submitting it to the input of the graphics conveyors.  

The results presented in the work were obtained on the 
basis of a software module developed in the space of the 
Maple 2015 package, intended for symbolic calculations. 
For visualization of shell structures in the developed 
software module, two coordinate systems are used:  
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(x, y, z) –  is three-dimension Cartesian rectangular 
coordinate system describing the position of objects on the 
scene in which the shell model is built;  

(x(t), y(t), z(t)) –  is generalized cylindrical coordinate 
system in which deflections and information about the 
position of surfaces and spatial curves are specified [15].  

 When building a shell shape, it is assumed that the 
model is one color; all necessary attributes are transferred to 
the graphics processor once before rendering of the model. 
We believe that the light falling into a point is equally 
diffused in all directions. In other words, the illuminance is 
determined only by the density of light at a point on the 
surface, which depends linearly on the cosine of the angle of 
incidence.  

When visualizing the calculation results, the main task is 
to define the transformation formulas for the generalized 
cylindrical coordinates of the shell into Cartesian 
rectangular, which take into account the shifts combining 
the selected center of reference with the beginning of the 
Cartesian coordinate system.When taking shifts into 
account, it is easier to implement the rotation of the shell 
model on the computer screen during its graphic 
visualization.  

The Cartesian coordinates in Maple form a left-sided 
coordinate system and  as they are arranged as follows (Fig. 
3): the axis Оx is directed along the screen from right to left, 
the axis Оy is perpendicular to the screen and directed 
inwards from it, and the axis Оz is parallel to the screen and 
directed upwards. The generalized cylindrical coordinates 
are individual for each type of shell, only the z axis is 
always located in the vertical plane.  

In Maple, it is possible to define a deflection surface, or 
a curve that returns the deflection value for a specific point 
in the selected coordinate system. A color model with a 
wide range of color options can be used to color display the 
deflection field and intensity of stresses on the surface of the 
shell.  

Thus, a mathematical model of the shell deformation is 
considered, taking into account the nonlinearity of its shape, 
the boundary condition of fixing the shell along the upper 
boundary and the functional of the total deformation energy 
of the shell, which is the sum of the work of internal and 
external forces.  

IV. CONCLUSION 
 Commercial software systems contain algorithms that 
are not known to the user, which creates difficulties for their 
effective use. There also may be errors in the construction of 
surface elements and spatial curves.  

Presented in Fig. 1 and 3 visualization of the prototype 
shell structure in the stress-deformed state, obtained by 
using the developed software module, in a convenient form 
for designers, reflect the spatial-volumetric shape of the 
shell with the ability to select the field deflection and the 
number of folds.  

The proposed program module can be used in the design 
and calculation of thin-walled shell structures of flexible 
elastic material, fixed on the upper edge and located freely 
in the field of gravity and elasticity. The module can also be 
used to analyze approximate solutions obtained by 
commercial software products for engineering calculations.  
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