Dmitriy S. Bogdanov, Farkhad A. Dali, Research and development in the field 419
Vladimir O. Mironkin of new IT and their applications

VAK 003.26
DOI: 10.25559/SITITO.14.201802.419-425

Ob YHUBEPCAJIbHOM JIPEBOBU/IHOM PEXKUME BbIPABOTKH X311I-KOAA

J.C. Borganos!, ®.A. lanu?, B.0. MupoHkun®

t JlJabopaTtopusi TBII, r. MockBa, Poccust

?TeXHUYECKUH KOMUTET N0 CTaHAAapTU3anuu «Kpunrorpadpudeckas samura HHPopMaLuu», r. Mocksa, Poccus
$HaruoHasIbHbI# HCC/IeJ0OBaTebCKUI YHUBEPCUTET «BbIcCIasi 11KoJ1a 9KOHOMUKHY», I. MockBa, Poccust

ON THE UNIVERSAL TREE MODE OF HASH CODE GENERATION

Dmitriy S. Bogdanov?!, Farkhad A. Dali? Vladimir O. Mironkin?

! Laboratory of TVP, Moscow, Russia

2Technical Committee of Standardization Cryptography Information Security, Moscow, Russia
3 National Research University Higher School of Economics, Moscow, Russia

© borgaHoB [.C., lann ®.A., MupoHkuH B.O., 2018

Kiaw4yeBsble ci0Ba AHHOTanUA

Xa1-pyHKIUSA; X3LI-KOJ; Kinaccudeckre noAxo/pl K IOCTPOEHUIO PEXXUMOB paboThl X31I-QYHKIUK, OCHOBAaHHbIE HAa UCIOJIb30Ba-
pacnapaJsijie/siBaHUe BbIYHCIe- HUU UTepaTHUBHBIX NPOLleyp, He I03BOJISAIOT 06ecnedyuTb 3G GeKTUBHYI0 06paboTKY 60JIbIIHNX 06'bEMOB
HUH; lepeBo X3 POBAHUS; JIAaHHBIX U He MOTYT 6bITb alallTUPOBAHBI K apaJlJleIbHbIM BBIYUCIUTEIbHbIM apXUTEKTypaM. ITO Kaca-
JlepeBbsl MepKJia; pexxuM; eTcsl Kak poccuiickoro kpunrorpapuyeckoro crangapra 'OCT P 34.11-2012, onpepensoniero aaro-
aJaropuT™; GopMaTHPOBAHUE. PUTM U IPOLeAyPY BbIYUCIEHUS X31I-GYHKIUH, TAK U MHOTHX APYTUX 3apy6eXKHbIX CTaHJapToOB (Hanpu-

Mep, SHA-3). OTcyTCTBHE AeHCTBYIOLIMX CTAaHAAPTOB B YaCTH PEXKUMOB paboThl xaum-pyHkuuit TOCT P
34.11-2012 co3paeT oCTPyl0 HEOGXOAUMOCTb Pa3pabOTKHU OTEYECTBEHHOIO CTaHAapTa Mapasjiesusye-
MOT0 peXMMa BbIPabOTKH X3ILI-KOAA.

HacTrosmas cTaTbsl NoCBsleHa UCCAeA0BAHUIO U pa3paboTKe HOBBIX PEXKUMOB BbIPAGOTKH X3LI-KOA,
Jonyckamoiux 3¢ppeKTUBHOE pacnapa/ie]uBaHue Ipollecca BbIYUCIeHUH U 06eceuyrnBaOIUX KPUIITO-
rpadU4ecKyro CTONKOCTb, Y 0BJIETBOPSIOILYI0 COBpeMeHHbIM Tpe6oBaHUAM. [laHHasA paboTa NpojoJnKa-
eT HcCc/Iel0BaHusA, IPOBOJUMbIe aBTOPAaMU, U Ipe/jIaraeT NPUHIMINAJIbHO HOBbIM yHUBEPCaIbHBIN Ape-
BOBU/HBIA PEXUM BBIPAGOTKM xX3lI-KoAa («FT-pexxuM»), MOCTPOEHHBIM Ha OCHOBe l-apHBIX JiepeBbeB
X3IIMPOBAHUS U NO3BOJIAIOLINYI NIPUMEHSATh B KadyecTBe MeXaHH3Ma GOpPMHUPOBAHUSA Y3/I0B JepeBa JIko-
6oe cxMMarollee oTobpaxkeHHe. [Ipy 3TOM CTOHKOCTB pPexrMa MOJHOCTBIO ONpeJeseTcs CTOMKOCTBIO
COOTBETCTBYIOLIETO CKUMAIOLLEro oTo6paxeHus. Tak, B YaCTHOCTH, JJI1 GOPMUPOBAHUSA y3JI0B JlepeBa
X3IIMPOBAHUS, HApAAY ¢ PYHKIHUAMH CKATHA U X31I-QYHKUUAMY, FT-pexxuM JjonyckaeT Hcnoib30BaHUe
6JIOYHBIX IHPPOB, O CTAHOBOYHBIX IPe06pa3oBaHui U T.4. B onoHeHue k 3ToMy FT-pexxum uckito-
YaeT OCHOBHbIe QYHKIIMOHa/IbHbIE HEJIOCTATKH U3BECTHBIX JPEBOBU/IHBIX PEXKMMOB BbIPA6OTKH X311I-KO-
J1a, BJIMAIOLIME HA UX 9KCITyaTallMOHHO-TeXHUYecKHe U Kpunrorpapuueckye KayecTsa.

B paMKax HaCTOSIIMX HCCIeJOBAaHUM BBIYMCJIEH PsJl XapaKTepUCcTUK FT-pexxnMa, a Takke NpoBesieH
CpPaBHUTeJIbHBIM aHA/IM3 BpeMEHHOH U BBIYUCIUTENbHON TpyJ0oeMKocTel peannsanuii FT-pexuma u He-
KOTOPBIX MHOCTPAHHBIX PEXUMOB JJPEBOBU/JHOTO X3LIMPOBAaHMA, [0 pe3y/bTaTaM KOTOPOro paspabo-
TAHHBIH PEXUM He YCTyIaeT HU OJHOMY U3 PaCCMOTPEHHBIX.
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Classical approaches to the construction of hash function modes, based on the using of iterative proce-
dures, do not allow efficient processing of large amounts of data and can’t be adapted to parallel comput-
ing architectures. It applies to both the Russian cryptographic standard GOST R 34.11-2012, which deter-
mines the algorithm and procedure for calculating the hash function, as well as many other foreign
standards (for example, SHA-3). The absence of standards for parallelized modes for the hash functions of
GOST R 34.11-2012 creates an urgent need for the development of the domestic standard of the paral-
lelized mode of hash code.

This article is devoted to the research and development of new modes of hash code generation that allow
efficient parallelization of the computation process and provide cryptographic resistance satisfying mod-
ern requirements. This work continues the research carried out by the authors, and offers a fundamental-
ly new tree mode of hash code generation (“FT-mode”), based on l-ary hash trees and allowed to use any
compression mapping for a mechanism of forming tree nodes. The resistance of the mode is completely
determined by the resistance of the corresponding compressive mapping. In particular, the FT-mode al-
lows using block ciphers and substitution transformations to form nodes of a hash tree along with com-
pression functions and hash functions. In addition, the FT-mode excludes the main functional disadvantag-
es of the known tree modes of hash code generation that affect their operational, technical and
cryptographic quality.

Within the framework of the present research a number of characteristics of FT-mode are calculated, and
a comparative analysis of the time and computational complexity of implementations of FT-mode and
some foreign tree hash modes is carried out. The corresponding results showed that the developed mode
is not inferior to any of the considered modes.

1. BBeageHnue 2. Onucanue FT-pexxuma

[lpu onpeznenenun FT-pexxuma 6yZeM HCHOJIb30BaTh
00603HAaYeHUSI U TEPMHUHOJIOTHIO, BBeJIeHHbIe B paboTax [11, 12].
Tak, B yacTHOCTH,

O,ELHPIM U3 OCHOBHBIX Tpe60BaHHﬁ, npeabpABJideMbIX K COBpe-
MEHHBbIM HTEPATUBHBIM METOJAaM X3UIUPOBAHUA, NpeJHA3HAYEH-
HBIM [iJid pelleHud 3aia4 obecneyeHust eJIOCTHOCTH PIHCI)OpMalLI/II/l

Y ayTEHTUYHOCTHU Cy6beKTOB (06'beKTOB) HHPOPMALIMOHHOTO B3auU- 1. n - psuHa ucxozfHoro coobwenuss M e v

MOﬂeﬁCTBHH, ABJIAETCA BO3MOXHOCTb UX aJaliTallUU K Mapasjielib- 2. m - Ppa3MepHOCTb o06J1acTu onpenesieHus

HBIM BBIYHCJIUTEJbHBIM apXUTEKTYpPaM. ,ZlaJIeKo He BCe CTaHAapTHU- BHyTpeHHeﬁ (I)yHKI_U/II/I h‘.

3UpOBaHHbIE pelLleHUs] B 00JIaCTH CHUHTe3a X3-QYHKIUH HUMET 3. F - JAIWHA BEKTOPOB, WMCIO/NB3YeMbIX AN 3alHCH

BBICOKYI0 CTelleHb pachapa/ijleJIMBaHusl (3TO KacaeTcss U OTede- CI1yseGHO# HHOpPMALHH;

creenHoro crangapra [OCT P 34.11-2012 [1]). 4, { - pasMepHOCTb 06J1aCTH 3HAYeHWU BHYTpPEHHeH
Paspa6oTka pexXHMOB pacnapasiieJMBaHUs paGoThl X31I-PYHK- dyuicnuu ki

LUH, YAOBJIETBOPAIOLUIMX NTOJHOMY CIIEKTPY COBPEMEHHBIX 3KCILIya- .

TALlHOHHO-TEXHUYEeCKUX U KpunTorpadudeckux TpeboBaHUM, CTa- 5. LSB,:V —V, - orobpaxeHue, CcTabsliee B

HOBHUTCA BCe 60Jiee aKTyaJIbHOH B CUJTy UX TPUMeHeHHs B pa3/TMYHbIX COOTBETCTBHE BEKTOPY  Z, | || || z, H Zy, k>n ,

NPaKTHYeCKUX NPUIOKeHHUAX (IpoBepKa LIH$POBOH NOANHUCH, Tepe-

Jada 60/IbIIUX 06bEMOB JAaHHbIX U T.J.). TAK HauGosIee APKUM IpHU- Bekrop z,_, ... [z ||z,

MEPOM HX KCIIO0JIb30BAaHUS B MOBCEJHEBHOW YKU3HU SIBJISIETCS XOPO- 6. MSB, : |4 v, OTOOpaXKEHHUE, CTaBsllee B

1o u3BecTHas TexHoJsorus Blockchain [2, 3, 4], Ha ocHOBe KOTOpO# COOTBETCTBUE BEKTO P A =Y

paboTaloT COBpEeMeHHbIe MJIaTexHble cucTeMbl Bitcoin u Litecoin, a Py Zia il 2l 200 2T

Takxe GOpMHUpPYIOTCA passinuHble PpuHaHcoBble Blockchain-mat- BEKTOD Z;_; || Zr_n H || Zi_ps

dopMbl.

CyuiecTByIolMe peXUMbl pacnapajieJiBaHUs  PaGOThI
xa1-$yHKLUU# [5, 6, 7, 8, 9], onucannsie B [10], 06/1ama10T psALoM Cy-
1leCTBEHHbIX QYHKIMOHAIbHBIX HEIOCTATKOB, KOTOpPbIE B psifie CIIy-
YaeB OTPHULATEbHO CKa3bIBAIOTCS KaK Ha UX 3G PeKTUBHOCTH, TaK U
Ha Kpunrorpapuyeckon CTOMKOCTH.

B HacTosIel cTaThbe ONMCAaH HOBBIA YHUBepCAJbHBIN peBO-
BU/IHBIH peXUM BbIPabOTKH Xau-koja — «FT-pexxum» (0T aHIIMH-
ckoro «Format Tree’s mode»), UCKJIIOYAIOLIUMH COOTBETCTBYOLIME
HeJIOCTaTKU U NMO3BOJIAIOIMK HCI0JIb30BaThb 110601 Kpuntorpadu-
YeCKMH NPUMUTHUB (PYHKLUUM CKaTus, X3-QyHKIUU U T.A.). [Ipu
3TOM CTOHKOCTb peXHMa IOJHOCTbIO ONpesiesIIeTCsl CTOMKOCTbIO
COOTBETCTBYIOLLEr0 CKUMAIOILEr0 0TOOpaXKeHHSI.

CoBpeMmeHHble
MH(opMaLMOHHbIEe
TeXHONornu

n UT-o6pasoBaHue

7. H - omnepauus cioxeHus: B KOJblie Zz' ;

8. )_Cr- npeacraBjieHrde 4ucja X B BUJAE ABOHUYHOIO

BeKTOpa JJINHbI 7.

JlpeBoBUIHBIN FT-pexuM BbIpabOTKU X31I-KO/JJa OCHOBAH Ha
[-apHbIX  JepeBbsX  xamwMpoBaHus  [11],  sBaAwomuxcs
o6o6iieHreM JepeBbeB Mepksa [13], B KOTOpbIX B KayecTBe
MexaHM3Ma GOPMUPOBAHHUSA Y3JIOB HCIOJIb3YeTCs MPOU3BOJIbHOE
hV, >V, m>t
¢byukuus). [Ipy aToM BHyTpeHHAs GYHKIUA h pe/cTaB/IsIeTCs B
CcJIe/lyIolleM BU/e:

oTOGpaXKEHUE (masee -- BHyTpeHHSS
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h:V

r+tl

-V, 1)

rae [>1 - apHocTb gepeBa xammMpoBaHus, !/ - 4YWCIO 6HT,

1| n+1
BbI/{€JIEHHBIX 110/] 6I0KHK co06ienns, a 2| > P (l - l) : [_l-‘
1

3ameuanue 1. BeauuuHa r onpedesisiem pasmep 8eKMopos,
npedHasHa4eHHvIX 048  3ANUCU  3/eMeHMo8  CYemyukosol
nocsedogamesbHOCMU, UCNO/1b3yeMOll npu HyMepayuu y3/108 depesa
X3WUpPOBAHUS, A Makxce MAKCUMAAbHOe 3Ha4yeHue  OJAUHbL
o6pabamvieaemvix coobwenuil. Tak, npu ukcuposammvix t,1,r

FT-pescum nossossi.em 8blMUCASIMb X3W-KOO 0m CO06WeHUll 0nUuHbL

2"t(1-1)
n< — t-1.
/
MCHOﬂbSOBaHl/IE HyMepaLu/m y3flOB AepeBa XBIJJI/IpOBaHI/IH B
npounecce BpraGOTKI/I X3II-Koaa HCKJID4YaeT BO3MOXXHOCTb

MOCTPOEHHsI BTOPOro mpooGpasa 3a CYeT IOsIBJEHHs BHYTPEHHUX
KoJIM3ud [14, 15]. /ledcTBUTENBbHO, €CJIM UCXOJHOE COOOLIeHUe
M nopo6paHo Tak, 4TO, OHO He TpebyeT GOpMaTHPOBAHMUS, TO
OpY TOSIBJIEHUH BHYTPEeHHeH KOJIIM3UM (COBNAaJeHUH 3HAYEHUH
y3JI0B JiepeBa X3ILIMPOBAaHMs) BTOPOH NpooOpa3 MOXKET ObITh
MOCTPOEH 3a CYeT 3aMeHbl [MO/JIePEBbEB C KOPHSMH B
COOTBETCTBYOLIUX y3Jax (puc. 1).

H(M)

Puc. 1. [locTpoeHre BTOpOro npoo6pasa 3a cyeT
BHYTpeHHeH KOJLJIM3UU
Fig. 1. Construction of the second prototype due to internal collision

B cBolo ouepesab, NpU HyMepaluHd Bcex Y3J0B JepeBa
X3LUIMPOBAHUSI BEPOSITHOCTb MOSIBJEHHUsS BHYTPEHHEH KOJIJIM3UU
CTAHOBUTCS PAaBHOM HYJIIO, UTO UCKJIIOYAET MOsIBJIeHUE YKa3aHHbIX
MO/i/lepeBbEB.

[lepeiiileM K ONHCAHHIO peEXUMa BbIPAGOTKU X3II-KOJA.
FT-pexxuM cOCTOUT U3 CIeAY0LIUX PoLefyp:

1. JlonosiHeHUe UCXoHOTo coobienuss M ciyxe6HOM

nHbopMaluen;

2. ®opmarupoBaHue cO00IeH s (TPUBeJeHHe
CO061eHHUs K TpeOyeMo AyInHe);

3. [TocTpoeHue noJIHOTO Jepesa.

[Ipouenypa mnpeoGpa3oBaHUsl CJI0EB JiepeBa X3IHPOBAHUSA
SABJISIETCS UTEepalMoOHHOU. Kaxkaas urepanus npejcrabisieT co00n
06paGoTKy TEKYIero cJaosi JepeBa C MCIOJIb30BaHUEM QYHKIUU

oxarusi g :er melp - lepfl,p € NU{O}:

g (A4 l14,)=h(A4)]. Il h(4) ] xEL H...Hh(A[,,,lH)...Hh(AI,,)||xaalv '

Vm,i=1,7, xXeZ

rae A4 € o
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TakuM 06pa3oM, aJrOpuUTM BbIPAGOTKH X3LI-KOJa H(M)

Npou3BOJIbHOIO coobuenuss M €V, Ha ocHoBe QyHKUMH g »
ml

HMeeT BU/I:
Anropurm 1
1. IIpoueaypa AONOTHEHHUS;
1.1. Coobwenue M JavHBI 7 AONOJHSAEM GUTOM 1 U AenuM
M0JIy4YeHHOE CO00LeHUe Ha OJIOKU IJIUHbl 1 —F :
M =M M,
n+l1
rape p= ;
m-—r
1.2. Ecau pasuHa  GJsi0Ka M(p) He TIpeBOCXOAUT m—71 ,
JIOTIOJIHAAEM €ro BEeKTOpOM BH/a (00...0) JI0  JIJIMHbL
m-—r;
1.3. Kaxzabli 6JI0K [JONOJIHAEM I-GUTHBIM IpeACTaBJIEHUEM €ro
NOpsA/IKOBOr0 HoMepa, GpopMHUpys coobuieHre M ' JJIUHBI
, n+1
n=m :
m-—r
M =M |1 ... M7 (00...0) | p,;
2. Ilpoueaypa popmMaTHpOBaHUS;
2.1. BbluuciseM MakcuMasbHoe ynciao 7 € N U{O} TaKoe, YTO
n'>ml,
2.2. ®opmupyem BexTop M :

o ecu n'=ml",t0o M,=M";

° ecin n' >ml, noasektop MSB " (M’) JOTOJIHSIEM
n—m

BEKTOPOM @ JJINHBI m(l—l)—c :

a=(0,..,0(| pEL [|0,..,0]| pE2, ||...]|0,..,0|| pEs,),

m—r m—r m-r

— ¢ ! T
rape S = 1—1—— , C — OCTaTOK OT JeJieHud n —ml Ha
m

m(l —1) .Mpuartomnonaraem p=p+s wu

My =g (poal MSB,(M))IILSB .\ (M),

n'—mlf+m<l—1)—c.

rne A'= ] ;
3. IIponeaypa nocrpoeHus Aepesa;
4.
41. Tonaraem i=1, j=p;
42. Eom i<r+1 , Beuucagem M, =g . (j,Ml.) ,

i

INPOTHUBHOM CJily4yae IoJjiaraemM

nonaraeM i=i+1, j= j+- unepexojum Kk mary 3.2, B

H(M)=MSB,(M,), n

aJITOPUTM 3aKaHYMBaeT paboTy.
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3ameyaHue 2.

B omauvue om usgecmHblx pexcumos (Hanpumep, Sakura [6])

donosnenue eekmopa M’ ~Ha smane  gopmamuposanus

ocywecmensemest do npumeHeHusi eHympenHell @ynkyuu h, umo
UCKAKYAem 803MONMCHOCMb nposedeHusi amak, OCHOBAHHLIX HA
donojieHusix 6epXHUX c/0e6 depegbed Xawuposanus. IIpu amom
MAKCUMANbHAS OAUHA 8eKMOPA CNeyua.nbHo20 8U0d, UCNO0.1b3YeM020

0151 donoJ/iHeHUsl, He Npe8ocxodum Ge/UYUHbI m(l—l)—l, Yymo

2opasdo agpdpekmusHee, uem, Hanpumep, 8 pexcume MD6 [9].

Crenyer TaKxKe OTMETHUTH, 4TO HCII0JIb30BaHHe
dopmMaTUpoBaHUs 0 TOCTPOEHHsI MEPBOTO CJI0s  JilepeBa
X3UIMPOBAaHUA 06ecrevyrBaeT pPaBHOMEPHOCTb HCIOJIb30BaHUSA
6JIOKOB COOOINEHHs], TaK KaK KaXKJbIA 6JIOK BHOCUT OJJMH U TOT Ke
«BKJIaJl» (3HaUY€HWE [JIMHbI MYTH OT Y3J1a, COOTBETCTBYIOIIETO
yKazaHHOMY O6JIOKY, [0 KOpHs JiepeBa X3UIMPOBaHHUs) TMpH
bopMUPOBaHUH X3II-KO/A 33 UCKIOYEHUEM, ObITh MOXKET, BEKTOPA
a || MSBn'fmlT'i'A, (
MOXeT 6bITh POBHO Ha €JUHUIY GOJIbIlle «BKJIaJ[a» OCTAJbHBIX OUT
coobmenuss M ).

Ha puc. 2 cxeMaTW4HO H300pakeHa  mOpolleaypa
dbopMaTUpOBaHUs COOOLIEHUS [0 JJIMHBbI, TapaHTHUpYOLied Ha

cjaeayroleM 3Tale NOCTPOeHUe MOJIHOTO JiepeBa X3HWPOBaAHHUA.

mil”
AL

!
M) («BKJIag» 6GUT yKasaHHOTO BeKTOpa

LSB (M) M,
h A L
—
(0...0) MSB. . (M) LSB (M) At
=S
A

’
Puc. 2. DopmMaTupoBaHHUe JOMOJHEHHOTO COOOLEHUS M
Fig. 2. Formatting the amended message M’

Omnpegesienne 1. [1od ebiuucaumenvHoll mpydoemkocmoio T’
pexcuma 8vlpabomku Xxaul-koda 6GydeM noHUMAMb obujee YUCa0
3/1eMeHmapHuIXx onepayulli (Koau4ecmeo 8blMUC/AeHUll 3HaveHull

h (x) ,X €V ), HeobxodumbIx 04151 8bIPAGOMKU XIWi-KOOA.

«

Onpeaenenne 2. [1od epemenHoil  mpydoemkocmovio T
pexcuma 8vlpabomku Xaw-kooa 6ydeMm noHumamb obuee epems,
3ampaveHHoe Ha 8bIpaboMKy Xaw-Kooa.

Teopema 1. [lycms h:V, —V, u na exod aszopumma 1

nodaemcsi coobwernue M npouzeosvHotl daunbt n € N. Tozda
npu m =2t

r+1_1
e eciu r;’l—tﬂ:lT,To T = ;

/-1

o ecmu [ZL]>77 10

m-r

n+l
{m_r—‘—lw(l—l)—c .
T=1

+ b
[-1 /-1
n+l .
rie m=1tl+r, C-o0CTaToOK OT Jie/leHUs —[" na [-1
m-—r

CoBpeMmeHHble
MH(opMaLMOHHbIEe
TeXHONornu

n UT-o6pasoBaHue

3ameuyaHue 3.

O6wull obsem namamu, evldeasieMol 045 8bIPaAGOMKU
X3w-koda coobujeHuss OAUMbI N 6UM NpuU  UCNO/Ib308AHUU

eHympenneli pynkyuu h ¢ napamempamu t,l,r , ne npegocxodum

m ({n——i_l—‘ +l—l] 6um.
tl

B Tabauue 1 mnpeAcTaB/ieHbl 3HAaY€HUS] BbIYUCIUTENbHOMN
TPYJOEMKOCTH HEKOTOPBIX APEBOBHUAHBIX PEXHUMOB BBbIPAGOTKU
X3II-KoJa (MpHM ONTHMAa/bHBIX 3HAYEHUSX BBICOT JiePeBbeEB
X3UIUPOBaHUs), BKIo4ass FT-pexum, 1 cooblueHuH ¢ 3aiaHHBIM
YUCJOM GJIOKOB M 3HAYeHHEeM IapaMeTpa apHOCTH, PaBHbIM 2
(cmyyalh  ucnosb3oBaHUS  JiepeBbeB  Mepkia). [lpu  aTom
NOJIyYeHHble 3HA4YeHHs He 3aBHUCAT OT BbIGOpAa BHYTpPEHHeH
byHKUMK h, TOCKOJIbKY W3MepEeHUsT BbIMOJHEHBI B 3J1eMEHTaPHbIX
onepanusx. [Ipy 3ToM OTMETHM, YTO B TabJuuie 1 OTCyTCTBYIOT
JaHHble Mo pexxumy MD6, Tak Kak ero mnapaMmeTp apHOCTH
UKCUPOBaH U paBeH 4.

Ta6suna 1. 3HayeHus T JUUIs1 HEKOTOPBIX [PeBOBUAHBIX PEXKUMOB

npu [=2

Table 1. Values of 7 for some tree-like modes at [=2

KosmyecTBo Sakura Blake/Phash/Skein | FT-pexum
6JIOKOB

27 1 253 254 253
97 255 255 255
27 +1 257 264 257
212 -1 8189 8190 8189
12 8191 8191 8191
212 41 8193 8205 8193
27 1 262141 262142 262141
917 262143 262143 262143
217 +1 262145 262162 262145
222 ~1 8388605 8388606 8388605
722 8388607 8388607 8388607
22 41 8388609 8388631 8388609
227 268435453 268435454 268435453
927 268435455 268435455 268435455
227 +1 268435457 268435484 268435457

B Tab/uue 2 npejcTaBeHbl pe3yIbTaThl aHAJTOTHYHbIX
U3MepeHuii B ciiyyae, Korga napamerp apHoctu [ = 4. Tlpu atom B

TabJ/IMIe OTCYTCTBYeT pexxuM Sakura, Tak Kak OH HUCII0JIb3yeT
UKCUPOBAaHHBIN TapaMeTp apHOCTH PaBHBIH 2.
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Ta6auua 2. 3HaveHuss 1 1 HEKOTOPBIX IPEBOBUIHBIX PEKUMOB 20 2
mpu [ =4 L5
Table 1. Values of ! for some tree-like modesat [ = 4 E’i 20
2 5
g 15
KosmmyectBO MD6 Blake/Phash/Skein FT-pexxum B
GJIOKOB
47 1 21845 21844 21845 e
4 21845 21845 21845 g
10 14 17 20 21 22 23 24 25
47 +1 21877 21854 21849 Nopagek n gnvHel MexogHore coobuerma (24n)
412 -1 22369621 22369620 22369621
=—@=lpadui A ==@=Tpadurb
42 22369621 22369621 22369621 .
42 +1 22369673 22369635 22369625 Puc. 3. 3asncumocts 1 ot JUIMHBI co061eHus B FT-pexume
47 1 22906492245 |22906492244 22906492245 Fig. 3. Dependence of T on message length in FT mode
417 22906492245 |22906492245 22906492245
4711 22906492286 | 22906492264 22906492249 Ormerim eme = Oaxo mpemmymecrso Fl-pesima -
BO3MOKHOCTb C JIOTaPUPMUIECKON BBIYUCIUTENBHON CJI0KHOCTBIO
OT /IJIMHBI HCXOJIHOTO COOOLIeHUs (B OTJIMYME, HampuMep, OT
Cnexncrue 1.Ilpu  ycaoeuu meopemut 1 cnpasedauso  pexxuma Phash [8]) BBINOJHATH NPOBEPKY NPUHALJIEKHOCTH
et [ =it 6GJIOKOB MCXOZHOMY COOOIIEHHI0 M NEPEeCYUThIBAaTh 3Ha4YeHUe
HepaseHcmeo T < Z , a0de S - Kos1u4yecmeo X3u-Koaa npu HU3MEHEHHUU IIPOU3BOJILHOTI'O 6J10Ka. 3Tto
i=0 obecrieyuBaeTCcs 3a CYET TOro, YTO B (POPMUPYEMBIX JePEBbSIX

peanusyemblx NapaanenbHbIX NPOYeccos 8bI4UCACHULL.
B Ta6sauue 3 npuBefeHO BpeMsi pa6oTel FT-pexxuma st
pa3/IMYHbIX 3HAYEHUH [JJIMHBI COOOLIEeHUs U NapaMeTpa apHOCTH

[ (npu wucnosbsoBanun ¢yHkumu Keccak [16] B KauecTBe
BHyTpeHHeld GyHkuuu /).
Ta6smna 3. 3HayeHus T* nasa FT-pexxuma

Table 3. Values T for the FT mode

Jl1vHa coo6uieHus, IlapameTp apHOCTH Bpewms, cek.
GalThI
o4 2 0,035
920 2 1,563
222 2 6,117
72 22 2,957
223 23 5,239
024 2 23,502
2% 24 11,833
9% 2 31,686
925 25 17,095
3ameyanue 4.
Bce pacuemvi 8 cmamee nposedeHbl € NOMOUWbBIO
8bIYUCAUMENbHOU  cucmeMsl €O CAedylWuMu  napamempamu:

npoyeccop Intel Core i3 7100U 2400 MI'y (2 sdpa), sudeokapma
NVIDIA GeForce 940MX (2 I'6), onepayuonHas cucmema Windows 10
(Home), onepamusHasi namsme 4 I'6 DDR4. [IpoepammHas wacmov
Hanucaxa Ha PyCharm (Community Edition) 2017.2.4, npu smom
UCh0/1b3yeMoe KOU4ecmseo napaiiesbHblX NPpoyeccos 8bIMUCAeHUll
S=4.

Ha puc. 3 wusobpakena saBucuMocTb I OT AJMHBI
cooOblieHHst Mpy GUKCHUPOBAHHOM 3HA4eHUM IapaMeTpa apHOCTH
/=2 (rpadux A) ¥ THpU ONTHUMAJbLHOM BbIGOpe 3HAYEHMI
napamMeTpa apHOCTH, 3aBUCSALLEM OT JJIMHbI HCXOLHOT'0 COOBIEeHUS

(rpaduk B).
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X3IIMPOBAaHUS M3 KaXKAOr0 JIMCTA BBIXOAUT W INPU TOM
eIMHCTBEHHBIH Iy Th B KOpPeHb AiepeBa. Hanpumep, mpu H3MeHeHUH
OJIHOTO OT/Ie/IbHOTO y3J/1a NepBoro cjos (nocjae GpopmMaTUpOBaHMA)
He06X0/1MMO NepeCYUThIBATh TOJBKO 3HAaYeHMs B y3J1aX, JIeXKaLIUX

Ha MyTH M3 3TOTO y3Jla B KOPEeHb — BCETO TaKWX y3JoB Kk —1, rae
k

k:n =ml k,

dopmaTHpyeMo YacTH COOOLIEHNS), @ TPU U3MEHEHWH 3HAYEeHUH

B p>1

(1u60 ec/lM  U3MEHEHHWEe MPOU30LLIO B

6JI0Kax HMCXOJHOro coobiieHuss M Heo6XoJuMo

nepecyuThIBaTH He 6oJee pk  3HaYeHMH (T.K. BO3MOXHO

nepeceyeHHe COOTBETCTBYIOLIMX MyTeH).

3. 3ak/il0ueHue

OnucaHHbIA yHUBepCcalbHbIN PEeBOBU/IHBIN PEXXUM BbIPA6OT-
k4 xau-Koja («FT-pexxuM»), IOCTPOEHHBIH Ha OCHOBe [-apHbIX Jie-
peBbeB U jgonyckawoluid s¢pdekTUBHOE pacnapasjiesdBaHHUe Bbl-
YUCJeHUH, TM03BOJIAeT MCIO0Jb30BaTh JI060e CKUMawliee
oTo6pakeHHe /s GOPMUPOBAHHUSA Y3JI0B JiepeBa X3KUpPoBaHus (B
TOM 4YHCJIE U X3UI-QYHKIHIO «CTPUOOI»), MOJHOCTBIO ONpeJesiio-
1ee CTOMKOCTb peKKMa B 11eJI0M. JlJ1sl JAHHOT0 pesKHUMa BbIYHCJIEHbI
HEKOTOpble YHCJeHHble XapaKTePUCTHUKH U ONMCAH psJ CBOWCTB,
BJIMAIOIIUX Ha ero KpUNTOrpaduyecKyro CTOMKocTb. [IpoBegeHbl
YHCJIeHHble 3KCIIEPUMEHTbI U CPAaBHUTEJIbHBIN aHAIU3 C CYLIeCTBY-
I0IUMU pexkuMamu [10].

CIHUCOK UCHO0JIb30BAaHHBIX
HCTOYHUKOB

[1] Kazymyrov A., Kazymyrova V. Algebraic Aspects of the Rus-
sian Hash Standard GOST R 34.11-2012, 2013. 18 p. URL:
http://eprint.iacrorg/2013/556.pdf (mata o6parieHus:
11.04.2018).

[2] Dourado E., Brito . Cryptocurrency // The New Palgrave
Dictionary of Economics, Online Edition, 2014. 10 p. URL:
https://www.mercatus.org/system/files/cryptocurrency-article.
pdf (mata o6pamenus: 11.04.2018).

Modern
Information
Technologies
and IT-Educatiom




424 ViccnepoBaHma 1 pa3paboTky B 06n1actu [.C. bornaros, ®.A. lanu,
HOBbIX MH(DOPMALMOHHbIX TEXHONOMUIA U UX MPUNOKEHUN B.O. MUpoHkuH
[3] Pewesckuil M. 3osotas suxopaska XXI Bek [dnexTpoHHblt  [19]  Munees M.II, Yy6apukos:B.H. Jlekuuu no apupMeTHYECKUM
pecypc] // Computer Bild. 2011, Ne 17. C. 64-69. BomnpocaM kpuntorpapuu. HULL «Jlyu», 2014. 224 c.
[4] Ammous S. The Bitcoin Standard: The Decentralized Alterna-  [20]  Chapweske ], Mohr G. Tree Hash EXchange format (THEX),
tive to Central Banking. New York: John Wiley and Sons Inc, 2003. URL:  http://adc.sourceforge.net/draft-jchapwes-
2018. Pp. 304. ke-thex-02.html (zaTa o6pamenus: 11.04.2018).
[5] Aumasson J].-P, Neves S., Wilcox-O’'Hearn Z, Winnerlein C. [21] Dodis Y, Reyzin L., Rivest R, Shen E. Indifferentiability of
BLAKE?2 - fast secure hashing, 2013. URL: https://blake2.net permutation-based compression functions and tree-based
(mata o6pameHus: 11.04.2018). modes of operation, with applications to MD6 / O. Dunkelman
[6] Bertoni G., Daemen ]., Peeters M., Van Assche G. Sakura: a flex- ed. // Fast So ware Encryption. Lecture Notes in Computer
ible coding for tree hashing [ds1ekTponHbIf pecypc] // Cryp- Science. Vol. 5665, Springer-Verlag Berlin Heidelberg, 2009.
tology ePrint Archive. Report 2013/231, 2013. URL: http:// Pp.104-121. DOI: 10.1007/978-3-642-03317-9
eprint.iacr.org (naTa o6pamenus: 11.04.2018). [22]  Sarkar P, Schellenberg PJ. A parallelizable design principle
[7] Ferguson N., Lucks S., Schneier B.,, Whiting D., Bellare M., Kohno for cryptographic hash functions [JsiexTpoHHBI# pecypc]
T, Callas J. The Skein Hash Function Family // Schneier on // Cryptology ePrint Archive, Report 2002/031, 2002. URL:
Security, Version 1.3. - 1 October, 2010. 92 p. URL: https:// http://eprint.iacrorg (nata o6pauenus: 11.04.2018).
www.schneier.com/academic/skein  (mata  o6pawenus: [23]  Bellare M, Guerin R, Rogaway P. XOR MACs: new methods for mes-
11.04.2018). sage authentication using finite pseudorandom functions / D. Cop-
[8] Kaminsky A., Radziszowski S.P. A case for a parallelizable hash persmith ed. // Advances in Cryptology - CRYPTO '95. Proceedings
// Proceedings of 2008 IEEE Military Communications Con- of the 15th Annual International Cryptology Conference, Santa
ference MILCOM 2008, San Diego, CA, 2008. Pp. 1-7. DOI: Barbara, California, USA, August 27-31, 1995. Springer-Verlag
10.1109/MILCOM.2008.4753182 Berlin Heidelberg, 1995. Pp. 15-28. DOI: 10.1007/3-540-44750-4
[9] Rivest R.L., Agre B, Bailey D.V, Crutchfield C, Dodis Y, Fleming  [24]  Bellare M., Micciancio D. A New Paradigm for Collision-free Hash-
K.E., Khan A., Krishnamurthy J., Lin Y, Reyzin L., Shen E., Sukha ing: Incrementality at Reduced Cost / W. Fumy // Advances in
J., Sutherland D., Tromer E., Yin Y.L. The MD6 hash function Cryptology — EUROCRYPT ’'97. Proceedings of the Internation-
- a proposal to NIST for SHA-3, Submission to NIST, Octo- al Conference on the Theory and Application of Cryptographic
ber, 2008. URL: http://groups.csail.mit.edu/cis/mdé6 (mara Techniques Konstanz, Germany, May 11-15, 1997. Springer, Ber-
o6pamenus: 11.04.2018). lin, Heidelberg, 1997. Pp. 163-192.DOI: 10.1007 /3-540-44750-4
[10]  Aaau ®.A, Muporkux B.0. 0630p nopxofoB K nocrpoenuto  [25]  Barreto P, Rijmen V. The Whirlpool Hashing Function. NESSIE
JIPEBOBU/IHBIX PEKUMOB PabOThl HEKOTOPBIX X3UI-PYHKIUN Report, Revised, May 2003.
// TNpo6aembl nHGopManuoHHOM Ge3onmacHocTu. Komnblo-  [26]  Damgard I.B. A design principle for hash functions / G. Bras-
TepHble cucTeMbl. 2017. Ne 2. C. 46-55. sard ed. // Advances in Cryptology - Crypto '89. Conference
[11]  Aasau ®.A.,, Muponkun B.0. O HEKOTOPBIX MOJIe/ISIX APEBOBU/- proceedings. LNCS, Vol. 435, Springer, New York, NY, 1989. Pp.
Horo xamwupoBaHus // O603peHHe MPHUKJIAJHOW MPOMBILI- 416-427.DO0I: 10.1007/0-387-34805-0
JleHHOM MaTteMaTuku. 2017. T. 24, Ne. 4. C. 241-244. [27]  Maurer U, Renner R., Holenstein C. Indifferentiability, Impos-
[12]  Aasau ®.A., MuponkuH B.O. O speBOBUAHBIX peXUMaxX paboThl sibility Results on Reductions, and Applications to the Ran-
xaul-GyHKuui // [Ipo6seMbl HHGOPMaLIMOHHOH Ge30macHo- dom Oracle Methodology / M. Naor ed. // Theory of Cryp-
ctu. Komnbiotepusbie cuctemsl. 2018. Ne 1. C. 113-121. tography. TCC 2004. Lecture Notes in Computer Science. Vol.
[13]  Merkle R.C. Secrecy, authentication, and public key systems. 2951, Springer, Berlin, Heidelberg, 2004. Pp. 21-39. DOI:
PhD thesis, UMI Research Press, 1982. 104 p. 10.1007/978-3-540-24638-1_2
[14]  Aasau ®.A., Muponkun B.0. O BepOSITHOCTHBIX XapaKTEPHUCTH-
KaxX OJHOTO KJlacca Mo/jiesiell APEeBOBUAHOTO X3UIMPOBAHUS [Moctynuna 11.04.2018; npuHsTa B neyats 25.05.2018;
// 0603peHMe MPHUKJIAJHOW MPOMBIIIJIEHHOW MaTeMaTHUKHU. ony6JinkoBaHa oHJs1aiH 30.06.2018.
2016.T. 23, Ne. 4. C. 345-347.
[15]  Muponkun B.O., Ypycos M.H. O Konnususix gepeBbeB MepkJia References
// 0603peHMe MPUKJIAJHONW MPOMBIIIJIEHHOW MaTeMaTHUKHU.
2018.T. 25, Ne 1. C. 84-88. [1] Kazymyrov A., Kazymyrova V. Algebraic Aspects of the Russian
[16] Bertoni G., Daemen ]., Peeters M., Van Assche G. Keccak / Hash Standard GOST R 34.11-2012, 2013. 18 p. Available at:
Johansson T.,, Nguyen P.Q. (eds) // Advances in Cryptology - http://eprint.iacrorg/2013/556.pdf (accessed 11.04.2018).
Eurocrypt 2013. Eurocrypt 2013. Lecture Notes in Computer  [2] Dourado E., Brito J. Cryptocurrency. The New Palgrave Dic-
Science. Vol. 7881. Springer, Berlin, Heidelberg, 2013. DOI: tionary of Economics, Online Edition, 2014. 10 p. Available at:
10.1007/978-3-642-38348-9_19 https://www.mercatus.org/system/files/cryptocurrency-article.
[17]  Bertoni G., Daemen J., Peeters M., Van Assche G. Sufficient con- pdf (accessed 11.04.2018).
ditions for sound tree and sequential hashing modes // Inter-  [3] Reshevsky M. Gold fever XXI century. Computer Bild. 2011;
national Journal of Information Security. 2014. Vol. 13, issue 17:64-69. (In Russian)
4. Pp. 335-353.DO0I: 10.1007/s10207-013-0220-y [4] Ammous S. The Bitcoin Standard: The Decentralized Alterna-
[18]  TanaHosuu /.A., Yybapukoe B.H. X31I-aJropyuTM C yrpaBJsiio- tive to Central Banking. New York: John Wiley and Sons Inc,

el peBOBUAHON CTPYKTYPOX U METO/ €ro peajy3aldy Ha
napaJijieJIbHbIX apxuTekTypax // CoBpeMeHHble UHPOpMa-
LMOHHbIe TexHoJsioruu u UT-o6pazoBanue. 2017. T. 13, Ne 1.
C.35-42.DOI: 10.25559/SITIT0.2017.1.489

CoBpeMmeHHble
MH(opMaLMOHHbIEe
TeXHONornu

n UT-o6pasoBaHue

Tom 14 N2 2 (2018)
A T 7

2018. Pp. 304.

Aumasson J.-P, Neves S., Wilcox-O’Hearn Z., Winnerlein C.
BLAKE2 - fast secure hashing, 2013. Available at: https://
blake2.net (accessed 11.04.2018).

ISSN 2411-1473 sitito.cs.msu.ru



Dmitriy S. Bogdanov, Farkhad A. Dali,
Vladimir O. Mironkin

Research and development in the field
of new IT and their applications

425

[10]

(11]

[12]

[13]

(14]

(15]

[16]

(17]

(18]

Bertoni G., Daemen ]., Peeters M., Van Assche G. Sakura: a
flexible coding for tree hashing. Cryptology ePrint Archive.
Report 2013/231, 2013. Available at: http://eprint.iacr.org
(accessed 11.04.2018).

Ferguson N,, Lucks S., Schneier B., Whiting D., Bellare M., Kohno
T, Callas J. The Skein Hash Function Family. Schneier on Secu-
rity. Version 1.3. - 1 October, 2010. 92 p. Available at: https://
www.schneier.com/academic/skein (accessed 11.04.2018).
Kaminsky A., Radziszowski S.P. A case for a parallelizable
hash. Proceedings of 2008 IEEE Military Communications
Conference MILCOM 2008, San Diego, CA, 2008. Pp. 1-7. DOL:
10.1109/MILCOM.2008.4753182

Rivest R.L., Agre B., Bailey D.V,, Crutchfield C., Dodis Y., Fleming
K.E. Khan A, Krishnamurthy J,, Lin Y, Reyzin L., Shen E., Sukha
J., Sutherland D., Tromer E., Yin Y.L. The MD6 hash function - a
proposal to NIST for SHA-3, Submission to NIST, October, 2008.
Available at: http://groups.csail. mit.edu/cis/md6 (accessed
11.04.2018).

Dali FA., Mironkin V.0. Review of approaches to the construction of
tree-like modes of operation of some hash functions. Information
Security Problems. Computer Systems. 2017; 2:46-55. (In Russian)
Dali FA., Mironkin V.0. On some models of tree hashing. Obozre-
nie prikladnoi i promyshlennoi matematiki = Applied and Indus-
trial Mathematics Review. 2017; 24(4):241-244. (In Russian)
Dali FA., Mironkin V.0. On the tree modes of hash functions.
Information Security Problems. Computer Systems. 2018;
1:113-121. (In Russian)

Merkle R.C. Secrecy, authentication, and public key systems.
PhD thesis, UMI Research Press, 1982. 104 p.

Dali FA., Mironkin V.0. On probabilistic characteristics of a
single class of tree hashing models. Obozrenie prikladnoi i pro-
myshlennoi matematiki = Applied and Industrial Mathematics
Review. 2016; 23(4):345-347. (In Russian)

Mironkin V.0. Urusov M.I. On collisions of Merkle trees. Oboz-
renie prikladnoi i promyshlennoi matematiki = Applied and In-
dustrial Mathematics Review. 2018; 25(1):84-88. (In Russian)
Bertoni G., Daemen ]., Peeters M., Van Assche G. Keccak. Jo-
hansson T, Nguyen P.Q. (eds). Advances in Cryptology - Eu-
rocrypt 2013. Eurocrypt 2013. Lecture Notes in Computer
Science. Vol. 7881. Springer, Berlin, Heidelberg, 2013. DOI:
10.1007/978-3-642-38348-9_19

Bertoni G., Daemen J., Peeters M., Van Assche G. Sufficient con-
ditions for sound tree and sequential hashing modes. Interna-
tional Journal of Information Security. 2014; 13(4):335-353.
DOI: 10.1007/s10207-013-0220-y

Gapanovich D.A,, Chubarikov V.N. Hash algorithm with the
controlling tree-like structure and the method of its im-

About the authors;

[19]

[20]

[21]

[22]

(23]

[24]

[25]

[26]

[27]

plementation on parallel architectures. Modern Informa-
tion Technology and IT-education. 2017; 13(1):35-42. DOIL:
10.25559/SITIT0.2017.1.489 (In Russian)

Mineev M.P, Chubarikov V.N. Lectures on arithmetic ques-
tions of cryptography. Moscow: Scientific and Publishing Cen-
ter «Ray», 2014. 224 p. (In Russian)

Chapweske ]., Mohr G. Tree Hash EXchange format (THEX),
2003. Available at: http://adc.sourceforge.net/draft-jchap-
weske-thex-02.html (accessed 11.04.2018).

Dodis Y., Reyzin L., Rivest R., Shen E. Indifferentiability of
permutation-based compression functions and tree-based
modes of operation, with applications to MD6. O. Dunkelman
ed. Fast So ware Encryption. Lecture Notes in Computer Sci-
ence. Vol. 5665, Springer-Verlag Berlin Heidelberg, 2009. Pp.
104-121.DOI: 10.1007/978-3-642-03317-9

Sarkar P, Schellenberg PJ. A parallelizable design principle
for cryptographic hash functions. Cryptology ePrint Archive,
Report 2002/031, 2002. Available at: http://eprint.iacr.org
(accessed 11.04.2018).

Bellare M., Guerin R, Rogaway P. XOR MACs: new methods for
message authentication using finite pseudorandom functions. D.
Coppersmith ed. Advances in Cryptology - CRYPTO "95. Proceedings
of the 15th Annual International Cryptology Conference, Santa Bar-
bara, California, USA, August 27-31, 1995. Springer-Verlag Berlin
Heidelberg, 1995. Pp. 15-28. DOI: 10.1007/3-540-44750-4
Bellare M., Micciancio D. A New Paradigm for Collision-free
Hashing: Incrementality at Reduced Cost. W. Fumy. Advanc-
es in Cryptology — EUROCRYPT '97. Proceedings of the In-
ternational Conference on the Theory and Application of
Cryptographic Techniques Konstanz, Germany, May 11-15,
1997. Springer, Berlin, Heidelberg, 1997. Pp. 163-192. DOLI:
10.1007/3-540-44750-4

Barreto P, Rijmen V. The Whirlpool Hashing Function. NESSIE
Report, Revised, May 2003.

Damgard I.B. A design principle for hash functions. G. Bras-
sard ed. Advances in Cryptology - Crypto '89. Conference pro-
ceedings. LNCS, Vol. 435, Springer, New York, NY, 1989. Pp.
416-427.DOI: 10.1007/0-387-34805-0

Maurer U, Renner R, Holenstein C. Indifferentiability, Im-
possibility Results on Reductions, and Applications to the
Random Oracle Methodology. M. Naor ed. Theory of Cryp-
tography. TCC 2004. Lecture Notes in Computer Science. Vol.
2951, Springer, Berlin, Heidelberg, 2004. Pp. 21-39. DOI:
10.1007/978-3-540-24638-1_2

Submitted 11.04.2018; revised 25.05.2018;
published online 30.06.2018.

Dmitriy S. Bogdanov, Senior researcher, Laboratory of TVP (47 Nakhimovsky Avenue, Moscow 117418, Russia), ORCID: http://orcid.org/0000-0001-
6178-6420, bogdanovds@rambler.ru
Farkhad A. Dalj, expert, Technical Committee of Standardization Cryptography Information Security (Building 1, 1/23 0Old Petrovsky-Razumovsky
passage, Moscow 127287, Russia), ORCID: http://orcid.org/0000-0002-3344-9766, dali_fa@tc26.ru

Vladimir O. Mironkin, Senior lecturer, Department of Computer security, National Research University Higher School of Economics (34 Tallinn Str,,
Moscow 123458, Russia), ORCID: http://orcid.org/0000-0002-5606-7509, mironkin.v@mail.ru

@EOH

Vol. 14, no 2. 2018

This is an Open Access article distributed under the terms of the Creative Commons Attribution License (http://creativecommons.org/licenses/by/4.0),
which permits unrestricted reuse, distribution, and reproduction in any medium provided the original work is properly cited.

ISSN 2411-1473 sitito.cs.msu.ru

Modern
Information
Technologies
and IT-Educatiom




