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Abstract. Understanding how artificial intelligence models make decisions is important, especially
for difficult tasks like detecting deepfakes, where it's not enough to just get a result — it needs to know why
the model made that choice. Many current methods, like Shapley additive explanations (SHAP) and
Gradient-weighted Class Activation Mapping (Grad-CAM), help explain these decisions, but they often
aren't detailed enough for tasks involving complex data like human faces. In this paper, it’s introduces a
new method that uses Graph Attention Networks (GATSs) to explain deepfake detection. Instead of looking
at images as a whole, it’s turn the face into a graph, where each key part of the face (like the eyes, nose,
and mouth) is a separate node. This helps the model focus on the most important areas. Using attention
mechanisms, the model highlights which parts of the face influenced its decision, making the process easier
to understand. It’s compares two versions of the model, GATv1 and GATv2, and show how both create
clear visual explanations while still performing well in detecting deepfakes. This approach makes it easier
to see how the model reaches its conclusions, improving trust and transparency. The code is freely available
at https://github.com/aleksandrpikul/ResGAT/tree/main.
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Annomayus. IloHnManue o TOM, KaK IMEHHO MOJICNIM UCKYCCTBEHHOI'O MHTEIUICKTa IPUHUMAIOT
pelleHns, BaXKHO, B OCOOCHHOCTH JIISl TaKMX CIIOXKHBIX 3aJ]la4, Kak oOHapykeHue nurdeikos, rie
HEJ0CTATOYHO MMPOCTO MOIYYHUTh PE3yIbTaT — HEOOXOUMO 3HATh, TOYEMY HMEHHO MOJIENb IPHUHSIIA TAKOES
peuicHue. MpHuorue CYIECTBYIOINUE METOABI MHTECPIIPETALIUN Monenef/i HNCKYCCTBCHHOI'O MHTCJIJICKTA, TAKHC
kak SHAP u Grad-CAM, mnoMorarT OOBSCHHTH IOJYYCHHBIC PEIICHHS, HO 3a4acTyIO IOJydYCHHBIC
0O0BSCHEHHS HEJAOCTATOYHO NETAIM3UPOBAHBI JUIS TAKUX CIIOKHBIX JAHHBIX KaK YEJIOBEUCCKUE JUIA U
mundeiiku. B maHHOW cTaThe MPEACTaBICH HOBBIM METOJ] C HKCIIOJIB30BaHUEM TIpadoBBIX CETeH ¢
Mexanu3MoM BHUMaHus (GAT) mig 3agadqn WHTEpIpETaIlliy PEeIICHUH MEeTEKTOPoB mutieiikoB. BmecTo
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TOTO 4TOOBI pacCMaTPUBATh H300PAXKEHHE B IIEJIOM, OHO pa30MBaeTCs Ha MaT4H, a 3aTeM (POPMUPYIOTCS B
rpad, rae Kaxmas KIroYeBas 4acTh JIHIia (T1a3a, HOC U POT) ABISIETCS OTASNbHBIM y31I0M. Takoe pazouenwe
MOMOTaeT MOJEIH YYHUTHIBATh NPH MPHHATHN PEIIeHu HanOojee BakHbIE oOyacTh m3o0OpaxkeHus. C
MTOMOIIIBI0 MEXaHW3Ma BHUMAaHUSI, MOJICIh BBISBIISICT, KAKUE 001aCTH M300paKCHUS U JIMIA TTOBIHSIIN Ha
eé pemenue. [IpoBeaeHo cpaBHUBHUE IBYX Bepcuil Mexanuzma BHuManus, GATv] u GATv2, u nokazaHo,
KaK CO3/1aeTCs BU3yaJIbHAsl HHTEPIIPETALNS C NX TOMOIIBI0. [Ipn 3TOM coxpansieTcs BRICOKasi TOUHOCTB IS
knaccudukaropa aundeikon. [IpemrokeHHBII TOIX0A TOBBIIIAET TOHUMAHHE O TOM, KaK MOJENb
o0pabaThiBaeT M300paXeHUs, TO €CTh, KaKUe MPHU3HAKK OKAa3aJIMCh HAW0OJIEe BOXKHBIMH MPU MPHHATUU
pemrenus. TakuM 00pa3oM MOBBIMIAETCA AOBEpHE K pabOTe MOAETH MCKYCCTBEHHOrO MHTeIIekTa. Kox B
OTKPBITOM J0CTyTIe 10 anpecy https://github.com/aleksandrpikul/ResGAT/tree/main.

Knroueswle cnosa: oungheiixu, 00biaCHUMOCTb, MEXAHUZM SHUMAHUS, OOHApYJiceHue oungeiikos,
epaghosas cemv ¢ GHUMAHUEM.

dna_uyumupoeanua: [luxyno, Anexcandp C.; Ilonos, Hnvs IO. Ilosviuenue odwacrumocmu
0OHapysiceHuss Oungelxog ¢ nomowwo 2pagosoli cemu HA OCHOBe COCPEOOMOUEHUs] GHUMAHUSL.
besonacnocmv ungpopmayuonuvix mexnonoaui, [S.1.], m. 32, Ne 2, ¢. 73-82, 2025. ISSN 2074-7136. URL:
https://bit.spels.ru/index.php/bit/article/view/1776. DOI: http://dx.doi.org/10.26583/bit.2025.2.06.

Introduction

Deepfakes are highly realistic fake videos or images created using artificial intelligence,
making individuals appear to say or do things they never actually did. These manipulations pose
significant threats by spreading misinformation, damaging reputations, and undermining trust in
digital media. As a result, detecting deepfakes is crucial to mitigate their negative impacts and
ensure the integrity of information across various platforms.

Current methods for detecting deepfakes primarily rely on deep learning models, which are
powerful tools capable of identifying subtle alterations in media. However, these models often
operate as "black boxes," providing results without any explanation of how they arrived at their
conclusions. This lack of transparency poses challenges, especially in critical areas such as justice,
medicine, and security, where understanding the reasoning behind a decision is as important as the
decision itself.

To address the opacity of black-box models, several classical interpretation methods have
been developed. These techniques aim to shed light on the inner workings of deep learning models
by providing insights into their decision-making processes. Some of the most widely used classical
interpretation methods include:

Feature Importance Scores. This method assesses the contribution of each input feature
to the model's prediction. By ranking features based on their importance, users can identify which
aspects of the data most influence the outcome. Techniques like permutation importance and mean
decrease in impurity fall under this category [ 1]. However, feature importance scores can sometimes
be misleading, as they may not capture complex interactions between features.

LIME (Local Interpretable Model-Agnostic Explanations). LIME [2] approximates the
behavior of a black-box model locally around a specific prediction by fitting a simple, interpretable
model, such as a linear regression or decision tree. This allows users to understand the factors
driving individual predictions. While LIME is versatile and can be applied to various types of data,
its explanations are limited to local regions and may not reflect the model's global behavior.

Grad-CAM. Grad-CAM [3] is a visualization method used to interpret the decisions of
deep neural networks, particularly in computer vision tasks. It leverages the gradients flowing into
the final convolutional layer of the network to highlight important regions in the input image that
influenced the model's prediction. Grad-CAM generates activation maps that show which parts of
the image the model focuses on when making a decision. For example, in image classification tasks,
Grad-CAM allows for visual inspection of the objects or regions that the network considers crucial
for its classification.
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SHAP (SHapley Additive exPlanations). SHAP [4] assigns each feature an importance
value based on cooperative game theory, ensuring that the explanations are consistent and
theoretically sound. SHAP values provide a unified measure of feature contribution across different
models. However, computing SHAP values can be computationally intensive, especially for large
and complex models.

Partial Dependence Plots (PDPs). PDPs [5] show the relationship between a subset of
input features and the predicted outcome, averaging out the effects of all other features. This helps
in understanding the marginal effect of certain features on the prediction. While PDPs provide a
global view, they can oversimplify interactions between features.

Integrated Gradients. This method attributes the prediction of a deep network to its input
features by integrating gradients along a path from a baseline input to the actual input [6]. Integrated
Gradients help in understanding the contribution of each feature in a way that satisfies certain
axioms, ensuring more reliable explanations.

While these classical interpretation methods offer valuable insights, they often provide
limited explanations or fail to capture the intricate relationships within the data, particularly in the
context of deepfake detection. For instance, many of these methods focus on identifying important
features in isolation rather than understanding the complex interactions and dependencies between
multiple features that may contribute to a deepfake.

This gap underscores the need for more sophisticated approaches that can offer deeper and
more meaningful explanations. In this article, we aim to enhance the explainability of deepfake
detectors by introducing a novel approach based on graph neural networks with attention
mechanisms. Unlike traditional methods, our approach models the relationships between different
features in the data, allowing for a more comprehensive understanding of how decisions are made.
The attention mechanism further highlights the most important elements and their interactions,
providing clearer and more detailed explanations. By improving transparency beyond what classical
interpretation methods offer, we seek to build greater trust and effectiveness in deepfake detection
systems, especially in vital areas where understanding the "why" behind a decision is crucial.

1. Interpretation methods for deepfake detection

This chapter reviews various methods used to interpret deepfake detection models,
highlighting both classical and modern approaches. We examine different techniques based on a
range of studies and identify key features that enhance the explainability of these models.

One of the most detailed studies in this area is the master's thesis presented in [7]. The
primary goal of this work is to improve the explainability of deepfake detectors by introducing three
distinct approaches:

e Image Segmentation. This method involves identifying specific areas of an image that
the model considers fake. By highlighting these regions, users can see which parts of the image are
contributing to the model's decision.

e Multi-Class Classification. This approach classifies different attributes of the fake
content, such as identifying fake facial features. This helps in understanding which specific features
are being manipulated.

e Text Generation (Captioning). This technique generates natural language explanations
that describe why a particular video or image is considered fake. These textual explanations make
it easier for users to understand the model's reasoning.

In [8], a simple pipeline is presented that uses convolutional neural networks (CNNs) and
capsule networks to detect deepfakes. Although this approach is simple and easy to understand, it
focuses on a single variation of the pipeline. The study emphasizes the importance of combining
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CNNs with Capsule Networks to improve detection accuracy and provide some level of
interpretability.

In [9] the researchers propose a pipeline where image segmentation results are combined
with heatmaps. The segmentation highlights fake regions, and the heatmap provides additional
visual cues about the model's focus areas. These combined visualizations are then fed into the
deepfake detector for final classification. This method not only interprets the model's decisions but
also integrates multiple sources of information to enhance accuracy.

In [10] the authors introduce a comprehensive pipeline that includes several steps to improve
explainability:

e Feature Extraction. Uses CNNs like ResNet to extract high-level features from each
video frame.

e Feature Aggregation. Combines features from consecutive frames to capture temporal
dependencies.

e Temporal Analysis. Employs Long Short-Term Memory (LSTM) networks to analyze
changes over time, identifying inconsistencies typical of deepfakes.

e Transparency and Explainability. Utilizes Grad-CAM to visualize important areas in
each frame and SHAP values to quantify the contribution of each feature to the model’s predictions.

o C(lassification. Finalizes the detection using a fully connected layer with a sigmoid
activation function to classify videos as real or fake.

e Model Evaluation. Assesses the model using metrics like accuracy, recall, precision, F1-
score, and ROC AUC.

e User Studies. Gathers feedback from users to evaluate the clarity of visualizations and
explanations provided by Grad-CAM and SHAP.

This multi-step approach not only enhances detection performance but also provides
detailed explanations, making the model’s decisions more transparent.

In [11] the authots explore the use of attention mechanisms for interpretability. This method
involves creating a hierarchical ensemble of models that focus on different aspects of the data. The
attention mechanism helps in highlighting the most relevant features and their interactions,
providing a clear explanation of why a particular decision was made.

In [12] the authors combine classical interpretation methods like SHAP and LIME with
newer techniques such as attention mechanisms. This hybrid approach leverages the strengths of
both types of methods to provide more accurate and understandable explanations. Additionally,
adversarial robustness training is used to make the model more resilient to attempts to deceive it.

In [13] the authors present an implementation of an attention-based deepfake detection
model. By incorporating attention mechanisms, the model can highlight which parts of the input
data are most influential in making its predictions. This not only improves detection performance
but also provides clear visual explanations for users.

The reviewed approaches share several key features that enhance the explainability of
deepfake detection models:

1. Multimodality. Interpretations are provided not only through visual means, such as
heatmaps and segmentation, but also through textual explanations. This makes the explanations
more comprehensive and easier to understand for users.

2. Combination of Classical and Modern Methods. Alongside traditional methods like
SHAP and Grad-CAM, newer techniques such as attention mechanisms are employed. This
combination leverages the strengths of both types of methods to provide more detailed and reliable
explanations.
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3. Integration of Multiple Approaches. For more accurate interpretations, some methods
combine several techniques. For example, feature maps may be combined with attention maps to
give a fuller picture of what the model is focusing on.

4. Application in Classification. Interpretative methods are often integrated directly into the
classification process. For instance, feature maps generated from segmentation can be combined
with heatmaps and passed to the classifier, enhancing both the detection accuracy and the
interpretability of the model.

These features collectively contribute to more transparent and trustworthy deepfake
detection systems, making it easier for users to understand and trust the model’s decisions.

2. Graph neural networks for explainable deepfake detection

While traditional interpretation methods provide valuable insights into deepfake detection
models, there are emerging approaches that leverage Graph Neural Networks (GNNs) and graph
attention mechanisms to enhance explainability. These methods offer a different perspective by
modeling relationships and interactions between various features, providing more comprehensive
and intuitive explanations.

Graph Neural Networks (GNNs) [14] are a class of neural networks designed to work with
graph-structured data. Unlike traditional neural networks that operate on fixed-size input data,
GNNss can effectively capture the relationships and interactions between nodes (entities) in a graph.
This capability makes GNNs particularly suited for tasks where the data is naturally represented as
a graph, such as social networks, molecular structures, and, increasingly, in explainable Al for
deepfake detection.

Explainable Al (XAI) aims to make the decision-making processes of complex models
understandable to humans. By integrating GNNs into deepfake detection systems, researchers can
create models that not only identify fake content but also provide insights into how different features
interact to influence the final decision.

Several studies have explored the use of GNNs to enhance the explainability of deepfake
detection models. These approaches typically involve representing video frames or image features
as nodes in a graph, with edges capturing the relationships between these features. By processing
this graph structure, GNNs can learn to identify patterns and inconsistencies that are indicative of
deepfakes.

Graph Attention Networks (GATs) extend GNNs by incorporating attention mechanisms,
which allow the model to weigh the importance of different nodes and edges dynamically. This
feature is particularly useful for explainability, as it enables the model to focus on the most relevant
parts of the graph when making a prediction.

In [15] the authors introduce attention-based techniques that highlight critical nodes and
edges contributing to the model's decisions. This approach not only improves the interpretability of
the model but also enhances its ability to generalize across different types of deepfake content.

In [16] the authors employ hierarchical GNNs with attention mechanisms to analyze
deepfake videos. The attention layers help in identifying key features and their interactions,
providing clear visual explanations of why a video is classified as fake.

3. Proposed method for explainable deepfake detection
The proposed architecture (Fig. 1), as shown in the figure, begins by passing an image
through a ResNet encoder for feature extraction. These extracted features are then transformed into
graph data and passed through a Graph Attention Network (GAT). The attention mechanism in the
GAT highlights the most important nodes in the graph, providing a way to visualize which parts of
the image contributed most to the model’s decision. This architecture is modified based on [17].
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Fig. 1. The proposed architecture (ResGAT)

Feature Extraction. The ResNet-50 [18] model is used as the backbone for feature
extraction. This pre-trained network has been widely adopted in image classification tasks and is
capable of extracting rich representations from the input image. The last fully connected layer of
ResNet is removed, and the output is a feature map of size (batch_size, 2048, 7, 7), where 7x7
represents the spatial resolution and 2048 is the number of feature channels.

Graph Construction. The extracted feature map is reshaped into a graph where each
spatial location (e.g., a 7x7 grid) corresponds to a node in the graph. We create edges between
neighboring nodes to represent spatial relationships, ensuring that each node has connections to its
right and bottom neighbors.

For each image, this results in a graph with 49 nodes (corresponding to the 7x7 grid), and
each node is connected to its neighboring nodes in a structured grid layout. The edges capture the
relationships between adjacent pixels or regions.

Graph Attention Network (GAT). The core component of the architecture is a Graph
Attention Network (GAT) that processes graph-structured data. GAT assigns different attention
weights to the edges, allowing the model to focus on the most relevant nodes and their connections.
This helps the model highlight the most significant regions of the image, which improves the
detection of deepfakes.

We use two versions of GAT in our architecture. The first version, GATv1 [19], computes
attention for each node towards its neighbors based on their features. GATv1 uses a static attention
mechanism, meaning that the ranking (order) of attention for key nodes remains the same for all
queries. In other words, for any query node, the ranking of attention to its neighboring nodes stays
static, which can limit the model's flexibility. The formula for GATv1 is as follows:

e;; = LeakyReLU(a” [Wh;||[Wh;]), (1)

where:

e;; is the attention value for node i towards node j,
W is a trainable weight matrix for transforming node features,
h; and h; are the features of nodes i and ,

e ¢ is the attention vector.

The second version, GATv2 [20], addresses the limitations of static attention in GATvI.
GATV2 introduces dynamic attention, where the attention weights for neighboring nodes are
computed dynamically for each query node. This allows the model to adapt more flexibly to
different data and situations. The formula for GATv?2 is as follows:

e;; = a’ LeakyReLU([Wh;||W h;]). ()
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In GATv2, the attention weights for each node are dynamically calculated based on both the
node's own state and the state of its neighbors. This provides greater flexibility in how the model
attends to different regions of the image.

Multi-Layer Perceptron (MLP). After processing the graph through the GAT layer, we
pool the node features by averaging them and passing them through a fully connected layer (MLP).
This layer is responsible for classifying the input as either a deepfake or a real image. The output
is a probability score that indicates the likelihood of the input being a deepfake.

Attention Visualization. One of the key features of our architecture is the ability to
visualize the attention weights generated by the GAT layer. These attention weights highlight
which nodes were most influential in the model’s decision. We create attention maps that show
these important regions.

4. Experiments

The experiments were conducted in two stages to evaluate the effectiveness of the proposed
model and compare the performance of two versions of the GAT: GATv1 and GATv2.

Datasets:

e DFDC [21]. The DFDC dataset is one of the largest and most diverse collections of
deepfake videos. It includes real and manipulated videos of people speaking, with various types
of video tampering techniques applied. In this experiment, frames were extracted from the videos,
and the following augmentations were applied: blurring, noise, transposition, rotation, and
resizing. Training set: 32,300 deepfakes and 47,700 real faces. Testing set: 4,027 deepfakes and
4,639 real faces.

o FF++ [22]. The FF++ dataset contains both real and manipulated videos, created using
various deepfake generation methods, including face swaps and neural networks. Unlike the
DFDC dataset, no augmentations were applied to the extracted frames in this experiment. Training
set: 300,252 deepfakes and 220,496 real faces. Testing set: 75,063 deepfakes and 55,124 real faces.

Given the imbalance between real and fake faces in the DFDC and FF++ datasets, the F1-
score was chosen as the primary evaluation metric. This metric is particularly useful in cases of
class imbalance, as it takes into account both precision (the proportion of correctly identified
deepfakes) and recall (the ability to find actual deepfakes). By using the F1-score, we get a more
reliable measure of the model's performance, ensuring it handles both real and fake faces
effectively, even when the classes are not evenly distributed.

2
Fy=— 1 3)

Recall Precision

The experiments were conducted in two stages: first with GATv1, then with GATv2. The
table 1 presents the F1-score and AUC values for two versions of the model (GATv1 and GATv2)
on the DFDC and FF++ datasets.

Table 1. Results For GATvI and GATv2

F1-score, % AUC
Method FF++ DFDC FF++ DFDC
GATvI 99.68 80.01 99.9 85.92
GATV2 99.93 81.72 99.9 85.96

Fig. 2 and 3 present attention maps for all experiments, as well as visualizations using Grad-
CAM and LIME for comparison with the proposed model.
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In both datasets, the proposed version GATv2 demonstrates a higher F1-score, indicating
improvements due to the dynamic attention mechanism. The difference in results between the two
datasets is explained by their structure and the application of augmentations. The FF++ dataset
contains more images and diverse forgeries, enabling the model to generalize its predictions better.

Input image Grad-CAM LIME

Fig. 2. Attention maps from GATvI and GATv2 on FF++ (comparison with Grad-CAM and LIME)

Input image Grad-CAM LIME GATv1 GATv2

Fig. 3. Attention maps from GATvl and GATv2 on DFDC (comparison with Grad-CAM and LIME)

From the visualizations, it is clear that the proposed model focuses more accurately on key
areas of the face compared to Grad-CAM and LIME.
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Fig. 4 demonstrates a comparison of attention maps for a real face and a deepfake. As can
be seen from the examples, for both the real face and the deepfake, the model focuses its attention
on key facial areas, including the eyes (along with their shape and contours), nose, mouth, chin,
cheeks, and forehead.

Deepfake

Fig. 4. Attention Maps for Deepfakes and Real Faces

Fig. 4 demonstrates a comparison of attention maps for a real face and a deepfake. As can
be seen from the examples, for both the real face and the deepfake, the model focuses its attention
on key facial areas, including the eyes (along with their shape and contours), nose, mouth, chin,
cheeks, and forehead.

5. Conclusion

The experiments conducted on the DFDC and FF++ datasets demonstrated that our GAT-
based approach not only improved performance, particularly with GATv2, but also offered better
visualizations of attention maps compared to existing techniques like Grad-CAM and LIME.
These attention maps allowed us to accurately interpret the areas that influenced the model's
classification, providing both transparency and reliability in deepfake detection.

In experiments on the DFDC and FF++ datasets, we observed improvements in detection
accuracy, especially with GATv2, which achieved an F1-score of 81.72% on the DFDC dataset
and 99.93% on the FF++ dataset.
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