BHOPOBLIE CAEAL X0 YT 0ROBHLIM BEIAM 0 «(KOMIbLIOTEPHLIX
HPECTYHIERMAAX»: HPOBAEMbE H EPCHEKTHBbI

MATBEEB M.M., JOI[IATOB A.A.

B nacroamnii moment B cBasu ¢ pu@posusagneii B Poccniickoii Pegepagnn noapuancy
npecTynienna B cepe KomnbiorepHoii nuopmauii. B nacrosaieii crathe pacemarpusaiorcs
HEKOTOpPbIe MPOB.IEMHBIe BOTPOCH, CBA3AHHBIE ¢ UFBATHEM U HCCAEJOBAHNEM UI(PPOBBIX CI1€10B
M0  «KOMITBIOTEPHBIM  TipecTyiieHnaM». Takike ocosoe BHHMaHIE YieaseTcd HEKOTOPBIM

NPOBAEMHBIM BOIIPOCAM OBHAPY/REHUA LH(PPOBBIX CAE10B.

Kaloaesnie caosa: ROMIIBIOTEPHBIE MPECTYNACHUA, gnq)pom,le CJaeabl, COllnaibHbIC CETHn "

MecCeHRepbl, HeBepBaabHbIE€ CACACTBEHHBIC /.leﬁCTBl/Iﬂ.

B Hacrosdljee ppeMa aRTNBHO NMPOJOLRAETCA Tpogece LI,I/I(I)[)OBI/ISHH,I/II/I NMPAaRTHIECRN BCEX
CTOPOH JKUSHEACATECALHOCTII MOCPEACTBOM BHEIPEHIA TeXMOIOTIi HNCRYCCTBEHHOTO WHTEAIERTA,
BI/IOMeTpII‘leCKOﬁ II,LleHTII(pHKag,HH, PAasoOThl ¢ BOABLIIHMIT OB'LeMamMil JaHHbIX, OBJA9HOTO Xpanenns
I/IHq)()l’)MagIIII, ANCTAHTHOHHOTO BAHROBCROTO OLCAYRITBAHWA. ].HII]’)()K() OBCY/RAA€TCA MEPCHERTIBA
NCHnoOAb30BaHIIA TEXHOJI0THH B./lOl\"lei/iH, B TOM 4uc.ae m B C(pepe ORa3anuA TOCYAAPCTBEHHLIX W
MynngnmnaJbHbIX YCJAYT. ].HIIp()K()(—E NCIHOAL30OBAHNE ROMILIOTEPHBIX CpEACTB W CHCTEM, B TOM
qyuc.ae cetn «I/IHTepHeT», MOPOAILIO HOBBIE BUABI npec'rymlemlﬁ, Tarkue, Hnanpumep, Kark xmijpenmne
nepcoHaIbHBIX AANNBIX € HEJbI0 NCIOAL3OBANTIA IIH(I)O[)M?]LI,IIII 0 YacTHOW KU3HN (CTaTI)f[ 272
YR P(I)), OpPOTHBOIIPABHOE MNPOHUKHOBEHIE B ROMIBIOTEPHLIE C¢€TH ¢ HNCHOJL30OBANNEM
BpeAOHOCHBIX «TPOAHCKRUX» MNporpamMmm ¢ MHeablo Xmjennda be3naindnubix JCeHCRHbIX CPEICTB,

nepevncIenie JeHeRnpX CpPejcTB Ha (PHKTHBHBIE cdYeTa ILIN «oTMBbIBanme» jemer (cratea 275

YK PO).

B RpUMIHAJIUCTHRE AJA OB'bEAUNEeHNsA l'lpeCTyl'l./IeHIIfl, copepliaeMbplx ¢ Mnenoab3oBanueM
ROMIBIOTCPHBIX CPEACTB N CHCTEM, NCHOAL3YCTCA ACPUHULNA «ROMNLIOTCPHBIC MPCCTYIACHITA,
ROTOpasa cBA3ana mne ¢ KBaJm(puKag,uei/i, a CO CcHocoboM mpecrynienua m, COOTBETCTBEHHO, C

METOJUROIi ero packpeiTna 1 pacciejosannd. OFbeRTaMIl  TeOpHH NH(POPMALHOHHO -

KOMIIBIOTCPHOTO OBCCHCYCHHA KPIMIHAINCTHYCCKOI JCATCIBHOCTH ABIAIOTCA, ¢ OJHON CTOPOHBL,
caMll KOMHIBIOTCPHBIC CPEJCTBA 1 CIHCTCMBl KAK HOCHTC.IN PO3BICKHOIl I J0Ka3aTe.IbCTBEHHOIT
KPHMITHAIICTHYCCRI 3HAYNMOI MH(OPMALNIL, a ¢ Jpyroii — cuerema jgeiictnii m oTHOmeHnii B
MEeXaHII3Max IHpecTyILIeHH i ¢ HCI0.1b30BaHIIeM KOMIBIOTEPHBIX CPEJCTB I CHCTEM, a TaKke
KPHMITHAIICTHYECKNX — KOMIBIOTEPHBIX  TeXHOAOTHil  BbiABICHHA,  (DUKCALNN,  N3BATIHA,
COXpaHeHIs, ncce.1e]0BaHsA i HCI10.1b30BAHIIA KPIMIHAIICTHYECKN  3HAYHMOIi
JOKazaTeabCTBeHHOIT 1 opuentupywoieii un@opmaunn [1, crp. 225]. Heosxopnmo rarke
orMernts, uto B Mapre 1993 roga 8 HIII uposaem ykpeiLienna upasounopsaika 1 3aKOHHOCTH
upn I'emepaibnoii  npoxypatype P@® Ha 3acejaHnm  MekBeJOMCTBEHHOTO  CeMHHApa
«RoMubloTepnaa  upecTynnocts U KPIMHHAINCTHKA»  BbLIO  YKA3aHO:  «KOMIIbIOTEPHOI

HpeCcTYNHOCTbIO LEJI€COOBPA3HO HMEHOBATh Te IMPEeAYCMOTPEHHBIE  YIOJAOBHBIM  3aKOHOM
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OBIIECTBEHHO OllaCHbIE AQﬁCTBHH, B ROTOPBIX MallNHHAA IIH(pO[)MagHﬂ ABAACTCHA ANBO CPEeACTBOM,

ANBO OB'BEKTOM mocArareabeTsa» [2, erp.61].

Jaunstii Bug nmpecrymieHnii coepimaerca BeCKOHTAKTHBIM CIIOCOBOM, UTO 3HAYHTE.ABHO
YMEHBIIAeT BO3MOKHOCTD BBIABICHIA TPACOIOTNYECKIX CI€10B U, BMECTe ¢ TeM, yBeadldnsBaer
9HCA0 UUPPOBBIX cAe10B (YHUKAIBHBIT HABOP AeiicTBUIl, MPON3BOANMBIIL B HH(POPMALNOHHO —
TeAeKOMMYHUKAUNOHHOI cpeje). OCHOBHBIMII BIJAMII LH(PPOBBIX CA1€10B BBICTYNAIOT: MACCHBHBIE
uH@possie caeabl (MHPOpMALNA, COBPAHHAA Be3 CONACHA MO.1b30BaTE.AsA) U AKTHBHBIE LH(PPOBBIE
caeppl (1eiicTBiA MOAb30BaTEAA B PAa3ANMHBIX COUHAIBHBIX ceTdAx) [d, crp.189]. Komnbiorepubie
TEXHOJAOTHH  HCHOAB3YIOTCA ¢ LEeAbl0  COBepPHICHUA  CACAYIOIINX NPeCTYNHBIX  JAeAHuii:
(paabCH@PUEALNN TLIATE;RHBIX 1OKYMEHTOB; XHIICHIA HAANYHBIX W BE3HAIMIHBIX JEHERHBIX
CPeACTB MyTeM MepevuncaeHns Ha (PUKTHBHBIE CUeTa; OTMBIBAHIA JeHer; BTOPUTHOTO TO.dYIeHIA
yike TMPON3BeJeNHbIX BHILIAT; COBEPHICHIA MOKYHOR ¢ HCHOIL30BAHIIECM (PAILCH(PIINPOBATHBIX
ILIN TOXHIJICHHBIX AIeKTPOHHBIX ILIATERHBIX CPEJCTB; MPOJAKN cekpeTHoii mn@opmannn [4, crp.
362].

Anaansupysa cratnernry, npejcrapiennoii emepaannoii mporyparypoii P®, caegyer
CKa3aTh O TOM, 4TO Ma JAHHBIT MOMEHT CYIIECTBYeT NMPOTPECCNBHAA TEHACHINA O POCTY YHC.IA
kusepnpecrymiennii na reppuropun P®. B Poceniickoii ®ejepagnu 3a nocaeinne rogsl mouTn
kakgoe 20 - e 3aperncTpupoBanfoe mpecTyiLienne COBepPIAaeTcs NP HOMOLIN TCHOIb30BANNA
cern Mnrepuer'. Takke os sTom BbLI0 ckasano [enepaasnniv npokypopom P® na Berpeue c
seqopycernvn  koaieramum:  «B Pocemnm B macroamee Bpema  podee  derseptm  Bcex
perncTpupyeMbiX — mpecTyiLIeHnii  coBepmaTes ¢ HCHOIb30BAaHHEM  HH(POPMATNOHHO-
KOMMYHIKAINONHBIX Texnoornii>. B c¢Boio ovepein, copnainubie ceTn n MeccengKkepsl Hepeiko
CTAHOBATCA OCOBOIl Cpeoil 118 COBEPIICHIA CaMbIX Pa3INYHBIX HpecTyILIeHUil (dKCTpeMucTeRoil
Il TCPPOPHCTHYCCKOIi HANPABICHHOCTII, HE3AKOHHOTO OBOPOTA HAPKOTIKOB, PACHPOCTPAHCHUA
ACTCRoOil mopHorpaguu u Ap.). 10, B NEPBYIO 04CPe]b, CBA3AHO ¢ MIIPOKIMI (PYHKLHOHAILHBIMH
BO3MOKHOCTAMI  COOHAIBHBIX CeTCli 1 MCCCCHAAKCPOB, CHEON(PUROIl  KOMOBIOTCpHO -
ONOCPELOBAHHOI KOMMYHHKALHNH, MO3BOIAIONICH IMYHOCTI COXPAHATbL CBOIO AHOHIMHOCTbL I €
JCTKOCTBIO TYBINKOBATH PA3IMYHOTO POja NMH(OPMALNIO, KOTOPaA CTAHOBHTCA BHOC.ICICTBHH
AOCTyNHOIl muporoMy Kpyry ang. Takue ycaoBna packpsiBaior nepej 3.10yMbIILICHHIKAMII MACCY
BO3MOKHOCTEl 114 pealnsagni CBOHX TPECTYNHBIX YMBICIOB TOCPEICTBOM HCIO.Ib30BAHNA
COUNAIBHBIX ceTeif 1 MECCCHIKCPOB, 4YTO OBYC.IOBINBACT HEOBXOJUMOCTL  pPa3pelicHuA
MPOB.ICMHBIX BOIPOCOB, CBASAHHBIX ¢ OTCYTCTBHCM YHI(PHEIPOBAHHOTO MOIX0a K OBHAPY/KCHIIIO,
(pUECAUNN I H3BATHIO UH(PPOBLIX CIE10B 113 COUNAIbHBIX ceTeii n Meccenixepos [d, erp. 107
- 108].

Oppamasch K HpaBONPHMEHNTEIbHONl HPAKTHKE, XO4YeTC:A OBPATHTb BHIMAHHE HA TOT
(PAKT, YTO OBHApY:KEHNEe UHQPOBLIX C.IEJOB LPECTYILICHHi, OCTABICHHbIX B COUHAILHBIX CETAX

u (I/IJIII) MecCceHRepax, ABJIAETCA 1HOHCKOBOIi AeATEeAbHOCTbLIO cC.AejoBaTeasA (pyKOBOJII/ITe./I}I

! O@uunaibupii  caiit  enepaibnoii  nporyparypsr P®. [Iaexrponusiii pecype]. URL:
http://www. genproc.gov.ru (1ara ospampenna: 03.11.2021).
* 1/4 npectymiennii B Pocenn cosepmaerca ¢ ncnoabsosannem IT-rexuoaoruii. [aexkrponnsiii
pecypel. I'azera «llpaso.py». [Daekrpounsiii pecypel. URL: https://pravo.ru/news/236226/ (1ata
oppampenna: 05.11.2021).
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CIEICTBEHHOTO  OpraHa), KOTOpas HalpaBleHa Ha COBHpPaHHe JOKA3aTelbCTBEHHOIl 1
OpUEHTHPYIOIIeii KPUMIHAINCTHYCCKN 3HAUYNMOI MH(POpMALUM, YTO BO3MOKHO TOCPEACTBOM
HECKOABKIIX CIHOCOBOB: MOMCK uHMoOpMaguun ¢ ucnoassosanunem rexunueckux cpeaers (IIK,

HOYTBYKA, 31€KTPOHHOTO TLIAHIIETAa U ApP.) A1A NOCeIIeHNA CTPAHULBI MO.1b30BaTeAA COUNATBHOI
cetn (unrepecyioymu  caeaersue ID); ¢ saekTponHoro yerpoucrsa  1moj03peBaemMoro

(oBBUHAEMOTO), TIOTEPHEBNIETO MPU MOMOLIN ABTOPU3AUNN Yepe3 UX AKKAYHT B COLUAIBHON ceTn
(meccengkepe) ¢ UX 105POBO.ABHONO COMIACHA MAN TOABKO ¢ paspemenus cyaa (cratea 185 VIIR
P®). B nacrosmee Bpems jeiicTByioliee yroaoBHo — mnpoueccyaibHOe 3aKOHOAATEAbCTBO He
periaMeHTHpyeT MOPAJOK TNPOBEJEHUA MepoNnpHATHii, NPEeLYCMOTPEHHBIX IpPejBapUTebHBIM
paccaejoBanneM A1 NOIYyUYeHHA WHPOPMAUNN ¢ YIAICHHBIX KOMIBIOTEPHBIX CHCTEM, HO TpH
NpPOBeJCHIIN  TOAOBHBIX  MEepONpHATHii, NPeJCTABUTEeAN  MPABOOXPAHUTEABHBIX  OPraHoB
pykosojctBylotea crateamn 176 m 177 VIIR P®. Tawke caeryer ckasarh o ToM, 49T0 B
coorgerersnn co crateeii 164.1 YIIR P® neosxoaumpiv ycaoBneMm 118 NpoBejeHns MOJOBHBIX
C.A€]CTBEHHBIX MeponpuATHii (I3BATHE I KONNPOBAHIE HHPOPMALNH ¢ AICKTPOHHBIX HOCHTE.1€iT)
ABIAETCA YJacTHe CHegnalncTa - Tak, aneLiAdnoHHeM mnocranosiennem Bepxosnoro Cyaa
Yamypreroii Peenysankn npusHansl HEOBOCHOBAHHBIMII W HEHOLISKAINNMI  YIOBIETBOPEHINO
AOBOAbI ANE.LIAGNOHHOI KATOBBI O TOM, YTO NPH U3BATHH UNQPPOBLIX HOCHTElell mHQpopMagnn
HE YY4acTBOBAI CHEHHAINCT, YTO, MO0 MHEHHIO OCYKIEHHOTO, ABIAETCA HAPYINICHIIEM TPeBOBAHMI
craten 164.1 YIIR PO Oxnako cy1 npusnai 3akOHHBIM NPOBeieNHoe caelcTBentoe jeiicTpne
1 YKasal B aneLIAgHOHHOM NOCTAHOBAEHIN, YTO COLIACHO MPOTOKO.IY OBBICKA KONHPOBaHNE
HHQOpPMaLNN, cojgep:kanieiicA Ha N3BATHIX CHCTEMHBIX BJIOKAX, HA JApyrne AI1eKTPOHHbIE
HOCHTCIN HE MPOI3BOAILIOCH, IICX0JA M3 YCro MpHBICYCHIC CHCQHAIICTA HE TPEEOBAIOCH.
Hepepsaibubie caejcTBeHHBIC JCHCTBHA MPOBOJATCA € HEIbI0 MONCKA, (PIKCALIH I
H3BATHA LI(PPOBBIX CICJOB IPECTYILICHIA, KOTOPBHIC MOTYT BHITh OBHAPY:KCHBI B MECTax
aBTOMATH3NPOBAHHONl  OBPABOTKH, XpaHeHHA M Hepejadll  JaHHBIX ¢ HCHOIb30BAHICM
BBIYHCINTCIBHBIX MOITHOCTEHl — pasodee MeCTO NpecTYNHNKA (KOMIBIOTEPHBIC YCTpOiicTBa,
AICKTPOHHBIC HOCHTEIN HH(POPMALNH, CPEACTBA CBA3M, 3AMICH; CCTCBBIC PECYPCHI MPCCTYIMHIKA

(B J0oKa1bHOIi ceTH); ceTeBble pecypebl NpecTyNHHKAa (B NMOBAIBHOI CeTH); KaHaibl CBA3MN
NPECTYNHIKA (CCTeBOW TPA(PHK); JICTAIBHBIC CETCBBIC PECYPCHl, HCIO.Ab3YCMBIC B HPCCTYHHOI

AeATCAbHOCTN (HO‘ITOBLIG CEepBEPbL, BBLIYUCJIUTEABHBIEC MOITHOCTH I[[)OBE\II:],epOB XocTruhara,

pecypesl nposaiizepa no npegocrapiennio ocryna B Mnrepuer n r. m.). Cpasn gugposnzagnn

KPIMIHAIICTAYCCKON M CYleBHO-3KCHePTHON  AeATEIbHOCTH  OCYIICTBIAIOTCA  Yepes
BEJOMCTBEHHbBIE CIIPABOUHO-HH(OpMaunoHHble (PoHAb (1a1ee - CHD), rze cocpeioTouensi, B ToM
4mcae Oobpa3ubl JIA  CPaBHHTEAbHbIX HccaejoBannii. |Im@posbie caeipl 1 cupasouno -
HHQOPMAUIIOHHbIC  (DOHAbl  ABIAIOTCA  CBASYIOIINM  3BEHOM  MEKAY  ULHpoBu3aymeii
KPIMIHAIICTHYECKOH M CY1eBHO - JKCHEpPTHOIl JeATeAbHOCTH, IOCKOAbKY WI(PPOBH3ALIL
KPIMIHAIICTHYCCKOHl  AeATeAbHOCTH — 3TO B TOM 4YIHCIe N3BATHE W HCIO.Ab30BAHIIEC B

AORa3bIBaHIIN Ll,ll(ppOBle c1ejoB " an:)opMaglm, CO,LlepPKﬂuleﬁCﬂ B CI/I(DHX, a LJ,II(])[)OBI/IB&]LI,I/IH

! Aneaaagnonnoe nocranosienne Bepxosnoro Cyza Yamyprekoii Pecnysankn Ne 22-1201/2020
or 04.08. 2020 r. no jexy Ne 3/10-12/2020 // Cyaesnsie n nopmarususie akrtei PO URL:
https://sudact.ru (1ata ospamenna: 28.10.2021).
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CYIEBHO - BHKCHEPTHOIl AeATeALHOCTH — HTO B TOM 4IICA€ [PEeJBAPUTEAbHOE U HKCIEPTHOEe
nccaejoBanne LHPPOBHIX CAEI0B ¢ NCHOAb30BaHNEM uHQopMaunn, cojepkaipeiica B ClDax [6,
crp. 148]

Pacnpocrpanenne gu@poBsix ci1ei0B B Ka4eCTBe OFBEKTOB HKCHEPTHOTO HCC.AEJOBAHIIA
OKa3pIBaeT CILIBHOE BJAMAHNE HA METOJ0AOTHYECKYI0 OCHOBY HCCAEIOBAHIA 1 TOIHOMOUIIi
CYAEBHBIX HKCTEpPTOB, TpPeBys OT HHUX BBICOKHIi  YPOBEHb BJIAJEHHA  COBPEMEHHBIMII
KOMIBIOTEPHBIMI  TEXHOIOTHAMH, HEOBXOANMBIl  A1d TPOBEJeHNsA CHeunaibHbIX CyAeBHBIX
KOMIIBIOTEPHO — TexHnuecknx skcneprns. B jekaspe 2019 roga Ilpeacesareaem Caegcrsennoro
komnrera P®, renepaiom ocriugun AJJL. BacTpeikKnHBIM BBl MOAMIICAH MPHKA3 O «O CO31aHNUI B
cocrage [1aBHOro cae1CTBEHHOTO  yNpaBieHHA HOBONO TojgpasledeHns - oTjela 1o
paccaejoBaHNIo KIBEPHpPeCTYILIeHNil 1 NpecTymiennii B cpepe BHICOKNX TEXHOIOTIIi» ¢ [eablo
KauecTBeHHOT0 PAacCIejoBANNA OBIIECTBENNO ONACHBIX AeANNii Janmnoii yroaoBHo — MPaBOBOii
cepst. Uceaegosanie gn@poBeix c1€10B, BOSMO;RHOCTEl NX HCNOAL30BAHIA B IEAAX PACKPHITHA
I pacc.aejoBaniiA MpPecTyILIeNnii ABIACTCA aRTYAILNLIM HATPABICHNEM 118 PaspaBOTKN YaCTHBLIX
METOANK, KOTOpBIEe NeOBXOANMO BHEAPATH AAA X HPHMEHeHHA Ha NPAKTHKe COTPYAHNKAMI

npapooxpannrebnsix opranos (caejosareeii MB/J Pocenmn n Ciejersennoro komurera P®).

Jeaas BHIBOA 113 CKA3aHHOTO C.AEIyeT OTMETHThL Caefyioliee - MpoUHeiypa (pukcagmu i
NSBATHA LIPPOBBIX CAEI0B N3 COUNAIBHBIX ceTeii I MeccenKepoB TpesyeT olpejedenioro
MOPAIKA, CBABAHHOTO CO CHEeNH(UKOii JAHHBIX OFBEKTOB, HECOBIIOJEHIe TNPABILI PABOTH ¢
TAKIIMIT JOKA3ATEILCTBAMII MOKET MPHBECTH K MPH3HAHNIO MOIYYEHHbIX IHQPPOBLIX JAHIBIX 113
cernn llnrepuer mwinm s1eKTPOHHBIX HOCHTEIE MHPOPMAUNN HEJOCTOBEPHBIMI H, KAK C.I€]CTBIIE,
HEJOMYCTIMBIMI JOKasateabeTBami 1o jeay. Caelyer Takke ckKasarb, YTO NPOBIEMBI COBHPAHIIA
AOKA3aTeIbCTB, B TOM 4YHCAe U 1X [HCCIeJoBaHHe, MOIYYEHHBIX B XOAe [MPOBEJCHUA
COOTBETCTBYIOIIIIX CACICTBEHHBIX JeficTBuii (Hanpumep, 113 cOUNAIBHBIX ceTeil I MeCCen KepoB),
CBA3AHBI ¢ OTCYTCTBIEM HOPM MEKIYHAPOIHOTO NMPABa, PETY.AHPYIOIINX BONPOCH B3anMojeiicTBiA
MEKLY TOCYIApCTBAMH B c(pepe MNPOTHBOACHCTBHA HH(POPMALMHOHHOI NPECTYHHOCTH, YTO HA
IPAKTHEKe, 3a4acTyi0, OTpAaHNYHBACT opramsl npeasapureabHoro caeicersusa (Caeicrsennmiii
aenaprament MB/J  Pocenn n  caeicrsennvie opranst  Caeicrsennoro komurera P®) &
HEBO3MO;KHOCTH NPOBEICHUA C.A€ICTBEHHBIX AeHCTBHII I ONEPATHBHO - PO3BICKHBIX MEPONPUATHIT,
HANPABICHHBIX HA OBHAPYKCHHE, (PHKCALHIO W HIBATHC LIPPOBLIX CICA0B N3 COUNAIBHBIX

ceTeil M MeccenKepoB.
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Maksim M. Matveev, Anton Al. Doshchatov

DIGITAL TRACES IN CRIMINAL CASES OF «COMPUTER CRIMES». PROBLEMS AND

PROSPECTS OF SEIZURE: DETECTION AND INVESTIGATION

Abstract: At the present moment, in connection with the digitalization in the Russian

Federation have appeared crimes in the field of computer information. This article considers
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some problematic issues related to the seizure and examination of digital traces on "computer
crimes". Also special attention is paid to some problematic issues of detection of digital
traces.

Keywords: computer crimes, digital traces, social networks and messengers, non-

verbal investigative actions.
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