3NeKTPOHHbBIH ROKYMEHTO060pOT

C 1 vions 2012 ropa yrpaymsaeT cuny
depepansHbii 3aKoH «O6 3NEKTPOHHOH
Lumudposon noanucu» [1], AENCTBOBABLIUH
HEeMHorum 6onee 10 net. OaHako
BblJaHHbIE paHee cepTuduKaTtel 6yayr
NpoAONKAaTb AEMCTBOBATL B COOTBETCTBUM
C YCTAHOBNEHHbIMU 15 HUX CPOKaMMU.
HoBbiA 3aKoH «O6 3NEKTPOHHOM

noanucu» [2] npeaycmaTtpueaet Tpu Buaa
3NEKTPOHHbIX nognucen (3M): ogHy NPOCTYO
M ABE yCUNeHHble (KBanuduUNpoOBaHHYO

U HEKBaNUMULIMPOBAHHYIO), MOEHTUYHbIE
OMUCAHHbLIM B AMPEKTUBE EBPONENCKOro
Cow3a [3). Paccmotpum Buabl 3N v npuseaem
HEKOTOPbIE BO3MOXHbIE NPUMEPbI UX

MOCTPOEHNA N NPUMEHEHURA.
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pex e Bcero NOACHUM, 4TO NpeacTasnseT cobon

3M1. 3TO HEKOTOpas AOMONHHTEIbHAN K OCHOBHOH
“HbOpPMAUHH YaCTh 3NEKTPOHHOTO JOKYMEHTA, KO-
TOpas, KaK NpaBwio, gobasseTcs B IH$POBOM BHAE,
XOTA MOXeT UMeTb H pasnuuHlble Gopmbl rpadHuecko-
ro NpeAcTaB/IeHUA.

Buabl ¥ OCHOBHbIE XapaKTepUCTHKM 3

Kak oxuaaercsi, Hanbosiee pacnpocTpaHeHHOH
noanucolo 6vaet npoctas 31, koTopas NOCpeacTBOM
MCMOAb30BAHUA KOAOB, NApoJel WX HHbIX CPeACTB
noarsepxaaet ¢akT popmuposanua 31 onpeaeneH-
HbIM MLOM [2, moan. 2 ¢T. 5). [TpuMepoM npocTow 311,
HEAOCTATOK KOTOPOH 3aKJ/104aeTcsa B BO3MOXHOCTH
HECAHKUHMOHHPOBAHHOTO MOBTOPEHHA, MOXeT ObITb
pin-KoZ B KAPTOUKe NNaTexXHOH CHCTEMbl HJIH APYTHX
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HAEHTUPHULHUPYIOWHX THUHOCTb MM YCIYFH J/1€K-
TPOHHbIX KapTax. HagekHoCTb pin-koaa obecne-
YyBaeTCA 3alUMTON KaHana nepeJayH JOKYMEHTa,
HEBO3MOXXHOCTBIO €ro NMpoCMOTPa HeA0BEPEHHbI-
MH JTMLAMHU, a TAK)Ke CMEHOM pa3oBOro pin-koaa
WK napoas. BMecTe ¢ TeM nogobHble CxeMbl Mpo-
MO3/KH B MCNIOJb30BAHWU, TPEOYIOT JONOJHHUTENb-
HOrO KaHasa CBA3H C LeHTPOM BblAa4H pPa3oBbIX
naposneil, a Takxke onpe/JeleHHOH MOArOTOBKH
KAHeHTOB. bonee nepcnekTHBHOM npeAcTaBafAeT-
csl cxeMma BbIpabOTKM Pa3oBOro napos Ha OCHO-
Be WH(POBAHHUA CHHXPOMOCLUIKH MO H3BECTHOMY
TOMBKO YAOCTOBepsaioweMy UeHTpy (Y1) u nonw3o-
BaTeo KUy noanucu. JKenamouui npoBepHThL
COOTBETCTBHE MOAMMCH MONb30OBATENO MOXKET MO-
JIYYUTBb noaTeepxaeHue B Y11
CaMbIM MpOCTbIM M Haubosee ya3BUMbIM AB-
aserca rpaduueckuit obpa3 peaqbHOH NOANMCH,
KOTOPbIH, KaK neyarb, NPOCTABAAETCA B KOHLE
rpadHueckoro (Moay4eHHOro U3 3N1eKTPOHHOrO)
obpasza goKymeHTa. EAMHOX Al ONYYMB Noa06-
HbIH JOKYMEHT, noay4aTelb HMeeT BO3MOXKHOCTb
BOCMPOM3BOAHTb €r0 MHOIOKPATHO, B TOM 4HCIe
fe3 BeOMa IeCHTUMHOTO BAaAENbLA.
HekBanndpuunposaHHas ycHJEHHas noxa-
nuck [2, nmoan. 3¢T. S):
= aomxHa obecneuynBaTs obHapyxeHHe dpakTa
BHECEHWsI U3BMEHeHHA B JOKYMEHT NoC/ie ero noa-
nHcaHuA;
* 103BOJAET OnpejeNuTh JH4HOCTb NOANHCAH-
Ta;
*  ABNAETCA Pe3yibTaTOM KpUNTOorpadpuyeckoro
npeo6pa3oBaHMs C KAOHOM NOANNACH,
= CO3AaeTcs C UCMonb30BaHHeM cpeacTs 311
Haubonee pacrpocTpaHeHHbIM BHIOM HEKBa-
anduunposarHoi 311 B Hawel cTpaHe ABAAETCA
anexTpoHHasa uudposasa noanuce (3LI), pea-
JM30BaHHaA B NpoaykTax ¢upmMel Microsoft, ko-
TOpas WMeeT, C OAHOM CTOPOHbI, BCe MPHU3HAKH
OLIMN U co3aaHa, Kak YTBePXXAaloT aBTOPbI, NO OA4-
HOMY M3 MeXJYHapOAHO-MPH3HAHHbIX aNrOpUT-
MoB. C Apyroil CTOpPOHbI, 3TOT NMPOAYKT He npo-
XOAMJ cooTBeTCTBYIoleH cepTudHkaunn B Ch
Poccuu, 1 ero peaan3alua He NOATBEPKAeHA 3a-
KAIOYeHUAMHU IKcnepTHoro coobuectsa. Koy
noAanucu ot Microsoft BeigaeTcst no MHrepHety
NoNb30BATENO, KYMUBLUEMY J1€TralbHYIO BEPCHIO
Windows ot He cepTHdHurpoBaHHOro B PoccHn
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yAOCTOBepsIollero UeHTpa pHpmbl Microsoft. Ta-
KHM 06pa3oM, Mbl HMEeM BCE MPH3HAKH yCHNEH-
HOM HekBaIMPHULIMPOBAHHON MOAMMUCH, 10BEPHE K
KOTOPOH 3HXKJETCs Ha YBEPEHHOCTH B KAaY€CTBEH-
HOCTH NPOrPaMMHOrO NPOAYKTa 3TOH H3BECTHOH
dUpmbI.

lloctanosnenuem flpaBurensctBa P®
ot 09.02.2012 N¢ 111 ycTtaHoB/eHO TpeboBaHHE K
I, ucnons3yeMol NpH OKa3aHHHW FOCYAapCTBEH-
HbIX H MYHHUHIAbHBIX YCAYT.
B nannoit chepe byaeT ucnonb-
30BaTbCsl TOAbLKO YCHJEHHasA
KBaAMPHLMPOBAHHAA NOAMMCH,
T.e. LI

BmecTe ¢ Tem cdepa npu-
MEHEHHS TMPOCTON WU YCHIEeH-
HOH HekBanupULUPOBAHHOM
NoANUCH OCTaeTCs Heyperyiu-
poBaHHOMN. lloBbilleHHIO OT-
BETCTBEHHOCTH NPHMEHEHHA
3THX BUAOB MOAMHCEN MOIIH
66l CAyXUTb TpeboBaHHA H
cTaHaapThl, paspaboTaHHble
COOTBETCTBYIOWHMMH FOCYAapCTBEHHBIMH OPraHH-
3aUHAMH.

KpaauduuuposaHHas ycuaeHHas 3fl ¢ He-
601bWHMH H3MEHEHHUAMH GaKTHYECKH COOTBET-
CTBYET paHee HUCNoab30BaBlUIeHCA CePTHHHUMPO-
BaHHoit JLI[1. JlononHUTenbHO k TpeboBaHHAM,
NpeabABAAEMbIM K HEKBATUPHLHPOBAHHOH YCH-
nenHou 311, oHa A0/MKHaA VAOBAETBOPATHL CAeay-
IOLIHM ABYM YCJIOBHAM:

« kawou nposepku 3l ykasaH B kBatHdHUMPO-
BaHHOM cepTudHKaTe;

» anaA co3faHua u nposepkd Il vcnonb3yroT-
cA CpeACTBa, MOAYYHBLIME NOATBEPXAEHHE CO-
OTBETCTBHUA TPeBGOBaAHHAM CEPTHUPHUHPYIOLHX
OpraHoB, YMOTHOMOUYEHHbIX B 06JaCcTH KPHMTO-
rpapuu. MHbIMU coBaMu, KBaiuGHLUHPOBAH-
HbIM CepTHOHKATOM Kova nposepky Il sBiseT-
cs noareepxkaeHue YL (TpeTbeit CTOPOHbI), TaKXe
MCNO/b3YIOIErO TONBKO CepTHPHUHPOBAHHBIE
cpeacTBa MPOBEPKH H NOATBEPXKAEHHA MOANMHCH.

«Pa3MbITOCTH»
NEHHOCTb» C(MTY3UMW, B KOTO-
PbiX BO3MOXHO NPUMEHEHWe
pa3nuuHbix Buaos 3N, cospawT

npeanoChINKM

MpHHUKNLI, NONOKEHHbIE B 0CHOBY UM
I'naBHbI MPHUHLUHN 3aKJw4vaeTca B HeaJdeKBaT-
HOCTH OUEPGUHﬁ HAagZ YHCAaMH.
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«Heonpepe-

K WCNONB30Ba-
HUIO, B TOM YnCNe B NPeCTyNHbIX
uensx, HekauecTeenHbix .
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3NeKTPOHHbIK AOKYMeHToobopoT

PaCCMOTpHM ANA NpUMepa BCeM
H3BECTHBIE ONEpaUMH YMHOXe-
HHSA YKCaa Ha cebs, T.e. BO3BEAL-
HHA €ro BO BTOPYIO CTENEHDb, H
H3BJEYEHHA KOpHA BTOPOﬁ

CTEeNeHH. ﬂepeMHmKe-
HHE ABY3HA4HbIX YHCEN
J1€rKO NMPOMU3BECTH HA

bymare, a u3Bneub
KOPDEHb H3 YeThl-
pex3HayHoro
4yucaa yke o4eHb
TPYAHO. 3TO MOXHO
caenath nubo noabopom,
au6o no Tabanuam. B 5ToM 4 3a-
KJIIOYaeTCA HAeA UCNOAb30BaHHUA He-
a/leKBaTHbIX onepauuit B SLITT

Jnsa paborbl ¢ JUI co3aaroTca ABa Kawoya:
KJII04 MOANMCH — XPaHHUMBbIH nosb3oBaTeneM
BTalHe, M K104 MPOBEPKU MOANUCH, KOTOPLIH MO-
*eT 6bITb U3BEcTeH MoBGoMy AuLy, paGoTalowemy
C AOKYMEHTOM.

Oco6eHHOCTb 3THX ABYX KJIOYei COCTOUT B X
Hepa3pbIBHON CBA3H — KJAIOY MPOBEPKU MOANHCH
noayueH no ¢opMyne Bo3BeAEHUA B CTeMeHb HC-
XOAHOrO KAto4a noanucu. Takum obpa3oM, kiaoy
NpoBepKH ecTb NpsiMoe GOPMYIbHOE CNEeACTBHE
KJII0Ya MOANKCH M C HUM CBA3aH. [IpH 3TOM BbI-
yucneHue kaoya nposepkr 3UI no 3agaBaeMomy
Nnoab30BaTeNeM K04y NOANHCH HAH BblpabaTbl-
B4€MOMY FeHepaTopoM YMces A1A NoNb30BaTend
K104y MOAMWCH MPOU3BOAMTCS Ha Aboi socTyn-
HOH B HacTodlllee BpeMs NepcoHanbHo 3BM.

B To e BpeMs, H 3TO peryaapHo NposepseT-
cA KpunTorpagamMu U MaTeMaTHKaMH BCETO MHPpa,
nojyyeHHe No KAovy HpoBepKH NOAMMCH HCXoA-
Horo kjawoua noanucH JUIT TpebyeT ruraHTCcKH
TpyaoemKoi paboTet DBM # HeBO3MOXKHO And pe-
anu3aumru B TedeHue Gamkanmnx 50-100 ner.

[lpoueaypa yyeTa katoueHd NOAMUCH H KJIloYeHr
MPOBEPKH MOANHCH, a TakXKe HX QUKCALHUH CEPTH-
duKaTOM Bo3naraetcs Ha YL, maBHas GyHKkUMUs
KOTOPOTO COCTOWUT B BEAEHWU peecTpa BblAaHHbIX
M aHHYNHMPOBaHHBIX KJIOYeld NpOBEPKH MOAMM-
CH, a TaKXKe TMOATBEPXKAEHHUH AEHCTBUTENbHOCTH
KJItouel npu obpallueHuH 3aaBrTeNeil B 3NeKTPOH-
HOM MNH B MHCbMeHHOM BHAe (2, ¢T. 13]). D10 noa-
TBEepX)AeHHe YL, cHabxeHHoe DLII, u AsadeTca
cepTHOHKATOM.
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TakumM o6pa3om, NpoU3BO/bHAA CMEHA KIloYa
NOAMKHCH M0Jb30BaTEEM, He yuTeHHasn YL, 6yaer
HenpemeHHO o6GHapykeHa.

H3 u3noxeHHoOro cneayeT, YTo BCe Y4aCTHUKH
B3aHMOAEHCTBHA ¢ Henonb3oBaHuem DI gosepa-
10T onpejgeneHHoMy YL, 1 B 3TOM cMbiCcae yyacT-
HUKH CO34a10T ONPEeAEIEHHOE NPOCTPAaHCTBO J40-
BepHA. BMecTe ¢ TeM ACHO, 4TO 0aHH YL, KakuUM
6bl pa3sBeTBAEHHBIM OH HHU ObL, HE CIPAaBUTCA C
06cayKHBaHHEM 3aMPOCOB MHOTOMH/UIMOHHOM
Macchl noab3osatened. K romy ke 3UI nonabso-
BaTeNel, Kak NpaBHJIO, CBA3aHa C onpeAe/leHHbIM
BHJAOM J€ATE/IbHOCTH, M OPraHH3al M — B1ajenb-
ubl Y1l OKa3bIBalOT AOMONHHUTENbHBIE YCAYTH MO
4YTCOPCHHTY 3TOro BHAa AEATE/NbHOCTH, HANpH-
Mep No npasHALHOMY GOPMHPOBAHWIO HANOrO-
BOH OTYETHOCTH, BEAEHUIO 3EKTPOHHBIX CHETOB-
dakTyp U T. A. Hannuue pasanusbix YL nopoxaaet
MHOXEeCTBO [IPOCTPaHCTB A0BEPHA, 06bEJHHHTD
KOTOpPbIE NPU3BaH rOJIOBHOMW YA0CTOBEPAIOLUIHHA
LEHTP, CO3JaHHE KOTOPOro OXuzaaerca B bamxkan-
wee Bpemsa. OTaenbHbie XXe MPOCTPaHCTBA A0Be-
pHA QYHKUHOHHPYIOT NOTOMY, YTO ABMAAITCA N0
CYTH KOPNOpaTHBHbIMH CHCTEMaMH B paMKax Kop-
NOpPaTHUBHbLIX JOFOBOPOB, YTO MO3BOJAET B C/yyae
BO3HUKHOBEHHA KOHQNUKTHBIX CHTYaU Wi pa3pe-
wath cnopsl B cyae6HoM nopsaake. O6beguHeHue
OTAe/bHbIX KOPMOPATHBHBIX MPOCTPAaHCTR JOBEPHA
B €IHHYI0 CHCTEMY A0JKHO CONMPOBOXKJAaThCA YCTa-
HOBJIEHHEM COOTBETCTBYIOLLHX IOPHAHYECKH 3Ha-
YUMbIX OTHOLIEHHH.

Cnoco6 o6pa3oBaHna n nposepku AUN

Ana obpazoanua 3SUIT JOoKYMeHT NepeBo-
AWTCA B 3JIEKTPOHHY1I0 HOPMY W NpeAcTaBAsAeTCA
B BHAE MOC/1e]0BaTeNbLHOCTH Yicen. Takoe npea-
CTaBN1€HHUE BO3IMOXKHO KdK ANA TEKCTOBbLIX, TAK H
ANA rpaduyeckux A0KkYMeHTOB. [1pH 3TOM 0b6s3a-
TenbHbIM TpeboBaHHeM k cpeacTsam 311 apndercs
0T06pa>f(em1e AOKYMEHTOB B €CTECTBEHHO BOCIIPpH-
HUMaeMOM nonb3osBaTeneM Buae. [lpeobpasoba-
HHe AOKYMEHTa OCYILEeCTBAAETCS CrleuHaabHOM
nporpamMmon, sxoasilen B coctar cpeacts 311. [1o-
JlydeHHas rnocnel0BaTeabHOCTb UHdP CKUMaeTCA
20 256 HUT ¢ NOMOLIbIO crieuHansHoro npeobpa-
30BaHMA, Ha3bIBa€MOro XellHpoBaHHeM. QueBUA-
HO, YTO NocJie TaKoro ckaTHua obpaTHoe npeobpa-
30BaHHUE B HCXOAHYIO NMOC/IEA0BaTE/IbHOCTD LlHq>p
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MM BOCCTaHOBAE€HHE JOKYMEHTa HEBO3MOXHO.
Cxumatollee npeobpa3oBaHUe YCTPOEHO TaKHUM
06pa3oM, 4To H3MeHeHHe atoboro 61UTa B MCxoa-
HOM AOKYMEHTE NPUBOAUT K MOJHOMY H3MEHEHHIO
pPe3yAbTUpPYOWHX 256 6UT. Kntod noanucy B xe-
IIMPOBAaHUK He y4acTBYyeT, 3T0O npeobpa3oBaHue
ONMHCAaHO MATeMaTH4YeCKHMMH OpMynaMH M 3a-
¢ukcupoBaHo B Buae 'OCTa, T. e. ero npuMeHs-
10T Bce nosb3opaTend 1 YU. Yncao BO3MOXKHBIX
xewr-o6pa3oB coctaBaseT yucao 10 B 77-i creneHu.

is cpaBHEHMs: YHCJI0 aTOMOB BO BeesleHHOM
paBHo 10 B 78-i1 cTenenu, T. e. Ha kaxxable 10 aTo-
MOB NPHUXOAHUTCA OAUH Xell-06pa3, a Ha KaXKAbiH
A0oKkyMeHT Tpebyerca 6onee 10 atomos. Creno-
BaTeNbHO, Y KaXJOro AokyMmMeHTa OyaeT cBOH
xew-o6pa3, T. €. ABa JOKYMEHTa CO CBOMMH Xell-
oOpa3amMH He COBNajyT HUKOrAA.

IMonyyeHHbIH Xew-06pa3 AOKYMEHTa KaK YHC-
J10 CMeLlIBaeTCcA B ONb30BATENbCKON NporpaMme
C CeKPETHBIM KJIFOUOM MOAMNMCH MO CreuranbHOH
MaTteMaTH4ecKoil popmMyse, U3 KOTOPOH nosyya-
etca 3Havyenne LI OcobeHHOCTb 3TOrO Mpeob-
pa3oBaHMs COCTOMT B TOM, 4YTO 10 3HadeHuto JLI1
M xew-o6pa3a HeBO3MOXXHO BOCCTAHOBHUTDb CeKpeT-
Hbli1 KAOY MOAMMCH, CKOJIbKO Obl pa3/IMUHBIX Xell-
o6pa3os 1 JLI1 HM paccMaTpHBanoch. EcTecTBeH-
HO, BO3MOXXHOCTb Nepebopa CeKpeTHOro Kjtwoua
3I1 He yYMTHIBaeTCA Kak HepeaM3yeMas Ha npak-
THke. TakuM obpa3om, nonydaerca LT pokyMeH-
Ta, KoTopasi GUKCHpYeT CaMo coAepXKaHHe AOKY-
MEHTa C TOYHOCTbIO A0 BUTA KU ¢ NoMoLlblo Y1 He
ZaeT BO3MOXXHOCTH MOJIb30BaTe/I0 OTKA3aThCs OT
NOAMKUCH, NOCKOJbKY CEKPEeTHBIH KAK0Y MOXET Ha-
XOAUTHLCA TOJbKO Y Hero. [IpH 3TOM JO/KHBI CO-
6nroaatbes npaBuna paborsl YL, npH KOTOPBIX Bbl-
paboTaHHBIH W nepeAaHHbIH M0Ab30BaTENIO KAKOY
NOANMCH JoMkeH ObITh Cpa3y YHUYTOXeH. B Takom
C/lyyae MoJsib30BaTeNb HE MOMKET COC/IaTbCA Ha BO3-
MOKHOCTb noaaenku UM co croponst YU. Mmsa
noab3oBartens ¢ noMoulbto I rapaHTHPOBaHHO
CBA3bIBAETCA C JOKYMEHTOM H ero CofepaHHeM.

[1pn nposepke npasuabHocTH IUIT nposeps-
UMK CAaMOCTOATENbHO BBIYHUC/IACT HA CBOEM K-
semrunsape [10 xewu-o6pa3 AOKyMeHTa U CMeLWnBaeT
€ro, NO/Nb3yAch APYroi (B OTJAHYHE OT NOAMNHCAHTA)
¢opMyoi, ¢ KAOUOM npoBepku noanucu. Oco-
6eHHOCTb 3TOro npouecca 3akKJ4aeTcss B TOM,
YTO NMpH «MpaBUAbHbIX» LI U KatoUe npoBepku
NOATNHCH, COOTBETCTBYIOLIEM KIHOUY NMOAMNMCH, HUC-
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N10/1b30BAHHOMY AN MONYYEHHUS ITOr0 JHAYEHUA
U, nonyyaeTcs 3aBeAOMO H3BECTHbIH Pe3y/LTaT,
He 3aBUCcAILMA oT SUIT 1 KAloYa MOAMMCH, KOTO-
pblﬁ H noATBepPXKJda€T HEU3MEHHOCTb HCXOAHOTO
AOKYMEHTa.

asas

HanoxeHHOe NOKa3blBAET, UTO NPOrpaMMHbIN
NpOAYKT, peanu3ylollni BClo npoueaypy JUII,
ABJIAETCA HENPOCTHM H BECbMa OTBETCTBEHHbIM
u3genneM. JJoctaTouHo Hebosb-
wux norpewHocteit B pabote
nporpamm, 4Tobbl OTKPBIAIHCH
6pewy Ana 310HaMePEeHHOTO HC-
nonb3zoBanusa JUIL Hanpumep,

€CJH 0CTaAnCb HEYUTEHHDbIEC 110/
B CTAHAAPTHOM JAOKYMEHTE, T.€.
Xem-¢YHKuMH HE€ VYUTHLIBAET 3HA-
YeHHe ITUX TNoAeH, To AOKYMEHT
MOXeT 6bITh nogaenaH ¢ U3MeHe-

+ Yucno

06pa3os
CPaBHUMO C 4UCNOM AaTOMOB BO
BcenewHon — 1078, a 3HaumT,

BO3MOXHbIX  Xel-
pasio 1077, w10

0B AOKYMEHTa (O CBOMMM Xelu-
0bpa3aMu HUKOrA3 He COBNAAYT.

HHEM 3THX nonei, npu atoM LI
6yaet npaBu/bHO MPOBEPATHLCA,
M HAUTH oWwHOKY MOXHO ByaeT
TOJbKO MOC/Je CKPYNyJ1e3HOro
aHanu3a nporpaMMHoro obecrnevyeHHs, peannay-
towero JUI. 3TM o0OBbsCHAETCA 3aKOHOAATEND-
Hoe Tpe6oBaHHe HeOOXOAHMMOCTH cepTHPHKALIUH
KBaau$pHLUNpoBaHHOK JI1 KOMNETEHTHON OpPraHH-
3auMen, Hecylliei OTBEeTCTBEHHOCTH H Jalolleil ra-
PaHTHIO HaJEXKHOCTH paboThl KOMILIEKCa aun ik
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