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Preface

We welcome you to the joint proceedings of the 18th NEW2AN (Next Generation
Teletrafﬁc and Wired/Wireless Advanced Networks and Systems) and 11th Conference
on Internet of Things and Smart Spaces ruSMART (Are You Smart) held in St.
Petersburg, Russia, during August 27–29, 2018.
Originally, the NEW2AN conference was launched by ITC (International Teletrafﬁc
Congress) in St. Petersburg in June 1993 as an ITC-Sponsored Regional International
Teletrafﬁc Seminar. The ﬁrst edition was entitled “Trafﬁc Management and Routing in
SDH Networks” and held by R&D LONIIS. In 2002, the event received its current
name, NEW2AN. In 2008, NEW2AN acquired a new companion in Smart Spaces,
ruSMART, hence boosting interaction between researchers, practitioners, and engineers across different areas of ICT. From 2012, the scope of ruSMART conference has
been extended to cover the Internet of Things and related aspects.
Presently, NEW2AN and ruSMART are well-established conferences with a unique
cross-disciplinary mixture of telecommunications-related research and science.
NEW2AN/ruSMART is accompanied by outstanding keynotes from universities and
companies across Europe, USA, and Russia.
The 18th NEW2AN technical program addressed various aspects of next-generation
data networks. This year, special attention was given to advanced wireless networking
and applications as well as to lower-layer communication enablers. In particular, the
authors demonstrated novel and innovative approaches to performance and efﬁciency
analysis of ad hoc and machine-type systems, employed game-theoretical formulations,
Markov chain models, and advanced queuing theory. It is also worth mentioning the
rich coverage of graphene and other emerging materials, photonics and optics, generation and processing of signals, as well as business aspects.
The 11th Conference on Internet of Things and Smart Spaces, ruSMART 2018,
provided a forum for academic and industrial researchers to discuss new ideas and
trends in the emerging areas of the Internet of Things and smart spaces that create new
opportunities for fully customized applications and services. The conference brought
together leading experts from top afﬁliations around the world. This year, we saw good
participation from representatives of various players in the ﬁeld, including academic
teams and industrial world-leader companies, particularly representatives of Russian
R&D centers, which have a good reputation for high-quality research and business in
innovative service creation and applications development.
We would like to thank the Technical Program Committee members of both conferences, as well as the associated reviewers, for their hard work and important contribution to the conference. This year, the conference program met the highest quality
criteria with an acceptance ratio of around 35%.
The current edition of the conferences was organized in cooperation with National
Instruments, IEEE Communications Society Russia Northwest Chapter, YL-Verkot
OY, Open Innovations Association FRUCT, Tampere University of Technology, Peter
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the Great St. Petersburg Polytechnic University, Peoples’ Friendship University of
Russia (RUDN University), The National Research University Higher School of
Economics (HSE), St. Petersburg State University of Telecommunications, and Popov
Society. The conference was held within the framework of the RUDN University
Program 5-100.
We also wish to thank all those who contributed to the organization of the conferences. In particular, we are grateful to Nikita Taﬁntsev and Roman Kovalchukov for
their substantial work on supporting the conference website and thier excellent job on
the compilation of camera-ready papers and interaction with Springer.
We believe that the 18th NEW2AN and 11th ruSMART conferences delivered an
informative, high-quality, and up-to-date scientiﬁc program. We also hope that participants enjoyed both technical and social conference components, the Russian hospitality, and the beautiful city of St. Petersburg.
August 2018

Olga Galinina
Sergey Andreev
Sergey Balandin
Yevgeni Koucheryavy
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Abstract. Internet of Things is evolving heavily in these times. One of the
major obstacle is energy consumption in the IoT devices (sensor nodes and
wireless gateways). The IoT devices are often battery powered wireless devices
and thus reducing the energy consumption in these devices is essential to
lengthen the lifetime of the device without battery change. It is possible to
lengthen battery lifetime by efﬁcient but lightweight sensor data analysis in close
proximity of the sensor. Performing part of the sensor data analysis in the end
device can reduce the amount of data needed to transmit wirelessly. Transmitting data wirelessly is very energy consuming task. At the same time, the
privacy and security should not be compromised. It requires effective but
computationally lightweight encryption schemes. This survey goes thru many
aspects to consider in edge and fog devices to minimize energy consumption
and thus lengthen the device and the network lifetime.
Keywords: IoT  Edge computing  Fog computing  Sensor data compression

1 Introduction
The Internet of Things (IoT) has been in focus on recent years. There are already
billions of devices connected to the Internet and the amount of the Internet connected
things is estimated to grow exponentially in these years [1, 2]. There are forecasts that
by 2020 there will be more than 50 billion devices connected to the Internet [3]. These
connected devises and things are very heterogeneous and require very different and
application speciﬁc solutions and approaches [1]. The IoT as a concept was ﬁrst
introduced in 1999 by Kevin Ashton and it was related to the devices connected to the
Internet via RFID connection [1]. The term IoT was mainly forgotten for years after
that but it was reinvented some years ago. The exact deﬁnition of the IoT is still not
described clearly, [1] but the technologies, solutions and the use of the IoT is all the
time emerging.
There are already solutions of the IoT in use but the real success of the IoT depends
on the standardization, which allows the compatibility, interoperability, reliability and
effectiveness of the IoT solutions. The IoT devices and things should be able to
© Springer Nature Switzerland AG 2018
O. Galinina et al. (Eds.): NEW2AN 2018/ruSMART 2018, LNCS 11118, pp. 3–15, 2018.
https://doi.org/10.1007/978-3-030-01168-0_1
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autonomously communicate with other devices or things and connect data to the Cloud.
The IoT describes the next generation of the Internet, where physical things are connected to the Internet and can be identiﬁed and accessed via Internet [1].
There are presented and used many solutions and techniques to save energy in the
IoT devices. These methods are mainly based on reducing wireless broadcasting
because it is more energy consuming to broadcast data than pre-analyze it in close
proximity of the source (sensor) [4]. The IoT sensor data need to be compressed efﬁciently to reduce and minimize the cost of broadcast and storage [5]. At the same time,
many IoT devices are battery powered wireless devices. Thus, these IoT devices can be
located in places where changing the battery might be impossible or at least battery
replacement cost is one of the most critical source of cost in this kind of devices [2].
These devices are often very limited in computing power. So often, it is the case that it is
possible to perform only very light analysis of the collected data in locally. In addition,
the IoT itself is very constrained in terms of bandwidth, energy and storage [5, 6].
The IoT systems and the whole IoT sector is very heterogeneous. The things vary a
lot and may move geographically and they need to interact with other things and Cloud
systems in real-time mode. When designing the IoT systems it should be taken account
scalability and interoperability of the heterogeneous devices. Design of the IoT
applications and systems require involvement of many factors like networking, communication, business models and processes, and security. The IoT architecture should
be very adaptive to make IoT devices to interact with other devices and with the
Internet [1].

2 Deﬁnition of Edge and Fog
The term Fog Computing was introduced by Flavio Bonomi in 2012 [7, 8]. It refers to
dispersed Cloud computing which is vital in several applications where the IoT devices
collect data in the local network and the actions required from analyzed data take place
in the same local network [9]. In that kind of case, it is not efﬁcient to send all the data
to centralized Cloud to be analyzed. It is not even possible to send data to the Cloud for
analysis in many latency critical applications. The term Edge Computing means that
computing happens in close proximity of data sources in the edge of the network. In
many cases the terms Edge Computing and Fog Computing are interchangeable. But it
can be deﬁned that Edge refers more to the device side very close to data sources and
Fog refers more infrastructure side like gateways and routers [10].
Cloud service providers locate their data centers often in rural areas to minimize
costs. This lead to high latencies because customers are often located far from data
centers [11]. Many IoT applications require very short response times, some create a
large amount of data that can be heavy for network and some applications are involved
with sensitive private data. Cloud computing cannot reply all these requirements so the
Edge Computing is one answer for these challenges [10]. Latency critical applications
are for example many intelligent transportation and trafﬁc systems, autonomous
vehicles, virtual reality (VR) and augmented reality (AR) applications [7]. Also many
safety critical applications cannot rely on the connection to the Cloud. For example,
vehicle-to-vehicle connection or data from vehicles can be used to avoid collision,
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but that analysis need to be done locally or in very close proximity located Cloudlet [7].
The Cloudlet means smaller size local datacenter. Safety critical systems are also very
common in industrial automations systems. These kind of applications cannot tolerate
possible Cloud outages and they often need low and predictable latency [7, 11]. This
kind of new Fog Computing paradigm is not a replacement of the centralized Cloud.
These concepts are more complementary to each other [9, 11]. In some applications the
Cloud is not even possible to be used; this kind of situation happens for example in the
modern aircraft. The modern aircraft can generate nearly half a terabyte of data from its
sensors in one flight [7]. This amount of data cannot be sent to the Cloud for real time
analysis from the middle of the ocean. Only possibility is to analyze the data locally
and then perhaps download the raw data after flight for further analysis that can be
executed in the Cloud. Even in ground level, the current wireless networks will be
challenged with the amount of data that the huge amount of devices will produce in the
near future [10]. Most of the data produced by the IoT devices will be analyzed locally
in the Edge devices and will never be transmitted to the Cloud [10].
In Fig. 1 is illustrated the basic architecture of the IoT infrastructure including Edge
and Fog devices. The difference between the Edge and the Fog devices is not always as
clear as presented in Fig. 1.

Fig. 1. Edge and Fog architecture in IoT [12].

Fog and Edge devices can be efﬁcient data servers, routers, gateways, any kind of
embedded systems or even end node like vehicles or sensors with some computational
capability [11]. The Edge devices can be small-embedded devices with very energy
efﬁcient and limited micro controller or more capable single board Linux-computer like
Raspberry PI. In Fig. 1. typically sensors are small wireless sensor tags and Smart Edge
Devices are gateways for sensors. Smart Edge Device (gateway) is connected to the
Internet via wireless or wired connection. Edge and Fog devices are very heterogeneous in nature with different hardware architectures and they run various different
Operating Systems (OS). There are also available numerous different wireless access
technologies and sensor network topologies [11]. This heterogeneous nature of Edge
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and Fog devices and systems avoid developing generic and easily adaptable solutions
for Edge and Fog analytics. It is predicted that the Edge Computing could have as big
impact in society as Cloud Computing has [10].

3 Beneﬁts of the Edge Computing
While the Cloud Computing is very efﬁcient method for data processing having a huge
amount of computing power, [10] the Cloud Computing cannot meet and ensure the
Quality of Service (QoS) in the IoT due to unstable latency and possible outages in the
network connection and the Cloud servers. Fog or Edge Computing is an answer for the
problem. In the Edge Computing the majority of the computing is carried out in close
proximity of the data source. There are researches done that proof the Edge Computing
reduction in response times and in energy consumption. By doing part of computation
and analysis in the Edge reduce the needed wireless connection bandwidth. For
example, photos can be compressed in the Edge before transmitting to the cloud [10].
Even if most of the data analysis is done in the Cloud, it is recommended to do some
preprocessing for sensor data in the Edge before uploading it to the Cloud. In minimum
this kind of preprocessing can be only ﬁltering erroneous sensor data. More advanced
preprocessing can mean different compression methods like sending only the information of the variation/alteration of the sensor values and not absolute values. This
kind of preprocessing can reduce signiﬁcantly the amount of data needed for upload
data in the Cloud [10].
Security and privacy critical application can also beneﬁt from the Edge/Fog
Computing approach where the original raw and sensitive data is not sent to the
centralized Cloud thru public Internet [7]. Data sent to the Cloud can be denatured data;
for example, in images the faces can be blurred [7]. Applications producing very
sensitive and private data are for example different healthcare applications.
Also home automation systems sending information to the Cloud could include
some private sensitive data. For example, information of the water and electricity usage
could easily tell if the house is vacant or not. If the computation is kept in close
proximity of this data (in the Edge), it could be decent solution to keep sensitive data in
private [10]. But if this home automation application is connected to the Internet, this
sensitive data could be reachable for inappropriate quarters. So the cybersecurity is vital
for all IoT applications whether the sensitive data is transferred to the Cloud or not.

4 Edge and Fog Computing Challenges
Fog and Edge devices are very heterogeneous [11]. It is difﬁcult to design easily
adaptable and generic solutions for the Edge Computing. Most applications are individual and cannot utilize generic computational, data aggregation and data analysis
methods. There are different hardware platforms and different operational systems.
Hardware platforms can vary from very simple micro-controller based platform with very
limited memory to single board Linux-computer like Raspberry PI that is rather powerful
platform. Virtualization is one way to handle multiplatform and multi-OS challenge.

v.davydov@hse.ru

Requirements for Energy Efﬁcient Edge Computing

7

One possibility towards generic solutions to be used in different and computationally restricted platforms is a container-based approach. Container-based virtualization can be considered as a lightweight virtualization solution. Because of
lightweight nature, the containers can run in computationally limited IoT-platform like
Raspberry PI [13, 14]. Containers could be used in the different platforms to perform
same tasks. Anyway, these platforms could not be very limited basic embedded microcontroller based platforms, but require more computational power and generic operating system (OS) like Linux.
In [15], has been tested the ARM-based Single Board Computers with Docker
containers and compared the overall efﬁciency in power consumption to the native
executions. The performance evaluation showed almost negligible impact with container virtualization compared to native executions.
4.1

Methods for Reducing Energy Consumption in Wireless Sensor
Networks

Several energy-efﬁcient routing algorithms have been proposed for wireless sensor
networks (WSN) but they are mostly not suitable for the IoT. Current IoT devices are
mostly static and follow tree-based structure [16]. Dynamic routings developed for
WSN architectures are not suitable for the IoT. The IoT network is often a complex
large scale network and dynamic routing is difﬁcult to be used effectively in this kind of
network [17].
The Low-Energy Adaptive Clustering Hierarchy (LEACH) protocol utilizes several
methods and techniques to reduce energy consumption in WSN [18]. LEACH is the
most popular routing algorithms used in WSNs [19]. There are several variations and
further developments of LEACH protocol like LEACH-C and ENHANCED LEACH
for example [16, 20]. Weight energy efﬁcient clustering (WEEC) is an extended version of LEACH. In WEEC the energy efﬁciency optimization is done by cluster head
(CH) selection procedure. Every node in the sensor network can be elected as a cluster
head. WEEC is a single-hop routing protocol [19].
In [16], the authors have presented a cluster head selection for energy optimization
(CHSEO) algorithm to reduce the overall energy consumption in the IoT network.
The CHSEO algorithm is based on selecting the optimal cluster head of the sensor
nodes to reduce overall energy consumption. Hierarchical IoT sensor node framework
is composed of different node types. Sensor node is sensing, aggregating and forwarding data, Relay node is receiving the data from sensor nodes and transmit it to the
cluster head. Cluster head collects, aggregates and transmit the data to the base station.
Base station collects, aggregates, analyses and process the data. The CHSEO algorithm
was proved to have better performance than traditional WSN mechanism in energy
consumption and network lifetime.
Other example of hierarchical network architecture to reduce IoT network energy
consumption is presented in [17]. It is based on hierarchical relay node placement with
energy efﬁcient routing mechanism. Ad Hoc On-Demand Distance Vector (AODV)
routing protocol has been used. This proposed network architecture gives balanced
energy consumption and thus better network lifetime [17].
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Modern long-range low-power IoT networks (NB-IoT, LoRa, SigFox) have star
topology, so intelligent routing algorithms are out of the question [21]. In these
technologies, the ultra-low energy consumption has been achieved by using very
limited bandwidth and/or intelligent modulation.
4.2

Data Compression Methods in Edge Device: Lossy and Lossless
Methods

In the IoT, huge amount of sensors are generating data and that data should be stored
and processed with minimal loss of information. Sensor data compression is not a new
discipline and several different compression algorithms are presented [5]. There are
also very energy efﬁcient contemporary compression methods for resource constrained
IoT-nodes presented [6]. Data aggregation is also related to the data compression. Data
aggregation here means for example to combine multiple sensor data and ﬁlter the
redundant data. Data aggregation in wireless sensor network reduce the amount of data
needed to transmit to the base station and thus reduce energy consumption [18]. Most
of the compression methods presented for the IoT sensor data compression are lossy
compression methods. Lossy methods are more efﬁcient in compression compared to
lossless methods. Lossy methods try to identify meaningful data points and discard
redundant data. Different compression algorithms perform differently with different
types of data sets. Also their computational complexity differs [5].
Lossy compression methods can be divided in two groups: Time domain and
Transform domain. Time domain compression algorithms compress time series data
directly without any transformation. Transform domain compression methods transform data into a different domain. Well-known transform domain methods are for
example Discrete Fourier Transform (DFT) and Fast Fourier Transform (FFT) [5].
Different lossy compression algorithms are listed in Table 1.

Table 1. Lossy compression algorithms [5, 6].
Name of the algorithm
Box-Car
Backward slope
OSIsoft PI software
Compression extracting major extrema
PLA, PCA
Critical Aperture (CA)
Fractal Resampling (FR)
Lightweight Temporal Compression (LTC)
Fast Fourier Transform (FFT)
Discrete Cosine Transform (DCT)
Chebyshev Transform (CH)
Wavelet Transform (CWT, DWT, WPT)

v.davydov@hse.ru

Type
Time domain
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In ref. [5] the authors have selected four different lossy compression methods and
compared their applicability to different signal characteristics. Compared methods were
Critical Aperture (CA), Fractal Resampling (FR), Chebyshev Transform (CH) and
Wavelet Packet Decomposition (WPD). Data used for comparison has been diverse
publicly available sensor datasets. Comparison has been made by comparing the
compression ratio with same Percentage Root mean square deviation (PRD). PRD level
used in comparison has been 5%. Used datasets were different in composition. Some
were quasi-periodic (QP), some non-stationary (NS) with sudden transient spikes and
some non-stationary (NS) with periodic seasonal components [5].
As a result, the CH was the most effective method for QP data in terms of compression ratio. For NS with transient spikes data, the CA, FR and WPD were
remarkably more effective than CH method. For NS with periodic seasonal data the
WPD is the most effective method [5].
In [5], it is also shown that WPD requires considerably more computational time
compared to the other methods. This means a higher energy consumption. In ref. [6]
has been introduced lightweight compression algorithm for spatial data which is more
energy efﬁcient than wavelet compression. This lightweight compression algorithm can
reduce energy consumption to half of the original consumption. This lightweight and
energy-efﬁcient compression algorithm is based on a lightweight temporal compression
method named LTC [22]. LTC is tunable in accuracy and suitable for the datasets that
are largely continuous and slowly changing. LTC is widely used method due to its
good compression performance and low computational complexity [6]. LTC also
requires very little storage compared to many other compression techniques. LTC is
very effective for many environmental type data (temperature, humidity) which are
approximately linear in small enough time window. Thus, LTC leverages temporal
linearity of environmental data to compress that data [22].

5 Wireless Technologies for Energy Efﬁcient IoT
For years the main wireless technology for transmitting sensor data with low energy
consumption was IEEE 802.15.4 (mostly used protocol is called ZigBee). ZigBee was
designed for ultra-low energy consumption and it has been popular in WSNs [21].
IEEE 802.11 (WiFi) has also been available for years but traditionally it has been used
for high data rates and it has had rather high energy consumption. To address this
energy consumption problem, there is available Power Saving Mode (PSM) in IEEE
802.11 [18]. This Power Saving Mode is developed for battery powered mobile
devices. IEEE 802.11 was not designed for sensor applications but with PSM it has
proofed to be potential alternative for other technologies used for WSNs. In some
cases, the IEEE 802.11 PSM can outperform the IEEE 802.15.4 in energy consumption
[23]. Bluetooth Low Energy (BLE) is very popular and widely used due to its availability. It is already available in most modern smartphones and it is widely used in
wearable devices like heart rate monitors and other monitoring applications. ZigBee,
BLE and WiFi uses the 2.4 GHz ISM frequency band while ZigBee is available also in
sub-1 GHz band (868 and 915 MHz). IEEE 802.11ah version address for requirements
of the IoT, like increased range, increased reliability and low energy consumption.
IEEE 802.11ah is operated in sub-1 GHz range [21].
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Using sub-1 GHz band increases the range and penetration thru obstacles (buildings, constructions). Sub-1 GHz band is also less crowded compared to popular
2.4 GHz band and thus these technologies are less vulnerable for interference [24].
ZigBee, BLE and WiFi all have rather short range, even if sub-1 GHz band is used
(ZigBee and WiFi). As an answer for this limitation there are recent developments in
long-range technologies like SigFox and LoRa. These are so called low-power widearea-networks (LPWAN) [25]. SigFox is an ulta-narrow-band technology and it uses
sub-1 GHz band (868 MHz in Europe). Its range is announced to be even up to 40 km.
Direct competitor for SigFox is the LoRa. It uses the same frequency band as SigFox
but its modulation is based on Chirp Spread Spectrum (CSS) [21]. CSS modulation was
developed in the 1940’s and it is very robust for interference and multipath fading.
In CSS modulation the information in spread to different frequency channels and it has
noise like properties [26].
Novel cellular based wireless technology for IoT solutions is Narrow Band-IoT
(NB-IoT) which uses narrow bandwidth for lower power consumption [27]. The Third
Generation Partnership Project (3GPP) introduced the NB-IoT in LTE Release 13. NBIoT bandwidth for both uplink and downlink is set to 180 kHz. It is exactly size of one
physical resource block (PRB) in LTE standard [28].
In Table 2 has been combined the main characteristics of the main WSN technologies used in the IoT. LPWAN technologies have long range and very limited data
rate. ZigBee, BLE and WiFi have much higher data rate but the range is very limited.
Table 2. Wireless technologies summary for IoT [1, 23, 24, 26].
Technology
802.15.4
BLE

Band
2.4 GHz/0.9 GHz
2.4 GHz

Topology
Meshed
Scatternet

Announced range
50 m
10 m

802.11
PSM
802.11ah

2.4 GHz

Star

100 m

0.9 GHz

Star

100 m–1 km

SigFox

0.9 GHz

Star

Up to 40–50 km

LoRa

0.9 GHz

Star

NB-IoT

700–900 MHz

Star

Up to 15 km (suburban),
45 km (rural)
Up to 35 km

Data rate
0.25 Mb/s
0.125–
2 Mb/s
11 Mb/s
0.15–
78 Mb/s
100 b/s or
1000 b/s
0.25–
50 kb/s
20–65 kb/s

As both SigFox and LoRa uses unlicenced ISM band, there is no guarantee for
latency. For latency critical applications, the NB-IoT is better choice while SigFox and
LoRa are suitable for low-cost projects with wide area coverage [26]. NB-IoT latency is
maximum 10 s according to the standard, while SigFox and Lora can have latency of
10 s of seconds [27, 28]. Lora and SigFox are both very energy efﬁcient technologies
with very large range. BLE is also very energy efﬁcient in its range [21].
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6 Energy Efﬁcient IoT Protocols
The most common IoT application protocols are MQTT, CoAP, XMPP and
AMQP. MQTT (message queue telemetry transport) and CoAP (constrained application protocol) are designed especially for resource constrained devices like IoT end
nodes and gateways [29, 30].
MQTT protocol is a publish-subscribe messaging protocol with minimal bandwidth
requirements. It uses TCP (transmission control protocol) for transport. It is designed to
be used in devices with restricted computational power and limited memory. MQTT is
considered as a perfect messaging protocol for M2 M and IoT applications because of
its ability to function within low power, low memory and cheap devices with low
bandwidth networks [29].
CoAP protocol is a request-response protocol but it can function as a publishsubscribe mode too. CoAP uses UDP (user datagram protocol) for transport but it can
be used for TCP too. CoAP has a wide acceptance for constrained devices [30].
In ref. [30] the authors have made comparison and experimental analysis between
MQTT and CoAP. As a result they have found that MQTT consumes more bandwidth
for transferring same payload than CoAP. But both protocols are efﬁcient in terms of
energy consumption.
In ref. [31] have been evaluated the performance, energy efﬁciency and resource
usage of several IoT protocols (MQTT, CoAP, MQTT-SN, WebSocket and TCP). As a
result, the authors found that MQTT and CoAP protocols are largely affected by the
packet size. In generally CoAP is the most efﬁcient in terms of energy consumption and
bandwidth usage. But MQTT protocol is more reliable.
XMPP (extensible messaging and presence protocol) and AMQP (advanced message queuing protocol) are other popular protocols but they require more resources and
they are not so suitable for resource constrained devices.

7 Security and Privacy Issues in the Edge
Privacy and security is a very big issue and concern in the IoT systems and applications. In the IoT systems, the end nodes (IoT devices) are connected to the Internet and
thus these devices are reachable from all over the Internet. This kind of devices can be
for example IP-cameras, health monitors and wearable devices or even WiFi connected
toys. These devices can be connected by others if not protected properly.
Ownership of the collected data is other issue to take account. If the data is left on
edge device for storage and analysis, then there are no ownership problems as the
owner of the device can have all the rights for that data [10].
Battery powered IoT devices have very limited computational power, so complex
encryption techniques require signiﬁcant amount of computing and thus increase
energy consumption. Lightweight encryption algorithms for the IoT devices have been
developed.
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Encryption scheme can be symmetric or asymmetric and both can be used in the
IoT devices. In symmetric encryption scheme only one key is used to encrypt and
decrypt the data. Both sender and receiver need to know the same key. In asymmetric
encryption scheme two distinct keys are used. One for encrypting and other for
decrypting. The advantage here is that the encrypting key can be public key and
available to anyone. For asymmetric scheme the key need to be longer than in symmetric scheme to be secure. Thus calculations needed are longer than in symmetric
scheme. Famous asymmetric encryption schemes are Rivest, Shamir, Adleman
(RSA) scheme and Elliptic Curve Cryptography (ECC) [32].
Several researches have been done to compare ECC and RSA schemes to each
other in regarding to encryption/decryption time and key length. The ECC has proved
to be more efﬁcient with shorten encryption/decryption time, smaller storage and in
generally more energy efﬁcient than RSA [33].
In ref. [34] the authors have presented lightweight asymmetric encryption scheme
called AAb and in ref. [35] the authors have made comparison in energy consumption
between AAb and RSA. The AAb outperforms the RSA signiﬁcantly in encryption and
decryption.

8 Conclusions
In this study, a comprehensive study of the energy efﬁcient Edge Computing has been
carried out. There are a lot of research published from the different phases and aspects
to reduce energy consumption in wireless end devices, but only few of them encompass
the subject broadly. Minimizing energy consumption is one of the key aspects to carry
out in the IoT device and system development. IoT end devices are often battery
powered devices with wireless connection. Thus the computational resources are
constrained but at the same time these devices should be able to do pre-processing and
analysis for sensor data to reduce transferred data via wireless connection.
Most methods for reducing energy consumption in the IoT devices are concentrated
to reduce wireless data transfer. Wireless data transfer is often the most energy consuming operation in the IoT device. In addition, many latency critical applications are
pushing the development towards Edge Computing.
At the same time when more and more data analysis is carried out in close proximity of the sensors (in Edge and Fog); there are available several novel wireless
technologies to transfer sensor data with low energy consumption. Considering energy
consumption in every phase from the sensor to the Internet, it is possible to reduce
energy consumption signiﬁcantly. Many of these techniques are studied in this survey.
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Abstract. Electrically assisted bicycles (e-bikes or pedelecs) have recently
become popular as a means of personal transportation, particularly in cities.
Pedelecs allow people to combine their muscular strength in varying proportions
with the assistance of an electric engine. One of the challenges here is to
determine the cyclist preferences, capabilities, and the context situation around
the e-bike and, based on these, to make recommendations to the cyclist and also
to control the degree of electrical assistance provided. The Smart Space concept
is used here for context formation. The concept involves creation of a real-time
model of the physical space that aids decision making about electrical engine
utilization for the particular situation and generates a recommendation for the
cyclist. An ontology-based publish/subscribe mechanism is used for information
sharing in Smart Space.
Keywords: e-bike
Ontologies

 Smart space  Publish/subscribe  Context

1 Introduction
Electric vehicles are currently experiencing growth in adoption, mainly due to their
practicality and personal convenience beneﬁts but also because of increased awareness
around air-quality in densely populated areas. It is clear that e-bikes in particular can
contribute to the solution of a variety of mobility problems in cities. These include
problems associated with road or parking congestion, with greenhouse gas emission
(depending on the fuels are used for electricity production) and with reduction of air
pollution caused by internal combustion engine vehicles. It is in this city-context that
electric bikes (known as ‘e-bikes’ or ‘pedelecs’) have the potential to be particularly
beneﬁcial.
© Springer Nature Switzerland AG 2018
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The e-bike has an electrical motor that can assist the cyclist in completing journeys.
The electric motor can be used to reject disturbances (such as wind and hills), and to
provide new services to the cyclist. E-bikes are easily stored, do not require any
infrastructure (the battery disconnects from the bike and can be charged from a regular
wall socket), and their range (circa 40 km) makes them eminently suitable for use in
urban environments. In addition, the on-demand electrical assist provided by the motor
effectively removes many of the usual impediments to cycling (topology, wind, age of
cyclist). Furthermore, the opportunity to develop services, for and from such bikes is
very appealing, and it is in this context that we are interested in such vehicles. The
opportunity to develop services to serve the cyclist is limitless. For example, we have
already developed a system to help protect cyclists from the effect of air-born pollutants
in [1]. Further applications include smart routing algorithms based on pollution levels,
systems to optimize energy usage, as well as very basic services that could be developed to adjust the level of electrical assist based on topology, age, wind, etc.
The main contribution of this paper is an approach to provide intelligent support to
e-bike cyclist based on information from both e-bike and smartphone-based sensors. It
is proposed to mount the smartphone in front of the cyclist’s face. The cyclist may use
it as navigation application but at the same time the front-facing camera monitors the
cyclist’s face in order to identify dangerous situations and risk-prone behaviour. The
DriveSafety application is used for this purpose [2, 3]. Based on the sensor information,
the recommendations are generated for the cyclist and at the same time the bicycle
engine is controlled to help the driver during his/her movement.
The rest of the paper is structured as follows: Sect. 2 describes the related work in
the area of e-bike control and smartphone utilization for context determination. Section 3 describes the developed approach to cyclist intelligent support. Conclusions in
Sect. 4 summarize the paper.

2 Related Work
Our e-bike work builds on several projects where context awareness has been used to
protect cyclists. Most relevant is the work in [1] in which the breathing rate of cyclists
are indirectly controlled in an effort to reduce pollution intake. Another related work is
[4] in which a system was introduced to detect and alert the vehicle drivers of a nearby
cyclist using passive RFID tags on the cyclist and an RFID antenna located on the
vehicle. This work enables the detection of the cyclist to trigger the pollution mitigation
system. Our work is also related to literature on engine management systems for hybrid
electric vehicles. In [5, 6] engine management systems (EMS) were developed to
minimize air pollution caused by the hybrid vehicle (HV), both directly and indirectly
(whilst driving as well as vehicle/grid interaction). Furthermore, in [7] an emission
trading framework was proposed whereby the problem of sharing an emission budget
between HVs is formulated as a utility maximization problem. The authors in [5] used
this framework to further implement a pollution mitigation system in a real HV. This
system works by using a GPS-enabled Android smartphone to automatically switch the
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HV into Electric Vehicle (EV) Mode when inside ﬁxed geofences around residential or
school areas. In [7] an environmental management system (EMS) was formulated with
the aim to lower the emission output of the vehicle in areas of high pedestrian trafﬁc,
taking account of the uncertainty of routes the driver may travel to.
Other papers related to the smartphone utilization for context determination have
been considered. Authors of the paper [8] are focused on the detection of affective
states, their proper identiﬁcation and interpretation with use of smartphones and
wearable devices. They propose a method for personalization of emotion detection and
present a series of experiments related to pulse and emotion determination for validation of the presented approach. The paper [9] presents a comprehensive state-of-theart in the topic of context-aware recommendation systems that are operated in a mobile
environment. The authors provide classiﬁcation of these systems and comparative
analysis by the following criteria: application ﬁeld, context granularity, recommendation approach, recommendation technique, cold start problem, and evaluation. The
work [10] discusses the role of smartphones as information sources in modern world.
The authors note that more than half of the world’s web trafﬁc comes from smartphones. The paper presents a list of sensor information that a smartphone can provide
based on operation of a system used and also discusses an approach to the driver
behaviour determination in vehicle cabin. A computational system to assist wheelchair
users, recording their trails, and providing context-aware assistance is presented in the
paper [11]. The prototype is built on an Arduino device and allows assistance in indoor
and outdoor environments, through the recommendation of contextualized accessibility
resources. The paper [12] is aimed at exploration and evaluation of the smartphone’s
built-in sensors utilization and application of classiﬁcation algorithms for context
recognition. To implement this, the labelled sensor data has been collected at training
and test datasets from volunteers’ smartphones, the data being generated while performing daily activities. The authors present experiments with different algorithms,
based on this data.

3 An Approach to Cyclist Intelligent Support
Presented here is an approach to the design of cyclist intelligent support system.
Figure 1 describes the main system components and deﬁnes the relationships between
them. In accordance with the reference model, an ontology is used to describe all
concepts within a domain, using a shared vocabulary to denote the types, properties,
and interrelationships of those concepts in the cyclist intelligent support system. The
ontology formally represents all knowledge in the system. It includes the formal
description of the e-bike (functions, capabilities, constraints, accessible built-in sensors), the cyclist (cyclist’s proﬁle, compatibility of the cyclist with e-bike, etc.), and the
information about external sensors & services.
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The cyclist’s proﬁle describes information about cyclist that is related to the cyclist
intelligent support system. The proﬁle contains cyclist preferences. Preferences are
taken into account by the intelligent support system for personifying the interaction
with the cyclist. Examples of preferences are: continuous cycling up to one hour then
cycling in muscular power, angle of slope not more than twenty degrees when cycling
under muscular power, maximum cycling speed of twenty ﬁve kilometres per hour, etc.
The electric engine is used to help the cyclist and provide him/her with possibilities
of resting. The degree of electrical power assist is controlled by the engine control
service. The e-bike can be moved by the engine and by combination of this with
muscular power, in order to reduce the power consumption and save the battery.
The smartphone is used by the system to provide the sensor data (coordinates,
speed, acceleration, images of the cyclist’s face), to display status information, and to
make recommendations for the cyclist. The smartphone navigation application suggests
a route that is conﬁgured by the planning service. The DriveSafety application determines dangerous states while cycling by using the front-facing camera of the smartphone. In case of drowsy or distracted driving, the information about these dangerous
states is used by the system to generate recommendations for the cyclist.
The context is deﬁned as any information that can be used to characterize the situation of an entity. An entity is a person, place or object that is considered relevant to the
interaction between a user and an application [13]. In accordance with the presented
approach, the context is formed based on the ontology and information from accessible
sensors and services (on-board e-bike sensors, smartphone sensors & DriveSafety
application, cyclist proﬁle, and Weather Service). The context is suggested to be modelled at two levels: Abstract and Operational. The Abstract Context is an ontology-based

Cyclist’s Profile
Smartphone

Preferences

Smart Space
Weather Service

e-Bike Sensors
Engine

Recommendation
Service

Battery

Context Service
Ontology

Context

Planning Service
Engine Control
Service

Fig. 1. An approach to the cyclist intelligent support system design.
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model of a potential coalition participant related to the current task and is built by
integration of information and knowledge relevant to the current problem situation. The
Operational Context is an instantiation of the domain constituent of the Abstract Context
with data provided by the contextual resources.
Smart Space [14] technology allows for provision of information sharing between
different services of the system. This technology aims to achieve seamless integration
of different devices by developing ubiquitous computing environments, where different
services can share information with each other, make different computations and
interact for joint tasks solving. There are following services participate in Smart Space:
Context Service, Weather Service, Planning Service, and Recommendation Service.
The Weather Service is responsible for determining and sharing with other services
actual information about the weather situation at the region where the cyclist is located.
The Planning Service is responsible for calculating the effective plan to use the e-bike
engine based on the context information. The Planning Service provides a plan to the
Engine Control Service that is responsible to control the engine power in accordance
with the plan. Plan can be changed dynamically by the Planning Service and it should
be adapted by the Engine Control Service. The Recommendation Service is responsible
for generating the recommendations for the cyclist based on the context information.
Some examples of the recommendations are: to reduce the speed, to increase the speed,
to have a rest, to drink a cup of coffee, to concentrate on the road, etc.
The developed system involves the following main steps: (i) context generation
based on the different accessible sensors and services; (ii) bespoke modiﬁcation of a
standard e-bike to enable context-aware behaviour; (iii) the development of low-level
control and optimization algorithms to be deployed on the e-bike; (iv) the integration of
these algorithms with an cyclist’s smartphone that includes navigation system and
drivers assistant system (DriveSafety) that is aimed at dangerous situation determination based on information from front-facing camera and other smartphone sensors;
(v) recommendation generation to the cyclist based on the generated context
information.
The e-bike is a modiﬁed BTwin Original 700. To facilitate control design, the
original motor controller was replaced by a more advanced controller: a Grinﬁneon
C4820-GR. Additionally, several measurement sensors were added, which include
sensors to measure: pedal torque (using a THUN X-CELL RT sensor1), battery voltage,
motor current, wheel speed, motor temperature, pedal speed, brake actuation, and hand
throttle position. Data from sensors are read either by using an Arduino board (brake
and hand throttle sensors) or using a commercially available e-bike computer system,
the Cycle Analyst2, and then communicated to a smartphone using an Arduinocontrolled bluetooth module. Control inputs are ﬁnally sent to the bike controller using
the same bluetooth based communication system. Full details of the hardware system
are given in [1].

1
2

http://www.ebikes.ca/shop/electric-bicycle-parts/torque-sensors/thun-120l.html.
www.ebikes.ca.
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4 Conclusion and Future Work
The paper presents an approach to context-based cyclist intelligent support system that
uses information from different on-board bicycle sensors and a smartphone installed in
front of the cyclist. Based on this information, the cyclist receives recommendations
and the bicycle engine is controlled to reject disturbances (e.g., wind and hills), and to
provide new services to the cyclist.
For the future work, authors are planning to conduct experiments based on the
proposed approach. The experiments should show the usefulness of the DriveSafety
system utilization for the cyclist. Also, the authors are planning to include a module in
the DriveSafety system which assesses breathing rates, based on the detection of the
cyclist’s face skin colour through the use of the smartphone camera.
Acknowledgments. The presented results are part of the research carried out within the project
funded by grants ## 16-29-04349, 16-07-00462 of the Russian Foundation for Basic Research.
The work was partially supported by Government of Russian Federation, Grant 08-08 and by SFI
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Abstract. With the diversity and variety of devices and interface modalities
these devices offer, the choice of the right interface is still a signiﬁcant research
challenge. We propose a method of Context-driven Heterogeneous Interface
Selection for Smart City Applications, which is based on context-driven and
situation-aware modality selection mechanism. The method involves the use of a
user model, a device model, and an environment model as an adaptation
mechanism and a mechanism for selecting an appropriate modality or combination of modalities. Several scenarios of the functioning of the system are
described. A series of tests was conducted for each scenario. Tests results are
also given in the article. Beneﬁts of the proposed approach are discussed and
demonstrated.
Keywords: Heterogeneous interface  Knowledge representation
Context awareness  Smart city  Waste management

1 Introduction
Internet of Things (IoT) is enabling Smart Cites and supports data ingestion and
digestion [1]. There is not a single universal IoT user interface that can support any
possible use case or application scenario. For example, for the driver behind the wheel
a voice and/or graphic interface is preferable, for the user in a public place a graphical
or textual interface is more suitable. User interface, which provides simultaneously
several means of communication: speech, gestures, text, etc., so that the user could
choose from useful and convenient tools is called heterogeneous (multimodal) interface
[2]. Heterogeneous interface for Smart City applications should also have mechanisms
of automatic selection of an appropriate modality or combination of modalities.
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In this paper we address the challenge of context-driven and situation-aware
modality selection mechanism. We propose a method of Context-driven Heterogeneous
Interface Selection for Smart City Applications. The proposed method is based on the
concept that the intelligent system must be context-aware and situation-aware. Within
the framework of the research, graphics, text, voice, audio, video modalities are
conceded.
Validation and implementation of the proposed approach has been carried out as
part of Solid Waste Management project, which in turn is a use case of bIoTope project
[3]. Efﬁcient waste management is an essential part of Smart City [4], which requires a
complex multi-criteria approach [5]. The bIoTope project builds open IoT ecosystems
on the basis of innovative IoT technologies and use cases. The project is funded under
the EU Horizon 2020 Program. The system described in this paper is part of St.
Petersburg pilot of bIoTope project on Smart Waste Management.
The rest of the paper is organized as follows. Section 2 presents Background and
Related Work. Section 3 includes description of method of context-driven heterogeneous interface selection. Section 4 describes Implementation of proposed method.
Section 5 describes Sample Scenarios and tests carried out at this stage. Section 6
concludes the paper.

2 Background and Related Work
2.1

Context and Situation

In this paper the context is understood as “any information that can be used to characterize situation of an entity” [6]. We deﬁne contextual information as ambient
temperature, illumination, noise level, type and characteristics of the user’s device, etc.
A context-aware system is a system, which “uses context to provide relevant information and/or services to the user, where relevancy depends on the user’s task” [6]. We
consider a situation as context abstraction and generalization. The following situations
are considered in the article: user is behind the wheel, user walks down the street, user
is in a public place, etc.
2.2

Related Work

The article [7] describes a heterogeneous interface consisting of a graphical and a voice
interface. The task of the interface is to simplify the work of doctors. This system is
suitable only for medical speciﬁcs and uses only a mobile phone. The article [8]
proposes the concept of an interactive system for people with disabilities, equipped
with an adaptive context-sensitive user interface. The basic idea is to use a multi-level
context processing. The main disadvantage is the absence of implication of the proposed idea. In [9], multi-level data processing is described. The algorithm is based on
the use of contextual models and weights. The system can be easily adapted using three
context models: user, device and environment. However, the proposed approach
assumes that the developer must manually ﬁll in the coefﬁcients. Also, the system is
suitable only for a small range of simple scenarios due to its architecture.
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3 Method of Context-Driven Heterogeneous Interface
Selection
Within the Solid Waste Management system, visual and multimedia modalities are
necessary for users. Visual modalities include graphics (sending photo, graphical
interface) and text; multimedia modalities include audio and video. Each modality has
the following uses: input (receiving information from the user) and output (the user
receives information from system). Heterogeneous interface can include a single
modality or a combination of modalities (complex modality).
We developed a solid waste management (SWM) domain ontology, which is
available online [10] for semantic manipulations over entities used in algorithms
described further in this paper.
3.1

Appropriate Modality Selection Algorithm

To select a suitable modality or combination of modalities, a multi-step analysis of
context is used. The main steps of the algorithm are shown in Fig. 1.
Algorithm contains 4 main parts. At the ﬁrst stage, we need to personalize user
interface. In our case, this means choosing a role. The following user roles were
deﬁned: citizen, fleet dispatcher of waste management company, driver, city administration, and janitor. Next step is detailing the situation. Situations determine the
environment around the user, which can signiﬁcantly affect the decision in the choice
of interface. Within the framework of the Solid Waste Management use case, 6
main situations were identiﬁed:
1.
2.
3.
4.
5.
6.

user
user
user
user
user
user

is in the building
is at home
is behind the wheel
walks down the street
is in a public place
has his hands full.

For each situation, a set of context parameters deﬁning this situation was proposed.
To illustrate the algorithm, we use context matrixes. In total, we have three context
matrices (T): the matrix of roles (R), the situation matrix (S) and the base matrix
(B) that contains CR, CS and CB context rules respectively.
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Fig. 1. Appropriate modality selection algorithm
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For example, the roles matrix includes rules for deﬁne user level like advanced or
beginner: AdvancedIntelegence and NoobIntelegence; situation matrix includes rules
NightEnviroment, NoiseEnviroment, LightnessEnviroment. A base matrix is a matrix
that contains all context rules that do not contain a role matrix or a situation matrix. For
example, SmarphoneType, CPUDevice.
2

3
wm
1i
.. 7
. 5


..
.


wm
11
6 ..
Tm ¼ 4 .
wm
c1

wm
ci

Each row of the context matrix (Tm ) describes how context rule (c) influences
modality (i) for selection decision:
8
< w [ 0; preferred for this context rule
influence ¼
w\0;
using is undesirable
:
w ¼ 0;
does not affect
Active context rule is a rule that is activated by context. For example, we could
make a rule that works only if the weather is rainy.
In the summation phase, we must select and summarize active context rules (c) for
every modality (i) from the context matrices. After that we will calculate the sum of all
coefﬁcients for every modality (MSUM i ).
ISUM ¼
i

CR
X

Ri þ

c¼0

CS
X

Si þ

c¼0

CB
X

Bi

c¼0

The third stage represents the sum of coefﬁcients of modalities (ISUM i ) according
to templates (t). A template is a predeﬁned set of modalities (I) that could be useful
together. For example, using text and graphics the best choice for PC in most types of
information. Also, we have to separate the types in accordance with the direction (d) of
interaction: input and output, because the interaction for reception and transmission can
differ among themselves.
TSUMdt ¼

Id
X

ISUM i

i¼0

At the 4th stage, we must select the template that has the maximum sum (TSUMdt ) and
modalities (i) in this template (t) will be the best choice for interaction with user (Wd ).
Wd ¼ MAX ðTSUMd Þ
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Pseudocode for appropriate modality selection algorithm:
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4 Implementation
Implementation of the proposed method was carried out on the basis of ITMO SWM
project [11]. ITMO SWM project is part of St. Petersburg pilot of bIoTope project,
which aims to develop The Smart Waste Management System (SWMS). SWMS
includes: Central Processing, Web Portal, Mobile applications, communication with
IoT (means for collecting and processing data from SGB sensors and sensors installed
on waste trucks), the model for IoT data sharing, dynamic route optimization in real
time, security and privacy policies, and dynamic route optimization in real time. Web
Portal supports three modes of operation: dispatchers of waste collection companies,
citizens, and city administration; Mobile applications support two user roles: janitor
and driver of waste truck.
The source language for this development is Python. CMS Plone and Zope built-in
transactional object database (ZODB) are used for developing web applications. The
development framework of Mobile applications is Kivy.
We extended and qualitatively enhanced the functionality of the ITMO SWM
described in [11].
Web applications have the following functionality:
• City dashboard (visualization and presentation of current situation with the process
of waste collection);
• Various reports on the quality of the collection of solid waste (tools for analyzing
the volume and quality of work performed by drivers);
• Driving quality control;
• Trafﬁc jams and road works;
• Complaints & Reviews (mechanism to leave or review a complaint about the
quality of waste collection);
• Automated scheduling of vehicles.
Mobile applications have the following functionality:
• display the situation on the map, show the optimal route accordingly the cloud
systems data;
• send messages about inability to pick up a garbage bin or other problems
encountered, including text, photo, video and voice messages;
• display messages, including text, photo, video and voice messages.
Graphics modality (graphical interface) is represented as (1) City Dashboard,
(2) various reports, (3) Trafﬁc jams and road works visualization, (4) Complaints &
Reviews. Graphics (sending photo), text and video modalities are implemented using
the Messages Module of Mobile application. Audio modality (speech recognition and
synthesis) is available for Mobile applications and Web Portal for all users. The
implementation of audio modality is based on the algorithm described in [12].
Heterogeneous interface selection module is implemented in Python. The architecture of the developed web application is shown in Fig. 2. Sample scenarios and tests
of this system are described in more details in the following section.
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Fig. 2. Architecture

5 Sample Scenarios and Testing
Sample Scenario 1. The driver of the waste truck drives at night and requests a route to
the garbage bin using smartphone or tablet.

Fig. 3. Admins interface

The admins interface is shown in Fig. 3.

Fig. 4. Driver’s Mobile Application interface on devices Samsung Galaxy S7, Sony Xperia Z3
Tablet Compact и iPad Pro
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The driver interface is shown in Fig. 4.
Sample Scenario 2. The citizen is in ofﬁce (public place) and wants to complain
about the quality of garbage collection using PC. The noise level is high.

Fig. 5. Admins interface

The admins interface is shown in Fig. 5.

Fig. 6. Citizens interface

The citizens interface is shown in Fig. 6.

6 Conclusion
We developed and demonstrated method of Context-driven Heterogeneous Interface
Selection for Smart City Applications. It implements automatic selection of an
appropriate modality or combination of modalities based on context-driven and
situation-aware modality selection mechanism. Several sample scenarios of the functioning of the system are described and tested. It is shown that heterogeneous interfaces
allow IoT information system provide better service to its users.
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In future work, we will reﬁne the developed method by including larger number of
situations and context rules.
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Abstract. Internet of Things (IoT) enables Smart Cities (SC) with novel services for the citizens’ well-being. A Smart Parking (SP) system is an important
part of the SC infrastructure, which enables the efﬁcient handling of the
demanding SC trafﬁc congestion conditions. Such a system also protects the
urban environment towards a green ecosystem. In this paper, we consider
Artiﬁcial Intelligence (AI) algorithms towards processing of data produced by
parking lots and disseminated by IoT technology in the SC of St. Petersburg in
Russia. Such algorithms enhance the proposed SP system to predict the number
of unoccupied parking lots within the SC parking places. In addition, the SP
system uses vehicle navigation to decide the optimal parking place according the
current vehicle location and the availability of parking lots in the SC.
Keywords: Internet of Things (IoT)  Smart cities  Genetic algorithms
Artiﬁcial Intelligence (AI)  Recurrent Neural Networks (RNN)

1 Introduction
IoT technology is actively expanding and have impact in various areas of SC infrastructure. With the rapid growth of vehicles, urban static trafﬁc problems are becoming
increasingly signiﬁcant. This growth led to serious congestion due to excessive demand
for road space at peak times. Providing drivers with detailed and more accurate
information on the availability of parking lots leads to efﬁcient and proﬁtable parking
solution for SC [1]. Drivers consider multiple factors when they are searching for a
parking lot. Parking space fees and parking lot availability affect the driver’s parking
lot decision-making process [2, 3].

© Springer Nature Switzerland AG 2018
O. Galinina et al. (Eds.): NEW2AN 2018/ruSMART 2018, LNCS 11118, pp. 33–40, 2018.
https://doi.org/10.1007/978-3-030-01168-0_4
v.davydov@hse.ru

34

P. Fedchenkov et al.

Fig. 1. Behavior of the driver

The proposed SP system studies AI algorithms for data processing enabling parking
lot availability in SC. It is considered a use case scenario exploiting driver behavior
starting at the current vehicle location in SC up to the parking lot recommendation
inferred by the vehicle navigation system. Figure 1 presents the SP system architecture
and use case scenario. Speciﬁcally, a vehicle that needs to park, asks the decisionmaking system to search the available destination parking lots of the nearest parking
places from the current location within the SC. Concurrently, it is computed a Time-ofArrival (ToA) estimation to reach each parking place from the current vehicle location
in the Smart City. The proposed system predicts the availability of parking lots by
analyzing parking places’ IoT generated data. Information regarding unavailable
parking lots through the nearest parking places enable the evaluation of the optimal
parking lot choice based on AI algorithms.
The paper is structured as follows. Section 2 presents prior work in the research
area. Section 3 describes the AI genetic algorithm for the SC generated parking data.
Section 4 analyzes the AI RNN algorithm and the data forecasting. Section 5 presents
the proposed decision system, while Sect. 6 concludes the paper and discusses further
future research.

2 Related Work
Hisamitsu Kurogo, etc. [4] studied the role of the parking management system in
Tokyo and the proposed parking system. The system can effectively simplify trafﬁc
management and improve the efﬁciency of transport. Ma Minghui [5] conducted a
study on the development and implementation of an information forecasting subsystem, a proposed model of parking actions based on a neural network.
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Ways to detect not only the congestion that has already been formed, but also to
reveal the increased possibility of forming a congestion are considered in the article [6].
If we can identify the increased likelihood of trafﬁc jams, we can take action to avoid
this congestion: the closure of some exit roads, parking, informing drivers to avoid
some suspicious places and thus avoid trafﬁc jams.
Modern approaches Deep Learning in forecasting is a ﬁeld of research in which the
future state of an object is predicted based on a series of historical scenes of the same
object. To ﬁnd time series with long time intervals, neural networks with a long short
memory (LNM) (NNs), which were proposed by Hochreiter and Schmidhuber [7]. In
1997, they were effectively applied in short-term motion prediction [8]. And they
achieved remarkable results in ensuring the long-term time dependence of the trafﬁc flow.

3 AI Genetic Algorithm for SC Generated Parking Data
3.1

IoT Generated Data at the SC Parking Places

IoT infrastructure generates source data from parking lots’ conditions (i.e., whether a
parking lot is available or unavailable) of the parking places within SC. The proposed
SP system uses data from parking lots as well as spatiotemporal data relating to
vehicle’s distance from business centers and hypermarkets. Such a system also explores
data regarding the near future availability of booked parking lots and discount programs offered by the parking places in the SC.
3.2

Incorporated Evaluation Real Datasets

In this paper, we incorporate certain evaluation real datasets with information about
parking occupation (i.e. availability or unavailability) for a total duration of half a year
[9]. The data format contains information about the moment of data acquisition, the
number of available lots and the total number of parking lots. For modeling purposes, it
is necessary to have information about speciﬁc available and unavailable parking lots
within certain parking places. Such a SP system includes an array of parking places in
which 0 value correspond to an unavailable parking lot, while value 1 corresponds to
an available one.
3.3

Genetic Algorithm

To obtain IoT generated synthetic data from certain parking places, it is used an AI
genetic algorithm which studies the genes that the current state of the parking lots is
recorded for the time being examined [10]. The following criteria are used as the
objective function:
• The total number of unavailable parking lots (1 in the genome) corresponds to the
real value
• The change in the state of parking lots occurs as rarely as possible
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The second requirement is introduced in order to achieve the corresponding values
to the actual behavior of visitors to the parking place and the uniform distribution of
parking lots.
3.4

AI Experimental Results

The AI based experimental results of the search for the best individual of the genetic
algorithm is a set of parking conditions for the period under consideration. In this case,
we are dealing with a sparse matrix, the main part of whose values 1 is concentrated in
the central region of the rows. The time points at which measurements were taken and
which are unevenly distributed in this matrix, interpolation of data is necessary to study
measurements at equal intervals in order to predict the fullness.

4 AI Recurrent Neural Networks (RNN) and Data
Forecasting
4.1

Incorporating AI RNN

RNN allow processing of a series of events in time or successive spatial chains. This is
a great beneﬁt in time series forecasting, where classical linear methods can be difﬁcult
to adapt to multivariate or multiple input forecasting problems. The Long Short-Term
Memory (LSTM) network is well suited to learning the tasks of classifying, processing
and forecasting time series in cases where important events are separated by time lags
with uncertain duration and boundaries [11].
In this paper, we propose an LSTM model for multivariate time series forecasting
of parking lots.
4.2

Data Preparation

The ﬁrst step is to perform interpolation of data in order to uniformity of time stamps.
As a step, the value of 10 min is selected, which will allow to predict the situation in
the near future in the availability for a vehicle in a city environment at a distance of
about 10 km.
The second step is to convert the data into a variant that is convenient for learning a
recurrent neural network [12]. In this case, we add values at the instants of time (t–n, t–
(n–1), …, t–1) to a string with the time t. At the same time, by varying the parameter n,
it becomes possible to train the neural network for a set of values over a period of n
steps. After the end of the neural network training, it becomes possible to obtain a
prediction about the state in moment t, having information on n parking status values.
4.3

Learning on Datasets

Training was conducted on each of the received data samples. We used a network with
a hidden layer of LSTM elements and an output layer with one output value (the
percentage of parking ﬁlling). As a sample for training and for the test, the intervals of
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the matrix obtained during the preparation were used. We used the Keras library [13],
which provides tools for building and learning neural networks, and the software
product TensorFlow as a backend.

Fig. 2. Prediction results

The process of predicting the data of a trained neural network for 2 days is shown in
Fig. 2. In this ﬁgure, lines of real and predicted values are constructed for one of their
parking lots. The root-mean-square error is 0.035, i.e. 3.5%. Now we can use trained
neural networks for the system of recommendations to drivers.

5 Decision System
5.1

Car System and Use Case

The proposed car system decides the vehicle navigation as well as the search and
selection of the nearest parking place with available parking lots. The prosed system
incorporates the Manhattan distance to compute the route. In addition, distance from
the road map and trafﬁc accounting is necessary for the prediction of the number of
available parking lots in the SC. The system also takes into consideration information
about a certain set of available lots, which are reserved for permanent tenants and VIP
clients, as well as of parking lots for special services.
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Finding the Best Parking Lot Through the Prediction System

Consider the situation when the car is located between two parking places, one near the
SC center and the other in the Salling area. Also, consider that both parking places
satisfy the driver’s request. As we can observe in Figs. 3 and 4 (vertical red line), at this
point in time the situation in the parking lots of these parking places is different.
Therefore, in SC center parking place there is a large influx of visitors. Moreover, the
parking data that the model gives out indicates that the number of parking lots will
exceed the threshold of 50% in the considered time range.

Fig. 3. SC center parking place (Color ﬁgure online)

In such situations, it is necessary to have additional information from the parking
place, such as the estimated percentage of parking lots with pre-reservation. It is also
necessary to consider the number of the SC drivers planning to visit the parking place.
The proposed SP system can be used as a recommendatory driver system, which can
ensure uniform distribution of parking lots within SC parking places.
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Fig. 4. Salling parking place (Color ﬁgure online)

6 Conclusions and Future Work
Current study is exploiting SC potentiality enabled by IoT. Speciﬁcally, it is proposed a
SC parking system aiming to provide citizens’ well-being in the SC of St. Petersburg in
Russia. AI genetic algorithms and RNN we incorporated to the system. Such use of
these techniques enabled the optimization of car navigation systems within the
framework of the SC concept in the aspect of interaction with parking. We considered
advanced techniques for data processing in order to provide accurate SC parking
predictions based on current trafﬁc conditions. In addition, data analyzed where further
used by the proposed car navigation system to provide optimum solution for the
speciﬁc problem.
In the future, it is necessary to consider the possibility of interaction of the navigation systems of a multitude of cars with the aim of making predictions based on the
totality of vehicles that carry out the scenario of a particular parking.
Acknowledgments. Part of this work has been carried out in the scope of the project bIoTope
which is co-funded by the European Commission under the Horizon-2020 program, contract
number H2020-ICT-2015/688203 – bIoTope. The research has been carried out with the ﬁnancial
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Abstract. This article is devoted to the issues of streaming data processing in
the Internet of Things applications. Stream processing is a natural ﬁt for the
Internet of Things applications. Most of the data models on the Internet Things
are exactly the data streams. Accordingly, most applications (business applications) are oriented to processing real-time data streams (e.g., search for
anomalies, provide billing features, etc.). The paper considers the architecture of
data processing systems, classiﬁes stream processing patterns. Much attention is
paid to time management in stream processing systems. The review is conducted
from the standpoint of the contents of the master’s course on stream data processing in the Internet of Things and Industrial Internet of Things applications.
Also, the paper considers the speciﬁc application models and streaming data
architecture for the Internet of Things applications as well basic data analysis
algorithms that are used in such systems.
Keywords: Internet of Things

 Stream  Data mining

1 Introduction
Stream processing could be deﬁned as a computer science paradigm that deals with a
sequence of data (a stream) and a series of operations being applied to each element in
the stream [1].
The most obvious beneﬁt of stream processing is its ability to treat data not as static
ﬁles (tables or other data structures) but as an inﬁnite stream. In the most cases, stream
processing is associated with real-time processing. By this reason, stream processing is
a natural solution for Internet of Things (IoT) applications, where measurements and
their processing present majority of applications. The typical real-time stream processing, for example, should include the solutions for:
•
•
•
•
•

integration with various data sources
events detection (collecting, ﬁltering, prediction, etc.)
live data discovery and monitoring
anomalies detection
performance, scalability and real-time responsiveness
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For example, Fig. 1 from EU FP7 CityPulse Project [2], illustrates an integrated
approach to IoT and social media stream based smart city applications. It is a ﬁrst key
task in developing smart city (or smart home) frameworks – how to provide an integration across different application domains. For smart cities, for example, data streams
should integrate data from trafﬁc, smart transport cards, smart meter reading systems,
street lighting, etc. [3]. For Home Automation data streams are responsible for collecting (and processing) data from various appliances. And in both cases, the ability to
react in real time is a critical feature.

Fig. 1. An integrated approach to IoT and social media stream based smart city applications [3].

Also, data security is one of the major features for IoT. So, stream processing is
also responsible for real-time security alerts for data.
Of course, stream processing and related questions should be a part of any IoT
education [4]. In general, IoT study directions could be grouped into ﬁve topics [5]:
•
•
•
•
•

Data
Data
Data
Data
Data

measurement (sensing)
transmission (networking)
aggregation (middleware)
analysis
interaction (behavior)

The direction related to analytical processing includes descriptive analytics (with
visualization), predictive analytics and recommendation systems. It is the place where
we should highlight the high demand for stream analytics and real-time processing
applications for IoT projects (e.g., CEP - complex event processing). Traditionally, this
area (stream algorithms) has got a relatively poor reflection in educational programs. In
our opinion, stream processing should be a key moment for IoT education [6].
The rest of this paper is organized as follows. In Sect. 2, we discuss stream processing software architectures. In Sect. 3, we present IoT related use cases for stream
processing. And in Sect. 4, we discuss algorithms for stream processing.
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2 On Streams-Based Architectures
At the ﬁrst hand, in any educational program, we need to present the basics of data
streaming. The key reasons for choosing stream processing architectures are:
• Achieving lower latency and adding more timely data to a processing
• Closing the gap between business models, oriented to never ended data volumes
and computer architectures
• Stream processing lets proceed data as they arrive and create a more predictable
workload
One of the ﬁrst examples of streaming processing architectures is so-called lambda
architecture (Fig. 2). Originally, the Lambda Architecture is an approach to building
stream processing applications on top of MapReduce and Storm or similar systems.
The main idea behind this model is the fact that an immutable sequence of records is
captured and fed simultaneously (in parallel) into a batch system and a stream processing system [7].

Fig. 2. Lambda architecture [8]

So, developers should implement business transformation logic twice, once in the
batch system and once in the stream processing system. It is possible to combine the
results from both systems at query time to produce a complete answer [8]. The biggest
disadvantage for Lambda system is a need to build, provision, and maintain two
independent versions of data pipeline, and then also somehow merge the results from
the two pipelines at the end.
The next important moment is so-called Kappa architecture [9]. When the Lambda
Architecture offers a dedicated real-time layer, in Kappa model everything is a stream.
As per its deﬁnition, Kappa Architecture is a software architecture pattern. According
to this pattern, rather than using a relational database or some NoSQL data store, the
basic data store in a Kappa Architecture system is an append-only immutable log. From
the log, data is streamed through a computational system and fed into auxiliary stores
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for serving. Actually, we can present it as a Lambda Architecture system with the
removed batch processing sub-system. To replace batch processing, data is simply fed
through the streaming system quickly. The basic proposal (elements) for Kappa pattern
are [10]:
1. Use Kafka or some other system for retaining the full log of the data you want to be
able to reprocess and that allows for multiple subscribers.
2. When you want to do the reprocessing, start a second instance of your stream
processing job that starts processing from the beginning of the retained data, but
directs this output data to a new output Table.
3. When the second job has caught up, switch the application to read from the new
Table.
4. Stop the old version of the job, and delete the old output table.
In other words, it is a bunch of processes for retained data (Fig. 3).

Fig. 3. Kappa architecture [10].

The software system we should mention in this context is Apache Flink [11].
Apache Flink follows a paradigm that embraces data-stream processing as the unifying
model for real-time analysis, continuous streams, and batch processing both in the
programming model and in the execution engine [11]. It is based on a durable message
queue that allows data replay (it could be again, Apache Kafka, for example). As per
the above-mentioned principles, stream processing programs make no distinction
between processing the latest events in real-time, continuously aggregating data periodically in large windows or processing historical data. Actually, these different types
of computations simply start their processing (job versions in Fig. 3) at different points
in the durable stream and maintain different forms of state during the computation.
Flink supports different notions of time: event-time, ingestion-time, processing-time in
order to give programmers the flexibility in deﬁning correlations for events (Fig. 4).
Time-management is one of the main features of stream processing systems. There
are typically two domains of time associated with stream processing: event-time and
processing time. Event-time is the time at which events actually occurred. And
processing-time is the time at which events are observed in the system. Ingestion-time
is the time at which events are selected for batch processing. Some of the papers (e.g.,
[12]) propose also tuple-based windowing as time domain. In this case, windows sizes
are counted in numbers of elements. However, tuple-based windowing could be presented as a form of processing-time windowing where elements are assigned
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Fig. 4. Windows in Apache Flick [15]

monotonically increasing timestamps as they arrive at the system. Things that can affect
the level of skew [13].
Time domain management for stream processing should be a signiﬁcant part of an
educational program. As per data processing patterns, we can highlight the following
elements:
(1) Batch processing (a collection of bounded data sets appropriate for batch processing). For example, Spark Streaming is a really batch-processing system that
appears as a streaming system. It simulates stream processing by creating so-called
micro-batches across time which are processed individually [14].
(2) Windows-based processing. Fixed-sized windows are probably the most common
way to process a data set. Fixed windows slice up time into segments with a ﬁxedsize temporal length. The input data could be presented as a set of ﬁxed-sized
windows and each window then will be processed separately. And windowing
could be implemented by processing-time or by event-time.
Sliding windows are deﬁned by a ﬁxed length and a ﬁxed period. For the period
equals the length, we will have ﬁxed windows. For the period is less than the length, we
will have windows overlapping. And if the period is greater than the length, we will
have a sampling window (it shows only a subset of the data over time).
One of the biggest problems here are timestamps associated with the events
(measurement). It is also a live scenario for IoT. Suppose we have some proxy,
accumulated data from low-end sensors. It is a model that corresponds to oneM2M
standard [16]. Each record will keep a real ‘arrive time’, but they could be uploaded to
cloud, for example, sometimes later (e.g. by the scheduler on the proxy host). Also, the
similar problem could be associated with the distributed systems and their delays in
updating data.
Event-time windows let observe events in batches that reflect the times at which
those events actually happened. As per Apache Flink manual, for example, an eventtime model gives correct results even on out-of-order events, late events, or on replays
of data from backups or persistent logs. In event-time programs must specify how to
generate so-called Event Time Watermarks, which is the mechanism that signals
progress in event time [15]. Event-time processing could face often some latency, due
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to waiting a certain time for late events and out-of-order events. Because of that, eventtime programs are often combined with processing-time models. Figure 5 from Apache
Flink manual illustrates time domains in stream processing.

Fig. 5. Time domains in Apache Flink stream processing [15].

(3) Sessions are analogues of web sessions. Sessions are typically deﬁned as periods of
activity (e.g., for a speciﬁc process/user) terminated (divided) by some gap of
inactivity. For example, it is a sequence of events terminated by a gap of inactivity
greater than some predeﬁned timeout [17]. Naturally, each session could be presented as a batch or dynamic window. In the most cases, their lengths cannot be
deﬁned a priori and they are dependent upon the actual data involved.
(4) Time-agnostic unbounded data stream. It is the case where a time of arrived data is
irrelevant and all relevant logic is data-driven only. Batch systems could easily
proceed time-agnostic streams. As a particular use case for a time-agnostic data
stream, we can mention ﬁltering [18]. It is collecting data that belongs to the given
domain only. Another two elements are approximation [19] and aggregation [20].
As per practical software systems, the educational track, in our opinion, should
include Apache Kafka [21]. At this moment it is some like industry standard. Apache
Kafka is a distributed streaming platform. Originally, it was introduced as a messaging
platform (Fig. 6). As a streaming platform, Apache Kafka provides low-latency, highthroughput, fault-tolerant publish and subscribe pipelines, durable storage, the ability to
replay data and is able to process streams of events. Like many others publishsubscribe messaging systems, Kafka maintains feeds of messages in topics. There are
Producers that can write data to topics and consumers that can read from topics. Kafka
is a distributed system, so topics are partitioned and replicated across multiple distributed nodes. Messages are simply byte arrays and they can be used to store any
object in any format.
Timestamps are automatically embedded into Kafka messages. Depending on
Kafka’s conﬁguration these timestamps represent event-time or ingestion-time.
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Fig. 6. Kafka architecture

3 IoT Applications and Streams
All futuristic scenarios converge on the fact that the number of devices in the Internet
of Things systems will be very large. For example, Gartner [22] forecasts that the IoT
will reach 26 billion units by 2020, up from 0.9 billion in 2009. IoT devices will
generate enormous quantities of data that need to be aggregated and analyzed in real
time to provide information regarding status, location, functionality, possible security
alerts and environment of the devices.
All the devices work asynchronously and independently of each other, sometimes,
perhaps, using some of their intermediate nodes (proxies). The number of models
(types) of devices will also be large and, accordingly, there will be a large number of
variations in the data structures to be collected. The model of data streams is the most
suitable here, and often - the only possible model. Figure 7 illustrates oneM2M
architecture (it is the only existing at this moment completed IoT standard). The IoT
data flows in at a set of streams and their data needs to be analyzed in real time as it
streams into the database.

Fig. 7. oneM2M architecture [23]
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Each node here is an independent data stream. And the whole system is just an
aggregation of data streams. So, stream processing will analyze sensor and device data
in real time and (probably) stream data through into persistent stores (e.g., some
Hadoop platforms). It will provide continuous process automation from operational
systems, as well as merge new data with historical datasets for analysis.
As the practical example, we could mention EU FP7 CityPulse project [2, 3].
CityPulse aims to provide large-scale stream processing solutions to interlink data from
Internet of Things and relevant social networks. It will also extract real-time information for the sustainable and smart city applications.
The picture does not change if we look at cloud solutions for the Internet of Things.
There is also a worldwide transition to stream processing. The main suppliers of cloud
solutions offer exactly the stream processing for IoT. Here we can mention, for
example, Cloud Publish/Subscribe messaging system that can act as an integrated
model for incoming data streams. As per Google, Cloud Pub/Sub provides a globally
durable messaging service. With a cloud, this service scales to handle data spikes that
can occur when swarms of devices respond to events in the physical world. Another
main feature is buffering these spikes from applications monitoring the data. And
subscriptions for topics allow different functions of particular IoT application to subscribe to device-related streams of data without changing the primary data-import target
(actually, without changing the data persistence scheme).
Another global cloud provider Amazon offers the similar approach with its Message Broker for AWS IoT. It is a publish/subscribe broker service that enables the
sending and receiving of messages to and from AWS IoT. Also, Amazon supports such
service as Device Shadow. It provides persistent representations of devices in the AWS
Cloud.

4 On Streams-Based Algorithms
The next important question that should be covered in educational programs is mining
for data streams and popular algorithms in this area.
Based on the analysis of literature (e.g., [24, 26]) and our experience in implementing projects, we can suggest the following basic elements for streams-based
algorithms description:
(1) Sampling and shedding. Sampling is the process of probabilistic choice of a data
item to be processed (not processed). The challenge with sampling in the context of
data stream processing is the unknown size of data. It is an important process for
checking anomalies. Shedding is the process of dropping some sequence of data
streams. Load shedding has been. The challenge is the same – the unknown size of
data. Load shedding is a technique employed by stream processing systems, for
example, to handle unpredictable spikes in the input load whenever available
computing resources are not adequately provisioned. So, a load shedder drops
some data in order to keep the input load below a critical threshold and thus avoid
system-wide problems [25].
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(2) Sketching and synopsis. Sketching is the process of sample data streams. Sketching
involves building a summary of a data stream using a small amount of memory,
using which it is possible to estimate the answer to certain queries [26]. Creating
synopsis of the data stream is the performing data reduction through synopsis data
structures. The typical examples are histograms, frequencies, quantiles, wavelets.
(3) Aggregation. Aggregation of data streams is the process of computing statistical
measurements (e.g., means, variance) that summarize data stream.
(4) Approximation. Approximation for data streams is the process of getting an
approximate solution with error bounds. When our computations are limited to a
bounded amount of memory, for example, it is not always possible to produce
exact answers for data stream queries. However, high-quality approximate answers
are often acceptable.
(5) Sliding. Sliding window refers to the process of the analysis of most recent data in
source stream. For example, it is a typical solution for many time series analysis
algorithms.
(6) One-time queries and continuous queries. Queries over continuous data streams
have much in common with queries in traditional databases, but there are several
distinctions. One-time queries are queries that are evaluated once over a point-intime snapshot of the data set. And their answer will be returned to the user.
Continuous queries are evaluated continuously as data streams continue to arrive.
The answer to a continuous query is produced over time and it reflects the stream
data seen so far. Continuous query answers may be stored and updated as any new
data arrives, or they may be produced as data streams themselves.
(7) Predeﬁned queries and ad-hoc queries. A predeﬁned query is provided to the data
stream management system before any relevant chunk of data has arrived. Usually
(in the most cases), predeﬁned queries are continuous queries. Ad-hoc queries are
issued online after the data streams have already begun. The biggest challenge here
is the fact that ad hoc query may require data elements that have already arrived on
the data streams.
(8) Data mining algorithms for streams. Classically, it is about extracting knowledge
from data streams. As the most often required and used approaches here, we could
list here classiﬁcation, clustering, and time series analysis. All of them are relevant
to IoT applications. A perfect example of the latest development in this area is the
paper [27]. Finding heavy frequent items is one of the most practical problems in
the streaming algorithms. Time series analysis is, probably, one of the most
interesting areas for IoT domain, because time series are the natural representation
of the measurements. The typical model is presented in [28], for example.
On the practical level, we should mention Apache Spark streaming as a popular
industry choice for IoT stream processing. Spark streaming divides the live stream of
data into batches (called micro-batches) of a pre-deﬁned interval (e.g. several seconds)
and then treats each batch of data as processing block (in Spark it is so-called Resilient
Distributed Datasets - RDDs). Then we can process these RDDs using the operations
like map, reduce, join and window. The results of these RDD operations are returned in
batches. We usually store these results in a data store for further analytics and to
generate reports and dashboards or sending event-based alerts [29]. Also, as a
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signiﬁcant result for the stream processing oriented systems, we should mention IBM
Streams Processing Language [30]. It is the programming language for IBM InfoSphere Streams, a platform for analyzing Big Data in motion.

5 Conclusion
In this article, we described the use of streaming data processing in the IoT projects. In
our opinion, from a technical point of view, projects of the Internet of Things will be
built mostly on the basis of stream processing. We analyzed the current practice of
using streaming systems in the IoT projects. In this paper, we propose a classiﬁcation
of streaming systems. It can be noted that to date, some de facto standardized schemes
of using stream processing systems in IoT projects have practically been formed. Of
course, these decisions should be reflected in the curricula. Being employees of universities, we can note that currently, training courses (programs) related to databases
(data processing) pay a very little attention (often not at all) to the processing of
streaming data. Especially critical, in our opinion, is the situation with the explanation
of streaming algorithms. It is possible that the beginning of the practical use of
streaming SQL somehow will change this picture, by virtue of the acquaintance of the
majority of developers (and teachers) with classical SQL.
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Abstract. This paper represents new functional architecture for the
Internet of Things systems that use an avatar concept in displaying
interaction between components of the architecture. Object-oriented representation of “thing” in the avatar concept allows simplify building and
deployment of IoT systems over the web network and bind “things” to
such application protocols as HTTP, CoAP, and WebSockets mechanism.
The assets and stakeholders for ensuring security in IoT were speciﬁed.
These assets are needed to isolate the risks associated with each of assets
of IoT system. Example of Thing Instance’s description and its functionality using JSON format is shown also in the paper.
Keywords: IoT · Avatar · Thing instance
Threat assessment · Security risk assessment

1

Introduction

The complexity of ensuring IoT security is that the system is heterogeneous,
consists of many assets on each of the architecture layer. The experts from
research organizations in the IT ﬁeld, as well as equipment manufacturers, agree
that providing IoT security on the vertical way is a complex task since security
aspects will vary depending on the use case and scenario, the application domain
and platform used [1].
Although, the threats in the IoT can be similar to those in the traditional IT
network, the overall impact could be signiﬁcantly diﬀerent. That is why many
experts in IoT security organizations focus on threat analysis [2–7] and risk
assessments to estimate the impact if a security incident or a breach occurs.
Depending on the application domain of the IoT, a corresponding risk assessment is necessary to implement:
– highlight the speciﬁc threats inherent in this or that application and the assets
on which it can aﬀect;
– identify possible attack scenarios and distribute them in the context of a
speciﬁc IoT service;
– determine what threats are critical and how they can be mitigated.
Supported by Swedish Institute Scholarship Programme.
c Springer Nature Switzerland AG 2018
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Security threats for each of the application domain (such as Smart Cars,
Smart Airports, Smart Hospitals, Smart Homes, Intelligent Public Transport,
ICS/SCADA, etc.) are unique but there are also universal threats and attacks
which most often appear in the applications that are based on the Internet.
In order to provide the general security requirements for the IoT system
using threat risk modeling, the ﬁrst thing to do is to identify the main security
stakeholders, security assets, possible attacks, and, ﬁnally, threats for the IoT
system. Using this general IoT threat model as a basis you can create a speciﬁc
set of security objectives for a speciﬁc use case, IoT application domain.
In this work, we will try to highlight such assets that is necessary for further
analysis of the treat risk model for the Internet of Things. We will also specify
the stakeholders who are the connecting link between IoT devices, services and
customers, as well as link between transfer and displaying the client commands
onto smart things.
For describing the model of component interaction in IoT system we will use
the avatar-oriented approach, since it allows us to merge objects into a system of
objects, system of objects has more functionality than standalone object since
the IoT application has complicate interface. If we assume Service as a key
component of the IoT system then it displays only a single entity with a relatively
simple interface that abstracts a signiﬁcant amount of activity. Service is an
atomic unit of functionality. Like a well-constructed object in object-oriented
programming, from the Service Oriented Architecture (SOA), discipline begins,
“the services are collections of capabilities”. But the IoT Service has a more
complex structure than a single entity. The application can use several services to
display all information to the end user, can aggregate data from several devices.
In simple words, opening the application on the smartphone, the customer wants
to have access to the state of his home and all the devices in it, as well as to
his car activities, monitor his health and nutrition, ﬁnd free parking places and
check traﬃc conditions in the city. At the same time, the customer, clearly, does
not want to open the state of each physical sensor in his house but wants simply
to see the general state, for example, “house is all right”, and, also, user wants
his position to be determined automatically for searching parking and route
selection. Naturally, to perform such a functional, the service uses other services
such as GPS and smart home control center in our cases, and after displays the
data via the web interface to the user.
To manipulate the data objects the avatar representation approach is most
appropriate, then you can easily connect or disconnect microservices, data from
the things, or change the visual representation of data.
Avatars are designed to:
– expose objects as resources on the Web: the avatars can be invoked using
semantic enabled service-oriented protocols;
– compose collaborative functionalities: they interact with the avatars of other
objects to negotiate and fulﬁll requests requiring complex functionalities, thus
enabling inter-object collaboration;
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– manage context adaptation: they can adapt objects behavior according to
their surrounding environmental changes;
– cope with pervasive setups: they allow network communication disruptions
and support optimized communications with remote objects;
– deploy code on the objects: they either deploy application code modules onto
the objects or execute them in a cloud infrastructure if objects do not have
enough resources to do this [8].

2

Place of Assets in Threat Risk Model

First of all, to ensure security it is necessary to follow policies that are generally
aimed at making the system more reliable and resistant to attacks. They should
be adequate for a particular service or application platform and should contain
well-documented information. When designing the IoT system it is necessary to
take into account the features and context of the case of use itself, to determine the interfaces, communications and the instances that will be used during
deployment. The IoT security system in the home environment will be diﬀerent
from the IoT in the critical infrastructure. Thus, the risk depends on the context,
and regarding to this, security measures should be applied with this in mind.
To identify signiﬁcant risks using a defense-in-depth approach, ﬁrst of all, it
is necessary to isolate the risks associated with each of assets of the IoT system.
This should be done at the early stages of the life cycle of the program, at
the design and testing stage. The Fig. 1 shows the interaction of the risk model
components.
To compile a risk model we need to know:
–
–
–
–
–

asset, A;
application domain;
list of potential threats to Asset, T;
list of potential vulnerabilities, V;
list of countermeasures and recommendations for risk mitigation.

Fig. 1. Risk model components.
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Fig. 2. Algorithm for threat assessment.

The list of threats will be based on a list of potential attacks, and the threat
will be considered as the possibility of implementing an attack. The risk is estimated as the probability of the exploitability on Impact (Damage Potential).
Regardless of which risk model will be chosen, for example, STRIDE, DREAD
or Severity system, the threat algorithm for the risk model will look like this, as
shown on Fig. 2.
After all operations to assess the risks of threats we obtain the estimated risk
for each of the applications in this application domain and a list of recommendations for reducing these risks.

3

Architecture of IoT

Historically, each IoT solution was based on an application that required the
interaction of things with each other and with the user, and therefore the system
was developed for each application separately. Hence, there are such variety of
architectures oﬀered by diﬀerent organizations in IoT ﬁeld as NIST [9], ITU-T
IOT [10], AIOTI, W3C WoT [11], and also architectures from manufactures as
Microsoft Azure [12], Cisco [13], AWS, Google [14]. They suggest diﬀerent layers
in architecture, include diﬀerent components, give diﬀerent terminology, it is not
diﬃcult to get confused in this variety.
This paper will use terminology that is closer to the abstract representation
of IoT but not to the physical representation. Such a decision was made because
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in the study we focus on the functionality of the IoT system components, and
even on the combinations of these components. We can say that we consider the
system as the interaction of functionals, the interaction between layers but not
the elements on each level.
3.1

Classical IoT Architecture

A classical IoT architecture is presented on Fig. 3. It includes physical components on each layer such as Device, Gateway in comparison with the functional
architecture. The classical architecture displays a transfer of data from the end
device to storage and data handler from where the interaction with user begins.
This is the time axis of IoT system. But apart from the time characteristics of
the assets and the physical interaction of components, there are certain actions
and events that occur in the system, as well as the reaction to these events. Such
representation focused on actions and events is closer to security since it contains
assets that are more convenient for manipulating the security language such as
an action (property), an event, a reaction, which can be interpreted in the language of risk theory as: for action is damage, exploit, risk, threat, vulnerability;
for event is attack; for reaction is logging, countermeasure.
The classical IoT architecture is more focused on the manufacturer of the
device and cloud, on the physical structure of the service. For example, places for
ensuring security are cloud, servers, routers, gateways, devices. But at the same
time the transient processes are not considered when transferring an IoT object
with its properties from the IoT device to the ﬁnal user and vice versa. Data
integrity can be lost when changing from one form of IoT objects to another.

Fig. 3. Classical IoT architecture.
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Avatar-Oriented IoT Architecture

The presentation of avatar-oriented model of interaction of the IoT components
is shown on Fig. 4 and does not in any way eliminates the use of classical architecture. In addition, we take the assets which must be protected from potential
attacks and threats from the classical model. It includes already not physical
components but abstract components such as Thing Instance, Resource design,
Service, Avatar.
In the classical model the lower level was a set of sensor devices that collect
information and then forward it to the processing and control centers and to
the storage with future visualization. In the functional model, all these functions of collecting, forwarding, processing are combined into one layer named
the resource delivery layer the purpose of which is to deliver information to
the service provider. Applications and services do not need primitive data from
sensors, they need data of a higher level. At the level of the resource delivery a “thing instance” is created. Thing instance is an object representation of
the merged data that contains the above-mentioned data, metadata, interaction
model attributes, requirements for communication and security.
The resource delivery layer consists of the devices and the network instrumented so they can be addressed individually. The AI pipeline layer consists of
platform that helps the resources to interconnect and of intelligence.
From the architecture on Fig. 4 it is not yet obvious which areas of IoT systems to protect. Also, it is not clear where the above-mentioned functionals of
the model such as action (property), event, reaction. To move to language of the
description of the system from the security point of view it is necessary to determine the so-called assets [8,15–19] which we will use in the threat risk modeling.
Over IoT system the data and meta data circulate, last one describes the type of
data and the interaction models inherent for particular application platform or
service [20]. The requirements for communication, security and privacy must be
implemented for eﬀective interoperability of platforms. The security means that
the system must support its functionality even during an attack. The privacy
means that the system should protect the conﬁdentiality of personal identiﬁable
information.
Data – information that thing provides to user.
Metadata – supporting information about Thing instance. It includes Protocols and ports, Data formats & encodings, Multiplexing and buﬀering of data,
Eﬃcient use of protocols, Devices speciﬁcations.
Interaction model – link from a Thing to the interaction patterns it provides.
Security – links a given Thing to the security information that indicates the
access metadata information for securely transmitting information via all the
resources of the Thing.
Link – provides Web links to arbitrary resources that relate to the speciﬁed
Thing instance.
The interaction model should support multiple interaction patterns and messaging methods. By default, interaction patterns contain of such assets such as
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Fig. 4. Avatar-oriented architecture of IoT.

Property, Action, and Event. These assets were found to be able to cover the
object model representation of any IoT Platforms.
Properties are abstract data points that can be read and often written, it
displays the status of the object and stores a value, for example, boolean.
Actions are abstract invokable processes that may run for a certain time,
they display object status changes, and are often a function.
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Events are abstract interactions where the remote endpoint changes data
asynchronously, most often the parameters of the function, threshold values and
limited functions.
Simple example, for better understanding of “thing” representation via Thing
instance, is shown on Listing 1. Listing 2 describes system of a smart room in a
hotel where only a registered guest has access represented via JSON code and
using avatar as object.
Door

Light switch

LCD Display

{

{

{

events: {
bell: null,
key: {
valid: boolean
}
},
properties: {
is_open: boolean
},
actions: {
unlock: null
}
}

"name": "screen",
"description": "A simple
display that show
notification to client",
"events": {
"write",
"clear",
"blink",
"color",
"brightness"
},
"properties": {
"brightness": {
"type": "integer",},
"content": {
"type": "string",},
},
actions: {
is_displayed: content
}

"name": "light",
"description": "Light
is switched on when
valid key is presented",
properties: {
on: {
type: boolean,
writable: true
}
}

"name": "door",
"description":
"A door that should
be opened when valid
key is presented",

}

}

Listing 1. Simple example of Thing Instance representation.

Interactions between Things can be as simple as one Thing accessing another
Thing’s data to get or change representation of data such as metadata, status
or mode. A Thing may also be interested in getting asynchronously notiﬁed of
future changes in another Thing, or may want to initiate a process served in
another Thing that may take some time to complete and monitor the progress
(for example, in diﬀerent IoT use cases where they need access to GPS location or
weather server to provide their own functionality). Interactions between Things
may involve exchanges of data between them. This data can be either given as
input by the Thing User, returned as output by the Thing Provider or both who
are the main stakeholders of Thing.
Each Thing instance can have one or more virtual representations of physical
or abstract entities which are called avatars. The Things can also have a story, for
example, a car has a story about previous owners. The Avatars have attributes
such as a history, patterns of interaction, description, services, identiﬁers, access
control policy, data processing policy, security policy. The Avatars have URIs
and are accessible via the web interface. They allow us to simplify the collection
of services and applications that can use information from diﬀerent sources.
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{
{
context: {
link = http://hotel.de/room12 },
dependencies: {
door: door12,
light: switch12,
screen: lcd12
}
// invoked when service starts
function start () {
door.observe(key, unlock); }
function unlock(key) {
if (key.valid) {
door.unlock();
light.on = true;
screen.display (Welcome!);
} screen.display (Door is locked!)
}

Listing 2. Simple example of avatar representation of smart room.

The avatar from the software developer point of view well presented in [11].
There are six functional modules that are responsible for interaction between
avatar’s attributes and with external components. In our avatar-oriented architecture from Fig. 4 on the top of AI pipeline layer that object of avatar described
in [11] is partially formed. Partially is because some components are already
inherited from previously formed objects, for example, the functions of the communication module that is responsible for selecting the right network interface
and for selecting the right network was formed when Thing instance had been
created.

4

Stakeholders and Assets

At each layer of the functional model it is possible to identify speciﬁc stakeholders. At the resource delivery layer when instance object is creating, the Manufacturer of the Device plays the role of the stakeholder. Stakeholder’s function
is to describe the characteristics of the model, properties, supported interaction
models, all this information serves to create an instance.
The next stakeholder is the Thing Provider which uses the thing instance
to build various speciﬁc solutions for diﬀerent IoT domains. Thing Provider
might deﬁne new instance or modify provided instance using the AI pipeline
layer functionality. In addition, to maintain the integrity of the instance Thing
Provider’s privacy function increases at the AI pipeline layer. The thing instance
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can have several providers. In this case, the function of isolation of the Thing
Provider increases with the subsequent division of the rights and preferences of
users.
Stakeholder Thing User can be either a physical user or an abstract user,
for example, if the instance is used by a business provider or company. Thing
User must trust to two underlying layers his data and actions of physical objects
(for example, video stream data from surveillance cameras or startup of the
machine when certain thresholds are triggered). Thing User can diﬀer in the
functionality of using avatars and data itself, depending on the access rights.
Some can change information, and some only read it. In this case, the function
of ensuring the proper authentication and authorization of the user is increased.
Having information about the stakeholders and functional layers of IoT architecture, assets for security can be allocated. We can specify such assets as:
–
–
–
–

Thing user data,
Thing provider data,
Thing instance itself,
Interface (Administrative, Device Web Interface, Cloud Interface, Mobile
Application) [21].

From the end user view the interaction with IoT system occurs in this way:
the user through the IoT interface (for example, the browser on the smartphone,
PC, smart TV) communicates through the IoT interfaces and IoT protocols
with IoT network where the data about the object is stored in the form of Thing
provider data and Thing instance, and user can perform certain actions on his
own Thing user data.
Web of Things framework gives very limited approach for implementation
security aspects in thing instance. Just couple of line presented in non-oﬃcial
draft of WoT standard [16]. For example, to provide simple security for Listing
2 we can add lines presented below:
"security": {
"cat":"token:jwt",
"alg":"HS256",
"as":"https://authority-issuing.example.org"
}
Here as an example, JSON Web Token (JWT) type is assigned (cat), the
corresponding hashing algorithm “HS256” (alg), and issuing authority of the
security token (as).

5

Conclusions

Since IoT ecosystem is heterogeneous new vulnerabilities appear related to the
interaction between the microservices on AI pipeline layer. More often the end
user wants to have one application for many IoT systems where he can log in
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with the same credentials but do not download and open applications for each
of the services. This multi-service also causes risks.
The security policy in the IoT must ensure the integrity of the thing instances
and delivering it only to an authorized consumers, i.e. stakeholders, whether it
is a service provider or an end user. According to the assets that were deﬁned
in the paper the attacks in IoT could be:
(1) Against Thing instances modifying
- property,
- action,
- event.
(2) Against Thing user data.
(3) Against Thing provider data.
(4) Against Interfaces.
(5) Against Communication.
For now, security metadata in Thing instance is deﬁned as optional. That
is why it is big challenge for researchers and software developers to implement
security methods and mechanism for IoT that is avatar-oriented. Among the
tasks under development are ensuring privacy and protecting Thing and related
Assets against web attacks, DoS attacks, securing software and ﬁrmware updates.
Each IoT stakeholder should focuses on how devices and their resources must
be secured so that they can only be accessed by authorized users and applications. Among the mechanisms that provides sharing Thing user data, Thing
provider data, Thing instance itself in secure and ﬂexible way there are wellknown PKI, Encryption, TLS, OAuth, API tokens, JWT, delegated authentication, as well as speciﬁc to Web of Things concept mechanisms such as Social Wo
Tot Social Networks authentication, WebSockets, Webhooks.
Once Things are connected to a public network, the most important problem
to solve is how to ensure that only a speciﬁc set of users can access only a speciﬁc
set of resources at a speciﬁc time and in a speciﬁc manner. In other words, if we
back to smart room scenario, hotel guests (and only they) should have access to
some services and devices in their room (and only there) during their stay (and
only then).
For future work we are going to apply the threat risk model with the assets
that were deﬁned in the paper to the diﬀerent IoT use cases, for example, to the
hotel management system, health monitoring, SCADA network.
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Abstract. As network attacks are evolving along with extreme growth
in the amount of data that is present in networks, there is a signiﬁcant
need for faster and more eﬀective anomaly detection methods. Even
though current systems perform well when identifying known attacks,
previously unknown attacks are still diﬃcult to identify under occurrence. To emphasize, attacks that might have more than one ongoing
attack vectors in one network at the same time, or also known as APT
(Advanced Persistent Threat) attack, may be hardly notable since it
masquerades itself as legitimate traﬃc. Furthermore, with the help of
hiding functionality, this type of attack can even hide in a network for
years. Additionally, the expected number of connected devices as well
as the fast-paced development caused by the Internet of Things, raises
huge risks in cyber security that must be dealt with accordingly. When
considering all above-mentioned reasons, there is no doubt that there is
plenty of room for more advanced methods in network anomaly detection
hence Deep Learning based techniques have been proposed recently in
detecting anomalies.
The papers reviewed showed that diﬀerent Deep Learning methods
vary in their performance to detect anomalies, but neural networks capability to adapt to rapidly changing network environments by self learning, to handle multi-dimensional data and to detect previously unknown
attacks gives a huge advantage for detecting sophisticated attacks such
as APT.

Keywords: Network attacks

1

· Anomaly detection · Deep learning

Introduction

The purpose of this study is to highlight major challenges in network anomaly
detecion with deep learning by focusing on recent research in the ﬁeld. Among
the growing number of data and network connected devices, the challenge is
diﬀerent attack types such as APT, DDoS and Zero-day. They each have a
unique behavioural pattern and the diﬃculty is to come up with a solution that
c Springer Nature Switzerland AG 2018

O. Galinina et al. (Eds.): NEW2AN 2018/ruSMART 2018, LNCS 11118, pp. 64–76, 2018.
https://doi.org/10.1007/978-3-030-01168-0_7
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has the capability to detect all of them eﬃciently in modern networks. In this
study following aspects are considered: intended attack type detection, functional
diﬀerences as well as the diﬀerences in detection accuracy.
By deﬁnition, anomalies are observations which diﬀer from other observations enough to arise suspicion. Suspicious observations in network traﬃc can be
caused by either legitimate events or non legitimate events and the purpose of
anomaly detection is to divide normal and anomalous data with diﬀerent techniques [1,2]. However, any suspicious event has to be treated as hostile, until it
is veriﬁed and proved to be non-hostile.
Most of the presented studies in this paper are focused on DDoS, Zero-day
and web attacks. There is less current research material on APT attacks for
some unknown reason and one focus in this paper is to evaluate the possibility
for using Deep Learning to detect APT attacks.
This paper unfolds as follows: in the second section research papers based
on diﬀerent anomaly detection technologies where deep learning methods were
used to detect anomalies is discussed. The third section summarizes perceived
improvements for the presented researches. The fourth section concludes this
review discussing advantages and disadvantages of selected research presented
along the paper.

2

Network Anomaly Detection with Deep Learning

In this section diﬀerent methods that use deep learning for network anomaly
detection are presented. These methods focus on one or more simultaneous attack
types.
2.1

Deep Learning Approach for Intrusion Detection Using
Recurrent Neural Networks

Yin et al. proposed a deep learning based intrusion detection (RNN-IDS) method
in their paper. The purpose of the study was to improve intrusion detection systems with recurrent neural networks, system performance and review the possibility to solve two types of classiﬁcation problems: (i) binary and (ii) multiclass
classiﬁcation. These classiﬁcation problems were chosen since ﬁrst, the data must
be classiﬁed as anomalous or legitimate and then categorized for diﬀerent attack
types. Instead of more traditional machine learning methods, such as support
vector machine (SVM), K-Nearest Neighbour (KNN), random forest (RF) and
so on, the authors selected a recurrent neural network deep learning method as it
surpasses traditional methods due to the ability of processing high-dimensional
data. The proposed classiﬁcation methods were tested with binary and multiclass classiﬁcation with ﬁve categories as follows: (i) normal, (ii) DoS, (iii) User
to Root (U2R), (iv) Probe (Probing) and (v) Root to Local (R2L) [3].
The authors used Python written Theano as a deep learning framework and
selected RNN to be used because of high amount of dimensions in the data. They
selected NSL-KDD dataset to be used during tests, as it resolves KDDCup99
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dataset known problems, such as inherent redundant records [3–6]. NSL-KDD
dataset includes 41 variables, of which 38 are numeric and 3 non-numeric. For
training RNN and executing detection tests, they preprocessed the data which
lead to an increase in the number of dimensions, from 41 to 122. This happens
when a variable has multiple possible values and every value has to be presented
as unique in a numeric matrix with zeros and ones [3].
As mentioned earlier, the authors executed comparison tests for both, binary
and multiclass classiﬁcation. They tested diﬀerent hidden node numbers and
learning rates for optimizing accuracy rate. For binary classiﬁcation it was found
that with 100 epochs, 80 hidden nodes and 0.1 learning rate the best accuracy
was achieved. With multiclass classiﬁcation it was found that 80 epochs, 80
hidden nodes as well and 0.5 learning rate presented the highest accuracy. Test
results showed that RNN has higher accuracy and lower false positive rate than
compared traditional machine learning methods [3].
For the future work Yin et al. will put focus on GPU acceleration to reduce
training time and how to avoid exploding and vanishing gradients. Besides those,
they will study how to improve classiﬁcation performance of LSTM and Bidirectional RNNs algorithms for the intrusion detection purposes [3].
The implementation of basic RNN that the authors proposed handled 122
dimensional data with respectful results, thus outrunning traditional ML methods. Multidimensional handling is extremely important when detecting APT
attacks since the diﬀerence to normal data can be almost non-existent, possibly
only some bits at binary level.
2.2

DeepDefense: Identifying DDoS Attack via Deep Learning

Xiaoyong Yuan et al. proposed Bidirectional Recurrent Neural Network based
DDoS detection in their paper. The purpose was to improve DDoS detection rate,
as traditional machine learning methods are limited by small depth of representation models. They stated that DDoS attack traﬃc is hard to detect automatically
since the traﬃc is very similar to normal traﬃc and attackers try to mimic normal high usage peaks by using Flash-crowd method. In addition, statistical based
detection performs well with speciﬁc DDoS and needs preprocessing metrics for
diﬀerent attacks. They proposed a model called DeepDefence which they tested
with the following deep learning methods for the model: (i) Recurrent Neural
Network (RNN), (ii) Long Short-Term Memory Neural Network (LSTM) and
(iii) Gated Recurrent Unit Neural Network (GRU), and executed comparison
tests with more traditional Random Forest ML method [7].
In the proposed method, the authors designed Bidirectional Recurrent Neural
Network, where input nodes has two separated parallel hidden layers: (i) Forward
and (ii) Backward recurrent layer. Data passes through both hidden layer sets
and results are connected in a latter layer before the prediction of an anomaly.
RNN was selected as it handles historical information problem well (especially
LTSM and GRU), that is, the method improves performance based on historical
data patterns, whereas single-packet detection cannot perform [7].
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For testing the proposed method, seven day recording of ISCX2012 dataset
was selected and extracted to two separate datasets, data14 and data15. First
they tested diﬀerent RNN methods with both datasets and compared each other
to ﬁnd the best performing method. All RNN’s performed with high accuracy
rate, but eventually LSTM showed highest accuracy rate with data14 (97.996%)
and 3LTSM with data15 (98.410%). Secondly they tested random forest accuracy
rate with same datasets. Tests showed lower accuracy rate, but also a slight gap
between datasets: 97.117% accuracy with data14 and 92.518% with data15 [7].
Yuan et al. stated that for the future work they are increasing the variety
of DDoS vectors and system settings in order to execute performance tests in
diﬀerent environments to verify robustness. They will build Deep DDoS Defense
system based on proposed method and execute tests in real environments [7].
The proposed RNN showed interesting results. The accuracy rates were
almost equal with 0.099% diﬀerence while with random forest the diﬀerence
was 4.599%. Based on the results recurrent neural networks perform in a more
stable manner than traditional machine learning methods. LTSM is also worthy
for further study in APT attack detection as it can recall historical information
which may be crucial when detecting APT attacks.
2.3

Network Anomaly Detection Using Artiﬁcial Neural Networks

Andropov et al. proposed multilayer perceptron Artiﬁcial Neural Network
(ANN) with backspace propagation algorithm training in their paper. The purpose was to research the possibility to detect attacks that are unknown which
is diﬃcult if not even impossible with signature based detection methods [1,4].
Anomalies can be caused by network attacks, malware and hardware or software
malfunctions, and any kind of anomaly should be treated as dangerous. Changes
in network topology, such as new network device or software gets installed or
new end-user device with previously unknown software is added, occurs from
time to time and causes new patterns or behaviour in network. However, neural networks permit these changes and is able to adapt by adjusting its weights
accordingly [1].
The proposed method has two functional states: (i) oﬄine and (ii) online
traﬃc analysis and it uses data aggregation to detect patterns in the elseways
highly variable traﬃc data. The authors implemented Netﬂow protocol to gather
information from network devices, which was then ﬁltered and aggregated for
anomaly detection process in ANN. Aggregation was executed with diﬀerent
criteria, for example: (i) number of packets per hour, (ii) average packet size and
(iii) port usage, which were used as an input to neural network. They used three
layer ANN: (i) input layer, (ii) hidden layer and (iii) output layer, where output
layer has a neuron for every anomaly the method is able to detect and two extra
neurons, one for normal and one for unknown. They selected six input neurons, 10
neurons in a hidden layer and seven output neurons, and used Sigmoid function
for classiﬁcation in both hidden and output layer [1].
For testing the proposed methods, a local ISP collected data for the authors
from several hundred L2 nodes for a period of one month and this dataset was
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considered as a normal traﬃc. Authors created several small-scale anomalies for
testing purposes, such as: (i) DoS and DDoS attacks, (ii) port scans, (iii) email
spamming and (iv) routers turning oﬀ. They also created a custom anomaly to
test if the neural network can detect an unknown anomaly class. These created
anomalies were injected into normal traﬃc dataset before executing detection
tests. The proposed ANN was able to detect both, known and unknown anomalies with high accuracy, however test results show that idle scan is the most
diﬃcult to detect. Custom anomaly had the lowest accuracy with 150000 classiﬁcation iterations, ARP spooﬁng the second lowest and idle scan third lowest.
After 300000 classiﬁcation iterations all other anomalies had over 80% accuracy,
while idle scan stayed below 80% [1].
Andropov et al. mentioned brieﬂy that for the future work their focus is in
“reducing the false positive rates and optimizing the aggregation algorithms” [1].
The proposed multi-output layer method gives more detailed information
about the anomaly than the boolean alternative due to classiﬁcation. This
type of method can be useful in detecting APT attacks since it has multiple
simultaneous attack vectors. It would be interesting to see how the idle scan
detection accuracy could be increased, for example by optimizing the ANN, perhaps choosing diﬀerent amount of hidden layers and neurons in a layer.
2.4

Network Anomaly Detection with Stochastically Improved
Autoencoder Based Models

Aygun et al. proposed a deep learning based IDS for zero-day attack detection.
The purpose was to improve zero-day attack detection with enhanced Autoencoder (AE) based models. Current IDS’s are based on signature database from
previous attacks and does not detect well unknown new attacks even if the
database is kept up to date. They stated that, because of IDSs lack of ability to
detect earlier unknown attacks, the research community is moving towards the
machine learning based smart IDS, which can adopt new and constantly changing network attacks and reduces the existing problem from occurring [2,4–6].
The authors proposed AE with stochastic anomaly threshold determination
algorithm. They tested and compared performance of stochastic and deterministic AE’s with the proposed algorithm. AE has two basic functionalities, (i) encoding and (ii) decoding, whereas the number of nodes in input layer and output
layer remain the same. The method uses encoding for trying to express input
with smaller amount of units in a hidden layer and then reconstructs the encoded
input in decoding phase as an output. However, AE’s known problem is that it
can become as an identity function due to training data and therefore may perform with low accuracy. To avoid that problem, the authors selected stochastic
de-noising method. A semi supervised training method was used for training AE
because of more satisfactory detection accuracy for zero-day attacks. They only
used normal traﬃc data for the training process and afterwords the model was
used for classifying instance. The data that was not recognized as normal traﬃc
was labelled as anomalous. However, the detection results must be interpreted
correctly with proper thresholds since the semi supervised training has a known
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problem called reconstruction error which will be high for anomalous and low
for normal data [2].
NSL-KDD dataset was selected for testing the proposed smart IDS. The
dataset includes diﬀerent datasets for training and testing purposes, the test set
also has completely diﬀerent attack types than the training set and is therefore
well suited for zero-day detection tests. The data was pre-processed and feature number increased from 41 to 121 and then dataset was scaled to range of
[0, 1]. Evaluation test results showed that the deterministic detection method
performed with 88.28% and the stochastic method with 88.65% accuracy respectfully [2].
The proposed method performed with decent detection rate for detecting
zero-day attacks and therefore could be studied also for APT detection. However,
automated interpretation for detection results is recommended.
2.5

An Anomaly-Based Network Intrusion Detection System Using
Deep Learning

Van et al. proposed deep learning based Network Intrusion Detection System
(NIDS) in their paper. The purpose was to implement DL method to NIDS to
gain anomaly-based detection and to be able to detect known and unknown
attacks [5]. Nowadays enterprise networks have a signiﬁcant importance and the
growing number of devices and vulnerabilities has lead to a situation were security solutions have to be more ﬂexible to adapt to constantly changing environment variables, and deep learning methods are well suited to [2,4–6]. The authors
stated that anomalies can be categorised in three ways: (i) point anomaly, (ii)
contextual anomaly and (iii) collective anomaly, and these relate closely to network attacks such as Denial of Service (DOS), Probe, User to Root (U2R) and
Remote to local (R2L). NIDS must have the ability to detect both known and
unknown anomalies as well as to analyse and classify all attack types [5].
Intrusion traﬃc diﬀers from normal and hence anomaly detection methods
are suitable for intrusion detection, and the authors proposed a method where
they used deep learning self-learning competence in an eﬀective way. They used
stacked method for constructing multi-layer neural networks. That is, they used
three combined neural networks, where the output from the ﬁrst neural network’s
hidden layer was used as an input data to the second neural network and ﬁnally
the detection and classiﬁcation was done based on the output from the third
neural network. Restricted Boltzmann Machines (RBM) and Autoencoder (AE)
were selected for neural network pre-training [5].
For detection tests, they selected KDDCup99 dataset and executed tests
with both selected methods. Even though the authors stated that the widely
used KDDCup99 dataset is not realistic since it is obsolete and lacks of modern
network features, it was used in their tests [3–6]. Test results showed that both
methods have high detection accuracy, but AE performs better than RBM when
classifying data into normal and four diﬀerent attack types. However AE has
longer execution and pre-training time [5].
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For future work Van et al. mentioned two things, ﬁrst they will study how to
implement system to parallel platforms for gaining more computational speed.
Secondly they want restudy pre-training techniques to optimize and reduce oscillation in order to decrease training errors and increase detection accuracy [5].
Stacked neural network is an interesting idea and could be studied for APT
detection. However, more relevant datasets should be used for modern detection
system testing to verify if the test results get aﬀected.
2.6

Unsupervised Labeling for Supervised Anomaly Detection in
Enterprise and Cloud Networks

Baek et al. proposed Unsupervised Labeling for Supervised Anomaly Detection,
that is, combination of functionality from both, supervised and unsupervised
training methods to improve detection accuracy. This combined method was
studied due to problems of individual trainings methods which they addressed
as follows: (i) Supervised learning method uses labelled data which has high
accuracy and it executes fast data point tests, however the downside is that all
possible data is not available and thus cannot be labelled as detection expects, (ii)
Instead of labelling, unsupervised learning method does data classiﬁcation during
the learning process and requires less data for detection, however it has low
detection accuracy and high runtime complexity [6]. The purpose was to improve
anomaly detection in an enterprise and ISP networks, where fast detection is
critical for business [2,5,6].
In the proposed method, the authors were more interested in detecting
anomalies than classifying attack types. By preliminary research they deﬁned
traditional anomaly detection as follows: “Assumption: Normal data instances
belong to large and dense clusters, while anomalies either belong to small or
sparse clusters” [6]. Based on the mentioned phrase, parameters were deﬁned for
size (size := {small or not}) and density (density := {sparse or not}), and by
deﬁning this way mathematical deﬁnitions were created. The authors rephrased
earlier assumptions for anomaly detection by proposing the following method:
(i) extremely dense cluster is labelled as anomalous, (ii) small or sparse cluster
is labelled as anomalous and (iii) otherwise cluster is labelled as normal. The
authors redeﬁned the mathematical format of clustering, based on their new definition, so that it suited the proposed method. They tested and optimized the
method and ﬁnally labelled testing data with it. The authors then selected four
supervised known and widely used methods: (i) Naive Bayes, (ii) Adaboosting,
(iii) SVM and (iv) Random Forest and trained and tested all with the labelled
data [6].
For testing purposes NSL-KDD dataset was selected due the know problems
in KDDCup99 dataset [3–6]. First they tested performance of earlier mentioned
traditional anomaly detection, which overall detected anomalies poorly. Tests
were executed with ﬁve diﬀerent cluster size (16, 32, 64, 128 and 256) and highest performance was found with cluster size 16, only 62% accuracy. However,
the accuracy improved from 62% to 88% with the authors proposed rephrased
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method using the same cluster size 16. Finally they tested four supervised methods with labelled data and diﬀerent cluster sizes. Even though the cluster size
and dataset varied the test results showed that, by training supervised method
with earlier labelled data by unsupervised method, the anomaly detection performs with high accuracy [6].
Baek et al. mentioned that for future work they will develop a method for
minimizing randomness of K-Means clustering. They were thinking that one
possible method could be to including results of multiple runs for gaining more
coherent results, with the help of quorum method. Another possibility would be
reducing data dimensions to gain improvement for classiﬁcation [6].
Test results showed that by combining highly performing functionality from
diﬀerent methods, it is possible to improve overall performance. On the other
hand, it would be interesting to see what is the performance accuracy for classifying diﬀerent attack types with the proposed method. As in some cases only
detecting anomalies does not fulﬁl the priorities of incident response - attack
type classiﬁcation is required so that most urgent and dangerous attacks can be
attended and dealt with at ﬁrst.
2.7

IEEE 802.11 Network Anomaly Detection and Attack
Classiﬁcation: A Deep Learning Approach

Thing proposed Network Anomaly Detection and Attack Classiﬁcation method
for IEEE 802.11 standard wireless networks. The purpose was to classify different type of attacks in wireless networks with deep learning. Besides legitimate traﬃc, attacks were classiﬁed for three types: (i) ﬂooding, (ii) injection
and (iii) impersonation type attacks. Wireless network anomaly detection was
selected due to growing number of smart home, smart city and IoT solutions
and devices, as their communication largely depends on wireless networks and
IEEE 802.11 is de-facto standard. Wi-Fi protocol has various vulnerabilities and
it has been intensively surrounded by attacks. This causes high level risks to end
users and enterprises, including espionage and identity, credit card and money
theft. According to authors, it is not enough to treat anomalies as a binary
problem but classiﬁcation is also needed for later analysis and possible recovery
operations [4], including software vulnerability patching.
Stacked Auto-encoder (SAE) neural network was selected for implementing
the proposed method. The authors proposed two SAE frameworks, with two and
three hidden layer neural networks. In both frameworks, 256 neurons in the ﬁrst
and 128 in the second hidden layer were used. In addition, the latter framework
had 64 neurons in the third layer. For the activation function selection they executed a test with following functions: (i) Sigmoid function, (ii) Rectiﬁed Linear
Unit (ReLU), (iii) Leaky ReLU (LReLU) and (iv) Parametric Rectiﬁed Linear Unit (PReLU). After the activation function, the method executed Softmax
regression for prediction, as it supports multi-class classiﬁcation, while logistic
regression supports only binary classiﬁcation [4].
For testing purposes the authors created the dataset to be used, as they
could not use raw TCP dumps due to the diﬀerent approach. They created a
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lab environment (WEP encrypted access point (AP)) with desktop machine, two
laptops, two smart phones, a tablet and a smart TV to generate wireless legitimate traﬃc and capture it directly from the air. Kali Linux was used to execute
15 type of attacks and in addition several penetration testing tools were used.
They classiﬁed and deﬁned attacks as follows: (i) injection, high number of correctly encrypted data frames, (ii) ﬂooding, high volume of management frames
per unit time and (iii) impersonation, introduce an access point to broadcast
beacon frames to advertise a pre-existing network(victims network). Tests were
executed with two SAE frameworks and all four action functions with the created data set, including 15 attack types, where seven were previously unknown.
Results showed that two hidden layer framework with PReLU action function
had highest prediction overall accuracy, respectful 98.6688%, and it was able
to detect all categories with high and balanced manner. Based on test results,
they were able to determine that impersonation attacks are most challenging
to detect, but proposed method improved accuracy signiﬁcantly compared to
earlier studies [4].
The proposed method used standard protocol traﬃc for anomaly detection
instead of raw TCP dump. It would be worth studying if this type of approach
can be addressed with wireless protocols such as Bluetooth, LoRaWan, ZigBee
and others used in sensor networks employed in IoT-systems. The research results
showed also that it is truly important to optimize neural networks as varying the
amount of hidden layers and diﬀerent activation functions can give signiﬁcantly
diﬀerent predictions with the same dataset.
2.8

Malware Traﬃc Classiﬁcation Using Convolutional Neural
Network for Representation Learning

Wang et al. proposed malware traﬃc classiﬁcation with Convolutional Neural
Network (CNN) by transforming traﬃc data to images. This selected and proposed method does not require any hand-designed features but instead it takes
raw data as an input and classiﬁes the raw data by transforming it to images.
The author claims, this was the ﬁrst attempt to use representation of raw data
to classify malware traﬃc [8].
Classifying traﬃc, the authors used traﬃc granularity and packet layers,
which enabled OSI or TCP/IP layer selection for each packet. In their proposed
method, traﬃc granularity included: (i) TCP connection, (ii) ﬂow, (iii) session,
(iv) service, and v) host and besides those, they used ﬂow and session information. Flow packets were deﬁned as follows: (i) source IP, (ii) source port, (iii)
destination IP, (iv) destination port and (v) transport-level protocol, while sessions were deﬁned as bidirectional ﬂows. Four types of data representations were
deﬁned to reduce image size and eliminate session problems with IP and MAC
addresses. The deﬁned presentations were: Flow + All, Flow + L7, Session +
All, Session + L7 (L7 is OSI layer 7) [8].
For testing purposes the authors created USTC-TFC2016 dataset and developed data-preprocessing toolkit USTC-TK2016. They mentioned that KDDCup99 and NSL-KDD oﬀers multiple features but did not meet the requirements

v.davydov@hse.ru

State of the Art Literature Review on Network Anomaly Detection

73

for raw data detection. The speciﬁc dataset was created by collecting data from
multiple sources, ten diﬀerent sets of malware traﬃc data from public websites
and normal traﬃc was collected with IXIA BreakingPoint simulator and included
ten common oﬃce software traﬃc datasets. They executed tests with two separate
datasets for all four representations, that is eight tests in total. The test data was
preprocessed with following steps: (i) traﬃc split, (ii) traﬃc clear, (iii) image generation and (iv) IDX conversion, that is, conversion from raw traﬃc data to CNN
input data. They selected a static image size, 784 bytes, and for smaller image
sizes they added 0×00 padding to achieve the correct size and larger image sizes
were trimmed down to correct size. With the toolkit they developed they generated 752,040 records for testing purposes. The authors took also visual test for
images and mentioned that diﬀerent classes had “obvious discrimination degree
and each class of traﬃc has high consistency” [8]. Comparison test results showed
that Session + All representation had highest accuracy and average accuracy was
respectful 99.41% [8].
Wang et al. brieﬂy stated that for the future work they are planning to
improve the proposed method’s capability for malware traﬃc data detection
and identiﬁcation [8].
An interesting diﬀerent approach for anomaly detection with extremely high
accuracy. One thing that paper did not mention though is what is the processing
time for raw data to CNN input data, that is, real time detection performance. In
case the transformation is time-consuming, the proposed method is not suitable
for real time detection. The raw data approach could be used for APT detection
without the traﬃc clear process.
2.9

Real-Time Detection of False Data Injection Attacks in Smart
Grid: A Deep Learning-Based Intelligent Mechanism

He et al. proposed a real-time False data injection (FDI) detection from Smart
Grids with deep learning. Smart power grid monitoring and communications
are moving towards IP networks to gain quality and intelligent functionalities. This progress also increases the possibility to FDI attacks, and the main
focus was to improve detecting electricity thefts executed by FDI. Smart power
grids are complex interconnected systems including Phasor Measurement Units
(PMUs), smart meter, Remote Terminal Units (RTUs) and Supervisory Control and Data Acquisition (SCADA) system, where the latter is the main target
for FDI attacks. System state information is vital for stability and eﬃciency of
power grids, which is commonly part of the state level critical infrastructure [9].
The authors proposed an extended Deep Belief Network (DBN) for anomaly
detection, that is, “Conditional Deep Belief Network (CDBN), that exploits Conditional Gaussian-Bernoulli RBM (CGBRBM) to extract high-dimensional temporal features” [9]. The proposed CDBN method diﬀers from earlier studied
CDBNs by functions: while earlier has been studied with time-series model,
the authors designed a method to act as a classiﬁer. Other diﬀerences were,
that the proposed method carried out CGBRBM only in the ﬁrst hidden layer
and Restricted Boltzmann Machine (RBM) for the rest of the hidden layers.
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Diﬀerent methods for hidden layers were selected to reduce training and execution time complexity. System performance depends heavily on sensitivity of the
pattern detections, diﬀerence in patterns of normal data and FDI compromise
data. The proposed method leans heavily to static physical topology of power
system [9].
For testing purposes the authors trained CGBRBM and RBMs using unsupervised methods and ﬁnal binary prediction was executed with Sigmoid activation, which indicated normal or compromised data. They collected data from
real world sources to test simulation purposes, which contains small amount
of compromised data and they generated artiﬁcially labelled compromised data
with similar patterns as gathered real world compromised data had. Instead of
TCP dump or raw data, the authors used IEEE 118-bus and IEEE 300-bus systems and their speciﬁc load proﬁle data, that is used for tracking user power
consumption. The proposed system was tested against various methods such as
Artiﬁcial Neural Network (ANN) and Support Vector Machine (SVM) to compare their detection and scalability performances. Test results showed that the
proposed method overall had higher detection accuracy with extremely low false
positive and false negative rate [9].
For the future work He et al. mentioned two separate things, ﬁrst they will
expand research for modelling FDI attacks behaviour more practical way. Secondly, they will study what is the minimum number of required sensing units
for their proposed method to still perform detection eﬃciently [9].
The authors research shows how versatile deep learning is for anomaly detection, it can be applied to multiple systems where data is processed. Moreover, it
would be interesting to see what kind of changes the proposed method requires
to make it more ﬂexible and adaptive to changing power system topologies.

3

Summary of Further Improvements

In this section the perceived improvements for more precise anomaly detection
is presented. These identiﬁed concerns vary from single to multiple papers.
Even though numerous papers mentioned that KDDCup99 is not realistic,
data is obsolete and lack of modern network traﬃc, it is widely used for benchmarking new methods. The research community should go forward and look for
present day datasets or create those to substitute KDDCup99, as in some papers
researchers had already done.
In some of the papers only certain parts of IP and TCP headers were selected
for the anomaly detection, such as source and destination IP’s and ports. These
types of solutions can limit the detection capability due to the vast amount of
the possibly useful missing data.
Several research showed that Neural Networks have higher detection rate
for the earlier unknown attacks. Due to the computational complexity and the
hardware requirements, NN’s have a negative impact for the detection systems
cost structure. In a high velocity data centre hardware prices can increase signiﬁcantly, in order to gain suﬃcient detection speed.
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Another concern while using NN’s is required amount of the training data.
The detection rate highly depends on the amount of training data and cannot
perform with a low detection rate without the suﬃcient amount of it.
Some of the papers focused on binary classiﬁcation, normal traﬃc or anomalous. This type of solution do not give enough information of the actual attack
vector, which can be crucial for incident investigations. Another important point
with the binary classiﬁcation is the false alarm rate, the false negative to be more
precise. The false negative rate has to be extremely low or otherwise data will
be incorrectly classiﬁed as a normal traﬃc.

4

Conclusion

The papers reviewed showed that diﬀerent Deep Learning methods vary in
their performance to detect anomalies. Every method had its advantages and
disadvantages, but most of these methods detect previously unknown attacks
extremely well. However, neural networks has a downside, they require more
computational power that can cause also problems in real-time detection in high
velocity networks, if hardware is not powerful enough. Another disadvantage
is that it requires more training data to gain suﬃcient accuracy. On the other
hand, neural networks capability to adapt to rapidly changing network environments by self learning, to handle multi-dimensional data and to detect previously
unknown attacks gives a huge advantage for detecting sophisticated attacks such
as APT since it tries to act undetected as long as possible and mimic normal
traﬃc. They are known to be hiding in networks even for years and neural networks are well suited for detecting those by reducing detection time, as they are
diﬃcult to detect in a real-time anyway.
When developing Deep Learning anomaly detection systems and methods,
these advantages and disadvantages should be further considered, as they can
help to deﬁne what could be the actual focus of the work. With current practices
a system or a method that could detect all types of attacks, not to mention in
a real-time environment, requires enormous resources and might be still even
impossible to implement.
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Abstract. Information presentation to a wide audience on large screens (digital
signage) is quite popular both in publicly accessible places (shopping malls,
exhibitions) and in places accessible to limited groups of people (condominiums, company ofﬁces). It can be used for both advertisement and noncommercial information delivery. Though targeted information delivery to one
person (e.g., advertisement banners on Web pages) is well developed so far,
targeting of digital signage is not paid sufﬁcient attention. The paper tackles this
problem from three perspectives: new technologies of interactive digital signage
at elevator doors are considered, an approach to provide for targeted digital
signage is developed, and new business models taking advantage of the above
technologies and the targeting approach are proposed.
Keywords: Digital signage
Privacy

 Targeting  Personalisation  Business model

1 Introduction
Delivery of contextual personalized information, i.e. depending on the speciﬁc situation
and taking into account the interests and preferences of speciﬁc users, is currently an
essential function of modern decision support systems [1, 2]. Thus, the scientiﬁc
community pays much attention today to improve the quality of information personalization. An illustrative example of providing contextual personalized information
outside the area of decision support is targeted advertising, usually provided by such
informational “giants” as Google and Microsoft. However, in targeted advertisement
the information is provided and tailored to one particular user.
At the same time, information representation to a wide audience on large screens
(Digital Signage [3, 4]) is quite popular both in publicly accessible places (shopping
malls, exhibitions) and in places accessible to limited groups of people (condominiums,
company ofﬁces). It can be used for both advertisement and non-commercial information
delivery. However, in the case of providing targeted information not to one particular
user, but to a group of users, a number of problems arise. For example, it is necessary to
© Springer Nature Switzerland AG 2018
O. Galinina et al. (Eds.): NEW2AN 2018/ruSMART 2018, LNCS 11118, pp. 77–88, 2018.
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identify what information would be of interest and useful not to one user, but to all users of
the group, i.e., it is necessary to identify common preferences and interests of the user
group. Another important aspect is to observe the conﬁdentiality of users’ preferences and
interests, since providing information to a group of users may violate the conﬁdentiality of
preferences and interests of individual users in the group - who would not prefer to
disclose these (for example, illustrations with promising developments of a company
should not be broadcasted to a wide audience).
At the moment, there are no solutions that would provide for personalized contextual information to user groups. However, the potential of such “targeted” digital
signage are very promising. For example, such information can be presented using
electronic displays installed in places where people gather (for example, shops, elevators, transport) to provide information of reference or advertising nature. Information
boards in companies, ofﬁce centers, and transport can also work in this way, displaying
information relating to employees, visitors or passengers near them. Such information
support would be very relevant for the implementation of such programs as “smart
city”, the development of public transport, tourism.
The paper is motivated by an industrial project aiming at new application scenarios
and potential business models for targeted digital signage solutions connected to elevators. The project is driven by a company producing elevators and aiming for
extending its business model with interactive content on elevator doors or blackboards
connected to the elevator. In the context of this project, we were able to study the
process of both, technology development and digital business model development.
The research focus of the paper is not only on targeted digital signage but also on
an approach for developing digital innovations consisting of the four dimensions service design, architecture integration, business model and user experience (cf. Sect. 3).
While our previous work focused on the relevance of these four dimensions (see [5]),
this paper concentrates on their mutual dependencies and the process of integrating
them. The main contributions of the paper are (1) the concept of targeted digital
signage motivated by an industrial case, (2) a technical framework for targeted digital
signage, and (3) a methodical approach for digital business model innovation and
experiences using it in targeted digital signage.
The paper is structured as follows: Sect. 2 discusses the research method used for the
work. In Sect. 3, the two industrial cases and the approach for developing digital
innovations are summarized. Section 4 describes the development of target digital signage and discusses lessons learned. Section 5 proposes a framework for targeted digital
signage, which is independent of the industrial cases. Section 6 summarizes the paper.

2 Research Method
The research method guiding our research work is design science research (DSR) as
proposed by Hevner et al. [6]. DSR is a problem-solving approach that is motivated and
triggered by an identiﬁed business problem and attempts to solve the problem by
creating and validating IT artifacts, like prototypes, models, methods or architectures.
DSR projects commonly include several iterations in search for the artifact design to
the identiﬁed problem.
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In our previous work [5], we reported
on the ﬁrst two DSR cycles: cycle one
focused on the development of an innovative digital signage solution for elevator
doors (EDS); cycle two addressed the
integration of gesture recognition into this
solution (for a summary, see Sect. 3.1). In
both cycles, the artefacts in focus of the
DSR project were (a) the approach for
digital innovation development, i.e. the
dimensions to consider and the process to
perform (see Sect. 3.2) and (b) the actual
Fig. 1. Third design science research digital innovation, i.e. the EDS. Within
(DSR) cycle performed in our work.
these two cycles, it was possible to
establish relevance and utility of an integrated development of business model, service design and architecture integration in
order to achieve the desired user experience of the envisioned innovative service. The
third DSR cycle is subject of this paper and targets the reﬁnement of the approach for
digital innovation development and the functionality to achieve the desired user
experience of targeted digital signage.
Figure 1 illustrates the third DSR cycle: starting from the results of the ﬁrst cycles,
we made a reﬁnement of the problem, in particular from the perspective of the housing
industry (see Sect. 3.2). This resulted in design of a new EDS solution with the speciﬁc
purpose to support individual processes of stakeholder groups in housing industry with
the EDS (see Sect. 4). Validation of the solution design made clear that additional
technological concepts were required which are discussed in Sect. 5. Implementation is
the prototype is still ongoing. Within the DSR cycle, different research methods are
applied: started with a focus group [7] in housing industry for reﬁning the industrial
demand we continued with technical action research [8] and expert studies.

3 Industrial Case and Previous Work
As indicated in Sect. 2, our work was embedded in an industrial case aiming at the
development of innovative digital signage solutions for elevator doors. This section
will briefly present the case study company and summarize the approach for digital
business model development, which was developed in previous work and is subject of
improvement (Sect. 3.2).
3.1

Industrial Case: Manufacturer of Elevators

The industrial case in our work is a company developing and producing elevators with
global market presence and more than 100 years of tradition. In 2016, the company
started a new “digital” business line outside the established manufacturing value chain.
The ﬁrst digital service is to offer targeted advertisements and information on elevator
doors, i.e. digital signage on elevators (EDS). The case study company has detailed
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knowledge who operates the elevators and what kinds of users (i.e., target groups for
the ads) are frequently using the elevator. This makes the elevator an interesting space
to sell in marketing campaigns, which is the core of the business model.
In our ﬁrst work for this company, we added gesture recognition to the elevator
door, which made it an interactive EDS and improved user experience. This work was
presented at Hanover industry fair 2017 and reported in [5]. In the latest work, which is
subject of this paper, we developed the prototype for another kind of digital signage
solution, the so-called blackboard, which is offered to customers as alternative to the
elevator door solution. Housing industry is considered as one of the main target market
for the blackboard.
Figure 2 shows on the left side the principal components of the elevator door
signage (EDS) solution. Above the elevator door, (1) a data projector (2) is mounted or,
alternatively, on one side of the door, a shockproof large touch-screen is ﬁxed (3). The
data projector (or the touch screen) uses the data communication facility of the elevator
shaft to connect to a communication device for all elevators in the building (4). This
communication device exchanges information with the back-ofﬁce, including content
and interactions with EDS and for the purpose of elevator maintenance (EOM). Figure 2 shows on the right side a picture of the EDS in operation.

Fig. 2. Components of digital elevator signage (DES) solutions.

3.2

Previous Work on Approach for Digital Business Model Development

Research on digital transformation observed that digital product innovations have to
adapt shorter innovation cycles than traditional physical products and that digital
products are more dependent on actual user experience and implementing user needs.
This observation was the basis for our proposal to perform digital product innovation
and digital business development in a tight integration of several dimensions: the user
experience (UX), which digital innovation aims to achieve, the product/service design
required for the UX, the business model underlying the new product/service, and the
integration into the enterprise architecture of the enterprise offering the new
product/service.
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The enterprise architecture deﬁnes how the digital business model is implemented
and integrated into an existing enterprise by specifying the different architecture layers,
such as deﬁned in TOGAF: the technology used for implementing the business model,
the applications required and how they interact, the data relevant for the business
model, and the business processes and roles required. Service design includes the user
interface, the content model, and speciﬁcation for the actual service offered to the user
(with functional and non-functional requirements). While the architecture dimension
addresses the “macro” level of integration in the enterprise, the service design is more
on the “micro” level of the service. The business model deﬁnes the value offering to the
user, the “bundling” of the value proposition into actual services, the distribution,
suppliers, and partners. All these dimensions are mutually dependent and aim at an
optimal user experience.

4 Development of Targeted Digital Signage
in the Industrial Case
4.1

Development Process and Results

The third cycle of our DSR work (see Sect. 2) aimed at the development of targeted
digital signage solutions with focus on applications in housing industry and using the
approach for digital business innovation.
In the housing industry we formed a focus group with managers of residential
buildings and service processes to investigate digitization and innovation potential of
tenant services. We developed a list of stakeholder groups of relevance for digitization,
such as tenants (grouped according to different phases of their work life, e.g., students,
works in shifts, retired, …), the housing company (again in different groups, like
facility managers, administration, …), logistic service providers (mail, transport,
delivery, …), personal service providers (hairdresser, medical personnel, …), relatives
and friends to tenants. With the stakeholder groups deﬁned, we created an interaction
matrix showing all potential value exchange between the stakeholders. Example: the
housing company might offer an additional service to elderly people to allow pharmacies to deliver medication to the tenants at a safe facility in the building. This service
could be supported using the EDS by displaying relevant information to the tenant as
soon as he/she returns to the building.
Based on the interaction matrix, a list of potentially interesting services, required
information, and expected user functionality was provided to the design of the next
version of EDS development in the industrial case. For the work in case 1, the prime
results for developing the blackboard services were the target groups and the value
proposition related to the personal assistance. From the perspective of our approach for
the business model improvement, these two aspects related to the UX (stakeholder) and
the business model (value proposition) dimensions. The service design in this context
had to be massively based on the architecture integration, as personal assistance
requires the presence of the right data what partly had to originate from the back-ofﬁce
systems of the housing company. Furthermore, required functionality for the blackboard to ensure UX became clear, for example to identify the user. This led to the
technical work described in Sect. 5.
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In case 1, we developed the prototype of a blackboard to be mounted adjacent to an
elevator. The blackboard hardware consists of a shockproof touch-screen monitor with
built-in camera, RFID, NFC, Bluetooth and WLAN reader. The blackboard is connected to the back-ofﬁce via the communication link built into the elevator shaft. The
blackboard software so far only supports two “roles” meant to represent stakeholder
groups: tenant and facility manager. For supporting individual processes and demands
of tenants, in the ﬁrst step an import of the tenant’s proﬁle information is foreseen. The
blackboard so far only was tested in the lab. Further tests are scheduled.
4.2

Discussion

The experiences from the blackboard development and the previous EDS and interactive EDS development can be used to derive lessons learned for future work from the
perspective of the importance of the different dimensions of our approach for business
model development for different categories of EDS solutions (Fig. 3). We deﬁne the
categories of according to interactive and non-interactive solutions, and according to
not personalized, personalized based on preferences and personalized based on individual processes. Based on this categorization, we deﬁne targeted digital signage
solutions as preferably interactive but in any case personalized solutions. Figure 3
shows the categorization with examples for each category.
The importance of the different dimensions of our approach was determined based
on the time consumed working on the dimension and based on the perceived importance from the perspective of the engineers involved. Table 1 shows the result of this
investigation for the interactive elevator door solution and the blackboard solution. “1”
indicates the highest and “4” the lowest time consumption and perceived importance.
The table clearly illustrates the greater weight of user experiences in the interactive
elevator door show, which is not providing personalized information, (i.e., no “targeted
digital signage”) as compared to the blackboard, which can be classiﬁed as targeted
digital signage.

Fig. 3. Categorization of digital elevator signage (DES) solutions.
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Table 1. Comparison of time consumption and perceived importance

User
experience
Business
model
Architecture
Service
design

Interactive elevator door solution
Time
Perceived
consumption
importance
1
1

Blackboard
Time
consumption
3

Perceived
importance
3

3

2

4

1

4
2

4
3

1
2

2
4

5 Framework for Targeted Digital Signage
Based on the requirements and experiences form the industrial cases, we propose a
conceptual framework for targeted digital signage which is currently independent from
the actual elevator digital signage case. The framework exploits the possibility arising
from presence of multiple people next to a digital signage screen to provide for personalized information based on the interests and preferences of these people. The
complete developed framework can be split into three major components: viewer
detection system, annotated content storage and content management system (Fig. 4).
Viewer detection can be based on various techniques:
Identiﬁcation
via
Bluetooth. The Bluetooth range of several
meters is the most
appropriate for the
task considered. Most
of the portable and
wearable devices (e.g.,
mobile phones, smartwatches, ﬁtness bracelets, etc.) currently
have Bluetooth and
can be used for identiﬁcation. However,
Fig. 4. The framework of the targeted digital signage system
the deeper research
has showed that identiﬁcation of Bluetooth-enabled devices is possible only in two cases: the Bluetooth is
switched on in a discoverable mode (which is unlikely), or the personal device is paired
with the scanning device (also not very likely due to potentially considerable amount of
digital signage installations). Meeting these conditions is ﬁne for experimenting but is
difﬁcult in real life.
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Identiﬁcation via Wi-Fi. Like the Bluetooth technology, Wi-Fi is now also integrated
into most of portable electronics. The Wi-Fi signal is usually stronger and can span
signiﬁcantly further than that of Bluetooth, e.g., over several rooms in an ofﬁce
building. Technologies of in-door positioning via Wi-Fi exist [9–11], but the results are
not precise enough without using additional complementing technologies. However, it
is possible to identify if the signal source is really close (in the range of couple of
meters) to the receiver what meets the requirements of the research.
Identiﬁcation via Face Recognition. Another possible technology is identiﬁcation of
viewers via face through a camera photographing the space in front of the digital
signage and application of face recognition techniques to the images taken. This is a
complex task that requires additional research and it is not considered at the moment in
the frame of the research.
The annotated content storage is a database storing the information pieces to be
shown with tags that relate it to particular persons (e.g., Nikolay Shilov is asked to visit
the HR department), positions at the organisation (e.g., an announcement to all PhD
students), topics (e.g., architecture of the XVIII century), and environmental conditions
(e.g., announcements related to upcoming weekend). The information about the relationships between particular persons and tags is either stored in the same database or
potentially can be acquired from available sources. For example, in large scale the
advertisement can be supplied by bigger provider (e.g., Google), which have its own
database of users with their interests and preferences.
The content management system is responsible for integration of the environmental
information (the context) including time, day of the week, weather, etc., the information about digital signage viewers and available content from the content storage.
The content is selected based on the predeﬁned rules and presented at the screen. For
increasing the level of compatibility with different equipment, the content management
system is located on an HTTP server, and the screen is controlled by a nettop or a
single board computer with a web-browser as a thin client.
5.1

Semantic Graph for Domain Representation

In order to display information, which can be interested to a person, his/her preferences
have to be analyzed. The research is based on describing the preferences and interests
of users through proﬁling techniques and matching of those with the tags assigned to
information pieces to be displayed.
However, when there are several people next to the screen, an intersection of
preferences has to be deﬁned so that the displayed information would be interesting for
all of them (or at least to most of them). Intersecting preferences of various users is not
an easy task. The closest area of research is the group recommendation systems based
on the methods of collaborative ﬁltering or similar. These methods are aimed at
identifying groups of users with similar interests and preferences. In other words, they
solve the problem opposite to the one set in the paper. Nevertheless, some techniques
still can be applied within the frames of the research.
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First of all, there are not so many works aimed at proﬁle structuring so that it can be
easily processed in an automatic way. Having carried out an analysis of the related
works the authors of [12] state that their “work is one of the starting points for
preference proﬁles which are ‘‘close’’ to being nicely structured”. The authors of [13]
use quantitative preference estimations for hierarchically organized preferences (with
associative relationships like “the author of”, “the genre of”, etc.). This is an efﬁcient
preference organization when only one domain is considered (e.g., movies). However,
when the domain is wide and not well deﬁned such model will not work.
Application of ontologies for preference description can be considered as one of the
most efﬁcient solutions to this problem. Ontology is an “explicit speciﬁcation of a
conceptualization,” which is, in turn, “the objects, concepts, and other entities that are
presumed to exist in some area of interest and the relationships that hold among them”
[14]. Ontologies have proven themselves as and efﬁcient instrument for structuring
knowledge about a problem domain [15]. The same applies to the organization and
structuring of preferences. In [16] unique ontologies are used for every domain. The
ontologies are described in OWL. The preferences are quantitative and assigned to
various ontology nodes. The hierarchical organization of the ontologies makes it
possible to generalize the preferences though this opportunity is not reflected in [16].
Another issue is collecting the preferences. It is not so easy to make people to set
the preferences in an application or a web page manually. As a result, this process has
to be automated. The authors of [17] track long-term user behaviour with the help of
software agents to construct the ontology-based proﬁles of users. Another possibility is
preference grokking [18] by crowd workers. Sometimes this can be an efﬁcient
approach, especially to solve the “cold start” problem of personalized systems. However, requirement to have a crowd available can put some signiﬁcant constraints on its
applications.
The organization and description of preferences with the use of ontology is considered to be efﬁcient in the current research as well. As a result, preferences and
interests are described in the form of quantitative estimates characterizing the degree of
interest.
As already mentioned, one of the main
problems of identifying common preferThing
ences is the absence of those for a relaArchitecture
Sightseeing
tively small number (3 to 10 people) of
unrelated users due to the preference
heterogeneity the problem. The existence
of interconnections of different nature
allows the generalization of preferences
and interests (the relation “is a”, for
example, the interests of “architecture of
the XVIII century” and “antique architecArchitecture
Nature
ture” can be united by the interest of “arof XVIII
chitecture”), and the search for related
Fig. 5. Organization of preferences/interests interests or preferences (associative relations and relations “part of”, for example,
and their intersection.
the interests of “Carlo di Giovanni Rossi”

v.davydov@hse.ru

86

K. Sandkuhl et al.

and “St. Basil’s Cathedral” can also be united by the interest of “architecture”). In
Fig. 5 it is possible to easily switch from detailed preferences or interests (e.g.
Architecture of XVIII century) to more general ones (e.g., Architecture). The nodes do
not necessary have only one parent but could have several ones (the relationship is
“many to many”). The preferences are generalized and in this case, the match of
preferences is higher. In Fig. 5, the preferences are indicated as bold circles, and the
resulting node as black circle.
The processing of such structured preferences is carried out based on the graph
theory methods (more precisely, semantic graphs). For this purpose the preferences on
the weighted graph of ontology, whose vertices are the concepts of the subject domain,
and the arcs are the relations between them, are “highlighted” and paths connecting
them with supposedly common preferences are calculated. Based on the domain
considered a system of weights for paths calculation on a weighted graph has to be
identiﬁed. The rules for this are the subject of future research.
An important aspect in this research is the contextual dependence of the information provided. Under the context, in this case, we assume all the information that
characterizes the environment of the entity and the entity itself at some point in time
[19]. The application of methods and technologies of context management allow to
analyze a concrete situation, and to determine which information is the most useful and
interesting at the moment.
Description of the context is implemented based on the same ontology that is used
to describe the preferences and interests of users. Such a description allows combining
the context and information about the preferences of the users on the same semantic
graph, which in turn makes it possible to better identify the information that corresponds to this situation and to the users.
5.2

Information Conﬁdentiality

When information is presented to a group of people the conﬁdentiality issues become
important. In order to deﬁne which preferences/interests can be used in which context it
was decided to use knowledge forms proposed by Wiig [20]: public, shared, and
personal. The same levels of conﬁdentiality were assigned to the preferences:
(1) Public preferences/interests are “known” to everyone (commonly known facts).
Usually, the context (weather, date/time, other public information) can be considered as such an interest. It can be used for contextual advertising without any
restrictions. E.g., advertising soccer souvenirs before a championship. However,
this hardly can be referred to as “targeting”. If the user explicitly assigns the level
“public” to a certain preference, it is considered that this information can be used
in a depersonalized way in groups of people that are not related to each other.
(2) Shared preferences/interests are limited within a community (e.g., a company,
department, family). They can be used for advertisement targeting when only
members of the same community can see it (e.g., meeting announcement within a
department). Since shared information is limited within a community, it can be
distributed within the same community. The most obvious example is a company’s or department’s building and the digital signage can be done through a
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screen in an elevator, hall, etc. An example of such information can be an
upcoming meetings with their times and locations, exhibitions, success stories or
new software tools.
(3) Personal preferences/interests cannot be generally used for any public advertisements. However, it is still possible to use conﬁdential preferences indirectly when
searching for common preferences of a group of users, if this does not lead to a
breach of conﬁdentiality. This is a subject of future research.

6 Summary and Future Work
This paper focuses on the ﬁeld of targeted digital signage motivated application needs
from housing industry. We deﬁned the category of targeted digital signage as interactive and personalized solutions.
The initial EDS solution developed in our previous work improved due to the new
business requirements from the industrial partner from housing industry. The demonstration at the fair in Hanover created the impression that gesture recognition and
display on elevator doors were more attractive for audiences seeking entertainment and
leisure than for target groups with a certain personal plan or purpose on their minds.
However, this impression was not seriously investigated at the fair. Thus, the third DSR
cycle at the same time was supposed to address a differentiation of digital signage
solution in door show, interactive door show, and classical blackboards.
From method perspective, the technical work described above will contribute to
completing the ongoing third DSR cycle and probably motivate more cycles.
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Abstract. As network attacks are evolving along with extreme growth
in the amount of data that is present in networks, there is a signiﬁcant
need for faster and more eﬀective anomaly detection methods. Even
though current systems perform well when identifying known attacks,
previously unknown attacks are still diﬃcult to identify under occurrence. To emphasize, attacks that might have more than one ongoing
attack vectors in one network at the same time, or also known as APT
(Advanced Persistent Threat) attack, may be hardly notable since it
masquerades itself as legitimate traﬃc. Furthermore, with the help of
hiding functionality, this type of attack can even hide in a network
for years. Additionally, the expected number of connected devices as
well as the fast-paced development caused by the Internet of Things,
raises huge risks in cyber security that must be dealt with accordingly.
When considering all above-mentioned reasons, there is no doubt that
there is plenty of room for more advanced methods in network anomaly
detection hence more advanced statistical methods and machine learning based techniques have been proposed recently in detecting anomalies.
The papers reviewed showed that diﬀerent methods vary greatly in their
performance to detect anomalies. Every method had its advantages and
disadvantages, however most of the presented methods cannot detect
previously unknown attacks but on the contrary, for example, detects
DDoS attacks extremely well.

Keywords: Network attacks

1

· Anomaly detection · Machine learning

Introduction

The purpose of this study is to highlight major challenges in network anomaly
detection using statistics and machine learning, excluding deep learning, by
focusing on recent research in the ﬁeld. Among the growing number of data
and network connected devices, the challenge is diﬀerent attack types such as
APT, DDoS and Zero-day. They each have a unique behavioural pattern and
the diﬃculty is to come up with a solution that has the capability to detect
all of them eﬃciently in modern networks. In this study following aspects are
c Springer Nature Switzerland AG 2018
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considered: intended attack type detection, functional diﬀerences as well as the
diﬀerences in detection accuracy.
By deﬁnition, anomalies are observations which diﬀer from other observations enough to arise suspicion. Suspicious observations in network traﬃc can be
caused by either legitimate events or non legitimate events and the purpose of
anomaly detection is to divide normal and anomalous data with diﬀerent techniques [1,2]. However, any suspicious event has to be treated as hostile, until it is
veriﬁed and proved to be non-hostile. Most of the presented studies in this paper
are focused on DDoS, Zero-day and web attacks. There is less current research
material on APT attacks for some unknown reason and one focus in this paper
is to evaluate the possibility for using presented methods to detect APT attacks.
This paper unfolds as follows: in the second section research papers based
on diﬀerent anomaly detection technologies are presented. The third section
summarizes perceived improvements for the presented researches. The fourth
section concludes this review discussing advantages and disadvantages of selected
research presented along the paper.

2

Network Anomaly Detection

In this section diﬀerent methods that use machine learning for network anomaly
detection is presented. These methods focus on one or more simultaneous attack
types.
The number of DDoS attacks are increasing due to the growing number of
IoT devices with low security mechanisms and the fact that nowadays it is fairly
easy to acquire attack tools. This has created a situation where large number of
these devices can be used to perform distributed attacks, that is, to carry out
more powerful attacks [3–7]. So far 24 diﬀerent DDoS attack vectors have been
found globally [3]. There exist researches that focuses on detecting these types
of attacks speciﬁcally, to be used as a ﬁrst line defence.
2.1

A Lightweight Network Anomaly Detection Technique

To serve as a frontier in a network anomaly detection system, Jinoh Kim et al.
present in their research a new lightweight grid-based approximation technique.
Their proposed method is based on a recursive algorithm that partitions data
in D-dimensional space. In each recursion, the algorithm veriﬁes if data belongs
to a sub-block of a grid and if yes, the data is labelled and the execution of
the algorithm stops. Otherwise, the algorithm continues to the next sub-block
and execution continues until the data gets labelled. In case the algorithm ends
without labelling, the data gets classiﬁed as “Not Sure”. In their experimental
tests, they used only two variables to train the system and detect data: src and
dst bytes. The former is the number of bytes from the source to the destination IP addresses, and the latter is the number of bytes from the destination to
source hosts, including ﬁve continuous attributes (duration, src bytes, dst bytes,
wrong segment and urgent) in the group. This method used six diﬀerent classes
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for classiﬁcation: “Secure”, “Marginal Secure”, “Marginal Insecure”, “Insecure”,
“Empty”, and “Not Sure”. The authors also made comparison tests with more
traditional methods such as decision tree and random forest. Tests for the proposed method showed the following results, (i) accuracy of 98.5% with the KDD
data and (ii) 83% with NSL-KDD. In addition, the measured learning time for
their method is signiﬁcantly lower and approximately two orders of magnitude
faster than decision tree and random forest [4].
The proposed method detected DDoS attacks successfully and the detection
speed was fast. On the other hand, it would be interesting to see if these features
will keep up when adding variables for more precise detection.
2.2

Distributed, Multi-level Network Anomaly Detection for
Datacentre Networks

Mircea Iordache et al. presents in their research a distributed method for network
anomaly detection. In the proposed method, all network devices are equipped
with a detection algorithm and they contribute to detecting anomalies. The algorithm has consensus voting mechanism, where at ﬁrst, each node independently
detects if an anomaly exists and then peer nodes vote for the ﬁnal decision.
In addition, the devices are capable of creating attack path reconstruction for
further investigation purposes. The actual algorithm has two detection layers to
gain better accuracy. The ﬁrst level performs a coarse-grain detection for fast
analysis. In case the algorithm detects a potential anomaly, data is passed to
the second, ﬁne-grained detection level. The deeper sub level performs analysis and collects data metrics. The authors selected sketch-based algorithm for
ﬁne-grained detection. For in-depth analysis, they modiﬁed the Count-Min Algorithm. The purpose was to store source and destination IP addresses and transport layer ports to sketch but this approach enabled also storing the time variant
state of the ﬂow and transferring it to the sketch. Therefore, any changes in ﬂow
can be detected by comparing network data to stored metrics and used to detect
presence of anomalies [5].
The authors tested the proposed method for various attack types, such as
Brute Force access, 0-day attacks and Port Scans. Their test results concluded
that the solution was able to oﬀer complete path reconstruction at the onset of
DDoS attacks that generally have high intensity. Also, partial path reconstruction was achieved for anomalies of lower intensity [5].
For future work M. Iordache et al. mentioned an improvement for synchronizing remotely invoked instances by advanced majority voting scheme. The
purpose of the improvement is to extend the amount of classiﬁcation information what will be used for anomaly detection. Secondly, they proposed further
research in improving method deployment and management techniques by taking into account (i) data locality, (ii) system resource availability and demand
and (iii) guaranteeing network topology changes seamlessly [5].
The proposed method was intended for Data centres, but it can be used also
in a local networks. When comparing to grid-based approximation, this solution
is more comprehensive as it also oﬀers also full path reconstruction and can

v.davydov@hse.ru

92

T. Bodström and T. Hämäläinen

detect other type of attacks. However, the accuracy rate is lower and this type
of solution does not ﬁt well for APT attack detection as it has extremely low
intensity when hiding in a network [8].
2.3

Distributed Network Anomaly Detection on an Event
Processing Framework

Atanas Pamukchiev et al. research focused on distributed event process called
Network Intrusion Detection System (NIDS) for data centres. Still today,
approaches for NIDS are expensive to implement and they cover only segments
of network focusing on data streams passing through ﬁxed points. Another
challenge in data centres internal networks is high speed, which can reach
40/100GbE. Distributed NIDS aims to reduce cost and also increase detection
performance in these complex high speed networks that provides a large and
varying numbers of services, such as cloud servers, data instances, data storage,
image and facial recognition services [9].
Their proposed system architecture relies on topology of Apache Storm,
Directed Acyclic Graph (DAG), which is used for distribution functionality.
Apache Storm functionality is mapped directly to data center network topology. This is possible since Bolt nodes in Storm are similar to switches and Spout
nodes are similar to core routers as well as to hosts in a data center. Similar
topologies allows direct mapping regardless of the complexity of network. For
bidirectional detection in a network, two identical topologies are needed due to
one direction restriction in a Storm and DAG [9].
The authors proposed a lightweight Storm module directly integrated to fabric switch to facilitate network implementation. Their system detection modules
are responsible for extracting data from packets and perform detection independently. Data extraction can be executed by ﬁelds or network layers and an
aggregated method detects more complex anomalies. Though the proposed system is distributed, it requires a centralized management and conﬁguration node.
In all distributed nodes an API is required for runtime conﬁguration. Controller
node also monitor Bolts; it keeps track and check their state and behaviour.
Controller also ensures quick recovery when problems occur [9].
Test results for the prototype of proposed system are as follows. According
to the authors ﬁrst tests were executed with various anomalies, such as invalid
ﬁelds, blocked source and destination addresses, application layer packet contents
marked as anomalous and even Denial of Service attacks. The ﬁrst tests presented
20% contamination with 7,32% decrease in system throughput. The second test
executed with 50% contamination and system throughput dropped 7,32%. All
packets were processed in less than 7 ms [9].
Installing detection modules directly to network elements, for example in
a switch, is one possible solution to resolve problems in a complex network.
Tests demonstrated that integration decreases overall throughput when anomalies increase. In normal data center usage, these changes are not visible to endusers but when a solution requires almost real-time response time, even a latency
of 7 ms starts to matter. The proposed system does not map directly to deep
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learning methods, as algorithm requires more calculation power than a fabric
switch has. However, adding a lightweight deep learning module to the switch,
might solve the problem.
2.4

Big Data Analytics for Network Anomaly Detection from
Netﬂow Data

Duygu S. Terzi et al. proposed in their paper an anomaly detection method
based on big data analytics from NetFlow data. Aim was to detect anomalies
caused by UDP ﬂood from speciﬁc IPs. Proposed method collects network, users,
applications and routing traﬃc and uses clustering based unsupervised machinelearning for detection. They used six steps in their method, (i) Interval division
in Netﬂows, (ii) Source IP Aggregation in Netﬂows, (iii) Standardization of data
using z-score, (iv) aggregated NetFlows were clustered by K-mean algorithm as
distributed, (v) Calculation of Euclidian distance between the cluster center and
elements, (vi) Determination of normal and abnormal ﬂow numbers from time
intervals used in steps iv and v [6].
They implemented Netﬂow with Apache Spark Cluster and Azure HDInsight
with python program. They reduced 6-dimensional data to 3-dimensions to help
with accuracy and visualization using a statistical method called principal component analysis (PCA) [6].
The proposed method detected anomalies with 96% accuracy. The authors
tested the proposed method with labelled botnet CTU-13 dataset. Data set
includes 13 diﬀerent scenarios and for the study, they selected the 10th due to
size of dataset and number of attacks. “The data set has 4.75 h records and
1309791 flows covering 106352 UDP DDoS flows” [6].
Terzi et al. mentioned that most of the network traﬃc is normal, and due to
this, anomalies and outliers based on network attacks are rare and this causes
negative eﬀect on anomaly detection research and development. For future work
they proposed gathering more network data to gain better detection results as
well as innovative algorithms and platforms [6].
The proposed method detected 96% of UDP DDoS attacks. Authors used
PCA to reduce data dimensions from six to three, however, the above-mentioned
reduction in dimensions caused some normal data to be detected as an anomaly.
Using Support vector clustering (SVC) the possibility for false positive detection
from occurring could be reduced. SVC maps data points from data space to high
dimensional feature space with kernel function so dimension reduction is not
needed, that is, all possible data is available for detection process.
2.5

Entropy-Based Network Anomaly Detection

Christian Callegari et al. proposed anomaly-based IDS system, where the detection is executed with a sketch algorithm for estimating the quantity of entropy
in the data stream. The authors state that estimation of the entropy associated
to the traﬃc descriptors has shown to be promising choice in anomaly detection.
The proposed method is based on estimating diﬀerent kinds of entropy. Their
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study includes following sections: (i) three-dimensional reversible sketch and
(ii) combined sketches with entropy estimation, (iii) implementation of diﬀerent
kinds of entropy and (iv) impact of diﬀerent traﬃc detection for system performance. For system and detection tests they used MAWILAB traﬃc recordings.
They focused on ﬁnite discrete distribution and comparison of two empirical
distributions. For entropy measures, the authors used “some kind of entropy”.
That is there exists two possible ways to do comparison: (i) comparing entropies
of two distributions or (ii) checking relative entropy between distributions [10].
The Authors used NetFlow and Flow-Tools module Data Formatting for
processing data, which was collected from router during ﬁfteen minute timebins. After the data was processed and formatted correctly, it was used as an
input to sketch algorithm for constructing reversible sketch tables. Instead of
two-dimensional array, sketch tables used three-dimensional data structures and
the histograms were stored in third dimension. Random aggregation was added
to the algorithm to avoid mimicry attack. That is, without randomization the
attacker could try to mimic an actual attack and that would create a situation,
where the histograms has exactly the same values. The constructed sketch tables
was used for anomaly detection tests [10].
During the tests a scatter plot was created with two variables, Byte and
Flow. Both variables were tested with ﬁve diﬀerent entropy methods, (i) Shannon
entropy, (ii) Tsallis entropy, (iii) Renyi entropy, (iv) Kullback-Leibler divergence
and (v) Jensen-Shannon divergence. Test results show that diﬀerent detection
accuracies can be achieved by varying the entropy method used. Best detection
accuracy, over 85%, resulted in a Flow test using Tsallis’ method. Byte testing
demonstrated good results with Shannon’s and Thallis’ methods as well as with
Jensen-Shannon divergence. Test results were decent with known attacks, but
unfortunately the proposed system was unable to detect unknown attacks so
there was no improvement when comparing to the traditional IDS [10].
The proposed system has good detection performance, but tests were executed only with recorded data. It would be interesting to execute performance
tests in a real-time environment and verify how the proposed system performs
and what is the detection latency, if any.
2.6

Combination of R1-PCA and Median LDA for Anomaly
Network Detection

Elkhadir et al. proposed a method with two combined dimension reduction algorithms for anomaly detection. Selected algorithms were Rotational Invariant L1norm Principal Component Analysis (R1-PCA) and median Linear Discriminant
Analysis (median LDA), and the focus was on detecting anomalies of Denial-OfService and Network Probe attacks [7].
The authors stated that the origin of PCA comes from minimizing the sum
of squared errors and it is very sensitive for outliers. In their proposed method
rotational invariance was used instead, which searches for the principal eigenvectors of a covariance matrix. Thus, R1-PCA has a signiﬁcant drawback, as
it may give more weight to features with higher variability disregarding their
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eﬀectiveness. However, LDA searches ﬁrst a projection matrix and then uses a
class median vector to estimate a class mean vector. LDA has a known small
sample size problem, that is, when the actual data has more dimensions than
the training data, computing becomes impossible [7].
The authors used KDDcup99 dataset for testing the proposed method and
they converted all discrete values of the dataset to continuous values. For accuracy testing two factors were used: (i) detection rate and (ii) false positive rate.
Test results show that their proposed method was able to identify 95,5% of DoS
attacks and 86,7% of Probe attacks, at highest. DoS attack detection was 94,7%
and probe detection 71,6%, at lowest. Test result table shows that there was no
linear dependency compared with training data and detection rate [7].
As future work Elkhadir et al. stated that they would like to test the proposed dimension reduction algorithms with multidimensional network with real
multidimensional network data including images and text [7].
The proposed method is well suited for detecting DoS attacks, even with low
number of training data. For detecting Probe attacks, the amount of training
data has to be higher, as tests showed that lowest detection rate was 71,6% and
that probably is not enough for good detection rate. Since tests were executed
only with KDDcup99 dataset, it would be interesting to know what was the
detection latency and also how well this method performs in a real environment.
Moreover, due to the few drawbacks in the method that the authors presented,
malware may be able to manipulate TCP packets in real environment which
leads to non-standard data causing diﬃculties in detecting anomalies.
2.7

Integrating Short History for Improving Clustering Based
Network Traﬃc Anomaly Detection

Juliette Dromard et al. proposed in their paper an unsupervised network
anomaly detector. The proposed method’s aim was to detect anomalies without
prior knowledge or attack ﬁngerprints caused by zero day attacks. The authors
mentioned few most studied methods, such as K-means, SVM, DBSCAN which
relies on clustering and PCA. Current detectors do not consider temporal information. Due to temporal existence of attack data and the mentioned lack of
methods, they focused on studying H-ORUNDA(History Online Real-time Unsupervised Network Anomaly detection Algorithm), which is an improved version
of ORUNDA algorithm. The algorithm was modiﬁed to keep temporal record of
clustering results and it was implemented on Spark Streaming big data platform
for reducing detection latency [11].
In the ﬁrst phase, the authors deﬁne three rare incidents which may contain
important and interesting historical data: (i) data ﬂow that was similar to other
data ﬂows in the past, but has been modiﬁed since, (ii) data ﬂow which statistic
change suddenly and (iii) data ﬂow which appear or disappear suddenly. Three
new parameters were deﬁned in the second phase: (i) length of history in seconds, (ii) threshold, if number of points of a cluster change, it can be considered
as an anomaly and (iii) threshold d, if a point moves at least d distance, it
is considered as a ﬂow change. To improve the algorithm, 15 second-time slots
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were chosen since it gave good results in terms of true positive and false positive rates. Time-slots are then divided into micro-slots, which improves real-time
detection. Collected data has to be aggregated to diﬀerent ﬂow levels and they
chose seven aggregation levels. Every aggregated level has a unique ﬂow matrix
and every ﬂow is a set of features and is stored in aggregation level matrix. The
detector process every matrix independently. The authors also mentioned about
the curse of dimensionality phenomena, what happens with high dimensions. “In
high dimensions, distance becomes meaningless and every point tends to become
an outlier ”. To avoid this problem, they used subspace clustering and evidence
assembly, which divided the entire space into subspaces and partitioned every
subspace independently. To speed up the detection process, they also implemented incremental grid clustering algorithm (IGDCA) which can discover any
shapes of cluster and it identiﬁes noise too [11].
For the evaluation tests, SynthONTS dataset was selected. It is a real world
sanitized data traﬃc gathered by a Spanish operator and it contains lot of diﬀerent type real anomalies and artiﬁcially injected anomalies. For detection testing
they made two diﬀerent type of tests, (i) detection performance and (ii) detection
time. For comparison methods PCA and DBSCAN were chosen. The tests results
showed following: H-ORUNDA has high detection rate and low false positive rate
and it performed better than methods compared in general. The performance
test for detection time showed that reduction of micro-slot improved average
runtime and proposed method can process incoming traﬃc faster than it arrives
while the size of a micro-slot is at least 0,3 s. The authors also tested proposed
method in Google Cloud Platform and its purpose was to test hardware requirements and scalability for real-time detection. Spark Streaming did not perform
satisfactorily and they mentioned that “a simple parallel implementation in C
on a simple PC performs better ” [11].
The study had a few really interesting approaches, such as time-slotting ﬂow
and implementing IGDCA for any cluster shape. Time-slotting could help also
in APT attack detection as those are really discreet and try to use slow traﬃc as
a masquerade, among the other methods. Also multiple cluster shapes without
restrictions can help to detect these type discreet attacks. Their proposed data
ﬂow aggregation may be worthy for further studies.
2.8

Network Anomaly Detection Based on Dynamic Hierarchical
Clustering of Cross Domain Data

Yang Liu et al. proposed Dynamic Hierarchical Clustering of Cross Domain Data
based anomaly detection in their paper. They focused on improving real-time
detection and existing clustering methods, which are sensitive and easily fall to
local optimal solution. The authors also mentioned that it is diﬃcult to achieve
real-time detection with machine learning and deep learning methods [12].
The proposed method uses cross domain hybrid data for anomaly detection. Hybrid data contains both, categorical and numerical data, and was added
to uniﬁed framework instead of analysed separately. Euclidean distance was
extended with frequency information to add dynamic clustering accuracy, that
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is, to measure similarity of cluster centres and samples. Their algorithm used
the following execution sequence: (i) set dynamic clustering accuracy to evaluate accuracy of clustering process, (ii) execute new cluster analysis for classes
that does meet accuracy requirements, (iii) repeat ii as long as is required and
(iv) ﬁnally, tree clustering structure is trained by ongoing hierarchical clustering
with training data. For deﬁning clustering accuracy, disturbance in cluster class
was used as an indicator. This accuracy determined if cluster needed K- means
algorithm to execute second step, hierarchical cluster analysis [12].
KDDCup99 10% dataset was used for testing the proposed method and it
contains diﬀerent type of network attacks and intrusion behaviour. Also, the
test set had 17 types of attacks which were not included in the training set.
However, KDDCup99 10% dataset contains a lot of duplicates, which can cause
that diﬀerent types of attacks are added to same cluster leading to lower clustering performance. For comparison tests they selected following algorithms: (i)
basic K-means, (ii) improved K-means, (iii) AGFCM and (iv) Naive Bayes. Test
results show that the proposed method had highest detection rate (98.2%) and
lowest false detection rate (5.72%] in a comparison test [12].
With the proposed method the authors were able to achieve good detection
results, including low false detection rate. On the other hand, the method’s
performance in a real-time detection was not tested while it was mentioned
that some other approaches are not suitable for real-time detection. It would be
interesting to see how the proposed method performs in a real-time environment.
2.9

Probabilistic Transition-Based Approach for Detecting
Application-Layer DDoS Attacks in Encrypted Software-Deﬁned
Networks

Elena Ivannikov et al. proposed a method for detecting Application-Layer
DDoS Attacks in Encrypted Software-Deﬁned Networks (SDNs), with Probabilistic Transition-Based Approach, that is, an algorithm which extracts statistics directly from data ﬂows in SDN and compare behavioural patterns to normal
traﬃc in order to detect signiﬁcant anomalies. Research focus for cloud environments were deﬁned because of the rapid growth in business use, thus it can be
comprehended as a critical part of modern business and DDoS can cause huge
problems for companies and their reputations by disabling services. Cloud environments can adapt quickly to ﬂuctuating demands and SDN has eased network
maintenance and conﬁguration tasks [13]. However, it has created a situation
where cloud networks and attacks are increasing in complexity every day [9,13].
The main diﬀerence between traditional and application layer DDoS attacks is
that while traditional DDoS attacks are executed at the network layer, the application layer attacks are executed at the seventh OSI layer and it tries to mimic
legitimate traﬃc to avoid detection. HTTP is commonly used in application
layer DDoS attacks and it targets the vulnerabilities in operative systems and
web applications [13].
The authors proposed a method where packet headers were extracted from
data for detection purposes, which also enables using encrypted traﬃc. To start
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with, the authors built a model called conversation for normal user behaviour
which was a collection of short time sequence data. They implemented four ways
to characterize each conversation, (i) source IP, (ii) source port, (iii) destination
IP or iv) destination port. Besides characterization the following information was
extracted: (i) duration of conversation, (ii) number of packets sent in 1 second,
iii) number of bytes sent in one second, (iv) average packet size and (v) presence
of TPC ﬂags such as URG, ACK, PSH, RST, SYN and FIN. For the detection
method they selected two clustering algorithms, (i) k-means and (ii) Clustering
Using REpresentatives (CURE), and then calculated probabilistic transition for
clusters [13].
For executing tests, ﬁrst they applied clustering algorithms to extracted features, which created representations of distinct groups and discovered hidden
patterns in data traﬃc. In the second phase conversations were grouped together
based on characterization and time interval. In the third phase each session was
represented in every time window based on cluster sequence from the ﬁrst step.
Last phase was to estimate conditional and marginal probabilities for every
sequence and calculate threshold. To solve a real time detection problem for
previously unknown behavioural patterns of users, they used streaming k-means
algorithm which allows updates to the behavioural data in the trained model.
A so-called forgetting mechanism was also implemented to the update mechanism where after time the old models get less important for the actual updated
model. Detection tests were executed with trained user behavioural models and
by using normal net bank traﬃc and intermediate DDoS attack with several
bots-attackers trying to mimic regular browsing behaviour. Test results showed
that the proposed clustering algorithms with probabilistic transition-based approach k-means+Prob performed with the highest accuracy, respectful 99.58% and
with false positive rate at zero. The authors also mentioned that the proposed
method gained three improvements compared to earlier studies: (i) performance,
that is, low false alarm rates and high detection accuracy (ii) reduced number of
eﬀective parameters in cluster, only one and (iii) signiﬁcant reduce for required
storing space [13].
For the future work Ivannikov et al. mentioned improving detection accuracy
with bigger dataset and focusing on detecting more advanced DDoS attack with
simulation [13].
Due to its ability to detect anomalies from the seventh OSI layer with
encrypted data, the proposed approach could be used also for APT attacks.
However, the forgetting algorithm would be needed to be revised due to the
tendency for the APT attacks to hide unnoticed as long as possible to not forget
old traces completely before the next conversation.

3

Summary of Further Improvements

In this section the perceived improvements for more precise anomaly detection
is presented. These identiﬁed concerns vary from single to multiple papers.
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Even though numerous papers mentioned that KDDCup99 is not realistic,
data is obsolete and lack of modern network traﬃc, it is widely used for benchmarking new methods. The research community should go forward and look for
present day datasets or create those to substitute KDDCup99, as in some papers
researchers had already done.
In many of the proposed methods, the authors used dimension reduction
to ﬁt the multidimensional data to the two-dimensional space. This can cause
losses of critical data and lead to lower accuracy rates and increases in false
alarm rates.
In some of the papers only certain parts of IP and TCP headers were selected
for the anomaly detection, such as source and destination IP’s and ports. These
types of solutions can limit the detection capability due to the vast amount of
the possibly useful missing data.
In one paper, proposed method focus was in UDP DDoS attacks detection,
hence the usage of method is highly limited.
In a few of the papers tests were executed only with recorded data and not
a single test was executed in a real network environment. Results of these types
of tests cannot be used for benchmarking anomaly detection performance in a
real situation.
Some of the proposed methods required high intensity attacks to perform the
anomaly detection properly and thus the usage is rather limited. In addition,
almost every paper where the anomaly detection was executed by traditional
machine learning or statistical approach suﬀered from the same performance
shortage, lack of detecting the earlier unknown attacks. This is a common problem for the information security products which rely on signature based detection.
In one paper it was stated that some other approaches are not suitable for
real-time detection but interestingly the authors did not perform any testing in
real-time environment with their own proposed method.
Baddar et al. pointed out in their paper in 2014, that in several papers they
investigated it was assumed that the majority of network traﬃc is normal. In
reality that might be even the opposite, for example in attacks such as DDoS [14].
That assumption was also present in many of the papers which were presented
in this review.

4

Conclusion

The papers reviewed showed that diﬀerent methods vary greatly in their performance to detect anomalies. Every method had its advantages and disadvantages, however most of the presented methods cannot detect previously unknown
attacks but on the contrary, for example, detects DDoS attacks extremely well.
The methods mentioned were based on statistics and traditional machine learning, while those methods have slight disadvantages, they have advantages also,
such as real-time detection and low memory consumption. Current network
devices, such as ﬁrewall, IDS, switch and so forth, can be complemented with
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the proposed methods to gain more visibility to ongoing situation in networks.
However, proposed methods does not ﬁt for APT attacks detection due to its
sophisticated behaviour and tendency to hide in networks even for years and
mimic normal traﬃc.
When developing anomaly detection systems and methods, these advantages
and disadvantages should be further considered, as they can help to deﬁne what
could the actual focus of the work. With current practices a system or a method
that could detect all types of attacks, not to mention in a real-time environment,
requires enormous resources and might be still even impossible to implement.
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Abstract. The article presents a method for transforming algorithm’s information graph using adjacency lists. Algorithm’s information graph always has a
large number of vertices. For most algorithms, this graph contains more than
100 vertices. Manual analysis of this graph for the presence of internal parallelism is very difﬁcult. The proposed method does not use conventional adjacency matrix for storing information about the connections between vertices and
the adjacency lists. Adjacency lists allow to store information about the graph in
a compressed form. As a result, the researcher gets a schedule of the algorithm
on a computer, allowing parallel execution. The presented method can be successfully applied to queries in databases, to the distribution of tasks between
nodes of a wireless network, to solving problems with large volumes of data in
the ﬁeld of the Internet of things.
Keywords: Parallel algorithm  Information graph  Graph width
Adjacency list  Algorithm schedule  Optimization

1 Introduction
In the development of parallel algorithms for solving complex scientiﬁc and technical
problems the main point is to analyse the efﬁciency of parallelism. Usually it depends
on evaluation of the resulting acceleration of calculation process (for how much time
the problem solving decreases). Evaluation method of gained acceleration can be
applied to the selected computational algorithms (evaluation of the effectiveness of a
particular algorithm parallelization technique). Another important approach is to construct evaluation method of the maximum possible speed boost of solving the problem
of a particular type (evaluation of parallel approach in solving that problem).
To this day a number of evaluation methods were developed to measure calculations boost, the effectiveness of high-performance computing systems, resources utilization, the real and peak performance.
But ﬁrstly, these evaluation methods were created for the abstract computing
systems and algorithms. The user always has a speciﬁc task or a speciﬁc algorithm to
be implemented on an existing computer system. And it needs to be assessed in
advance how much computing resources he will need and what acceleration can be
achieved.
© Springer Nature Switzerland AG 2018
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In addition to the estimates of the rate and the amount of calculation, users often
need to see at least a raw parallel implementation of their algorithm. Why raw? Because
mathematical and software tools for automatic translation of sequential algorithms in
their optimal parallel form do not exist today despite the fact that research in this area
has been carried out for over 20 years.
The internal parallelism usage has an obvious advantage, so there is no need to
spend extra effort to study properties of the newly created computational algorithms.
The disadvantages are also obvious because of the need to identify and examine the
algorithm’s graphs. In those cases when the internal parallelism of an algorithm is
insufﬁcient for effective use of the particular computer’s parallelism, it’s necessary to
replace it with another algorithm having the best properties of parallelism. Fortunately,
for many tasks there was already developed a number of different algorithms. So it’s
almost always possible to select the appropriate algorithm. To make a choice between
several algorithms will be easier on the basis of relevant information on the properties
of parallel algorithms.
Getting the necessary information about the internal parallelism, its structure, the
number of necessary processors, the execution time of the algorithm, density and
uniformity of the processor load and other characteristics of the parallel algorithm can
be performed by using the algorithm’s information graph. In the initial state algorithm’s
information graph usually takes position between the extremes of fully sequential and
fully parallel algorithms.
One of the problems to be solved is when parallelism depends on uniform loading
of processors, because if the main computations will go to only a portion of them the
advantage of parallelization will be reduced.
The best solution is to get parallel algorithm executed in the minimum time with
minimum number of processors.
Usage of matrices in studies of information graph is a natural and successful
solution due to existence of a large number of existing numerical methods of matrix
algebra with internal parallelism in these methods. The result of these studies is the
optimal parallel algorithm for converting the sequential algorithm for solving some
problem to its parallel version.
Below we provide methods of parallelization of sequential algorithms which are not
simply apply the matrix methods, they take into account the sparsity of information
graph matrix. It’s irrational to store and handle all elements of the information graph,
the majority of which are zero. The methods proposed below are not based on adjacency matrix or consecution matrix, but on their analogy – adjacency lists which:
• save memory;
• reduce the conversion time of the graph;
• has large supply of internal parallelism.
In information graph construction it is assumed that the execution time of any
computing operations is the same and equal to one conventional unit and the data
transfer between computing devices is performed instantaneously without any time
consuming.
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2 Related Work
All the research conducted since the 1980s in the ﬁeld of parallel computing software
can be attributed to the following main areas:
• development of parallel computing systems;
• parallel computations efﬁciency analysis for estimating the resulting acceleration of
computations and how effectively the computing equipment is used for parallel
methods of solving different problems;
• formation of general principles for the development of parallel algorithms for
solving complex computationally time-consuming tasks;
• construction and development of system software for parallel computing systems
(e.g. MPI (Message Passing Interface), the implementation of which allows to
develop parallel programs and, in addition, to signiﬁcantly reduce the severity of the
important problem of parallel programming – portability between different computing systems;
• construction and development of parallel algorithms for solving applied problems in
different areas of practical applications.
Most of the research was conducted earlier and is being conducted today in the latter
area. Here the number of works should be mentioned, for example, related to modeling
the calculation of electromagnetic radiation based on multi-core processors and clusters
of parallel architecture GPU using hybrid parallel algorithm with MPI-OpenMP and
MPI-CUDA [1]. Studies are under way in the ﬁeld of large data volumes in IoT
(Internet of Things), where traditional methods of compression and encryption are
neither competent nor effective. To solve such problems, a combined parallel algorithm
was developed «CZ algorithm», which can effectively compress and encrypt large data
[2]. Many studies of parallel algorithms are carried out in the ﬁeld of differential
equations [3] and systems of linear equations [4, 5]. Given the large amount of data and
the need to solve real-time problems, a number of approaches to parallelize algorithms
for ﬁnding the shortest path in a city road map is being developed [6].
Analysis of the scalability of parallel programs and computer systems began in
1967, when IBM employee Gene Amdahl (Gene Amdahl) published an article [7],
which later became a classic. The article did not show any mathematical formula which
describes the laws of development of parallel algorithms. Later, referring to Amdahl’s
ideas, such a formula was published and became known as Amdahl’s law [8]. Further
evaluation of the computing algorithms acceleration, resources utilization and computing systems performance have been obtained in many other studies [9–12].
The analysis of parallel computing efﬁciency, the effect of performance variability
on the accuracy and efﬁciency of the optimization algorithm, and the strategy for
minimizing the impact of this variability is given in [13].
In particular, the scalability of parallel algorithms is a vital problem, so different
techniques have been developed to overcome it such as processors load balancing
[14, 15] and reducing the number of synchronizations [16].
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An article [14] presents a parallel algorithm of creating and deleting data copies,
referred to as ghost copies, which localize neighborhood data for computation purposes
while minimizing inter-process communication.
The latest supercomputers [17] have signiﬁcantly increasing number of computing
nodes/cores, but many practical applications cannot achieve better performance on
more computing resources because enough parallelism in the applications has not been
explored.
In the ﬁeld of the formation of general principles for the development of parallel
algorithms studies on planning the execution of operations of the algorithm should be
mentioned.
Task Scheduling is one of the key elements in any distributed-memory machine,
and an efﬁcient algorithm can help reduce the inter-processor communication time [18,
19]. One of the flaws of these algorithms is their NP- completeness.
The problem of constructing a schedule for the parallel algorithm with optimal
execution time was highlighted in various studies since the 80s. Among the algorithms
there are some based on ﬁnding the maximum flow in the transport network; constructive (e.g. based on branch and bound, dynamic programming, greedy strategies),
iterative (e.g. genetic algorithms, simulated annealing algorithm) [20, 21].
Most of these algorithms complete a timing diagram by placing each task in it and
are used for a particular mathematical model of computing system. Using the same
approximate models could lead to the fact that the resulting timing diagram can’t be
implemented in the real computing system. In addition, most algorithms that are based
on ﬁnding the maximum flow in the transport network have a pseudopolynomial
complexity [22, 23].
A paper [24] addresses the problem of scheduling parallel programs represented as
directed acyclic task graphs for execution on distributed memory parallel architectures.
Because of the high communication overhead in existing parallel machines, a crucial
step in scheduling is task clustering, the process of coalescing ﬁne grain tasks into
single coarser ones so that the overall execution time is minimized. The task clustering
problem is NP-hard, even when the number of processors is unbounded and task
duplication is allowed. A simple greedy algorithm is presented for this problem which,
for a task graph with arbitrary granularity, produces a schedule whose make span is at
most twice optimal. Indeed, the quality of the schedule improves as the granularity of
the task graph becomes larger.
The issues of parallelization of individual fragments of algorithms, usually the most
difﬁcult to parallelize, are discussed in [25, 26].
The authors of [27] developed a genetic algorithm (GA) approach to the problem of
task scheduling for multiprocessor systems. This approach requires minimal problem
speciﬁc information and no problem speciﬁc operators or repair mechanisms.
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3 Schedule Construction Method Based on Adjacency Lists
In what follows we assume that:
• the response time is the same for all operations;
• the time required to transfer data between nodes equals zero;
• operation’s execution time is equal among all nodes.
These conditions are the restrictions imposed on the algorithm and the computational
system. In practice such algorithms and computer systems do not exist. But received
schedule allows to evaluate the possibility of parallelization process of given algorithm
and on the basis of the resulting schedules, you can get the new schedule without the
restrictions imposed.
Adjacency list is a set of pairs of adjacent vertices, composed according
to

 the rule:
if the vertex vi is following vertex vj then the pair could be written as vi ; vj . We will
call vi - initial vertex vj - ﬁnal vertex.
Schedule construction method:
1. For a given information graph construct the corresponding adjacency list ðV1 ; V2 Þ,
where V1 - the set of initial vertices of directed edges, V2 - the set of ﬁnal nodes.
2. Find the set V ¼ V1  V2 . Vertices that are included in this set will form a group of
vertices belonging to the same layer.
3. Remove from the adjacency list all pairs initial vertices of which coincide with
vertices from the V set.
4. If the list is not empty, then return to step 2. If the list does not have a single pair,
then the ﬁrst part of the method - splitting set of vertices into groups - is over.
Example: let’s check this method on information graph formed by a test program
(Fig. 1).

Fig. 1. Algorithm’s information graph created by a test program
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Adjacency list is shown below (Table 1):
Table 1. Corresponding adjacency list for information graph

In the last two pairs of adjacency list values of V2 are zeros because there are no
outgoing edges. Let’s ﬁnd the difference of initial and ﬁnal vertices sets
V ¼ V1  V2 ¼ f1; 2; 3; 4g. This group of vertices will be the ﬁrst layer of the information graph M1 ¼ f1; 2; 3; 4g.
Let’s delete from initial list all pairs ﬁrst elements of which are from M1 (Table 2):
Table 2. Corresponding adjacency list for information graph after M1 vertices removal
№ V1
1
5
2
5
3
6
4
7
5
8
6
9
7 10
8 11

V2
8
10
10
10
11
10
0
0

Again, let’s ﬁnd the difference of initial and ﬁnal vertices V ¼ V1  V2 ¼ f5; 6; 7; 9g.
This group of vertices second layer of information graph M2 ¼ f5; 6; 7; 9g.
Let’s remove all pairs with ﬁrst elements from M2 (Table 3):
Table 3. Corresponding adjacency list for information graph after M2 vertices removal
№ V1 V2
1
8 11
2 10 0
3 11 0
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After next difference of sets we get group M3 ¼ f8; 10g, after removing all pairs with
ﬁrst elements from M3 we get list containing only one pair from set V1 making the last
group M4 ¼ f11g.
Results of the test program written for this paper are presented below (Table 4):
Table 4. Test program results
Parameter
Value
Max number of processors 4
Max height
4
Input vertices
4
Max vertices
11

Groups
{1, 2, 3, 4}
{6, 7, 5, 9}
{10, 8}
{11}

We should notice that on the last step of the algorithm there could be more than one
row, but all pairs will have zeros in V2 .
Each group is a set of operations which could be executed separately. Schedule for
computing nodes can look like this:
Node
Node
Node
Node

1:
2:
3:
4:

1,
2,
3,
4,

6, 10, 11;
7, 8;
5;
9;

Nodes can be loaded non-uniformly.

4 Schedule Optimization by the Number of Computing Nodes
By knowing the graph’s height s it’s possible to calculate the number of required
processors – graph’s width:
d ¼ trunc

 n

ð1Þ

s

where n - number of graph’s vertices, function trunc(x)
P truncates
P number up to integer.
s

In this case calculations density should be P ¼
coefﬁcient is K ¼

Ts þ T p
Ts þ

Tp
N

¼

0þs
0 þ Ns

¼ N, efﬁciency - E

i¼1

Ni

s

¼

Ns
¼ KN ¼ NN

i¼1

ds

d

¼ 1. Acceleration

¼ 1.

But in real world these values are impossible to be achieved.
There is more: getting minimal values of s and d is desirable if doesn’t make
conflicts with capabilities of computing system. This nuance will be checked later.
Optimization method of obtained schedule by the number of computing nodes
considers uniform distribution of vertices into groups starting the last one.
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Optimization method of information graph by width:
1. Calculate value of theoretical minimal width d of information graph. Take the ﬁrst
group from the tail with the number of vertices lower than theoretical minimum
width of graph d. Mark it as Mi .
2. Create adjacency list for each vertex from group Mi1 : Vi1j ðV1  V2 Þ, where
j ¼ 1; k, k - number of vertices in group Mi1 .
3. Find intersection of sets: V ¼ Mi \ V2 . If for some vertex from Mi1 the intersection
is empty, then this vertex can be transferred in Mi . This process should be continued
until Mi . won’t reach theoretical minimum width of graph d.
4. If i [ 1. then go to step 1, else – the method is over.
Example, let’s take a look on the graph we used earlier (Fig. 2). Theoretical
minimum width of this graph from formula (1) is d ¼ 3.
Let’s make an adjacency list for vertices from 3-rd group. For vertex № 8
(Table 5):
Table 5. Adjacency list for vertex № 8
№ V1 V2
1 8 11

Then ﬁnd the intersection of sets M4 ¼ f11g and V2 ¼ f11g: V ¼ M4 \ V2 ¼ f11g.
Because that intersection is not empty we can’t move vertex № 8 from 3rd group to 4th.
Let’s make an adjacency list for vertex № 10 (Table 6):
Table 6. Adjacency list for vertex № 10
№ V1 V2
1 10 0

Then we ﬁnd an intersection of M4 ¼ f11g and V2 ¼ f10g: V ¼ M4 \ V2 ¼ f10g.
Intersection we found is empty and vertex № 10 can be transferred from 3rd group to
4th: M4 ¼ f11; 10g. In 3rd group there is one vertex left: M3 ¼ f8g.
After that let’s ﬁnd adjacency lists for 2nd group M2 ¼ f5; 6; 7; 9g and intersections
V ¼ M3 \ V2 (Tables 7, 8, 9 and 10):
Table 7. Adjacency list and intersection for vertex № 5
№ V1 V2 V ¼ M3 \ V2
1 5
8 {8, 10}  {8} = {8}
2 5 10
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Table 8. Adjacency list and intersection for vertex № 6
№ V1 V2 V ¼ M3 \ V2
1 6 10 {10}  {8} = {}
Table 9. Adjacency list and intersection for vertex № 7
№ V1 V2 V ¼ M3 \ V2
1 7 10 {10}  {8} = {}
Table 10. Adjacency list and intersection for vertex № 9
№ V1 V2 V ¼ M3 \ V2
1 9 10 {10}  {8} = {}

Intersection V ¼ M3 \ V2 is empty for vertices 6, 7 and 9. These vertices can be
transferred in 3rd group: M3 ¼ f8; 7; 9g. We transfer only two of them because we need
width d ¼ 3. In 2nd group there are two vertices left: M2 ¼ f5; 6g.
Let’s ﬁnd adjacency lists for 1st group M1 ¼ f1; 2; 3; 4g and intersections V ¼
M2 \ V2 (Tables 11, 12, 13 and 14):
Table 11. Adjacency list and intersection for vertex № 1
№ V1 V2 V ¼ M2 \ V2
1 1 6 {6, 7}  {5, 6} = {6}
2 1 7

Table 12. Adjacency list and intersection for vertex № 2
№ V1 V2 V ¼ M2 \ V2
1 2 5 {5, 9}x{5, 6} = {5}
2 2 9
Table 13. Adjacency list and intersection for vertex № 3
№ V1 V2 V ¼ M2 \ V2
1 3 9 {9}x{5, 6} = {}

Table 14. Adjacency list and intersection for vertex № 4
№ V1 V2 V ¼ M2 \ V2
1 4 6 {6}  {5, 6} = {6}
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We found only one vertex with empty intersection V ¼ M2 \ V2 . It’s vertex № 3. It can
be transferred from 1st group to 2nd: M2 ¼ f5; 6; 3g. There are three vertices left:
M1 ¼ f1; 2; 4g.
As a result we aligned all groups by the number of vertices d ¼ 3: M1 ¼ f1; 2; 4g,
M2 ¼ f5; 6; 3g, M3 ¼ f8; 7; 9g, M4 ¼ f11; 10g.
It should be noticed that if we transferred on second step vertices 7 and 9 from 3rd
group, then we could get another appropriate result like this (Table 15):
Table 15. Another achievable result when vertices 7 and 9 are transferred on step 2
Parameter
Value
Max number of processors 4
Max height
4
Input vertices
4
Max vertices
11

Groups
{4, 2, 3}
{9, 5, 1}
{8, 6, 7}
{11, 10}

As a result, we get only three active computing nodes instead of four.

5 Evaluation of Computing Resources Required
for Maximum Acceleration
This method allows to decrease algorithms width dramatically. But the question about
upper border of minimal graph width which could be easily achieved is still opened.
During optimization of graph by width moving vertices is allowed only from initial
vertices to ﬁnal, so after ending second part of the method we can calculate value of
minimal width taking into account the number of groups:
 Pn
d ¼ max1  k  m

di
s  kþ1



i¼ik

ð2Þ

where m is number of groups, ik is number of 1st vertex of group k.
Formula (2) is more practical method for evaluation of minimal graph’s width. If
outgoing vertex is single, then at least one group (the last one) will be consisted of only
one vertex. So the density of other layers will be higher. Same thing could be said
about initial vertices. So the calculation of upper border of minimal graph’s width
should be done with the number of outgoing vertices taken into account.
May Dinit ¼ d 0  ninit be the difference of graph’s width and the number of initial
vertices, where ninit - number of initial vertices. Dfinal ¼ d 0  nfinal where nfinal will be
the number of ﬁnal vertices, so:
1. Dinit [ 0; Dfinal [ 0. Density of other groups increases by:
D¼



Dinit þ Dfinal
g2
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Where g – number of groups we got after the ﬁrst part of the algorithm, so d 0 ¼ d 0 þ D.
2. Dinit [ 0; Dfinal \0. The number of ﬁnal vertices is bigger than minimal width.
Density of the last group can’t be reduced, so: d 0 ¼ nfinal .
3. Dinit \0; Dfinal [ 0. The number of initial vertices bigger than minimal width
Notice that the number of ﬁnal vertices has already been taken into account in
formula (2), so we can refuse from the last three cases leaving the upper border of
minimal width like this:
d0 ¼ d0 þ D

ð4Þ

where:
D¼

D

þ Dfinal
g2

init



; Dinit [ 0; Dfinal [ 0
0; otherwise

ð5Þ

Let’s use the number line to see the borders of minimal width (Fig. 2):

Fig. 2. Interval of practical minimal width of information graph

So after the ﬁrst part of the parallel algorithm’s optimization method by width we
can distinguish borders of graph’s minimal width. After the second part we can
measure the effectiveness of it. Also, in the second pa we can use practical value d 0
instead of theoretical d taking into account basic conditions of the task.

6 Comparison of the Method of Constructing a Schedule
with the Help of Lists of Adjacencies with the Method
Based on Matrices
One iteration of a cycle with a precondition in the algorithm for converting a sparse
matrix to a block diagonal form (BDF) can be represented by the following information
graph (Fig. 3).
The fragment of the adjacency matrix corresponding to this information graph is
shown in Fig. 4
In the information box (Fig. 3) it is also possible to select a block that is repeated.
When the matrix is converted to a block diagonal form, the size of 5  7 this fragment
will contain 41 vertices. For one iteration of the algorithm for transforming the matrix
to the BDF form, the adjacency matrix will be the size of 205  205. There are 290
non-zero elements in it. This is 6% of the total number of elements.
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Fig. 3. Information graph of the algorithm

Fig. 4. The adjacency matrix corresponding to information graph

When applying the method based on the adjacency lists, as a result there will be a
considerable saving of memory; a signiﬁcant increase in performance due to the fact
that iterative processing will not have 42025 elements, but only 580; The possibility of
using other data structures besides arrays in programming, for example, sets or lists.
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7 Conclusion
Complexity analysis of presented methods has shown that usage of adjacency lists is
more effective than usage of adjacency matrices. Notice that after the second part of the
algorithm the number of vertices in different groups sometimes won’t be equal, so it’s
necessary to make one step back to change the transferring vertex. It’s the main
problem of the information graph’s width optimization algorithm. Considered algorithms give the basis for the next optimization steps:
• by the number of computing devices;
• by the time of each operation [28];
• by the data throughput between computing nodes [29];
Also, considered methods can be used for database queries optimization [30].
Acknowledgments. The paper has been prepared within the scope of the state project “Initiative
scientiﬁc project” of the main part of the state plan of the Ministry of Education and Science of
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Abstract. Low power wide area (LPWA) technologies becomes popular
for IoT use cases because LPWA is enable the broad range communications and allows to transmit small amounts of information in a long
distance. Among LPWA technologies there are LTE-M, SigFox, LoRa,
Symphony Link, Ingenu RPMA, Weightless, and NB-IoT. Currently all
these technologies suﬀer from lack of documentation about deployment
recommendation, have non-investigated limitations that can aﬀect implementations and products using such technologies. This paper is focused
on the testing of LPWAN LoRa technology to learn how a LoRa network gets aﬀected by diﬀerent environmental attributes such as distance,
height and surrounding area by measuring the signal strength, signal to
noise ratio and any resulting packet loss. The series of experiments for
various use cases are conducted using a fully deployed LoRa network
made up of a gateway and sensor available through the public network.
The results will show the LoRa network limitation for such use cases
as forest, city, open space. These results allow to give the recommendation for companies during early analysis and design stages of network
life circle, and help to choose properly technology for deployment an IoT
application.

Keywords: IoT
Raspberry Pi

1

· LoRa · LPWAN · Transmission range · Arduino

Introduction

The interest and applications for Internet of Things has in recent years increased
signiﬁcantly. According to the forecast about IoT market from the global leaders
such as Juniper Research, Research Nester, Cisco, Ericsson, Gartner, in just
a couple of years tens of billions of diﬀerent kind of “things” are estimated
to be connected [1,2]. Most of these devices will be deployed in WAN (Wide
Area Network) solutions [3]. This introduce a demand for new communication
standards that targets the key features needed to deploy the technology in society
such as low power consumption and long range coverage. This led to the creation
of LPWANs (Low Power Wide Area Network) which is designed for low bit
c Springer Nature Switzerland AG 2018
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rate long range communication [4]. The goal is to replace devices that today
rely on cellular communications like GSM and 4G at a higher cost and power
consumption with new ones that adapt this low bit rate communication style to
provide battery lifetimes up towards 10 years while maintaining a communication
range up to 30 Km under optimal circumstances.
Due to the LPWA technology being new and not thoroughly ﬂeshed out
together with being accessible and completely open to the public this paper will
have a focus on measuring and evaluating one of these LPWAN technologies
LoRa and its communication protocol LoRaWAN. Currently, the research on
LoRa is very limited and mainly focused on how certain factors like temperature,
humidity and precipitation aﬀect the maximum range and battery life while the
research on how a LoRa network actually performs and the research in this ﬁeld
is limited mostly by simulations and theories.
In this work we provide further insight over how performance of a LoRa
network is aﬀected by placement by showing signal quality, signal-to-noise ratios
and packet loss in various environmental areas. By analyzing performance on
the end-devices and gateways we hope to bring some light over how such kinds
of systems should be set up to ﬁt diﬀerent use cases and also giving a hint to
whether the technology is feasible given a speciﬁc use case.

2
2.1

Wireless Technologies for IoT
LPWAN Technologies

Currently, in the world a great variation of technologies is used for the IoT where
each is made to ﬁt a certain domain. For “smart homes” it ﬁts Wi-Fi when
possible and Bluetooth when not. A relatively new candidate, however, used for
several home products is ZigBee which low-power and low-rang, it perfect ﬁts
for applications like home automation i.e. lighting, temperature, security and
sensors. As distance increases the possibilities of using such technologies gets
limited since both Wi-Fi and ZigBee are limited up to 100 m, so for products
that require a higher range the cellular networks like GSM up to 5G are used,
these however come at a heavy price in both licensing costs and battery lifetime
[5]. The interest in adding this missing piece in radio communication technologies
led to the creation of LPWANs. A comparison of the trade-oﬀs in range and data
rate for the various technologies can be seen on Fig. 1.
LPWAN or Low-Power Wide-Area Network is an umbrella term for technologies that focus on having very high power eﬃciency while maintaining a high
transmission range to meet this goal a sacriﬁce in data rate is made. The goal
of these technologies is to ﬁll the niche of products that require long battery
lifetime, have low duty cycles and require medium or long range [6]. Examples
of such products can be agriculture and industrial sensors, “smart cities” applications such as traﬃc, trashcan and parking sensors. There are several variants
of these LPWAN technologies such as LTE-M, SigFox, LoRa, Symphony Link,
Ingenu RPMA, Weightless W, N and P, and NB-IoT.
Common features of LPWAN technologies are summarized in Table 1.
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Table 1. High level comparison between diﬀerent technologies competing in the
LPWAN space.

Fig. 1. Data rate vs. range capacity of radio communication technologies.
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Lora is a technology based on open protocol but limited to Semtech’s chips.
It has low data rate that varies according to the SF and the bandwidth (27 kbps
with SF = 12 and 500 kHz channel or 50 kbps with FSK). The LoRa uses Chirp
Spread Spectrum (CSS) modulation when the signal is modulated by chirp pulses
to increase resilience against interference, Doppler eﬀect and multipath.
SigFox is not an open-protocol but one of the most developed. It is not limited
to particular chips and the vendors can produce chips with SigFox compatible
radios. SigFox is not cheap technology, it sells its network as a service. It is
extremely narrow band and provide up to 30 km range. It has daily messages
limit that depends on the contract you subscribed for. The maximum limit is
then 140 messages in UL with a payload up to 12 bytes and 4 messages in DL
with a payload of 8 bytes. These restrictions and business model shifted the
interest to LoRaWAN that is considered more ﬂexible and open.
LTE-M and NB-LTE (NB-IoT) from 3GPP group are part of LTE infrastructure. They use licensed spectrum and an LTE-based synchronous protocol
and provide optimal QoS at the expense of cost.
Ingenu technology is open standard based on Random Phase Multiple Access
(RPMA). It has high energy consumption that’s why is not so popular.
The Weightless standards has three types of protocols: Weightless-W,
Weight–less-N and Weightless-P. Weightless-W and Weightless-P have bidirectional communication. Weightless-N was developed to increase the transmission
range of Weightless-W, decrease data rate and reduce the power consumption.
Weightless-N operates in Ultra Narrow Band (UNB) 800–900 MHz and provides
only uplink communication.
2.2

LoRa and LoRaWAN

LoRa is a long-range wireless communications technology promoted by the LoRa
Alliance. It operates on the license free ISM bands and uses Chirp Spread Spectrum (CSS) radio modulation technique on physical layer, and a MAC layer protocol LoRaWAN. Depending on the frequency band the LoRaWAN duty cycle
can be 0.1%, 1% or 10% but recommended is less than 1%. Value of duty cycle
is considered as delay between the successive frames sent by the end node. If the
value is 1% the device will have to wait 100 times of the duration of the last
frame before sending again in the same channel. Last document [7] from LoRa
Alliance speciﬁes frequency and bandwidth parameters for diﬀerent regions over
the world. Also, document [8] describes all parameters required to the device
communication on physical and MAC levels, the formats of messaging, explains
how devices of diﬀerent types should operate.
The payload of each transmission can range from 2 to 255 octets, and the data
rate can reach up to 50 Kbps when channel aggregation is used. The maximum
data rate varies according to the SF and the bandwidth. The spreading factor
is a logarithm, in base 2, of the number of chirps per symbol, i.e. the number
of bits encoded into each symbol. And a symbol is an instantaneous change in
frequency. So, in an unique variation of frequency it is associated not only one bit,

v.davydov@hse.ru

120

A. Carlsson et al.

but more (e.g. in SF7 it is 7 bits). The chirp rate depends only on the bandwidth:
the chirp rate is proportional to the bandwidth (one chirp per second per Hertz
of bandwidth). Changing of spreading factor is a process in which we add more
information, redundancy, to obtain a better receive sensitivity. The relationship
between the data bit rate, sensitivity and chip rate for LoRa modulation can be
observed in Table 2.
Table 2. Spread factor speciﬁcation.
Mode

Equivalent bit rate (kbps) Sensitivity (dBm) Δ (dB)

FSK

1,2

−122

-

LoRa SF = 12 0,293

−137

+15

LoRa SF = 11 0,537

−134,5

+12,5

LoRa SF = 10 0,976

−132

+10

LoRa SF = 9

1757

−129

+7

LoRa SF = 8

3125

−126

+4

LoRa SF = 7

5468

−123

+1

LoRa SF = 6

9375

−118

−3

On the MAC layer LoRa uses the communication protocol LoRaWAN. So
again, using the WiFi analogy, if LoRa is the WiFi connection, LoRaWAN is
the IP protocol. It is intended primarily for wireless long battery time devices
and targets key points of the Internet of Things such as mobility, localization
and bi-directional communication. LoRaWAN [8] speciﬁes three diﬀerent types of
end-devices to address the various needs of applications. Class A is bi-directional,
Class B is bi-directional with scheduled receive slots and class C is bi-directional
with maximal receive slots. Last type has the maximum power consumption
because device is almost all time in open receiving mode.
LoRaWAN doesn’t support device-to-device communications, data can be
transmitted only in way device-to-gateway, or vice versa. Device-to-device communication could be set up through gateway communication. The architecture
of a LoRaWAN network is typically laid out in a star-of-stars topology where
gateways act like bridges relaying messages between the end-point devices and a
central network server. Devices in a LoraWAN network are remote objects that
can range from anything between a thermometer to a geolocation based tracking
system.

3

Related Work

According to [9] many of LPWAN technologies will have a share on the IoT market in the future as each of the technologies are more ﬁt for diﬀerent use cases
where some focus more on a higher battery lifetime while others on maximum

v.davydov@hse.ru

Measuring a LoRa Network: Performance, Possibilities and Limitations

121

range and throughput. A comparison is made for various possible implementations of LPWAN such as smart farming which heavily favors the LoRa and
Sigfox as they do not rely on cellular coverage while applications such as a terminal for retailers sale require low latency due to do not limit the number of
transactions, in such cases a Narrow Band implementation more attractive but
the power consumption is more.
The research of Centenaro in [10] describes how in 2009 led by the company
Sigfox there was a huge interest for a new wireless long range and lower bit-rate
technology compared to the commonly used GSM and 3G.
LPWAN technologies can suﬀer greatly at various environmental variables.
This is shown by Cattani in [11] in their studies of how variables such as weather
conditions, temperature, humidity aﬀect the performance of an LPWAN solution. For example, increasing the temperature by 10 ◦ C will reduce the RSSI by
1 dBm. The decrease in signal strength caused by temperature change could in
theory render a perfectly good LoRa link unusable.
This aspect is also mentioned by Wennerström [12] in their long-term study
of meteorological aﬀects where they show that in Uppsala, Sweden, the PRR can
ﬂuctuate more than 20% from day to night where a higher ﬂuctuation is present
during the dryer and hotter months June, July and August.
Another variable that can highly aﬀect PRR is oversaturation of the network
as there is a large risk for package collision when several devices transmit radio
signals in the same time. This is shown by Ferre [13] in his mathematical theory
and simulation of approximated packet loss. To avoid this congestion a speciﬁcation was created with recommendation to limit duty cycles up to 1% for the
EU bands that allows the device to transmit a signal for 1 time unit every 100
time units [14] .
Petäjäjärvi in the article [15] evaluates a LoRa network performance when
end-node devices are mobile which could be a potential use case. Their results
indicate that moving at speeds exceeding 40 km/h causes the communication
performance to deteriorate while speeds around 25 km/h the communication is
relatively reliable. They discuss that this behavior can be caused by the doppler
eﬀect and that lower SF values could be less aﬀected by it.
As LoRa networks are open for anyone to use and neighboring networks
introduce interference. Thiemo Voigh [16] investigates these interferences and
how they can be avoided using directional antenna or multiple gateways. First
method improves RSSI and at the same time reduces interference on the neighboring gateways. Deploying more gateways are economically irrational.
In the work [17] it was tested LoRa network but for particular gateway equipment of Cisco 910 industrial router. The authors evaluated the maximal throughput that a single device can obtain, network coverage and receiver sensitivity.
Their testing environment was limited by suburban area of Paris with dense
residential dwellings.
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Materials and Methods

To provide testing of the LoRa network performance the preparatory step of
literature study was conducted and represented in above section. Found discussions about technology limitations and the reasons behind them were ﬁgured out.
Furthermore, the company supported us in investigation had their own purpose
and were interested mostly on abilities of LoRaWAN in range up to 1 km. We
will try to adapt our test based on these limitations and reasons.
4.1

Case Study Topology

The ﬁrst stage of setting up any network is to ensure the necessary components
are conﬁgured correctly, this, in turn, will ensure the accuracy of the data collected during the investigation and analysis of the network. But as you will note
a LoRa network is not too complicated to setup and run as there are very few
components to conﬁgure.
The topology of the LoRa network used in this study consists of the end-node
device and gateway connected trough the public network to PC with analysing
and visualization tool for representing measurements (Fig. 2).
The end-node device and gateway are powered by portable power supplies.
The end-node device is conﬁgured to send a packet every 10 s on the 867.10–
868.50 MHz frequencies. The gateway receives and decodes the packet and the
forwarder software forwards the packet to LORIOT.io for presentation on a PC.
End-Node Device. In the real use case the end-node device collects data and
then send it to the gateway. In our case and for the sake of the experiments this
sensor just sends an array of chars.

Fig. 2. The topology of the LoRa network.
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The LoRaWAN node that we used is set up using the SX1272 LoRa Shield
by Semtech and an STMicroelectronics NUCLEO-L073RZ MCU Board. This
kit which can be seen in Fig. 2 uses the software I-CUBE-LRWAN provided by
ST [18] and the app available called “End-Node”. The software has support
for SX1276, SX1276 and SX1272 LoRa shields. The IDE Atollic for embedded
devices was used to edit the source-code to increase the duty cycle and mocking
sensor data, Atollic was also used to ﬂash the code onto the device.
Gateway. The gateway that we used is a “Wimod LoRa Lite Gateway” by
IMST and is intended for development and evaluation purposes. It consists of a
Raspberry Pi and a concentrator iC880A. The LoRa speciﬁc source code running
on the gateway is provided by the open-source github project LoRa-net [19]. As
the gateway is a commercial product it is pre-conﬁgured with the appropriate
settings upon delivery. The Raspberry Pi is running Raspbian OS and is preinstalled with the repositories “lora gateway” and “packet forwarder” contained
in the LoRa-net project.
All experiments were conducted using the following parameters for both enddevice and gateway:
–
–
–
–
–

Bandwidth: 867.1–868.5 Mhz
Channel size: 125 kHz
Spreading Factor (SF): variable = 7 to 12
Coding Rate: ﬁxed = 4/5
Transmitting Power: 14 dBm

4.2

Types of Experiments

The measurements are conducted in similar weather and temperature conditions.
All experiments are conducted during April in the timespan 11am–1pm. They
are also performed in sunny weather and in a temperature range of 16 ◦ C–20 ◦ C.
In all of the experiments the end-node device transmits a package with a
2 byte payload every 10 s with a transmitting power of 14 dBm. The spreading
factor can vary from SF7 to SF12. The SF value is chosen automatically based on
the time it takes for the gateway to acknowledge the packet. For all experiments,
except the gateway elevation, the experiment is done in two forms:
– with the antennas aligned that means both antennas are vertical,
– when the antennas are misaligned when one antenna is horizontal and pointing towards the other that is positioned vertically.
Open space. The equipment set up on a location where we have at least one
kilometer with a free line of sight. The gateway is stationary and end-node device
we move far and far away from the gateway, and on each 300 meters we do a
measurement. As soon as we lose a single data-packages in the transmissions
we decreased the step to 100 m. We then continue until either 0 packages are
received or we run out of space that still maintain free line of sight.
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Dense forest. In this test we ﬁnd a location where the terrain was relatively
ﬂat and with a dense vegetation. We then do the measurements starting at
300 m. The distance is increased by 100 m each step since we can expect the
signal to drop more drastically compared to open space experiment. Gateway is
stationary, end device gets moved further away on a straight line. Urban. In this
test we do our measurements inside of a city that has houses made of a variation
of materials that are located on the same height. We start our measurements at
150 m and increasing the range by another 150 m for each measurement while
maintaining the same increment of houses for each measurement.
Gateway elevation. For this test we place the gateway and end-node 400 m
apart from one another. We then elevate the gateway in steps of 10 m starting
at 0 while moving the gateway to maintain a 400 m distance between the two
making measurements each step. The device is partly stationary while the device
is continuously getting elevated.

5

Results

For the experiment in open space results are presented on Fig. 3. At 0 m distance
we see a clear diﬀerence in RSSI between the aligned and misaligned antennas
but no diﬀerence when it comes to SNR. As the distance increases this diﬀerence
gets smaller for RSSI and larger for SNR. After 900 m the ﬁrst package loss is
observed for the misaligned antenna. Aligned antenna however led to 0 packets
lost even at our maximum distance of 1100 m where we ran out of space.
These results show that even at a distance of +1100m we still have a strong
signal that only fades at a tiny rate if at all which could potentially last for
several more kilometers. In this scenario the LoRa technology is very suitable
and the limitation is primarily given by the speciﬁcation of LoRa itself namely
the trade-oﬀ between range and bandwidth.
In the dense forest the SNR starts to decrease after only 300 m and reaches
negative numbers on misaligned antennas at 400 m and for the aligned at 500 m
Fig. 4. This would indicate that this environment has a big impact on SNR and
by proxy on RSSI as well. SNR however doesn’t follow a similar structure as a
packet can seemingly be lost at an average of −5 dB while a packet with −13 dB
can be read without problem. The dense forest environment did not aﬀect the
connectivity of LoRa.
The urban city experiment shows more drastic drop in both RSSI and SNR
(Fig. 5) than in the previous experiments and it can be observed that the values
become lower at 150 m than that of the previous experiments at 300 m. For the
next distance measurement step to 300 m an extreme drop in signal quality can
be observed where the PRR for having the antennas aligned gets as low as 32%
while not a single packet can be read while having them misaligned.
While packets seemingly get lost due to poor signal quality the packets that
actually get through maintain a mean SNR value of −7.1 dB while for the experiment in the forest the value could reach as low as −13.6 dB without the packet
being lost. Gateway elevation improves the RSSI and gives a value of −75 dBm
at 20 m height, after this RSSI value is basically unchanged up to 40 m, the SNR
value however continues to rise although at a decaying rate.
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Fig. 3. Open space experiment results.

Fig. 4. Dense forest experiment results.

Height has as we expected a great impact on the performance to the point
where free line of sight and the fresnel zone is clear of obstacles is achieved from
that point on any further elevation might not be considered useful. Applying
this elevation to the forest and city that were previously tested would most likely
improve the performance greatly and allow for use cases that would otherwise be
considered impossible, i.e. large forest agriculture and city based solution that
span +1 km (Fig. 6).
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Fig. 5. Urban experiment results.

Fig. 6. Gateway elevation experiment results.

6

Conclusions and Future Work

The goal of this paper was to do a performance evaluation of a LoRa network
and analyse how the limitation set by the performance aﬀect various use cases.
In the open space the signal keeps a consistently good quality. In the forest
and city tests the quality is signiﬁcantly worse to the point that with our setup
in a city environment reaching distances above 350 m is impossible due to the
high amount of noise and quantity of dense materials. This problem can be
circumvented by elevating the gateway and/or device to the point that free line
of sight or close to it is achieved.
This means that large scale implementations deploying a gateway on a radio
tower to prevent obstructions would have no problems reaching distances of
+15 km. For implementations on a lower scale, problems can arise as barriers
in the form of houses, terrain and/or vegetation quickly add up and in most
cases limits the implementations range to a house or neighborhood. In some
cases, elevating the gateway could be impossible then the solution is to use
several gateways just like a normal telecommunication solution where a device
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can connect to any radio tower. Another factor is if the device is mobile as having
misaligned antennas leaves a large mark on the performance and there can more
than a 50% diﬀerence in PRR.
Regarding packet loss it appears that exceeding the threshold of −120 dBm
causes the packet to become corrupted, i.e. unreadable or lost completely. SNR,
however, seems to have less of an eﬀect as a packet is seemingly as readable at
−14 dB as it is at a positive value. This means that for most implementations it
is very important to have packet loss in regard when planning placement as the
RSSI can ﬂuctuate and as in most cases there are no retransmissions in LoRa
if the device is at the edge of the communication range the packet can be lost
forever. This can be very painful for a lot of use cases as the duty cycles are very
limited and the next transmission can be hours away.
For future investigation into this subject more case studies are needed, since
this one is limited in long term tests and conducted under similar weather conditions for all of the test cases. Furthermore, an extensive comparison to theoretical
and simulated results is needed to provide information about how the real-world
performance compares to a simulated one as there is always external variables
aﬀecting that is not otherwise accounted for.
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11. Cattani, M., Boano, C., Römer, K.: Experimental evaluation of the reliability of
LoRa long-range low-power wireless communication. J. Sens. Actuator Netw. 6(2),
7 (2017)
12. Wennerström, H. et al. : A long-term study of correlations between meteorological
conditions and 802.15.4 link performance. In: IEEE International Conference on
Sensing, Communications and Networking, pp. 221–229. IEEE, New Orleans, LA,
USA (2013)
13. Ferre, G.: Collision and packet loss analysis in a LoRaWAN network. In: 25th
European Signal Processing Conference, pp. 2586–2590. IEEE, Kos, Greece (2017)
14. European Commission ERC Recommendation 70–03. https://www.eﬁs.dk/
sitecontent.jsp?sitecontent=srd regulations. Last Accessed 29 May 2018

v.davydov@hse.ru

128

A. Carlsson et al.
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Abstract. Currently, the methods of identiﬁcation of devices of the
Internet of things are one of the main topics due to the increase in the
number of devices connected to the Internet. The use of a large number of heterogeneous physical and logical identiﬁers led to the fact that
there were instances of their falsiﬁcation, which threatens many vital
processes. This article describes the architectural network model of a
software and hardware complex for IoT device identiﬁcation. Using the
digital object architecture (DOA), it is possible to implement any of the
heterogeneous identiﬁers to create a unique IoT snapshot of the device
and store it with a unique global identiﬁer. The article presents a method
and developed the software-hardware system for enabling and facilitating
the use of DOA for Identify IoT-devices. It is also proposed to develop a
software and hardware complex for testing the identiﬁcation procedure
of “smart” devices using.
Keywords: DOA · Identiﬁcation
Counterfeit · Preﬁx · Suﬃx

1

· Internet of Things · Handle

Introduction

Today, the number of Things (devices) on the Internet is continuously growing
where it is expected that the number of connected devices will be in the range
of 50 billion with a market volume of a range of 7.5 trillion dollars by 2020
[5,6]. IoT is the communication paradigm that covers the connection and interaction among this growing number of devices in a smart way. The number of
IoT connected devices around the world raise exponentially. Figure 1 illustrates
the actual and the predicted number of IoT devices in billions from 2015 to 2025
with the market impact [7]. So the Internet of Things (IoT) is evolving faster.
Because of the growing traﬃc, there is a need to improve communication networks to maintain their operability to ensure a given Quality of Service (QoS) [5].
c Springer Nature Switzerland AG 2018
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This growing of devices entails some problems in the ﬁeld of telecommunications
[1]. However, the issues are not limited only to the physical capabilities of the networks, but they also aﬀect the sphere of security. As an array of standards-setting
organizations are strategically positioning themselves to address competition in
the IoT space, a previously obscure alternative has emerged from the annals
of 1990s-Internet Engineering Task Force (IETF) mailing lists [15]. One of the
ways to improve the security of the Internet of Things is the implementation
of DOA (Digital Object Architecture) systems, including identiﬁcation - DOI
(Digital Object Identiﬁer). With the help of this system, the user can uniquely
identify the object (IoT device) by receiving all the information in the network
about the object by the identiﬁer [6].

Fig. 1. Internet of Things (IoT) connected devices installed base worldwide from 2015
to 2025 (in billions) [9]

The article considers to develop and analyze the basic concept of identiﬁcation for IoT devices using Digital Object Identiﬁer from Digital Object Architecture depending on the network parameters [4]. The quality of services of the
route can be judged on the basis of various parameters: time of data delivery,
loss factor, throughput. Taking into account experience has proved that it is
possible to use DOA for Identiﬁcation objects in IoT, here in this work we will
consider the software-hardware system for IoT-devices identiﬁcation based on
Digital Object Architecture [6].

2

Overview and Related Works

Currently, some studies describe hardware Identiﬁers of the Internet of Things
by digital objects architecture as the basis for identifying IoT devices [3]. The
principle of product’s identiﬁcation is based on allocation and attachment of
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the particular IoT unit/tag to the particular product. There are various types of
IoT units/tags which can be used for combating counterfeiting, including passive
tags (RFID, NFC, and SAW) and active tags such as MCU and MPU. Every
product needs to be associated with IoT tag/unit which becomes a gate to the
product’s proﬁle that contains the detailed information about the product itself.
In this regards, a Universal Product’s Identiﬁer (UPI) needs to be assigned to
every IoT tag/unit mentioned above [11].
In general, the Universal Identiﬁcation System (UIS) should meet the following requirements:
– to be independent from the identiﬁed product/technology and should allow
to identify services, processes and entities;
– provide access to the product’s proﬁle which contains diﬀerent type of information about the product (e.g. shape/dimensions, picture, logo, SN, SW,
etc.);
– to have a secure mechanism for preventing cloning and duplication of the
used UPI.
In accordance with the above requirements, the IoT module which is used for
this particular case needs to provide the suitable security mechanism which guarantees the high level of security. In general, the IoT module should be based on at
least one of the following interfaces: IEEE 802.3, GPRS/EDG/3G,LTE, RFID,
NFC (QR code), IEEE 802.1, IEEE 802.15.1, IEEE 802.15.4, IEEE 802.15.6,
IEEE 802.16 and LPWAN (LoRa, Sigfox, NB-IoT).
Every technology indicated above has a particular technical feature (e.g. current deviation, power of transmitter, etc.) which is unique for this technology.
These features will be used for creating identiﬁcation mechanism/system for a
particular technology. The relevant parameters of IoT unit are called as “hardware identiﬁers” and may be stored in IoT as a kind of “Electronic Digital
Passport” of IoT [10].

3

Digital Object Architecture

The idea behind DOA was ﬁrst originated by a research group released by
National Research Initiatives (CNRI) in a project funded by the Defense
Advanced Research Projects Agency (DARPA) in 1993 [12]. DOA is a system
used for various purposes, generally for store and retrieve information for an
Internet based system. DOA is a system considering information and digital
material storing, accessing and managing. The digital object is information or
digital material that contains two main components; the data and the metadata.
The metadata consists mainly of the handle which is a global unique identiﬁer
for the digital object and may contain other ﬁelds that may come up for special
purposes [1].
A general structure of the DOA system and the process involved is illustrated
in Fig. 2. The ﬁrst part of the system is the originator, which is the user who
requests the service. The originator has a data and wants to form it in the shape
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of a digital object. For this purpose the originator communicate with handle
generator asking for a handle to form a digital object for his data. The handle
generator responds with a handle, which is a unique identiﬁer that is independent
of the logical or physical system [14]. The originator forms a digital object using
the received handle with the digital data, and then forwards the data to a certain
repository or a group of repositories [2,16].
A repository is a system used mainly for storing digital objects, services and
management information. It works based on a repository access protocol which
enables and manages the accessing and depositing mechanisms. The depositing mechanism is responsible for adding new digital objects and the accessing
mechanism is used to control and manage the availability and accessing a certain repository [8]. Each repository has a unique name and an IP address which
assigned by a local naming authority, which in contact with a global naming
authority. Repository may deﬁne some services and properties to facilitate managing and controlling the stored data. An example of these properties is the
record property, which allow collecting and gathering all data associated with
the same digital object [13,14].

Fig. 2. General structure for the DOA system

Once a digital object is stored in a repository, the repository name or IP
and the digital object’s handle are transmitted to the handle server’s system for
registration purposes up on the user demand and the nature of the information,
the originator can ask for the name of the repository and dedicated network or
even the group of repositories in case of the digital object is stored in multirepositories by sending the handle of the digital object to the handle servers
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system. The handle server’s system responds to the request by the name of the
repository where the user’s data is available [9].

4

Testbed for Identify IoT-Devices

The main goal of previous studies was to develop and analyze basic concept of
identiﬁcation for IoT devices using Digital Object Identiﬁer from Digital Object
Architecture. Implemented system was based on direct interaction between
the device that should be identiﬁed and handle-server via internet connection
(Fig. 3). This particular study is aimed to review the scenario when intermediate
veriﬁcation device is used.

Fig. 3. Basic structure of original system for device identiﬁcation based on DoA

Modiﬁed concept of identiﬁcation system consists of several components
(Fig. 4):
1. Handle-server, as the storage for information about device or object that
needs to be identiﬁed.
2. Internet as the main infrastructure.
3. Endpoint device (IoT device or any particular object).
4. Object veriﬁcation device for DoA system.
Considering diﬀerences between original and modiﬁed system, both Global
Handle Register and Local Handle Register are merged into one object: for experimental purposes there is an access provided to the DoA testing zone using preﬁx “11.test” for all the participants of this study, which allowed us to manage
personal identiﬁers in existing system. In perspective, it gives us an ability to
properly understand many diﬀerent characteristics of system on multiple layers.
Veriﬁcation device represents as both software and hardware system with
number of network interfaces, which allows to plug various devices in diﬀerent
ways: as using physical contact via NFC technology, as using any other network
interface such as Wi-Fi or Bluetooth via application level.
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Fig. 4. Basic structure of modiﬁed system for object identiﬁcation based on DoA

Endpoint device can be as Internet of Things module or even ordinary object,
which is not connected to the Internet, but there is a need to verify it in some
context.
Veriﬁcation process of object with Digital Object Identiﬁer proceed in four
steps:
1. Access veriﬁcation device using one of available interfaces. Accessing includes
process of sending a data structure, which consists of Digital Object Identiﬁer
and, what is most important, additional data, which determines if target
object is genuine. This data may be MAC address, Bluetooth address, unique
product ID or realization date of product;
2. Veriﬁcation device determines the right server to access and queries provided
suﬃx;
3. Handle-server answers with JSON-structure;
4. Veriﬁcation device compares required data ﬁelds from original object with
data from DoA system, making decision if original object is genuine or not
(also showing it on screen or sending result to original object);
These steps allows object to access only certain (genuine) DoA servers, which
are protected from direct access for ordinary users, thus hiding important data
about requested suﬃx. It also limits available ways to falsify objects with digital
identiﬁer and reduces load at endpoint device. Developed system in ﬁxed design
(as a stand) allows to properly demonstrate its speed and route of produced
traﬃc in real time.

5

Results of Experiments

A simple experiment was conducted to identify an IoT device and provide a user
friendly interface to read the device’s identiﬁer. For this purpose, we connect a
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NOR ﬂash memory (Atmel - AT26DF161 - SU) to the ESP32 board. The board
is considered as the IoT device that is target to be identiﬁed. The ﬂash memory is
used as a register for the identiﬁer. The ﬂash memory is connected to the ESP32
board and the identiﬁer is written to the memory using the operating system
of Mongoose OS. A computer based interface is provided to enable reading the
device identiﬁer as illustrated in Fig. 5. Once the device identiﬁer is extracted,
it can go through the DOA system and provide the data associated with the
identiﬁer.

Fig. 5. Mongoose OS Web Interface

Using veriﬁcation device as possible terminal for veriﬁcation purposes leads
us to make an experiment, which will deﬁne average time for system to access
DoA-server and provide status of veriﬁcation. Low-latency results could give us
an ability to use this architecture in many diﬀerent scenarios. Presented latency
time only includes network delay. Accessing veriﬁcation device using certain
technologies such as NFC or Bluetooth does create additional delays, but it is
not goal scenario for this particular study.
Delays were measured in two cases:
1. Using CNRI proxy server system, collection of web-servers that understand
the handle protocol. The system consists of four diﬀerent web servers that
placed in three diﬀerent geographic places.
2. Using main ITU server placed in Geneva.
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Presented table contains latency time for each server and average latency
based on ten experiments. Each request was performed using REST API, which
enables to handle requests in JSON format. Time intervals were captured using
Wireshark software.
Table 1. Results of measuring delay using diﬀerent handle-servers
Delay (ms)

1

2

3

4

5

6

7

8

9

10

Average

USA

140,2

240,4

141,7

132,0

130,6

126,6

126,0

129,9

128,0

130,5

142,6

Germany

97,6

43,6

44,4

77,6

46,4

45,9

46,2

46,5

44,4

44,8

53,7

Ireland

53,8

57,3

54,6

54,6

54,7

54,8

55,7

55,7

54,6

56,2

55,2

Geneva

80,4

93,0

91,5

88,7

94,9

95,8

89,8

76,7

80,8

82,6

87,4

As can be seen from Table 1, the best latency value is observed when communicating with a server located in Germany and the worst value with a server
located in the US. Based on these values, we can conclude that mobile edge
computing technologies are needed to minimize latency, which will be done in
the following articles.

6

Conclusions

According to the results of the study presented in the article, the following
conclusions can be drawn:
1. The method developed in this work will help and accelerate the use of DOA
for identiﬁcation IoT devices, because there is not yet a safe way for this
purpose.
2. When it comes to applying DOA to Industrial IoT, there are few if any signs
of DOA adoption by the private sector outside the original usage context
i.e. DOI. The IoT standardization process is extremely complex and diverse
at the moment. It faces the same challenges as many other standards which
combine aspects of both public and private goods.
3. According to the results of the experiment, the delay in requesting information
from the IoT device to GRL server in Geneva shows low values.
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Abstract. The increase in the volume of processed data and the requirements
for accuracy and speed of their processing has been observed in the world.
Therefore, the problem of ﬁnding effective methods for accelerating the execution of queries with the involvement of all possible software, mathematical
and hardware tools is becoming increasingly important. This article presents the
results of the authors’ research in the ﬁeld of creating parallel queries. These
results can be used in practice to implement relational queries and in theory to
improve the methods of parallelizing queries. In the article are considered
various ways of performance of a complex queries both in sequential, and in a
parallel type. It is proposed to use the theory of parallel computations for the
transformation of queries. The results of numerical experiments conﬁrming the
authors’ assumptions are presented at the end of the article.
Keywords: Database
Adjacency lists

 Query  Parallel computing  Information graph

1 Introduction
A large number of software projects from a variety of organizations actively use
database management systems (DBMS). The diversity of DBMS today is great, satisfying a wide range of data processing needs.
DB-Engines is an organization for collecting and presenting information about a
database of different paradigms (SQL, NoSQL, NewSQL). It publishes monthly results
of research on the popularity of DBMS. The research conducted by this organization
shows that despite the increasing popularity of NoSQl and NewSQL databases, the
majority of users in the world continue to use relational databases in practice [1].
Relational databases successfully work with their main tasks, namely:
•
•
•
•

storage of new records;
reading data;
data search;
protection of data from unauthorized use.
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However, with the growth of data volume, many relational databases begin to run
into a problem of low data reading speed.
The global solution was the change in the principle of storage and reading of data,
which led to the creation of a new generation of DBMS - NoSql. These DBMSs offer
storage of data as a collection of ﬁles, for example, in the JSON format. This approach
allowed to speed up the processing of queries even under the condition of high server
load. However, NoSql systems also have signiﬁcant drawbacks. First, based on the
speed of processing requests, these systems only partially make the ACID requirements. This means that NoSql databases can not provide the same reliability of work as
a relational database. Secondly, they have their own query language. And although it is
similar in syntax to sql, its introduction has several drawbacks, among which:
• variety of languages for each type of database, which inevitably forces the user of
the current NoSql system to learn a new language;
• lack of support for the operator “join”;
• in general, less capacity of languages than sql;
• lack of tools such as stored procedures.
In addition to SQL and NoSQL, there is also a NewSql database class. These are
databases that took new approaches to distributed systems from NoSql and left the
relational model of data representation and the language of SQL queries. These databases have emerged in the last decade, but are already intensively ﬁghting for users,
pushing away the good old SQL databases on the market, and slightly less old NoSql.
The important thing is that when considering the NewSql class, we are still forced to
consider relational models. So, the problem of optimizing queries and methods of
speeding up their execution using computer systems that allow parallel calculation for
NewSql are relevant to the same extent as for relational DBMSs.
This article presents the results of a query optimization study to a relational database by run-time by ﬁnding the optimal plan for their implementation on computational
systems that allow parallel computations. As examples, there are considered various
sql-queries and are presented the results of the analysis of their execution time at startup in the form of sequential and parallelized plans.

2 Related Works
Due to the fact that the timeliness and quality of information processing is the key to
the success of any organization, and the amount of information tend to continuously
increase, it is natural that various aspects of data flow management have been given a
lot of research since the appearance of the ﬁrst computer. So, the authors of [2] propose
a scalable method in the style of MapReduce, called ICBL, which reduces the execution time of queries in the neo4j database. The studies described in [3] are aimed at
solving the problem of continuous processing of queries in distributed environments.
The result of these studies are two algorithms that, through data analysis, allow to
reduce the amount of data for processing and thereby reduce the cost of communication
between database objects and the calculations. The emergence of mobile computing
technology provides the ability to access information at anytime and anywhere.
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However, since mobile computing environments have inherent characteristics such as
power consumption, storage volumes, communication costs and throughput, for mobile
computing efﬁcient query processing and minimal query response time are of particular
interest. The article [4] presents ways to optimize queries in mobile databases in two
main categories: query processing strategy and cache management strategy. The
authors of the article describe several methods for improving query performance by
transferring data to local user repositories.
A model for converting SQL queries into a structure of a query tree intended for
execution in a multiprocessor environment supporting a pipeline is proposed by the
authors of [5]. At the last stage of the query presentation at no additional cost, they
perform some elementary steps of query optimization and therefore the subsequent
optimization can be focused on more complex query improvements. All these constructions since the nineties scientists have tried to represent with the help of graphs, for
example, operator graphs [6], the graphs in which the nodes are the operators of
relational algebra [7] and others [8, 9].
To represent subqueries using graphs are used different approaches. In System R
[5], the query block is a tree node and is considered as the unit for which is selected the
optimized execution plan. However, the inner block must be analyzed before analyzing
the outer block containing the inner block as a subquery. It is shown that this leads to
low query performance [5].
A widely recognized effective tool for large-scale data analysis is the MapReduce
system. This system provides high performance through the use of parallelism between
processing nodes, providing a simple interface for applications at the top level. Some
vendors have improved their storage systems by integrating MapReduce into systems.
However, existing query-processing systems based on MapReduce, such as Hive, do
not give good results for traditional database systems. In [10] are described the query
optimization scheme based on MapReduce. In particular, the authors implement the
query optimizer in Hive, which is designed to create an effective query plan based on
the cost model.
Recently, intensive research has been carried out to optimize queries to graphic
databases [11, 12].
Thus, despite the variety and number of ongoing studies in the ﬁeld of improving
the process of obtaining data from various databases and creating query optimizers in
most relational databases, methods and software for the equivalent conversion of
queries to a form that is most effectively implemented on computational systems that
allow parallel execution of queries there are very small today and they are far from
perfect.

3 Formulation of the Problem
The input data is a query written in SQL and executed sequentially, call it the initial
query. The output data is the plan for executing the initial query on a parallel computing system.
The task is to develop a method that would allow analyzing the initial query and
creating a plan for its execution on a parallel computing system.
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The current article discusses plans for executing queries that have been created
manually. However, in the future it is supposed to develop and use the algorithm to
automatically create a query execution plan.
Then after successful execution of the parallel query plan, there should be obtained
disjoint sets of data S1–Sn (where n is the set of parallel branches of the plan). By
combining these sets S1–Sn, we obtain the initial set: S0 = S1 [ … [ Sn (Fig. 1)
A subquery of each parallel part of the plan should read its database piece, thus
eliminating the script of locking data for reading on systems that support this function.

4 Methods for Organizing Parallel Execution of Queries
The main goal of the research is to determine whether there will be an increase in
performance when there will be a parallel execution of several subqueries of the initial
query in comparison with the sequential execution of the initial query.
As a tested database was chosen MySql-database, which has the following architecture (Fig. 1):

Fig. 1. Schema of the database being tested

Tables are created on the InnoDB low-level subsystem.
The volume of tables is the following:
•
•
•
•
•

Table1:
Table2:
Table3:
Table4:
Table5:

565825;
565819;
318735;
565818;
318735.
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For testing, it was written a program in the language java. The interaction with the
database was organized by calling the program functions of the driver «jdbc». Parallelization of queries was done with the help of the basic threads represented in java as
objects of the class «Thread», which is part of the java SE.
The testing was conducted in two directions:
• testing of queries consisting of one or more constructs «Select», but aimed at a
signiﬁcant amount of data selected from the database;
• testing large sql-queries composed of a number of interrelated subqueries;
The results of testing are given in this article.
4.1

Parallel Execution of Queries Consisting of One or More Constructs
«Select»

Let there be given a set of SQL queries Q ¼ fQ1 ; Q2 ; . . .; Qn g. All queries Qi ; i ¼
1; 2; . . .; n consist of a single construction «Select» and refer to one table. One of the
schemes for the parallel execution of such requests is as follows:
• To each of queries Qi to put in correspondence a pair of queries Si1 ; Si2 . As a result,
it will be obtained set of subqueries S ¼ fS11 ; S12 ; S21 ; S22 ; . . .; Sn1 ; Sn2 g. The total
number of queries in the set S is m = n * 2.
• Perform consistent execution of pairs of subqueries S.
Subqueries Sij ði ¼ 1; 2; . . .; n; j ¼ 1; 2Þ are obtained from the query
Qi ði ¼ 1; 2; . . .; nÞ by introducing the condition «Where» in the queries Qi , which
indicates by what principle it is made the conditional division of the table into several
parts for processing. Schematically, this can be represented as follows (Fig. 2b)):

a)
Query:
Select fields
from table;

Table

b)

Table

Query:
Select fields
from table;

Fig. 2. (a) Scheme of the query execution to the whole table, (b) the execution scheme to the
parts of the table.
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In case (b) (Fig. 2), the condition «Where» speciﬁes the principle that all records of
a table can be uniquely divided into two roughly equal parts. For example: if the
original query is «Select * from Table» and there is a primary key of type “counter” in
the table, then this query can be divided into the following two subqueries:
Select  from Table where A \ ¼ Count=2;
Select  from Table where A [ Count=2;
where Count – number of records in Table, A - key ﬁeld-counter of Table.
For all methods in the program in the java language, each of the received subqueries in the code is initialized in a separate thread (the Thread object). After the
threads are formed, they are executed in a loop.
4.2

Parallel Execution of Complex Queries Consisting of Set
of Subqueries

Let there be given an SQL query Q that consists of a set of subqueries S ¼
fS1 ; S2 ; . . .; Sn g; n the number of subqueries. All subqueries Si ; i ¼ 1; 2; . . .; n consist
of a single construction «Select». The number of tables to which subquery S is
accessed in this context is not important. One of the schemes for the parallel execution
of such queries is as follows:
 0 0
0
0
• Divide the query Q into a set of subqueries S ¼ S1 ; S2 ; . . .; Sm ; m  n; m
0
number of subqueries S , each of which can be either equal to some query
Si ði ¼ 1; 2; . . .; nÞ or contain Si ði ¼ 1; 2; . . .; nÞ as a subquery;
0
• Schedule the execution of subqueries S , on a given number of compute nodes.
When a complex query Q is executed in parallel, as in the case of a simple query,
each subquery is executed in its thread in the Java application.
Notes:
• Both of the above options for parallel execution of simple and complex queries
involve the presence of synchronization points and aggregation of data.
• Both of the above options for parallel execution of simple and complex queries can
be combined to achieve the highest speed of query execution.

5 Testing
5.1

Testing Queries that Consist of One or More Constructions «Select»

To test the parallelization scheme for simple queries on the data it were selected the
following queries taking into account the database schema from Fig. 2:
(1) select * from Table2 where C2 >= any (select B5 from Table5);
(2) select * from Table2 where B2 not in (select B3 from Table3);
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(3) select Table2.A2, Table2.B2, Table2.C2 from Table2, Q5 where Table2.
A2 = Q5.A2 and Table2.B2 = Q5.B2;
(4) select Table2.A2, Table2.B2, Table2.C2 from Table2, (select W1.A2, W1.B2
from (select A2, B2 from Table2 where C2 >= all (select B5 from Table5)) as
W1, (select A2, B2 from Table2 where B2 not in (select B3 from Table3)) as W2
where W1.A2 = W2.A2 and W1.B2 = W2.B2) as W where Table2.A2 = W.A2
and Table2.B2 = W.B2;
(5) select * from Table2 where C2 >= all (select B5 from Table5) and B2 not in
(select B3 from Table3);
(6) select * from Table2;
In the course of this test, it were created the following views:
(1) Q3 = select A2, B2 from Table2 where C2 >= all (select B5 from Table5);
(2) Q4 = select A2, B2 from Table2 where B2 not in (select B3 from Table3);
(3) Q5 = select Q3.A2, A3.B2 from Q3, Q4 where Q3.A2 = A4.A2 and Q3.
B2 = Q4.B2.
Below is a diagram (Fig. 3) created by the results of this testing:

Fig. 3. The test results diagram, where the Y axis displays the execution time in milliseconds,
the X axis - the query numbers.

The diagram in Fig. 3 shows that the parallelized form is more efﬁcient for all
queries except for the 4th query. The parallel query 4 is slower than the initial query 4
because the subqueries S41 and S42 for query 4, referring to shared memory locations,
created conflicts, where:
S41 = select Table2.A2, Table2.B2, Table2.C2 from Table2, (select W1.A2, W1.
B2 from (select A2, B2 from Table2 where C2 >= all (select B5 from Table5)) as W1,
(select A2, B2 from Table2 where B2 not in (select B3 from Table3)) as W2 where W1.
A2 = W2.A2 and W1.B2 = W2.B2) as W where Table2.A2 <= 159368 and Table2.
A2 = W.A2 and Table2.B2 = W.B2.

v.davydov@hse.ru

The Application of Graph Theory and Adjacency Lists

145

S42 = select Table2.A2, Table2.B2, Table2.C2 from Table2, (select W1.A2, W1.
B2 from (select A2, B2 from Table2 where C2 >= all (select B5 from Table5)) as W1,
(select A2, B2 from Table2 where B2 not in (select B3 from Table3)) as W2 where W1.
A2 = W2.A2 and W1.B2 = W2.B2) as W where Table2.A2 > 159368 and Table2.
A2 = W.A2 and Table2.B2 = W.B2.
5.2

Testing Complex Queries Consisting of Set of Subqueries

Testing the scheme for parallelizing complex queries occurred on the basis of a query:
Q ¼ S1 [ S2 [ . . .Sn
where n = 29, S ¼ fS1 ; S2 ; . . .; Sn g is the collection of subqueries:
S1: Select a5 From Table5 Where f5 >=value;
S2: Select a4 From Table4 Where a4 <> b4;
S3: Select * From Table4, Table5 where a4 = a5 and a5 in S1 and a4 in S2;
S4: Select a5 From Table5 Where value1 <=b5 and b5 <= value2;
S5: Select a4 From Table4 Where d4 >= (Select avg(f5) From Table5);
S5’ Select avg(f5) From Table5;
S6: Select * From Table4, Table5 Where a4 = a5 and a4 in S5 and a5 in S4;
S7: Select * From Table1 Where c1 like ‘*a*’;
S8: Select * From Table2, S7 Where a1 = a2 and c2 >= (Select min(d1) From
Table1);
S9: Select min(d1) From Table1;
S10: Select * From Table3, S8 Where a1 = a3;
S11: Select * From Table1 Where c1 like ‘*v*’;
S12: Select * From Table3 Where c3 like ‘*v*’;
S13: Select a1 as a13 From S11, S12 Where a1 = a3;
S14: Select * From S13;
S15: Select * From S10 Where a1 not in S14;
S16: Select a3 as a17 From Table3, Table4 Where d3 = d4 and a3 <=d3;
S16’: Select a17 From S16;
S17: Select a5 From S6;
S18: Select * From S3 Where a5 not in S17;
S19: S20 Union S21;
S20: Select avg(d1) as d11 From Table1;
S21: Select avg(c2) as d11 From Table2;
S22: Select * From S15 Where (d1 + c2) >=all(S23);
S23: Select max(d11) From S19;
S24: Select * From S15 Where a1 in S25 and a1 in S16’;
S25: Select a17 From S10;
S26: Select * From S24, S18 Where d4 = d5;
S27: Select avg(a17)*2 as a18 From S17;
S28: Select * From S22 Where a3 <= S27
S29: Select a4, b4, d4, a5, b5, e5, f5, S26.a3, S26.b3, S26.c3, S26.d3, S26.a2, S26.
b2, S26.c2, S26.a1, S26.b1, S26.c1, S26.d1 From S26, S28 Where S28.a3 = S26.a3;
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To parallelize the Q query, it was selected the schedule:
1. Selection of the set of subqueries S1 ; S2 ; . . .; Sn ;
2. Run each subquery Si in its thread;
3. Collecting the results.
The difﬁculty is that it is not possible to analyze such a number of queries
manually.
5.3

Automatic Parallelization of Queries

The solution of this problem is the application of graph theory. Construct a dependency
graph from the data between the subqueries Si ði ¼ 1; 2; . . .; nÞ (Fig. 4).

Fig. 4. Graph of dependencies between subqueries Si ði ¼ 1; 2; . . .; nÞ

Apply to this graph the method of parallelization based on the adjacency lists [13].
As a result, we get the following schedule for the subqueries Si ði ¼ 1; 2; . . .; nÞ(Fig. 5):

Fig. 5. Schedule of queries execution
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After each stage of parallel execution ti ; i ¼ 0; 1; . . .; 5 except the last one, it is
necessary to apply the functions for combining results.
Below is a diagram (Fig. 6), constructed from the results of testing a complex query Q:

Fig. 6. The graph of test results, where the Y axis displays the execution time in milliseconds,
the X axis - the type of query.

The diagram in Fig. 6 shows that the parallel query is more efﬁcient than the
sequential query. The fact that a query parallel to the application of graph theory and
parallel computation methods is more efﬁcient is for this experiment an accident. In the
theory of parallel computing, there are other methods that allow to optimize parallel
algorithms for various parameters (time, computational density, the amount of interprocessor data transfers, the amount of computing resources). And the application of
these methods will give a more effective result on the speed of query execution. The
purpose of our article was to demonstrate the necessity and possibility of applying such
methods to queries in databases. As an experiment, it was selected the query that has a
large number of subqueries, so that it can be seen the effectiveness of parallelization
techniques.

6 Conclusion
Testing the methods of parallelizing queries to databases as a result of most tests
showed a positive result. Analysis of the speed of query execution showed:
(1) Necessity of application for parallelization of queries to databases of two
approaches known in the theory of parallel computations as data parallelism and
task parallelism.
(2) Ability to apply methods to databases from the theory of parallel computing for
parallelizing queries. Moreover, for the most part, these methods are much easier
to apply to queries in databases than to algorithms in classical programming. This
is due to the following factors:
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• smaller number of SQL constructs than the number of constructs in the
classical programming languages;
• smaller size of the code of the query;
• less complexity of query structure;
• more accurate estimate of the temporal complexity of SQL operations due to
the availability of a mechanism for collecting statistics in most modern
DBMSs
(3) The need to modify (or adapt) the methods of the theory of parallel computing for
direct application in queries to databases. If we look at the last test (Fig. 6), we see
that for fully automatic creation of the schedule and automatic conversion of the
query code into this schedule, it is necessary to add additional vertices to the
graph that will correspond to the points of aggregation of results after the series of
previous parallel subqueries. And this, in turn, adds edges and complicates the
graph.
(4) When applying the ﬁrst approach (data parallelism), it is necessary to take into
account that not all operations «Select» allow such an approach. So, obviously, if
the operator «Select» looks like this:
Select  from table where field [ value;
then the application of the ﬁrst approach is possible in this way:
Create view V1 as select  from table where field [ value and key\ ¼ count=2;
Create view V2 as select  from table where field [ value and key [ count=2;
Then, to combine the results, it is necessary to execute the command:
Select  from V1 union select  from V2;
It is possible to apply the approach to data parallelization and in the case when in
the operation «Select» there are aggregate functions «count», «min», «sum», «max».
In order to select the values and combine the results in this case, it is necessary to
execute the commands:
Create view V1 as select maxðfield Þ as M from table where field [ value and key \ ¼ count=2;
Create view V2 as select maxðfield Þ as M from table where field [ value and key [ count=2;
Select maxðM Þ from select M V1 union select M from V2;

But, the application of the approach to data parallelization is impossible if the
construction «Select» has, for example, the function of aggregation «avg».
All these situations should be analyzed at the query parallelization. As a result, in
the subquery dependency graph, one more parameter or vertex type can be added,
indicating the divisibility or indivisibility of tables when performing operations corresponding to the vertices.
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It must also be taken into account that the query graph will increase signiﬁcantly in
the number of vertices and edges when these two approaches are combined. But, this is
justiﬁed, because it gives the researcher a mechanism that allows to evaluate existing
queries and optimize them if necessary.
In the end, it should also be noted that the application of these methods is possible
for queries of other types of databases, ﬁrst of all this applies to NewSql databases,
secondly to NoSql. For example, a query to a collection in MongoDB also often
consists of subqueries. And the same graph can be constructed and the same methods
can be applied to it.
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Abstract. The way to increase spectral efﬁciency without signiﬁcant energy
losses by using optimal signals is considered. SDR (software-deﬁned radio)
platform is proposed as transceiver prototype. Improvement of its performance
may be achieved due to decreasing the number of digits after decimal point and
the number of expansion coefﬁcients, which deﬁne representation of signals. We
used various forms of optimal signals obtained for different restrictions on outof-band emissions, symbol rate and BER (bit error rate) performance. The
influence of the number of digits after decimal point on spectral and energy
efﬁciency of optimal signals is considered. The necessary accuracy of representation providing maximal spectral efﬁciency is found for different cases.
Keywords: Optimal signals  Accuracy  Energy efﬁciency
Spectral efﬁciency  Out-of-band emissions  Optimization problem
SDR-platform

1 Introduction
We can observe active development of next-generation wireless networks (5G).
Numerous studies on 5G networks are actively conducted to improve efﬁciency [1–3].
Many scientiﬁc groups are concentrated at tendencies to increase the spectral efﬁciency
in conditions of limited frequency bandwidth [4–7]. Spectral efﬁciency is calculated as
R/DF, where R is symbol rate, DF – occupied frequency bandwidth. So there are
different ways to increase value R/DF: increase R or reduce DF. Increasing symbol rate
is known as Faster-than-Nyquist (FTN) signals [8, 9]. Reducing DF can be done by
application of optimal signals [4, 6, 10] and by increasing duration of signals. Our
approach consists of joint using of optimal signals with increased duration and
increasing symbol rate [10–12].
The ﬁnite random sequence of N single optimal signals sopt(t) with duration Ts =
LT and energy n 2Eopt may be written as follows:
yð t Þ ¼ n

N=2
qﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ X
Eopt =Ts
cn sopt ðt  nnT Þ;
n¼N=2
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where coefﬁcient n deﬁnes a symbol rate. This coefﬁcient also is used to keep the
average power of random sequence y(t) constant. If we use the binary alphabet, the
symbol rate is equal to a bit rate.
Forms of signals sopt(t) for different restrictions on out-of-band emissions, symbol
rate, BER performance may be obtained by solving corresponding optimization
problem. So we can control all time and spectral characteristics of signals. Application
of optimal signals [10–12] allows increasing the symbol rate of data transmission
without signiﬁcant energy losses in BER performance (no more than 0.5 dB) [10, 12].
Next step is to develop the algorithm of formation and processing at the reception.
We are planning to use SDR-platform HackRF One [13] to construct prototypes of
transceivers. Performance of this SDR-platform is limited. Therefore, we must search
ways to simplify algorithms and to increase performance.
Note, that we use limited Fourier series to present optimal signals. Initially the
number of signiﬁcant digits after the decimal point q is not limited and equal to 15. So
we must use arithmetic of large numbers when going to integers. If we decrease the
number of signiﬁcant digits, resulting performance will improve.
In this article, it is proposed to consider the influence of the number of expansion
coefﬁcients and signiﬁcant digits on optimal signals with increased duration.

2 Optimization Criteria of Signal Form
An optimality criterion of the signal form is based on the choice of ﬁxed reduction rate of
out-of-band emissions. The optimization task may be written in the form of linear functional J minimization [10] for signal sopt(t) with duration Ts and symbol rate R = 1/nT:


Z
arg min ðJÞ ; J ¼
sopt ðtÞ

þ1

1

Z

gð f Þ

þ1
1

2

sopt ðtÞ expðj2pftÞdt df ;

ð2Þ

where g(f) = f 2p (p = 1, 2, …) is a weighing function. Choosing g(f) form determines
reduction rate of out-of-band emissions.
Restriction on BER performance may be converted to restriction on correlation
coefﬁcient between two optimal signals on different time positions [10–12]:
8
9
< LT=2
=
Z
max
sopt ðtÞsopt ðt  nnT Þdt \K0 :
ð3Þ
;
n¼1...bL=nc:
ðL2nÞT=2
We have not found analytical solutions of this optimization problem for arbitrary
values of Ts, R and K0. So we switched to numerical solutions. To solve this optimization task numerically we used presentation of sopt(t) in terms of limited Fourier
series (m is a number of expansion coefﬁcients).
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m1
sopt0 X
2p
kt 
þ
soptk cos
T
2
k¼1

ð4Þ

sopt ðtÞ ¼

Then the original optimization task (2) can be transformed into the task of searching for
expansion coefﬁcients fsk gm
k¼1 , which minimize the function of several variables [10–12]:
Xm


m
m
min
J
s
ð2pk=Ts Þ2n s2k 
;
J
s
¼
T
f
g
f
g
=2
k
k
s
k¼1
k¼1
m
k¼1

fsk gk¼1

ð5Þ

The value of m is determined by the accuracy of representation sopt(t) and complexity
of solution (5) caused by an ill-conditioned task. Target functional has a ravine-type
shape, i.e. rises sharply along one direction and changes slightly along the other. It is
taken into account in this work, therefore, the chosen values of m provide necessary
accuracy of sopt(t).
When sopt(t) is obtained, energy spectrum |S(f)|2 of random sequence of signals
(1) may be calculated. For statistically independent modulation symbols it is deﬁned in
the area of positive frequencies by function sopt(t) and constant value Z [14, 15]:
2


 ZTs =2


n
2 o
1


2
m1 Sj ðf Þ ¼ ðZ=Ts Þ
sopt ðtÞ expðj2pftÞdt ;
jSð f Þj ¼ lim
N!1 NTs



Ts =2

ð6Þ

where value Z depends on signal constellation, Sj(f) – spectrum of random sequence of
signals (1), m1{ } – mathematical expectation.

3 Results and Discussion
As sopt(t) we will use results, presented in [10–12] and obtained for next conditions:
p = 2, n = 0.5, K0 = 0.01. We can apply these solutions without loss of generality.
Envelopes for Ts = 6T and Ts = 16T and corresponding energy spectra are presented on
Figs. 1 and 2.
Our aim is to reduce the number of coefﬁcients m. So let us consider the Euclid
distance dm,m–1 between envelopes formed with the use of m and m – 1 coefﬁcients for
different m. Firstly we should solve the optimization task for rather high value of
m. Then array a is truncated by removing its last value, so we can obtain a new
envelope. The Euclid distance between current envelope and previous one is calculated.
Here we used m = 27 as the initial value and got some interesting results (Fig. 3). We
can accept that dm,m–1 must be no more than 10−3. The minimal values of m providing
such dm,m–1 are presented in Table 1.
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(a)

(b)

Fig. 1. Envelope (a) of optimal signal Ts = 6T and corresponding energy spectrum (b).

(a)

(b)

Fig. 2. Envelope (a) of optimal signal Ts = 16T and corresponding energy spectrum (b).
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(a)

(b)

Fig. 3. dm,m–1 vs m: (a) Ts = 2T…8T, (b) Ts = 10T…16T.
Table 1. The minimal values of m providing dm,m–1  10−3.
m
9
10
10
10
18
18
18
24

Ts
2T
4T
6T
8T
10T
12T
14T
16T

Table 2. Expansion coefﬁcients fsk gm
k¼1 for Ts = 6T.
sopt0
sopt1
sopt2
sopt3
sopt4
sopt5
sopt6
sopt7
sopt8
sopt9

sopt(t)
0.230754291462361
0.243020058615220
0.230277121912867
0.244036419329030
0.227953096881105
0.248713526443278
0.145222271533744
–0.011250298505672
0.005690067650762
–0.000000003319436

sopt(3)(t)
0.231
0.243
0.230
0.244
0.228
0.249
0.145
–0.011
0.006
0
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sopt(2)(t)
0.23
0.24
0.23
0.24
0.23
0.25
0.15
–0.01
0.01
0

sopt(1)(t)
0.2
0.2
0.2
0.2
0.2
0.3
0.2
0
0
0
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Table 3. Expansion coefﬁcients fsk gm
k¼1 for Ts = 16T.
sopt0
sopt1
sopt2
sopt3
sopt4
sopt5
sopt6
sopt7
sopt8
sopt9
sopt10
sopt11
sopt12
sopt13
sopt14
sopt15
sopt16
sopt17
sopt18
sopt19
sopt20
sopt21
sopt22
sopt23

sopt(t)
0.083853277988335
0.092820789366586
0.086660852336211
0.089305327068671
0.088724099541282
0.089673438318048
0.087122794017252
0.090517166551378
0.087930707754474
0.088876406957491
0.088759244911348
0.089758708389713
0.087068587535874
0.090319412489984
0.088453068901215
0.088242284193880
0.052464281626184
–0.003487694515916
0.001815455034236
–0.001160625678960
0.000862815650940
–0.000661057279843
0.000486939765318
–0.000380730842321

sopt(3)(t)
0.084
0.093
0.087
0.089
0.089
0.090
0.087
0.091
0.088
0.089
0.089
0.090
0.087
0.090
0.088
0.088
0.052
–0.003
0.002
–0.001
0.001
–0.001
0
0

sopt(2)(t)
0.08
0.09
0.09
0.09
0.09
0.09
0.09
0.09
0.09
0.09
0.09
0.09
0.09
0.09
0.09
0.09
0.05
0
0
0
0
0
0
0

sopt(1)(t)
0.1
0.1
0.1
0.1
0.1
0.1
0.1
0.1
0.1
0.1
0.1
0.1
0.1
0.1
0.1
0.1
0.1
0
0
0
0
0
0
0

The next step is choosing the envelope with m deﬁned in Table 1 and rounding the
expansion coefﬁcients upwards to fewer digits after decimal point. We decided to
investigate the results with no more than three digits after decimal point. The expansion
coefﬁcients for Ts = 6T and Ts = 16T are presented in Tables 2 and 3 respectively.
To estimate energy and spectral efﬁciency simulation model was developed in
Matlab (Fig. 4). The input data for this model are optimal envelope form sopt(t), its
duration, transmission rate R and signal-to-noise ratio E/N0. When simulation parameters are initialized, the model forms the random sequence of signals by generating
random information bits and using BPSK modulation in the block “modulator”. After
this step, energy spectrum of random sequence of signals (1) may be calculated by
averaging on various realizations. Here we used N = 1000 modulation symbols and
200 averages. As a result, we can compute spectral efﬁciency R/DF knowing DF for
different level of energy spectra.
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R = 1/ξT
Signal-to-noise
ratio
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Initialization of
the simulation
parameters

Generation of
random information
bits

Calculation of BER
performance

Received
information bits

Modulator
Demodulator
(coherent detection
bit-by-bit algorithm)
ΔF

Calculation
of |S(f)|2

Channel (AWGN)

Fig. 4. Block diagram of simulation model.

Another branch of the model includes calculation of BER performance of the
random sequence of signals gone through additive white Gaussian noise (AWGN)
channel. The block “demodulator” is based on the coherent bit-by-bit detection algorithm, which is simple in realization and provides minimal delay for signal processing.
At least 106 information bits were transmitted to check BER performance at each
signal-to-noise ratio value. The output of this branch is energy efﬁciency deﬁned as the
value of signal-to-noise ratio E/N0 providing error probability per = 10−3.
Now we should take into account the dependency of energy efﬁciency on spectral
efﬁciency. Figure 5 shows these relationships for different Ts. The results may be
divided into four groups.
The ﬁrst group includes Ts = 10T, 12T with maximal spectral efﬁciency provided
by q = 15 (Fig. 5a). We decided to estimate spectral efﬁciency relatively to the results
with q = 15 and energy losses relatively to the theoretical BER performance. Then the
loss in spectral efﬁciency for q = 3 is about 12% for Ts = 10T and 3.5% for
Ts = 12T. Though it is possible in this case to reduce energy losses to the value
0.19 dB for Ts = 10T and 0.26 dB for Ts = 12T.
The second group includes Ts = 4T, 14T with maximal spectral efﬁciency provided
by q = 3 (Fig. 5b). The energy losses for q = 3 vary from 0.19 dB to 0.43 dB for
Ts = 4T and 14T correspondingly while the gain in spectral efﬁciency changes from
5.2% to 9.7%.
The third group is composed of Ts = 2T, 16T with maximal spectral efﬁciency
provided by q = 2 (Fig. 5c). The energy losses for q = 2 are 1.33 dB for Ts = 2T and
0.36 dB for Ts = 16T while spectral efﬁciency increases by 36% for Ts = 2T and by
34% for Ts = 16T.
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(a)

(b)

(c)

(d)

Fig. 5. E/N0 vs R/ΔF: (a) Ts = 10T, 12T, (b) Ts = 4T, 14T, (c) Ts = 2T, 16T, (d) Ts = 6T, 8T.

The fourth group unites results with maximal spectral efﬁciency provided by q = 1
(Ts = 6T, 8T, Fig. 5d). Let us start with Ts = 6T. Increasing spectral efﬁciency by using
q = 1 reaches 12.3% relatively to the spectral efﬁciency of q = 15, but energy losses
relatively to the theoretical BER performance are huge (19.3 dB). Using q = 3 allows
to reduce energy losses to the value 0.33 dB. However, in this case the increase in
spectral efﬁciency is just 0.65%.
For Ts = 8T the situation is almost the same. If we use q = 1, we can increase
spectral efﬁciency by 25% comparing to q = 15 with energy losses relatively to the
theoretical BER performance 0.73 dB. If we use q = 3, energy losses are reduced to the
value 0.13 dB, but spectral efﬁciency increases just by 1.2%.
So we showed the possibility of reducing the number of coefﬁcients and number of
signiﬁcant digits. These results will be applied in the next projects about realization of
modem based on spectrally efﬁcient signals.
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The results of the work were obtained using computational resources of Peter the
Great Saint-Petersburg Polytechnic University Supercomputing Center (http://www.
scc.spbstu.ru).
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Abstract. This paper deals with the problem of massive random access
for Gaussian multiple access channel (MAC). We continue to investigate
the coding scheme for Gaussian MAC proposed by A. Vem et al. in 2017.
The proposed scheme consists of four parts: (i) the data transmission is
partitioned into time slots; (ii) the data, transmitted in each slot, is
split into two parts, the first one set an interleaver of the low-density
parity-check (LDPC) type code and is encoded by spreading sequence or
codewords that are designed to be decoded by compressed sensing type
decoding; (iii) the another part of transmitted data is encoded by LDPC
type code and decoded using a joint message passing decoding algorithm
designed for the T-user binary input Gaussian MAC; (iv) users repeat
their codeword in multiple slots. In this paper we are concentrated on
the third part of considered scheme. We generalized the PEXIT charts
to optimize the protograph of LDPC code for Gaussian MAC. The simulation results, obtained at the end of the paper, were analyzed and
compared with obtained theoretical bounds and thresholds. Obtained
simulation results shows that proposed LDPC code constructions have
better performance under joint decoding algorithm over Gaussian MAC
than LDPC codes considered by A. Vem et al. in 2017, that leads to the
better performance of overall transmission system.
Keywords: NOMA · Gaussian MAC
LDPC code · PEXIT charts

1

· Massive random-access

Introduction

Current wireless networks are designed with the goal of servicing human users.
Next generation of wireless networks is facing a new challenge in the form of
machine-type communication: billions of new devices (dozens per person) with
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dramatically diﬀerent traﬃc patterns are expected to go live in the next decade.
The main challenges are associated with: (a) huge number of autonomous devices
connected to one access point, (b) low energy consumption, (c) short data packets. This problem has attracted attention (3GPP and 5G-PPP) under the name
of mMTC (massive machine-type communication).
There are K  1 users, of which only T have data to send in each time
instant. A base station (BS) sends periodic beacons, announcing frame boundaries, so that the uplink (user-to-BS) communication proceeds in a framesynchronized fashion. Length of each frame is n. Each active user has k bits
that it intends to transmit during a frame, where a typical value is k ≈ 100 bit.
The main goal is to minimize the energy-per-bit spent by each of the users. We
are interested in grant-free access (5G terminology). That is, active users transmit their data, without any prior communication with the BS (without resource
requests). We will focus on the Gaussian multiple-access channel (GMAC) with
equal-power users, i.e.
T

x(t) + z,
y=
t=1


where z ∼ N (0, N0 /2 = σ 2 ) and E |x(i) |2 ≤ P .
This paper deals with construction of low-complexity random coding schemes
for GMAC (indeed we restrict our consideration to the case of binary input
GMAC). Let us emphasize the main diﬀerence from the classical setting. Classical information theory provided the exact solutions for the case of all-active
users, i.e. T = K. Almost all well-known low-complexity coding solutions for the
traditional MAC channel (e.g. [10]) implicitly assume some form of coordination between the users. Due to the gigantic number users we assume them to be
symmetric, i.e. the users use the same codes and equal powers. Here we continue
the line of work started in [7,8,14]. In [8] the bounds on the performance of
ﬁnite-length codes for GMAC are presented. In [7] Ordentlich and Polyanskiy
describe the ﬁrst low-complexity coding paradigm for GMAC. The improvement
(in terms of required energy-per-bit Eb /N0 ) was given in [14]. Recall, that Eb /N0
is calculated as follows. Assume a user transmits k bits by means of n channel
uses, then
nP
nP
=
.
Eb /N0 =
kN0
k2σ 2


In this paper we continue to investigate the coding scheme from [14]. The
proposed scheme consists of four parts:
– the data transmission is partitioned into time slots;
– the data, transmitted in each slot, is split into two parts, the ﬁrst one (preamble) allows to detect users that were active in the slot. It also set an interleaver
of the low-density parity-check (LDPC) type code [2,12] and is encoded by
spreading sequence or codewords that are designed to be decoded by compressed sensing type decoding;
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– the second part of transmitted data is encoded by LDPC type code and
decoded using a joint message passing decoding algorithm designed for the
T -user binary input GMAC;
– users repeat their codeword in multiple slots and use successive interference
cancellation.
The overall scheme can be called T-fold irregular repetition slotted ALOHA
(IRSA, [4,6]) scheme for GMAC. The main diﬀerence of this scheme in comparison to IRSA is as follows: any collisions of order up to T can be resolved with
some probability of error introduced by Gaussian noise.
In this paper we are concentrated on the third part of considered scheme. Our
contribution is as follows. We generalized the protograph extrinsic information
transfer charts (EXIT) to optimize the protograph of LDPC code for GMAC.
The simulation results, obtained at the end of the paper, were analyzed and
compared with obtained theoretical bounds and thresholds. Obtained simulation
results shows that proposed LDPC code constructions have better performance
under joint decoding algorithm over Gaussian MAC than LDPC codes considered
in [14], that leads to the better performance of overall system.

2

Iterative Joint Decoding Algorithm

We consider T independent users, being sent to a single receiver. User t, t ∈
{1, . . . , T }, is encoded by C (t) , where C (t) is a irregular LDPC code with codeword
length n and rate r. The codewords c(1) , c(2) , . . . , c(T ) are BPSK modulated, and
therefore the sequences x(1) , x(2) , . . . , x(T ) , x(i) ∈ {−1, +1}n are transmitted
through a communication channel. The received signal y is an element-wise sum
of these sequences aﬀected by Gaussian noise. The joint multi-user decoder is
expected to recover all the codewords based on that signal.
LDPC code of 1st user

LDPC code of 2nd user

check nodes

variable nodes

LDPC code of 3rd user

. . .

. . .

functional nodes

. . .

. . .

. . .

. . .

. . .

Fig. 1. Joint decoder graph representation for T = 3 (Color figure online)

The decoder employs a low-complexity iterative belief propagation (BP)
decoder that deals with a received soft information presented in LLR (log likelihood ratio) form. The decoding system can be represented as a factor graph, which
is shown in Fig. 1. The factor graph of the T -user LDPC-MAC is composed of the
T LDPC graphs, which are connected through state nodes (marked with green
color). These nodes correspond to the elements of the received sequence y.
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The belief propagation decoding algorithm proceeds as follows. The LLR
values of variable nodes for each user are initialized with zero values assuming
equal probability for 1 and −1 values and the joint decoder perform O outer
iterations, where each iteration includes the following steps:
– maximum likelihood decoding of state nodes;
– performing I inner iterations of BP decoding for users’ LDPC codes and
updating LLR values of variable nodes (it’s done in parallel);
The message update rules in the graph of each user follow from usual LDPC
BP decoding algorithm but it is necessary to describe the update rule through
state nodes. In accordance with principles of message-passing algorithms, the
outgoing message from the ith variable node of user t to the connected state
node is computed as
mtvs,i = log

t
p(xti = 1)
p(xti = 1)
, emvs,i =
,
t
p(xi = −1)
p(xti = −1)

where xti denotes the ith transmitted code bit and yi denotes the channel output.
Considering standard function node message-passing rules [9], we compute
the message sent to ith variable node of user t from the state node:
p(xti = 1|y)
=
mtsv,i = log
p(xti = −1|y)
⎛ 
⎞
(1)
(t)
(n)
p(xji = 1)p(yi |xi , ..., xi = 1, ..., xi )
⎜ ∼x(t) j=t
⎟
⎜
⎟
log ⎜  i
⎟
(1)
(t)
(n) ⎠
j
⎝
p(xi = −1)p(yi |xi , ..., xi = −1, ..., xi )
(t)

∼xi

j=t

We can simplify it in the following way:
⎞
⎛ 
(1)
(t)
(n)
e1xj Xj p(yi |xi , ..., xi = 1, ..., xi )
⎟
⎜ ∼x(t) j=t
⎟
⎜
mtsv,i = log ⎜ i
⎟,
(1)
(t)
(n) ⎠
1xj Xj
⎝
e
p(yi |xi , ..., xi = −1, ..., xi )
(k)

∼xi

(1)

j=t

(j)

1, xi = 1
.
(j)
0, xi = −1.
The number of computations necessary to obtain the outgoing messages from
state nodes grows exponentially with the number of users, nevertheless, this
number of users usually remains small, and we will therefore not be concerned
with this fact.

where

3

1xt =

PEXIT Charts

Extrinsic Information Transfer (EXIT) charts [1] can be used for the accurate
analysis of the behavior of LDPC decoders. But since the usual PEXIT analysis
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cannot be applied to the study of protograph-based [13] LDPC codes we will
use a modiﬁed EXIT analysis for protograph-based LDPC codes (PEXIT) [5].
This method is similar to the standard EXIT analysis in that it tracks the
mutual information between the message edge and the bit value corresponding
to the variable node on which the edge is incident, while taking into account the
structure of the protograph. In our work we use the notation from [5] to describe
EXIT charts for protograph-based LDPC codes.
Let IEv denotes the extrinsic mutual information between a message at the
output of a variable node and the codeword bit associated to the variable node:
IEv = IEv (IAv , IEs ) ,
where IAv is the mutual information between the codeword bits and the checkto-variable messages and IEs is the mutual information between the codeword
bits and the state-to-variable messages. Since the PEXIT tracks the mutual
information on the edges of the protograph, we deﬁne IEv (i, j) as the mutual
information between the message sent by the j th variable node to the ith check
node and the associated codeword bit:
⎞
⎛

[J −1 (IAv (s, j))]2 + [J −1 (IEs (j))]2 ⎠
IEv (i, j) = J ⎝
s=i

where J(σ) is given by [1]:
∞
J(σ) = 1 −
−∞

⎡

1

1
√
exp ⎣−
2
2
2πσ



2

y − σ2 x
σ

2 ⎤
⎦ log2 (1 + e−y )dy.

Similarly, we deﬁne IEc , the extrinsic mutual information between a message
at the output of a check node and the codeword bit associated to the variable
node receiving the message:
IEc = IEc (IAc ) ,
where IAc is the mutual information between one input message and the associated codeword bit and IAc = IEv . Accordingly, the mutual information between
the message sent by ith check node to j th variable node and the associated
codeword bit is described as:
⎞
⎛

Iec (i, j) = 1 − J ⎝
[J −1 (1 − Iac (i, s))]2 ⎠ .
s=j

The mutual information between the j th variable node and the message
passed to the state node is denoted as IEvs (j) and is given by:
⎞
⎛


IEvs (j) = J ⎝
[J −1 (Iav (s, j))]2 ⎠ .
s
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Next we need to compute the mutual information IEs . In order to get an idea
about the probability density function of (1) for user t, we generate samples of the
outgoing LLRs through (1) based on the samples of the received LLRs from other
−1
users whose PDF is approximated with N (μEvs , 2μEvs ), where μEvs = J (I2 Evs ) .
To numerically estimate μEs and obtain the required mutual information as
IEs = J(μEs ), we refer to [11], where the following three approaches are proposed:
– Mean-matched Gaussian approximation : the mean μ is estimated from sam2
= 2μ.
ples and we set μEvs = μ and σEvs
– Mode-matched Gaussian approximation : given a suﬃciently large number of
N samples generated through (1), the mode m is estimated from samples and
2
= 2m.
we set μEvs = m and σEvs
– Gaussian mixture approximation: mean values μ1 , ..., μT and the weights
a1 , ..., aT are estimated from samples and IEs = a1 J(μ1 ) + ... + ak J(μT ).
The rationale for using these approximations was shown in [11]. Furthermore,
the authors compared the performance of these approaches. The mode-matched
method was found to give the maximum output mutual information and the
joint codes designed by using this approximation also yield the lowest decoding
bit error probability compared to the other two approaches.
Each user calculate IAP P (j), the mutual information between the posteriori
probability likelihood ratio evaluated by the j th variable node and the associated
codeword bit.
⎞
⎛


[J −1 (IAv (s, j))]2 + [J −1 (IEs (j))]2 ⎠ .
IAP P (j) = J ⎝
s

The convergence is declared if each of IAP P (j) reaches 1 as the iteration number
tends to inﬁnity.

4

Numerical Results

In this section the simulation results, obtained for the cases T = 2 and T = 4, are
represented. Let us ﬁrst consider the simulation results for T = 2 (Fig. 2). For this
case we compare the Frame Error Rate (FER) performance of rate-1/4 LDPC
code (364, 91) from [14] obtained by repetition of each code bit of regular (3,6)
LDPC code twice, rate-1/4 LDPC code (364, 91) optimized by PEXIT charts
method described above and Polyanskiy’s ﬁnite block length (FBL) bound for 2
user case.
As we can see in Fig. 2 proposed PEXIT-optimized LDPC code construction
outperforms LDPC code construction from [14] by about 0.5 dB. In the same
time the gap between Polyanskiy’s FBL bound and PEXIT-optimized LDPC
code is about 3 dB. But we would like to point out that used here Polyanskiy’s
FBL bound is for Gaussian signal and not for Binary Phase-Shift Keying (BPSK)
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Fig. 2. Simulation results for T = 2 and LDPC code (364, 91)

modulation, used for simulation. So, we believe that this gap will be reduced is
FBL bound for BPSK modulation is used.
Now let us consider simulation results for T = 4 (Fig. 3). For this case we
obtain another PEXIT-optimized rate-1/4 LDPC code (364, 91) and compare
FER performance of same LDPC code from [14] and Polyanskiy’s FBL bound
for 4 users.
10 0

FER

10 -1

10 -2

10 -3
Repeated reg. (3,6) LDPC code
PEXIT optimized LDPC code

10 -4

2

3

4

5

6

7

8

9

10

E b /N0 , dB

Fig. 3. Simulation results for T = 4 and LDPC code (364, 91)

As we can see in Fig. 3 proposed PEXIT-optimized LDPC code construction
outperforms LDPC code construction from [14] by more than 3 dB. And again
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the gap between Polyanskiy’s FBL bound and PEXIT-optimized LDPC code is
a little bit less than 3 dB.

5

Sparse Spreading of LDPC Codes

In this section we answer a very natural question: how to increase the order of
collision, that can be decoded in a slot. E.g. consider the case from the previous
section. Let the slot length n = 364. We want to increase T up to 8. Here we
face with two problems:
– The performance of LDPC joint decoder rapidly becomes bad with grows of
T . We were not able to ﬁnd (364, 91) LDPC codes, that work well for T = 8.
– The number of computations necessary to obtain the outgoing messages from
the functional node grows exponentially with the number of users T .
We address both these problems in a scheme, which is proposed below (see
Fig. 4). The idea is to use sparse spreading signatures [3] for LDPC codes, such
that the degree of functional node is reduced from T to dc . The slot length is
now n , n = n.

Fig. 4. Sparse spreading of LDPC codes

In Fig. 5 we present the simulation results. As we were not able to ﬁnd
(364, 91) LDPC codes, that work well for T = 8 we consider 2 times shorter
LDPC codes and compare 2 strategies:
– split the slot into 2 parts and send 4 users in each part;
– use sparse spreading;
We see, that our approach is much better and works practically the same
in comparison to the case of 2 times longer LDPC codes and 2 times smaller
number of users (see the previous section).
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Fig. 5. Simulation results for spreading

6

Conclusion

We generalized the protograph extrinsic information transfer charts (EXIT) to
optimize the protograph of LDPC code for GMAC. The simulation results,
obtained at the end of the paper, were analyzed and compared with obtained
theoretical bounds and thresholds. Obtained simulation results shows that proposed LDPC code constructions have better performance under joint decoding
algorithm over Gaussian MAC than LDPC codes considered by A. Vem et al. in
2017, that leads to the better performance of overall system.
Acknowledgment. We want to thank Y. Polyanskiy for fruitful discussions.
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Abstract. An opportunity of ﬁnite-length optimal signals application to excess
Nyquist limit without energy losses and within deﬁned occupied bandwidth is
considered in this article. Finite-length optimal signals with different duration
can be found by numerical solution of corresponding multistep optimization
task. Optimality criterion of signal form is based on deﬁned reduction rate of
out-of-band emissions in condition of controlled intersymbol interference.
Controlled intersymbol interference determines possibility of application of
simple algorithm of coherent bit-by-bit detection. Solutions of optimization
tasks for different conditions are compared with known signal forms in term of
Euclidean distance between signal sequences according to Mazo method. It is
shown that optimal signals provide higher symbol rate without signiﬁcant losses
in BER performance and may be applied in 5G standards instead of signals
formed with the use of digital ﬁltration.
Keywords: Optimal signals  Nyquist limit
Spectrum  Euclidean distance

 Occupied frequency bandwidth

1 Introduction
Nyquist limit overcoming problems with minimum energy losses were considered
in many works [1–4]. In [1] the opportunity of data transmission at the symbol rate
R = 1/nT (0 < n < 1) with 25% Nyquist limit excess was shown. The increase in a symbol
rate does not lead to the bit-error rate (BER) performance reduction. The additive white
Gaussian noise channel (AWGN) with N0/2 power spectral density is considered as a
transmission channel. In this channel a random sequence of single signals s(t) with length
Ts and energy n2Es is transmitted:
yð t Þ ¼ n

M=2
pﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ X
Es =T
cn sðt  nnT Þ; sðtÞ ¼ sinðpt=T Þ=ðpt=T Þ;
n¼M=2

cn ¼ 1; Ts =T ¼ 1:
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Symbols cn = ± 1 are independent and identically distributed. Coefﬁcient n keeps
the average power of the random sequence y(t) transmission at a constant level with
intersymbol interference (ISI). ISI value increases with n rising [1, 3].
Square of Euclidean distance d2(i, k) between two different implementations of
random sequences yi(t) and yk(t) in (1), which deﬁnes BER, is calculated as follows:
Z
d 2 ði; kÞ ¼

1
1

ðyi ðtÞ  yk ðtÞÞ2 dt

ð2Þ

The normalized minimum Euclidean distance for each n value is deﬁned as:


2
dmin
¼ min d 2 ði; kÞ
i;k; i6¼k


4n2 Es 

ð3Þ

It was shown that dmin does not decrease until n  0.802 [1]. This is called the
Mazo limit, and therefore, the data transmission with minimum error probability
through the channel with a rectangular form amplitude-frequency characteristic in
DF bandwidth is provided.
In [2] the signal s(t) with the Raised Cosine shaping form outside the transmit ﬁlter
is considered (expression (3) in [2]). Using the Mazo method, it was shown that
applying such signals allows increasing a symbol rate by 42% over the Nyquist limit
(including signals with ﬁnite length 40T–80T) [5]. The main attention is paid to strong
coding schemes, which help to reach BER close to potential possible values.
In Faster-Than-Nyquist (FTN) signaling discussion, inﬁnite-length signals are
considered, or a large enough length of transmitted s(t) signal is speciﬁed. It requires
very complex demodulation algorithms and summarized reception of signal sequence
segments to obtain expected advantages in the bandwidth capacity.
There are some difﬁculties when FTN signals are length-limited. The ﬁrst one is
referred to determining occupied frequency bandwidth DF and the second one is related
with comparison of obtained values R/DF with the Nyquist limit. On the other hand,
some practical opportunities arise when length-limited FTN signals are used: transmission and receiver system simpliﬁcation while maintaining the bandwidth capacity at
a high level.
Optimal signals [6, 7] allow increasing the symbol rate of data transmission without
affecting BER performance. Such signals’ feature is ISI control. Optimal signal usage
allows reaching at least a double symbol rate increase with energy losses no more than
0.5 dB [7, 8].
In this article, it is proposed to consider an opportunity to apply a ﬁnite time
optimal signal in excess of the Nyquist limit without energy losses and within the
deﬁned occupied frequency bandwidth. We will try to compare the Euclidean distance
of optimal signal sequences with the known one [2, 9] according to the Mazo method,
and to understand how much R can be increased over the Nyquist limit.
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2 Optimization Criteria of Signal Form
An optimality criterion of the signal form is based on the choice of extremely narrow
spectrum G(f). Note that the choice is determined by a reduction rate of out-of-band
emissions. As a result, the spectrum in the occupied frequency bandwidth DF turns to
the ideal rectangular form. This approximation may be used if DF is deﬁned for a rather
low level of energy spectrum, e.g. for –60 dB written as DF–60dB.
The ﬁnite random sequence of N single optimal signals sopt(t) with duration
Ts = LT and energy n 2Eopt may be written as follows:
yð t Þ ¼ n

N=2
qﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ X
Eopt =Ts
cn sopt ðt  nnT Þ

ð4Þ

n¼N=2

Coefﬁcient n still keeps the average power of random sequence y(t) constant in the
presence of ISI and deﬁnes a symbol rate. If the binary alphabet used, the symbol rate is
equal to a bit rate.
Energy spectrum G(f) of the random sequence of signals (4) with complex spectrum
S(f) for statistically independent cn = ±1 depends on the form of optimal signal
sopt(t) with energy n 2Eopt. Then for each n value the next expression takes place:
2
Z

nEopt  Ts =2
1

2
Gðf Þ ¼ lim
m 1 fj Sð f Þ j g ¼
sopt ðtÞ expðj2pftÞdt ;

N!1 NTs

Ts T  Ts =2

ð5Þ

where expected value m1{|S(f)|2|} is determined by averaging over all possible ﬁnite
combinations cn. The optimization task of synthesis of signal form sopt(t) with duration
Ts and symbol rate R = 1/nT may be transformed into the task of linear functional
J minimization [10]:




Z

arg min ðJÞ ; J ¼
sopt ðtÞ

þ1

1

Z

gð f Þ

þ1
1

2

sopt ðtÞ expðj2pftÞdt df ;

ð6Þ

where g(f) = f 2p (p = 1, 2, …) is a weighing function responsible for a reduction rate
of out-of-band emissions. The choice of g(f) allows adjusting the convergence of
functional (6) and provides for G(f) tendency to a rectangular form with increasing p.
A condition on the value of a correlation coefﬁcient between two optimal signals on
different time positions of the random sequence may be set as a restriction of the
optimization task (6). In the latter case, the restriction on the correlation coefﬁcient in
the area of t > 0 is written as:
8
<

9
=
max
sopt ðtÞsopt ðt  nnT Þdt \K0 
;
n¼1...bL=nc:
ðL2nÞT=2
LT=2
Z
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Choosing limits of integration in (7), we consider sopt(t) ﬁnite and symmetrical
about t = 0. In this case, all the combinations should be sorted out just in the positive
area of values n. Adding restriction (7) makes a task of searching for optimal signals
much easier and determines a simple algorithm of coherent bit-by-bit detection on the
interval [–Ts/2, Ts/2].
The application of (7) is deﬁnitely different from (3). Firstly, a ﬁnite number of
signals, which may be found within interval for analysis Ta of the sequence (4), limits
2
= 1.
it. Secondly, if K0 in (7) is too low, the minimal Euclidean distance tends to dmin
To solve this optimization task numerically, expansion of sopt(t) into the limited
Fourier series was used (m is a number of expansion coefﬁcients). Then the original
optimization task (6) transforms into the task of searching for expansion coefﬁcients
f s k gm
k¼1 , which minimize the function of several variables [11]:
m
min
J fs k gm
k¼1 ; J fsk gk¼1 ¼ Ts =2
m

Xm

fsk gk¼1

k¼1

ð2pk=Ts Þ2n s2k 

ð8Þ

The choice of m is associated with the accuracy of sopt(t) representation and
complexity of solution (8) caused by an ill-conditioned task. Target functional has a
ravine-type shape, i.e. rises sharply along one direction and changes slightly along the
other. It is taken into account in this work, therefore, the chosen values of m provide
necessary the accuracy of sopt(t).
For each set of n, R, p and K0 the ﬁnal form of sopt(t) will be different.

3 Solutions of Optimization Task
Let’s consider forms of optimal signals and energy spectra of the random sequence of
such signals for different values of symbol rate R. Examples of the obtained values sk
(8) after solving the optimization task for p = 2, K0 = 0.01, n = 0.5 and R = 2/T are
presented in Table 1.

Table 1. Expansion coefﬁcients fsk gm
k¼1
Ts
s0
s1
s2
s3
s4
s5
s6
s7
s8

2T
0.63581
0.78864
0.41787
–0.03426
0.01056
–0.00432
0.00204
–0.00109
0.00059

6T
0.23075
0.24302
0.23028
0.24404
0.22795
0.24871
0.14522
–0.01125
0.00569
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Forms of the symmetrical function sopt(t) obtained as a result of solving the optimization task for p = 2, K0 = 0.01 are shown in Fig. 1(a). Here the signal duration is
ﬁxed and equal to Ts= 6T, while R varies. In this ﬁgure each function sopt(t) (numbers 1
to 6) has its own value n < 1 (4) and symbol rate R. Doubling the symbol rate from
1/T to 2/T leads to decreasing the main petal’s width. Besides, bipolar oscillations of
the function become more signiﬁcant due to the restriction on correlation coefﬁcient K0.
It will be shown that this fact allows obtaining the value of the minimal Euclidean
2
¼ 1 for this range of symbol rates.
distance equal to dmin

(a)

(b)

(c)

(d)

Fig. 1. Form of sopt(t) and G(f)/G(0) for R = 1/T (b), 1.43/T (c), 2/T (d).

The normalized energy spectra (5) of the random sequence of optimal signals (4)
for different values of symbol rate R are given in Fig. 1(b–d). Numbers in these ﬁgures
correspond to numbers in Fig. 1(a). As we can see, the shape of spectrum depends on
R. While R increases, the form of sopt(t) changes (Fig. 1(a) as well as the occupied
frequency bandwidth DF. Thus, DF–40dB increases 1.5 times when R increases from
1/T up 2/T. Gain in the occupied frequency bandwidth deﬁned for the level of –60 dB
reaches 1.8 times.
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Let’s consider how the form of sopt(t) depends on signal duration. Solutions to the
optimization task for p = 2, K0 = 0.01, ﬁxed symbol rate R = 2/T and different values
of Ts are presented in Fig. 2(a). Numbers in this ﬁgure correspond to sopt(t) with signal
duration Ts from 2T to 16T. Figure 2(b–d) illustrate the normalized energy spectra of
the random sequence of optimal signals. The occupied frequency bandwidth deﬁned for
the level of –40 dB decreases twice when Ts ranges from 2T to 16T. The occupied
frequency bandwidth deﬁned for the level of –60 dB decreases 2.3 times.

(a)

(b)

(c)

(d)

Fig. 2. Form of sopt(t) and G(f)/G(0) for Ts= 2T (b), Ts= 8T (c), Ts= 16T (d).

Dependencies in Fig. 2 are given for the optimal signal synthesized with symbol
rate R = 2/T. The gain in DF will be obtained, if parameter p increases during solving
the optimization task (6) and if p and Ts tend to inﬁnity. In this case, energy spectrum
will be of a rectangular shape.
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4 Euclidean Distance
We will try to estimate Euclidean distances for sequences of optimal signals presented
2
against R for
in Figs. 1 and 2 using the Mazo method. The minimal distances dmin
optimal signals (Fig. 1) with symbol rate R = 2/T are presented in Fig. 3. Additionally,
there are dependencies of the Euclidean distance between different realizations of
2
for deﬁnite R corresponds to a
random sequences (4). Minimal Euclidean distance dmin
minimal value for a variety of Euclidean distances for different realizations.
Now we should consider relationships between the minimal Euclidean distance and
a symbol rate for optimal ﬁnite signals. These signals were synthesized for symbol rate
R = 2/T and have parameters p = 2, K0 = 0.01. Figure 3(b) illustrates how R influences
2
for signals sopt(t) presented in Fig. 2(a) by graphs with numbers 7, 8, 6, 13. The
dmin
maximum increase in a symbol rate (plot 7) equal to 2.8 times is provided by using
optimal signals sopt(t) with duration Ts= 2T. However, the occupied frequency bandwidth deﬁned for the level –60 dB is the broadest of all under consideration. It is equal

(a)

(b)

(c)
2
Fig. 3. (a) dmin
vs. R for optimal signals synthesized for duration Ts = 6T and symbol rate
2
R = 2/T; (b–c) dmin
vs. R for optimal signals with different duration synthesized for each speciﬁc
symbol rate.
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to DF–60 dB = 10.8/T (Fig. 2(b). If optimal signals sopt(t) with duration 16T (plot 13 in
Fig. 3(b) are used, the maximum increase in a symbol rate reaches 2.5 times, but
bandwidth DF–60 dB = 4.8/T (Fig. 2(d)).
2
from R for optimal signals with duration Ts = 6T are given in
Dependencies of dmin
Fig. 3(c). Note that forms of these signals were obtained because of solving the optimization task for each speciﬁc symbol rate (numbers of plots in Fig. 1 correspond to
2
¼ 1 are provided for the symbol rate changing from
numbers in Fig. 3(c). Values of dmin
1.5/T to 2.6/T while the occupied frequency bandwidth DF–60 dB varies from 3.1/T
to 6.2/T.

5 Conclusions
Application of ﬁnite optimal signals under conditions of controlled ISI level allows
achieving an increase in a symbol rate keeping the Euclidean distance equal to 1. This
provides theoretical BER performance. The important thing is using a simple coherent
bit-by-bit detection algorithm with the expanded interval for analysis equal to the
wanted signal duration.
The increase in a symbol rate in relation to the Nyquist rate reaches from 2.5 to 2.8
times depending on signal duration. Besides, BER performance is close to the theoretical
one. Nevertheless, this gain was obtained for a non-rectangular form of energy spectrum.
The occupied frequency bandwidth deﬁned for the level –60 dB (this level conforms to
standards on measuring out-of-band emissions) ranges from 2.4/T to 5.4/T for low
frequencies. The extra bandwidth gain may be achieved by increasing a controlled level
of ISI (by increasing signal duration). It means we should use optimal signals synthesized for values of parameter p = 4, 5, 6 which influences g(f) in (6). Adding coding
(20% [2, 12]) for optimal signals allows increasing a symbol rate by about 2.3 times
comparing to the obtained result.
Thus, since optimal signals provide a higher symbol rate without signiﬁcant losses
in BER performance, they may be applied in 5G standards instead of signals formed
with the use of digital ﬁltration.
The results of the work were obtained under the State contract № 8.2880.2017/ПЧ
with Ministry of Education and Science of the Russian Federation and used computational resources of Peter the Great Saint-Petersburg Polytechnic University Supercomputing Center (http://www.scc.spbstu.ru).
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Abstract. Application of optimal signals allows to solve the problem of
improving spectral eﬃciency with minimal energy losses. However, the major
disadvantage of such signals is high peak-to-average power ratio (PAPR) which
leads to degradation of transmitter eﬃciency. This work considers the possibility
of using rigid amplitude limitation for random sequence of optimal signals. PAPR
values distribution is presented. It is shown that amplitude limiting does not cause
widening of energy spectrum deﬁned for the level higher than –20 dB. Decreasing
PAPR value by 4 dB may provide energy gain up to 3.5 dB as a result of increasing
average signal power.
Keywords: Optimal signals · Peak-to-average power ratio
Transmitter eﬃciency · Rigid limitation · BER performance

1

Introduction

The problem of transmitting binary messages through AWGN channel with the rate
higher than “Nyquist Barrier” and Mazo limit with minimal energy losses is considered
in numerous works [1–5]. There are two approaches to solve this problem. The ﬁrst one
supposes transformation of transmitted signals with duration T via linear ﬁltration into
the sequence of signals with uncontrolled intersymbol interference (ISI) [1, 2]. Another
one implies application of optimal signals [5–10] with given time (signal duration Ts≥
T) and spectral parameters. Both approaches provide signiﬁcant limitation of occupied
frequency bandwidth ΔF for high transmission rates R > 2/T. The necessary decoding
quality is achieved by means of diﬀerent detection algorithms close to the summarized
reception of blocks of signal sequence. Properties of random sequence of FTN signals
(ΔF, BER) obtained with the use of linear ﬁltration are fairly well understood.
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O. Galinina et al. (Eds.): NEW2AN 2018/ruSMART 2018, LNCS 11118, pp. 181–190, 2018.
https://doi.org/10.1007/978-3-030-01168-0_17
v.davydov@hse.ru

182

S. B. Makarov et al.

The sequences of optimal FTN signals have high spectral and energy parameters
(ΔF and BER) [9–11] and require less computer operations for their formation and
reception. It allows to get digital modems with good technical speciﬁcations (less
complexity of hardware, higher performance and reduced energy consumption).
However, time parameters of random sequence of such signals need to be studied. In
particular, when optimal FTN signals are used in telecommunication systems with the
lack of radio link energy (e.g., satellite systems, mobile systems), the value of peak-toaverage power ratio (PAPR) of random radiated oscillations becomes very important.
High value of PAPR leads to reduction of radio transmitter’s eﬃciency. An attempt to
add rigid amplitude limitation causes immediate increasing of ΔF and BER degradation.
In this work, it is proposed to consider possibility of choosing acceptable level of
amplitude limiting for random sequence of optimal FTN signals taking into account
widening of occupied frequency bandwidth and energy losses at reception.

2

Signal Model

Let us take a look at optimal FTN signals with quadrature amplitude modulation. In
general j-th realization of sequence containing N such signals with amplitude A0, real
envelope a(t) and carrier frequency ω0 may be written as follows:
yj (t) = A0

N−1
∑

( dr(k) a(t − kT) cos(𝜔0 t) − br(k) a(t − kT) sin(𝜔0 t)),

(1)

k=0

where duration Ts of optimal FTN signal with real envelope a(t) is equal to Ts> T. Symbol
(k)
(k)
values of channel alphabet dy and by depend on the index r = 1, 2, 3 …. m. Here m is
(k)
the volume of channel alphabet. For binary alphabet (m = 2) we have dy = 1 for r = 1;
(k)
(k)
(k)
dy = –1 for r = 2; by = 1 for r = 1; by = –1 for r = 2. The total number of realizations
of sequence containing N signals (1) is equal to mN.
Function a(t) may be found as a solution of optimization task stated in [9–12]. In
this case Ts = 2T, 3T, 4T, etc. Parameters of optimization task are reduction rate of outof-band emissions, signal energy, signal duration Ts and coeﬃcient of mutual correlation
K0 [9–11]. Using K0 allows to reach ﬁxed level of BER for linear detection algorithms.
It was shown that there is an ability to obtain forms of optimal FTN signals providing
increasing of transmission rate up to 2.8 times relatively to the “Nyquist Barrier”. More‐
over, BER performance keeps being almost theoretical one, so we do not need to use
error correcting coding in this case.
PAPR of random sequence of optimal FTN signals (1) with average power Paverage
and peak power Pmax is calculated by next expression:

/

PAPR = Pmax Paverage

{

|2
|
= max |yj (t)|
|
|
j

/
}

(N−1)T

m
1 ∑
mN NT j=1 ∫
N

0
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(k)

It ensues from (2) that for uniformly distributed symbols of channel alphabet dy and
PAPR of random sequence of signals (1) is also a random value. Figure 1 shows
forms of normalized instantaneous power Pj(t)/Pmax realizations depending on time for
speciﬁc realization (1) of optimal binary (m = 2) FTN signals. Signal duration is equal
to Ts = 16T while coeﬃcient of mutual correlation K0 = 0.01. Data is transmitted with
the rate R = 2/T.
(k)
by

Fig. 1. Instantaneous power of sequence of optimal FTN signals.

Let us consider probability characteristics of PAPR distribution. On Fig. 2 histo‐
grams of PAPR distribution for Ts = 6T (Fig. 2a) and Ts = 16T (Fig. 2b) are given.
Clearly, distribution of these random values of PAPR does not correspond to normal

(a)

(b)

Fig. 2. Example of separate optimal signals (a), example of resulting truncated j-th realization
of a random sequence of signals (b).
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one, at least because PAPR values are bounded. Such distribution of PAPR is more likely
to be close to truncated normal distribution. Indeed, when Ts increases, type of distri‐
bution tends to normal. Expected value of PAPR increases too. For example, it changes
from 7.6 dB for Ts = 6T to 8.6 dB for Ts = 16T. It correlates with the fact that longer
duration of optimal FTN signals causes higher ISI level at transmission rates R > 2/T.
The issue of interest is to determine probability of extremely high PAPR values
appearance for random realization of signals. The y-axis on Fig. 3 represents the prob‐
ability of random PAPR value deﬁned as X to exceed speciﬁed value of PAPR. This
ﬁgure illustrates curves for Ts = 6T and Ts = 16T. So, for random sequence of optimal
FTN signals with duration Ts = 6T the probability of PAPR to be greater than 8 dB is
equal to 0.3. At the same time, this probability reaches 0.8 for Ts = 16T.

Fig. 3. Probabilities of extremely high PAPR values appearance for random realization of signals.

In order to improve radio transmitter eﬃciency during radiation of optimal FTN
signals diﬀerent ways of PAPR reductions may be used [13–15]. The way of amplitude
limiting has the simplest implementation. It allows not only to improve radio transmitter
eﬃciency to a certain extent, but also to increase average power of radiated oscillations.

3

Amplitude Limiting Model

Now we look at the amplitude limiting model. Its amplitude characteristic is shown on
Fig. 4.
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Fig. 4. Amplitude characteristic of limiter.

We will use piecewise linear approximation of amplitude characteristic of ampli‐
fying instruments. Suppose that frequency bandwidth of power ampliﬁer, preliminary
ampliﬁer and amplitude limiter is wider than frequency bandwidth ΔF occupied by
random sequence of signals (1). Besides, we will consider suppression of spectral
components around frequencies multiple of central carrier frequency ω0 to be rather
(lim)
strong. Then real signal yj (t) on the output of amplitude limiter may be represented
as follows:

yj(lim) (t)

{
=

yj (t), yj (t) ≤ A
,
V0 , yj (t) > A

(3)

where A – limiting threshold of oscillation, V0 – limiting level for random sequence of
signals. A inﬂuences on PAPR (2) value on the output of the limiter (Fig. 4). Decreasing
the limiting level A leads to reducing PAPR value of random sequence of signals (1) on
the output of the limiter. But in this case value of Paverage on the output of amplitude
limiter decreases too.
To obtain higher Paverage of random sequence (1) it is reasonable to use extra linear
gain of oscillation power. Its level should reach Pmax for which power ampliﬁer is
designed. Obviously, voltage gain coeﬃcient of preliminary ampliﬁer based on (3) is
equal to:
Ku =

√

√
Pmax ∕A =

{
}
|
|2
max |yj (t)| ∕A.
|
|
j

(4)

Therefore, with due regard for (4) the sequences of signals on the output of power
ampliﬁer will always have constant value of peak power Pmax, but diﬀerent Paverage level.
Forms of realizations for normalized instantaneous power Pj(t)/Pmax vs. time for
speciﬁc realization (1) of optimal binary (m = 2) FTN signals are given on Fig. 5(a, b).
These signals have duration Ts = 16T when coeﬃcient of mutual correlation K0 = 0.01.
Transmission rate is R = 2/T. Figure 5(a, b) illustrates realizations of instantaneous
power of signals (1) with amplitude limitation on 4 dB and 8 dB correspondingly. Here
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extra linear gain according to (4) takes place. It can be seen that Paverage increases while
Pmax keeps constant.

(a)

(b)

(c)

Fig. 5. Instantaneous power of sequence of optimal FTN signals for the case of amplitude
limitation.

The y-axis on Fig. 5c represents averaged over ensemble average power with ampli‐
tude limitation Paverage (with PAPR reduction) normalized to average power Paverage
without amplitude limitation. On the x-axis following values are displayed:

ΔPAPR(dB) = PAPRwithout limitation (dB) − PAPRlim (dB),

(5)

where PAPRwithout limitation – PAPR value of sequence (1) without amplitude limitation,
and PAPRlim – PAPR value after amplitude limitation. Figure 5c shows that limitation
of oscillation amplitude leads to average power Paverage increasing. So, for amplitude
limitation on 4 dB the value of normalized average power increases 2.5 times.

4

Spectral Characteristics

Adding amplitude limitation causes distortion of energy spectrum G(f) for random
sequence of optimal FTN signals. To calculate spectral characteristics we used 104
realizations of information sequences. Figure 6(a, b, c) illustrates normalized energy
spectra G(f)/G(0) for random sequences of optimal FTN signals (Ts = 16T). There are
G(f)/G(0) for signal sequences without amplitude limitation (Fig. 6a) and for ΔPAPR
= 2 dB and ΔPAPR = 4 dB (Fig. 6b–c correspondingly). As follows from Fig. 6a, occu‐
pied frequency bandwidth ΔF deﬁned for the level of –30 dB reaches 2.2/T. If ΔF is
deﬁned for the level of –40 dB, frequency bandwidth is 2.7/T.
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(c)

Fig. 6. Energy spectra of signal (Ts = 16T, n = 2, K0 = 0.01, R = 2/T): (a) no limitation, (b)
limitation on 2 dB, (c) limitation on 4 dB.

After amplitude limitation on ΔPAPR = 2 dB ΔF increases up to 2.6/T for the level
–30 dB and up to 6.2/T for the level –40 dB. Further change of ΔPAPR = 4 dB leads to
increasing ΔF to 4.6/T for the level –30 dB and to the value 6.3/T for the level –40 dB.
Analysis of spectral characteristics demonstrates widening of energy spectrum when
amplitude limiting is used for random sequences of optimal FTN signals. However, it
occurs for the levels of energy spectrum less than or equal to –20 dB.

5

BER Performance

Now we have to analyze BER performance of optimal FTN signal under presence of
amplitude oscillation limiting. It was shown [8, 9] that signals synthesized with duration
16T and transmission rate R = 2/T are characterized by theoretical BER performance.
Coherent bit-by-bit detection algorithm with ideal synchronization system is used in
AWGN channel. Dependence of bit-error rate (note that m = 2) on signal-to-noise ratio
(SNR) is given on Fig. 7. On the one hand, adding amplitude limitation (Fig. 5c) leads
to increase in average power of transmitted signal sequence. This results in error prob‐
ability reducing. On the other hand, this causes an increase in the correlation of neigh‐
boring signals, so the BER performance is degraded. Figure 7 illustrates relationships
between error probabilities and signal-to-noise ratio (SNR) for amplitude limiting of
signal at reception on ΔPAPR = 1 dB, 2 dB, 3 dB, 4 dB.
These curves allow estimating the possibility of choosing acceptable level of ampli‐
tude limitation for random sequence of optimal FTN signals. Further amplitude limita‐
tion (ΔPAPR > 4 dB) will result in degradation of BER performance.
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Fig. 7. BER performance of optimal FTN signals for diﬀerent PAPR values.

6

Conclusions

1. Amplitude limitation for random sequences of optimal FTN signals leads to
increasing the level of out-of-band emissions. Such widening of occupied frequency
bandwidth takes place for the level of energy spectrum less than –20 dB.
2. Using amplitude limitation allows to improve energy eﬃciency of detection of
optimal FTN signals, which provide transmission rate R = 2/T. It is shown that
energy gain up to 3.5 dB may be achieved when PAPR decreases by 4 dB. It corre‐
sponds to results obtained in [16].
3. There is an optimal value of amplitude limitation level for random sequence of
optimal FTN signals. Exceeding this value causes degradation of BER performance.
The results of the work were obtained using computational resources of Peter the
Great Saint-Petersburg Polytechnic University Supercomputing Center (http://
www.scc.spbstu.ru).
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Abstract. This paper is devoted to detection of signals with intentionally intro‐
duced intersymbol interference (ISI). Faster-than-Nyquist (FTN) signaling and
optimal partial response signaling (PRS) are considered. As the detection algo‐
rithm it is used a sub-optimal modiﬁcation of BCJR algorithm, named Max-LogM-BCJR. Signals are compared in the plane of spectral eﬃciency and energy
consumptions for the ﬁxed value of bit error rate (BER) and diﬀerent grades of
detection algorithm complexity. It is shown that using the sub-optimal BCJR
algorithm provides a noticeable decrease in the computational complexity of the
detection. For deep ISI optimal PR signaling provides higher spectral eﬃciency
as compared with FTN signaling and vise versa.
Keywords: Spectral eﬃciency · Intersymbol interference
Faster-than-Nyquist signaling · Partial response signaling · Optimal pulse · BCJR
Viterbi algorithm

1

Introduction

Increasing the data rate is an actual problem in the ﬁeld of radio engineering. Nowadays,
in most single-carrier communication systems (e.g. satellite systems) the spectral eﬃ‐
ciency is usually increased by enlarging the size of the signal constellation. However,
the use of high order signal constellations inevitably leads to increase a peak to average
power ratio of the emitted signal and energy consumptions.
Starting with Mazo’s work [1], at the end of the 20th century another way to increase
the spectral eﬃciency was evolved, that is the using signals with controlled intersymbol
interference (ISI). Mazo suggested to symbol rate be greater than the threshold value,
below which it is still possible to eliminate the ISI. Thereby the data rate is increased.
Mazo called this approach as “modulation with a speed greater than the Nyquist limit”
(Faster than Nyquist, FTN). Mazo used linear modulation with sinc-pulses. He accel‐
erated the symbol rate by 1/τ (0 < τ < 1) times leaving pulse ﬁxed. In [2] Liveris and
Georghiades extended the idea from [1] by transition to root-raised cosine (RRC) pulses.
RRC-pulses have parameter β which is named roll-oﬀ factor, where 0 ≤ β ≤ 1. When β
= 0, then RRC-pulse is equal to sinc-pulse.
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Later, in 1998, Said and Anderson proposed partial response signaling (PRS) with
optimal pulses [3] as another way to introduce ISI. They used the criterion of maximi‐
zation the free Euclidean distance that is equal to the minimum Euclidean distance
between a pair of signals corresponding to diﬀerent information sequences. As the
constraint they used the bandwidth value, which must contain no less than a given signal
power concentration. Sought pulse is represented as convolution of optimal ﬁnite
discrete pulse and inﬁnite interpolation pulse. The proposed approach provides asymp‐
totically the lowest bit error rate (BER) with increasing the signal-to-noise ratio (SNR).
Note, that the optimization problem formulation and solving procedure are depend on
signal constellation.
When increase the length of ﬁnite discrete pulse and the size of the signal constel‐
lation, then the computational complexity of optimization problem is increased expo‐
nentially. This is serious disadvantage of the technique from [3]. In such cases, the
solution of optimization problem can be obtained by iterative solving a simpliﬁed
problem, which contains fewer constraints. Setting of pulse energy to a ﬁxed value is
also used to ensure solution uniqueness.
Optimization technique in [3] has one lack, which is that the free Euclidean distance
does not connected with the BER curves directly. Especially it is important at the BER
values higher than 10–6. In more details, if the free Euclidean distance of signals with
ISI is equal to the free Euclidean distance for signals without ISI, then it doesn’t mean
that BER curve of signals with ISI coincide with BER curve for signals without ISI. In
region of relatively high BER values the ﬁrst curve can lay noticeably higher than the
second curve. Curves coincide only in the region of very low BER values.
As FTN and PRS both use an intentional ISI, it is impossible to use symbol-bysymbol detection. Instead of this, it is necessary to use the maximum likelihood sequence
estimation (MLSE). The direct implementation of the MLSE is brute force as is compu‐
tationally very complex. By considering the fact that the samples of signal with ISI
depend on each other, the generator of such signals can be represented as a source with
a memory. Thus, the forming of signals can be represented through the trellis. There are
exist two popular algorithms for computationally eﬀective implementation the MLSE
in the trellis: the Viterbi algorithm [4] and BCJR algorithm [5]. The advantage of BCJR
algorithm is the ability to calculate soft decisions at the de-modulator output to improve
the performance of the FEC (forward error correction) decoder operation. The drawback
of BCJR algorithm is the necessity to determine the noise dispersion and higher compu‐
tational complexity compared to the Viterbi algorithm.
Although the Viterbi and BCJR algorithms are the computational eﬀective imple‐
mentations of the MLSE, nevertheless detection of signals with ISI using this algorithms
is still have quite high computational complexity. In [6, 7] Anderson and others proposed
an approach to the implementation of suboptimal versions of the Viterbi and BCJR
algorithms – M-Viterbi and M-BCJR. Unfortunately, till now this suboptimal algorithms
were mainly tested only for PRS.
In [8] it was performed the comparison between FTN and optimal PRS using original
Viterbi algorithm. In [9] it was done for the ﬁxed computational complexity of the
Viterbi algorithm. To detect FTN signals demodulator assumed truncated pulses, thus
a kind of suboptimal Viterbi algorithm was implemented.
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The goal of this paper is to compare the spectral eﬃciency and energy consumptions
of FTN signals with RRC-pulses and optimal PRS when using the computationally
eﬀective suboptimal implementation of the BCJR algorithm. One of the tasks is to iden‐
tify the value of parameter of the suboptimal BCJR algorithm, which provide compro‐
mise between the computational complexity and proximity to the original BCJR (trueBCJR) algorithm.

2

BCJR Modiﬁcation

Even now, the BCJR algorithm is not implemented in practice for detection of signals
with ISI because of the high complexity of the algorithm. Therefore, it was decided to
use sub-optimal versions of this algorithm, which, although they lose in the energy
consumptions, but it is probable that the losses will be acceptable. Actually, we propose
to couple diﬀerent modiﬁcations of the BCJR algorithm, which reduce computational
complexity in diﬀerent ways, into one new modiﬁcation.
One of the disadvantages of the BCJR algorithm is necessity to perform a large
number of calculations of the exponent and multiplication operations. The ﬁrst modiﬁ‐
cation, Log-BCJR, performs transition to the logarithmic domain thus replacing the
operation of multiplication with addition and reducing the complexity of the algorithm
while remaining the same accuracy and performance. Nevertheless, this simpliﬁcation
still requires the calculation of exponents and logarithms. To further reduce the compu‐
tational complexity of the Log-BCJR algorithm, in practice, an approximate method of
calculating the metrics of states and paths is often used. For example:

(
ln

∑
i

)
exp(xi )

= max{xi }.
i

(1)

A modiﬁcation of Log-BCJR algorithm that uses rule (1) to calculate metrics is called
Max-Log-BCJR [10].
In [7, 11] it was proposed one another way to reduce complexity of true-BCJR
through calculating only the best M possible trellis paths. Thus, it is possible to maneuver
between reducing the computational complexity of the algorithm and the depth of
making decision. It is expected that the most probable paths will remain, while the less
likely ones will not be considered at all. The algorithm assumes the calculation of the
best metrics for the forward and backward passages independently of each other. This
algorithm was named as M-BCJR.
Figure 1 demonstrates survived paths for M-BCJR. There are used only the best two
of eight possible paths.
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Fig. 1. M-BCJR survived path demonstration

We propose to use an algorithm that combines ideas of Max-Log-BCJR and MBCJR, i.e. the calculation of the metric according to (1), and the choice of M best paths.
Such a new algorithm we called Max-Log-M-BCJR.

3

Deﬁnition of Computational Complexity

Let us compare the computational complexity of algorithms observed above. By compu‐
tational complexity, we mean the number of calculations of transition probabilities,
metrics, and soft decisions. Let N to be a number of symbols entering the demodulator
input; SL – 1 is the number of states, which is mainly determined by the depth of the
interference L; S is the signal constellation size, e.g. the number of possible modulation
symbols; M is the number of surviving paths for the M-BCJR algorithm.
It should be mentioned that in the Max-Log-BCJR and Max-Log-M-BCJR algo‐
rithms, all operations are additions, and in other algorithms, all operations are multipli‐
cations (and even exponents for true-BCJR). This is especially important when imple‐
menting in digital signal processors. From Table 1 it follows that the Max-Log-M-BCJR
algorithm provides signiﬁcant decrease of computational complexity, combining bene‐
ﬁts of two suboptimal versions of true-BCJR. Using Max-Log-M-BCJR, it is possible
to reduce the number of calculation of transition probabilities in SL – 1/M times, the
number of calculation of metrics reduces in SL – 1/M times, and number of calculations
of soft decisions reduces in SL – 1/2 times.
Table 1. Computational complexity of true-BCJR and its variations
Algorithm

Calculation of
transition
probabilities

Calculation of metrics Calculation of soft
decisions

True-BCJR

2NSL–1

NSL–1

L–1

L–1

Max-Log-BCJR
M-BCJR
Max-Log-M-BCJR

2NS
2NM
2NM

NS
NM
NM
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Model Description

In practice, one of the common way to implement inﬁnite pulses is weighting by ﬁnite
window function in time domain. Thus, pulse is reduced to a ﬁnite form with minimal
loss by some criterion. In this paper, we decided to use a rectangular window:

{

1, |t| ≤ LT∕2,
0, |t| > LT∕2.

(2)

The value L in (2) was selected such that the truncated pulse contains at least 99.9%
of the energy of the initial inﬁnite impulse. This is done accordingly to [9] and is provide
negligible variation of bandwidth and BER. Figure 2 demonstrates inﬁnite pulse and
rectangular window function (2) for L = 8.

Fig. 2. Illustration of inﬁnite pulse and rectangular window

In our simulations we used N = 1000 as the length of the information sequence and
QPSK modulation. For the Max-Log-M-BCJR algorithm, the number of surviving paths
M was chosen to be an integer power of 2, that is, 8, 16, 32, 64, 128.

5

Simulation Results

During the simulation, a large amount of statistical data were obtained. In this section,
only some of them will be presented, which, if possible, will illustrate the general
behavior of the remaining results.
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To analyze the eﬀectiveness of data transmission, a common analysis of energy and
spectral eﬃciency or corresponding unit consumptions is usually carried out. By spectral
eﬃciency, we mean the ratio of the bandwidth containing 99% of signal power W99 % to
the data rate value R:
𝛾=

R
.
W99%

(3)

By energy consumptions, we mean the value of the signal-to-noise ratio (SNR) per
bit, which corresponds to the BER = 10−4:

h2 =

Eb
,
N0

(4)

where Eb is the bit energy, N0 is the AWGN one-sided spectral power density.
Figures 3 and 4 provide a comparison of noise immunity between FTN and PRS for
the pulses with the same length. Speciﬁcally, L = 12; FTN parameters: β = 0.2, τ = 0.8;
optimal PRS parameters: W99% = 0.8. In this way signals have the same spectral
eﬃciency γ = 2.5 From the analysis of Figs. 3 and 4 it follows that as the value of M
increases, the noise immunity of the suboptimal algorithm approaches the optimal one,
which in turn actually coincides with the curve for full response signaling (FRS) with
QPSK. As can be seen, the behavior of the curves is not the same for FTN and PRS. In

Fig. 3. BER curves for FTN signal
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Fig. 3, as M increases, the curves converge more and more with the FRS curve for QPSK.
Figure 4 shows that probably only in the region of low BER values (<10–4) the curves
begin to converge to the FRS noise immunity curve. Thus, the optimal signals PRS lose
to the FTN signals. That is, the diﬀerence in the signal-to-noise ratio at M = 64 is 1.7 dB.

Fig. 4. BER curves for PRS signal

From Fig. 5 it follows that for the number of surviving paths M = 8, PRS signals
show worse results comparing to FTN signals. For clarity, two curves for true-BCJR are
added – one for FTN signals and one for optimal PRS signals. It is clear that without
limitation on the number of surviving paths the optimal PRS signals provide better
results than FTN signals. It is also worth noting that PRS signals have a lack consisting
the curve is non monotonic. This is a consequence of the fact that the free Euclidean
distance does not monotonically depends on bandwidth, therefore even though the spec‐
tral eﬃciency decrease, the energy consumptions can grow.
Figure 6 provides the results for the same signals set as in Fig. 5, but now the
maximum number of paths M = 64 for Max-Log-M-BCJR algorithm. As can be seen
from the Fig. 6 the behavior of the Max-Log-M-BCJR algorithm curves is similar to the
true-BCJR algorithm and PRS signals provides higher spectral eﬃciency than FTN
signals. Considering the fact that true-BCJR in this conditions has SL–1 = 211 = 2048, it
follows that Max-Log-M-BCJR algorithm provides 32 times lower computational
complexity without noticeable lose in spectral and energy eﬃciency.

v.davydov@hse.ru

198

A. Plotnikov and A. Gelgor

Fig. 5. Spectral eﬃciency by signal-to-noise, true-BCJR and Max-Log-M-BCJR with M = 8

Fig. 6. Spectral eﬃciency by signal-to-noise, true-BCJR and Max-Log-M-BCJR with M = 64
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Common conclusions are as follows. For the very low values of M the FTN signals
provide better spectral eﬃciency than optimal PRS signals. This is due to the fact that
with increase the value of M BER performance of Max-Log-M-BCJR for FTN is faster
converges to BER performance of true-BCJR than for optimal PRS signals. There are
exist such values of M that Max-Log-M-BCJR algorithm provides signiﬁcantly lower
computational complexity than true-BCJR without loss of energy and bandwidth.

6

Conclusions

In the work, we developed suboptimal Max-Log-M-BCJR demodulation algorithm. It
is shown that it is possible to reduce the computational complexity of detection approx‐
imately in SL–1/M times without signiﬁcant energy losses. The comparison of FTN and
PRS signals has shown that for high values of M the best spectral eﬃciency is achieved
by PRS signals and vice versa. For pulse length L = 12 the Max-Log-M-BCJR detection
with M = 64 provides the results close to true-BCJR detection, that is mean decrease of
computational complexity in 32 times. Also, the lack of optimal PRS was founded, that
is the spectral eﬃciency doesn’t monotonically depends on energy consumptions.
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Abstract. In this paper the simpliﬁed problem of frequency determination for multiple simultaneously present harmonic oscillations through
subsampling is considered. The proposed (used) subsampling is realized by Dirac function comb with principal frequency much less than
input signal frequencies. So all signal frequencies are transformed to ﬁrst
Nyquist zone. We consider subsampling is implemented in three parallel
channels when comb principal frequencies are diﬀering but close one to
another. Each channel includes also ADC, FFT unit and digital processing unit. Output channel information is a set of possible input frequencies, and these sets intersection is searched for ﬁnding input frequencies.
Proposed system math model was developed for estimation of ambiguity
of recovering values for original input frequencies. The subsampler with
three parallel channels was realized as a small unit. It works as mixer
with comb type heterodyne in superheterodyne receiver. The subsampler
has analog bandwidth up to 5 GHz with 100 MHz principal frequencies.
Its experimental characteristics are presented.
Keywords: Subsampling · Multicomponent signal
Frequency recovering · Nyquist zone · Dirac function comb

1

Introduction

Input signal spectrum analysis is an important task in many processing systems
(receivers). Nowadays many types of complicated signals are used in various
radioelectronics systems, such as phase and frequency modulation signal, chirp
and so on. They occupied wide frequency range from RF to microwave, approx.
0.1–20 GHz, and may be present at the same time at a receiver input. One
approach for such input signal spectral analysis is traditional superheterodyne
receiver with tunable local oscillator, but there is a drawback – missing of pulse
signal when local oscillator scans throw total frequency band. Another approach
for spectral analysis is division of total frequency band to many subbands with
parallel function of many receivers, but there is a drawback – an equipment will
have large size and cost. One can use an instantaneous frequency measurement
c Springer Nature Switzerland AG 2018
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(IFM) receiver. Conventional IFM receiver consists of a delay line, mixers and
RF couplers. Built on this architecture receiver works in wide bandwidth and
has high performance [1]. However, this approach has one serious disadvantage well-known problem of frequency determination in case of multicomponent input
signal. To overcome such problem Prony and Pisarenko method was applied in
[2]. In addition, some other methods like MUSIC (Multiple Signal Classiﬁcation) assist to distinguish the frequencies in multicomponent signal spectrum
[3]. But these methods require digital processor with large processing power.
Next approaches are based on input signal conversion in digital form and wide
usage of digital techniques – one can say this is main way in modern processing
systems realization. But it has become prohibitive to sample modern wideband
signals because their Nyquist rates (for sampling) may exceed speciﬁcations of
the best analog-to-digital converters (ADCs) by orders of magnitude. There are
approaches with decreasing the sampling frequency – subsampling approaches
with parallel work of some ADCs, but they to our opinion are not simple because
of acquiring samples from a periodic but nonuniform grid or multi-coset sampling
with speciﬁc strategy of this type [4–6].
The goal of this paper is to propose a more simple method of multicomponent
input signal spectrum analysis which combines an approach of superheterodyne
receiver and a concept of signal multi-rate subsampling in some parallel channels
with constant but diﬀering from channel to channel sampling rates. We consider
channel synchronous subsampling as heterodyning with Dirac function comb.

2

Theory of Operation

For the beginning let’s consider a frequency shift via heterodyning. Heterodyning is a radio signal processing technique that creates new two frequencies by
combining two frequencies [7]. The down-conversion operation is illustrated in
Fig. 1. The frequency of input radio signal FRF and the image frequency FRF
also are transposed to the intermediate frequency FIF . The superheterodyne
receiver operation over the wide frequency range is achieved by tunable local
oscillator. Such tuning takes a certain time. In a conventional approach of heterodyning an image frequency signal must be ﬁltered out before the frequency
conversion.

Fig. 1. Description of a conventional frequency down-conversion heterodyning.

The idea of parallel spectrum processing is based on using frequency Dirac
comb generator instead of harmonic oscillator. Mathematically Dirac comb is a
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periodic tempered distribution constructed from Dirac delta functions [8]. The
explanation of spectrum transform is depicted in Fig. 2.

Fig. 2. Description of a parallel spectrum transform.

Here multiple harmonics from FLO separate the spectrum into frequency
zones. Every zone shifts to the beginning of spectrum. Thus with a knowledge of
a law of spectrum transform it becomes possible to observe the wide frequency
range in parallel mode. Performance of a receiver in this case depends only on
Fourier transform speed and a time of frequency matrix calculation.

3

Basic Mathematical Relations

At ﬁrst let’s introduce key terms:
s(t) is the incoming multicomponent RF signal; sLO (t) is a signal frequency
from comb generator; Fudf is a frequency range of unambiguous deﬁnition of
frequency; N is a number of components of input signal; M is a number of comb
generator’s harmonics.
The expression for input signal is given by
s(t) =

N


Ai cos(2πfi t)

(1)

i=1

The signal from frequency comb generator can be written as
sLO (t) =

M


Bk cos(2πkf LO t)

(2)

k=1

The signal on the mixer’s output is equal to a multiplication of expressions for
signal and local oscillator
smixer (t) = s(t) · sLO (t)

(3)

A time domain representation of a signal on the mixer’s output in general form
is given by (5). Here for every input signal component like for conventional
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heterodyning we have two output components. The ﬁrst term corresponds to
intermediate frequency and the second is an image frequency.
 M
N
1  
Ai
Bk cos{(2π(fi + kfLO ))t} +
(4)
smixer (t) =
2 i=1
k=1



Intermediate

+

M

i=1



Ai

N

k=1



Bk cos{2π(fi − kfLO ))t}


Image

(5)



We continue the discussion under the assumption of zero image
frequency components. We note that there are some technical approaches to
realize ﬁltration of image frequencies in conventional approach of heterodyning.

Fig. 3. Proposed IFM Receiver block diagram.

3.1

IFM Receiver operation algorithm

The block diagram of proposed instantaneous frequency measurement receiver
is illustrated in Fig. 3.
The proposed IFM Receiver consists of three equivalent RF channels. The
incoming signal is passed through in-phase power divider. On the next step the
input signal is mixed with a signal from comb generator. Mixer output signals go
to low-pass ﬁlter. The cutoﬀ frequency is equal to FLO . Afterwards the response
is sampled by analog-to-digital converter and is processed in digital form in
DSP. First of all FFT is accomplished in DSP, so one can receive spectrum
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information: frequencies FIF of all components and also its amplitude [9]. It
should be marked that every channel gives the possibility of extracting additional
information about incoming signal spectrum according to next assertion:
1. One channel provides frequency determination for one-tone signal for value
not more than LO’s principal frequency (FLO1 ).
2. Adding the second channel allows to uniquely identifying the frequency of
one-tone signal in range up do Fudf .
3. Three channels provide the frequency determination for N tones with values
up to Fudf .
where M is a maximum LO’s harmonic number which is deﬁned by (6) under
condition (8).

M=

FLO1
FLO2 − FLO1

(6)

where FLO1 and FLO2 are the principal frequencies of two comb generators
There is a requirement for values of LO’s frequencies
FLO1 < FLO2 < FLO3

(7)

The frequency range of unambiguous frequency deﬁnition is given by
Fudf = M · FLO1

(8)

With taking into account of described relations the values of possible frequency components from ﬁrst channel can be calculated as
⎞
⎛
FLO1 − FIF1
2FLO1 − FIF1 . . . M FLO1 − FIF1
⎜ FLO1 − FIF2
2FLO1 − FIF2 . . . M FLO1 − FIF2 ⎟
⎟
⎜
⎟
⎜
.
.
.
...
...
...
(9)
⎟
⎜
⎝ FLO1 − FIFN −1 2FLO1 − FIFN −1 . . . M FLO1 − FIFN −1 ⎠
FLO1 − FIFN 2FLO1 − FIFN . . . M FLO1 − FIFN
where FLO1 is a ﬁrst harmonic of comb generator and FIF1 . . . FIFN are the
intermediate frequencies.The values from the second and third channel can be
obtained by the same way.
In order to get the initial frequencies of input signal the intersection
between elements of matrices should be found.

4

Simulation

The simulation was performed with MATLAB. The graphical user interface
(GUI) with main IFM receiver functional blocks according to above described
functional diagram (see Fig. 3) was developed and it is shown in Fig. 4.
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We choose 3 parallel working channels in IFM receiver model functioning.
Moreover, the library of various simple signal types like sine, AM, chirp was
also added. The spectrum after every block can be evaluated, see insertions
- spectrum diagrams in Fig. 4 in diﬀerent ﬂow paths. The algorithm of peak
search and frequency values intersection was encapsulated. In general the model
of instantaneous frequency measurement has conﬁrmed the assumption about
the possibility of spectrum analysis in parallel mode. Some details about our
approaches of IFM receiver model functioning simulation one can ﬁnd in [9].

Fig. 5. Mixer with comb generator prototype.

5

Measurements

We developed some key units of IFM receiver. For frequency comb generation a
circuit with step recovery diode (SRD) was chosen. The board of the instantaneous frequency receiver main part - mixer was manufactured on FR4 substrate.
The photo of our mixer with comb generator prototype is shown in Fig. 5. One
can see 3 inputs for connection to in-phase power divider (left side), 3 outputs
for connection to 3 ADC and 3 inputs to feed LO principal frequencies (right
side).
The spectrum of outputs of the comb generators were evaluated with
Keysight N9010A EXA signal analyzer. The spectrogram of one channel comb
is presented in Fig. 6, in this case frequency FLO is 100 MHz. The unevenness of
harmonics power was not more than 5 dB in frequency range up to 5 GHz.
On the input of the mixer prototype two-tone sine signal was applied with
frequencies f1 = 2359 MHz and f2 = 1261 MHz. In the Fig. 7 the mixer one
channel output spectrum is shown.
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Fig. 6. The comb generator output spectrum.

Fig. 7. The ﬁlter’s output signal’s spectrum for two-tone sine signal with frequencies
2359 and 1261 MHz.
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It can be seen that there are four power peaks. Two of them are correspond to
intermediate frequency and the two other are matched to image frequencies. We
have to note that image signal frequency ﬁltration not used here. From signal
with frequency f1 we received fIF 1 = f1 − 230 · FLO = 59 MHz and fIM 1 =
f1 − 231 · FLO = 41 MHz. From signal with frequency f2 we received fIF 2 =
f2 − 120 · FLO = 61 MHz and fIM 2 = f2 − 121 · FLO = 39 MHz. This behavior
is consistent with theoretical model. Now we are developing an algorithm of
proper input signal frequencies identiﬁcation (recovering) on processing data of
3 parallel receiver channels, see [9].

6

Conclusion

The idea of parallel spectrum analysis exploiting frequency comb generator as
LO in receiver mixer was proposed. The algorithm for input signal frequencies
determination was described with basic mathematical relations. The model of
instantaneous frequency receiver with 3 parallel channels was developed. Simulation conﬁrmed the assumption about the possibility of simultaneously presented
signals (multicomponent signal) transformation into frequency baseband and its
initial frequencies recovering. The receiver based on such approach has the following advantages. In comparison with the superheterodyne receiver it doesn’t
need any control of local oscillator. In addition, this approach eliminates the need
of high-speed analog-to-digital converters. Compared to conventional approach
of instantaneous frequency receiver the proposed receiver allows working with
multicomponent signals. The developed mixer prototype has measured unevenness of spectral components power on the output of comb generator not more
than 5 dB for frequency range up to 5 GHz. Nevertheless, the fundamental limitation of this parallel analysis approach is an existence of image channels. It
leads to erroneous input frequencies recovering results. In the future work the
image channel rejection will be made by using special algorithms.
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Abstract. The scarcity of resources available for commercial wireless access
systems below 6 GHz coupled with constantly increasing trafﬁc demands from
the mobile users force network operators to seek additional spectrum. In addition to moving upper in the frequency band and occupying millimeter wave
band with 3GPP New Radio access technology the set of solutions also includes
implementing commercial LTE systems in unlicensed bands including 2.4 GHz
and 5.1 GHz that are currently occupied by Wi-Fi. This technology, known as
License Assisted Access (LAA), has recently received considerable attention
within the 3GPP community. One of the solutions to provide fair division of air
interface resources between competing technologies is to use schedule-based
access, where LAA access point is in full control of shared medium and may
dynamically schedule allocations to LTE and Wi-Fi trafﬁc. The ﬁne tuning of
LAA technology requires careful understanding of various trade-offs and
dependencies involved in Wi-Fi and LTE coexistence. In this paper, using the
tools of the queuing theory we formulate and solve several analytical models
targeting different implementation strategies of schedule-based LAA systems
and trafﬁc types of end users. We derive relevant performance characteristics
including the session drop probabilities, probability that the session accepted to
the system is drop before its service completion and average resource utilization
of the system.
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1 Introduction
While the subscriber base of commercial mobile systems no longer grows exponentially over the last few years, the amount of generated trafﬁc preserves its exponential
trend and is expected to reach unprecedented numbers by the year 2021 [1]. This trend
is mainly explained by constantly increasing capabilities of handheld devices as well as
appearance and further popularization of bandwidth greedy services [2]. This trend is
expected to continue in the further with the prospective adoption of multimedia-rich
wearable gadgets such as smart-glasses equipped with new services such as augmented
and virtual reality [3].
The achievable data rate at the access interface is upper bounded by the famous
Shannon result [4] relating achievable rate to the product of the available bandwidth, B,
and spectral efﬁciency, log2 ð1 þ SÞ. With the wide adoption of advanced modulation
and coding schemes and the use of nearly optimal medium sharing procedures the
spectral efﬁciency of wireless channels is not expected to increase drastically in the
coming years. This leaves the bandwidth B as the factor providing the decisive impact
on the rate achievable at the air interface.
As the frequently resource below 6 GHz is tightly regulated and almost fully
occupied, there are two principal approaches to improve the capacity of wireless
systems. The straightforward way is to go upper in the frequency band to millimeter
wave (mmWave) frequencies, where more bandwidth is available. The 3GPP New
Radio (NR) systems operating at 28 GHz and higher frequencies is expected to provide
extraordinary performance boost to bandwidth greedy applications. However, along
with great promises, the use of mmWave band brings fundamental constraints. In
particular, free spaces propagation losses are much more drastic signiﬁcantly limiting
the coverage area of a single AP [5, 6]. Furthermore, due to extremely small wavelength frequencies of this band are much more prone to scattering than to reflection
leading to problems reaching receiver in non-line-of-sight (nLoS) conditions [7, 8]. As
a result, mmWave links are expected to be characterized by intermittent connectivity
while mmWave APs are likely to be deployed in crowded locations, where there is the
need for extremely high access rates. Thus, LTE systems is expected to remain the
integral part of mobile cellular systems in 5G providing access in areas where no
mmWave APs are deployed and enabling data services for highly mobile subscribers.
One of the viable approaches to enhance capacity of LTE air interface is to deploy
LTE micro/pico base stations (BS) in unlicensed band. Below 6 GHz there are two
industrial scientiﬁc and medical bands available, including 150 MHz-wide 5.1 GHz
band and 100 MHz-wide 2.4 GHz band. However, these frequencies are extremely
crowded by non-commercial Wi-Fi systems and LTE systems operating in this band
need to follow the set of rules ensuring seamless coexistence between competing
systems.
The coexistence strategies have been studies by 3GPP in Release 13 under the term
“license-assisted access” (LAA) and reported in TR.36.889 [9]. According to it, one
may enforce listen-before-talk (LBT) functionality at the LTE interface such that fair
competition between Wi-Fi and LAA is ensured. One of the inherent shortcomings of
this approach is the lack of performance guarantees to LAA connections as LBT-based
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access cannot provide them by default. Preferable approach allowing provide performance guarantees to LTE applications is to fully delegate control functionality to LAA
systems that dynamically schedule resources for Wi-Fi and LAA systems. Nevertheless, in both cases signiﬁcant gains in terms of throughput is revealed due to the use of
more robust and reliable physical and link-layer technologies.
The seamless implementation of schedule-based LAA system in unlicensed band
requires dynamic ﬁne tuning of resources between Wi-Fi and LAA systems. The latter
heavily depends on the set of assumptions regarding LAA system operation as well as
on trafﬁc speciﬁcs. In this paper, we develop the set of models for performance
assessment of scheduled-based LAA systems. Particularly, we consider systems with
streaming and elastic trafﬁc as well as systems, where upon arrival of Wi-Fi session the
service process of LTE connections can be interrupted to ensure fairness between WiFi and LAA systems. We provide numerical examples illustrating the crucial performance measures including the session drop probabilities, probability that the session
accepted to the system is dropped and average resource utilization of the system.
The rest of the paper is organized as follows. In Sect. 2 we review the principles of
schedule-based LAA systems and then formulate the system models encompassing the
essentials of LTE and Wi-Fi coexistence in the unlicensed bands. In Sect. 3 we subsequently formalize and solve performance assessment models for various special cases
of the system and different trafﬁc types. The numerical examples are provided in
Sect. 4. Conclusions are drawn in the last section.

2 System Model of LAA Schedule-Based System
In this section we ﬁrst provide a brief account of recent developments in schedulebased LAA systems. Then we proceed formulating the system model and its special
cases.
2.1

Schedule-Based LAA Systems

The major requirement imposed by 3GPP in TR.36.889 on the operation of LAA
systems is that “LAA system operating in unlicensed band shall not interfere more than
another Wi-Fi AP operating in this band” [9]. In practice this requirement implies that
the presence of LAA shall divide the medium similarly to CSMA/CA protocol
implemented in conventional Wi-Fi systems. Attempting to satisfy this requirement the
ﬁrst wave of proposals targeted the use of LBT-mechanisms by introducing a shim
layer between physical and data-link layers in the LTE air interface protocol stack.
Particular, solutions vary from simple ALOHA approach to very complex CSMA/CAlike access with multiple back-off stages of different size [10, 11].
Introducing random access procedure to LTE system, while achieving the major
goal of LAA design, heavily affects performance provided to upper layers. Indeed, one
of the most advantageous properties of commercial cellular system is well-deﬁned
quality-of-service (QoS) provisioning mechanisms allowing to satisfy performance
requirements of applications. When LBT-based design is employed LTE scheduler
operates in presence of uncertainty as no deterministic information about the channel
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access is available. This shortcoming was ﬁrst discussed in [12], where the authors
discussed shortcomings of LBT-based LAA-design and advocated the use of
scheduled-based access. According to this design LAA system is provided the full
control of the medium (via the use of Wi-Fi short-interframe spacing, SIFS) to allocate
time shares for Wi-Fi and LAA. The major advantage of this schedule-based design is
that the access schedule if fully known to LAA system. The concept was further
elaborated in [13], where the use of duty cycle, a time period repeating itself and
divided into Wi-Fi and LTE allocations, has been proposed. In [13], the authors ﬁrst
formulated the set requirements for LAA AP to ensure accurate scheduling of medium
and then proceed adding adaptiveness to the duty-cycle-based scheduling. The latter is
needed to ensure that applications with different delay requirements. They have shown
that when perfect information about the session arrivals at Wi-Fi systems is available
the adaptive duty-cycle-based LAA design may ensure fairness while still maintaining
QoS guarantees. Deciding on the optimal values of Wi-Fi and LAA allocations in a
duty cycle is a complex problem that depends on offered trafﬁc load to both Wi-Fi and
LAA.
2.2

System Model

The system we consider is similar to the one, proposed in [14], see Fig. 1. We assume
that the duration of the duty cycle, TD, is constant and set to some value that is dictated
by the most delay critical LAA application. According to the system, LAA AP is in full
control of the medium overtaking and releasing it using SIFS mechanism.

Fig. 1. Adaptive duty-cycle access strategy for LAA design (reproduced from [14]).

LAA system is designed to ensure (i) fair division of the medium between LAA and
LTE sessions and (ii) providing throughput guaranteed to LAA sessions. Let Dmin;L be
the minimum time allocation required by LAA session. Thus, both requirements are
satisﬁed by ensuring that all the sessions are provided at least the minimum required
resources, i.e., D ¼ minðTD =N; Dmin;L Þ, where N is the number of Wi-Fi and LAA
sessions in the system. To enforce this requirement LAA implement the connection
admission control (CAC) algorithm. Upon arrival of LAA session, CAC checks
whether this requirement is satisﬁed when new session is admitted to the system. If yes,
the session is accepted to the system. Otherwise, it is dropped.
The CAC algorithm does not have any control over Wi-Fi and all Wi-Fi sessions
are admitted to the system. This implies that upon arrival of Wi-Fi session the
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requirement D ¼ minðTD =N; Dmin;L Þ can be violated. If this happens the system may
either drop one or more LAA sessions or, alternatively, do nothing. In the latter case
throughput requirements of LAA sessions might be violated. In what follows, we
consider both cases.
As one may observe, Wi-Fi and LAA allocations of the duty cycle depends on the
current offered trafﬁc load. We assume that the Wi-Fi and LAA sessions arrive to the
system according to Poisson process with intensities kW and kL , respectively. In what
follows, we consider two cases of the service process affecting the resource requirements and session holding times of sessions corresponding to elastic and streaming
types of trafﬁc. In the former case, resource requirements of Wi-Fi and LAA sessions
are fully parametrized by constant demand sizes, hW and hL . For streaming trafﬁc we
assume that session holding times are lW and lL , respectively while the resource
requests from the system are RW and RL , correspondingly.
In the next session we specify models for the following variants of the system:
(i) streaming trafﬁc without QoS violation, (ii) streaming trafﬁc with QoS violation,
(iii) elastic trafﬁc without QoS violation, and (iv) elastic trafﬁc with QoS violation.

3 Performance Evaluation Models
The behavior of all four models deﬁned in Sect. 2 can be described by a twodimensional continuous-time Markov chain (CTMC) XðtÞ ¼ fNW ðtÞ; NL ðtÞ; t  0g,
where NW ðtÞ is the number of active Wi-Fi sessions, NL ðtÞ is the number of active LTE
sessions in the system at the moment t. Denote NL ¼ bC=RL c the maximum number of
active LTE sessions. The state space is the same for all models and takes the form:
X ¼ fðnW ; nL Þ : nW  0; nL  0; nW þ nL  NL [ nL ¼ 0; nW [ NL g;

ð1Þ

where nW and nL are number of active Wi-Fi and LTE sessions in the system.
In models without QoS violation arriving Wi-Fi and LTE sessions could be
blocked. The blocking set of Wi-Fi sessions is given by:
BW ¼ fðnW ; nL Þ : nW þ nL ¼ NL g;

ð2Þ

The blocking set of LTE sessions takes the following form:
BL ¼ fðnW ; nL Þ : nW þ nL ¼ NL [ nL ¼ 0; nW [ NL g:

ð3Þ

In models with QoS violation only arriving LTE sessions could be blocked. The
blocking set of the LTE sessions coincides with the set for the model without QoS
violation and is provided by (3).
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Streaming Trafﬁc Without QoS Violation

Consider ﬁrst the model without QoS violation with streaming Wi-Fi and LTE sessions. The form of the state transition diagram for this model is illustrated in Fig. 2,
while the corresponding equilibrium are as follows:

Fig. 2. The state diagram of the LAA system with streaming trafﬁc without QoS violation.

pðnW ; nL Þ½kW .ð1ðnW  NL ; nL ¼ 0Þ þ 1ðnW þ nL \NL ÞÞ
þ kL :1ðnW þ nL \NL Þ þ nL lL :1ðnL [ 0Þ þ nW lW :1ðnW [ 0Þ
¼ pðnW þ 1; 0ÞðnW þ 1ÞlW :1ðnW  NL ; nL ¼ 0Þ
þ pðnW þ 1; nL ÞðnW þ 1ÞlW :1ðnW þ nL \NL Þ
þ pðnW  1; nL ÞkW :1ðnW [ 0Þ þ pðnW ; nL  1ÞkL :1ðnL [ 0Þ
þ pðnW ; nL þ 1ÞðnL þ 1ÞlL :1ðnW þ nL \NL Þ;

ð4Þ

where ðpðnW ; nL ÞÞðnW ;nL Þ2X ¼ p is the stationary state probability distribution.
Since CTMC XðtÞ is reversible the probability distribution pðnW ; nL Þ; ðnW ; nL Þ 2 X
has the multiplicative form [14]:
pð nW ; nL Þ ¼

X1 XNL i ðq Þi ðq Þ j
W
L
i¼1
j¼1
i!
j!

!1
.

qW nW qLnL
;
nW !.nL !

ð5Þ

where qW ¼ kW =lW and qL ¼ kL =lL are offered loads for the Wi-Fi and LTE sessions.
3.2

Streaming Trafﬁc with QoS Violation

Consider now the second model with streaming trafﬁc and QoS violation. The principal
difference from the ﬁrst model is absence of Wi-Fi session’s blockage. As a result, the
throughput guarantees of LTE sessions can be violated. The state transition diagram of
this model is shown in Fig. 3. The system of equilibrium equations is as follows:
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Fig. 3. The state diagram of the LAA system with streaming trafﬁc with QoS violation.

pðnW ; nL Þ½kW .ð1ðnW  NL ; nL ¼ 0Þ þ 1ðnW þ nL \NL Þ
þ 1ðnW þ nL ¼ NL ; nL [ 0Þ þ kL  1ðnW þ nL \NL Þ
þ nL lL  1ðnL [ 0Þ þ nW lW  1ðnW [ 0Þ
¼ pðnW ; nL  1ÞkL  1ðnL [ 0Þ
þ pðnW  1; nL þ 1ÞkW  1ðnW þ nL ¼ NL ; nW [ 0Þ
þ pðnW  1; nL ÞkW  1ðnW [ 0Þ
þ pðnW þ 1; 0ÞðnW þ 1ÞlW  1ðnW  NL ; nL ¼ 0Þ
þ pðnW þ 1; nL ÞðnW þ 1ÞlW  1ðnW þ nL \NL Þ
þ pðnW ; nL þ 1ÞðnL þ 1ÞlL  1ðnW þ nL \NL Þ;

ð6Þ

where ðpðnW ; nL ÞÞðnW ;nL Þ2X ¼ p is the stationary state probability distribution.
As a result of service interruptions, the CTMC XðtÞ is no longer reversible and the
probability distribution pðnW ; nL Þ; ðnW ; nL Þ 2 X does not have the multiplicative form.
However, one can determine it numerically. Rewrite the system (6) in the form of
p.A ¼ 0; p:1T ¼ 1

 0 0 
where A is the inﬁnitesimal generator whose elements a ðnW ; nL Þ nW ; nL are:
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8
0
0
>
kW ; nW ¼ nW þ 1; nL ¼ nL  1; nL [ 0; nW þ nL ¼ NL
>
>
>
0
0
>
>
or nW ¼ nW þ 1; nL ¼ nL ; nW þ nL \NL
>
>
>
>
0
0
>
>
or nW ¼ nW þ 1; nL ¼ nL ¼ 0; nW  NL ;
>
>
>
0
0
<k ;

 0 0  >
nW ¼ nW ; nL ¼ nL þ 1; nW þ nL \NL ;
L
a ¼ ðnW ; nL Þ nW ; nL
¼
0
0
>
>
nW ¼ nW  1; nL ¼ nL ; nW [ 0;
nW lW ;
>
>
>
0
0
>
>
nL lL ;
nW ¼ nW ; nL ¼ nL  1; nL [ 0;
>
>
>
>
0
0
>
>
;
nW ¼ n W ; nL ¼ nL ;
>
>
>
:
0;
otherwise;
where  ¼ ½kW :1ðnW  NL Þ þ kW :1ðnW þ nL \NL Þ þ nL lL .ðnL [ 0Þ þ nW lW 1ðnW [
0Þ þ kL 1ðnW þ nL \NL Þ þ kW 1ðnW þ nL ¼ NL ; nL [ 0Þ:
3.3

Elastic Trafﬁc Without QoS Violation

Similarly to the models with streaming trafﬁc, the behavior of LAA system with elastic
trafﬁc is described by two-dimensional vector ðnW ; nL Þ, where nW ¼ f0; 1; . . .g,
nL ¼ f0; 1; . . .; NL g. Wi-Fi sessions do not impose any requirements on the minimum
throughput while LTE sessions are associated by the minimum bit rate, RL : The state
transition diagram of the system is shown in Fig. 4 while the system of equilibrium
equations takes the following form

Fig. 4. The state diagram of LAA system with elastic trafﬁc without QoS violation.
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pðnW ; nL Þ½kW .ð1ðnW  NL ; nL ¼ 0Þ þ 1ðnW þ nL \NL ÞÞ
L
þ kL :1ðnW þ nL \NL Þ þ ðnW Cn
þ nL ÞhL :1ðnL [ 0Þ
W
þ ðnW Cn
þ nL ÞhW :1ðnW [ 0Þ ¼ pðnW ; nL  1ÞkL :1ðnL [ 0Þ
þ pðnW  1; nL ÞkW :1ðnW [ 0Þ þ pðnW þ 1; 0Þ hCW :1ðnW  NL ; nL ¼ 0Þ

ð8Þ

L þ 1Þ
þ pðnW ; nL þ 1Þ ðnWCðn
þ nL þ 1ÞhL :1ðnW þ nL \NL Þ

W þ 1Þ
þ pðnW þ 1; nL Þ ðnWCðn
þ nL þ 1ÞhW :1ðnW þ nL \NL Þ;

where ðpðnW ; nL ÞÞðnW ;nL Þ2X ¼ p is the stationary state probability distribution.
Similarly, as for the model with streaming trafﬁc, considered in the Sect. 3.1, the
probability distribution pðnW ; nL Þ; ðnW ; nL Þ 2 X for the model with elastic trafﬁc
without QoS violation can be represented in the multiplicative form [15]:
pðnW ; nL Þ ¼

!1
X1 XNL i ðq Þi ðq Þ j
qW nW qLnL
W
L
ði þ jÞ!
ðnW þ nL Þ!;
i¼1
j¼1
i!
j!
nW !.nL !

ð9Þ

where qW ¼ kW hW =C and qL ¼ kL hL =C are offered loads for the Wi-Fi and LTE
sessions, and ðnW þ nL Þ! ¼ ðnW þ nL ÞðnW  1 þ nL Þ  . . .  nL ðnL  1Þ  . . .  1:
3.4

Elastic Trafﬁc with QoS Violation

We ﬁnally address the model with elastic Wi-Fi and LTE sessions in which QoS
violation may occur. Similar to the model discussed in Sect. 3.2 the particularity of the
system consists in absence of Wi-Fi sessions blocking and presence of LTE sessions
interruption in case of lack of free resources for the Wi-Fi session’s servicing.
The state transition diagram is shown in Fig. 5 while the system of equilibrium
equations takes the following form:

Fig. 5. The state diagram of the LAA system with elastic trafﬁc with QoS violation.
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pðnW ; nL Þ½kW .ð1ðnW  NL ; nL ¼ 0Þ þ 1ðnW þ nL \NL Þ
þ 1ðnW þ nL ¼ NL ; nL [ 0Þ þ kL :1ðnW þ nL \NL Þ
CnW
L
þ ðnW Cn
þ nL ÞhL :1ðnL [ 0Þ þ ðnW þ nL ÞhW :1ðnW [ 0Þ
¼ pðnW ; nL  1ÞkL :1ðnL [ 0Þ þ þ pðnW  1; nL ÞkW :1ðnW [ 0Þ
þ pðnW  1; nL þ 1ÞkW :1ðnW þ nL ¼ NL ; nW [ 0Þ
þ pðnW þ 1; 0Þ hCW :1ðnW  NL ; nL ¼ 0Þ
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ð10Þ

L þ 1Þ
þ pðnW ; nL þ 1Þ ðnWCðn
þ nL þ 1ÞhL :1ðnW þ nL \NL Þ

W þ 1Þ
þ pðnW þ 1; nL Þ ðnWCðn
þ nL þ 1ÞhW :1ðnW þ nL \NL Þ;

where ðpðnW ; nL ÞÞðnW ;nL Þ2X ¼ p is the stationary state probability distribution.
Similarly to the model with streaming trafﬁc, considered in the Sect. 3.2, the
CTMC XðtÞ of the model with elastic trafﬁc is not reversible implying that there is no
multiplicative form for the stationary probability distribution pðnW ; nL Þ; ðnW ; nL Þ 2 X.
However, one can numerically compute it as the solution of (10), written in the form

 0 0 
(7), where the elements a ðnW ; nL Þ nW ; nL of the generator A are deﬁned as:
8
0
0
>
kW ; nW ¼ nW þ 1; nL ¼ nL  1; nL [ 0; nW þ nL ¼ NL
>
>
>
0
0
>
>
or nW ¼ nW þ 1; nL ¼ nL ; nW þ nL \NL
>
>
>
>
0
0
>
>
or nW ¼ nW þ 1; nL ¼ nL ¼ 0; nW  NL ;
>
>
>
>
0
0
>
>
nW ¼ nW ; nL ¼ nL þ 1; nW þ nL \NL ;
> kL ;

 0 0  <
nW
C
0
0
a ð nW ; nL Þ nW ; nL
¼
.
;
nW ¼ nW  1; nL ¼ nL ; nW [ 0;
>
>
h
n
þ
n
>
W
L
W
>
>
>
>
nL
C
0
0
>
>
. ;
nW ¼ nW  1; nL ¼ nL ; nL [ 0;
>
>
nW þ nL hL
>
>
>
0
0
>
> ;
nW ¼ nW ; nL ¼ nL ;
>
>
>
:
0:
otherwise;
where
 ¼ ½kW :1ðnW  NL Þ þ kW :1ðnW þ nL \NL Þ þ kL :1ðnW þ nL \NL Þ þ kW :1
CnW 1ðnW [ 0Þ
L
ðnW þ nL ¼ NL ; nL [ 0Þ þ ðnW Cn
þ nL ÞhL  1ðnL [ 0Þ þ ðnW þ nL ÞhW :
3.5

Performance Measures

Having found the probability distribution pðnW ; nL Þ; ðnW ; nL Þ 2 X, one may compute
performance measures of the considered LAA systems. General performance characteristics for both types of models, without and with QoS violation regardless of the type
of generated trafﬁc are the blocking probability of LTE sessions, as well as the average
number of Wi-Fi and LTE sessions:
• LTE session blocking probability BL is given by
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BL ¼

XNL 1
nW ¼0

pðnW ; NL  nW Þ þ

X1
nW ¼NL

pðnW ; 0Þ:

ð11Þ

• The average number of Wi-Fi sessions in service is
W ¼
N

XNL 1
nW ¼1

nW

XNL nW
nL ¼0

pðnW ; nL Þ þ

X1
nW ¼NL

nW pðnW ; 0Þ:

ð12Þ

• The average number of LTE sessions in service is
L ¼
N

X NL
nL

n
¼1 L

XNL nL
nW ¼0

pðnW ; nL Þ:

ð13Þ

The additional characteristic of the model without QoS violation is the blocking
probability of Wi-Fi sessions. It is computed as provided below
BW ¼

XNL 1
nW ¼0

pðnW ; NL  nW Þ:

ð14Þ

The additional characteristic of the model with QoS violation is the interruption
probability of LTE sessions. We consider two types of interruption probability: IL1 –
the probability that one of the LTE sessions will be interrupted, and IL2 – the probability that the particular LTE session will be interrupted. The calculation of these
probabilities depends on the type of the trafﬁc.
• The interruption probability IL1
1. for the LAA system with streaming trafﬁc
I L1 ¼

NX
L 1
nW

kW
pðnW ; NL  nW Þ; ð15Þ
k þ kL þ nW lW :1ðnW [ 0Þ þ ðNL  nW ÞlL
¼0 W

2. for the LAA system with elastic trafﬁc
IL1 ¼

NX
L 1
nW ¼0 kW

kW
þ kL þ

CnW
NL h W

:1ðnW [ 0Þ þ

CðNL nW Þ
N L hL

pðnW ; NL  nW Þ:

ð16Þ

• The interruption probability IL2
1. for the LAA system with streaming trafﬁc
I L2 ¼

NX
L 1
nW

1
kW
.
pðnW ; NL  nW Þ;
N

n
k
þ
k
þ
n
l
:1ðn
W
W
L
W W
W [ 0Þ þ ðNL  nW ÞlL
¼0 L
ð17Þ
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2. for the LAA system with elastic trafﬁc
I L2 ¼

NX
L 1
nW

1
N  nW kW þ kL þ
¼0 L

kW
CnW
NL hW

:1ðnW [ 0Þ þ

CðNL nW Þ
NL h L

pðnW ; NL  nW Þ: ð18Þ

4 Numerical Analysis
In this section we provide sample numerical results. We start with models having
streaming trafﬁc and then proceed to those characterized by the elastic trafﬁc demands.
4.1

Models with Streaming Trafﬁc

We consider a channel with the raw data rate C ¼ 40 Mbps. Session holding time is 2 s
for Wi-Fi and 3 s for LTE. The arrival rates of Wi-Fi sessions were chosen to be 1, 5
and 10 sessions per second. The bit rate RL for LTE session is 1 Mbps: Fig. 6 illustrates
LTE and Wi-Fi sessions blocking probabilities as a function of LTE sessions arrival
rate for two considered systems with streaming trafﬁc. As one may observe in Fig. 6a,
for kW ¼ 1 the LTE session blocking probability remains the same for the whole range
of LTE arrival rates. However, as kW increases the system with guarantees is associated
with lower blocking probability. This behavior is explained by the fact, that attempting
to maintain throughput guarantees this system may also interrupt LTE sessions already
accepted to the system. For higher values of kW these interruptions happens more
frequently. The Wi-Fi session drop probability illustrated in Fig. 6b shows predictable
behavior as LAA CAC does not have any control over Wi-Fi sessions.

Fig. 6. LTE and Wi-Fi session blocking probability for LAA models with streaming trafﬁc.

4.2

Models with Elastic Trafﬁc

We illustrate metrics associated with models having elastic trafﬁc demands using the
same raw channel rate of 40 Mbps and arrival intensities of Wi-Fi sessions. The mean
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sizes of elastic sessions generated by Wi-Fi or LTE type sessions is set to 2 MB and
3 MB, respectively. The LTE and Wi-Fi session blocking probabilities are illustrated in
Fig. 7. As one may observe in Fig. 7a, the difference between LTE session blocking
probabilities for systems with and without throughput guarantees is negligible for all
considered values of kW . However, this difference may become larger for other values
of mean Wi-Fi and LTE session sizes. Wi-Fi session blocking probabilities, expectedly,
shows exponential behavior.

Fig. 7. LTE and Wi-Fi session blocking probability for LAA models with elastic trafﬁc.

5 Conclusion
The ﬁne tuning of LAA technology requires careful understanding of various trade-offs
and dependencies involved in Wi-Fi and LTE coexistence. In this paper, we have
developed analytical models for LAA system operating in unlicensed band and using
scheduled-based access as a coexistence strategy. We addressed the cases of LAA
systems with and without QoS violations for two trafﬁc types, streaming and elastic
data sessions. The models without QoS violation allows for multiplicative form solution for steady-state probability vector of the system while only numerical solution is
feasible for systems with QoS violation. Our models can be used to identify operational
regimes of scheduled-based LAA systems under different trafﬁc conditions.
Acknowledgement. The publication has been prepared with the support of the “RUDN
University Program 5-100” and funded by RFBR according to the research projects No. 18-3700231 and No. 16-07-00766.
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Abstract. In device-to-device communications, the link quality indicators, such
as signal-to-interference ratio (SIR) is heavily affected by mobility of users.
Conventionally, the mobility model is assumed to be stationary. In this paper,
we use kinetic theory to analyze evolution of probability distribution function
parameters of SIR in D2D environment under non-stationary mobility of users.
Particularly, we concentrate on elasticity of the SIR moments with respect to
parameters of Fokker-Planck equation. The elasticity matrix for average SIR
value, SIR variance and time periods, when SIR values is higher than a certain
threshold are numerically constructed. Our numerical results demonstrate that
the main kinetic parameter affecting SIR behavior is diffusion coefﬁcient. The
influence of the drift is approximately ten times less.
Keywords: Wireless communications  Device-to-device communications
Kinetic equation  Non-stationary random walk  Mathematical modeling
SIR distribution

1 Introduction
The use of direct device-to-device (D2D) communications is a prominent way to
improve spatial frequency reuse in wireless communications system. Standardized by
3GPP in Release 13, D2D communications are expected to become integral part for
future cellular systems.
© Springer Nature Switzerland AG 2018
O. Galinina et al. (Eds.): NEW2AN 2018/ruSMART 2018, LNCS 11118, pp. 224–235, 2018.
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The signal-to-interference ratio (SIR) is a crucial metric describing the quality of
the link that depends on the propagation environment and distance between communicating entities. In D2D environment, the distance between communicating entities is
affected by mobility of users involved in communications. Thus, when characterizing
performance of D2D links one must explicitly track the mobility of users. Particularly,
if the SIR fall below a certain threshold that depends on the sensitivity of a receiver as
technology of interest two communicating entities experience outage conditions and
service provisioning is no longer possible. Thus, the development of methods for the
analysis of the duration of the connection availability and outage periods is of special
interest. However, in most studies of D2D communications performed so far stationary
mobility models have been assumed. However, in practice, mobility of users may be far
from stationary assumption.
One of the way to capture various mobility patterns, including many well-known
stationary models as well as non-stationary ones, is to use kinetic equation. This idea
was originally proposed in [1], where the general methodology has been described and
the dynamics of the SIR are shown for various special cases of users’ mobility ranging
from rectilinear motion to Brownian motion. Further, in [2] the kinetic based mobility
model was extended to the general cases with a wide range of mobility characteristics
including conventional stationary, fractal and even non-stationary ones. The analysis of
time-dependent evolution of mean, variance and coefﬁcient of variation of SIR metric
demonstrated that under non-stationary motion of communicating entities the SIR may
surprisingly exhibit stationary behavior. A non-trivial aspect of the theory is that the
distribution function of SIR in the general case of a non-stationary random walk is not
analytically deducible from the supposedly known distribution function of the user
positions. This is due to the fact, that SIR is a complex nonlinear functional, which
leads to signiﬁcant technical complications of the evolution equations of the moments
of the distribution function of this index. Thus, to model the trajectories of nonequidistant and non-stationary time series, when both the event stream and the set of
event values are non-stationary, a software package was developed in [3].
The key point in the analysis of SIR behavior is the study of SIR over the ensemble
of trajectories for given model parameters, for example the shape of drift, the diffusion
coefﬁcient, and the trajectory density. However, its behavior is heavily affected by
parameters of Fokker-Planck equation – so-called drift and diffusion making sensitivity
analysis a critical problem of interest. This problem is closely connected with the
problem of stochastic control to ensure the reliability of wireless communication
between users. The aim of the present article is to investigate these dependences
theoretically and numerically.
In this paper, we perform sensitivity analysis of SIR under non-stationary mobility
of users. Particularly, we use the kinetic theory to describe the evolution of various SIR
metrics including the mean SIR of the ensemble of random trajectories, the variance of
SIR and the normalized average. The letter is the ratio of the mean value to the standard
deviation and can be considered as a stability factor of a D2D link in the case when the
random walk of the users is non-stationary. The sensitivity is performed using the
notion of elasticity which is deﬁned as a logarithmic derivative of the investigated
metric P with respect to the parameter Q. This value shows the relative variation of P
(i.e. DP=P) while the relative variation of Q is unit. We assume that users’ random
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walk is a random process with independent differences and corresponding distribution
function (DF) is a stable one. In this case, the movement of users can be modeled using
the Fokker-Planck equation. In our numerical study we investigate the effect of the
model’s parameters on SIR identifying those providing the most important contribution. Together, this numerical analysis makes it possible to develop a methodology for
obtaining optimal estimates for control parameters in the D2D model in direct connection networks.
The rest of the paper is organized as follows. In Sect. 2 we introduce the kinetic
model for SIR analysis. Further in Sect. 3, we deﬁne the kinetic model is nonstationary random walk. Sensitivity analysis is performed in Sect. 4. Conclusions are
drawn in the last section.

2 Kinetic Model for SIR Analysis
2.1

The Kinetic Approach

SIR is deﬁned as a ratio of the useful signal power at a given spatial point to sum of
signal powers from other sources. In open space environment the path loss coefﬁcient is
2 (see e.g. [4, 5]) implying that the signal power is proportional to r 2 , where r is a
non-zero distance between given transmitter and receiver. Thus, the SIR value is
P
deﬁned as r 2 = rk2 , where rk is a distance between given receiver of number k and
k

other transmitters. As this metric is nonlinear with respect to users’ location distribution
function, the theoretical results can be obtained in some relatively simple cases, e.g. for
a given spatial users distribution without any moving effects. However, in practice, user
mobility patterns are often non-stationary, so that the appropriate method for modeling
of statistical characteristics of corresponding ensemble of trajectories should be
developed.
Our method of SIR analysis is based on simulation of devices trajectories with the
use of Fokker-Planck kinetic equation for distribution function density (DFD) of
independent coordinates differences. The main argument of this approach is that the
SIR is non-linear and non-monotonic functional of DFD of devices positions. Thus, in
general, the direct expression of SIR DFD does not exist. However, assuming that the
spatial averaging over ensemble of device trajectories and averaging positions of an
arbitrary device over sufﬁciently large time period are asymptotically the same, we can
theoretically investigate the SIR DFD by means of kinetic equation for device coordinates DFD. Below we describe the proposed methodology.
When the independent coordinates differences have the same DFD as coordinates
themselves, SIR average value can be expressed as a non-linear functional of coordinates DFD. Let
XðtÞ ¼ Xð0Þ þ

t
X
k¼1

xk ; YðtÞ ¼ Yð0Þ þ

t
X

yk ;

k¼1
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are trajectory coordinates for a certain device in a certain instant of time t, and rk ¼
fxk ; yk ; zk g are corresponding coordinates differences for the time step k.
Let DFD f ðr; tÞ obey to the Fokker-Planck equation, i.e.,
@f
kðtÞ
þ divðuðr; tÞf Þ 
Df ¼ 0;
@t
2

ð1Þ

where D is Laplace differential operator. Boundary conditions are assumed to be zero.
The drift parameter uðr; tÞ and non-stationary diffusion coefﬁcient kðtÞ  0 are
assumed to be known. In practice, they can be determined through the empirical sample
mutual DFD Fðr; v; tÞ of values of r and its ﬁrst differences v, so that
Z
f ðr; tÞ ¼
Z
r2 ðtÞ ¼

Z
Fðx; v; tÞdv ;

f ðr; tÞuðr; tÞ ¼

vFðx; v; tÞdv;
Z

ðr  mðtÞÞ2 f ðr; tÞdr;

mðtÞ ¼

kðtÞ ¼

dr2
 2covr;v ;
dt

rf ðr; tÞdr:
ð2Þ

Observe that (2) directly follows from the evolution equation of DFD. If we differentiate the variance with respect to the time, we obtain
dr2
d
¼
dt
dt

Z

ðr  mðtÞÞ2 f ðr; tÞdr
Z
Z
dm
@f ðr; tÞ
ðr  mðtÞÞf ðr; tÞdr þ
ðr  mðtÞÞ2
dr:
¼ 2
dt
@t

The R ﬁrst term in the right part of this equation is equal to zero, as
mðtÞ ¼ rf ðr; tÞdr, while the second term can be transformed with the use of kinetic
Eq. (1). After integration by parts we have arrive at


R
ðr;tÞ
ðr  mðtÞÞ2@f @t
dr ¼  ðr  mðtÞÞ2 divðuðr; tÞf Þ  kðtÞ
Df
dr ¼
2
R
R
¼ 2 ðr  mðtÞÞuðr; tÞf ðr; tÞdr þ kðtÞ f ðr; tÞdr ¼ 2covr;v þ kðtÞ :
R

2.2

Interference Assessment

Now we can use (1) for derivation of the evolution equation for interference. Let
uðjrjÞ ¼ 1=jrj2 . Then, the ﬁeld of interference at the point r is determined by
Z
U ðr; tÞ ¼

0

0

0

uðjr  r jÞf ðr ; tÞdr ¼

Z

f ð r0 ; t Þ
jr  r0 j2

dr0 ;

ð3Þ

where r is a position of the ﬁrst device (transmitter) with respect to second device
(receiver), and r0 denotes the respective positions of other devices. Similarly to the
previous transformation we can show that
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Z

@Uðr; tÞ
¼
@t

@f ðr0 ; tÞ 0
dr ;
jr  r0 j2 @t
1

where the term @f
@t is expressed from the Eq. (1). Thus, after integration by parts we
replace the term uðjr  r0 jÞ by the derivative with respect to r. We obtain the following
Z

@U k
¼ DU  divJ ;
@t
2

J¼

uðjr  r0 jÞuðr0 ; tÞf ðr0 ; tÞdr0 ;

ð4Þ

showing that the average interference ﬁeld changes over time in the same way as DFD,
i.e., according to the diffusion equation with the same parameters as in (1).
Let the total number of devices is N. Then the average over ensemble SIR value for
two arbitrary devices is deﬁned as
sðtÞ ¼

1
N

Z

uðrÞ
f ðr; tÞdr:
Uðr; tÞ

ð5Þ

Since Uðr; tÞ is deﬁned as (3), the average SIR (5) is non-linear functional of
coordinates DFD of users. The evolution equation for average SIR can still be obtained
in the following form
N

ds
¼
dt

Z

uðrÞ @f ðr; tÞ
dr 
Uðr; tÞ @t

Z

uðrÞ @Uðr; tÞ
f ðr; tÞdr:
U 2 ðr; tÞ @t

The second term in this equation is transformed with the use of (4), and in the ﬁrst
term the partial derivative of DFD by time is expressed from (1):
Z

uðrÞ @f ðr; tÞ
dr ¼ 
Uðr; tÞ @t

Z

uðrÞ
k
divðuf Þdr þ
Uðr; tÞ
2

Z

uðrÞ
Dfdr :
Uðr; tÞ

After integration by parts we obtain
Z

uðrÞ @f ðr; tÞ
dr ¼
Uðr; tÞ @t

Z



 
k
u
f ðr; tÞ  ur þ D
dr:
2
U

As a result the evolution equation for average SIR has the form:
ds
N ¼
dt

 


Z 
Z
k
u
u k
ur þ D
DU  divJ f ðr; tÞdr :
f ðr; tÞdr 
2
U
U2 2

ð6Þ

This equation is non-linear with respect to distribution function, i.e. with respect to
the density of the ensemble of sample trajectories.
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Sensitivity Coefﬁcients

Let Qi ; i ¼ 1; . . .; n be the input parameters and Pj ; j ¼ 1; . . .; m be the output
parameters. The sensitivity coefﬁcient of parameter Pj with respect to parameter Qi is
deﬁned as logarithmic derivative, i.e.,
aji ¼

@ ln Pj
:
@ ln Qi

ð7Þ

The set of these coefﬁcients compose the sensitivity matrix Amn . The norm kKk of
matrix Knn ¼ AT A presents the generalized sensitivity of the model. The determinant
det K is considered as indicator of independence of input parameters.
For our problem there are ﬁve input parameters of the kinetic model,
Q1 ¼ N; Q2 ¼ k; Q3 ¼ ux ; Q4 ¼ uy ; Q5 ¼ uz :

ð8Þ

We consider three output parameters. First parameter is average over ensemble SIR
values, deﬁned in (5), i.e. P1 ¼ s. The second input parameter is SIR variance, deﬁned
as
1
P2 ¼ R ðtÞ ¼ 2
N

Z

2

V

0
@ uðrÞ 
Uðr; tÞ

Z
V

12
uðr0 Þ
0
0A
f ðr ; tÞdr
f ðr; tÞdr:
Uðr0 ; tÞ

ð9Þ

The third parameter, P3 ¼ T, is an average time period SIR is above a certain
threshold. In what follows, the outage is considered to happen whenever
sðtÞ\s ¼ 0; 01. The value of T is obtained from numerical simulation. For the sake of
simplicity, we assume that all coordinates are independent and have the same distribution function. Thus, in fact, we can restrict ourselves to three input parameter, letting
Q 3 ¼ u ¼ ux .
Further, from (5) and (9) it follows, that
@P1
@s
s @P2 @R2
2R
¼ ;
;
¼
¼
¼
N @Q1
N
@Q1 @N
@N
and hence the corresponding elasticity coefﬁcients are known
a11 ¼ 1; a21 ¼ 2.
The rest of the coefﬁcients aji must be determined numerically.

exactly:

3 The Kinetic Model of Non-stationary Random Walk
We propose the following method for computer simulation of non-stationary random
walk of users. The base model is Fokker-Planck Eq. (1). The numerical solution of this
equation for any given initial conditions (e.g., uniform spatial distribution) is constructed for the time horizon s. The unit time step is considered. Thereafter, for each
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time step k ¼ 1; 2; . . .; s a random coordinates difference xk (and also similarly to yk
and zk ) is generated from DF, which is represented as
Zx
f ðy; tÞdy:

F ðx; tÞ ¼
0

Let the solution of Eq. (1) is represented by a histogram fj ðtÞ, where j is a bin
number. Then, the continuous strictly monotonic DF has the following form
Fðx; tÞ ¼ ðnx  jÞ  fj þ 1 ðtÞ þ

j
X

fk ðtÞ ;

x 2 ½ðj  1Þ=n; j=n ;

j¼1n:

ð10Þ

k¼1

Further, we generate stationary series of numbers fnk g of size s, uniformly distributed at ½0; 1. The corresponding series with distribution Fðx; tÞ from Eq. (10) is
based on the quintile function moving in a sliding window of length s, i.e.,
nk ¼ F N ð x k ; k Þ

ð11Þ

We consider the case, when DFD in R3 is factorized: ~f ðr; tÞ ¼ f ðx; tÞf ðy; tÞf ðz; tÞ.
We use tilde to distinguish single-coordinate DFD from three-dimensional DFD.
By generating a set of N uniformly distributed samples, denoted by the subscript
i ¼ 1; 2; . . .; N, we obtain the corresponding set of trajectories, that can be considered
as an ensemble of solutions of the kinetic Eq. (1). Such ensembles can be generated for
various values of input parameters that can be further used to numerically determine the
sensitivity matrix (7). The results of this modeling are provided in the next section.

4 System Model of LAA Schedule-Based System
A numerical sensitivity analysis for a randomly selected pair of users is carried out in
two stages. At the ﬁrst step, the effect of the model parameters is investigated, selecting
from them the one whose influence is most signiﬁcant. In the second step, we concentrate on parameters in isolation, revealing their effects on the metrics of interest.
Following the procedure described in Sect. 4 we construct the evolution of
DFD according to Eq. (1) during the time period of 300 units from DFD f0 ðxÞ to DFD
fn ðxÞ; n ¼ 1  5. The time series are presented in Fig. 1. The distances between
DFD f0 and fn in L1-norm are equal respectively to 0,15; 0,30; 0,45; 0,60; 0,75. The
corresponding drift parameters u1 ðxÞ and u5 ðxÞ for evolution from F0 to F1 and from F0
to F5 are presented in Fig. 2.
The relative variation of the output scalar parameter P with respect to vector input
parameter uðxÞ is estimated in terms of distances between corresponding DFDs. The
reson is that variations dun ðxÞ ¼ un þ 1 ðxÞ  un ðxÞ and du ¼ maxjun þ 1 ðxÞ  un ðxÞj are
x

proportional to kfn þ 1 ðxÞ  fn ðxÞkL1 . Then for the point un the sensitivity coefﬁcient can
be calculated using ﬁnite difference formula, i.e.,
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Fig. 1. The probability densities for coordinate differences.

Fig. 2. Illustration of drift parameters.

@ ln P
1 Pðfn þ 1 Þ  Pðfn Þ
¼
:
@ ln un Pðfn Þ kfn þ 1 ðxÞ  fn ðxÞk

ð12Þ

The diffusion parameter k varies independently from 0.1 to 1, with the step 0.1.
Once (1) is solved for the horizon from f ðx; t ¼ 0Þ to f ðx; t ¼ 300Þ for all coordinates, we obtain DF in (10). We start from DFD f0 ðxÞ and after 300 time steps obtain
one of the functions f1 ðxÞ; . . .; f5 ðxÞ. For N random trajectories we calculate SIR value
by formulas (3) and (5). If the value of sðkÞ is ﬁrstly below the level s ¼ 0; 01, our
experiment is ﬁnished and corresponding time moment T ¼ k is stored. This experiment is repeated 105 times. The collected data are then used to derive time period T,
when SIR remains above the deﬁned threshold.
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When the number of users is ﬁxed, the maximal value of average SIR corresponds
to stationary case, when juj ¼ 0; k ¼ 0. When the area of a random walk is sufﬁciently
large, the boundary effects are negligible. It appears, that drift and diffusion lead to
decrease the average SIR. It has been shown in [3], that DF for low SIR values
increases, when diffusion coefﬁcient varies from zero to some positive value.
The results for a12 ¼ @@ lnln QP12 ¼ @@ lnln ks and a13 ¼ @@ lnln QP13 ¼ @@ lnln us are presented in Figs. 3
and 4, respectively. As one may observe, the trends in sensitivity coefﬁcients are in
opposite directions. The module of negative elasticity of the average SIR with respect
to the diffusion parameter under various drifts increases when k ! 1. However, the
module of elasticity of the average SIR with respect to drift under various diffusion
diminishes, when the distance between f0 ðxÞ and fn ðxÞ increases. It is of special
importance that sensitivity coefﬁcients are not constants and explicitly depend on the
values of kinetic parameters. The elasticity of SIR variance (9) has similar behavior.

Fig. 3. Sensitivity of average SIR with respect to diffusion k under various drift u

Consider now the sensitivity of average time periods of uninterrupted connectivity,
T. It appears, that the distribution of the moment when SIR falls below a threshold is
stationary under the ﬁxed number of users. The corresponding DFD is shown in Fig. 5.
Thus, the elasticity of T with respect to drift and diffusion are approximately zero. It
should be noted that the asymptotic behavior of this empirical distribution has the same
T−3/2 type as a well-known theoretical result, which follows from the Andersen theorem
[8, 9] for the processes with independent derivatives and stable distributions. Therefore,
we can assume that the time-series of SIR values, generated by our method, has an
identical property.
ln T
Now let us consider the value a31 ¼ @@ ln
N under ﬁxed drift u and diffusion k. The
value of T depends on average SIR and on the stability coefﬁcient l ¼ Rs . This coefﬁcient represents a characteristic width of SIR variation. Denote T ¼ Tðs; lÞ and
observe that
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Fig. 4. Sensitivity of average SIR with respect to drift u under various diffusion k

Fig. 5. Simulated DFD of the ﬁrst instant of break of connection

@T @T @s
@T @l
¼
þ
:
@N
@s @N
@l @N
However, from (5) and (9) it follows, that l does not depend on N. Then, we have
a31 ¼

@ ln T N @T @s
s @ ln s
s
s
¼
¼
¼ a11 ¼  :
@ ln N T @s @N T @ ln N T
T

ð13Þ

We may conclude that although the principal parameter is N, in the region of low
drift velocity the sensitivity is still sufﬁciently large. Thus, non-stationary kinetic
equation produces new effects compared to stationary situation. We also note that the
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sensitivity matrix is a non-linear function of three arguments and its determinant is
strongly non-degenerated.

5 Conclusions
In D2D communications SIR experiences by communicating entities heavily depends
on the distance between them that in turn in an explicit function of the stochastic
mobility of users. In this paper, as opposed to many studies performed so far, we have
investigated the SIR behavior as a function of non-stationary mobility models of users.
Particularly, using the tools of kinetic theory we have analyzed the effect of random
walk parameters on the mean, variance and normalized variance of SIR performing
sensitivity analysis.
Our numerical results indicate that sensitivity of our SIR model to the kinetic
coefﬁcients is different. Particularly, the influence of the diffusion coefﬁcient is
approximately 10 times higher compared to the drift. Thus, one may conclude that the
accuracy of drift modeling is of crucial importance, however, empirical diffusion
coefﬁcient must be estimated carefully. Additional, we emphasize, even in those cases
when users motion has non-stationary distribution the distribution of the time till
outage happens is stationary.
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Abstract. We consider a single-server queueing system with ﬁnite buffer size,
Poisson arrivals and exponentially distributed service time. If the arriving customer ﬁnds the completely ﬁlled queue of the system, the customer joins a
special retrial waiting group (called the orbit) and after a random period of time
that has an exponential distribution tries to come to the system again. Primary
customers take priority over secondary customers. We also introduce the socalled randomized push-out buffer management mechanism. It allows primary
customers to push secondary ones out of the system to free up space. Such a
queueing system can be reduced to a similar model without retrials, which had
been studied by the authors earlier. Using generating functions approach, we
obtain loss probabilities for both types of customers. Theoretical results allow to
investigate the dependence of the loss probabilities on the main parameters of
the model (such as the push-out and retrial probabilities). We considered in
details the cases of preemptive and non-preemptive priorities and discovered an
interesting phenomenon. When the intensity of the primary flow increases
smoothly after it reaches a certain critical value, an avalanche-like increase in
the intensity of the secondary flow occurs (up to tens of thousands of times). In
other words, there is a kind of “explosion” of the flow of secondary customers.
This article is a strictly quantitative study of this phenomenon, which is of great
interest in the calculation of telematic devices.
Keywords: Priority queueing system  Retrial queueing system
Randomized push-out mechanism  Poisson arrivals  Exponential service time
Markov process  Steady-state distribution  Finite buffer  Preemptive priority
Non-preemptive priority  Explosion

1 Introduction
The main analytical approach of telematic devices investigation is based on their consideration as a special kind of queueing systems [1]. Telematic device means any device
passing a large amount of information through itself. Such information is represented as
a flow of network packets and is intended for some processing (for example, switching
or ﬁltering). Examples of such devices are ﬁrewalls or routers, with both backbones and
© Springer Nature Switzerland AG 2018
O. Galinina et al. (Eds.): NEW2AN 2018/ruSMART 2018, LNCS 11118, pp. 236–246, 2018.
https://doi.org/10.1007/978-3-030-01168-0_22
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less-loaded ones. Models of queueing systems, which are necessary for a reasonable
description of the network packets processing, prove to be rather complicated [2]. First,
they must be multi-flow to reflect the real structure of the data flows. Second, they must
take into account the priority of these or other flows in order to mathematically correct
reproduce the real dispatch algorithms.
The priority of a particular type of customer (packet) means some of their preference
in servicing. There are many possible types of priorities, but the main and most useful
are preemptive and non-preemptive priorities [3]. With a preemptive priority, highpriority packets interrupt processing of low-priority ones and push them out from the
service channel. Non-preemptive priority just gives the high-priority customers an
opportunity to be the ﬁrst in the queue, without interrupting the processing of lowpriority customers. In order to provide the most important customers with the greatest
possible advantages, the priority in servicing is reinforced by the push-out mechanism
[4]. The push-out mechanism is a kind of priority in the queue. It allows the high-priority
packets coming up to a system to push-out the low-priority ones from the buffer when it
is completely ﬁlled. Such a mechanism generates a dilemma: if it is on, then highpriority packets will prevail in the buffer. If you do not enable it, the buffer will be ﬁlled
mostly with low-priority packets. Meanwhile, it is well known that the effective functioning of a telematics device requires a certain balance of all types of customer.
To achieve such a balance, a randomized (probabilistic) push-out mechanism was
proposed, when a high priority customer pushes-out a low priority one with a certain
predetermined probability. The value of this probability can be treated as a control
parameter and is used to adapt the telematics device to the network environment.
Initially, the randomized push-out mechanism was considered for the case of nonpreemptive priority [5, 6]. Subsequently, the authors of this article also studied the
preemptive [7, 8], alternating [9] and randomized [10] priorities.
In practical cases it would be very interesting to take into account the presence in
the system of retrial customers. The retrial customers can radically change the behavior
of a queueing system. This can be explained by the appearance of a large number of
secondary customers trying to get into the system again. The authors have previously
considered the retrial queueing system with preemptive priority and randomized pushout mechanism in [11].
When considering retrial queueing systems, one new extremely interesting class of
problems arises. These are the problems where the priority is granted to the primary
packets only, but when the packet is reapplied it becomes a low-priority one. In many
cases it is reasonable to assign a priority only to the customers who have been entered
into the system for the ﬁrst time. Recently we have studied such one-flow retrial
queueing system with preemptive priority in [12]. Some additional publications on this
problem by other researchers can be found in the same author’s work. In the present
paper, we will consider a combination of retrial queueing model, two main types of
priority and randomized push-out mechanism. Randomized push-out mechanism
allows to change characteristics of queueing system in a wide range. It makes the ﬁne
tuning of the primary and secondary customers balance possible. This balance is
important in many practical applications, for example in the problems of robotic
complexes controlling in space experiments describing in [11].
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In [12], the authors focused on those effects that were previously discovered for
two-flow systems without retrials. We are talking about the linear law of loss probabilities, as well as the phenomenon of locking the system relative to the low-priority
flow. As it turned out, both of these effects remain valid also for single-flow retrial
systems with a probabilistic push-out mechanism. In the present paper, we will describe
a qualitatively new effect, which is possible only in single-flow retrial queueing systems. The effect is an avalanche-like increase of the secondary flow which can be
observed in such systems under certain conditions. In the paper, the characteristics of
this “explosion” of retrial customers are studied in detail and recommendations for its
management are given.

2 Preemptive Priority System
Let us consider the queueing system with a single incoming elementary flow of
intensity k1;0 . We will denote the customers of this flow as the primary ones. These
customers are granted with the highest priority. If a system has a limited buffer size,
there is a chance for these primary customers to be lost due to a lack of available
storage in the buffer. In retrial queueing systems the lost customers have a possibility to
return to the system again. Such customers form one more, secondary flow with lower
priority than ﬁrst one. This flow actually turns the model into the one with two
incoming flows. In more detail, the behavior of retrial customers in the system can be
described as it was done in [12], where the lost primary customers returned to the
system with the probability equal to one. In this paper such a model will be generalized.
The primary customers that are lost due to the lack of available storage in the
buffer, fall into the orbit of the repeated customers with the probability q1 . To prevent
the orbit from clogging with the pushed-out customers, let us introduce one more
parameter into the model. It is a probability q2  q1 to fall to the orbit for the pushed
out secondary customers (which have already returned to the system from the orbit
before). So, if a secondary customer is pushed out then it comes back to the orbit again
with a probability q2 and is irretrievably lost with the probability ð1  q2 Þ. The
described queueing system is presented in Fig. 1.
The investigation of such a system can be reduced to the case of an ordinary twoflow system with randomized pushing-out and without retrial customers. However, for
this purpose it is necessary to use the intensities of the primary and secondary incoming
flows derived from the considered system. The process of obtaining these intensities
was described in [12] in details and the system of equations that allows to determine the
load factors q1 and q2 is as follows:
(
q2 ¼

q1 ¼ q1;0 ;
q1;0 q1 u1 ðq1 ;q2 ;k;aÞ 1q2 u2 ðq1 ;q2 ;k;aÞ
1q1 u1 ðq1 ;q2 ;k;aÞ  12q2 u2 ðq1 ;q2 ;k;aÞ ;
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k

where q1 ¼ l1;0 , q2 ¼ kl2 , k means the total system capacity, a is the push-out parameter,
l is the service intensity and u1 and u2 mean the loss probabilities for primary and
secondary customers, respectively, and can be evaluated as follows [4, 5]:
(

P
u1 ðq1 ; q2 ; k; aÞ ¼ p0 þ ð1  aÞ k1
i¼1 pi ;
Pk
P
q1
u2 ðq1 ; q2 ; k; aÞ ¼ i¼0 pi þ qq1 a k1
i¼1 pi þ q pk :
2

ð2Þ

2

!
Fig. 1. The scheme of the retrial queueing system M2 =M=1=k=f21 with a single primary flow.

Using the above expressions for the load factors (1) and for the loss probabilities
(2), it is easy to found a numerical value of the intensity of the secondary flow, and
hence the load factor for this flow. After that one can ﬁnd values of the probabilities of
losing the customers, given all the system parameters and the probabilities q1 and q2 of
repeated service.

3 Non-preemptive Priority System
Let us now consider a system with a single primary flow, randomized push-out
mechanism, non-preemptive priority and retrial packets in a steady state. Some results
on this system were obtained in 2003 by authors of [3]. But the generating functions
approach gives a full and detailed solution, so let us consider it below.
The process in the described system is Markovian. It is also ergodic, which ensures
that the ﬁnal probabilities exist and do not depend on the initial state of the system.
They satisfy the stationary system of Kolmogorov equations.
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We ﬁrst introduce the phase space and state probabilities of this model. The state of
the system will be described by the number Nj ðtÞ of packets of type j in the queue. Let
us denote
Pði; j; tÞ ¼ PfN1 ðtÞ ¼ i; N2 ðtÞ ¼ jg:

ð3Þ

Such an introduction of states for a system with non-preemptive priority causes the
splitting of the case fN1 ¼ 0; N2 ¼ 0g into two states. Further, let us denote the case of
complete idle of the system by f;g, and the case of lack of queue by f0; 0g. We
introduce the ﬁnal probability considering that
P; ðtÞ ¼ PfNoc ðtÞ ¼ 0g; P; ¼ lim P; ðtÞ;

ð4Þ

t!1

P0;0 ðtÞ ¼ PfN1 ðtÞ ¼ 0; N2 ðtÞ ¼ 0; Noc ðtÞ ¼ 1g; P0;0 ¼ lim P0;0 ðtÞ;
t!1

ð5Þ

where Noc ðtÞ is a number of occupied service channels.

~ 2 =M=1=k=f11 with a single primary flow.
Fig. 2. The state graph of the retrial queueing system M
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The state graph for this system is shown in Fig. 2. Let us call this graph the initial
one. The probabilities at the initial graph must satisfy the normalization condition (6):
P; þ

k1 k1i
X
X
i¼0

Pi;j ¼ 1:

ð6Þ

j¼0

In the system of Kolmogorov equations, the state (4) will be connected only with
the state (5), so the equation for it will be as follows:
ðk1 þ k2 ÞP; þ lP0;0 ¼ 0:

ð7Þ

Hence there is a simple linear relationship between the corresponding probabilities:
1
P; ¼ P0;0 ;
q

ð8Þ



where k ¼ k1 þ k2 ; qs ¼ lks ; s ¼ 1; 2 ; q ¼ q1 þ q2 ¼ lk.
s
Now let us write equation of balance for the state f0; 0g:


ðk1 þ k2 þ lÞP0;0 þ ðk1 þ k2 ÞP; þ l P1;0 þ P0;1 ¼ 0:

ð9Þ

Then, using (8), we obtain an equation of the following form:


ðk1 þ k2 ÞP0;0 þ l P1;0 þ P0;1 ¼ 0:

ð10Þ

Based on the above considerations, it is possible to construct a modiﬁed state graph,
which no longer contains the “empty” state f;g. To use this graph, we should replace
the normalization condition of the generating function by a new modiﬁed condition
(11).
k X
ki 
X
i¼0 j¼0


1
1 þ di;0 dj;0 Pi;j ¼ 1:
q

ð11Þ

Then to calculate the generating function one can only keep on mind only the
relation (8), which makes it possible to reconstruct the probability of this state using the
data of the modiﬁed graph.
 







 k1 1  dj;k1i þ ak1 1  di;k1 dj;k1i þ k2 1  dj;k1i þ l 1  di;0 dj;0 Pi;j
þ lPi þ 1;j þ ldi;0 Pi;j þ 1 þ k2 Pi;j1 þ k1 Pi1;j
þ ak1 dj;k1i Pi1;j þ 1
¼ 0; ð0  i  k  1; 0  j  k  1  iÞ:
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The generating function of the ﬁnal probabilities Pi;j is deﬁned as
Gðu; vÞ ¼

k1 k1i
X
X
i¼0

Pi;j ui v j :

ð13Þ

j¼0

Using the expression (12), we obtain following equation for generating
function (13):
½k1 uð1  uÞ þ k2 uð1  vÞ þ lðu  1ÞvGðu; vÞ
¼ lðu  vÞGð0; vÞ þ luðv  1ÞGð0; 0Þ
þ ak1 uk ðv  uÞPk1;0

ð14Þ

þ ð1  aÞk1 P0;k1 vk1 uðu  vÞ
þ ½ak1 ðu  vÞ þ k1 ð1  uÞv þ k2 ð1  vÞvu

k1
X

Pi;k1i ui vk1i :

i¼0

In a way as it was described in [7, 8] expand it into the series in powers of u and v.
For this purpose let’s use the expressions of the system characteristics well-known
from the investigation of conventional single-flow system of the class M=M=1=k.
Speciﬁcally, the distribution of the total number of customers in the system is given by
rn ¼

n
X

Pi;ni ¼

i¼0

n
X

Pni;i :

ð15Þ

i¼0

Substituting the expression for the ﬁnal probabilities from [7] into (15), we obtain
the system of equations with respect to the “diagonal” probabilities pi ¼ Pk1i;i :
rz ¼

z
X

Pzj;j ¼ p0 q1
1 fz  a/z pz þ 1 þ

z
X

j¼0

pj fz;j ; ð0  z  k  2Þ;

ð16Þ

j¼1

where fz ; /z ; b; nz;j can be evaluated as follows:
8
>
>
>
>
>
>
>
<

fz ¼

z
P
j¼0

k þ zj
2

q1

1

jþ1
jþ1
b j Ckz2
 q21 Ckz3
zk

1
/z ¼ q12 Ck2z
;
q2
ﬃ
b ¼  pﬃﬃﬃ
;
q

>
>
1
>
>
z
zk þ 1s þ j
jk þ 1
>
P
>
1 sj þ 1
sj þ 1
zj þ 2
>
: nz;j ¼
q1 2
q1 2 Ckz2
 Ckz3
:
bsj  aq1 2 bz þ 1j Ckz2

ð17Þ

s¼j

Here Cnm means Cnm ðtÞ – the Gegenbauer polynomial of order n with index m, and
q
ﬃ
t ¼ 21pþﬃﬃﬃ
q .
1
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This system should be complemented by (18) to make it of full rank.
rk1 ¼

k1
X

Pk1i;i :

ð18Þ

i¼0

The difference between preemptive and non-preemptive priorities also appears in
the equations for the loss probabilities for different type of customers. For nonpreemptive priority the equations are as follows:
8
kP
1
>
>
pi ;
< u1 ðq1 ; q2 ; k; aÞ ¼ p0 þ ð1  aÞ
i¼1

kP
1
>
>
: u2 ðq1 ; q2 ; k; aÞ ¼ rk1 þ a qq1
pi ;
2

ð19Þ

i¼1

while for preemptive one the loss probabilities can be evaluated in the following way:
8
k1
P
>
>
pi ;
< u1 ðq1 ; q2 ; k; aÞ ¼ p0 þ ð1  aÞ
i¼1

kP
1
>
>
: u2 ðq1 ; q2 ; k; aÞ ¼ rk þ a qq1
pi þ
2

i¼1

q1
q2

ð20Þ

pk :

4 Computational Results
The system described in Sect. 2 of this article has already been considered earlier in the
work of the authors [12]. A study on a similar system with a non-preemptive priority,
introduced in Sect. 3 of presented article, the authors expect to publish in the near
future. Although the previous studies have been devoted to the same systems, the new
statement of problem differs fundamentally from [12]. Earlier, the main attention was
paid to the construction of loading areas, where the linear loss law was implemented, as
well as the locking areas of the system for low-priority trafﬁc.
Now we will focus on identifying the dependence of the intensity of the secondary
flow of customers as a function of the intensity of the primary flow of customers. This
dependence has a very interesting form and plays an important role in applications to
telematics. As calculations have shown, there is such a critical value of the load factor
for the primary flow, with a smooth excess of which the load factor on the secondary
flow can increase sharply, and this increase can reach tens of thousands of times. It is
well known that such sudden changes arising as a sudden response system to smoothly
change external conditions, are called explosions or catastrophes [13]. It is important to
note here that the randomized push-out mechanism makes it possible to effectively
manage the process of “explosion” of secondary customers.
The graphs of how lg q2 depends on q1 for a system with preemptive priority are
given in Fig. 3, and for a system with non-preemptive priority – in Fig. 4.
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Fig. 3. Dependency of lg q2 on q1 : preemptive priority.

It can be seen that starting from a certain moment (when q1 is approximately
between 0.8 and 1, that is, when changing from a weak load of the system to a strong
one), an “explosion” occurs – the intensity of the secondary flow increases, and for
q1 ¼ 1 – the coefﬁcient of growth is thousands. After this explosion, the growth in the
intensity of the flow of secondary requirements slows down, but remains exponential.
For a system with a non-preemptive priority, the “explosion” for a ¼ 0 looks much
more noticeable than for a system with a preemptive priority, although in both cases
this effect takes a place.
There are several ways to control the “explosion” effect. First, one can choose small
value load factor q1 to avoid this effect. If it is no possibility to do this and the value of
q1 is large enough, it is still possible to reduce the effect. To do this, you should
decrease the values of probabilities q1 and q2 . Finally, the increasing of push-out
parameter a also can signiﬁcantly decrease the load factor q2 : Also it can be seen that
the lower the probabilities q1 , q2 , the closer the critical point to 1.
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Fig. 4. Dependency of lg q2 on q1 : non-preemptive priority.

5 Conclusion
The single-flow queueing system with retrials and randomized push-out mechanism
was investigated. Systems with preemptive and non-preemptive priorities were considered. The characteristics of the “explosion” of retrial customers are studied in detail
and recommendations for its management are given. These results may be used to
reduce the computational load on the telematic devices operating in the real time mode.
The computations of such areas performed in advance make it possible to choose the
necessary parameter values immediately instead of computing them in runtime. This
will lead to increase in the systems performance and improvement of controlling them.
Acknowledgement. This research was supported by RFBR grant № 18-29-03250 mk.
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Abstract. The purpose of this article is to analyze mechanisms of Loss-based
Overload Control, LBOC and Rate-based Overload Control, RBOC for server
overload control of the Session Initiation Protocol (SIP). Overloading occurs
when a server is unable to process an entire incoming message ﬂow due to a lack
of resources. Standards of IETF SOC recommend several overload control mech‐
anisms, including most important LBOC and RBOC. This article proposes the
mechanisms of LBOC and RBOC and describes the results of the comparative
analysis of these mechanisms based on the hysteresis control over incoming
stream of signaling messages. The system resides in one of three modes (normal,
overload, discard) based on thresholds and a size of an input queue. A signal
message source implements the Markov-modulated Poisson process, MMPP-2
model. The leaky bucket algorithm is applied to limit the number of incoming
messages in the implementation of RBOC mechanism. The comparison of results
showed that RBOC mechanism based on the hysteresis control over incoming
stream of signaling messages demonstrates higher eﬀectiveness of the congestion
control, as a result of which the average time in the overload mode is less than
for LBOC mechanism. However, LBOC mechanism has the ability to maintain
its high eﬃciency for all RTT values on the same thresholds, while RBOC mech‐
anism needs to have its own threshold dynamic control mechanism for diﬀerent
RTT values to supply maximum eﬃciency.
Keywords: SIP server · Mechanism of overload control
Hysteresis overload control · RBOC · LBOC

1

Introduction

The object of the research was the investigation of mechanisms of overload control for
SIP server. The overload occurs when the SIP server is unable to process entire stream
of received messages because of lack of resources. Two mechanisms of control are
recommended to solve this issue – the mechanism LBOC (Loss-Based Overload
Control) and the mechanism RBOC (Rate-Based Overload Control). We analyzed and
© Springer Nature Switzerland AG 2018
O. Galinina et al. (Eds.): NEW2AN 2018/ruSMART 2018, LNCS 11118, pp. 247–254, 2018.
https://doi.org/10.1007/978-3-030-01168-0_23
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proposed a hysteresis control of overloads for these mechanisms, which realized with
two thresholds [1]. The system under this hysteresis control operates in one of three
modes: normal load mode, overload mode and blocking load mode. According to
MMPP-2 model, the source of messages operated in one of two modes: generation mode
or hollow stream mode. The paper investigated the dependence of the probability-time
characteristics of the operation of the LBOC and RBOC mechanisms (such as the
percentage of messages served, the average time in the overload mode, the average time
of the control cycle) on the round-trip time [2, 4].

2

Simulation Model of System with Hysteretic Input Control

The processing of messages by the SIP server is deﬁned by the queueing system
M|M|1|⟨L, H⟩|R with a ﬁnite queue of size R and with hysteretic overload control with
the thresholds L, 1 ≤ L ≤ R, and H, 1 ≤ H ≤ R. The system operates in one of three
modes: normal load mode (s = 0), overload mode (s = 1) and blocking load mode (s =
2). In normal load mode, when the queue reaches the value H, the system switches to
the overload mode (s = 1), in which new messages are accepted with intensity in accord‐
ance with LBOC or RBOC mechanisms [12]. In order to prevent oscillations the inten‐
sity of the input stream is restored to the normal value only when the buﬀer occupancy
decreases to the overload abatement threshold L. In overload mode, when the queue
reaches the value R, the system switches to the blocking load mode (s = 2), in which
new messages are not accepted [10, 11]. The dependence of the intensity of receiving
messages on the length of buﬀer is shown in Fig. 1.

Fig. 1. Function of intensity of receiving messages.

According to the LBOC mechanism in case of overloading, the downstream SIP
server demands the upstream SIP server to reduce traﬃc volume by N percent, and the
upstream SIP server assigns a random number from the interval [0,100] to each
upcoming message. If this random number exceeds N, the message is sent, otherwise it
is redirected to another SIP server or reset [3, 8]. According to RBOC mechanism in
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case of overload, the downstream SIP server periodically estimates the load and reports
the maximum number of messages per second it can process to the upstream SIP server,
which ﬁlters messages sent to the downstream SIP server according to the leaky bucket
algorithm [5, 9, 14] A simulation model has been developed in line with these mecha‐
nisms and its structural diagram is shown in Fig. 2.

Fig. 2. Structural diagram of simulation model of LBOC and RBOC mechanisms.

3

Results

The simulation model has been used for a numerical experiment and a comparative anal‐
ysis of the LBOC and RBOC mechanisms. It should be noted that the model allows
performing the comparison under identical conditions using the same hysteresis load
control algorithm, which provides the high quality of the experiment results and conclu‐
sions. The simulation model uses data with different thresholds and a buffer size of R =
100, chosen from another researches [13]. The total number of modeling iterations was
total_step = 1000000. The minimum value of the average time in the overload mode
(Mτ12) has been taken for each RTT for both of the LBOC and RBOC mechanisms, where
Mt ≥ 0.45 ms (presented in Table 1). The table below has the following notation: J is the
number of successfully processed messages, Bx1 is the probability of message loss in the
overload mode (s = 1); Bx2 - probability of message loss in the blocking load mode (s =
2); Mt - average time of the control cycle (overload mode and no overload mode).
The results in the table above demonstrate that at RTT = 0 for the RBOC mechanism,
the value of the probability of message loss in the blocking load mode (Bx2) is 0 due to
the fact that the mechanism without delays activates the leaky bucket algorithm for
messages sent to the downstream SIP server when the load is increased, thereby
preventing the further growth of the loading and the transition of the system to the
blocking load mode. An increase in RTT leads to an increase in the time interval between
the time of the overload detection and the start of the leaky bucket algorithm on the
upstream SIP server, which leads to increasing of blocking load mode time and the
probability of message loss in this mode.
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Table 1. Minimal value of average time in the overload mode.

Mechanism
RBOC
RBOC
RBOC
RBOC
RBOC
RBOC
RBOC
RBOC
LBOC
LBOC
LBOC
LBOC
LBOC
LBOC
LBOC
LBOC

RTT
0
0,01
0,02
0,05
0,1
0,2
0,3
0,4
0
0,01
0,02
0,05
0,1
0,2
0,3
0,4

L
24
79
78
78
69
52
43
32
75
78
79
79
79
78
79
79

H
37
90
87
82
72
55
46
35
83
86
87
86
85
82
82
82

J
834153
833751
831835
834659
834644
826849
784192
749619
831625
833752
831839
831793
833228
835942
832290
830418

Mτ12
0,134103
0,080224
0,080417
0,082582
0,10361
0,138825
0,17583
0,188214
0,23902
0,236122
0,241984
0,24545
0,244596
0,205288
0,180382
0,195105

Bx1
0,295259
0,172813
0,170318
0,164871
0,218111
0,264328
0,294487
0,775112
0,155068
0,151992
0,151578
0,150492
0,133313
0,117608
0,090237
0,074845

Bx2
0
0,000059
0,000098
0,000505
0,000147
0,000164
0,000152
0,000794
0,003456
0,005271
0,00722
0,009529
0,012346
0,015946
0,022737
0,027071

Mt
0,453713
0,464746
0,472266
0,498857
0,474093
0,525764
0,595387
0,485193
0,452636
0,450783
0,457405
0,459986
0,50414
0,46085
0,478645
0,573116

Consider the dependence of Mτ12 on RTT in the graph (Fig. 3) constructed from
the data of Table 1.

Fig. 3. The dependence of minimal average time in the overload mode on RTT.

Figure 3 demonstrates that for small RTT values RBOC mechanism results in
signiﬁcantly lower average time in the overload mode than LBOC mechanism. This is
related to more eﬃcient management (from the point of view of Mτ12) of upcoming
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message stream from the upstream SIP server, the speed limit of RBOC mechanism
works more eﬃciently than the reset of a certain percentage of messages of LBOC
mechanism. With the further growth of RTT for the RBOC mechanism, the time in
modes s = 1 and s = 2 is increased.
The time behaviour of Mτ12 for LBOC mechanism diﬀers from RBOC mechanism,
including Bx2 ≠ 0 for RTT = 0 (Table 1). This means that dropping a portion of the load
by the upstream SIP server does not prevent downstream SIP server’s overloading and
transition to blocking load mode. With the growth of RTT, the eﬃciency of the mech‐
anism decreases, which leads to a more rapid transition to the blocking load mode (s =
2), i.e. the system is less in the state of overload mode (s = 1) and more in s = 2 mode.
Since for s = 2 all incoming messages are discarded by the downstream SIP server, the
downstream SIP server is unloaded faster in this mode and leaves the blocking load
mode. Thereby the value of Mτ12 decreases due to a stay time increase of mode s = 2
comparing to the time of stay in the mode s = 1.
Figures 4 and 5 present the results of modeling with diﬀerent values of γ at the source,
where γ is the ratio of message generation time to the total time.

Fig. 4. The dependence of LBOC minimal average time in the overload mode on RTT for
diﬀerent value of γ.

However, if L and H thresholds in Table 1 are taken into account, it could be observed
that the minimum value of Mτ12 for diﬀerent RTT values by the LBOC mechanism is
reached at thresholds closed to the values of L = 78 H = 86, while the achieving the
minimum value of Mτ12 RBOC mechanism needs to set diﬀerent thresholds based on
RTT, which requires the development of a special mechanism.
Consider two ﬁxed thresholds (L = 78 and H = 86) and how the test characteristics
vary depending on RTT (Table 2).
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Fig. 5. The dependence of RBOC minimal average time in the overload mode on RTT for
diﬀerent value of γ.
Table 2. Modeling results for L = 78 and H = 86.
Mechanism
RBOC
RBOC
RBOC
RBOC
RBOC
RBOC
RBOC
RBOC
LBOC
LBOC
LBOC
LBOC
LBOC
LBOC
LBOC
LBOC

RTT
0
0,01
0,02
0,05
0,1
0,2
0,3
0,4
0
0,01
0,02
0,05
0,1
0,2
0,3
0,4

L
78
78
78
78
78
78
78
78
78
78
78
78
78
78
78
78

H
86
86
86
86
86
86
86
86
86
86
86
86
86
86
86
86

J
832461
834441
834438
833915
832639
830848
828356
810682
834009
833752
832938
830968
831943
834243
832188
829453

Mτ12
0,089201
0,103366
0,078399
0,111336
0,165227
0,25527
0,331232
0,402214
0,224218
0,236122
0,250116
0,269561
0,290611
0,316989
0,352398
0,387572

Mt
0,295765
0,342074
0,442972
0,661432
0,997162
1,56036
2,04877
2,28402
0,43715
0,450783
0,466945
0,507844
0,598642
0,800698
1,03975
1,25807

From Fig. 6 it could be observed that for small RTT values, the RBOC mechanism
provides the best results, including the number of messages processed and the time of
stay in the overload mode (Mτ12) than in the LBOC mechanism. As the RTT value
increases, the advantage goes to the LBOC mechanism.
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Fig. 6. Dependence of average time in the overload mode on RTT for L = 78 and H = 86.

4

Conclusion

The article suggests the mechanisms of LBOC and RBOC, based on the hysteresis load
control and demonstrates the analysis of the mechanisms’ performance characteristics.
The comparison of these characteristics showed that RBOC mechanism provides better
eﬃciency for the control of overloads, which leads to the decreased average time of the
system stay in the overload mode comparing to the LBOC mechanism under other equal
conditions and RTT ≤ 0.4 s. The advantage of LBOC mechanism is the ability to main‐
tain its high eﬃciency for all RTT values on the same thresholds, while the RBOC
mechanism needs to have its own dynamic control mechanism for the threshold values
for diﬀerent RTT values for maximum eﬃciency. But LBOC mechanism also requires
threshold control in case of RTT < 0.05 because of lower value of average control cycle
time (Mt) than 0.45, which means their ineﬃciency. Thus, with RTT ≥ 0.05, the LBOC
mechanism is more eﬃcient under a constant value of control thresholds, while for RTT
< 0.05 for both mechanisms dynamic threshold control is required, and it is recom‐
mended to use the mechanism RBOC. The foregoing is a recommendation for the
implementation of the realized LBOC and RBOC mechanisms for diﬀerent RTT values.
Acknowledgement. The publication has been prepared with the support of the “RUDN
University Pro-gram 5-100” and funded by RFBR according to the research project No.
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Abstract. Radio frequency (RF) energy harvesting is a promising technique to collect energy from the concurrent downlink transmissions. This
energy after converting it into DC power can power up such devices as cell
phones, Wi-Fi networks, etc. In this paper, a model of RF energy harvesting in the cognitive femtocell is presented. Additionally, an algorithm to
maximise the average throughput of the secondary system over a given
slot time is given. Increased throughput allows to improve the energy
harvesting in the femtocell. Moreover, the eﬀect of varying the diﬀerent
parameters such as the spatial density of BSs, signiﬁcantly aﬀects the
values of energy harvesting in cognitive femtocell network. The obtained
results of simulation tests conﬁrm the obtained theoretical results of
energy harvesting in cognitive femtocell networks.
Keywords: Cognitive radio · Femtocell network
RF energy harvesting · Spectrum sharing · Power control

1

Introduction

Recently, a radio frequency (RF) energy harvesting technique is emerging as an
attractive solution to power low-energy wireless communicatiuon devices [4,11].
Such a technique allows to improve spectrum utilisation and convert electromagnetic waves from ambient RF sources (cellular base stations, PU base stations,
etc.) into energy which can be used as to power up many devices such as cell
phones, sensors, etc. This has been conﬁrmed by numerous experiments and
reports, a.o. results given by Ostaﬀe [10], which has been shown that with the
transmit power of 0.5 W by a mobile phone, 0.4 mW of power can be harvested
at the distance 10 m.
The idea of simultaneously transmitting both energy and information was
ﬁrst proposed by Varshney [19]. Author characterised the fundamental trade-oﬀ
for capacity-energy function under the assumption of an ideal energy harvesting
receiver. The basic relationships between the energy transferred by electromagnetic waves and the information contained in them is presented by Grover and
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Sathai [3]. Two practical approaches for energy harvesting have been proposed
in the paper by Zhou et al. [21]. The ﬁrst approach is based on a power-splitting
(PS) mechanism, where a PS receiver splits the received signal into two parts,
based on the PS ratio. While the ﬁrst part of the received signal is used for
energy harvesting, the second one is used for information processing. The second approach is based on time-switching (TS) technique, where the total time
is divided into two intervals: ﬁrst for data harvesting and second for information processing. Some relaying protocols for wireless energy harvesting have been
proposed by Nazir et al. [9] that can be implemented in an amplify-and-forward
(AP) relay based one-way-communication networks.
Another approach to solving problems of energy harvesting is a concept of
a cooperative network of simultaneously data relaying and energy harvesting
[7]. An energy harvesting protocol and information processing in two-way multiplicative relay network using power and splitting-based relaying (PSR) protocol
was proposed by Shah et al. [16]. The impact of the time switched-based relaing
protocol at high transmission rates has been studied by Shah et al. [17]. On the
other hand, a number of works investigated how the location of BS and the hierarchy in cellular networks aﬀect energy harvesting. Among others, a performance
evaluation of multi-tier uplink cellular network with RF energy harvesting and
ﬂexible cell association was developed by Sakr et al. [12]. An analysis of K-tier
uplink cellular networks with ambient RF energy harvesting has been presented
by the same author [15]. Nevertheless, none of these and other publications have
analyzed the performance of harvesting in cognitive femtocell networks.
Cognitive radio network (CRN) is a technology that connects nodes in the
form of cognitive radio (CR) systems [8] using network technologies. In general,
these nodes are intelligent and have the ability to observe, learn, and optimise
their performance. They can cooperate with others, but only then when cooperation can improve theiDow to develop cooperation among selﬁsh nodes. Furthermore, the division of CRN equipments into two sub-networks: primary network
(PN), using exclusive licensed band, and secondary network (SN), using both
unlicensed bandwidth and unused at the moment, the licensed band, a system
was created that allows to increase the eﬃciency of the use of spectrum resources.
The PN network consists of all Primary Users (PUs) who use the licensed band,
while the SN network includes secondar users (SUs).
Cognitive radio femtocell networks (CRFN) [13] are recent technology breakthroughs that aim to achieve throughput improvement by means of spectrum
management and interference mitigation, respectively. Based on the CR technology, the access control scheme greatly improves the performance of cognitive
users near to femtocells. The jointly designed distributed access and power control algorithm can be solved by game theory [14]. Downlink scheduling and power
allocation in cognitive femtocell networks are studied a.o. by Elmaghrab [2].
According to the given results, the throughput maximisation of femtocell users
allows to share spectrum resources with macrocell base station (MBS) while limiting interference between macrocell and femtocells. Distributed resource allocation with imperfect spectrum sensing information and channel uncertainty in
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cognitive femtocell networks has been studied by Huang et al. [6]. Nevertheless,
none of the paper known to the author analyze RF energy harvesting by the
cognitive femtocell network.

Fig. 1. System model of cognitive femtocell network.

The main purpose of the work is to create a model for acquiring energy
transferred by electromagnetic waves in the cognitive femtocell network. Next,
the second objective of the work is to formulate the basic dependencies allowing
for the calculation of the obtained energy from the basic parameters of this network. Finally, the purpose of the work is to provide an algorithm that maximises
bandwith for better performance SUs and guarantee QoS for PUs users.
The rest of the paper is organized as follows. The second section presents the
system model. The third section presents the modelling of energy harvesting in
the cognitive femtocell network. Section 4 presents the algorithm for obtaining
energy from the femtocell network and the algorithm of bandwidth maximisation
for better performance of SUs and QoS guarantee for PUs. Section 5 gives the
results of simulation studies. The conclusion ends with this paper.

2

System Model

This section presents the model of the cognitive femtocell network.
Let the system model be a single PU receiver (PU-Rx) and M SUs, as shown
in Fig. 1. It is assumed that each SU has an energy harvesting (EH) device. It is
also assumed that all subcarriers are of the same band. Both PN and SN systems
use the OFDMA scheme. In addition, it is assumed that one subcarrier can only
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be used by one SU at each time slot. The interference between individual SUs is
ommitted. Each SU can use multiple subcarriers at each time slot.

Fig. 2. Markov channel model.

The Rayleigh fading channel will be modelled as a two-state Markov chain
(see Fig. 2) [18]. As shown in this ﬁgure, state B denotes that PU is inactive,
while the state F means that the PU is inactive. For a time slot k, k ∈ {1, . . . , K}
it is possible to deﬁne the state of the channel n, namely

1, if the channel is in the state B
n
(1)
xk =
0, if the channel is in the state F
Let N be the number of subcarriers in the femtocell and L be the number
of subcarriers occupied by PU receiver. Thus, the number of random subcarrier
state can be expressed by


N −M
I=
(2)
L
Let Qk be the set of states of all channels at the k-th time slot. Then states
of all channels available in cognitive femtocell at the time slot k can be given by
yk = {x1k , x2k , . . . , xN
k }, i ∈ {1, 2, . . . , K}

(3)

For the transition matrix of PU receiver is deﬁned the occupation state as
Po . The state transition probability of the n-th channel can be given by
n
= Pr{xnk+1 = 0 | xnk = 1}
PBF

(4)

PFnB = Pr{xnk+1 = 1 | xnk = 0}

(5)

The transition probability of Po can be described as follows
poij = Pr{Ok+1 = yj | Ok = yi }
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After transformation
poij =

N


Pr{xnk+1 | xnk }

(7)

n=1

3

RF Energy-Harvesting Model of Cognitive Femtocell
Network

Regarding the RF energy as an energy-harvesting source, the following model
is proposed here. First, by expanding the above-mentioned model it is assumed
that the femtocell F is in the radio range of Ω primary transmitters (PUsTx). Next, each SU must be equipped with a power conversion circuit that can
extract DC power from the received electromagnetic waves [10]. For each SU is
deﬁned the harvesting zone, which is a disk with radius rh centered at each PUTx with the radius rP . The radius rh is determined by the energy harvesting
circuit sensitivity for a given transmission power level of PU-Tx as PP . It is
assumed that given SU within a harvesting zone is entirely inside the femtocell
and can receive power larger than the energy harvesting threshold, which is given
by PP rhα , where α > 2 is the path-loss exponent. The received power by a SU
outside any harvesting zone is too small to activate the energy harvesting circuit,
which means it can be omitted.
The probability that a SU lies in femtocell is equal to the probability that
there is one PU-Tx inside the disk SU(Y, rh ), if Y is a coordinate of SU and
belongs to the area occupied by femtocell. Let the number of SUs inside SU(Y, rh )
is denoted by Ω and is a Poisson random variable with mean πrh2 λp , where
λp = pλp , p is the probability of accessing PU-Tx at each time slot, λp is the
density of PU-Tx.
Thus, the probability mass function (PMF) inside the disk SU(Y, rh ) is
given by
2
(πrh2 λp )ω
, ω = 0, 1, 2, . . .
(8)
Pr{Ω = ω} = e−πrh λp
ω!
The probability that the SU lies in femtocell within radio range of PUs-Tx,
ph , is given by
ph = Pr{SU ∈ F}
= Pr{Ω ≥ 1}
∞

2
(πrh2 λp )ω
=
e−πrh λp
ω!
ω=1
2

= 1 − e−πrh λp

(9)
(10)
(11)
(12)

In practice, values λp and rh are both small. Thus, it is assumed that πrh2 λp 
1. This allows approximation of Eq. (12) by ignoring the higher-order terms with
ω > 1. It indicates that if SU is inside the harvesting zone of one single PUTx most probably most probably, which equivalently means that the harvesting
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zones of diﬀerent PUs-Tx do not overlap at most time. Thus, the amount of
average power harvested by SU in femtocell in a time slot can be lower-bounded
by ηpp R−α , where R ≤ rh indicates the distance between SU and its nearest
PU-Tx, η is the harvesting eﬃciency.
It is necessary to deﬁne the remaining baterry energy for each m-th SU in the
k-th time slot. It can be assumed using [18] that the battery energy is available
at the next slot k + 1 in the n-th channel can be deﬁned
m
= min{Bkm − pm,n
T + Ekm , Bmax }, k ∈ {1, . . . , K}, m ∈ {1, . . . , M } (13)
Bk+1
k

where pm,n
is the transmission power allocated in the m-th SU in the n-th
k
channel at time slot k, T denotes the duration of one time slot and Bmax denotes
the maximum energy battery capacity.
It is possible to deﬁne for a cognitive femtocell signal-to-interference-plusnoise ratio (SINR) SIN Rkm,n of the m-th SU in the n-th channel at the time
slot k, namely
hm,n
pm,n
k
k
,

M
ω,n ω,n
j,n j,n
F,n F,n
h
p
+
+ σ2
ω=1 k
j=1,j=m hk pk + hk pk
k

SIN Rkm,n = Ω

k ∈ {1, . . . , K}, j, m ∈ {1, . . . , M }, n ∈ {1, . . . , N }

(14)

where pω,n
and pF,n
denote the transmission power in the n-th channel of the ω
k
k
is the channel coeﬃcient
PU-Tr and FSB, respectively, at the time slot k; hm,n
k
F,n
,
h
are
the
channel
coeﬃcient at the
at the m-th SU in the n-th channel, hω,n
k
k
ω-PU-Tr and the FSB, σ 2 is the noise power, respectively.
Then it is possible to deﬁne
gkm,n = Ω

ω=1

ω,n
hω,n
+
k pk

M

hm,n
k

j=1,j=m

j,n
F,n F,n
hj,n
+ σ2
k pk + h k pk

k ∈ {1, . . . , K}, j, m ∈ {1, . . . , M }, n ∈ {1, . . . , N }

,
(15)

The throughput of the m SU at the time slot k can be presented as follows:
Rkm =

N

n=1

log2 (1 + gkm,n · pm,n
), m ∈ {1, . . . , M }
k

(16)

where gkm,n means the channel gain distribution of the m-th SU in the subcarrieroccupied state of time slot k in the n-th channel.
The throughput of the m-th SU at the k-th time slot in the n-th channel can
be maximised as follows
max
E{
m,n
pk

N
K−1 M
1  
log2 (1 + gkm,n · pm,n
)}
k
K
m=1 n=1
k=1
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⎛
N 
Ω
K
M 


⎝
hω,n pω,n +
k=1

m=1 n=1 ω=1

k

k

M

j=1,j=m

⎞
j,n
F,n F,n ⎠
+ σ2 ≤ I T H ,
hj,n
k pk + h k pk

k ∈ {0, . . . , K − 1}
N

n=1

pm,n
≤
k
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Bkm
, k ∈ {0, . . . , K − 1}
T

(18)

(19)

pm,n
≥ 0, m ∈ {1, . . . , M }, k ∈ {0, . . . , K − 1}, n ∈ {1, . . . , N }
k

(20)

m
Rkm ≥ Rmin
, k ∈ {0, . . . , K − 1}

(21)

The condition deﬁned by Eq. (18) gives the interference power constraint to
guarantee the interference to PUs. I T H denotes the interference threshold acceptable for PUs. The condition given by Eq. (19) denotes the maximum transmission
Bm
power constraint Tk deﬁnes the total transmission power budget for the m-th
SU at the time slot k. Equation (20) gives the minimum throughput requirement
in cognitive femtocell network. The condition given by Eq. (21) guarantees the
transmission power of each SU.
It remains to be deﬁned how speciﬁc performance by measures are achieved
by the RF-powered device as the expectation of RF energy harvesting rate,
including average energy outage probability, and average transmission outage
probability. The mathematical quantities of interest are then deﬁned in the following. The expectation of the RF energy harvesting rate can be deﬁned as:


EPH = E[PH ]

(22)

where the RF energy harvesting rate (in watts) by the device from the RF
transmitter in a fading channel is given [21] by
PH =

τ βPS gm
dα
ω

(23)

where β is the RF-to-DC power conversion eﬃciency of the device, PS is the
transmit power of the PU transmitter, α is the path-loss exponent, hω is the
channel power gain from the transmitter ω to the device, dω is the distance from
the ω-th PU.
Energy outage occurs when the RF powered device cannot harvest suﬃcient
RF energy from the ambiance to operate the circuit. The energy outage probability is deﬁned as PCO , P (PH < PC ), where PH is the RF energy harvesting
rate of the SU device, PC is the circuit power consumption of the RF-powered
device. QoS metric can be deﬁned as a transmission outage probability.
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Let κ ≥ 0 denote the minimum information throughput requirement. If the
RF-powered device fails to obtain enough throughput, it incurs a transmission
outage. Thus, the transmission outage probability can be calculated as:


PT O = P (PH < PC ) + P (C < κ, PH ≥ PC )

(24)

which indicates that the transmission outage occurs in two cases, namely when
there is an energy outage, and when the decoded information throughput is
less than the minimum requirement under the condition that there is enough
harvested power.

4

An Algorithm for Energy Harvesting in Cognitive
Femtocell Network

This part proposes an algorithm that can be used for RF energy harvesting in
cognitive femtocell network.
Obtaining the highest possible amount of energy obtained by SU devices
can be possible only when for all SUs are maximized their throughput, while
maintaining guaranteed interference from the PU below a certain threshold.
Therefore, an algorithm is proposed here that maximises the average throughput
of SUs over a ﬁnite time interval. This algorithm uses a reward function, which
is deﬁned as the maximum of the sum of throughput at the current time slot and
the expectected cumulative throughput at the future time slot from the current
time system state.
The current reward function at time slot k is a function of the current energy
budget Bkm of each SU and the current system state Sk at time slot k and is
given by
K−1
M
 

Vk (Bk1 , Bk2 , . . . , BkM ; Sk ) = max
E{
m,n
pk

N


v=k m=1 n=1

k ∈ {1, . . . , K}

log2 (1 + gkm,n pm,n
)}
k
(25)

The steps of throughput maximisation for energy harvesting in cognitive femtocell network are presented in Algorithm 1 (see Fig. 3). The presented algorithm
checks the occupancy of all subcarriers available for each SU in cognitive femtocell. Then it maximises sum of the throughput at the current time slot. It uses
Bellman’s dynamic programming method.

5

Simulation Results

This section will present the results of simulation tests for cognitive femtocell
network.
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It was assumed that the system is composed of PU-Tx outside the femtocell and a single PU-Rx inside fem-tocell. Inside the femtocell are located four
SUs with energy harvesting devices. In addition, the OFDMA scheme is used
OFDMA scheme, wherein the available spectrum is sharing into 12 subcarriers
(N = 12). The number of subcarrier occupation state is equal to 70. It was
assumed that the maximum battery capacity is equal to 6 J. Thus, the energy
budget of femtocell is equal to 24 J. It is assumed that the constant depending
on the energy budget at current time slot is equal to 0.001 W. In this case, the
permissible interference at the PU-Rx is equal to 0.01 W.

Fig. 3. Algorithm for energy harvesting in cognitive femtocell network.

Figure 4 shows the total throughput versus the number of slots. For comparison, the total throughput for the optimal area has been calculated by use
the method proposed by [5]. It is evident that the proposed algorithm gives
a minimally smaller values of total throuhput in comparison with the method
described in [5].
Figure 5 shows the dependence of total energy budget depending on interference at PU-Rx. In this case, the proposed solution is slightly better than the
method used in the paper by [5]. Nevertheless, this indicates the eﬃciency of
the proposed algorithm for energy harvesting. This is due to the more accurate
operation of the algorithm based on optimization than the proposed heuristic.
Figure 6 shows the total energy buget depending on the average bandwidth.
It can be seen from the ﬁgure that the total energy budget is much higher for
the optimal algorithm than for the used heuristic.
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Fig. 4. Total throughput versus the number of slots.

Figure 7 shows PT O as a function of an energy harvesting under diﬀerent
minimum information throughput requirement κ, which is associated with the
speciﬁed QoS parameters. When the energy harvesting is small, transmission
outage is mainly caused by insuﬃcient harvested energy. Growth of energy harvesting causes decreasing value of transmission outage probability.

Fig. 5. Total energy budget versus average interference at PU-Rx.
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Fig. 6. Total energy budget versus the RF energy harvesting.

Fig. 7. Transmission outage probability versus RF energy harvesting.

6

Conclusion

This paper presents the model of energy harvesting in cognitive femtocell
networks. This allow, among others SUs can generate energy from electromagnetic waves of PUs transmitters, and thus, the lifetime of these devices
can be extended. The article presents the basic dependencies, combining SUs
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density with the value of harvesting energy by SUs. The given procedure shows
the maximisation of energy harvesting within the femtocell. The compliance of
the mathematical model was conﬁrmed by simulation results, which were presented in the paper.
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Abstract. We consider a cloud computing system with three diﬀerent mechanisms for increasing the energy eﬃciency of cloud computing systems. We investigate how energy eﬃciency of a cloud system is
aﬀected by a waiting time before a server goes to switch on/standby mode
and threshold-based switch. We developed four mathematical models of
Cloud computing system in terms of the queuing system and derived the
system of equilibrium equations, which makes it possible to obtain the
energy consumption indicators.
Keywords: Cloud computing

· Energy eﬃciency · Queuing system

There are various mechanisms and approaches to improve the energy eﬃciency of
the cloud computing system. One way to improve energy eﬃciency is to upgrade
network equipment by implementing power-saving modes and adaptive transmission rates to achieve proportional power usage. Another example of an approach
to improve energy eﬃciency is scheduling and load balancing the servers, VMs,
and applications [4]. Speaking about VMs, several approaches can be taken for
improving energy eﬃciency. For example, VM self-adaption and hardware adjustment and choosing the most eﬃcient physical machines for VM placements.
Finally, VM migrations allow dynamic consolidation of physical machines by
moving underutilized VMs onto fewer hosts and powering oﬀ the unused ones,
that permits reduced resource consumption at any given moment [3]. Similar
to virtual machines, it is possible to manage the power consumption of cloud
computing servers.
The servers can be put into standby state in order to improve the energy
eﬃciency of a cloud system in case of light load. On the one hand, the switching
to standby mode allows to reduce power consumption, and on the other hand, it
The publication has been prepared with the support of the “RUDN University Program 5–100” and funded by RFBR according to the research projects No. 16-0700766 and No. 18-07-00576.
c Springer Nature Switzerland AG 2018
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leads to extra power usage to turn on/oﬀ the server. Therefore, it is important
to understand under what conditions it will be advantageous to put the server in
standby state, and under what conditions it is more proﬁtable to leave it in the
operating mode. In this regard, cloud providers employ various mechanisms that
decrease server switching number. In this article we consider three mechanisms
to improve the energy eﬃciency of the cloud computing server: the shutdown
delay mechanism, the switch on delay mechanism and the threshold-based switch
mechanism.

1

Analysis of Mathematical Models of Mechanisms for
Increasing the Energy Eﬃciency of Cloud Systems

We proceed from the fact that arriving customers are distributed evenly on the
virtual machine. Since we assumed that the computing resources are distributed
evenly across all servers, we will consider a system consisting of one server with
Processor Sharing policy.
We consider a base model [6] as a single-server queuing system with C virtual
machines. Customers arrive according to the Poisson law with rate λ. Service
times, switch on and switch oﬀ durations are exponentially distributed with the
parameters μ, α and β, respectively. The system state is described by the vector
(s, k), where k is the number of customers in the system, s is the server state.
Here s = 0 means that the system is in the standby mode, s = 1 reﬂects switch-on
mode and s = 2 and s = 3 represent operating and switch oﬀ modes, respectively.
Arrival of a customer in an empty system cause change of the system state to the
switch on mode. After exponentially distributed time with rate α, the system
switches to the operating mode, in which serving of customers is started. When
the system remains empty in the operating mode, it switches oﬀ immediately.
For the base model, the set of states S1 is represented in the following form:
S1 = {(s, k)|s = 1, 2, 1 ≤ k ≤ C} ∪ {(s, k)|s = 3, 0 ≤ k ≤ C} ∪ (0, 0).
We derive the system of equilibrium equations, based on the transition intensity diagram [5,6], which makes it possible to obtain stationary probabilities ps,k
that the system is in (s,k) state:
λ
p0,0 ;
β

(1)

λ
β
p0,0 +
p3,1 ;
(λ + α)
(λ + α)

(2)

p3,0 =
p1,1 =
p1,k =

λ
β
p1,k−1 +
p3,k ,
(λ + α)
(λ + α)

2 ≤ k ≤ C − 1;

λ
β
p1,C−1 + p3,C ;
α
α
(λ + μ)
λ
α
p2,k−1 − p2,k−2 − p1,k−1 ,
=
μ
μ
μ
p1,C =

p2,k
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3 ≤ k ≤ C;
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α
λ
p1,C + p2,C−1 ;
μ
μ

(6)

(λ + β)
p3,0 ;
μ

(7)

(λ + μ)
α
p2,1 − p1,1 ;
μ
μ

(8)

p2,C =

p2,1 =
p2,2 =
p3,k =

λ
p3,k−1 ,
(λ + β)
p3,C =

1 ≤ k ≤ C − 1;

λ
p3,C−1 ;
β

3 
C


pi,j = 1.

(9)
(10)
(11)

i=0 j=0

Due to the high energy consumption for shutting down the cloud server,
in some cases it’s more beneﬁcial to leave it in operating mode pending the
arrival of new customers. In [5] we consider the model with server shutdown
delay mechanism. In contrast to the base model, where it was assumed that
the server shuts down as soon as it remains empty, in this model the system
does not switch oﬀ immediately, but waits exponentially distributed time with
rate γ. If a customer arrives during that waiting period, then the system starts
serving. Otherwise, the state is changed to the switch oﬀ mode. If a customer
arrives during the switch oﬀ mode, then the system turns to the switch on mode
immediately after the completion of the switch oﬀ. Otherwise, the system falls to
the stand by mode. For this model, the set of states is represented in the following
form: S2 = {(s, k)|s = 1, 1 ≤ k ≤ C} ∪ {(s, k)|s = 2, 3, 0 ≤ k ≤ C} ∪ (0, 0).
The system of equations for the model with shutdown delay mechanism diﬀers
from the system of equations for the base model by the following formulas: we
added formula (12), and replaced formulas (7) and (8) by formulas (13) and (14).

p2,2 =

p2,0 =

λ+β
p3,0 ;
γ

(12)

p2,1 =

λ+γ
p2,0 ;
μ

(13)

(λ + μ)
λ
α
p2,1 − p2,0 − p1,1 ;
μ
μ
μ

(14)

Also we consider the model with server switch on delay, as well as in base
model, system passes in switch oﬀ mode at once after it remains empty. But it
does not switch on immediately on arrival of a new customer, and waits exponentially distributed time with rate θ.
For this system, the set of states S3 is represented in the following form:
S3 = {(s, k)|s = 0, 3, 0 ≤ k ≤ C} ∪ {(s, k)|s = 1, 2, 1 ≤ k ≤ C}.
The system of equations for the model with switch on delay mechanism diﬀers
from the system of equations for the base model by the following formulas: we
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added formulas (18) and (19), and replaced formulas (2)–(4) by formulas (15)–
(17).
p1,1 =
p1,k =

θ
p0,1 ;
(λ + α)

θ
p0,k ,
(λ + α)

(15)

2 ≤ k ≤ C − 1;

(16)

λ
θ
p1,C−1 + p0,C ;
(17)
α
α
λ
β
p0,k−1 +
p3,k , 1 ≤ k ≤ C − 1;
p0,k =
(18)
λ+θ
λ+θ
λ
β
p0,C = p0,C−1 + p3,C ;
(19)
θ
θ
Then we consider the mode with the threshold-based switch mechanism, in
which system passes from standby mode in switch on mode only after arrived of
a certain number κ of customers.
For this system, the set of states S4 is represented in the following form:
S4 = {(s, k)|s = 0, 0 ≤ k ≤ κ − 1} ∪ {(s, k)|s = 1, κ ≤ k ≤ C} ∪ {(s, k)|s =
2, 1 ≤ k ≤ C} ∪ {(s, k)|s = 3, 0 ≤ k ≤ C}.
The system of equations for this model diﬀers from the system of equations for
the base model by the following formulas: we added formula (25), and replaced
formulas (2)–(4) by formulas (20) and (21) and formulas (5) and (6) by formulas
(22)–(24).
p1,C =

p1,κ =
p1,k =

λ
β
p1,κ−1 +
p3,κ ;
(λ + α)
(λ + α)

λ
β
p1,k−1 +
p3,k ,
(λ + α)
(λ + α)

p2,k+1 =
p2,k+1 =

(λ + μ)
λ
p2,k − p2,k−1 ,
μ
μ

κ + 1 ≤ k ≤ C − 1;

(21)

2 ≤ k ≤ κ − 1;

(22)

(λ + μ)
α
λ
p2,k − p1,k − p2,k−1 ,
μ
μ
μ
p2,C =

κ ≤ k ≤ C − 1;

α
λ
p1,C + p2,C−1 ;
μ
μ

λp0,k = λp0,k−1 + βp3,k ,

(20)

1 ≤ k ≤ κ − 1;

(23)
(24)
(25)

We derived the system of equilibrium equations for each model, based on
the transition intensity diagrams, which makes it possible to obtain stationary
probability distribution of the system. Taking into account the normalization
condition and using matrix methods, the system of equilibrium equations can
be solved numerically, but we represent the analytical solution in [5].
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Energy Consumption Indicators and the Performance
Characteristics of Cloud Systems

With the system stationary distribution, we calculate the energy consumption
indicators. We will assume that in the switch on/oﬀ mode, the power consumption is constant and equal to the average values P1 and P3 , respectively. In
the operating mode, the power consumption P2,k depends on the server occupancy. Through P2,max we denoted the maximum value of the server’s power
consumption in the operating mode, and through P2,min we denoted the power
consumption in idle mode. The energy consumption in the standby mode will
be calculated by P0 . By analogy with the formula given in [2], we derive the
formula for the average server power consumption:
P = P0

C


p0,i + P1

i=0

C


p1,i + P3

i=0

C


p3,i +

i=0

C


P2,i p2,i

(26)

i=0

where

P2,max − P2,min
k
(27)
C
According to Little’s law, the average number N of customers in the system
is equal to the average eﬀective arrival rate λ(1 − π) multiplied by the average
sojourn time T . Expressed algebraically the law is
P2,k = P2,min +

N = λ(1 − π)T

(28)

π = p0,C + p1,C + p2,C + p3,C

(29)

where blocking probability π is

The average number N of customers is given by
N=

3 
C


ipk,i

(30)

k=0 i=1

The average response time T follows directly from formulas (28) and (30):
3
T =

3

C

i=1 ipk,i
λ(1 − π)

k=0

(31)

Numeral analysis

On the energy proﬁle of the cloud system installed at the University of Cardiﬀ [1],
it can be seen [1] that the inclusion of the server lasts 150 seconds, and the
shutdown is 30 seconds. Further, for convenience, it was represented in minutes.
The values of Pi were taken from [1], according to which P0 = 10 W, P1 = 170 W,
P3 = 120 W, P2,min = 105 W and P2,max = 268 W.

v.davydov@hse.ru

Comparative Analysis of Energy Improving Mechanisms in Cloud Systems

273

The results of numerical analysis for the values C = 20, μ = 20, α = 1, β = 2
are presented in Figs. 1, 2, 3, 4, 5 and 6.
The plots of the server’s power consumption (Fig. 1) for base model show
that the consumed power increases very fast for small values of the arrival ﬂow
intensity λ, also note that with the increase of waiting time, during which the
system doesn’t go into standby mode, the power consumption also increases.

Fig. 1. The dependence of the power consumption P on the arrival ﬂow intensity λ.
Comparison of the model with the shutdown delay mechanism and the base model.

In Fig. 2 it is clearly seen that the greatest dependence of the average sojourn
time T on the arrival ﬂow intensity λ is observed at values of γ from 1 to 5.
The graph of the server power consumption P (Fig. 3) for the model with
server shutdown delay increases most sharply at small values of the arrival ﬂow
intensity λ, also note that with an increase in the exponential time θ during which

Fig. 2. The dependence of the average response time T on the arrival ﬂow intensity λ.
Comparison of the model with the shutdown delay mechanism and the base model.
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Fig. 3. The dependence of the power consumption P on the arrival ﬂow intensity λ.
Comparison of the model with the switch on delay mechanism and the base model.

Fig. 4. The dependence of the average response time T on the arrival ﬂow intensity λ.
Comparison of the model with the switch on delay mechanism and the base model.

Fig. 5. The dependence of the power consumption P on the arrival ﬂow intensity λ.
Comparison of the model with the threshold-based switch mechanism and the base
model.
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Fig. 6. The dependence of the average response time T on the arrival ﬂow intensity
λ. Comparison of the model with the threshold-based switch mechanism and the base
model.

the system doesn’t go into the operating mode after the ﬁrst customer is received,
the value of the power consumption increases accordingly. Note that for θ = 20,
the graph of the model with server shutdown delay is most closely approximated
to the base model’s graph, where the system was included immediately after the
customer was received.
In Fig. 4 note that for small values of θ, the diﬀerence in the average sojourn
time T is the greatest.
For each of the three models, it was noted that when γ → ∞ (see Figs. 1 and
2), θ → ∞ (see Figs. 3 and 4) and κ → 1 (see Figs. 5 and 6), respectively, each
of the three systems tends to the initial baseline model.

4

Conclusion

We constructed mathematical models of cloud computing systems taking into
account various mechanisms for increasing energy eﬃciency in terms of queuing theory, and analytical expressions for the main characteristics of energy
consumption and server performance metrics were obtained. We conducted a
comparative numerical analysis of the mechanisms for improving the energy eﬃciency of cloud computing based on the initial data close to the real ones. Numerical analysis showed that the mechanism with server shutdown delay gives an
improvement in both power and response time, for a mechanism with server
enable delay, there is an improvement at almost all intervals of power consumption, except service time at low loads. The mechanism with server thresholding
gives an improvement for power, but deterioration in time.
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Blue Team Communication
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Abstract. Cyber security exercises allow individuals and organisations
to train and test their skills in complex cyber attack situations. In order
to eﬀectively organise and conduct such exercise, the exercise control
team must have accurate situational awareness of the exercise teams.
In this paper, the communication patterns collected during a large-scale
cyber exercise, and their possible use in improving Situational awareness
of exercise control team were analysed. Communication patterns were
analysed using graph visualisation and time-series based methods. In
addition, suitability of a new reporting tool was analysed. The reporting
tool was developed for improving situational awareness and exercise control ﬂow. The tool was used for real-time reporting and communication
in various exercise related tasks. Based on the results, it can be stated
that the communication patterns can be eﬀectively used to infer performance of exercise teams and improve situational awareness of exercise
control team in a complex large-scale cyber security exercise. In addition,
the developed model and state-of-the-art reporting tool enable real-time
analysis for achieving a better situational awareness for the exercise control of the cyber security exercise.
Keywords: Cyber security · Exercise · Training
Situational awareness · Communication

1

Introduction

Cyber security is an ongoing process where both organisations and individuals are training, working, and learning continually. Cyber security exercises are
an excellent way to train and simultaneously test an organisation’s or individual’s capabilities under stressful cyber-attack situations. The exercise can be
conducted in both public and private sectors. The cyber security strategy of the
European Union notices the importance of national and international cyber security exercises [8]. Finland’s security strategy for society states several times the
c Springer Nature Switzerland AG 2018
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importance of regular exercises for improving the resilience against threats [23],
whereas Finland’s cyber security strategy states that cyber threats are evolving
extremely rapidly, and therefore cyber security exercises should be conducted
regularly for improving preparedness and cyber resilience [22]. Handbook for
information technology and cyber security exercises [26] lists following exercise
types: unannounced live exercises, initiation exercises, staﬀ exercises, decision
exercises, management exercises, cooperation exercises and Red Team - Blue
Team exercises. The exercise type indicates the primary function of the exercise.
Cyber security exercises are usually organised using various teams with different tasks or missions. These teams are formed based on exercise type, training
goals, and available resources and personnel. Blue Team (BT) is a group of people defending their information technology assets against cyber threats. They
also report the observations to (simulated) management, create their own situational awareness and maintain their own security posture under cyber-attack.
BT is very often modelled after a real organisation, team, or branch. There can
be one or many BTs in the exercise that can represent diﬀerent aspects of the
real world. BTs often aim to role-play their normal organisational practices and
procedures. Red Team (RT) is a group of people simulating the threat actors
in the exercise by making real cyber-attacks against Blue Teams. White Team
(WT) is responsible for controlling the exercise, making observations, collecting
the data and handling the situational awareness of the exercise [5,13,25,26].
Sometimes the exercise control team is also called EXCON which has similar functions as WT. In that sense, the situational awareness of the WT is
extremely important for controlling the exercise and for making the required
decisions during the exercise. The communication patterns of the BTs are an
important source for understanding what is happening in the exercises from
the BT’s perspective, and how they are communicating with the co-operation
organisations under cyber-attack.
One of the most classical deﬁnitions of situational (or situation) awareness is
as follows: “Situation awareness is the perception of the elements in the environment within a volume of time and space, the comprehension of their meaning,
and the projection of their status in the near future” [7]. In this study, the term
situational awareness (SA) is used. At the ﬁrst level of SA there is the perception (observations and sensor information), the second level is the comprehension
(understanding the current situation) and the third level is the projection (prediction of future events based on the information of earlier states and decision
makers’ pre-learned history). It is stated that with erroneous SA even the trained
decision makers will make incorrect decisions [7]. In the cyber security the objective of SA is to know what is (and will be) the security level of organisation’s
assets in the networked systems [9].
Cyber security exercises enable a comprehensive platform for studying situational awareness in cyber security and behaviour or eﬃciency of individuals and
teams under cyber-attack. In the study [6] a methodology is proposed for adjustment of situation awareness measurement experiments within the context of a
cyber security exercise. The author of [10] states that cyber security exercises can
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be used as an empirical study of situation awareness in cyber security. Also, the
paper [5] deploys cyber security exercise data for proﬁling the attacker. According to the authors of the studies [3,4], training and exercises have an important
role for improving the competencies in the defence of the cyber security assets
and for achieving the required level of preparedness especially in the resilience
of critical infrastructure.
Situational awareness is important for all involved teams in the exercise.
However, WT is required to have an understanding of the SA of the BTs in
exercise in order to eﬀectively adjust and steer the exercise towards fulﬁlling the
desired learning and testing goals. Traditional monitoring of technical details
of the exercise environment supplemented with the analysis of communication
patterns provides an extensive view into Blue Team behaviour.
This study presents the study of Blue Team communication patterns and
based on that the implementation of the state-of-the–art reporting tool for
enhancing the SA of the White Team during the complex and hectic cyber security exercise. First the Finland’s national cyber security exercise is introduced,
the event timelines are studied, and analysis is made. In addition, the reporting
tool is developed and studied to produce incident reports for enhancing the SA
of the White Team. Finally, the conclusions are done, and future research ideas
are found and introduced.

2

Finland’s National Cyber Security Exercise

Finland’s national cyber security exercise has been conducted annually since
2013 and every year, the Cyber Range of Finland’s national cyber exercise has
been Realistic Global Cyber Environment (RGCE) developed by JAMK University of Applied Sciences Institute of Information Technology [18].
Finland’s national cyber security exercise of 2017 was executed from 8th of
May to 11th of May and it was commanded by the Ministry of Defence with The
Security Committee. The RGCE Cyber Range and the overall implementation
was conducted by JAMK University of Applied Sciences. There were more than
100 individuals participating in the exercise forming several co-operating Blue
Teams communicating with each other according to their operational tasks. The
aim of the exercise was to practice co-operation between security organisations
and security network organisations in Finland during cyber-attacks or incidents
for verifying the performance of the participant organisations and ensuring their
further development [18].
As described in the aim of the exercise, the Blue Teams of the exercise were
formed from diﬀerent security authorities of Finland. All of them were acting,
communicating and co-operating according to their real operational tasks during
the realistic cyber attacks of several simulated threat actors. Some of the Blue
Teams mainly defend their own assets whereas some Blue Teams have highly
co-operational role and act and communicate actively in accordance with that
role.
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RGCE Cyber Range

RGCE is a fully operational Cyber Range that mimics the structures, services
and traﬃc of the real Internet. It allows the usage of real IP addresses and
global GeoIP information with realistic end user traﬃc patterns automatically
generated by botnet based special software. RGCE is a closed environment,
which allows usage of real attacks or malware [12,14].

3

Event Timelines

Cyber security exercises consist of several components forming the core which the
White Team uses to direct the overall ﬂow. A typical exercise contains a background story that sets the general tone and mindset for the trainees. Several
threat actors are created to portray real-world counterparts, such as hacktivist
groups and more advanced organisations. Based on these actors and their modus
operandi, various attack scenarios are prepared. The scenarios may include technical exploitations, denial-of-service attacks, social engineering, and advanced
directed cyber operations.
3.1

Injects

Injects are pre-prepared actions in the Cyber Range. They are modelled after
the threat actor’s simulated campaigns. For example, a malicious group may
want to use a denial-of-service (DoS) or a distributed denial-of-service (DDoS)
attack to mask a more advanced exploit, targeted at one team. This could be
achieved by two injects, one for each type of attack. The schedule for injects is
drafted at the planning stage. However, due to the live nature of cyber exercises,
White Team may choose to adjust their timing, targets or their potential execution, depending on the Blue Team response. Adjusting overlapping incidents
and injects to support learning goals and desired stress levels is crucial for a
successful exercise.
For the studied exercise, dozens of injects were prepared to simulate the cyber
attack campaigns of threat actors. There were several realistic threat actors modelled and simulated in the exercise and the injects were prepared to simulate the
behaviour of those threat actors. The attack campaigns varied from volumetric DoS/DDoS campaigns to targeted advanced persistent threat (APT) attacks
including for example realistic behaviour of threat actors in social media.
Figure 1 illustrates the duration of the injects during the cyber security exercise. When WT decides to activate an inject, the actual time is recorded, as well
as the moment when the inject in question is marked as ‘executed’, i.e. it does
not require any further work from any of the teams. Figure 1 shows, that the
approximate workload is relatively evenly distributed inside each exercise day,
ﬁrst and last being less intensive. This was the desired goal in the planning stage.
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Fig. 1. Inject timing, durations (lower), and cumulative sum (upper) during the
Exercise.

3.2

Communication Methods

Blue Teams were given various common methods for communicating between
groups and internally. Each team had corporate email-accounts, two kinds of
direct messaging options, and VOIP phones. Overall, the teams preferred e-mail
over other forms of communication. Therefore, this study focuses on e-mails, and
data fusion between other systems is considered as future work.

4

Analysis

Although Fig. 1 illustrates the approximate amount of desired work, it does not
tell how the exercise teams actually react to the injects. In some cases the exercise
teams may miss the inject entirely or fail to take appropriate measures. Direct
monitoring or questionnaires disturb the ﬂow of the exercise and require extra
personnel.
E-mail patterns were analysed to see what communication patterns teams
use during incidents. The mail headers were extracted from mail servers and
analysed and visualised using Cytoscape software [24].
4.1

Team Communication Patterns

BTs in the exercise played several diﬀerent roles. For example, one BT formed a
common networking and service platform, which includes physical networks, as
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well as workstations and intranet services, and another BT was a cyber security
service organisation oﬀering services to all other teams.
During the exercise tens of thousands of emails were sent and received, also
including an e-mail-based Denial of Service -attack, as well as general spam, and
e-mails from automated reporting systems. BTs also forwarded information to
each other using large mailing lists. Some teams included their own address into
these lists, and therefore received many copies of their own mails. White Team
also answered to requests and inquiries that were directed to higher levels of
organisations not occupied in the exercise.
Figure 2 illustrates all used message paths between parties. Red nodes represent attacker-controlled domains, coloured ones are the Blue Teams. Edge colour
indicates the sending party. The graph shows that Teams two and ﬁve never
communicated directly, even though they should have.

BT 4
tickets
WT
Ha c ke r

BT 6

BT 1 b

BT 2

a dm in s

yo u rh os t

BT 7

BT 3
ws t
WT

e ma il
BT 1 a
BT 5

tweets
n il

Fig. 2. The complete communication graph between domains.

The mailing patterns mostly reﬂect the nature and purpose of each team.
Blue Team one, which was responsible for the core services, communicated with

v.davydov@hse.ru

Blue Team Communication and Reporting for Enhancing the SA

283

all other organisations actively. Their mails informed the organisations that
were using their services about various disruptions, estimated repair times, and
detected threats. Blue Team two was noticeably less active. They sent only a
few notices of service disruptions, and mainly co-operated with Blue Team one,
even though they were kept up to date by other teams. Blue Team three mostly
co-operated with Blue Team ﬁve, which was expected. Blue Team six communicated actively with every other team, delivering threat intelligence and analysis
services. Blue Teams four and one were also targeted by external Denial of Service and phishing campaigns. This may have aﬀected their capability to send
and receive mails.
In Fig. 3a, a typical set of service requests and responses is made. They
indicate that the teams still have control over their infrastructure, and are able
to take defensive measures. Figure 3b illustrates a phishing attempt, which later
evolved into a spamming attack. Grey nodes represent mailboxes belonging to
non-playing teams, while red nodes are controlled by threat actor (RT). In Fig. 3c
Blue Team six has detected an unusually intensive port scanning originating from
the Internet. The team informs others, and it can be seen that one team asks
for more details.

Fig. 3. Example of communication patterns.

Although the analysis of communication patterns revealed some omissions
and errors that teams made, it does not have enough information for White
Team to form a robust SA. Also, the analysis of communication pattern is not
conducted in the real time and more real time reporting tool is required for
improving the situational awareness of White Team. It can be concluded, that
a special real time reporting system is required for obtaining data and understanding the Blue Team behaviour during the complex cyber security exercise.
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Reporting Tool for Improving White Team SA

Situational awareness is required as a basis for decision making. OODA loop
(Observation-Orientation-Decision-Action) is a classical model for decision making [15,21]. Another similar decision-making loop is introduced in four stages of
an adaptive security architecture (Predict-Prevent-Detect-Respond) [17]. When
reﬂected to both of those loops and earlier introduced deﬁnition of SA, SA is
an extremely important element of decision making. When considering diﬀerent
data from diﬀerent sources or sensors, there is a requirement for data fusion
or multi-sensor data fusion, which is a process of synthesising overlapping and
scattered data from the diﬀerent sensors or sources to the user for achieving
comprehensive SA of focused events [2,11].
In the cyber security exercises, the Blue Team reporting tool for gathering
the SA is required in two functions. First the Blue Teams report (automatically
from sensors or manually) their observations to the tool and forms their SA
based on data fusion. Secondly, White Team is able to monitor what the Blue
Teams are reporting and what mitigation actions they are executing [16].
The developed Reporting Tools was tested in the cyber security exercise in
the industrial domain [20]. Industrial cyber security exercise is piloted in the
project of the European Regional Development Fund/Leverage from the EU
2014-2020, called JYVSECTEC Center and managed by JAMK University of
Applied Sciences Institute of Information Technology.
5.1

Reporting Process and Software Tool

A specialised reporting process and a supporting state-of-the-art software tool
for Blue Teams was developed with the aim that the new system would lower
the barrier for reporting. The previous systems failed to encourage the teams
or reporting actionable information. Although the teams did use earlier tools to
report events, the messages were short, uninformative, and untimely. In addition, the earlier platform was cumbersome, which further discouraged reporting.
Reporting is seen in Blue Teams as an unnecessary artiﬁcial chore that hinders
their ability under the cyber-attacks or incidents.
The goal of development was to construct a reporting tool and process that
would be unobtrusive and quick to use. Comprehensive reporting was encouraged
by providing a template which contained necessary headings and hints what to
put under them. GUI with muted colours was opted to use instead of the consolebased solutions.
5.2

Reporting Format

For helping the trainees during the complex exercise scenarios, the reporting
format is kept relatively simple; it borrows elements from military-style situation
report structure. Table 1 presents the main elements of the format. In addition
to the presented elements, each report has a time-stamp and title.
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Table 1. Report template ﬁelds, translations, and purpose.
Field (in Finnish) Field (translated in English) Purpose
Havainnon laatu

Type of observation

What is being reported? Error
condition, support request,
malicious program, etc.

Tapahtuma

Incident

What has happened?

Seuraukset

Consequences

What impact will this incident
cause? What further measures
will be likely taken to mitigate
the impact?

Tarkennukset

Further information

Additional details about the
incident or of the overall situation

Paikka

Place

Place, if relevant

A formal language was constructed for describing the reporting format in
order to construct domain speciﬁc language (DSL). This domain speciﬁc language (DSL) allows the reports to be both human and machine readable. DSL is
also expandable; other message types can be added in the future. The DSL was
also equipped with syntax highlighting in the tool. As the DSL is veriﬁed using
a formal language parser, the program can also notify user if values are missing
or invalid.
The main view is illustrated in Fig. 4a By default, the user sees two windows,
one of which lists all reports made by his/her team, the other window is for
creating a new report. By clicking the reports, they can be opened into a new
window and examined separately. The screen-shot shows one additional window
that the user has opened.
Figure 4b is a screen-shot of the reporting screen. For keeping the tool simple
during the complex and hectic exercise, there are only two buttons and one
syntax indicator present in the editor. The button labelled “Tilanneilmoitus”
(Situation report) will ﬁll the editor with the report template. The indicator
states if the document does not conform to our DSL speciﬁcation. The reporting
window is a text editor with additional syntax highlighting features.
The tool was implemented using Java programming language and JavaFX
UI framework, making the tool cross-platform ready [19]. The program utilises
a message bus for synchronising messages between team members and delivering a copy of each message to White Team. Our implementation used Apache
ActiveMQ message bus for communication [1].
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(a) Main view of the application. The
list shows past reports, and the top
window shows one of them in full detail. The report editor is in the back- (b) Report editor with the report temground.
plate loaded.

Fig. 4. Screen shots of reporting tool.

6

Conclusion

Monitoring Blue Team communication provides further insight into both exercise
status and team behaviour. As the analysis suggests, communication monitoring
can be a useful tool in measuring Blue Team performance during the cyber security exercise. The analysis revealed several omissions made by the Blue Teams.
In addition, although the overall inject timing was successful, some teams might
have beneﬁted from intense workload.
When planning the injects, it could be useful to consider which teams are
aﬀected, and who is responsible for keeping them informed. By implementing
real-time communication monitoring, the White Team can eﬃciently tell if the
teams are acting correctly.
By using e-mail graphs in conjunction with other monitoring mechanisms,
real-time mail visualisation aids White Team to build a more robust situational
awareness over the exercise. This allows more ﬁne tuned and accurate control,
as well as more comprehensive results from the exercise.
However, the special reporting system is required to reliably monitor the Blue
Team behaviour in real-time during the cyber security exercise. This requires
additional timely reports from the Blue Teams, and a convenient, non-intrusive
way for writing and delivering them. A specialised report format and state-ofthe-art software tool was developed for achieving this goal. The tool was tested
in the cyber security exercises within the industrial domain. It will also be used
in the future exercises with improvements suggested in the initial tests.
Future work in the communication monitoring includes automating the message parsing and visualisation process so, that it is readily available to White Team
during the exercise. This includes the development of a better visualisation system
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for monitoring purposes. In the future graphics will be designed to visualise multiedged graphs eﬃciently for SA purposes. Future work with the reporting system
will be more visualised SA of Blue Team behaviour for certain exercise inject and
improvements of BT SA used for BTs’ tactical leading and decision making.
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Abstract. The paper deals with problematic issues of information security in
cyber-physical systems. Performance analysis of autonomous objects has been
carried out. An information security monitoring system model based on the char‐
acteristics resulting from the analysis of electromagnetic radiation from electronic
components in standalone devices of cyber-physical systems is presented. A
typical scheme for determining the state of a system is shown. Due to the features
of equipment sustaining the infrastructure, assessment of an information security
state is aimed at analyzing normal system operation rather than searching for
signatures and characteristics of anomalies during various types of information
attacks. An experiment that provides statistical information on the operation of
remote devices of cyber-physical systems has been disclosed, whereby data for
decision-making are accumulated by comparing statistical information. The
experimental results on information inﬂuence on a typical system are presented.
The proposed approach for analyzing statistical data of standalone devices based
on a naive Bayesian classiﬁer can be used to determine information security states.
A special feature of the approach is the ability to rapid adaptation and application
of various mathematical tools and machine learning methods to achieve a desired
quality of probabilistic evaluation.
Implementation of this type of monitoring does not require a development
of complex system applications while allowing implementation of various archi‐
tectures for system construction that are capable of processing on-board an auton‐
omous object or of communicating data and calculating the state on external
computer nodes of monitoring and control systems.
Keywords: Information security · Cyber-physical systems
Information security monitoring systems

1

Introduction

The present development stage of cyber-physical systems (CPSs) is characterized by
the use of unmanned vehicles: ﬂying objects, cars, trains. The absence of an operator or
the presence of only a remote control aﬀord ground for information inﬂuence on them
© Springer Nature Switzerland AG 2018
O. Galinina et al. (Eds.): NEW2AN 2018/ruSMART 2018, LNCS 11118, pp. 289–298, 2018.
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outside the controlled zone, making such means a very attractive target for attempts at
various attacks [1–3]. Implementation of a large number of projects related to unmanned
systems calls for ensuring the required level of security of the data circulating in them.
The introduction of unmanned vehicles is accompanied by the need to resolve addi‐
tional challenging issues to ensure information security, such as [4, 5]:
• detection of unauthorized access to the major nodes at the software level;
• analysis and detection of anomalies in the technological cycles of an unmanned
vehicle operation;
• detection of destructive information inﬂuence on programs and algorithms;
• monitoring software versions in order to detect undocumented features.
Identiﬁcation of abnormal operating parameters, deviations of various characteris‐
tics, incorrect or inadequate instruction statements, a large number of repeated events
is an important task for ensuring the information security of CPSs [6–8].
Additional means of protection consume information and energy resources and
possess dimensions and weight characteristics, which is not always acceptable within
the constraints of unmanned vehicles, and in case of unauthorized access and modiﬁ‐
cation of the software code, they can become inoperative.
In this regard, a number of challenges are posed aimed at external monitoring of
events of an object information security.

2

Problem Statement

Eﬀective solutions in the ﬁeld of information security are associated with the develop‐
ment of a research and methodical framework aimed at improving the quality indicators
of security identiﬁcation, which in turn necessitates the development of patterns and
methods for monitoring information security of standalone computing facilities [9, 10]
taking into account the CPS features.
One approach may be the use of electromagnetic radiation of various operating elec‐
tronic components. To identify abnormal behavior, it is necessary to use characteristics
that reﬂect the system states that can be used in statistical analysis [11].
In the case under consideration, the monitoring system D consists of a set of sensors
{
}
d1 , d2 , … , dn that pick up the emitted signals from device components. Each element
of a system di processes a signal sdi (t) from the component where it is mounted. As a
{
}
result of transformation, a sequence of values sdi (0), sdi (1), … , sdi (m) appears at the
time t = 0, 1 … m from the sensor di. By timing the process of reading the values of
elements {d1 , d2 , … , dn }, one obtains tuples of characteristics {sd1(0), sd(0),
…, sdn(0)}, {sd1(1), sd2(1),…, sdn(1)},…, {sd1(m), sd2(m),…, sdn(m)} at time intervals
t = 0, 1, … m.
Assuming that from sensors mounted on diﬀerent components where software
processes proceed, one can obtain a set of characteristic values at one time; hence, the
task of determining the information security state can be reduced to a classiﬁcation
problem.
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The Proposed Approach

The behavior of a system during runtime assumes that transitions from a state to a state
can occur at any time. Data for a training sample are accumulated depending on the
received amplitude-frequency radiation values of electronic components in various
operation modes predetermined by the running software conﬁguration. In course of data
accumulation, there is a change in the statistical portrait of the electromagnetic radiation
of operating devices.
The basis of the proﬁle model of an object under investigation is sdi(t) signals emitted
{
}
from diﬀerent circuit elements as a sequence of values sdi (0), sdi (1), … , sdi (m) . A lot
of signals from the monitoring system D create a tuple of signal values from diﬀerent
sensors in time:

| sd1 (0) sd1 (1) … sd1 (m) |
|
|
| s (0) sd2 (1) … sd2 (m) |
|.
D(sdi (t), t) = || d2
… … … ||
| …
| s (0) s (1) … s (m) |
| dn
|
dn
dn

(1)

The representation of data in the form (1) allows one to apply various methods of
machine learning to implement a classiﬁer. Against this background, it is possible to
identify the state on the basis of a naive Bayesian classiﬁer (NBC), a small amount of
training data being its advantage:

C = arg max p(C = c)
c

n
∏

p(D(sdi (ṫ ),ṫ ) = ḋ i |C = c),

(2)

i=1

Where C is a set describing possible states of a system; c is a certain state of the
system (‘normal’ or ‘abnormal’); ṫ is a speciﬁc time interval; sdi (ṫ ) is a signal value from
sensor di at the time ṫ ; D(sdi (ṫ ), ṫ ) is a tuple of signal values from diﬀerent sensors in
time.
By processing a tuple of features obtained through constant pre-assigned time inter‐
vals by the NBC, it is possible to determine abnormal conditions of a system, to which
more attention should be paid.

4

Experiment

Taking into account the fact that external independent monitoring is required in a number
of tasks [11], in this paper, side electromagnetic radiation and pick-ups (SEMRPs) from
computer facilities arising from the operation of electronic devices are considered as a
source of state information.
SEMRP measurements undoubtedly show better results in anechoic shielded cham‐
bers, but they are not always available to developers and are diﬃcult to apply in the ﬁeld
environment. During the experiment, it was assumed that when a system is deployed,
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Fig. 1. Examined signal peaks for: sensors of the AP E3-50 type (a); near-ﬁeld probes of the
NFP-3-P1 type (b); near-ﬁeld probes of the NFP-3-P2 type (c); proximity probes of the NFP-3P3 type (g)
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there is a certain time interval at which the current parameters of electromagnetic radi‐
ation can be taken prior to the destructive impact of a potential attacker.
The measurements were carried out at diﬀerent frequencies by several sensors
simultaneously from 50 Hz to 4 GHz for diﬀerent elements. The selection of ‘most
informative’ frequencies was made by an operator. At higher frequencies (f), priority
was given to values with the largest feedback amplitude (A). Figure 1 shows the peaks
under investigation.
Figure 2 shows the experiment design. Each sensor of the computational unit under
investigation is connected to a spectrum analyzer. The information from the sensors was
digitized, accumulated and timed; then, matrix tuples (1) were formed to be analyzed
using a decision procedure based on the naive Bayesian classiﬁer (2).

Fig. 2. The scheme of test installation

For analysis and processing, a proﬁle was used where the parameters of external
behavioral characteristics taken from the sensors were accumulated and stored for each
set of processes.
In the experiment, electromagnetic radiation was taken above the nodal chips of the
MSI G41M-P33 Combo motherboard (Fig. 3).
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Fig. 3. Sensors above the processor surface (a) and the measuring assembly (b)

Fig. 4. View of graphs showing amplitude oscillations of the investigated signal peaks at normal
and abnormal system operation in case of the sensors immediate proximity above the chip surface
for: sensors of the AP E3-50 type (a); near-ﬁeld probes of the NFP-3-P1 type (b); near-ﬁeld probes
of the NFP-3-P2type (c); near-ﬁeld probes of the NFP-3-P3 type (d).

As the ‘normal condition’, an operating system-based process running and
performing multiplication, division and result output operations to the console in the
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perpetual cycle was selected. As an ‘abnormal condition’ for analysis and comparison,
characteristics were considered when, instead of the ﬁrst process, a process was run that
carried out only printing (output) of a symbol to the console in the perpetual cycle
without additional calculations.
The obtained data were digitized and analyzed on the NBC basis. In the case under
consideration, let us assume that the set of classes C takes values C = {c0, c1}, c0 is a
safe state with only pre-authorized processes running, c1 is an unsafe condition where
a ‘modiﬁed’ or unauthorized process has been started.
The graphs (Figs. 4 and 5) show values of signal amplitudes in 500 ms increments
for the obtained data from diﬀerent test programs from the sensors mounted next to the
nodal chips.

Fig. 5. View of graphs showing amplitude oscillations of the investigated signal peaks at normal
and abnormal system operation in case of repositioning above the chip surface for: sensors of the
AP E3-50 type (a); near-ﬁeld probes of the NFP-3-P1 type (b); near-ﬁeld probes of the NFP-3P2 type (c); near-ﬁeld probes of the NFP-3-P3 type (d).
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During the experiment, some of the values were noisy, and some sensor reading
obscured the condition determination, but digitized values from simultaneous informa‐
tion retrieval at the short-term stage make it possible to estimate the condition in the
simplest binary classiﬁcation.
Taking into account the speciﬁcity of products used for autonomous objects of cyberphysical systems, one of the problematic issues is arrangement of elements that serve
to obtain initial data for analysis. In some cases, a monitoring system is unable to come
into contact with the surface, so there is a need for a probabilistic assessment of the
system condition determination at diﬀerent sensor distances. By increasing or decreasing
the distance and the tilt angles between the nodal chips and the sensor pickup surface,
one obtains variations in signal portraits (Fig. 5).
The graphs shown in Figs. 4 and 5 for each experiment separately are converted into
tuples of signal values D from diﬀerent sensors in time. The probability of the system
under investigation being in a dangerous or safe condition is determined on the basis of
formula (2).
The experiment has shown that taking into account the ‘noisiness’ of information
received from the sensors, after accumulating a training sample within one hour, it
becomes possible to tell the diﬀerences in the processes running in the system with a
probability close to 0.8.
Figure 6 shows the correctly identiﬁcation probability for a running program
depending on a training sample volume for the states shown in Figs. 4 and 5.

Fig. 6. Correct identiﬁcation probability for running program (P) as a function of training sample
volume (n) for the conditions in Figs. 4 and 5

The proposed solution does not require large computational eﬀort; such a system
can be quickly trained with various methods of machine learning and used as a solution
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aimed at detecting abnormal parameters of an autonomous object operating in conditions
when, implementing measures to deploy the system in actual practice, it is possible to
make a statistical data assessment at the initial operating stages with reference to which
to later carry out an analysis, detection and identiﬁcation of operation anomalies.
The statistics obtained based on the experiment shows the type of external response
of the analyzed system suﬃcient for probabilistic determination of the information
security state.

5

Conclusion

A typical solution to meeting the requirements for information protection in order to
achieve conﬁdentiality and integrity of information is the use of special software and
hardware information protection tools, information security controls and information
security management systems [12, 13].
However, introduction of implant tools and code modiﬁcation can occur at the
following life cycle stages: development, production, storage, transportation, commis‐
sioning, maintenance and upgrade of software and hardware, which enhances the applic‐
ability of external independent information security monitoring systems [14, 15].
An intruder can act at various stages of the life cycle of not only a cyber-physical
system but also of built-in and integrated information protection tools.
The proposed method for monitoring autonomous objects based on statistical data
of a system is aimed at analyzing external behavioral features of processes launched at
a computing node; it does not aﬀect the performance and does not require the computing
and system resources of the node.
A special feature of the approach is the ability to rapid adaptation and application of
various mathematical tools and machine learning methods to achieve a desired quality
of probabilistic evaluation.
Implementation of this type of monitoring does not require a development of
complex system applications while allowing implementation of various architectures
for system construction that are capable of processing on-board an autonomous object
or of communicating data and calculating the state on external computer nodes of moni‐
toring and control systems.
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Abstract. The importance of veriﬁcation of the user could not be
neglected in the technological world of today. In this work, we focus
on the Multi-Factor Authentication (MFA) system with a ﬁrst factor as
the user signature and with his ﬁngerprint as a second biometrical factor. This authentication information about the user is further utilized
to calculate a signature of the signed document. Obtained signature is
embedded into the document as a digital watermark by using syndrome
based steganographic algorithm for weighted container WF5.

1

Introduction

Today, the fundamental tool to enable data safety in any corporation is authentication. Many authentication frameworks utilize knowledge-based authentication
strategies, i.e., passwords, PINs, etc., that has been out on a limb for years as
one of the most insecure methods [1,2]. It is essential for a wide number of diﬀerent attacks applicable to knowledge-based systems, which vary from very simple
to complex, for instance, ranging from brute force and to peeping or John the
Ripper attack [3].
Many authentication systems deployed today utilize biometric factors as a
base as more secure data input method [4]. Therefore, users can be recognized by
their physiological characteristics [5]. The most widely used method is ﬁngerprint
authentication, which has a relatively high degree of reliability and is one of the
most comfortable and most convenient methods to use [6].
None the less, biometric authentication tools based on the behavior of the
subject is to be considered particularly relevant because access to the subject
does not require additional authentication threats and biometric data cannot be
repeated as accurate. The collective use of several biometric and behavior methods in one authentication model is called a Multi-Factor Authentication (MFA)
system being more reliable than standalone one [7].
In addition to the problem of authentication reliability, an equally significant task is the digital media management and security. Hiding information
and its identiﬁcation is also an important problem in the context of the rapidly
developing infrastructures of network data exchange [8]. Due to its evolution, it
c Springer Nature Switzerland AG 2018
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became possible to quickly and cost-eﬀectively transfer digital media resources.
As a result, a signiﬁcant amount of transferred resources are often accompanied
by illegal copying and distribution bringing us to the task of steganography or
hiding the fact of secret actually being stored within the data. Based on the
following set of tasks, in this manuscript, we propose a system model allowing signing conﬁdential documents utilizing a pen with a number of embedded
sensors that allows dynamic user authentication.
One of the most promising methods of dynamic authentication can be considered receiving biometric data of the subject from handwriting with the use of
dynamic signature processing tools [9]. As a result of dynamic processing, data
is more copy-protected than static data. This method is considered to replace
obsolete and unreliable authentication methods such as a PIN or card.
In the case of dynamic biometric data, it is diﬃcult for the intruder to repeat
the signature procedure, since not only the positions of the signature device but
also the time of the position change, as well as the eﬀort applied by the subject
during the movement of the hand, are to be considered during the authentication
procedure.
In this manuscript, we focus on the MFA system with user signature as a
ﬁrst factor as behavior parameters and his ﬁngerprint as a second biometrical
factor. This authentication information about the user is further utilized to calculate a signature of the signed document. Obtained signature is embedded into
the document as a digital watermark by using syndrome based steganographic
algorithm for weighted container WF5 [10,11].
The rest of the paper is organized as follows. In Sect. 2 utilized hardware
modules are discussed, and the authentication by handwriting is described, and
the results are considered and discussed. Further, in Sects. 3 and 4, we show an
estimate more two methods which are used in our model. In the last Sect. 5, we
draw the succinct conclusion from our work.

2

Prototype Description

This section elaborates on the description of the sensors utilized for our prototype. Further, the architecture and methodology are explained. Nowadays, the
electronic signature is a critical element in security and privacy of the document
signed. In this section, we will consider several existing models and compare
them with our model. Many solutions perform the task of capturing handwriting,
including when using the necessary software, to generate an electronic signature.
For instance, the Topaz system [12] or similar ones (for example, Wacom [13])
use a graphic touchpad as a signature capture device, which allows to receive
dynamic data and accurately reproduce the signature draw. The main diﬀerence
between our system and other similar solutions is the ability for a subject to
sign the paper document itself directly physically, and this signature also will
be a behavioral authentication factor. Moreover, some devices can also capture
a signature without a unique subscribed object. For example, the Wacom pen
allows a person to write on any surface, and the force of pressing the surface
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is essential. However, at the same time, this pen can work only with the device
positioner, which must be placed on one horizontal surface with a signed object.
Our model does not require additional particular surfaces and positioners, it is
not able to read the pressure of the pen, however, unlike analogs, it reads data in
three-dimensional space, allowing to collect more behavioral data of the subject.
There are also analogs which use, in addition to behavioral factor, tokens for
electronic signature, for example, [14,15]. The unique feature of our system is
not only in the prototype that reads the signature but also in the technology
of document signing. The analogs put an electronic signature to a separate ﬁle,
which can be accidentally or intentionally lost. We, in turn, use the ﬁle itself
completely as the carrier of the electronic signature. This makes it diﬃcult for
the attacker to distort or destroy the owner’s data for the attacker. In our model
we use ﬁngerprinting and behavioural factors for authentication. Our choice is
based on convenience and simplicity for the user. Fingerprinting allows not to
waste time – the user can authenticate while signing the document. Also, the
time of signing, the size and weight of the device and the number of elements
must be taken into account.

3

Utilized Hardware Modules

The main goal of the developed ‘smart-pen’ is to analyze the behavior of the
subject during the handwriting phase. The system is composed of a components set: (i) a microcontroller; (ii) the digital biometric ﬁngerprint scanner; and
(iii) the analog micro-accelerometer. A microcontroller is a unit of primary data
processing. His task is to collect biometric data and prepare them for transmission of block secondary processing via a communication channel via a USB cable
(in the future, data can be transmitted over a wireless channel). As a result of
the initial processing, the behavior scanner signal is digitized, as well as precompression and signal encryption for transmission of information through the
communication channel to the territory of the monitored zone (see Fig. 1).
For the processing unit, we utilize Arduino nano v3 microcontroller due to
its suﬃcient processing power and the number of analogs and digital inputs to
connect the accelerometer and the ﬁngerprint scanner at a time [16].
One of the most popular compatible microcontrollers, which has proved itself
to be compatible with the Arduino board, is the R308 biometric scanner (see
Fig. 2), which also has small enough dimensions to accommodate it in the handle
device. The ﬁngerprint scanner R308 under consideration is optical. This method
is based on the eﬀect of the violated total internal reﬂection of Frustrated Total
Internal Reﬂection [17].
To record ﬁngerprint, we utilize software provided for Windows (the most
comfortable and most convenient option, since you see a picture that is made)
or a sketch for Arduino. To process biometric data in a sketch, special functions
are applied from libraries provided by the manufacturer of the biometric scanner.
As it is shown earlier, the scanner should ﬁt the overall dimensions of the devicehandle, and have an interface compatible with the platform Arduino nano v3.
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Fig. 1. Elements of the system.

Fig. 2. Utilized module.

Since the main serial port is already reserved for the ﬁngerprint scanner,
and the computing power of the microcontroller allows you to take on the initial
processing (digitization) of the behavioural properties of the subject – the analog
accelerometer ADXL335 was selected for our needs, which, also importantly, has
smaller dimensions, high accuracy and low energy consumption [17]. ADXL335
is full-function triaxial accelerometer with voltage output signals and analog
signal conversion circuits, as shown in Fig. 3. The accelerometer is tangled from
3.3 V to the PPO-1 controller, additionally occupying three analog inputs, the
resulting voltage diﬀerences are converted to numbers from 0 to 1024 and ﬁxed
at a frequency of 10 ms.
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Fig. 3. Selected accelerometer – ADXL335.

Fig. 4. Interfaces for connecting the ﬁngerprint scanner and accelerometer.

Next, the ﬁngerprint scanner is connected to a 5-volt power supply and
sends data via a serial interface (RX/TX pins) with a supported speed of 57600
bytes/sec, as it is presented in Fig. 4.
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Fig. 5. Physical model of PPO-1.

Therefore, two sensors are connected to one hardware platform simultaneously, and the placement in the handle device allows the preliminary exchange
of keys between the PPO-1 and the PRS for the encrypted data (in perspective
wireless) transmission over the wire communication channel inside the protective
case.
Ultimately, the prototype has the following features:
– Operates in semi-working mode, listening for a signal from the ﬁngerprint
scanner;
– Receives a command from the ﬁngerprint scanner that the data sample is
received;
– Starts recording the dynamic data of the subject’s signature in the form of
overload values in time;
– The received data is stored and encrypted by the system;
– The data is transferred through the serial port for on the main processing
unit.
3.1

Authentication by Handwriting

To investigate the possibility of correct processing of the dynamic signature
component, a prototype was assembled as described in the previous section, as
it is drafted in Fig. 6.
The handwriting movements can be split divided into the horizontal plane
(O : X, O : Y ) – directly the signature and the vertical axis O : Z – setting
the handle to the starting position and after the completion of the signature
procedure.
Information from the controller is delivered in three axes in the form of diﬀerent voltage on the wires on the analog outputs A0, A1 and A3 After processing,
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the signal is digitally transmitted to the monitored zone, where the extreme values of the signals and their time intervals are extracted and validated against
the previously stored samples in the database.

Fig. 6. Block diagram of the test system.

The primary signal processing is performed by a prototype - the pen on which
the accelerometer and the microcontroller are located, which processes the signal
and transmits it for secondary processing via the USB port.
As a result, it is possible to collect the signature data on two axes and transfer
to a second signal processing program, whose primary task was to analyze a correspondence between the reference signal and the provided again. To determine
the correspondence between the signal and the reference one, the value of the
Pearson correlation coeﬃcient is utilized [17]. This criterion allows determining
whether there is a linear relationship between changes in the values of the two
variables.

Fig. 7. A photo of a test prototype.

Figure 8 shows the values of the correlation coeﬃcient (r) of the digitized
signal of the hand movement along one of the axes. For the decision to admit
the subject, the threshold values for the horizontal and vertical axis are set separately, and the access is allowed only if the threshold is exceeded by the values
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of the coeﬃcients of both axes. It is evident that additional time synchronization is required for the signal matching, thus obtaining a high value of the linear
dependence of the signal to the initial one. In the second signal processing phase,
additional synchronization has been added, and tests have been conducted to
verify the functionality of the method for checking the values of False Reject
Rate (FRR) and False Accept Rate (FAR), the main reliability indicators in
biometric authentication systems, where FRR is the ﬁrst-kind error. The probability of an erroneous refusal to an employee is the same as the term “false
alarm” in radar, and FAR is an error of the second kind of the probability of an
erroneous miss of an attacker, similar to the term “false alarm” (Fig. 5).

Fig. 8. Reference signature.

3.2

Numerical Results

During our applicability evaluation, the subject was asked to input 100 attempts
of his signature. All subjects had the access to the picture (the graphical part
of the signature) and everybody saw how the others signed the document. Next,
a reference correlation coeﬃcient was selected, with FRR being equal to one
percent. To validate our system, two intruders attempted to replicate the signature of the subject for 50 times each. Eventually, from 100 attempts to forge the
signature, it was possible to authenticate there times, i.e., FAR of the developed
system is 3% (Fig. 7).
As can be seen from the results, the system is slightly inferior to analogs,
which can be explained by the lack of signal ﬁltering, which in turn simpliﬁes
the processing procedure, thereby speeding up the system and can be used in
low-performance devices. Also, it is possible to increase the allowable threshold by the correlation coeﬃcient to reduce the FAR, and the use of additional
authentication factors can compensate the growth of the FRR value.
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Benefits of Simultaneous Fingerprint Scanner
Utilization

In this section, we elaborate on how simultaneous utilization of accelerometer
and ﬁngerprint scanner can improve the overall system reliability. Any identiﬁcation in such a system could be divided into two phases – (i) registration and
(ii) veriﬁcation.
During the registration phase, a ﬁngerprint image is obtained supplemented
by its special features, such as control points and minuses highlighted, and the
biometric template is formed. Then, the information is processed using a speciﬁc
algorithm (which will be discussed later) and is written to the system. During
the veriﬁcation stage, the biometric sample is obtained from the sensor in the
similar form, form a template, perform the steps of a speciﬁc algorithm, and,
ﬁnally, the decision is made whether the presented and saved samples are related
or not.
After receipt of biometric information on the scanner, three main stages could
be selected from the ﬁngerprinting processing perspective [18]:
1. Obtaining a biometric template – In modern systems, the most often used
method is the selection of control points and minuses in the image;
2. Quantization – At this stage, the template obtained in step 1 is converted
to a binary view. It should be noted that third-party information is also
transferred to the database, which contains some data on randomness in the
performance of quantization. This information is used in the veriﬁcation phase
to quantize the same way as when registering;
3. Key generation for the biometric template in the binary form obtained during
stage two – At this stage, a fuzzy extractor is used. It is a biometric tool for
authenticating a user with his biometric template as a key [19].
We obtain the following algorithm for recording biometric data:
1. Biometric information is sent to a biometric scanner, and the image is delivered for the initial processing;
2. The chosen formation algorithm forms the biometric template f ;
3. Information is converted to a binary form z;
4. A random R line is generated from the resulting z by the logic of the fuzzy
extractor. The database receives the received third-party string P ;
5. It is considered a hash function from R and is written to the database.
The last step of the algorithm could be modiﬁed and utilized instead of
counting the hash from the received string protocols with zero disclosure. As
an example, consider the Schnorr protocol [20]. Now we estimate our system
from information storage. We next consider two possible options: (i) the hashing
is used, and (ii) when zero-knowledge protocols are utilized. Consider the case
when the system stores a hash from the received string. The size of the hash
depends on the selected algorithm. Suppose that the value is 256 bits. Also, a
template f is stored in the database. The size of the template depends on the

v.davydov@hse.ru

308

S. Bezzateev et al.

image. Usually, the image has dimensions of 25 × 14 mm, which corresponds to
500 × 280 pixels in our case. The point has 8 bits allocated. Therefore, about
140 KB of memory is required to the entire image. Since the registration process
is the formation of a biometric template, this template consumes less memory.
Usually, in print, there are about 30–40 min, according to which the template
is formed. Note, the probability that all minuses coincide when applying ﬁngers
of diﬀerent people is practically zero. Therefore, we can reduce the amount of
memory required – assuming, the scanner has allocated 40 min each described by
4 bytes. Then the total volume will be equal to only 160 bytes, which is almost
900 times less than the image volume. Adding to the resulting value the size of
the hash value is 32 bytes, it results in 192 bytes per ﬁngerprint.

5

Applicable Stenographic Methods

The system uses stegano-paste as another factor of authentication. To sign an
electronic document, you need to insert secret information into it. In order for the
built-in information to be visually not detectable, you can use the W F 5 method
[10,11]. It is much less distorting the document when embedding information
than the usual LSB replacement method [21]. The 24-bit bitmap of BMP format
in RGB color system is considered as an electronic document for research. Each
pixel is a combination of the brightness values of the three color components
which occupy 1 byte each. The most common and least resistant steganographic
methods of embedding information in a spatial area BMP image is the LSB
replacement method [22]. This method of embedding does not require additional
calculations and allows to ‘hide’ the vast amount of classiﬁed information in
relatively small ﬁles [23], but at the slightest distortion of the image will result
in the loss of built-in information. To solve the problem of increasing the volume
of embedding concerning the standard LSB with a decrease in the visibility of
the introduced distortions, a method of a multi-level embedding W F 5 was used,
which uses error correcting codes perfect in weighted Hamming metric [24] for
embedding. In this method for forming the working area of the container, various
combinations of the least signiﬁcant bits of the color components of the pixels
of the BMP image, namely several lower bit planes, can also be used.
The study revealed that the information could be embedded not only in the
ﬁrst least signiﬁcant bits of the image but also in the next three. The analysis
of visual quality indicators (distortion level) such as PSNR and SSIM show that
there is no strong distortion of the container and such embedding method is not
visually detectable [11].
By examining the diﬀerent ways in which the workspace is formed, as shown
in Fig. 9, it has been found that visual distortion practically does not occur,
and the visual distortion index of PSNR does not fall below 60 dB, although for
visual distortion detection the PSNR value should fall below 30–40 dB.
The implemented method allows combining the least signiﬁcant bits for better distribution of embedded information in the container, thereby reducing
visual distortion of the image. The study was conducted on various test images
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Fig. 9. Process of forming the pixel workspace (W1 – the ﬁrst 4 bits of the image
workspace vector, W2 – the last 3 bits of the image workspace vector).

of diﬀerent types: portrait, landscape, text, etc. In the same way, one can extract
the quilted insert from the image, which allows checking the signed image. The
embedded information can be any: picture, key hash, encrypted message, etc.
The limit for embedded information can only be in length, and the information
should not be more than the amount of workspace obtained from the image used
for embedding.

6

Conclusions

A new biometric/behavior two-factor authentication system is considered. The
main advantage of it is using a pen-like device for collecting the authentication
information about the user. Such solution makes this system more convenient
for the user than previous one. By using an idea to embedding obtained user
signature directly into the signed document as a watermark, the security of the
ﬁnal document is increased in the part of its integrity and authenticity.
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8. Bas, P., Furon, T., Cayre, F., Doërr, G., Mathon, B.: Watermarking Security:
Fundamentals. Springer, Secure Designs and Attacks. Springer, Singapore (2016).
https://doi.org/10.1007/978-981-10-0506-0
9. Xu, H., Zhou, Y., Lyu, M.R.: Towards continuous and passive authentication via
touch biometrics: an experimental study on smartphones. In: Proceedings of Symposium on Usable Privacy and Security, SOUPS. vol. 14, pp. 187–198 (2014)
10. Bezzateev, S., Voloshina, N., Zhidanov, K.: Multi-level signiﬁcant bit (MLSB)
embedding based on weighted container model and weighted F5 concept. In: Abraham, A., Wegrzyn-Wolska, K., Hassanien, A.E., Snasel, V., Alimi, A.M. (eds.)
Proceedings of the Second International Afro-European Conference for Industrial
Advancement AECIA 2015. AISC, vol. 427, pp. 293–303. Springer, Cham (2016).
https://doi.org/10.1007/978-3-319-29504-6 29
11. Voloshina, N., Zhidanov, K., Bezzateev, S.: Optimal weighted watermarking for still
images. In: Proceedings of XIV International Symposium on Problems of Redundancy in Information and Control Systems (REDUNDANCY), pp. 98–102. IEEE
(2014)
12. Topaz Systems INC.: [company website]. https://www.topazsystems.com/.
Accessed 25 May 2018
13. Wacom Business Solutions: [company website]. https://www.wacom.com/ru-ru/
enterprise/business-solutions/hardware/signature-pads. Accessed 25 May 2018
14. Comsigntrust: [company website]. https://www.comsigntrust.com/products/
secure-portable-e-signature-token/. Accessed 25 May 2018
15. eSign: [company website]. https://www.esign.bg/. Accessed 25 May 2018
16. Gandra, M., Seabra, R., Lima, F.P.: A low-cost, versatile data logging system for
ecological applications. Limnol. Ocean. Methods 13(3), 115–126 (2015)
17. Grunthaner, M.P., Richards, P.W., Hotelling, S.P.: Frustrated total internal reﬂection and capacitive sensing (2018), uS Patent 9,891,759
18. Kevenaar, T.: Protection of biometric information. In: Tuyls, P., Skoric, B., Kevenaar, T. (eds.) Security with Noisy Data. Springer, London (2007). https://doi.
org/10.1007/978-1-84628-984-2 11
19. Dodis, Y., Ostrovsky, R., Reyzin, L., Smith, A.: Fuzzy extractors: how to generate
strong keys from biometrics and other noisy data. SIAM J. Comput. 38(1), 97–139
(2008)

v.davydov@hse.ru

Signing Documents by Hand: Model for Multi-factor Authentication

311

20. Schnorr, C.P.: Eﬃcient signature generation by smart cards. J. Cryptol. 4(3), 161–
174 (1991)
21. Bezzateev, S., Voloshina, N., Zhidanov, K.: Weighted digital watermarking
approaches comparison. In: Proceedings of International Symposium on Problems
of Redundancy in Information and Control Systems (RED), pp. 172–174. IEEE
(2016)
22. Fridrich, J., Long, M.: Steganalysis of LSB encoding in color images. In: 2000
IEEE International Conference on Multimedia and Expo, ICME 2000, vol. 3, pp.
1279–1282. IEEE (2000)
23. Anand, K., Sharma, E.R.: Comparison of LSB and MSB based image steganography. Int. J. Adv. Res. Comput. Sci. Softw. Eng. 4(8), 906–909 (2014)
24. Bezzateev, S., Shekhunova, N.: Class of generalized Goppa codes perfect in
weighted Hamming metric. Des. Codes Cryptography 1(66), 391–399 (2013)

v.davydov@hse.ru

System for Secure Computing Based
on Homomorphism with Reduced
Polynomial Power
Viacheslav Davydov(B)
National Research University Higher School of Economics, Moscow, Russia
v.davydov@hse.ru

Abstract. A significant interest recently emerged in the field of secure
computations. Many systems were developed aiming at executing the
summation and multiplication operation in a hidden way. Importantly,
the cryptosystems enabling the execution of all four arithmetic operations are not yet present. This paper proposes a system for achieving this
goal. The main benefit of its utilization is the possibility to continuous
computation with no need for repetitive encryption of data.

1

Introduction

The high interest has recently emerged in developing a system allowing for secure
computation [1,2]. One of the primary drivers for this requirement is the global
integration and development of Cloud computing paradigm [3,4]. It allows reducing the cost of maintaining the network infrastructure signiﬁcantly. It also provides an opportunity to quickly adapt to the requirements of the external environment, changing the size of the computations required for the speciﬁed task
and performing more eﬃcient system operation [5].
Indeed, the information systems of today are developing rapidly [6,7]. At the
moment there is a vast number of commercial organizations providing cloud services [8]. In recent years, most major companies, for example, Microsoft, Google,
Amazon, Citrix, oﬀer similar services. However, there are several signiﬁcant unresolved challenges in the cloud computing paradigm, and one of the central ones
is the problem of ensuring data conﬁdentiality [9]. Mainly, the user data is not
protected while stored in the cloud in many cases. The cloud services provider,
thus, obtains unlimited access to is in one form or another. As a consequence,
there is a need to build a cryptosystem to protect the user sensitive information
in cloud computing.
One of the solutions to avoid unauthorized access to private data is by utilizing homomorphic encryption for secure computation which does not require
decryption of data while operating with it. In this paper, we provide an overview
of homomorphic encryption in Sect. 2. Next, we propose a modiﬁed homomorphic system allowing summation, multiplication, and substantiation of the corresponding system elements in Sect. 3. The last section concludes the paper.
c Springer Nature Switzerland AG 2018
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Secure Computation Background

The task of secure computation ﬁrstly appeared in late 70s in work [10]. Overall,
the proposed framework consists of the algebraic system with set S. Let us deﬁne
such algebraic system as < S; f1 , f2 , . . . ; p1 , p2 , · · · >, where fi is a function, pi is
a predicate si is a constant. The system could be thus deﬁned as < Z; +, −, ∗, /, ≤
; 0, 1 >. This system describes the users U and there is a need for C system to
be used by the computer system:

and

U = < S; f1 , . . . , fk ; p1 , . . . , pi ; s1 , . . . , sm >,

(1)

C = < S  ; f1 , . . . , fk ; p1 , . . . , pi ; s1 , . . . , sm > .

(2)

Encoding and decoding shall then mean mapping elements from U to C and
back: as φ−1 : S  → S and φ : S → S  as it’s inverse.
The user has a set of data d1 , d2 , · · · ∈ S that he is willing to operate
based on U . He is also willing to protect the operations from misuse and thus
applies a certain transformation φ to those. Therefore, he received a set of
Φ = φ(d1 ), φ(d2 ), . . . . In order for the system to execute such operations over
the encoded date without decoding, φ should have a property of homomorphism
for U and C:
∀i(a, b, c, . . . )[fi (a, b, . . . ) = c ⇒ fi (φ(a)φ(b), . . . ) = φ(c)],

(3)

∀i(a, b, . . . )[fi (a, . . . ) = c ⇒

(4)

∀isi

= φ(si ), si = φ

−1

fi (φ(a), . . . )

= φ(b)],

(si ).

(5)

If user is willing to calculate the result of f1 (d1 , d2 ) – it is necessary to
calculate f1 (φ(d1 ), φ(d2 )). Due to the homomorphic property of φ:
φ−1(f1 (φ(d1 ), φ(d2 ))) = f1 (d1 , d2 ).

(6)

Next, authors of [11] proposed the homomorphic system enabling to execute
the inﬁnite number of summations and one multiplication. Further on, Gentry
et al. [12] proved the possibility of developing the fully homomorphic system
for the basis of OR and NOT. The proposed solution was not very eﬀective
regarding computational complexity, but an initial push towards the research in
this direction was already made.
The main idea behind their method was to add the numerical “noise” to the
data thus the decryption complex if the secret key is not known. The system
was developed with three primary functions in mind: encryption, decryption,
and calculation over data. The main drawback of the calculation is the increase
of the numerical noise level. Therefore, the number of potential operations to be
executed was limited.
Further development of this research topic was illustrated in [13,14] proposing
the way to simplify the least common divisor. Later on, work [15] shown the cloud
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system based on homomorphism and polynomial ring. Here, it became feasible
to securely sum, deduct and multiply the numbers from Zn .
For each a0 ∈ Zn there is a polynomial a(x) = a0 + a1 x + · · · + ak xk , where k
and {a1 , . . . , ak } are selected randomly. Note, that for polynomial representation
of a0 and b0 , constant terms a(x) + b(x) = a(0) + b(0) and a(x)b(x) = a(0)b(0).
Therefore, φ : Zn [x] → Zn [y], x = c0 + c1 y + · · · + ct y t = φ(y) is homomorphic
and keeps the functionality of summation and multiplication. Authors propose
to utilize the Gorner schema for division on φ(y).
The main drawbacks of this system are the uncontrollable growth of the
polynomial power that can theoretically lead to the limitation of the computations number, and thus the system could become computationally not eﬀective.
Moreover, the division is not implemented thus leading to the computation of
polynomials with increasing powers.
This paper proposes a homomorphic system with eﬀective data representation compared to method in [15].

3

Proposed Homomorphic System

Let’s assume a ﬁeld GF (Q) = {q1 , q2 , . . . , qQ }, m < Q and ﬁeld extension
GF (Qm ) = u1 , u2 , . . . , uQm . The secret of such homomorphic system is one
of the primitive ﬁeld elements k inGF (Qm ). If k – is the primitive element of
GF (Qm ) than any other element could be derived as k l , where l – is a relatively
prime integer to Qm − 1. Therefore, total number of elements in GF (Qm ) could
be obtained with an Euler function and equals to φ(Qm −1). In order to evaluate
this number, we will further use [16]
φ(Qm − 1) >

log2 Qm − 1
.
2 log(Qm − 1)

(7)

According to Theorem 1.86 in [10], the set of elements {1, k 1 , k 2 , . . . , k m−1 }
every GF (Qm ) element could be
is a basis over GF (Qm ) is GF
 (Q) and thus
i
represented based on g(x) = m − 1i=0 gi x with coeﬃcients from GF (Q) when
x = k.
The encryption process is primarily an association of a random message
uj GF (Qm ) with a polynomial from x with a power d > m with coeﬃcients
from GF (Q)
d

fi xi .
(8)
f (x) =
i=0

Here, f (x) coeﬃcients are formed according to:
1. d − m + 1 leading term coeﬃcients are selected randomly for f (x).
2. Next, the GF (Qm ) element is calculated for the remaining m coeﬃcients:

u∗j = uj −

d


fi k i .

i=m
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Next, the linear system of equations should be solved to obtain the
coeﬃcients:
m−1

fi k i .
(10)
u∗j = uj −
i=0

Thus, we arrive at
f (k) = uj .

(11)

We further deﬁne the encryption procedure as (uj ) = fuj (x) and decryption
is given by 11, that in turn could be executed if k is known.
Next, we deﬁne α and β as two other elements of the ﬁeld GF (Qm ) as
m
fα (x) = (α) and gβ (x) = (β). Assume the deﬁned polynomial Z(x) = xQ −
Qm
x = i=1 (x − ui ) with a power of Qm .
Thus, we deﬁne the basic operations (i.e., summation, multiplication, and
subtraction) those but my modulus Z(x) and prove that the homomorphism
criteria is fulﬁlled.
Theorem 1.



R(x) = fα ± gβ (x)
R(x) = r(x) mod

Z(x)

⇐⇒ r(k) = α ± β .

(12)

Proof. Due to the fact that deg(Z(x)) > deg(fα (x)) and deg(Z(x)) >
deg(gβ (x)), R(x) = r(x). Considering fα (k) = α and gβ (k) = β we arrive
at r(k) = α ± β.
Theorem 2.



R(x) = fα (x) · gβ (x)
⇐⇒ r(k) = α · β .
R(x) = r(x) mod Z(x)

(13)

Proof. According to the definition of R(x), R(x) = p(x) · Z(x) + r(x) in addition
Qm
m
to deg(Z(x)) > deg(r(x)). Thus, polynomial Z(x) = xQ − x = i=1 (x − ui )
has all elements of GF (Qm ) as solutions. Therefore, Z(k) = 0 and R(k) = r(k).
Based on R(x) = fα (x) · gβ (x) we arrive at R(k) = fα (k) · gβ (k) and thus
r(k) = fα · gβ (k).
Next we need to denote the division of gβ (k) by fα (k). We ﬁrst deﬁne fα (x)
and fα−1 (x) according to

∀λ ∈ GF (Qm ), fα (λ) = 0, fα−1 (λ) = fα1(λ)
.
(14)
fα−1 (x) =
∀λ ∈ GF (Qm ), fα (λ) = 0, fα−1 (λ) = 0.
Based on the deﬁnition of fα−1 (x), it could be explicitly obtained from fα (x) if

∀λ ∈ GF (Qm ), fα (λ) = 0, fα−1 (λ) · fα (λ) = 1
fα−1 (x) =
.
(15)
∀λ ∈ GF (Qm ), fα (λ) = 0, fα−1 (λ) · fα (λ) = 0
Therefore, the division of gβ (k) by fα (k) is deﬁned as multiplication of gβ (k)
and fα−1 (k). Next, we prove that this operation has a homomorphic property.
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Theorem 3.



R(x) = gβ (x)· = fα−1 (x)
⇐⇒
R(x) = r(x) mod Z(x)



β
α = 0, r(k) = α
.
α = 0, r(k) = 0

(16)

Proof. According to the definition of R(x), R(x) = p(x) · Z(x) + r(x) in addition
Qm
m
to deg(Z(x)) > deg(r(x)). Thus, polynomial z(x) = xQ − x = i=1 (x − qi )
has all elements of GF (Qm ) as solutions. Therefore, z(k) = 0 and R(k) = r(k).
Thus, r(k) = gβ (k) · fα−1 (k).
According to the definition of fα −1(x), fα −1(k) α1 for each α = 0. Therefore,
β
fro each α = 0, r(k) = α
. Next, fa−1 lpha = 0 for α = 0 and thus α = 0, r(k) = 0.
Theorems 2–3 prove that the proposed system has the property of homomorphism. Note, that in order the key to be selected most eﬃciently, the size of
φQm − 1 should be high.
Each message qi ∈ GF (Qm ) could be associated with Qd−m−1 diﬀerent fui (x)
polynomials with a power of d. Nonetheless, during the division and multiplication, the resulting polynomial power is increasing until Qm − 1 due to the
m
operation modulus Z(x) = xQ − x. Note, that all the resulting coeﬃcients are
kept within GF (Q) which is since the coeﬃcients of the initial polynomials are
also from GF (Q).
If d = Qm −1 than ℵ(Qm ) is a set of polynomials with a power of d = Qm −1.
m
The encryption is thus (uj ) = fuj (x) splitting the entire set (Qm ) from QQ
polynomials into Qm subsets. Each subset (uj ) is associated with the element
Qm
uj ∈ GF (Qm ). Note, (Qm ) = j = 1(uj ).
For each polynomial fui ∈ ℵ(ui ) exists a single inverse polynomial fu−1
(x) ∈
i
−1
1
)
for
a
message
u
.
As
it
is
derived
in
(10),
ℵ(α)
≡
ℵ(
)
in
case
∀α ∈
ℵ(u−1
i
i
α
GF (Qm ), α = 0.

4

Conclusions

This paper proposes a modiﬁcation of the system [15] limiting the maximum
Qm
m
power of the polynomial to Z(x) = xQ − x = i=1 (x − ui ). Moreover, this
limit could be lowered to φ(Qm − 1) by utilizing not the entire GF (Qm ) as roots
but a set of it.
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4. López-Alt, A., Tromer, E., Vaikuntanathan, V.: On-the-fly multiparty computation
on the cloud via multikey fully homomorphic encryption. In: Proceedings of the
Forty-Fourth Annual ACM Symposium on Theory of Computing, pp. 1219–1234.
ACM (2012)
5. Olshannikova, E., et al.: Conceptualizing big social data. J. Big Data 4(1), 3 (2017)
6. Ometov, A., et al.: Feasibility characterization of cryptographic primitives for constrained (wearable) IoT devices. In: Proceedings of International Conference on
Pervasive Computing and Communication Workshops (PerCom Workshops), pp.
1–6. IEEE (2016)
7. Florea, R., et al.: Networking solutions for integrated heterogeneous wireless ecosystem. In: CLOUD COMPUTING, p. 103 (2017)
8. Armbrust, M., et al.: A view of cloud computing. Commun. ACM 53(4), 50–58
(2010)
9. Hashem, I.A.T., Yaqoob, I., Anuar, N.B., Mokhtar, S., Gani, A., Khan, S.U.: The
rise of “Big Data” on cloud computing: review and open research issues. Inf. Syst.
47, 98–115 (2015)
10. Rivest, R.L., Adleman, L., Dertouzos, M.L.: On data banks and privacy homomorphisms. Found. Secure Comput. 4(11), 169–180 (1978)
11. Boneh, D., Goh, E.-J., Nissim, K.: Evaluating 2-DNF formulas on ciphertexts. In:
Kilian, J. (ed.) TCC 2005. LNCS, vol. 3378, pp. 325–341. Springer, Heidelberg
(2005). https://doi.org/10.1007/978-3-540-30576-7 18
12. Gentry, C., Halevi, S.: Implementing gentry’s fully-homomorphic encryption
scheme. In: Paterson, K.G. (ed.) EUROCRYPT 2011. LNCS, vol. 6632, pp. 129–
148. Springer, Heidelberg (2011). https://doi.org/10.1007/978-3-642-20465-4 9
13. Brakerski, Z., Vaikuntanathan, V.: Fully homomorphic encryption from ring-LWE
and security for key dependent messages. In: Rogaway, P. (ed.) CRYPTO 2011.
LNCS, vol. 6841, pp. 505–524. Springer, Heidelberg (2011). https://doi.org/10.
1007/978-3-642-22792-9 29
14. Brakerski, Z., Gentry, C., Vaikuntanathan, V.: (Leveled) fully homomorphic
encryption without bootstrapping. ACM Trans. Comput. Theory (TOCT) 6(3),
13 (2014)
15. Krendelev, S.: Homomorphic encryption (secure cloud computation). In: Proceedings of RusCrypto (2011)
16. Rosser, J.B., Schoenfeld, L.: Approximate formulas for some functions of prime
numbers. Ill. J. Math. 6(1), 64–94 (1962)

v.davydov@hse.ru

An Approach to Selecting an Informative
Feature in Software Identiﬁcation
Kseniya Salakhutdinova1 ✉ , Irina Krivtsova1, Ilya Lebedev2,
and Mikhail Sukhoparov3
(

)

1

3

ITMO University, 49 Kronverkskypr., Saint-Petersburg 197101, Russia
2
SPIIRAS, 14-th Linia, VI, no. 39, St. Petersburg 199178, Russia
SPbF AO « NPK « TRISTAN», 47 Nepokorennykh pr., Saint-Petersburg 195220, Russia
kainagr@mail.ru

Abstract. Statement of Research. A need to reduce the increasing number of
system vulnerabilities caused by unauthorized software installed on computer
aids necessitates development of an approach to automate the data-storage media
audit. The article describes an approach to identiﬁcation of informative assembly
instructions. Also, the inﬂuence of a chosen feature that is used to create a uniﬁed
program signature on identiﬁcation result is shown. Methods. Shannon method
allowing a determination of feature informativeness for a random number of
object classes and not depending on the sample volume of observed features is
used to calculate informativeness. Identiﬁcation of elf-ﬁles was based on applying
statistical chi-squared test of homogeneity. Main Findings. Quantitative charac‐
teristics of informativeness for 118 assembly instructions have been obtained.
The analysis of experimental results for executable ﬁles identiﬁcation with 10
diﬀerent features used to create program signatures compared by means of the
chi-squared test of homogeneity at signiﬁcance levels p = 0.05 and p = 0.01 has
been carried out. Practical Relevance. The importance of using a particular feature
in program signature creation has been discovered, as well as the capability of
considering several executable ﬁle signatures together to provide a summative
assessment on their belonging to a certain program.
Keywords: Identiﬁcation of executable ﬁles · Elf-ﬁles
Informativeness of a feature · Chi-square test · Information security

1

Introduction

A comparatively easy access to various webpages, Internet websites, open software and its
modifiability necessitate electronic media audit to detect unauthorized software (SW) [1, 2].
Behavior of automated system users directed against the established security policy
in an organization can lead to an increase in the number of system vulnerabilities. The
reason for this is possible software weaknesses, presence of undocumented features,
illegal use of intellectual property, as well as the use of special programs aimed at over‐
riding the installed security means or illegal actions inside the Intranet or on the Internet.
The latter is especially relevant in terms of crimes related to computer information [3].
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It should be noted that the authors consider herein conventional OS Linux user soft‐
ware (in particular, elf-ﬁles) and do not consider malicious programs or detection
methods [4–6] identiﬁcation or recognition of which have been presented in many papers
[7, 8]. Yet, there have been extremely few research papers in the area under consideration
[9, 10].
The use of some standard software analysis methods, such as physical inspection of
typical installation locations of programs, comparison with a deep copy of data, hash
total comparison, CRC control, hash coding, message authentication code and digital
signature is not necessarily a successful way to monitor the installed programs because
of possible absence of a reference sample (hash value, unmodiﬁed ﬁle copy, digital
signature, etc.) used in the listed methods.
The approach to software identiﬁcation considered in the article, that is, identiﬁcation
of an executable ﬁle with a known program is aimed at recognizing a program not based
on its integrity. The identiﬁcation process compares two signatures: uniﬁed one created
from a training sample, and a signature of the identiﬁed program created just before the
comparison stage.
Such a ﬂexible approach allows a successful identiﬁcation of diﬀerent versions of
the same program, even those that were not previously involved in creating a uniﬁed
signature.
The authors have already developed new approaches to the creation of program
signatures [11, 12], as well as identiﬁcation methods based on these signatures [13, 14].
At the same time, attention was not paid to choosing a feature involved in the formation
of signatures.
In this paper, the research focuses on the inﬂuence of a selected feature on the
identiﬁcation result accuracy. It is planned to consider the informativeness of 118
assembly instructions and compare the identiﬁcation results for 10 selected instructions.

2

Calculation of Informative Features

When considering an executable ﬁle in terms of its disassembled code, it might be
particularly helpful to select those assembly instructions that would most eﬀectively
help identify programs.
To solve this problem, Shannon method has been chosen as it allows a determination
of feature informativeness for an arbitrary number of object classes, whereby not
depending on the selection scope of the observed features.
This method proposes to assess informativeness as a weighted average amount of
information (the eliminated entropy value) inherent in a feature x ∈ X, where X is the
feature space.
To assess the informativeness of a feature x, the following formula is used:

I(x) = 1 +

G
∑
i=1

(Pi ⋅

U
∑

Pi,u ⋅ logU Pi,u )

u=1
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where G is the number of feature gradations (in this paper, two cases are considered:
one gradation stands for the occurrence of a selected assembly instructions, two grada‐
tions stand for the occurrence of a selected assembly instruction and the occurrence of
another instruction diﬀerent from this one); U is the number of classes (this is the number
of frequency distributions of assembly program instructions involved in calculating the
informativeness of a feature); Pi is the probability that the feature value hits the i -th
gradation calculated by the formula:
U
∑

Pi =

u=1

mi,u

(2)

N

where mi,u is the occurrence rate of the feature value in the i -th gradation in the u -th
class; N is the total number of a feature observations; Pi,u is the occurrence probability
of the i -th gradation of a feature in the k -th class calculated by the formula:

Pi,u =

mi,u
∑
U

u=1

mi,u

(3)

It should be noted that Shannon method gives an informativeness estimate to I(x) in
the form of a normalized variable that takes on values over the range from zero to one.
It is believed that the closer the I(x) value is to one, the higher the informativeness of
feature x is and, conversely, the closer I(x) is to zero, the lower the informativeness of
feature x is.
However, a limitation of this method is the inability to assess feature informativeness
for the entire scope of the existing programs.
For 118 selected assembly instruction statements, an analysis was carried out to
identify the most informative one of them. The experiment involved 10 diﬀerent
programs and their various versions. In general, 52 feature frequency distributions were
generated reﬂecting the occurrence rate of each of the 118 instructions in the disassem‐
bled code of a program. The results of informativeness calculation for G = 1 and G = 2
are presented in (Table 1) and (Table 2), respectively, where, in order to optimize the
table sizes, the I(x) informativeness values were rounded to fourth decimal. All the
assembly instructions (also those that share a cell in the table) are arranged in ascending
order of their informativeness.
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Table 1. Informativeness values for 118 assembly instructions according to Shannon method
with pre-assigned number of feature gradations G = 1
Assembly instructions
cmpsb, cmpsw, esc, jc, jcxz, jna, jnae, jnb, jnbe, jnc, jng, jnge, jnl, jnle,
jnz, jpe, jpo, jz, lodsb, lodsw, loopnz, loopz, movsb, movsw, repe, repne,
retn, sal, scasb, scasw, stosb, stosw, wait
rep, jle, dec, lea, std, cmp, shr, jmp, jg, shl, and, cld, rol, js, jl, add, nop,
mul
jne, push, ret, sub, xor, jge, ror, not, test, mov, div, jbe, jb, loopne, clc,
je, jae, xchg, ja, or, repz, cli, adc, pushf, hlt, sar, sti, sbb, neg, jns, idiv,
in, call, imul, jp, loop, jno, pop, repnz, out, iret, loope, jnp, xlat, int, rcl,
cmc
jo, stc, lahf, retf, rcr, sahf, inc, cwd, popf, cbw
lock
daa, les, into, aaa, lds, aam, aas, das, aad

Informativeness, I(x)
0

0.1408–0.1990
0.2001–0.2972

0.3026–0.3778
0.4228
0.6144–0.6785

Table 2. Informativeness values for 118 assembly instructions according to Shannon method
with pre-assigned number of feature gradations G = 2
Assembly instructions
cmpsb, cmpsw, esc, jc, jcxz, jna, jnae, jnb, jnbe, jnc, jng, jnge, jnl, jnle,
jnz, jpe, jpo, jz, lodsb, lodsw, aaa, les, daa, aas, aam, ja, mul, js, loop,
jge, jp, hlt, jl, jns, loopne, iret, das, rep, jae, idiv, loopnz, loopz, movsb,
movsw, repe, repne, retn, sal, scasb, scasw, stosb, stosw, wait, cwd, cbw,
div, neg, into, lds, aad
rcl, std, sbb, lahf, ror, ret, jne, cmc, popf, rcr, adc, jno, in, shl, jbe, jb,
pushf, not, clc, rol, int, jle, jg, sub, loope, xlat, cld, sti, shr, jnp, repnz,
cli, dec, repz
imul, sar, sahf, jmp, xor, nop, and, jo, je, stc, test, push, retf
out, cmp, inc
or
xchg
add, pop
lea
call
mov
lock

Informativeness, I(x)
0.2024

0.2025

0.2026
0.2027
0.2028
0.2029
0.203
0.2032
0.2036
0.2044
0.2095

Obviously, the order of informativeness of assembly instructions depends on a
selected value of a feature gradation number. This discrepancy occurs as a result of a
signiﬁcant inﬂuence of an additional gradation (not the occurrence of the feature under
consideration, but the occurrence of another, a diﬀerent assembly instruction statement)
on the calculated parameters Pi and Pi,u in formula (1). Thus, the ratio between the
occurrence rate of the assembly instruction in question and the occurrence rate of all the
remaining 117 assembly instructions is taken into account, which makes it possible to
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calculate informativeness not only based on a discrepancy in the instruction occurrence
rate in diﬀerent classes, but also in terms of its share in relation to the other instructions.
A limitation of establishing the most informative instructions using the number of
feature gradations G = 1 is the infeasibility of further creation of program signatures,
since their occurrence rate in disassembled program codes is too small to generate
signatures with a suﬃcient number of non-zero occurrence rate values for an assembly
instruction. The second approach using the number of feature gradations G = 2 makes
it possible to eliminate this shortcoming.
The names of assembly instruction statements in bold will be later used in a program
identiﬁcation experiment. Following on from the results in (Tables 1 and 2), let us
assume the following order of informativeness of the selected ten assembly instructions:
mov, call, pop, push, je, lea, add, cmp, and, jmp.

3

Identiﬁcation of Programs

Using one assembly instruction as a feature leads to development of a new approach in
the formation of signatures based on dividing a disassembled program code into equal
intervals and calculating a feature occurrence rate in them.
The process of creating a program uniﬁed signature is based on formation of a single
sequence of a feature distribution proceeding from the similarity of several signatures
of diﬀerent versions of executable ﬁles that are related to the same program.
Recall that to form an archive of uniﬁed software signatures, a certain number of
}
{
executable ﬁles is analyzed, for which a training sample TS = v1 , v2 , … , vm ,i = 1 ÷ m
is formed, where vi is a selection of various programs; m is the number of various
}
{
programs; vi = f1 , f2 , … , fn , fj are diﬀerent versions of the i -th program, n is the
number of ﬁles in a sample.
Each fj ﬁle is disassembled and divided into equal intervals, with a ﬁxed coeﬃcient
for forming the step length introduced to correct the number of intervals obtained for
ﬁles of diﬀerent sizes. In this case, the length of an interval is taken to be the number of
diﬀerent assembly instructions in one step interval. In the experiment, the coeﬃcient
has been chosen in such a way that the number of intervals was equal to thirty.
The feature frequency distribution for a ﬁle fj is written as L(fj) = (ak), where ak is
the feature occurrence rate in the k -th interval, j = 1 ÷ n, k is the number of intervals
obtained and depends on the introduced coeﬃcient.
Further development of uniﬁed signatures and signatures of identiﬁed ﬁles was
previously described by the authors in the papers mentioned above.
The actual stage of comparing two signatures represents a test of the statistical
hypothesis about the homogeneity of two samples veriﬁed by chi-square homogeneity
test. This test makes it possible to compare empirical frequency distributions, that is,
signatures whose distribution functions are not known.
If, as a result of the experiment, two independent samples of volumes n1 and n2 are
obtained, whereby the samples fall into k intervals with frequencies m1 , m2 , … , mk and
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m′1 , m′2 , … , m′k by the feature under consideration, the empirical value of chi-square test
is calculated by the formula:

χ = n1 n 2
2

k
∑
i=1

1
mi + m′i

(

mi m′i
−
n1
n2

)2
(4)

where m1 + m2 + … + mk = n1 and m′1 + m′2 + … + m′k = n2.
It is proved that these statistics for large values of n1 and n2 are distributed according
to the law χ2 c k − 1 degrees of freedom [15].
It is known that the chi-square homogeneity test has a right-sided critical domain,
therefore, if the inequality χ2 < χ2p is satisﬁed at the signiﬁcance level p, there is no reason
to discard the hypothesis of homogeneity of distributions.

4

Experiment Set up

In the experiment, 443 executable ﬁles of a training sample of diﬀerent Linux OS
versions and bitness (32x and 64x) related to 63 diﬀerent programs were involved. The
test sample included 123 ﬁles belonging to the same 63 programs, all of them being
diﬀerent from the involved ﬁles used in the training sample and of 32x and 64xbitness.
The training sample was formed by downloading programs from the oﬃcial Linux
repositories for x86 and x86-64 processor architectures. Then, to generate a test sample,
two executable ﬁles of diﬀerent versions and bitness for each program were extracted
therefrom (except for one available only with one bitness type).
It should be noted that the signature archive is not ﬁxed and inhibiting new signatures
addition; on the contrary, it must be regularly updated and have up-to-date data to fulﬁll
the tasks assigned by a researcher.
The test for homogeneity in the framework of the problem was used to test the back‐
ground hypothesis H0 – the signatures of the identiﬁed ﬁle and a program from the
archive are similar and refer to the same program with the competing hypothesis H1 –
the signatures of the identiﬁed ﬁle and a program from the archive diﬀer signiﬁcantly
and refer to diﬀerent programs.
With the help of the STATISTICA software complex, the frequency distributions
obtained from disassembled program codes were broken down into classes where they
were subsequently formed into a single uniﬁed signature and entered into the archive.
Separately, the process of constructing signatures occurred for identiﬁed executable
ﬁles.
As informative features, the following assembly instructions were chosen: mov, call,
pop, push, je, lea, add, cmp, and, jmp. For each of them, a frequency distribution was
generated.
Regardless of the identiﬁed ﬁle bitness, its signature was compared with both the
uniﬁed signature constructed for a 32x program and for a 64x program, with the decision
made whether it belonged to the program in question in case after the statistical test was
used, a conclusion was drawn to accept the background hypothesis.
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The purpose of the experiments was to identify the dependence of software identi‐
ﬁcation results on selection of one or another informative feature.

5

Results

In the process of comparing two signatures, the following results can be obtained:
•
•
•
•

H0 hypothesis is correctly accepted;
H0 hypothesis is incorrectly rejected;
H1 hypothesis is incorrectly rejected;
H1 hypothesis is correctly accepted;

In the ﬁrst case, for two compared signatures pertaining to the same program, the
hypothesis of their similarity was correctly accepted. In the second case (an error of the
ﬁrst kind), for two compared signatures pertaining to the same program, the hypothesis
of their similarity was incorrectly rejected. In the third case (an error of the second kind),
for two compared signatures pertaining to diﬀerent programs, the hypothesis of their
similarity was incorrectly accepted. And in the fourth case, for two compared signatures
pertaining to diﬀerent programs, the hypothesis of their similarity was correctly rejected.
The ratio of correct identiﬁcation results and errors of the ﬁrst and second kind is
presented in Table 3.
Table 3. Identiﬁcation results for diﬀerent assembly instructions
Relationship between the program
signature from the archive and the
signature of the identiﬁed ﬁle
Hypothesis about similarity of
signatures
Signiﬁcance level, p
Experimental
Assembly instruction
results, %
mov
call
pop
push
je
lea
add
cmp
and
jmp

Signatures pertain to the Signatures pertain to
same program
diﬀerent programs
Accepted

Rejected

Accepted

Rejected

0.05 0.01 0.05 0.01 0.05 0.01 0.05

0.01

0.22
0.34
0.33
0.26
0.45
0.47
0.16
0.44
0.3
0.33

97.71
96.22
96.07
97.67
94.98
86.97
98.4
92.07
97.04
97.26

0.24
0.4
0.39
0.31
0.47
0.53
0.18
0.48
0.34
0.39

1.37
1.25
1.26
1.33
1.14
1.12
1.44
1.15
1.29
1.26

1.35
1.19
1.21
1.28
1.12
1.06
1.42
1.11
1.25
1.2

0.69
2.19
2.34
0.74
3.43
11.4
0.01
6.34
1.37
1.15

0.69
2.19
2.34
0.74
3.43
11.4
0.01
6.34
1.37
1.15

97.71
96.22
96.07
97.67
94.98
86.97
98.4
92.07
97.04
97.26

Analyzing the data from Table 3, one can conclude that for the ﬁrst half of the most
informative assembly instructions (mov, call, pop, push, je) on average, the indicator of
correct identiﬁcation results is higher (96.85 for p = 0.05), and the number of errors of
the second kind is smaller (1.88 for p = 0.05) than for the second half of assembly
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instructions (lea, add, cmp, and, jmp) that are less informative (94.69 and 4.062 with p
= 0.05, respectively).
Obviously, the choice of an informative feature signiﬁcantly aﬀects identiﬁcation
results. One can consider not only one feature distribution but several ones, with subse‐
quent formation of a general result for all distributions. The results of this approach are
presented in Table 3.
Figure 1 shows a surface constructed of ten identiﬁable signatures (for selected
assembly instructions) of the ﬁle amarok_2.3.0-0ubuntu4_i386. Here, along the abscissa
axis, signature intervals (from one to thirty) are marked; along the ordinate axis,
assembly instructions are marked where the ﬁrst instruction is mov, the second instruc‐
tion is call, etc. according to the pre-assigned order of informativeness, with the same
order also in (Table 3); along the applicate axis, the occurrence rate of the assembly
instruction in the ﬁle is marked.

Fig. 1. Signatures of 10 assembly instructions for amarok_2.3.0-0ubuntu4_i386

Figure 2a and b show the surfaces constructed to the module of diﬀerence between
ten distributions of the identiﬁed ﬁle and the ten distributions of the uniﬁed signatures.
Obviously, for identical programs, the number of elevations is small and even minimal
for half of the assembly instructions, while for diﬀerent programs, the surface has a
larger number of elevations, and their maximum value is twice as large as for identical
programs.
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Fig. 2. Absolute diﬀerence between a signature of the identiﬁed ﬁle and a uniﬁed signature from
the archive

6

Conclusion

This paper has presented the approach to calculating the informativeness of 118
assembly instructions, the most informative of which were subsequently involved in the
process of signature generation for training and test sample programs.
The outcome of the experiment on identiﬁcation of executable ﬁles has shown that
the percentage of correct identiﬁcation results is on average higher for more informative
instructions identiﬁed by Shannon method. It is becoming apparent that selection of an
informative feature is an important part of the developed method for software identiﬁ‐
cation.
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Abstract. This article discusses the eﬀect of the A-MSDU frame aggregation
mechanism on the eﬃciency of the IEEE 802.11 network. In order to deﬁne its
main parameters as a function of the operation conditions the model of this mech‐
anism is proposed. An analytical model is obtained for the probability of
successful receipt of the code word as a function of bit error rate. An analytical
model for the channel utilization eﬃciency as a function of bit error rate and
number of frames in the A-MSDU block for the IEEE 802.11ac standard is also
obtained. The proposed analytical models can be used to evaluate the network’s
performance. The method of determining the optimal number of frames in the AMSDU block is proposed in terms of maximum eﬃciency of channel resource
usage.
Keywords: Wireless access network · IEEE 802.11ac · Frame aggregation
A-MSDU · Channel eﬃciency · Modulation and coding scheme
Frame transmitting time

1

Introduction

One of the main objectives of the IEEE 802.11 group of standards is to increase data
rates as well as the eﬃciency of the radio resources usage and thus to improve the quality
of communication services. By the eﬃciency of the data transmission channel utiliza‐
tion, we will understand the ratio between the actual payload throughput and the nominal
modulation and coding rate.
Due to high transmission overheads, frames are not transmitted one by one. Instead,
various aggregation mechanisms are used in order to increase the eﬃciency of the radio
resource usage. Here the aggregated MSDU (A-MSDU) frames aggregation mechanism
for the IEEE 802.11-2016 standard [1] will be considered.
The MAC service data unit (MSDU) is a transmission unit used at the MAC layer
(OSI model L2) when being received from a higher layer. As a result of the MSDU
aggregation directly at the MAC layer, the A-MSDU blocks are constructed [5]. AMSDUs are transmitted to the underlying physical layer (PHY-layer), where they are
processed as MPDU. Each A-MSDU block contains a common header for multiple
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MSDU frames that are assigned to one client and belong to the same IEEE 802.11e class
of service. Each MSDU (except for the last one), when aggregated, is supplemented to
be a multiple of 4 bytes.
In the IEEE 802.11ac amendment to the standard, the size of the A-MSDU is limited
to a maximum MPDU size of 11454 bytes. The maximum number of MSDUs inside the
A-MSDU can be 8, 16, 32, or have no restrictions depending on the corresponding value
of the Extended Capabilities Element table [1].
The main purpose of this aggregation mode is that, since for the vast majority of
clients, ethernet is the original frame format, it is convenient to combine multiple frames
addressed to one client within a single transmission to form one A-MSDU. I.e. it is
possible to optimize the overhead of L2 headers, which are identical for the large number
of frames addressed to one client.
The complement to this mechanism in the standard since the IEEE 802.11n standard
amendment is a lower layer A-MPDU aggregation process. Both mechanisms from the
point of view of the channel layer are shown in Fig. 1.

Fig. 1. IEEE 802.11n/ac frame aggregation mechanisms

MAC Protocol Data Unit (MPDU) is data block transmitted from the MAC level to
the PHY level. In the 802.11ac standard amendment, the MPDU size can be limited to
3895, 7991 and 11454 bytes depending on the corresponding VHT Capability Infor‐
mation. Aggregated MPDUs (A-MPDUs) [1] are the MPDUs that are grouped together
into one physical layer unit (physical protocol data unit (PPDU)). All frames have a
common PLCP header and preamble. Each A-MPDU frame consists of several AMPDU subframes, that include an MPDU delimiter frame and an optional MPDU frame.
The standard permits the usage of A-MPDU and A-MSDU mechanisms together or
individually [1]. With the IEEE 802.11ac standard amendment A-MPDU is used, even
if only one MPDU is to be transmitted. In other words, in VHT mode, the A-MSDU
mechanism is optional and the A-MPDU is mandatory.
The main disadvantage of the A-MSDU mechanism is the fact that the whole frame
sequence becomes one data element (PDU) and thus has only one CRC check. As the

v.davydov@hse.ru

330

A. Vikulov and A. Paramonov

error rate increases with the increase of the frame size, and the retransmission of the part
of an A-MSDU block is impossible, this will result in the retransmission of the entire
aggregated block at lower speeds, which minimizes the advantages of aggregation. AMPDU, in turn, consists of multiple PDUs, each with its own CRC. Therefore, in the
case of an error, the PDUs can be retransmitted separately, thereby increasing overall
eﬃciency. However, the performance gain carries an “overhead” in the form of an addi‐
tional MAC header for each sub-frame.

2

Related Works

In the A-MPDU and A-MSDU mechanisms various overhead costs are reduced. A-MSDU
- reduces the overhead on MAC headers in good quality channel conditions. A-MPDU, on
the other hand, does not reduce the L2 overhead. Instead, it reduces the overhead of the
CSMA/CA - IFS, ACKs, DIFS and backoff. In most real systems, the latter is more impor‐
tant, and therefore most of the actual IEEE 802.11n devices use A-MPDU [10].
In [4] the disadvantages of the A-MSDU mechanism from the position of the overall
bandwidth of the WLAN are shown both from the point of view of ideal conditions, and
in the case of possible transmission errors. As a result, for the 802.11n standard, band‐
width dependencies were obtained from the number of frames in the aggregated block,
frame size, and packet error rate. It has been shown that the A-MPDU aggregation mode
is useful in all cases, and aggregation of A-MSDU is useful only in the case of a fairly
low rate of reception/ transmission errors [2, 3]. Since [4], many other papers like [15]
consider the same approach with several particularities. For example, the works
regarding this topic include the models of hybrid operation [8] and multicast traﬃc for
802.11n [12]. The simulation of frame aggregation mechanisms for 802.11n has been
considered in [13]. The simulation of frame aggregation for diﬀerent number of stations
has been considered in [14].
The missing link in all these works is, on the one hand, weak attention to the last
revision of the standard, and on the other hand, insuﬃcient attention to the nature of the
traﬃc. The aim of this work is to deﬁne the A-MSDU aggregation mode model
depending on the channel parameters. We will also evaluate the limits of the applicability
of this mechanism to supplement the 802.11ac standard and determine the optimal mode
of its operation depending on the frame size and their number in the A-MSDU block.

3

The Model

We shall consider the eﬃciency of the channel resource utilization from the position of
the frame aggregation modes. First, consider the ideal case for the mechanism of AMSDU and UDP traﬃc. For the airtime being occupied, the transmission time of the
data frame as a function of the frame size (LMSDU) is deﬁned [1] as:
⌈
TMSDU (LMSDU , SNR) = TPHY−PREAMBLES + TSYML ⋅

⌈
⌉⌉
8 ⋅ LMSDU + NService
TSYMS
⋅
,
TSYML
NDBPS
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where:
TPHY-PREAMBLES – is the total duration of all physical layer preambles.
NDBPS – is the total number of data payload bits per OFDM symbol.
TSYMS and TSYML – is the duration of symbol transmission for short and long guard
interval respectively.
NService – is the size of « Service » ﬁeld, equal to 16 bits.
A-MSDU block transmission time is:
TA−MSDU = TPHY−PREAMBLES + TMAC + K ⋅ (TA−MSDU−Header + TMSDU ) + TSIFS + TACK ,

(2)

where:
K – is the number of frames with payload,
TSIFS – is the duration of the short interframe spacing (16 μs for VHT channel).
112bits
– is the duration of A-MSDU header transmission (112
TA−MSDU−Header =
PHYRate
bits)
112bits
– is the duration of ACK frame transmission (112 bits)
PHYRate
272bits
TMAC =
– is the duration of MAC header transmission (272 bits),
PHYRate
where by PHYRate we understand the data transfer rate in Mbit/s, given by the modu‐
lation and coding sequence (MCS) index.
The transmission time of a single MSDU frame for one spatial stream is given by:
TACK =

⌈
TMSDU = TSYML ⋅

⌈
⌉⌉
8 ⋅ LMSDU + NService
TSYMS
⋅
TSYML
NDBPS

(3)

While considering all frames to be of equal size, the total throughput shall be:

THPT =

K ⋅ LMSDU
,
TDIFS + TBO + TA−MSDU

(4)

where:
TBO – is the average back-oﬀ interval.
TDIFS – is the duration of the long interframe spacing (34 μs for VHT channel).
The channel utilization eﬃciency in ideal conditions shall be:

ChUtil =

THPT
PHYRate

(5)

Now consider the case for A-MSDU aggregation mechanism of the UDP traﬃc in
a channel that has a certain probability of a bit error. Let’s designate pBIT to be the
constant probability of erroneous receipt of one bit, or bit error rate (BER).
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For a frame to be discarded by the receiver as received with an error, one corrupted
LDPC code word with number of payload bits equal to CWsize is suﬃcient. The proba‐
bility of the code word corruption is determined by the coding rate speciﬁed by the
selected MCS index. All possible code word sizes for diﬀerent coding rates are given
in [1].
The standard provides three options for the code word size CWsize with a diﬀerent
payload size CWdata, depending on the selected coding rate. The number of code words
NCW required to transmit one frame payload of LMSDU size (byte) is deﬁned [1] as:

NCW

Navbits ≤ 1944
⎧1
⎪ 2⌈
⌉ 1944 < Navbits ≤ 2592 ,
=⎨ 8⋅L
+
16
MSDU
⎪
Navbits > 2592
⎩
1944 ⋅ Rate

(6)

where the number of available bits in minimum number of OFDM symbols needed is:

⌉
8 ⋅ LMSDU + 16
,
= NCBPS ⋅
NCBPS ⋅ Rate
⌈

Navbits = NCBPS ⋅ NSYM

(7)

where NCBPS – is the number of code bits per OFDM symbol. In this case, according to
[1], the code word size CWsize is chosen as follows:

CWsize

⎧ 648 Cond1
⎪
= ⎨ 1296 Cond2 ,
⎪ 1944 Cond3
⎩

where the conditions Cond1, Cond2 and Cond3 are deﬁned by:
(
) (
)
Cond1 = Navbits ≤ 648 ∧ Navbits < 8 ⋅ LMSDU + 16 + 912 ⋅ (1 − Rate)
) (
)
(
Navbits ≤ 648 ∧ ) Navbits
⎡ (
( ≥ 8 ⋅ LMSDU + 16 + 912 ⋅ (1 − Rate)
)
⎢
Cond2 = ( 648 < Navbits ≤ 1296 )∧ (Navbits < 8 ⋅ LMSDU + 16 + 1464 ⋅ (1 − Rate) )
⎢
⎣ 1944 < Navbits ≤ 2592 ∧ Navbits < 8 ⋅ LMSDU + 16 + 2916 ⋅ (1 − Rate)
) (
)
(
⎡ 648 < Navbits ≤ 1296 ∧ Navbits ≥ 8 ⋅ LMSDU + 16 + 1464 ⋅ (1 − Rate)
⎢
)
) 1296
( < Navbits ≤ 1944
Cond3 = ⎢ (
1944
<
N
≤
2592
∧
Navbits ≥ 8 ⋅ LMSDU + 16 + 2916 ⋅ (1 − Rate)
avbits
⎢
⎣
Navbits > 2592

(8)

(9)
(10)

(11)

Because of:

NCBPS =

NDBPS
Rate

we can see that:
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(13)

Considering (6–13) together we can determine the number of code words and their
size for the deﬁned frame size and MCS index.
Because of the fact that the probability of the transmission error missing by the
higher-layer MAC mechanism (CRC-32) is extremely small (0.532 = 2.3*10−10), and
because of the absence of the error correction at the MAC layer, we assume that the
receipt error probabilities of the individual frames on the channel and physical layers
are equal. In other words, we will not consider the case of missing an error in the LDPC
code word.
The successfully received code word must contain no more than t bit errors:
t=

⌊

⌋
d−1
,
2

(14)

where d – is the minimum code distance of the LDPC code implemented. The minimum
code distances for diﬀerent rates of the LDPC encoding are estimated in [9].
As we consider bit error rate pBIT to be constant value, then the probability of
successful bit transmission shall be:

q = 1 − pBIT

(15)

Then, according to Bernoulli theorem, the probability of successful receipt of a code
word PCW of size CWsize is determined as sum of probabilities of successful code word
receipt of the same size with number of corrupted bits k from 0 to t. Thus:

PCW =

t
∑
k=0
t

=

∑
k=0

PCWsize (k) =

t
∑

k
CCW
pkBIT (1 − pBIT )CWsize −k
size

k=0

CWsize !
⋅ pk (1 − pBIT )CWsize −k
k! ⋅ (CWsize − k)! BIT
k−1 (

= (1 − pBIT )CWsize +

t
∑
k=1

∏
i=0

CWsize − i

(16)

)

k!

⋅ pkBIT (1 − pBIT )CWsize −k

Formula (16) gives the probability of successful reception of a code word depending
on its size, coding rate and bit error rate. For example, Fig. 2 shows the probability of
successful reception of the code word as function of the bit error rate for MCS5 and
LMSDU = 700 Bytes.
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Fig. 2. Probability of successful reception of the code word

To have the whole frame corrupted, at least one code word out of total quantity NCW,
must contain an unrecoverable error. Thus the probability pMSDU of the MSDU frame
loss is given by:
N

CW
pMSDU = 1 − PCW

(17)

The probability pA_MSDU of A-MSDU block of frames loss is given by:

pA_MSDU = 1 − (1 − pMSDU )K ,

(18)

where K – is the number of MSDU frames within A-MSDU block.
Combining (17) and (18), we can state:
N

N

CW
CW
pA_MSDU = 1 − (1 − (1 − PCW
))K = 1 − PCW

⋅K

(19)

The probability that n-th consequent A-MSDU block transmission will be successful
is:
(1 − pA_MSDU ) ⋅ pn−1
A−MSDU

(20)

Thus, the estimated quantity of retransmissions that will take place before a
successful A-MSDU will be received is given by:
∞
∑
)
(
i−1
⋅i =
(1 − pA_MSDU ) ⋅ pA−MSDU
i=1

1
1
= N ⋅K .
CW
1 − pA_MSDU
pCW

Thus, the total throughput of the channel with the ﬁxed BER is:
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K ⋅ 8 ⋅ LMSDU ⋅ pCW
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⋅K

(22)

DIFS + TBO + TA−MSDU

Combining (2), (5) and (22) we have:
ChUtil =

THPT
=
PHYRate

N

CW
PHYRate−1 ⋅ K ⋅ 8 ⋅ LMSDU ⋅ pCW

⋅K

K ⋅ (TA−MSDU−Header + TMSDU ) + TMAC + SIFS + TACK + TBO + DIFS + TPHY−PREAMBLES

,

(23)

where TMSDU is deﬁned according to (3).

4

The Eﬃciency of the A-MSDU Frame Aggregation Mechanism

Let’s now estimate the eﬃciency of the A-MSDU aggregation mechanism
As ChUtil = f(K, LMSDU,pBIT, PHYRate), we will deﬁne the parameters in the
following way:
– LMSDU = 700 Bytes (average frame size, according to [6])
– K = {1; 2; 3; 5}. Here K = 1 means no frame aggregation.
– Both PHYRate and NDBPS are the characteristics of selected MCS index. Let’s
consider the operation in MCS8 mode with short guard interval of IEEE 802.11ac.
With the chosen mode TBO = 63 μs [7, 11], TPHY-PREAMBLES= 40 μs, TSIFS = 16 μs and
TDIFS = 34 μs [1].
As the result of the assumptions above, we will calculate the channel utilization
eﬃciency as a function of the bit error rate.
Now let’s construct the dependencies ChUtil (pBIT) for the noisy channel case for the
traﬃc frames with diﬀerent K and the characteristics above and determine the pBIT value
below which the A-MSDU mechanism is eﬀective. The results for the chosen MCS8
are shown in Fig. 3.

Fig. 3. ChUtil(pBIT) for MCS8 for diﬀerent K.
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Note that there is a pBIT value, which limits the application area for the A-MSDU
mode. I.e. for large pBIT values, the channel utilization eﬃciency decreases in relation
to the non-aggregated (K = 1) transmission mode.
Let’s now build the dependency ChUtil(K) for ﬁxed pBIT. Considering the operation
in MCS8 see Fig. 4.

Fig. 4. ChUtil(K) for MCS8 for diﬀerent pBIT.

It is clear that the graph has a maximum the more expressed, the higher is the pBIT
value.

5

Optimal Number of Frames Within A-MSDU Block

Now we will determine the optimal number of MSDU frames in A-MSDU block. The
highest eﬃciency for the given bit error rate is achieved at a certain K value which we
will consider to be the optimal number of frames Kopt.
It is given by:
(24)
with
,
.
And KMAX – is the maximum number of frames in a block for the selected operation
mode. KMAX – can be deﬁned explicitly or otherwise be limited by A-MSDU maximum
size, which is 11454 bytes for IEEE 802.11ac.
In order to solve the Eq. (24) we must determine the monotonic intervals for function
(23). The maximum is given by:
{
Kopt = arg

}
d(ChUtil)
= 0 , while K > 0
d(K)

Let’s denote:
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T1 = TA−MSDU−Header + TMSDU
T2 = TMAC + SIFS + TACK + TBO + DIFS + TPHY−PREAMBLES
The K-derivative:
(

N

CW
K ⋅ 8 ⋅ LMSDU ⋅ pCW

⋅K

)′

PHYRate ⋅ K ⋅ T1 + PHYRate ⋅ T2

(26)

⋅K

N

=

CW
8 ⋅ LMSDU ⋅ pCW
(T2 + NCW ⋅ ln pCW (K 2 ⋅ T1 + K ⋅ T2 ))
)2
(
PHYRate ⋅ K ⋅ T1 + T2

Then Kopt is given by:

{
Kopt = arg

N

⋅K

CW
(T2 + NCW ⋅ ln pCW (K 2 ⋅ T1 + K ⋅ T2 ))
8 ⋅ LMSDU ⋅ pCW
=0
(
)2
PHYRate ⋅ K ⋅ T1 + T2

}
(27)

The equation has roots only when:

T2 + NCW ⋅ ln pCW (K 2 ⋅ T1 + K ⋅ T2 ) = 0
And its positive root is given by:

Kopt

T
=− 2 −
2T1

√

(T2 NCW ln pCW )2 − 4T2 T1 N ln pCW
2T1 N ln pCW

(28)

Formula (28) gives the analytical solution for optimal number of frames in A-MSDU
block. Figure 5 shows the Kopt as function of the bit error for MCS8 mode, with LMSDU
= 700 bytes.

Fig. 5. Kopt(pBIT) for MCS8
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Now we have the quantitative practical assessments of the A-MSDU aggregation
mechanism, which conﬁrms the fact that this mode should be best used in the channel
conditions close to ideal. The ﬁgures show that with the increase of the bit error rate,
the range of values where the operation of this aggregation mode is useful is becoming
narrower, and the absolute value of Channel Utilization is getting smaller.
Also we have obtained the method for calculating the optimal number of frames in
the A-MSDU block for a given type of traﬃc in the speciﬁed channel conditions.

6

Conclusions

It has been proved that controlling the number of frames in the A-MSDU block permits
to inﬂuence the IEEE 802.11ac channel eﬃciency. Without taking into account the bit
error rate, the more is the number of transmitted frames the higher is the eﬃciency of
channel utilization. However, in real-world conditions, when the bit error rate is nonzero,
the overhead costs associated with retransmissions of frames increase, which brings the
problem of ﬁnding the optimal number of frames.
An IEEE 802.11ac channel model has been developed to evaluate the eﬃciency of
its utilization based on bit error rate. The proposed model takes into account the size of
the frames (i.e., the type of traﬃc), the probability of a bit error, and the physical layer
encoding mechanism for this standard amendment.
A method for selecting the optimal number of frames in the A-MSDU block has been
proposed, which makes it possible to increase the eﬃciency of using the IEEE 802.11ac
channel.
The results obtained in the work can be used for practical calculations and simulation
of the transmission conditions and traﬃc characteristics of the channel.
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Abstract. In this work, we brieﬂy outline the core 5G air interface
improvements introduced by the latest New Radio (NR) speciﬁcations,
as well as elaborate on the unique features of initial access in 5G NR with
a particular emphasis on millimeter-wave (mmWave) frequency range.
The highly directional nature of 5G mmWave cellular systems poses a
variety of fundamental diﬀerences and research problem formulations,
and a holistic understanding of the key system design principles behind
the 5G NR is essential. Here, we condense the relevant information collected from a wide diversity of 5G NR standardization documents (based
on 3GPP Release 15) to distill the essentials of directional access in 5G
mmWave cellular, which becomes the foundation for any corresponding
system-level analysis.
Keywords: mmWave · Beamforming · New radio
Numerology · Initial access · Random access

1

· 5G NR

Introduction

In December 2017, the Third Generation Partnership Project (3GPP) released
an early version of the ﬁrst 5G speciﬁcations [14] – oﬃcially named 5G nonstandalone (NSA) – to enable 5G New Radio (NR) deployments on top of the
current 4G systems. In this case, a device fully relies on the existing LTE interface
and protocols for control procedures while the data traﬃc can be split between
the 5G NR and LTE, which corresponds to architecture option three: “LTE
assisted, EPC1 Connected” [17].
After this initial phase, further developments set the course for 5G standalone
(SA) operation by incorporating a complete set of speciﬁcations for the new 5G
1
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Core Network complementing the NSA version to enable operation not relying
on the 4G infrastructure. Half a year later, in June 2018, the complete SA
description has been “frozen” in Release 15. This signiﬁes that its technical
speciﬁcations2 are considered suﬃciently stable, i.e., all new features, along with
the functionality required to implement them have been deﬁned and addressed
in the standardization documentation.
The completion of the SA 5G NR speciﬁcations not only opens the door
to deploying 5G networks without relying on the existing infrastructure but
also marks a decisive step into a new era of an interconnected society. Aiming
at aggressive performance targets, the ongoing 3GPP eﬀorts revolve around the
following three emerging use-cases: (i) enhanced mobile broadband (eMBB) with
the data rate requirements of up to 10 to 20 Gbps and support for high mobility
(up to 500 km/h3 ); (ii) massive machine-type communications (mMTC) at high
densities (up to one million connections per square km) calling for long battery life, broad range, and ultra-low cost; and (iii) ultra-reliable and low latency
(URLLC) communications characterized by extremely reliable and available connectivity, high speeds, as well as 1 ms air and 5 ms end-to-end latencies [21].
Generally, although the 5G NR is deﬁned with band-agnostic operations,
which allows this technology to be deployed on any bands without restrictions,
3GPP speciﬁes two major frequency ranges (FR) for Release 15 [3]:
– 450 MHz – 6 GHz (FR1, referred to as Sub-6 GHz) incorporating bands numbered from 1 to 255,
– 24.25 GHz – 52.6 GHz (FR2, commonly referred to as mmWave4 ) with the
bands numbered from 257 to 511.
Albeit it is important not to misinterpret 5G as a strictly mmWave solution since
the new standard provides high ﬂexibility and supports a broad range of choices,
the mmWave frequencies represent one of the most perspective capabilities of
the 5G NR.
Naturally, mmWave communications exhibit certain undeniable advantages
including the much wider – available and yet unoccupied – bandwidth as well as
better spatial reuse and privacy aspects. The latter two are due to the utilization
of highly directional transmissions that can be achieved with smaller wavelengths
and hence, a higher number of antenna elements. At the same time, the defects
of these qualities manifest in higher signal attenuation (including speciﬁc atmospheric eﬀects) and implications of clustered multi-path signal structure, which
may dramatically increase the bit error rate. Luckily, these negative eﬀects can
be mitigated by employing sophisticated beamforming and beam tracking mechanisms that become an indispensable part of NR research and implementation.
2
3

4

3GPP naming convention: TS = technical speciﬁcations, TR = technical report,
CR = correction request.
As of today, the numerology of Release 15 supports the speeds of up to 100 km/h
[26], while higher values correspond to the eMBB use-case requirements and will be
addressed in Release 16.
Strictly speaking, mmWave starts at 30 GHz, but the community loosely assigns the
slightly lower frequencies to mmWave as well.
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In this paper, we provide a condensed vision of the 5G NR key features
supported by Release 15, which should be taken into account by the engineers
and theoreticians while searching for the fundamental trade-oﬀs and evaluating
the performance of mmWave-based NR systems, both analytically and through
simulation studies. The remainder of this text is organized as follows. Section 2
outlines the main distinctive features of the NR technology according to Release
15, which boil down in this work to ﬂexible NR numerology and 3D beamforming.
Section 3 outlines the initial access procedure employed by the 5G NR, including
a cell search mechanism and a random access procedure. Finally, we conclude
with a discussion on open questions and new features expected in Release 16.

2

5G New Radio Features

The legacy LTE networks, which could easily be described as a “one-ﬁts-all” solution, are unable to satisfy the increasingly stringent and highly diverse 5G requirements in terms of reliability, availability, latency, QoS, scalability, and throughput.
To support a variety of vertical industries, the 5G NR – as a global standard for a
new OFDM-based air interface – is speciﬁcally designed to support a tremendous
variety of 5G services and use-cases, device types, and deployments. The oﬃcially
completed Release 15 ratiﬁes the 5G NR physical layer with an emphasis on constructing ﬂexible scalable numerology and scalable slot duration.
In this section, we provide a brief outline of the key 5G NR features with a
particular focus on cellular mmWave operation, which has received much attention in the standardization community recently. The most important technical
speciﬁcations for the purposes of this review are listed in Table 1, whereas the
complete list of documents may be accessed online [13]. A comprehensive interpretation of the standard may also be found in [1]. We structure the subsequent
discussion as two dedicated subsections, one of which addresses the new numerology, while another one elaborates on the new beamforming features supported
by the 5G NR.
2.1

New Scalable Numerology and Frame Structure

A numerology is deﬁned as a set of parameters that specify the OFDM system design and includes Subcarrier Spacing (SCS), Cyclic Preﬁx (CP), symbol
length, and Transmission Time Interval (TTI)5 . The 5G NR numerology targets
various deployments and performance requirements; therefore, it is designed to
be conﬁgured ﬂexibly to serve diverse purposes.
In particular, one signiﬁcant diﬀerence between the LTE and 5G NR is
that the latter deﬁnes several SCSs [6] as opposed to the only option of 15
kHz, which the current LTE standard speciﬁes. Taking 15 kHz as a baseline,
the NR numerology is based on the exponentially scalable SCS as deﬁned by

5

Also referred to as one slot, multiple slots, or one mini-slot (see below) [4].
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Table 1. 5G NR speciﬁcation map.
Version, date∗

TS number Title
38.101-1

UE Radio Transmission and Reception. Part 1 V15.2.0, 2018-07

38.201

Physical Layer General Description

V15.0.0, 2018-01

38.202

Services Provided by the Physical Layer

V15.2.0, 2018-06

38.211

Physical Channels and Modulation

V15.2.0, 2018-06

38.212

Multiplexing and Channel Coding

V15.2.0, 2018-06

38.213

Physical Layer Procedures for Control

V15.2.0, 2018-06

38.214

Physical Layer Procedures for Data

V15.2.0, 2018-06

38.215

Physical Layer Measurements

V15.2.0, 2018-06

38.300

Overall Description

V15.2.0, 2018-06

38.321
MAC Protocol Speciﬁcation
Recent version as of July 2018.

V15.2.0, 2018-06

∗

f [kHz] = 15 · 2µ [4], where µ is referred to as the SCS conﬁguration and takes
the values of 0 (15 kHz), 1 (30 kHz), 2 (60 kHz), 3 (120 kHz), or 4 (240 kHz)6 .
In Table 2, we collect the range of SCSs that are advised by the current
Release 15 as well as provide the respective slot durations and other parameters
important for system-level evaluation. We intentionally highlight the mmWave
option, since this direction remains the primary objective of our paper. Due to
the impact of phase noise at higher frequencies, the carrier separation should
be increased, which naturally divides our table: the left vertical part belongs to
FR1 with narrower bands, while the right part corresponds to FR2, i.e., mmWave
frequencies, as also indicated in Table 2.
Further, diﬀerent SCS values are translated into a ﬂexible frame structure.
According to Release 15, downlink (DL) and uplink (UL) time is divided into
frames of 10 ms duration, and each frame comprises ten subframes of 1 ms length
(both values are constant). The basic transmission unit is a slot (TTI), which
carries 14 OFDM symbols (or 12 with Extended CP) for SCS of up to 60 kHz
and 14 symbols for higher SCSs [4]. In contrast to LTE, the slot duration can be
ﬂexibly modiﬁed from 1 ms to 0.0625 ms depending on the selected SCS option
(i.e., the duration is calculated as a ratio 1/2µ ms, see Table 2). While shorter
slot durations (larger SCSs) aim at supporting low latency and high reliability,
longer values (lower SCSs) help increase spectral eﬃciency and may be suitable
for larger cell sizes and thus for the lower frequency ranges as mentioned above
(Fig. 1).
A slot may be used for only DL, only UL, or mixed UL and DL transmission (e.g., incorporate both control and data exchange within one slot interval,
which may be managed dynamically via a slot format indication – valid for
one or several consecutive slots). This ﬂexibility makes it possible to exchange
TDD self-contained slots [12,21] that incorporate UL/DL scheduling, data, and
6

μ = −2 (3.75 kHz), which corresponds to the LTE NB-IoT SCS, is also supported.
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Table 2. Supported transmission numerologies in 5G NR.

μ
µ

Δf = 2 · 15 [kHz]
Cyclic preﬁx

∗∗

∗∗∗

0

1

2

3

4

15

30

60

120

240∗

Normal Normal Normal, Extended Normal Normal

For data

+

+

+

+

For synchronization∗∗∗

+

+

–

+

–
+

For data >6 GHz

–

–

+

+

–

For synch >6 GHz

–

–

–

+

+

Symbol duration, 1/Δf 66.67
[μs]

33.33

16.67

8.33

4.17

Slot duration [μs]

1000

500

250

125

62.5

Number of slots per
subframe

1

2

4

8

16

Number of slots per
frame

10

20

40

80

160

Minimum bandwidth
(MHz) [2]

4.32

8.64

17.28

34.56

69.12

Maximum bandwidth
(MHz) [2]

49.5

99

198

396

397.44

Min. number of RBs,
UL/DL [1]

24

24

24

24

24

Max. number of RBs,
275
275
275
275
138
UL/DL [1]
∗
480 kHz is not adopted for Release 15 [5]
∗∗
Downlink: conventional OFDM with cyclic preﬁx (CP)
Uplink: conventional OFDM with CP with optional transform precoding
CP length is calculated based on slot and symbol length and number of symbols
per slot (14 for normal, 12 for extended CP [4])
∗∗∗
For either of two frequency ranges

Fig. 1. Scalable NR TTI.
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acknowledgment all at once and represent one of the key enablers for URLLC.
Another new NR entity beneﬁcial for URLLC is a mini-slot (minimal schedulable resource optimized for short data transmissions), which may occupy 2, 4, or 7
OFDM symbols and start at any time without waiting for the slot boundary [23].
Release 15 also supports slot aggregation, so that the data may be scheduled over
multiple slots [3], even over slots having diﬀerent formats [5].
2.2

Directivity and Beamforming at FR2

Another distinctive feature of 5G NR at mmWave frequencies is the possibility
to rely on beam steering by highly directional antennas, which has become feasible for a wide range of use-cases due to smaller antenna elements and larger
antenna arrays. Moreover, the use of highly directional antennas at the NR base
station (gNB) and/or at the user equipment (UE) represents a natural solution
to compensate for faster signal attenuation and improve the link budget. Importantly, beamforming is not an exclusive mmWave-speciﬁc feature – it can also be
used at lower frequencies; however, when it comes to extremely high frequency
range, beamforming becomes the only viable choice for most of the envisioned
use-cases.
In general, beamforming techniques are responsible for controlling the properties of electromagnetic radiation patterns and the gain of an antenna array
by aligning the amplitude and phase of transmit/receive signals. By doing so, a
device is able to form an appropriate beam-pattern by increasing the antenna
gains toward the desired direction and, at the same time, suppressing the radiation sideways and changing the interference footprint.
The most usable beamforming algorithms include exhaustive search (bruteforce sequential beam searching over a predeﬁned codebook, which is a set of
beams to multiple directions covering the entire angular space) and iterative or
hierarchical search (two-stage scanning, which transmits the signals over wide
sectors and then reﬁnes within the best sector by steering narrower beams) [16,
18]. However, in case of narrow beams, these simple solutions may likely result in
excessive delays and can be ineﬃcient for certain use-cases. To properly align the
beams within a limited delay budget, devices might need to exploit alternative
intricate techniques for beam and mobility management that currently generate
a particular interest within the research community.
Generally, beamforming may be categorized as two- or three-dimensional:
– 2D beamforming: controls the radiation pattern in one plane (the antenna
elements are positioned as a linear array).
– 3D beamforming7 : steers the antenna beams not only in the azimuth but also
in the elevation plane (planar ﬂat/volume arrays).
Compared to the conventional 2D techniques, 3D beamforming in 5G NR is
built on up to 256 (32) antenna elements for gNB (UE) and supports vertical
sectorization with an additional sector division in the radial direction. This extra
7

also known as elevation beamforming.
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sectorization allows reducing co-channel interference and creating a higher degree
of freedom in optimizing the system performance without altering the existing
physical architecture [25]. We note that 3D beamforming is supported not only by
the NR but also by other mmWave technologies, such as IEEE 802.11ad/ay [19].
The beamforming architectures included in the 5G NR are [22]:
– Analog beamforming: exploits a single RF chain and multiple phase shifters,
which results in simpler beam-search procedures (one beam at a time). Characterized by low power consumption and low complexity (used in, e.g., IEEE
802.11ad [20]).
– Digital beamforming: requires several RF chains, one for each antenna, and
thus is able to support multi-stream operation (e.g., MU-MIMO). Characterized by higher ﬂexibility in shaping the beams but also by increased costs,
power consumption, and complexity (used in, e.g., LTE and supported by
IEEE 802.11ay [19]).
– Hybrid beamforming: represents a compromise between the analog and digital options based on dividing the precoding between the analog and digital domains. Characterized by fewer supported streams than digital, lower
complexity, and lower power consumption due to a decreased number of RF
chains.
Hybrid beamforming constitutes a relatively recent solution to combine the
strengths of both options above and promises nearly the same performance as
achieved by the digital beamforming [15].
Finally, with respect to directional data transmission, the NR standard
enables diﬀerent design options for MIMO systems (up to 256 antenna elements).
To increase the data rate and improve the spatial diversity, 5G NR supports eight
streams for the single-user MIMO operation and twelve streams for the multiuser MIMO in DL, as well as four streams for the single-user MIMO operation in
UL [22]. Since MIMO functionality requires continuous evaluation of the channel
quality, it may also beneﬁt from utilizing the self-contained subframe structure
described above by transmitting the UL control information and sounding reference signals [24].

3

Initial Access in 5G NR

Generally, initial access in cellular systems comprises several consecutive steps,
which we broadly divide into two stages (see Fig. 2):
– Stage I: cell search and synchronization (acquiring system information).
– Stage II: random access procedure.
In 5G NR, initial access resembles a standard procedure that the legacy LTE
relies upon: in particular, it includes receiving synchronization signals, extracting
system information, and establishing a connection via a random access procedure. However, regarding how the initial access is performed for FR2, 5G NR

v.davydov@hse.ru

A Concise Review of 5G New Radio Capabilities

347

Fig. 2. Steps of the initial access procedure.

diﬀers from LTE operation signiﬁcantly, which is primarily due to its highly
directional nature at the frequencies above 6 GHz.
A key diﬀerence emerges already at Stage I during the cell search and synchronization. We remind that in LTE the synchronization signals are transmitted by using omnidirectional antennas (beamforming, if employed, applies only
after synchronization, i.e., during the data transmission). In contrast, to extend
communication distances, an NR gNB employs beam sweeping8 already when
broadcasting the synchronization signals. Hence, initial access for mmWave NR
becomes much more challenging, since both the UE and the gNB have to detect
the correct directions and align the beams before subsequent data transmission.
3.1

Stage I: Cell Search and Selection

At Stage I, the gNB periodically broadcasts Synchronization Signal Blocks 9
(SSBs), which contain (i) Primary Synchronization Signal (PSS), (ii) Secondary Synchronization Signal (SSS), and (iii) Physical Broadcast CHannel
(PBCH) [4,5] as demonstrated in Fig. 3. In contrast to LTE, the synchronization signals and PBCH (carries system information) are inseparable in 5G NR.
Each SSB is mapped onto a diﬀerent beam and broadcasted by the gNB to its
proximate UEs.
A cell search procedure is used by the UE to acquire time and frequency
synchronization with the cell as well as to determine the Cell ID. The UE listening on a channel ﬁrst detects the symbol timing and Physical Cell ID (PCI) in
PSS over the time domain. Then, by utilizing SSS, the UEs obtain information
regarding the frame timing in the frequency domain, CP length, as well as detect
FDD/TDD and acquire the reference signals for demodulation [2].
Importantly, the periodicity of the SSB is conﬁgured by the network, while
the default transmission periodicity, which is assumed by the UE before such
notiﬁcations, is 20 ms (i.e., 2 NR frames). This interval is four times longer
than that in LTE (5 ms) and aims at reducing the “always-on” transmission
overheads. The frame and slot timings are deﬁned by the identiﬁers of SBSs and
acquired by the UE as described above.
More speciﬁcally, SSBs may be transmitted in a batch by forming an SS
Burst (one SSB per beam) that may be used during beam sweeping; a collection
of SS Bursts is referred to as an SS Burst Set. Both SS Burst and SS Burst Set
8
9

A sequential transmission by using the entire codebook or its subsets.
Also referred to as the synchronization signal and PBCH block in the speciﬁcations,
but may be simply understood as a beacon.
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Fig. 3. Time-frequency structure of the synchronization signal and PBCH block (consists of PSS and SSS, which cover 1 OFDM symbol and 127 subcarriers (SCs) each,
and PBCH that occupies 3 OFDM symbols and 240 SCs, respectively). One Resource
Block (RB) = 12 SCs.

may contain one or more elements, while the maximum number of SSBs in an
SS Burst is frequency-dependent and takes the values of 4 (below 3 GHz), 8 (3
to 6 GHz), or 64 (6 to 52.6 GHz) [27].
In Fig. 4, we illustrate the concept of SS bursts as well as outline the structure
of one TTI and demonstrate the share of resources occupied by one SSB. SS
Burst Set may occupy one half frame (5 ms), and the beam pattern repeats
every 2 frames [7] (by default for the initial access). The overheads created by
the occupied resources may be calculated based on the number of SCs (up to
3300), the size of the SSB (addressed in Fig. 3), and the number of SSBs per a
time unit, which is deﬁned by the required number of beams and their periodicity.

Fig. 4. SSB and SS burst composition [27]. One SSB corresponds to one beam.

The gNB may deﬁne multiple candidate positions for SSBs within a radio
frame, and this number corresponds to the number of beams. Identiﬁcation of
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which SSB is detected and thus acquisition of the frame and slot timings is
facilitated by DeModulation Reference Signal (PBCH DMRS), which plays the
role of a reference signal for decoding PBCH instead of Cell Speciﬁc Reference
Signal (CRS) used in LTE.
3.2

Stage II: Random Access

A random access procedure in 5G NR may be triggered by, e.g., handover, initial
access from idle/inactive modes, or beam failure recovery, and usually falls into
either of the two categories: contention-free (CFRA) and contention-based random access (CBRA). Here, we focus on the latter option. As mentioned above,
random access in mmWave cellular generally shares most of its functionality with
LTE, which is built upon Physical Random Access CHannel (PRACH) preamble
considerations; however, the nature of high directivity imposes new challenges
and allows further options. Since single-beam operation (corresponding to omnidirectional transmission/reception at the frequencies below 6 GHz) is similar to
LTE RACH functionality, we concentrate on multi-beam operation that arises
from using directional antennas [11].
At the beginning of the random access procedure, both the UE and the gNB
are not aware of the appropriate beam directions; hence, the initial access signals
are sent via multiple Tx beam sweeping. After detecting the initial synchronization signals, the UE is able to select the best gNB Tx beam for further DL data
acquisition from the beams used to transmit the initial access signals. The gNB
also utilizes multiple Rx beams to cover the entire angular space, since the position of this potentially attempting UE is unknown. The gNB provides multiple
RACH resources (SSBs) to the UE and applies one Rx beam per each RACH
resource that it announced previously. The number of RACH resources within
one RACH occasion10 and the number of contention-based preambles per one
beam are also advised by the serving gNB (the maximum is 64 preambles [5]).
Importantly, the design of the random access procedure may vary depending
on the presence of Rx/Tx reciprocity at the UE or the gNB (no reciprocity,
partial, or full reciprocity) [9,10]. If the gNB relies on beam reciprocity, it maps
the UL RACH resources onto the DL initial access signals before the UE starts
the RACH procedure [7] and by that may signiﬁcantly reduce the required beam
training time.
In general, the NR RACH procedure includes the following four steps [11]
(tailored here to the case of full reciprocity for simplicity [28]):
1. Based on the synchronization information from the gNB, the UE selects a
RACH preamble sequence (MSG1) and sends it at the nearest RACH occasion
(occurs every 10, 20, 40, 80, or 160 ms). Due to reciprocity, the UE may
use the Tx beam corresponding to the best Rx beam determined during
synchronization. If reciprocity is available at the gNB, the UE transmits only
once; otherwise, it repeats the same preamble for all the gNB Tx beams.
10

Time allocated for sending preambles.
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2. The gNB responds to the detected preambles with a random access response
(RAR) UL grant (MSG2) in PDSCH by using one selected beam. After that,
the UE and the gNB establish coarse beam alignment that could be utilized
at the subsequent steps.
3. Upon receiving MSG2, the UE responds by MSG3 over the resources scheduled by the gNB, which is thus aware where to detect the MSG3 and which
gNB Rx beam should be used.
4. The gNB conﬁrms the above by sending MSG4 in PDSCH using the gNB Tx
beam determined at the previous step.
Without the beam reciprocity, the UE transmits identical MSG1 signals with
the same UE TX beam during one RACH occasion, while the gNB receives the
preamble by the gNB Rx beam sweeping. The UE changes its Tx beam at the
next RACH occasion. Due to repeated transmission, preambles do not need a
CP and a guard period; they hence shorten compared to the reciprocity case.
Moreover, MSG2 also needs to be sent by sweeping the gNB Tx beams (unless
the UE informs the gNB regarding the best gNB Tx beam). The time required
for achieving beam alignment varies depending on the codebook length (i.e., the
number of combinations of gNB beams and UE beams). We note that as full
sweeping might signiﬁcantly increase the delay, another potential solution for
the UE is to act as if reciprocity holds; then in case of a failure the gNB may
request to retransmit multiple preambles (Fig. 5).

Fig. 5. An example of 5G NR CBRA procedure: no preamble collisions, reciprocity is
not available at the UE (MSG1 is sent by multiple beams).

If two or more UEs select the same preamble, it may be decoded at the gNB
as one preamble, and the gNB then transmits its RAR as for one UE. In this case,
a preamble collision occurs at the third step above, when the UEs transmit their
requests by using the same resources and perceive a preamble failure after the
contention resolution timer expires (instead of receiving MSG4). After a collision,
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Table 3. Antenna conﬁguration options
Conﬁguration

Strengths

Weaknesses

Omnidirectional Tx –
Omnidirectional Rx
(Fully-Omnidirectional )

Fast, has low
complexity, lowest
overhead

High signal
attenuation, not
suitable for most
mmWave
applications

Directional Tx – Directional
Rx (Fully-Directional )

Compensated signal
attenuation, wide
coverage area, high
throughput, reduced
preamble collision
probability

Challenging cell
search, high
complexity, high
latency, accentuated
deafness and
blockage phenomena

Directional Tx –
Omnidirectional Rx
(Semi-Directional )

Reasonable
compromise, low
complexity, low
latency

Subject to mmWave
link instability

Fig. 6. Example of RACH operation with full/partial/no reciprocity.

the UE triggers a backoﬀ time, which is selected randomly based on the backoﬀ
window (ranges from 5 to 1920 ms [8]), and restarts. The UE transmits with
its default power or the power advised by the gNB. In case of an unsuccessful
transmission, the UE follows a power ramping procedure [8] similar to LTE
power ramping (while the power does not change during sweeping) (Fig. 6).
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Antenna Configurations

Given the two alternatives – onmidirectional and directional transmission in 5G
NR – we may diﬀerentiate between three possible antenna conﬁgurations that
can be used during the initial access phase, namely, fully-omnidirectional (OD),
fully-directional (FD), and semi-directional (SD) (see Table 3):
– Omnidirectional Transmissions – Omnidirectional Receptions (FO),
– Directional Transmissions – Directional Receptions (FD),
– Directional Transmissions – Omnidirectional Receptions (SD).
Here, the ﬁrst conﬁguration (FO) is the least preferable solution for most
mmWave scenarios (except for short line-of-sight links), because a fully omnidirectional link suﬀers from uncompensated high path loss and thus the coverage
area is reduced signiﬁcantly; however, it allows for much faster and simpler beam
search. The second conﬁguration is the most beneﬁcial in terms of the signalto-noise ratio and throughput but requires complex beam search algorithms and
causes delays as the UEs perform an entire angular-space scanning; however,
when utilized during the RACH preamble transmission, it could signiﬁcantly
reduce preamble collision probabilities in dense scenarios.
Finally, the third conﬁguration may become the desired compromise and
successfully aid during the synchronization procedure, which requires minimizing delays at most. While directional transmission allows compensating the
decreased link budget, omnidirectional reception reduces the complexity and
delay of the beam search procedure; however, this option may also lead to the
Table 4. Selected LTE and NR diﬀerences∗
LTE features

NR features

Microwave frequencies

Two available frequency ranges: below
6 GHz and above 6 GHz (mmWave)

Fixed physical layer parameters

Scalable physical layer parameters
(e.g., ﬂexible SCS, scalable TTI)

Synchronization signals are separately
and omnidirectionally transmitted

Synchronization signals are grouped in
SSBs and directionally transmitted

Cell search procedures are fast and have
low complexity

Complex cell search procedures

Random access procedures have higher
preamble collision probability

Directional preamble reception may
reduce preamble collision probability
during random access

90% bandwidth eﬃciency (100 RB cover
18 MHz of 20 MHz bandwidth carrier)

Higher bandwidth eﬃciency reaching
99%

Direct Current (DC, with no
No explicit DC subcarrier reserved for
information) subcarrier helping to locate downlink nor uplink
the frequency
∗
Detailed LTE/NR comparison w.r.t. numerology and channels may be found in [2].
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coverage area mismatch. A choice between these three options can be based on
the use-case requirements, which include, e.g., link length, UE density, target
preamble collision probability, latency, and/or complexity of the device.

4

Conclusion

Our short review of the key diﬀerences between 5G NR and LTE is summarized
in Table 4. More speciﬁc numbers in terms of the physical layer procedures are
available in [2]. While Release 15 addresses the most essential features to deploy
5G networks, the following Release 16 – planned to be completed in December
2019 – targets to maintain the full-ﬂedged 5G vision. The study items listed for
Release 16 [13] as of today include the following developments beyond Release 15:
NR-based access to unlicensed spectrum (to be studied for both licensed-assisted
access and stand-alone deployments, similarly to LAA), Non Orthogonal Multiple Access (NOMA, allowing multiple UEs to access the channel over the same
resources by relying on multi-user detection algorithms), evaluation of advanced
V2X use-cases for NR and LTE, backhauling options for NR, industrial IoT
scenarios, 5G-grade URLLC enhancements, solutions to support non-terrestrial
networks, dual connectivity enhancements, and 5G for satellites.
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Abstract. Mobile edge computing (MEC) is a recent communication paradigm
developed mainly for cellular networks. MEC is introduced to improve the whole
network eﬃciency by oﬄoading its operations to nearby clouds. Cellular
networks are able to oﬀer the cloud computing capabilities at the edge of the radio
access network through MEC servers. Mobiles services and tasks can either be
executed at the mobile device or oﬄoaded to the edge server. In this work, we
provide a latency aware and energy aware oﬄoading algorithm for the 5G multi‐
level edge computing based cellular system. The algorithm enables the mobile
device to request oﬄoading or decide the local execution independently based on
the available resources at the mobile device and edge server. The algorithm takes
into consideration the energy consumption to handle the service and make the
oﬄoading decision that achieves higher energy performance. The system is simu‐
lated and numerical results are included for performance evaluation.
Keywords: Latency · Oﬄoading · Mobile edge computing · Energy consumption
5G

1

Introduction

With the dramatic increase of wireless devices (e.g. Smart phones, Wearable devices
and MTC devices), the ﬁfth generation of cellular system (5G) must deploy new tech‐
nologies to support these heterogeneous devices and achieve the user demands [1]. The
main requirements of 5G include; high reliability, high throughput, ultra low latency,
high mobility, high connectivity and high data rate up to ten Gbps [2, 3].
Mobile edge computing (MEC) technology is a powerful solution to achieve chal‐
lenges and requirements associated with the design and realization of 5G cellular
systems [4]. MEC improves the cellular network eﬃciency by oﬄoading network oper‐
ations to a cloud server deployed at the edge of the radio access network (RAN). MEC
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oﬀers computing capabilities and resources at the edge of RAN near to the end user (i.e.
one hop away). Employing MEC servers achieves various beneﬁts to the cellular
networks includes the following [5, 6]:
12345-

Higher system bandwidth,
Providing an eﬃcient way for data oﬄoading,
Reduction of latency,
Reduction of network congestion, and
Introduction of new services and applications, as the MEC server access the network
context information.

However, task oﬄoading from mobile devices to edge servers consumes energy due
to communication between MEC server and the mobile device and also increases latency
of services [7]. In most cases, oﬄoading is a necessary demand, due to limited hardware
capabilities of mobile devices. Thus, oﬄoading tasks to MEC server instead of core
network or remote data centers is more eﬃcient in these situations [8].
Researches in task offloading to MEC servers mainly focus on the latency aware
and energy aware offloading, where mobile device only have the decision of
offloading [9, 10]. Task offloading should be deployed in away to support the prede‐
fined quality of services (QoS), which puts constraints on the offloading scale [11].
In this work, we provide an offloading algorithm for multilevel edge computing
system introduced in [6, 12]. The algorithm cares for both latency and energy
consumptions. Mobile devices only have the decision of offloading based on avail‐
able resources of devices and amount of consumed energy for the task. Multilevel
edge computing system provides two levels of offloading for mobile devices; Microcloud units and Mini-cloud units, the system can be deployed for 5G cellular system
to enable the requirements and overcome challenges.

2

Proposed Algorithm

In this part, the proposed energy aware selective oﬄoading algorithm is introduced for
5G system with multilevel edge computing structure introduced in [6, 12]. We ﬁrst
provide the system structure and main parts included, and then diﬀerent variables and
parameters used in the oﬄoading algorithm are deﬁned. Finally we present the oﬄoading
algorithm.
A- System structure
The system provides two main levels of oﬄoading for mobile tasks, besides the local
handling of tasks at the mobile device when it is proper. Figure 1 indicates diﬀerent
levels of oﬄoading and the corresponding place of task execution in each level. The
mobile may handle the task without any oﬄoading and this is indicated as the zero
oﬄoading level. This takes place, when the mobile device has available resources
enough for handling task with the required QoS constraints and with energy consumption
less than that consumes at the edge server and less than a threshold value that saves the
mobile battery. The ﬁrst oﬄoading level is the oﬄoading to Micro-cloud unit and the
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second oﬄoading is the oﬄoading to Mini-cloud unit. The proposed algorithm is imple‐
mented at each mobile device and is employed for each computing task, to decide where
the task is executed (i.e. locally or oﬄoaded).

Fig. 1. Main levels of oﬄoading.

The general structure of the three main parts of the system is presented in Fig. 2. The
mobile device, as well as edge computing servers (i.e. Micro-cloud unit and Mini-cloud
unit), employs a decision engine that decides whether to execute tasks locally or oﬄoad
them to the appropriate edge server. The decision engine calculates all parameters
required to take the decision.
B- Energy aware oﬄoading algorithm
1- Annotation
Before introducing the oﬄoading algorithm, the considered parameters are ﬁrst
deﬁned. Notion of introduces variables and parameters are presented in Table 1.
Diﬀerent types of messages transferred between mobile device and heterogeneous edge
servers are deﬁned in Table 2. Various steps of oﬄoading algorithm are indicated in
Algorithm 1.
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Fig. 2. Three stages system structure.
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Table 1. Key Notations.
Notation
L
S
NCYC
RM

δM
TM
EM
Eth

Description
Total length of input data of a task
Number of CPU cycles required to process one bit of task input data
Total number of CPU cycles required to process a task of length L
Mobile resources allocated for a task
Maximum allowable latency of a task I determined by the task portioning scheme,
in away to support QoS
Energy consumption for one CPU cycle of mobile device
Total execution time of a task, when the task is executed locally at the mobile device
Energy consumption for a task executed mobile device
Threshold of energy consumption of mobile device

DT-M
DE-M
DOFF
I
Ttx
Trx
TeMicro

Binary time decision variable of mobile device
Binary energy decision variable of mobile device
Binary oﬄoading decision variable of mobile device
Mode Indicator Variable
Time spent on transmitting the input data of a task
Feedback time of computation results
Total execution time of a task, when the task is executed at the Micro-cloud unit

RMicro
TMicro
Rb
ω
σ
h
P
DT-Micro

Micro-cloud resources allocated for an oﬄoaded task from a mobile device
Total time to handle a task at Micro-cloud unit
Uplink achievable data transmission rate
The system bandwidth
Noise power at the receiver
Channel gain
Transmitting power of mobile devices
Binary time decision variable of Micro-cloud unit

EMicro
δMicro
ηc
Te-Mini
TMini
DT-Mini

Energy consumption for handling a task at Micro-cloud unit
Energy consumption for one CPU cycle of Micro-cloud unit
Channel eﬃciency
Total execution time of a task, when the task is executed at the Mini-cloud unit
Total time to handle a task at Mini-cloud unit
Binary time decision variable of Mini-cloud unit

RMini
DMicro-Oﬀ
fM
fMicro
fMini

Mini-cloud resources allocated for an oﬄoaded task from a Micro-cloud unit
Binary oﬄoading decision variable of Micro-cloud unit
Total mobile resources
Total Micro-cloud resources
Total Mini-cloud resources
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Table 2. Exchanged messages.

Message

Type

TX

RX

Contents

Request message
Respond message
Request message
Respond message
Request message
Respond message

I
I
II
II
III
III

Mobile device
Micro-cloud
Mobile device
Micro-cloud
Micro-cloud
Mini-cloud

Micro-cloud
Mobile device
Micro-cloud
Mobile device
Mini-cloud
Micro-cloud

L, S,
DT-Micro, EMicro
L, S, , DOﬀ
DT-Micro, DMicro-Oﬀ
L, S,
DT-Mini
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2- Oﬄoading model
The oﬄoading decision is ﬁrst decided by the mobile device via a decision engine.
The program proﬁle calculates the total data length L and the total number of CPU cycles
NCYC needed to handle the pointed task. The devices should use this information to check
if it can handle the task or take the decision of oﬄoading. This depends on the resources
available in the device that can be allocated for this task and the maximum latency of
the task that supports the QoS.
The mobile device calculates the execution time TM based on the available devices
resources as in (1). Then, the device calculates the binary time decision value DT-M by
comparing TM and as presented in (3). Each value of the binary time decision is consid‐
ered as a case; Case (I) for the binary one decision and Case (II) for the binary zero
decision.

TM =

NCYC
RM

, RM ∈ fM

NCYC = L.S

(
)
DT−M = I TM , 𝜏 =

{

(
)
1 IF TM ≤ 𝜏
0 IF (TM > 𝜏)

(1)
(2)
(3)

Case (I):
When the execution time is less than the maximum latency time, the task can be
handled locally at the mobile device and the binary time decision in this case is one. In
this case, the mobile device calculates the energy consumption to handle the task locally
EM using (4), and sends a request message of type I to the corresponding edge server
(i.e. Micro-cloud or Mini-cloud). Based on the response message of the edge server, the
mobile device takes the decision of oﬄoading or processing the task locally. The edge
server checks its availability to handle the task based on the procedures indicated later.
The edge server sends a response message of type I to the associated mobile device,
which decides whether to oﬄoad the task or process it locally based on the received
information.
EM = NCYC 𝛿M

(4)

Case (II):
However, if the time required to execute the task at the mobile device is larger than
the maximum latency constraint , the task can’t be handled locally and the decision of
oﬄoading should be took. In this case, the binary decision variable Doﬀ is assigned one;
and thus, the mobile devices send a request message of type II to the corresponding edge
server (i.e. Micro-cloud unit or Mini-cloud unit).
The Micro-cloud unit receives the mobile device’s request, and responds with appro‐
priate message. If the Micro-cloud unit is prober to handle the task, it should send a
response message of type II with the agreement of oﬄoading and allocates the resources
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for task handling; otherwise, it sends a request message of type III to the corresponding
Mini-cloud unit and waits for the response.
First, the Micro-cloud unit checks the latency constraints, once it receives a request
message from a mobile device; either massage of type I or message of type II. The Microcloud unit calculates the execution time TeMicro based on the available recourses at the
edge server, as indicated in (6). Then, the total latency of task handling at Micro-cloud
unit is calculated by summing both concerning delays; processing delay (i.e. execution
time) and communication delay (i.e. uplink transmission time of input data and feedback
time of computation result).

TMicro = TeMicro + Ttx + Trx
TeMicro =

NCYC
RMicro

Ttx =

(5)

, RMicro ∈ fMicro

(6)

L
Rb

(7)

The bit rate can be calculated as a function of the transmitted power and the channel
power gain using Shannon-Hartley formula as the following [13]:

)
(
hp
Rb = 𝜔 log2 1 +
σ

(8)

The decision engine of the Micro-cloud unit calculates the binary time decision
variable DT-Micro, by comparing latency of task handling TMicro with the maximum latency
as illustrated in (9).
DT−Micro

(
)
= I TMicro , 𝜏 =

{

(
)
1 IF TMicro ≤ 𝜏
0 IF (TMicro > 𝜏)

(9)

If the decision is zero, the Micro-cloud unit sends a request for the corresponding
Mini-cloud unit. For the positive time decision (i.e. DT-Micro = 1), the task can be handled
at the Micro-cloud unit. If the received request is of type II, the task is then handled by
the Micro-cloud unit, otherwise the energy constraints should be checked. The Microcloud unit calculates the energy consumption to handle the task at the Micro-cloud unit
EMicro as in (10).
EMicro = NCYC 𝛿Micro + Ttx P𝜂C

(10)

If the received request is of type I, the Micro-cloud unit sends a respond message
contains the EMicro and the decision engine of the mobile device calculates the mobile
binary energy decision value DE-M by comparing both energies; EM and EMicro. If the
decision is one the task is handled locally, otherwise the task is oﬄoaded to the Microcloud unit.
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(
)
= I EM , EMicro =

{

(
)
1 IF EM ≤ EMicro
0 IF (EM > EMicro )
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(11)

For a negative time decision of Micro-cloud unit and mobile device, the Micro-cloud
unit sends a request message of type III to the corresponding Mini-cloud unit. The Minicloud unit calculates the total latency of task handling Tmini based on the available
resources as illustrated in (12).
TMini = TeMini + Ttx′ + Trx′

TeMini =

NCYC
RMini

, RMini ∈ fMini

(12)
(13)

Then, the Mini-cloud unit calculates the binary time decision DT-Mini by comparing
the total time required to handle the task at the Mini-cloud TMini with the maximum task
latency .

DT−Mini

(
)
= I TMini , 𝜏 =

{

(
)
1 IF TMini ≤ 𝜏
0 IF (TMini > 𝜏)

(14)

The Mini-cloud unit responds with a respond message of type III, and the task is
oﬄoaded to mini-cloud unit for both condition; DT-Mini = 1 and DT-Micro &DT-M = 0.

3

Performance Evaluation

In this part, numerical results for the proposed algorithm are introduced to evaluate the
performance. The system is simulated using Matlab and the introduced algorithm is
implemented for a cellular system of two cells of radius 1 km and a base station at the
cell center. The base station of cell (A) is assumed to be fed with a Micro-cloud edge
server to enable the MEC facilities to cellular users. The neighbor cell (B) is assumed
to have a Mini-cloud edge server that is connected to the Micro-cloud unit of cell (A).
Ten heterogeneous tasks are considered for the simulation, these tasks are randomly
distributed for a ten mobile devices that are randomly distributed over the cell A. The
considered tasks are corresponding to real workloads of processing web pages [14, 15].
Table 3 indicates the attributes of each task extracted by the program proﬁle of each
mobile device [16]. Devices are randomly distributed over the cell (A). Table 4 indicates
simulation parameters. We consider two main scenarios, with three cases for each
scenario; in each scenario a computational capabilities of mobile devices is assumed
and in each case a certain value of QoS latency for each task is assumed. Table 5 presents
the values of maximum latency in each case for each task and other considered simu‐
lation parameters [17, 18].
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Table 3. Tasks parameters.
Task
L(kB)
S(Cyc/B)
Task
L(kB)
S(Cyc/B)

Task(1)
1
6000
Task(6)
1.8
10800

Task(2)
1.2
7200
Task(7)
1.97
11820

Task(3)
1.35
8100
Task(8)
2.2
13200

Task(4)
1.65
9900
Task(9)
2.25
13500

Task(5)
1.75
10500
Task(10)
2.48
14880

Table 4. QoS latency of tasks considered.
Task
1(ms)
2(ms)
3(ms)

Task(1)
1
2
3

Task(2)
1.2
2.4
3.6

Task(3)
1.35
2.7
4.05

Task(4)
1.65
3.3
4.95

Task(5)
1.75
3.5
5.25

Task
1(ms)

Task(6)
1.8

Task(7)
1.97

Task(8)
2.2

Task(9)
2.25

Task(10)
2.48

3.6
5.4

3.94
5.91

4.4
6.6

4.5
6.75

4.96
7.44

2(ms)
3(ms)

Table 5. Simulation parameters.
Parameter
ω
σ
P
fM (First Scenario)
fM (Second
Scenario)
fMicro-cloud
fMini-cloud
δM
δMicro

Value
1 MHz
10-3 W
1W
ϵ [0.5,1.5] GHz
ϵ [1.5,3.0] GHz
ϵ [5.0,3.0] GHz
ϵ [1.5,3.0] GHz
1 J/GHz
1 J/GHz

Figure 3 illustrates the average latency of handling the ten considered tasks for the
ﬁrst conducted scenario. Some tasks are handled locally and others are oﬄoaded to
Micro-cloud units and the rest are oﬄoaded at the Mini-cloud edge server. The oﬄoading
level of each task is indicated in Fig. 4.
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Fig. 3. Average latency of each task for scenario (1).
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Fig. 4. Oﬄoading level of tasks in scenario (1).

The second scenario considers mobile devises with higher computing capabilities.
Thus, mobile devices can handle more complicated tasks and oﬀer higher resources for
tasks. Figure 5 illustrates the average latency of ten tasks in the second scenario. Mainly,
all locally executed tasks of ﬁrst scenario are executed in less time due to higher allocated
resources oﬀered by the mobile device in the second scenario. Moreover, some tasks
from the oﬄoaded tasks in the ﬁrst scenario are handled locally in the second scenario,
because of higher resources of mobile devices. Figure 6 illustrates the level of oﬄoading
of each task.
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Fig. 5. Average latency of each task for scenario (2).
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Fig. 6. Oﬄoading level of tasks in scenario (2).

4

Conclusion and Future Work

MEC provides various beneﬁts for cellular networks by introducing computing capa‐
bilities at the edge of RAN, one hop away from the end user. This work provides an
oﬄoading algorithm for the multilevel edge computing system introduced for the 5G
cellular system. The algorithm allows mobile devices independently to take the decision
of oﬄoading or processing task locally. The oﬄoading decision considers both task
latency and energy conservation. The mobile oﬄoad tasks to MEC server if the mobile
available resources are not enough to handle task in the required time to support QoS,
or when the local execution executes much energy. The system provides two level of
oﬄoading; Micro-cloud edge units and Mini-cloud edge units. The system is evaluated
for a cellular cell with ten mobile devices; each have a heterogeneous task and numerical
results are included.
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Our future vision is to deploy an intermediate level of oﬄoading between mobile
device and edge servers (i.e. cloudlet). The proposed algorithm should be deployed for
the three level oﬄoading system.
Acknowledgement. The publication has been prepared with the support of the “RUDN
University Program 5-100”.
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Mapping in a High Speed Train System
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Abstract. In this paper, we analyze performances for BLER and spectral eﬃciency in a high speed train (HST) system. The HST scenario is
one of 5G mobile communication services. The performance analysis is
evaluated in accordance with DM-RS mapping for channel estimation.
DM-RS mapping is associated with high Doppler and frequency ﬂat channel properties of the HST scenario. The performance results show that
DM-RS in new radio (NR) satisﬁes the performance requirement of HST
in ITU-R and a modiﬁed DM-RS mapping can be more eﬃcient in HST
channel properties.
Keywords: 5G NR · High speed train · DM-RS · Frequency selectivity

1

Introduction

1.1

A Subsection Sample

5G mobile communications should satisfy requirements to support various service scenarios, including high transmission speeds for enhanced mobile broadband (eMBB) service, short transfer delays with reliability for ultra reliable and
low latency communication (URLLC) service, and large terminal connectivity
for massive machine type communication (mMTC) service [1]. ITU-R working
party (WP) 5D suggests speciﬁc technical performance requirements such as
peak data rate, average spectral eﬃciency, reliability, and mobility [2]. In addition, it suggests guidelines for evaluation of radio interface technologies such as
system and link level parameters, channel model, and network layout [3].
In order to address these requirements, 3rd Generation Partnership Project
(3GPP) studied new wireless access technology called new radio (NR) [4]. Based
on these studies, it is currently developing technical speciﬁcations [5–10]. NR
does not have backward compatibility with long term evolution (LTE) and maintains forward compatibility for supporting various services in the future. One of
This work was supported by Institute for Information & communications Technology
Promotion (IITP) grant funded by the Korea government (MSIT) (No. 2017-0-01973
(Korea-Japan) International collaboration of 5G mmWave based Wireless Channel
Characteristic and Performance Evaluation in High Mobility Environments).
c Springer Nature Switzerland AG 2018

O. Galinina et al. (Eds.): NEW2AN 2018/ruSMART 2018, LNCS 11118, pp. 371–380, 2018.
https://doi.org/10.1007/978-3-030-01168-0_34
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characteristics of NR utilizes a very wide spectral range from 1 GHz to 100 GHz.
For this it basically considers a beamforming based system as well as scalable
numerology. Beamforming can be applied to all signals and data transmitted to
each user equipment (UE). In particular, unlike LTE, which is a single-beambased system, NR is characterized by considering transmission using multiple
beams. Accordingly, beam control procedures for setting control signals and
beams used for data transmission are introduced. One of the other features is
that it supports front-loaded demodulation reference signal (DM-RS) for fast
decoding processing time. When control symbols occupy two or three symbols,
the front-loaded DM-RS symbol can be located in the 3-rd or 4-th symbol in a
slot. In addition, additional DM-RS symbols in a slot can be allocated for coping
with the high Doppler eﬀect.

Fig. 1. Linear cell layout for a HST scenario

On the other hand, there are high-speed train (HST) scenarios as one of
various service scenarios of 5G mobile communication [2–4,11]. [2–4] deﬁne two
scenarios for HST. One is that transmission reception point (TRP) is directly
linked with UE in below 6 GHz carrier frequency and the other is that TRP is
linked with UE by the relay node in above 6 GHz carrier frequency. [11] deﬁnes a
HST scenario connected in non-terrestrial networks (NTN) such as high altitude
platforms (HAPs). In these scenarios the UE speed is considered up to 500 km/h.
In addition, the line of sight (LOS) channel can be dominated. This is because
the considered network layout for HST is generally a rural environment and the
TRP is located very close to the HST. [2–4] take into account CDL/TDL-D
and CDL/TDL-E channels for simulation evaluation parameters in above 6 GHz
environment. These channels are constructed to represent the LOS property. In
addition, the LOS probability is about 78–99.8% in NTN channel modeling [12].
When DM-RS mapping in NR is applied for channel estimation in HST
scenarios, the Doppler eﬀect for high speed may be ignored by using additional
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DM-RS symbols with large subcarrier spacing. In the case of LOS channels,
however, there may be unnecessary DM-RS resources for spectral eﬃciency. In
other words, the low DM-RS density in the frequency domain can be considered.
In this paper, we evaluate the performance using DM-RS of NR in a HST scenario
and analyze whether it satisﬁes the requirement of HST in ITU-R. In addition,
we take into account the low density DM-RS mapping design for LOS channel
with performance comparison.

2
2.1

DM-RS Mapping in a HST Scenario
Requirements and Layout Configuration

Figure 1 shows linear cell layout conﬁguration for high speed vehicular mobility
at 500 km/h under rural-eMBB test environment [3]. In the ﬁgure a base station
consists of 1 base-band unit (BBU) and 3 remote radio heads (RRHs). 3 RRHs in
a cell are connected to 1 BBU. In this conﬁguration one of requirements of HST in
ITU-R is spectral eﬃciency. The spectral eﬃciency at 500 km/h mobility should
satisfy 0.45 b/s/Hz [2]. Various parameters such as channel estimation and phase
noise impact can be considered for performance evaluation. As mentioned above,
we focus on DM-RS mapping for channel estimation. Phase noise is typically
associated with phase tracking (PT)-RS in various reference signals of NR.

Fig. 2. DM-RS mapping for conﬁguration type 1 in NR

2.2

DM-RS Mapping in NR

The DM-RS sequence at the p-th port for the k-th subcarrier and the l-th symbol
for physical downlink shared channel (PDSCH) in NR can be written as follows
[5]:
(p)
(1)
ak,l = β · wf (k  ) · wt (l ) · r (2n + k  )
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4n + 2k  + Δ Conﬁguration type 1
6n + k  + Δ Conﬁguration type 2

k = 0, 1
l = l + l
n = 0, 1, . . .

k=

(2)

β is power constant and r(n) is the pseudo-random sequence. wf (k  ), wt (l ),
and Δ are sequence values with cyclic shift of code division multiplexing
(CDM) group for distinguishing channel per port. The values are listed in
Tables 7.4.1.1.2-1 and 7.4.1.1.2-2 of [5]. The parameter l in (1) is associated with
the position of DM-RS symbols in the time domain and the number of DM-RS
symbols in a slot can be increased up to 4 in accordance with UE mobility. The
values of l and l for l in (2) are given in Tables 7.4.1.1.2-3, 4, and 5 of [5]. There
are two kinds of mapping methods according to conﬁguration types. The maximum number of ports in a DM-RS symbol is 4 for conﬁguration type 1 and 6 for
conﬁguration type 2. Figure 2 shows an example of DM-RS mapping of conﬁguration type 1 for a resource block (RB) in a slot. The number of subcarriers in
the RB is 12. 1 front-loaded DM-RS symbol and 3 additional DM-RS symbols
are allocated for coping with high Doppler eﬀect. The parameter k is related to
subcarrier mapping in the frequency domain. Based on (1) DM-RS resources in
the frequency domain are mapped to all subcarriers allocated per port in each
DM-RS symbol.
2.3

DM-RS Mapping for LOS Channel

As mentioned above, assigning DM-RS resources to all subcarriers on the frequency domain for channel estimation may be ineﬃcient in the LOS channel.
This is because coherence bandwidth is large. Thus low density DM-RS mapping
in the frequency domain can be taken into account. There are various methods
for low density DM-RS mapping based on (1). One of several methods is that the
RB included in DM-RS subcarriers is allocated per speciﬁc RB interval. Based
on DM-RS mapping in NR, this method has less inﬂuence on the speciﬁcation
than other methods and can be easily applied. In this case physical resource
block group (PRG) should be considered when determining a speciﬁc RB interval. The PRG consists of consecutive RBs and the PRG size can be equal to
one of the values among {2, 4, allocated total RBs} [8]. A precoder is applied
per PRG. Since diﬀerent precoders per PRG are applied to DM-RS, DM-RS in
a particular PRG cannot be used for channel estimation for data demodulation
in another PRG. Thus DM-RS with a speciﬁc RB interval should be included
for each PRG. For applying this DM-RS mapping n of (2) can be substituted as
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4n + 2k  + Δ Conﬁguration type 1
6n + k  + Δ Conﬁguration type 2

k = 0, 1
l = l + l
n = SC · (DI − 1) · u + v
u=
0, 1, . . . ,
0, 1, 2 Conﬁguration type 1
v=
0, 1 Conﬁguration type 2

k=

(3)

where SC is the number of subcarriers in a RB. DI is the interval of the RB
included in DM-RS symbols. DI = i means that DM-RS subcarriers are included
per i RBs. n is reset per PRG. When DI is 1, the DM-RS mapping is same with
(2). Figure 3 shows an example of DM-RS mapping of conﬁguration type 1 with
DI = 2 for a PRG in a slot. As mentioned above, this method can be ﬂexibly
applied by adjusting DI according to the channel environment while having
little inﬂuence on the current NR standard. It can be applied by adding a radio
resource control (RRC) parameter in [10] or associating with downlink control
information (DCI) of PRG size in [6].

Fig. 3. DM-RS mapping for DI = 2

On the other hand, as DI becomes larger, channel estimation error may
increase due to the decrease of DM-RS resources for channel estimation. On the
contrary, one of two beneﬁts for reduced DM-RS resources can be obtained. One
can increase the data rate by sending more data to increased data resources. And
the other can achieve a coding gain by reducing the coding rate with increased
parity bits. For this DM-RS overhead and coding rate are analyzed. The ratio
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between DM-RS and data subcarriers for DI can be derived as follows:


RS · DF/DI


OHDM−RS =
DS · DF + RS · DF · 1 − 1/DI

(4)

where DS , RS , and DF are the number of data symbols in a slot, the number of
DM-RS symbols in a slot, and the number of allocated subcarriers in a symbol
for data transmission, respectively. When DI is 1, the number of allocated DMRS subcarriers per symbol for RS symbols is same as DF . The eﬀective coding
rate can be written as follows:
CeR =

QM

TBS



· DS · DF + RS · DF · 1 − 1/DI

(5)

where TBS is transport block size and QM denotes modulation order. TBS is
determined by the number of allocated data symbols, control symbols, DM-RS
symbols, modulation order, and so on [8].

3

Performance Analysis

Simulation parameters for performance evaluation with DM-RS mapping are
listed in Table 1, which are referred by [3,4]. In the table, M, N, P, Mg , and Ng
are the number of antenna elements with the same polarization in each column on
Table 1. Simulation parameters
Carrier frequency

30 GHz

Subcarrier spacing

120 kHz

Channel bandwidth

80 MHz

TXRU mapping to
antenna elements

One TXRU per panel per polarization

BS/Relay antenna
conﬁgurations

Unidirectional beam (dH = dV = 0.5)
(M, N, P, Mg , Ng ) = (8, 8, 2, 1, 1)

Codebook

Type 1 single panel

MCS

QPSK, 0.51

Channel coding

LDPC

Channel model

CDL-D with DS = 10 ns
K-factor = 7 dB
angle spread: 5 (ASD), 5 (ASA), 1 (ZSA), 1 (ZSD)

UE speed

500 km/h

Channel estimation,
Data equalization

MMSE
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each antenna panel, the number of columns on each antenna panel, the number
of polarization on each antenna panel, the number of panels in a column, and
the number of panels in a row, respectively. dV and dH denote the spacing in the
vertical direction and the spacing of horizontal direction of antenna elements,
respectively. BS and relay antenna element radiation patterns are same as Table
A.2.1-10 in [4]. The applied beamforming scheme is the combination of analog
beamforming and digital beamforming. The best beam pair among the limited
set of DFT beams is selected for the decision of analog beam. The DFT beam
candidate in this beam selection method is generated according to the uniform
vertical and horizontal angular distribution shown as follows:
θi =

π
,
rNa

for i = 1, · · · , rNa

(6)

where r = 1 (which is analogous to oversampling factor of 1), Na denotes the
number of vertical/horizontal antennas (M or N ). Beam selection is based on
the criteria of maximizing receive power after beamforming. In addition, we
apply precoder cycling per PRG with type 1 single panel codebook for digital
beamforming. The size of PRG is 4 RB. 8 RB is allocated for data transmission.
In a slot, we assume that 8, 4, and 2 OFDM symbols are respectively allocated
for data transmission of PDSCH, DM-RS for channel estimation, and control
transmission of physical downlink control channel (PDCCH). The slot length is

Fig. 4. BLER according to ES /N0
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Fig. 5. Spectral eﬃciency according to ES /N0

0.125 ms for 120 kHz subcarrier spacing. Based on [8], TBS is 768. The CDL-D
with delay spread (DS)=10 ns is used [13]. K-factor is 7 dB and the parameter set
for scaling angle spread is set to 5 (azimuth angle spread of departure (ASD)), 5
(azimuth angle spread of arrival (ASA)), 1 (zenith angle spread of arrival (ZSA)),
and 1 (zenith angle spread of departure (ZSD)). Zenith angle Of Departure (ZoD)
and Zenith angle Of Arrival (ZoA) for cluster #1 are ﬁxed at 90◦ .
Figure 4 shows block error rate (BLER) performances in accordance with
ES /N0 . ES and N0 denote the power of modulation symbol and the power of
AWGN. When DI is 1, the ratio of DM-RS over data subcarriers is 0.5 based
on (4) with simulation parameters. In the case of DI = 2, the ratio of DM-RS
over data subcarriers is 0.2. In the case of DI = 2, therefore, DM-RS overhead
is reduced compared with DI = 1. However, this leads to the loss of channel
estimation accuracy. In addition, TBS for DI = 1 and 2 is 768 according to
[8] with simulation parameters. Then coding rates for DI = 1 and 2 are 0.5
and 0.4, respectively, based on 5. Thus the relative coding gain is obtained for
DI = 2, compared with DI = 1. As mentioned in Sect. 2.3, the tradeoﬀ between
channel estimation error and coding gain is existed. Figure 4 shows that coding
gain is more proﬁtable than channel estimation error. DI = 2 satisﬁes 10%
BLER at ES /N0 = −0.3 dB while DI = 1 requires ES /N0 = 1.1 dB for 10%
BLER. Thus the performance gain is about 1.4 dB for DI = 2. This is because
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frequency selectivity of CDL-D channel is low and the channel estimation error
in accordance with the increase of DI can be ignored.
Figure 5 shows the spectral eﬃciency according to ES /N0 . The spectral eﬃciency can be derived as follows:
SE =

TBS · (1 − BLER)
DF · SF · SL

(7)

where SF denotes the subcarrier spacing and SL is the slot length. Since the
requirement of spectral eﬃciency at 500 km/h mobility is 0.45 b/s/Hz in the
HST scenario, the performances for DI = 1 and 2 satisfy the requirement at
ES /N0 = −0.4 dB and −1.5 dB, respectively. The performance gain for DI = 2
compared with DI = 1 is about 1 dB for 0.45 b/s/Hz. In addition, the average
spectral eﬃciency is increased about 4% for DI = 2.

4

Conclusions

In this paper, we analyze the performance of channel estimation for wireless
channels with high mobility and frequency ﬂat characteristics in HST scenarios.
It is evaluated whether the application of DM-RS in NR meets the requirement
of HST in ITU-R. In addition, we analyze performances for a eﬃcient DM-RS
mapping on the LOS channel. Performance analysis shows that the spectral eﬃciency of HST in ITU-R is satisﬁed by using DM-RS in NR. And, the eﬃcient
DM-RS mapping can obtain about 1 dB ES /N0 gain and 4% spectral eﬃciency
gain, compared with DM-RS in NR. The eﬃcient DM-RS mapping can be considered in the NTN environment with a large ﬂat fading characteristic.
Future work is performance analysis considering phase noise and retransmission in HST scenarios. It is also necessary to analyze performances for below
6 GHz carrier frequency.
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Abstract. In this paper, we provide a shooting and bouncing ray (SBR)
based simulation study of mmWave radio propagation at 60 GHz in a
typical conference room. The room geometry, material types, and other
simulation settings are veriﬁed against the results of the measurement
campaign at 83 GHz in [15]. Here, we extend the evaluation scenario by
randomly scattering several human-sized blockers as well as study the
eﬀects of human body blockage models. We demonstrate that multiple
knife-edge diﬀraction (KED) models are capable of providing meaningful
results while keeping the simulation duration relatively short. Moreover,
we address another important scenario, where transmitters and receivers
are located at the same heights and are moving according to a predeﬁned
trajectory that corresponds, for example, to device-to-device interactions
or inter-user interference.
Keywords: mmWave · 60 GHz · Radio propagation
Indoor propagation · Conference room

1

Introduction

The growing popularity of data-intensive sophisticated mobile and wearable
devices is likely to cause a new surge of wireless data demand in the near future.
However, the frequency spectrum below 6 GHz, highly populated today, will not
be capable of accommodating the increased data traﬃc from various rate-hungry
hi-tech devices that might ﬂood the wireless market quite soon. To facilitate this
growing demand the research community draws its attention to novel millimeterwave systems, which due to the evolution of integrated circuits, progressively
become available for multiple consumer and industrial use-cases in both indoor
and outdoor scenarios [17].
In the light of this, in July 2016, the Federal Communications Commission
(FCC) introduced a new guideline for the licensed operation of millimeter-wave
c Springer Nature Switzerland AG 2018
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(mmWave) bands (centered at 28, 37, and 39 GHz1 ) as well as extended the regulations for the unlicensed 60 GHz frequency band (from 57–63 GHz to 71 GHz).
In the aggregate, the nearly 11 GHz of frequency spectrum has been released,
which opens up fundamentally new prospects for future wireless systems.
1.1

Motivation

In contrast to legacy frequencies below 6 GHz, the mmWave band oﬀers channels with contiguous bandwidth orders of wider magnitude, hence accelerating
the communications to multi-Gbps rates per link [23]. However, despite the high
potential of mmWave communications, they come with many fundamental challenges. For example, while in an outdoor mesh network at 60 GHz high transmission directivity mitigates the interference between nonadjacent links [22], in
indoor scenarios, due to the limited space, the assumption of “pseudowired”
links may not be suﬃciently accurate, and the signal propagation becomes less
favorable.
To evaluate the system performance realistically, it is imperative to understand the behavior of a 60 GHz channel impulse response and to develop adequate
channel models, which may be derived using the data obtained in the course of
measurement campaigns or by running shooting and bouncing ray (SBR) simulation tools (see, for example, [16,21]). As human blockage is one of the most
signiﬁcant aspects of indoor mmWave communications, it attracts considerable
attention from the research community [7,10,19], resulting in a wide variety of
proposed models, including cylinders, knife-edge models, and cuboids [5,11,14].
In particular, most of the research eﬀorts focus on the following three typical models for a human blocker: (i) circular cylinder – perfectly conducting
cylinder (PEC) [18], dielectric cylinder [2]; dielectric-coated perfectly conducting cylinder [25]; (ii) dielectric elliptic cylinder [24]; (iii) and multiple knife-edge
diﬀraction (MKED) model [10].
In this work, we focus on studying indoor signal propagation at 60 GHz in
a conference room and in the presence of human blockers, which are simpliﬁed
to MKED and elliptic cylinder models. After calibrating with openly available
measurement data for 83 GHz, we perform a comparison of MKED and elliptic
cylinder models in terms of performance and propagation paths. After that, we
provide the results of SBR simulation for the said two types of human blocker
models at 60 GHz.
1.2

Main Contributions

Although the properties of the mmWave channel have received considerable
attention in the past, the assumptions under which the majority of channel
models have been developed, however, limit their use to standard “a device to
1
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an access point” links and cannot be directly applied to, for example, typical
body-centric applications.
To ﬁll this gap, we reconstruct an indoor scenario where multiple users
carry wearable or hand-held mobile devices, potentially forming device-to-device
(D2D) links [12,26] or causing interference [26] from the neighboring devices. The
main contributions of this paper are as follows:
– Analysis of the eﬀects of the human body blockage at 60 GHz for D2D links
in a conference/lecture room (see Fig. 1).
– Detailed discussion and comparison of diﬀerent human body models, i.e.,
MKED and elliptic cylinder models within the studied scenario.
The paper is organized as follows. Section 2 brieﬂy introduces our scenario of
interest, as well as the process of calibration for 83 GHz. In Sect. 3, we present
simulation results for 60 GHz frequency band in the presence of human blockers
and compare the eﬀect of diﬀerent human body models. Section 4 refers to a D2D
use-case and analyzes the simulation results for the case of the transmitter and
receiver, moving along selected trajectories located at the same heights. Finally,
Sect. 5 outlines the main conclusions of our study.

Fig. 1. A 3D model of the conference room and a schematic top view of the room, with
the receiver positions.

2

Our Scenario and Calibration with Measurement Data

In this work, we study radio channel propagation properties using the SBR
method for a conference room 3D model (Fig. 1). To perform the simulations, we
employ a commercial tool named Wireless Insite (Remcom), which is speciﬁcally
developed for modeling signal propagation in various environments.
First, to calibrate our simulation tool settings and verify the correctness of
our modeling approach, we study the scenario mentioned above at 83 GHz and
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compare the obtained results with the measurement data from [15]. In particular,
we replicate the geometry of the conference room according to the available
plan and specify the material properties so that our analysis corresponds to the
measured results. We specify several materials, dominant in this scenario, such
as wood, glass, and gypsum drywall. The electrical properties of these materials
may be found in Table 1, while other simulation parameters are given in Table 2.
For the better tractability of the results, omnidirectional antennas are assumed
at the transmitter and the receiver side with 0 dBi gain, while the transmit
power is set to 0 dBm.
Table 1. Material parameters
Material

Conductivity [S/m] Relative permittivity Thickness [mm]

Wood

0.000

Glass

0.567

6.27

3.0

Gypsum drywall 0.001

2.80

12.7

5.00

30.0

Table 2. Core simulation settings.
Parameter

Transmitter Receiver

Antenna type

Isotropic

Isotropic

Gain (G)

0 dBi

0 dBi

Polarization

Vertical

Vertical

Input power

0 dBm

-

Transmission line loss 0 dB

-

Noise Figure

-

3 dB

Antenna heights

2.5 m

1.6 m

Location number

1

100

To verify the conﬁguration of our scenario, we compare the simulation and
measurement results as follows. Figure 2 shows the modeled angular delay proﬁle
for the line-of-sight (LOS) and multipath components (MPC) in comparison to
the measured data [15]. The results for the LOS component are almost identical,
while the ﬁrst order MPCs obtained by ray-based modeling are reasonably close
to the measurement data. Although the latter demonstrates a slight visual difference, this may be explained by the fact that the model used in the simulation
does not include small details present in the real room.
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Fig. 2. Calibrating the SBR software. Comparison between the measurements from [15]
and simulation results for LOS and MPC at 83 GHz.

3
3.1

Simulation Results at 60 GHz
Human Body Blockage Models

Wireless links at 60 GHz may provide up to 1.5 Gbit/s (assuming single carrier
modulation and coding scheme MCS-6) [27], which is more than suﬃcient for
HD video streaming. However, higher signal attenuation caused by human body
presence causes certain limitations in terms of using the LOS link as a primary
option at 60 GHz. Therefore understanding of multipath propagation characteristics is crucial for the further improvement of the network performance. The
human blockage, as is well known, becomes a critical issue when it comes to
the 60 GHz frequency range since mmWave signals are severely attenuated by
the human body [3]. Therefore, analysis of human blockage eﬀects in scenarios,
which potentially may involve large numbers of human participants, opens one
of the most important directions of mmWave research. In this work, we consider
two human body blockage models: multiple knife-edge diﬀraction [8,9,13] and
elliptic cylinder [6] models, illustrated in Fig. 3. The elliptic cylinder model is an
extension of the cylindrical human blockage model, described in [4] and aims at
replicating the proportions of the human body. In our simulations, the elliptic
cylinder is represented by a cylinder polygon with ten faces on the sides of the
cylinder (the purpose of presenting cylinder as a polygon is to simplify meshing
in the SBR software). Importantly, the human blockage models in our simulations have two-layer surface: the ﬁrst layer is equivalent to the human skin and
the second layer is assumed to resemble muscle tissues. The parameters for the
human tissue are taken from [1] and are summarized in the Table 3.
Here, the simulation is based on the same settings (including the environment and other parameters) as described in the previous section. The transmitter/receiver height is 2.5/1.6 m as the initial scenario advises. Figure 4 demonstrates the diﬀerence between MKED and elliptic cylinder models in terms of
propagation. While these models show similar results for the LOS path, there
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Fig. 3. MKED and elliptic cylinder human body models used in the SBR simulations,
where h = 1.8 m, d1 = 2r1 = 0.28 m, d2 = 2r2 = 0.47 m.

Table 3. Human body model parameters used in the SBR simulations.
Material Conductivity [S/m] Relative permittivity Thickness [mm]
Skin

36.40

7.98

1.26

Muscle

52.83

12.86

5.00

Fig. 4. Paths of the most dominant rays at 60 GHz (Tx/Rx height is 2.5/1.6 m).
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are some diﬀerences between MPCs of higher orders. Figure 4 reveals that the
LOS link exists for both models since the propagation path goes above all of the
human blockers, which is due to the antenna heights. The rays from 1 to 4 are
also retained since they are located far from the blockers (Fig. 4), and diﬀerent
blockage models do not aﬀect these paths. However, as we may see, the rays from
5 to 7 are no longer present for the case, where the cylindrical model is used.
If we examine ray No 5 for the MKED case, we may observe that just before
reaching the receiver, the ray passes very closely to the human body blockage
model. Nevertheless, when the elliptic cylinder model is utilized, the ray No 5 is
blocked by one of the planes of the polygon cylinder (elliptic cylinder model)
and cannot reach the receiver. Contrarily, the ray No 5 appears when the signal reﬂects from the wall after traveling above all of the potential blockers and
reaching the receiver after the second reﬂection. Furthermore, we notice that
rays 6 and 7, which rely upon the reﬂection from the blocker, also disappears.
In case of elliptic cylinder model, we observe that these rays are replaced by
rays No 6 and 7 (although they are reﬂected from the walls of the room, which
results in the loss of the received power).
As one may see, there is a diﬀerence between the propagating rays of higher
orders in the MKED and elliptic cylinder models. However, it is also necessary
to take into account such signiﬁcant factors as the simulation time and computational resources. Figure 5 shows the diﬀerence in the total simulation time
that is required for equivalent experiments based on the models we study. For
example, if we consider simulation with 5 people in the room the required time is
29 m in for MKED model and 48 for the elliptic cylinder human blockage model.
Further, if we consider 15 people in the room, the simulation time increases linearly for the MKED model and exponentially for the elliptic cylinder model, i.e.,
resulting in 55 m in for MKED and 167 for the cylinder. Following computation
times were measured on a computer with an Intel Core2Duo Q9500 CPU and
Gigabyte nVidia GeForce GTX 550 Ti GPU with CUDA support. Given the
total amount of the time required for modeling using elliptic cylinder model, we
further focus only on the MKED human blockage model.
3.2

Channel Characterization

Importantly, we demonstrate the results that correspond to the case, when there
are 15 human blockers in the room. We intentionally omit the cases with less than
15 blockers as they produce mostly low-power components. For 15 human blockers scattered in the room, we observe a large number of ﬁrst and second order
MPCs with considerable powers (Fig. 6). These components mainly correspond
to the rays reaching the receivers at the beginning of the trajectory. Apart from
that, for certain locations the LOS link is no longer present since the receiver is
right behind the blocker and signal is received only via the MPCs. Additional
ﬁrst and second order components appear because the rays are reﬂected from
the blockers.
Further, Fig. 7a shows a channel impulse response (CIR) at multiple receiver
positions in the presence of 15 blockers as well as illustrates the dynamics of the
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Fig. 5. Comparison of the simulation time for MKED and cylindrical models.

Fig. 6. Simulation results for LOS and dominant MPC at 60 GHz for the case of 15
people in the room.
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delay when the receiver moves along the selected trajectory and blockage eﬀects.
For example, for the position No 52 the LOS is blocked and only MPCs arrive at
the receiver (Fig. 7b). In comparison, for the position No 49 the LOS arrives at
46 ns. Since the distance diﬀerence between these positions is relatively small,
the delay and power values for the LOS paths should be similar.

(a) CIR for all Rx positions

Received power, [dBm]

-90
Position 52
Position 49

-100

-110

-120

-130
40

50

60

70

80

Delay, [ns]

90

100

110

120

(b) CIR for the positions No 49 and 52

Fig. 7. Channel impulse response at 60 GHz for the case of 15 people in the room.

4

Simulation Results for D2D Scenario at 60 GHz

In this section, we consider a slightly diﬀerent scenario, which represents interactions between wearable devices of diﬀerent owners (e.g., as in a D2D scenario).
The transmitter and receiver heights are set to 1.6 m, while the number of blockers remains 15 and the MKED model is used for modeling blockers. The receiver
moves along the same trajectory of 100 positions as before, capturing the snapshots of the CIR. At the same time, the transmitter travels around the area in
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Rx moving trajectory
Tx moving trajectory

MKED
models

store
room

Fig. 8. A schematic view of the Rx and Tx positions in the conference room for the
D2D scenario.

the conference room, where a small storeroom is located, and visits 18 positions
(see Fig. 8). The snapshots of the CIR at the 60 GHz frequency are calculated
for each of the transmitter/receiver positions. Based on the obtained results, we
derive a logarithmic model [20] for the path loss:
L(d) = α + 10β log10 (d) + x,

(1)

where α and β are the parameters of the model and x is the random component,
which reﬂects the eﬀects of fading and is represented by a normally distributed
variable with zero mean and standard deviation σ. Below we provide α, β, and
σ for each of the components (Table 4). The path loss plots for the LOS case
and ﬁrst two orders MPCs are presented in Fig. 9.

Pathloss, [dB]

110
100
90
LOS
1st order MPC
2nd order MPC

80
70

2

4

6

8

10

12

14

Delay, [ns]

Fig. 9. Path loss model.
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Table 4. Logarithmic model coeﬃcients
Link type α

5

β

σ

LOS

56.65 2.82 2.76

MPC-1

77.68 1.70 7.78

MPC-2

92.95 0.72 5.98

Conclusions and Discussion

In this paper, we study the mmWave indoor propagation in the conference room
scenario, for which the channel measurements at 83 GHz are openly available.
In particular, having reconstructed a 3D model that is reasonably close to the
environment of the measurement campaign, we calibrate our simulation with the
available data. The diﬀerence is negligible and indicates that the reconstructed
geometry of the room and the selected materials (that is, their electrical properties) are correctly adjusted.
Further, we study the radio wave propagation at 60 GHz, extending the said
scenario by placing human blockers into the room. We compare two types of
human blockage models and show that the MKED model is preferable in terms
of simulation time, since the time increases exponentially for the elliptic cylinder
model and almost linearly for the MKED model.
Finally, we consider a D2D scenario, which represents communications
between, for example, hi-end wearable devices, and may support prospective augmented/virtual/hyper-reality applications. In particular, we analyze the
angular delay proﬁle for the LOS and MPCs at 60 GHz in the presence of blockers, as well as derive a corresponding logarithmic path loss model, which may be
instrumental in the further evaluation of the MAC protocols performance and
high-level system-level analysis.
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Abstract. In recent years, Augmented Reality (AR) applications have
appeared on smart devices (smartphones, smart glasses, etc.) that have
expanded the visual perception of users. With the appearance of new
technologies, a huge number of new services are created and the quality
of service provision for them also plays a really important role. Thus,
the task of Quality of Experience (QoE) introduces interest to suppliers,
service developers and users. This article discusses the issues of QoE in
the implementation of AR services in big cities with a high density of
users but not all users have the Internet access. To solve this problem,
we propose to use Bluetooth 5.0 technology (BLE 5.0) to access the network. The interaction between the client and the server can be carried
out by using D2D communication on BLE 5.0 through smartphones of
other users, which are described by the queuing system model. The proposed model of providing augmented reality services was simulated. The
simulation results show delays in the delivery of data, which depends on
the number of BLE 5.0 nodes through which data is exchanged between
the AR client and AR server, and also on the load factor.
Keywords: BLE 5.0 · Mesh network · Augmented reality
Delay · Quality of experience · Service system · Data transmission
Device-to-Device (D2D) communication

1

Introduction

Nowadays, the concepts of the Internet of Things and the Augmented Reality
[1–3] are used very popularly, which represent the integration of a huge volume
of data, information with real objects from the world around us. AR applications typically add information to an object that will be at ﬁrst recognized and
c Springer Nature Switzerland AG 2018
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then sent to the server. Depending on the application, the information coming in
and out of the server may be diﬀerent. For example, there can be a full-ﬂedged
video stream in one direction, and only text data in the reverse direction. Currently, this is not a problem due to the diverse range of modern devices’ features.
Smartphones, tablets and other smart devices are ideal elements for the implementation of AR services. Today smart devices not only support high-speed
connections, but also have a powerful processor, camera, a graphical interface
and an acceptable price that is accessible to any user.
Many AR applications can be implemented on these smart devices because they
do not require complex processing of information. Typically, these AR applications
are about the recognition of object and the display of information about it. However, there are other applications that require signiﬁcant bandwidth, complex processing power, and a stable wireless communication channel. In big cities, with a
high density of users and their constantly high activity to realize the representation
of various AR services with a proper QoE can be quite problematic. One of the solutions to this problem is the use of D2D communications [4,5]. The basis for D2D
communication can be Bluetooth 5.0 standard, which has a number of winning features [6]. Firstly, it provides a throughput of 2 Mbit/s to users, secondly, it operates
at a distance of 70–100 m, and thirdly, it has the property of self-organization.
This article considers the possibility of using Bluetooth BLE 5.0 to provide
AR services, in condition that a wireless channel is provided for the exchange
of data between end-to-end devices so that the remote device can receive a
response from the AR Server. In this case, the characteristics of the BLE mesh
network and the queuing system model of the AR application in this network are
considered. Simulation modeling in the AnyLogic program [7] was carried out.
The results show delays in the delivery of data, which depends on the number
of BLE 5.0 nodes and through these nodes data is exchanged between the AR
client and the AR server, and also on the load factor.

2

Overview of Bluetooth 5.0 and BLE Mesh

Today, Bluetooth technology is one of the most popular wireless technologies in
personal networks. Until now, diﬀerent versions of the Bluetooth protocol are
often used in many areas of life on various devices. Each new version of the
protocol (1.2, 2.0, 2.1, 3.0, 4.0, 4.1, 4.2 and 5.0) introduces signiﬁcant improvements in its operation. An important achievement is the maintenance of a low
power mode, starting with version 4.0 (Bluetooth Low Energy - BLE). Recently
a new version 5.0 is released, which improves many features such as speed, range,
energy eﬃciency and the way in which the network is organized [9]. The following
new features of Bluetooth 5.0 technology should be highlighted:
–
–
–
–
–
–

8x increased broadcast capacity.
2x data rate.
4x long range.
Improving noise immunity.
Improving energy eﬃciency.
LE Advertising Extensions.
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At the physical layer, Bluetooth 5.0 uses a variety of modulation schemes,
encoding schemes, and data transfer rates. The physical layer data is presented
in Table 1.
Table 1. The physical layer of Bluetooth 5.0
PHY

Modulation scheme Encoding scheme
Access header Payload

LE 1M

1 Msym/s

LE 2M

2 Msym/s

LE Coded 1 Msym/s

Data rate

Uncoded

Uncoded 1 Mbps

Uncoded

Uncoded 2 Mbps

S=8

S=8
S=2

125 Kbps
500 Kbps

Presently, the maximum data rate is doubled to 2 Mbit/s. Along with the
achievements presented in Bluetooth 4.2, the bandwidth is increased 5 times
compared to the original level of Bluetooth 4.0. The new version of Bluetooth
5.0 also supports BLE mesh, which creates more communication possibilities
between several devices. BLE mesh was released independently and after the
announcement of Bluetooth 5.0. This means that applications can use BLE mesh
together with Bluetooth 4.x or 5.
In July 2017, the Bluetooth SIG (The Bluetooth Special Interest Group)
published the ﬁrst version of the mesh proﬁle speciﬁcation for Bluetooth [10].
It deﬁnes a mesh network based on a ﬂooding-based solution that uses advertising channels to send messages so that the other nodes can receive and relay
them. Any device on the network can send messages at any time if there is
suﬃcient density of devices for listening and relaying the message. In order to
limit the number of relaying messages, there are several methods presented in
the speciﬁcation [10]. The main methods are:
– Time To Live (TTL): Each message includes a TTL value that limits the
number of times a message can be relayed.
– Network message cache (NMC): NMC is designed to prevent devices from
relaying previously received messages by adding all messages to a cached list.
– Relay is optional: all nodes do not need to implement the relay function.
In the speciﬁcation [10], the packet size is 33 bytes. The packet format is
shown in Fig. 1. Each packet includes 12 or 16 payload bytes. In the case payloads exceed 12 or 16 bytes, there is a process of segmentation and reassembly.
Therefore, in order to send a message in size of 120 bytes, it is required to
segment the message into 10 packets.
Combining the capabilities of Bluetooth 5.0 and the mesh network has
become a new solution for providing various services. In the next section, we
consider using Bluetooth 5.0 Mesh for AR applications.
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Fig. 1. Packet format of BLE mesh network

3

Implementation Model

With Bluetooth 5.0 support, mobile phones can exchange messages between a few
devices. Taking into the discussed above features of Bluetooth 5.0, we propose
a following model for providing augmented reality services, which is depicted in
Fig. 2.

Fig. 2. Bluetooth 5.0 mesh network model for AR application

The Fig. 2 shows the following components:
– AR-Client: A node that uses its camera to recognize objects and sends
requests to the server to ﬁnd information about this object. In addition, with
using the GPS sensor and the orientation sensor, the AR-Client can send
requests to ﬁnd information about the place where it is located. After receiving responses from the servers, information will be displayed on the device.
Messages are transmitted by AR-Client over advertising channels.
– Relay: Nodes that receive the messages and then relay them over the advertising channels, if these messages did not arrive earlier. On these nodes, NMC
and TTL method are used.
– Proxy-Gateway: A node that has access to the Internet. It provides data
exchange between a AR-Client and a remote server.
– Internet Access: It provides Internet access service.
– Server: It receive requests from AR-clients and after request processing the
answers will be sent back to AR-Client.
Thus, a waiting time between the client request time and the server response
time is one of the main performances of service quality. Before sending a request,
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the subscriber terminal (smartphone) also spends time on recognizing the surrounding objects. Thus, this total time can aﬀect user’s quality of experience.
Figure 2 shows that the waiting time depends on several components, specifically, subscriber terminals, communication network and cloud server. When
implementing a particular service, the inﬂuence of each element of the service
model is considered in more detail. The delay introduced by terminals depends
on the characteristics of the devices and the functions of the AR application. The
delay introduced by communication networks depends on the used technologies
for data transmission, on the networks bandwidth and on the volume of transmitted data. In the BLE mesh network, there is a small bandwidth, as well as
a small payload size. However, the new version of Bluetooth 5.0 announced an
increase in payload size. And the delay introduced by the cloud server depends
on its performance when data processing.
The Bluetooth mesh network allows to transmit small amounts of data,
when sending a larger message segmentation and reassembly at the reception
are required. In addition, in this network, packets are relayed through nodes to
the source (gateway), therefore the network scale or the number of transit nodes
will aﬀect the delivery delay between the client and the server. Thus, the delay
introduced by the network most of all aﬀects the quality of transmission when
implementing the service. We consider the delay, including the time required for
delivering packets between the client and the gateway through a certain number
of transit nodes, and the time required for delivering the message between the
gateway and the server over the cellular network. We describe service process for
AR-client by the a multiphase queuing system model. Each Relay node, gateway,
and cloud server is a single-phase queuing system.
Assume that the packet ﬂows arriving at each service phase can be described
by the simplest ﬂow model. The Bluetooth mesh network [6,10] uses a ﬂoodingbased routing method. The packet ﬂows can be transmitted through many nodes
to other nodes. Each Relay node can receive the same message. With a sufﬁciently large number of users, the incoming packet ﬂow will have properties
close to the simplest ﬂow.
A queuing system model is shown in Fig. 3.

Fig. 3. Queuing system model of AR-Client

Assume that the AR client sends a message with a size of 120 bytes; consequently, this message is segmented into 10 packets. As follows from Fig. 3, data
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transmission process between the AR client and the server can be described in
the following way:
– Each packet is sequentially transmitted to Relay-1 node with an average
delivery time T1 .
– Then the Relay-1 node relays the packets to Relay-2 node. The average delivery time between the ﬁrst and second nodes is T2 . To guarantee great reliability of delivery, the Relay-1 node can be conﬁgured to repeat retransmission
of the same packet [10]. Generally, the Relay node repeats the packet retransmission 3 times with a minimum repetition delay, called the retransmission
interval: Intervalretrans = (Steps+1)·10+(0 → 10 ms), where Steps = 1, 2, 3.
– Similarly, the following Relay-i nodes have a packet delivery time Ti and
retransmission intervals Intervalretrans .
– After the gateway received all of 10 packets, it collects the segmented packets
into one message. Then the received message is sent to the server.
In such a queuing system, great interest is represented by a model, which
describes the principles of the functioning of its elements. Obviously, when investigating in various models, it is required to determine the delay time for the
augmented reality data delivery, i.e. it is necessary to determine probability that
the data delivery time will not exceed a deﬁnite value T0 . Currently, models
are known for typical queuing systems [11], for example, when the service time
at each node, or at each phase, is random and has an exponential probability
distribution. When describing the queuing system model M/M/1 at each phase,
the average packet transit time at the i-th phase is represented by the following
expression:
1
(1)
Ti =
μi − λi
In the case when the incoming packet ﬂows at each phase of the queuing
system are independent and have the same properties (the simplest ﬂow), the
average delivery time is equal to sum of the mean delivery times of each phase
of queuing system. Also, when delivering a large message, it is necessary to
consider the delivery time of packets that are received after segmentation. Thus,
the average delivery time between the AR-client and the server is represented
as:
n
n


1
1
Ti + TS = m ·
+
(2)
T =m·
μ − λi
μS − λS
i=1
i=1 i
Where:
–
–
–
–

m is a number of packets after message segmentation
n is a number of passing phases of queuing system to the server
μi and μS are service rate at each phase of the Relays and Server
λi and λS are arrival rate at each phase of the Relays and Server.

Let’s assume that the arrival rate of incoming packets at each Relay node
is the same. As follows from formula (2), the data delivery time between the
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AR-client and the server is represented as:
T =

4

m·n
1
+
μi − λi
μS − λS

(3)

Simulation Modeling

In this article, simulation modeling is carried out with using the AnyLogic package. The model is constructed similarly to that shown in Fig. 3. In the process
of modeling, the number of transit nodes Relay is changed, i.e. the number of
passing phases of queuing system from the client to the server is changed. The
following parameters were chosen as the experimental conditions: time of each
experiment, texp = 100 s; data transfer speeds of Bluetooth 5.0, DR = 1 Mbps
and 2 Mbps; message size (payload size), L = 120 bytes and 240 bytes; mean
arrival rate at each Relay node, λi = 0.7; mean service rate at each node for
types PHY 2 Mbps and 1 Mbps, μi = 1.1 and 0.97; mean arrival rate on the
server, λS = 2.08; and mean service rate on the server, λS = 1.
When changing the number of transit nodes from the client to the server,
values of such parameters as the delivery time of all segmented packets between
the client and the gateway and the delivery time of messages between the gateway
and the server were measured. By the sum of these times, we can estimate the
data delivery time between the client and the server. Measurements of these
parameters were carried out when delivering messages in size of 120 and 240
bytes.
When modeling the delivery of a message with a size of 120 bytes, the load
factor was changed, accordingly, the arrival rate of incoming packets at each
phase of queuing system was changed, and the delivery time between the client
and the server was measured.
As the simulation results, graphs of dependencies of packet delivery delay
on the number of transit nodes Relay, on the size of the transmitted message,
and on the load factor were obtained. Theoretically, according to formula (3),
similar dependences for these parameters were also obtained. When transferring
a packet with size of 240 bytes, the theoretical and simulated results are compared in Figs. 4 and 5, respectively, depending on the number of Relay nodes
and depending on the load factor. Comparisons of simulation results with two
sizes of the packet 120 and 240 bytes are shown in Figs. 6 and 7, respectively,
depending on the number of Relay nodes and depending on the load factor.
As follows from graphs, in this case, the delivery time increases linearly with
changing the number of transit nodes Relay. The results of theoretical calculations conﬁrm the results obtained in the course of simulation modeling. Figures 4
and 6 show that the delivery time of message of 240 bytes is 1.8 s when using
LE 1M mode (PHY 1 Mbps), and 0.9 s when using LE 2M mode (PHY 2 Mbps),
in case where there are 25 transit nodes between the AR client and the server.
In the latest version of the BLE mesh model speciﬁcation, payload size of 16
bytes was determined; because message delivery occurs with data segmentation,
the message delivery time will be more required. Thus, it is obvious that the
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Fig. 5. Delivery time depends on the load factor
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Fig. 6. Delivery time depends on number of Relay nodes (AnyLogic)

Fig. 7. Delivery time depends on the load factor (AnyLogic)
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size of message aﬀects the delivery time between the AR client and the cloud
server. When comparing two messages with sizes of 120 and 240 bytes (Fig. 6),
it is obvious that the delivery time of a message with size of 120 bytes is less
than 2 times. Therefore, when implementing the augmented reality services, it
is required to determine the amount of data to be delivered to AR clients.
The Figs. 5 and 7 show the eﬀect of the load factor on the message delivery
time between the AR client and the cloud server with a number of transit nodes
equal to 10. The results in these ﬁgures show that the delivery time of message
in size of 240 bytes was longer than 2 s with a load factor of 0.9, and the delivery
time of message in size of 120 bytes was required more than 1 second. Thus, with
a high user density, the data delivery time can reach up to several seconds. In this
network, with a large number of transit nodes and a large load factor, the quality
of service provision may not be provided in the proper way. Therefore, analyzing
the results we can choose the appropriate delivery option for the implementation
of a particular augmented reality application with considering the network scale,
the number of transit nodes, and the amount of provided data.

5

Conclusion

In recent years, many new technologies have appeared which bring to the market
a wide range of various services that can surprise the most demanding user. All
sorts of information about the objects, from the world around us, are collected
and stored. Today, every person has access to such information and there are
a number of methods and technologies for displaying data to the users. One
of methods is the augmented reality technology, which uses diﬀerent ways of
object recognition, data delivery of the object and the form of information presented to the user, which increases its mobility, convenience of searching and
data perception.
The article considered the possibility of AR services based on the mesh network BLE 5.0 in big cities with a high density of users when not all the users
have the Internet access. A service model as queuing system was proposed that
describes the process of delivering a message between the AR client and the
AR server. In this model, the AR data delivery over a mesh network BLE 5.0
was simulated in AnyLogic package. The simulation results showed a series of
dependencies of the delivery time between the AR-client and the AR-server from
various parameters.
Depending on the network scale, the delay in the delivery data between
the AR client and the cloud server increases with the number of transit nodes
Relay. It was also found that the size of message aﬀects the packet delivery time
over the network. With the increase of the load factor, the delivery time also
increases. When considering the high density of users, i.e. at a great load factor,
the delivery time can reach several seconds.
From these results, it can be concluded that the mesh network BLE 5.0 is
capable of providing the required quality of information delivery for augmented
reality services. Thus, when implementing an AR application in this network, it
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is necessary to consider the message size and the possible number of nodes in
the network in order to minimize the delivery time between the client and the
cloud server. In the near future, the speciﬁcation of BLE mesh model is expected
to be updated, which will make full use of the advantages of Bluetooth 5.0 for
increasing the payload size.
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Abstract. The acceleration of mobile data traﬃc and the shortage of
available spectral resources create new challenges for the next-generation
(5G) networks. One of the potential solutions is network oﬄoading that
opens a possibility for unlicensed spectrum utilization. Heterogeneous
networking between cellular and WLAN systems allows mobile users to
adaptively utilize the licensed (LTE) and unlicensed (IEEE 802.11) radio
technologies simultaneously. At the same time, softwarized frameworks
can be employed not only inside the network controllers but also at
the end nodes. To operate with the corresponding policies and interpret
them eﬃciently, a signaling processor has to be developed and equipped
with a fast packet parsing mechanism. In this scenario, the reaction time
becomes a crucial factor, and this paper provides an overview of the
existing parsing libraries (Scapy and dpkt) as well as proposes a ﬂexible
parsing tool that is capable of reducing the latency incurred by analyzing
packets in a softwarized network.

Keywords: SDN
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Introduction and Overview

Today, continuously growing numbers of interconnected devices push the
telecommunication community towards developing new technologies for
improved networking. Although several solutions have been proposed and implemented to address a steady increase in the mobile data consumption (e.g., the
introduction of IPv6), they are still not ready for billions of new users/devices
that are expected to join the network over a short period of time [1]. This projected acceleration suggests that the current and emerging (5G) mobile networks
should evolve to become more “intelligent”, eﬃcient, secure, and, most importantly, scalable to enable future data communication that is incredibly diverse
in nature [2,3].
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The Open Networking Foundation (ONF) [4] is a nonproﬁt consortium dedicated to the development, standardization, and commercialization of one of the
5G enablers – Software Deﬁned Networks (SDNs). The ONF provided the most
explicit and well-received deﬁnition of SDN [5] as follows: “SDN is an emerging
network architecture where network control is decoupled from forwarding and is
directly programmable”. Per this formulation, the SDN is shaped by main characteristics [6]: decoupling of control and data planes as well as programmability
on the control plane. However, neither of these two SDN features is entirely new
in the network architecture.
There is a pressing need to provide more capacity to the end users [7]. For
this reason, LTE and WLAN integration may be attempted to improve the eﬃciency of mobile data oﬄoading, which is a promising and low-cost solution to
reduce the load on the cellular networks [8]. Further, the aggregate capacity of
a heterogeneous network can be increased by utilizing short-range radio technologies [9] residing e.g., in unlicensed 2.4 GHz and 5 GHz spectrum [10]. This
requires that two wireless interfaces are available on the smart phones [11].
Moreover, service operators have identiﬁed that oﬄoading of bulky Internet
traﬃc onto alternative access technologies constitutes a viable solution to relieve
the high infrastructure costs [12]. Since 2000, there has been an extraordinary
growth of research on SDN, initially in the area of wired networks and subsequently towards wireless technologies [13,14]. SDN can be utilized to conﬁgure
not only the radio side of access points but also the end-user terminals. While
not explicitly mentioned as SDN, injecting operator-speciﬁc oﬄoading policies
into the end-user terminals is also possible. Abstraction of such policies from the
terminal side constitutes an important strategy for SDN deployment.
There are several technologies that aggregate LTE and WLAN, such as
Access Network Discovery and Selection Function (ANDSF) [15], LTE WLAN
integration with IPsec tunnel (LWIP), and LTE-WLAN Aggregation (LWA) [16].
Furthermore, network-assisted device-to-device (D2D) oﬄoading enables user
equipment to communicate directly with each other, without relying on the conventional infrastructure of APs or BSs [17,18]. 3GPP had invested considerable
eﬀort to ratify the IP traﬃc oﬄoading solutions for the EPC: these approaches
rely on tight cellular operator control and integration into the 3GPP network
architecture.
Overall, rule-based policies like ANDSF are insuﬃcient to represent the complex and/or stateful operation, such as in LWA and LWIP. For this reason, there
is a need to introduce an appropriate ﬁnite state machine (FSM), which allows
creating the desired stateful protocol operation via simple primitives (e.g., transmit a message, establish an IPsec tunnel, associate with an AP, etc.) that are
pre-implemented in the device. Notably, the SDN technology evolved further due
to the utilization of OpenFlow as a realistic and viable platform to the switch
hardware [19]. The heart of OpenFlow is the “match/action” abstraction, which
comprises {rule, action} pairs: if a rule is matched by the incoming packet, an
action associated with this rule is executed.
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There are three main operations that correspond to the said abstraction:
(i) selection of the ﬁelds to be matched; (ii) query in the MAT (Match-Action
Table) being eﬃciently supported in hardware by Ternary Content Addressable
Memories (TCAMs); and (iii) execution of the corresponding action(s) selected
among a ﬁxed set of the standardized ones. Lately, the need for a more ﬂexible
OpenFlow emerged. It is thus vital to improve the programmability and the
ﬂexibility of the matching procedure, as well as the way we analyze the packets [20,21]. It is possible to develop a packet processor, and it is easy to understand that it can represent a bottleneck with respect to the delay of entry/exit
of packets, as it is shown in Fig. 1.

Fig. 1. A typical OpenFlow pipeline architecture

In this work, we evaluate the existing software libraries that allow for dynamic
packet analysis and modiﬁcation. We also elaborate on the development of ﬂexible tools that enable fast and straightforward packet parsing, which may play
a signiﬁcant role in future softwarized networks. The rest of this paper is organized as follows. Section 2 outlines the design of the proposed parsing toolbox,
which enables fast and reliable software oriented packet parsing. Further, the
main functionality is detailed in Sect. 3. Section 4 provides a comparison of several existing parsers with the developed one. The main conclusions are drawn in
the last section.

2

Design of Parsing Software for SDN

The best way to capture packets, analyze them, and understand which kinds
of packets are to be processed is through a dynamic parser. Numerous packet
parsers have been developed over the years, but it is still diﬃcult to ﬁnd not a
machine-oriented one. For this reason, there is a need to develop a new more ﬂexible parser. Our goal is to create a framework that is easily modiﬁable (including
the source code), machine-oriented, and friendly to use. The developed parser
should be compatible with any existing packet.
Our parser is written in Python, which contains all of the necessary functions
required to analyze a packet (e.g., read data, compare data, convert data, etc.).
It has a JSON “instruction ﬁle”, which contains all the needed instructions and
details to analyze the protocols as well as extract the requested conditions (see
Fig. 2). Here, JSON was selected for its broad adoption. The purpose is to store
primitive types as supported by JSON in a human-readable and straightforward
format.
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The bottleneck with parsing JSON and XML usually is not the parsing itself,
but the interpretation/representation of the data. An event-based XML parser
is typically very fast, but constructing a complex DOM tree with thousands of
small objects is not. If it is necessary to parse XML to the nested native data
structures, such as lists and dictionaries, the slow part will be the interpretation
of the parsing results, not the actual string analysis. Since JSON parses directly
into those primitive types rather than a complex object tree, it will likely be
faster.

Fig. 2. Diagram of a custom parser

2.1

Configuration File Structure

Essentially, a JSON ﬁle that we need for retrieving the ﬁelds from the packets
is divided into three blocks, and an example is given in Fig. 3.

Fig. 3. MAC address retrieval example
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Explanation of “enc type” is a ﬁeld, which contains the encapsulation type
of the entire capture. An integer within this ﬁeld must be provided, which should
correspond to the encapsulation type from the pcap ﬁle. In a logical order, it is
actually the ﬁrst parameter that the algorithm checks. Table 1 represents a part
of the list of possible types of encapsulation.
Table 1. Examples of possible types of encapsulation
LINKTYPE name

enc type DLT name

LINKTYPE ETHERNET

1

LINKTYPE IEEE802 11 105

DLT EN10MB

Description
IEEE 802.3 Ethernet (10 Mb,
100 Mb, 1000 Mb, and higher)

DLT IEEE802 11 IEEE 802.11 WLAN

Explanation of “objects” is an array containing the deﬁnitions and instructions of the objects. Inside this JSONObject, there are two mandatory ﬁelds and
one optional ﬁeld, as it is possible to observe in Table 2.
Table 2. List of ﬁelds inside “objects”
Name

Type

Mandatory

name

String

Yes

read from int/JSONArray No
read to

int/JSONArray No

match

JSONArray

match or

JSONArray

No

properties JSONArray

Yes

No

Further, we describe the meaning of the following ﬁelds:
– “name” contains an easy to read string for the object to ﬁnd;
– “read from” and “read to” indicate the position of bytes, which should be
read from the packets;
– “match” and “match or” check if the data extracted matches the chosen
interval data;
– “properties” contains additional properties of the object.
Fields “read from” and “read to” represent the precise relative bytes where
the parser can start (or stop) reading data (e.g., if TCP payload starts at the
50th byte, but it is only the 20th byte in an IP packet, “read from” should be
20). For more complex protocols, there is no ﬁxed position to start (or stop)
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reading, so we have to acquire this value from the packet itself. In this case, we
can use a JSONObject instead of a simple integer number, which can contain all
of the information to obtain the read from value. The “convert” ﬁeld can convert
the read data (usually obtained in a byte format) into one of these formats: int;
int-DWORD (it is an int value multiplied by four); string; or binary.
For more complex situations (e.g., IP header length), we have to use another
parameter, “edit selection”, which contains a JSON Object required to extract
information from data. For example, an IP PDU starts after an IP header. The
IP header length is stored inside the second half of the ﬁrst IP byte, and the
value is stored as an int-DWORD. Hence, one has to extract the ﬁrst byte and
convert it into a binary format. Then, one needs to acquire the last 4 bits, convert
them into an integer, and multiply by four. The JSON code for this situation is
represented in Fig. 4.

Fig. 4. Example of read from and edit selection ﬁelds

Field “properties” is a JSONArray containing all the snippets of information
that one desires to extract from a packet. When a property has been extracted,
it can be overwritten or printed (see below). It is composed of the following
parameters: “name”; “read from”; “read to”; or “convert”.
Explanation of “zones”. Further, we have to deﬁne the relative properties of
an object required to be found inside a packet. We should also consider how to
nest one object inside another. For example, if the parser is attempting to ﬁnd
an IP packet inside a TCP packet, there will be no output. Every zone must
have the ﬁelds within Table 3.
While “name” is but a simple label for the zone to ﬁnd, “read from” behaves
precisely as demonstrated in the previous text.
The ﬁeld “ﬁnd” is basically a JSONObject or a JSONArray of objects constructed with the parameters within Table 4. Here, “object” can set the name of
the object to ﬁnd inside this data interval. It must be one of the object names
that have been declared previously; “multiple” is useful when multiple instances
of the same object need to be found. For example, it can be used when multiple
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Table 3. List of ﬁelds inside “zones”
Name

Type

Mandatory

name

String

Yes

read from int/JSONArray Yes
ﬁnd

int/JSONArray Yes

tags do not have a ﬁxed length and position; “label” is printed when the parser
ﬁnds the required object. It is useful for debugging purposes; “print” prints the
properties of an object. The array of strings must contain only the valid property
names from the object zone, or a string “all” to print all of the packet sections.
Table 4. List of ﬁelds inside “ﬁnd”

3

Name

Type

object

String

Mandatory
Yes

multiple Boolean

Yes

label

String

No

print

JSONArray No

Main Algorithm Functionality

Among the several developed functions, the most important one inside our main
is parseZones(). This function, which is called from the main function, calls others two crucial functions, readData() and findInData(). These will be explained
in the following text.
Function parseZones() divides a packet into one or more zones as well as
performs operations on them by following the instructions in the JSON (Fig. 5).

Fig. 5. Representation of parseZones() function

v.davydov@hse.ru

412

A. M. D’Agostino et al.

The term “zone” refers to one or more parts of a packet separated from each
other, where it is possible to perform operations deﬁned by the JSON ﬁle. The
partitions can be useful if there is a need to divide a packet and perform diﬀerent
operations for each of the corresponding zones. For example, a hypothetical 100byte packet can be divided into four equal parts, but the payload may be located
in a diﬀerent position in each of them. Relying on the concept of zones, one can
search for a speciﬁc payload in each partition – eﬃciently and timely.
Essentially, the said function performs the following two steps:
– reading the bytes obtained from the function readData();
– processing the information contained by the JSON from the function findInData().
This procedure is performed cyclically for each zone described in the JSON
ﬁle. At the end of a cycle, the modiﬁed package is returned if speciﬁed by the
JSON ﬁle. Otherwise, a complete copy of the original package is obtained. Additionally, the script has the functionality to overwrite the original zone with that
eventually modiﬁed according to the instructions.
Function readData() is used to read the bytes of a packet. Locating the zones
from which it is possible to read the desired bytes is done by the getReadFrom()
and getReadTo() methods. These two methods return an integer that represents
the index where to start reading and the index where to ﬁnish reading the packet,
respectively (Fig. 6).

Fig. 6. Representation of readData() function
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After that, any checks are performed by using the methods matchData() and
matchDataOr(), which verify that a certain part of the packet is equal to a certain
value present in the JSON ﬁle. At this point, the function extracts the real bytes
from a packet and converts them, if necessary, into another format (e.g., byte ←
string) via the convertData() function. After this conversion, it may be necessary
to extract an even smaller part of the selection; in these cases, the editSelection()
function is used.
Function findInData() allows to search for the objects speciﬁed in the JSON
ﬁle within a zone. This search can be of either type: single or multiple (Fig. 7).

Fig. 7. Representation of ﬁndInData() function

In the ﬁrst case, the search stops when an object is found for the ﬁrst time
in the speciﬁed range of bytes, and then only a range is returned where to
perform all of the following operations – as speciﬁed by the JSON ﬁle – using
the findObjectsInDataAndDoThings() function. In the second case, the search
stops when the last byte of the search interval has not arrived. In this way, if
n intervals corresponding to the search terms are found, all of the subsequent
procedures speciﬁed by the JSON for each of these n intervals are performed
using findObjectsInDataAndDoThings().

4

Performance Evaluation and Benchmarks

One of the goals of this work was to develop a fast parser to reduce the analysis
time and overall delay as much as possible. A major challenge in this scenario
is a large number of packets that can arrive simultaneously. The ﬁrst version
of the developed parser only includes analysis from a pcap ﬁle to evaluate the
maximum reachable processing speed. Further versions will include the feature
of directly scanning the interface (e.g., from a rooted Android smartphone one
can access LTE or WLAN interfaces).
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To evaluate the performance of the developed packet processor, simulations
have been conducted with a pcap ﬁle composed of 1,000 DNS packets (UDP);
10,000 TCP packets; and 100 HTTP packets. To conﬁrm the usability of our
tool, we compared it with the well-known parsing libraries: dpkt1 and Scapy2 .

Fig. 8. Initialization and total time comparison

Initialization Phase. Before proceeding with the actual results, it is important to analyze the initialization time of the parsing software, see Fig. 8. Here,
it is easy to see that the Scapy library is operating in the ‘oﬄine’ mode, i.e.,
while working with a pcap ﬁle, it executes the actual parsing during the ﬁle read
procedure. Our custom framework operates similarly to the dpkt tool, i.e., the
actual parsing occurs when a standalone packet is analyzed. Hence, the initialization phase is high-speed. Another eﬀect shown in this ﬁgure is a comparison
of the total parsing time for the same set. The developed software demonstrates
a relative gain even compared to dpkt.
Comparison of Parsers. Further, we analyze diﬀerent packets per parser in
the form of a cumulative distribution function (CDF). As it is displayed in
Fig. 9(a), the parsing time for most of the packets is relatively similar. This is
due to the eﬀect of pre-parsing during the ﬁle read procedure. However, TCP
parsing is consuming the most eﬀort.

1
2

“dpkt 1.9.1”, 2018: https://pypi.python.org/pypi/dpkt.
“Scapy library”, 2018: http://www.secdev.org/projects/scapy/.
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Fig. 9. Parsing time comparison

Further, the dpkt framework is analyzed. As it is shown in Fig. 9(b), this
parser operates under entirely diﬀerent conditions. Since dpkt conducts parsing
based on a pre-validation of the packet type, each of those provides completely
diﬀerent results. At the same time, the behavior in case of TCP remains the
fastest.
Finally, we evaluate our developed tool, and the results are collected in
Fig. 9(c). The ﬂuctuating behavior of CDFs may be explained as a result of
the diﬀerent payloads of packets involved in the analysis. Overall, we conclude
that the custom parser operates faster than Scapy or dpkt.
Comparison of Packet Types. Here, the focus is set on the packet parsing
time comparison per parser. We show which one to select for the corresponding
needs of a developer. As it is demonstrated in Fig. 10, UDP, DNS, and HTTP
packets all conﬁrm the beneﬁts of utilizing our custom parser over the conventional alternatives. Only for TCP in case of dpkt, some diﬀerence in the execution
speed is present. However, it can be considered negligible.
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Fig. 10. Parsing time per packet comparison

5

Conclusions

Wireless networks are constantly evolving in the oﬀered connectivity levels, thus
strongly consolidating in our lives as a necessity. More and more devices are joining the networks to request continuous high-quality service and produce a vast
amount of mobile data, which poses unprecedented challenges for the network
design and implementation in the upcoming 5G era. Transformation of mobile
user experience demands complex changes in both network infrastructure and
device operation, where user experience is optimized by taking into account the
surrounding network context.
Along these lines, Software Deﬁned Networking can become essential to mitigate the network overload due to its programmable and centralized controller
features, which decide – via the use of a ﬁnite state machine – how to manage the
network oﬄoading eﬃciently. The software libraries that exist today (e.g., Scapy
and dpkt) may not be eﬀective enough to support the requirements of emerging
systems. In contrast, our proposed parser may be employed on any machine to
help improve the SDN performance as well as introduce new features due to
its universal compatibility with any packet. It demonstrates signiﬁcant beneﬁts
over the counterpart parsing libraries with respect to the execution times.
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Abstract. Management of video content distribution through ﬁles allocation or
caching in content delivery networks with some degree of reliable security
measures is representing a big issue in video service delivery and user’s
requirements for quality of experience provision are constantly tightened.
Operators are looking for new ways to efﬁciently deliver video content to
speciﬁc customers or classes of customers, which allow the transfer of large
amounts of trafﬁc with the appropriate quality of experience. Mobile Edge
Computing (MEC), initiated as an Industry Speciﬁcation Group (ISG) within
ETSI, is quickly gaining traction as a disruptive technology that promises to
bring applications and content closer to the network edge, a move that will
reduce latency and make new services optimization possible. The aim of this
thesis is to provide optimization algorithms for accessing IPTV video services in
managed way over Software-deﬁned Networking (SDN) to meet the high
Quality of service (QoS) reducing network latency and, ultimately, improving
the end consumer’s quality of experience (QoE). We also show the positive
impact of SDN network using our algorithm noticeably reducing video delay.
Keywords: IPTV  Video trafﬁc  Software-Deﬁned network (SDN)
Mobile Edge Computing (MEC)  Quality of Experience (QoE)
Optimization algorithm

1 Introduction
Today’s multimedia market has witnessed an increase in the popularity of video
streaming over IP network (IPTV) [1]. Media delivery and streaming over public or
private networks are becoming the highest rank of applications consuming Bandwidth
and particularly sensitive to packet loss, latency/delay and jitter. Practically, they are
rapidly increasing in network bandwidth utilization with the huge number of network
users concerning video access. So, the performance optimization relevant to bandwidth
© Springer Nature Switzerland AG 2018
O. Galinina et al. (Eds.): NEW2AN 2018/ruSMART 2018, LNCS 11118, pp. 419–427, 2018.
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utilization and quality of Service improvement is a key factor for successful delivery
and successful business based video. To satisfy the considerable amount of video
content requests, operators have been pushing their content delivery infrastructure to
edge networks–from regional CDN servers to peer CDN servers to cache content and
serve users with storage and network resources nearby. The main objective from
caching is to make the ﬁles very near to users so as to facilitate their accessing times.
Mobile Edge Computing (MEC) is technology that enables cloud computing
capabilities and an IT service environment at the edge of the network and is a quickly
ramping technology that brings applications and content closer to the network edge
i.e., very close to the end consumer of that video content [2]. By putting content and
applications at the edge, users can receive video content with minimum delay and the
network owner or the enterprise can realize operational and cost efﬁciencies while
reducing network latency and, ultimately, improving the end consumer’s quality of
experience [2, 3]. Technical standards for MEC are being developed by the European
Telecommunications Standards Institute (ETSI), which created a new Industry Speciﬁcation Group in 2014 for this purpose.
One of the great methods to simplify the main components and increase the
capacity of any network (including IPTV) is Software Deﬁned Network (SDN) [9, 11].
SDN concepts, in which data transmission and management are separated, are well
suited for implementing a large set of complex video services. SDN is a promising
solution that allows a more distributed, flexible, and scalable network. As a transport
network, the technology SDN has been chosen, which today has a number of significant advantages when delivering content, by providing greater automation and
orchestration of the network fabric, and by allowing dynamic, application-led conﬁguration of networks and services. Our goal is to provide an optimization algorithm,
which creates an environment characterized by ultra-low latency and high bandwidth as
well as real- time access to network information that can be leveraged by video
applications. The algorithm shows how software-deﬁned networking (SDN) and network programmability can be used to reach high QoS using MEC technology.
The remainder of this article is organized as follows: Sect. 2 analyzes the other
works in this ﬁeld of research. Section 3 shows the experimental investigation structure
and deﬁnes some of the elements. Section 4 describes the proposed algorithm. Section 5 presents testing results. Finally, Sect. 6 concludes the paper.

2 Background and Related Works
By now, a consortium of operators, manufacturers and vendors have been working
together to develop an open architecture and API for delivering content and services
from the edge. MEC is complementary to and supportive of both SDN and NFV [10].
Between them, these technologies are profoundly affecting the network. Thus, in [7]
authors introduce an approach to offload video encoding efforts from mobile devices to
external services in existing mobile network architecture and reduce the power consumption of mobile devices. The MEC is under standardization [4, 5], and surveyed [6]
by ETSI. ETSI states the ﬁve important use-cases of the MEC that is targeted for future
standardization [6]. Industry Speciﬁcation Group (ISG) has been formed to foster the
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development of a broader MEC ecosystem based on open standards. Paper [8] proposes
the Edge Cloud model by augmenting the common cloud data center with service
nodes placed at the edges and it shows the advantages in two applications: an accurate
and low-latency indoor localization and a scalable-bandwidth video monitoring stream.
IBM, Huawei, Intel, Vodafone, NTT DoCoMo and Nokia Networks are founding
members of the industry group supporting the MEC working group at the standards
organization ETSI. This is important because the provision of a standardized yet open
networking environment close to the access network edge will enable service providers
to deliver content (especially optimized video content) and services to users in a much
more timely manner because MEC allows time-critical content to be cached in local,
proximate base stations thus greatly reducing congestion on the backhaul link to the
network core.
Our proposed algorithm improves the network performance proﬁting from the way
MEC jointly work with SDN.

3 Deployment Architecture of the Experimental System
This section gives an overview of the system and describes how MEC operate over
software-deﬁned network at the edge for an optimal video offloading from the core
network. Figure 1 shows the deployment architecture. The system functions upon
software-deﬁned network consisting of multiple OpenFlow-enabled switches and SDN
controller, whether it is physical or software, and fully separates the data plane from
control functions.
In Fig. 1, the orchestrator is the control element that controls all the systems of the
operator. The SDN controller has a global network topology view, so it realizes programming on the whole network, control the forwarding path, achieve flexible networking and get rid of the traditional network restriction. MEC controller is a mobile
computing system that can rent its resources for a short period of time. The programmability of the Core Network provided by SDN is exactly where MEC can
facilitate its programmability at the edge of the network and further delegate control
decisions. SDN and MEC are complementary concepts and SDN has the same
objectives as MEC in the way of applying speciﬁc rules to data plane. The IPTV user
request video content through the network, then MEC is created in several switches or
one of the OpenFlow switches. MEC assesses the probability of content requests from a
group of users and in the case of high demand of the same content, the content is
uploaded to the optimal node closer the users. This will ensure video content offloading
from the core network, thereby providing high QoS.

4 The Proposed Algorithm
The considered scenario is illustrated in Fig. 2 and consists of 4 Openflow Switch
lanner: Intel(R) Xeon(R) CPU E5-2650 v4 @2.20 GHz, core 12 Ram 40 GB,
1 orchestrator Brain Net service Platform and 3 virtual Openflow controller, 1 Video
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Fig. 1. Architecture of the experimental system

server Intel(R) Xeon(R) CPU E5-2620 v4 @2.10 GHz, core 32 Ram 48 GB, emulating
an IPTV server using an RTP generator.
For each switch a random conditional probability of having the desired video
content in that node was given: P(A) = 0.25 for switch 93(A), P(B) = 0.64 for switch
94(B), P(C) = 0.71 for switch 95(C), P(D) = 0.25 for switch 96(D).
Using the proposed algorithm in Fig. 3, one switch is selected for the MEC
location. Then, based on probabilities of having the desired video content on a particular switch, the required content is downloaded closer to users.
In the proposed algorithm (Fig. 3), the main point of the sequence diagram starts
from the authentication of the group of STB (Set top Box) by the IPTV server. After
successful authentication, the server will initiate the procedure to transmit the information about the request sector of this group to the orchestrator. Then orchestrator
determines the optimal allocation of MEC in one or several switches (decision making
for resource allocation) based on the following criteria:
–
–
–
–

Closest node to the STB group
The ability to store content
The ability to process node requests
Possible downloads of the content from other MECs (the same content can be stored
in other MECs at the current time)
– The evaluation of the optimality according to the previous parameters in comparison to video content delivery direct from the IPTV server.
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Fig. 2. Scenario of the experiment

In the case, when all criterias are met, a virtual MEC is created in a suitable node
(allocate space). Then, user parameters (Billing, QoS,…) are sent from the IPTV server
to the orchestrator (Options). Then video parameters and instructions (EPG) are sent to
MEC, which farther upload content from other MECs or from the IPTV server and
simultaneously broadcast to a group of users.
The algorithm helps offloading the core network and server interface, since all user
requests go to the sector MEC, which provides a minimum delay, reduces network
latency and, ultimately, improving the end consumer’s quality of experience.
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Fig. 3. Sequence diagrams of proposed algorithm

Fig. 4. Trafﬁc load in CB’ network segment in traditional systems and using our algorithm
(Color ﬁgure online)
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5 Results
As a result, in Fig. 4, shows that trafﬁc load in the network in traditional system is
uniform all time (blue line in Fig. 4). When using our algorithm, trafﬁc load increases
as the content is being downloaded and then there is a complete liberation of the
channel.
When testing a traditional network, the average delay reaches 80 ms (Fig. 5).

Fig. 5. Trafﬁc delay in traditional system

Fig. 6. Delay in a system using the proposed algorithm
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When testing the network using the proposed algorithm, the average delay
decreased by 20 times, improving QoS and ultimately, the end user’s quality of
experience (Fig. 6).

6 Conclusion
Software deﬁned networking (SDN) approach provides security, network management,
monitoring, high quality of service (QoS), and quality of experience. The SDN technology is quite universal, so the study of algorithms for SDN-networks and their
implementation in the work of already existing systems for IPTV is becoming
increasingly important. SDN allows load balancing, what makes possible the use of
data channels much more efﬁciently. The use of MEC also improves user Quality of
Experience in comparison to direct communication.
As a result, over Software Deﬁned Networking (SDN)-based Mobile Edge Computing (MEC) platform, an algorithm for offloading the basic station was developed.
So, operators will no longer need frequent equipment upgrades, network capacity will
increase, which will signiﬁcantly reduce operating costs. The algorithm solves the
Mobile Edge management issues with respect to trafﬁc management.
Acknowledgment. The publication has been prepared with the support of the “RUDN
University Program 5-100”.
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Abstract. The paper discusses the problem of deﬁning the characteristics of
processes related to development and implementation of telecommunication
technologies. These characteristics must reflect an adequate assessment of
expectations for the implementation of new technologies and be a basis for
correct and relevant decision-making, which should lead to key competitive
advantages, both for an individual enterprise and the economy of the country as
a whole. The above circumstances have predetermined the topicality of the
research study, whose aim at this stage is to assess the adequacy of the analytical
model, which is developed on the basis of Gartner’s hype cycle model and
reflects the dependence of expectations for the technology on a time factor. The
results of analytical modeling have been obtained on the example of the commonly used telecommunication technology Bluetooth. The source data included
a number of articles on the relevant subject from Scopus database. Based on the
obtained results, it has been concluded on the working capacity of the used
model and recommendations have been given on its possible improvement.
Keywords: Analytical modeling  Gartner’s hype cycle
Technology development’s completion indicator
Aggregate expectation indicator

 Bluetooth

1 Introduction
In today’s conditions, where information and communication technologies are developing intensively and provide for prospective mass digitization of all sectors of
manufacturing industry and economy, some issues are becoming really important, in
particular, those related to the processes of implementation and development of
telecommunication technologies, which, in turn, is an essential condition for key
competitive advantages to form in the corresponding sectors of the economy both for
an individual enterprise and for the entire country. A number of factors must be
considered, which may include, for example, the expectations (and their adequate
assessment) for new technologies and the characteristics of the approach to the
implementation of the latter ones taking into account comparison of risks and investments. When making proper decisions about introducing innovations, it is necessary to
© Springer Nature Switzerland AG 2018
O. Galinina et al. (Eds.): NEW2AN 2018/ruSMART 2018, LNCS 11118, pp. 428–440, 2018.
https://doi.org/10.1007/978-3-030-01168-0_39
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understand the general cycle of existence of the considered technologies with an aim of
further comparative analysis in the historical aspect within retrospective research
studies and determination of alternative scenarios of technology development in future.
Today, for solving the above-mentioned problems related to the description of the
process of development and implementation of innovation technologies in the context
of life cycle, Gartner’s hype cycle model has become widely spread [1].
This model describes the dependence of expectations as a characteristic of technology development on the time factor, which is determined by a representative curve
of the Cartesian coordinate system in the corresponding graphic interpretation of the
model. The reviewed literature on the relevant subject has shown that initially Gartner’s
hype cycle model had a conceptual character, i.e. it described the dependence of
expectations on the time factor exceptionally in the qualitative aspect with the detection
of the common sections (stages) of the technology development process [2–5]. In order
to ensure an objective evaluation of the process of technology development based on
Gartner’s hype cycle model, quite a number of research studies were conducted, being
dedicated to analytical description of the above model [6–8]. The authors of this paper,
in turn, have also proposed a mathematical model [9], which is based on Gartner’s
hype cycle model and ensures a more detailed (in comparison to earlier models)
assessment of the characteristics of the technology development process. This paper is
aimed at verifying the working capacity of the developed analytical model on the
example of a speciﬁc telecommunication technology, whose role is played by a
commonly used technology for wireless data exchanging - Bluetooth. It is expected that
analytical dependences of expectations for the technology on the time factor will be
obtained and then analyzed on the basis of concrete values, which are presented in our
case by a number of papers on the relevant subject.
The paper is organized in the following way. Section 2 contains the description of
the used mathematical model. Section 3 describes the procedure of analytical modeling, which includes acquisition of the source data and determination of the design
values for the parameters of the relevant functional dependences. Section 4 analyzes
the obtained results.

2 Description of the Mathematical Model
The main principles of the considered mathematical model include the following:
– the model describes the process of technology development and implementation
from the idea of its creation to its full-scale usage;
– the model reflects the dependence of the characteristic of expectation for the
technology on the time factor, presented as analytical and graphic interpretation
with both quantitative categories being expressed in dimensionless form - in percentage (correspond to the range of values from 0% to 100%);
– the time factor is identiﬁed with the Technology Development’s Completion
Indicator (TDCI);
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– the main indicator of expectations for the technology is an Aggregate Expectation
Indicator (AEI), presented as a sum of two components – Subjective Expectation
Indicator (SEI) and – Objective Expectation Indicator (OEI).
It should be mentioned that the SEI characterizes hypothetical expectations, not
conﬁrmed with the objective results of the conducted research, while the OEI characterizes objective expectations, conﬁrmed with the accumulated results of the conducted research. Below are presented analytical dependences of AEI, SEI and OEI
values on the time factor values, while Fig. 1 shows a graphic interpretation:

Fig. 1. Graphic interpretation of the used model [9]

EP ¼ Esub ðtÞ þ Eobj ðtÞ;

ð1Þ

Esub ðtÞ ¼ a1  t  bc11 t ;

ð2Þ

Eobj ðtÞ ¼ a2  t  bc22 t ;

ð3Þ

where EP ; Esub ; Eobj are correspondingly AEI, SEI and OEI, %; t is the time factor or
TDCI, %; a1, b1, c1, a2, b2, c2 are the parameters of functional dependencies SEI and
OEI on TDCI, whose description and purpose are given in paper [9].
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3 Analytical Modeling
The research procedure included the following main stages:
1. Forming the source data acquired through browsing papers on the relevant subject
in the scientometric base Scopus.
2. Determining the parameters of functional dependences of the SEI and OEI on the
time factor (TDCI) in accordance with formulas (2) and (3) using Microsoft Excel.
3. Determining the parameters and constructing a functional dependency plot of the
AEI on TDCI in accordance with formula (1).
4. Analyzing the obtained results, reflecting the characteristics of the process of
development and implementation of the considered telecommunication technology
in the context of individual stages, and, as a consequence, assessing the adequacy of
the used model.
3.1

Forming the Source Data

The source data were formed on the basis of the speciﬁc values of the number of
relevant articles in the scientometric base Scopus [10], with documents being searched
under the following conditions:
– the inquired papers were selected by the key word “Bluetooth”, and contained in the
title or abstract the same word; The wording of the inquiry had the following form:
«TITLE-ABS-KEY («Bluetooth») AND (LIMIT-TO (EXACTKEYWORD,
“Bluetooth”))»;
– depending on the type of document, the papers in the obtained sample were distributed between the indicators of subjective and objective expectations, with the
documents of “review” and “conference review” type being referred to the indicator
of subjective expectation and those of the “article” type being referred to the
objective expectation indicator.
It is important to notice that documents of the “conference paper” type were not
considered since it is difﬁcult to refer them to one or another category of expectations.
Because in the suggested model the AEI, SEI and OEI vary from 0 to 100%, the
source data on the quantity of articles within the research study were rated, i.e. the
source values were transformed in dimensionless ones, varying from 0 to 100%. For
this purpose, the nominal values of the quantity of papers were designated for an
elementary period. If division is done by them, transition is ensured from the initial
values of the quantity of papers to the rated ones. Rating was carried out by formulas:
fact
Esub
¼

Nsub
 100%;
½Nsub 

ð4Þ

fact
Eobj
¼

Nobj
 100%;
½Nobj 

ð5Þ
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fact
fact
where Esub
; Eobj
is the rated actual value of the indicator of subjective and objective
expectations, %; Nsub ; ½Nsub ; Nobj ; ½Nobj  are the initial and nominal quantity of documents for the indicator of subjective and objective expectations respectively, units.
The nominal values of the numbers of papers were designated in accordance with
the following principles:

1. In point t10 of the dependence extremum Esub(t) (in the suggested model, see Fig. 1)
the share of indicator Eobj(t10 ) in the composite index EP(t10 ) is rather small, accepted
within this research study at a level of 0–5%. The composite index EP(t10 ) in the
stated extreme point has a value, close to 100% (accepted within this research study
at a level of 95–100%), but not equal to it in the common case, since the extremum
(maximum) of dependence EP(t1) is a little further to the right than the extremum of
dependence Esub(t10 ), or t1  t10 .
2. In the point of maximum value t2 of dependence Eobj(t) the share of the stated
indicator Eobj(t2) in the composite index EP(t2) is accepted as equal to 40–60%
within this research study, whereas the value of indicator Esub(t2) is very small.
Thus, given the above-mentioned, the source data are presented in Table 1.
Table 1. Source data
No.

Year

TDCI, t, %

0
–
0
1
2002
6.25
2
2003
12.50
3
2004
18.75
4
2005
25.00
5
2006
31.25
6
2007
37.50
7
2008
43.75
8
2009
50.00
9
2010
56.25
10
2011
62.50
11
2012
68.75
12
2013
75.00
13
2014
81.25
14
2015
87.50
15
2016
93.75
16
2017
100.00
Nominal number of documents,
[Nsub] and [Nobj]:

Number of
documents
Nsub
0
8
7
25
38
17
11
0
3
1
0
2
0
6
1
4
4
40

Nobj
0
44
80
84
89
114
123
111
107
97
89
84
99
102
153
140
161
800
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fact
Esub
,%

fact
Eobj
,%

0
20.0
17.5
62.5
95.0
42.5
27.5
0.0
7.5
2.5
0.0
5.0
0.0
15.0
2.5
10.0
10.0

0
5.5
10.0
10.5
11.1
14.3
15.4
13.9
13.4
12.1
11.1
10.5
12.4
12.8
19.1
17.5
20.1
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Determining the Dependence Parameters of the SEI and OEI

It is important to note that in terms of the implemented analytical model, it is expected
to describe the expectations for the technology through functional dependence on the
time interval identiﬁed with the technology development’s completion indicator.
However, the source data cannot guarantee correctness in terms of the correspondence
of the available actual time range to the real time interval, deﬁning the technology
development’s completion. The above circumstances predetermined the reasonability
of introducing additional parameters, characterizing the beginning and the end of the
time interval (tbegin and tend , %), which was directly identiﬁed with the TDCI and where
the desired characteristics of functional dependences were sought for.
Thus, according to the information from the available sources [11], the idea of the
considered Bluetooth technology dates back to the year 1998 and by today the ﬁfth
standard of the new generation is produced, but the data on the number of papers have
been collected only starting from 2001, so parameters tbegin and tend were designated
constructively as 15 and 80% respectively. The time factor of the TDCI was transformed on the basis of the designated values by formula:
t; ¼

t  tbegin
 100%:
tend  tbegin

ð6Þ

Taking into account formula (6) and the chosen limits of the initial and ﬁnal values
of time, it can be noticed that the transformed value t0 can go beyond the limits of the
interval from 0 to 100%. So, when concrete values of the SEI and OEI were calculated,
an additional condition was introduced, which implies attributing a zero value of
expectation for the transformed time indicators lying beyond the interval from 0 to
100%.
So, in order to identify the parameters of functional dependences of subjective and
objective expectations in accordance with formulas (2) and (3) on the basis of the
source data formed in Subsect. 3.1, Solver Add-in Microsoft Excel is used. We have to
say that in both cases the result was obtained by the generalized reduced gradient
(GRG) method for solving nonlinear problems. The target cells were set as the sums of
fact
fact
squared differences of the actual values of expectation indicators (Esub
ðtÞ and Eobj
ðtÞ)
and the design ones, which, in turn, were deﬁned on the basis of variable coefﬁcients
a1, b1, c1, a2, b2, c2 given the corresponding limitations. On the one hand, the above
limitations determined the search interval of the desired variables through admissible
minimum and maximum values, whose numerical value was proposed in paper [9]. On
the other hand, the limitations were necessary for the description of representative
points, like, for example, the extremum of function.
In case the parameters of the subjective expectation indicator (SEI) were sought for,
an additional desired time parameter tex, was introduced. It is a representative point of
the plot where the function reaches the maximum value, i.e. has an extremum. The
presence of the extremum point will be also considered in the limitations through the
equality of the derived function in point tex to a zero value.
Thus, with the above assumptions being considered, some conditions were formulated so that a solution can be sought for in case of the SEI:

v.davydov@hse.ru

434

V. Gluhov et al.

1. Target function:
– the sum of squared differences of the expected and actual values:
X
t

fact
ðEsub ðtÞ  Esub
ðtÞÞ2 ! min

2. Unknown variables:
– parameters of functional dependence (2): a1, b1, c1;
– time value, corresponding to the extremum of function: tex.
3. Limitations:
8
min max
min max
a1 2 ðamin ; amax
>
1 Þ; b1 2 ðb1 ; b1 Þ; c1 2 ðc1 ; c1 Þ;
>
< dEsub ðtex Þ 1
min max
¼ 0; tex 2 ½tex
; tex ;
dt
>
E
ðt
Þ
2
½E
ðt
Þ
;
E
sub ex min
sub ðtex Þmax ;
>
: sub ex
Esub ð100%Þ 2 ½Esub ð100%Þmin ; Esub ð100%Þmax :
Thus, on the basis of the above conditions, the parameter solution of the SEI was
sought for by means of Microsoft Excel. The result is presented in Fig. 2. The
determination coefﬁcient R2 was calculated additionally. Its value turned out to be
equal to 0.91, which bears evidence of a high accuracy of the obtained result. The form
of functional dependence of the SEI and the table of limitations with minimum and
maximum values of the relevant parameters are also presented in Fig. 2.
Similarly to the principles used for determining the dependence parameters of the
SEI on the TDCI, the problem was stated for seeking the characteristics of the OEI:
1. Target function:
– the sum of squared differences of the expected and actual values:
X
t

fact
ðEobj ðtÞ  Eobj
ðtÞÞ2 ! min

2. Unknown variables:
– parameters of functional dependence (3): a2, b2, c2.
3. Limitations:


max
min max
min max
a2 2 ðamin
2 ; a2 Þ; b2 2 ðb2 ; b2 Þ; c2 2 ðc2 ; c2 Þ;
Eobj ð100%Þ 2 ½Eobj ð100%Þmin ; Eobj ð100%Þmax :
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Fig. 2. Dependence plots of the actual and expected values of the SEI on the TDCI

The obtained result is presented in Fig. 3, which shows the general form of the OEI
function and the table with limitations. In this case it should be noted that the value of
the determination coefﬁcient R2 ¼ 0; 41 remains unsatisfactory. It is obvious that the
cause of such a result lies in the divergence of the growth dynamic characteristics of
objective expectations with the course of time. Namely, the used model suggests a
monotonous growth of objective expectations for the technology with the course of
time (see Fig. 1), while the actual curve (see Fig. 2) based on the available source data
has a peak value, after which it decays. The obtained result allows us to conclude about
the drawbacks of the used model, in particular, those related to source data formation.
Detailed conclusions and comments are presented in Sect. 4.
3.3

Determining the Dependence Parameters of the AEI

In order to determine the functional dependence parameters of the AEI, coefﬁcients a, b
and c of the dependence of the SEI and OEI, deﬁned in the previous section, were used.
These values were taken as basic ones (ab1 , ab2 etc.), against which the optimum values
of dependence coefﬁcients of the AEI were sought for by the criterion of minimization
of the sum of squared differences given the relevant limitations.
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Fig. 3. Dependence plots of the actual and expected values of the OEI on the TDCI

In this case limitations were imposed on variable parameters and values EP ðtÞ in
representative points tex1 and tex2 , where the desired dependence takes on extreme
values.
Thus, below are presented the conditions for seeking the solution to the AIE
parameters by the GRG method:
1. Target function:
– the sum of squared differences of the basic and optimum values of the dependence
coefﬁcients of the SEI, OEI and AEI:
ðab1  a1 Þ2 þ ðbb1  b1 Þ2 þ ðcb1  c1 Þ2 þ ðab2  a2 Þ2 þ ðbb2  b2 Þ2 þ ðcb2  c2 Þ2 ! min
2. Unknown variables:
– parameters of functional dependences (2) and (3): a1, b1, c1,a2, b2, c2;
– time value, corresponding to the extremum of functions: tex1 and tex2 .
3. Limitations:
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8
max
min max
min max
a1 2 ðamin
>
1 ; a1 Þ; b1 2 ðb1 ; b1 Þ; c1 2 ðc1 ; c1 Þ;
>
>
min
max
min
max
min
>
a 2 ða2 ; a2 Þ; b2 2 ðb2 ; b2 Þ; c2 2 ðc2 ; cmax
>
2 Þ;
>
>
P ðtÞ
dE
>
>
>
min max

>
tex1 2 ½tex1
; tex1 ;
>
dt  ¼ 0;
>
>
tex1
>
>
>
>
< Esub ðtex1 Þ 2 ½Esub ðtex1 Þmin ; Esub ðtex1 Þmax ;
Eobj ðtex1 Þ 2 ½Eobj ðtex1 Þmin ; Eobj ðtex1 Þmax ;
>
>
EP ðtex1 Þ ¼ 100%;
>
>
>

>
dEP ðtÞ
>
>
>
min max

>
tex2 2 ½tex2
; tex2 ;
>
dt  ¼ 0;
>
>
tex2
>
>
>
> Esub ð100%Þ 2 ½Esub ð100%Þmin ; Esub ð100%Þmax ;
>
:
Eobj ð100%Þ 2 ½Eobj ð100%Þmin ; Eobj ð100%Þmax :
Thus, with the implementation of the solution seeking procedure, the values of the
functional dependence coefﬁcients of the OEI and SEI were found (see Table 2).
Figure 4 shows the ﬁnal functional dependences of the SEI, OEI and AEI, their plots
and a table with limitations. Representative points tex1 ¼ 10; 5% and tex2 ¼ 70; 0% are
shown on the plot.
Table 2. Values of the functional dependence coefﬁcients of the OEI and SEI
Designation
Basis Optimal
a1
ab1
b
b1
b1
c1
cb1
b
a2
a2
b
b2
b2
c2
cb2
Sum of squared

Value
Basis Optimal
25.824 25.903
0.564 0.566
0.174 0.169
0.908 0.085
0.109 0.109
0.010 −0.003
deviations: 0.68

4 Analysis of Results and Conclusion
Based on the analyzed plot of dependence of the AEI on the TDCI time factor (see
Fig. 4) in relation to representative points tex1 ¼ 10; 5% and tex2 ¼ 70; 0%, it is possible to distinguish three consecutive sections, reflecting individual stages of the
development and implementation process of the Bluetooth technology. Given the
structure of the source data (Table 1) and the values of the representative points
obtained with the studied period of technology development’s completion being limited
by the initial and ﬁnal values, the stated stages correspond to the following time ranges:
– 1st stage from 1998 to 2004;
– 2nd stage from 2004 to 2010;
– 3rd stage from 2010 to 2017.
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Fig. 4. Plots of functions of expectation on the time factor

The next step implied that the actual information about development of the Bluetooth technology, obtained from the available sources, was analyzed [11]. The obtained
actual information in the context of time periods, characterizing the real level of
expectations for the considered technology, was compared to the data of the implemented model, which is shown in Table 3.
The qualitative analysis of the information presented in the table above, having
regard to the speciﬁcs of the used analytical model, allows us to make the following
conclusions:
1. When comparing the characteristics of the stages of development and implementation of the Bluetooth technology to the actual events related to the formation of
the considered technology, it can be concluded that the considered analytical model,
on the one hand, adequately describes subjective expectations, which is proven by a
high determination coefﬁcient obtained in Subsect. 3.2. On the other hand, the
indicator of objective expectations, composed on the basis of actual values and
which, according to the structure of the model, should grow monotonously, has
sections with a negative dynamics, which has predetermined the unsatisfactory
value of the determination coefﬁcient for the OEI curve.
2. The above circumstances, affecting the accuracy and adequacy of the obtained
results, are caused, ﬁrstly, by the speciﬁcs of source data formation, characterized
by a complexity of identifying objective expectations exceptionally on the basis of
papers on the relevant subject. Moreover, a relatively low accuracy of the results is
reflected in terms of deﬁning the time intervals identiﬁed with the technology
development’s completion indicator, which predetermines the need to enhance the
model in the context of substantiation of the initial and ﬁnal values of the TDCI and

v.davydov@hse.ru

Analytical Modeling of Development and Implementation

439

Table 3. Comparison of the analytical and actual information about technology development
Stage in
accordance
with the
model
1st stage from
1998 to 2004

Characteristic of the stage in
accordance with the model

Actual events in technology
development

Characterizes by an intensive growth
of subjective expectations. In other
words, within this stage, ideas develop
about the ways to study and apply the
technology, which is preconditioned
by the exceeding growth of the number
of formulated hypotheses over the
number of veriﬁed ones due to a
relatively small quantity of the
conducted research studies (low rate of
growth of objective expectations)

2nd stage
from 2004 to
2010

Is characterized by an objective
assessment of the capabilities provided
by the technology. In other words, the
number of formed hypotheses virtually
do not change (the limit is reached).
Moreover, the negative results (from
the positions of technology
development) prevail in the growing
number of veriﬁed hypotheses

1998 The Bluetooth Special Interest
Group (SIG) is formed and the name
Bluetooth is ofﬁcially adopted
1999 The Bluetooth 1.0 Speciﬁcation
is released
2001 First Bluetooth printer, laptop,
hands-free car kit
2002 IEEE approves the 802.15.1
speciﬁcation to conform with
Bluetooth wireless technology
2003 The SIG adopts Bluetooth Core
Speciﬁcation Version 1.2
Bluetooth product shipments grow to
1 million per week
2004 The SIG adopts Core
Speciﬁcation Version 2.0 Enhanced
Data Rate (EDR)
2005 Bluetooth product shipments
soar to 5 million chipsets per week
2006 Bluetooth wireless reaches an
installed base of 1 billion devices
2009 The SIG adopts Core
Speciﬁcation Version 3.0 HS, making
Bluetooth high speed technology a
reality
2010 The Bluetooth SIG announces
the formal adoption of Bluetooth Core
Speciﬁcation Version 4.0 with Low
Energy technology
2011 The SIG adopts the ﬁrst new
proﬁle for Bluetooth v4.0
2012 The ﬁrst Bluetooth Low Energy
tablets and music players hit the
market
2013 The SIG rolls out Bluetooth 4.1,
sets the stage for IoT
2014 The SIG introduces Bluetooth
4.2, adds features for IP connectivity,
privacy and speed
Bluetooth hits 90% penetration in all
mobile phones
2016 The SIG announces Bluetooth 5
- increases data broadcasting capacity
by 800%

3rd stage from Is characterized with the
2010 to 2017 implementation of the technology in a
full scale production and mass use. In
other words, the number of veriﬁed
hypotheses approaches the total
number of formed hypotheses (and
ﬁnally reaches it). The share of veriﬁed
hypotheses grows faster that the share
of hypothesis with a negative result
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in the context of source data formation (more parameters have to be assessed rather
than just the number of papers on the relevant subject).
3. According to the results of the analysis of the development characteristics of the
Bluetooth technology, it is important to note the speciﬁcs of the mentioned process,
which lies, in the ﬁrst turn, in the possibility of a cyclic repetition of growth stages
of subjective and objective expectations. For example, according to the actual
events, every launch of a new standard of the Bluetooth technology leads to
growing expectations, part of which can remain unsatisﬁed. Moreover, the modern
development of telecommunication technologies, including meeting subjective
expectations, is characterized by a high degree of interrelation with the development
of information and communication technologies as a whole. For example, some of
the overstated subjective expectations, which have not been implemented due to
data transfer security problems, can be put into practice if new coding technologies
are developed.
Nevertheless, despite all the above circumstances, quite high values of determination coefﬁcient R2, when data are approximated in terms of the development process
of the Bluetooth technology for dependences of the SEI and OEI, bear evidence that the
analyzed model can be used to describe development process of a wide range of
technologies in the spheres of manufacturing, communication, transport, etc.
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Abstract. This paper will look at the method for selecting the structural parameters of a service system when providing augmented reality service is proposed. The particular features of service provision, the
quality of its perception are considered and the quality time indicators
assessment model is proposed. As optimization goal, the formulation of
the service system resources allocation task is given.
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1

Introduction

Augmented reality services are the next step in the development of mobile technology services. The combination of mobility properties of the terminal, its computing capabilities, the ability of interacting with the environment (discernment
of video, sound and tactile images, coordinates calculation and orientation in
space), as well as the potential of a modern communication network, allow a
quality realization of a new level services with a high degree of interactivity [1–
3]. In particular, they are augmented reality services (AR – Augmented Reality)
today, such services as interactive maps of cities and settlements, the starry sky,
various kinds of guidebooks, applications for ordering goods and services are
already widely known and popular [4–6].
These services give the user the opportunity to receive necessary information
in a timely manner, and the selection of the necessary information is performed
automatically based on the user status data. For example, the position of the
user in space (geographical coordinates), on the map and in location of the
territory, based on the geolocation data, the position of the vehicle, etc. As
shown in [5,15], the implementation of the service requires the organization of
data exchange with the service server and/or directly with devices located in the
communication zone of the user terminal, using D2D technologies [7,12]. Thus,
c Springer Nature Switzerland AG 2018
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the time between the request and data delivery should not exceed a certain value
at which the user does not feel yet a decrease in the quality of the service. That
time is determined by a number of components: the request generating time (it
depends on the service implementation), request delivery time from the terminal
to the service server, request processing time, data delivery time from the service
server to the terminal information presentation time to the user. They can be
divided into three groups: time deﬁned by data processing of user’s terminal,
data delivery time over the communication network and data processing time
by the server. These components, in general are mutually dependent.
An essential role is played by the request generating process. The request
is generated when the user’s environment changes (or user’s status) which can
be determined by changes in some parameters. Such parameters can be sensor
data, for example, geographic coordinates, terminal position in the area, speed,
as well, the results of analysis of the image or sound obtained from the terminal
cameras and microphones [8–10]. For example, if a data request is generated from
the image recognition results (video ﬁlmed by the terminal camera), then image
discernment functions can be implemented either in the terminal application or
in the service server. In the ﬁrst case, if computing performance of the terminal is
low, the time will be spent on performing discernment functions by the terminal,
in the second case, on video transfer through the communication network and
the server video processing time. Clearly, the choice of the ﬁrst or second option
depends on the terminal’s performance, network bandwidth, server loading and
performance. Thus, the task is the choice of the optimal variant of service implementation. The model described in this example can be extended by introducing
additional parameters. The dependence of the request processing time on data
volume (database size) and request intensity can be taken into account. In this
case, data clustering and organization of local service servers make sense.
Considering the ﬁfth generation network perspective, D2D communication
technologies, as well as SDN application, the service implementation structure
shown in Fig. 1 is proposed.
Suppose that the communication network is built using SDN architecture
with data centers of diﬀerent levels [11,13], what makes traﬃc possible and data
localization “closer” to users. In the scheme, these data centers are depicted in
micro, mini, and basic clouds. In a real network such levels can be as much as it
will be necessary for the best services result. The network base station interacts
with the AR terminal directly or through a mobile terminal, performing local
cloud role that interacts with the AR terminal using D2D technologies, what
increases the eﬃciency of using the radio frequency spectrum [12]. Here, the cloud
is understood as a certain volume of computing and memory resources, which
can be used to organize the server and database services. As shown below, service provision can be implemented at several levels of such servers and databases,
what reduces network bandwidth requirements and improves the quality of service presentation due to data and traﬃc localization.
In this paper, the task of data clustering and localization of data processing
is considered as resource allocation goal.
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Fig. 1. Eventual service implementation structure

2

Service Model

For service model realization, it is necessary to associate the indicators (parameters) characterizing the quality of its provision with communication system
parameters. As the basic indicator of quality, we will choose the response time
to user’s environment change τ . Let’s assume that this time it includes all the
components: changes in recognition time and the mobile terminal application
preliminary processing tr , data (request) transmission time to the service server
through the communication network tq , request processing time by the service
server ts , data delivery time through the communication network ta and information presenting time to the user by the mobile terminal application td . The
augmented reality services provision model is shown in Fig. 2.
Overall time can be represented by the arithmetic sum of all the components.
We assume that each of the components is a random variable, then, assuming
that they are self-suﬃcient, the average value of the response time will be determined as:
τ = τr + τq + τs + τa + τd
(1)
Let’s consider each of the components separately.
Recognition time of the change in the user environment tr , in it queue, it
includes all the components associated with the detection of changes and information collection required for a request generation directed to the service server.
Changes can be detected by analyzing data from various sensors and devices
(geomagnetic ﬁeld sensor, luminosity, acceleration, global positioning system signals receivers, the touch screen, etc.), as well as microphones and video cameras.
This analysis can include, as relatively simple tasks of comparing several numerical values, and resource-intensive discernment tasks. Thus, the numerical value
of tr depends on the type of service, its implementation, and the computing
resources of the mobile terminal. Thus, the mobile terminal resources aﬀect the
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Fig. 2. AR services provision model

quality of the service through the tr value. We will assume that there is a certain functional relationship between this time value and the mobile terminal
computing resources:
tr = fr (O)
(2)
where O – a parameter characterizing the mobile terminal performance, for
example, the number of operations or commands performed per second, CPU
clock speed, the capacity of memory, or some complex indicator.
Data transmission time to the service server tq , is determined by the capacity
of transmitted data and the throughput of the route between the mobile terminal
and the service server C. Numerical value of this time, assuming that the time is
only spent on data transmission, i.e. without taking into account the loss when
waiting for transmission in the nodes on the route can be obtained as:
tq = fq (C) =

vq
C

(3)

where C – throughput (bit/s), v q – the average capacity of data sent in the
request (bit).
Average capacity of data in the request v q depends on the type of service
and the way it is implemented. For example, if an analysis of the images received
from the device’s video camera is required to identify the environmental change,
then this analysis can be performed both by the mobile terminal application
and by the server. In the ﬁrst case, the request will contain relatively few data,
which are only the identiﬁers of objects in the service database, information
about which need to be provided. In the second case, it is necessary to transfer
all the image data (or several images), required to be analyzed by the service
server. An intermediate option is also possible, when only part of the video data
is transmitted to the server.
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Request processing time by the service server ts , is the most complex characteristic as it depends on many parameters: analysis time of the request data
τs , incoming data; intensity of requests from mobile user terminals λs ; server
performance μs , which, in turn, depends on database size ns :
ts = fs (τs , λs , μs (ns ))

(4)

The server serves requests from multiple users; service time is determined
by the request processing and the queue time. The server can be described by
the Queuing system model, in which the request processing time is determined
by the database size and the server performance. Technical implementation of
the server can be diﬀerent, so in this task it makes sense to consider it as a
queuing system that have a general waiting distribution and there is a single
server G/G/1. Assuming that the incoming requests ﬂow can be described by
the simple queue model (M/G/1), the average delay can be described by the
Pollaczek-Khinchin formula [14], considering this:
ts =

ρs
1
(1 + Vs2 ) +
μs (vs )2(1 − ρs )
μs (vs )

(5)

where ρs = μsλ(vs s ) – server load, V = σs μs (vs ) is the coeﬃcient of service time
variation, σs2 – standard deviation of service time.
Assuming the simple queue model is very useful, as it makes possible in
many cases to obtain analytical expressions for the dependencies, especially when
properties of the real ﬂow are unknown. Server performance, which depend on
database size μs (ns ), also presents a certain dependence, and is determined by
the database implementation. In particular, the most common models describe
this dependence as ln(ns ) or n ln(ns ) operations [15], where ns the number of
entry in the database. Let’s take as an example the logarithmic dependence. Taking into account that the service time includes preliminary request processing,
that have τs as the average execution time, we have:
μs (vs ) =

1
η ln(vs ) + τs

(6)

where η – execution time per entry.
Server response time ta , as well as request transmission time, is determined
by the volume of transmitted data and the throughput between the service
server and the mobile terminal C. A numerical value of this time, under similar
assumptions, can be obtained as:
ta = fa (C) =

va
C

(7)

where C – throughput (bit/s), v a – the average volume of data sent in the server’s
response (bit).
The average volume of data sent in the server’s response v a depends on the
services type and its implementation. Transmitted data can be text, raster or
vector graphics, sound, numerical values.
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Message presentation time td includes all the components associated with
data processing and presentation received by the mobile application. In general,
a message can be presented visually: in text form, icon, video or other image;
sound: speech or melody, tactile-vibration. Lets assume that there is a certain
functional relationship between this time value and the mobile terminal computing resources:
td = fd (O)
(8)
As it can be seen from the models chosen above, the response time depends
signiﬁcantly on such parameters as, the mobile terminal performance, communication network bandwidth, and the request processing time by the server,
determined by server load and performance.
In this paper, a method for selecting the equipment structure and parameters
for ensuring the response time requirements for the Augmented Reality service
was proposed.

3

Goal Formulation

Taking into account the above models, it can be seen that ensuring an acceptable
response time is a task of choosing resources volume (bandwidth, performance
and memory), as well as their distribution in the service system elements. Taking
into account the above models, it’s a task with several variables determined by
the models. From a position of method construction for the service organization,
all these variables are not accessible for modiﬁcation. For example, if we assume
that the mobile terminal performance and server hardware characteristics can
be taken into account, however, they cannot be modiﬁed within this task, and
then the expression for the response time can be as follow:
τ = tm +

ρs
vq + va
1
+
(1 + Vs2 ) +
C
μs (ns )2(1 − ρs )
μs (vs )

(9)

where tm = tr +ta – the total delay introduced by the mobile terminal application
when processing input data and displaying information, we assume. This value
depends on the terminal’s performance and application features; we will assume
that this value is constant.
τ = tm +

vq + va
λs
+
(1 + Vs2 )
C
μs (ns )2(μs (ns ) − λs )

(10)

Figure 3 shows the dependency obtained by (10) for a diﬀerent number of
entry in the database.
It can be seen from the dependency that the response time increases according
to the law 1/(a − x). The constant time component is the time of request data
transmission to the server, as well as the server processing time. According to
the chosen model (6), the service time also depends on the number of entry in
the database.
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Fig. 3. The dependency of response time on the requests intensity and the size of the
database

This, for a better service organization, it is necessary to provide the required
response time. For this, based on the proposed models (9) and (10) the service
delivery network structure is necessary to be chosen, taking into account the
traﬃc, data delivery time, and the volume data in the database.

4

Processing of Environment Data

As noted above, the request generation is based on the results of environment
change discernment. This discernment can be based on various data, both data
from diﬀerent sensors, or data obtained from video cameras and microphones. In
the second case, the discernment task can have considerable computational complexity; therefore, the time spent can be quite signiﬁcant. Thus, it makes sense
to choose a solution to this problem: a mobile terminal or a service server. If the
image is processed completely at the terminal, the request sent to the server contains only a relatively small data volume necessary for the object identiﬁcation
in the server database. In the case when the image is completely transmitted to
the server for processing, a transmission of a large volume of data is required,
determined by the camera resolution and the data presentation format. Intermediate solutions are also possible, for example, when the terminal application
does not generate fully object identiﬁcation, but select an object (useful data)
in the image. In this case, only the selected part of the image is transmitted
to the server for further processing. Thus, leaving the objects discernment task
to the user terminal saves the data transmission time over the channel and the
bandwidth resource. Leaving this task to the server allows saving the image
processing time in the terminal but, leads to an increase in transmission delay
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and bandwidth consumption. Taking in account the use of network resources,
the ﬁrst option is more proﬁtable, however, when implementing the service, the
real terminal performance, the real network bandwidth and the response time
requirements should be considered.
The above is described by the following model. The delay component conditioned by image processing in the terminal and in the server, and the data
transmission time deﬁned as:
τP = fr (Or ) +

v
+ fS (OS )
C

(11)

Or – processing time in the mobile terminal at one bit calculation, OS – processing time on the server at one bit calculation, C – data transfer rate (bit/s),
v – volume of processed (transmitted) data.
We will assume that the processing time in the mobile terminal and in the
server linearly dependent on the size of the processed data block (image or part
of it).
(12)
f (O) = vO
where O – image processing time at one bit calculation, typical for a mobile
terminal or server (for a mobile terminal and a server, these values may vary
signiﬁcantly).
Then:
v
v
v
+ (1 − ηr )( +
)
(13)
τP = η
Or
C
OS
where ηr – part of data processed in the mobile terminal.
From (12) it’s clear that the increase of ηr leads to the decrease of τP when the
processing time in the mobile terminal is less than the sum of the transmission
time and processing time in the server.
v
v
v
<( +
)
Or
C
OS

(14)

Guided by (14) the service system can distribute the data processing functions
between the server and the terminals, for example, depending on the server load.

5

Forming and Updating Data

The data used for the service may have a diﬀerent provenance and location in
the network. Data providers can be diﬀerent people, organizations and technical
systems that create or provide information support in areas that are accessible
to the user of the service. Based on the request data generated by the subscriber
terminal, the service server search for necessary data using the appropriate software. As was shown above, such searching systems (servers) can be several.
Each of these systems has its own database, which stores the most popular
data, this reduces the time required to deliver data to the terminal. For example,
a client-level system can be located on a user terminal, and its database can
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contain data about the current client environment. They are data about objects
that can be identiﬁed based on the indications of the user terminal sensors.
For example, data about objects located in close proximity to the user, what is
assessed from information about the geographical location of the user (terminal).
The functionality of AR service searching systems is similar to the existing
systems functionality, except speciﬁc service provision, which is determined by a
composition of features that determine search realization and search results presentation. At this phase, the following requirements for such a searching system
can be formulated:
– The ability of searching by such characteristics as geographical coordinates
local coordinates (inside buildings), graphic and text objects identiﬁers (Bar
and QR codes, text denotation), ﬁxed and moving images of the objects
(searching for graphics), speech and sounds (speech, music and other sounds
discernment). For this realization, these characteristics need be suﬃciently
formalized, and their formation methods appropriate to mobile terminal or
service server application need to be determined
– The ability to classify data about search objects by object function, application ﬁeld, service type, geographic location, attachments, presentation type,
data source type. For example, one object can be associated with several data
blocks provided by diﬀerent sources; in this case a method that selects the
required data block, which corresponds to the parameters of the provided
service, is required.
– Ability to select the data representation form, for example, text message,
image or video, pictogram, sound or voice message, etc.
Data storage time in local databases should be determined based on their
relevance and requirements to the quality of service (search time).
The main functionality of the AR service, as noted above, is the provision of
the necessary information according to request data. Clearly, with this general
formulation, the task is similar to that implemented by the search engines on the
global Internet. However, in the case of AR service, it is necessary to take into
account provided data and their requests particularities. The service organization
principle itself determines, for example, such particularities like the correlation
between the most requested contents and the user’s environment information.
Therefore, the probability of the server to receive a request to a speciﬁc information block depends on the object geographic location that matches with that
information block and the user geographic location. It is fair to assume that
the closer they are to each other, the higher this probability. This probability,
in fact, determines the part of traﬃc generated by users on the server (service
servers). From the observation above, it can be seen that, the AR information
demand is diﬀerent and depends on various factors, at least geographical.
This allows the AR data clusterization (localisation), Fig. 4.
At the same time, the data cluster, can be physically located in the server
database, which in turn is geographically close to potential users. Of course,
in this case, the communication network resource is saved. This approach can
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Fig. 4. The data allocation structure in the AR service system

be implemented by organizing several user requests service levels and data and
traﬃc distribution.

6

Load and Data Distribution

A hierarchical structure that includes several levels of service can be organized
for response time reduction, by reducing the load on the service server. Each
level server is accessible to a diﬀerent number of users. For example, ﬁrst (lower)
level server can be organized right in the mobile terminal and have a single user.
An access to a higher-level server occurs in case when the required information
is not found in the lower-level server database. The server database of each
level contains information about each user environment for which this server is
available, as well as the most demanded information by users, and the probability
of this demand is p, Fig. 5.

Fig. 5. Hierarchical structure of service provision

The service provision model in this case will be the following. If the environment change is detected, the user terminal transmits data (possibly an already
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formed request) to the ﬁrst level service server. The server processes the data and
the request. After a successful processing and data availability, the server sends
a response to the user terminal. If for some reason the request is not executed by
this level server, the request is sent to the next level server, and so on. The reason
of the failure in this model is the lack of the necessary data at the current service
level. The construction of the hierarchical service model allows, through traﬃc
and data distribution between levels, to provide the required quality indicators
for the services provision.
Request service time in a network with multiple servers can be described as:
τ = tr +

k

j=1

pj

j


(tq + ts ) + ta + td

(15)

i=1

where pj – the probability that the requested data is in the j-th database server,
k – number of levels.
Or taking into account the model (5):
τ = tm +

k

j=1

pj

j

ρs
vq + vq
1
+
(1 + Vs2 ) +
)
(
C
μ
(n
)2(1
−
ρ
)
μ
(v
s
s
s
s
s)
i=1

(16)

When organizing the service on an SDN network, its functionality can be used
to dynamically manage the service by changing the number of service levels, i.e.
increase or decrease k in the expressions (15) and (16).
The criterion for making a decision in this task is the response time value τ ,
truly its value in comparison with some normative value τ0 , which is the most
acceptable value in the implementation of the service. Clearly, its normative
value can be 0 (zero), However, it is also clear that this goal is unrealizable.
Reducing data processing and delivery delays can be associated with signiﬁcant
ﬁnancial costs, thus, the eligibility of τ0 value is advisable to be considered as
the maximum value, when the desired quality of service (QoS) and the quality
of user perception of the service (QoE) are provided.
Thus, in this model, service management goal is to maintain a possible proximity between the real response time value and its normative value, i.e. ensuring
min |τ − τ0 |.
Then the objective function of this task can be written as a minimum of the
diﬀerence between the response time value and the normative. The minimum of
the diﬀerence can be expressed in terms of the minimum of the diﬀerence square,
in this case let’s use Ordinary Least Squares method.
Then the problem can be formulated as an optimization problem with the
objective function:
⎧
⎫
k
⎨
⎬
(τ − τ0 )2
{k, pi } = arg max
(17)
⎩
⎭
k,pi
j=1

and constraints k ∈ N , k ≤ km ax, 0 ≤ pi ≤ 1, τ > 0, τ0 > 0 where τ – is deﬁned
by expressions (15) or (16), response time normative value, km ax – maximum
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number of service levels allowed. It is worth noting that the expressions (15) and
(16) are only possible models for describing the time parameters of the service.
In their place, other analytical and simulation models that allow an adequate
assess of needed parameters.
The above task (17) is formulated as the goal of ﬁnding the optimal number
of service levels k and values pi , which determine the composition of data in the
database, and the traﬃc volume at each service levels.
In fact, data composition in the server database i level can be determined
according to the rule, when the data block is stored in the database, If a part of
requests exceeds the value pi . In fact, it means that at this level of service the
traﬃc generated from these requests will be closed.
Figure 6 shows the results obtained from a simulation of a three-level service
model. The model included traﬃc source imitating a Simple Queuing Model and
three queuing systems with waiting time simulating each of the service levels,
and a database model was created for each of the service levels. When a request is
received, a search of the corresponding entry is produced in the database, when
the entry is found, the service time is equated to the composition of viewed
number of entries and the time required for viewing one entry, and then request
serving is considered complete. If there is no entry in this database level, the
serving time is calculated analogically, but the request is transferred to the next
service level, where the similar search process is performed, and then when the
entry is found, the request is considered to be served, and the entry is also
entered in the lower-level database. The entry storage time in the database is
given by a certain constant time value, if there is no request made to the entry
during this time value, the entry is deleted from the database. Deleting an entry
from a higher-level database is not performed.

Fig. 6. The density of serving time probability of the ﬁrst service level and all levels
(based on simulation results)

The serving time at each level depends on the size of the database, which
in turn is determined by the entry storage time. As this time increases, the
database size and application serving time increase at this level, but decreases the
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probability of transferring the request to next levels. Figure 6 shows the empirical
histograms of the density of serving time probability of the ﬁrst service level
(Fig. 6a) and for the whole system in general (Fig. 6b). The obtained histograms
diﬀer from the Erlang distribution and in this case are described by the sum of
two gamma distributions.

7

Conclusion

1. The implementation of the augmented reality service involves a service system that performs data processing, transmitting, selection, storing functions
and information presentation to the user. Performing each of these functions
requires time resources, network bandwidth, server and memory capacity.
2. Information support of the augmented reality service can be formed in various
ways, including the basis way of the search for information provided in the
global Internet. Search and storage of data is performed by a service system
that can have several processing levels, and the number of these levels inﬂuences the volume resources used (network bandwidth, server capacity and
memory).
3. The main indicator of the quality of service provision is the response time,
i.e. The time value, from the moment when the user’s environment changes to
the moment when the user receive the required message. This time depends
on the distribution of the service delivery functions to the executive elements
(user terminal, AR servers, data network link). The target value of this time
should not exceed the response time of the user to the AR presented message.
4. To ensure the quality of the perception of the AR service, the resources of the
mobile terminal can be used, what reduces data transmission time, as well as
SDN resources that allow the implementation of a hierarchical service delivery
model. The hierarchical model allows the localization a signiﬁcant volume of
data and traﬃc, what will save bandwidth resources of the communication
network.
5. Parameters of the hierarchical service delivery model include a number of
hierarchy levels and the probability of accessing each of these levels. The
probability of accessing a certain level can be used as a criterion for the
database organization.
6. Selecting the number of hierarchy levels in the service delivery model and
the access probability to each of them is an optimization task whose goal is
to provide the response time close to the given value. The solution of this
problem allows obtaining the structural parameters of the service system
based on the user traﬃc.
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Abstract. We developed the mechanism of risk-adjusted scheduling and cost
budgeting of research and development (R&D) projects in telecommunication.
The relevance of this topic is explained by growing complexity and uncertainty
of innovation activity; high importance of cost and time as key metrics of R&D
projects’ performance. The paper addresses decreasing efﬁciency of existing
mechanisms which poorly incorporate risks and ﬁlls the gaps in the research in
this area. Results included development of the concept of the mechanism, its
block diagram, the speciﬁcation of its comprising tools, the step-by-step
description of its phases. Unlike the “conventional” peers, the developed
mechanism allows timely identiﬁcation of uncertainties; facilitates robust and
transparent evaluation of risks; focuses management efforts on key threats; and
ensures remediation of risks earlier in the process thus improving speed and
quality of decision making. These advantages let us conclude that the suggested
mechanism should have a signiﬁcant practical use.
Keywords: Telecommunications  Investment controlling  Risk controlling
Project management  Project cost and schedule management
Risk-adjusted budgeting

1 Introduction
Telecommunication sector continues to stay a critical force for growth and innovation
across multiple industries. On the other hand, it experiences the growing instability and
uncertainties coupled with increasing cost and shortening time of innovations. The
complexity of risks is increasing; the speed of their onset is growing while their impact
on research and development (R&D) projects becomes more severe [1, 3].
In such conditions, executives of telecommunication companies (telcos) responsible for innovations demand the enhancements to R&D cost and schedule management
systems. “Conventional” systems [5, 8, 12] fail to keep R&D costs and time within the
limits of business plans with the acceptable precision. The solution is the development
© Springer Nature Switzerland AG 2018
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and implementation of risk-adjusted project cost and schedule management systems.
They are based on principles, methods and tools of investment controlling and risk
controlling [2, 22] and ensure that critical project risks are timely identiﬁed and
assessed while efﬁcient risk mitigation decisions are made.
In the paper, we develop one of the critical modules of risk controlling-based
complex cost and time management system - the mechanism of risk-adjusted
scheduling and cost budgeting. The relevance of this topic is explained by: (1) high
importance of cost and time as the key metrics of innovation process efﬁciency;
(2) signiﬁcant difﬁculties in prediction of project expenditures and time; and
(3) growing role of budgeting module as a feedforward project control. In turn, cited in
the literature attempts to integrate risk management into these mechanisms [10, 13, 15,
17, 18] are incomplete, discrete and do not provide the systemic view on risk
management.
The novelty of the paper is driven by the advantages of developed mechanism over
its “conventional” peers. It allows (1) timely identiﬁcation of uncertainties (2) facilitating more robust and transparent evaluation of risks; (3) focusing management time
and efforts on key risks and cost drivers; and (4) performing remediation of risks earlier
in the process thus improving speed and quality of scheduling and budgeting.
In the Sects. 1 and 2 the paper presents the outlook for the global telecommunication industry and the literature review of risk-adjusted scheduling and cost budgeting.
Section 3 explains the role of risk controlling in R&D project management and provides the reference model of complex R&D expenditures and time management system
based on principles of investment controlling. In the Sects. 4 and 5 we develop the
mechanism of risk-adjusted scheduling and cost budgeting of R&D project for telcos
and formulate the conclusions. Theoretical and methodological basis was the research
of Russian and foreign academics and business practitioners in R&D cost management.

2 Telecommunication Industry Outlook
The rapid development of technologies erases the boundaries between communication
and information technologies. Nowadays, these two industries are merging into a single
info-communication industry (ICT) [1]. In 2018–2023 telecommunication companies
(telcos) will continue experiencing the headwinds and ﬁerce competition from the
disruptive technologies such as over the top content providers or artiﬁcial intelligence.
Penetration of smartphones among adults will surpass 90% by 2023 from 85% currently. This growth will be fueled by the introduction of an array of innovations that are
largely invisible for users but whose combined impact will be tangible in form of
improved functionality and performance (the hardware and software), better entertainment ability (augmented and virtual reality) and deeper usage in a business context.
The progress of smartphones will be also driven by penetration of 5G networks offering
greater capacity and connectivity speed. Another new opportunities for telcos will
come from (1) artiﬁcial neural networks, (2) machine learning and the associated
hardware; (3) digital media; (4) in-flight connectivity; (5) biometrics; and (5) internet of
things. To survive, telcos will continue to expand into these areas from traditional voice
telephony and SMS business [7].
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The industry outlook in 2018–2023 depends on geographies. In Europe, the Middle
East and Africa (EMEA) telcos will sustain low revenue growth of around 1% annually; Central and Eastern Europe telcos is likely to post around 3% in this period on the
back of decent macroeconomic growth. Russia’s telcos revenue and EBITDA growth
will turn positive; this growth will be in line with the growth of country’s GDP of
around 1.5%–2% annually. These companies, however, remain subject of geopolitical
risks. In Asia-Paciﬁc, year-on-year revenue growth is expected around 2%; the positive
impact from GDP growth (of around 3%–4% annually) will be compensated by
growing competition. Lastly, in the USA in this period, the revenue will stay flat while
proﬁt and cash flow may decline by single percentage digit due to price wars among
players [6].
The challenges outlined above require telcos to sustain high level of capital
expenditures (we project investments to remain between 15%–20% of revenue in the
next 5 years) [3]. The second important target for investments after the core network
infrastructure in ICT is the research and development (R&D) of new products and
services. In the next chapter we will explain why budgeting of R&D cost has recently
become a critical issue for innovation projects without exception of those from ICT
industry.

3 Risk-Adjusted Cost and Schedule Management:
A Literature Review
The development of efﬁcient mechanisms of R&D cost and schedule management has
been in focus of research both domestically and globally [5, 8]. This is underpinned by
(1) growing complexity of innovation activity and increasing volatility of project
environment; (2) short time-to-the market resulting to “faster-better-cheaper” philosophy; (3) the high costs of R&D projects coupled with low probability of R&D
projects’ success1. The latter is explained by various risks caused by (1) new technologies failures; (2) design errors; (3) non-adoption of products by customers;
(4) vendors failures; (5) macroeconomic uncertainties and external shocks; (6) regulatory restrictions; (7) human resource issues; (8) actions of competitors; (9) operational
issues; (10) coordination failures [1, 3].
However, in such business environment, “conventional” complex R&D cost and
schedule management systems [2, 5, 8, 12, 14] fail to keep project costs/time within the
forecasts/schedules with the suitable precision. These systems usually reported variances of actual project expenditures/time vs budgets/schedules of around 15%–40%.
This magnitude of variances is above the acceptable levels nowadays [14].
The low efﬁciency of “conventional” systems is underpinned by that the scheduling
and cost budgeting mechanisms in such systems do not serve as true feedforward
controls. Their expenditures budgets and projections of duration are largely based on

1

Research performed by Dos Santos [9] revealed that in the United States 80% of R&D projects failed
before completion while among the survivors 49% exceeded expected costs; almost 63% of these
projects ran late.
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historical single-point estimates, standards and metrics. Their sensitivity analysis and
stress testing approaches focused on single variance; their assumptions and cost
standards are often based on poorly veriﬁable statistics/expert views as almost every
R&D project is unique. Additionally, the feedback and concurrent controls in these
systems often provide the late reaction due to rapid onset of the risks. Research shows:
the efﬁciency of complex R&D cost and schedule management systems can be signiﬁcantly improved if these systems integrate full-cycle risk management processes.
However, literature review shows that existing attempts of integration risk management into cost and schedule management systems are incomplete, discrete and
isolated. They do not provide the systemic view on risk management. Researches are
concentrated on developing of separate tools and techniques, for example: (1) analysis
of internal and external environment and identiﬁcation of risks [8]; (2) risk assessment
techniques with various tools including project risk failure mode and effect analysis
(RFMEA) [13, 15] or (3) risk-adjusted cost scheduling and budgeting [10, 17, 18].
We recommend building a complex approach which unites the above-mentioned
tools and methods into the integrated risk-adjusted scheduling and cost budgeting
mechanism. Such mechanism can be built on the principles and with the methodologies
and tools of risk controlling [22].

4 Investment Controlling in Innovation Project Management
Investment controlling (IC) is an application of methods of controlling [2] to project
management, a combination of processes, methods, skills and tools which ensuring the
achievement of projects’ goals in an uncertain and rapidly changing business environment [19]. In telcos, it is applied mainly for projects related to R&D of new
technologies, products or services. Our own research and analysis of others’ research
has demonstrated that implementation of investment controlling, despite the cost of its
implementation, allows to decrease the deviation of actual time spent and costs versus
initial plans by around 50% [2, 19] and to range of 7%–20%. It helps to achieve earlier
innovation project payback as well as gain competitive advantage to the ﬁrm.
Consequently, the risk controlling (RC) is an inherent part of all organizational
processes of IC. It is a goals-oriented set of methods, processes and tools for organization of risk management in all processes of IC including planning, analysis, control
and accounting, organization and regulation. RC solves the problems of development
of architecture (infrastructure and processes) of risk management of complex innovation projects. Applying this architecture to particular risks, telcos’ managers, as part of
self-controlling process, perform risk-adjusted management of innovation project [22].
The functions of risk controlling are listed in Table 1.
Based on these principles, we developed a reference model of complex R&D
expenditures and time management system (Fig. 1). Its advantages over “conventional”
systems, such as presented in [5, 8, 11, 12], are (1) integration of risk management in
all expenditure and time decision making; (2) ensuring integration and coordination of
all stages of project cost/time management; (3) application of enhanced planning,
control, reporting and decision-making tools with lower tolerance levels than their
“conventional” peers. In the next chapter we will build the mechanism of risk-adjusted
scheduling and cost budgeting which is the inherent part of this system.
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Table 1. Functions of risk controlling in investment controlling system

Functions
Analysis

Planning and budgeting

Product development
and research

Reproduction of project
assets
Control

Monitoring and
reporting
Regulation

Description of functions
•Deﬁnes characteristics of external and internal environment
which expose R&D projects to risks
•Identiﬁes and prioritized risks by elements of R&D process
•Implements tools and methods of risks analysis
•Identify non-compliances of telco’s innovation policy with threats
•Develops risk-adjusted planning and budgeting tools
•Supplements system of key performance indicators of R&D
activity with elements of risk limits and early warning signals
•Consults on management of exposures arising in any R&D
project
•Helps to integrate risk management practices into R&D process
•Recommends remediation measures to reduce risks to acceptable
level
•Develops tools of analysis of speciﬁc risks peculiar to R&D tasks
•Supplements R&D portfolio management with risk management
tools
•Develops models of risk assessment and their impact on project
goals
•Projects and implement of early warning systems of risk
prevention
•Suggests “barriers” to stop risks from spreading
•Consults about and develops control procedures
•Modiﬁes and consults on creation of risk reporting system
•Consults on issues related to decision making on risk
management
•Suggests options/consultations to manage risks

5 Developing of the Mechanism of Risk-Adjusted Scheduling
and Cost Budgeting of R&D Project
5.1

Mechanism’s Block Diagram

The developed block diagram of the mechanism is presented at Fig. 2.
It applies: (1) bowtie diagram for risk identiﬁcation; (2) PERT technique for
scheduling; (3) RFMEA method for risk analysis; (4) @Risk software for risk
assessment and Monte-Carlo simulation; and (5) Hurwicz criteria for selection of
optimal alternative [13, 16, 21, 23]. The prerequisite for applying the mechanism is the
developed infrastructure of risk management in the project company. It speciﬁes the
roles, the responsibilities, risk communication and risk reporting structure [23].
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Telco’s
strategy

R&D strategy
and polices

Marketing
analysis

Analysis of
internal
environment

Technical
specification

Object of management: R&D expenditures

Object of management: cost of developed product

Set product’s
cost forecast
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Marketing analysis and feasibility study
CALS [4], product life cycle, target costing,
risk-adjusted strategic planing

Set target R&D
expenditures

Strategic planning
Scheduling and budgeting

R&D project scheduling and budgeting
PERT, GERT, risk-adjusted budgeting and
management tools
Development of cost control indicators and
setting the analysis/exit checkpoints
Risk-adjusted key performance indicators
Accounting of R&D cost
Limit-based cost accounting by stages and
cost items
Concurrent control of R&D expenditures
and schedule
Risk-adjusted key performance indicators

Accounting and control

R&D project re-forecasting and rescheduling at checkpoints
PERT, GERT, risk-adjusted budgeting and
risk management tools
Expenditures analysis and reporting

Analysis,
monitoring
and decision making

Sets the standard
cost of product for
serial production

Real options, variance analysis, factor
analysis, index method
The decision is made to launch serial production of developed product
Standard costing, kaizen costing

Project schedule
and budget of
R&D expenditures
Control indicators
and sequence of
checkpoints

Actual project
expenditures
Variances from the
budget by causes
and causers, changes in limits

Revisited schedule and budget

Making management decision on
variances

Set target R&D
expenditures

Fig. 1. Reference model of complex R&D expenditures and time management system

5.2

Phase 1: Generate Inputs of the Mechanism

For each option of fulﬁlling the R&D project (the option) the following key inputs
should be formulated at the phase of strategic planning. (Table 2).
At this stage, the project budgeting and scheduling team (comprised from representatives of key diverse functions involved in the project) should be created and
trained.
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Risk management
architecture

Risk strategy and
risk protocol

Risk tolerance and level
of materiality

Alternative options
of fulfilling of R&D
projects

Determine target
resources and
develop initial
PERT model
Identification of key
risks of time/cost
Risks identification

Register of risks

Bowtie diagram

Risk analysis by
impact, probability
and detection

Development risk
mitigation plan

RFMECA

Pareto charts or risk
maps

Risk ranging and
prioritization

Reject the
alternative

Yes

Analysis of risks

Yes

RPN exceeds
TL

Risks can be
mitigated?

No

No

Adjusted PERT
model subject to
risks

Assessment of risks and analysis of the
output

Development risk
mitigation plan
Risk-adjusted
schedule and cost
budgets

Monte-Carlo simulation and analysis
of output
@Risk

Yes
Yes

Variances
exceeds TL

Risks can be
mitigated?
No

Selection of the option of fulfillment of
the project

Selection of the best
option of R&D
project fulfilling

No

Selected option of
project execution

Reject the
alternative

Switch to project
execution

Fig. 2. The block diagram of risk-adjusted scheduling and budgeting mechanism of R&D
project
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Table 2. Key inputs to risk-adjusted scheduling and budgeting mechanism
Input name
Ultimate
goals
Variances
from
ultimate
goals
Intermediate
goals

Input deﬁnition
Goals that deﬁnes total duration and
total cost of the project
Duration (dT) and cost
(dC) variances of actual duration
(Ta) and costs (Ca) from the ultimate
goals
Goals that are deﬁned by splitting
the ultimate goals by project stages
and/or types of resources

Risk
tolerance
levels
Risk appetite
levels
Risk
materiality
levels

The degree of variability in ultimate
goals that project stakeholders
willing to withstand
The maximum level of variability in
ultimate goals which is acceptable
The degree of variability in ultimate
goals that project stakeholders
consider as immaterial

5.3

Notations/examples
T – total duration
C – total cost
dV = T − Ta
dC = C − Ca

Ti – duration of i-th stage; Ci – cost
of i-th stage; cij – cost of j-th
resource at i-th stage; qij, pij –
consumption/price of j-th resource
at i-th stage
VT – tolerance level for duration
VC – tolerance level for total cost
RT – risk appetite for duration
RC – risk appetite for cost
MT – materiality level for duration
MC – materiality level for total cost

Phase 2: Identiﬁcation of Risks of Each Option

At the ﬁrst step, the project team with application PERT techniques [24] and using
inputs from phase one (1) identiﬁes and calculates the critical path, critical jobs and
time reserves of jobs; (2) models the relationship between the critical path and duration
of jobs; (3) identiﬁes the weak links and bottleneck as key risk areas; (4) models the
total cost of the project depending on duration, quantity and prices of resources. The
team can also perform the optimization of the network project to minimize the project
cost at the minimal possible duration of the project [24]. Then, the team identiﬁes key
risks affecting the interim and ultimate goals with the application of bowtie diagram
(Fig. 3) [23]. It provides structural analysis of risks and the visualization of the relationship between the risk, its causes, consequences; and helping to identify spots for the
risk barriers, controls and contingency measures. Identiﬁed risks with attributes are
recorded in the risk register.
5.4

Phase 3: Analysis of Risks with RFMEA

Each risk is analyzed by three dimensions: its impact on ultimate goals (I); the likelihood of risk event (P); and detection value (S), the ability to spot risk event before it
occurs. The ratings are measured by the scale from 1 to 10 and are bundled into the risk
priority number (RPN) which is the multiplication of the likelihood, impact, and
detection values. The team shall use developed bowtie diagrams for the analysis.
Tables 3 and 4 provide guidelines for the rating scores [13, 16].
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Fig. 3. Example of bowtie diagram
Table 3. Impact rating value guidelines
Impact value
scale
1. Insigniﬁcant
2. Very minor
3. Minor
4. Very low
5. Low
6. Moderate
7. High
8. Very high
9. Extremely
high
10. Dangerously
high

Schedule (Id)

Cost (Ic)

8if dT\0 then
9
>
l1;
 if jdT j  MTm >
>
>
> jdT jMT
>
>
>
<
VTMT  7 =
Id ¼
8 or 9
>
>
>
>
>
if
VT\
jdT j\RT >
>
>
:
;
10; if jdT j  RT
if dT  0 then Id ¼ 1

8 if dC\0 then
9
>
l1;
 if jdCj  MTm >
>
>
>
>
jdC jMT
>
>
<
VTMT  7 =
Ic ¼
8 or 9
>
>
>
>
>
if
VC\
jdCj\RC >
>
>
:
;
10; if jdCj  RC
if dC  0 then Ic ¼ 1

ð1Þ

ð2Þ

The project team may change these guidelines to ensure their ﬁt the particular
project (e.g. existence of key milestones which cannot be broken). The probabilities pk
ck1 and ck2 (k 2 (D – duration, C – cost)) can be inferred statistically from the database
of past R&Ds projects. For new and/or emerging risks (for which the data do not exist
or unreliable), the expert methods can be used. Example of such methods include:
additive - multiplication model or modiﬁcations of Elmery method [16].
Once the values for the individual ratings are entered, both the risk scores and the
RPN values for individual risks are calculated and depicted at the Pareto chart (Fig. 4)
[13]. If the team follows the guidelines from Tables 3 and 4 than RPNs for risk
tolerance level, risk appetite and materiality levels equal 700, 1000 and 100 respectively [16], however, the team can establish the other boundaries. The team can also
establish different decision levels for each cost or duration components. Additionally,
the consolidated RPNs for the whole strategy should be calculated using the expertbased correlation coefﬁcients (q) [16].
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Likelihood (Pd, Pc)
1. Remote
2. Very low
3. Low
4. Mod. low
5. Moderate
6. Moderately high
7. High
8. Very high
9. Extremely high
10. Certain

9
1; if pk 2 ½0; 0:1Þ =
Pk ¼ d10pk e; pk 2 ½0:1; 0:9
ð3Þ-probability of
:
;
10; pk 2 ð0:9; 1
risk occurrence, the ratio of frequency of failures to the
total number of jobs

8
<

Detection (Sd, Sc)
1. Almost certain
2. Very high
3. High
4. Moder. high
5. Moderate
6. Low
7. Very low
8. Remote
9. Very remote
10. Uncertain

Table 4. The likelihood and detection value guidelines
9
1; if fk 2 ½0; 0:05Þ =
Sk ¼ d10fk e; pk 2 ½0:05; 0:9
ð4Þ
:
;
10; fk 2 ð0:9; 1
fk ¼ ð1  s1k  s2k Þ
s1k – the probability of detection of risk, the
frequency of prevented risks to total number
of occurred risks
s2k – the probability of early detection of risk
with controls

8
<
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Fig. 4. Example of risk Pareto chart for duration

The Pareto chart allows the understanding, on the level of RPNs, which risk
contributed the most to total exposure measured by consolidated RPN. If the individual
risk’s RPN is below materiality level, then this risk is excluded from further assessment
and are not included into the risk management perimeter. For each option the following
decision rules are suggested:
1. If consolidated RPNs of at least one component (duration or cost) exceed the risk
tolerance, than the option is returned for reworking. The planning team develops
and implement risk mitigation measures to return consolidated RPN within the risk
tolerance boundaries. If risk mitigation is not possible then the option should be
rejected. The team can consider immediate rejection of the alternative without
reworking if at least one consolidated RPN materially exceeds risk appetite.
2. In rare cases, when both consolidated and individual RPNs for duration and cost
components are below materiality level, such option is considered “risk free” and
can be considered as “the optimal” without passing through phases 4 and 5.
However, if RPNs from some individual risks exceed materiality level, the option
may be sent to phases 4 and 5 for additional analysis.
3. If both consolidated RPNs for duration and cost of option is above materiality level
but below risk tolerance level the option is considered acceptable and sent to Phase
4 for further assessment. The individual risks with RPNs above the materiality level
are considered as material. However, if RPNs for some individual risks exceed
tolerance level, the project team may consider sending the option for reworking if
any of these risks are considered critical. The option should be sent for rework if
RPN of any individual risk exceeds risk appetite.
Results of analysis of each risk as well as consolidated RPNs for each option must
be recorded in the risk register for further quantitative assessment.
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Phase 4: Quantitative Assessment of Risk and Analysis of Output

This assessment is performed for each option considered acceptable at phase 3. At ﬁrst
step, the PERT model of the option is adjusted taking into account the risk mitigation
actions performed at phase 3. Then, the PERT model is exported into MS Excel with
installed @risk modelling engine. For each job in PERT, the resources budget is
modelled and the summary budget for the entire option is worked out.
At the second step, with the help of tools embedded into @risk, the project team
determines (1) what variables of duration and cost (including prices or consumption
volume or both) exposed to material risks are random variables: and (2) what kind of
probability distribution theses variables follow. Given the restrictions of PERT [21], the
only distribution option available for duration is the triangle distribution with parameters (a, m, b), where a is the best-case estimate, m is the most likely outcome and b is
the worst-case estimate. For parameters of costs, however, @risk provides around 90
alternatives of distributions including normal, binominal, exponential, etc. The outcome of analysis of risk probabilities performed at phase 3 is applied in determining the
parameters of these distribution. Once, the modelling of probability distributions has
been completed, the team runs Monte Carlo simulation with pseudo-random number
generator (the number of simulation varies from 1000 to 10,000 times). The simulation
draws of duration/cost parameters values and making calculations according to the
model constructed at step 2. The outcome is option’s risk-adjusted total duration and
cost.
The ﬁnal step is the analysis of the outcome including: the mean, the median (the
quantiles), the dispersion and standard deviation; the mode, the conﬁdence intervals of
duration and costs. Additional analysis includes understanding what jobs and/or
resource components contributed the most to the deviation of outcome (Fig. 5). During
this step the team determines: (1) the expected variance of option’s outcome from the
budget and the chances that option will be fulﬁlled in accordance to the budget; (2) the
most probable duration/cost of the option; and (3) if the budget is tight and/or not
realistic. If the expected variance of duration/cost exceeds the tolerance level (VT
and/or VC); the project team will send the option for rework for development and
implementation of risk mitigation actions. If variances exceed risk appetitive and/or
risk mitigation/adjustments in the budget are not possible, the option is rejected.
Analysis of the output also helps to determine: (1) the risk-adjusted size of
ﬁnancing need to be attracted to fulﬁll the option; (2) what reserves should be maintained in case of realization of adverse scenarios; (3) what are the key risk areas to
concentrate management attention while fulﬁlling the option; (4) what are the scenarios; and (5) what contingency plans need to be developed in case of realization of
worst scenarios.
5.6

Phase 5: Selection of the Optimal Option of Fulﬁllment of R&D
Project

The goal of the phase is to ﬁnd the optimal option of fulﬁlling R&D projects among the
alternatives (lets denote the entire set of options as Z). The inputs of the phase for each
zth-option are: (1) consolidated RPNs for duration (RPNdz) and cost (RPNcz); and
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Fig. 5. Example of Monte-Carlo simulation output

(2) the outcome of duration and cost simulation. In the mechanism we apply Hurwicz’s
optimism – pessimism criterion which assumes that manager, while ﬁnding a suitable
solution, is searching for a middle ground between the extremes posed by the optimistic
and pessimistic cases [16]. At the start, the project team should deﬁne the importance of
duration and cost in searching for the optimal option (the weights a and b). Then, the
criterion (Sz) can be written in the following form:
maxfSz gz½1;Z  ¼ maxfaGDz þ bGCz gz½1;Z 

RPNdz
ð1  RPNdz Þ
 ODz
 PDz þ
GDz ¼
1000
1000


ð1  RPNcz Þ
RPNcz
 OCz
 PCz þ
GCz ¼
1000
1000

ð5Þ



a þ b ¼ 1; a 2 ½0; 1; b 2 ½0; 1

ð6Þ

ð7Þ
ð8Þ

GDz, GDc - Hurwicz’s criteria of zth option for duration and cost respectively; PDz,
PCz – pessimistic forecasts of duration and cost respectively of zth option; obtained
from simulation outcome, given a speciﬁed degree of conﬁdence. ODz, OCz – optimistic forecasts of duration and cost respectively of zth option; obtained from simulation outcome, given a speciﬁed degree of conﬁdence (for example, 10%).
At this phase, project team calculates the value of Sz for each option and determines
the option with the maximum value of SZ. This option is considered by team as the
optimal. This option should be presented by the team to the project managers for the
discussion and the ﬁnal approval.
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6 Conclusion
We developed the mechanism of risk-adjusted scheduling and cost budgeting of
research and development (R&D) project for companies in telecommunication; the
inherent part of complex R&D cost and schedule management system. It outperforms
the “conventional” approaches of scheduling and cost budgeting. It allows (1) timely
identiﬁcation of risks, (2) facilitating transparent evaluation of risks and uncertainties;
(3) focusing management time and efforts on key risks; and (4) performing remediation
of risks earlier in the cycle thus improving speed and quality of decision making.
Unlike “conventional mechanism” which poorly addressed risks, it integrates risk
management process with risk-adjusted budgeting making budgeting and scheduling
process dynamic, iterative and responsive to changes in environment; enabling multirisk scenario modelling thus enhancing conﬁdence in project’s schedules and cost
budgets. We can, therefore, conclude that the suggested mechanism should have a
signiﬁcant practical use in performing R&D projects in telecommunications.
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Abstract. The telecommunication industry is complex and rapidly changing
economy sector due to high vulnerability of new technologies, emerging on the
market. The companies have to constantly adopt and develop their business and
their services to these unstable conditions. The process of adaptation to market
changes has to be supported by different tools and approaches, which are very
different today. This study is aiming to analyze the possibilities of adaptation of
different technologies for developing the business of telecommunication companies and make an attempt to reveal which technologies are core and baseline
for company’s development and growth.
Keywords: Telecommunication companies  Business development
Internet of Things  Business Intelligence  Enterprise architecture

1 Introduction
The digital economy is based on the telecommunications industry, which has transformed organizations and opened new opportunities for progress through technological
advances. Important characteristics of this industry are high costs, rapid technological
achievements, high level of obsolescence and intense competition in most segments.
The telecommunications industry was faced with the fact that many different types
of Information Technologies began to penetrate telecommunication companies [1].
This phenomenon, on the one hand, has created a threat to the traditional telecommunications business, and on the other - opened new prospects for business both for
existing operators and for owners of telecommunications infrastructure, as well as for
new companies that received additional opportunities in the conditions of demonopolization of the telecommunications services market. Studies show that in the evolution
of IT and telecommunication technologies convergence is expected - convergence of
wireless and mobile communications, convergence in telecommunications, convergence of IT and telecommunications, convergent media, convergence in the evolution
© Springer Nature Switzerland AG 2018
O. Galinina et al. (Eds.): NEW2AN 2018/ruSMART 2018, LNCS 11118, pp. 471–482, 2018.
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v.davydov@hse.ru

472

V. V. Glukhov et al.

of gadgets, convergence of IT with nano- and biotechnologies, and even convergence
of virtual and social space.
Such changes in the industry led to a signiﬁcant increase in competition. Cable
operators, Internet providers and traditional telecommunications companies are
increasingly coming into direct competition, providing a comprehensive service that
includes ﬁxed telephony, broadband Internet access, television and mobile telephony.
For example, the adoption of the Session Initiation Protocol (SIP) as a standard
protocol for peer-to-peer communications allowed the provision of communication
services and applications over the Internet. This protocol has become the main one for
providing voice communication over the Internet (VoIP). The SIP protocol allows new
players to provide voice and data services based on a broadband Internet connection,
which leads to the emergence of new companies that compete with existing telecommunications and cable companies without having their own ﬁber-optic networks. The
transition of telecommunications networks to digital standards led to the creation of a
common electronic network infrastructure, which in turn helped to erase the differences
between telephone networks and data networks, public networks and corporate networks. Television, which emerged as a convergence of radio technology and cinema,
converged with IT.
The above factors of the industry development, modern trends of business digitalization and constantly developing technologies cause an urgent need for telecommunication companies to have a whole portfolio of business development tools. In this
article, we will propose a set of methods and tools that allow a telecommunication
company to function successfully in today’s dynamically changing market.

2 Literature Review
In today’s globalized and unlimited market, quality, productivity and customer satisfaction pose a challenge to the survival and growth of all ﬁrms. These requirements for
growth and survival are further deepened due to the need to attract and retain loyal
customers. Thus, the client is the main focus for any successful business.
One of the important services in the economy is telecommunications. We should
not underestimate the role of the telecommunications industry in the economy. This is
due to the fact that these are the means by which all daily transactions and activities are
carried out. It helps to make decisions, organize, influence, activate, instruct, provide
feedback, develop interpersonal and business relationships, and exchange information
[2]. All social, economic, political, cultural, commercial and commercial activities are
carried out using telecommunications. The nature of the country’s telecommunications
industry influences its pace of commercial and domestic activities. Telecommunication
companies in Russia cover 14% of the total number of companies and have a significant impact on the economy (see Fig. 1).
In the telecommunications research, the main players of the industry were analyzed.
Description of types of companies is presented below (see Fig. 2).
However, as already mentioned above, the telecommunications industry is undergoing signiﬁcant changes due to the growth of the level of technology and the penetration of IT into the core of the business. This fact changes the telecommunications
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Fig. 1. Types of companies in Russia market, influencing economy.

Fig. 2. Types of companies in telecommunications market.

business and can become a threat to many companies. At the same time, timely
adaptation to this trend can open new prospects for business. However, it is important
to note that due to the growing competition in the market and in the conditions of
developing technologies, the core of the company’s development is traditionally to
remain customer loyalty.
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Customer loyalty has been deﬁned in the literature as a competitive tool for many
companies. This is even much more pronounced in today’s highly globalized, industrialized and competitive markets. The growth and survival of companies depend on
how loyal their customers are, and telecommunications as an industry is no exception.
In developed countries, various studies were conducted regarding customer loyalty.
In addition, studies were conducted on the relationship between quality of service,
customer satisfaction, image and client loyalty in developed countries using the
SERVQUAL model. The SERVQUAL model (Parasuraman, Ziethaml & Berry, 1988)
suggests that the differences between customer expectations about the performance of a
general class of service providers and their evaluation of the actual performance of a
particular ﬁrm lead to a perception of quality. So the ﬁrst step in achieving customer
loyalty is to determine the level of customer service by assessing the quality of service,
while it is assumed that competition will help to improve the efﬁciency of service
delivery in the economy.
The level of customer service and the effectiveness of service delivery are the
components of the services that the telecommunications company provides through the
implementation of its business processes. The TOGAF (The Open Group Architectural
Framework) deﬁnes a service as an element of behavior that provides certain functionality in response to requests from participants or other services. Examples of services include the analysis of loyalty programs for clients, the selection of relevant offers
for the provision of services, and others. Services are implemented by the company’s
business processes, which in turn are supported by the entire application system and the
company’s infrastructure.
The development of the Applications layer and IT infrastructure of the telecommunications company is having a direct impact on the business processes of the
organization and the implementation of services. This study examines the architecture
of the telecommunications company in terms of the TOGAF standard and describes a
list of technologies and tools for the development of a wide variety of aspects of the
company.

3 Methodology
The TOGAF standard focuses on the business mission and uses the Architecture
Development Method (ADM), which describes the process of transition from a basic
architecture to a target in accordance with business objectives (Tang, Jun Han, & Pin
Chen, n.d.). TOGAF framework is one of the main methods of enterprise architecture
development due to availability of tools and applied software solutions. TOGAF
represents the enterprise architecture in the form of 3 basic layers.
Business Architecture - system of business processes and functions of the organization, basic business units, organization locations, organizational structure.
Applications Architecture - application components, application functions, integration components of applications and IT services.
Technological Architecture - internal networks of the organization, server component of applications, databases, etc.
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The basic structure of Enterprise Architecture in TOGAF standard is represented
below (see Fig. 3).

Fig. 3. TOGAF baseline Enterprise Architecture representation.

TOGAF includes principles that support the decision-making process throughout
the enterprise, form a guide to the management and development of IT resources and
support architectural principles in the development and implementation of information
technology support [3]. TOGAF makes it possible to formulate requirements based on
an understanding of business organization, that is, the business architecture, using
ADM [4].
ADM includes the following phases:
• Preliminary Framework and Principles – this phase describes the basis for the
formation of the architecture through the deﬁnition of the basic principles of its
formation.
• ADM Cycle
– Vision architecture - a description of the basic principles of the architecture
model “as is” and “as it should be” for all layers - business, applications and
infrastructure;
– Description of the Business Architecture and analysis of opportunities for
improvement and target state.
– Description of Information Systems Architecture and analysis of opportunities
for improvement and target state.
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– Description of the Technological Architecture and analysis of opportunities for
improvement and target state. For this step (and the previous two), there are 8
sub-stages: the creation of a basic model, the use of different points of view, the
formation of an architectural model, the choice of services, the conﬁrmation of
business objectives, the description of criteria, the deﬁnition of the target
architecture and the analysis of discrepancies.
– Opportunities and solutions. This phase includes evaluation and selection of
options for implementation.
– Planning for migration. Includes prioritization of implementation projects and
analysis of their dependencies.
– Coordination of implementation. Project management by the introduction of all
previously adopted architectural solutions.
– Management of architectural changes. A long process of monitoring changes,
which is associated with changes in technology, business environment and other
internal and external factors [5].
The focus of this study is points TOGAF 2b, 2c, 2d and 2e. It is necessary to
determine how it is possible to develop 3 key layers of the enterprise architecture
(Business Architecture, Information Systems Architecture and Technological Architecture), taking into account the characteristics of telecommunications companies and
to select appropriate technological (or organizational) solutions for their subsequent
implementation.
The analysis of the technology market showed that there are a large number of
different types of technologies that have a serious potential for influencing the business
of telecommunications companies.
Mobility-studies have shown that mobile devices and services based on the mobile
Internet will be the fastest growing sector of the Digital economy [6].
Multi-screen - Already, most consumers use two or even three devices. Consumers
want to have seamless and easy access to content - business and personal information from any device. The concept of BYOD (Bring Your Own Device), which became
popular among many companies, stimulating this trend. Ensuring the compatibility of
multiple devices is both a challenge and new opportunities for the IT industry [7].
Mobile video content - With the development of mobile networks 3G and LTE, the
consumption of video content will increase signiﬁcantly. This trend affects the popularity of tablets and smartphones with a screen diagonal of 5 or more inches [8].
Electronics accessories - a promising trend, which was picked up by almost all the
major manufacturers of consumer electronics: smart watches, bracelets, glasses and
other accessories. While the popularity of wearable devices has been hampered by
problems such as short battery life, lack of functionality and the controversial design of
most of them.
Mobile, contactless payments - mobile payments are made through SMS and online
banking applications, however, in the next few years, contactless payment systems
based on NFC technology are expected to be distributed. The market is ripe for the
mobile phone to become a full-fledged means of payment, and industry leaders have
already started to create such devices [9].
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Connected “smart” cars - today, cars connected to online systems are used mainly
in the b2b market. In the ﬁeld of transport and logistics - to monitor the location, route,
speed, fuel consumption in the ﬁeld of car insurance - to monitor the use of the car’s
functions and driving quality: measuring the amount of emergency braking, average
driving time with increased speed, tracking faults, etc. The growth of mass demand for
“smart” functions on the part of motorists is expected. The main advantages of a
connected car lie in the ﬁeld of security, economy, entertainment. We can expect new
partnerships between auto brands and telecom operators that are already underway
(Vodafone and Porsche, LG and Audi, AT & T and Cadillac) [10].
Smart House - one of the realizations of Internet of things. With the help of smart
home technologies, consumers can remotely control almost everything in their home
from the coffee machine and the contents of the refrigerator to lighting and door locks.
At the recent technological exhibitions, a number of vendors have introduced special
hubs - platforms that allow you to connect almost any home device to the Internet [11].
Big data - all Internet users during online shopping, using social networks, content
consumption leave a “digital footprint.” As a rule, these are huge arrays of unstructured
information. One of the key problems that many companies try to solve that have
access to such information is how to monetize and use it for the beneﬁt of the consumer
and business without violating the user’s privacy. It is expected that in the coming
years the income from using such information will amount to billions of dollars [12].
Augmented and virtual reality - adds a virtual layer to the image of physical objects,
virtual - completely immerses the user in the virtual world. Both technologies open new
applications in a variety of areas and can completely change the user experience of
consuming content, from games and shopping to navigation, education and science
[13].
All these technologies and trends will (or already have) a signiﬁcant impact on the
business of telecommunications companies and on its transformation. Their influence
and the possibilities of introducing them into various layers of the architecture of the
telecommunications company will be discussed in the next section.

4 Results
The ﬁrst of the considered technologies is the Internet of Things. The paradigm of the
Internet of Things is that a great many objects that surround us can interact with each
other in a single network. Radio frequency identiﬁcation (RFID) and a network of
sensors can be used to solve this problem, and information and communication systems
will be a supporting technology. This leads to the generation of huge amounts of data
that must be stored, processed and provided in a seamless, efﬁcient and easily interpretable form.
IoT will create the opportunity to unite a variety of telecommunications technologies and create new services. A good example is the use of GSM, NFC (Near Field
Communication), Bluetooth with low power consumption, WLAN, multiprocessor
networks, GPS and sensor networks together with SIM-card technology. In these types
of applications, the reader is part of the mobile phone, and different applications use the
SIM card. NFC provides a link between objects in a simple and safe way by simply
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associating them with each other. Therefore, the mobile phone can be used as an NFCreader and transmit the read data to the central server. When used on a mobile phone,
the SIM card plays an important role as a data repository and NFC authentication data
(for example, ticket numbers, credit card accounts, identiﬁcation information, etc.).
Things can be networked and facilitate peer-to-peer communication for specialized
purposes or improve the reliability of communication channels and networks. In disaster situations, peer-to-peer networks can be established to support the flow of vital
information in the event of disruptions in the telecommunications infrastructure. The
future M2M (Machine to Machine) ecosystems will be complex and cover many
industries, including telecommunications and electronics. Unlike current M2M markets
that are highly segmented and often depend on proprietary solutions, future M2M
markets should be based on industry standards to achieve explosive growth. This
process of standards will be much broader than writing a speciﬁcation, since it includes
not only interfaces, but also platforms and services. In addition to the above-described
impact of technology, there is also the possibility of using IoT to monitor towers, their
condition and the need for repair. Thus, the effect of IoT on the architecture of a
telecommunications company can be summarized in the Table 1.
Table 1. IoT implementation potential.
Architecture
layer
Business
architecture
Applications
architecture

Impact

Technological
architecture

+

Comment

−
+

There is a need to integrate internal systems with new
implemented services for customers, the structure of IT
services is changing
There is a possibility to monitor the company’s infrastructure
remotely using IoT tools

The next considered tool for business development is the mathematical optimization of the model of the telecommunications company.
Mathematical modeling and optimization is the most powerful device for business
development in its various aspects. In the ﬁeld of Telecommunications, the mathematical apparatus is essentially developed, and there are a large number of developed
solutions for optimizing the activities of the organization [14].
Various studies include mathematical models to address the issue of ensuring high
reliability and error tolerance, which is relevant in wireless communications networks.
This helps to solve the problems associated with errors and failures at the physical
level, with synchronization failures and random errors at the physical level [15].
A model is also developed to quickly and accurately assess the performance of
telecommunications networks. This model can also be used to solve the following
problems:
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Designing of telecommunication networks
Capacity Assignments
Development of protocols
Addressing the congestion problems of telecommunications networks.

To develop the model, computer calculations and modeling were used using
variables such as the speed of arrival of calls to routes, the structure of routing, the
availability of alternative routes, the capacity of the channels and the means for
selecting routes.
In addition, studies have shown that telecommunication networks are designed to
serve with the required quality of the message flow entering its input. Service of the
input message, continues for a certain time with the purpose of its delivery from the
sender to the recipient. Servicing devices in this case are communication channels that
provide information exchange between different subscribers. Communication channels
have limited capabilities, which leads to the formation of queues. Thus, TCS is a
typical queuing system (QMS). In this regard, the development of mathematical
methods for determining the basic characteristics of queuing processes for quantifying
the quality of the service system, including TSS, is important. To solve the described
problems, the use of graph theory and network analysis is actual. The expediency of
using the graph in solving connectedness problems is most obvious. So, in the general
case, the task of delivering information from any point to any one can be of interest.
With the help of graphs one can also solve synthesis problems. Suppose that a set of
stations and the requirements for the magnitude of the maximum flow are given. We
need to build an optimal system that meets these requirements. One of the possible
criteria for optimality can be a minimum of cost [16].
Thus, the analysis showed that mathematical modeling and optimization is a serious
and one of the most promising tools for the development of telecommunications
companies, providing opportunities to influence all layers of the enterprise architecture
(see Table 2).
Table 2. IoT implementation potential.
Architecture
layer
Business
architecture
Applications
architecture
Technological
architecture

Impact

Comment

+

The ability to provide high reliability and resistance to errors,
improve the quality of services
The ability to integrate network load estimation models into
internal network monitoring applications
Optimization of the structure of the telecommunications
network, solution of the problem of constructing an optimal
system

+
+

The third tool in question is Big Data. Currently, the adaptation of large data
technology is just beginning. Therefore, the adaptation of technology in science,
technology, medicine, medical care, ﬁnance, business, law enforcement, education,

v.davydov@hse.ru

480

V. V. Glukhov et al.

transport, retail and telecommunications - all this is an important and promising
direction of research.
As in many other market sectors and industries, Big Data will also have many
challenges and opportunities in the 5G wireless network. First of all, cellular networks
must provide effective infrastructure support for this amount of data. For example,
future M2M applications or Internet of Things (IoT) will generate a huge amount of
data. Secondly, new network architectures can arise because of the need to run
applications to process large data. There is a strong synergy between cloud computing,
a network deﬁned by software, and virtualization of network functions (NFV). The
convergence of these technologies can be envisaged for the creation of highly reliable
5G platforms for large data. Third, making informed decisions and extracting information from large data is an extremely important and yet non-trivial task. For example,
cellular operators can use different customer access data to reduce the outflow and look
for new revenue opportunities. Methods of data mining and machine learning are
necessary for efﬁcient and optimized network operation.
Big Data technology and applications for working with it are the second step after
the implementation of Business Intelligence (BI) class systems [17]. The analysis
showed that few companies currently use these systems, although the most progressive
in this direction are the telecommunications companies in comparison with all other
business sectors. This is due to the fact that the telecommunications sector faces many
challenges in terms of competition, rules, technology shifts and customer needs for new
functions and services. One of the problems faced by telecommunications companies is
the difﬁculty of obtaining information from all the data that they generate. Telecom
generates a huge amount of data from the use of mobile phones, records of detailed
information about calls, network equipment, information about billing, server logs and
the growing ability to connect subscribers and users.
Analyzing these data with BI helps the telecoms companies gain a competitive
advantage. They can improve overall network performance, optimize service levels,
minimize overhead and maximize proﬁtability, while ensuring customer loyalty. They
can take data-driven investment decisions to achieve proﬁt targets. The enterprise will
have a single view of the data, even if it comes from several data sources and
departments. Centralized BI solution is a serious tool for business development.
Such applications can analyze various data sources to determine fault-tolerant
network points, analyze customer experience, ﬁnd ways to reduce maintenance costs
and solve other tasks. Users can also monitor basic business processes and KPIs.
BI can help organizations prioritize and make the right decisions when it comes to
network expansion plans. Enterprises can analyze coverage data, such as the percentage
of the population covered by services, the percentage of the population covered by
services, the average area not available for services, using GEOanalysis.
In addition, telecommunications organizations can integrate and analyze data from
several sources, such as the subscriber, network, trafﬁc and location, to gain an
understanding of how to improve network capacity planning. Using BI, organizations
can analyze network trafﬁc in real time to determine the periods when network usage is
high, and take steps to ease congestion, prevent possible outages. They can then deﬁne
a new expansion strategy for this area.
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It is important to note that Big Data technology and BI type systems are impossible
without a mathematical model, which was identiﬁed as a separate tool for business
development. The joint use of the developed mathematical models and specialized
tools is able to solve the tasks described above more effectively.

5 Conclusion
The analysis showed that technologies such as Internet of Things, Big Data and
Business Intelligence systems are promising tools for business development. At the
same time, the basis for using these technologies is a mathematical apparatus for
modeling and optimizing the activity of telecommunication companies. Adaptation of
various models is the basis for the development of business of telecommunication
companies using various technologies.
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Abstract. In this paper, we consider the problem of ﬁnding how a joint
radar and communication system should divide its eﬀort between supporting the radar and communication objectives when the system operates in an environment with hostile interference. Our model explores
the uncertainty of the jammer’s location by assuming the joint system
knows only the a priori probabilities of jammer’s positions. The underlying problem is formulated and solved as a Bayesian game involving the
joint radar/communication system and a jammer. We then explore how
irrational behavior by the rivals can aﬀect the equilibrium strategies by
using prospect theory (PT). It is shown that the PT system strategy
is not sensitive to the jammer’s probability weighting parameter, while
jammer’s strategy is sensitive to probability weighted parameters of both
rivals.

Keywords: Communication
Prospect theory

1

· Radar · Bayesian game

Introduction

Recently, there has been interest in enabling radar and communication systems
to co-exist in the same frequency bands in order to allow spectrum to be utilized
more eﬃciently [20]. This has given rise to a signiﬁcant amount of research on
methods for spectrum sharing between the two systems. One approach to achieve
this is to formulate waveform design using OFDM signals and then optimally
allocating the subcarriers [14,24]. Radar waveform design for controlled interference is considered in [2,3], while the cooperative design of the two systems was
explored in [4,17].
In this paper, we consider a dual purpose communication-radar system that
employs OFDM style waveforms and explore the complementary aspect of ﬁnding
the optimal frequency of performance for radar and communication objectives
when the joint system faces with hostile interference. Moreover, we consider
c Springer Nature Switzerland AG 2018
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that the system might know only a priori probabilities about jammer’s position.
The problem is formulated and solved as a Bayesian game. To address the risk
that the rivals’ behaviour might be irrational, equilibrium strategies are found
using prospect theory. We note that, although prospect theory originally was
designed to take into account possibility of the risk of irrational rivals behaviour
in economic problems [15,16], it has been applied in engineering applications
[18,22,25].
The organization of this paper is as follows: in Sect. 2, we present the basic
system model, and then we incorporate a jammer in the model in Sect. 3. In
Sect. 4, a basic zero-sum game for selecting the mode of attack and transmission
for a ﬁxed jammer position is formulated, while, in Sect. 5, its PT solution is
found. In Sect. 6, the basic game is generalized to a Bayesian game where the
system knows only a priori probabilities associated with the jammer’s possible
location, while, in Sect. 7, the PT solution for this Bayesian game is found.
Finally, in Sect. 8, discussion of the results and conclusions are given.

2

Basic Model

We begin our formulation by considering an operational scenario involving an
RF transceiver that is attempting to support two diﬀerent objectives: communication with a communication receiver that is distant and separate from the
transmitter, while also supporting the tracking of a radar target through the
reﬂections witnessed at the RF transmitter. In order to support these two diﬀerent objectives, the transmitter uses a spectrum band that is modeled as consisting of n adjacent sub-channels, which may be associated with n diﬀerent subcarriers. In this paper we employ a transmission scheme like OFDM, as considered
in [12,13] for designing a bargaining strategy for a dual radar and communication system in the absence of hostile interference. With each of these n diﬀerent
subcarriers, two diﬀerent (fading) channel gains are associated. Speciﬁcally, we
let hR,i correspond to the i-th radar channel gain associated with the round-trip
eﬀect of the transmitted signal, reﬂected oﬀ the radar target, and received at
the RF transceiver, while hC,i denotes the i-th channel gain associated with the
i-th communication subcarrier between the transmitter and the communication
recipient. Although there are two diﬀerent objectives, there is nonetheless a single transmitter responsible for deciding how to allocate power across the diﬀerent
subcarriers. We consider a power-allocation strategy for the transmitter to be
the power vector P = (P1 , . . . , Pn ) where Pi is the power assigned for transmitting

on subcarrier i, and ni=1 Pi = P where P is the total power budget allocated
for transmission. We assume that the system, to avoid mutual interference of
the signals, can work in one of two modes: (i) communication mode for performing only the communication task, and (ii) radar mode for performing only
the radar task. In order to unify the examination of radar and communication
metrics, we note that radar detection/tracking and communication throughput
are both closely related to the associated signal-to-interference-plus-noise ratio
(SINR) as witnessed at the appropriate recipient. Let the radar SINR be given
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by

n

i=1

2
hR,i iPi /σR
and the communication SINR by

n

i=1
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2
2
hC,i Pi /σC
, where σR
and

2
σC
are corresponding background noises. For the communication objective, the

SINR is used as the payoﬀ function for two reasons: ﬁrst, it is easily linearized;
and, second, for a low SINR regime, SINR in an approximation to throughput.
For the radar objective, SINR is used as the payoﬀ function since it is closely
related to the associated detection metrics [19].

3

The Jammer

Now, suppose there is an adversary present in the environment who seeks to
introduce hostile interference to disrupt the functionality of either the radar or
communication system. His strategy is a power vector J = (J1 , . . . , Jn ) where
n
Ji is the power assigned for jamming subcarrier i, and
i=1 Ji = J where J
is the total power budget allocated for jamming. Under a jamming attack, the
communication and radar SINRs are given by: SINRR (P , J ) =
gR,i Ji ) and SINRC (P , J ) =

n

i=1

n


i=1

2
hR,i Pi /(σR
+

2
hC,i Pi /(σC
+ gC,i Ji ), where gR,i are fading channels

gains between the jammer and the radar, and gC,i are fading gains between the
jammer and the communication receiver.
When the system works in a particular mode the corresponding SINR is the
payoﬀ to the system, i.e., vm (P , J ) = SINRm (P , J ) for m ∈ {C, R}. Let us assume
the jammer knows what mode the system is in, then the system payoﬀ can be
considered as the cost function for the jammer. Thus, here we deal with a zerosum game-theoretical scenario [5]. Recall that a pair of strategies (P m , J m ) is a
(Nash) equilibrium for the game with payoﬀ function vm for m ∈ {C, R} if and
only if, for any strategies (P , J ), the following inequalities hold:
vm (P , J m ) ≤ vm (P m , J m ) ≤ vm (P m , J ).

(1)

This game can be solved following [1]. See, also, [6,8,9,11,23,26], as examples
of other jamming games.

4

Mode Selection Game

In this section, we consider the scenario where the jammer does not know which
the mode the system is in, while the system does not know which mode the
jammer’s eﬀort is optimized against. The system can choose its mode to use,
while the jammer can choose the mode he wants to optimize his eﬀort against.
If a mode is selected, each of the rivals allocates power according to the optimal
strategy for this mode. This problem can be described by the following 2 × 2
payoﬀ matrix
R
M=
C



R
A
b

C

a
,
B
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with A = vR (P R , J R ), a = vR (P R , J C ), B = vC (P C , J C ), b = vC (P C , J R ). By (1),
we can assume that
A < a,

B < b.

(3)

In matrix M , the rows correspond to the system’s strategies, i.e. signal transmission according to one of the two modes; and the columns correspond to the
jammer’s strategies, i.e. jamming against a particular system mode.
Let x = (x, 1 − x)T and y = (y, 1 − y)T , be randomized (mixed) strategies [5]
for the system and the jammer, i.e., x and 1 − x (y and 1 − y) be the probabilities
for employing (pure) strategies “R” and “C” by the system (respectively, the
adversary). Then, the expected payoﬀ to the system is given:
v(x, y) = xT M y = Axy + ax(1 − y) + b(1 − x)y + B(1 − x)(1 − y).

(4)

while for the jammer v is cost function. We look for a (Nash) equilibrium [5],
i.e., for a pair of strategies (x∗ , y ∗ ) such that the following inequalities hold:
v(x, y ∗ ) ≤ v(x∗ , y ∗ ) ≤ v(x∗ , y) for all (x, y)

(5)

This is a classical 2 × 2 matrix zero sum game [5], which has a closed form
solution.
Theorem 1. The game has the unique equilibrium (x, y). Namely,
⎧
⎪
⎨ξ,
x = 1,
⎪
⎩
0,

⎧
⎪
B < a & A < b,
⎨Ξ,
y = 1,
A ≥ b,
⎪
⎩
B ≥ a,
0,

B < a & A < b,
A ≥ b,
B ≥ a,

(6)

with ξ := (b − B)/(a + b − A − B) and Ξ := (a − B)/(a + b − A − B).
Note that two inequalities A ≥ b and B ≥ a cannot hold simultaneously
since otherwise summing them up implies A + B ≥ a + b, and this contradicts
assumption (3). Thus, (6) deﬁnes (x, y) uniquely.

5

PT Solution for Mode Selection Game

In the previous section, we assumed that rivals’ decisions were according to
the expected utility theory. To describe decisions under the risk that the agents’
behaviour might be irrational occur, prospect theory was developed [15]. According to [15], agents use their subjective probabilities w rather than objective
probabilities p to weight the values of possible outcomes. Moreover, agents tend
to over-weight low probability outcomes and under-weight moderate and high
probability outcomes. This feature is captured by weighting the probability distribution by an S-shaped function, the so-called weighting function. The original
example of weighting function [16] is given by
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wγ (p) = pγ /(pγ + (1 − p)γ )1/γ ,
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(7)

with γ ∈ [1/2, 1] the probability weighting parameter, where the lower bound on
γ comes from [21]. In particular, this weighting function inﬁnitely overweights
inﬁnitesimal probabilities and inﬁnitely underweights near-one probabilities, i.e.
wγ (p)/p tends to inﬁnity for p ↓ 0 and (1 − wγ (p))/(1 − p) tends to inﬁnity for p ↑ 1.
Denote by α and β these parameters for the system and the jammer, respectively. Then, the PT-utilities for the rivals in the matrix game (2) are given as
follows:
T
uP
S (x, y) := x (Awβ (y) + awβ (1 − y)) + (1 − x) (bwβ (y) + Bwβ (1 − y)) ,
T
uP
J (x, y) := y (Awα (x) + bwα (1 − x)) + (1 − y) (awα (x) + Bwα (1 − x)) .

(8)

Then, the PT-equilibrium is given as the solution of the best response equations:
T
PT
PT
PT
x = BRP
S (y) := argmax uS (x, y), y = BRJ (x) := argmin uJ (x, y).
x∈[0,1]

y∈[0,1]

Theorem 2. The game has the unique PT equilibrium
⎧
⎧
⎪
⎪
⎨ξ(α), B < a & A < b,
⎨Ξ(β),
x = 1,
y
=
A ≥ b,
1,
⎪
⎪
⎩
⎩
0,
B ≥ a,
0,

(9)

(x, y). Namely,

B < a & A < b,
A ≥ b,
B ≥ a,

(10)

with ξ(α) := (b − B)1/α /((a − A)1/α + (b − B)1/α ) and Ξ(β) := (a − B)1/β /((a −

B)1/β + (b − A)1/β ).

Proof: Since uPS T (x, y) is linear on x while uPJ T (x, y) is linear on y solving the
optimization problems (7) we ﬁnd the best response strategies as follows:
⎧
⎪
⎨0,
T
(y)
=
BRP
any in [0, 1],
S
⎪
⎩
1,

(b − A)wβ (y) > (a − B)wβ (1 − y),
(b − A)wβ (y) = (a − B)wβ (1 − y),
(b − A)wβ (y) < (a − B)wβ (1 − y),

(11)

⎧
⎪
⎨1,
PT
BRJ (x) = any in [0, 1],
⎪
⎩
0,

(a − A)wα (x) > (b − B)wα (1 − x),
(a − A)wα (x) = (b − B)wα (1 − x),
(a − A)wα (x) < (b − B)wα (1 − x).

(12)

Substituting (7) with γ = α into (12) implies
⎧
⎪
⎨1,
T
(x)
=
BRP
any in [0, 1],
J
⎪
⎩
0,
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Fig. 1. (a) Probability x and (b) probability y for PT equilibrium.

Let b ≤ A. Then, by (3), a > B. Thus, (11) implies that BRPS T (y) ≡ 1. Then,
by (13), BRPJ T (x) ≡ 1.
Let a ≤ B. Then, by (3), b > A. Thus, (11) implies that BRPS T (y) ≡ 0. Then,
by (13), BRPJ T (x) ≡ 0.
Let b > A and b > A. Then, substituting (7) with γ = β into (11) yields that
⎧
⎪
y > Ξ(β),
⎨0,
PT
(14)
BRS (y) = any in [0, 1], y = Ξ(β),
⎪
⎩
1,
y < Ξ(β).
Thus, by (13) and (14), x ∈ (0, 1) and y ∈ (0, 1) is the PT equilibrium if and

only if x = ξ(α) and y = Ξ(β), and the result follows.
It is clear that the PT equilibrium in mixed strategies (10) coincides with
the Nash equilibrium (10) for α = β = 1. The threshold condition for switching
the PT equilibrium from mixed to pure strategies is stable with respect to the
probability weighting parameters (i.e. it does not depend on them). Both mixed
strategies ξ(α) and Ξ(β) are monotonic with respect to the probability weighting
parameters. Namely, if a + B > b + A then ξ(α) is increasing and less than the
NE strategy x. If a + B < b + A then ξ(α) is decreasing and always greater than
the NE strategy x. While if b + B > a + A then Ξ(β) is increasing and less than
the NE strategy y. If b + B < a + A then Ξ(β) is decreasing and less than the
NE strategy y. Fig. 1 illustrates these monotonic properties by an example n = 5,
2
2
= 1, σR
= 1, hC = (0.9, 0.7, 0.8, 1, 0.9), gC = (1, 2, 3, 4, 5), hR = (0.8, 0.9, 1, 0.7, 0.8),
σC
gR = (5, 4, 3, 2, 1) and P = 1. Moreover, Fig. 1(a) illustrates that variation in

network parameters (in this case, total jamming power) can change the type of
monotonicity.

6

Uncertainty About the Jammer’s Position

The channel gains depend on the positioning of the jammer and the receiver [27].
In this section we assume that the system does not know the jammer’s position
with certainty, but knows only a priori probabilities about jammer’s position.
Namely, let the jammer be at point (Xt , Yt ) with a priori probability γt , and let
the corresponding channel gains be {hC,i,t , gC,i,t , hR,i,t , gC,i,t }. Let P m,t and J m,t
be the equilibrium strategies when the system is in mode m and the jammer acts
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versus this mode. We assign the type, namely, type t, to the jammer associated
with his location. Let Mt be matrix of payoﬀs for the system facing a jammer of
type t designed based on strategies P m,t and J m,t , while At , at , Bt , bt be entries
of this matrix. Following (3), we can assume that
At < at and Bt < at .

(15)

Let y t = (yt , 1 − yt )T be the strategy of the jammer with type t, and Y =
(y 1 , . . . , y T ). Let x = (x, 1 − x)T be the strategy of the system. Then, the

(expected) payoﬀ to the system is given as follows v(x, Y) = Tt=1 γt xT Mt y t ,
while the cost function for the jammer of type t is given by vt (x, y t ) = xT Mt y t .
The system wants to maximize its expected payoﬀ while each of type of the
jammer wants to minimize its cost function. Thus, here we deal with a Bayesian
game. Recall that (x∗ , Y∗ ) is the Bayesian equilibrium if and only if for any (x, Y)
the following inequalities hold:
v(x, Y∗ ) ≤ v(x∗ , Y∗ ) and vt (x∗ , y t∗ ) ≤ vt (x∗ , y t ) for t = 1, . . . , T.

(16)

Let us introduce the following axillary notations:

Θt :=

t


γτ (aτ + bτ − Aτ − Bτ ) for t = 1, . . . , T and Θ0 = 0,

τ =1

ξt := (bt − Bt )/(at + bt − At − Bt ) for t = 1, . . . , T and ξ0 = 0,
Θ :=

T


(17)

γt (at − Bt ).

t=1

By (15), 0 < ξt < 1. To avoid bulkiness in formulas we assume that ξt = ξτ
for any t = τ . Then, without loss of generality we can assume that
0 = ξ0 < ξ1 < ξ2 < . . . < ξT < 1.

(18)

Theorem 3
(a) Let Θ ≤ 0. Then the equilibrium (x, Y) is unique and x = 0, yt = 0, t = 1, . . . , T .

(b) Let ΘT < Θ. Then the equilibrium is unique and x = 1, yt = 1, t = 1, . . . , T .
(c) Let Θt∗ −1 < Θ < Θt∗ for a t∗ ∈ {1, . . . , T }. Then the equilibrium is unique

and

x = ξt∗

⎧
⎪
⎨1,
and yt = (Θ − Θt∗ −1 )/(at∗ + bt∗ − At∗ − Bt∗ ),
⎪
⎩
0,

t ≤ t∗ − 1,
(19)
t = t∗ ,
t ≥ t∗ + 1.

(d) Let Θ = Θt∗ for a t∗ ∈ {1, . . . , T }. Then each x such that ξt∗ −1 < x < ξt∗ is an
equilibrium strategy for the system while the jammer equilibrium strategy is unique
and given as:
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1,
0,

yt =

t ≤ t∗ − 1,
t ≥ t∗ .

(20)

Note that although a continuum of equilibria might arise for the system they
are equivalent since they return the same payoﬀ.
Proof. By (16), (x, Y) is an equilibrium if they are best response strategy to
each other, i.e., solution of the following equations:
x = BRS (Y) := argmax v(x, Y), yt = BRJ,t (x) := argmin vt (x, y t ), t = 1, . . . , T.
x

yt

(21)
Since v(x, Y) is linear on x while vt (x, y t ) is linear on y t solving the optimization
problems (21) we ﬁnd the best response strategies as:
⎧
⎪
⎪
1,
⎪
⎪
⎪
⎪
⎨
BRS (Y) = any in [0, 1],
⎪
⎪
⎪
⎪
⎪
⎪
⎩0,

T
t=1
T
t=1
T
t=1

γt (at + bt − At − Bt )yt <
γt (at + bt − At − Bt )yt =
γt (at + bt − At − Bt )yt >

⎧
⎪
⎨0,
BRJ,t (x) = any in [0, 1],
⎪
⎩
1,

T
t=1
T
t=1
T
t=1

γt (at − Bt ),
γt (at − Bt ), (22)
γt (at − Bt ),

(at + bt − At − Bt )x < bt − Bt ,
(at + bt − At − Bt )x = bt − Bt ,
(at + bt − At − Bt )x > bt − Bt .

(23)

Then, (3), (17) and (23) imply
⎧
⎪
⎨1,
BRJ,t (x) = any in [0, 1],
⎪
⎩
0,

x > ξt ,
x = ξt ,
x < ξt .

(24)

Let x = 0. Substituting into (24) implies that yt = BRJ,t ((0, 1)) = 0, t =
1, . . . , T . Finally substituting x = 0, yt = 0.t = 1, . . . , T into (22) implies that
Θ ≤ 0, and (a) follows.
Let x = 1. Substituting into (24) implies that yt = BRJ,t ((1, 0)) = 1, t =
1, . . . , T . Finally substituting x = 1, yt = 1, t = 1, . . . , T into (22) implies that
Θ ≤ Θ, and (b) follows.
Thus, only the case 0 < x < 1 is left to consider. Two subcases arise: (I)
there is t+ such x = ξt+ and (II) there is t+ such ξt+ −1 < x < ξt+ .
(I) Let there exist t+ such x = ξt+ . Then, by (18) and (24),
⎧
⎪
t < t+ ,
⎨1,
(25)
yt = BRJ,t (x) ≡ any in [0, 1], t = t+ ,
⎪
⎩
0,
x > t+ .
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Substituting these {yt } into (22) implies
⎧
⎪
⎨1,
x = BRS (Y) = any in [0, 1],
⎪
⎩
0,

Lt+ (yt+ ) < 0,
Lt+ (yt+ ) = 0,
Lt+ (yt+ ) > 0,

491

(26)

where
t+ −1

Lt+ (yt+ ) :=



γt (bt − At ) −

n


γt (at − Bt ) + γt+ (at+ + bt+ − At+ − Bt+ )yt+ .

t=t+

t=1

(27)
By (27), x = ξt+ if and only if Lt+ (yt+ ) = 0. Since Lt+ (yt+ ) is linear and increasing
in y+ , this equation has a root y+ ∈ (0, 1) (and it is unique) if and only if
Lt+ (yt+ ) < 0 and Lt+ (yt+ ) > 0. This is equivalent to t+ = t∗ where t∗ is given by
condition (a-iii). Then, solving Lt∗ (yt∗ ) = 0 by yt∗ implies (19), and (c) follows.
(II) Let there exist t+ such ξt+ −1 < x < ξt+ . Then, by (18) and (24),
yt = BRJ,t (x) ≡

1,
0,

t < t+ ,
t ≥ t+ .

Substituting these {yt } into (22) implies
⎧
⎪
⎨1,
x = BRS (Y) = any in [0, 1],
⎪
⎩
0,

Lt+ (0) < 0,
Lt+ (0) = 0,
Lt+ (0) > 0.

(28)

(29)

By (29), ξt+ −1 < x < ξt+ if and only if Lt+ (0) = 0, i.e., t+ = t∗ where t∗ is given
by condition of (b). This and (28) imply (d), and the result follows.


7

PT Solution for Bayesion Game

Denote the probability weighting parameter for the system by α. We assume
that the jammer’s weighting parameter β does not depend on jammer’s position.
Then, the PT-utilities for the rivals in the Bayesian game are given as:
T
uP
S (x, Y) := x

T
T


(At wβ (yt ) + at wβ (1 − yt )) + (1 − x)
(bt wβ (y) + Bt wβ (1 − yt )),
t=1

T
uP
J,t (x, yt )

t=1

:= yt (At wα (x) + bt wα (1 − x)) + (1 − yt )(at wα (x) + Bt wα (1 − x)).

(30)
Then, the PT-equilibrium is given as the solution of the best response equations:
T
PT
PT
PT
x = BRP
S (Y) := argmax uS (x, Y), yt = BRJ,t (x) := argmin uJ,t (x, yt ), t = 1, . . . , T.
x

yt
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Let us introduce the following auxiliary notation: ξt (α) = (bt − Bt )1/α /((at −
At )1/α + (bt − Bt )1/α ) for t = 1, . . . , T and ξ0 (α) = 0. It is clear that 0 < ξt (α) < 1.
To avoid bulkiness in formulas we assume that ξt (α) = ξτ (α) for any t = τ . Then,
without loss of generality we can assume that
0 = ξ0 (α) < ξ1 (α) < ξ2 (α) < . . . < ξT (α) < 1.

(31)

Theorem 4. The PT equilibrium coincides with the Bayesian equilibrium given by
Theorem 3 except for the case where equilibrium strategies of both rivals are mixed, i.e.,
the case (c). In this case, i.e., if Θt∗ −1 < Θ < Θt∗ then
⎧
⎪
t ≤ t∗ − 1,
⎨1,
x = ξt∗ (α) and yt = Ξt∗ (β), t = t∗ ,
(32)
⎪
⎩
0,
t ≥ t∗ + 1,
where Ξ = Ξt∗ (β) is the root in (0, 1) of the equation:
Lβ,t∗ (Ξ) :=

t
∗ −1

γt (bt − At ) −

t=1

T


γt (at − Bt )

(33)

t∗ +1

+ γt∗ (bt∗ − At∗ ) wβ (Ξ) − γt∗ (at∗ − Bt∗ ) wβ (1 − Ξ) = 0.

Proof: Since uPS T is linear on x while uPJ,tT is linear on yt the best response
strategies are given as follows:
⎧
⎪
⎪
= 0,
⎪
⎪
⎪
⎪
⎨
T
BRP
∈ [0, 1],
S (Y)
⎪
⎪
⎪
⎪
⎪
⎪
⎩= 1,

T
t=1
T
t=1
T
t=1

γt (bt − At )wβ (yt ) >
γt (bt − At )wβ (yt ) =
γt (bt − At )wβ (yt ) <

⎧
⎪
⎨= 1,
T
BRP
(x)
∈ [0, 1],
J,t
⎪
⎩
= 0,

T
t=1
T
t=1
T
t=1

γt (at − Bt )wβ (1 − yt ),
γt (at − Bt )wβ (1 − yt ), (34)
γt (at − Bt )wβ (1 − yt ),

(at − At )wα (x) > (bt − Bt )wα (1 − x),
(at − At )wα (x) = (bt − Bt )wα (1 − x),
(at − At )wα (x) < (bt − Bt )wα (1 − x).

Substituting (7) with γ = α into (35) implies
⎧
⎪
x > ξt (α),
⎨= 1,
PT
BRJ,t (x) ∈ [0, 1], x = ξt (α),
⎪
⎩
= 0,
x < ξt (α).

(35)

(36)

Then, by (7), (31), (34) and (36) all of the cases besides (c) can be proved
similarly to Theorem 3. Thus, we have to consider only the cases where x = ξt∗ (α)
for a t∗ such that Θt∗ −1 < Θ < Θt∗ . By (34), x = ξt∗ if and only if Lβ,t∗ (yt∗ ) = 0.
Note that Lβ,t∗ (0) = Θt∗ −1 − Θ < 0 and Lβ,t∗ (1) = Θt∗ − Θ > 0. Thus, the root
exists and the result follows.
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Fig. 2. (a) Probability x, (b) probability y1 and (c) probability y2 with T = 2, q1 ∈
[0, 1], α = β = 1/2 q2 = 1 − q1 , A1 ∈ (0, a1 ) and M1 = ((A1 , 1), (1, 0.3)), M2 =
((0.3, 0.9), (0.8, 0.4)).

8

Discussion of the Results and Conclusions

By Theorems 3 and 4, the PT system strategy is not sensitive to the probability
weighted parameter for the jammer, and it depends only on the probability
weighted parameter of the system. On the other hand, the PT strategy for the
jammer depends on both of these parameters. Although the system’s strategy is
any probability vector, i.e., the feasibility set consists of a continuum of elements,
Theorems 3 and 4 shows that there is only a ﬁnite set Γ := {ξt (α) : t = 0, . . . , T } ∪
{1} of strategies given in closed form containing all of the equilibrium. While
elements of this set depend on weighted parameter of the system, i.e., the PT
system strategy is sensitive to this parameter, the selection rule to identify the
equilibrium is stable with respect to this parameter. Figure 2 illustrates that the
PT system strategy can be sensitive to a priori probabilities (namely, q1 ) while
the jammer’s strategy is sensitive to the system’s parameters (namely, A1 ). This
is similar to what can be observed in bandwidth protection games [7,10], where
an agent sometimes has to react sharply to small variations in the environment
parameters. Finally, we note that, in this paper, although we have employed the
original probability weighting function (7) given in [16], the obtained result can
be generalized for any such S-shaped weighting function. A goal for our future
work is to develop solutions for the joint radar and communication system design
using cumulative prospect theory [16], which is a variant of prospect theory that
allows one to take into account risk aversion of the rivals.
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Abstract. The identiﬁcation of Line of Sight (LOS) in the processing of navigational measurements is relevant for positioning in urban conditions, as well as
in heterogeneous terrain such as mountains and hills, when there is no direct
visibility between the radio source and the receiving stations. The purpose of
this work is to develop and verify algorithm for positioning a transmitting radio
source in Non-Line-of-Sight Conditions (NLOS) using Unmanned Aerial
Vehicles (UAVs) in three dimensional space. Algorithm under consideration
implements time difference of arrival (TDOA) measurements processing for
identiﬁcation of receivers with NLOS measurements. Algorithm operability is
illustrated for the layout including terrestrial segment with ground receiver
stations and flying segment with receiving sensors aboard UAVs. The method
used for NLOS identiﬁcation and mitigation exploits the comparison of variance
for intermediate location estimates calculated for different TDOA measurements
combinations among all possible sets of receivers with thresholds. Algorithm
was realized in simulation model including system level, link level and visualization model subsystems. TDOA system level model represents positioning
layout with distributed transmitter, receivers, obstacles and NLOS reflectors in
three dimensional space. TDOA link level model represents radio links between
transmitter, receivers, and NLOS reflectors taking into account actual pathloss,
signal modulation, sampling rate, additive noise and cross-correlation calculation. Comparing with the case on the plane, TDOA measurements processing in
three dimensional space case with flying receiver aboard UAVs reveals substantially higher thresholds of calculated variances to reliably identify and
exclude NLOS source.
Keywords: TDOA  NLOS
Measurement processing

 UAV  Root mean square error

1 Introduction
Positioning of transmitter stations or radio sources in wireless networks is an important
trend in next-generation mobile communications applications. Time Difference of
Arrival (TDOA) is most widely used technique for geolocation applications and was
adopted by 3rd Generation Partnership Project in LTE [1] Positioning Protocol providing Observed Time Difference of Arrival (OTDoA) positioning scheme based on
reference signal TDOA measurements which was investigated in [2] with simulation.
© Springer Nature Switzerland AG 2018
O. Galinina et al. (Eds.): NEW2AN 2018/ruSMART 2018, LNCS 11118, pp. 496–508, 2018.
https://doi.org/10.1007/978-3-030-01168-0_44
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That investigation assumed conﬁguration of receiver points or sensors on the plane,
allocated around unknown radio source position to be determined and did not take into
account Non-Line-of-Sight (NLOS) situations. In the case of NLOS several surrounding sensor TDOA measurements could be corrupted by reflection, diffraction and
scattering leading to NLOS errors in range difference which result in erroneous location
estimate and as a consequence it is necessary to exclude such sensors from measurement [3].
The complexity of positioning in hilly terrain and mountain areas is determined by
the irregularity of the morphostructure of the terrain. To determine the location of radio
source in such hard-to-reach hilly and mountain areas it is necessary to solve the
problem of positioning in three-dimensional space, which is complicated, ﬁrstly, by the
impossibility of proper arranging of ground receiver stations within terrestrial segment
around radio source and at the same altitude level as radio source [3] and, secondly, by
the probable absence of Line of Sight (LOS) between radio source and one and/or
several receiver stations [4].
In LOS case when radiowave propagates through a straight line between the
transmitter (Tx) and Receiver (Rx) the only source of error in TDOA measurements is
measurement noise which can be modelled as zero-mean Gaussian random variable. In
the absence of LOS between Tx and Rx radiowave suffers from reflection, diffraction
and scattering leading to additional propagation distance and pathloss with respect to
LOS case and result in NLOS propagation error ranging up to several hundreds of
meters, which is much greater than the average Gaussian measurement noise [5].
However, in hilly terrain and mountains for certain applications, such as search and
rescue operations, emergency medical services, law enforcement, personnel tracking
and others, the task of radio source positioning has to be realized even in worse NLOS
conditions, and one of the solutions for this problem is implementation of flying
segment with receiving sensors aboard Unmanned Aerial Vehicles (UAVs) [6], which
helps to improve the accuracy of the positioning of radio emission sources.
Analysis of publications about the area of time difference of arrival measurement
processing for positioning in non-line-of-sight conditions has shown that this problem
had already been studied before for the case of mobile networks on the plane in [7–10]
and several NLOS error identiﬁcation and mitigation techniques had already been
proposed. However, these works lack of simulation model subsystems including radio
links between transmitter, receivers, and NLOS reflectors in 2-dimensional lay-out
taking into account actual pathloss, signal transmission and reception, with signal
format, modulation, sampling rate, additive noise and signal cross-correlation calculation, peak detection and pairwise TDOA estimation. Such comprehensive simulation
model was developed in [11], however it did not take into account effects of signal
power loss due to propagation. Complex simulation model of radio sources positioning
in NLOS conditions taking into account actual pathloss [12] was developed and
realized in [13] for 2-dimensional layout on the plane. Three-stage TDOA measurements processing algorithm for positioning a radio source when there are up to two
ground receivers with NLOS measurements was also veriﬁed in [13], however it was
limited by terrestrial segment in 2-dimensional layout on the plane.
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Recent research in flying ubiquitous sensor networks development [14, 15]
demonstrated operability of joint cooperation of flying segment based on Unmanned
Aerial Vehicles (UAVs) with terrestrial segment including ground based stations.
Implementation of flying segment based on UAVs was already investigated in
[16, 17], however there was not taken into account NLOS problem.
The aim of this work is to develop and verify TDOA measurements processing
algorithm introduced in [13] for positioning a radio source in NLOS conditions for
three dimensional space layout including terrestrial segment with ground receiver
stations and flying segment with receiving sensors aboard UAVs.
The material in the paper is organized in the following order. System level, link
level and visualization model subsystems considering TDOA measurements are given
in Sect. 2. TDOA NLOS measurements processing algorithm is formalized in Sect. 3.
Simulation results for three dimensional space layout including terrestrial segment with
ground receiver stations and flying segment with receiving sensors aboard UAVs are
described in Sect. 4. Finally, we draw the conclusions in Sect. 5.

2 TDOA Measurement Processing Model
TDOA measurement processing system and link level models for terrestrial segment in
2-dimensional layout including ground based stations are detailed in [2, 3, 13]. Let’s
generalize it for accounting flying segment based on receiver stations aboard UAVs.
TDOA measurement processing system level model under consideration
includes up to N receiving points termed receivers (Rx) located at the distances di from
the radio source as the positioning target termed transmitter (Tx) and described in
Fig. 1.
TDOA measurement processing model described further is based on the assumption of ideal synchronization between receiving points (stations) of the terrestrial and
flying segments aboard UAV, which gather primary time-of-arrival (TOA) measurements. Primary TOA measurements are instantly sent (via radio communication
channel) to the central processing unit with respective time stamps for further TDOA
estimation by means of pair-wise signals cross correlation, presented in Fig. 2.
TDOA measurement processing link level model under consideration is detailed
in [3, 11, 13].
TDOA measurement processing visualization model under consideration can be
illustrated by an example scenario in Fig. 3: radio source Tx is located at the point (5,
4.3, 1.5); ground segment includes 5 stationary receiving points, which are located at
the points (3, 8, 0.5), (7.5, 8, 0.9), (9.5, 5, 0.6), (7.5, 1.5, 1.1), (3, 1.5, 0.6), coordinates
are measured in km; flying segment is represented by UAV, that flies circumferentially
over the working area at a constant altitude z = 4 km.
The simulation described further is detailed in [13] and based on the assumption of
ideal synchronization between receiving points (stations) of the terrestrial and flying
segments aboard UAV.
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Fig. 1. TDOA measurement processing model in three dimensional space with UAV.

Fig. 2. TDOA estimation with pair-wise signals cross correlation.

3 TDOA NLOS Measurement Processing Algorithm
Consider TDOA NLOS measurement processing algorithm depicted in Fig. 4.
Realized algorithm for NLOS identiﬁcation and mitigation exploits the comparison
of variance for intermediate location estimates calculated for different TDOA measurements combinations among all possible sets of receivers with thresholds [13].
Let’s deﬁne intermediate estimate xbi , calculated with respect to reference receiver
Rxi, as an estimate for a given set i; the number of possible sets equals to the number of
receivers N. Then the ﬁnal transmitter location estimate b
x can be calculated as a mean
from intermediate location estimates for N sets as
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Fig. 3. Example layout with 5 ground stations and one UAV receiver; Rx2 is NLOS source.

Fig. 4. TDOA NLOS measurement processing algorithm.

b
x¼

N
1X
b
xi:
N i¼1

ð1Þ

Variance r of intermediate location estimates for N sets is
r ¼ D½b
xi ¼

N
1X
ðb
x Þ2 :
xi  b
N i¼1
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Variance r of intermediate location estimates can reach the order of 103 m when
one of the receivers has NLOS measurements for the case of positioning on the plane
[11, 13]. Intermediate location estimates for a single set b
x i in its turn are calculated as a
mean from intermediate location estimates for different combinations b
x ic in a given set
b
xi ¼

C
1X
b
x ic ;
C c¼1

ð3Þ

where the number of combinations in a given set is deﬁned by

C ¼ CLN ¼

N
L


¼

N!
;
L!ðN  LÞ!

ð4Þ

where L is the minimum required number of receiver stations with LOS measurements;
for positioning in three dimensional space L = 4. Variance rn of intermediate location
estimates for c = 1,…,C combinations in each set is deﬁned by
x ic  ¼
rn ¼ D½ b

C
1X
ðb
x i Þ2 :
x ic  b
C c¼1

ð5Þ

Let’s make several novel assumptions for our TDOA measurement processing
algorithm in NLOS conditions especially for the case of three dimensional space
compared to [13]. At ﬁrst, consider that receiver stations with NLOS measurements are
identiﬁed and excluded from ﬁnal location estimation calculation (1). Secondly, for
reliable NLOS source identiﬁcation the number of receivers with LOS measurements
should be greater than minimum by one; that is, for reliable identiﬁcation of a single
NLOS Rx source in three dimensional space we need 6 stations with 5 LOS stations.
Thirdly, we’ll consider sets with the minimum required number of receiver stations in a
single combination; that is L = 4 for three dimensional space. Now we can illustrate
stages of TDOA NLOS measurement processing algorithm for example scenario in
Fig. 3 with intermediate location estimates for sets and combinations in the next
section.

4 Simulation Results
The stage of estimated positions in TDOA NLOS measurement processing algorithm
for an example scenario in Fig. 3 with intermediate location estimates for sets (1) and
variance of intermediate location estimates (2) is illustrated in Fig. 5.
Deﬁne intermediate estimate b
x i , calculated with respect to (wrt) reference receiver
Rxi, as an estimate for a given set i; the number of possible sets equals to the number of
receivers N. Then the ﬁnal transmitter location estimate b
x can be calculated as a mean from
intermediate location estimates for N sets. Estimate 1 was obtained wrt reference receiver
Rx1, estimate 2 – wrt Rx2 etc. Variance r = 1,12105 m for 6 sets (2) and signiﬁcant
deviation of intermediate location estimates from true location is a sign of NLOS.
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Fig. 5. Intermediate estimates for sets of receivers for example in Fig. 3.

The stage of LOS processing in TDOA NLOS measurement processing algorithm
for an example scenario in Fig. 3 is illustrated by intermediate location estimates for
combinations within sets in Fig. 6.
3
For example in Fig. 6 we have CL1
N1 ¼ C5 ¼ 10 combinations in each set [13].
st
Intermediate location estimate b
x 1 for the 1 set S1 is calculated by (3) as a mean from
10 combinations within set S1 = {Rx1234, Rx1235, Rx1236, Rx1245, Rx1246, Rx1256,
x2, b
x3, b
x4, b
x5, b
x 6 were calculated
Rx1345, Rx1346, Rx1356, Rx1456} wrt Rx1; similarly, b
form sets S2, S3, S4, S5 and S6 wrt to Rx2, Rx3, Rx4, Rx5 and Rx6 respectively. Analysis
of Fig. 6 shows also great variances of intermediate location estimates for combinations in each set, calculated by (5). For example, within set S1 variance r1 = 2,89
105m: six estimates for combinations {Rx1234, Rx1235, Rx1236, Rx1245, Rx1246, Rx1256}
are signiﬁcantly scattered relative to the true location, while four estimates for combinations {Rx1345, Rx1346, Rx1356, Rx1456}, in which range measurement d2 from the
NLOS source Rx2 is excluded, lead to correct estimates. Similar conclusion can be
drawn for the other sets except for a set wrt NLOS source Rx2: estimates for all
combinations within set S2 = {Rx2345, Rx2346, Rx2356, Rx2341, Rx2351, Rx2361, Rx2456,
Rx2451, Rx2461, Rx2561} contain NLOS erroneous distance measurements d2.
The stage of NLOS processing in TDOA NLOS measurement processing algorithm for an example scenario in Fig. 3 is illustrated in Fig. 7. To reliably identify
NLOS source we implement consecutive exclusion of a single receiver with subsequent
calculation of intermediate estimates (3) and respective variances (5) for combinations
in residual sets, illustrated by three-dimensional layout and NLOS processing log ﬁle in
Fig. 7.
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Fig. 6. Intermediate estimates for combinations of receivers for example in Fig. 3.

In Figs. 3, 5, 6 and 7 we have illustrated scenario when stationary ground receiver
Rx2 within terrestrial segment produced NLOS measurements. Let’s now consider
scenario, when moving receiver aboard UAV within flying segment produces NLOS
measurements for a short time flight with three-dimensional layout and NLOS processing log ﬁle in Fig. 8.
Root Mean Square Error (RMSE) of current estimates in three axes according to
UAV flight time for scenario in Fig. 8 is provided in Fig. 9.
From Figs. 8 and 9 it can be seen that the RMSE considerably increases in the
interval from 42 s to 60 s, just when LOS between UAV and transmitting radio source
is absent and NLOS radiowave comes after reflection from mountain during the UAV
flight behind the obstacle; in Fig. 8 this flight interval is illustrated by reflected rays.
Results in Fig. 9 also conﬁrmed that RMSE along the z-axis increases substantially
higher in comparison with RMSE along x-y axes on the plane [18, 19].
Resulting RMSE and variance of positioning accuracy for the case of L = 4 LOS
receivers in three dimensional space wrt SNR is plotted in Fig. 10.
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Fig. 7. Intermediate estimates for combinations of Rx’s in residual sets for example in Fig. 3.

RMSE in Fig. 10 is approximately ﬁve times greater than for two dimensional case
in [13], and can be explained with increased error along the z-axis in comparison with
RMSE along x-y axes on the plane. Variance in Fig. 10 is by an order of magnitude
greater than for two dimensional case in [3, 11, 13].
Value of NLOS threshold should be chosen through simulations according to the
following considerations: it should be larger than LOS variance for worst SNR values
and, at the same time, lower than variance of NLOS containing intermediate estimates
in sets during calculations within TDOA NLOS measurement processing algorithm.
This consideration, which held true with a margin for NLOS identiﬁcation and mitigation in two-dimensional case on the plane [3, 11, 13], requires ﬁne-tuning in three
dimensional space using UAVs. For example, rthrs = 104, chosen as a threshold for
instance, is slightly larger than LOS variance for low SNR values in Fig. 10, and, at the
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Fig. 8. Example layout with 5 ground receivers and one UAV receiver with NLOS
measurements.

same time, is not always lower than variance of intermediate estimates in sets and
combinations in Figs. 5, 6 and 7.
Practical relevance of the obtained results lies in the choice of rthrs = 103 which is
by an order of magnitude greater comparing with two dimensional case on the plane in
[13] and is reasonable in three dimensional space case for positive SNR values.
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Fig. 9. RMSE estimation for scenario in Fig. 8.

Fig. 10. RMSE and variance for three dimensional space with L = 4 (3 ground receivers and
one UAV receiver).

5 Conclusion
Contribution of proposed TDOA measurement processing algorithm lies in accounting
of calculated variances for different combinations within individual set of receivers and
among all possible sets of receivers especially for the case of three dimensional space
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including terrestrial segment with stationary ground receiver stations and flying segment with moving receiving sensors aboard UAV. By means of computer simulation
possibility to reliably identify and temporarily exclude single NLOS receiver aboard
UAV from TDOA measurement processing was veriﬁed. Comparing with two
dimensional case, threshold of calculated variance to reliably identify and exclude
NLOS source in three dimensional space should be by an order of magnitude greater.
Acknowledgements. The reported study was supported by the Committee on Science and
Higher School of the Government of St. Petersburg.
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Abstract. The influence of out-of-band emitters on the performance of information and communication systems (ICS) is estimated. The broadband and
narrowband ICS are analyzed. A signiﬁcant influence of radars on the characteristics of ICS is shown. The distribution density histogram of more than 900
types of radars in frequency range is obtained and described. The prospects for
the operation of ICS in the millimeter range are demonstrated.
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1 Introduction
In time of designing systems for radio control, data transmission, communication,
navigation and other information and communication systems (ICS), the choice of the
transceiver is an important step.
At the design stage of the transceiver, the information about the load of various
parts of the radio band allows predicting possible out-of-band emitters.
Thus, for the most common superheterodyne receiver to date, out-band radiation
sources may interfere with the combination and intermodulation reception channels.
Receiver mixers and ampliﬁers are nonlinear elements for high power signals and form
an ensemble of harmonics. In the case of work in a narrowband channel, harmonics are
formed in it, if there is an input broadband ampliﬁer. Such case is typical for a
multichannel system.
With the expansion of the channel band, it is highly likely that the harmonics will
be also formed in the mixer. This is mainly due to the high power of out-of-band
© Springer Nature Switzerland AG 2018
O. Galinina et al. (Eds.): NEW2AN 2018/ruSMART 2018, LNCS 11118, pp. 509–515, 2018.
https://doi.org/10.1007/978-3-030-01168-0_45
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radiation. In this case, the frequencies of parasitic harmonics practically cannot be
predicted and, therefore, suppressed.
Thus, it is obvious that when using broadband path elements, the noise immunity of
the info-communication system decreases under the influence of powerful out of band
emitters.
However, even in a single-channel narrowband system, the influence of powerful
interference is possible. It manifests itself in the overload of sensitive elements of the
receiving equipment, and in some cases up to their failure. To improve the stability of
the receiving equipment to the effects of high-power interference, it is possible to use a
protective device. However, to protect the sensitive input ampliﬁer, protective device
must be installed between the antenna and the ampliﬁer, which inevitably reduces
sensitivity. Therefore, to increase the range of the ICS, protective devices are often not
installed in them.
In addition, if the automatic gain control (AGC) is used, the occurrence of a strong
interference leads to the loss of weak signals.
Another aspect of the influence of powerful interference on the quality of the ICS is
the occurrence of intersymbol interference in the transmission of digital signals.
Operation in the nonlinear mode, triggering of the AGC system and changing of any
other parameters of the transceiver device in the continuous signal reception mode lead
to a change in the phase-frequency characteristic (PFC) in time. As a result, not only
the phase jitter increases, which in modern systems is minimized with the devices
based on phase automatic frequency control (AFC) [1, 2], but also phase jumps can
occur. In this case, the distinctiveness of the code sequence characters deteriorates even
with the use of ﬁber-optic communication lines [3, 4], and the probability of erroneous
reception increases.
Thus, in a single-channel narrowband system, the ingress of a powerful noise signal
into the reception band (or into its surroundings in the case of low selectivity of the
channel ﬁlter) also leads to disruption of the normal operation of the system, up to its
failure.
In addition, when designing both narrowband and broadband microwave range
systems, it is necessary to consider the periodic nature of the frequency-response
function of band devices. In other words, there are side channels of interference
penetration corresponding to resonance bands of ﬁlters and other microwave band
devices. It is worth noting that the suppression of the signal in the parasitic transmission bands, as a rule, is insigniﬁcant. Therefore, one of the many phenomena
described above may occur at a lower interference power.
Moreover, due to the widespread and ubiquitous use of radars (both for civilian and
military use), their frequencies and powers in a given area are difﬁcult to predict.
Therefore, the development or modernization of ICS requires information about the
distribution of operating frequencies of radar in the radio band.
Such parameters of the ICS as carrier frequency, channel bandwidth, radiated power,
etc., are directly related to the workload of certain parts of the radio band. These
parameters, in turn, determine the structure of the system and the quality of its work [5, 6].
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In this regard, the quantitative assessment of the radio band load is an urgent task.
Considering the constant increase in the number of sources of radio emission in the
information space, the demand for results of this assessment in the future will only grow.

2 Frequency Ranges of Radars for Various Purposes
In this paper, the radio band load is indirectly estimated by the density of distribution of
radar types in it. Information on operating frequencies of more than 900 radars was
obtained from open sources, including the most representative [7]. The obtained results
can be useful for a wide range of developers of electronic devices. In Fig. 1 shows
graphs of the distribution density of civilian and military radar types in the frequency
range up to 40 GHz.

Fig. 1. Frequency distribution density of different radar types: (a) - civilian, (b) - military.

The choice of frequency range of radar primarily due to the non-uniform frequency
dependence of attenuation of waves in the atmosphere. In Fig. 2 shows, as an example,
one of such dependences, obtained at T = 293 K and normal atmospheric pressure
101325 Pa.
The vast majority of the civilian radars included in the sample are concentrated in
the band up to 20 GHz. The two most noticeable peaks in the graph represent a large
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Fig. 2. Frequency dependence of speciﬁc attenuation of waves in the atmosphere

number of river and sea radars operating in narrow ranges of 9.41 ± 0.03 GHz and
9.41 ± 0.03 GHz. Mainly, devices in the frequency range up to 1 GHz are nonlinear
radars designed to detect hidden electronics [8]. In the 1–2 GHz band, the flight control
radars of the United States Federal Aviation Administration (FAA) and some space
based radars are operate on those frequencies. Due to the low attenuation of waves of
frequency 2–4 GHz in the atmosphere, some meteorological radars and flight control
radar at airports operate in this band. For the same reason, the meteorological radars of
the United States FAA operate at frequencies of 5.00–5.55 GHz, and NASA’s meteorological and mapping radar stations operate at frequencies of 5.25–5.57 GHz. NASA
also uses the range of 5.57–5.83 GHz to track civil and military missiles, satellites and
other objects launched into space. In general, meteorological and space based radars
designed for mapping and altitude measurement use the range of 4–8 GHz.
Space-based scatterometers and mapping radars operate in the range 8–18 GHz. At
the same frequencies operate flight control radars in the United States and NASA radar,
which solve the problems of oceanography and atmospheric research. The window for
radio transparency of the atmosphere at frequencies of 30–40 GHz is used by space
radio altimeters, cloud and precipitation research radars owned by NASA, as well as
Doppler and cartographic radars.
The distribution of military radars is also uneven. The ﬁrst peak at a frequency of
1.3 GHz formed by radar identiﬁcation systems and target detection radars. The radars
used by the military to detect and track missile and artillery ﬁre operate within that
range too. Frequencies 1.3–1.35 GHz are used by the military to monitor air trafﬁc. The
long-range airspace radar, as well as the long range air trafﬁc control radar also use a
range of 1–2 GHz.
The next peak refers to the range from 2.9 to 3.5 GHz. At frequencies 2.9–3.1 GHz
a large number of radars (including mobile) for airspace surveillance, search and
tracking targets, air defense radars and sea-based navigation radars operate. In the range
3.1–3.3 GHz, military use radars of various types of basing, designed to support the
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operation of weapon control systems, as well as to detect air and ground targets. In the
range 3.3–3.5 GHz, multi functional radars (including sea-based systems) are used in
weapons control systems, detection and tracking of ground and air targets.
The next small peak is observed in the 5–6 GHz band. The frequency band 5.03–
5.091 GHz of this range is used in landing systems. In the band 5.255–5.925 GHz,
there are radars of missile defense systems.
In the frequency range 8–12 GHz, attenuation of signals in the atmosphere is
relatively low. Due to this, a balance is achieved between the resolution of the radar
and its mass-size characteristics.
Meteorological and navigation stations, mobile stations for detection of artillery
ﬁre, weapon control radar, missile defense radar systems, airborne radar of interceptor
aircrafts, ﬁghter aircraft and ground attack planes, cartographic radars operate at these
frequencies. At the current stage of the development of radio engineering, a long range
of action cannot be ensured when operating at higher frequencies, so the radio frequency load decreases with increasing frequency.
At frequencies above 20 GHz, short range radars operate due to high attenuation of
the signal in the atmosphere (Fig. 2). Also this range is operational for a target tracking.

3 Analysis of the Results
The total dependence of the distribution density of all types of radars is more convenient for use in the work and for the choice of operating frequencies (Fig. 3).

Fig. 3. Distribution density of radars for different purposes by frequency

Analysis of the data presented in Fig. 3 shows that most of the radars are concentrated in the X-band. The maximum density of distribution falls on a narrow band of
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frequencies about 9.1 GHz (main peak). In general, we can conclude that the frequency
range from 0.5 to 20 GHz is extremely loaded.
Due to the short range of operation and technological difﬁculties [8, 9] in the
implementation, in the frequency range above 40 GHz are currently working special
radar for military purposes (for example, in the homing missiles, to direct special shortrange weapons, etc.).
The millimeter range is used in the development of radar for unmanned aerial
vehicles [10–12], as well by devices for checking the quality of the railway track [13].

4 Conclusion
The choice of operating frequencies in the design or modernization of the ICS should
be performed considering the radio band load. It is shown that the choice of the
operating frequency without taking into account the radio band load by radars can
signiﬁcantly worsen the characteristics of the system, up to its failure. The probability
of this increases during operation in a complex electronic environment. Examples
include communications in the sea, near airports, on the borders of states and in other
cases of massive use of radar. Moreover, in the sea, the situation worsens multiple rereflection of signals from the water surface. Combined with weather conditions, this
can signiﬁcantly impair the quality of local communication and radar detection.
The results obtained in the paper show that interference from stations in the millimeter range has the least impact on signals transmitted in ICS. Therefore, it is the
most promising for the development of such systems. In particular, in the city it can be
used to control unmanned objects, and in the long term by cars [14]. At the same time,
the operation in the centimeter range will lead to failures in the operation of the control
system and unsolvable problems with trafﬁc. Therefore, data about frequency density in
the information space will help developers reduce the likelihood of failures in communication systems.
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Abstract. Geographical separation and frequency separation between a source
and a victim of harmful interferences are two main methods for ensuring
electromagnetic compatibility (EMC). Geographical separation was chosen as
the main method of sharing in 800 MHz band between user terminal (UE) of
LTE-800 and air trafﬁc control radars (ATC radars) since frequency separation
is not possible in case of co-channel LTE and ATC Radar operations.
The proposed interference protection method for ATC Radar receivers
experiencing interference from UE transmitters of LTE-800 networks is based
on providing separation distance between ATC Radar and UE. Ensuring of
separation distance is implemented by the management and limiting of cell
radius of LTE base stations located near ATC Radars. The method was proved
by simulation tests and can provide a solution to the EMC issue by LTE base
station parameter management which deﬁnes cell radius in LTE-800.
Keywords: Radar

 Protection criteria  LTE-800  Air-trafﬁc control

1 Introduction
One of the issues of LTE-800 networks deployment in CIS and Eastern European
countries (Region 1 in the Radio Regulations) is to provide EMC between LTE-800
networks and the Air Trafﬁc Control Radars (ATC) (like DRL) in the airﬁeld areas.
These RLS systems are deployed in the vicinity of the airport and other building where
LTE-800 user terminals can operate and cause harmful interference. The reason is that
the UE transmitters of LTE-800 network channels can coincide with ATC radars
operating frequencies and can cause signiﬁcant interference to position indicators of the
ATC radar, thus hiding the current location of aircrafts in the airﬁeld area. Such cases
can signiﬁcantly affect the flight safety in the airﬁeld area.
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The traditional technical organizing method to provide EMC can be one of the
methods to satisfy EMC issues between ATC radars and LTE-800 UEs operating cofrequency. This method is to ensure the separation distance, by management of LTE800 base station parameters in the areas close to airﬁelds with operating ATC radars.

2 Spectrum Sharing Features in 800 MHz Band
The demand for broadband mobile communication in rural and sparsely populated area
requires spectrum identiﬁcation in 800 MHz band (called “digital dividend” in ITU and
Band 20 in 3GPP) for mobile wireless communication on a global basis. 3GPP and ITU
agreed the LTE-800 frequency plan [2] (see Fig. 1) which includes the usage of 6
frequency channels with 5 MHz bandwidth and inverse usage of LTE UE frequency
channels in the frequency band 832–862 MHz.

Fig. 1. Channeling arrangement of UE LTE-800 and air-trafﬁc control radars [3].

The air trafﬁc control radars named as DRL (Dispatch Radio Locator) also operate
in the same frequency band. As Fig. 1 shows several frequency channels used by LTE800 UEs are coinciding with the frequency carriers of ATC radars. Thus, the usage of
geographical separation in the shared operation of LTE-800 UE and DRL is the only
method to ensure EMC.
The possible interference impact scenario from LTE-800 transmitters to DRL
receivers is shown in Fig. 2. Using this scenario the separation distance equation
describing the EMC condition between LTE-800 UE transmitters and DRL receivers
can be the following:
RUEDRL [ Rseparation distance ¼ RBSDRL  Rcell

radius

ð1Þ

The initial data in this equation are the following:
– base station cell radius Rcell_radius;
– separation distance between AT LTE-800 transmitter and DRL receiver Rseparation_distance, ensuring EMC [3] (ERPI < 17 dBµV/m).
The experimental studies were performed to investigate the impact of LTE-800 UE
on DRL receivers. The study results showed the impact of LTE-800 UE on DRL
receivers with ﬁeld strength of 17 dBµV/m at the DRL antenna input.
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Fig. 2. Scenario of UE LTE-800 impact on Air-trafﬁc control radar.

The interference ﬁeld strength values created by LTE-800 UE transmitters deployed
at various distances from the airﬁeld ATC radar, obtained in the tests, are shown in
Table 1 [3].
Table 1. The interference ﬁeld strength values created by LTE-800 UE transmitters deployed at
various distances from the airﬁeld ATC radar.
RUE-DRL, km
1.4 4.3 6.6 6.7 6.8 7.4 9.2 11.0
EDRL, dBµV/m
44 42 30 24 >23 31 24 <17
Impact on PPI DRL Yes Yes Yes Yes Yes Yes Yes No

During the tests, a simulator of LTE-800 UE transmitters with power of 1 W was
used as an interference source. The simulation scenario corresponds to the case when 5
user terminals are simultaneously communicating with the base station in co-channel
uplink within one cell. The interference at the DRL receiver input was estimated by
flashes at the plan position indicator (PPI) and by the interference level at the spectrum
analyzer antenna simulating DRL receiver (see Fig. 3).

UE LTE-800 interference signal

Airplane
indication

Fig. 3. LTE-800 UE interfering signal on the ATC Radar PPI.
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The preliminary theoretical assessments of LTE-800 UE impact, given in the study
[3], showed that separation distance of more than 13 km is required to provide EMC
between LTE-800 UE at 1.5 m height and DRL. The tests for assessment of such
separation distance showed that smaller separation distances Rseparation_distance = 6, 8–
11 km are acceptable between the indicated systems.
As a conservative scenario the Government regulator deﬁning the EMC conditions
for such cases choses the separation distance of 10 km. The limits for LTE-800 base
station cell radius are deﬁned by the commercial operators of LTE-800 based on the
marketing and commercial factors and they proposed to use the value of 1 km.
Thus from Eq. (1) with the minimal cell coverage radius of LTE-800 base station
Rcell_radius= 1 km we obtain the separation distance of 10 km from the DRL location
prohibiting operation of LTE-800 UE frequency channel and the corresponding duplex
frequency channel of the base station.

3 Providing Separation Distance by Base Station Cell
Parameters Management, Other Than Power Control
Base station cell includes “downlink” cell and “uplink” cell. In ideal case two cells
should coincide.
Since the UE but not base station is the interference source for DRL receiver then to
provide EMC it is proposed not to limit base station EIRP level and “downlink” cell
radius (DL) accordingly but to limit the “uplink” cell radius (UL) of base station by
localization of Physical Random Access Channel (PRACH) cell. If UE is located in the
“downlink” cell of base station and receiving data from the Physical Broadcast Channel
(PBCH) and outside of PRACH cell in the uplink then the terminal will not have an
success access to LTE-800 network and do not cause interference to DRL by channel
PUSCH accordingly. Localization of Physical Random Access Channel (PRACH) cell
is proposed to be made by choosing non-power parameters:
– PRACH preamble format;
– Zero Correlation Zone Conﬁg;
– Root Sequence Index.
The preamble format establishes the PRACH cell size with large resolution. The
minimal PRACH cell radius up to 14 km is provided by preamble format number 0
(see Table 2) [4].
Table 2. PRACH cell radius according preamble format.
PRACH preamble format 0 1 2 3
Cell radius, km
14 75 28 108

If the cell size is smaller than the service area in accordance with PRACH preamble
format then in case of high user density and to improve the main performance characteristics of KPI network operation ZeroCorrelationZoneConﬁg parameter is

v.davydov@hse.ru

520

V. Tikhvinskiy et al.

optimized. PRACH preamble format is Zadoff-Chu (ZC), an orthogonal pseudorandom
sequence with 839 unit length. Zadoff-Chu (ZC) pseudorandom sequence is unique for
each cell and determined by RootSequenceIndex with this all users within the cell use
one and the same sequence but with various cyclic shifts. The resolution of cyclic shift
is deﬁned by cell size and by ZeroCorrelationZoneConﬁg parameter. The smaller the
PRACH cell radius, the less resolution of cyclic shifts compensating preamble multipath propagation is required. The major manufactures establish on default ZeroCorrelationZoneConﬁg parameter corresponding to cell size of 10 km in base station
conﬁguration.
However, the limitation of PRACH cell radius by ZeroCorrelationZoneConﬁg
parameter is not stable since under certain conditions (no multipath propagation, no
other preamble from other UE at this time) the PRACH preamble can be received from
UE deployed at the larger distance from the base station than it was deﬁned in the
calculation of ZeroCorrelationZoneConﬁg but at a smaller distance than it is established in the preamble format and decoded by the base station.

4 The Drive Test Results

BS сell radius, km

The performed tests conﬁrmed the possibility of ensuring separation distance between
LTE-800 UE transmitters and DRL receivers by management of base station cell radius
and providing their EMC in co-frequency operation.
TEMS, the mobile monitoring complex was used to deﬁne the experimental LTE800 network cells. TEMS allows to assess distance between UE and BS during connection (BS coverage area). The experimental assessment results of BS coverage area
during connection between UE and BS in geographical locations are given in Fig. 4
(Region 1) and in Fig. 5 (Region 2).

Number of UE-BS connections

Fig. 4. Drive test estimated distances for connection with cell radius limit up to 1 km (Region 1).

The analysis of these results show that in spite of limiting the LTE-800 BS cell
radius (Rcell_radius = 1 km), the coverage area radius of UE–BS will achieve 1.7–
2.0 km.
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Number of UE-BS connections

Fig. 5. Drive test estimated distances for connection with cell radius limit up to 1 km (Region 2).

BS сell radius, km

Other option of limiting cell radius in the period after connection of UE with BS is
to establish the threshold value of RSRP pilot signal on UE.
To limit the LTE-800 BS cell radius during connection with UE at small distances
from BS and further in direction of DRL interference victim the threshold value of
RSRP pilot signal is set as minus 92 dBm by Threshold Th4 parameter for RSRP and
after it there is a disconnection.
The received experimental data corresponding to disconnection for this RSRP pilot
signal level are given in Fig. 6. In Fig. 6 it is shown that disconnection appears while
going outside of the cell radius of 1 km and can be at the distance of 6–7 km from the
operating BS. In this case EMC between LTE-800 UE and DRL radar cannot be
ensured. The distance between LTE-800 UE and DRL radar is 2–3 km and the
interference level at the DRL receiver input is 65–70 dBµV/m.

Number of UE-BS connections

Fig. 6. Drive test estimated distances for disconnection between UE and BS based on RSRP
pilot signal level.
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5 EMC Method Based on BS Power Control
The method considered above of limiting the LTE-800 base station cell radius in uplink
by Physical Random Access Channel (PRACH) parameter management has the following disadvantages:
– UE deployed in the BS cell in downlink does not know distance from BS and makes
PRACH preamble in attach procedure several times despite of the distance from BS
and each time it increases transmission power, and as a result it continues to cause
interference to DRL radars;
– UE in RRC_CONNECTED status can move to the cell edge downlink in direction
to DRL deployment.
Thus ﬁrst of all it is required to limit power parameters in downlink to provide
EMC of LTE-800 systems with DRL radars and regulation of the non-power parameters considered above should be made by operators in accordance with the speciﬁed
requirements.
Equivalent isotropically radiated power (EIRP.) is a power parameter deﬁning the
BS cell radius. Equivalent isotropically radiated power is estimated as the sum of the
transmitted signal power and the transmitter antenna gain minus feeder loss.
Increase/decrease of EIRP will lead to increase/decrease of BS cell radius
accordingly.BS cell radius is an area covered by BS where the signal power at the UE
receiver input is larger than its sensitivity.
In accordance with 3GPP TS 36.101 speciﬁcation for the frequencies (see Fig. 1
band 20) the LTE-800 UE receiver sensitivity is –97 dBm with 5 MHz bandwidth and
QPSK modulation (see Table 3).
Table 3. LTE-800 UE receiver sensitivity.
E-UTRA frequency
band number
20

Bandwidth, MHz
1, 4
3
Not
Not
applied
applied

Duplex
5
–97
dBm

10
–94
dBm

15
–91.2
dBm

20
–90
dBm

FDD

UE estimates the receiving signal power from base station based on RSRP (Reference Signal Received Power). If MIMO is used then the RSRP pilot signal power is
estimated for each logical port of a radiated antenna separately.
The reference signal (RS) bandwidth is 1/12 of Physical Resource Block
(PRB) spectrum bandwidth and equals to 15 kHz. 25 Physical Resource Blocks are
used in 5 MHz bandwidth as the maximum or 25*12 = 300 subcarrier frequencies. The
required minimal average reference signal received power in 15 kHz bandwidth is
estimated as –97 – 1og10(300) = –97 –24.77 = –121.77 dBm.
If the RSRP pilot signal level in 5 MHz bandwidth is less than –121.77 dBm then
there is disconnection and it is considered that UE is out of the BS cell radius. Change
of BS cell radius is achieved by EIRP changes and by antenna height, antenna angles.
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BS EIRP is determined by the Reference Signal Power parameter which deﬁnes the
LTE-800 BS transmitting pilot signal power and as a result deﬁnes UE cell radius.
Therefore the UE cell radius can be limited up to the given radius, for example up to
1 km for this task by using the base station power control mechanism.

6 Conclusion
The studies and simulations performed by the authors of the article showed that
ensuring EMC of LTE-800 mobile network with DRL radars operating co-frequency is
a complicated scientiﬁc and engineering task. Unconventional approaches based on the
usage of both separation distance and parameter control of LTE-800 base station
coverage area were required to solved the task mentioned above.
The experimental test of control of LTE-800 base station cell parameters in order to
provide a given separation distance between UE and DRL radars allowed to identify
several disadvantages and the lack of reliability of such method of ensuring EMC.
However, the usage of this method signiﬁcantly reduces the interference level at the
DRL receiver input.
To ensure limitation of LTE-800 cell coverage for connected UE, which is the
interference source for DRL Radars, it is required to limit the base station transmit
power by management of Reference Signal Power parameter in order to reduce the
RSRP pilot signal level below –121.77 dBm outside of 1 km coverage area.
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Abstract. One of the most well-known standards for radio frequency
identification (RFID), the standard ISO 18000-6C, collects the requirements for RFID readers and tags and regulates respective communication protocols. In particular, the standard introduces the so-called
Q-algorithm resolving conflicts in the channel (which occur when several RFID tags respond simultaneously). As of today, a vast amount of
existing literature addresses various modifications of the Q-algorithm;
however, none of them is known to significantly reduce the average identification time (i.e., the time to identify all proximate tags). In this work,
we derive a lower bound for the average identification time in an RFID
system. Furthermore, we demonstrate that in case of an error-free channel, the performance of the legacy Q-algorithm is reasonably close to
the proposed lower bound; however, for the error-prone environment,
this gap may substantially increase, thereby indicating the need for new
identification algorithms.

1

Introduction

One of the most well-known standards for radio frequency identiﬁcation (RFID),
known as EPCglobal Class 1 Generation 2 (ISO 18000-6C) [2,4], consolidates the
requirements for RFID readers and tags as well as regulates respective communication protocols, operating at distances of 0.5–10 m and frequencies 860–960
MHz.
Inter alia, the standard ISO 18000-6C introduces a speciﬁc algorithm that
allows an RF reader to poll and identify an unknown number of tags in its
coverage area [6,7]. This algorithm is often referred to as the Q-algorithm, owing
to its core parameter typically denoted as Q.
As of today, a vast amount of existing literature addresses various modiﬁcations of the Q-algorithm; however, none of them is known to signiﬁcantly reduce
c Springer Nature Switzerland AG 2018

O. Galinina et al. (Eds.): NEW2AN 2018/ruSMART 2018, LNCS 11118, pp. 524–534, 2018.
https://doi.org/10.1007/978-3-030-01168-0_47

v.davydov@hse.ru

A Lower Bound on the Average Identification Time

525

the time required to identify all proximate tags (typically called the identiﬁcation time). Most of the research attempts in this direction focus on deﬁning
parameters of the Q-algorithm, which would minimize the average identiﬁcation
time, and oﬀer multiple heuristic methods as, e.g., proposed in [1,8,9]; however,
the algorithm remains unchanged.
Viewed from another angle, the mentioned multiple available variations of
the Q-algorithm could already be lying relatively close to a certain bound, thus,
limiting the chances for further improvement. In the light of the above, we target our work towards developing a hypothetical optimal algorithm that ensures
the minimum average time for identifying proximate tags by the reader. Having
designed the hypothetical identiﬁcation algorithm, we derive a recurrent expression for calculating its average identiﬁcation time, which, in turn, represents a
lower bound for the identiﬁcation time within the class of similar algorithms,
which also includes the standardized Q-algorithm. To illustrate the behavior of
identiﬁcation algorithms in an imperfect channel, we also extend our calculations
by including the probability of a channel error.
This paper is organized as follows. In Sect. 2, we introduce the key assumptions of our system model, which is based on the standard ISO 18000-6C, and
summarize the collision resolution algorithm (Q-algorithm). Further, in Sect. 3,
we introduce a hypothetical algorithm and provide the derivation of our proposed lower bound for the average identiﬁcation time. Section 4 illustrates the
behavior of the obtained lower bound in comparison to the performance of the
Q-algorithm (separately for the case of error-free and error-prone wireless channels) and demonstrates a substantial gap between the standard solution and our
theoretical lower bound in case of channel errors.

2

System Model

We focus on a typical passive RFID scenario and study a wireless system that
includes a reader and a set of RFID tags located in its coverage area, which
communicate according to ISO/IEC 18000-6C RFID protocol. An example of the
corresponding time diagram is illustrated in Fig. 1. Importantly, in our (passive
RFID) scenario, the tags do not have an inbuilt source of power, but instead are
able to harvest and use the energy received from the reader [3].
Below we introduce the key system assumptions, which on the one hand
preserve the core features of algorithms advised by the standard ISO/IEC 180006C and, on the other hand, make the model analytically tractable for further
evaluation.
2.1

Main System Assumptions

The system time is divided into frames so that each frame contains a variable
number of intervals (termed slots), during which the reader may receive and
decode the information from one transmitting tag. The number of slots within

v.davydov@hse.ru

526

N. Stepanov et al.

one frame is determined according to a speciﬁed rule and reliably broadcasted
at the beginning of each frame by the reader.
After receiving a message from the reader, a tag may respond in one of the
available slots of the subsequent frame; the slot is selected randomly according
to the uniform distribution. As more than one device may independently decide
to transmit during the same slot, we observe one out of the three following
outcomes: no transmission, a conﬂict (collision) of two or more tags, and the
successful transmission. We assume that the reader identiﬁes the channel outcome instantaneously and correctly. Below we provide our assumptions on the
above-listed three outcomes.
Assumption 1. If none of the tags responds, then no signal is detected by the
reader (in our model, this outcome is further termed ‘Empty’). The duration of
an ‘Empty’ slot equals Te time units.
Assumption 2. If two or more tags are transmitting simultaneously, the reader
cannot identify any of them, and therefore, the corresponding slot is recognized
by the reader as ‘Conﬂict’ and lasts for Tc time units.
Assumption 3. Finally, if exactly one tag transmits during the considered slot,
then this tag is successfully identiﬁed with the probability 1− p, and its duration
occupies precisely Ts time units (this outcome is termed ‘Success’). With the
complementary probability p (that is, the probability of a channel error ), the tag
will not be identiﬁed, and the slot length changes to Tc (equivalent to ‘Conﬂict’).
We assume that the probability p of the channel error is the same for any tag
in our system, e.g., due to the fact that all tags are located at equal distances
from the reader and in similar electromagnetic conditions.
If the tag is successfully identiﬁed at the end of its transmission (i.e., we
observe ‘Success’), the reader sends a corresponding command, which automatically excludes the successful tag from the further polling procedure. Otherwise,
if the signal has been distorted and the transmission attempt fails, the tag continues contending for the channel in the next frame.
We refer to a sequence of frames, during which all proximate tags could be
successfully identiﬁed, as the identification time. Below we aim at constructing
an algorithm that deﬁnes a dynamic sequence of frame lengths and by that
minimizes the average identiﬁcation time.
2.2

Collision Resolution Algorithm (Q-algorithm)

In this subsection, we extend our assumptions introduced above and further
elaborate on the random multiple access algorithm speciﬁed by the standard
ISO 18000-6C (the Q-algorithm), which drew on a random selection of the frame
length.
Typically, the length of the frame is represented by the number 2Q , where Q
is a variable parameter, which is initialized by default as Q = 4 and may vary
from 0 to 15. We remind that the value of Q is broadcasted by the reader (as the

v.davydov@hse.ru

A Lower Bound on the Average Identification Time

527

Fig. 1. Illustration of the RF identification process in the standard EPCglobal Class 1
Generation 2 [2]. The error in an RN16 sequence (uniquely identifying the tag) transmission results in the same processing time as the processing time in case of a collision.
Contention window is denoted as CW.

Query command) at the beginning of each frame. All tags that have received the
value of Q (that is, according to our assumptions, all proximate tags) generate a
random slot number within the interval [0, 2Q − 1] and save it as a slot counter.
The tags, whose slot counters equal to 0, respond immediately (enter the
‘Reply’ stage) by sending a unique random sequence of 16 bits (called RN16 ),
identifying an RFID tag.
Further, if exactly one tag replies, the value of the parameter Q for the next
frame remains the same, and the reader transmits the QueryRep command,
instructing the tags to decrement their slot counters by 1. When the tag counter
reaches 0, it immediately starts transmitting its RN16 sequence to the reader.
A block-scheme of the Q-algorithm is illustrated in Fig. 2.
If the tag is successfully identiﬁed after transmission of RN16, then the reader
conﬁrms by sending the ACK command to the tag and excludes the tag from
further identiﬁcation process. After the last tag is successfully identiﬁed, the
reader stops the identiﬁcation procedure.
If no tags or more than two tags access the channel, the reader sends the
QueryAdjust command, which may increase/decrease the value of the parameter
Q by the step C, where C is implementation-dependent and belongs to the
interval [0.1, 0.5]. Usually, readers employ lower values of C, when Q is relatively
large, and vice versa.
In case of a collision that is when more than two tags reply simultaneously,
the reader cannot identify any of them; in this case, the tag counter values of all
collided tags increase sharply (in particular, change to 32767, 215 -1, or 7FFFh)
to prevent the tags from transmitting in the current frame.
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Q=4

Query(round(Q))

1
# of tags in slot

>1

0
Q = min(15, Q+C)

Q = max(0, Q-C)

Fig. 2. A block-scheme for the Q-algorithm.

3

Derivation of the Lower Bound of the Average
Identification Time

In this section, we introduce a class of RFID algorithms, which includes, among
others, the Q-algorithm discussed above. Within the deﬁned class of algorithms,
we consider an optimal scheme, which provably delivers the least values of the
average identiﬁcation time and therefore, provides the lower bound for the entire
class and, in particular, for the Q-algorithm.
We recall that for any identiﬁcation procedure, the current frame length is
broadcasted by the reader at the beginning of each frame so that every tag
immediately selects a slot for the subsequent transmission of its RN16 sequence.
Moreover, after any of the slots, the reader may interject the operation, that
is, broadcast a new value of the frame length and restart activity of its tags.
We further refer to this decision of the reader to change the operation to as an
interrupt.
Here, we deﬁne an RFID algorithm as a set of two rules: (i) according to
the ﬁrst one, the reader selects the frame length, and (ii) the second rule drives
decisions to interrupt. We further study a class of such algorithms, i.e., including
all possible identiﬁcation schemes that meet these two requirements. We also
assume that the number of slots in the frame may be represented by an integer
number from 1 to ∞ (it is unconstrained and not necessarily the power of 2 in
contrast to the Q-algorithm).
Importantly, the standard Q-algorithm belongs to the deﬁned class of RFID
algorithms, and therefore, an algorithm that is optimal within this class will
deliver equal or better performance in terms of the average identiﬁcation time
than any variation of the Q-algorithm.
Let us further assume that at any moment of time the exact number of tags is
known (which is not possible in practice for the scenario in question) and consider
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a hypothetical algorithm that makes his decisions based on this knowledge. As
any RFID algorithm targets selecting the frame length and making a decision
on interruption optimally, we may formulate the following proposition.
Proposition 1. The average identification time of the hypothetical RFID algorithm, aware of the exact current number of tags, is minimal within the considered class.
Proof. The proof is trivial and left out of the scope of this paper.
Proposition 2. If the exact current number of tags is known, an RFID algorithm that creates interruptions after the first slot delivers the average identification time not greater than that of an algorithm with any other interruption
rule.
Proof. The proof is left out of the scope of this paper.
We consider a particular state of the system with n unidentiﬁed tags. Let
Vn represent the optimal frame length in case of n tags. In general, we may also
interpret Vn as a rule, according to which the reader decides on the frame length
to broadcast. Knowing this rule, we may calculate the average identiﬁcation
time for our optimal scheme, that as well constitutes the lower bound on for the
Q-algorithm.
Theorem 1. Given n currently unidentified tags and the corresponding optimal
frame length Vn , the average identification time for the optimal algorithm may
be obtained according to the following recurrent expression:
ln (Vn ) =

Tc Pc (Vn , n) + Te Pe (Vn , n) + ((1 − p) (ln−1 (Vn−1 ) + Ts ) + pTc ) Ps (Vn , n)
,
1 − Pc (Vn , n) − Pe (Vn , n) − pPs (Vn , n)

(1)
where Te , Tc , and Ts is the duration of the empty, conflict, and successful slots,
correspondingly, while p is the probability of a channel error during the RN16
transmission, and Ps (Vn , n), Pc (Vn , n), Pe (Vn , n) are the probabilities of the outcomes ‘Success’, ‘Conflict’, ‘Empty’ during the first slot of the current frame.
Proof. We consider our system in a state where n > 0 tags are to be identiﬁed
and the optimal frame length is given by Vn . Naturally, we assume that V0 = 0,
thus, the average identiﬁcation time is zero, l0 (V0 ) = 0.
Let the random variable [Ln |Vn ] denote one realization of the identiﬁcation
time. For the sake of brevity, [Ln |Vn ] is further referred to as Ln . Then, for the
system of n tags with frame interruptions, we may write down the following
expression:
Ln = I{‘Success’} (Ts + Ln−1 ) + I{‘Failure’} (Tc + Ln )
+ I{‘Conﬂict’} (Tc + Ln ) + I{‘Empty’} (Te + Ln ),
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where I{‘Success’} is an indicator of that exactly one tag transmits and there are
no errors during the subsequent transmission of the RN16 sequence, I{‘Failure’}
indicates that one tag accesses the channel but the transmission of RN16 fails,
I{‘Conﬂict’} and I{‘Empty’} reﬂect a conﬂict and an empty slot, respectively. We
remind that Ts , Tc , and Te denote the duration of empty, conﬂict, and successful
slots, correspondingly.
In order to obtain the average identiﬁcation time ln = E[Ln ], we ﬁnd
expected values of the left and right sides of the Eq. (2):
E[Ln ] = E[ I{‘Success’} (Ts + Ln−1 )] + E[ I{‘Failure’} (Tc + Ln )]
+E[I{‘Conﬂict’} (Tc + Ln )] + E[ I{‘Empty’} (Te + Ln )].

(3)

Taking into account the possibility of interruptions after the ﬁrst slot of the
current frame and the fact that:
E[ I{‘Success’} ] = Ps (Vn , n)(1 − p), E[ I{‘Failure’} ] = Ps (Vn , n)p,
E[ I{‘Conﬂict’} ] = Pc (Vn , n), E[ I{‘Empty’} ] = Pe (Vn , n),

(4)

we may arrive at the following expression for the average identiﬁcation time:
ln (Vn ) = Pc (Vn , n) (ln (Vn ) + Tc ) + Pe (Vn , n) (ln (Vn ) + Te )
+Ps (Vn , n) [(1 − p) (ln−1 (Vn−1 ) + Ts ) + p (ln (Vn ) + Tc )] ,

(5)

where p is the probability of error in case of ‘Success’ (i.e., the reader identiﬁes
the outcome as ‘Conﬂict’). The probabilities Ps (Vn , n), Pe (Vn , n), and Pc (Vn , n)
of ‘Success’, ‘Empty’, and ‘Conﬂict’, correspondingly, may be obtained as:
Ps (Vn , n) = n

1
Vn


1−

1
Vn

n−1
,

(6)

since ‘Success’ corresponds to the case when one tag transmits in a particular
slot with the probability V1n , and the remaining n − 1 tags are silent,

Pe (Vn , n) =

1
1−
Vn

n
,

(7)

where all n tags are not transmitting, and, ﬁnally,
Pc (Vn , n) = 1 − Ps (Vn , n) − Pe (Vn , n).

(8)

Further, we simplify the expression (5), removing the parentheses and relocating the terms corresponding to ln (Vn ) as follows:
ln (Vn ) − ln (Vn ) · Pc (Vn , n) − ln (Vn ) · Pe (Vn , n)−
pln (Vn ) · Ps (Vn , n) = Tc · Pc (Vn , n) + Te · Pe (Vn , n)+
((1 − p) (Ts + ln−1 (Vn−1 )) + pTc ) · Ps (Vn , n).
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Here, we may divide both left and right sides of the equation by (1 − Pc (Vn , n) −
Pe (Vn , n) − pPs (Vn , n)) and, ﬁnally, obtain the following:
ln (Vn ) =

Tc Pc (Vn , n) + Te Pe (Vn , n) + [(1 − p) (ln−1 (Vn−1 ) + Ts ) + pTc ] Ps (Vn , n)
,
1 − Pc (Vn , n) − Pe (Vn , n) − pPs (Vn , n)

(10)
which was to be demonstrated.

4

Numerical Results

In this section, we compare the performance of our lower bound and the standard
Q-algorithm described above. In our illustrative example below, we set realistic
protocol timings borrowed from [5], in particular, we assume that Ts = 8 ms,
Tc = 0.9 ms, Te = 0.61 ms.
We begin with comparing our lower bound and the average identiﬁcation
time delivered by the standard Q-algorithm (for convenience the parameter C is
set to 1) depending on the number of tags in the system (see Fig. 1). Here, we let
the probability of error in the RN16 transmission be equal 0.5 as suggested in
[5] for realistic conditions. In case of an ideal channel (the two lower curves), the
average gain remains around 8%. Thus, we may conclude that any modiﬁcation
of the Q-algorithm cannot outperform the lower bound and, hence, the respective
gain will not exceed this value.
If the RN16 transmission is not protected, that is when a potentially successful slot is treated as a conﬂict with the probability p = 0.5, and the tag remains
unidentiﬁed (the upper set of curves), the Q-algorithm deviates from the lower
by up to 15%. The latter indicates that the performance of the Q-algorithm may
be further improved before it reaches its lower limit (Fig. 3).
Further, Fig. 4 shows the dependence of the average identiﬁcation time on the
value of the parameter Ṽn if the total number of tags is ten and the probability
p is varied. In particular, we assume that Vi , i = 1, ..., 9 are known and V10
is to be determined based on minimization over potential values of the optimal
frame length denoted as Ṽ10 . We intentionally change our parameters to Ts = 0.5
ms, Tc = 0.3 ms, and Te = 1 ms, as the previous set does not provide results
illustrative enough for our purposes. As shown in Fig. 4, with the growth of p, the
average identiﬁcation time increases as more transmission attempts are required
for the success. We may also observe a curious eﬀect: all curves reach their
minimums at the same value of Ṽn . We note that varying parameters Ts , Tc , Te
displays quite a similar behavior, however, the minimums might become less
visible. As such, we conclude that Vn may not depend on p; however, strict
proof of this hypothesis is out of the scope of this paper.
Finally, we increase the number of tags in the system up to 40 and vary
the probability p (see Fig. 5). As the probability of incorrect decoding of the
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Fig. 3. Comparison of the average identification time of the standard Q-algorithm and
the lower bound: (i) for an ideal channel and (ii) in case of RN16 transmission failure
(error-prone channel).
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Fig. 4. Average identification time vs. the length of the frame.

RN16 sequence increases, the average identiﬁcation time rises exponentially and
naturally tends to inﬁnity with p → 1. We note that the diﬀerence between the
lower bound and the standard algorithm will also widen with the growth of p.
Hence, we may conclude that the presence of channel errors creates possibilities
for improving the performance of the standard algorithm, and its modiﬁcations
may bring signiﬁcant beneﬁts for the system in general.
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Fig. 5. Dependence of the total identification time on the probability p in case of 40
tags.

5

Conclusion

In this paper, we study an RFID system operation based on the standard
Q-algorithm, for which there exist a variety of modiﬁcations that aim at minimizing the average identiﬁcation time. Here, we derive a lower bound for the average
identiﬁcation time by introducing a hypothetical algorithm, which is aware of
the current number of unidentiﬁed tags. We as well demonstrate that in case of
an error-free channel, the performance of the legacy Q-algorithm is reasonably
close to the proposed lower bound and any further modiﬁcations will not bring
additional beneﬁts. However, for the error-prone environment, where the RN16
sequence may be decoded incorrectly, the gap between the performance of the
standard scheme and the lower bound substantially increases, thereby indicating
the need for new identiﬁcation algorithms in this area.
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Abstract. The article presents results of the ﬁrst stage of the development of an
animal monitoring system using IoT technology. Data on animal behavior
collected using the system should conﬁrm or refute the thesis about the ability of
some animal species to respond to signs of an approaching earthquake. The
article provides a review of the previous works on this topic and formulates new
tasks, the solution of which will improve the previously available methodologies
on the use of animals as a biosensor. The system exploits inertial sensors and
computer vision to collect data on animal behavior. Data processing and analysis is carried out on the central server. It is expected that in the case of a
systemic cause (for example, signs of an approaching earthquake) non-standard
animal behavior should be massive.
Keywords: IoT
Computer vision

 Earthquake prediction  Inertial sensors  Big data

1 Introduction
There are numerous earthquakes [1] around the world every year. Although the
strength of most of them is insigniﬁcant (thus posing no threat to human society), those
rare but powerful earthquakes are known for their devastating consequences and cannot
be ignored. The number of victims from one such seismic event can number in the
hundreds of thousands of people. To avoid these drastic consequences, researchers
from different ﬁelds of science set a common goal to ﬁnd an effective way to predict the
earthquakes. Despite their considerable efforts, it is still impossible to predict with
absolute accuracy, the date and time when a seismic phenomenon will begin.
The seriousness of this problem lies not only in the fact that the inaccurate detection
of seismic hazard can lead to numerous human casualties and material losses, but also
that actions taken due to a false alarm may unnecessarily damage the economy or create
skepticism regarding warnings for individuals in the future.
A signiﬁcant part of earthquake prediction methods is based on information about
earthquakes that happened before. In this case, the more data, the higher the probability
© Springer Nature Switzerland AG 2018
O. Galinina et al. (Eds.): NEW2AN 2018/ruSMART 2018, LNCS 11118, pp. 535–546, 2018.
https://doi.org/10.1007/978-3-030-01168-0_48
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of an accurate prediction. Such methods involve the processing of a massive flow of
information. It is advisable to analyze not only the events that have already occurred
but also process the reports obtained as a result of monitoring the earth’s surface in real
time [2–4]. New methods of monitoring are being developed to track the so-called
earthquake precursors. Such methods of forecasting include the monitoring of changes
in seismic wave velocities, the monitoring of groundwater levels, or radon and
hydrogen content in rocks. In addition, studies aimed at ﬁnding the correlation of
earthquakes with the motion of the earth’s crust and a change in the concentration of
ions in the ionosphere have been carried out, as well as the monitoring of changes in
the behavior of biological objects (animals) as the seismic event approaches [5–7].
However, despite multiple types of research and the development of various systems of seismological monitoring using all-pervasive sensor networks, as well as
artiﬁcial intelligence technologies and neural networks [8, 9], this issue remains open.
As it has been mentioned above, there is a theory that the behavior of animals can
be a kind of indicator of natural disasters. When examining the results of numerous
observations and experiments, researchers were able to determine that some animals are
capable of predicting earthquakes more than a day in advance. A few of them might
even be aware several weeks before the occurrence of a natural disaster (in particular,
species of ﬁsh).
Considering the behavior of animals (as it relates to earthquakes) it is necessary to
pay attention the sensitivity of the ‘head compass,’ that is, its ability to capture electromagnetic oscillations in response to the approach of an earthquake in different
species of animals.
Thus, the mountain goats of the Sierra Nevada range descend from the highland
pastures to the plains several days before the shocks. Other examples include lizards
crawling out of their cracks into open spaces or foxes and wolves leaving the forests.
If we compare the response of the ‘seismic sensor’ to stimulation by electromagnetic or magnetic ﬁelds in humans and animals, we can see that there are differences
between them, mainly due to the sensitivity under exogenous effects. In animals, the
sensitivity threshold of the ‘sensor’ is much lower than that of a human.
It can be assumed that with a higher organization of the organism (human), the
realization of its functions in ontogeny is provided not only by morphofunctional
specialization and integration of regulatory systems but also due to the high sensitivity
threshold of the ‘seismic sensor.’
Many species of living organisms react to the upcoming seismic event with a
genetically determined ‘behavioral repertoire’, despite the fact that quite often the
dominant behavioral responses are unpredictable in view of the complex nature of their
behavior. Therefore the problem of observing and deciphering the unusual behavior of
animals remains relevant.
Many factors, even including ordinary ones (for example reaction to another animal), may cause non-standard behavior in animals. How then to distinguish the reaction of animals to local stimuli from a reaction to an impending earthquake? To answer
this question, the project ‘IoT Based Earthquake Prediction Technology.’ was initated.
The main goal of the project is to create a technological basis for monitoring a large
number of animals simultaneously. Widespread data collection is a key aspect of the
suggested approach and is supposed to reveal the presence of a systemic cause in ‘not
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normal’ behavior of animals, minimizing the impact on the result of commonplace or
accidental causes.
This article is a description of the ﬁrst stage of research and development conducted
by the authors aimed at creating a client-server software and hardware system that
allows to analyze automatically the behavior of biological objects. The task of the
system is to monitor a large number of animals and perform online analysis of their
behavior on the server. Among the parameters to be monitored are the motor activity,
the level of noise created, the pulse, and other factors.
The information obtained as a result of monitoring of biological objects can be used
in conjunction with existing methods for predicting earthquakes providing a more
accurate result.
The article is organized in the following way: Sect. 2 gives a brief survey on the
technologies of animal’s behavior monitoring. Section 3 considers an architecture
(software) of the system and integration with existing systems. Section 4 describes a
subsystem for monitoring of the activity of animals using wearable inertial sensors.
Section 5 describes a subsystem for birds and ﬁshes monitoring based on the use of
computer vision (OpenCV). In conclusion, the results of the work are analyzed, with
ideas for future research being considered.

2 Related Works
Much development has been suggested to study the behavior of animals. Some of it
involves the use of video cameras and algorithms for analyzing the images and recognizing various behavior patterns [10–12]. The main difference between these works
is the type of animals on which the authors are focused, which gives speciﬁcity to the
algorithms being developed. It is worth highlighting the work of Kriti Bhargava and
others, which suggests using fog computation technology to perform all necessary
calculations, pattern recognition, and behavior analysis of living organisms, among
other studies. [13].
The use of various miniature devices (sensors placed on the body of the animal) has
become a more economical solution. It is assumed that such sensors can measure
parameters, the analysis of the changes of which can help to determine deviations from
the normal behavior of animals. In [14], a device that is a wireless accelerometer
measuring 3.2  2.5 cm, weighing 10.2 grams and a battery capacity of 150 mA, and
an algorithm for recognizing behavior has been developed. Such an accelerometer
turned out to be small enough to be used to monitor the activity of laboratory rats and
was attached to them as a homemade vest. In the course of the experiment, the
researchers obtained three models of the behavior of rats: Eat, Stand, and Groom. The
authors note that grooming is of particular interest, because as a rule, rats cease to care
for themselves when they are sick. Thus, with the help of the results of the work done,
it is possible to monitor not only the behavior but also the health of the animal.
In addition, using the wireless sensor network (WSN), it is possible to track the
behavior of not just one, but whole groups of animals and their social behavior.
Handcock and others in [15] suggested putting on collars with built-in GPS-modules on
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cows for obtaining images from the satellite, providing the trajectory of the herd
movement, the interaction between individuals, and formation of local groups.
In [16], like in [14], it is supposed to use wireless devices, which include an
accelerometer and a gyroscope. A prototype of such a device is presented in the article,
as well as an algorithm for calculating the level of activity of an animal. In accordance
with this algorithm, the activity level is determined by the sum of the activity levels for
all three axes. In turn, the activity along the axes is calculated as the average value of
the deviations of the accelerometer values from the average value on this axis for the
last 60 values.
Chandrakant and others put forward a new architecture for an earthquake prediction
system. It is assumed that a system analyzing the unusual behavior of animals will be
integrated with all existing systems, such as electromagnetic signals detectors,
accelerometers detector for volcanism, air ionization detectors and enhanced infrared
radiation detection images by satellite, a system analyzing the unusual behavior of
animals will be integrated. In addition, a new algorithm is proposed, according to
which danger can be determined and an alarm signal is given. The results of the
experiment graphically represent the level of activity of dogs, cats, ducks, and hens, as
well as readings of accelerometers detector for volcanism, air ionization detectors, and
enhanced infrared radiation detection.
In [17, 18], a network architecture based on ZigBee is developed using a neural
network for recognition of the patterns of behavior of animals derived from data from
sensors. The neural network [18] is also described, and the simulation of energy
consumption is carried out.
As can be seen from the analysis of previous works, the researchers have achieved
considerable results in monitoring the behavior of biological objects, but not signiﬁcant
enough to be realized in the prediction of earthquakes. In this article, it is proposed to
supplement and improve existing achievements through the use of technologies and
methods of Big Data, which implies the ability to monitor a vast number of objects.
This will allow avoiding erroneous conclusions when analyzing the causes of deviant
behavior.

3 The Architecture of the System
The use of living organisms as earthquake sensors should complement the existing
developments in the ﬁeld of seismic activity prediction and the emerging developments. To achieve this goal, it is necessary to design the application architecture in a
modular way (Fig. 1). Such architecture would allow easy integration of various elements using standard interfaces.
Data collection is carried out with use of IoT technologies. The data collection
aspects are discussed in Sects. 4 and 5. For data collection, both existing and emerging
IoT devices and technologies can be used. In order for applications to work successfully, gateways require both: converting data between protocols of data link and the
network level, and providing compatibility at higher levels. This provides interoperability of devices using various protocols. Devices providing conversion at the
semantic level (the application layer according to OSI model) are called semantic
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Fig. 1. The architecture of the earthquake prediction system

gateways (SG). They allow transformation between messaging protocols such as
CoAP, MQTT, XMPP, HTTP v.1.1, HTTP/2, these protocols are widely used in IoT.
The Gateway as Service Architecture for IoT Interoperability is considered in [19]. The
alternative approach to already known principles suggested in [20], it is the employment of the SIP protocol as a container for M2M data. Using an SG in the system
provides full connectivity with various types of IoT devices (animals monitoring
devices).
The next element is the processing and storage unit. This device collects, analyzes
and stores the data obtained from monitoring devices and provides access to the data
for users (animal owners) and the Earthquake Prediction Server. At this stage of
analysis, the non-typical and non-standard behavior of the monitored objects is
revealed. The data is used by the Earthquake Prediction Server to compare with data
from existing geological and environmental monitoring systems, presented in the form
of a time series, to identify the correlation between geophysical factors and animal
behavior. The time series trend selection is the ﬁrst step in the analysis. Splitting the
signal into “trend” and “remainder” is based on the assumption that smooth, lowfrequency changes are due to the influence of some deterministic the reasons, while the
relatively high-frequency oscillations reflect a random component of the process. The
presence of a correlation between the identiﬁed trends in geo-monitoring and nonstandard behavior of animals may be evidence of a pending earthquake.
Another function of the processing and storage unit is an analysis of data regarding
animal health (a ﬁtness tracker for animals) and providing the results of this analysis to
animal owners in the form of a mobile application or website. This function is necessary to create a strong motivation for the owners of animals to use the proposed
system. Such an approach may help to involve a more signiﬁcant number of animals to
the data collection process.
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4 The Subsystem for Monitoring of the Activity of Animals
Using Wearable Inertial Sensors
As follows from Sect. 2, one of the characteristic reactions of the animal to external
stimuli is motor activity. To monitor motor activity, it is necessary to register movements in the timescale. This can be done both with the help of global positioning (GPS
and others) and with the help of autonomous inertial positioning systems. Such systems
are based on the use of accelerometers and gyroscopes. From the data obtained, it is
possible to calculate (within an acceptable margin of error) the distance traveled by the
object and even recognize speciﬁc movements.
The development of a subsystem for monitoring animal activity with the help of
wearable inertial sensors is necessary for the collection and analysis of data on the
motor activity of animals that live near humans (such as domestic dogs and cats), as
well as farm animals like horses, cows, or sheep.
4.1

Data Collection

To carry out the experiment on data collection, a prototype of the data acquisition
device was developed - a smart collar (Fig. 2). This device contains an accelerometer, a
gyroscope, a massive battery pack and a NodeMCU microcontroller, which is an
MQTT client. The server on which the data is processed was also an MQTT client and
received it through the MQTT broker. The data received was subjected to lowfrequency ﬁltering, in order to separate the gravitational component of the signal.

Fig. 2. A dog with a prototype of the device for data collection during the experiment

During the experiment, activity data came to the server in CSV ﬁles containing a
timestamp in the UNIX format and acceleration on three axes.
In connection with the fact that in future it is supposed to apply the methods of
Machine Learning, the data was collected in three stages. The ﬁrst stage, ‘Walking,’
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implied walking down the street with the owner. The second stage, ‘Playing,’ was an
artiﬁcially initiated (by the owner) intense action. The third stage, ‘Rest’, - the collection of data was carried out in conditions that excluded the presence of artiﬁcial
factors that might stimulate activity. Each record has an ‘Activity’ parameter, which
takes into account the stage at which data were collected (Table 1). This parameter is
necessary for further training the neural network.
Table 1. The form for presenting activity data
Timestamp
x-axis
y-axis
1525431335253 0.008776 0.00532
1525431335307 −0.04818 −0.03654
1525431335357 0.067857 −0.03084

z-axis
0.013132
0.025706
0.046965

Activity
Walking
Walking
Walking

In total, about 262,420 lines with records of activity were collected in the resulting
database. Figure 3 shows the visualization of activity data characterizing various types
of activity. As seen in the graph, the dataset is quite different for various activity types.
4.2

Recognizing Activity Using a Recurrent Neural Network

To improve the quality of the animal activity analysis, it is necessary to exclude periods
of activity caused artiﬁcially (walks, play) from the sample. To solve this problem,
artiﬁcial neural networks have been used. The development and training of the neural
network were carried out with the help of Python.
A recurrent neural network with Long Short-Term Memory (LSTM) was chosen as
a neural network architecture. The LSTM network is universal in the sense that, with a
sufﬁcient number of network elements, it can perform any calculation that a conventional computer can do, which requires an appropriate matrix of weights that can be
considered as a program.
The LSTM network receives a ﬁxed length data entry, so the data is divided into
200-line segments or 10 s. Activity tags are converted to the unitary code. Data is
divided into training and practice sets in the ratio of 8:2.
The network model contains 2 fully connected layers and 2 LSTM layers, each of
which contains 64 hidden nodes.
The hyperparameters of learning:
•
•
•
•

Optimizer: Adam
Number of epochs: 50
Number of samples per iteration: 1024
Learning speed: 0.0025

During training, the parameter ‘accuracy’ was monitored - the function inverse to
the error function in recognition of activity and the parameter ‘loss’ - cross entropy
determining a slightly near-predictable distribution to the true one.
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Fig. 3. Visualization of activity data

It is expressed as follows (Fig. 4):
As a result of learning, the neural network recognized the type of activity, with an
accuracy of 97%. The codes developed as a result of the program and the source code
are available for public access [21].
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Fig. 4. Machine learning process

The considered method can be used for recognition of activity data, periods that are
caused by artiﬁcial factors. Excluding these periods from the collected data, provides a
data set that can be used to identify non-standard behavior.
4.3

Calculation of Motor Activity

To determine the deviations of the animal’s behavior from the norm, the parameter
‘level of motor activity’ has been used in this project. For the case with a wearable
inertial system, this parameter was calculated as the sum of the activity on all the three
axes of the accelerometer. The activity on the axes is calculated as the average value of
the deviation of the acceleration from the average value on this axis in the past minute.
A¼

1 Xn
1 Xn
1 Xn
xi  mðXÞ_ þ
yi  mðYÞ_ þ
z  mðZÞ_
i¼1
i¼1
i¼1 i
n
n
n

ð1Þ

Where n is the number of measurements made per minute, m is the average value of
the accelerometer readings on the X, Y, and Z axes.
The values obtained are compared with the average activity at the same time in the
previous days, as well as the average activity for the previous day, week, month, and
year.

5 The Monitoring Subsystem Based on Use of Computer
Vision Technologies
It is challenging to apply inertial methods of monitoring activity to some animal
species. These animals include aquarium ﬁsh and animals in cages (birds, mice, rats,
etc.). For these, it is necessary to develop a subsystem that allows monitoring activity
without the use of wearable sensors. Taking into account that the area of movement of a
biological object is limited to certain boundaries (an aquarium or a cage), computer
vision systems can be used to solve the task of monitoring activity. In this project, the
library of OpenCV computer vision algorithms has been used.
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The OpenCV-based monitoring subsystem in this project consists of two modules:
1. The module for detecting and recording the trajectory of the movement of a biological object.
2. The module for storing and analyzing the trajectories of objects.
The module for detecting and recording the trajectory of a biological object is a
device and software providing the ability to identify objects using the camera, and also
record the trajectory of the motion of detected objects.
The Java programming language has been used to create a subsystem. The object is
detected based on its color. To determine the color of the object, the HSV color model
(Hue, Saturation, Value) has been used. Thus, by setting the boundaries of each
parameter of the given color model, the sought object is detected.
Two cameras (Fig. 5) are used to record the trajectory of an object, which allows
determining the trajectory in three-dimensional space. The trajectory is a collection of
points (x, y, z), where a point of time is tied to each point. These trajectories are
accumulated on the local computer center (in the experiment it has been implemented
on Raspberry Pi 3) and sent to the server at the frequency of 1 time per minute. Each
device that monitors a biological object has its own unique identiﬁer and binding to a
speciﬁc region.

Fig. 5. Data collection schemes

The module for storing and analyzing trajectories of the objects has been implemented on the server. This module contains a database that stores a set of motion
trajectories (Table 2).
Table 2. The format of the activity data stored in the database on the server
Location
Object type Timestamp
Sound level X
Y
Z
59.902938, 30.488745 Wavy parrot 1525431335253 44,48
0.87 5.32 3.01

In addition to the database, the module implements the functions of receiving and
analyzing the obtained trajectories. It is possible to view the trajectory of movements
from each device for a set period. The software of the module for detecting and
recording the trajectory of a biological object developed during the experiment has
been uploaded on GitLab [22].
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6 Conclusion
The results presented in this article are the ﬁrst stage of the project ‘IoT Based
Earthquake Prediction Technology.’ A similar approach to data collection can be
applied to other types of animals (like cats, horses, or cows). After the data collection
and analysis system is done, another important task needs to be solved - replicating the
system so that as many objects as possible can participate in the monitoring. Mass data
collection is a key condition for the success of the project, according to the authors. To
involve pet owners in the project, it is planned to implement a subsystem that will allow
the owner to analyze the animal’s behavior online, identify animal health problems
promptly, and monitor the achievement of the required level of activity.
It should be noted that some of the proposed approaches, for example, recognition
of the type of activity in dogs, can give inaccurate results in connection with the
diversity of animal breeds and their essential differences. Perhaps, in this case, it will
not be possible to exclude the activity caused by artiﬁcial factors from the data set. The
calculation of the level of motor activity, in this case, will be performed on all the
collected data.
One of the additional ways to use the developed system is to study the animals
themselves. It can be assumed that the data collected allows us to study new aspects of
animal physiology; for example, the influence of climatic conditions, magnetic storms,
seasonal factors, noise, etc. on their behavior.
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Abstract. Currently, the active development of all industries occurs
within the framework of the “Industry 4.0” concept. One of the key
applications of this concept is the implementation of the Industrial Internet of things (IIoT) and applications that will help to reduce the labor
costs and costs of enterprises. Among such applications, undoubtedly,
we can highlight Internet of things (IoT) and Augmented Reality (AR).
The article discusses the interaction of applications of augmented reality
with the Internet of things using the example of visualization of plant
data collected by sensors and stored in a cloud service. A laboratory
testbed is developed to measure the delay in the delivery of data from
the cloud platform to the Augmented Reality application. The mechanism for uploading data to the local cloud is used to optimize the quality
parameters. It helps to reduce the delay by introducing a new architecture for implementing IoT/AR applications.
Keywords: Internet of Things

1

· Augmented reality · Cloud services

Introduction

Today, Internet of Things and its applications are found in almost all areas of
modern society. In modern life is really diﬃcult to imagine without a smartphone.
Smartphone with several data transferring technologies and a lot of sensors that
transmitting data from the real world to digital appear to be the Internet of
Things. In the past years, with the advent of new models of smartphones, a new
feature become very famous - the ability to display layers of information about
the world around us based on augmented reality applications. The augmented
reality has been known for a long time, but only in the last two years, video
analytics, visualization, ultra-fast scanning and data transmission have made
it possible to implement this application on the basis of a smartphone. The
AR applications are distributed in education, mobile communications, medicine,
c Springer Nature Switzerland AG 2018
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robotics, military science and e.t.c. [1]. At a glance, IoT and AR have diﬀerent
concepts, but they are having complementation to each other in order to, the
conveying information to a person that he can perceive in an understandable
form.
According to the forecast from the International Telecommunications Union
(ITU), the number of devices connected to the Internet will reach 25 billion units
by 2020 [2]. Such devices will be cars, engines, industrial equipment, wearable
gadgets, all sensors and etc. Data will be collected from all devices for the purpose
of subsequent analysis and the formation of control commands for executive
devices. But if we think about what kind of data streams will be created, then
it seems into a question the possibility of going deep to deeper, understanding,
and comprehending data. Thanks to the use of IoT and AR, it will be possible
not only to visualize the data for the people but also creating the opportunity
to organize an individual interactive interaction with the interface of a device.
From the other hand, we can get the same IoT data without AR, but the
combination of information received from the sensors (i.e., IoT) and the ability
to inﬂiction and display data directly next to the device itself make the commands context-sensitive. Augmented reality technologies also greatly help and
increase diﬀerent approaches to the perception of IoT objects, where information of devices and objects is accessible via the Internet. Human doesn’t has
ability to analyzing and processing huge amounts of data, and attention in the
perception of more than 6 objects is generally dissipated. Adding augmented
reality to them will help to visualize the information collected by sensors and to
carry out high-quality human interaction with this information [1]. The article
deals with the interaction models between IoT and AR. Based on these models,
a mobile application has been developed that allows to extract real-time IoT
data from the cloud service using a augmented reality. One of the key factors in
augmented reality is the quality of experience, which depends on the delays in
providing IoT data and the process of recognizing an object identiﬁer. The article considers various architectural solutions that allow to reduce the delay when
delivering data from the cloud service to the augmented reality application.

2

Related Works of IoT and AR

Issues of sharing and interaction IoT and AR have been prepared several scientiﬁc articles. The experimental scenarios are suﬃciently diﬀerent. Researchers
from Auto-ID Labs have prepared a review about the augmented reality and
the Internet of things technologies in [3]. In this article the question of why the
augmented reality technology is necessary for development of gateways to the
Internet of Things, was considered. Authors considered smartphones as a gateway and an intermediary between people, physical and digital things and the
real environment.
In [4,5], the authors were oﬀering a general augmented reality framework,
supported by the extended infrastructure of the Internet of things. The implementation of the ARIoT application for visualizing the instructions of household

v.davydov@hse.ru

Interaction of AR and IoT Applications

549

appliances was demonstrated. In these articles, the ARIoT hardware-software
complex is described, in which objects (or “things”) are identiﬁed dynamically
in the working space, important information about the purpose of one or another
device is inferred and a quick recognition and spatial monitoring of objects inside
the premises in order to output interactive information to provide a new service
to the client was provided.
In [6] a survey on the question about the joint use of the Internet of things and
augmented reality in the world was presented. This work describes architecture,
technological aspects of implementation, applications for IoT and AR, which are
already developed to date.
Another direction of the use of AR was presented in [7] for road traﬃc management if necessary for emergency services to driveway the crossroad (ﬁre,
police, and ambulance). This model includes the using of augmented reality
to visualize the real information at the crossroad, which is displayed from the
quadrocopter’s camera implementing monitoring. The authors propose to inform
beforehand the driver about possible diﬃculties in the passage of the intersection
and an alternative route or maneuver.
The article [8] presented the results of the development and research of
the AR web application and its interaction with mobile agents included in the
resource-oriented architecture of the Internet of Things system. The AR mobile
application allows to manage the coﬀee machine through the layers of augmented
reality.
In [9] the authors investigated the interaction between augmented reality and
ﬂying ubiquitous sensor networks. For the subsequent implementation of such
applications, the requirement to develop new traﬃc patterns was evaluated to
further ensure the quality of experience. In this article, the authors considered the
traﬃc structure for augmented reality applications. Traﬃc is created by a video
camera, located on board a quadrocopter for control, surveillance, monitoring,
and more.
In the context of smart cities in [10], the use of augmented reality and the
Internet of things to observe people with physical disabilities were considered.
The authors proposed a system that allows wheelchair users to interact with
objects located in the surrounding world with the help of Augmented Reality
and Radio Frequency Identiﬁcation (RFID) technologies.
In the education, an investigation was conducted [11], which describes the system of augmented reality and the Internet of things used in laboratory exercises.
This system helps students to study various experiments, as well as to reduce
the factors associated with their extrinsic cognitive load, which they experience
in laboratory classes constantly distracted.
The considered works have shown that augmented reality and the Internet of
things are being studied for the implementation of various applications. Could
be given to emphasize focus attention that articles only appear on this topic
and in the next few years this topic will be very relevant. With the increase in
the number of IoT devices antipersistent traﬃc ﬂows will be created, it will be
necessary to consider the quality of providing IoT/AR information in the devel-
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opment of such systems in order to ensure the acceptable quality of information
to users.

3

Scheme of Interaction Between IoT and AR

We present the structural scheme of the interaction of IoT and AR applications,
which is analyzed in this article.

Fig. 1. The interaction between IoT and AR elements

Figure 1 shows the following elements:
– Real Object: it is existing things, about which users want to know information.
– IoT-Device: the micro-controller with a network interface and various sensors
collects data of the real object and sends them to the IoT cloud in real time. If
there are actuators on the IoT-Device, they can also receive control commands
in real time.
– AR-Device: here it can be smartphones, smart glasses, smart lenses and
another. As now the smartphones are the most popular for users, so development environments of AR applications for the smartphones are developing
very quickly. In our case, the smartphone make the requests to the Cloud
Recognition for recognizing the photo (image target) or object. After receiving the response of Cloud Recognition, the smartphone make the requests to
the IoT-Cloud for receiving information about the state of the object. The
received data will be visualized on phone screen.
– IoT-Cloud: places for processing and storing IoT data. And Cloud Recognition for recognizing the object identiﬁer that needs to be supplemented with
information. The clouds process the requests of IoT/AR devices and generate
the responses with a minimum delay.
3.1

Structure of the Laboratory Stand

We are considering an example about the connection between the Internet of
Things and the Augmented Reality applications. This application was developed
in the IoT laboratory SPbSUT [12]. There were using the following components
for the laboratory stand:
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Hardware:
– Wi-Fi module NodeMCU.
– The DHT22 temperature and humidity sensor that can be connected to any
digital pinout of the NodeMCU module (D0-D8) and the soil moisture sensor
is connected to the analog pin A0.
– Smartphone (Android or iOS) with a high-resolution camera.
Software:
– Arduino IDE for uploading the ﬁrmware to the NodeMCU.
– Vuforia and Unity3D for creating the AR application.
IoT module NodeMCU connects to the Internet via Wi-Fi (connects to a
Wi-Fi access point), reads sensor data and sends it to the IoT cloud via a secure
HTTPS protocol with using RESTful requests. The connection scheme of the
NodeMCU and the sensors is shown in Fig. 2. Basic information such as the
identiﬁer number, temperature, humidity, and soil is sent in JSON format to the
cloud. Developed mobile AR-application visualizes information about temperature, humidity, and soil, when the phone camera recognized the target object,
in our case, it is a ﬂower. There was used the Vuforia framework in the development [14],which is one of the most popular for creating mobile Augmented
Reality applications on iOS and Android operating systems and is supported in
the Unity3D development system. Vuforia and Unity3D allow creating AR applications very quickly with a large set of functions. The process of data exchange
between the AR application and the clouds is also performed by using a secure
HTTPS protocol with using RESTful requests. Figure 3 shows a screenshot of
the phone screen from the mobile application of augmented reality, on which the
ﬂower is supplemented with layers of received information from the sensors.

Fig. 2. The connection of WiFi module NodeMCU with sensors
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Fig. 3. Display of information layers obtained from IoT sensors

3.2

Estimation of Service Time

To assess the performance of the system under consideration, we measure the
response delay after a request from the AR application to the cloud service. For
greater clarity, cloud services were considered, located in diﬀerent countries, in
order to simulate a diﬀerent delay in the data delivery, T hingspeak, thinger.io,
U bidots. These cloud platforms are well known with the IoT developers. The
experiment also uses its own cloud platform AmazonW ebService (AWS), which
is located in Singapore. The measurement results are presented in Table 1.
Table 1. Delays for receiving information after the request of AR client
IoT Cloud

Average Response Time (s)

Thingspeak 0,98
thinger.io

1,20

Ubidots

1,92

AWS-Sing

1,67

When using the framework Vuforia, image targets can be recognized on cloud
service Vuforia. The free version for developers allows saving and recognizing
up to 1000 target images in the cloud database. Estimates of the time of the
object identiﬁer recognition, in this case, this is target image, are presented in
Table 2. The average response time is considered depending on the number of
images that are stored in the database of the cloud service Vuforia.
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Table 2. Delay for receiving response from cloud service Vuforia
Number of target in database Average Response Time (s)

4

2

0,93

200

1,25

600

1,52

Tier Cloud Architecture for IoT/AR Services

As the results of investigation, IoT-Cloud can be located in diﬀerent parts of
the globe, which aﬀects the data delivery time to augmented reality application.
In view of the fact that data from sensors is updated 2 times for a minute
and is not real-time data, it was decided to develop an architecture that will
allow downloading data from the cloud server to a local server located in the
immediate vicinity to the place of the AR application. Clouds can be distributed
across districts and regions. IoT/AR devices can receive data from ﬁrst or second
tier cloud. The presented cloud levels are shown in Fig. 4.

Fig. 4. The architecture of cloud tiers

Figure 4 shows that the IoT/AR data is stored at cloud levels. At ﬁrst, device
will request to a ﬁrst tier cloud. If the answer is not received from it, then the
request is directed to a second tier cloud, and etc. If the answer is received, the
search stops.
In the proposed system, IoT/AR devices are connected to a nearest ﬁrst tier
cloud on the basis of geolocation. The ﬁrst tier cloud can quickly process the
request. Each group of the ﬁrst tier clouds connects to a second tier cloud. The
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second tier cloud has a large storage space and is used to solve tasks that can
not be processed by ﬁrst tier cloud. Every second tier cloud plays the role of
controller of the group of ﬁrst tier clouds and is a gateway to the main cloud.

5

Service System Model

The idea of the multi-level service system, in this case, is to “approximate” the
service system to the user, i.e. possibly, localize traﬃc and data. This is possible
for the reason that much of the AR information is logically and geographically
related to those objects that are within the reach of the user. This suggests that
the overwhelming number of queries from users concentrated in some local area
will refer to a well-deﬁned data (information) cluster, i.e. there is a correlation
between the geographic location and the data in the database. In this situation,
the localization of the service will allow you to “enclose” a large percentage
of traﬃc within the local zone. This solution will reduce the requirements for
network bandwidth, server performance, and database size.
The time between the moment of requesting information and its receipt by
the user (display) is one of the main indicators of the quality of service. It
depends on several components, which are determined by the main elements of
the system: the subscriber terminal, the communication network and the service
server (cloud service). The degree of signiﬁcance of each of them is determined
by the speciﬁc implementation of the service. The delay caused by the terminal
depends on the functions performed by the client application (software), the
delay caused by the network depends on the network bandwidth and the amount
of transferred data, the delay caused by the server depends on its performance,
the way of organization and the database size.
Delay in the network depends on the communication channel technology at
the access level (bottleneck), and the delay caused by the terminal depends
on its performance. In most cases, these parameters are set by the existing
infrastructure, which is available for selection when the service is implemented,
the parameters of servers and databases remain. Therefore, we will consider the
delay introduced by the server as the most signiﬁcant. We describe the process
of servicing IoT/AR devices by the model of a multiphase queuing system where
clouds of each level represent the queuing system phase.
We will assume that the request ﬂow at each of the service phases can be
described by the model of the simplest ﬂow. Such an assumption can be justiﬁed
when the ﬂow of primary arrivals, rather than packets or frames, is considered
as a ﬂow in the communication network. The properties of the ﬂow generated by
user actions, with a suﬃciently large number of them, are usually close to those
of the simplest ﬂow. The characteristics of the service time in such a system are
determined by the characteristics of the server and the database.
The queuing system model with three- service phase is shown in Fig. 5.
The incoming ﬂow of requests comes from the user to the ﬁrst level cloud
service (ﬁrst phase). With a probability of p1 = 1 − p2 , the service is terminated
in the ﬁrst phase, and the request leaves the system, with a probability of p2 ,
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Fig. 5. Structure of the queuing system model

the request is sent to the second phase of the service system. With a probability
of 1 − p3 , the service is terminated in the second phase, and with a probability
of p3 the application is transferred to the third phase of service system. After
the servicing in the third phase, the request leaves the system.
When implementing such a queuing system, the model is interested describing
the quality of its functioning. As such a model, the probability can be chosen
that the delivery time of the augmented reality data (latency) will not exceed
some speciﬁed value T0 . This probability can be obtained based on service time
distribution function:
(1)
p(t < T0 ) = H(T0 )
where H(t) - the distribution function of the data delivery time, and H(T0 ) the
value of this function at the point T0 .
Obtaining an analytical distribution function for the multiphase queuing system, in general, is a non-trivial task. However, a solution is known for the particular case [13], for example, when the service times at each of the phase t1 , t2 and
t3 are random and have an exponential probability distribution. In this case, the
distribution function of the delivery time for the multiphase queuing system can
be described by the Erlang distribution [13] with a probability density function:
f (t) =

t
tk−1
e− θ
− 1)!

θk (k

(2)

where θ and k are the distribution parameters, k is a number of service phases,
a waiting delivery time is τ = θk.
Assuming that the service completion events at each phase are independent,
then the probabilities of p1 , p2 and p3 are also independent, then the probability
density of the delivery time can be determined as:
h(t) = p1 f1 (t) + p2 f2 (t) + p3 f3 (t), p1 + p2 + p3 = 1

(3)

where f1 (t) is the probability density of the service time for a ﬁrst phase, f2 (t)
is the probability density of the service time for a two-phase queuing system

v.davydov@hse.ru

556

M. Makolkina et al.

(ﬁrst and second phases), f3 (t) is the probability density of the service time for
a three-phase queuing system (ﬁrst, second and third phase).
Taking into formula (2):
h(t) = p1

t
t
1 −t
4t
27t2
e τ1 + p2 2 e−2 τ2 + p3 3 e−3 τ3 , p1 + p2 + p3 = 1
τ1
τ2
2τ3

(4)

The average delivery time will be determined as:
τ = p1 τ1 + p2 τ2 + p3 τ3 , p1 + p2 + p3 = 1

(5)

where τ1 , τ2 and τ3 are average times for passing the request at the ﬁrst, second
and third phases of the service, respectively. When describing the model of each
of the queuing system phase of the form M/M/1, these values can be calculated
as:
ti
(6)
τi =
1 − λ i ti
where λi is a request rate at the input of phase i, i is a number of the service
phase, ti is a mean service time at i-phase.
The distribution function of delivery time for the system under consideration
can be obtained from (4) and has the form:
−t

H(t) = 1−p1 e τ1 −p2

t
τ2 + 2t −2 τt
1 6t 9t2
e 2 −p3 ( + 3 +2)e−3 τ3 , p1 +p2 +p3 = 1 (7)
τ2
2 τ3 τ3

The probability density function (4) and the distribution function (7) are
shown in Fig. 6.

Fig. 6. The probability density and the distribution functions of delivery time

Figure 7 shows the empirical probability densities obtained by simulation for
two variants of the service time distribution at each phase: a random (exponentially distributed) service time and a constant service time.
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Fig. 7. Results of simulation modeling

The empirical probability density for the random service time, practically,
coincides with the obtained above dependence (4) and Fig. 6. Simulation is performed in the AnyLogic system. The results also show that with a constant
service time, the average data delivery time is almost half the time. From this,
it can be concluded that the obtained distribution function (7) can be used as
an estimate of the delivery time “above” while the accuracy of the evaluation is
higher, the higher the coeﬃcient of variation of service time to unity.
Using the condition (1) and the expression for the distribution function of
delivery time (6), it is possible to control the parameters of the systems p1 ,
p2 , p3 , τ1 , τ2 and τ3 so as to provide the delivery time requirements. The most
convenient for conﬁguring the system is the service probabilities at each phase,
then to ﬁnd them need to solve (1) regarding these probabilities:
(p1 , p2 , p3 ) = arg{H(T0 ) ≤ α}

(8)

where α - the probability of meeting the delivery time requirements, T0 - the
standard (or norm) delivery time.
The values p1 , p2 , p3 , actually characterize the probability that the requested
data will be found at the appropriate level of service. Managing their values can
be the shares of subscriber traﬃc, closing at the appropriate level (the service
phase).
The three-phase service system model considered above does not reduce the
generality of this problem. The number of service levels (phases) can be arbitrary.
For a diﬀerent number of levels, the expressions (3) and (7) should be changed
accordingly.

6

Conclusion

The combination of the Internet of Things and augmented reality technologies
was implemented by using the WiFi NodeMCU module for collecting and sending data to IoT-Clouds. Framework Vuforia and Unity3D application were used

v.davydov@hse.ru

558

M. Makolkina et al.

for creating mobile augmented reality application. On the developed IoT/AR
application, the evaluation of service requests time for receiving information
from diﬀerent clouds was estimated. The RESTFull HTTP requests were used
to exchange data between IoT/AR devices and clouds. The results of the evaluations show considerable time delays for receiving the responses from the cloud.
Consequently, the proposed multi-level service model of the IoT/AR application
was considered.
With the increase in the number of IoT devices and augmented reality applications, the number of calls to cloud services will increase signiﬁcantly, so the
need for optimizing the architecture considered in the article is very relevant. A
three-phase model corresponding to a three-tier cloud architecture was examined
using analytical modeling. Simulation modeling was performed in the AnyLogic
system for two variants of the distribution of service time in each phase: random
(exponentially distributed) maintenance time and constant service time. The
results show that with a constant service time, the average data of delivery time
is almost half the time.
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Abstract. Preventive conservation of cultural heritage is a serious matter for
people, especially for countries with a large patrimony. Enabling museums and
culture heritage sites with recent technologies is one way to save these sites and
enhance the visitor presence and experience. Augmented reality (AR) and internet
of things (IoT) are recent technologies that can be deployed for such purposes. In
this work, an end to end system structure is introduced for preventive conservation
of museums based on the IoT. The system enables to monitor and indicate any
climatic eﬀects, and points for necessary maintenance. Moreover, the system
employs the AR to help museums visitors to get much experience. An application
interface is developed for both museum administrators and visitors to enable them
to extract the associated data. A prototype is developed for the experimental
evaluation and the results are indicated.
Keywords: IoT · AR · Cultural heritage · Monitoring · Museums · LoRa

1

Introduction

Deploying new technologies for preventive conservation of cultural heritage become a
demand. Recently, wireless sensor networks (WSN), internet of things (IoT), device to
device communication (D2D) and augmented reality (AR) are mentioned to be deployed
for monitoring, enhancing security and saving cultural heritage environments [1, 2].
Moreover, these technologies are used to increase visitors experience and provide them
with much knowledge of the distributed monuments.
Employing these technologies takes place recently in some big museums, as an
example, the louver museum starts deploying WSN since 2006, for monitoring the
museum ﬁeld and increasing the place security [3]. WSN suﬀers from many issues
concerned with the transmission rate, which leads to the introduction of other technol‐
ogies [4]. With the recent advances in sensory manufacturing and the innovation of IoT
© Springer Nature Switzerland AG 2018
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technology, researches for deploying IoT for cultural heritage environments are devel‐
oped [5].
The term culture deﬁnes many aspects includes; art, monuments and architectures
[6]. Cultural heritage represents an important source of national income to some coun‐
tries such as Egypt, Russia, France and Italy. Millions of tourists ﬁnd their destinations
to cultural places in these countries every year, providing an important source of national
income to these countries. Thus, paying great attention to cultural heritage is a demand
for all, especially, for these countries [7].
According to some statistical studies, for the Russian cultural sites, the visitors of
Russian state museums and art objects in the period from 2012 to 2016 are increased by
41 percent [8]. For example, the Hermitage museum became the most visited museum
in Russia and entered the top ten of most visited museums in the world; in 2017 its
visitors are doubled [8]. For the mentioned statistics private museums didn’t considered,
which in some studies noted that their visitors doubled year by year.
From the previous studies, it can be inferred that the growth of public interest in
cultural objects is highly increased. Thus, the recent innovation in technology and
sensory should be deployed to serve for enhancing the visits of cultural sites and provide
visitors with much experience. Moreover, these technologies and smart things should
be used to conserve cultural heritage by providing smart systems for monitoring these
domains and alarm for maintenance once it is needed [8].
Since artworks and monuments undergo deteriorations with the time, these envi‐
ronments and objects should be protected. The main factors aﬀect cultural heritage and
leads to these deteriorations are the weather conditions, lightings, material type of object
and human eﬀect. One way to save artworks and prevent them from damage is to keep
them under controlled climatic conditions, periodically make maintenance and always
monitor them [10]. Climatic conditions represent the main aﬀecting factor and thus,
temperature and humidity should be measured periodically to keep them at certain level
that saves the cultural environments [11].
Introducing new technologies to provide a sustainable framework for cultural
heritage conservation is a vital solution that reduces the risk of deterioration. The system
should deploy a low cost reliable hardware, with an open software platforms [12].
The scope of this work is to deploy recent technologies (i.e. AR and IoT) for
increasing the information accessibility and interactivity of art objects, which in turn
helps in increasing number of visitors and preserving cultural heritage sites for future
generations. Furthermore, the proposed framework monitors the cultural sites and
alarms for any required maintenances. Thus, the proposed system reduces the risk of
damage and save the cultural heritage. The system deploys an intelligent engine to
achieve these beneﬁts and provide a reliable system. Section 2 provides the background
and related works, Sect. 3 introducing the proposed system for preventive conservation
of cultural heritage and Sect. 4 provides the experimental work and testing results.
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Background and Related Work

There are many systems and studies developed for cultural heritage; microclimate
control is one of the most common systems for museums [13]. The system is mainly
developed to ensure constant temperature and humidity in the closed rooms inside
museums. The main disadvantage with the microclimate systems is the complexity.
In [14], authors introduced an IoT based system for remote monitoring of cultural
heritage environments. The system deploys low cost hardware devises; and provides a
prototype to measure temperature and humidity. The prototype uses the ESP8266 chip
with the Wi-Fi. The gateway is programmed using Arduino IDE, and the system is tested
for indoor measurements.
In [15], authors introduced IoT architecture for preventive conservation of cultural
heritage environments. The work introduces the main requirements of the system from
the artwork point of view. The system is based on LoRa and Sigfox technologies to
provide a lifespan of more than ten years.
Moreover, many AR applications have been developed for cultural heritage. AR
technology is a new paradigm aims to show virtual objects and embed multimedia to
existing real environments [16]. Deploying AR for cultural sites introduces new terms
such as Virtual archaeology, AR Heritage, Virtual Museums and Virtual History [16].
In [17], authors developed an AR game for introducing Philippine history. The main
purpose for the application is the educational purposes.
The European Commission launched the “cultural heritage experiences through
socio-personal interactions and storytelling” (CHESS) project, which aims to develop
AR-based solutions for cultural heritage. The project consists of series of stages; include
layering, scripting and production [18].
Another common AR heritage application is the Plaster ReCast developed for
Carnegie Museum of Art’s (CMOA) Hall of Architecture [19]. The hall represents the
third largest architectural plaster cast collection in the world that contains monumental
replicas of portions of buildings and fragments. The application provides 3D modules
of historical and architectural information.
The novelty of our proposed work, come from the consideration of both cultural
environment administrators and visitors. The proposed work merges both IoT and AR
and integrates them in a single developed application.

3

AR - IoT Based Cultural Heritage Framework

The proposed structure is a modular design that increases the functionality and easily
allows adding or removing elements for future purposes and updates. Figure 1 illustrates
the proposed system structure. The system can be viewed as two main parts; the ﬁrst
part is the Preventive conservation block and the second part is the visitor assistance
block. The Preventive conservation block is responsible for the preservation and
management of art objects. This block is mainly handled by the manager of cultural sites
(e.g. museums) and all collected data can only be shared with the managers and dedicated
employees of museums. The visitor assistance block is responsible for increasing
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interactivity and information availability for site visitors. This block contains all public
data and mainly deployed for interaction with the museum visitors. It provides visitors
with services that increase their experience and help them to get much knowledge.

Fig. 1. End-to-end IoT/AR cultural heritage system.

3.1 The Preventive Conservation Part
The Preventive conservation part of the system is composed of radio module and special
purpose sensors deployed for sensing certain parameters that are important for archae‐
ologists to keep monuments. The min sensors deployed are illumination, temperature,
humidity, ultraviolet radiation, air quality, pressure and shock load sensors. These
sensors are distributed among monuments to cover all places in the museum, for which
the proposed system is deployed. These sensors are controlled and managed through a
base station centered at the museum. The communication standard for data transfer
between sensors and the corresponding gateway is LPWAN-LoRa [20]. This interface
technology is chosen because of the following:
1 The inability to create a wired infrastructure of the required scale in most existing
museums,
2 The need to ensure long-term autonomy of each module,
3 The scalability and extensibility of the system in the future, and
4 The minimum cost of implementation.
The base station is connected with a cloud unit that is responsible for providing
storing and processing capabilities of the sensed data. The cloud platform should deploy
an intelligent system for processing the received sensor data and detect whether the
monuments needs maintenance or not.
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3.2 The Visitor Assistance Part
The visitor assistance block provides user assisted services by employing AR tech‐
nology. At the moment, many museums equip their exhibits with QR-codes, which allow
visitors to get more information about monuments [21]. The proposed system provides
this interaction with visitors by AR based applications that achieve better interaction
and information availability.
Visitor assistance services can be implemented in two ways. The ﬁrst way involves
the additional equipment of the exhibits with special marks that, when activated, can
open additional interactive possibilities for interacting with the exhibit. The second way
is the use of artiﬁcial intelligence (AI) (i.e. neural network) to analyze and recognize
distributed objects in the museum [22]. Neural network can recognize things by
comparing them with a record from the database and activates the same interactive
possibilities, as in the ﬁrst variant [23]. For the proposed work, the second way is chosen
as the method for implementing user assisted services.
The simplest example of the additional interactive features is the output message of
reference information about the dedicated object. A more complicated variant, for
example, for paintings with battle scenes, may be the opportunity to see in real-life the
equipment depicted in the picture. For the reproduction of projections, the most inter‐
esting is the use of glasses of augmented reality that museums could oﬀer for visitors
by analogy with existing audio guides. Moreover, in order to oﬀer more facilitates for
visitors, it is proposed to implement a mobile application with similar functionality. The
functionality of the solution can be extended, for example, by adding an interactive map
of the museum, which will help visitors better navigate in it, and guides will mark
themselves with special tags that will help tourists ﬁnd them, even if they fall behind
the main group.

4

Experimental Evaluation

In this part, the previous system is implemented using real hardware and existing plat‐
forms. The two parts are considered, and the deployed hardware and software for each
part is introduced. We develop a single application for the two system parts, while the
application is able to distinguish between the two types of users (i.e. visitors and admin‐
istrators). The associated data is displayed for each kind of users.
4.1 The Preventive Conservation Part
The main system components considered for experimental evaluation are:
1 IoT gateway:
The IoT gateway is a NodeMCU V3 board with ESP8266 module, which was orig‐
inally developed to create various IoT devices. The module is able to send and receive
information to a local network or to the Internet using a built-in Wi-Fi. This module
is considered to be the gateway, due to the cost eﬃciency, market availability and
also convenience of work.
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The IoT gateway NodeMCU is programmed using sketch in Arduino IDE, to initi‐
alize the wireless connection, and generate HTTP POST requests through the API to
ThingSpeak cloud platform.
2 Cloud platform:
The considered cloud platform is the ThingSpeak, which is an open source applica‐
tion for the Internet of things and API for storing and retrieving data using the HTTP
protocol. ThingSpeak is supported from the mathworks products and has built-in
Matlab libraries for supporting IoT devices [24]. ThingSpeak enables users to analyze
and visualize downloaded data using Matlab without having to purchase Matlab
license from Mathworks.
3 Sensors:
For experimental evaluation we deploy a composite DHT11 sensor, which consists
of two measuring sensors; thermometer and hygrometer. These two sensors are used
to measure temperature and humidity.
Sensors measure and collect considered information and transfer them to the Thing‐
Speak cloud platform through the IoT gateway. The cloud platform analyzes and
processes the received data and sends a report and alarms to the museum managers and
employees through an application developed with the same platforms introduced in the
next part. The structure of the proposed prototype is illustrated in Fig. 2.

Fig. 2. Structure of the proposed prototype.

4.2 The Visitor Assistance Part
In order to provide visual information to visitors and employees, as mentioned earlier,
augmented reality applications are developed. These applications are supported by
augmented reality glasses and smart phones [25]. The following platforms are consid‐
ered for building applications for assisting visitors:
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1 Unity:
Unity is a cross-platform environment used to develop both two and three dimen‐
sional video games [26]. It enables the creation of heterogeneous applications for
more than twenty diﬀerent operating systems. The main advantages of Unity are the
availability of a visual development environment, cross-platform support and a
modular component system. In the other side, the main disadvantages of Unity
include the emergence of complexities when working with multi-component schemes
and diﬃculties in connecting external libraries.
2 Vuforia:
This is the Augmented Reality Platform and the Augmented Reality Software (SDK)
toolkit for mobile devices developed by Qualcomm [27]. Vuforia uses technology of
computer vision, as well as tracking ﬂat images and simple bulk real objects (e.g.
cubic ones) in real time. The ability to register images, made it possible to locate and
orient virtual objects, such as 3D models and media content, in conjunction with real
images when viewed through mobile device cameras. The virtual object is oriented
on a real image so that the observer’s point of view treats them in the same way to
achieve the main eﬀect (i.e. the feeling that the virtual object is part of the real world).
Vuforia supports various 2D and 3D target types, including marker Image Target,
3D Multi-Target targets, and reference markers that select objects in the scene to
recognize them. Additional functions include detection of obstacles using the socalled “Virtual Buttons”, target detection and the ability to programmatically create
and reconﬁgure targets within the self-modifying code. The Image Target is mainly
considered for the developed application.
Furthermore, Vuforia provides application programming interfaces in C++, Java,
Objective-C, and .Net languages through integration with the Unity gaming engine.
Thus, SDK supports the development of native AR-applications for iOS and Android,
while assuming the development in Unity at the same time. Results can easily be
transferred to both platforms. Augmented reality applications built on the Vuforia
platform are compatible with a wide range of devices, including iPhone, iPad, smart
phones and tablets.
We build an application for the previous introduced system, based on the considered
platforms. The application is deployed for both parts of the system and can be run over
any appropriate operating system. Thus, visitors and museum managers and employees
can use this application. The application deﬁnes the two categories of users; visitors and
administrators, and oﬀers the appropriate data and services for each category. Figure 3
illustrates the application interface.
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Fig. 3. General interface of the developed AR-application.

Fig. 4. Visitor interface.

We consider an art object as a prototype for testing the developed application. The
art object considered is the image of the painting “Moonlight Night” by Vincent Van
Gogh. The application provide two interfaces; one interface for the museum adminis‐
trators and the other for visitors. Figure 5 illustrates the appropriate interface for museum
administrators. Once an administrator hover over the picture’s virtual blocks, the corre‐
sponding measured data is displayed. Figure 4 illustrates the appropriate interface for
visitors, in which all public information about the object is displayed for the visitor.
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Fig. 5. Administrators interface.

Furthermore, readings for both considered sensors, for a day, are illustrated in
Figs. 6 and 7.

Fig. 6. Records for temperature sensor for a day.
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Fig. 7. Records for humidity sensor for a day.

5

Conclusion

This work provides a framework for preventive conservation of cultural heritage and
helping visitors of cultural sites to get much experience. The system employs IoT and
AR to achieve such purposes. Museums are fed with distributed sensors that support
IoT and an IoT gateway is deployed for each museum and cultural site. The gateway is
connected with a cloud platform that provides storage and processing capabilities for
the sensed data. The cloud platform employs some means of neural network and supports
the AR applications. An application is developed to support both museum administrators
and visitors. The application toggles between the two types of users and displays the
appropriate information for each user. Furthermore, the system alarms the administrators
for any required maintenance.
Future Work
For future work, the prototype should be implemented for Hermitage museum and a
single distributed database for storing information of all visitors and administrators will
be introduced. Moreover, a system for connecting gateway for diﬀerent museums should
be developed.
Acknowledgement. The publication has been prepared with the support of the “RUDN
University Program 5-100”.
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Abstract. The problem of distributed storing and processing of streaming data
in IoT systems is considered. A mathematical model and agent-based software
architecture for distributed streaming data processing over heterogeneous
computer network is oﬀered. The software architecture determines the following
features of IoT nodes software: structure of software components, models of
interoperability, algorithms of resource management and also xml-based
language which allows to descript distributed IoT applications. The oﬀered archi‐
tecture is implemented as a software framework ABSynth.
Keywords: Internet of Things · Streaming data · Software architecture
Distributed control system · Data stream management system

1

Introduction

Modern IoT systems include subsystems for processing and storing of streaming data
(PSSD) as an integral part. Together they compose a large class of hardware-software
complexes for the distributed collection, processing and storage of telemetry, monitoring
of the state of technical and biological objects [1, 2]. Unlike traditional storage systems
based on DBMS (database management systems), PSSD uses data stream management
systems (DSMS) as a kernel and must provide a processing procedures priority higher
than data storage procedures priority. They require faster access to data and less
processing time. The speciﬁcs of the streaming data do not allow to use existing highperformance computing technologies in processing of streaming data [2].
In the article the agent-oriented approach to the organization of calculating process
on the computer networks is discussed. It consists in establishment of special relations
between program components and computing resources. Software complex components
are presented by autonomous objects – software agents functioning in a certain envi‐
ronment – the agent platform. The agent platform is a software layer that provides a
uniﬁed address space for software components, components interaction, and execution
management.
Supported by Ufa State Aviation Technical University.
© Springer Nature Switzerland AG 2018
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On the basis of the agent-oriented approach, a mathematical model of distributed
data processing over on heterogeneous computer networks (HCN) with unpredictable
loading (UL) is proposed. The problem of optimal resources allocation in heterogeneous
computer network is formulated, and a multi-agent algorithm for dynamic control of
computer network resources is discussed. The developed agent-oriented software archi‐
tecture of distributed data processing systems is presented in the work.
The proposed approach and developed architectural and algorithmic solutions allow
to design and create reliable distributed software for data processing in IoT systems
based on HCN with UL.

2

State-of-the-Art Scientiﬁc Research in the Area of Streaming
Data Processing

Streaming data processing is a modern approach, which regards the problem of data
processing from a new point of view. Nowadays the eﬀorts of researches are focused
on the development of DSMS architectures in terms of providing the following func‐
tions: processing continuous queries (CQ) based on some query language or algebra for
data streams [4] and providing a Quality of Service (QoS) based on some data stream
model [5]. For example, Aurora [6] is a system for managing data streams for monitoring
applications state. It uses simple dataﬂow diagrams to specify CQ and stream query
algebra consisting of several primitive operators for expressing stream processing
requirements [7].
Another aspect of scientiﬁc research in area of DSMS is complex event processing
(CEP) systems: development of discrete-event models of diﬀerent subject areas, formu‐
lating of logical rules for complex events generating. IBM’s Active Middleware Tech‐
nology (or AMiT) [8] is a tool that includes both a language and an eﬃcient run-time
execution engine, aimed at reducing the complexity of developing event-based appli‐
cations. AMiT associates computations along with the deﬁnition of an event and uses
event operators (following the ECA paradigm). AMiT is an example of a system that
has tried to incorporate computations into an event speciﬁcation.
Most of the considered systems represent a completed solution for event-based
development, some of them even support distributed computations in common name‐
space, but they don’t include a model of eﬀectively computational resource allocation
and don’t allow dynamical management of computational resources.

3

Mathematical Models and Formulation of the Problem

The streaming data is a set of attributes, which has a diﬀerent physical meaning (such
as values of physical ﬁelds in diﬀerent points, biometric indicators, simple and complex
events et al.).
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3.1 Model of Streaming Data Processing
The proposed mathematical model of PSSD is represented by the following tuple:

DPS = ⟨A, P, C, I, M, V, T⟩.

(1)

Here:
– A – set of attributes,
– P – set of computational procedures,
– C – a calculation relation that indicates which attributes are calculated by what
procedure,
C = {(p, a): p calculates a; a ∈ A, p ∈ P}

(2)

– I – a usage relation that indicates which attributes are used in calculations in each
procedure, such that C ∩ I = ∅,
I = {(p, a): p uses a; a ∈ A, p ∈ P}

(3)

– M:A → 𝖭∖{0} – a function that determines the memory consumption for storing
attributes is such that M(a) is the amount of memory required to store the attribute a
in bytes,
– V:P → 𝖭∖{0} – a function that determines the computational complexity of the data
processing task is such that V(p) is the computational volume of procedure p in the
number of ﬂoating point operations,
– T:P → 𝖱+ – the period of the procedure p in seconds.
Using the concept of the cut of the relation Z:X → Y with respect to the element x,
as well as Z(x) = {y: (x, y) ∈ Z} and the deﬁnition of the quotient set of Y determined
by Z Y∕Z = {Z(x)}x∈X, we can deﬁne the following families of sets:
– partition A∕C of a set of attributes over a set of computational procedures according
to a calculation, where C(p) is attributes whose values are calculating in procedure p,
– a family of subsets A∕C, where I(p) is attributes which procedure p uses for calcu‐
lations and reﬂects the algorithmic relationship between attributes.
To formulate the problem of optimal computing resources allocation in the PSSD,
it is necessary to formulate a mathematical model for the resource consumption in
computer networks taking into account the speciﬁcity of the streaming data.
3.2 Model of the Resource Consumption in Computer Networks
The computing resource of the network is traditionally considered to consist of three
components:
– performance (CPU resource),
– memory,
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– speed of network interactions.
The following tuple corresponds to the computing network.
N = ⟨W, R, S⟩

(4)

Here:
– W – set of computing nodes,
{
}
– R = cpu, mem, netin , netout – set of computing resources,
– Sr (w) – nonnegative function that deﬁnes the following parameters:
• Scpu (w) ﬂops – the node w maximum achievable performance;
• Smem (w) bytes– the node w available RAM;
in
out
• Snet
(w), Snet
(w) bytes/second – the maximum achievable network rate for the
incoming and outgoing traﬃc of the node w, respectively.

Various ways of specifying a function S lead to models of diﬀerent network types.
3.3 Formulation of the Optimal Resource Allocation Problem
The model of the PSSD based on the computer network includes resource model of the
computer network N, model of data processing DPS and the relation D describing system
deployment in network.
IS = ⟨N, DPS, D⟩

(5)

Here:
– N – the computational network,
– DPS – the PSSD model,
– D – the deployment relation that shows ∀p ∈ P on what node it physically deployed
D = {(w, p): w executes p; w ∈ W, p ∈ P}.

(6)

Let B:W × R → 𝖱+ – function that shows ∀w ∈ W amount of the involved resource.
The introduced notation makes it possible to formulate the problem of optimal allocation
of computational resources in PSSD as the problem of combinatorial optimization. It is
necessary to ﬁnd such deployment relation D*, that gives maximum to predeﬁned eﬃ‐
ciency function F.

D ∗= arg max F(IS⟨D⟩)
D⊂W×P

(7)

The following constraints apply.

Br (w) ≤ Sr (w)
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Agent-Based Software Architecture for PSSD Systems

In line to proposed mathematical models the agent-based software architecture is devel‐
oped [9]. It assumes software consisting of next structure components:
– the set of target agents, where each one is software entity that implements some data
processing procedure;
– the set of processing attributes implemented as in-memory database (IMDB), that
provides distributed storing of streaming data and a low-latency access to them.
To make a ﬂexible, survivable and scalable software the agent approach is proposed,
which means using a software agent as a basic software entity. It allows us hereinafter
to talk about agent-based software architecture and implies the presence of some addi‐
tional elements in the system, such as
– agent platform – a set of software components that supports the life cycle of target
agents, interaction between them in the uniﬁed namespace, also the system event
model
– agent container – a software environment that provides an access to the resources
of each computing node and executes of software agents.
Thus, the streaming data processing model within the software architecture proposed
above can be represented by the following structural diagram (Fig. 1).

Fig. 1. Software architecture for distributed streaming data processing

A uniﬁed storage space for streaming data is provided by a distributed cached inmemory storage that provides fast and transparent access to attribute values regardless
of their physical location. The agent platform is a uniﬁed distributed execution space
for data processing procedures.
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4.1 The Target Agent’s Architectural Features
The target agent is the basic software entity in the implementation of the data processing
model within the proposed architecture [10]. It includes the following components:
–
–
–
–
–
–

data processing procedure p ∈ P;
local cache of used attributes I(p) ⊂ A;
local cache of calculated attributes C(p) ⊂ A:
mechanism for the management messages receiving and executing;
mechanism for the agent initialization and self-destruction;
agent’s state.

The activity diagram of the target agent shows the process of the agent’s functioning
after creation (Fig. 2).

Fig. 2. The fragment of activity diagram of the target agent

In the process of distributed data processing, the target agent can be in the following
states.
– “Created” – the initial state in the agent’s lifecycle.
– “Initialized” – the calculated attributes are set to the initial values.
– “Running” – the agent’s operating state when the attributes are recalculating in cyclic
mode. “Holding” the agent’s operating state when recalculating of attributes is
temporary suspended.
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– “Completion” is the ﬁnal state in the agent’s lifecycle (preparation for self-destruc‐
tion, completion of all recording processes).
Changes of the target agent’s state occurs either according to the stage of the life‐
cycle, or under the inﬂuence of management commands.
4.2 Management Within the Agent-Based Software Architecture
The management of the streaming data processing, as well as the allocation of resources
within the agent-oriented software platform is carried out through special service agents
(Fig. 3):
– global system manager – unique (if there is no global manager duplication mode)
for each PSSD system;
– local node manager – one for each computational core.

Fig. 3. Hybrid model of execute and resource allocation management in the PSSD system

Execution management implements a hierarchical model (wide solid arrows in the
Fig. 3), which means interactions only between the management levels, and never –
inside. The executive level is represented by the target agents that can start and stop
execution and destroy themselves at the commands, received from higher management
levels. The coordination level is represented by local managers who pass the commands
of the global manager to the target agents of their node, within the management model.
The planning level is represented by the global manager, as well as by the operator or
supreme planning system [10].
Resource management is carried out within the hybrid model (thin dotted arrows in
the Fig. 3), where there is a two-level hierarchical organization between target agents
and local managers, as well as a multi-agent peer-to-peer model between local
managers. The service agents interact with the target agents according to the speciﬁc
protocol, proposed within the software architecture. It is based on the ACL [11] language
of the FIPA standard and implies communication acts in the multi-agent software system
within the following ontologies.
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– Management ontology – managing commands within the hierarchical model (wide
solid arrows at the Fig. 3).
– Resource allocation ontology – commands and data related to procedures of a
computational resources allocation, such as: estimation of available resources for
every node, heuristic algorithm for load balancing etc.
ABSynth allows to extend itself according to developer’s needs by adding ontologies
or supplementing of the existing ones.
4.3 Tasks Speciﬁcation Description Language
For the formal description of multi-agent distributed PSSD systems the task speciﬁca‐
tions description language (TSDL) is oﬀered. It is based on XML notation and consists
of the following set of elements (in this section, the term “attribute” should be understood
as an XML attribute – named string parameter of XML element which is written inside
the angle brackets of the opening tag after its name):
– <model > … </model > – root element containing all other elements inside. It can
have attributes allowing to specify some default parameters of PSSD, for example,
period and executing node (attributes “period” and “container”), name and developer
of the system (attributes “name” and “author”).
– <agent > … </agent > – The element that deﬁnes the creation of the target
agent. It contains all of the parameters and settings of the target agent as XMLattributes and subelements. Attributes of this element allow to set up for each target
the following parameters: a unique name of the agent (attribute “name”), type of the
agent (parameter “class”), period of recalculating values of PSSD attributes in milli‐
seconds (attribute “period”), and placement (name of the container or computational
node, where agent is physically deployed – attribute “container”). Subelements of
this element allow to specify for each target agent a set of other target agents, whose
PSSD attributes are used in its calculations (elements < input name=””/>), also a
set of additional string parameters that need to be passed to it after creation, like initial
values, settings, etc. (elements < parameter name=”” > … </parameter >).
Also there are some elements that simplify writing of TSDL code and make it more
readable.
– <include > … </include > – for complex multi-ﬁle models delineates an optional
section where ﬁles with other model fragments can be speciﬁed.
– <constant > … </constant > – associates string content of an element to identiﬁer
deﬁned as the attribute “name”. Everywhere further identiﬁer enclosed in braces will
be interpreted as a string associated with it.
TSDL allows development of distributed PSSD systems speciﬁcations using text
editors with syntax highlighting as simple as using special XML-based visual diagrams
editors.
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Software Implementation of Multi-agent Architecture for
Distributed PSSD Systems and Examples of Using

Developed software architecture is implemented as a software framework ABSynth,
based on java agent development environment (JADE) framework and inherits all its
abilities and functionality. In addition to them ABSynth includes IMDB Hazelcast as
a transport level for streaming data sharing.
Basic software entity of ABSynth in accordance with architecture is abstract javaclass BasicUnit – implementation of target agent. BasicUnit extends the class
jade.Agent from the JADE library and contains the abstract procedure MainAction()
which is called with predeﬁned period. Each data processing target agent should be
implemented as a child class extending BasicUnit. The program code performing data
processing should be placed into overridden MainAction() function. It can operate only
with local cache of streaming data as with the class ﬁelds.
If one needs it is possible to create diﬀerent agents (by extending the BasicUnit
class) to perform one-type and diverse operations over the streaming data, such as, for
example, assembling of raw data by sensors poll, signal ﬁltration, indirect measuring
(calculating not directly measureable parameters of business process), calculating of
macroscopic parameters (some integral estimation, the sliding average), complex signals
generation (events, automatic decisions) et cetera.
Let’s consider some ways of possible using of the developed architectural and soft‐
ware solutions.
5.1 Networked Control Systems (NCS)
The most widespread scope of use of IoT systems is remote control of large-scale tech‐
nical systems. The use of a heterogeneous computer network as part of automatic control
systems has given rise to a new direction in control theory – networked control systems
(NCS). The classical deﬁnition of NCS can be as follows: when a traditional feedback
control system is closed via a communication channel, which may be shared with other
nodes outside the control system, then the control system is called an NCS [12]. From
the most general point of view the structure of NCS may be depicted as showed at the
Fig. 4. A distinctive feature of the NCS as a software-hardware complex is that, the data,
circulating between the network nodes, are streaming data. So, the implementation of
control models and algorithms needs particular approach [13, 14].
The software layer of the NSC’s technical equipment may be considered as a distrib‐
uted PSSD, where the digital signals are streaming data, logical signals are complex
events and control algorithms are streaming data processing procedures [15].
The example of the problem of semi-natural testing of the electronic control unit for
gas-turbine engine was considered [16].
The software layer of the stand is based on ABSynth framework and contains the
following types of target agents [17].

v.davydov@hse.ru

Distributed Streaming Data Processing in IoT Systems

581

Fig. 4. The common schema of NCS

– Agent – element-wise computational model of the gas-turbin engine.
– Agents – drivers for all hardware modules (interfaces for the aircraft native commu‐
nication buses, agents for simulation of the mechanical and electrical faults and
others).
– Agents – simulation models for the other modules of aircraft automatics (for example
the throttle).
– Agents – simulation models for ﬂight dynamics of the aircraft (for example, geomet‐
rical position of the aircraft and its parts relative to the ground: the roll angles, pitch
and yawing, the geostationary coordinates of the mass center).
– Agents – simulation models for the environment in ﬂight conditions (the input air
pressure of the engine, air resistance, the lift force depending on the geometrical
position of the aircraft).
– Agents – elements of the graphical user interface (GUI), which allow the researchers
to monitor the testing process (depicts all signals in the human-understandable form
like numerical tables or time diagrams).
Using the ABSynth platform together with the classes presented above allows to
perform the semi-natural testing as well as the full simulation (without natural parts)
with involving of diﬀerent types of computer networks. Diﬀerent fragments of the model
can be developed by separate research teams, copyrighted, and executed using compu‐
tational equipment in diﬀerent institutions.
For example, let’s consider a simulation of starting and thrust-increment regime for
the gas-turbine engine in conditions of diﬀerent pressure amount of the input air. At the
Fig. 5 time diagram of the rotation speed of the low-pressure turbine is represented.
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Fig. 5. Simulating of the low-pressure turbine rotation speed

Each instance of the engine executed autonomously at its own node of the compu‐
tational network. Mechanisms of the ABSynth framework allowed to perform the simu‐
lation in real-time.

6

Conclusion

The main results of the work are presented below.
– The overview of state-of-the-art scientiﬁc research in the area of streaming data
processing.
– The mathematical model of streaming data processing.
– The mathematical model of the resource consumption in computer networks.
– The formulation of the optimal resource allocation problem in heterogeneous
networks
– Agent-based software architecture for distributed processing and storing of streaming
data including the structure of components and TSDL, which is the language to
describe multi-agent applications.
– The ABSynth platform is based on software agents technology, which implements
all the developed models and architectural solutions.
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Abstract. This paper provides an analysis of approaches to choosing a route in
the Internet of things networks. A method is proposed for choosing a route, taking
into account the quality of its individual sections. The probability of collision is
used as an indicator of the quality of the route segment. The proposed method is
based on the use of the algorithm for ﬁnding the shortest routes in a weighted
graph, the weights of which are the probability of collisions.
Keywords: Internet of Things · Collisions · Route searching · Optimization
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1

Introduction

The development of the concept of the Internet of things was linked to enhance the
growth in the number of diﬀerent devices connected to communication networks. It
aimed to further develop the information and communication system in terms of
covering those areas of human activity that have not yet been involved in the information
exchange process In other word, it involves the level of “smart” things, “smart” houses
and the whole intellectual world [1–5]. This is made possible by the implementation of
Internet technology of things.
At the same time, network access technologies can be very diverse. This can be both
devices that support the standards of cellular networks and wireless broadband access,
as well as specialized standards that focus on the construction of sensor wireless
networks and the density of such devices can be very high. Around 32 billion connected
devices are forecast by 2022, of which around 18 billion will be related to IoT. Poten‐
tially, such devices can be located both in the service area of mobile networks and outside
them. The task of their operation is to deliver data to processing facilities or control
commands in the opposite direction. Due to a wide variety of purposes and technologies,
the structure of building networks can be diﬀerent.
Speciﬁcally, for the organization of networks, various self-organization technologies
can be used to allow building mesh and ad hoc networks. The use of these technologies
makes it possible to signiﬁcantly expand the capabilities of networks in terms of
expanding the service area, ease of deployment, ensuring reliability and survivability.
© Springer Nature Switzerland AG 2018
O. Galinina et al. (Eds.): NEW2AN 2018/ruSMART 2018, LNCS 11118, pp. 584–593, 2018.
https://doi.org/10.1007/978-3-030-01168-0_52
v.davydov@hse.ru

Optimization of Routes in the Internet of Things

585

The task of self-organization includes a subtask of the choice of routes for passing traﬃc
between nodes of the network. The method of its implementation makes the network
characteristics (bandwidth, delay in data delivery, packet loss, etc.) depend signiﬁcantly
on the network characteristics. Route selection work is associated with the transfer of
additional traﬃc in the communication network, as well as the time consuming of
network nodes. This reduces the quality of its functioning parameters. Therefore, it is
expedient to minimize this work particularly because can be facilitated by the quality
of the resulting routes.
This paper considers models and methods for selecting a route considering its quality.
The quality of the route can be judged on the basis of various parameters: time of data
delivery, loss factor, and throughput. Taking into account the peculiarities of wireless
communication networks as a parameter characterizing the quality of the route, we will
consider the probability of collisions (or potential collisions), which depends on both
the parameters of the route and the traﬃc produced by the nodes of the network.

2

Overview and Related Work

The structure and choice of the structure of the network and the ways of passing traﬃc
are the main problems of prospective communication networks, whose tasks include the
maintenance of Internet of things traﬃc. There are many works devoted to the issues of
the choice of traﬃc structure and routing.
In this works [1, 2], we propose a method for connectivity estimation in Wireless
Sensor Networks (WSN). In [3], the results were about comparison of the routing proto‐
cols for the WSN and the choice of a speciﬁc protocol for constructing a sensor network
depending on the density of nodes. In [4, 5], provides an analysis of the RPL protocol
in terms of IoT, taking into account the following reference indicators: reliability and
mobility, heterogeneity of resources and scalability. In work [6], results of researching
on the ﬁeld of optimization of routes in Internet of things networks. In [7–9], the methods
of choosing a route by the criterion of minimum length were considered, and in this
paper, the selection was made depending on the criterion minimal collisions.
Also, in a number of works, the connectivity for D2D communication was considered
on long routes which were selected by the criterion of minimum attenuation.
In addition, we propose a method for selecting a route in the network according to
its quality index, for which we accept a minimum of collisions (clear collisions). This
indicator also allows us to indirectly take into account such indicators as the probability
of loss of personnel and bandwidth.

3

Problem Statement

The task of choosing a route is one of the tasks of constructing a logical network struc‐
ture. We will assume that there are n nodes (Internet traﬃc sources of things) and the
network nodes are distributed in some invariable manner in the service area and form a
homogeneous structure, the characteristics of which are unchanged for any fragment of
the service area. In this case, the connection of the source with the traﬃc recipient can
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be organized either directly or through transit nodes, which can be any traﬃc source
nodes.
The task of constructing a route between network nodes, as a rule, is optimization.
Because the objective function depends on a certain metric and is subject to minimization
or maximization. Such a metric can be conditional cost, distance and other parameters.
The quality of the route in the communication network can be characterized by such
quality indicators such as data delivery delay, bandwidth, and loss factor. Obviously,
these indicators depend on the characteristics of the channels on all sections of the route.
At each individual site, these parameters depend on the signal propagation and traﬃc
conditions (use of the propagation medium). The traﬃc of neighboring (adjacent) nodes
can lead to delays, frame loss and bandwidth reduction depending on the technology of
channel realization. The growth of delay, loss and decrease in bandwidth is a conse‐
quence of the busy channel (propagation medium, radio frequency spectrum) transmitted
by signals. If the standard used does not implement conﬂict prevention mechanisms,
then channel employment leads to a collision.
Generally, a collision is understood as a situation in which two or more signals from
diﬀerent transmitters simultaneously arrive at the receiver’s input. Because of signaling,
none of the received messages is successfully received and all data elements (frames)
transmitted on this interval are lost. It is theoretically possible that some data can be
accepted, but the probability of this is small and this case is not considered further. Many
current wireless standards implement collision avoidance mechanisms that reduce their
probability by analyzing the state of the transmission medium and a certain timing algo‐
rithm for transmission. The use of such mechanisms increases the eﬃciency of using
the transmission medium, but naturally leads to transmission delays. In this way, the
probability of collision, even when using the mechanism for their prevention, charac‐
terizes the use (employment) of the transmission medium.
Accordingly, the probability of collisions directly or indirectly reﬂects the quality
of the communication channel or the entire route. The parameters of bandwidth, packet
loss and delay are directly related to this probability. Therefore, we decided to use it as
a metric for selecting a route in a communication network.

4

Model and Method of Route Selection

We will assume that there are n nodes of the network that are also sources of traﬃc
(Internet of things) and these network nodes are distributed in some invariable manner
in the service area and form a homogeneous structure. The characteristics of which are
unchanged for any fragment of the service area. In this case, the connection of the source
with the traﬃc recipient can be organized either directly or through transit nodes, which
can be any traﬃc source nodes.
The node may be equipped with an antenna, radio transmitter and/or radio receivers.
All nodes, possibly except the gateway nodes, are equipped with standard equipment.
The node communication zone is a circle of radius r centered at the node’s location point.
For most of the standards used for organizing IoT networks, the data transfer rate
depends on the signal reception conditions. However, to simplify the task, we assume
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that the data rate within the communication zone is unchanged (independent of the
distance to the node). This approach is often justiﬁed, because designing a network is
trying to maximize its throughput and the node locations are selected in such a way that
the communication conditions provide the maximum achievable speed. Each of the
nodes, at the time of data transfer, occupies the transmission medium, whose dimensions
are limited by the interference zone, and in this model also represents a circle of radius
R and usually R ≥ r. At the same time, transmission of data by two or more nodes results
in data loss (collision), including when the receiving node is in the interference zone of
at least one of the conﬂicting nodes.
If the average frame transmission time is τ, and the frame transmission rate λ in
estimating the probability of collision, we will argue as follows: The collision occurs
when the transmission of the frame, at least one more transmission is started or
completed. In other words, when the transmission interval of the frame intersects with
one or more transmission intervals, Fig. 1.

Fig. 1. Illustration of the process of collisions

It can be seen from the ﬁgure that in order for one or more transmissions to overlap
on the frame in question, it is suﬃcient that one or more transmissions be started within
a time interval equal to 2τ during the transmission of the frame under consideration, or
no later than the time before the start of the reporting τ frame. Thus, the probability of
collision is equal to the probability of the beginning of one or more frame transfers in
the time interval 2τ.

pc = p≥1 (2𝜏) = 1 − p0 (2𝜏)

(1)

If the traﬃc can be described as a model of the simplest ﬂow, then the probability
of collision can be calculated by substituting in (1) the formula for the Poisson distri‐
bution probability pk (x) =

(𝜆x)k −𝜆x
e , then
k!
pc = 1 − e−𝜆2𝜏

(2)

A similar result could be obtained by considering the distribution function of time
intervals between the moments of the beginning of frame transmission in the simplest
ﬂow.
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All frames transmitted from the interval 2τ will be damaged. The average number
of frames corrupted by the collision will be equal to:
m = 2𝜆𝜏pc

(3)

The intensity of collisions can be deﬁned as

𝜂 = 𝜆pc
𝜆=

k
∑
i=1

(4)

𝜆i

(5)

𝜆i - Transmission intensity (frames) by the i-m node in the communication area
(frames/s),
k – number of nodes in the communication area.
Using the simplest ﬂow model is very convenient, but it is not always justiﬁed,
because in most cases traﬃc ﬂows in modern networks are signiﬁcantly diﬀerent from
the simplest ﬂow.
Research demonstrates that most often traﬃc in a wireless communication network
has the properties of a self-similar process [10]. Often, when describing such processes,
the Pareto distribution is used to model the time intervals between the arrivals of frames
(packets):
F(t) = P(X < x) = 1 −

M(x) =

( t )k
m

t

ktm
,
k−1

xm > 0, k > 0

,

k>1

Then the probability that the time interval will be less than 2τ is equal to:

pc = p(X < 2𝜏) = 1 −

( t )k
m

2𝜏

(6)

The probability of collision characterizes the communication channel between nodes
of the network. The smaller it is, the greater the resource of the channel. Hence, a large
channel capacity is likely. Figure 2 shows the dependencies of the collision probability
on the use of the channel for two ﬂow models: the simplest ﬂow and the ﬂow, the intervals
between the bids in which are subordinated to the Pareto distribution.
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Fig. 2. Dependence of the probability of collisions on the use of the channel

As can be seen from the graphs in the area of average loads the probability of collision
is higher for a ﬂow of the second type. But in the area of small and large load values,
the collision probability is higher for the simple ﬂow model. If traﬃc passes through a
route from n independent sites, then the probability of losing data (frame) due to colli‐
sions for the entire route will be:

pc = 1 −

m
∏
(
)
1 − pci

(7)

i=1

Where pci is the probability of collision on the i-m section of the route, as determined
above. The task of ﬁnding a route with the minimal probability of collisions can be
formulated as:
( )
P = arg min pc
r∈Ω

(8)

Where Ω is the set of possible routes.
As can be seen from (2) and (6), the more likely the collision is, the greater the traﬃc
intensity (channel usage). So, when choosing a route, one can be guided both by the
probability of collision (loss of a frame due to a collision), and by the amount of traﬃc
intensity in the communication zone. However, the knowledge of the properties of traﬃc
allows you to take into account the features that manifest themselves in the non-linear
dependence of the channel properties on traﬃc (2) and (6). To search for a route
according to the criterion (8), any algorithm for ﬁnding the shortest path in a weighted
graph can be used. For this purpose, the
can be described by a weighted graph
}
{ network
G (V, E) with a set of vertices V = vij , … i, j = 1 … n, that correspond to network
nodes and a set of edges (arcs) E that correspond to potentially possible connections
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(channels) between network nodes. The nodes are characterized by a communication
zone. In this case, a circle with a radius R, in the center of which is this node. Nodes of
the network can be described by their coordinates (xi, yi) and the distances between
them:
{ }
D = dij ,

dij =

i, j = 1 … n,

√

xi2 + xj2

The edges between
exist if the distance between nodes is less than R, otherwise
}
{ nodes
you can write: E = eij , i, j = 1 … n, vj ∈ Ri ⇒ ∃eij.
Each
{ } of the edges of the graph is assigned a weighting factor:
C = cij , … i, j = 1 … n, which determines the metric by which the path is optimized.
In this case, as the weights of the edges (or arcs), the logarithms of the probability
of collisions and an estimate of which can be obtained according to (2) or (6) depending
on the ﬂow model under consideration:
)
(
cij = − log 1 − pij ,

i, j = 1 … n

(9)

200

200

150

150

y, м

y, м

Where pij is the probability of collisions in the route between the nodes i and j.
Figure 3 shows the results of simulation modeling. Model parameters: service area
square with 200 m side, nodes are randomly distributed (x and y coordinates are random
numbers subject to uniform distribution law), the number of nodes is 200, the coupling
radius of the node is equal to the interference radius and is equal to 60 m. The result of
choosing the “shortest” path (the path of the smallest collisions) using criterion (8) can
be seen in Fig. 3b. Figure 3a for comparison shows the result of choosing the path by
the criterion of least length.
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Fig. 3. The result of choosing the path with the least probability of collisions with a uniform
distribution of network nodes
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It can be seen from the ﬁgure that the route constructed on the basis of the criterion
of the minimum of the collision probability diﬀers signiﬁcantly from the route
constructed on the basis of the minimum length criterion. Figure 4 shows a similar
example for the multimodal distribution of nodes in the service area (the distribution
has ﬁve scattering centers). You can see that the route chosen by the minimum of colli‐
sions “tends to bypass” the region with a high node density. This is the expected result,
because in a region with a high density of nodes, a greater number of them enters the
interference zone (link), therefore, according to (2) or (b), there is a high probability of
collisions.
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Fig. 4. Result of choosing the path with the least probability of collisions with multimodal
distribution of network nodes

The results of simulation modeling, according to indirect estimates, have shown that
this method allows ﬁnding routes with a larger bandwidth and a lower delay value due
to the choice of the route with the minimum probability of collisions. On average, the
search result yields a route with a collision probability of 20% less than the route found
by the criterion of minimum length. The eﬃciency of the algorithm depends on the way
the nodes of the network are located. The obtained results of modeling are received at
casual placing of knots, namely, at uniform and multimodal distributions of knots of a
network in service territory. This method is the most eﬀective for diﬀerent traﬃc inten‐
sities produced by network nodes.

5

Conclusions

The construction of Internet of things networks involves the use of various technologies
and structures, many of which require solving the problem of selecting the route for
passing traﬃc (message transmission). The choice of a route in the network can be made
on the basis of various criteria and, in general, is an optimization problem, and its solu‐
tion allows ﬁnding a route satisfying some quality criterion. Such a criterion may be one
or more parameters used to describe the quality of the data transmission channel. An
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analysis of the main quality indicators of the wireless communication channel showed
that most of them are directly or indirectly related to such a measure as the probability
of collisions. Despite the fact that many protocols used use collision avoidance tech‐
nologies, the probability of collision indirectly characterizes the use of the channel, the
delay and its bandwidth (throughput) [11, 12]. The model proposed in this paper char‐
acterizes the channel quality on the basis of the collision probability and can be used
both for the simplest ﬂow model and for the self-similar traﬃc ﬂow model. On the basis
of the proposed model, a method of searching for a route with a minimum probability
of collisions has been developed. Any algorithm for ﬁnding the shortest path in a graph
can be used to implement the method. Simulation modeling showed the eﬀectiveness
of the developed method in terms of route selection with the best parameters of the
quality of traﬃc servicing.
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Abstract. Results of the development of a 6-channel chirped ﬁber grating beam‐
former (BF) for microwave linear phased array antenna (PAA) in receiving mode
are presented. A BF incorporates DWDM technology based components of
analogue ﬁber-optic transmission links with external modulation in microwave
range 0.1–18 GHz and specially manufactured chirped ﬁber Bragg grating. In BF
optical transmitters have optical carriers separated with 100 GHz step (ITU grid,
DWDM standard in C-band). PAA beamforming is realized by introducing interchannel time delays when microwave modulated optical carriers interact with
chirped ﬁber Bragg grating in reﬂection mode, throughout the total operating
spectral range occupied by 6-channel BF (6 × 100 GHz). The results of measuring
the S-parameters of BF 6 analogue channels are given; these enable to synthesize
far-ﬁeld radiation patterns of the linear PAA with optical BF under investigation.
Far-ﬁeld patterns of 6 channel linear phased antenna array integrated with optical
BF model have been measured and compared with calculated patterns taking into
account amplitude and phase errors arising in beamformer channels.
Keywords: Phased array antenna · Optical beamformer · True-time delay
Chirped ﬁber bragg grating · Microwave ﬁber-optic link

1

Introduction

The optical (photonic) systems for microwave phased array antennas (PAA) beam‐
forming is a subject of continuously growing attention due to their well known advan‐
tages compared to electronic beamforming systems [1, 2]. Especially ultrawideband
large antenna arrays could beneﬁt from development of optical beamforming system
based on true-time-delay (TTD) technique instead of traditional phase-control tech‐
nique. So, in the last two decades it has been shown that applying the microwave optical
devices for PAA beamforming could aﬀord the means to overcome conventional radio
electronic beamformer limitations. Therefore, many beamformer architectures based on
microwave optics for PAA have been proposed and evaluated, both in transmitting and
receiving modes of operation. Some of the proposed beamformer architectures are based
on ﬁber Bragg grating (FBG) usage in particular chirped FBG [3–5]. Chirped FBGs
(CFBG) oﬀer a simple arrangement for variable time delays and allow fast delays tuning.
In addition they are more compact compared with, for example, time delay units
exploited chromatic ﬁber dispersion. In this paper a true-time optical beamformer (BF)
© Springer Nature Switzerland AG 2018
O. Galinina et al. (Eds.): NEW2AN 2018/ruSMART 2018, LNCS 11118, pp. 594–604, 2018.
https://doi.org/10.1007/978-3-030-01168-0_53
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based on a specially developed CFBG, components of ﬁber-optic analogue transmission
lines with external modulation and DWDM technology is demonstrated. We consider
the results of assembling and adjustment optical BF prototype using CFBG and its
performance investigation including the microwave receiving linear PAA far-ﬁeld
pattern measurement in the 7–13 GHz frequency range.

2

Photonic Beamformer Model Design and Setup

In order to provide required time delays in optical BF based on dense wavelength divi‐
sion multiplexing (DWDM) technique one can use optical comb and DWDM multi‐
plexing and realize wavelength depending interchannel time delays by using appropriate
wavelength-dependent technique. Recently we have investigated an approach exploiting
of chromatic dispersion in optical ﬁber segments [6, 7, 9, 10] but here we consider time
delay unit (TDU), based on CFBG, in particular because of its compactness compared
with TDU using chromatic ﬁber dispersion and possibility to provide variable time
delays and allowing fast delays tuning. A ﬂowchart in optical BF based on wavelength
division multiplexing and chirped Bragg grating is shown in Fig. 1. The scheme in
Fig. 1 is designed for the N-element’s linear PAA and uses optical comb – a set of N
lasers with diﬀerent but uniformly spaced (step Δλ) wavelengths, the total wavelength
band is (N–1)·Δλ. The microwave (RF) signals from the antenna elements A1 .. AN
modulate a set of laser diodes optical carriers. An electrooptic conversion is achieved
by using external modulators (Mach-Zehnder modulators) as represented in Fig. 1.
Further, the intensity-modulated optical carriers are combined into a single ﬁber by a
multiplexer (MUX N x 1 unit) and fed into TDU based on a wide bandwidth CFBG

Fig. 1. A ﬂowchart of optical beamformer based on wavelength multiplexing and chirped ﬁber
Bragg grating
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through an optical circulator. The reﬂection point inside the grating depends on the
wavelength according to the speciﬁc chirping slope. The linear chirp slope results in
linear relation between the reﬂection position and the wavelength. Time delay intro‐
duced between adjacent channels results in respective tilting of PAA beam. Photodiode
(PD) at TDU output converts sum of delayed intensity-modulated optical carriers back
to microwave domain. To align the electrical delays from RF sources (antennas A1 .. AN)
to MUX output the “Correction Delays” unit comprises ﬁber-cords with strictly sized
up lengths. Hence, it corresponds to a ﬂat phase front tilted 0º to PAA base line – the
PAA beam directed normal to PAA base. The RF signals modulating the optical comb
of wavelengths are coherently summed at the photodetector output while optical carriers
are summed incoherently. So due to chosen CFBG chirp slope and thus speciﬁed inter‐
channel delays RF signals incoming from the corresponding direction (angle) are
summed in phase.
The beamformer model developed for initial demonstration of linear PAA beam
steering is based mainly on microwave photonics components commercially available
on market of ﬁber optic telecom links (radio-over-ﬁber links). Among the optical key
components depicted in Fig. 1 the units converting radio signal into optical domain (laser
jointly with modulator) and backward (photodiode) are crucial for BF correct perform‐
ance.
The designed optical BF model includes units of Optiva OTS-2 Microwave Band
Fiber Optic Link from Emcore Corp. [8] namely 6 transmitter units OTS-2T with wave‐
lengths from 1551.72 nm to 1555.75 nm, wavelength spacing of 0.8 nm (corresponding
channels # 32 .. 27 of 100 GHz ITU grid), and one wideband receiver unit OTS-2R with
in-built additional RF ampliﬁer with 15 dB gain. The mentioned components provide
optical link operation in 0.05..18 GHz frequency bandwidth. In-built microprocessorbased laser bias and temperature control (in transmitter units) as well as Mach-Zehnder
modulator bias control for required Vπ/2 operating point, so that provides more stable
performance operation and allows for appreciably reduce BF model parameters varia‐
tions. The performance speciﬁcations of the BF model main components were consid‐
ered in more detail in [7].
The accurate time delay measurements of taken transmitters jointly with combiner
resulted in a number of channel’s electrical lengths with diﬀerences up to 0.6 m which
had to be precisely equalized at the combiner input by additional ﬁber-cords. Further 6
corrective patch cords with the calculated lengths: 200, 226, 254, 550, 624, 810 mm,
have been fabricated with deviations in range –0.02.. +2.43 mm from required values
and inserted in BF model channels at the combiner inputs. The measurements have been
made to check time delays alignment over 6 BF channels at TDU output for 0º (normal
to base line) beam positions at RF frequencies with 10 GHz frequency span. The results
of these measurements show their good conjunction with calculated values (maximal
diﬀerence less than 2 ps [7]). CFBG features in more detail as well as evaluation of
interchannel delays produced by CFBG are considered in the next section.
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Chirped Fiber Bragg Grating Characterization

The chirped ﬁber Bragg grating used in developed optical BF was fabricated by the
method of femtosecond point-by-point inscription. The advantage of the method is the
ability to inscribe FBG with an arbitrary period and the refractive index modulation
proﬁle. Moreover, the method does not require removal of the ﬁber protective coating,
and it can also be used for grating inscription in non-photosensitive optical ﬁbers. A
more detailed description of the experimental setup used for the inscription is given in
details in [9]. The CFBG inscription was carried out through the protective polyimide
coating of Fibercore SM1500(9/125)P ﬁber. To fabricate CFBG – to broad the FBG
spectrum – a linear chip (1 nm/cm) is introduced into the FBG structure. For this, during
inscription process, the ﬁber was moved at constantly accelerated speed from
0.535 μm/s to 0.537 μm/s, with 1 kHz repetition rate of laser pulses. The total length of
the CFBG is L = 20 mm. The fabricated CFBG has 1-st order resonance near the wave‐
length of 1553 nm.
The CFBG was characterized in reﬂection mode with introducing optical radiation
into each its side. We used tunable laser source 81606A and optical power meters
N7745A (both from Keysight Technologies). The laser source radiation is routed to the
CFBG through an optical three-port circulator CIR-3-15-L-1-2 (AFW Technologies).
The CFBG reﬂection spectrum is shown in Fig. 2. One can see the CFBG working band
covering the wavelengths from 1550.7 nm to 1556.5 nm, that is suﬃcient for work with
multiplexed carriers of six ITU channels with 0.8 nm channel step (100 GHz grid), in
particular Ch27 (1555.75 nm) – Ch32 (1551.72 nm).

Fig. 2. The CFBG reﬂection spectrum

To evaluate time-delay properties of the CFBG we used a proper (suitable) micro‐
wave characterization with usage of amplitude modulated tunable optical carrier. Laser
radiation from tunable laser source 81606A was amplitude modulated via an external
LiNbO3 Mach–Zehnder modulator IM-1550-20 (Optilab). This double-sideband micro‐
wave modulated optical signal was feed throw CIR-3-15-L-1-2 to the CFBG and back
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to photoreceiver module (Emcore) for demodulation. The microwave signal is generated
and received by a vector network analyzer ZVA40 (Rohde & Schwartz). We measured
S21 parameter, so we can see amplitude response of “CIR+CFBG” couple which is
directly proportional to the amplitude of the received microwave signal. The measured
phase response φ(f ) (as arg[S21(f)]) of “CIR+CFBG” couple after unwrapping gives an
estimation of TDU time delay Td (and its electrical length Lel also): Td = Δφ(f )∕(2πΔf ),
where Δf – VNA sweep range (at least 10 GHz in our measurements). We measured
time delay Td for plurality of laser wavelengths with 80 pm step.
Figure 3a shows the measured dependences Td1 (λ) and Td2 (λ) when introducing
optical signal into both CFBG sides. The total time-delay of CFBG reaches 160 ps. The
CFBG dispersion is estimated by the slope of linear functions after a linear least square
ﬁt of the data. Slopes are K1 = 34.65 ps/nm for short period side and K2 = –34.09 ps/nm
for long period side. For Td2 (λ) measurements we used 6 transmitter modules OTS-2T
(Emcore) with lasers on ITU channels #27…32 with step Δλ = 0.8 nm instead of the
tunable laser 81606A, so we had only 6 measure data points in Td2 (λ) function. 6 vertical
color lines show wavelength of our 6 transmitters. When the CFBG is inserted in BF as
time-delay unit it gives interchannel delay ΔτFBG = K1 ⋅ Δλ = 27.7 ps. Figure 3b shows
the deviation of time-delays from a linear ﬁts. The RMS deviation δτ of the time-delay
Td1 (λ) is approx. 1.65 ps. This value may be used for estimation of phase error δΦ along
PAA at the upper frequency f up of its operation, e.g. 18 GHz: δΦ = 360·δτ·f up, δΦ ≈
10.7°. This is very small value. The interchannel delay ΔτFBG = 27.7 ps gives the change
in PAA beam point angle θ according to d·sinθ = c·ΔτFBG, where d is PAA elements
spacing, and c – EM-wave free space speed.

Fig. 3. The CFBG time-delay – (a) and time-delay deviation from linear ﬁt – (b) versus
wavelength

The selected method of CFBG microwave characterization with usage of amplitude
modulated optical carrier was used also for characterization of BF separate channels –
from RF input of each of 6 transmitters OTS-2T to BF common RF output (at the receiver
module OTS-2R output). We found very large diﬀerences in electrical length of 6
microwave links each including OTS-2T, MUX, and common OTS-2R: up to 60 cm [7].
For initial adjustment of our optical BF channels we fabricated special correction ﬁber
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patch-cords for insertion in each BF channel [7]. Measurements of these special ﬁber
patch-cords electrical lengths were done also by selected microwave characterization
method with a vector network analyzer usage. The BF residual interchannel time-delay
diﬀerences correspond to diﬀerences ΔLel in electrical lengths approx. ±0.5 mm. S21
measurements show that BF channels have high repeatability as in amplitude |S21(f)| so
in phase arg[S21(f)], see next section.

4

Far-Field Pattern Calculations and Measurements for PAA with
Optical Time Delay Unit Based on Chirped FBG

4.1 6-Channel PAA Far Field Pattern Calculations
The results of chirped FBG and separate BF channels characteristics measurements
presented in the previous section allow performing the synthesis (calculation) of linear
broadband PAA with optical BF far ﬁeld patterns (FFP). The calculations of the linear
PAA characteristics are based on well known results [10, 11], taking into account the
phase Φn (ω) and amplitude An (ω) distributions of EM-wave ﬁeld E along antenna aper‐
ture.
Let us consider the case of equidistant N-element array with a spatial period d. The
PAA far ﬁeld pattern as a function of angle θ measured from the PAA normal and signal
frequency f is found by summing the ﬁelds of all emitters at the point of observation
taking into account an inter-element phase shift:
⃗ ω) =
E(θ,

N
∑
⃗ n (θ, ω)
E
n=1

=

N
∑
n=1

e⃗n (ω, θ)An (ω)e−iΦn (ω) ,
[

]
k = ω∕c = 2π∕λ, ω = 2πf , An (ω) = 1 + an (ω) S21n (ω).

(1)

Here an an (ω) is centered relative amplitude error of the ﬁeld distribution En (θ, ω)
pointed at the elements’s locations over the PAA aperture, relative to the reference
transfer characteristic ⟨S21 (ω)⟩ averaged over all PAA channels. Vector en (ω, θ) is a
separate (partial) n-th element FFP related to the coordinate system with origin in the
centre of corresponding element.
With a suﬃcient (large) number N of antenna elements the partial patterns en (θ, ω)
are almost identical for all elements, thus enabling them to be putting out of sum in (1).
For a perfect linear PAA without amplitude and phase errors (An (ω) = A0 , Φn = Φ0 )
antenna FFP E0 (θ, ω) can be represented as a product of array separate element vector
complex FFP e(ω, θ) to the array scalar complex multiplier FFP F 0 (θ, ω) as shown in (2)
[10, 11].
⃗ 0 (θ, ω) = e⃗(ω, θ)F0 (θ, ω) ,
E

where
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F0 (θ, ω) = A0 (ω)

N
∑

e−inu ,

(2)

n=1

u = kd sin θ.

For PAA in the receive mode with optical BF usage the phase distribution of EMﬁeld on the antenna aperture Φn (ω) (we determine it for case when a radiation source is
in the PAA far-ﬁeld zone with the angular position θ) can be calculated as
]
[
Φn (ω) = ω ⋅ n(d ⋅ sin θ∕ c − ΔτFBG ) − δτ1n + δτ2n + ΔΦn (ω),

(3)

where ΔτFBG is the average value of inter-channel time delay ⟨τn − τn−1 ⟩ implemented
using chirped ﬁber Bragg grating; δτ1n is the deviation from the time delay linear
dependence versus element number n; δτ2n is a residual uncompensated time delay due
to the inaccuracy of the ﬁber-optic and RF cables lengths compared with the required
ones; ΔΦn (ω) is a frequency-dependent phase deviation from linear approximation of
the phase-frequency characteristics for n-th channel of BF.
The estimates of the parameters δτ1n, δτ2n and deviations an (ω) allow calculate PAA
statistical parameters – the isotropic background level and the FFP main lobe broad‐
ening.
Figure 4 shows the results of the power radiation pattern ||En (θ, ω)|| calculations for
linear 6-channel PAA with optical BF at the frequency of 10 GHz. The calculations were
performed for equidistant array with d = 19.2 mm element spacing for an azimuth angle
θ = 0. Evaluation of amplitude and phase errors was performed according to the method
given above with the values of the parameters and measured characteristics of the
designed BF.
2

Fig. 4. PAA calculated far-ﬁeld patterns

Dashed curve in Fig. 4a represents a typical FFP of ultra-wideband microstrip (patch)
dipole element (Vivaldi type antenna) e0 (θ, ω) which is an actual one for the linear PAA
used in experiments [7, 12] at a frequency 10 GHz. PAA elements’ partial patterns
en (θ, ω) are almost identical and coincide with e0 (θ, ω), so it was used in the FFP calcu‐
lation for the whole array according to (2). Figure 4a shows the array multiplier
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dependence in the form |F(θ, ω)|2, which corresponds to the FFP of the PAA with
isotropic emitters without any phase and amplitude errors. One can see that this FFP
(PAF 6ch@10 GHz in Fig. 4a) has a lower level of the isotropic background than level
of calculated FFP of 6-channel PAA (6ch BF@10 GHz) even considering the measured
errors inserted by designed BFS. The 3 dB beam width of array FFP main lobe is about
13.3 degrees and coincides with the |F(θ, ω)|2 main lobe width. The obtained data are
consistent with data calculated in accordance with a statistical analysis of the array FFP
features [10, 11]. Figure 4b presents the results of 6-channel PAA beam steering when
BF time-delay unit (see Fig. 1) is represented by chirped FBG (6ch BFBG@10 GHz in
Fig. 4b) at a frequency f = 10 GHz. Chirped FBG operation results in the main lobe axis
shifting to the angle equal to 26°.
4.2 Measurements of Chirped FBG Beamformer Channels Characteristics
The above proposed method of PAA characteristics calculation (1–3) involves the use
of a priori known frequency characteristics An (ω) and ΔΦn (ω) for each of 6 channels in
developed BF with chirped FBG. To have this information we carried out measurements
of the amplitude-frequency and phase-frequency characteristics for each of the BF 6
channels using vector network analyzer in the frequency range 0.1..20 GHz. Figure 5
illustrates the results of these measurements. 6-channel BFS operating range extends
from 0.1 GHz to 18 GHz, that corresponds to datasheets on microwave optical trans‐
mission lines OTS-2 used in the developed BF. Note the high repeatability of An (ω) and
ΔΦn (ω) (complex parameter S21(ω) measured from RF inputs of BF to its common
output) in diﬀerent BF channels, which indicates (we believe) the decisive impact of
broadband microwave ampliﬁer in the photodetector module OTS-2R on amplitudefrequency and phase-frequency characteristics of BF. Consequently, it is possible to
compensate the amplitude transmission coeﬃcient |S21(ω)| variations with an accuracy
of 1 dB. A phase deviations in diﬀerent channels at any ﬁxed frequency is up to ±10°
and the total phase change over the entire operating frequency range is about ±30°.

Fig. 5. Amplitude – (a) and phase – (b) characteristics versus frequency for 6 BF channels
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The results of measuring of amplitude-frequency and phase-frequency characteris‐
tics of BF channels and these of chirped FBG will determine functions An (ω) and ΔΦn (ω)
needed to calculate PAA FFP according to the model (1–3). Also calculated are the
lengths of optical ﬁber cables required for the initial alignment of the electrical lengths
of the channels, and the time delay errors δτ2n. Note the high repeatability of depend‐
encies ΔΦn (ω) in diﬀerent BF channels (Fig. 5b).
4.3 Measurements of Far-Field Patterns of 6-Elements PAA with Chirped FBG
Based BF
To verify the accuracy of PAA patterns calculation model based on measured BF with
CFBG separate channels characteristics an experimental study of radiation pattern of a
6-elements PAA was carried out as according to the method described in [7, 12]. The
frequency range 7–13 GHz for measurements was constrained by used PAA. The linear

Fig. 6. The measured PAA far-ﬁeld patterns at diﬀerent frequencies: normal to PAA base – (a),
at 25 angle – (b)
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PAA consists of many ultra-wideband printed-circuit elements (Vivaldi type antenna)
[7]. A typical radiation pattern of a single PAA element was shown above, see Fig. 4a.
Figure 6 shows the results of 6-elements PAA beam steering when using chirped
FBG time-delay unit. More exactly: Fig. 6a shows PAA FFP without chirped FBG, one
can see FFP patterns at frequencies 7, 10, and 13 GHz, and Fig. 6b shows PAA FFP
with chirped FBG also at the same frequencies. One can clearly see an absence of
frequency dependent beam position shift (in Fig. 6b), this is due to really true-time-delay
approach in summing of PAA elements output signal. From measurements one can see
the shift in PAA beam position θ ≈ 25° (Fig. 6b). This is close to estimation value θ
from relation d·sin(θ) = ΔτFBG·c = 27.7 ps·c = 8.31 mm (c = 3·108 m/s). In this experi‐
ment we used a PAA with element’s spacing d = 19.2 mm. So one can expect PAA beam
shift to angle θ ≈ 25.6°.
One can compare also calculated (Fig. 4) and experimental (Fig. 6) FFPs at 10 GHz,
there is some discrepancy in the isotropic background level, the side lobes shape of the
calculated and measured FFP is due to the presence of additional phase and amplitude
errors produced by microwave ampliﬁers and RF matching schemes included in the
experimental setup between PAA and optical BF.
The measured parameters of PAA with optical BF are in good agreement with the
calculated ones.

5

Conclusion

We have investigated the basic features of optical chirped ﬁber Bragg grating beam‐
former (BF) to be applied to wideband linear PAA in receive mode. The paper contains
the results of measurements the characteristics of chirped FBG with 2 cm length. Inte‐
gration of this FBG with components of ﬁber-optic analogue transmission lines with
external modulation and DWDM components has allowed to develop 6-channel optical
BF prototype for steering a beam of linear PAA in the frequency range of 0.1..18 GHz.
The results of measured antenna far-ﬁeld patterns comparison with the calculated ones
in view of channels amplitude and phase ﬂuctuations show their good agreements. The
results of BF model experimental testing with 6-elements PAA in frequency range
7..13 GHz show squint free array far-ﬁeld pattern steering in wide frequency range and
weak inﬂuence of practical amplitude and phase errors on its basic features.
Authors thank Alexander V. Dostovalov and Alexey A. Wolf from Institute of Auto‐
mation and Electrometry of Russian Academy of Sciences (Novosibirsk, Russia) for
producing chirped ﬁber Bragg grating with parameters required for our optical beam‐
former parameters.
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Abstract. In this work, planar circular-polarized (CP) antenna operating at 2.40–2.45 GHz is presented. The developed antenna is suitable
for the installation on a Nanosatellite or CubeSat, which are usually
considered lightweight satellites (below 10 kg), and used for the diﬀerent observation purposes. The following requirements for the antenna
design are considered: operation in S-band (2–4 GHz), circular polarization, and 10 × 10 cm2 ground platform for the antenna installation.
Developed patch antenna is theoretically studied using high frequency
electromagnetic ﬁeld simulation software, then it is manufactured, and
a set of validation measurements is performed. The radiation characteristics, matching and losses are presented. The simulated and measured
results correspond well to each other and ﬁt the requirements. The S11 of
the antenna is below −6 dB in the desired frequency range and the simulated axial ratio values vary from 3 to 5.8 dB. The minimum measured
axial ratio is 1.5 dB at 2.35 GHz. The results indicate that this antenna
could be a good candidate for the installation on a nano-satellite chassis.

Keywords: Patch antenna
S-band

1

· Circular polarized · Nanosatellite

Introduction

During the recent years the miniaturized satellites have become attractive due to
their low manufacturing and launching costs, and relatively small time required
for the development. Large number of small satellites has already been launched
into the space. The small satellites can be classiﬁed by their weight, e.g., the
weight of a nanosatellite is usually deﬁned between 1 kg and 10 kg. Currently,
the nanosatellites are developed by diﬀerent countries and universities for various
Earth observation missions [1,2]. For example, Finnish Aalto-1 nanosatellite [3]
The publication has been prepared with the support of the RUDN University
Program 5-100.
c Springer Nature Switzerland AG 2018
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Place for S-band
antenna

Fig. 1. Schematic view of a nanosatellite and highlighted place for the S-band antenna.

has been launched recently. The satellite weight is approximately 4 kg and the
design is based on a CubeSat standard [4]. The communication with the satellite
is critical for the data transmission, and the frequencies in S-band can be utilized
for the downlink communication. The schematic view of a nanosatellite is shown
in Fig. 1 and the place for the S-band antenna is highlighted, which size is usually
limited by the chassis dimensions.
Antennas are one of the critical components for the satellite radio communication. The form factor has an important role and should be kept small so
that the antennas ﬁt the chassis of the satellite. It is commonly known that
circularly polarized compact printed antennas are required in the satellite communications, Global Positioning System (GPS), etc. In satellite communication systems, circularly polarized antennas are preferred to ensure proper signal
receiving because the transmitted signal can be received by arbitrary polarized
antenna and the Faraday Rotation Eﬀect is small [5]. A CP antenna with low
proﬁle, small size, and light weight is required in mobile satellite communications. Many types of microstrip antennas have been proposed and investigated by
other researchers [6,7]. However, there is still a need for improving the antenna
performance and developing new antenna structures. The purpose of this paper
is to design CP patch antenna which can ﬁt the required characteristics and
dimensions for a nanosatellite [4], i.e. 10 × 10 cm2 . The important parameters
for the implementation developed antenna on the satellite become the axial ratio
(the ratio of orthogonal components of an E-ﬁeld) and radiation patterns. These
aspects are speciﬁcally addressed in this paper. As a result, it is shown that a
good solution is found by properly modifying and optimizing existing designs of
CP patch antennas. Usually, to generate circular polarization either single-fed or
dual-fed type antennas are used. The feeding type deﬁnes the number of feeding
points necessary for generating the CP [8]. The single-fed type has an advantage
since an external polarizer, such as a 90◦ hybrid coupler, is not required. This
type of feeding was used in the design of CP patch antenna presented in this
work.
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Antenna Design

Some technical speciﬁcations and the requirements for the antenna are set ﬁrst.
The main technical prerequisites are: achieve the matching properties in terms
of S11 parameter of the order of −6 dB or lower; antenna should have circularpolarization in the required frequency range. The other requisitions include that
size of the ground plane should be 10 × 10 cm2 and the antenna height should be
less than 6 mm. These dimensions represent the space available for the antenna
element mounting on the satellite chassis (Fig. 1).
Considering the requirements mentioned above, circular shape patch antenna
was considered as a good option. The actual antenna structure is illustrated
in Fig. 2. The antenna consists of a ground plane and a round patch antenna
element, placed above the ground plane. The properties of the proposed antenna
structure are studied with the electromagnetic ﬁeld simulations, where optimized
antenna dimensions are obtained. There are two slots in the patch antenna and
the feed point is moved 11 mm toward the edge of the antenna to provide circular
polarization. Diameter of the circular patch element is 57 mm. Dimensions of
the slots are 35 × 2 mm2 and 24 × 2 mm2 respectively. The distance between
the ground plane and patch element is 5 mm. The manufactured antenna is
installed on a metallic box, representing the satellite chassis, and the radiation
characteristics are measured in the anechoic chamber.

Fig. 2. Antenna model in HFSS.
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Simulation and Measurement Results

Simulations are performed using electromagnetic simulators CST Studio and
Ansoft HFSST M . The 3D realized gain and the gain dependence versus frequencies are shown in Figs. 3 and 4, respectively. As it can be observed, maximum
value of the obtained realized gain is 9.35 dB at 2.5 GHz. In the frequency range
from 2.4 up to 2.45 GHz gain value varies from 9.20 to 9.26 dB.
After reaching satisfactory antenna design by simulations the antenna was
manufactured. The photograph of the manufactured antenna is presented in
Fig. 5. Reﬂection coeﬃcient is illustrated in Fig. 6. Results obtained from CST
and HFSS correspond well to each other. There is small diﬀerence in the results
in terms of resonance frequencies. This can appear due to diﬀerent geometries
of the port in the models. As can be seen in Fig. 6, the measured S11-parameter

Fig. 3. Simulated 3D realized gain of the antenna.
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Fig. 4. Simulated antenna gain in HFSS versus frequency.
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Fig. 5. Photograph of the manufactured antenna. Top view.
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Fig. 6. Measured and simulated reﬂection coeﬃcient of the antenna.

remains clearly below −6 dB for the range of frequencies from 2.2 up to 2.6
GHz. Comparing to simulated model, where 0.3 mm thick copper ground plane
was used, in manufactured antenna double sided metallized FR-4 material was
used. Relative permittivity of FR-4 material is 3.4. Styrofoam, which permittivity is near 1, was used to support patch element above the ground plane (in
the simulations air gap was used). This can explain the diﬀerence in the S11
parameter level. The resonance frequency in the measurement results shifted to
the lower frequencies. This can be explained by technological mistakes during
manufacturing the antenna (errors in the slots dimensions). In order to perform
realistic radiation pattern measurements, the antenna was mounted on a metal
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Satellite
body
AUT

Dual-polarised horn
antenna

Positioner

Fig. 7. A photograph of the measurement setup in the anechoic chamber.

Fig. 8. Measured and simulated radiation patterns of the antenna at frequency
2.45 GHz.

box, identical to the satellite body (Fig. 7). The measurements were performed
in the anechoic chamber in the S-band. Dual-polarized horn antenna was used as
a probe. The radiation patterns of the developed antenna or antenna under test
(AUT) are presented at 2.45 GHz in Fig. 8. The measured main lobe radiation
patterns are in a good agreement with the simulated ones. Since the main goal
was to achieve good axial ratio values, the measurements of the AUT were done
only for the ±50◦ range. Based on these measurements the axial ratio values can
be calculated. In Fig. 9 axial ratio is presented and compared with the simulation
results. In the desired range of frequencies minimum value of axial ratio is 3 dB
and maximum value is 5.8 dB for simulations performed with CST. Simulations
in HFSS provide minimum value of axial ratio is 4.6 dB and maximum value
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Fig. 9. Measured and simulated axial ratio of the antenna.

is 6 dB in the desired range of frequencies. The minimum measured axial ratio
value is 1.5 dB at 2.35 GHz. The axial ratio value at 2.4 GHz is 7.4 dB.

4

Conclusions

In this paper we have shown by the electromagnetic ﬁeld simulations that roundshape patch antenna is a potential candidate for the use on a nanosatellite.
The antenna has almost circular polarization in the desired range of frequencies
and good matching properties. Also the manufacturing costs per antenna are
very low since the conventional material is used in the antenna manufacturing.
Simulated results were conﬁrmed by the measurements. As a part of future work
an improvement of axial ratio in the operating frequency range can be performed.
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Abstract. The microdevice capable of producing light pulses from a
continuous incident laser light do not using the mechanical wheels with
a highly stable speed of rotation is suggested. This device, which is functioning like an optical chopper, is operated by a balance between the
Casimir force and light pressure force acting in the Fabry-Pérot microresonator formed by the two atomically thin Ag mirrors deposited on the
parallel sides of a Si microstructure. The separation distance between the
mirrors only slightly exceeds the half wavelength of the laser light. It is
shown that this condition leads to a cyclic process resulting in the pulses
of transmitted light. The feasibility of the proposed device is conﬁrmed
with detailed computations of both the Casimir and light pressure forces
taking into account the realistic properties of both the microstructure
and mirror materials.

Keywords: Casimir force

1

· Light pressure · Microdevices

Introduction

Currently various microdevices are ﬁnding increasing application ranging from
computers and sensors to cellular and optical communications. It is common
knowledge that the basic requirement to increase the functionality of microdevices while minimizing energy consumption inevitably leads to shrinking the
device sizes. When device dimensions shrink to submicrometer level, the electromagnetic ﬂuctuations of quantum origin come into play. They give rise to the
so-called van der Waals and Casimir forces [1,2] which act even between electrically neutral constituent parts of microdevices. These forces increase much faster
with decreasing separation distances than the characteristic electric forces and
become dominant at separations of a few hundred nanometers. Because of this,
the ﬂuctuation-induced van der Waals and Casimir forces will play an important
c Springer Nature Switzerland AG 2018
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role in the next generation microdevices intended for advanced optical networks
and other prospective applications.
During the last few years, the Casimir force and its gradient have been measured in many high-precision experiments using metallic [3–8] and semiconductor [9–14] test bodies. In several experiments the test bodies with the structured
(sinusoidally and rectangular corrugated) surfaces have also been used [15–19].
Simultaneously with fundamental investigations, the Casimir force was exploited
as an operating force in various microdevices. Of the important steps forward
that have been made, one should mention creation of the micromechanical oscillator driven by the Casimir force [20,21], investigation of the role of geometry and
dielectric properties in the stability of Casimir-actuated microdevices [22,23],
and the study of microdevice actuation by the Casimir force with account of
surface roughness and amorphous to crystalline phase transition [24,25]. Special
attention has been paid to the experimental study of the Casimir force acting
on a micromechanical silicon chip [26,27].
In this paper, the new type of the Casimir-operated microdevice is proposed
which interrupts a continuous laser beam and transforms it into the transmitted
light pulses. In other words, the suggested microdevice is functioning like an
optical chopper, but with no use of any mechanical wheels of complicated shape
which should have a highly stable speed of rotation.
The general principle of operation of the proposed optical chopper driven by
the ﬂuctuation-induced force is the following. A continuous light beam of the
wavelength λ is incident from the left on a Fabry-Pérot microresonator formed
by two thin Ag mirrors deposited on two parallel walls of a Si microstructure.
The left wall is suﬃciently thick, but the right wall is by an order of magnitude
thinner. It can be tilted under the inﬂuence of the Casimir and light pressure
forces. The microresonator is fabricated in such a way that in the absence of
light pressure and Casimir forces the separation distance between both mirrors
exceeds λ/2 by some Δλ, which is large enough to violate the resonance condition
in the microresonator. The Casimir force slightly tilts the right wall to the left
one, so that the resonance condition is obeyed over the cross section of the light
beam when the laser is switched on. As a result, the amplitude of a standing
wave in the microresonator increases instantaneously leading to a high level of
intensity of the transmitted light. At this point the repulsive force due to the light
pressure compensates the Casimir force and the mirror deposited on the right
wall takes the vertical position, i.e., the distance to the left mirror becomes equal
to λ/2 + Δλ in violation of the resonance condition. Hence, the wave amplitude
and the light pressure drop leading to almost zero level of the transmitted light.
Thus, the Casimir force returns the right mirror to its initial tilted position,
where the resonance condition is obeyed, and the new cycle starts. One can say
that the proposed chopper is operated using the balance between the Casimir
and light pressure forces, whereas the elastic properties of a wall supporting the
right mirror play only an auxiliary role.
The detailed quantitative analysis presented below demonstrates the feasibility of the proposed microdevice. Speciﬁcally, the Casimir force is calculated using
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the Lifshitz theory at the room temperature taking into account an anisotropy of
the dielectric permittivity of atomically thin metallic ﬁlms forming the microresonator mirrors [28]. The reﬂectance and transmittance of these mirrors are found
with allowance made for an increased transparency of thin ﬁlms [29]. The parameters of a microresonator which provide the desired balance between the Casimir
and light pressure forces are determined.

2

Sketch of the Setup

The general scheme of the laboratory setup is shown in Fig. 1. As a source of the
incident light of intensity Iin it is suggested to use c CW Nd-YAG laser with a
wavelength of the second harmonic λ = 532.0 nm. The laser beam passes through
the optical window of the vacuum chamber (with a pressure of about 10−6 −
10−7 Torr), the laser forming system and enters the Fabry-Pérot microresonator
described below in more detail. This beam has a Gaussian proﬁle and a diameter
of approximately 40 µm. The transmitted light passes through another beam
forming system, escapes from the vacuum chamber through the optical window
and is registered using the photodetector and the two-channel oscilloscope (see
Fig. 1).
The key element of the proposed setup is a SiO2 microdevice consisting of
a cube with the side D1 = 50 µm and a square wall of the same side-length of
thickness D2 = 5 µm which are located at the joint base parallel to each other as
shown in Fig. 2. The separation distance between the foot parts of the cube and
of the wall is a = λ/2 + Δλ, where Δλ is large enough to violate the resonance
condition (see Sect. 4 for the speciﬁc value of Δλ). The left face of the wall and

Fig. 1. Sketch of the optical chopper driven by the Casimir force: 1 — laser, 2 — beamforming systems, 3 — vacuum chamber, 4 — optical windows, 5 — photodetector,
6 — two-channel oscilloscope, 7 — Fabry-Pérot microresonator.
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Fig. 2. Schematic of the SiO2 Fabry-Pérot microresonator with the length of cavity a.

the right face of the cube in Fig. 2 are coated with thin Ag mirrors of thickness d
ranging from 0.5 to 3 nm. The SiO2 microdevice shown in Fig. 2 can be fabricated
by means of the ion-beam etching. For this purpose, the technological processes
have been elaborated allowing fabrication of large area microstructures with a
uniform gap of several hundred nanometers width and vertical sidewalls [19,26].
The Ag mirrors are deposited on Si surfaces by either sputtering or electroplating
[19]. The high precision positioning technology elaborated for other purposes
[30–32] allows to perform the assembly and alignment of the described device
inside the vacuum chamber. To guarantee a stability of the setup, the vacuum
chamber should be deposited on the optical table equipped with an active airpumped stabilization.
As described in Sect. 1, in the initial position the laser is switched oﬀ and the
top of the wall is for Δλ closer to the top of the cube under the inﬂuence of the
Casimir force. In this position the Casimir force is balanced by the elastic force
kΔλ =

1
PCas (a)S.
2

(1)

Here k is the spring constant of the 5 µm thick wall, PCas (a) = FCas (a)/S is
the Casimir pressure given by the Lifshitz formula [2], and S = 50 × 50 µm2
is the common area of the wall and cube sides. Thus, the eﬀective length of a
microresonator in its central part becomes equal to λ/2 with suﬃcient precision,
i.e., the resonance condition is obeyed. As a result, after the laser is switched
on, the wave amplitude between the two mirrors instantaneously increases, and
the photodetector detects high intensity Itr of the transmitted light. Then, the
increased repulsive force due to the light pressure in the microresonator compensates the Casimir force, and the wall becomes vertical violating the resonance condition. This position, where the elastic force is equal to zero, is,
however, unstable. The point is that the wave amplitude in the microresonator
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instantaneously drops together with the light pressure, and a very low intensity of the transmitted light is detected. Thus, the Casimir force, which is not
balanced by the light pressure any more, returns the wall in its initial, tilted,
position, where the resonance condition is obeyed, and the new cycle starts.
This cyclic process takes place under a condition that in the vertical position of
the wall the attractive Casimir pressure is equal in magnitude to the repulsive
light pressure. As shown below, this condition can be easily satisﬁed with quite
reasonable values of all relevant parameters of the experimental setup.

3

The Casimir Pressure in the Microresonator

The Casimir pressure between two atomically thin Ag mirrors of thickness d at
temperature T deposited on the Si cube of thickness D1 and Si wall of thickness
D2 , respectively (see Fig. 2), can be calculated using the Lifshitz formula adapted
for the case of four material layers and a vacuum gap [2,33].
⎧
−1
∞ 
⎨
kB T   ∞
e2aql
k⊥ dk⊥ ql
−1
PCas (a, T ) = −
⎩ R(1) R(2)
π
0
l=0
TM,l TM,l

−1 ⎫
⎬
e2aql
+
−
1
.
(1)
(2)
⎭
R
R
TE,l

(2)

TE,l

Here, k⊥ = |k ⊥ | is the magnitude of the projection of the wave vector on the
plane of the wall, ξl = 2πkB T l/ with integer l are the Matsubara frequencies,
kB is the Boltzmann constant, the prime divides the term with l = 0 by two,
and
2
2 + ξl .
(3)
ql = k⊥
c2
(i)

The quantities RTM(TE),l are the reﬂection coeﬃcients on the left (i = 1) and
right (i = 2) mirrors for the transverse magnetic (TM) and transverse electric
(TE) polarizations of the electromagnetic ﬁeld. They are deﬁned at the pure
imaginary Matsubara frequencies
(v,m)

(i)
RTM(TE),l

(g,i)

(m)

−2dkTM(TE),l

rTM(TE),l + RTM(TE),l e

=

(v,m)

(g,i)

(m)

−2dkTM(TE),l

1 + rTM(TE),l RTM(TE),l e

.

(4)

The reﬂection coeﬃcients at the boundary planes between vacuum and a semispace made of an anisotropic metal (Ag), entering Eq. (4), are given by [2,34,35]
(m)

(v,m)
rTM,l

=

(m)

εxx,l ql − kTM,l
(m)

(m)

εxx,l ql + kTM,l

(m)

,

(v,m)
rTE,l
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=

ql − kTE,l
(m)

ql + kTE,l

,

(5)
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(m)

(m)

(m)

(m)

(m)

where εxx,l ≡ εxx (iξl ) = εyy (iξl ), εzz,l ≡ εzz (iξl ) are the frequency-dependent
dielectric permittivities of a thin Ag ﬁlm in the plane of the wall and perpendicular to it, respectively, and
(m)
kTM,l

 (m)
2
 εxx,l
2 + ε(m) ξl ,
=  (m) k⊥
xx,l 2
c
εzz,l

2
(m) ξl
.
2
c

(m)

2 +ε
k⊥
xx,l

kTE,l =

(6)

(g,i)

The coeﬃcients RTM(TE),l , also entering Eq. (4), are somewhat more complicated. They are given by

(g)

where εl

=

(g)

rTM(TE),l + rTM(TE),l e−2Di kl
(m,g)

(g,i)
RTM(TE),l

(g,v)

(g)

1 + rTM(TE),l rTM(TE),l e−2Di kl
(m,g)

(g,v)

,

(7)

≡ ε(g) (iξl ) is the dielectric permittivity of quartz glass SiO2 and
(g)

kl

=

2
(g) ξl
.
c2

2 +ε
k⊥
l

(8)

The remaining reﬂection coeﬃcients in Eq. (7) are at the boundary planes
between the semispaces made of an anisotropic Ag and SiO2 glass
(g) (m)

(m,g)

rTM,l =

(m) (g)

εl kTM,l − εxx,l kl
(g) (m)

(m)

,
(g)

εl kTM,l + εxx,l kl

(m,g)

rTE,l =

(m)

(g)

(m)

(g)

kTE,l − kl

(9)

kTE,l + kl

and between a SiO2 semispace and vacuum
(g)

(g,v)

rTM,l =

kl

(g)
kl

(g)

− εl q l
+

(g)
εl q l

,

(g,v)

rTE,l =

kl

(g)

− ql

(g)
kl

+ ql

.

(10)

To compute the Casimir pressure using Eqs. (2)–(10), one needs to know
the dielectric permittivities of SiO2 and Ag at the pure imaginary Matsubara
frequencies. For SiO2 this information was taken from Ref. [36]. For Ag the
dielectric permittivity along the imaginary frequency axis was obtained from the
optical data for its complex index of refraction [37] extrapolated to zero frequency
by means of the Drude model. The eﬀects of anisotropy, which are important for
ﬁlms consisting of only a few atomic layers, were taken into account using the
results of Ref. [28] where they have been found in the framework of the density
functional theory.
The Casimir pressure was computed at separation distances a from 266 to
270 nm between the mirrors with a step of 0.1 nm for mirror thicknesses varying
from 0.94 to 2.115 nm with a step of 0.235 nm. To take one example, for a =
268.3 nm (Δλ = 2.3 nm) and d = 1.175 nm (i.e., for the mirrors consisting of
ﬁve atomic layers) the Casimir pressure is equal to PCas = −180.4 mPa and the
respective attractive Casimir force FCas = PCas D12 = −0.45 nN. These values of
the microresonator parameters are used in the next section to demonstrate that
the Casimir pressure can be precisely compensated by the pressure of light in
the vertical position of the wall.
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The Pressure of Light and the Cyclic Process

For the chosen laser, the power of light incident from the left on the cube is
Nin = 7 mW. Taking into account high transparency of SiO2 at λ = 532 nm
(ω = 3.54 × 1015 rad/s) one can assume that the same power falls on the outside
of the left mirror. When considering the reﬂectivity properties of thin metallic
mirror, the glass cube from the left and the vacuum gap from the right of it
can be considered as semispaces. Because of this, the magnitude of the reﬂection
coeﬃcient on the left mirror at the normal incidence takes the form [38]


√
 r̃(v,m) + r̃(m,g) e−2i ωc d ε(m) 


√
(11)
|R| = 
,
 1 + r̃(v,m) r̃(m,g) e−2i ωc d ε(m) 
where the complex dielectric permittivity of Ag at the frequency ω is

ε(m) = n(m) + iκ(m)

(12)

with n(m) = 0.129 and κ(m) = 3.19 [37]. The reﬂection coeﬃcients r̃(v,m) and
r̃(m,g) in Eq. (11) are given by Eqs. (5) and (9) where iξl is replaced with the
(m)
(m)
real frequency ω and εxx = εzz because the anisotropy of dielectric properties
discussed in Sect. 3 does not play any role at rather high frequency ω of the
laser light. Note also that k⊥ = 0 at the normal incidence and the TM reﬂection
coeﬃcient coincides with the TE one.
Strictly speaking, Eq. (11) can be used only for suﬃciently thick ﬁlms,
whereas atomically thin ﬁlms are characterized by the increased transparency
[29,39]. It was shown phenomenologically [40–42] that for the ultrathin metallic
ﬁlms good agreement with the measurement data is reached if one puts κ(m) = 0
in the coeﬃcients r̃(v,m) and r̃(m,g) in Eq. (11), so that they become
r̃(v,m) =

n(m) − 1
,
n(m) + 1

r̃(m,g) =

n(g) − n(m)
,
n(g) + n(m)

(13)

√
where n(g) = ε(g) ≈ 1.46 at the used frequency.
From Eqs. (11) and (13) for the reﬂectance of Ag mirror R = |R|2 at the
given ω one obtains
2

R=

2

r̃(v,m) + r̃(m,g) e−2αd − 2r̃(v,m) r̃(m,g) e−αd cos ψ
2

2

1 + r̃(v,m) r̃(m,g) e−2αd − 2r̃(v,m) r̃(m,g) e−αd cos ψ

,

(14)

where α = 4πκ(m) /λ and ψ = 4πn(m) d/λ. The transmittance of Ag mirror can
be found similarly
T =

t̃(v,m) t̃(m,g) e−αd
2

2

1 + r̃(v,m) r̃(m,g) e−2αd − 2r̃(v,m) r̃(m,g) e−αd cos ψ

,

(15)

where the following notations are introduced:
t̃(v,m) =

4n(m)
,
(1 + n(m) )2

t̃(m,g) =
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4n(m) n(g)
.
(n(m) + n(g) )2

(16)
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Then for the absorptance of light by the ultrathin Ag mirror one ﬁnds
A=1−R−T.

(17)

Assuming that R and T for both mirrors are equal, the transmission coeﬃcient
and the ampliﬁcation factor for the power entering the ﬁlter are given by [43]

τ=

A
1−
1−R

2
,

q=

1
.
(1 − R)2

(18)

In doing so, the power of light transmitted through the microresonator is Ntr =
τ Nin .
Now we consider the pressure of light ampliﬁed in the microresonator [43]
P light =

1
(1 + R)If ,
c

(19)

where If = qIin T is the ampliﬁed intensity of light.
Integrating Eq. (19) over the section of the light beam, one ﬁnds for the light
pressure force acting on the wall
F light = (1 + R)

Nf
,
c

(20)

where Nf = qNin T is the power of light ampliﬁed in the microresonator. It
is easily seen that for the parameters of a microresonator considered in Sect. 3
(Δλ = 2.3 nm, a = 268.3 nm, d = 1.175 nm) one obtains R = 0.934, T = 0.0436,
and q = 230. This results in Nf = 70 mW and in the light pressure force
F light = 0.45 nN, which is equal in magnitude but of the opposite direction to
the Casimir force calculated in Sect. 3.
Thus, the microresonator with the considered above parameters ensures a
balance between the Casimir and light pressure forces in the vertical position of
the wall and, thus, a cyclic process of obtaining the discrete pulses of transmitted
light from a continuous incident light. In doing so, the power of transmitted
pulses leaving the microresonator is given by Ntr = T Nf = 3 mW. Using various
sources of light and parameters of a microresonator gives the possibility to obtain
the transmitted pulses of varied duration and power.

5

Conclusions

This paper proposes the possibility of creating the novel microdevice operated
by the Casimir force. This microdevice is capable to convert a continuous laser
light into the light pulses, i.e., works as an optical chopper, do not using the
mechanical wheels with a highly stable speed of rotation. Both the Casimir and
light pressure forces, which are responsible for the cyclic process in the proposed
microdevice, are calculated in detail and the possibility of a balance between
them is demonstrated. The suggested optical chopper driven by the ﬂuctuations
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of the electromagnetic ﬁeld may ﬁnd applications in the next generation of optical
networks.
The experimental realization of this proposal would require measurements
of the reﬂectance and transmittance of a unit SiO2 wall with deposited on it
atomically thin metallic ﬁlms rather than using the tabulated optical data of
respective materials. It is desirable also to measure the elastic properties of the
SiO2 wall for diﬀerent wall thicknesses. These measurement results and their
comparison with theory will allow to conclusively establish the feasibility of the
proposed microdevice.
Acknowledgments. The authors are grateful to Prof. Dr. T. Tschudi for useful discussions.
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3. Decca, R.S., López, D., Fischbach, E., Klimchitskaya, G.L., Krause, D.E., Mostepanenko, V.M.: Tests of new physics from precise measurements of the Casimir pressure between two gold-coated plates. Phys. Rev. D 75, 077101-1–4 (2007)
4. Chang, C.-C., Banishev, A.A., Castillo-Garza, R., Klimchitskaya, G.L., Mostepanenko, V.M., Mohideen, U.: Gradient of the Casimir force between Au surfaces of a
sphere and a plate measured using an atomic force microscope in a frequency-shift
technique. Phys. Rev. B 85, 165443-1-1–17 (2012)
5. Banishev, A.A., Chang, C.-C., Klimchitskaya, G.L., Mostepanenko, V.M.,
Mohideen, U.: Measurement of the gradient of the Casimir force between a nonmagnetic gold sphere and a magnetic nickel plate. Phys. Rev. B 85, 195422-1–7
(2012)
6. Banishev, A.A., Klimchitskaya, G.L., Mostepanenko, V.M., Mohideen, U.: Demonstration of the Casimir force between ferromagnetic surfaces of a Ni-coated sphere
and a Ni-coated plate. Phys. Rev. Lett. 110, 137401-1–5 (2013)
7. Banishev, A.A., Klimchitskaya, G.L., Mostepanenko, V.M., Mohideen, U.: Casimir
interaction between two magnetic metals in comparison with nonmagnetic test
bodies. Phys. Rev. B 88, 155410-1–20 (2013)
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Abstract. Features of transmission at analog intermediate frequency signals
over ﬁber-optical communication lines are considered. Considering these features the technique for checking of developed optical transmission systems at
analog intermediate frequency signals is offered. The results of experimental
investigations are presented.
Keywords: Radar  Fiber-optical communication
Automatic frequency control system  Amplitude-frequency characteristic
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1 Introduction
The ﬁber-optical transmission systems (FOTS) for information transmission have
found a large number of applications [1–4]. The use of FOTS help to solve various
actual tasks. In a number of cases, experiments have shown that only the use of FOTS
allows to achieve the desired result [2–7]. Nowadays, one of these actual tasks is to
ensure the reliable operation of the radar station in various conditions of its operation
[3, 7–9].
In conditions of a high level disturbances of various kinds the effective protection
of signal, coming to the antenna complex, especially the intermediate frequency signal
(IF) that is the most sensitive to different disturbances [2, 8–10] appears to be a rather
difﬁcult problem. As the IF fi in the given case is chosen frequency f in which the signal
frequency transformed at the intermediate period of its processing in the radioelectron
setup (superheterodyne receiver). Depending upon the radar exploitation condition fi
represent the sum or difference between the received signal frequency and frequency of
heterodyne. As a result, all signal processing is carried out at the ﬁxed frequency that is
© Springer Nature Switzerland AG 2018
O. Galinina et al. (Eds.): NEW2AN 2018/ruSMART 2018, LNCS 11118, pp. 624–630, 2018.
https://doi.org/10.1007/978-3-030-01168-0_56
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more comfortable than to readjust the whole receive path in the order to ﬁnd the
necessary signal.
In transmission IF signal tract occurs the frequency fi offset value on random law if
there is interference in it. The automatic frequency control system (AFC) in most cases
does not have the time that to follow up fi, that leads to the appearance of various errors
(for example, in determining the distance to the target, the size and speed of the target,
etc.).
Besides that, in many cases it is necessary to reduce the weight loading on the
scanning antenna platform, especially in the case when it is placed on flying device or
on the top part of the ship mats. It is also important to ensure a free access to equipment
for repairing even in unfavorable conditions [2, 3, 7, 8]. Moreover, in the case of radar
placing on the non-stable object the electromagnetic disturbance level in the area of the
communication network location is several times greater than that observed at the
ground station. The modern methods of the coaxial connections screening almost
exhausted their resources from the point of view of creating new methods of protecting
against electromagnetic disturbances [7, 9–11]. The additional protection is realized in
the most cases by increasing both the number of screening covers and its thickness. It
leads to increased weight and volume of the cable and also decreased flexibility of it
that creates difﬁcult problems during radar operation [2, 3, 7–11].
One of the possible solution of this task can be received by our ﬁber-optical
transmission system of analog IF signal from the master generator to heterodyne
located at the antenna past.
It should be noted that for the microwave transmission from the receiving antenna
to the processing devices located from it at various distances (from 30 to 500 m) a large
number of FOPS was developed and manufactured, including by the authors [3, 5–7].
Also various FOPS have been developed for transmitting the microwave signal to the
transmitting antenna from control devices [3, 5–7]. However, all these designs of the
FOPS (as experiments have shown) due to the speciﬁcs of using the IF signal are not so
suitable for its transmission. Therefore, in order to reduce the probability of errors in
determining the position and parameters of the target, it is necessary to develop own
design of FOTS for transmitting IF signals to the radar.

2 Features of Transmission of Intermediate Frequency
Signals over Fiber-Optical Communication System
Our studies have shown that a number of features arise when FOTS is using for IF
signal transmission and it is must be taken into account when FOTS is developing.
These features can be divided into three groups. The ﬁrst group is connected with
energy and frequency characteristics: amplitude frequency characteristic (AFC),
dynamic characteristic, the loss coefﬁcient at the frequency of the transmitted analog
signal, etc. It is related to the fact that the heterodyne is placed at the antenna in the area
of a great number of different disturbances. That is why the signal from the optical
receiver must be immediately sent to the heterodyne input. The using of noise ampliﬁer
in the case of low power of the optical receiver output signal, as was shown by the
experiments, is unsuitable. The measurement error, for example, of the distance to the
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target during the received microwave signal, reflected from it, can be increased by the
order and greater.
The second group is connected with the fact, that a part of FOTS is located in the
area where the temperature change from 213 to 332 K is possible. The performed
experiments showed that in transmitting and receiving optical modula (Dilaz) the
supply driver with the thermostabilizer doesn’t provide the necessary stability for the IF
signal transmission. Therefore, it is necessary to ﬁnd a new solution of this problem.
The third group relates to the high requirements which is applied to the IF signal
itself. During transmission of this signal to the FOTS pulse shape distortion (even
minor) should not happen, comparing to other analogue signals which are also transmitted in radar station by the FOTS [2, 3, 6, 7, 11, 12]. It is important especially in the
case of impulses with high pulsing ratio.
It should be noted that the obtained result (the establishment of all the features and
their systematization) appears for the ﬁrst time in scientiﬁc publications and can be
interesting for future developers of the FOTS. In Fig. 1 is a block diagram of the study
FOTS for the IF signal transmission. In the developed design of the FOTS we took into
account established by us features of the IF signal transmission.

Fig. 1. The structural scheme of IF signal transmission: 1 – laser (k = 1550 nm); 2 – power
supply; 3 – generator IF; 4 – Mach - Zehnder modulator (Oplilab company); 5 – source DC bias;
6 – bias source (+12 V); 7 – heterodyne; 8 – optical detector (Miteq); 9 – oscilloscope.

In order to increase the reliability of the thermal stabilization circuit in our design of
the FOTS it was decided to divide the optical transmitting module into two separate
units (the transmitting laser module 1 and the modulator 4), in contrast to those FOTS
which are developed for the transmission of microwave signals [2, 3, 7]. Such construction of FOTS also allow to increase the optical power of laser radiation to 12 dBm.
The conducted studies showed that in the optical modulator (in the case of a temperature change) it is extremely difﬁcult to adjust the minimum attenuation point of the IF
signals for different values of fi by the level of the output signal from the optical
photodetector. In Fig. 2, as an example, the results of an investigation the changes in
the transfer characteristic of the Mach-Zehnder optical modulator 4 at different temperatures. The optical power of laser radiation is 10 dBm at modulator input.
The analysis of obtained results shows that in the range of operating temperatures
(from 223 to 333 K) of the radar it is difﬁcult without additional devices to provide the
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Fig. 2. The dependency of optical signal power change Pout on modulator input from bias
voltage Ub. The graphs 1, 2, 3, 4, 5 and 6 correspond to the temperature in К: 273.1; 282.9;
293.2; 298.1; 315.3; 323.2.

location of the operating point of the modulator on the linear portion of its transfer
characteristic. To solve this task, we proposed a new technique for automatically
adjusting the position of the operating point in the linear section of the modulator
transfer characteristic. On its basis, a new scheme for monitoring the operating point
has been developed (Fig. 3).

Fig. 3. The structural scheme of modulator operating point control: 1 – transmitting laser
module; 2 – electro-optical modulator; 3, 4 – optical divider; 5 – photodetector; 6 – operational
ampliﬁer; 7 – low frequency ﬁlter; 8 – adder; 9 – proportional regulator; 10 – zone switch;
11 – input of high frequency signal.

Through the optical divider (points 3 and 4) a part of input and output radiation
arrives at the control photodiodes. The output voltages from the photodiodes through
the ampliﬁer 6 and low frequency ﬁlter 7 are transmitted to the adder inputs 8. At its
output the error signal is formed (the operating point shift from the given value). The
error signal is fed to the proportional regulator 9 and integral part of that allows to
consider the history of changes output value. In the absence of temperature fluctuations
the constant bias at the output of the switch 10 is stabilized. The integral part of the
regulator 9 provides a constant bias voltage Ub.
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3 Results and Discussion
In order to determine the application possibilities of the constructed FOTS in radar
stations were investigated the following characteristics: AFC, dynamic characteristic,
the loss coefﬁcient at the frequency of the transmitted analog signal on the environment
temperature T change. As an example the AFC of the output signal at the different T is
presented in the Fig. 4.

Fig. 4. AFC, graphs 1, 2 and 3 corresponds to T in K: 231.2; 293.1; 333.4.

The received results show that the developed by us device of electro-optical
modulator 2 operating points and the scheme of the thermal stabilization for the
transmitting laser module 1 allows to make insigniﬁcant the influence of temperature T
change (over the whole range of the radar station operation) upon the value of optical
signal power loss while the signal is moving over the FOTS. It gives a possibility to
transmit IF signals along it without loss and distortions.
Moreover, the developed circuit for control the working point of the electrooptical
modulator 4 and the thermostabilization scheme of the transmitting laser module 1
allow to make an impact of the changes T (over the entire range of radar operation) by
the magnitude of the optical signal power loss insigniﬁcant when FOTS is using. Thus,
transmission of IF signals can be done without losses and distortions.
As an example, in the Fig. 5 are presented the IF signals in the form of rectangular
impulses transmitted to the heterodyne input from the master generator by developed
FOTS and coaxial cable.
The received results show that there are no distortions in the forms of the impulses
in the IF signal which is supplied to the heterodyne 7 input from the optical detector 9
output. The conducted experiments showed that distortions in the coaxial cable signiﬁcantly change the shape of the pulses of the IF signal. This signal cannot be used in
the heterodyne. For stable operation of the heterodyne, this signal must be further
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Fig. 5. The form of the pulses of the output signal: 1 – generator 3; 2 – at the exit FOTS (input
oscilloscope 9); 3 – at the exit a coaxial cable.

processed in order to eliminate distortions. This creates additional problems, especially
for radars located on moving objects. Elimination of these problems is an indisputable
advantage of the use of FOTS in comparison with a coaxial cable.

4 Conclusion
The obtained results show that the use of developed FOTS allow to make insigniﬁcant
the effect of the negative factors which are occurred when the IF signal is transmitted
via a coaxial cable to the results of the work of the heterodyne.
The conducted researches allowed to establish new requirements for the parameters
of FOTS:
1. Unevenness of amplitude frequency characteristic FOTS in the range of the
transferred frequencies has to be less than ±3 dB.
2. Change of coefﬁcient of losses in FOTS from the frequency of the transmitted
microwave signal shouldn’t exceed ±2 dB
3. The phase deviation of modulation at the distribution of a signal on FOTS from a
temperature in the range from 238 to 323 K shouldn’t exceed 3°.
If the requirements are not met, it will be difﬁcult to ensure reliable transmission of
IF signals in the radar. The presented results can be interesting for the developers of the
FOTS, which provide the solution of this problem.
It should also be noted that the proposed FOPS construction allows to successfully
use it in different types of radars in the entire frequency range of IF signals. This is, on
the one hand, a new result. On the other hand, it is possible to widely apply the
proposed design of the FOTS, since there are a lot of different radar station in
operation.
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Currently, the experimental FOTS with developed by us design has passed successful tests as part of the sea-based radar. On its basis, considering the results of the
tests, industrial samples of the FOTS for the existing radar stations are manufactured.
This shows the relevance of our scientiﬁc research and proposed technical solutions.
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Abstract. The article is focused on the ﬁber optic current meter with FPGAbased data processing. The sensor element operation is based on the Faraday
effect which occurs in the Spun optical ﬁber twisted around electric wire. The
demodulation method used to process the sensor signal is the joint measuring of
the ﬁrst and second harmonics of the modulation signal and the processing of
their ratio. It is widely known for ﬁber optic gyroscopes and traditionally is
performed in the analog form, fully or partially. This leads to errors related to
instability of the analog elements, limited operating range of the device etc. We
managed to combine the optical sensor circuit with NI technologies to develop
and implement digital data processing algorithms, exclude sources of errors
from the optical device circuit. We used a scalable NI RIO architecture,
LabVIEW FPGA and LabVIEW Real-Time to implement every step in optical
sensing of electric current: modulation forming, response measuring, inline
processing and analog/IEC 61850 output providing, comparing performance of
high-end and low-cost RIO devices.
Keywords: Fiber optic current meter
Spun ﬁber

 Faraday effect  Fiber optic sensor

1 Introduction
There is a century-old approach to measure high current values (from hundreds of
amperes to hundreds of thousands of amperes) by transforming it to the appropriate for
metrology equipment levels using inductive coupling. The devices traditionally used
for this purpose are called measuring (or primary) transformers. This solution worked
just ﬁne for pre-digital era, but even then, it had some well-known signiﬁcant limitations in measuring transient currents, especially in emergency shortage or signiﬁcant
overload, which caused protection malfunction or false triggering. After moving the
power grid automation and protection systems to all-digital base, it appeared that a use
of secondary transducers is needed to convert an output of measuring transformers to
ADC input levels.
© Springer Nature Switzerland AG 2018
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It was an industry demand to build a solution that performs electrical measurements
using a physical process other than inductive transformation. In early 2000s, the pioneer in this ﬁeld NXT Phase delivered the ﬁrst commercial optical current transformer.
Later there were several enhancements of this technology made by market players,
bringing the optical current sensing to its modern look. Nowadays these are complex
devices, ready to work in both analog environment and such-called digital substations,
operating in IEC 61850 standard.
Despite a couple of decades of evolution, the technology is not flawless. One of the
main challenges here is cost reduction for the product. One of the most expensive
components of the optical current transformer is an optical delay line, which is a long
(several hundreds of meters) polarization maintaining (PM) optic ﬁber. The exclusion
of this delay line could make optical sensing far more competitive, but requires deep
changes in physical approach, optical scheme and digital processing algorithms.
Another important challenge that we must solve is to improve the algorithm of data
processing. Traditionally, signal processing is performed fully or partially in the analog
form, but this leads to errors related to instability of analog elements, limitation of the
operating range of the device etc. Therefore, in order to eliminate undesirable effects
and improve the accuracy of the sensor, we realized the demodulation method completely in digital form.
We at Peter the Great Polytechnic University have made a theoretical study of the
design of such solution and have used National Instruments (NI) technologies to
implement it in the hardware.

2 Current Meter Optical Scheme
2.1

Description

The scheme of the current sensor is shown in Fig. 1.

Fig. 1. Scheme of ﬁber-optic current meter.
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The main components of the optical scheme of the meter are:
•
•
•
•
•
•
•
•
•

light source;
phase modulator made of a PM optical ﬁber coiled on a PZT cylinder;
ﬁber delay line;
ﬁber quarter wave plate;
sensing element made of the Spun optical ﬁber;
mirror;
polarizer;
photodiode;
data processing unit.
The meter uses additional harmonic phase modulation:
D wM ðtÞ ¼ wm  cosð2p fM tÞ

ð1Þ

where the modulation frequency fM = 40.1 kHz corresponds to the piezoceramics
resonant frequency. In addition, the meter uses digital phase detection, constructed
according to the scheme of analysis of the ratio of harmonics of the modulation
frequency [1].
2.2

Circuit Operation Principle

The optical wave passes through the ﬁber optic coupler, the polarizer and goes to the
phase modulator. The polarizer axis is at 45° to the own polarization axes of the PM
ﬁber of the modulator. Optical radiation propagates through the modulator in the form
of two light waves with orthogonal linear polarizations. Then the light passes through
the delay line whose length is determined by the frequency of the modulation signal. It
provides such a lag between the light waves propagating in the forward and backward
directions so that during the propagation of the wave from the phase modulator to the
mirror and back, the phase of the modulating voltage changes by 180°. The phase plate,
whose axes are oriented at the angle of 45° to the own axes of the supply path, converts
linearly polarized modes to the circularly polarized modes. They propagate at different
speeds in the sensitive Spun ﬁber, which is coiled around the wire with the current to be
measured. In this case, a phase shift proportional to the current in the wire arises
between them:
D wF ¼ 2VNI

ð2Þ

where V is the Verde constant for the ﬁber, N is the number of ﬁber turns around the
conductor with current I [2].
The light wave, reflected from the mirror, propagates in the opposite direction.
With a repeated pass of the phase plate, the circularly polarized modes are again
transformed into linearly polarized modes. As a result, only the Faraday phase shift,
connected with the measured electric current, is conserved. Linearly polarized modes,
passing through the polarizer, interfere, and then the interference signal through the
splitter goes to the photodiode.
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3 Signal Demodulation Method
The optical power of the signal at the input of the photodiode is the sum of the
harmonics of the modulation frequency:
PðDwF ; tÞ ¼ P0 ½1 þ cosðDwF þ wm cosð2p fM tÞÞ
¼ P0 ½1 þ cosðDwF Þ cosðwm cosð2p fM tÞÞ  sinðDwF Þ sinðwm cosð2p fM tÞÞ

ð3Þ

Using expansion in terms of Bessel functions gives
PðDwF ; tÞ ¼ P0 þ P0 cosðDwF Þ
½J0 ðwm Þ þ 2J2 ðwm Þ cosð4p fM tÞ þ 2J4 ðwm Þ cosð8p fM tÞ þ . . .
þ P0 sinðDwF Þ½2J1 ðwm Þ sinð2p fM tÞ þ 2J3 ðwm Þ sinð6p fM tÞ þ . . .

ð4Þ

wherein Jk ðwm Þ are Bessel functions of the ﬁrst kind of the k-th order.
It can be seen from Eq. (4) that the amplitudes of the harmonics depend on the
optical power P0 and on the values of the Bessel functions. Even harmonics are
proportional to cosðDwF Þ, and odd ones are proportional to sinðDwF Þ. In the state of
rest, the detected signal consists of even harmonics of the modulation frequency, and in
the presence of a magnetic ﬁeld created by an electric current, odd harmonics of the
modulation frequency also appear.

Fig. 2. Block diagram of signal demodulation method

The demodulation method used to process the sensor signal and is widely known in
ﬁber optic gyroscopes is the joint recording of the ﬁrst and second harmonics of the
modulation frequency and the analysis of their ratio (see Fig. 2).
We used synchronous detection of the photodiode’s output voltage at frequencies
fM and 2fM to obtain two quadrature signals:
U1  sinðDwF Þ  J1 ðwm Þ  cosðD u1 Þ
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ð6Þ

where D u1 and D u2 – phase shifts between the corresponding reference signals and
the detected frequency components. We achieved cosðD u1 Þ ¼ cosðD u2 Þ ¼ 1 by
adjusting the phase shifters. The amplitude of the phase modulation should be chosen
so that Bessel functions J1 ðwm Þ and J2 ðwm Þ are equal and maximum at the same time.
As a result, the output signal of the ﬁber optic current sensor is given by the
following formula:


U1
J1 ðw m Þ
DwF ¼ arctg
tgðDwF Þ
¼ arctg
J2 ðw m Þ
U2

ð7Þ

4 Compensation of the Result Dependence on the Modulation
Amplitude
It is clear from the Eq. (7) that the amplitude of the phase modulation affects the result
of the demodulation. Therefore, it is necessary (a) to select optimal phase modulation
amplitude and (b) to compensate demodulation errors occurring due uncontrolled
amplitude variation.
Optimal amplitude was chosen based on the following two criteria:
• the ﬁrst U1 and second U2 harmonics of the modulation frequency must be maximal
and equal;
• optimal amplitude should correspond to minimum errors arising due amplitude
variation.
We choose optimal amplitude wm0 ¼ 2:629874 radians that corresponds to the
minimum amplitude value giving J1 ðwm0 Þ ¼ J2 ðwm0 Þ.
If the modulation amplitude deviates from the optimal operating value, the ratio of
the Bessel functions in Eq. (7) becomes different from 1. Hence, an error arises when
calculating the arctangent. Therefore, we introduced compensation, thanks to which
Bessel functions ratio in Eq. (7) is maintained equal to one in a certain range of
amplitudes. In order to take into account the effect of the deviation of the modulation
amplitude, it is convenient to use the ratio of the second and fourth harmonics of the
photodiode’s output signal
U2
¼ J2 ðwm Þ=J4 ðwm Þ
U4
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The Eq. (7) with compensation has the following form
"

(



2

 3 )#
U1
U2
U2
U2
DwF ¼ arctg
 1 þ k1
 5:30176 þ k2
 5:30176 þ k3
 5:30176
U2
U4
U4
U4


J1 ðwm Þ
 gðwm Þ  tgðDwF Þ ;
¼ arctg
J2 ðwm Þ

ð9Þ
where

gðwm Þ ¼ 1 þ k1



2

3
J2 ðwm Þ
J2 ðwm Þ
J2 ðwm Þ
 5:30176 þ k2
 5:30176 þ k3
 5:30176
J4 ðwm Þ
J4 ðwm Þ
J4 ðwm Þ

ð10Þ
is the error correction function and JJ24 ððwwm0 ÞÞ ¼ 5:30176 for optimal phase modulation
m0
amplitude.
Modiﬁed block diagram of signal demodulation looks like in Fig. 3.

Fig. 3. Block diagram of signal demodulation with compensation

5 Implementation
There were three major cycles of development of our solution: PC-based modeling,
ﬁrst prototype and industrial prototype. From the very beginning our team started
modeling the processing using LabVIEW graphical tools. First step model was
developed in floating-point math with both calculated and measured signal waveforms.
It showed the predicted results of basic demodulation and demodulation with
compensation.
The modeling code was built with consideration of future conversion to FPGAapplicable integer and ﬁxed-point math. Thus, there was no need to write completely
new code for implementation in a prototype (as shown in Fig. 4).

v.davydov@hse.ru

Fiber Optic Current Meter for IIoT in Power Grid

637

To FXP

Fig. 4. An example of code transformation from host-based floating-point (left) to FPGA ﬁxedpoint (right). The code shown implements the compensation.

Fig. 5. Calibration of the phase modulator

When modeling in the LabVIEW program environment, the coefﬁcients k1, k2 and
k3 were chosen so that the function gðwm Þ in Eq. (9) was as close as possible to one in
the neighborhood of optimal amplitude wm0 . Figure 6 presents simulation results
without compensation, floating-point compensation model, ﬁxed-point FPGA implementation, as well as experimental data. Thus, as a result of compensation, within the
range of amplitudes of ±6% from the optimal amplitude wm0 the error was within the
limits of ±0.1% with the coefﬁcients chosen in the program. Less variations of wm
gives smaller values of errors up to ±0.0001%.
Before starting the experiments, we calibrated phase modulator used in the sensor.
Calibration was carried out in absence of any measured signal by measuring modulation amplitudes corresponding to zero values of Bessel functions of the ﬁrst kind of
even orders. As a result, a calibration curve was obtained for a modulator fed at
resonance frequency (see Fig. 5). From this curve follows that the optimal modulation
voltage corresponding to wm0 ¼ 2:629874 is Uw0 ¼ 0:9163 V.
The ﬁrst prototype was implemented on entry-level hardware unit of National
Instruments RIO platform named myRIO [3]. It’s a low-cost device designed for
educational purposes with limited IO lines and FPGA resources. With all these limitations this hardware allowed our team to build a functional prototype with fully
synchronous inline FPGA processing, Real-Time OS supervision and control and
desktop GUI. We managed to run veriﬁcation tests on our theoretical research and
selected system architecture.
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Fig. 6. Error RMS vs Modulation amplitude deviation graph. Black – uncompensated. Green –
floating-point compensation model. Red – ﬁxed-point FPGA implementation. Blue – experimental data. (Color ﬁgure online)

NI myRIO is equipped with 4 analog inputs and 2 analog outputs, which allowed us
to generate a modulating signal, register the signal of the photodetector and generate an
analog signal for feeding the comparison instrument. However, an inexpensive, compact controller designed primarily for educational purposes can generate an output
signal with a sampling frequency of a maximum of 345 kHz and a resolution of 12 bits,
that is, 8 points for a modulation cycle of 40 kHz and 4 points for a second harmonic of
the modulation frequency. In this regard, the maximum accuracy that was achieved by
the comparison instrument was about 1% in amplitude and half degree in phase. To
increase the sampling frequency and bit capacity, external ADCs and DACs were used
together with myRIO, which also increased the accuracy of the sensor analog output
readings.
The front panel of the signal-processing program is shown in Fig. 7. The graphs at
the upper part of the panel show the ﬁrst (blue) and second (red) harmonics of the
modulation frequency, as well as the photodiode’s signal (green). On the bottom of the
panel left graph indicates the error correction function gðwm Þ  1, zero value corresponding to phase modulation amplitude equal to wm0 and gðwm Þ ¼ 1. The analog
signal used for measuring comparator instrument feeding is shown at the bottom right
side of the panel.
It was an easiest transition between alpha prototype and industrial prototype
because of keeping NI RIO platform. The NI System-On-Module (SOM) sbRIO-9651
was selected. NI SOM is an example of the same FPGA-based RIO architecture [4].
This allowed us to migrate code completely from alpha prototype, changing only IO
numbers. The bigger FPGA and larger number of DIO lines opened the possibilities to
achieve a faster timing, ﬁner tuning and wider process control. The front panel of the
signal-processing program using NI SOM are presented in Fig. 8.
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Fig. 7. The front panel of the signal-processing program for the current meter when using NI
myRIO with external ADCs and DACs (Color ﬁgure online)

Fig. 8. The front panel of the signal-processing program for the current meter when using
NI SOM.

In electrical metrology only specially designed high precision analog measuring
comparator instruments are certiﬁed to calibrate sensors. So we used output digit to
analog converter (DAC) to feed this comparator instrument and NI ready to use Toolkit
to obtain standard IEC 61850 signal for future applications.
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6 Conclusions
In our paper we had shown that digital processing can be applied to ﬁber optic current
sensing replacing traditional analog demodulation methods with beneﬁts of inline error
correction. It allowed us to eliminate errors induced by instability of the analog elements, limited operating range of the device, modulation amplitude deviations within
the range of ±2% from the optimum value. The proposed method of error correction
demonstrated potential accuracy of such devices of about 0.0001% that is compliant to
the modern metrology certiﬁcation demands to the power grid devices. The results of
PC-based modeling showed a good level of correlation with experimental data acquired
using NI RIO hardware with fully synchronous onboard FPGA control and processing.
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Abstract. Quantum frequency standard is one of the essential elements of
many telecommunication and satellite systems. In present work several directions of modernization of the quantum frequency standard on the atoms of
cesium-133 are considered. Implementation a method of direct digital synthesis
is allow to improve output signal characteristics of frequency synthesizer. Also it
is allow developing a magnetic ﬁeld stabilization system. Experimental research
of the cesium atomic clock’s metrological characteristics showed improvement
Allan variance on 10%.
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1 Introduction
The accurate measurement of time and frequency is vital to the success of many ﬁelds
of science and technology. For example atomic physics (atom-photon interactions,
atomic collisions, and atomic interactions with static and dynamic electromagnetic
ﬁelds), geodesy, radio-astronomy (very long baseline interferometry), pulsar astronomy, various communication equipment and metrological services rely on high frequency stability and uniform timescales [1–7].
Quantum frequency standard or atomic clock is a device that measures time by the
frequency of radiation emitted by an atom or molecule when it makes a transition
between two energy states. Atomic clocks are extremely precise and are used to keep
universal time—the international basis for establishing legal and scientiﬁc times and for
setting all public and private clocks worldwide [1–4, 7–9].
Atomic clock uses include measuring the rotation of the earth, which may vary by 4
to 5 ms per day, and aiding satellite navigational systems such as the global positioning
© Springer Nature Switzerland AG 2018
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system in computing distances and synchronize the work of many sophisticated devices
and instruments [6–12].
A necessary condition for reliable operation of communication systems is coordinated work of the primary generator and receiver, so that the receiving unit can correctly interpret the digital signal. The difference in the synchronization of various units
in a network, may lead to missing or to reread the information by receiving unit.
In order to solve this problem is using quantum frequency standards.
But with the development of scientiﬁc - technical progress and large amount of data
transmitted over networks, new requirements for measurement accuracy, reliability and
frequency stability are produced to frequency standard [2, 4, 6, 10]. This leads constantly upgrade existing and develop new models.
The process of quantum frequency standards modernization includes various
directions: reducing the weight and dimensions, reducing energy consumption,
improvement metrological characteristics. And for frequency standards characterized
by the fact that modernization may not be for the whole construction and may be for
individual units or blocks. In present work development of new frequency synthesizer
and magnetic ﬁeld stabilization system are presented.

2 Principles of Cesium Atomic Clock Operation
The work of a cesium atomic clock is based on the principle of adjustment a highly
stable voltage-controlled quartz crystal oscillator (VCXO) to quantum frequency
transition of atoms of caesium-133 [1, 8, 10, 11]. The Fig. 1 shows a block diagram of
a cesium atomic clock.

Fig. 1. Block diagram of a caesium atomic clock.

The output signal frequency 5 MHz of the VCXO is supplied to the frequency
synthesiser. Frequency synthesiser consists of frequency converter, mixer signals and
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multiplier signals. In the frequency converter input signal frequency 5 MHz is converted to the signal frequency 12,631772 MHz and supplied to the input of mixer
signals. In the multiplier signals input signal frequency 5 MHz is multiplied to the
frequency 270 MHz and then to frequency 9180 MHz. This signal frequency
9180 MHz is also supplied to the input of mixer signals. As a result, the output signal
of the frequency synthesiser is the signal of ultrahigh frequency 9192,631772 MHz.
This signal is supplied in the Ramsey cavity.
In caesium atomic clock with the help of magnet polarizer 2 the atoms are prepared
such that they are either in the |F = 4, mF = 0> or in |F = 3, mF = 0> state. Afterwards
the atoms interact with an electromagnetic ﬁeld that induces transitions into the former
unoccupied state.
A magnetic ﬁeld is used to separate energetically the otherwise degenerate magnetic sub-levels in order to allow the excitation of the clock transition |F = 3, mF =
0> ! |F = 4, mF = 0> isolated from the other transitions. By convention such a ﬁeld
is referred to as the C-ﬁeld as it is applied between the ﬁelds of the polarizer and the
analyzer.
The magnitude of the C-ﬁeld is chosen as a compromise between two conflicting
requirements. First, it has to be large enough to separate the otherwise overlapping
resonances. Second, the C-ﬁeld shifts the resonance frequency quadratically which has
to be corrected. However, in a larger ﬁeld the frequency of the clock is influenced to a
larger extent by fluctuations of the magnetic ﬁeld. In the scheme of a commercial Cs
clock the C-ﬁeld is often generated by a coil with windings in the paper plane wound
around the Ramsey resonator and hence, points perpendicularly to that plane. Owing to
the dependence of the frequency of the clock transition from the magnetic ﬁeld, efﬁcient magnetic shielding has to be provided in order to attenuate the ambient magnetic
ﬁeld and the magnitude of the associated fluctuations.
The atoms in the former unoccupied state are detected and allow one to determine
the frequency of the interrogating ﬁeld where the transition probability has a maximum.
The observed transition frequency is corrected for all known frequency offsets that
would shift the transition frequency from the unperturbed transition and is used to
produce a standard frequency or pulse per second every 9192631772 cycles [1, 8, 10].
Scanning the frequency m of the atomic resonance leads to a detector current like
the one shown on the Fig. 2. The signal shows the Ramsey resonance structure on a
broader, so-called, Rabi pedestal.
The central feature with the maximum at the transition frequency m0 is used to
stabilize the frequency of the crystal oscillator to the atomic transition frequency. To
this end, the frequency from the synthesizer is modulated across the central peak. The
signal from the detector is phase-sensitively detected in the servo electronics, integrated
and this servo signal is used for stabilizing the frequency of the VCXO. From this
suitable output frequencies are derived, such as 5 MHz or a 1 PPS signal.
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Fig. 2. Ramsey resonance structure on the Rabi pedestal.

3 Cesium Atomic Clock Frequency Synthesizer
Frequency synthesizer is one of the main blocks of quantum frequency standard.
Frequency synthesizer takes a part of generating the microwave signal at *9.2 GHz
(used to interrogate the 133Cs atoms hyperﬁne resonance transition) from the 5 MHz
quartz oscillator frequency [1, 8, 10].
The main characteristic of the frequency synthesizer is ability to impact on the
characteristic of frequency stability of the quantum frequency standard output signal.
Frequency instability introduced by the synthesizer is determined by the lateral discrete
spectrum components of the signal that occurs in dividing, multiplying, mixing frequency signals, the accuracy of the generated frequency, and the impact on the signal
of natural and technical noise [5–7].
In order to provide the best possible frequency stability, it is crucial that the
microwave signal which interrogates the 133Cs atoms be as “clean” as possible; that is,
free of unwanted sidebands and spurious signals which can cause Bloch-Siegert frequency shifts [1, 5].
Experimental study showed that the present method of generating the frequency
synthesizer output signal needs to increase the accuracy. The large resolution of step
frequency is necessary. New scheme of the frequency synthesizer is designed by using
method of direct digital synthesis (DDS - Direct Digital Synthesis). This method allows
to generate the output signal of the synthesizer with accuracy about 10−5 Hz. Step
frequency tuning DFout calculated by the formula below:
DFout ¼

Fclk
;
2N

ð1Þ

where Fclk is the clock frequency, N is the capacity of accumulator.
In our scheme the clock frequency is equal Fclk = 15 MHz, the capacity of accumulator is equal N = 40. Step frequency tuning is equal DFout ¼ 1; 36  105 Hz.
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When we calculate step frequency tuning relatively resonant frequency of the
microwave transitions of rubidium atoms, using parity (1), we get relative step frequency tuning DFoutrel :
DFoutrel ¼

DFout
1:365 Hz
¼ 1:48  1015
¼
6:834 GHz 9:192 GHz

ð2Þ

The application of direct digital synthesis gave the possibility of obtaining the
generated frequencies in a wide range (0–5 MHz), in contrast to previous schemes,
where this feature was absent. This feature gets a possible to develop a magnetic ﬁeld
stabilization system. Range of generated output frequencies may be calculated by the
formula below:
Fout ¼

M  Fclk
;
2N

ð3Þ

where M is the frequency code in decimal, Fclk is the clock frequency, N is the capacity
of accumulator.
To meet the requirements for spectral purity of output signal 10 bit DAC was used.
It is possible to obtain the suppression of lateral amplitude components in the spectrum
of the output signal is not worse than −90 dB.
In Fig. 3 as an example, oscillograms measured in the band of 6 kHz of the output
signal of a previously used design (a) and a new (b) of the frequency synthesizer are
presented.

Fig. 3. Suppression of the lateral components in the band of 6 kHz.

The experimental results show that the suppression of lateral components in the
spectrum of microwave-excitation signal in the band of 6 kHz is improved on 24 dB.
With a decrease of lateral components more ﬁne-tuning on the center of the resonance line is occur. This leads to a more accurate determination of the value of the
nominal output frequency of frequency standard and, consequently, improves the shortterm frequency stability of a cesium atomic clock.
In addition new design of the frequency synthesizer allows eliminating one of the
most important perturbing factors affecting on long-term frequency stability.
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4 Magnetic Field Stabilization System
The stable isotope Cs-133 has a two hyperﬁne states F = 4 and F = 3 which are split in
the magnetic ﬁeld into 16 components. In accordance with the selection rules seven
transitions between the components of hyperﬁne sublevels are possible [10, 11]. These
are represented in Fig. 4.

Fig. 4. Microwave resonances in the Ramsey cavity.

The central resonance |F = 3, mF = 0> ! |F = 4, mF = 0> (marked on the Fig. 4
as a «1») due to the Zeeman effect expose a quadratic frequency shift. With the help of
formula (1) we can calculate a frequency shift.
Df B2  4:2745  102 Hz*



6  106 T
uT

2
¼ 1; 5388 Hz

ð4Þ

For a typical value of the C ﬁeld near 8 lT the frequency shift is 2.7 Hz corresponding to a relative frequency shift of 3 ∙ 10−10.
The accuracy of the output signal quantum frequency standard is dependent on the
shift of the central resonance. It should be noted that not only the central resonance is
exposed the frequency shift, but also all six transitions (3, mF) $ (4, mF), which
DmF = 0. To express these changes as a function of magnetic induction B and atomic
constants use the equation Bright Rabi:

12
hv
hv
4mF
2
 gI lB BmF þ e
1þ
xþx ;
EðF; mF Þ ¼ 
2ð2I þ 1Þ
2
2I þ 1
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where E(F, mF) is the change energy of atoms in the ground state; I is the quantum
number of nuclear spin; gI is the factor Lande for electron; lB is the Bohr magneton;
ðg þ g Þl B
mF is the magnetic quantum number; x ¼ j hvI B .
This formula can be used for calculation the frequency shift of any transition
between two hyperﬁne sublevels, depending on the magnetic ﬁeld. Revealing this
expression, we ﬁnd that the ﬁrst member is proportional to the magnetic ﬁeld B. For
cesium beam primary frequency standards we must consider the quadratic member of
this expression.
In theory, the frequency shifts can be taken into account in the calculation of the
functional dependence on magnetic ﬁeld values and the atomic constants using
equation Bright-Rabi. But in practice, any changes of the magnetic ﬁeld shift the
resonance frequency. And values of these frequency shifts cannot be accounted for in
advance.
Thanks to the development of a new frequency synthesizer [8, 10, 11] the range of
generated output frequencies has been expanded. It allowed detuning output synthesizer’s frequency to the neighboring resonance frequency of spectral line that makes it
possible to adjust the C-ﬁeld in quantum frequency standard.
Now in cesium atomic clock the magnetic ﬁeld is maintained by the active stabilization system. For this purpose the neighboring transition |F = 3, mF = 1> $ |F = 4,
mF = 1> (marked on the Fig. 4 as a «2») is used. The method of C-ﬁeld adjustment is
similar to the method of frequency adjustment to the main maximum. For this purpose,
the average value of the sampling frequency vi is changed from the value of the vCs to
vCs + Dm, where vCs is the frequency of the main transition of the cesium atom, Dm difference between the transitions for a preset value of the magnetic ﬁeld. Then the
value of magnetic ﬁeld is adjusted in a such way that the frequency of transition |F = 3,
mF = 1> $ |F = 4, mF = 1> match the preset frequency. This adjustment set up
automatically several times per minute. The value of the applied ﬁeld is automatically
maintained at a predetermined level.
Alternately closing the ring-locked loop at the central and the neighboring transition we adjust the frequency of the VCXO to the frequency of the central atomic
transition, and support the constant value of the magnetic ﬁeld inside the Ramsey
cavity.
In this case effects associated with any changes in the magnetic ﬁeld (for example,
long-term drift of the current source, temperature dependence, effect of external
magnetic ﬁeld, etc.) are excluded.

5 Conclusion
The use of new design of the frequency synthesizer and system for stabilizing magnetic
ﬁeld makes it possible to obtain a better frequency stability of quantum frequency
standard. A pure spectrum of the frequency synthesizer output signal and best resolution of frequency step improved short-term frequency stability. System for stabilizing
magnetic ﬁeld eliminated one of the most important perturbing factors affecting on
main metrological characteristic of cesium atomic clock.
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Experimental research of the metrological characteristics of the modernizing
quantum frequency standard on the atoms of cesium-133 showed improvement in
frequency stability about 10–15%.
Obtained results allow extending the areas of applying the quantum frequency
standard on atoms of cesium-133 in the international ﬁber-optic communication system
and in the ground part of the GLONASS system [2, 3, 8].
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Abstract. Molecular communication systems became a promising paradigm of
modern nanonetworks. Quantum carrier transfer creates communication channels between parts of a molecule and/or connects a few domains inside a
molecular metamaterial network. This manuscript presents our studies of such
channels activated by means of modulated laser beam irradiation resulting in
molecular fluorescence, probably at a shifted frequency. The acquisition system
for the electromagnetic ﬁeld generated by a molecule based on the novel
dynamic pin-photo diode is characterized by a high sensitivity and a low noise
level due to the signal amplitude-time function integration.
Keywords: Molecular communication  Dynamic pin-photodiode
Registration of fluorescence  Nanonetworks  Nanocommunication
Nano electromagnetic ﬁeld

1 Introduction
Nanoscale communication is one of frontiers in modern scientiﬁc research. The
research activities focus on different types of nanomachines, nanoscale sensing,
molecular communications, nanonetworks, communication with fluorescence resonance energy transfer, etc. [1–5]. The most promising nanomachines in the ﬁeld of
modern nanotechnology are presented by nanodevices with micrometer – submicrometer scale embedded molecular ﬁlms which are installed, for instance, on an
electro-conductive target. These are biosensors, medical biochips, molecular transmitters, molecular electron devices [6–9]. For example, light emitting diodes are
nanoscale semiconductor structures which convert organic molecular signals into
optical fluxes. One of the main consequences of their tiny dimensions is that their
properties are between those of bulk semiconductors and discrete molecules [10]. An
intense development of nanotechnologies mandates change of traditional communication architecture to nanoscales.
Molecular mono- or multi-layer ordered ﬁlms on a solid surface typically consist of
organic molecules or biomolecules, e.g., peptides and proteins. In the so-called
“bottom-up” case, a metal or a semiconductor target has a smooth clean polycrystalline
surface covered with a molecular layer. The lateral size of the surface operation zone
can be as small as *0.1–10 nm. In contrast, the “top-down” technology provides an
© Springer Nature Switzerland AG 2018
O. Galinina et al. (Eds.): NEW2AN 2018/ruSMART 2018, LNCS 11118, pp. 649–655, 2018.
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operation zone of “bio-hybrid” nanodevices of 1000 nm or greater which is larger than
in the bottom-up case. Two types of a communication channel processing can be
energy-activated in the form of
(i) intramolecular internal interaction,
(ii) interaction among separate nanomachines.
To activate the charge motion, one can use an electromagnetic ﬁeld (EMF), laser
beams, acoustic phonons, nano-mechanics, and molecular transport. At least two of
them, nano electromagnetic ﬁelds and molecular transport, are appropriate for wireless
nanocommunication [7]. However, a comprehensive description of energy phenomena
for nanomachines is at its initial stage [8]. On the other hand, an effective micro- or
nano-detector of a signal is required.
In this manuscript we analyze modulated laser beam irradiation of a molecular
system resulting in molecular fluorescence, and detection of molecule-generated
electromagnetic ﬁelds at shifted frequencies.

2 Experimental
2.1

Experimental Setup

The experimental setup (Fig. 1) consists of a laser source at wavelength 405 nm or
532 nm; attenuating ﬁlters and wavelength ﬁlter; a total internal reflection prism with
the sample; a light-protected thermostat; and a dynamic-regime pin-photodiode
(DPD) placed directly under the sample at a distance 10 cm. The DPD was operating in
the dynamic regime recently described in [11, 12]. The dynamic-regime pinphotodiode is a new type of CMOS-compatible photodetector characterized by space
charge trapping and signal integration inside the target volume. The novel pin diode
provides a high visible light sensitivity and signal integration features. In our measurements we used a DPD detector for registration of fluorescence signal.
The triggering time of DPD was measured by a microelectronic circuit controller
and simultaneously studied with a TDS-520 digital oscilloscope. The thermo-pair
detector was installed in thermal contact with the DPD.
A laser beam (1) passed through a ﬁlter and a prism (2, 3) and was incident on a
sample (4), thus activating a molecular layer. The reflected beam did not act on the
DPD. Thus, only a molecular fluorescence signal was detected.
2.2

Samples

Light-transducing proteins are believed to be relevant examples of biomolecular systems with potential optoelectronic applications. The main features of light-transducing
proteins which hold considerable promise as a photochromic biological material for a
variety of technological applications are a light sensitivity, a remarkable stability
toward chemical and thermal degradation, an enormous cyclicity, and non-linear
optical properties [13].
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Fig. 1. Experimental setup: 1 – laser, 2 – attenuating ﬁlter, 3 – total internal reflection prism, 4 –
sample, 5 – wavelength ﬁlter, 6 – pin-diode, 7 – thermo-detector, 8 – oscilloscope.

We measured the fluorescence of molecular samples in the visible light range. The
ﬁrst one was rhodamine 6G with the wavelength spectrum from 555 nm to 585 nm.
The second one was the chlorophyll solution with the wavelength spectrum 600 nm–
700 nm. Molecular samples of rhodamine 6G were dissolved in distilled water with
concentration 2 vol. %, chlorophyll was dissolved in spirit in the ratio 1:4 (concentration was 25 vol. %).
To prepare the molecular layer, 0.1 ml of the sample solution was placed on the
glass under the prism.
2.3

Detection System

The DPD forward current switched on after a triggering time delay caused by the space
charge accumulation under the gate. The forward current magnitude is controlled by
the applied forward voltage alone and is independent of light intensity. So, the photon
flux signal is not presented by a time-dependent magnitude with additional noise.
Instead, the time delay linearly depends on the absorbed light power.
A low noise level is explained by the fact that the time delay of a high forward
current is measured instead of photocurrent amplitude. The photocurrent preampliﬁer
typically demands a wide bandwidth, and, as a consequence, a high noise is generated.
In our scheme, no preampliﬁer is required in the measuring circuit. No other tools, such
as a comparator, integrator and analog signal digitizer are needed as well. As a result, a
new device becomes a high-quality receiver for nanocommunication devices.
Immediately after the bias voltage switches from the initial negative into a working
positive, the device stays closed because the total space charge Q0 is trapped under the
gate. At the same time, the neutralizing charge Qn is generated. The generation rate is
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dQn
¼ Iphoto þ Ithermo þ Ileak ;
dt

ð1Þ

where Iphoto, Ithermo, and Ileak are the photocurrent, thermo-generated dark current, and
leakage current, respectively. The device switching occurs at the moment, when the
charge difference reaches the speciﬁed value
Qmin ¼ Q0  Qn

ð2Þ

The triggering time Ttrig is given by the integral equation
ZTtrig
Qmin ¼ Q0 

dt½Iphoto ðtÞ þ Ithermo ðtÞ þ Ileak ðtÞ;

ð3Þ

0

where the total triggering time Ttrig is considered to be inversely proportional to the
integrated photocurrent. The error depends on the relative values of both cathode
leakage current and thermo-generated dark current. The noise level is deﬁned by the
self-triggering time Ttrig fluctuations mainly in the absence of incident photon
irradiation.
The thermo-generated current is limited by the potential over-barrier drift transport
of charge carriers. Absolute values of self-triggering time vary with temperature. Near
0 °C the signal-to-noise ratio reaches 50–60 dB, which allows detection of extremely
low photon fluxes. Thus, a higher sensitivity may be achieved at temperatures below
10 °C. Temperature characteristics also depend on the ion ﬁlm situated between the
cathode and gate on the dielectric surface.

3 Results and Discussion
Fluorescence of molecular ﬁlms were measured after excitation by two types of lasers –
with wavelengths 405 nm and 532 nm. The triggering times when laser is switched on
(ton) and when laser is switched off (toff) were measured. Relative values
Trel = (toff  ton Þ=toff ;

ð4Þ

were calculated for each measurement and averaged over 10 measurements.
To control the influence of solvent the same parameters were measured for distilled
water and spirit applied on a prism. The averaged values of Trel for distilled water and
spirit were 0.28 ± 0.02 arb. units. The experimental results are presented in Table 1.
We analyzed the relative time Trel to estimate the intensity of fluorescence of the
samples. The use of dynamic pin-photodiode allowed us to increase the sensitivity in
comparison with standard methods of registration of the fluorescence radiation and to
record weak signals of laser-induced biomolecular fluorescence.
A schematic representation of the target excited via the laser EMF, the molecular
layer, and detector are shown in Fig. 2.
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Table 1. Experimental results.
Laser wavelength, nm Object
Trel, arb. units
405
Chlorophyll
0.98
405
Rhodamine 6G 0.63
532
Rhodamine 6G 0.97

Fig. 2. Schematic representation of the target and the molecular layer, excited via laser
radiation.

Light-transducing molecules are activated by laser light, then energy is transmitted
from the activated molecules to others along the surface and the fluorescence of
molecules at some distance is registered by the detector.
A theory of a high-frequency electromagnetic ﬁeld-induced excitation of a surface
covered with a molecular ﬁlm is still missing. By using time-of-flight mass spectrometry, instantaneous desorption/ionization/fragmentation of molecular particles in
vacuum was observed when a nanosecond time (1–10 ns) with an over-threshold
current propagated through a metal or a semiconductor target irradiated by EMF [14,
15]. When the electron subsystem of the target is excited by an external short pulse
EMF, hot electrons from the conduction band in the skin layer interact with the
adsorbed molecules and thus stimulate: (a) hot electron emission from molecular
orbitals; (b) the desorption induced by excitation of surface-molecular bonds; (c) tunnel
neutralization of desorbed ions; and (d) electron capture/transfer dissociation-type
reactions. Here we use laser beam irradiation at wavelength 405 nm which is beyond
the diode working range (or in the low sensitivity range). So, only Raman shifted
molecular fluorescence could be detected in the visible light band.
We may draw an analogy with principles of plasmon resonance [16]. The scheme
of the process of excitation and subsequent energy transfer by molecular plasmons on a
metal surface is presented in Fig. 3.
Laser radiation activates molecules, after which a travelling electromagnetic wave
appears and propagates along the metal-dielectric boundary. The surface plasmons
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Fig. 3. Schematic representation of energy transfer from surface plasmons in excitation state to
molecules.

cause luminescence of molecules. Plasmons are activated as a result of a high angular
momentum of photons and a total internal reflection in the prism [17].

4 Conclusion
We have discussed two phenomena: (i) a direct excitation of (bio)molecules by an
amplitude-time modulated laser beam which may initiate intramolecular charge and
energy transfer, create fluorescence, and thus produce electromagnetic nanocommunication channels; and (ii) detection of the fluorescence induced at a shifted
frequency by means of a hybrid integrated photodiode. The tools employing these
phenomena can be attractive for creation of molecular communication channels
between remote nanomachines. The dynamic pin photodiode can be used effectively as
a photodetector, namely, a weak signal linear integrator with noise suppression. The
temperature range which proves a stable device operation with the highest sensitivity
has been found. One can conclude that the dynamic pin photodiode has promising
applications in low-power radiation detection systems in the visible light range,
including luminometers, spectral analyzers and other analytical devices.
Acknowledgements. The authors are grateful to ActLight SA (Lausanne, Switzerland, [18]) for
their donation of a pin photodiode for the research.
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Abstract. Nowadays, structures like “graphene-material” are in demand. To
design such structures, it is necessary to know how the layer of graphene
deposited to the substrate affects the reflection and absorption of electromagnetic
waves in a given range.
Detailed calculations of the reflective features of such structures are not wellstudied. In this paper theoretical description for the reflectivity properties of
dielectric, metal and semiconductor plates coated with graphene will be
demonstrated on an example of fused silica, Au, and Si substrates. The observed
results can be used in case of plates, which can be used for producing nanoantennae.
Keywords: Nano-antenna

 Graphene  Graphene-coated substrates

1 Introduction
Antennae are very important for many devices which are using electromagnetic radiation in the radiowave or microwave mode. Nevertheless, their optical analogue is not
widely used. The characteristics of the nano-antenna can be modiﬁed with geometrical
size and shape as well as material composites. However, the features cannot be
dynamically tunable once the nano-antenna has been already fabricated.
Graphene, which consists of a single atomic layer of carbon with a 2-dimensional
hexagonal lattice structure, has attracted intense scientiﬁc interests due to its unique
properties such as high electron mobility, high optical transparency, flexibility, and
tunable conductivity [1, 2]. One of the most important property is a capability of
dynamically modifying chemical potentials through tuning the gate voltage of the
graphene-metal or graphene-dielectric nano-antenna enables to fabricate controllable
devices by introducing the graphene sheet [2].
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2 Structure
Analysis of the literature dedicated to application of graphene in the production of
nano-antennae demonstrates that the following combinations of materials are actively
developing nowadays:
1. CaF2 + graphene + golden substrate. Such combination is using as a tunable ultranarrowband mid-infrared TE-polarization absorber, which has potential applications
in the tunable ﬁltering and tunable coherent emission of thermal source [1].
2. For creating a graphene-based asymmetric nano-antenna microstructure that can be
used to realize electrically controllable, unidirectionally propagating broadband
surface plasmon polaritons authors in Ref. [3] offer a combination: SiO2 +
graphene + golden substrate;
3. To design a perfect metamaterial absorber authors in Ref. [4, 5] used combination:
glass + graphene + golden substrate + dielectric. The absorption peaks of this
device can be dynamically adjusted actively by tuning the Fermi energy and the
refractive index of the dielectric with no degraded practically perfect peak
absorption which provides a flexible method to tune the absorption channel without
changing the geometric parameters of the structure. The number of absorption peaks
can be increased with double-layer graphene arrays;
4. SiO2 + Al2O3 + graphene + golden substrate. This architecture involves a conventional gold dipole antenna which consists of two Au arms separated by a feed
gap, the graphene sheet, and aluminum oxide as an insulator inserted between the
dipole antenna and graphene [2]. Such combination allows to control the characteristics of similar antennas;
5. SiO2 + Si + graphene-hexagonal-boron-nitride-graphene layer + golden and silver
substrate. Such structure can be used to create a high performance broadband
optical modulator [6]. If golden and silver substrates were excluded and graphenehexagonal-boron-nitride-graphene layer were replaced by graphene layer we can
obtain chip-integrated nearly perfect graphene absorber [7].
It should be noted that there are a lot of papers devoted to designing of nanoantennae, but none provides information about the reflective properties of the substrates. So, in this paper we will introduce solution of the problem of determining the
reflective properties of graphene deposited on different substrates.

3 Sketch of the Structure
To solve this problem it is necessary to develop a structure which is a combination of
the following on Fig. 1 layers.
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4 Theory
In the present paper, the complete theory allowing calculation of the reflection coefﬁcients and reflectivities of graphene-coated material plates is applied. This theory
exploits the polarization tensor of graphene derived in Ref. [8, 9] and, thus, is based on
ﬁrst principles of quantum electrodynamics. In addition to great fundamental interest,
such kind theory is much needed in numerous technological applications of graphene.
Graphene coatings are already used to increase the efﬁciency of light absorption on
optical metal surfaces [10, 11]. This is important for the optical detectors. Graphenecoated substrates have potential applications as transparent electrodes (see Ref. [11]
where graphene-silica thin ﬁlms are used as transparent conductors). Deposition of
graphene on silicon substrates provides an excellent anti-reflection, which is important
for solar-cells [12]. One could also mention that graphene coating on metal surfaces is
employed for corrosion protection [13]. In all these cases, the developed theory can be
used to calculate the effect of graphene coating.

Fig. 1. Sketch of the substrate for graphene-based nano-antenna, where h is an angle of the
incidence of light.
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In this section, we present general theoretical results for the reflectivity properties of
thick material plate (semispace) coated with the layer of graphene. We assume that the
material of the plate is nonmagnetic and is described by the frequency-dependent
dielectric permittivity e(x). Graphene is considered as a pristine (gapless) one (the
generalization for the case of a nonzero gap is straight forward). It is described by the
polarization tensor Пik(x, k⊥) with i, k = 0, 1, 2 derived in Ref. [8], where k⊥ is the
magnitude of the wave vector projection on the plane of graphene.
The reflection coefﬁcients on a graphene-coated plate, where graphene is described
by the polarization tensor and plate material by the dielectric permittivity, were
obtained in Ref. [14] at the imaginary Matsubara frequencies. Taking into account that
the polarization tensor of Ref. [8] is valid also at the real frequencies, one can leave the
same derivation unchanged. We only take into account that at real frequencies the
mass-shell equation for photons is satisﬁed resulting in the equation
k? ¼

x
sin hi ;
c

ð1Þ

where hi is the angle of incidence. As a result, the reflection coefﬁcients of graphenecoated plates for TM and TE polarizations of graphene-coated plates for TM and TE
polarizations of the electromagnetic ﬁeld take the form
qﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ


eðxÞ  sin2 hi 1  P00 ðx; hi Þ
ðg;pÞ

qﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ 
RTM ðx; hi Þ ¼
;

eðxÞ cos hi þ eðxÞ  sin2 hi 1 þ P00 ðx; hi Þ

ð2Þ

qﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ
eðxÞ  sin2 hi  P ðx; hi Þ
ðg;pÞ
qﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ
RTE ðx; hi Þ ¼
:
cos hi þ eðxÞ  sin2 hi þ P ðx; hi Þ

ð3Þ

eðxÞ cos hi 

cos hi 

Then using result from Ref. [10] we have the reflectivity of graphene-coated plate in
the region optical and near-infrared spectral bands at the normal incidence

2 
2 ½n ðxÞ  1 þ pa2 þ n2 ðxÞ
 ðg;pÞ
  ðg;pÞ

1
2
;
Rðg;pÞ ðx; 0Þ ¼ RTM ðx; 0Þ ¼ RTE ðx; 0Þ 
½n1 ðxÞ þ 1 þ pa2 þ n22 ðxÞ

ð4Þ

which should be compared with the reflectivity of an uncoated plate at the normal
incidence
Rð pÞ ðx; 0Þ ¼

½n1 ðxÞ  12 þ n22 ðxÞ
½n1 ðxÞ þ 12 þ n22 ðxÞ

;

ð5Þ

The computational results of the reflectivity of the graphene-coated and uncoated
silica at the normal incidence as a function of frequency, which were introduced in Ref.
[10], are presented in Fig. 2 by the line 2 and 1, respectively. As can be seen in Fig. 2,
in the regions of optical and ultraviolet frequencies the graphene coating slightly (from
6% to 9%) increases the reflectivity of a silica plate at the normal incidence.
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Fig. 2. The reflectivities of the graphene-coated and uncoated silica plates (the lines 2 and 1,
respectively) at the normal incidence as functions of frequency. Calculations are performed for
the high-frequency region.
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Fig. 3. (a, b) The TM and TE reflectivities of the graphene-coated silica plate x = 3  1015
rad/s as functions of the incidence angle. Solid lines – for graphene-coated silica plate, dashed
lines – for uncoated silica plates.
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Now we will describe the results of the case of amorphous SiO2 plate coated with
graphene ﬁlm. The computational results at x = 2 eV = 3  1015 rad/s (visible light)
are presented in Fig. 3(a) as a function of hi by the lower and upper solid lines (for the
TM and TE polarizations, respectively). In the same ﬁgure, the dashed lines show the
computational results in the absence of graphene coating.
As is seen in Fig. 3(a), the Brewster angle, at which the reflected light is fully
(TE) polarized, is slightly different for the uncoated and graphene-coated silica plates.
To make this effect more quantitative, in Fig. 3(b) we plot the reflectivities RTM on a
larger scale in the vicinity of the Brewster angle (the dashed and solid lines are for an
uncoated and for a graphene-coated silica plates, respectively). As is seen in Fig. 3(b),
graphene coating leads to the increase of the Brewster angle from hB = 55.5◦ to
hB = 56.2◦.
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Fig. 4. (a) The reflectivities of the uncoated Au plate and (b) the relative change of reflectivity
of the graphene-coated Au plate as functions of frequency. Normal incidence.
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The case of Au plate. The complex index of refraction of Au is tabulated in Ref.
[16] in the frequency region 0.125 eV < x < 9919 eV. In the most part of this region
(speciﬁcally, at x > 0.26 eV) one can use the asymptotic expression at high frequencies to calculate the reflectivities of the graphene-coated Au plate. The reflectivity
of an uncoated Au plate at the normal incidence is shown in Fig. 4(a) as a function of
frequency. Note that the influence of graphene coating on metal surfaces is smaller than
that on dielectric ones. Because of this it is not convenient to show the reflectivity of
the graphene-coated Au plate in the same ﬁgure as the uncoated one. Instead, we
calculate the relative quantity
ðg;pÞ

d RAu ðx; hi ¼ 0Þ ¼

ð pÞ

RAu ðx; 0Þ  RAu ðx; 0Þ
ð pÞ

RAu ðx; 0Þ

ð6Þ

ðg;pÞ

where RAu ðx; 0Þ in the high-frequency region x > 0.26 eV was computed in Ref.
[10]. At x < 0.125 eV the optical data were extrapolated by means of the Drude model
[17]. The computational results for the quantity as a function of frequency are presented
in Fig. 4(b) in the frequency range from 0.125 eV to 14 eV.
For an Au plate, as shown in Fig. 4(b), the reflectivity at the normal incidence
becomes smaller due to the presence of graphene coating (this is opposite to the case of
silica considered previously). The single exception from this observation is the frequency interval 6.7 eV < x < 7.5 eV, where dRAu ðx; hi ¼ 0Þ < 0. The largest in
magnitude influence of graphene coating |dRAu ðx; hi ¼ 0Þ| = 1.4% takes place at
x = 2.4 eV = 3.65  1015 rad/s. It should be stressed also that in the whole region
x < 0.26 eV (the moderate and low frequencies) dRAu ðx; hi ¼ 0Þ = 0 with high
accuracy, i.e., the graphene coating does not influence the reflectivity properties. As a
result, the reflectivity of the graphene-coated Au plate does not depend on temperature.
These observations are in agreement with the fact that graphene coatings do not
influence the van der Waals and Casimir forces between metal plates [18].
Here the reflectivity of low-resistivity p-doped Si at the normal incidence in the
region of moderate and low frequencies x < 0.26 eV is presented. As above, for
x  2.6 meV the condition x\\xT was used. In the frequency interval
2.6 meV < 0.26 eV computations were performed by the exact equations
8ahx
DT P00 ðx; hi Þ ¼ 2
~vF c

Z1
0

"

#
X Xk hi ; y
dy
1þ
;
2uðhi Þ
expðb yÞ þ 1
k¼ 1

DT Pðx; hi Þ ¼ 8a~v2hcx3
 F


R1
sin2 h
uðhi Þ P
dy
Xk hi ; y þ ~v2F X h ;yi
expðb yÞ þ 1 1 þ 2
kð i Þ
k¼ 1
0

ð7Þ

3

ð8Þ

h. The exact
where b x=ð2xT Þ, and the thermal frequency is deﬁned as xT ¼ kB T=
deﬁnitions of the Xk are given in Ref. [10].
The computational results at T = 300 K as a function of frequency are shown in
Fig. 5.
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5 Discussion
Currently, graphene is considered as a suitable material for nano-antennae. Graphene
coating of various materials signiﬁcantly affects the reflective and absorbing properties
of such structures. The ability to change the absorption and reflection properties of the
antenna’s surface is very important for operation in transmission and receive modes.
That is why such antennae are called “smart”.
We have proposed a theory that allows to design the reflective and absorbing
properties of such antennae with high accuracy. Strictly speaking, the theory allows to
do it in a wide spectral range. In this work we have focused our attention on the range
most interesting for modern information nanocommunications, radiophotonics and
terahertz bandwidth – from 4 to 300 THz.
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Fig. 5. The reflectivities of the low-resistivity graphene-coated Si plates at T = 300 K. The
concentrations of free charge carriers N1 = 5  1014 cm−3, N2 = 5  1016 cm−3, and
N3 = 5  1017 cm−3 (curves 1, 2, 3, respectively). Dashed lines are the same plates without
coating.

Our results allow us to calculate the reflection dependences with high accuracy both
for TE and for TM modes, which is also important for practical applications.
The creation of various structures containing sets of layers of both graphene and
other materials allow to create antennae, or as they are now called – “absorbers” with
noticeable beam-forming properties [2].
Considered theoretical description for the reflective properties of the graphenecoated plates made of different materials (dielectric, metal and semiconductor). This
theory is based on the Dirac model of graphene, which is described by the recently
found polarization tensor in (2 + 1)-dimensional space-time, allowing the analytic
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continuation to the real frequency axis [10]. The materials of the plate are described by
the frequency-dependent complex index of refraction. In the framework of this theory,
the general formulas are obtained for the reflection coefﬁcients and reflectivities of
graphene-coated plates.
The demonstrated theory is applied to the cases of graphene-coated dielectric,
metal, and semiconductor plates. It is shown that for a dielectric material in the region
of optical and ultraviolet frequencies the reflectivity of the graphene-coated plate at the
normal incidence is by several percent larger than of an uncoated one. In this frequency
region, the graphene coating also results in some increase of the Brewster angle.
For metals, the developed theory is illustrated by the examples of Au plates. In the
case of high and moderate frequencies, we have shown that the graphene coating
decreases the plate reflectivity at the normal incidence.
The considered theory to graphene-coated semiconductor plates (Si with various
concentrations of charge carriers) was applied. For the high-resistivity Si plate, the
influence of graphene coating at high frequencies achieves several percent similar to
the case of a silica plate. For the low-resistivity Si the effect of graphene coating was
investigated at different concentrations of charge carriers. It is shown that at high
frequencies the graphene coating does not influence the reflecting properties.
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Abstract. A description is given of the algorithm for demodulating a linearly
frequency-modulated signal against a background of white Gaussian noise with
a constant component. The functions of complete sufﬁcient statistics for estimating the phase and amplitude parameters of the signal, as well as the level of
the constant component and the noise variance are found. The demodulation
algorithm is implemented in the LabVIEW program environment. Computer
modeling showed the asymptotic efﬁciency of the received estimates of the
signal parameters.
Keywords: Estimation of parameters  Sufﬁcient statistics
Phase modulated signal  Demodulation  A priori non-certainty
Gaussian noise

1 Introduction
Phase-modulated signals are very widely used in various areas of modern science and
technology, for example, remote sensing of objects and media, navigation, communications. These signals have a large base - the product of the signal duration T by the occupied
frequency band, which, under known signal parameters, allows processing with a small
signal-to-noise ratio (SNR). However, in practice, signal processing has to be realized
under conditions of a priori uncertainty with respect to the signal and noise parameters.
There are many methods to estimate the phase coefﬁcients such us high-order
ambiguity function [1], product high-order ambiguity function [2], least-square ﬁtting
[3], maximum likelihood [4], high-order phase function [5], Bayesian estimation [6],
short-time Fourier transform [7], estimates based on integral (spectral) transformations
[7] and others (see, for example, [8–12]).
The method of measurable functions of complete sufﬁcient statistics was successfully used in [13, 14] for stable statistical estimation of the parameters of the phasemodulated signal under conditions of a priori uncertainty. This method is not
accompanied by large computational costs and can be implemented in real time using
compact digital processors, which distinguishes it from the above methods.
© Springer Nature Switzerland AG 2018
O. Galinina et al. (Eds.): NEW2AN 2018/ruSMART 2018, LNCS 11118, pp. 666–674, 2018.
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In [15], the method of measurable functions of complete sufﬁcient statistics was
used to obtain a statistical estimate of the parameters of a linearly frequency-modulated
signal and, accordingly, its demodulation. The method of successive approximations
was used to estimate the initial phase of the signal u0. In the ﬁrst approximation, the
initial phase u0 estimate was determined for the harmonic signal model. Such an
approximation can limit the class of phase-modulated signals under consideration and
increase the variance of the estimate of the initial phase. For some technical solutions,
for example, for the analysis of interferograms, polarization measurements of parameters of the Stokes vector, the useful signal besides the periodic signal also contains a
constant component [16].
In this paper, we describe an algorithm for a stable statistical evaluation of the
parameters of a phase-modulated signal against a background of white Gaussian noise
ℵ(0,r2) with a constant component U0 under conditions of a priori uncertainty relative
to the variance r2 and the level value U0. The signal phase demodulation algorithm
was implemented in the LabVIEW software environment, which allowed not only to
calculate the statistical characteristics of the evaluation, but also to go over to the
hardware implementation of the proposed algorithm.

2 Mathematical Model of a Signal. Synthesis
of the Estimation Algorithm
Let the process x(t) bean additive mixture of the useful phase-modulated signal s(t) and
stationary white Gaussian noise n(t) with dispersion r2 and constant component U0
xðtÞ ¼ sðtÞ þ U0 þ nðtÞ ¼ A0 cosðx0 t þ uðtÞÞ þ U0 þ nðtÞ ¼
¼ A0 cosðx0 t þ u0 þ X t þ b t2 Þ þ U0 þ nðtÞ:

ð1Þ

Here the carrier frequency of the signal x0 = 2pf0 is given by the user (known), the
initial phase u0, the signal amplitude A0, the constant component U0, the dispersion of
the noise samples r2, he linear frequency modulation parameters X and b are assumed
to be a priori undeﬁned. It is assumed that the following conditions are satisﬁed on the
observation interval [0, T]:
x0 T [ [ 1; X T\  p; b T 2 \  p.

ð2Þ

Such a mathematical model of the observed process describes, for example, the
signals of the interferometric system of ﬁber optic sensors and the radar signal when
measuring the effective scattering area using the Doppler Effect [14, 17]. The result of
the analog to digit transformation of the observable process x(t) is the sampling vector
x = [x0,…. xn-1]T, for which xi = x(ti) are the sampling times, i = 0…, n − 1.
To synthesize the algorithm for estimating the vector parameter H we represent the
logarithm of the probability density w(x, H) of the vector sample x as a function H in
the following form
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ln wðx; HÞ ¼ ln LðHÞ ¼ 1=2n lnðh1 =pÞ þ lnðh1 Þ þ n=8h1 ðh22 þ
þ h23 þ 2h28 Þ þ h1 T1 þ h2 T2 þ h3 T3 þ h4 T4 þ h5 T5 þ h6 T6 þ h7 T7 þ h8 T8 ;

ð3Þ

where the 8-dimensional (coordinate) vector-parameter H = [h1, h2, h3, h4, h5, h6,
T
T
7, h8] and the 8-dimensional vector statistic T = [T1, T2, T3, T4, T5, T6, T7, T8] are
determined by the following relations:
h1 ¼ 1=2r2 ;

h2 ¼ A0 sin u0 =r2 ;

h3 ¼ A0 cos u0 =r2 ;

h4 ¼ A0 X0 sin u0 =r2 ;

h5 ¼ A0 b0 sin u0 =r2 ;

h6 ¼ A0 X0 cos u0 =r2 ;

h7 ¼ A0 b0 cos u0 =r2 ;

p\u0 \p;

h8 ¼ U0 =r ;
2

T1 ¼

n1
X
i¼0

T4 ¼

n1
X

x2i ;

T2 ¼

n1
X

xi sinði x0 Þ;

i¼0

ixi cosði x0 Þ;

n1
X
i¼0

n1
X

xi cosði x0 Þ;

i¼0

T5 ¼

i¼0

T6 ¼

T3 ¼

n1
X

ð4Þ

i2 cosði x0 Þ;

i¼0

ixi sinði x0 Þ;

T7 ¼

n1
X

i2 sinði x0 Þ

i¼0

T8 ¼

n1
X

xi :

i¼0

Here x0, X0 and b0 are the signal phase parametersx, X and b normalized to the
sampling frequency.
For the probability density w(x, H) considered for a ﬁxed vector sample x as a
function of H (the likelihood function L(H)) the factorization criterion is fulﬁlled, and
therefore the vector-statistics T is sufﬁcient [12, 13]. The distribution (3) belongs to an
exponential family with sufﬁcient statistics T. For the unknown r2, A0, u, X and b the
parameter H takes values from the region (−∞,0)  (−∞,∞)  (−∞,∞)
(−∞,∞)  (−∞,∞)  (−∞,∞)  (−∞,∞)  (0, ∞) that is, it contains an 8dimensional interval. Therefore, by the completeness theorem [10], a sufﬁcient statistic
T is complete.
The construction of estimates using the likelihood method in this approximation
does not lead to the result: it is possible to determine only the energy parameters of the
signal and noise. We propose the use of the Lehmann-Scheffe theorem [18] for constructing effective estimates of the parameters of the phase modulated signal. It follows
from this theorem that an effective estimate of the parameter H is a linear combination
of moments of a complete sufﬁcient statistic of an arbitrary order [13, 18].
It is easy to obtain an expression for the estimate of the components of the vector
Y = [h2/2h1, −h3/2h1, h4/2h1, h5/2h1, h6/2h1, h7/2h1]T as a linear combination of the
elements of the vector of a complete sufﬁcient statistic TY(x) = [T2, T3, T4, T5, T6, T7]T
of the ﬁrst order and, accordingly, determine the estimate of the normalized signal
parameters X0 and b0. The estimate of the vector Y is determined by solving a system
of six linear algebraic equations
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ð5Þ

where A−1- square matrix 6  6, the elements of which depend on the sample x in
accordance with the expression (4). Diagonal elements of the matrix A
a11 ¼ 0; 5ðn þ 1Þ; a22 ¼ a11 ; a33 ¼ a55 ¼ 
a44 ¼ a66 ¼ 

1
nðn  1Þð2n  1Þ;
12

1
nððn  1Þð2n  1Þ½3nðn  1Þ  1:
60

The remaining elements of the matrix are deﬁned in a similar way.
Estimate of the components of a vector

Z ¼ h22 þ h23 =4h21 ¼ A20 ;

h28 =4h21 ¼ U02 ;

1=2h1 ¼ r2

T

is determined by solving a system of three linear algebraic equations
Z ¼ B1 TZ

ð6Þ

The matrix B is a square matrix of dimension 3  3, whose elements are equal to
8
< n=2
B¼ 0
: 2
n =4

n
n2
0

9
n=
n ;
;
n

a linear combination of the elements of the vector of a complete sufﬁcient statistic
TY(x) of the ﬁrst and second degrees

T
TZ ðxÞ ¼ T1 ; T82 ; T22 þ T32 :
Equation (6) gives the following expressions for estimating the energy parameters
of the phase-modulated signal and the noise A20, U20, r2 in the form of measurable
functions of complete sufﬁcient statistics


4
A20e ¼ n2 ðn3Þ
ðn  1ÞT22 þ ðn  1ÞT32  nT1 þ T82 ;
r2e ¼ 1n ðT22 þ T32 Þ  n4 A20e ;
2
U0e

¼

T82
n2



r2e
n

ð7Þ

:

For the estimates obtained, the following property is proved: if the estimate
obtained is biased, then it provides a minimum of average losses in the class of all
estimates having a displacement [10, 13, 18]. The shifted estimates of the signal and
noise parameters (5), (7) can be regarded as asymptotically efﬁcient, having an
inessential for practice bias that decreases monotonically with increasing sample size
n. In this case, for large n, the displacement becomes much less than the root-meansquare deviation from the true value. Synthesized estimates have the property of

v.davydov@hse.ru

670

S. I. Ivanov et al.

stability under conditions of a priori uncertainty in the sense that the signal processing
algorithm does not depend on the unmeasured signal and interference parameters, and
the average losses are thus minimally possible [15].
Estimates of the energy parameters of the phase-modulated signal and noise
coincide with analogous estimates of the harmonic signal against the background of
additive noise obtained in [15]. It is shown that for a large sample size n, the relative
standard deviation of the estimate is inversely proportional to the square root of n and
the signal-to-noise ratio.

3 The Simulation Results of the Phase Demodulation
Algorithm
To test the efﬁciency of the developed algorithm for estimating the parameters of the
phase-modulated signal against the noise background (1), computer simulation of
signal processing was performed in the LabVIEW graphical software environment. The
program code of the algorithm uses the built-in functions of LabVIEW - virtual
instruments (VI) and works in quasi-real time.
In the modeling process, a comparison was made between the accuracy characteristics of the estimation of signal parameters using the algorithm considered above
with the results of the authors of [15]. In Fig. 1 shows the dependence of the modulus
of the difference Du(u0) for estimating the initial phase of the signal u0 and its true
value. The simulation was performed at a ratio of the noise parameter r to the signal
amplitude A0 equal to 0.0, the number of samples on the periodsof the carrier frequency
equal to 27, the processing interval T equal to 16 periodssand the observation interval
of 2T. Curve (1) is calculation by the above algorithm, curve (2) - calculation by the
algorithm presented by the authors in [4]. It can be seen from the ﬁgure that the
accuracy of the estimate depends weakly on the value of the initial phase of the signal
u0. Estimates of the initial phase of the signal u0 using the algorithm considered above
are, on average, more accurate by 0.06 radians (3.5°).
Figure 2 shows the dependence of the modulus of the difference Du(r) of the
estimate of the initial phase of the signal u0 and its true value as a function of the ratio
of the noise parameterrto the signal amplitude A0. In the simulation, the value of the
initial phase of the signal u0 was set equal to p/8. As expected, the accuracy of the
estimate of u0 decreases with increasing noise level. As in the previous case, estimates
of the initial phase of the signal u0 using the above algorithm are, on average, more
accurate by 0.05–0.1 rad (3–6°).
During the simulation, the effect of the noise/signal ratio, sample size n on the
displacement and variance of the signal phase parameters estimation was investigated.
Also, the statistical characteristics of the parameter estimates of the given algorithm are
compared with the statistical characteristics of parameter estimates obtained by spectral
analysis [9].
In Fig. 3. the oscillogram of the observed signal x(t) the informative phasemodulated signal s(t) and its phase u(t) n accordance with the mathematical model (1)
obtained with the help of VI LabVIEW is presented. The ratio of the noise parameterrto the signal amplitude for this implementation is 1.0, the number of samples on
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Fig. 2. The modulus of the difference Du(r) vs the noise parameter r to the signal amplitude A0
ratio

periodsof the carrier frequency is 27, the processing interval T is 16 periods s and the
observation interval is 2T.
In Fig. 4. the results of demodulation of the phase u(t) of the useful signal s(t) are
presented by two methods: the developed method of complete sufﬁcient statistics and
the method based on the Hilbert transform. The oscillogram in Fig. 4 corresponds to
the case of the ratio r/A equal to 1.0 and the processing interval T equal to 16 periods
of the carrier frequency.
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Amplitude (V)

Fig. 3. The observed signal x(t), the information phase modulated signal s(t) and its phase u(t)

Time (μs)
Fig. 4. The result of the phase u(t) demodulation (Phase In) by the methods of sufﬁcient
statistics (SS Method) and the Hilbert transform (HT Method)

A description of the algorithm for the phase demodulation process using the Hilbert
transform is briefly described in [15]. From the results obtained, it follows that the
algorithm developed by us for the model under consideration gives a better result than
the phase demodulation algorithm with the use of the Hilbert transform.
The analysis of the dependence of the root-mean-square error (RMS) of the phase
estimate on its true value as a function of the ratio of the noise parameterrto the signal
amplitude A0 showed that the obtained estimates of the signal parameters are asymptotically unbiased and effective.
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4 Conclusion
The developed demodulation algorithms for a phase-modulated signal based on
complete sufﬁcient statistics under conditions of a priori uncertainty relative to signal
amplitude, constant component, and noise variance have advantages over other algorithms for large ratios r/A, x0T and large sample size n. The simulation results in the
LabVIEW program environment showed the asymptotic unbiasedness and effectiveness of the estimates obtained.
Acknowledgment. The work was done under ﬁnancial support of Ministry of Education and
Science of the Russian Federation in terms of FTP “Research and development on priority trends
of Russian scientiﬁc-technological complex evolvement in 2014–2020 years” (agreement#
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Abstract. Computer simulation of instantaneous time-dependent dipole moment
and related nano-electromagnetic ﬁeld of peptide network, or cluster, in vacuum
and aquatic environment, reveal possibilities of molecular system control by
means of external electric ﬁeld. Protein water solution electrical conductivity
measurements show some frequency resonances. Probably, revealed eﬀects could
be used in nano communication systems in RF-Microwave-THz frequency range.
Keywords: Biomolecular cluster · Dipole moment · Nano-electromagnetic ﬁeld
Computer simulations

1

Introduction

Biomolecular nanomaterials are relevant to “bio” sciences like biomedical, biochem‐
istry, biophysics, and else to some emerging applications in electronics, computers, and
nano communication as well. A number of electron devices appear, based on biomo‐
lecular platform: transistors, switches, memory elements, sensors. Nano communication
devices with embedded biomolecules appear as promising high eﬃciency tools [1–3].
Due to unique biomolecular properties, such innovative devices could possesses high
performance, speed, stability, and low energy consumption. In order to create such
devices, required are more data on charge transfer processes, dynamics of thin liquid
ﬁlms, inﬂuence of external conditions on biomolecular structure. Instantaneous timedependent magnitude and orientation of a dipole moment is a convenient and almost
universal characteristic, sensitive to any biomolecular system geometric changes [4],
which arise under the inﬂuence of the external electrostatic ﬁeld, surrounding molecules
environment, temperature changes, etc. [5–8]. Computer simulation of biomolecular
dipole moments dynamics is predictive theoretical platform for new devices develop‐
ment, and a self-reliant approach to complex biomolecular systems study. Computer
modelling provides behavior of a single molecule placed in an external electric ﬁeld,
which stimulate eﬀect of aggregate/self-assemble [6]. Further, time-dependent dipole
moment of single peptides (polyalanin, 2–24 groups) at picosecond time scales in
vacuum and aqueous solutions were determined with molecular dynamics method to
evaluate eﬀects of external environment (temperature, amplitude and the orientation
vector of the electrostatic ﬁeld) [8]. In [8], dynamic scenarios for single isolated
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molecules were calculated with the time step of 1 fs, and the simulation time up to 100 ns
under the external electrostatic ﬁeld E up to 108 V/m. Such approach reveals required
control of biomolecule dynamic parameters by means of an external electric ﬁeld.
Instead of early single molecule investigation [8], here we study a biomolecular
network, or cluster, research, namely the evolution of both instantaneous time-dependent
dipole moment (theoretically, by means of computer modelling) and electro conductivity
experimental measurements as well.

2

Methods

2.1 Computer Simulation
We realized dynamic simulation of molecular network, or cluster, consists of four
diphenylalanine (FF) peptides. Software packages allow correctly assess internal phys‐
ical processes and also to visualize biomolecular objects, analyze their dynamics, and
restructuring under operation of external electric ﬁeld. Initial data for computer simu‐
lation include some biomolecules in vacuum and in solution at various concentrations,
temperatures, under various amplitudes and orientation of external electrostatic ﬁeld.
We used Avogadro program [9] to create the computational model of FF alpha-helix
structure containing all coordinates of molecular atoms in one pdb-ﬁle. The VMD
program [10] was utilized for molecular evolution analysis and for further system devel‐
opment. We placed four FF peptides in vertices of a square with sides distant for
approximately 20 Å from each other. Each FF molecule had been turned around z-axis
for 90 degrees. We studied the system evolution both in vacuum and in the aqueous
environment built as a box distant from all peptide molecules for at least 5 Å and ﬁlled
with water molecules with TIP3 [11] parameters. Positive Na+ and negative Cl– ions
were added in solution for the concentration of 0.15 mol/L.
All MD simulations were performed with CHARMM27 [12] force ﬁeld using the
NAMD [13] package under periodic boundary conditions and a cut-oﬀ radius for nonbonded interactions with switching function starting at a distance of 12 Å and reaching
zero at 14 Å for the aqueous environment and extended this value up to 65 Å for vacuum.
Total runtime was 5 ns for all dynamic scenarios with 1 fs–0.2 fs time-step for
peptides in water and vacuum respectively. Initial thermalization in aqueous box was
achieved by twice repeated cycle of minimizing energy of the system, heating the system
up to 500 K, in increments of 20 K for time intervals of 1.5 ps and a few ps MD run at
the highest temperature, followed by cooling of the system back to 300 K by reducing
the temperature of the system at the same pace of 20 K decrements every 1.5 ps and a
few ps MD run. The energy of the entire system was minimized in 5000 steps. During
both cycles the simulation box was allowed to relax its size. First cycle was held with
the peptide molecules ﬁxed. Equilibrated system of approximately 44 × 34 × 26 Å3 in
size was investigated with a Langevin thermostat set at 300 K and the Berendsen control
of 1.01325 Bar target pressure. NAMD allows to run the molecular dynamics simula‐
tions of the biomolecular systems under constant external electrostatic ﬁeld in units of
1 kcal/(mole·Å·e) ≈ 4.35·108 V/m. We used the ﬁeld of 0.01 and 0.1 kcal/(mole· Å ·e)
for our investigation of the protein system in aqueous medium. The system in vacuum

v.davydov@hse.ru

Dynamics of Polypeptide Cluster Dipole Moment

677

was limited in space by adding building a cube (80 × 80 × 80 Å3) with periodic boundary
conditions and was prepared only by minimizing the energy of the system for 500 steps
and rescaling the velocities to the target temperature of 300 K.
Further, we calculated instantaneous time-dependent dipole vector moment d⃗k for
each FF peptide in VMD program. Resulting instantaneous time-dependent dipole
vector moment for whole cluster was estimated as a vector sum of each FF molecule’s
dipole,
⃗ =
D

4
∑
k=1

d⃖⃖⃗k .

⃗ instantaneous value shows a level of mutual orientation
Finally, module of vector D
of all molecules dipole vector moments d⃗k, so demonstrates interaction and self-organ‐
isation processes inside the cluster.

2.2 Molecular Film Conductivity Measurements
It is known, that macromolecules in a solution are prone to self-assembly, and formation
of some ordered structures. Ability of such molecules in solution to change certain
properties and form self-assembled structures is discussed in a number of publications
[14–17]. Moreover, the type of these structures, and consequently the parameters of
conductivity of the solution, are inﬂuenced by some external factors such as electric and
magnetic ﬁelds, frequency of the current ﬂowing through the sample, the acidity of the
solvent, the temperature and humidity of the environment. Solutions of albumin protein
(molecular mass about 65 kDa) were investigated in the experimental part of this work.
It is multifunctional, and therefore sensitive to many types of external inﬂuences. Elec‐
trical conductivity of biomolecular sample solutions were measured, which looks sensi‐
tive to an external electric ﬁeld. So, such biomolecular network could be used as active
media in biomolecular devices. The experimental setup is shown on Fig. 1. The gap
width between the aluminum electrodes 1 was approx. 2 mm. A sample drop volume
was around of 4 μl, placed in the gap. Alternative current electric voltage VG (frequency
f = 10–10000 kHz) was applied at the sample. The measurements were taken after time
delay the source of the alternating current was turned on, during this time the molecules
could undergo self-assembly in the solution.
To study electrical ﬁeld eﬀect on biomolecular solutions (with experimental setup
shown in Fig. 1), one needs determine total amplitude of the current passing through the
sample electrical circuit. Therefore, it is necessary to take into account the sample total
impedance, or complex resistance, which include capacitive and inductive components.
At that stage, the voltage drop Uout = VG − V at the sample of molecules was determined.
Then sample impedance Rs value was calculated as follows:

(
Rs =

)
VG
− 1 Rv .
V
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Fig. 1. Experimental setup for biomolecular solution sample electrical conductivity
measurements. G—RF electrical generator with voltage Vg; 1—signal electrodes; 2—ground
electrode; 3—sample on the dielectric target, situated in the gap between electrodes 1; Rs–
electrical impedance of the sample; V—digital voltmeter; Rv–input impedance of voltmeter.

3

Results and Discussion

3.1 Computer Simulation
Received results are shown at ﬁgures below, showing both conformation and orientation
of peptide molecules, and time-dependent instantaneous dipole moment realizations.
Figure 2 represents evolution of modules D of instantaneous time-dependent dipole
moment for four diphenylalanine peptides P1-P4 and their vector sum in vacuum and
zero external electric ﬁeld at 5 ns period. Dipole moment modules dynamics reveal THz
frequency band oscillations.
At initial stage, molecular cluster possesses excess internal energy and related high
averaged dipole moment module as well. Stochastic transform occurs abruptly approx‐
imately at 1.3 ns, and new low dipole moment stage establishes, stable at as long period
as 4 ns and more. One can see instantaneous vector dipole moments realizations at
Fig. 2 before (a) and after (b) that transformation. Probably, diﬀerences of these values
occur due to the variety directions of peptides’ dipole moments.
In aqueous medium (Fig. 3) the dipole moment oscillations, for all four molecules
have small amplitudes and remain steady around average values meanwhile the vector
sum of these values has smaller frequencies and signiﬁcantly higher magnitude. Appa‐
rently, one can see eﬀects of induced dipole moments inside water environment (Fig. 4).
For a weak or zero electrostatic ﬁeld, the probability of correlated molecular arrange‐
ment on average is almost equals to zero, as it can be seen on the graph (Fig. 3, a) for
the weak electric ﬁeld of 0.01 kcal/(mole·Å·e) ≈ 4.35·106 V/m. Under a higher external
electric ﬁeld of 0.1 kcal/(mole·Å·e) ≈ 4.35·107 V/m (Fig. 3, b) the correlated ordered
state of the vectors of the electric dipole moments of peptides establishes, and as a result
the summarized dipole moment on average corresponds to a higher value.
Application of an external electric ﬁeld results in reorientation of the dipole moment
of the molecules in the ﬁeld and reaches a steady state stage. The investigation of average
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Fig. 2. Evolution in time of instantaneous time-dependent dipole moment modules for four
diphenylalanine peptides P1-P4 and their vector sum in vacuum, zero external electric ﬁeld.

Fig. 3. Instantaneous vector dipole moments displacement before (a, disordered stage) and after
(b, ordered stage) transition, occurred at 1.3 ns approximately.

dipole moment for diﬀerent phenylalanine peptides in aqueous medium and in vacuum
may provide a new data on the most probable conformational states of these molecules
and give a more accurate knowledge on FF motif self-assembled structures formation
under various conditions.
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Fig. 4. Evolution in time of instantaneous time-dependent dipole moment modules for four
diphenylalanine peptides P1-P4 and their vector sum in water solution and diﬀerent external
electric ﬁeld. Left panel – weak electrical ﬁeld, right panel – strong ﬁeld 42 mV/Å.

3.2 Conductivity Measurements
Electrical conductivity of molecular sample dependence on time, temperature, concen‐
tration (data not shown), voltage VG, frequency f of a current ﬂowing through the sample,
as well as on the pH of the solvent, were measured. The values of V voltage as a function
of the frequency f of the ﬂowing current for albumin solutions with diﬀerent pH are
shown at Fig. 5. It is evidently, that these factors would aﬀect the self-organization of
the protein and, consequently, the parameters of its electrical conductivity.

Fig. 5. Dependence of voltage on frequency in pure water and albumin molecular solutions with
pH = 9.3 and pH = 4.8 (isoelectric point).
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One can notice that the voltage on the sample is increasing with the frequency. The
non-linear behavior of these plots can testify self-assembly process in the molecular
solution. Probably, voltage diﬀerence observed with diﬀerent pH could be explained by
variations of ion concentration and self-organized structure of the sample in isoelectric
point.

4

Conclusion

Ordered structures formation were investigated for a molecular networks, or clusters, in
vacuum and water solution as well. For the ﬁrst time, collective dipole moment oscil‐
lations in Microwave-THz band revealed with computer modelling. In water solution,
these oscillations had two levels, one of them with a higher and other one with a lower
value of average summed dipole magnitude. The lower level relates to self-ordered
system with pairwise antiparallel arrangement of peptides’ dipole moments, and so
lowest total energy. In external electrostatic ﬁeld, collective oscillations possesses
excess energy, and so relate to high level. The corresponding nano-electromagnetic ﬁeld
is generated in two states with a possible controllable switching between them by means
of an external signal. Protein water solution electrical conductivity measurements show
frequency resonances in any parts of RF band.
These observations may facilitate future studies on the controlled formation of nano‐
structured aggregates of peptides and the understanding of their electro-mechanical
properties. Actually, revealed eﬀects could be used in a nano communication system in
Microwave-THz frequency range.
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Abstract. The results of the X-ray diﬀuse scattering (DS) measurements of the Zr-rich PbZrO3 - PbTiO3 solid solution PbZr0.985 Ti0.015 O3
(PZT1.5) are presented. Measurements were performed in zero electric ﬁeld and in applied electric ﬁeld E = 5 kV/cm. In the antiferroelectric phase diﬀuse scattering streaks around Σ superstructure peaks
(h + 14 k + 14 l) were found and interpreted as a scattering on ferroelectric antiphase domain walls. This conclusion is corroborated by the
observation of a strong inﬂuence of the electric ﬁeld on these streaks.
Reported results are important for the prospective application of the
antiferroelectrics as the basis for the high-density non-volatile memory
devices.
Keywords: Antiferroelectrics

1

· Domain walls · Diﬀuse scattering

Introduction

Antiferroelectricity was discovered nearly 70 years ago. First materials identiﬁed as antiferroelectrics (AF) were PbZrO3 (PZ) [1,2] and WO3 [3], both of
these belongs to the group of the crystals with the displacive phase transitions.
Later the order-disorder type antiferoelectrics like (NH4 )2 H2 PO4 (ADP) were
found [4]. Very soon after the discovery of the PZ the (PbZrO3 )x (PbTiO3 )1−x
(PZT) solid solutions were synthesized [5]. It was demonstrated that even rather
small amount of the Ti doping results in the transformation of the antiferroelectric structure into the ferroelectric one [6]. For long time the main interest
was concentrated on the ferroelectric compositions with x≈0.48 in the vicinity
of the so-called morphotropic phase boundary (MPB), where PZT demonstrates
c Springer Nature Switzerland AG 2018
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extremely large electromechanic response [7]. However in last decade a revival
of the interest to the antiferroelectrics is observed. There are several reasons
for this revival. First one is that despite the long history of the antiferroelectrics
studies we do not have clear microscopic picture of the microscopic mechanism of
the phase transitions. The other reason is practical signiﬁcance of the antiferroelectrics. Recently it was demonstrated that AF can be considered as promising
materials for the design of the capacitor-type fast energy storage devices [8] and
as the basis of electrocaloric cooling systems [9,10]. We would like to emphasize
the third practically important application of the antiferroelectrics based on the
existence of the polar domain walls.
As in any other ferroic material phase transition from the high symmetry
phase to the low symmetry one results in the appearance of the domain structure in the way that the average symmetry of the macroscopic crystal is conserved. Ferroic domains recently attracted special attention. The details can be
found in the book [11]. Along with domains of great interest are domain boundaries and intergranular interfaces. The obtained results indicate the exceptional
properties of ferroelectric interfaces, such as: the appearance of new phases in
the broadened domain walls [12], ferroelectricity in ferroelastic domain walls [13],
ferromagnetism in ferroelectric walls [14,15], ferroelectric properties of interfaces
between two dielectric layers [16,17]. The mechanisms of most of these eﬀects
remain insuﬃciently studied.
Domain conﬁguration of the antiferroelectrics deserves special consideration.
Like in ferroelectrics the ferroelastic domains are created. Due to the absence of
the polarisation we expect to see only 90 degrees ferroelastic domains. Instead of
the 180 degrees ferroelectric domains translational antiphase boundaries (APB)
are created. In the paper [18] the results of the atomic resolution TEM measurements were reported showing APB. Based on the atomic displacements pattern
it was suggested that these APB are ferroelectric, i.e. have spontaneous polarisation. The ferroelectric nature of these APB was conﬁrmed using piezoresponse
force microscopy technique [19]. However piezoresponse force microscopy measurements at variable temperatures, especially in the region of the temperatures
corresponding to the phase transitions in the Zr-rich PZT, are practically impossible.
One of the most eﬀective way of studying nanodomains and domain walls in
ferroics is X-ray (or neutron) scattering [20]. In the case of the antiphase domains
and APBs it is probably the only technique for such studies at the variable
external conditions (temperature and electric ﬁeld). To the best of our knowledge
there are no papers where the domain conﬁguration in the antiferroelectric single
crystals was studied as a function of temperature. Such information is of crucial
importance for the practical applications.

2

Experiment

Measurements were performed with the PbZr0.985 Ti0.015 O3 (PZT1.5) single crystal grown in the Southern Federal University by the technique described in [21].
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Sample in the shape of the rectangular rod 30 * 200 * 1000 µm3 was prepared
by cutting, polishing, and subsequent etching in hydrochloric acid. Long axis
of the rod was parallel to the [110] axis of the crystal. Silver electrodes were
on the top and bottom of the rod providing the possibility of the high voltage
application. Nominal electric ﬁeld applied to the crystal during the measurements in the presence of the electric ﬁeld was 5 kV/cm. The calculations of the
ﬁeld distribution inside the sample were performed using the COMSOL software
[22]. The value of the ﬁeld was shown to depend on the dielectric permittivity
of the crystal and consequently on the sample temperature. The ﬁeld at the
sample center amounted to about 4.5 kV/cm at temperatures just above the
transition temperature from cubic to the intermediate rhombohedral ferroelectric phase and to about 4 kV/cm above the transition from the ferroelectric to
the antiferroelectric phase.
The sample was mounted on the special high voltage setup [23] that
was placed on the goniometer of the PILATUS@SNBL diﬀractometer at the
BM01 beamline of the European Synchrotron Radiation Facility (CRG SwissNorwegian beamlines). Diﬀraction data were recorded using PILATUS2M pixel
area detector. The measurements were performed with the X-ray energy 13 keV
just below the absorption edge for lead. Diﬀraction patterns from the PILATUS
were preliminary treated using SNBL toolbox program [24] and ﬁnal reconstruction of the scattering intensity in the reciprocal space was done using the π map
software and by a custom 3D reconstruction program based on MATLAB.

Fig. 1. (a) - 2θ − ω map of the X-ray diﬀraction at 330 K; (b) - temperature evolution
of intensity distribution near [1 3 2] cubic node of reciprocal space.

In all cases measurements were performed on cooling. Sample was heated
up to 620 K that is into the paraelectric phase and afterwards was slowly cooled
to the desired temperature. Most measurements in the antiferroelectric phase
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were carried out at 430 K. Measurements in the applied electric ﬁeld were performed in the ﬁeld cooled (FC) regime. Voltage was applied to the sample at
630 K and following measurements were performed at the same conditions as
without the ﬁeld.

3

Results and Discussions

To control the transition temperature the series of fast measurements were performed on cooling. The results were presented in the form of the 2θ − ω maps for
several Bragg peaks and temperature evolution of these maps was analysed. In
the Figs. 1a and b 2θ − ω map for the (132) Bragg peak at 473 K is shown and
the temperature evolution of this map is demonstrated. (132) reﬂection is of low
symmetry and sensitive for all symmetry changes. The appearance of the splitting of the peak at around 490 K due to the transition from the cubic paraelectric
phase to the rhombohedral ferroelectric one is clearly seen. Next transition from
the ferroelectric to the orthorhombic antiferroelectric state is evidenced by the
sharp change of the splitting pattern at around 463 K.
3.1

Measurements Without Electric Field

As it was mentioned above most of the results reported in the present paper
were related to the study of the antiferroelectric state and were performed at

Fig. 2. PZT1.5 X-ray diﬀraction pattern at 430 K without electric ﬁeld (left panel)
and in the nominal ﬁeld 5 kV/cm (right panel). Points a correspond to the (110)-type
domains and points b to the (110)-type domains.
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430 K. In the Fig. 2a two-dimensional map of the scattering intensity around the
(200) reciprocal lattice point is shown. In addition to the typical single crystal
diﬀraction spots some powder diﬀraction rings are observed probably due to
some pieces of the thin gold wire connecting the electrodes on the sample with
the high-voltage supply. In agreement with earlier published data no anisotropic
diﬀuse scattering around the Bragg peak is observed. As it was demonstrated
earlier this indicates strong suppression of the ferroelectric ﬂuctuations in the
antiferroelectric phase. Clear Σ peaks {h + 14 k + 14 l} (points a and b in the
Fig. 2a) are seen. Since the star of the qΣ = { 14 14 0} wavevector describing the
antiferroelectric structure has 12 arms, we can expect up to 12 domains. However
since the structures described by qΣ and -qΣ are equivalent only 6 domains
could be distinguished with diﬀraction. Wave vector qΣ completely describes
the antiferroelectric displacements in the domain. In the case of qΣ = ( 14 14 0)
(point a in the Fig. 2) the ionic displacements are in [110] direction, while in the
case of qΣ = ( 14 14 0) (point b in the Fig. 2) the ionic displacements are in [110]
direction (in the Fig. 2 only (hk0) scattering plane is shown so the other domains
are not seen). Without electric ﬁeld the intensities of the diﬀerent superstructure
peaks are roughly the same indicating the uniform distribution of the domains
in the sample.
Around all Σ peaks long and narrow diﬀuse streaks are seen. To our knowledge those streaks were never reported before. The shape of the scattering in the
reciprocal space is the Fourier transform of the shape of the object in the real
space. In the present case it means that the diﬀuse scattering (DS) streaks are
related to some 2-d objects in the crystal. Taking into account that the streaks
are around the Σ-superstructural peaks conclusion can be made that they are
related to the APB. As it was mentioned before APB in antiferroelectrics are
expected to be polar, with ionic displacements perpendicular to the qΣ . To determine the APB size the quantitative model has to be developed (will be published
later). Rough estimation can be made based on the one dimensional cuts of the
scattering intensity map. In the Fig. 3 such 1-d plots for the [110] direction (A)
and the [110] direction (B) is shown. Without electric ﬁeld the intensities of the
DS in both directions are similar indicating similar density of the APBs. The
width of the intensity distribution perpendicular to the streak (not shown in
the plots) is related to the APB length. It was resolution limited that gives the
lower bound for the length to be about 100 lattice parameters (400 Å). At the
moment we can give only very rough estimations of the streaks “length” (APB
width) presented in the insets ti the Fig. 3. This width seems to be 10 to 15
lattice parameters (40 Å– 60 Å). This value is twice as large as reported for the
pure PbZrO3 by Wei at all [18] based on the electron diﬀraction measurements.
To ﬁnd the reason for the discrepancy higher resolution X-ray measurements are
needed.
3.2

Measurements on the Applied Electric Field

One of the main aims of our experiment was to trace the inﬂuence of the electric
ﬁeld on the DS in the PZT single crystal. As stated above the ﬁeld was applied
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Fig. 3. Logarithmic plot of the one dimensional cuts of the scattering maps of the
scattering intensity along the [110] direction (A) and the [110] direction (B). In the
insets small region around the superstructure peaks are shown with linear scale for the
intensity

in the [110] direction (direction of the DS streaks inside the circles (a) in the
Fig. 2). Both types of the 90-degrees domains are preserved in the presence of
the electric ﬁeld as it follows from the observation of (a) and (b) peaks in the
right panel of the Fig. 2. On the other hand the diﬀuse streak inside the circle b
is completely suppressed. This streak around qΣ = ( 14 14 0) (point b in the Fig. 2)
corresponds to the ionic displacements in the APB in [110] direction parallel to
the applied electric ﬁeld. The eﬀect of the electric ﬁeld is very clearly evidenced
in the Fig. 3. In the left panel (panel A) the plot for the qΣ arm along the ﬁeld
direction, i.e. ionic displacements perpendicular to the ﬁeld, is shown, and in
the right panel (panel B) - for the qΣ arm perpendicular the ﬁeld direction, i.e.
ionic displacements along to the ﬁeld. APBs with displacements perpendicular
to the ﬁeld are practically not aﬀected by the electric ﬁeld, while APBs with
displacements parallel to the ﬁeld disappear. There could be 2 explanations for
this phenomena. The most likely one is that antiphase domains become energetically unfavourable and only 90-degrees domains survive. The other explanation
is that the APBs get very thin (one lattice constant thick) and corresponding
scattering becomes very broad and weak.

4

Summary

The inﬂuence of the electric ﬁeld on the mesoscopic structure of the PZT1.5 in
the antiferroelectric phase was studied using X-ray diﬀuse scattering technique.
For the ﬁrst time the existence of the narrow streaks of the diﬀuse scattering
around the antiferroelectric superstructure peaks were reported. These streaks
were attributed to the antiphase domain boundaries and the estimation of the
APD width was obtained. We demonstrated that the application of the electric
ﬁeld in the FC regime does not aﬀect the APBs polarized perpendicular to the
ﬁeld while the APBs polarized parallel to the ﬁeld got extinct. Discovered eﬀect
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demonstrates the principal possibility to control the APBs in antiferroelectric
phase forming the basis for the use of such materials in high density memory
devices.
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Abstract. In the following article, we have considered problems and ways of
transition from semiconductor to biomolecular electronics. We have used
experimental studies of biomolecular materials to achieve goals for biomolecular
electronics and communications. The paper studies a joint use of laser correlation spectroscopy and visual microscopic methods for investigation of selfassembling of proteins at transition from the liquid state to ﬁlms. Furthermore,
we have presented preliminary results of studies of molecular solutions. Finally,
it is shown that structure evolution of drying out protein solution is a complex
multi-stage process, which depends on external conditions.
Keywords: Biomolecules  Self-organization  Protein ﬁlms  Nanoelectronics
Biomolecular electronics

1 Introduction
An urgent problem today is the need to develop a number of modern electronic
components and network equipment to support a computer network. In general all
components made of inorganic, semiconductor compounds. However, this undoubtedly
limits a further development of communication technologies. As a result, to develop
electronic basis and new materials, functional and methodical resources, a number of
urgent research problems are set:
– search for new materials, processes and structures for changeover from silicon
materials applied in communications;
– study of structure and properties of new materials, especially of perspective selforganized organic and biomolecular materials;
– investigation of electrical properties of semiconductor structures with built-in
molecules to create new nanosized biomolecular electronic components;
– implementation of methods of diagnostics of molecular system self-organization
processes; studies of geometrical, conformation and boundary non-uniformity
during self-organization.
Consequently, nanocommunication is considered to become a major component for
many novel applications. The recent developments are given in the scope of nano
© Springer Nature Switzerland AG 2018
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machinery, coordination and control of these devices becomes the critical challenge to
be solved [1].
Self-organizing molecular structures and the creation of functional devices are
based on structured molecular ﬁlms. This fact is an important part of the nanocommunication study.
Nanocommunication devices can be based on molecular systems. What we mean is
that these systems can be made of molecular self-assembled ﬁlms. If we add external
dynamic control to such ﬁlms, it will allow us to control the parameters of the ﬁlms.
As it can be seen, new materials, functional and methodical resources should be
investigated [2]. It is important to emphasize, that biomolecules can become a new and
perspective material for electronic components in networks and nanocommunications [3].
Self-organized materials will be needed in bottom-up nanofabrication of intelligent
stimuli-driven 3D photonic materials and devices [4]. Therefore, creation of new
biomolecular objects and study of their structural properties are important problems in
modern physics. Especially, in such ﬁelds as: biotechnology, electronics and other
scientiﬁc and technical ﬁelds [5–8]. Take for instance, the relevance of such research is
conﬁrmed by an increasing number of publications in the peer-reviewed journals
devoted to this subject (Table 1).

Table 1. Number of publications in Scopus database [9]
Subject of publications 2014
2015
2016
2017
Biomolecular electronics 3 159 3 570 3 786 4 213
Molecular ﬁlms
64 225 67 484 70 969 73 894

Expressively, interest in biomolecular technologies is explained by the fact that
molecular systems are characterized by extremal miniaturization at which it is possible
to increase spatial density of the device elements up to 1013 – 1014 elements per cm2 in
a nanometer layer. At the same time molecular elements have properties of selforganization that can make the nanodevice creation process quite simple. It is shown
that biomolecules can effectively appear as conductors of an electric current, molecular
switches, nanotransistors, nanodiodes, logical elements, nanobiochips, nanoengines,
transformers of energy, biosensors, etc. There are laboratory and trial samples of
devices based on the principles of biomolecular electronics (BME). One of the key
questions for BME is studies of macromolecule self-organization processes. Selforganization of proteins in vitro can be considered as the simplest case.
It is impossible to deny, that self-organization can be studied at various levels, from
single macromolecules of biopolymer to collective molecules. The hypothesis of
protein folding or the “framework model” allows one to study this process at the level
of separate molecules. That is why, this model postulated consecutive involvement of
various interactions in formation of structure of protein. It also emphasized the
importance of formation of a-spirals at early stages of self-organization [10].
In a living cell protein folding happens in macromolecular environment, therefore it
is necessary to study self-organization of proteins in vitro in a protein – water system.
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This process is considered within the theory of self-organization and is deﬁned by the
protein structure in nonequilibrium condition. In general the phenomenon of selforganization of protein depends on the physical and chemical properties of
biomacromolecules.
In our previous work a number of preliminary experiments aimed at a study of
electrical properties of protein solutions were carried out [11]. It was shown that
proteins react differently to an electric ﬁeld of different frequencies. But these experimental results require interpretation and theoretical background.
In the present work we have considered a possibility to create some models of the
BME functional elements using textured self-organized protein ﬁlms. In addition, we
have also discussed development of the method of self-organized protein ﬁlm formation at dehydration.

2 Experiments and Discussion
2.1

Experimental Techniques

The main stage of study of the processes of self-organization is the investigation of
kinetics of formation of structures in the protein ﬁlms obtained by dehydration of water
solutions. Having considered several nondestructive methods of research of selforganization processes [12, 13], the method of visual control of dehydration process of
protein solutions with the subsequent study of the obtained ﬁlms was chosen. The
experimental setup is presented in Fig. 1.

Fig. 1. Experimental setup. 1 — sample, 2 — microscope, 3 — CCD camera, 4 — computer.

The protein solutions were controlled by means of the laser correlation spectroscopic technique (Fig. 2). We have measured the sizes of nanoparticles and their
agglomerates in the liquid by using this technique. The laser radiation scattered from
nanoparticles was registered by photoelectron multiplier and was processed on computer with the help of the Tikhonov regularization method [14].
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Fig. 2. Laser correlation spectrometer. 1 — laser power supply, 2 — junction laser k = 665 nm,
3 — focusing lenses, 4 — cuvette with the sample, 5 — optical ﬁber, 6 — photoelectron
multiplier, 7 — power supply of photoelectron multiplier, 8 — ADC, 9 — computer.

2.2

Solutions Under Study

We have studied a number of protein solutions that were dried on different substrate
surfaces.
It is important to note, that we have chosen the albumin protein as the most
explored protein, because it was suitable for us to work and analyze experimental
results with this material. The following samples were studied:
–
–
–
–
2.3

Albumin
Albumin
Albumin
Albumin

water solutions in Petri dish of different sizes;
solutions near isoelectric point (pH = 3.9 with CH3COOH acid);
normal saline solutions;
solutions on the boundary of different substrate surfaces.

Albumin Water Solutions During Dehydration in Different Petri
Dishes

We have prepared the water solutions of albumin in a concentration of 100 g/l for our
experiment. It is a well-known fact, that albumin protein is a globular protein.
Therefore, under normal conditions it is a spheroid with a size of about 4.9 nm. Hence,
it was conﬁrmed by the laser correlation spectroscopic experiment. The size distribution of albumin molecules in water solution is shown in Fig. 3. Here N is the relative
concentration and R is the radii of molecules.
Albumin solution was placed in two various Petri dishes to study the dehydration
process. In the small dish we can see the solution contacts with the edges of the dish
and in the big dish the drop of solution did not reach the dish’s edges. The data were
obtained after a one-day dehydration at room temperature (24 °C) (see Fig. 4).
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N (rel.un.)
0.05
0.04
0.03
0.02
0.01
0.00
4.7

5.2

5.9

6.9

8.2

10.0

R (nm)

Fig. 3. Size distribution of albumin molecules in water solution.

Fig. 4. Microscope photos of a protein ﬁlm in various Petri dishes; 1, 2, 3 — photos of solution
in the small dish taken from the center to edges; 4, 5, 6 — photos of solution in the big dish taken
from the center to edges.
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We can see that in the small dish the cracks are propagate from white circles and no
structures are formed. In the center of the big dish some normal nonlinear cracks are
observed, but if the camera moves closer to the dish border, we will see “dendrite”
structures. Near the edge there is a sharp transition to the cracks again. Also we can see
spiral structures in the middle of the cells formed by cracks. That can point to complicated self-organization processes.
The ﬁlms that we have studied were dissolved again and measured by the laser
correlation spectroscopic technique. In case of small dish some large parts of notdissolved structures could be observed in the solution (Fig. 5). At the dissolution of the
ﬁlm from the big dish the agglomerates were much less in size. This corresponds to the
other nature of binding of proteins under various conditions of drying (Fig. 6).
N (rel.un.)
1.00
0.80
0.60
0.40
0.20
0.00
27.8

33.1

40.9

53.5

77.3

139.7

721.9

R (nm)

Fig. 5. Size distribution of albumin molecules in water solution: re-dissolving of ﬁlm from the
small Petri dish.

N (rel.un.)
0.25
0.20
0.15
0.10
0.05
0.00
18.8

20.5

22.7

25.3

28.7

33.1

39.0

47.6

61.0

84.9

R (nm)

Fig. 6. Size distribution of albumin molecules in water solution: re-dissolving of ﬁlm from the
big Petri dish.

v.davydov@hse.ru

Study of Self-Assembled Molecular Films

2.4

697

Albumin Solutions Near the Isoelectric Point

We have prepared the water solutions of albumin in a concentration of 100 g/l with
addition of acetic acid for our experiment (for the solution pH = 3.9). This pH is close
to the isoelectric point for albumin, in this regard albumin form agglomerates, which
were detected by laser correlation spectroscopy (Fig. 7).
N (rel.un.)
0.80
0.60
0.40
0.20
0.00
4.8

5.3

6.1

7.1

8.5

10.5 13.9 20.5 39.0 393.8

R (nm)

Fig. 7. Size distribution of albumin molecules in water solution near the isoelectric point.

The results of microscopy visualization of such protein ﬁlm are presented in Fig. 8.
Experiments were carried out in a big Petri dish.

Fig. 8. Microscope photos of the protein ﬁlm dehydrated from water solutions with pH = 3.9.
1 — spiral structures near the edge of ﬁlm; 2 — the transition from spiral structures to “dendrites”
while moving closer to the ﬁlm center; 3, 4 — “dendrite” structures in the center of the dish.
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The principal difference from solutions with normal pH could be noticed. In the
center of the protein ﬁlm the “dendrite” structures are formed. Their shapes quite differ
from the previous experiment. It can be explained by presence of protein agglomerates
in the initial solutions. It can also be noticed that spiral structures near the ﬁlm edge are
twirled counterclockwise.
2.5

Albumin Normal Saline Solutions

In these experiments, two different concentrations of the albumin in normal saline
solution were used: 100 g/l and 30 g/l. The solutions were dehydrated in big Petri
dishes at room temperature (24 °C) for three days. Results are presented in Fig. 9.

Fig. 9. Microscope photos of the protein ﬁlm dehydrated from albumin normal saline solutions.
1, 2, 3 — dehydration of solution with albumin concentration of 100 g/l; 4, 5, 6 — dehydration
of solution with albumin concentration of 100 g/l.
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It can be seen that normal saline solution affects the formation of protein ﬁlms
absolutely differently. Concentration of albumin in normal saline solution considerably
influences on the formation of protein ﬁlm. It can be concluded that by dehydration
from water and normal saline solutions self-organized ﬁlms with different electrical
properties can be produced.
2.6

Albumin Solutions on the Border of Different Substrate Surfaces

In these experiments we have used the albumin solutions at the isoelectric point
(pH = 4.8). It is a well-known fact, that the surface charge of albumin can help it to
form spiral structures during dehydration at the isoelectric point. The concentration of
albumin was 100 g/l. The data was taken after one-day dehydration at room temperature (24 °C). The drop of this solution was placed on the border of glass-aluminium
substrate surface. The results are presented in Fig. 10

Fig. 10. Microscope photos of the protein ﬁlm dehydrated on the border of glass-aluminium
substrate surface. 1, 2, 3 — the solution drop on the glass part: photos are taken from the center to
the border; 4 — the solution drop on the aluminium substrate surface.

Indeed, it can be seen that on the glass part of the substrate surface the characteristics of the dehydrated ﬁlm are similar to Fig. 8. Unlike glass, there are no spiral
structures between the cracks on the metal surface. Therefore, this leads to the conclusion that a metal surface redistributes the surface charges of proteins and no spiral
structures can be formed.
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Albumin Under the Influence of Various Magnetic Fields

In these experiments protein ﬁlms were prepared from water solution and on the basis
of a saline solution. In addition, we have conducted experiments on the influence of
magnetic ﬁelds on the structure of the ﬁlms. We have paid special attention to magnetic
sensitivity of the protein, because this effect is not understood yet. However, number of
structures formed under the influence of various magnetic ﬁelds is depicted in Fig. 11.

Fig. 11. Protein ﬁlms: 1 – without external influence; 2 – with the application of a magnetic
ﬁeld 3 Oe; 3 - with the application of a magnetic ﬁeld 10 Oe; 4 - with the application of a
magnetic ﬁeld 20 Oe.

As a result, it can be seen that weak external influences, such as a low magnetic
ﬁeld (3 Oe), renders a signiﬁcant impact on formation of structures in albumin ﬁlms.

3 Conclusions
In the ﬁnal analysis, the experiments carried out in the framework of our investigation
have revealed that:
– self-organization processes in protein ﬁlms at dehydration are strongly influenced
by the surface charges of proteins and their agglomerates;
– when the solution is dried on a metal substrate, the surface charges of proteins are
redistributed and self-organization proceeds differently;
– albumin protein in normal saline solution do not form spiral structures in dehydrated ﬁlms. It can be explained by the presence of sodium chloride ions that
interfere in the self-organizing process and affects the albumin surface charge
balance;
– near the isoelectric point albumin molecules form agglomerates. The agglomerates
were measured by laser correlation spectroscopy. In dehydrated ﬁlms a lot of spiral
structures were detected. So it can be concluded that the surface charge strongly
influence on self-organization process during dehydration;
– by dissolving the dried protein ﬁlms we measured the stability of structures formed
as a result of self-organization process. It was concluded that the protein ﬁlms
produced in the small Petri dish were more stable and protein agglomerates were
bigger, while the ﬁlm in the big dish was easier to dissolve and then dry again.
– weak external influences render a signiﬁcant impact on proteins, in particular on
albumin ﬁlms.
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Finally, these conclusions about self-organization processes during dehydration
will be used in further experiments directed at creation of biomolecular nanoelectronic
devices for communications.
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