
ISSN 1998-0663                                                                         №1(39)-2017

HSE SCIENTIFIC JOURNAL

Publisher: 

National Research University  

Higher School of Economics

Subscription index 

in the «Rospechat» catalogue – 

72315

The journal is published quarterly 

The journal is included 

into the list of peer reviewed 

scientific editions established 

by the Supreme Certification 

Commission of the Ministry 

of Education and Science 

of the Russian Federation

Editor-in-Chief:

A. Golosov

Deputy Editor-in-Chief

Y. Koucheryavy

Computer Making-up:

O. Bogdanovich

Website Administration:

I. Khrustaleva 

Address: 

33, Kirpichnaya Street, Moscow, 

105187, Russian Federation  

Tel./fax: +7 (495) 771-32-38

http://bijournal.hse.ru 

E-mail: bijournal@hse.ru

Printed in HSE Printing House

3, Kochnovsky Proezd, Moscow, 

Russian Federation

© National Research University 

Higher School of Economics 

C O N T E N T S

Internet technologies
A.A. Shcherbovich
Multistakeholder approach and human rights 
in Internet Governance ............................................................... 7

Modeling of social and economic systems 
L.A. Ismagilova, M.V. Frants, 
M.B. Kulmukhametov
A dynamic model for assessing nonproduction 
(labor) losses of an enterprise ..................................................... 14

N.K. Khachatryan, A.S. Akopov
Model for organizing cargo transportation 
with an initial station of departure and 
a final station of cargo distribution ............................................. 25

L.R. Chernyakhovskaya, A.F. Galiullina
Development of requirements for a decision support 
system aimed at quality assessment of public services 
provided based on the ontological approach .............................. 36

Mathematical methods and algorithms 
of business informatics
M.S. Dvoretckii

A segment tree based Top-k RMQ algorithm 
and its application to the autocomplete problem ........................ 48

Yu.P. Yekhlakov, D.N. Baraksanov

Mathematical model and algorithm for selection 
of Internet sites and places for display of communication 

messages in planning advertising campaigns .............................. 55

I.A. Hodashinsky, S.S. Samsonov 

Design of fuzzy rule based classifier using 
the monkey algorithm ............................................................... 61

Information security 
S.A. Glushenko

An adaptive neuro-fuzzy inference system for assessment 
of risks to an organization’s information security ....................... 68



2
BUSINESS INFORMATICS No. 1(39) – 2017

ABOUT 
THE JOURNAL 

B
usiness Informatics is a peer reviewed interdisciplinary academic journal published since 2007 by 

National Research University Higher School of Economics (HSE), Moscow, Russian Federation. 

The journal is administered by School of Business Informatics. The journal is published quarterly. 

The mission of the journal is to develop business informatics as a new field within both information 

technologies and management. It provides dissemination of latest technical and methodological 

developments, promotes new competences and provides a framework for discussion in the field of 

application of modern IT solutions in business, management and economics. 

The journal publishes papers in the areas of, but not limited to:

 data analysis and intelligence systems  

 information systems and technologies in business 

 mathematical methods and algorithms of business informatics 

 software engineering  

 Internet technologies  

 business processes modeling and analysis 

 standardization, certification, quality, innovations   

 legal aspects of business informatics 

 decision making and business intelligence 

 modeling of social and economic systems

 information security.  

The journal is included into the list of peer reviewed scientific editions established by the Supreme 

Certification Commission of the Ministry of Education and Science of the Russian Federation.

The journal is included into Russian Science Citation Index (RSCI) database on the Web of Science 

platform. 

International Standard Serial Number (ISSN) 1998-0663.  

Editor-in-Chief: Dr. Alexey Golosov – President of FORS Development Center, Moscow, Russian 

Federation.  



3
BUSINESS INFORMATICS No. 1(39) – 2017

Kurt Sandkuhl – 
Professor, Head of Department of Business Information Systems, 

University of Rostock, Germany

Nikolay Ilyin – 
Deputy Head, Administration of Special Communication, 

Federal Security Guard, Russian Federation

Dmitry Isaev – 
Associate Professor, Department of Business Analytics, 

National Research University Higher School of Economics, 

Russian Federation

Valery Kalyagin – 
Professor, Head of Department of Applied Mathematics 

and Informatics, National Research University Higher School 

of Economics, Russian Federation

Maria Kamennova – 
Director General, BPM Logic, Russian Federation

Tatiana Kravchenko – 
Professor, Head of Department of Business Analytics, 

National Research University Higher School of Economics, 

Russian Federation

Sergey Kuznetsov – 
Professor, Head of School of Data Analysis and Artificial 

Intelligence, National Research University Higher School 

of Economics, Russian Federation

Mikhail Lugachev – 
Professor, Head of Department of Economic Informatics, 

Lomonosov Moscow State University, Russian Federation

Svetlana Maltseva – 
Professor, Head of Department of Innovation and Business 

in Information Technologies, National Research University 

Higher School of Economics, Russian Federation

Peter Major – 
Vice-chairman, Radiocommunication Advisory Group 

of International Telecommunication Union (ITU), 

vicece-chairman of the UN Commission on Science and 

Technology for Development (CSTD), Geneva, Switzerland

Boris Mirkin – 
Professor, School of Data Analysis and Artificial Intelligence, 

National Research University Higher School of Economics, 

Russian Federation

Vadim Mottl – 
Professor, Department of Information Security Management, 

Tula State University, Russian Federation 

Dmitry Palchunov – 
Head of Department of General Informatics, Novosibirsk State 

University, Russian Federation

Panagote (Panos) Pardalos – 
Distinguished Professor and University of Florida Research 

Foundation Professor, Director of Center for Applied 

Optimization, Department of Industrial and Systems 

Engineering, University of Florida, USA

Albert Silantyev – 
Professor, Department of Information Business Systems, 

National University of Science and Technology «MISIS», 

Russian Federation

Victor Taratoukhin – 
Managing Director, European Research Center for Information 

Systems (ERCIS), University of Munster, Germany 

Mikhail Ulyanov – 
Professor, School of Software Engineering, 

National Research University Higher School of Economics, 

Russian Federation

EDITOR-IN-CHIEF
Alexey Golosov – 
President of FORS Development Center, Russian Federation

DEPUTY EDITOR-IN-CHIEF
Yevgeni Koucheryavy – 
Professor, Department of Electronics and Communication 

Engineering, Tampere University of Technology, Finland

EDITORIAL BOARD
Habib Abdulrab – 
Professor, Mathematical and Software Engineering Department, 

National Institute of Applied Sciences – Institut national des sciences 

appliqu es de Rouen (INSA de Rouen), Rouen, France

Sergey Avdoshin – 
Professor, Head of School of Software Engineering, 

National Research University Higher School of Economics, 

Russian Federation

Andranik Akopov – 
Professor, Department of Business Analytics, National Research 

University Higher School of Economics, Russian Federation

Fuad Aleskerov – 
Professor, Head of Department of Mathematics, National Research 

University Higher School of Economics, Russian Federation

Anton Afanasyev – 
Leading Researcher, Laboratory of Social Modeling, Central 

Economics and Mathematics Institute, Russian Academy of Science, 

Russian Federation

Eduard Babkin – 
Professor, Department of Information Systems and Technologies, 

National Research University Higher School of Economics, 

Russian Federation

Alex Bayer –  
Head of KAFAN FX Information Services, New York, USA

Alexander Baranov – 
Deputy Head of Central Scientific and Research Computing Center, 

Federal Tax Service of Russia, Russian Federation

Jorg Becker – 
Vice-Rector, Professor, Director of European Research Center for 

Information Systems (ERCIS), University of Munster, Germany 

Vladimir Belov – 
Professor, Department of Computational and Applied Mathematics, 

Ryazan State Radio Engineering University, Russian Federation

Andrey Gribov – 
Director General, CyberPlat Company, Russian Federation

Alexander Gromov – 
Professor, Head of Department of Modeling and Business Process 

Optimization, National Research University Higher School 

of Economics, Russian Federation

Vladimir Gurvich – 
Invited Professor and Researcher, Rutgers Center for Operations 

Research, Rutgers, The State University of New Jersey, USA

Laurence Jacobs – 
Professor, Medical School, University of Zurich, Switzerland

Iosif Diskin – 
Academic Supervisor, Chairmen of Scientific and Expert Council, 

Russian Public Opinion Research Center (VCIOM); Member 

of the Council, The Russian Public Chamber; Russian Federation

EDITORIAL BOARD



Издатель:  

Национальный 

исследовательский университет 

«Высшая школа экономики»

Подписной индекс

в каталоге агентства 

«Роспечать» –72315

Выпускается ежеквартально 

Журнал включен в Перечень 
российских рецензируемых 

научных журналов, 
в которых должны быть 

опубликованы основные научные 
результаты диссертаций 

на соискание ученых степеней 
доктора и кандидата наук

Главный редактор
А.О. Голосов

Заместитель главного редактора 

Е.А. Кучерявый

Компьютерная верстка
О.А. Богданович

Администратор веб-сайта
И.И. Хрусталёва

Адрес редакции:
105187, г. Москва, ул. Кирпичная, д. 33

Тел./факс: +7 (495) 771-32-38

http://bijournal.hse.ru 

E-mail: bijournal@hse.ru

За точность приведенных сведений 
и содержание данных, 

не подлежащих открытой публикации, 
несут ответственность авторы

При перепечатке ссылка на журнал 

«Бизнес-информатика» обязательна

Отпечатано в типографии НИУ ВШЭ

г. Москва, Кочновский проезд, 3

© Национальный 

исследовательский университет 

«Высшая школа экономики»

ISSN 1998-0663                                                                         №1(39)-2017

НАУЧНЫЙ ЖУРНАЛ НИУ ВШЭ

С О Д Е Р Ж А Н И Е

Интернет-технологии
А.А. Щербович 
Сущность и процессуальные аспекты 

мультистейкхолдер-подхода в управлении Интернетом ............ 7

Моделирование социальных и экономических 
систем 
Л.А. Исмагилова, М.В. Франц, М.Б. Кульмухаметов
Динамическая модель оценки непроизводственных 

(трудовых) потерь предприятия ............................................... 14

Н.К. Хачатрян, А.С. Акопов
Модель организации грузоперевозок с начальной 
станцией отправления и конечной станцией 

распределения грузов ............................................................... 25

Л.Р. Черняховская, А.Ф. Галиуллина
Разработка требований к системе поддержки принятия 
решений для оценки качества предоставления 
государственных услуг с применением 

онтологического подхода ......................................................... 36

Математические методы и алгоритмы 
бизнес-информатики
М.С. Дворецкий
Алгоритм нахождения k наименьших элементов 
на отрезке (Top-k RMQ) на основе дерева отрезков 

и его применение в задачах автодополнения ............................ 48

Ю.П. Ехлаков, Д.Н. Бараксанов
Математическая модель и алгоритм выбора 
Интернет-площадок и мест размещения 
коммуникационных сообщений при организации 

рекламных кампаний  .............................................................. 55

И.А. Ходашинский, С.С. Самсонов 
Построение нечеткого классификатора на основе 

алгоритма обезьян .................................................................... 61

Информационная безопасность 
С.А. Глушенко
Адаптивная нейро-нечеткая система оценки рисков 

информационной безопасности организации ......................... 68



5
BUSINESS INFORMATICS No. 1(39) – 2017

О ЖУРНАЛЕ  

«Б
изнес-информатика» – рецензируемый междисциплинарный научный журнал, выпу-

скаемый с 2007 года Национальным исследовательским университетом «Высшая шко-

ла экономики» (НИУ ВШЭ). Администрирование журнала осуществляется школой

 бизнес-информатики НИУ ВШЭ. Журнал выпускается ежеквартально. 

Миссия журнала – развитие бизнес-информатики как новой области информационных технологий и 

менеджмента. Журнал осуществляет распространение последних разработок технологического и мето-

дологического характера, способствует развитию соответствующих компетенций, а также обеспечива-

ет возможности для дискуссий в области применения современных информационно-технологических 

решений в бизнесе, менеджменте и экономике. 

Журнал публикует статьи по следующей тематике: 

 анализ данных и интеллектуальные системы

 информационные системы и технологии в бизнесе

 математические методы и алгоритмы бизнес-информатики

 программная инженерия

 Интернет-технологии

 моделирование и анализ бизнес-процессов

 стандартизация, сертификация, качество, инновации

 правовые вопросы бизнес-информатики

 принятие решений и бизнес-интеллект

 моделирование социальных и экономических систем

 информационная безопасность. 

В соответствии с решением президиума Высшей аттестационной комиссии Российской Федерации 

журнал включен в Перечень российских рецензируемых научных журналов, в которых должны быть опу-

бликованы основные научные результаты диссертаций на соискание ученых степеней доктора и канди-

дата наук, по следующим группам научных специальностей: 05.13.00 – информатика, вычислительная 

техника и управление; 05.25.00 – документальная информация; 08.00.00 – экономические науки.

Журнал входит в базу Russian Science Citation Index (RSCI) на платформе Web of Science.

Журнал зарегистрирован Федеральной службой по надзору в сфере связи, информационных техноло-

гий и массовых коммуникаций (Роскомнадзор), свидетельство ПИ № ФС77-66609 от 08 августа 2016 г. 

Международный стандартный серийный номер (ISSN) 1998-0663.  

Главный редактор: Голосов Алексей Олегович, кандидат технических наук, Президент компании 

«ФОРС – Центр разработки».  



БИЗНЕС-ИНФОРМАТИКА № 1(39) – 2017

6

ГЛАВНЫЙ РЕДАКТОР 
Голосов Алексей Олегович – 
кандидат технических наук, Президент компании «ФОРС – 
Центр разработки»

ЗАМЕСТИТЕЛЬ ГЛАВНОГО РЕДАКТОРА  
Кучерявый Евгений Андреевич – 
PhD, профессор департамента электроники и коммуникаций, 
Технологический университет Тампере, Финляндия

ЧЛЕНЫ РЕДКОЛЛЕГИИ 
Абдульраб Абиб – 
PhD, профессор департамента математики и программной 
инженерии, Национальный институт прикладных наук, Руан, 
Франция

Авдошин Сергей Михайлович – 
кандидат технических наук, профессор, руководитель 
департамента программной инженерии, Национальный 
исследовательский университет «Высшая школа экономики»

Акопов Андраник Сумбатович – 
доктор технических наук, профессор кафедры бизнес-аналитики, 
Национальный исследовательский университет 
«Высшая школа экономики»

Алескеров Фуад Тагиевич – 
доктор технических наук, профессор, руководитель департамента 
математики, Национальный исследовательский университет 
«Высшая школа экономики»

Афанасьев Антон Александрович – 
доктор экономических наук, и.о. ведущего научного сотрудника 
лаборатории социального моделирования, Центральный 
экономико-математический институт РАН

Бабкин Эдуард Александрович – 
кандидат технических наук, PhD, профессор кафедры 
информационных систем и технологий, Национальный 
исследовательский университет «Высшая школа экономики»

Байер Алекс – 
PhD, Директор KAFAN FX Information Services, Нью-Йорк, США

Баранов Александр Павлович – 
доктор физико-математических наук, заместитель директора 
ФГУП «Главный научно-исследовательский вычислительный 
центр Федеральной налоговой службы»

Беккер Йорг – 
PhD, проректор, профессор, директор Европейского исследо-
вательского центра в области информационных систем (ERCIS) 
Мюнстерского университета, Мюнстер, Германия

Белов Владимир Викторович –
доктор технических наук, профессор кафедры вычислительной 
и прикладной математики, Рязанский государственный 
радиотехнический университет

Грибов Андрей Юрьевич – 
кандидат экономических наук, Генеральный директор 
компании «КиберПлат»

Громов Александр Игоревич – 
кандидат химических наук, профессор, заведующий кафедрой 
моделирования и оптимизации бизнес-процессов, Национальный 
исследовательский университет «Высшая школа экономики»

Гурвич Владимир Александрович – 
PhD, приглашенный профессор и исследователь, 
Центр исследования операций, Ратгерский университет 
(Университет Нью-Джерси), США

Джейкобс Лоренц – 
PhD, профессор медицинского факультета, Университет Цюриха, 
Швейцария

Дискин Иосиф Евгеньевич –
доктор экономических наук, научный руководитель, председатель 
Научно-экспертного совета, Всероссийский центр изучения 
общественного мнения (ВЦИОМ); член Совета Общественной 
палаты Российской Федерации

Зандкуль Курт – 
PhD, заведующий кафедрой информационных систем 
для бизнеса, Университет Ростока, Германия

Ильин Николай Иванович – 
доктор технических наук, член-корреспондент Академии крипто-
графии РФ, заместитель начальника Управления специальной связи, 
Федеральная служба охраны Российской Федерации (ФСО России)

Исаев Дмитрий Валентинович – 
кандидат экономических наук, доцент кафедры бизнес-аналитики, 
Национальный исследовательский университет 
«Высшая школа экономики»

Калягин Валерий Александрович – 
доктор физико-математических наук, профессор, заведующий 
кафедрой прикладной математики и информатики, Национальный 
исследовательский университет «Высшая школа экономики»

Каменнова Мария Сергеевна – 
кандидат технических наук, Генеральный директор компании 
«Логика BPM»

Кравченко Татьяна Константиновна –
доктор экономических наук, профессор, заведующая кафедрой 
бизнес-аналитики, Национальный исследовательский 
университет «Высшая школа экономики»

Кузнецов Сергей Олегович – 
доктор физико-математических наук, профессор, руководитель 
департамента анализа данных и искусственного интеллекта, 
Национальный исследовательский университет «Высшая школа 
экономики»

Лугачев Михаил Иванович – 
доктор экономических наук, профессор, заведующий кафедрой 
экономической информатики, Московский государственный 
университет им. М.В. Ломоносова

Мальцева Светлана Валентиновна – 
доктор технических наук, профессор, заведующая кафедрой 
инноваций и бизнеса в сфере информационных технологий, 
Национальный исследовательский университет 
«Высшая школа экономики»

Мейор Питер – 
PhD, заместитель директора консультативной группы по радио-
коммуникациям, Международный телекоммуникационный союз 
(ITU), заместитель руководителя Комиссии ООН по науке 
и технологиям, Женева, Швейцария

Миркин Борис Григорьевич –
доктор технических наук, профессор департамента анализа данных 
и искусственного интеллекта, Национальный исследовательский 
университет «Высшая школа экономики»

Моттль Вадим Вячеславович – 
доктор технических наук, профессор кафедры информационной 
безопасности, Тульский государственный университет

Пальчунов Дмитрий Евгеньевич – 
доктор физико-математических наук, заведующий кафедрой 
общей информатики, Новосибирский государственный университет

Пардалос Панайот (Панос) – 
PhD, почетный профессор, директор центра прикладной 
оптимизации, департамент промышленной и системной 
инженерии, Университет Флориды, США

Силантьев Альберт Юрьевич – 
доктор технических наук, профессор кафедры информационных 
бизнес систем, Национальный исследовательский 
технологический университет «МИСиС»

Таратухин Виктор Владимирович – 
кандидат технических наук, PhD, руководитель научной группы 
Европейского исследовательского центра в области 
информационных систем (ERCIS) Мюнстерского университета, 
Мюнстер, Германия

Ульянов Михаил Васильевич – 
доктор технических наук, профессор департамента программной 
инженерии, Национальный исследовательский университет 
«Высшая школа экономики»



7
BUSINESS INFORMATICS No. 1(39) – 2017

Multistakeholder approach and human 
rights in Internet Governance

Andrey A. Shcherbovich
Lecturer, Department of the Constitutional and Administrative Law 
National Research University Higher School of Economics
Address: 20, Myasnitskaya Street, Moscow, 101000, Russian Federation
E-mail: ashcherbovich@hse.ru

Abstract

The decision-making system in international organizations is still very conservative. The composition of 
international forums that can generate signifi cant international instruments has not changed for centuries. 
Only diplomats and representatives of international organizations whose credentials have been confi rmed 
in a certain way are admitted to international decision-making. The Internet Governance Forum (IGF), 
under the auspices of the UN, UNESCO and the International Telecommunication Union, was established 
in 2006 on the basis of the World Summit on the Information Society, which is today the world’s most 
authoritative international discussion forum on Internet governance, though its potential to achieve the best 
regulation of international Internet governance processes is not fully used. The basis for this regulation is the 
multistakeholder approach, which consists in a multiplicity of categories of the decision-making mechanism, 
including, in addition to the traditional representatives of states and international organizations, civil society, 
business, the academic and technical community, the media, and other interested stakeholders.

This research is expected to provide guidance for improving the global Internet governance arrangements, 
taking into account the interests of all categories of participants, as well as to establish procedural rules 
for decision-making based on the multistakeholder approach in Internet governance to give the Internet 
Governance Forum the opportunity to adopt international “soft law” instruments. An example of this is 
the Draft Charter of Rights and Principles on the Internet, developed by the Dynamic Coalition on Human 
Rights and the principles of the Internet Governance Forum – something comparable to the Universal 
Declaration of Human Rights with regard to the Internet. The need to bring human rights instruments 
to the Internet determines the direction of the development of programs and policies in global Internet 
governance and the role of the Internet Governance Forum in these processes.
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Introduction

M
ultistakeholderism is a quite new idea of 

governance, but it has roots in the history 

of international organizations. It is a way of 

regulation designed to enforce proper Internet Govern-

ance on three levels: supranational, national, and self-

regulation. The Internet Governance Forum (IGF), cel-

ebrating its 10th Anniversary at the 10th Meeting of the 

Forum on November 2015 in the Brazilian city of Jo o 

Pessoa, is a platform for expert discussions on different 

issues within the scope of Internet Governance.

One problem raised is modification and extension of 

the IGF mandate for the following five or 10-year term. 

However, another problem is the lack of decision-mak-

ing capability of the Forum. For example, the Internet 

needs a system of international instruments to deal with 

various problems, like proper realization of human rights 

and the freedoms of Internet users, conflicts of jurisdic-

INTERNET TECHNOLOGIES



8
BUSINESS INFORMATICS No. 1(39) – 2017

tions and the questionable issue of “state sovereignty” 

on the national segments of the Internet or the Internet 

as a whole.

1. The IGF Mandate and the issue 

of its extension since 2016

The current Mandate of the IGF, extended once af-

ter a five-year term in 2010, was formulated in the Tunis 

agenda. The mandate of the IGF is set out in paragraphs 

72 to 80 of the Tunis Agenda for the Information Society 

(the “Tunis Agenda”):

“We ask the UN Secretary General, in an open and 

inclusive process, to convene, by the second quarter of 

2006, a meeting of the new forum for multistakeholder 

policy dialogue called the Internet Governance Forum 

(IGF). The mandate of the Forum is to:

 discuss public policy issues related to key elements 

of Internet governance in order to foster the sustainabil-

ity, robustness, security, stability and development of the 

Internet;

 facilitate discourse between bodies dealing with dif-

ferent crosscutting international public policies regard-

ing the Internet and discuss issues that do not fall within 

the scope of any existing body;

 interface with appropriate inter-governmental or-

ganizations and other institutions on matters under their 

purview;

 facilitate the exchange of information and best prac-

tices, and in this regard make full use of the expertise of 

the academic, scientific and technical communities;

 advise all stakeholders in proposing ways and means 

to accelerate the availability and affordability of the In-

ternet in the developing world;

 strengthen and enhance the engagement of stake-

holders in existing and/or future Internet governance 

mechanisms, particularly those from developing coun-

tries;

 identify emerging issues, bring them to the attention 

of the relevant bodies and the general public, and, where 

appropriate, make recommendations;

 contribute to capacity building for Internet gov-

ernance in developing countries, drawing fully on local 

sources of knowledge and expertise;

 promote and assess, on an on-going basis, the em-

bodiment of WSIS principles in Internet governance 

processes;

 discuss, inter alia, issues relating to critical Internet 

resources;

 help to find solutions to the issues arising from the 

use and misuse of the Internet, of particular concern to 

everyday users;

 publish its proceedings” [1]. 

The United Nations General Assembly endorsed the 

Tunis Agenda in its resolution 60/252. The initial man-

date of IGF was for five years, from 2006 to 2010. Rec-

ognizing the importance of the Forum in fostering the 

sustainability, robustness, security, stability and develop-

ment of the Internet, as well as its role in building part-

nerships among different stakeholders, the United Na-

tions General Assembly requested the Secretary General 

to examine the desirability of the continuation of the 

Forum.

Because of the five-year review, the mandate of the 

Forum was renewed by the General Assembly in its res-

olution 65/141 in 2010 for a further five years, under the 

patronage of the Secretary General from 2011 to 2015.

As for next term, the continuation for the IGF man-

date will be reviewed by the General Assembly after the 

2015 Meeting in Brazil. As stated in the UN General 

Assembly Resolution 69/204 “Information and com-

munications technologies for development” adopted on 

19 December 2014, the General Assembly “welcomes 

with appreciation the offer made by Mexico to host the 

meeting of the Internet Governance Forum in 2016, and 

recommends that the extension of the mandate of the 

Forum be considered in the context of the overall review 

in 2015” [2].

Some civil society activists of the IGF community 

asked for extension of the IGF. They remarked that the 

revolving five-year term is a barrier to long range plan-

ning and investment.  Many voices have called for the 

strengthening of the IGF, but a longer planning horizon 

is necessary in such a complex, multistakeholder envi-

ronment.  Some initiatives to strengthen the IGF are al-

ready taking place. To address the need for sustainable 

funding, the Internet Governance Forum Support As-

sociation was formed at IGF 2014. The goal of this non-

profit is to promote sustainable funding for the IGF. 

In order to allow the IGF to reach its full potential, 

the Internet Governance Forum Support Association 

recommends an extension of the IGF mandate, which is 

open-ended, without term limitation. This would ensure 

the stability of the IGF and support long-range planning 

for projects that are more comprehensive and to fund 

initiatives. If this were impossible under given current 

UN rules and regulations, the Association would rec-

ommend a stable ten-year extension, to enable longer-

range commitments and financial planning.
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2. What is the multistakeholderism?

Multistakeholderism is a major feature of the Inter-

net Governance Forum. The multistakeholder approach 

facilitates wide participation in decision-making in the 

international diplomacy of different groups of actors be-

side governments and international intergovernmental 

organizations which have been traditionally involved in 

decision-making. Since the first efforts of governing the 

world order using the capabilities of multilateral diplo-

macy, international conferences and organizations, only 

representatives of governments were able to participate 

in important international meetings.

J. Kurbalija [3] presents the “variable geometry” ap-

proach, which states that Internet governance requires 

the involvement of a variety of stakeholders who differ 

in many aspects, including international legal force, in-

terest in particular Internet governance issues and avail-

able expertise. Such variety may be accommodated by 

using the variable geometry approach implied in Article 

49 of the WSIS Declaration, which specifies the follow-

ing roles for the main stakeholders:

 states – “policy authority for Internet-related public 

policy issues” (including international aspects);

 the private sector – “development of the Internet, 

both in the technical and economic fields”;

 civil society – “important role on Internet matters, 

especially at the community level”;

 intergovernmental organizations – “the coordina-

tion of Internet-related public policy issues”;

 international organizations – “development of Inter-

net-related technical standards and relevant policies” [3].

K. Gurumurthy [4] states that the “multistakeholder” 

format emerged through WSIS as an innovation in glo-

bal negotiations, going beyond the approach of other 

UN summits and older forms of consensus-building and 

comprising practical modalities of participation, includ-

ing speaking slots in working groups for non-government 

stakeholders not available in previous UN meetings. The 

WSIS Tunis agenda urged the “full involvement” 10 of 

the private sector, civil society and international organi-

zations, in addition to governments, in the “interna-

tional management” of the internet, asserting the need 

for an innovative approach to its governance embedded 

within the fundamental principle of multistakeholder-

ism. This co-option by “private interests” in the WSIS 

itself was a reflection of the growing role of non-state 

actors in the UN system.

The significant influence of non-state actors in inter-

net governance also is attributable to the particular ori-

gins of new technologies in the scientific and academic 

communities. Freedom from state control is purported 

to be an indispensable cause of ICT innovations and, 

hence, a private role is perceived as vital for the inter-

net’s stability and growth. Within this tradition of partic-

ipation, the IGF has been perceived as a pioneering ex-

periment, paving the way to reconcile political interests 

through dialogue. Pivoted on the multistakeholder prin-

ciple, the IGF brings together actors – predominantly 

seen in their identities as governments, businesses, and 

civil society organizations – to deliberate on specific 

policy themes, i.e. access, openness, diversity, security, 

critical internet resources and emerging issues. A multi-

stakeholder advisory group (MAG) also guides the IGF 

processes [4].

J. Kulesza [5] believes that the principle of multistake-

holderism means the equal involvement of all groups 

participating in the Internet’s evolution: governments 

(acting on their own behalf or represented through inter-

governmental organizations), civil society (representing 

the users) and the business sector (on behalf of not only 

telecommunications, but also every other market seg-

ment). This principle gives internet governance a unique 

character in the international relations field, one that 

directly determines any corresponding legal regulation. 

For the first time, it is not only the national authorities 

that need to find a working international consensus for 

their joint cooperation – they need to seek compromise 

with ‘the governed’ (civil society and the business sec-

tor), who usually play a subordinate role in national legal 

affairs. Since the Internet is a network of peers, it is only 

through their common consensus that the network may 

work perfectly [5].

There are three levels on which Internet Govern-

ance: supranational, national, and community level or 

self-regulation. Those three levels could not be self-suf-

ficient, and they should be interconnected in a special 

way in order to make relevant Internet Governance, in 

order to make a model of IG policy in the realization of 

human rights.

Therefore, each level of Internet Governance has its 

positive and negative effect. None can be self-sufficient. 

The supranational level is like a multistakeholder ap-

proach of the IGF and other forums and open discus-

sion spaces provided by the United Nations, by the 

regional Internet Governance Forums and other or-

ganizations. It is also a participatory approach, whereby 

everyone can participate in the discussion, and everyone 

has stock for decision-making. It is also an open-mind-

ed and complete scientific analysis of the problems of 

the Internet Governance, and the Internet Governance 
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itself better reflects on the international level the supra-

national nature of the Internet itself. By the way, this su-

pranational level on its own could have negative aspects, 

because it is only a discussion space which has no official 

decision-making power to make international treaties 

with mandatory force. Also, not all the national jurisdic-

tions perceive their jurisdiction in the same way, so this 

recommendation could be recognized in different ways 

in different countries. In addition, most of the decisions 

and proposals made by such a discussion space are on 

the basis that has just an ethical or non-legal nature.

Some scholars question the potential of such govern-

ance strategies. They argue that multistakeholder ap-

proaches face a substantial number of challenges, in-

cluding inadequate participation among all actors due 

to time constraints or conflicts of interest, difficulties in 

achieving consensus on key decisions, power and capa-

bility imbalances across stakeholder groups, and a lack 

of broader social and political legitimacy. One recent 

critique concludes that multistakeholder groups may 

be used ‘as a means of promoting dialogue and build-

ing consensus, not as the locus of policy implementation 

and oversight’.

Counter-perspectives suggest that in several cases 

multistakeholder engagement has actually proved to be a 

more effective strategy than traditional legislative meas-

ures, resulting in enhanced standards of corporate con-

duct, new certification procedures, and new monitoring 

mechanisms, as well as in greater public awareness of 

corporate activities and influence. These taken together 

have changed the landscape and discourse concerning 

the roles and responsibilities of the private sector in an 

increasingly global economy [6].

J. Malcolm questioned at the Workshop “Human 

rights on the Internet: legal frameworks and technologi-

cal implications”, organized by the National Research 

University Higher School of Economics on IGF 2012 in 

Baku, how we regulate the Internet in a way that respects 

human rights if we cannot rely on governments, corpo-

rations or civil society to do so? The best answer we have 

is that we should do so by combining the strengths and 

weaknesses of all those stakeholders in a multistakehold-

er policy development process intended to explain com-

mon principles or guidelines upon which governments, 

the private sector and civil society can agree as a basis 

for their respective actions: passing legislation, or con-

cluding treaties, moderating online services containing 

user-generated content, and share norms of online be-

havior [7].

The Internet Governance Forum can be a good place 

to start developing global policies for human rights on-

line, particularly in areas, where there are no other glo-

bal forums that have responsibility for particular issues, 

such as, for example, privacy and cloud services. How-

ever, the IGF, as it is currently constituted, is not quite 

up to the task. Its mandate calls on it to develop rec-

ommendations on emerging issues that can be transmit-

ted to decision-makers through appropriate high-level 

interfaces, but it has not yet developed the capability 

to do that. In addition, the agenda, furthermore, calls 

for a parallel policy to enhance co-operation on Inter-

net policies involving all stakeholders in their respective 

Traditional model of governance Multistakeholder model of governance

Fig. 1. Comparison of the ‘traditional’ and multistakeholder governance models
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roles and led by governments. So we have some more 

work to do to improve the processes at the global level, 

and we also have to make sure that similar forums exist 

at the regional and national levels too. In this context, 

it was good to hear at this Internet Governance Forum 

that there will be another attempt to convene a Working 

Group on enhanced co-operation under the auspices of 

the Commission on Science & Technology for Devel-

opment. The ultimate outcome that we should be aim-

ing for is to ensure that we have the means to address at 

all levels, supranational, national and local, the means 

to work towards a multistakeholder consensus on the 

appropriate principles to be applied by all stakeholders 

in their respective roles that will address online policy 

problems, while upholding human rights [7]. 

3. Procedural issues and the ILO case

Usually UN specialized agencies, like all international 

intergovernmental organizations, with some exceptions, 

have a similar structure, consisting of at least three ele-

ments: plenary bodies, executive bodies and secretariats. 

The same applies to all intergovernmental conferences 

with decision-making capacity.

The plenary body (the Assembly, the General Confer-

ence, etc.) is composed of delegates from all member 

states of the organization.

Executive functions are performed by the Board – a 

body more limited in composition.

There is also a specialized agency and the Secretariat 

(the Secretariat itself or the International Bureau) – the 

body responsible for current production in the organi-

zation, preparation of documents, as well as perform-

ing the depositary functions on concluded treaties. The 

highest executive officer, usually called the Secretary 

General, heads the Secretariat.

In a number of institutions there are subsidiary bod-

ies designed to ensure that they function in a number of 

specific issues. The composition of these bodies is not 

typical and varies from institution to institution.

The order of the plenary, the executive and the sub-

sidiary bodies comes under the rules of procedure – an 

internal document which may have different names de-

pending on the organization, but commonly it is the 

rules of procedure.

The rules of procedure usually govern matters such as 

the procedure for regular and special sessions, adoption 

of the agenda, check on the credentials of delegates, the 

rights and responsibilities of delegates as well as officials 

of the body. The rules of procedure also deal with the 

minutes-keeping of meetings, official and working lan-

guages; the procedure of voting and elections, as well as 

the order of participation of members and observers, as 

well as procedures for making amendments and addi-

tions to the rules of procedure.

This structure comprising bodies and rules of proce-

dure is crucial to deliver decision-making capability to 

the particular international organization or conference. 

We should mention that the IGF has almost everything 

to enjoy that capability. The IGF has its permanent Sec-

retariat based in Geneva; it has an ‘executive’ body, the 

Multistakeholder Advisory Group performing executive 

functions for the Forum. The IGF itself could act as the 

plenary body. Each meeting of the IGF constitutes real 

plenaries on different main topics: critical internet re-

sources, emerging issues, etc.

As we can see from the current Mandate, the IGF was 

created for policy dialogue but has no decision-making 

capacity. However, the history provides an example of a 

body which is multistakeholder by nature, but has offi-

cial decision-making capacity. This is the International 

Labor Organization established in 1919.

International Labor Conference, plenary body of the 

International Labor Organization (ILO) is in some ways 

unique [8]. It includes all member states of the ILO. 

Each member of the ILO sends four representatives, two 

of whom are representatives of the Government, and the 

other two must be delegates representing respectively the 

employers and employees of each of the members of the 

ILO. Each government approves all delegates, but two 

so-called non-governmental delegates should be cho-

sen by agreement with the trade union of employers and 

workers. This structure reflects the “tripartite” nature of 

the ILO and in fact, it is multistakeholder by nature.

The Conference of the ILO itself decides which del-

egates should have the right to vote, that is the “voting 

section”. Excluded delegates have the right to appeal to 

a special committee consisting of independent members 

appointed by the Governing Body. The Commission 

may add to the “voting section” no more than two del-

egates, and its decision is final and not subject to discus-

sion or appeal.

The major problem is the issuance and presentation 

of credentials. Common rules applied to this issue are 

expected to lead to considerable administrative savings, 

both for States and for the Organization, through three 

related but independent proposals for the modification 

relating to the present routine requirement for the sub-

mission and examination of credentials. These proposals 

would:
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(a) Require the presentation of credentials only for 

certain treaty-making conferences, while eliminat-

ing this requirement for other types of conferences; the 

practice of requiring credentials, which originated at a 

time when long-range communications were such that 

it was not always possible to check whether a person 

appearing at an intergovernmental conference actually 

represented the authority that allegedly dispatched him, 

no longer has much relevance in an era of instant world-

wide communications;

(b) Eliminate the need to establish a Credentials Com-

mittee, by transferring the most critical function of such 

a body – the examination of challenged credentials – to 

the General Committee while abolishing the function of 

routinely examining unchallenged credentials;

(c) Abolish the requirement for the automatic exami-

nation of all credentials, which frequently introduces an 

unnecessarily contentious element into a non-political 

conference, while retaining the possibility of challenging 

the participation of any delegation.

The unique tripartite composition of the ILO Inter-

national Labor Conference causes special problems 

relating to approval of credentials. The claim has fre-

quently been raised that certain Worker or Employer 

delegations are not representative. At the 2004 session, 

the International Labor Conference broadened the 

mandate of the credentials committee, on an interim 

basis, with a view to ensuring that delegations were in-

dependent and representative [9]. The Internet Gov-

ernance Forum has no voting rights, but in case of ex-

tension of the mandate of the Forum, this issue seems 

to be timely.

Conclusion

In conclusion, we need to stress three points for con-

sideration.

First, the multistakeholder approach reflects the same 

essence of the Internet as a network of networks. The 

three levels of Internet Governance and their intercon-

nection demonstrate that the Internet is supranational. 

This principally differs from the traditional model of 

governance, where all stakeholders acting on the Inter-

net are subordinated to national governments, as it is 

demonstrated on Figure 1. 

Second, the ILO case shows us respective and effec-

tive decision-making of an international body under the 

auspices of the United Nations which is composed not 

only of governmental delegates. The same model could 

be applied to the Internet Governance Forum in case its 

mandate is extended in 2016. The IGF has most of fea-

tures of an international organization, such as secretar-

iat, the MAG as an executive body, and the Forum itself 

as quasi-plenary body.

Third, we need to have a universal instrument regu-

lating human rights on the Internet. The brightest ex-

ample is the charter of human rights and principles on 

the Internet drafted by the Internet Rights & Principles 

Coalition on the IGF. It has the potential to be the on-

line equivalent of the Universal Declaration of Human 

Rights but it is not acting even as a soft-law instrument 

because of the absence of decision-making capability of 

the Forum. In addition, different national legislations 

and the issue of jurisdiction could prove that we are in 

the great need of different international instruments in 

the sphere of internet governance. 
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Аннотация

Система принятия решений в международных организациях по-прежнему весьма консервативна. Состав 
международных форумов, которые могут создавать значимые международные документы, не меняется на 
протяжении веков. Только дипломаты и представители международных организаций могут принимать 
юридически обязывающие решения на международном уровне. Форум по управлению Интернетом (Internet 
Governance Forum, IGF), созданный в 2006 году решением Всемирного саммита по информационному 
обществу, который является одним из наиболее авторитетных международных форумов по данному вопросу, 
не полностью использует свой потенциал для регулирования международных процессов управления 
Интернетом. Основой этого регулирования является мультистейкхолдер-подход, который состоит в 
множественности субъектов принятия решений, который включает в себя, в дополнение к традиционным 
категориям участников в лице государств и международных организаций, представителей гражданского 
общества, бизнеса, академического и технического сообществ, средств массовой информации и других 
заинтересованных сторон. 

Данное исследование, как ожидается, может внести свой вклад в усовершенствование глобальных 
механизмов управления Интернетом, принимая во внимание интересы всех категорий участников, а также 
выработку правил процедуры принятия решений на основе мультистейкхолдер-подхода в управлении 
Интернетом, что позволило бы Форуму по управлению Интернетом принимать международные акты «мягкого 
права». Примером таких актов является проект Хартии прав и принципов в Интернете, разработанный 
Динамической коалицией IGF по правам человека и принципам в Интернете. Эта хартия – своего рода 
аналог Всеобщей декларации прав человека в отношении Интернета. Необходимость принятия документов 
по правам человека в Интернете определяет направление развития программ и политики глобального 
управления Интернетом и роли Форума по управлению Интернетом в этих процессах. 

Ключевые слова: управление Интернетом, Форум по управлению Интернетом, мультистейкхолдеризм, права 

человека, Международная организация труда (МОТ), Организации Объединенных Наций.
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